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ESR-15

DHELTEX

OnucaHune

MapuwpyTtnsaTop ESR-15 — 3TO yCTPOMCTBO, MpeaHa3sHavyeHHoe A/ig MCMNOob30BaHUA B KOPMNOPATMBHbIX CETAX CBA3M,
obecneumnBas adpdeKTUBHOE NoakNtoUeHne He6oNbLLUMX 1 cpeaHUX 0dUCOB KOMMaHWKW. DTOT MapLLPyTU3aTOp MMeeT
pacLUMpeHHble QYHKLUMK MapLUpyTU3aL MM, KOTOPble MOAOEPKMBAKOT CIOXKHbIE CXEMbl CETEBOIO B3aMMOLAENCTBUS, UTO
Mo3BongeT rMHKo yrNpaBnaTb CETEBbIMU pecypcaMm BHYTPU opraHu3aumm. OOHOW U3 KtoveBbix ocobeHHocTe ESR-15
ABM9EeTCH ero CNoCOBHOCTb K MOCTPOEHMUIO 3aLUMLLEHHORO NepMMeTpa ceTW. ITa 3aada BbiNoHAeTCs 3a cyeT
mcnonb3oBaHua TexHonornim NAT (Network Address Translation) u firewall (MexxceTeBo akpaH). NAT no3songaeTt
CKpbIBaTb BHYTPEHHIOKO CTPYKTYPY CETUM OT BHELLHMX Mofb30BaTefien, NpefocTaBnada AONONHUTEbHbIN YPOBEHb
6e30MacHOCTM U NO3BOIAS MCMOMb30BaTbh OAMH BHELLUHWKX IP-agpec A5 HECKONMbKUX BHYTPEHHMX YCTPOMCTB.
MeykceTeBOW 3KpaH, B CBOIO ouepenb, obecrneumBaeT 3amTy OT HECaHKLIMOHUPOBaHHOMO AOCTYMNa U yrpos, dunstTpys
BXOOALLUMMN N UCXOAALLMIN TpadUK COrnacHo 3adaHHbIM MpaBuiamM 6e3onacHocTM. ESR-15 Takyke nogaep>kmsaeT
MHOIOMPOTOKOMbHYIO KOMMYTaLMIO MO MeTKaM (MPLS), uto noBbiwaeT 3dbeKTUBHOCTb M CKOPOCTb Nepeaadm JaHHbIX
B KOpropaTuBHOM ceTu. MPLS no3BonaeT co3aaBaTb BUPTyarbHble YacTHble ceTh (VPN), obecrneyrBas TeM CaMblM
MpUopUTETHOE OBCNYXKMBAHME HYXKHbIX MPUIOXKEHUI 1 ycnyr. Ellle ogHa BaxkHaa ¢dyHKLUKMG ESR-15 - cozgaHue
3alUMLLEHHbIX CETEBbBIX TYHHENem Mexay dunmanaMmum komnaHum. C momoLbto TexHonormin VPN MapLpyTmsaTop
OpraHM30BbIBaET Be30MnacHble KaHabl CBA3M, MO KOTOPbLIM MepefatoTca KoHbUaeHUManbHble JaHHble. 3To
HEeoBXOoAMMO ON1A LLeNTOCTHOCTU U 3aWmnThl MHGOPMaL MK, NepefaBaeMon Mexay oducamm. OpraHmsauma pe3epBHOro
coegMHeHUs aBndaeTcs elle ogHoM 3Ha4YMmMom dyHkumen ESR-15. MaplwpyTr3aTop nogaepXXmBaeT nogkitodeHne
pe3epBHOro KaHasa Kak Yyepes NpoBoaHble coefMHeHUs, Tak 1 nocpenctsoM 3G/LTE-MogeMa. ITo rapaHTupyeT
6ecnepebonHyto paboTy MHTepHeTa AaXke B cydae cOoeB UM MOTOMOK OCHOBHOIO KaHasa CBS3M, YTO KpalHe BaXKHO
019 Nognep»KaHMa HenpepbiBHOCTU 6U3Hec-NpoLeccoB. MapLupyTru3aTopsbl OT Eltex MoryT ncrnonb3oBaTtbes And
nMnopTo3aMelleHna 6peHaos Cisco, Huawei, Juniper Networks B 06n1acTn TeIeKOMMYHUKaLMOHHOIro o6opynoBaHms,
raoe oTCyTCTBYeT TEXHMYeCKas NoahepyKKa Ha PYCCKOM a3blke U NMLLEeH3npoBaHMe. MapLipyTtmnsaTtop ESR-15 Bbl MoxeTe
KYMUTb, 0BPATUBLLMCH K HalLMM MeHeOyKepaM. Takxke, Bbl MOXeTe MoNy4YnTb KOHCYNbTaLMIO HaLlMX
KBaIMOULMPOBAHHbBIX CETEBbIX MHYKEeHepPOoB, CreLManncToB Mo cepBepHOMY 060pyaOBaHUIO U APYIrMX CReLManmMcToB
TexHu4yeckoro otaena. Mol paboTaeM Mo Bcewn Tepputopmim Poccrn. ECiv BaM HEOBXOAMMO KyMUTb MapLLPyTU3aToOP
Eltex ESR-15 B MockBe, CaHKT-lNeTepbypre, HoBocnbupcke, EkatepuHbypre, KasaHu, Bnagmeoctoke, KpacHogape,
Camape, OMcKe 1 Opyrux ropofax, Mbl Oyaem pafbl MOMOYb BaM B 3TOM.

[pyrve MapLpyTraTopbl KOMMaHmu Eltex:

- ESR-12v
- ESR-15R
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- ESR-30
XapaKTepUCTUKU
UHTepdenchl
Ethernet 101001000BASE-T (LANWAN) 4
Ethernet TO0OOBASE-X SFP (LANWAN) 2
Console RS-232 (RJ-45) 1
UsSB 2.0 2
RAM 4 T'b DDR4
Flash-namaTtb 8 b eMMC
MakcKrManbHaga noTpebnaemMas MOLLIHOCTb 19 BT
MutaHue 230 B AC (uepe3 apanTtep NuTaHma 12 B, 2 A)
MHTepBan pabodunx TeMnepaTyp oT 0 go +40 °C
MNHTepBan TeMnepaTypbl XpaHeHUs oT -40 go +70 °C
OTHOCUTENbHAgA BNaXXHOCTb MPW aKCryaTaumm He 6onee 80 %
OTHOCUTENbHAA BNAXXHOCTb MPUW XPaHEHUN oT10 095 %
Mabaputbl (LLU?B?T) 2307 327?133 MM
Macca 0,369 Kkr
CpOoK cny»<6bl He MeHee 15 neT

MpousBoanTENIbHOCTDb

- MpoussoamuTensHocTb Firewall/MapLupyTusaumm (bpeimbl 1518B) - 1,47 F6UT/c; 121k nakeTos/c
- MpowssoanTensHocTb Firewall/Mapwpytusauumm (IMIX)1 - 682 M6uT/c; 124k nakeTos/c

- MpowsBoanTensHoCTb L2-koMMyTauum (bpenmbl 1518B) - 1,86 F6uT/c; 153k nakeTos/c

- MpowssoanTensHocTb IPsec VPN (dppenmbl 1456B) - 257 M6uT/c; 22,1k nakeTos/c

- MpowussoanTensHocTb IPsec (IMIX)2 - 133 M6uT/c; 25,1k nakeTos/c
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- MpousBoanTENBHOCTL OOHOrO |Psec-TyHHens (dperMbl 1456B) - 132 M6uT/c; 11,3 nakeToBs/c
- MpousBoanTenbHOCTb ogHoro |Psec-TyHHens (IMIX) - 68,5 M6uT/c; 12,9k nakeToBs/c

- MpowussogunTensHocTb IPS/IDS 10k npasun - 137 M6uT/c; 24,8k nakeTos/c

- MpoussoanTenbHOCTb KOMMyTaLMK MPLS L2VPN (IMIX) - 867 M6uT/c; 159k nakeTos/c

- MpousBoanTeNnbHOCTb KOMMYyTaLMK MPLS L3VPN (IMIX) - 472 M6uT/c; 86,4k nakeTos/c

KoMmmyTauusa

- 0o 4094 VLAN (802.1Q)

- Voice-VLAN

- Q-in-Q (802.1ad)

- MAC-based VLAN

- Bridge-gpomMeH

- LAG/LACP(802.3ad)

- Port-security, protected port
- Jumbo-kagpbl

KomMmmMyTauumsa no Metkam (MPLS)

- Mopooep)kka npotokona LDP

- Mopoepxxka L2VPN VPWS

- Moppeprxkka L2VPN VPLS Martini Mode, Kompella Mode
- Moppepykka L3VPN MP-BGP (Option A, B, C)

- L2VPN/L3VPN over GRE, DMVPN

- Mpo3padHaga nepepadva cny>kebHblX MPOTOKONOB

MapuwpyTusauusa
BGP:

- CemencTBO agpecos: IPv4, IPv6, VPNV4, L2VPN, IPv4 label-unicast, Flow-spec

- TMBKas BO3MOXXHOCTb YMpaBfeH s MapLUpPYTHON MHPOPMaLMen no aTpubyTaMm. MNoaaepikka MeXaHM3MOB
Conditional Advertisement, Route Aggregation un Local-AS

- Bblcokas MacLuTabupyeMocTb U TMBKOCTb HAaCTPOMKU: MoaaepkKka peer-group, dymanic neighbor, as-range u
Route-reflector

- Fall over Ha ocHoBe npoTokona BFD u Fast Error Peer Detection

- Graceful restart

- AyTeHTUPMKaLMS

- Tnbkaga peanctpubblouna ns/s npolecc BGP MapLupyToB OpyruX MPOTOKOMOB

- BO3MOXXHOCTb 3anycKa A0 64 NpoLeccoB OOHOBPEMEHHO

- ECMP

- Nopaeprkka MapLpyTM3aLmMmM Ha OCHOBE MOUTUK

OSFP(v3):
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- 30Hbl pa3nuyHbIX TMNoB: Normal, Stub, Totally stub, NSSA, Totally NSS

- PaboTa B pa3nunyHbIx TUnax ceten: Broadcast, NBMA, Point-to-point, Point-to-multipoint, Point-to-multipoint
non-broadcast

- CyMMapu3zaumsa n GunbTpaumsa MapLUpyTHOW MHGopMaLnmn

- AyTeHTUdMKauma

- ECMP

- MaccmBHbIM MHTepdenc

- M'mbkaga peanctpubbloumns 1s/s npouecc OSPF MapLUIpyTOB APYrMX MPOTOKOMOB
- BO3MOYXHOCTb 3anycKa A0 6 NMpoLeccoB OAHOBPEMEHHO

- Mopooepyxka npoTtokona BFD

- MexaHmn3M Auto cost calculaction

- NMopaeprkka MapLpyTM3aLmMmM Ha OCHOBE MOUTUK

IS-IS:

- PaboTa B pa3Hbix TUMNax ceTel: Broadcast, Point-to-point

- YcTaHoBKa cocecTtsa L1-/L2-ypoBHel

- Metric style: narrow, wide, transition

- AyTeHTUOMKaLMS

- DunbTpaLmMa MapLUPYTHOW MHPOopMaLUmn

- Tnbkas peaucTpubbloums 13/B nNpouecc I1S-IS MapLUpyTOB APYrx MPOTOKOIOB
- BOo3MOXXHOCTb 3anycKa A0 6 MpPoLEeCCOB OOHOBPEMEHHO

- NopaeprkKa MapLpyTM3aLnMmM Ha OCHOBE MOUTUK

RIP(ng):

- PaboTta B pexxunmax (RIP only): Broadcast, Multicast, Unicast

- CyMMapm3sauma n dunbTpauma MapLpyTHOM MHPoOpMaLMm

- YNpaBneHne MeTpMKOW MapLLpyTa

- AyTeHTubmKauma

- MaccuBHbIN MHTEPdENC

- Tnbkaga peamnctpubbloumna 1s/s npouecc RIP MapLipyToB OPYrMX MPOTOKOMOB
- Mopfnepykka MapLUpyTU3aLLKMKM Ha OCHOBE MONTUTUK

Static:

- Mopoep)xka npoTtokona BFD

- PekypCcUuBHbIN MOUCK

- YNpaBneHve METPUKOM MapLUpyTa

- Bo3MOXXHOCTb BbliGOpa BapuaHTa yBeAOMAEHWS OTNPaBUTENO Npu 6NOKMPOBKe Tpadmka

KauecTBO o6cnyXmnsaHua (QoS)
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- [1o 8 NpropUTETHDBIX UM B3BELLUEHHbIX O4epenen Ha NopT

- L2- n L3-npuroputmsaumda Tpadumka (802.1p (CoS), DSCP, IP Precedence (ToS))
- Mepapxmueckunin QoS

- YnpaeneHue ovepensamm: RED,GRED, SFQ, CBQ, WFQ, WRR

- MapKknpoBKa Ha BXofe W Bbixoae

- YnpaBneHue nonocon nponyckaHua (policing, shaping)

IPsec

- Pexkumbl «policy-based» 1 «route-based»

- PexxnMmbl nHkancynauum: tunnel un transport

- Buabl ayteHTUdMKaumm: pre-shared key, public key, xauth (ikevl only), eap (ikev2)
- Mopaepykka mobike (ikev2 only)

- Moppepykka HabopoB KtoYeln ayTeHTUdKUKaUMKM ike ikering

YpaneHHbIn gocTtyn (Remote Access)

- BO3MOXXHOCTb yOaneHHoro gocTyna K KopropatnBHom ceTn no PPTP, L2TP over IPsec, OpenVPN, WireGuard
- Moppepyxka PPPoOE-/PPTP-/L2TP-knneHTa

- AyTeHTUDMKaLMSA Nonb3oBaTenem

- lndpoBaHme coegmHeHMIN

Be3onacHocTb

- MopaepyKa CNMCKOB KOHTpons aocTyna (ACL) Ha 6ase L2-/L3-/L4-nonen

- Zone-based Firewall B oByx pexxmnmax: stateful u stateless. JlornpoBaHme cpabaTbiBaHUA NpaBU, CHETYNKMA

- DUNbTPaLMa NO NPUITOXKEHUAM

- 3awwmTa oT DoS-/DDoS-/Spoof-aTak 1 nx normposBaHmue

- CucTeMa oBHapy>KeHna 1 NpenoTepalleHnsa BTopykeHni (IPS/IDS) 1 nx normposaHme3

- CUrHaTypPHbIM aHanm3 nocpeacTtBoM IPS B ABYX peXkmMax: aHanms TPaH3UTHOTO U 3epKannpoBaHHOro Tpadukal
- BsaumogewicTeume ¢ Eltex Distribution Manager ona nonydeHmsa NULEH3MPYEMOro KOHTEHTa — Habopbl NpaBu,
npepnoctaBnaemMble Kaspersky SafeStream 114

MOHUTOPUHI U ynpaBneHue

- Mopooep)kKa CTaHOAPTHbIX M paclnpeHHbiXx SNMP MIB, RMONVI

- Zabbix agent/proxy

- AyTeHTUdUKaLMA Nonb3oBaTenen no nokanbHoM 6ase cpencrtesamm npotokonos RADIUS, TACACS+, LDAP
- 3alWmMTa OT OLMBOK KOHOUIYPUPOBaHMSA, aBTOMaTUYECKOE BOCCTaHOBNEHWe KOHPUrypaLumm

- MHTepdenchl ynpasneHma CLI

- Mopoeprkka Syslog

- MOHUTOP MCMOMb30BaHUA CUCTEMHbIX PECYPCOB
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- Ping, monitor, traceroute (IPv4/IPv6), BbiBog MHbOPMaLIMK O MakeTax B KOHCOMM

- O6HoBneHue MO, 3arpyska 1 Bbirpy3Ka koHburypaumm no TFTP, SCP, FTP, SFTP, HTTP(S)
- Mopooep)xka NTP

- Netflow v5/V9/V10 (skcnopT ctatucTtukm URL ans HTTP, host ong HTTPS)

- JlokanbHoe ynpaBfeHumne yepes KOHCOMbHbIM MNopT RS-232 (RJ-45)

- YpaneHHoe ynpasneHue, npoTtokorbl Telnet, SSH (IPv4/IPv6)

- LLDP, LLDP MED

- JlTokanbHOe U yaaneHHoe CoXpaHeHWe KOHPUrypaumnm MapLlipyTmnsaTopa

SLA

- SLA-responder ona Cisco-SLA-agent

- Eltex SLA:

- 3afeprkKa (OOHOCTOPOHHSS/OBYCTOPOHHSS)

- Jitter (npamoi/o6paTHbIin)

- MoTeps nakeToB (NpaMas/obpaTHas/ 4BYCTOPOHHAA)

- OBbHapy>xeHWe Oy6nmMpyoLLKMXCa MaKeToB

- OBHapy)KeHMe HapyLLeHWs NoC/efoBaTeIbHOCTM OCTaBKM NakeToB (MpsaMoe/obpaTHoe/0ByCcTOpoHHEE)

Pe3epBupoBaHUe M Knactepusaums

- VRRP v2,Vv3

- Tracking Ha ocHoBaHMKM VRRP- unu SLA-TecTa

- YnpaBneHuve napamMetpamm VRRP

- YnpaBneHuve napamMetpamum PBR

- YnpaBneHmne agMUHUCTPATUBHbIM CTaTyCOM MHTepdenca

- AKTMBaLMA U AeaKTMBaLMAa CTaTUYECKOro MapLupyTa

- YnpaBneHue aTpmnbyTtomM AS-PATH u preference B route-map
- DHCP failover ona pesepBupoBaHus 6a3bl IP-agpecos, BblgaHbix DCHP-cepBepoMm
- Failover Firewall ona pesepBupoBaHua ceccuit Firewall u NAT
- MultiwAN

- Dual-Homing

OTKa30yCTOMUYMBDbIN KNacTep:

- MpocToTa aAMUHUCTPUPOBAHUA M MHTErPaLLMK: CUHXPOHM3ALMA KOHOUIYpaLWK, BPEMEHU, BEPCUI, NMULLEH3UI; Zero
Touch Provisioning (ZTP)

- Pe3epBurpoBaHmMe Bcex coeguHeHu B Knactepe

- Pe3epBurpoBaHMe MapLLpyTM3aToOPOB (B TEKYLLEW BEPCUM NOALEPIKMBAETCA pe3epBMPOBaHME Mo cxeMe «1 + 1»)

CepBuUcCHI

A
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- DHCP-KknmeHT, cepBep
- DHCP Relay Option 82
- DNS resolver

-NTP

- TFTP-cepBep

- El/multilink, MogeMbl

BRAS3

- TepMUHaLKMa Nonb3oBaTenen

- Benble/depHble cnmnckn URL

- KBOTUpOBaHKe No 06beEMyY TpadKKa, Mo BpeMeHU CECCUU, MO CETEBbLIM MPUMOKEHUAM
- HTTP/HTTPS Proxy

- HTTP/HTTPS Redirect

- AKKayHTWHTI ceccui no npoTtokony Netflow

- BsanmMmopencTeume c cepBepamm AAA, PCRF

- YnpaBneHue nonocom nponyckaHma no opmcam m SSID, ceccmam nonb3oBaTenen

- AyTeHTUMKaumMa nonb3oBaTenem no MAC- unu |IP-agpecam

Habop dyHKUKMM cooTBeTCTBYET Bepcum M0 1.23

1dopmMaT TpaduKa (KONMMYECTBO B CEKYHAY : pasMep KaXkgoro dpenma) — 8:74; 5:512; 7:1518
2®opMaT TpadmKa (KONMMYECTBO B CEKYHAY : pa3Mep Kaxaoro dpenma) — 8:74; 5:512; 7:1456
3AKTUBUpPYETCA NULLEH3UEN

4Habopbl NpaBMN NpenocTaBnaTCca Mo noanmcke. MMHMManbHbIN CPOK AeNCTBUA MNoanmckm — 1 rog
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