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ESR-30
. s ‘-'-N.l_;.-, W2y ?
f-“!_-gfﬁ-ﬁ ’ MapLupyTmsaTtop ESR-30, 4x10/100/1000BASE-T, 2xI0GBASE-R SFP+,
- 1xConsole (RJ-45), IxUSB 2.0, 1XUSB 3.0, 1 cnoTt ong micro-SD KapT, 4
6 RAM, 8 I'6 Flash, 100-264 B AC

DHELTEX

OonucaHune

MapwpyTtrsaTop ESR-30 — 3TO yCTPOWMCTBO, MpefHa3sHavYeHHoe A1 MCMNOMb30BaHUA B KOPMNOPATMBHbIX CETAX CBA3MW,
obecneumnBag adpdeKTUBHOE NogKNtoUeHEe HEGONbLUMX U cpeaHUX 0dMCOB KOMMaHWKW. DTOT MapLUPyTU3aTOp MMeeT
paclMpeHHble QYHKLUMK MapLUpyTH3aL MM, KOTOpble MOAOEPXKMBAKOT CIOXKHbIE CXEMbl CETEBOIO B3aMMOLENCTBUS, UTO
rno3BondeT r’mbKo ynpaBiaTb CETEBbIMU pecypcamMm BHYTPKM opraHm3aummn. Yctponcteo ESR-30 nMeeT 4 nopTa
Ethernet 10/100/T000BASE-T (LAN/WAN) 1 2 nopTta T0GBASE-R/I000BASE-X (SFP+/SFP). OgHOM 13 KITOYEBbIX
ocobeHHocTen ESR-30 aBnsgeTca ero cnoco6HOCTb K MOCTPOeHMUIO 3aLlLMLLEHHOO NepuMeTpa ceTu. ITa 3adada
BbIMOMHAETCA 3a c4eT ncnonb3oBaHma TexHonornm NAT (Network Address Translation) u firewall (MexxceTeBoM aKpaH).
NAT nMo3BONAET CKPbIBaTb BHYTPEHHIOK CTPYKTYPY CETU OT BHELLHUX NOMb30BaTeNen, NpenocTaBnaa
[OMONMHUTENbHbIN YpPOBEeHb 6&30MacHOCTU 1 MO3BOAA UCMOMb30BaTb OAMH BHELLHUM |P-agpec ANng HECKOMbKMX
BHYTPEHHMX YCTPOMCTB. MeXKceTeBOW 3KpaH, B CBOIO ouepeb, obecrneumBaeT 3alUMTy OT HECAaHKLMOHMPOBAHHOIO
[OCTyna U yrpos, dUnbTpysa BXOAALMM N UCXoasaLWmMM TpadUK CornacHo 3agaHHbIM NpaBunam 6esonacHocTn. ESR-30
TakKe NnogaepyXXrBaeT MHOMOMPOTOKOMbHYKO KOMMYTaLMIO Mo MeTkaM (MPLS), 4to noBbilwaeT 3ddPeKTUBHOCTb U
CKOPOCTb Mepefayun gaHHbIX B KOpropaTuBHOW ceTh. MPLS no3BondeT co3gaBaTh BUPTYyalbHble YacTHble ceTu (VPN),
obecneynBasa TEM CaMbIM MPUOPUTETHOE OBCYXKUBAHUE HYXKHbIX MPUIOXEHWIA 1 yCcnyr. Ellle ofHa BaxkHasa dyHKLMS
ESR-30 - co3gaHmMe 3alUMLLEHHbIX CETEBbLIX TYHHENEM Mexay dunananamMmm KoMnaHmi. C nomMoLbio TexHonorum VPN
MapLIpyTU3aTOP OPraHM30BbIBaeT 6e30MacHble KaHaslbl CBA3M, MO KOTOPbLIM MepenatoTcs KoHbuaeHUManbHble
OaHHble. 9TO HEOBXOAMMO A/15 LLeMTOCTHOCTM U 3alMTbl MHbOPMaLLMK, MepefaBaeMomn Mexay odpmcamu. OpraHmsaums
pe3epBHOro coeanHEeHUa ABNFeTCa elle 0aHOW 3Ha4YMMom dyHKUMen ESR-30. MapLwpyTr3aTop Nogaep»XvBaeTt
noOKoYeHMe pe3epBHOro KaHana Kak Yepes npoBofHble CoOeAnHeHud, Tak 1 nocpeacteoM 3G/LTE-Mogema. 3T1o
rapaHTupyeT 6ecnepeborHyo PaboTy MHTepHeTa AaXke B Clydae c60eB UMM MOTIOMOK OCHOBHOIMO KaHasna CBA3M, UTo
KpanHe Ba)KHO 419 NoagepXKaHMA HeMpepbiBHOCTM BU3HeC-NpoLeccoB. MapLpyTrsaTtopsbl oT Eltex MoryT
MCNoNb30BaTbCA A9 UMMopTo3aMelleHmna 6peHpos Cisco, Huawei, Juniper Networks B o6nactu
TEeNeKOMMYHWKALMOHHOIro 060pyA0BaHUA, rae OTCyTCTBYeT TeXHMYecKasa NOAOEePIKKA Ha PYCCKOM fA3bIKe U
nuueHsnpoBaHue. MapuwpyTtmsatop ESR-30 Bbl MOyKeTe KynnTb, 06PaTUBLLMCE K HALLMM MeHeOyKkepaM. TakxKe, Bbl
MOXKeTe Moy4YnTb KOHCYNbTaLMIO HALLUX KBAaNTMPULIMPOBAHHbIX CETEBbLIX MHXXEHEPOB, CMeLManCTOB MO CEPBEPHOMY
0bopynoBaHMIO M APYTrUX CNeLManmMcToB TeXHMYecKoro otaena. Mol paboTaeM no Bcel Tepputopumn Poccum. Ecnm
BaM Heo6XxoaMMOo KynnTb MapLupyTm3aTop Eltex ESR-30 B MockBe, CaHKT-NeTepbypre, HoBocnbupcke,
ExkaTepunHbypre, KazaHu, Bnagnsoctoke, KpacHogape, CaMape, OMCKe U OpYrMX ropofax, Mbl 6yaeM pafbl MOMoYb
BaM B 3TOM.
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[Opyrve MapwpyTraTopbl KOMMaHmu Eltex:
- ESR-12V
- ESR-15
- ESR-200
XapaKTepuUCTUKHu
UHTepdencol
Ethernet 101001000BASE-T (LANWAN) 4
TOGBASE-RT000BASE-X (SFP+SFP) 2
Console RS-232 (RJ-45) 1
USB 2.0 1
USB 3.0 1
Cnot gng microSD-KkapT 1
RAM 4 b DDR4
Flash-namaTtb 8 b eMMC
MakcmManbHasa notpebnaemMas MOLLHOCTb 26 BT

MuTaHme

100-264 B AC, 50-60 Iy,

NHTepBan pabounx TeMnepaTtyp

oT -10 o +45 °C

MHTepBan TeMnepaTypbl XpaHeHnd

oT -40 go +70 °C

OTHOCKUTENbHAA BMIaXXHOCTb MPW aKCrlyaTaumm

He 6onee 80 %

OTHOCUTENBbHAA BMAXXHOCTb MPW XpaHeHUU

o110 00 95 %

MabGaputbl (LU?B?T)

267 ? 447 212 MM

Macca

1,8 kr

Cpok cny»6bl

He MeHee 15 neT
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MpounssoaAnNTEeNbHOCTb

- MpowussoaunTensHocTb Firewall/MapwpyTmnsauum (bpenmbl 1518B) - 8 [6uT/c; 659k nakeTos/c
- MpowussoaunTensHocTb Firewall/MapwpyTtusauum (IMIX)1 - 3,70 F6ut/c 671k nakeTos/c

- MpowussoaunTenbHocTb L2-koMMyTauum (bpenmbl 1518B) - 17,8 F6uT/c; 1,47M nakeTos/c

- MpowussoaunTensHocTb IPsec VPN (bpenMbl 1456B) - 862 M6uT/c; 74,0k nakeTos/c

- MpowussoanTenbHocTb IPsec (IMIX)2 - 500 M6uT/c; 98,8k nakeToBs/c

- MpoussoanTenbHOCTbL 0aHOro IPsec-TyHHena (dpenmbl 1456B) - 461 M6uT/c; 39,6k nakeTos/c
- MpousBoanTenbHOCTL oaHoro IPsec-TyHHena (IMIX) - 265 M6uT/c; 49,8k nakeTos/c

- MpownssoanTensHocTb IPS/IDS 10k npasun - 336,3 M6uT/c; 67,7k naketos/c

- MpounsBoANTENBHOCTb KOMMyTaLMM MPLS L2VPN (IMIX) - 2,50 FéuT/c; 458k nakeTtos/c

- MpousBoaAnTENbHOCTL KOMMyTaLMm MPLS L3VPN (IMIX) - 983 M6uT/c; ; 180k nakeTos/c

- MakcMManbHoOe KONMMYeCTBO OQHOBPEMEHHbIX MOoAKMtoUeHUM K RA L2TP-cepBepy - 190

KoMmMyTauusa

- o 4094 VLAN (802.1Q)

- Voice-VLAN

- Q-in-Q (802.1ad)

- MAC-based VLAN

- Bridge-gomeH

- LAG/LACP(802.3ad)

- Port-security, protected port
- Jumbo-kagpbl

KommyTauusa no metkam (MPLS)

- Mopooep)kka npoTtokona LDP

- Mopoepyxka L2VPN VPWS

- Moppeprkka L2VPN VPLS Martini Mode, Kompella Mode
- Noppeprkka LAVPN MP-BGP (Option A, B, C)

- L2VPN/L3VPN over GRE, DMVPN

- Mpo3payHada nepegava cny>kebHbIX MPOTOKOIOB

MapuwpyTusauumsa
BGP:

- CeMmemncTBO agpecoB: IPv4, IPv6, VPNvV4, L2VPN, IPv4 label-unicast, Flow-spec

- T'MBKas BO3MOXKHOCTb YMpaBfeHWs MapLIpPYTHOM MHPOPMaLMeln no aTpubyTaMm. Nogaep)kka MEXaHU3MOB
Conditional Advertisement, Route Aggregation n Local-AS

- Bbicokaa MacluTabumpyeMocTb U T’MBKOCTb HaCTPOMKU: Moaaep»Kka peer-group, dymanic neighbor, as-range u
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Route-reflector

- Fall over Ha ocHoBe npoTokona BFD u Fast Error Peer Detection

- Graceful restart

- AyTeHTUOMKaumMa

- Tnmbkaga peanctpubbloumns ns/s npotlecc BGP MapLupyToB OpYyrux MPOTOKOMNOB
- Bo3MOXXHOCTb 3anycka A0 64 NpoLeccoB OO4HOBPEMEHHO

- ECMP

- Mopaepykka MapLUpyTU3aLLMKM Ha OCHOBE MOMUTUK

OSFP(v3):

- 30Hbl pa3nunuHbix TMnos: Normal, Stub, Totally stub, NSSA, Totally NSS

- PaboTa B pa3nunyHbix TUMax ceTel: Broadcast,NBMA, Point-to-point, Point-to-multipoint, Point-to-multipoint
non-broadcast

- CyMMapu3aumsa n dunbTpaumsa MapLUpyTHOW MHGopMaLumum

- AyTeHTUPMKaLMA

- ECMP

- MaccmBHbLIM MHTepdenc

- Tnbkaga peamnctpubbloumna ns/s npouecc OSPF MapLipyTOB OpYrvX MPOTOKOMOB
- BO3MOXXHOCTb 3anycKa 40 6 MPoLEeCCOB OOHOBPEMEHHO

- Mopooep)xka npoTtokona BFD

- MexaHun3M Auto cost calculaction

- Nopaepr>kKa MapLpyTM3aLnMmM Ha OCHOBE MOUTUK

IS-IS:

- PaboTa B pa3Hbix TUMNax ceTel: Broadcast, Point-to-point

- YCcTaHOBKa Ccoce[fiCcTBa L1—/L2—ypOBHel?1

- Metric style: narrow, wide, transition

- AyTeHTUdUKaLMA

- duabTpaLMa MapLUpyTHOM MHboPMaL MM

- Tnbkas peaucTpubbloums 13/B npouecc IS-IS MapLUPYTOB APYrMX MPOTOKOOB
- BO3MOXXHOCTb 3amnycka oo 6 NpoLeccoB OQHOBPEMEHHO

- Nopaeprkka MapLpyTM3aLmMm Ha OCHOBE NOAUTUK

RIP(ng):

- Pa6ota B pexumax (RIP only): Broadcast, Multicast, Unicast

- CyMMapu3saumsa n duneTpaumsa MapLpyTHON MHPOPMaL MM

- YnpaBneHme MeTprKowm MapLlpyTa

- AyTeHTUOMKaumMa

- MaccmBHbIM MHTepdenc

- Tnmbkaga peanctpubbloumns 1s/s npouecc RIP MapLIpyTOB APYrMX MPOTOKOMNOB
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- MogpepykKka MapLUPYTU3aLIMKW Ha OCHOBE MONUTUK
Static:

- Nopoep»kka npoTtokona BFD

- PekypcuBHbIM MOMCK

- YnpaBneHne MeTpMKOM MapLIpyTa

- Bo3MOXKHOCTb BbliGOpa BapuaHTa yBeAOMeHWs OTNpaBuUTenio Npu 6NMoKMpoBKe Tpaduka

KauecTBO o6cnyXumnsaHusa (QoS)

- 1o 8 NpMopUTETHBIX UM B3BELLUEHHbIX ovepeaen Ha NopT

- L2- n L3-npuroputnsauymsa Tpaduka (802.1p (CoS), DSCP, IP Precedence (ToS))
- Mepapxmueckmnin QoS

- YnpaBneHue ovepenamm: RED,GRED, SFQ, CBQ, WFQ, WRR

- MapKKnpoBKa Ha BXo4e W BbIxode

- YnpaBneHue nonocom nponyckaHus (policing, shaping)

IPsec

- PexknMbl «policy-based» n «route-based»

- PexxnMbl nHkancynaumm: tunnel n transport

- Buobl ayteHTMdMKaumm: pre-shared key, public key, xauth (ikevl only), eap (ikev2)
- Moppepyxkka mobike (ikev2 only)

- Noppgepyxka HabopoBs Knuen ayTeHTUdUKaumm ike ikering

YpaneHHbin pocTtyn (Remote Access)

- BO3MOXHOCTb yOganeHHoro gocTtyna K kKoprnopaTtmneHom ceTu no PPTP, L2TP over IPsec, OpenVPN, WireGuard
- NMoppepyka PPPoOE-/PPTP-/L2TP-knneHTa

- AyTeHTUdMKaLma nonb3oBaTenem

- lWndpoBaHMe coegnHEHUI

Be3onacHocTb

- MoppepyKa cnnckoB KoHTpona goctyna (ACL) Ha 6a3e L2-/L3-/L4-nonewn

- Zone-based Firewall B oByx pexkmnmax: stateful 1 stateless. JlormpoBaHue cpabaTbiBaHUA MPaBUSl, CHETUMKMN

- DunbTPaLMsa Mo NPUITOXKEHUAM

- 3awwmTa oT DoS-/DDoS-/Spoof-aTak 1 X NormposaHmue

- CUCTEeMa OBHaPY>KEHUS W MpeaoTBPaLLeHus BTopxKeHuM (IPS/IDS) u ux normposaHue3

- CUrHaTypHbIM aHanm3 NocpeacTBoM |IPS B ABYX peXkrMax: aHanms TPaH3UTHOIO U 3epKasiMpoBaHHOro Tpaduka3l
- BsaumopewncTeue c Eltex Distribution Manager gna nonyyeHus NMULEH3MPYEMOIro KOHTEHTa — Habopbl NpaBu,
npepgocTtaBnaemMble Kaspersky SafeStream |14

A
sgep-it.ru



4 4

~~ OO0 «HTL, CI3aM» OI'PH: 1165476210008
‘-’ran m r. HoBocubupck MHH: 5402026992
yn. HosorooHas 24/, od. 408 KTIM: 540301001
Ten. +7 (383) 2309819 P/c: 40702810823400001909
e-mail: sgep@sgep-it.ru B ®unmnan «HoBocUBUPCKMIA»

AO «ATbDA-BAHK» r. HoBocnbupck
K/c: 30101810600000000774
BNK 045004774

MOHUTOPUHI U ynpaBneHue

- MNoooep)Ka CTaHOAPTHbIX M paclinpeHHbiXx SNMP MIB, RMONVI

- Zabbix agent/proxy

- AyTeHTUdUKaLMA Nonb3oBaTenen No nokanbHoM 6ase cpencrtesamm npotokonos RADIUS, TACACS+, LDAP
- 3aWmMTa OT OLLIMBOK KOHOUIYPUPOBaHMSA, aBTOMaTUYECKOE BOCCTaHOBNEHWe KOHPUrypaumm
- MHTepdenchl ynpasneHma CLI

- MNoppeprkka Syslog

- MOHUTOP MCMOMb30BaHUA CUCTEMHbIX PECYPCOB

- Ping, monitor, traceroute (IPv4/IPv6), BbiBog, MHDOPMaLIMK O MakeTax B KOHCOMU

- OBHoBneHwue MO, 3arpy3ka U Bbirpy3ska KoHourypaumm no TFTP, SCP, FTP, SFTP, HTTP(S)

- Mopooepyxka NTP

- Netflow v5/V9/V10 (akcnopT cTtatucTukm URL ons HTTP, host ang HTTPS)

- JlTokanbHOe yrnpaBneHume yepes KOHCOMbHbIN NopT RS-232 (RJ-45)

- YpaneHHoe ynpaBsneHue, npoTtokorbl Telnet, SSH (IPv4/IPv6)

- LLDP, LLDP MED

- JlTokanbHOe M yaaneHHoe CoXpaHeHne KoOHUrypaumnm MapLipyTmnsaTopa

SLA

- SLA-responder onga Cisco-SLA-agent

- Eltex SLA:

- 3agepKKa (0QHOCTOPOHHANA/OBYCTOPOHHSSA)

- Jitter (NpsiMo/o6paTHbIN)

- MoTeps nakeTos (MpsaMas/obpaTHast/ ABYCTOPOHHSS)

- OBbHapy)xeHue oybnnpytoLmxcs NakeTos

- OB6Hapy>KeHe HapyLLIEeHUs NocneaoBaTeNbHOCTUM [OCTaBKM MNakeToB (NpsMoe/o6paTHoe/NBYCTOPOHHee)

Pe3epBupoBaHMe U KllacTepusauusa

-VRRP v2, V3

- Tracking Ha ocHoBaHMKM VRRP- unun SLA-TecTa

- YnpaBneHuve napamMetpamm VRRP

- YnpaBneHume napametpamm PBR

- YNpaBneHve agMMHUCTPATUBHbBIM CTaTyCOM UHTepdenca

- AKTMBaLMSa 1 JeaKTUBaLUa CTaTUYECKOro MapLupyTa

- YnpaBneHue atpnbytom AS-PATH 1 preference B route-map
- DHCP failover ona pesepsBupoBaHmna 6a3bl IP-agpecos, BbigaHbix DCHP-cepBepoM
- Failover Firewall onga pe3sepBurpoBaHusa ceccum Firewall n NAT
- MultiwAN

- Dual-Homing
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OTKa30yCTOMUYMBDbIN KNacTep:

- MpocToTa aAMUHUCTPUPOBAHUSA M MHTErPaLMKN: CUHXPOHM3ALUMA KOHOUTYpaLWIA, BPEMEHU, BEPCUI, NMULLEH3UI; Zero
Touch Provisioning (ZTP)

- Pe3epBuMpoBaHMe Bcex coegmHeHu B Knactepe

- Pe3epBurpoBaHMe MapLLpyTM3aToOpPOB (B TEKYLLEW BEPCUM NOALEPIKMBAETCHA pe3epBMpPOBaHmMeE Mo cxeme «1 + 1»)

CepBucChbI

- DHCP-KkNuneHT, cepBep
- DHCP Relay Option 82
- DNS resolver

-NTP

- TFTP-cepBep

- El/multilink, Mogembi

BRAS3

- TepMMHaUKMAa Nonb3oBaTenen

- Benble/yepHble crnmnckn URL

- KBOTMpOBaHMe No 06beMy TpaduKa, Mo BPEMEHW CECCUM, MO CETEBLIM MPUNOXKEHNAM
- HTTP/HTTPS Proxy

- HTTP/HTTPS Redirect

- AKKayHTUHTI ceccuin no npoTtokony Netflow

- BzanmMmopgencTBue c cepBepamm AAA, PCRF

- YNpaBneHe nosiocom NponycKaHmsa no oducam n SSID, ceccuam nonb3oBaTenem

- AyTeHTUdUKaLMA nonb3oatenen no MAC- nnu IP-agpecam

Habop dyHKUUM cooTBeTCTBYET Bepcum MO 1.23

TdopmMaT TpadumKa (KONMYECTBO B CEKYHY : pasMep Kaxaoro dpenma) — 8:74; 5:512; 7:1518
2MopMaT TpadumKa (KONMYECTBO B CEKYHAY : pa3Mep Kaxxaoro d¢pemnma) — 8:74,; 5:512; 71456
3AKTUBMpPYETCA NMLEH3NEN

4Habopbl NpaBMN MpefocTaBiaTCca Mo nognucke. MMHMMaIbHbIN CPOK AeNCTBUA MoanmcKm — 1 rog
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