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MES5332A rev.C

KommyTaTop MES5332A rev.C (L3, 640 '6uT/c)
npegHasHa4vyeH aasa Mcnosib3oBaHUSA B
onepatopckmx cetax n LWOM. B unicne
peann3oBaHHbIX MEXaHN3MOB 6e30MacHOCTU —
- cucTteMa npepoTBpaweHns DoS-aTtak. OHa B
] 'ﬁﬁﬁﬂ'ﬁ:ﬁ% pexuMe pearibHOro BpeMeHW BbISIBASET U
T ﬁﬁ"ﬁ‘ 6noKMpyeT aHoManbHbIM Tpaduk (SYN-flood,
ICMP-flood, ¢parMeHTMpOBaHHbIe MaKeThbl),
npenoTBpaLLas BO3MOXHble ceTeBble NPObeMbl.
”‘e LTeX 320 I/ICKﬂpIO‘-IaeT CHWKEeHMe I'IpOI/I3BO,EI,VITpeﬂbHOCTVI
obopypoBaHUA NPW BHELLHUX aTakax, obecrneymBas
HenpepbIBHOCTb O6CNYXKMBaHUS abOHEHTOB.

OnucaHue

KommyTaTopsl arperauym MES5332A rev.C NCNONb3yOT B ONepaToOpPCKMX CETAX B Ka4eCcTBe YCTPOMCTB arperaumm
N B HEBOMbLUMX LieHTpax 06paboTku AaHHbIX (LO).

MES5332A rev.C - KOMMyTaTOp YpOBHS L3, 4TO AenaeT ero uaeasnbHbiM BbIGOPOM /i ceTer € 60MblnM
KONM4YecTBOM nopgceten M KoMmnbtoTepoB. OH crnocobeH obpabaTbiBaTb |IP-nakeTbl M MPUHMMATb pPeLUeHUs O
MapLpyTU3aLmmn JaHHbIX, ONTUMMU3MPYS NPOLLEeCC KOMMYyTaLun 1 obecrneymBas BbICOKYIO CKOPOCTb nepepayu.

KommyTaTop uMeeT nopTel SFP ¢ nponyckHon crnoco6HocTblo 1 T6ut/c m nopTel SFP+ C npomnyckHown
crnoco6HocTbio 10 F6UT/c, NO3BONAS UCMONb30BaTh Pa3Hble TUMbl MOAKMIOYEHNS B 3aBMCUMOCTM OT TPE60BaHNIA U
0CcobeHHOCTeN ceTeBOW MHPPaCTPYKTYPHbI.

Ewe opgHo npeumylectBo KommyTtaTtopa MES5332A rev.C — 3TO CMOCOGHOCTb K CTEKMPOBaHUIO OO BOCbMU
YCTPOMCTB. Bnarogaps aToMy MOXHO CO3[aBaTb BbICOKONPOU3BOANTENBHbIE N TMBKME CeTeBble MHDPACTPYKTYPbI,
00beNHAS HECKOMbKO KOMMYTATOpPOB B OfHY YrMpaBnsemylo eduHuLy. Takon nogxopn yrnpolwaeT yrnpasneHue
CeTbIOo U CHMKAET 0BLLYIO CITOXXHOCTb €€ aMUHUCTPUPOBAHUS.

KomMyTaTop TakXe obecrnedymBaeT HafeXHOCTb paboTbl 6narofapst Hann4mioo Oy6/MPOBaHHbIX BEHTUNATOPOB Y
WCTOYHNKOB MUTaHUS. BeHTUnaTopbl rapaHTUpyoT addeKTUBHOE OXNaXfeHue YCTPOMCTBa, a Oyb6nMpoBaHHble
VUCTOYHUKM MUTaHUS obecrnedmBaloT becrnepeborHyto paboTy. TakKe MPUCYTCTBYET BO3MOXHOCTb "ropsiven”
3aMeHbl MOAYNen NUTaHUS U BEHTUAALNOHHbBIX MOAYNEN.
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KommyTaTopbl OT Eltex Moryt wucrnonb3oBaTbca [nd MMnopTo3aMelleHnsa 6peHpos Cisco, Huawei, Juniper
Networks B obnactn TefieKoOMMYyHMKaUMOHHOIo obopyaoBaHus. MES5332A rev.C MOXeT BbICTyMNaTb B Ka4yecTBe
aHasnora c JOCTaTOYHbIM QYHKUMOHANOM Of1 3aMeHbl 060pyAOBaHUS, rge OTCYTCTBYET TeXHUYeCcKas Noaaepyxka

Ha PYCCKOM 4A3blKe 1 NMUeH3npoBaHne.

KommyTtaTtop MES5332A rev.C Bbl MOXeTe KyMuTb, 0OpaTMBLUUCL K HalMM MeHekepaM. Takxke, Bbl MOXeTe
MOMYYUTb KOHCYNbTAUMIO HaWKMX KBanUOULMPOBAHHLIX CETEeBbIX WMHXEHEPOB, CreunannucTtoB Mo CepBEpPHOMY
0bopyOoBaHMIO U OApYrMx cneuuanmucToB TeXHUYecKoro otgena. Mol pabotaem no Bcen tepputopumn Poccuun. Ecnuv
BaM Heobxooumo Kynutb KoMmyTaTopbl Eltex MES5332A rev.C B Mockse, CaHkT-lNeTepbypre, HoBocubupcke,
ExkaTepuHbypre, KasaHun, BnagmBocToke, KpacHogape, Camape, OMcKke M Opyrux ropogax, Mbl bygem papgpl

NMOMoOYb BaM B 3TOM.
Opyrve kommyTtaTtopsl arperauum 10G Eltex:

e MES5316A
e MES7048
e MES5310-48

XapaKTepucTukm
UHTepdenchbl

Kon-Bo noptos
KoHconbHbI nopT
Tvin DOWNLINK

Tvn UPLINK

MpoussoauTenbHOCTb

MpornycKHas cnoco6HOCTb

Mpon3BoaANTENbHOCTb Ha NaKeTax gJiMHOMN 64 GaiiTa
O6bem bydepHOr NamMsTH

O6bem O3Y (DDR3)

O6bem M3Y (embedded uSSD)

Tabnuuya MAC-agpecos

KonuuecTso ARP-3anuceir’
Tabnunua VLAN
KonunyectBo L2 Multicast-rpynn

KonuyecTtso npasun SQIinQ

Konuyectso npasun ACL
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Konnyectso MapupyTtos L3 IPv4 Unicast® 16 286
KonnyectBo mapupyTos L3 IPv6 Unicast® 4 070
KonunyecTtso MapLlupyTtoB L3 IPv4 Multicast IGMP Proxy, PIM)3 8143
Konuuectso MapwpyToB L3 IPv6 Multicast (IGMP Proxy, PIM)3 2033
Konnyectso VRRP-mapuipyTrsaTopoB 127
MakcumanbHbIi pasmep ECMP-rpynn 64

Konnyectso VRF

KonnyectBo L3-mHTEpdencos
MakcumanbHoe konmyecTso VXLAN
Link Aggregation Groups (LAG)
KayecTtBo o6cnyxmBaHusa QoS

MopaepXka Jumbo-dperimoB

Pusmnyeckue XapaKTepUCcTukun

[NMuTaHne

BapuaHTbl nuTaHns

MakcuManbHasa notpebdnsemas
MOLLHOCTb

TennosbigeneHve
AnnapaTHas noggepxka Dying Gasp

Pabouas TeMnepaTypa OKpyXXatoLen
cpepbl

TemMnepaTypa XpaHeHWs!
Paboyasi BnaxHOCTb
OxnaxpgeHve

FabapuTHble pa3mepbl (LLIXBxI)

Macca
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16 (Bkntovas VRF no ymMonyaHuio)

2050

2094

128 po 8 noptoB B ogHoM LAG

8 BbIXO[HbIX O4Yepefen As Kagoro nopTa

10 240 6anTt

100-240 B AC, 50-60 'y,
36-72 B DC

OAVNH NCTOYHUK NMUTaHNA NMOCTOAHHOIO NI NepeMeHHOro Toka
0Ba MCTOYHUKa NMUTaHNA MOCTOAHHOIO U NepeMeHHOro Toka, C

BO3MOXXHOCTbIO FOpﬂquI 3aMeHbl

He 6onee 85 BT AC

25 BT
Het

oT -10° go +45°C

oT -50° go +70° C

He 6onee 80%

Front-to-Back, 4 BeHTUnaTOpa
430x44x275 MM

3,8 Kr
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DPYHKUMK UHTepdeiicoB

3almTa oT 6/10KMPOoBKM odepeam (HOL)
Mopaepskka obpaTtHoro gaeneHus (Back pressure)
Mopaepkka Auto MDI/MDIX

Mopaepykka cBepxa/MHHbIX Kagpos (Jumbo frames)
YnpasrneHue notokom (IEEE 802.3X)
3epkanuposaHue nopTos (SPAN, RSPAN)

CteknpoBaHue

®PyHKuMM npu pabote ¢ MAC-apgpecamu

°

HesaBucuMbIN pexuM obyyeHns B kaxgon VLAN

Mopaepykka MHoroaapecHon pacchinkm (MAC Multicast Support)
Perynunpyemoe Bpems xpaHeHus MAC-agpecoB

CraTunyeckne MAC-agpeca (Static MAC Entries)

JlornpoBaHue cobbiTnit MAC Flapping

Mopnepxxka VLAN

o

[ )

Moppepxka Voice VLAN
Mopoepxka IEEE 802.1Q
Moppepxka Q-in-Q
Mopnepxka Selective Q-in-Q
Mopnepxka GVRP

®yHKuum L2 Multicast

[ )

Mopnep»xka npodunen Multicast

Moppepxka ctatndeckmx Multicast-rpynn

Mogpepxka IGMP Snooping v1,2,3

Moppepyka IGMP Snooping Fast Leave Ha ocHoBe xocTa/nopTa
Mopgpepxka PIM-Snooping

Moppepxka dyHKUmM IGMP proxy-report

MNopnep»ka aeTopusaumm IGMP yepes RADIUS

Moppepxka MLD Snooping v1,2

Mopnepxka IGMP Querier

Mopoepxxka MVR

DPyHKuMK L2

°

Mopaepyka STP (Spanning Tree Protocol, IEEE 802.1d)
Moppepxka RSTP (Rapid Spanning Tree Protocol, IEEE 802.1w)
Mopaepyka MSTP (Multiple Spanning Tree Protocol, IEEE 802.1s)
Mopnep»xka PVSTP+

MNopnepxkka RPVSTP+

Moppepxka Spanning Tree Fast Link option

Moppepxka STP Root Guard

Moppepxka BPDU Filtering

Mopnepxka STP BPDU Guard

Mopaepykka Loopback Detection (LBD)

Mopaepskka ERPS (G.8032v2)

Mopnepxka Flex-link
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e [Nlopgaepxka Private VLAN

e Moppepxka Layer 2 Protocol Tunneling (L2PT)
PyHKuumM L3

e CtaTndeckme IP-mMapLupyThl

o [TpOTOKONbI AHAMMUYECKOM MapLupyTusaumm RIPv2, OSPFv2, OSPFv3, IS-IS (IPv4 Unicast), BGH (IPv4 Unicast, IPv4
Multicast)

o Mopaepxka npoTtokonos BFD (ons BGP)
e Address Resolution Protocol (ARP)
e [Moppepxka Proxy ARP
e [Nopgoeprxka npotokona VRRP
o [1POTOKOJbI AUHAMUYECKOW MapLUpyTM3aL MM MynbTukacTta PIM SM, PIM DM, IGMP Proxy, MSDP
e banaHcumpoBka Harpysku ECMP
o [lopgeprkka dyHKumm IP Unnumbered
e [Nlopgaeprxka TexHonorum VRF lite
TexHonorus EVPN/VXLAN®
e [Nlogaeprxka cepsucos L2VPN
e [Nlopgpepxka cepsucos L3VPN
®dyHkumm Link Aggregation
e CospaHwve rpynn LAG
e ObbeguHeHe KaHanoB ¢ ncnosnb3oBaHnem LACP
e [Mogpepxka LAG Balancing Algorithm
* Mopaepxka Multi-Switch Link Aggregation Group (MLAG)
Moppepixka IPv6
o DyHKUMOHanbLHOCTb IPv6 Host
e CoBMecCTHOe ncnonb3osaHue IPv6, IPv4
CepBUCHbIe PYHKLUU
e [lnarHocTmka onTUYeCKOro TpaHcMBepa
e Green Ethernet
PyHKUMM o6ecneyeHUs 6e30nacHOCTH
e 3aluMTa OT HecaHKLUMOHMPOoBaHHbIX DHCP-cepepos (DHCP Snooping)
e Onuusa 82 npoTtokona DHCP
e |P Source Guard
¢ Dynamic ARP Inspection
o [Nloppepxka sFlow

e [1poBepKa NoaMHHOCTM Ha ocHoBe MAC-agpeca, orpaHnyeHmne Konmdectsa MAC-agpecos, ctatyeckme MAC-
agpeca

e [lpoBepkKa NOASIMHHOCTM No nopTam Ha ocHoBe |IEEE 802.1x
e Guest VLAN

e Cuctema npepoTBpalleHmsa DoS-aTak

o CermMeHTaums Tpaduka

o dunbTpaums DHCP-knMeHTOB

e [lpepoTBpalleHne atak BPDU

o dunbTpaumsa NetBIOS/NetBEUI

Cnucku ynpasneHus goctynom ACL
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L2-L3-L4 ACL (Access Control List)
Mopnep>kka Time-Based ACL
IPve ACL

ACL Ha ocHoBe:
e [lopTa KOMMyTaTOpa

L]

¢ [MpnopwuteTa IEEE 802.1p
e VLAN ID

e EtherType

e DSCP

e Tuna IP-npoTokona

e Homepa nopta TCP/UDP

OcHoBHble $HYHKLUU KayecTBa o6cnyxusaHus (QoS) U orpaHUYeHUe CKOPOCTH
e Ctatnctmka QoS

o OrpaHu4eHne CKopocTu Ha nopTax (Shaping, Policing)
e [MogpepyKa knacca obenyxueaHus IEEE 802.1p
e Mopaepxka Storm Control ans pasnuyHoro Tpaduka (broadcast, multicast, unknown unicast)
¢ YnpaBieHne nonocom NponycKaHus
e O6paboTka oYepepeli o anroputmam Strict Priority/Weighted Round Robin (WRR)
e Tpu LBeTa MapKMPOBKMK
o HasHaveHne meTok CoS/DSCP Ha ocHoBaHun ACL
e HasHayeHne meTok VLAN Ha ocHoBaHuu ACL
e HacTtporika nproputetos 802.1p onsa VLAN ynpasneHus
e [lepemapkupoBka DSCP to CoS, CoS to DSCP
e HasHauyeHume MeTok 802.1p DSCP gns npoTtokona IGMP
OAM
e 802.3ah Ethernet Link OAM

e 802.3ah Unidirectional Link Detection (npoTokon o6HapyeHWsi OfHOHaMNpaBeHHbIX JIMHKOB)

OcHoBHble GpYHKLMUM yrnpaBreHUs
e 3arpyska v BbIrpy3ka KoOHUrypaumoHHoro ¢arina no TFTP/SCP

e [IpoTokon SNMP

o VHTepodeiic KoMaHaHol cTpokum (CLI)

o Web-nHTEepdemnc

e Syslog

e SNTP (Simple Network Time Protocol)

e Traceroute

e LLDP (802.1ab) + LLDP MED

« LLDP (IEEE 802.1ab)

e YrpaBneHne OOCTYNoM K KOMMYyTaTopy — YPOBHU MPUBUIErUIA ONs NoSib3oBaTeNel
e Cru1cku KoHTpons goctyna (Management ACL)
o BNOKMpoOBKa NHTepdeiica ynpasneHus

o JloKanbHas ayTeHTUPUKaLMS

o OunbTpaums IP-agpecos ans SNMP
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°

Knuent RADIUS/TACACS+ (Terminal Access Controller Access Control System)
Cepsep Telnet, cepsep SSH

KnneHt Telnet , knneHT SSH

Mopnep»ka SSL

Moppoep)kka MakpOKoOMaHg,

YXypHannpoBaH/e BBOAMMbIX KOMaH[
CVCTEMHBIN YKypHan

ABTOMaTM4yecKas HacTpowvika DHCP

DHCP Relay (Option 12)

DHCP Option 12

Cepsep DHCP

KoMaHppl oTrnagku

MexaHn3m orpaHmnyeHns Tpadpuka B ctopoHy CPU
LLindposaHme naponen

BoccTaHoBneHue napons

Ping (IPv4/1Pv6)

q)yHKLlMM MOHUTOPUHIra

°

L]

CrtaTucTnKa uHTepdencos

YpaaneHHbln MoHUTopHr RMON/SMON

Moppepxka IP SLA

MoHUTOpUHI 3arpy3kn CPU no 3agayam n Tuny Tpaduka
MOHUTOPUHI TeMnepaTypbl

MoHuTopmHr TCAM

MIB

RFC 1065, 1066, 1155, 1156, 2578 MIB Structure

RFC 1212 Concise MIB Definitions

RFC 1213 MIB Il

RFC 1215 MIB Traps Convention

RFC 1493, 4188 Bridge MIB

RFC 1157, 2571-2576 SNMP MIB

RFC 1901-1908, 3418, 3636, 1442, 2578 SNMPv2 MIB
RFC 1271,1757, 2819 RMON MIB

RFC 2465 IPv6 MIB

RFC 2466 ICMPv6 MIB

RFC 2737 Entity MIB

RFC 4293 IPv6 SNMP Mgmt Interface MIB

Private MIB

RFC 3289 DIFFSERV MIB

RFC 2021 RMONv2 MIB

RFC 1398, 1643, 1650, 2358, 2665, 3635 Ether-like MIB
RFC 2668 IEEE 802.3 MAU MIB

RFC 2674, 4363 |IEEE 802.1p MIB

RFC 2233, 2863 IF MIB

RFC 2618 RADIUS Authentication Client MIB
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RFC 4022 MIB gnsa TCP

RFC 4113 MIB gns UDP

RFC 3289 MIB pns Diffserv

RFC 2620 RADIUS Accounting Client MIB

RFC 2925 Ping & Traceroute MIB

RFC 768 UDP

RFC 791 1P

RFC 792 ICMPv4

RFC 2463, 4443 ICMPv6

RFC 4884 Extended ICMP pns nogaoep»kn coobuenuin Multi-Part
RFC 793 TCP

RFC 2474, 3260 OnpegeneHne nonsa DS B 3aronoeke IPv4 v IPv6
RFC 1321, 2284, 2865, 3580, 3748 Extensible Authentication Protocol (EAP)
RFC 2571-2574 SNMP

RFC 826 ARP

RFC 854 Telnet

1 3navenus yKasaHbl 5151 O4HOCTOPOHHEN Nepeayuu

z Ons kaxgoro xocta B ARP-Tabnvue cosgaeTcs 3anmchb B Tabnuue MapLupyTmMsaumm
3 MapuwpyTsl IPv4/IPv6 Unicast/Multicast ncrnonb3sytoT obLume annapaTHble pecypchi
4 Mopnep»xka npoTtokona BGP npegoctaBnsgeTca nNo nmueH3sunm

° Moppepxka TexHonorum EVPN npegoctaBngeTcs No nMueH3nm
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