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ESR-3150

ESR-3150

DHELTEX

OnucaHune

MapuwpyTmnsatop ESR-3150 — 3TO BbICOKOMPOMU3BOAMUTENBHOE YCTPOMCTBO, MpeacTaBnsatolee coO60M yYHUBEPCanbHYyO
annapaTHyto NIaTdopPMy M CNOCOBHOE BbIMOMHATL LUMPOKMIN KPYT 3a4ad4, CBA3aHHbIX C CETEBOM 3aLLMTON,
wWndpoBaHMeEM NepenaBaeMbIX JaHHbIX, TEPMUHUPOBAHMEM MOMb30BaTENEN U T. . DTOT MapLUPYTM3aToOp MMeeT
pacluMpeHHble QYHKUMK MapLUpPYyTU3aLMM, KOTOPble MOAOEPKMBAKOT CIOXKHbIE CXEMbl CETEBOIO B3aMMOLAENCTBUS, UTO
rno3BongdeT rMbKo yrpaBnaTb CETEBbIMU pecypcaMm BHYTPU OpraHM3aLmmn. YCTponcTBo nMmeeT 8 noptoB Combo
10/100/T000BASE-T/I000BASE-X (SFP) 1 4 nopTa 10GBASE-R (SFP+)/1000BASE-X (SFP) OgHOM U3 KNtoYeBbIX
ocobeHHocTen ESR-3150 aBngeTcs ero cnocobHOCTb K MOCTPOEHMUIO 3aLLMLLEHHOTO MepmMeTpa ceTu. 3Ta 3a4a4va
BbIMOIHAETCS 3a cUeT Ucnonb3oBaHUAa TexHonorum NAT (Network Address Translation) u firewall (MexxceTeBo akpaH).
NAT no3BonaeT CKpbIBaTb BHYTPEHHIOK CTPYKTYPY CETU OT BHELLHUX NOMb30BaTeNen, NnpenocTaBnsas
OOMOMHUTENbHbBIN YpoBeHb BE30MaCHOCTM 1 MO3BOMAS UCMOMb30BaTbh OOAMH BHELWHUM IP-agpec Ans HECKOMbKMX
BHYTPEHHMX YCTPOMCTB. MeXXceTeBoW 3KpaH, B CBOKO odepeb, obecnedymBaeT 3alluTy OT HECAaHKLMOHUPOBAHHOMO
OOCTyMna U yrpos, GunbTpya BXOAALLMM N UCXoOaLmnM TpadUrK CornacHo 3agaHHbIM Npasunam 6esonacHocTn. ESR-3150
TaKkKe nogaepXXrBaeT MHOMOMPOTOKOMbHYO KOMMYTaLMIo Mo MeTkaM (MPLS), uto noBbiwaeT 3dbeKTUBHOCTbL U
CKOPOCTb Nepegayu OaHHbIX B KoprnopaTuBHOM ceTh. MPLS mo3BonigeT co3gaBaTbh BMPTyalbHble YacTHble ceTu (VPN),
obecrneumBada TeM CaMbIiM MPUOPUTETHOE OBCYXKMBAHUE HYXHbIX MPUIOXEHUM 1 ycnyr. Ewe ogHa BaxkHaa GyHKLMA
ESR-3150 - co3gaHue 3alUMLLEHHbIX CETEBbIX TYHHENem Mmexxay dunmanamMmm koMmnaHuim. C momMoLlbio TexHonornm VPN
MapLUpyTU3aTOP OPraHM30BbIBaET 6e30MacHble KaHasbl CBA3M, MO KOTOPbLIM NepenatoTca KoHbuaeHUManbHble
OaHHble. 9TO Heo6X0aMMO ON19 LEeNOCTHOCTU 1 3aLlUMTbl MHDOPMaLUKnK, NepegaBaeMomn Mexxay obrcamu. OpraHmsauyma
pe3epBHOro coeanHeHna ABNFeTCa elle oOHOW 3HaYnMMom dyHKuUMen ESR-3150. MapLlpyTm3aTop nogaep)xmpaeT
noaKIoUeHMe pe3epBHOro KaHana Kak Yepes npoBofHble CoefuHeHus, Tak 1 nocpeactsomM 3G/LTE-Mogema. 3T1o
rapaHTupyeT 6ecriepeborHyto paboTy MHTEpPHETa Aake B cflydae c60eB UMM MONOMOK OCHOBHOIO KaHarna CBA3M, UTo
KpanHe BayKHO O/19 NoaaepyKaHMa HenpepbiBHOCTM BU3HeC-NpoLeccoB. MapLupyTrsaTopsbl OT Eltex MoryT
MCMNonb30BaTbCa A8 UMMopTo3aMelleHmna 6penpos Cisco, Huawei, Juniper Networks B obactu
TeNeKOMMYHWKaLMOHHOIro 060pyAoBaHUe, FOe OTCYyTCTBYeT TeXHMUecKas NOAOEePIKKa Ha PYCCKOM s3biKe U
nuueH3snpoBaHMe. MapLupyTnsatop ESR-3150 Bbl MOXETE KyMnTb, 06paTUBLLMCH K HalLWMM MeHemkepaM. Takxke, Bbl
MOYKeTe Mofy4YnTb KOHCYNbTaLMIO HALLUX KBAaNTMPULIMPOBAHHbBIX CETEBbLIX MHYXXEHEPOB, CMeLMancToB Mo CEPBEPHOMY
060pPYLOBAHUIO U APYIUX CMELMANMCTOB TEXHMYECKOro oTaena. Mol paboTaeM rno Bcew Tepputopmmn Poccumn. Ecnum
BaM HeobxoaMMo KynnTb MaplupyThsaTop Eltex ESR-3150 B MockBe, CaHKT-NeTepbypre, HoBocnbupcke,
EkaTepunHbypre, KazaHu, BnagnsocTtoke, KpacHodape, CaMape, OMCKe U OpYyrMxX ropofax, Mbl 6yaeM pafbl MoMoYb
BaM B TOM. [lpyrme MoLenu cepBMCHbIX MapLUpyTM3aTopoB Eltex:

- ESR-15VF
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- ESR-200
- ESR-3300
XapaKTepuUCTUKn
UHTepdenchl
Combo T01001000BASE-TIOO0OBASE-X (SFP) 4
T0GBASE-R (SFP+)I000BASE-X (SFP) 4
Console RS-232 (RJ-45) 1
USB 3.0 2
Cnot ong microSD-kapT 1
RAM 326 DDR4
Flash-mamatb 256 'b NVMe
MakcmMarnbHasa noTpebnaemMas MOLLHOCTb 70 BT

MuTaHme

100-240 B AC, 50-60 L,

36-72 B DC

00 OBYX MCTOYHNMKOB NMTaHUA C BO3MOXXHOCTbIO FOpFl‘-lel;l

3aMeHbl

MHTepBan pabouunx TemnepaTyp

oT1 -10 go +45 °C

VIHTepBan TeMnepaTypbl XpaHeHUd

oT -40 go +70 °C

OTHOCKUTEeNbHaa BNaXHOCTb npn aKcnyaTaunm

He 6onee 80 %

OTHOCUTENbHAA BNAYXHOCTb MPUW XPaHEHUN

ot10 0o 95 %

FaGapwutsl (LL? B?T)

430 X 43,6 X 329 MM

Macca

4,291 Kr
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MpousBoaUTENbHOCTb

- MpowussoaunTensHocTb Firewall/MapwpyTusauum (bpenmbl 1518B) - 21,69 M6unT/c; 1,78M nakeTos/c
- MpowussoanTensHocTb Firewall/MapwpyTtusauum (IMIX) - 10,5 F6uTt/c; 1,91M nakeTtos/c

- MpowussoaunTensHocTb IPsec VPN (dbpenMbl 1456B) - 3,35 M6uT/c; 288k nakeTos/c

- MpowussoaunTensHocTb IPsec (IMIX) - 2,16 [6uT/c; 405k nakeTos/c

- MpoussoanTenbHOCTL 0aHOro IPsec-TyHHens (dpeMbl 1456B) - 484 M6UT/c; 41,5k nakeTos/c

- MpousBoanTensHocTb ogHoro IPsec-TyHHens (IMIX) - 330 M6uTt/c; 62k nakeTos/c

KoMmmyTauusa

- 0o 4094 VLAN (802.1Q)

- Voice-VLAN

- Q-in-Q (802.1ad)

- MAC-based VLAN

- Bridge-gomeH

- LAG/LACP (802.3ad)

- Port-security, protected port
- Jumbo-kagpbl

KommyTauusa no meTtkam (MPLS)

- Nopoep»kka npoTtokona LDP

- NMopoep»xka L2VPN VPWS

- Moppeprkka L2VPN VPLS Martini Mode, Kompella Mode
- Mopaep»kka L3VPN MP-BGP (Option A, B, C)

- L2VPN/L3VPN over GRE, DMVPN

- Mpo3padHana nepepada cny>KebHbIX MPOTOKOMOB

MapuwpyTusauums

BGP:

- CeMemncTBO agpecoB: IPv4, IPv6, VPNV4, L2VPN, IPv4 label-unicast, Flow-spec

- BO3MOXXHOCTb rMBKOro ynpaBneHms MapLpyTHON nHPopMaLmMeln no aTpubyTtam. Nogaep’kka MeXaHM3MOB
Conditional Advertisement, Route Aggregation n Local-AS

- Bbicokaa MacluTabumpyeMocTb U TMBKOCTb HAaCTPOMKU: Moaaep»Kka peer-group, dynamic neighbor, as-range,
Route-reflector n Confederation
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- Fall over Ha ocHoBe nmpoTokona BFD u Fast Error Peer Detection

- Graceful restart

- AyTeHTUdMKauma

- Tmbkaga peanctpubbloumns ns/s npouecc BGP MapLupyToB OpYyrux MpOTOKOMOB
- BO3MOXXHOCTb 3anycka A0 64 NpoLeccoB O4HOBPEMEHHO

- ECMP

- Mopaepykka MapLUpyTU3aLMmM Ha OCHOBE MOMUTUK

OSPF (v3):

- 30Hbl pa3nunuHbix TMnos: Normal, Stub, Totally stub, NSSA, Totally NSS

- PaboTa B pa3nunyHbix TUMax ceTel: Broadcast, NBMA, Point-to-point, Point-to-multipoint, Point-to-multipoint
non-broadcast

- CyMMapu3aumsa n dunbTpaumsa MapLUpyTHOW MHGopMaLumum

- AyTeHTUPMKaLMA

- ECMP

- MaccmBHbLIM MHTepdenc

- Tnbkaga peamnctpubbloumna ns/s npouecc OSPF MapLipyTOB OpYrvX MPOTOKOMOB
- BO3MOXXHOCTb 3anycKa A0 64 NpoLeccoB OOHOBPEMEHHO

- Mopooep)xka npoTtokona BFD

- MexaHun3M Auto cost calculation

- Nopaepr>kKa MapLpyTM3aLnMmM Ha OCHOBE MOUTUK

IS-IS:

- PaboTa B pas3nunyHbIX TUMax ceTen: Broadcast, Point-to-point —

- YcTaHoBKa cocefcTea L1-/L2-ypoBHei

- Metric style: narrow, wide, transition

- AyTeHTubmKauma

- dunbTpaLma MapLUpyTHOM MHbopMaL MM

- Tnbkas peaucTpubbloums 13/B nNpouecc IS-IS MapLUPyTOB APYrMX MPOTOKOIOB
- BO3MOXXHOCTb 3anycKa A0 64 NpoLeccoB OO4HOBPEMEHHO

- NopaeprkKa MapLpyTM3aLmMm Ha OCHOBE NOAUTUK

RIP(ng):

- Pabota B pexunmax (RIP only): Broadcast, Multicast, Unicast
- CyMMapu3saums n dunbTpaumsa MapLlpyTHON MHPOPMaL MM
- YNpaBneHme MeTprKowm MapLlpyTa

- AyTeHTUdMKauma
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- MaccmBHbIM MHTepdenc
- Tnbkaga peanctpubbloumna 1s/s npouecc RIP MapLlpyToB OPYrMX MPOTOKOMOB
- Mopoepykka MapLUpyTU3aLmMmM Ha OCHOBE MOMUTUK

Static:

- NMopoep»xka npoTtokona BFD

- PekypCUBHbIN MOUCK

- YnpaBneHue MeTpMKOM MapLlpyTa

- BO3MOXXHOCTb BbliGOpa BapuaHTa yBeAOMAeHWs OTNpaBuUTenio Npu 6NoKMpoBKe Tpaduka

KauecTBo o6cny)xmnBaHus (QoS)

- [1o 8 NpropUTETHbBIX UK B3BELLUEHHbIX ovepenen Ha NnopT

- L2- n L3-npunoputmsauymda Tpaduka (802.1p (CoS), DSCP, IP Precedence (ToS))
- Mepapxmueckumim QoS

- YnpaeneHue ovepenamm: RED, GRED, SFQ, CBQ, WFQ, WRR

- Mapk1poBKa Ha BXoAe W Bbixoae

- YnpaBneHue nonocomn nponyckaHus (policing, shaping)

IPsec

- Pexxumbl «policy-based» 1 «route-based»

- PexxmMbl HKancynaumm: tunnel n transport

- Bupbl ayteHTUdMKaumu: pre-shared key, public key, xauth (ikevl only), eap (ikev2)
- Moppeprkka mobike (ikev2 only)

- Mopoepykka HabopoB Ktoveln ayTeHTUdUKaLMK ike keyring

YpaneHHbIn gocTtyn (Remote Access)

- BO3MOXXHOCTb yOaneHHoro 4ocTymna K KopropatneHom cetn no PPTP, L2TP over IPsec, OpenVPN, WireGuard
- Mopaepyka PPPoE-/PPTP-/L2TP-knreHTa

- AyTEHTUDMKALMSA Nonb3oBaTenem

- lndppoBaHme coegmHeHMIN

Be3onacHocCTb

- MoppepyKa cnNMcKoB KOHTpona goctyna (ACL) Ha 6a3e L2-/L3-/L4-nonewm
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- Zone-based Firewall B oByx pexkmnmMax: stateful 1 stateless. JlormpoBaHue cpabaTbiBaHUA MPaBUS, CHETUMKMN

- DuNbTPaLMsa NO NPUITOXKEHUAM
- 3awwmTa oT DoS-/DDoS-/Spoof-aTak 1 X NormposaHmue

- CUCTeMa OBHapPY>KeHUs U NpeaoTBpaLleHus 1 BTopxkeHui (IPS/IDS) 1 nx normposaHme

- CUrHaTypHbIN aHanms NnocpeacTsoM IPS B ABYX peXkMMax: aHanms TPaH3UTHOMo U 3epKanmpoBaHHoro 1 Tpaduka

- BsaumopewncTeue c Eltex Distribution Manager onga nonyyeHus NULEH3MPYEMOro KOHTEeHTa — Habopbl 2 NpaBu,

npepgocTtaBnaemMble Kaspersky SafeStream |l

MOHUTOPUHI U ynpaBneHue

- MNopooep)Kka cTaHOaPTHbIX U paclinpeHHbix SNMP MIB, RMONVI

- Zabbix agent/proxy

- AyTeHTUdMKaLUMA MoNb3oBaTe e No NnoKanbHoM 6a3e cpeacTBaMu NpoTokonos RADIUS, TACACS+, LDAP

- 3aLlUMTa OT OLMBOK KOHOUTYPUPOBAHUA, aBTOMATUYECKOE BOCCTaHOBNEHWE KOHOUTYpaLmMm

- MHTepdencol ynpasneHma CLI
- Mopoeprkka Syslog
- MOHMTOP UCNOMB30BaAHUA CUCTEMHbIX PECYPCOB

- Ping, monitor, traceroute (IPv4/IPv6), BbiBog MHbOPMaLIMK O MaKeTax B KOHCOMM

- O6HoBneHue MO, 3arpyska 1 Bbirpy3Kka koHburypaumm no TFTP, SCP, FTP, SFTP, HTTP(S)

- Mopooep)xka NTP

- Netflow v5/V9/V10 (skcnopT ctatucTtukm URL ans HTTP, host onsg HTTPS)
- JlokanbHoe ynpaBneHme Yyepes KOHCOMbHbIM MopT 3 RS-232 (RJ-45) 1 OOB
- YpaneHHoe ynpasneHue, npoTtokorbl Telnet, SSH (IPv4/IPv6)

- LLDP, LLDP MED

- lokanbHoe 1 yaoaneHHoe coxpaHeHe KoHGUrypaumii MapLlpyTmM3aTopa

SLA

- SLA-responder ona Cisco-SLA-agent
- Eltex SLA:

- 3ageprkKa (OOHOCTOPOHHSS/OBYCTOPOHHSS)

- Jitter (MpsiMoit/o6paTHbI)

- MoTeps nakeToB (Npamaa/obpaTHaa/0ByCTOPOHHANA)
- O6Hapy)xeHue oybnmpyromxca NakeTos

- O6Hapy’>KeHe HapyLLleHWs NocnenoBaTebHOCTM OCTaBKM NakeToB (Mpsamoe/obpaTHoe/ ABYyCTOpPOHHEE)

PesepBupoBaHUe U Knactepusaums
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- VRRP v2,Vv3

- Tracking Ha ocHoBaHMKM VRRP- unu SLA-TecTa

- YnpaeneHume napametpamm VRRP

- YnpasneHue napametpamm PBR

- YNpaBneHve agMMHUCTPATUBHbBIM CTaTyCOM UHTepdenca

- AKTMBaLMSa 1 JeaKTUBaLMa CTaTUYECKOro MapLUpyTa

- YnpaBneHue atpmnbytoM AS-PATH u preference B route-map
- DHCP failover ona pesepsBupoBaHmna 6a3bl IP-agpecos, BbigaHbix DCHP-cepBepoM
- Firewall failover ona pesepBurpoBaHuna ceccuim Firewall n NAT
- MultiwAN

- Dual-Homing

OTKa30yCTOMYMBDbIA KNacTep:

- MpocToTa aAMUHUCTPUPOBAHUA M MHTErPaLLMK: CUHXPOHM3ALMA KOHOUIYpPaLLMIA, BPEMEHU, BEPCUI, NMULLEH3UIN; Zero
Touch Provisioning (ZTP)

- Pe3epBurpoBaHMe BCcex coegMHeHUM B KnacTepe

- Pe3epBrpoBaHMe MapLLpyTM3aTOPOB (B TEKYLLEW BEPCUM NOALEPIKMBAETCA pPe3ePBMPOBaHME MO cxeMe «1 + 1»)

CepBuUCHI

- DHCP-knueHT, cepBep
- DHCP Relay Option 82
- DNS resolver

-NTP

- TFTP-cepBep

- El/multilink, MmogeMmbl

BRAS

- TepMMHaLMa Nonb3oBaTenen

- Benble/duepHble cnnckm URL

- KBoTMpoBaHMe No 06béMy TpaduKa, Mo BPEMEHU CECCUU, MO CETEBbLIM MPUMTOXKEHUAM
- HTTP/HTTPS Proxy

- HTTP/HTTPS Redirect

- AKKayHTUHTI ceccuin no npoTtokony Netflow

- BsanmopgencTBue c cepBepamm AAA, PCRF

- YNpaBneHve Nosiocom NponycKkaHmsa no oducam n SSID, ceccuam nonb3oBaTenem

- AyTeHTUdMKaumMa nonb3opaTtenen no MAC unu IP-agpecam
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DMVPN

- Moooep)xka npotokona NHRP
- DMVPN phase 1,2,3

- Per-Tunnel QoS

- Nopoep»kka IPsec

TyHHenupoBaHue

- IPoGRE, EoGRE

- IPIP

- L2TPV3

- LT (inter VRF routing)
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