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ESR-12V

CepBU1CHbIA MapLUpPyTU3aTop
ESR-12V

ESR-12V npegHasHayeH g UCnofib30BaHUSA B
KOPropaTMBHbBIX CETSX CBA3U C Liefbio
MOAKMOYEHNA HEBONBLLIMX U CpegHNX OPUCOB
KOMMaHUM.

Hanuume B coctaBe ESR-12V nopToB FXS
NMo3BOJISIET YCTaHOBUTL B oduUcCe 0 Tpex
aHanoroBbIX TeNePOHHbIX annapaToB U

’P‘e LTGX MOAKMOYNTD UX K KOPNOPaTUBHOM TefledOHHOM
ceTu 6e3 NpUMeHeHUs OTAEeNbHbIX TeNePOHHbIX
wno3oB. Hannuure nopta FXO nossonseT
3apesepBupoBaTh TenedoHHOEe NOAKIOYEHME MO
aHanoroBow NMHUM B Cclly4ae OTCYTCTBUSA CBA3U OO
LeHTpansHom ATC.

OnucaHue

MapLwpyTtnsatop ESR-12V — 3TO yCTPOWMCTBO, NMpefHasHavyeHHOe A1 UCMOMb30BaHUS B KOPMNOPaTUBHBLIX CeTAX
cBA3W, obecneunBas 3PDEKTUBHOE MOAK/IOYEHNE HEBONbWMX W CPedHUX OPUCOB KOMMaHUK. ITOT
MapLpyTn3aTop MMeeT paclUMpeHHble QYHKLMM MapLipyTu3aummn, KOTopble MNOAAEPXKMBAIOT CIOXHbIE CXeMbl
CeTeBOro B3aMMOENCTBMS, YTO MO3BONSAET NMOKO YMNpaBisaTb CETEBbIMY PecypcaMm BHYTPU OpraHmsaumu.

Ona MOHUTOpPUHra M npefoTBpalleHns ceTeBbiX aTak ESR-12V BkovaeT GyHKUMM CUCTEMbl NpefoTBpalleHus
BTOpXXeHWU (IPS) 1 cnucTembl o6HapyxeHns BTopxkeHui (IDS). ITM cUcTeMbl ONepaTUBHO BbISIBSAIOT U 61I0KMPYHOT
NOAO3PUTENBHYIO aKTMBHOCTb B CeTW, 3allumilasl KopriopaTWBHble [aHHble M obecrneymBas 6e3onacHocTb UT-

NHPPACTPYKTYpPbI.

Mopgenb ESR-12V ocHalleHa nopTaMu FXS, 4TO npeaocTaBiseT BO3MOXHOCTb MOOK/IOYNTL OO TPEX aHaNoroBbIX
TenedpoHOB HenocpeacTBEHHO K KopropaTWBHOW TenedoHHOM cucTemMe 6e3 HeobXoOuMOCTU UCMOSb30BaHUS
OOMONHUTENbHBIX TenedoHHbIX WN30B. bnarogapa Hanuuuio nopta FXO, MOXHO o6ecneyntb pe3epBHOEe
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coefMHeHMe No aHasIoroBoOM IMHNN Ha cnyqaﬁ noTepu CceA3nN C LLeHTpaﬂbHOPI ATC.

ESR-12V nopaep)X1BaeT opraHusauuio TeppuTopuanbHo-pacnpegeneHHbix ceten (WAN). C ero nomollbio
KOMMaHWUM MOrYT JIErKO COEAMHSATL yOaneHHble oduchl U Gunmansl, co3fgaBas HafeXHoe B3aMMOAENCTBME MeXay
HUMK. TO OCOBEHHO BaXKHO AN NpefnpusTUiA, KOTopble BeQyT OeATeNbHOCTb B PasHbIX reorpaduyeckmx mectax
U HYXXOAI0TCH B CTabUIbHOM CBA3K MEXXAY NoapasfeneHns Mu.

He ocTtaloTcsa 6e3 BHUMMaHus M OYHKUMM obecneveHuss ceTeBoM 6GesonacHocTu. MapuwpyTtnsatop ESR-12V
OCHalLLEeH LIMPOKNM HabopOM MHCTPYMEHTOB [A/15 3aLMTbl BHYTPEHHEN CETU KOMMaHUKM OT BHELLHUX Yyrpo3. B umcne
3TUX  MHCTPYMEHTOB—arnmnapaTHOe  YCKOpeHMe  0b6paboTKM  [AaHHbIX, 4YTO  3HA4YUTENIbHO  MOBbIWAET
NPOU3BOAUTENBHOCTb YCTPOMCTBA U CHMKAET 3a4epXKU Npu 06paboTKe 60/bLLOro ob6bemMa ceTeBoro Tpaduka.

MapLupyTmsaTtop Takxe npefocTaB/seT BO3MOXHOCTb MOCTPOEHUS 3alUMLLEHHOrO nepuMeTpa CeTu, Takue Kak
Network Address Translation (NAT) u firewall. C nomouybto NAT KOMMaHWM MOryT NIerko OpraHn3oBaTh JOCTYM K
WHTEpPHEeTY BHYTPU CeTW, CKpblBas BHYTpeHHWe |P-agpeca OT BHewHWX nonb3oBaTtenen. Firewall rubko
HacTpamBaeT npaBuia ¢unbTpauuy TpaduKa, orpaHuMymMBas [OCTYM K KPUTUYECKM BaXKHbIM pecypcam U
npepoTBpaLlasd HeCaHKUMOHUPOBaHHbIE MPOHWUKHOBEHUS.

MapLupyTmsaTopsl oT Eltex MoryT mcnonb3aoBaTbCs Ans MMnopTo3amelleHns 6peHpoB Cisco, Huawei, Juniper
Networks B 061acTy TeNeKOMMYHMKaLMOHHOMO 060pYA0BaHUS, FAe OTCYTCTBYET TexHMYecKass MopOep)Kka Ha
PYCCKOM $13blKe U NNULIEH3MPOBaHME.

MapLwpyTtmsaTtop ESR-12V Bbl MOXXeTe KynnTb, 0O6paTUBLUNCH K HalLKMM MeHeykepaM. Takxe, Bbl MOXeTe MonyvnTb
KOHCY/bTaLMIO HaLLMX KBannudULMPOBaHHBLIX CETEBbLIX MHXXEHEPOB, CMeLManncToB No cepBepHOMY 060pyaoBaHMIO
M OPpYyrux CreumanmcTtoB TexHMYeckoro oThaena. Mbl paboTtaem no Bcen Tepputopum Poccun. Ecnn Bam
HeobxogMMO KynuTb MapupyTtmsaTop Eltex ESR-12V B MockBe, CaHkT-lleTepbypre, HoBocmbupcke,
ExkaTepuHbypre, KasaHun, BnagmBocToke, KpacHogape, Camape, OMcke M Opyrux ropogax, Mbl bygem papgpl
MOMOYb BaM B 3TOM.

Opyrve maplpyTtmsatopbl KoMnaHuu Eltex:

e ESR-15

e ESR-15R

e ESR-20

XapaKTepucTukm

UHTepdeicol

Ethernet 10/100/1000BASE-T (LAN/WAN) 8
FXS 3
FXO 1
Console RS-232 (RJ-45) 1
USB 2.0 2

dusnyeckme xapaKTepUCTUKU

RAM 16 DDR3

Flash-namaTtb 512 MB NAND Flash
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MakcuManbHas noTpebnsemMasl MOLWHOCTb

MNuTaHne

NHTepBan paboynx TeMnepatyp

NHTepBan TeMnepaTypbl XpaHeHUs!

OTHOCUTENbHAs BAAXXHOCTb Mpw KCrlyataumm

OTHOCUTENbHAs BNaXXHOCTb npun XpaHeHnn

Fabaputsl (LU x B x I)

Macca

CpoK cny»o6bl

MpousBoguTenbHOCTb

MpowussoguTensHocTb Firewall/MapwpyTtusaumn (dpeimbl 1518B) - 0,981 MeuTt/c; 80,83k nakeTtos/c
MpowuseoguTensHoCTb Firewall/MaplupyTnsaumm (IMIX)1 - 628 M6uT/c; 114k naketoB/c
MponssoanTenbHOCTb L2-koMMyTaumm (bpeliMebl 1518B) - 0,98 M6uTt/c; 80,6k nakeTos/c
MpoussoauTtenbHocTb IPsec VPN (ppenmbl 1456B) - 191 MéuT/c; 16,4k naketos/c
MpownssoguTensHOCTb IPsec (IMIX)2 - 122 M6éuT/c; 22,9k nakeToB/c

MponssoauTenbHOCTb ogHoro IPsec-TyHHens (pperimbl 1456B) - 74,9 M6uT/c; 6,43k nakeToB/c
MpounssoguTensHOCTb ogHoro IPsec-TyHHens (IMIX) - 56,2 MéuT/c; 10,5k nakeTos/c
MpowussoauTtensHocTb IPS/IDS 10k npasun - 102 M6uT/c; 18,3k naketos/c

MpounssognTenbHOCTb KoMMyTauumn MPLS L2VPN (IMIX) - 681 MéuT/c; 124k nakeToB/c
MponssoguTenbHOCTb KoMMyTaummn MPLS L3VPN (IMIX) - 482 M6éuT/c; 88,2k nakeToB/c

MaKkcunManbHoe KoNmM4yeCcTBO OQHOBPEMEHHbIX NogktoyeHn Kk RA L2TP-cepsepy - 80

KommyTauusa

0o 4094 VLAN (802.1Q)
Voice-VLAN

Q-in-Q (802.1ad)
MAC-based VLAN
Bridge-gomeH
LAG/LACP(802.3ad)
Port-security, protected port

Jumbo-Kagpsbl

KommMmyTaums no metkam (MPLS)

L[]

MNoppep»ka npoTtokona LDP

Mopnepxka L2VPN VPWS

Moppepxka L2VPN VPLS Martini Mode, Kompella Mode
Mopaepyka L3VPN MP-BGP (Option A, B, C)
L2VPN/L3VPN over GRE, DMVPN

[MpospayHaga nepefaya cny>ebHbIX MPOTOKOOB
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MapuipyTtusaums
BGP:
e CemencTtBo agpecos: IPv4, IPv6, VPNv4, L2VPN, IPv4 label-unicast, Flow-spec

e [16Kas BO3MOXHOCTb yrpaBieHns MapLUpyTHon nHdopMaumer no atpmbytam. MNogaepxka MexaHnamoe Conditional
Advertisement, Route Aggregation n Local-AS

e Bbicokas MacluTabupyemMocTb U TMMBKOCTb HaCTPOMKK: MOAAEPKKa peer-group, dymanic neighbor, as-range 1 Route-
reflector

e Fall over Ha ocHoBe npoTokona BFD v Fast Error Peer Detection
e Graceful restart
o AyTeHTUdUKaLMS
o [MbKas pegncTpmbbloLma 13/B Npouecc BGP MapLupyToB OpYyriX NPOTOKOOB
e BOo3MOXHOCTb 3anycka go 64 npoueccoB 0OQHOBPEMEHHO
e ECMP
e [Nopaep)kka MapLpyTHU3aLyMm Ha OCHOBE MOSINTUK
OSFP(v3):
e 30Hbl pa3nnyHbIX TMMoB: Normal, Stub, Totally stub, NSSA, Totally NSS

e PaboTa B pa3nmyHbIX TUNax cetent: Broadcast,NBMA, Point-to-point, Point-to-multipoint, Point-to-multipoint non-
broadcast

o CyMMapuzauusa n GpunbTpaums MapLupyTHOW MHbopMauumn
o AyTeHTUdUKaLUA
e ECMP
e [lacCuMBHbIN MHTEepdEenc
o [M6Kas peancTpmbblouma 13/B npouecc OSPF MapLUpyTOB ApYrmMx NpOTOKOI0B
e BO3MOXHOCTb 3anycka [0 6 NpoLeccoB OfQHOBPEMEHHO
e [Nlopaepxka npoTtokona BFD
e MexaHn3Mm Auto cost calculaction
o MNoppep)kKa MapLpyTM3aLyMmM Ha OCHOBE MOSINTUK
1S-IS:
e PaboTa B pa3HbIx TUNax ceTten: Broadcast, Point-to-point
e YcTaHOBKa coceficTBa L1-/L2-ypoBHeit
e Metric style: narrow, wide, transition

o AyTeHTUdUKaLMS

dunbTpaums MapLUPYTHOM MHbOPMaLMK

Mbkas pegucTpubbioLms n3/B npouecc IS-1S MapLlpyToB APYrnx NPOTOKONIOB

°

Bo3MoXHOCTb 3anycka oo 6 npoLeccoB 0gHOBPEMEHHO

MopaepyKa MapLUpyTM3aLmMmM Ha OCHOBE MOMUTUK
RIP(ng):
e Pa6oTa B pexumax (RIP only): Broadcast, Multicast, Unicast

o CyMMapu3saumsa 1 GuibTpaums MapLpyTHON MHGOpMaLImMK

YnpaBneHve MeTpUKoM MapLupyTa

AyTeHTUpuKaLmg

[MaccuBHbIN MHTEpPdENC

°

MMbKasa peancTpubbioums 13/B Npouecc RIP MaplpyToOB APYrMX MPOTOKOIOB

o [lopgaepxxka MapLlwpyTn3aunm Ha OCHoBe NOJINTUK

Static:
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Mopnep»ka npotokona BFD

L]

PeKypCUBHbIV MOUCK

YnpaBneHe METPMKOM MapLupyTa

Bo3MOXHOCTb Bbi6Opa BapuaHTa yBe[oM/IeHMsl OTMPaBUTENIO NMpu 6/10KMPOBKe TpaduKa
KauecTBo o6cnyuBaHus (QoS)

e [10 8 MPUOPUTETHbIX U B3BELLEHHbIX oYepeei Ha nopT

o .2- 1 L3-npuoputmsaums tTpaduka (802.1p (CoS), DSCP, IP Precedence (ToS))
Mepapxumyeckun QoS
YnpasneHue ovepegamm: RED,GRED, SFQ, CBQ, WFQ, WRR

MapKVIpOBKa Ha BXoOe U BbiIXoade

e YnpaBneHue nonocoi nponyckaxus (policing, shaping)

IPsec
e PexxuMbl «policy-based» n «route-based»

e PexxnMmbl nHKancynaumm: tunnel un transport

°

Buobl ayTeHTUdMKaumm: pre-shared key, public key, xauth (ikev1 only), eap (ikev2)

Moppepyxka mobike (ikev2 only)

Mogpepykka HabopoB Kitoyen ayTeHTUdMKaLmm ike ikering
YpaneHHblit goctyn (Remote Access)
e Bo3MOXHOCTb yaneHHoro JocTyna K KopriopatmeHon cetu no PPTP, L2TP over IPsec, OpenVPN, WireGuard
o Mopaepxka PPPoE-/PPTP-/L2TP-kn1eHTa
e AyTeHTUdMKaLMS Nonb3oBaTenen
o LLIndpoBaHMe coeanHeHM

BesonacHocTb
o [MogaepyKa crnnckos KoHTponsa aocTyna (ACL) Ha 6ase L2-/L3-/L4-noneii

Zone-based Firewall B gByx pexxmmax: stateful n stateless. IlormpoBaHne cpabaTbiBaHMS NpaBuil, CHETHMKM

CDMJ'IpraLI,MFl Mo NPpUnoXXeHnam

3awmTa ot DoS-/DDoS-/Spoof-aTak 1 UX nornpoBaHue
o CuCTeMa O6HapYXeHNs 1 NpeaoTBpalleHnst BTopxkeHui (IPS/IDS) u nx normpoaaHme3

CuvrHaTypHbI aHanm3 nocpefcTsoM IPS B AByX peXuMax: aHanms TPaH3UTHOMO U 3epKannpoBaHHOIo Tpaclwn(a3

B3ammopgencTsume c Eltex Distribution Manager gns nonyyeHus nMLeH3MPYEeMOro KOHTEHTa — Habopkl MpaBur,
npepocTtaBnsemble Kaspersky SafeStream I

MOHUTOPUHI U ynpaBneHue
o [loggeprkka cTaHgapTHbIX M pacwmpeHHbix SNMP MIB, RMONVv1
e Zabbix agent/proxy
o AyTeHTUdUKaLMS NoNb3oBaTenen no nokanbsHom 6ase cpegctesamm npotokonos RADIUS, TACACS+, LDAP
e 3aluTa OT OWNBOK KOHOUIYPUPOBaHMWS, aBTOMaTUYECKOE BOCCTAaHOBEHWE KOHDUIYypaLmm
o ViHTepdericol ynpasneHus CLI
e [Mogpepxka Syslog
o MOHUTOP MCMO/Ib30BaHUSA CUCTEMHbIX PECYPCOB
¢ Ping, monitor, traceroute (IPv4/IPv6), BbIBOA MHbOPMaLIMK O MaKeTax B KOHCOMM
e O6HoBneHue MO, 3arpyaka 1 Bbirpyska KoHoUrypaumm no TFTP, SCP, FTP, SFTP, HTTP(S)
e [Mopoepxxka NTP
o Netflow v5/v9/v10 (skcnopT ctatncTukm URL ans HTTP, host gna HTTPS)

INokanbHoe yrpasfeHne Yepes KOHCOSbHbIM nopT RS-232 (RJ-45)
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e YaaneHHoe ynpasneHue, npoTokosbl Telnet, SSH (IPv4/1Pv6)

e LLDP, LLDP MED

e JlokanbHOe 1 yfaneHHoe coxpaHeHne KoHbUrypaLumii MapLipytnsaTopa
SLA:

e SLA-responder gna Cisco-SLA-agent

e Eltex SLA:
e 3agepxKa (0QHOCTOPOHHAS/[BYCTOPOHHAS)

e Jitter (NnpsiMoit/06paTHbIit)
e MoTeps nakeToB (NpsiMas/o6paTHas/OBYCTOPOHHSS)
o OBHapy)>keHne Oy6nPYIOLLMXCS MaKkeToB

o O6Hapy)XeHWe HapyLLIeHNs NocneoBaTelbHOCTM fOCTaBKM MNakeToB (NpsiMoe/obpaTHoe/OBYCTOPOHHEE)

PesepBupoBaHue 1 Knactepusaums
e VRRP V2, v3

Tracking Ha ocHoBaHuK VRRP- unn SLA-TecTa
e YnpasneHve napameTtpamm VRRP

e YnpaBneHue napametpamuy PBR
e YnpaBneHve agMUHUCTPATUBHBIM CTaTyCOM MHTepdenca
e AKTMBaLMS U fleaKTUBaLMS CTaTUYEeCKOro MapLupyTa

e YnpaBneHue atpmbytom AS-PATH u preference B route-map

°

DHCP failover gns pesepBupoBaHus 6a3bl IP-agpecos, BbigaHbix DCHP-cepBepom

Failover Firewall pns pesepsupoBaHus ceccun Firewall n NAT
MultiWwAN

e Dual-Homing

°

OTKa30yCTOMYMBLIV KNacTep:
e MNpocTOoTa aAMUHUCTPUPOBAHMS N MHTErpaLMn: CUHXPOHN3aLNSA KOHOUIYpaLUiA, BDEMEHW, BEPCUN, NINLIEH3UIA; Zero
Touch Provisioning (ZTP)

e Pe3epBMpoBaHMe BCEX COEAMHEHNI B KilacTepe
o PesepBupoBaHMe MapLLPYTU3aTOPOB (B TeKYLLIEeN BepCum Noaaep)KMBaeTca pesepBmpoBaHme no cxeme «1 + 1»)
CepBucbl
o DHCP-knneHT, cepsep
DHCP Relay Option 82
DNS resolver
o NTP
TFTP-cepBep

e E1/multilink, MogeMbl

VolP
e [Nlopgaepxka npoTtokona SIP

BHyTpeHHﬂﬂ KOMMYyTauunA COeNHEHMI

Pa6oTta 6e3 SIP-cepBepa

MMBKMIA NNaH HyMepauumn

Mpodwnn HacTpoeK g5 MopToB

MNMpYMeHeHne HacTPoeK 6e3 nepesarpy3Ku

"onocoBble Kofgeku
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o G.711 a-law, -law

e G.7231

e G.729 (A/B)

MNepepaya dakca

e T.38 UDP Real-Time Fax

e a-law, -law G.711 pass-through

onocoBble CTaHAapPThI
e VAD (neTeKTop aKTUBHOCTM peyn)

e CNG (reHepaliys KOMPOPTHOIO LiyMa)

e AEC (axokoMneHcauus, pekoMeHaaumm G.165, G.168)
DTME

o OBbHapy)eHVe 1 reHepupoBaHue curHanos DTMF

o [lepepava metogamu INBAND, RFC 2833, SIP INFO

[JononHuTeNbHbIE BUABI 06CIYXMBaHUS
o YaepxkaHue Bbizosa (Call Hold)

e Mepepnaya Bbizosa (Call Transfer)

e YBe[oM/ieHMe O NMOoCTyneHMn HoBoro Bbizosa (Call Waiting)
o MNepeappecaums no 3aHaTocTn (CFB)

o Mepeappecaums no HeoteeTy (CFNR)

o BeaycnoeHasa nepeagpecauus (CFU)

e Caller ID

e 3anpert Bbigaum Caller ID (CLIR)

o [opsavasa/Tennas nuHnsa (Hotline/Warmline)

e ['pynnosoli Bbizos (Call Group)

TpexcTopoHHssA KoHbepeHuus (3-Way conference)

BRAS3
° TepMVIHaLI,Mﬂ I'IOJ'Ib3OBaTeJ'IEVI

Benble/4yepHble cnnckn URL

KBOTMpOBaHWe Mo 06bEMY TpaduKa, Mo BPEMEHWN CECCUU, MO CETEBbLIM NPUMNOXKEHNSM
HTTP/HTTPS Proxy
HTTP/HTTPS Redirect

AKKayHTUHI ceccuin no npoTtokony Netflow

°

B3ammopewnicTeue ¢ cepsepamu AAA, PCRF

YnpaBneHue Nofiocor NponyckaHms rno ogucam u SSID, ceccuaMm nonb3oBaTtesnei

AyTeHTUdMKaLma nonb3osatener no MAC- unu IP-agpecam

Habop ¢yHKUUMI cooTBeTCTBYET Bepcum M0 1.23.

1<DopMaT Tpaduka (KONMYECTBO B CEKYHY : pasMep Kaxaoro ¢peima) - 8:74; 5:512; 7:1518.
2CDOpMaT Tpaduka (KONMYEeCTBO B CEKYHY : pasMep Kaxaoro ¢peima) - 8:74; 5:512; 7:1456.
3AKTVIBVIpyeTCF| NNLEH3NEN.

4Ha6opb| npaBun NpegocTaBnsAloTCa No NoanuckKe.

MUHMManbHLIN CPOK AeNCTBUSA NognMckm — 1rofg
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