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ESR-12VF

CepBUCHbIM MaplpyTmnsatop ESR-12VF: 8xEthernet 10/100/1000
Base-T; 1X1I000Base-X (SFP); 1xRS-232 (RJ-45); 2 mopTa USB2.0

DHELTEX

OnucaHune

MapuwpyTnsatop ESR-12VF — 3T0 yCTPOWCTBO, MpegHa3sHadeHHoe ONF MCMOoNMb30BaHMA B KOPMOPATUBHbIX CETAX
cBA3Mn, obecrneynBas addeKTUBHOE NOAKIIOUEHME HEBOMbLLMX U CPeAHMX OPUCOB KOMMAHMN. DTOT MapLLPYTU3aTOP
MMeeT paclMpPeEHHblIe QYHKLMN MapLUpyTU3aL MK, KOTOPblE MOOAEPXKMBAKOT CITOXKHbIE CXEMbI CETEBOIO
B3aMMOLENCTBUSA, UTO MO3BONAET NTMOKO yNpaBiaTb CETEBbIMU pecypcaMim BHYTPU opraHu3aumm. ESR-12VF
noonepPXXMBAET OpraHM3aLmnto TeppuUtTopmranbHo-pacnpeneneHHbix ceter (WAN). C ero mnoMoLLbo KOMAAHMKM MOTYT
Nerko coefMHATb yaaneHHble odUchbl U dunmanbl, Co3gaBas HagexxHoe B3auMoaencTeme Mexay HUMMM, 9To 0CoObeHHOo
BaXXHO O/19 MPeanpUaTmMii, KOTopble BeAyT AEATENbHOCTb B Pa3HbIX reorpadryecKmx MecTax 1 Hy>KaaroTcs B
CTabuUNbHOM CBA3KM MeXKay noapasneneHnsaMu. He octatotcsa 6e3 BHUMaHMA U GYyHKLUMM obecrnedeHnsa ceTeBom
6e3omacHocTU. MapLupyTusaTop ESR-12VF ocHalleH LLMPOKUM HabopOoM UHCTPYMEHTOB A9 3alMTbl BHYTPEHHEM
ceTu KOMMNaHWK OT BHELLHUX Yrpo3. B yncne aTux MHCTPYMeHTOB—amnmnapaTHoe YCKopeHMne 06paboTkM AaHHbIX, UTO
3HaAYUTENbHO MOBbLILLAET MPOU3BOAUTENBHOCTb YCTPOMCTBA U CHMMKAET 3aePXKKM Mpu 06paboTke 6onblioro obbema
ceTeBoro Tpadmka. [1na MOHUTOPUMHIA M MPefoTBPaLLEHMNA ceTeBbIX aTak ESR-12VF Bkito4aeT GyHKLMMU CUCTEMBI
npenoTBpaLlleHnsa BTopXeHU (IPS) 1 cructeMbl 0BHapy>KeHUa BTOpXKeHUK (IDS). 2TK cMcTeMbl ONepaTUBHO BbIABAAIOT
M BNOKMPYIOT MOOO3PUTENBHYIO aKTUBHOCTb B CETU, 3aLLUMLLAA KOPMopaTUBHbIe AaHHble U obecrnednBas 6e30MacHOCTb
NT-nHdpacTpyKTypbl. MapLupyTr3aTop TakXe NpeaocTaBigeT BO3MOXHOCTb MOCTPOEHMS 3aLLMLLEHHOrO NeprMeTpa
ceTun, Takme Kak Network Address Translation (NAT) u firewall. C nomouibto NAT KOMMaHUM MOTyT JIerko OpraHmM30BaTb
OOCTYN K MHTEPHETY BHYTPW CeTU, CKpbIBaa BHYTpeHHWe IP-agpeca oT BHELWHWX Nonb3oBaTenen. Firewall rm6ko
HacTpauBaeT NpaBuia GunbTpaumm Tpaduka, orpaHmMYMBasg OOCTYMN K KPUTUYECKM BaXKHbIM pecypcam u
npenoTBpaLlasgd HECAaHKLMOHMPOBaHHbIE MPOHUKHOBEHKA. MapLupyTr3aTopbl OT Eltex MoryT ncnonb3oBaTtbca 414
mMnopTo3amMelleHna 6peHpos Cisco, Huawei, Juniper Networks B 0611acTn TeNIeKOMMYHUKaLMOHHOIo o60pynoBaHms,
roe oTCyTCTBYEeT TEXHMYeCKas NoaLepyKKa Ha PYCCKOM a3blKe U NMLEeH3npoBaHKMe. MaplpyTtmnsaTtop ESR-12VF Bbi
MOXEeTe KyMNnTb, 06paTUBLLKMCH K HAaLMM MeHemyKepaM. Takxe, Bbl MOXETe MoNyYnTb KOHCYNbTaLMIO HaLMX
KBannMdULMPOBAHHbBIX CETEBbIX MH)KXEeHepPOB, CreLManMcToB Mo cepBepHOMY 060PYAOBaAHMIO U APYIMX CNeLManmMcToB
TexHu4yeckoro otaena. Mol paboTaeM Mo Bcen Tepputopmim Poccrn. ECiv BaM HEOBXOAMMO KyMUTb MapLLpyTU3aTop
Eltex ESR-12VF B MockBe, CaHkT-INeTepbypre, HoBocnbupcke, EkatepunHbypre, KasaHu, BnagmBocTtoke, KpacHonape,
CaMape, OMcKe 1 Opyrux ropogax, Mbl 6yaem pafbl MOMOYb BaM B 3TOM. [lpyrve MapLupyTM3aTopbl KOMMaHMKM Eltex:

- ESR-15
- ESR-20
- ESR-21
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XapaKTepUuUCTUKH
UHTepdenchl
Ethernet T01001000BASE-T (LANWAN) 8
Ethernet TO0OOBASE-X SFP (LANWAN) 1
FXS 3
FXO 1
Console RS-232 (RJ-45) 1
UsSB 2.0 2
RAM 176 DDR3

Flash-namaTtb

512 MB NAND Flash

MakcuMarnbHasa noTpebnsemMasa MOLLHOCTb

22 BT

MutaHmne

100-264 B AC, 50-60 'Ly,

NHTepBan pabouyunx TeMnepaTtyp

ot 0 go +40 °C

MHTepBan TeMnepaTypbl XpaHeHUd

oT -40 go +70 °C

OTHOCUTENbHaa BNaXHOCTb MPW 3KCrlyaTaumm

He 6onee 80 %

OTHOCKUTENbHAA BNAXXHOCTb MPKW XPaHEHUN

ot10 0o 95 %

Mabaputbl (LLU?B?T)

267 ? 43,6 ?7160,5 MM

Macca

1Kr

CpoK cny»<6bl

He MeHee 15 neT

MNMpoussoanTenbHOCTb

- MpowussoaunTensHocTb Firewall/MaplpyTtusauumm (bpembl 1518B) - 0,98 M6uT/c; 80,8k nakeTos/c
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- MpowussogunTensHocTb Firewall/Mapwpytusaumm (IMIX)1 - 621,3 M6uT/c; 112,9k nakeTos/c

- MpoussoanTenbHocTb L2-KoMMyTauum (bpermbl 1518B) - 0,98 M6uT/c; 80,8k nakeTos/c

- MpowussogunTensHocTb IPsec VPN (dpenMbl 1456B) - 174,7 M6uUT/c; 15k nakeTos/c

- MpowussogunTensHocTb IPsec (IMIX)2 - 119,8 M6uT/c; 21,9k nakeTos/c

- MpousBoanTeNbHOCTb OOHOrO |Psec-TyHHens (bpenmbl 1456B) - 91,9 M6uT/c; 7,9k nakeTos/c
- Mpown3BognTenbHOCTb oaHoOro IPsec-TyHHena (IMIX) - 64,6 M6uT/c; 12,1k nakeToB/c

- MpowussoaunTensHocTb IPS/IDS 10k npaBun - 29 MéuT/c; 5,4k nakeTtos/c

- MpoussoanTenbHOCTb KoMMyTaLum MPLS L2VPN (IMIX) - 0,5 F6uT/c; 91k nakeTos/c

- MpousBoanTenbHOCTb KoMMyTaLM MPLS L3VPN (IMIX) - 0,48 F6uT/c; 87k nakeTos/c

KoMmmyTauusa

- 0o 4094 VLAN (802.1Q)

- Voice-VLAN

- Q-in-Q (802.1ad)

- MAC-based VLAN

- Bridge-gomeH

- LAG/LACP(802.3ad)

- Port-security, protected port
- Jumbo-kagpbl

KomMmmMyTauuma no Metkam (MPLS)

- Nopoep»kka npoTtokona LDP

- Mopooep»xka L2VPN VPWS

- Moppepykka L2VPN VPLS Martini Mode, Kompella Mode
- Moppepykka L3VPN MP-BGP (Option A, B, C)

- L2VPN/L3VPN over GRE, DMVPN

- Mpo3padHaga nepenadva cny>kebHbiX MPOTOKONOB

MapuwpyTusauusa
BGP:

- CeMencTBO agpecoB: IPv4, IPVv6, VPNV4, L2VPN, IPv4 label-unicast, Flow-spec

- TMBKaa BO3MOXXHOCTb YMpPaB/eHWa MapLLPYTHOM MHPOPMaLMen no aTpubyTam. Nogaeprkka MEXaHU3MOB
Conditional Advertisement, Route Aggregation n Local-AS

- Bbicokasa MacluTabmpyeMocTb U r’MBKOCTb HAaCTPOMKM: Moaaep»Kka peer-group, dymanic neighbor, as-range u
Route-reflector

- Fall over Ha ocHoBe npoTokona BFD u Fast Error Peer Detection

- Graceful restart

- AyTeHTUOMKaumMa

- Tnbkaga peanctpubbloumnsa ns/s npotecc BGP MapLupyToB Opyrux MpOTOKOMNOB

- BO3MOXXHOCTb 3anycka A0 64 NpoLeccoB OO4HOBPEMEHHO
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- ECMP
- Mopoeprkka MapLUpyTU3aLKMKM Ha OCHOBE MONTUTUK

OSFP(v3):

- 30Hbl pa3nuuHbix TMNoB: Normal, Stub, Totally stub, NSSA, Totally NSS

- PaboTa B pas3nunuHbIx TUnax ceTen: Broadcast, NBMA, Point-to-point, Point-to-multipoint, Point-to-multipoint
non-broadcast

- CyMMapu3saumsa n dunbTpauma MapLUpyTHOW MHGopMaLmm

- AyTeHTUDUKaLMA

- ECMP

- MaccuBHbLIN MHTepdenc

- Tnbkas peoucTpubbloumns 1s/B npouecc OSPF MapLUpyTOB ApPYrMX MPOTOKOMNOB
- BO3MOXXHOCTb 3amnycka 4o 6 NpoLeccoB OOQHOBPEMEHHO

- Mopooep)xkka npoTtokona BFD

- MexaHun3m Auto cost calculaction

- NopaeprkKa MapLpyTM3aLnm Ha OCHOBE NMOAUTUK

IS-IS:

- PaboTa B pa3Hbix TUNax ceTel: Broadcast, Point-to-point

- YcTaHoBKa cocecTBa L1-/L2-ypoBHem

- Metric style: narrow, wide, transition

- AyTeHTUdMKauma

- DUNbTPaLMa MapLUPYTHOW MHPOPMaLUKU

- Tnbkaga peanctpubbloumnsa 1s/B npoLecc 1S-1S MapLLpyTOB APYrnX MPOTOKONOB
- BO3MOXXHOCTb 3anycKa A0 6 MpoLEeCcCOB OAHOBPEMEHHO

- NMopaeprkKa MapLpyTM3aLmMm Ha OCHOBE MOUTUK

RIP(ng):

- PaboTa B pexxunmax (RIP only): Broadcast, Multicast, Unicast

- CyMMapu3aumsa n dunbTpaumsa MapLUpyTHOW MHGopMaLuum

- YNpaBneHve METPUKOM MapLUpyTa

- AyTeHTUOMKaLMS

- MaccmBHbLIM MHTepdenc

- Tnbkaga peamnctpubbloumna 1s/s npouecc RIP MapLIpyToB OPYrMX MPOTOKOMOB
- NopaeprkKa MapLpyTM3aLnm Ha OCHOBE MOUTUK

Static:

- NMopoep»kka npoTtokona BFD
- PekypcuBHbIM MOMCK
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- YrpaBneHue MeTpMKoM MapLupyTa
- Bo3MOXHOCTb BbiGOpa BapWaHTa yBeAOMIeHUA OTRPaBUTeNto Npn 611I0KMpoBKe TpaduKa

KauecTtBO 06cCcnyXXmnsaHusa (QoS)

- 1o 8 NpMoOpUTETHbBIX UM B3BELLUEHHbIX O4epeaen Ha NopT

- L2- n L3-npurnoputmsauma Tpadumka (802.1p (CoS), DSCP, IP Precedence (ToS))
- Nepapxmyecknin QoS

- YnpaeneHune ovepensamm: RED,GRED, SFQ, CBQ, WFQ, WRR

- MapK1poBKa Ha BXxofe W Bbixoae

- YnpaBneHue nonocow nponyckaHms (policing, shaping)

IPsec

- PexxnMbl «policy-based» 1 «route-based»

- PexxuMbl nHkancynauum: tunnel un transport

- Bugbl ayteHTMdMKaumm: pre-shared key, public key, xauth (ikevl only), eap (ikev2)
- Moppep»xka mobike (ikev2 only)

- Noppoeprkka HabopoB. Kruen ayTeHTUdMKaumm ike ikering

YpaneHHbin poctyn (Remote Access)

- BO3MOXXHOCTb yOaneHHoro 4ocTyna K KopropatneHom cetn no PPTP, L2TP over IPsec, OpenVPN, WireGuard
- Moppepyxka PPPoE-/PPTP-/L2TP-knneHTa

- AyTeHTUDMKaLMSA Nonb3oBaTenem

- lndpoBaHme coegmHeHMIN

Be3onacHocTb

- Mooaep»Ka CNMCKOB KOHTpond aocTyna (ACL) Ha 6a3e L2-/L3-/L4-nonei

- Zone-based Firewall B oByx pexxmnmax: stateful v stateless. JlornpoBaHue cpabaTbiBaHWA MPaBuUsl, CHETUMKM

- duAbTPaLMAa MO NPUIOXKEHNAM

- 3awwmTa oT DoS-/DDoS-/Spoof-aTak 1 nx normposBaHue

- CUCTEMa OBHaPY)KEHUS W MpeaoTBPaLLeHUs BTOpxKeHUM (IPS/IDS) 1 nx normposaHme3

- CUrHaTypPHbIV aHanm3 NocpencTeoM IPS B ABYX peXkmMax: aHanms TPaH3UTHOIO U 3epKaiMpoBaHHOIo Tpaduka3l
- Bsaumopewncteume c Eltex Distribution Manager ona nonyJyeHvs NMULEH3PYEMOIro KOHTEHTa — Habopbl NpaBuM,
npepocTaBnaemMble Kaspersky SafeStream |14

MOHUTOPUHI U yrnpaBrieHue

- MNoooep)XKa CTaHOAPTHbIX M paclimnpeHHbiXx SNMP MIB, RMONVI
- Zabbix agent/proxy
- AyTeHTUdUKaLMaA Nonb3oBaTenen No fokanbHoM 6ase cpencrtesamMm npotokonos RADIUS, TACACS+, LDAP
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- 3aLWmTa OT OLLMBOK KOHOUIYPMPOBaHMSA, aBTOMaTUYECKOE BOCCTaHOBNEHWE KOHPUIrypaLumm
- MHTepdencol ynpasneHuna CLI

- NMopoeprkka Syslog

- MOHUTOP MCMOMb30BaHWA CUCTEMHbIX PECYPCOB

- Ping, monitor, traceroute (IPv4/IPv6), BbiBoA MHDOPMALMK O MaKeTax B KOHCOMM

- O6bHoBneHue MO, 3arpyska 1 Bbirpy3Ka koHbuUrypaumm no TFTP, SCP, FTP, SFTP, HTTP(S)
- NMopoep>kka NTP

- Netflow v5/V9/V10 (skcnopT ctatuctukm URL ans HTTP, host onga HTTPS)

- JlTokanbHOe yrnpaBneHme Yepes KOHCOMbHbIN MopT RS-232 (RJ-45)

- YoaneHHoe ynpasneHue, npoTtokosnbl Telnet, SSH (IPv4/IPv6)

- LLDP, LLDP MED

- JlTokanbHOe U yaaneHHoe coxpaHeHue KOHPUrypaumm MapLpyTmnsaTopa

SLA:

- SLA-responder gnga Cisco-SLA-agent

- Eltex SLA:

- 3afeprkKa (OOHOCTOPOHHSS/OBYCTOPOHHSIS)

- Jitter (NpsiMoit/o6paTHbI)

- MoTeps nakeToB (MpaMas/o6paTHas/O0ByCTOPOHHAN)

- OBbHapy)xeHue oybnunpyromxcsa NakeTos

- O6Hapy’>KeH1e HapyLLIeHUd NocneaoBaTelbHOCTM [OCTaBKM MNakeToB (MpsaMoe/obpaTHoe/0BYCTOPOHHee)

PesepBupoBaHUe U KnacTepusaums

-VRRP v2,Vv3

- Tracking Ha ocHoBaHWKM VRRP- unu SLA-TecTa

- YnpasneHue napametpamum VRRP

- YnpaBneHuve napamMetpamum PBR

- YnpaBneHmne agMUHUCTPATUBHbLIM CTaTyCoM MHTepdenca

- AKTMBaLMSa M JeaKTUBaLMa CTaTUYECKOro MapLUpyTa

- YnpaBneHue atpmbyTtom AS-PATH 1 preference B route-map

- DHCP failover ona pesepBupoBaHmMa 6a3bl IP-agpecos, BblaaHbix DCHP-cepBepoM
- Failover Firewall onga pesepBurpoBaHug ceccum Firewall n NAT

- MultiwAN

- Dual-Homing

OTKa30yCcTOM4YMBDbIN KNacTep:

A
sgep-it.ru



4 4

~~ OO0 «HTL, CI3aM» OI'PH: 1165476210008
‘-’ran m r. HoBocubupck MHH: 5402026992
yn. HosorooHas 24/, od. 408 KTIM: 540301001
Ten. +7 (383) 2309819 P/c: 40702810823400001909
e-mail: sgep@sgep-it.ru B ®unmnan «HoBocUBUPCKMIA»

AO «ATbDA-BAHK» r. HoBocnbupck
K/c: 30101810600000000774
BNK 045004774

- MpocToTa aAMUHUCTPUPOBAHUA M MHTErPaLLMK: CUHXPOHM3ALMA KOHOUIYPaLWIA, BPEMEHUW, BEPCUI, NMULLEH3UI; Zero
Touch Provisioning (ZTP)

- Pe3epBurpoBaHMe Bcex coeguHeHuM B Knactepe

- Pe3epBrpoBaHMe MapLLpyTM3aTOPOB (B TEKYLLEW BEPCUM NOALEPIKMBAETCA pe3epBMpPOBaHME Mo cxeMe «1 + 1»)

CepBuUCHI

- DHCP-KkNuneHT, cepBep
- DHCP Relay Option 82
- DNS resolver

-NTP

- TFTP-cepBep

- El/multilink, MogeMbl

VolP

- Mopooep)xka npotokona SIP

- BHYTpPeHHAa KOMMyTaLmMsa CoOeaUHEHNN

- Pabota 6e3 SIP-cepBepa

- TMBKMM NNaH HyMepaumm

- Mpodunm HacTpoek ANng NopToB

- MprMeHeHMe HacTpoek 6e3 nepesarpy3ku

FonocoBble KOAEKU
- G.711 a-law, ?-law
-G.723.1

-G.729 (A/B)

Mepepayva pakca

- T.38 UDP Real-Time Fax
- a-law, ?-law G.711 pass-through

Fonocosble cTaHAAPTHI

- VAD (OeTeKTop aKTUMBHOCTM peyn)

- CNG (reHepaumna KoMPOpPTHOro LwyMa)

- AEC (axokoMneHcaums, pekomeHgaunm G.165, G.168)

DTMF

- OBbHapy»eHue 1 reHepupoBaHme curHanos DTMF
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- Mepepnava metogamum INBAND, RFC 2833, SIP INFO
AononHuTtenbHbie BUAblI 06Ccny)XUBaHUSA

- YoepykaHue BbizoBa (Call Hold)

- MNMepepnaya BbizoBa (Call Transfer)

- YBegoMneHume o nocTyrnneHmm HoBoro BbizoBa (Call Waiting)
- Mepeanpecauma no 3aHatocTn (CFB)

- NMepeanpecauma no HeoTeeTy (CFNR)

- besycnoeHasa nepeanpecaumsa (CFU)

- Caller ID

- 3anpert Bblgaym Caller ID (CLIR)

- Fopgauasg/Tennaga nuHug (Hotline/Warmline)

- F'pynnosow Bbi3oB (Call Group)

- TpexcTopoHHAA KoHdpepeHLMa (3-Way conference)

BRAS3

- TepMMHaLMsa Nonb3oBaTenen

- Benble/yepHble crnmnckm URL

- KBoTMpoBaHMe No 06béMy TpadmKa, No BpeMeHU CECCUU, MO CETEBbLIM MPUNTOXKEHUAM
- HTTP/HTTPS Proxy

- HTTP/HTTPS Redirect

- AKKayHTUHTI ceccuii no npoTtokony Netflow

- BzanmMmopencTBue c cepBepamm AAA, PCRF

- YNpaBneHve nosocom nponycKkaHmsa no odumcam n SSID, ceccuam nonb3oBatenem

- AyTeHTUdUKaLMA nonb3oaTenen no MAC- nnu IP-agpecam

Habop dyHKUMI cooTBeTCTBYET Bepcum MO 1.23.

TdopmMaT TpadumKa (KONMMYECTBO B CEKYHY : pa3Mep kaxkgoro dpenma) — 8:74,; 5:512; 7:1518.
2MopMaT TpadmKa (KONMMYeCcTBO B CEKYHAOY : Pa3Mep Kaxaoro ¢penma) — 8:74; 5:512; 7:1456.
3AKTUBMpPYETCA NNLIEH3MNEN.

4Habopbl NpaBua NPeaoCcTaBAAOTCA MO NOAMNMCKe.

MWHWManbHbIM CPOK AENCTBUSA MOAMUCKM — 1 rog
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