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ESR-3100

CepBU1CHbIA MapLUpPyTU3aTop
ESR-3100

ESR-3100 — 370 ycTpoWcTBa, NpeacTasnsiowme
cob0l yHMBepCcanbHyo anmnapaTHyo nnathopMmy v
s CNOCOGHbIE BbINMOMHATL LWMPOKMIA KPYr 3agad,
'*"‘“i"i'i'i:m CBS13aHHbIX C CETEBOM 3aLMTON, LUMDPOBaAHMEM
nepeagaBaeMblX JaHHbIX, TEPMUHUPOBAHNEM
nosb3oBaTenen u T.4.

:;e LTGX B nuHelnke npepgcTaBneHsl MOaenu,
OPUEHTUPOBaHHbIE Ha MPUMEHEHME B CETHAX
pasnnyHbIX MaclTaboB — OT ceTen NPeanpUATUIA
pasnM4yHOro MaclTaba [o CeTel ornepaTtopos
CBSA3U M JaTa-LeHTPOoB.

OnucaHue

MapwpyTtnsatop ESR-3100 — 3TO BbICOKONPOU3BOAMUTENIbLHOE YCTPOMCTBO, MNpeAcTaBnsiowee Ccobown
YHMBEpPCanbHyO annapaTHylo nNnaTtdopMy M CNOCOBHOE BLIMOMHATL LUMPOKUIA KPYr 3afad, CBA3aHHbIX C CETEBOM
3aWuTon, WndpoBaHMEM MepedaBaeMblX [LaHHbIX, TEePMUHMPOBaAHMEM Monb3oBatenem W T. A. ITOT
MapLIpyTU3aTop MMeeT paclUMpeHHble QYHKLMM MapLlpyTU3aummn, KOTopble MOLAEPXKMBAIOT CIOXHbIE CXEeMbl
CeTeBOro B3aMMOJENCTBMS, YTO MO3BONSAET NMOKO YNpaBisaTe CETEBbIMY PeECypCaMm BHYTPU OpraHmM3aumu.

YcTporictBo uMMeeT 8 noptoB Ethernet 10/100/1000BASE-T (LAN/WAN) u 8 noptoB 10GBASE-R
SFP+/1000BASE-X SFP (LAN/WAN).

OpHol 13 Kio4veBbix ocobeHHocTen ESR-3100 saBnsieTcs ero CnoCOBHOCTb K MOCTPOEHUIO 3alUMLLEHHOro
nepumeTpa ceTu. 3Ta 3afaya BbIMOMHAETCA 3a cyeT ucrnosb3oBaHusa TexHonormn NAT (Network Address
Translation) u firewall (MexceTeBoi akpaH). NAT No3BonsieT CKpbIBaTb BHYTPEHHIOK CTPYKTYPY CETU OT BHELLUHUX
nosnb3oBaTenien, MNpefocTaBnss LOMOMHUTENbHbIM YPOBEHb 6€30MacHOCTU M MO3BONSAS WCMNOMb30BaTb OfMH
BHeLWHWM IP-agpec 0N HECKONbKUX BHYTPEHHUX YCTPOWCTB. MeXkceTeBOW aKpaH, B CBOIO o4yepefb, obecnevymBaeT
3alUTY OT HEeCaHKUMOHMPOBAHHOIMO [OCTyMNa WU yrpos, GuibTpys BXOAAWMMA U UCXOOAWMA TpadUK cornacHo
3ajaHHbIM nNpaBuiam 6e30MnacHoOCTH.
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ESR-3100 Takxke MoAdep)XMBaeT MHOrOMPOTOKONbHYO KOMMyTauuio no Metkam (MPLS), 4To noBbiwaeT
3PDEKTUBHOCTb U CKOPOCTb NMepefayn AaHHbIX B KopriopaTuBHoM ceTy. MPLS nosBonsieT cos3gaBaTth BUPTYyasbHble
yacTHble ceTu (VPN), o6ecneunBasi TeM CaMbIM NMPUOPUTETHOE OB6CITYXXMBAHNE HYXKHBIX MPUMOXEHUIA 1 YCIyT.

Ewe opHa BaxkHas ¢yHKums ESR-3100 - cospgaHue 3aluMmuleHHbIX CeTeBbIX TYyHHenem mexpgy odunmanamm
koMnaHu. C nomoubio TexHonorn VPN MaplipyTn3aTop opraHm3oBbiBaeT 6Ge3ornacHble KaHambl CBSi3W, MO
KOTOpPbIM NepeaalnTca KoHPUAeHUManbHble AaHHble. 3TO HEOBXOAMMO O/ LLeNOCTHOCTU 1 3auUTbl MHGOpMaLMK,
nepegaBaeMon Mmexay odprcamu.

OpraHusaums pe3epBHOro COeAMHEHUS SABMSIETCS ele ofHoM 3Hadymmon dyHKumer ESR-3100. MapupyTtumsatop
nognepXvBaeT MNOAK/IOYEHNE PEe3epBHOr0 KaHana KakK 4epes3 MpoBOAHble COEAWHEHUd, TaK M NoCpencTBOM
3G/LTE-MofeMa. ITo rapaHtupyeT 6ecrnepeboliHytio paboTy MHTEpPHETa faxke B ciyyae c60eB WM MOSIOMOK
OCHOBHOIO KaHasa CBSi3W, YTO KpanHe BaXHO A9 NogaepXaHmnsa HENpPEepbIBHOCTM BU3HEC-NPOLLEeCCOB.

MapuwpyTmsaTopbl oT Eltex MoryT ucnonb3oBaTbca Oia MMnopTosamelleHns 6peHpgoB Cisco, Huawei, Juniper
Networks B 0611acTV TeNeKOMMYHMKaLMOHHOMO 060pYA0BaHUS, FAe OTCYTCTBYET TexXHMYecKass MopAep)Kka Ha
PYCCKOM $13blKe U NTNLIEH3MPOBaHME.

MapuwpyTtnzatop ESR-3100 Bbl MOXeTe KynuTb, OBpPaTMBLUMCL K HalMM MeHexepaM. TakKe, Bbl MOXeTe
MOMyYUTb KOHCYMNbTaLMIO HalWMX KBanU@PULMPOBAHHbLIX CETEBbLIX WHXEHepoB, ChneuuannucToB MO CEepBEPHOMY
0bopyaoBaHMIO U ApYrMX CNeuuanmucToB TeXHMYecKoro otaena. Mol pabotaemM no Bcen Tepputopumn Poccun. Ecnu
BaM HeobxoamMmo KynuTb MaplipyTtmnsaTtop Eltex ESR-3100 B MockBe, CaHkT-lleTepbypre, HoBocubupcke,
ExkaTepuHbypre, KasaHun, BnagmBocTtoke, KpacHogape, Camape, OMcke M Opyrvx ropogax, Mbl 6ygem papgpl
MOMOYb BaM B 3TOM.

Opyrve mogenu cepBMCHbIX MapLupyTmn3aTopos Eltex:

e ESR-3200
e ESR-15
e ESR-1700
XapaKTepUCTUKHU
UHTepdenchbl
Ethernet 10/100/1000BASE-T (LAN/WAN) 8
10GBASE-R SFP+/1000BASE-X SFP (LAN/WAN) 8
Console RS-232 (RJ-45) 1
USB 3.0 2
Cnot gnsa SD-kapTt 1

Pusmnyeckume XapaKTepUCTuKun

RAM RAM 16 'b DDR4
Flash-namatb 4T eMMC
MakcuManbHas noTpebnsemMas MOLWHOCTb 123 BT
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MNuTaHne

100-240 B AC, 50-60 'y,

36-72B DC

00 ABYX MCTOYHUKOB NMNTaHNUA C BO3MOXXHOCTbIO FOpﬂHeVI 3aMeHbl

NHTepBan paboyunx TeMnepatyp

NHTepBan TemMnepaTypbl XpaHEHUS!

OTHOCUTENBbHAsA BNAXXHOCTb Mpw SKCrulyatauunm

OTHOCUTENbHAsA BNAXXHOCTb MNpW XpaHEeHUM

Fabaputsl (LU x B x I)

Macca

CpoK cny»xo6bl

MpoussognTenbHOCTb

MpownssoguTenbHocTb Firewall/MaplpyTtusaumnm (bpeinmel 1518B) - 24,0 6ut/c; 1,97M nakeTtos/c
MpowusBoguTensHocTb Firewall/MaplupyTnsaumm (IMIX)1 -10,0 réut/c; 1,82M nakeTtos/c
MpoussoauTtensHocTb IPsec VPN (ppermbl 1456B) - 3,24 IF'éuT/c; 278k nakeTos/c
MpowussoguTtensHocTb IPsec (IMIX) - 1,75 Meut/c; 328k naketos/c

MpounsBoamTeNbHOCTb ofHOro IPsec-TyHHens (dpelimMbl 1456B) - 286 MéuT/c; 24,6k nakeTos/c
MpounssognTenbHOCTL 0gHoro IPsec-TyHHens (IMIX)2 - 152 Méut/c; 28,7k nakeToB/cC
MpowusBoauTenbHocTb IPS/IDS 10k npasun - 1,11 F6uTt/c; 201k nakeToB/c

MponssoanTenbHOCTb KoMMyTaummn MPLS L2VPN (IMIX) - 1,72 T'6uT/c; 316k nakeToB/c
MpounssoguTensHOCTb KoMMyTaummn MPLS L3VPN (IMIX) - 676 MéuT/c; 123k naketos/c

MakcunManbHoe KONM4yecTBO OOHOBPEMEHHbIX NoAKtoYeHnn K RA L2TP-cepaepy - 160

KommyTauus

Lo 4094 VLAN (802.1Q)
Voice-VLAN

Q-in-Q (802.1ad)

MAC-based VLAN
Bridge-gomeH
LAG/LACP(802.3ad)
Port-security, protected port

Jumbo-Kagpbl

KommMmyTaums no metkam (MPLS)

[ )

Mopnep»ka npotokona LDP

Moppepxka L2VPN VPWS

Mopnepxka L2VPN VPLS Martini Mode, Kompella Mode
Mopaepskka L3VPN MP-BGP (Option A, B, C)
L2VPN/L3VPN over GRE, DMVPN

MpospayHas nepefaya Cnye6HbIX NMPOTOKOMOB

MapuwpyTtusauusa
BGP:
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e CemencTtBo agpecos: IPv4, IPv6, VPNv4, L2VPN, IPv4 label-unicast, Flow-spec

e [MBKas BO3MOXXHOCTb YnpaBieHus MapLIpyTHOMN MHPOpMaLmen no atpnbyTaM. MNogaeprkka MexaHnamos Conditional
Advertisement, Route Aggregation u Local-AS

e Bbicokas MacluTabnpyemMocTb U TMMBKOCTb HaCTPOMKK: MOAAEPKKa peer-group, dymanic neighbor, as-range 1 Route-
reflector

e Fall over Ha ocHoBe npoTokona BFD v Fast Error Peer Detection
e Graceful restart
o AyTeHTUdUKaLMUS
o [1bKas pegncTpubbloLma 13/B Npouecc BGP MapLupyToB OpyriX NPOTOKOOB
e Bo3MOXHOCTb 3anycka go 64 npoueccoB OQHOBPEMEHHO
e ECMP
e [Nopaep)kKa MapLpyTM3aLyMm Ha OCHOBE NMOINTUK
OSFP(v3):
e 30Hbl pa3nnyHbIX TMMos: Normal, Stub, Totally stub, NSSA, Totally NSS

e PaboTa B pas3nmyHbIX TUNax cetent: Broadcast,NBMA, Point-to-point, Point-to-multipoint, Point-to-multipoint non-
broadcast

o CyMMapuzauusa n GpunbTpaumsa MapLupyTHON MHbopMaLumn
o AyTeHTUdUKaLUS
e ECMP
e [lacCMBHbIN MHTEepdEenc
o [M6Kas peaucTpmbblouma 13/B npouecc OSPF MapLUpyTOB ApYrmx NpOTOKO/I0B
e BO3MOXXHOCTb 3anycka go 64 npoueccoB OQHOBPEMEHHO
e [lopaepxka npoTtokona BFD
e MexaHn3Mm Auto cost calculaction
o MNoppepyKa MapLpyTHU3aLyMM Ha OCHOBE MOSIUTUK

1S-IS:
e PaboTa B pa3HbIx TUNax ceten: Broadcast, Point-to-point
e YcTaHOBKa coceficTBa L1-/L2-ypoBHeit
e Metric style: narrow, wide, transition

o AyTeHTUdUKaLMS

dunbTpaums MapLUPYTHOM MHDOPMaLMK

vbKas pegucTpubbioums n3/B npouecc IS-1S MaplpyToB APYrMx MPOTOKONIOB

Bo3MOXHOCTb 3anycka oo 64 npoueccoB 0gHOBPEMEHHO

Moapep)ka MapLIpyTU3aLym Ha OCHOBE MOSUTUK
RIP(ng):
e Pa6oTa B pexumax (RIP only): Broadcast, Multicast, Unicast

o CyMMapu3saumsa 1 GuibTpaums MapLIpyTHOW MHGOpMaLMm

YnpaBneHve MeTpUKoWM MapLupyTa

AyTeHTndMKaLnA

[MaccuBHbIN MHTEpPdENC

MMbKasa peamncTpubbioums 13/B nNpouecc RIP MaplpyToOB APYrMx MPOTOKONIOB
o [Moaaep)Ka MapLUpPyTU3aLMM Ha OCHOBE MONUTUK

Static:
e [lopgaepxka npoTtokona BFD
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o PeKypCUBHbIM MonCK

o YnpaBneHne MeTPUKON MapLIpyTa

e BO3MOXHOCTb Bbli6Opa BapnaHTa yBeOOM/IEHNs OTMNPaBUTeNto NpU 6/1I0KMPOoBKe TpaduKa
KauecTBo o6cnyusaHus (QoS)

o [10 8 NPUOPUTETHBIX UM B3BELLEHHbIX oYepenel Ha NopT

e L2- 1 L3-nproputmsaumsa Tpaduka (802.1p (CoS), DSCP, IP Precedence (ToS))
Mepapxmnyeckmin QoS
YnpaeneHue ovepegamm: RED,GRED, SFQ, CBQ, WFQ, WRR

MapkunpoBKa Ha BXOe 1 BblIXoae

e YnpaeneHWe nonocol nponyckaHus (policing, shaping)

IPsec
e Pexxnmbl «policy-based» 1 «route-based»

o PexxuMbl MHKancynaumn: tunnel n transport

Bupbl ayTeHTUdMKaumm: pre-shared key, public key, xauth (ikev1 only), eap (ikev2)

°

Mopaepyka mobike (ikev2 only)

Moppoep)kka HabopoB Kntover ayTeHTUdKnKauum ike ikering
YpaneHHblit goctyn (Remote Access)
e BOo3MOXHOCTb yaaneHHoro gocTyna K KoprnopaTtmHon cetu no PPTP, L2TP over IPsec, OpenVPN, WireGuard
o Moppepyxka PPPoE-/PPTP-/L2TP-Kkn1eHTa
o AyTeHTUdUKaLMS Nosb3oBaTenemn
e LLIndppoBaHmne coegmHeHnn
BesonacHocTb
o Moagep)Ka CrMCKoB KoHTponsa gocTyna (ACL) Ha 6a3e L2-/L3-/L4-nonei
e Zone-based Firewall B gyx pexunmax: stateful n stateless. llorvposaHve cpabaTbiBaHWUS NPaBU, CHETYMKN
o DunbTpauMs No NPUIOKEHUSM
o 3almTa oT DoS-/DDoS-/Spoof-aTak 1 nx nornposaHue
o CucTeMa O6HapyXeHus 1 NpefoTepalleHus BTopxkeHunin (IPS/IDS) n nx J'IOFVIpOBaHl/I63
e CUrHaTypHbI aHann3 nocpeacTeoMm IPS B ABYX pexxMMax: aHanm3 TPaH3UTHOIO 1 3epKaMpoOBaHHOIO Tpac]wn(a3
o BsammopericTame ¢ Eltex Distribution Manager gns nonydeHus nvLeH3npyemMoro KOHTeHTa — Habopbl Npasun,
npepocTaBnsieMble Kaspersky SafeStream I
MoHUTOPUHT U ynpaBneHue
e [logaeprKka cTaHOAPTHbIX M pacwmpeHHbix SNMP MIB, RMONVv1
e Zabbix agent/proxy
e AyTeHTUdMKaLMS Nonb3oBaTenen no nokansHom 6ase cpegctsamum npotokonos RADIUS, TACACS+, LDAP
e 3alyMTa OT OLMBOK KOHOUMYPUPOBaHMS, aBTOMaTUYeCKOe BOCCTaHOBMEHWE KOHDUIypaLmm
e ViHTepdercol ynpasneHus CLI
e [Moppepxka Syslog
e MOHUMTOP MCMO/Ib30BaHUS CUCTEMHbIX PECYPCOB
e Ping, monitor, traceroute (IPv4/IPv6), BbiBOZ MHbOPMaLIMKN O MaKeTax B KOHCOMM
o O6HoBMeHMe M0, 3arpysKka 1 Bbirpyaka KoHourypauum no TFTP, SCP, FTP, SFTP, HTTP(S)
e [Noppepxxka NTP
¢ Netflow v5/v9/v10 (akcnopT ctatncTikm URL ans HTTP, host gna HTTPS)
e YaaneHHoe ynpasneHue, NnpoTokosbl Telnet, SSH (IPv4/1Pv6)
e LLDP, LLDP MED
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e JlokanbHoe 1 yaaneHHoe coxpaHeHne KoHbUrypaumin MapLipyTnsatopa
SLA
e SLA-responder gna Cisco-SLA-agent

e Eltex SLA:
e 3apepKa (0QHOCTOPOHHAS/ABYCTOPOHHAS)

Jitter (npamoii/o6paTHbIi)
e MoTeps nNakeToB (NpsiMasi/o6paTHasi/ ABYCTOPOHHSIS)
o OBHapy)keHe Oy6nPYIOLLMXCS MaKeToB

o O6Hapy)XeHWe HapyLLIeHNs NoceoBaTe/lbHOCTY fOCTaBKM NakeToB (NpsiMoe/obpaTHoe/OBYCTOPOHHEE)

PesepBupoBaHue 1 Knactepusaums
e VRRP v2, v3

Tracking Ha ocHoBaHuK VRRP- nnn SLA-TecTa

°

YnpasneHue napametpamu VRRP

YnpasneHue napametpamu PBR

°

YnpasneHne agMMHUCTPATUBHbLIM CTaTyCcoM MHTep¢e17|ca

AKTMBaUMS 1 eaKTUBaLMS CTaTUYECKOro MapuwpyTa

YnpaBneHue atpmbyTtom AS-PATH u preference B route-map

DHCP failover pns pesepeupoBaHust 6a3bl IP-agpecos, BbigaHbix DCHP-cepBepom

Failover Firewall pna pesepsupoBaHus ceccun Firewall n NAT
MultiWwAN

e Dual-Homing

OTKa30yCTOMYMBEIV KNacTep:
e [pocToTa aAMUHUCTPUPOBAHUS N MHTErPaLMn: CUHXPOHN3aLUMsa KOHOUIYypaLnii, BDEMEHW, BEPCUN, NINLIEH3UI; Zero
Touch Provisioning (ZTP)

o Pe3epBMpoBaHMe BCEX COeAMHEHW B KracTepe
o PesepBupoBaHMe MapLIPYTU3aTOPOB (B TEKYLLEN BEepCUM NOAAEePIKMBAETCA pe3epBMpPOBaHME Mo cxeMe «1 + 1»)
CepBuchbI
e DHCP-KknneHT, cepeep
DHCP Relay Option 82
DNS resolver
e NTP
TFTP-cepsep

e E1/multilink, MogeMbl

BRAS3
° TepMVIHaLI,VIFl nosb3oBaTtenen

Benble/yepHsble crivckn URL

KBOTUpOBaHWE No 06bEMY TpaduKa, MO BPDEMEHW CECCUM, MO CETEBLIM MPUNIOXEHUAM
HTTP/HTTPS Proxy
HTTP/HTTPS Redirect

AKKayHTUHI ceccuii no npotokony Netflow

Bzammopevicteue ¢ cepsepamu AAA, PCRF

YnpaBreHue rnosiocomn nponyckaHus no oduncam mn SSID, ceccuam nonb3oBaTenen

o AyTeHTudumKaums nonbaosatenen no MAC- nnm IP-agpecam
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Habop ¢yHKuuI cooTBeTcTBYET Bepcum M0 1.23

1dJopmaT TpadurKa (KONMYECTBO B CEKYHAY : pa3Mep Kaxaoro ¢peinma) - 8:74; 5:512; 7:1518
2<1>opMaT Tpaduka (KONMYECTBO B CEKYHIY : pasMep Kaxaoro ¢peima) - 8:74; 5:512; 7:1456
3AKTVIBVIpyeTCF| nvLeHsuen

4Ha60p|>| npaBWi NPefoCTaBsATCA Mo nognmcke. MMHUManbHbIVM CPOK JEeNCTBUSA MOGNMNCKK — 1 roa.
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