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ESR-3100

R e
tesee =z ::’@ CepBUCHbIN MapLupyTM3aTop ESR-3100, 8xEthernet
10/100/1000BASE-T, 8xI0GBASE-R SFP+, 16I'6 RAM, 1 cnot ang

SD-kaprT, 2 cnoTa 4n4a Mogynew nMtaHusa

DHELTEX

OonucaHune

MapuwpyTrsaTop ESR-3100 — 37O BbICOKOMPOM3BOAMUTENBHOE YCTPOMCTBO, NpeacTaBngatollee cobo yHUBEPCabHYO
annapaTHyto NnaTdopMy M CNocobHOoE BbIMOMHATL LUMPOKMIA KPYT 3a4a4, CBA3aHHbIX C CETEBOM 3aLLMUTON,
wmndpoBaHMeEM NepenaBaeMblX JaHHbIX, TEPMUHUPOBAHMEM MOMb30BaTeNeM U T. 4. TOT MapLUpyTM3aTop MMeeT
paclnpeHHble QYHKLUMK MapLUpyTH3aLMm, KOTOPble MOAOEPKMBAKOT CIOXKHbIE CXEMbl CETEBOIO B3aMMOLENCTBUS, UTO
no3BongaeT rmbKo yrnpaBndaTb CETEBbIMU pecypcaMm BHYTPU OpraHu3auUmm. YCTponcTBO MMeeT 8 nopToB Ethernet
10/100/T000BASE-T (LAN/WAN) 1 8 nopTtos T0OGBASE-R SFP+/I000BASE-X SFP (LAN/WAN). OfHOM U3 KoUYeBbIX
ocobeHHocTen ESR-3100 aBnsgeTcs ero cnocobHOCTb K MOCTPOEHMIO 3aLUMLLEHHOIO NepmmMeTpa ceTu. 3Ta 3aa4a
BbIMOMHAETCA 3a c4eT ncnonb3oBaHma TexHonornm NAT (Network Address Translation) u firewall (MexxceTeBoM aKpaH).
NAT no3BofigeT CKpbIBaTb BHYTPEHHIOK CTPYKTYPY CETU OT BHELLUHUX MOMb30BaTeNen, NpefocTaBnsas
OOMONMHUTENbHbIN YpOBeHb 6&30MacHOCTU 1 MO3BOAA MCMOMb30BaTb OAMH BHELLHWM |P-agpec Ang HECKOMbKMX
BHYTPEHHMX YCTPOMCTB. MeXKceTeBOW 3KpaH, B CBOIO ouepeb, obecrneumBaeT 3alUmTy OT HECAaHKLMOHMPOBAHHOIO
[OCTyMna U yrpos, duUnbTpya BXOAALLMM N UCXoasaLmM TpadUrK COrnacHoO 3afaHHbIM NpaBunamM 6e30MnacHoOCTy.
ESR-3100 Takyke Nogaep>KMBaeT MHOMOMPOTOKOMbHYKO KOMMYTaLLMO Mo MeTkaM (MPLS), yTo noBbilLaeT
3P PEKTUBHOCTb M CKOPOCTb NMepefadn AaHHbIX B KopriopaTuBHOW ceTu. MPLS no3BonaeT co3naBaTtb BUPTyalbHble
yacTHble ceTn (VPN), obecneumBad TeM caMbiM MPUOPUTETHOE OBCIYIKMBAHME HYXKHbIX MPUNIOXEHUIN U ycnyr. Elle
ofHa BaxkHaga dyHKLUMAa ESR-3100 - cozgaHue 3allMLLEHHbIX CETEBbBIX TYHHENeM Mexay dunmanamMmm komnaHum. C
MOMOLLbIO TexHoNornim VPN MapLUpyTM3aTop OpraHM30BbiBaeT 6e30MnacHble KaHasbl CBS3M, MO KOTOPbIM MNepefatoTca
KOHbWMAeHUManbHble AaHHble. 9TO HEO6XOAMMO A9 LLe/TOCTHOCTU M1 3aLUMTbl MHDOPMaLLMK, NepefaBaeMomn Mexxay
odumcamm. OpraHmMsaumsa pe3epBHOro coegmHeHMa aBnaeTcsa elle ogHoM 3HadmMmom dyHkumen ESR-3100.
MapLpyTmnsaTop NogaePXKMUBAET MOOKIIOHEHWE PE3EPBHOMO KaHala Kak Yepes NpoBOOHble COeAMHEHUS, TaK U
nocpenctsoM 3G/LTE-MogeMa. 3To rapaHTUpyeT 6ecrnepebonHyo paboTy MHTepHeTa Aaxe B criyvae c6oeB unm
MOSTOMOK OCHOBHOIO KaHasa CBA3M, UTO KpanHe BaXKHO 419 NoAaepXaHUa HenpepbiBHOCTM B1M3HeC-MNPOoLLeCcCoB.
MapwpyTmrsatopsbl OT Eltex MoOryT ncnonb3oBaTbca A9 MMNopTosamelleHus 6peHgos Cisco, Huawei, Juniper
Networks B 061acTv TeIeKOMMYHUKaLMOHHOIO 060py00oBaHMS, rae OTCYTCTBYET TeXHUYEeCcKada Nogaep)kka Ha
PYCCKOM A3blKe U NnueH3npoBaHme. MaplpyTtmsaTop ESR-3100 Bbl MOYKeTe KyMnTb, 0OPaTUBLLMCE K HALLMM
MeHemKkepaM. TakxKe, Bbl MOXXETE MOYUUTb KOHCYTbTaLMIO HAWMX KBAaTUOULLMPOBAHHbIX CETEBbIX MHXEHEPOB,
creunanmcToB Mo cepBepPHOMY 060PYA0BAHMIO U OPYFNX CMELMaNUCTOB TEXHUYECKOro oTAena. Mol pabotaeM rno
BCew Tepputopunm Poccuu. ECiv BaM HEOBXOAMMO KynMnTb MapLUpyTusaTop Eltex ESR-3100 B Mockse,
CaHkT-leTepbypre, HoBocubupcke, EkatepunHbypre, KasaHu, BnagmeocTtoke, KpacHonape, CaMape, OMcke U Apyrmx
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ropofax, Mbl byoemM pagbl MOMOYb BaM B 3TOM.
[pyrve Mogenv cepBMCHbIX MapLUupyTM3aTopoB Eltex:
- ESR-3200
- ESR-15
- ESR-1700
XapaKTepUCTUKMU
UHTepdencol
Ethernet 101001000BASE-T (LANWAN) 8
TOGBASE-R SFP+1000BASE-X SFP (LANWAN) 8
Console RS-232 (RJ-45) 1
USB 3.0 2
Cnot gng SD-kapT 1
RAM RAM 16 'b DDR4
Flash-namaTtb 4B eMMC
MakcKrManbHaga noTpebnaemMas MOLLIHOCTb 123 BT
MuTaHme 100-240 B AC, 50-60 Iy;
36-72 B DC
00 OBYX MCTOYHMKOB MUTaHMS C BO3MOXXHOCTbIO ropayen
3aMeHbl
MHTepBan pabouunx TemMnepaTtyp oT -10 go +45 °C
MNHTepBan TeMnepaTypbl XxpaHeHUs oT -40 go +70 °C
OTHOCUTENbHAA BNAXXHOCTb MPW aKCrlyaTaumm He 6onee 80 %
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OTHOCUTENbHaa BNaXHOCTb MPU XPaHEHUN

o110 00 95 %

MabGaputbl (LU?B?T)

4307 447 330 MM

Macca

4,34 Kr

Cpok cny»6bl

He MeHee 15 neT

MpousBoauUTEeNnbHOCTb

- MpowussogunTensHocTb Firewall/MapwpyTusauum (bpenmbl 1518B) - 24,0 F6uT/c; 1,97M nakeTos/c

- MpowussogunTensHocTb Firewall/Mapwpytusauum (IMIX)1 - 10,0 F6uT/c; 1,82M nakeTos/c

- MpowussoguTensHocTb IPsec VPN (bpenMbl 1456B) - 3,24 M6uT/c; 278k naketos/c

- MpowussogunTensHocTb IPsec (IMIX) - 1,75 T6uT/c; 328k nakeTos/c

- MpounsBoanTENbHOCTb OOHOrO |Psec-TyHHens (bpelmbl 1456B) - 286 M6UT/c; 24,6k nakeToBs/c

- MpoussoanTenbHOCTb 0AHOro |Psec-TyHHens (IMIX)2 - 152 M6éuT/c; 28,7k nakeTos/c

- MpowussoaunTensHocTb IPS/IDS 10k npasun - 1,11 F6uT/c; 201k nakeTos/c

- MpousBoanTenbHOCTb KoMMyTauum MPLS L2VPN (IMIX) - 1,72 TéuT/c; 316k nakeTos/c

- MpoussoanTenbHOCTb KoMMyTauum MPLS L3VPN (IMIX) - 676 M6uT/c; 123k nakeTos/c

- MakcuManbHoe KONMMYeCTBO OQHOBPEMEHHbIX MoaKtoueHnm K RA L2TP-cepBepy - 160

KoMmmyTauusa

- 0o 4094 VLAN (802.1Q)

- Voice-VLAN

- Q-in-Q (802.1ad)

- MAC-based VLAN

- Bridge-gomeH

- LAG/LACP(802.3ad)

- Port-security, protected port
- Jumbo-kagpbl

KommyTauumsa no meTtkam (MPLS)

- Nopoep»kka npoTtokona LDP

- NMopoep»xka L2VPN VPWS

- Moppepyxkka L2VPN VPLS Martini Mode, Kompella Mode
- Moppeprkka L3VPN MP-BGP (Option A, B, C)

- L2VPN/L3VPN over GRE, DMVPN

- Mpo3payHana nepepada cny>kebHbIX MPOTOKOOB
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MapuwpyTusaumsa
BGP:

- CeMmemncTBO agpecoB: IPv4, IPv6, VPNV4, L2VPN, IPv4 label-unicast, Flow-spec

- T'MBKas BO3MOXKHOCTb YrpaBfeHWs MapLIpyTHON MHPOPMaLMen no aTpubyTaMm. Nogaep)kka MEXaHU3MOB
Conditional Advertisement, Route Aggregation n Local-AS

- Bbicokasa MacluTabumpyeMocTb U r’MBKOCTb HAaCTPOMKU: Moaaep»Kka peer-group, dymanic neighbor, as-range u
Route-reflector

- Fall over Ha ocHoBe npoTokona BFD u Fast Error Peer Detection

- Graceful restart

- AyTeHTUDUKaLMA

- Tnbkasg peounctpubbloums 1s/B npouecc BGP MapLUpyTOB ApYrMx MPOTOKOIOB

- BO3MOXXHOCTb 3anycka oo 64 npoLeccoB O4HOBPEMEHHO

- ECMP

- NMoppgeprkka MapLpyTM3aLMmM Ha OCHOBE MOIUTUK

OSFP(v3):

- 30Hbl pa3nuyHbIx TMNoB: Normal, Stub, Totally stub, NSSA, Totally NSS

- Pabota B pa3numyHbix TUnax ceten: Broadcast, NBMA, Point-to-point, Point-to-multipoint, Point-to-multipoint
non-broadcast

- CyMMapuzaumsa n GunbTpaumsa MapLUpyTHOW MHGopMaLuumn

- AyTeHTUdMKauma

- ECMP

- MaccmBHbIM MHTepdenc

- MTmbkaga peanctpubbloumna ns/s npouecc OSPF MapLIpyTOB ApYruX MPOTOKOMNOB
- BO3MOXXHOCTb 3anycKa A0 64 NpoLeccoB OOHOBPEMEHHO

- Nopoep»xka npoTtokona BFD

- MexaHmM3M Auto cost calculaction

- Nopaeprkka MapLpyTM3aLmMmM Ha OCHOBE MOUTUK

IS-IS:

- PaboTa B pa3HbIX TMMax ceTen: Broadcast, Point-to-point

- YcTaHoBKa cocecTBa L1-/L2-ypoBHel

- Metric style: narrow, wide, transition

- AyTeHTUPMKaLMS

- DunbTpaLma MapLUPyTHOW MHGOoPMaLUKn

- Tn6kKasa peoucTpubbloums 13/B nNpouecc I1S-IS MapLUpPyTOB APYrx MPOTOKOIOB
- BO3MOXXHOCTb 3anycKa A0 64 NpoLeccoB OOHOBPEMEHHO

- Nopaeprkka MapLpyTM3aLmMmM Ha OCHOBE MOUTUK

RIP(ng):
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- Pa6ota B pexmnmax (RIP only): Broadcast, Multicast, Unicast

- CyMMapu3saumsa n dunbTpaumsa MapLpyTHON MHPOPMaL MM

- YNpaBneHme MeTprKowm MapLlpyTa

- AyTeHTUdMKauma

- MaccmBHbIM MHTepdenc

- Tmbkaga peanctpubbloumns 1s/s npouecc RIP MapLIpyTOB APYrMX MPOTOKOMOB
- Mopaepykka MapLUpyTU3aLLMKM Ha OCHOBE MOMUTUK

Static:

- Mopooepyxka npoTtokona BFD

- PekypcuBHbIN MOUCK

- YnpaBneHve MeTPUKOM MapLUpyTa

- BO3MOXXHOCTb BbliOOpa BapUaHTa yBeAOMIEHUS OTNPaBUTENtO NpK 6IOKMpPOoBKe TpaduKa

KauecTBo o6cnyxumnsaHusa (QoS)

- [1o 8 Np1opUTETHbBIX UM B3BELLUEHHbIX O4epenen Ha NopT

- L2- n L3-npuroputmsaumda Tpadumka (802.1p (CoS), DSCP, IP Precedence (ToS))
- Mepapxmueckunim QoS

- YnpaeneHume ovepensamm: RED,GRED, SFQ, CBQ, WFQ, WRR

- MapKkrpoBKa Ha BXoAe M Bbixoae

- YnpaBneHue nonocon nponyckaHusa (policing, shaping)

IPsec

- Pexkumbl «policy-based» 1 «route-based»

- PexxmMbl MHKancynaumm: tunnel n transport

- Buabl ayteHTUdMKaumm: pre-shared key, public key, xauth (ikevl only), eap (ikev2)
- Mopaepykka mobike (ikev2 only)

- Moppepykka HabopoB KtoYeln ayTeHTUdUKaLMKM ike ikering

YpaneHHbIn gocTtyn (Remote Access)

- BO3MOXXHOCTb yOaneHHoro gocTyna K KopropatmBHom ceTn no PPTP, L2TP over IPsec, OpenVPN, WireGuard
- Mopaepxka PPPoE-/PPTP-/L2TP-knMeHTa

- AyTEHTUDMKALMSA NoNb3oBaTeNnem

- lndpoBaHme coegmHeHMIN

Bbe3onacHocTb

- MoppepyKa cnNMcKoB KOHTpona goctyna (ACL) Ha 6a3e L2-/L3-/L4-nonewm

A
sgep-it.ru



4 4

~~ OO0 «HTL, CI3aM» OI'PH: 1165476210008
‘-’ran m r. HoBocubupck MHH: 5402026992
yn. HosorooHas 24/, od. 408 KTIM: 540301001
Ten. +7 (383) 2309819 P/c: 40702810823400001909
e-mail: sgep@sgep-it.ru B ®unmnan «HoBocUBUPCKMIA»

AO «ATbDA-BAHK» r. HoBocnbupck
K/c: 30101810600000000774
BNK 045004774

- Zone-based Firewall B oByx pexkmnmMax: stateful 1 stateless. JlormpoBaHue cpabaTbiBaHUA MPaBUS, CHETUMKMN

- DuNbTPaLMsa NO NPUITOXKEHUAM

- 3awwmTa oT DoS-/DDoS-/Spoof-aTak 1 X NormposaHmue

- CUCTEeMa OBHaPY>KEHUS W MpeaoTBpPaLLeHus BTopxKeHuM (IPS/IDS) u ux normposaHue3

- CUrHaTypHbIM aHanm3 MNocpencTBoM |IPS B ABYX peXkrMax: aHanms TPaH3UTHOIO U 3epKasiIMpoBaHHOro Tpaduka3l
- BaaumopewncTeue c Eltex Distribution Manager gna nonyyeHus NMULEH3MPYEMOro KOHTEHTa — Habopbl NpaBu,
npepgocTtaBnaemMble Kaspersky SafeStream |14

MOHUTOPUHI U ynpaBneHue

- Mopooep)Kka cTaHOapPTHbIX 1 paclinpeHHbix SNMP MIB, RMONVI

- Zabbix agent/proxy

- AyTeHTUdMKaLUMA MoNb3oBaTe e No NoKaabHoOM 6ase cpeacTesaMu NpoTokonos RADIUS, TACACS+, LDAP
- 3aLlUMTa OT OLMBOK KOHOUTYPUPOBAHUSA, aBTOMaTUYECKOe BOCCTaHOBNEHWE KOHOUTYpaLmMm
- MHTepdencol ynpasneHuna CLI

- Mopoeprkka Syslog

- MOHUTOP MCMNOMb30BaHWA CUCTEMHbIX PECYPCOB

- Ping, monitor, traceroute (IPv4/IPv6), BbiBOoO MHMOPMAaLIMK O MaKeTax B KOHCOMM

- O6HoBneHue MO, 3arpyska 1 Bbirpy3Ka koHburypaumm no TFTP, SCP, FTP, SFTP, HTTP(S)

- Mopooep)xka NTP

- Netflow v5/V9/V10 (skcnopT ctatucTtukm URL ans HTTP, host onsg HTTPS)

- LLDP, LLDP MED

- JlTokanbHOe 1 yaaneHHoe CoOXpaHeHWe KOHDUrypauum MapLpyTmnsaTopa

SLA

- SLA-responder gna Cisco-SLA-agent

- Eltex SLA:

- 3ageprkKa (OQHOCTOPOHHSAS/O0BYCTOPOHHSS)

- Jitter (npamoi/o6paTHbIii)

- MoTeps nakeToB (NpaMan/o6paTHas/oByCTOPOHHAA)

- ObHapy)xeHue oybnvpyloLmMxcsa NakeTos

- OB6Hapy>KeHne HapyLLIeHNd NOoCenoBaTelbHOCTM [OCTAaBKM MNaKeToB (Mpamoe/obpaTHoe/nByCTOPOHHEE)

Pe3epBupoBaHue U Knacrepusauus

- VRRP v2,Vv3

- Tracking Ha ocHoBaHMKM VRRP- unu SLA-TecTa

- YnpasneHue napametpamm VRRP

- YnpasneHue napametpamm PBR

- YNpaBneHve agMMHUCTPATUBHbBIM CTaTyCOM UHTepdenca
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- AKTMBaLMSa 1 JeaKTUBaLMa CTaTUYECKOro MapLupyTa

- YnpaBneHue atpnbytom AS-PATH 1 preference B route-map

- DHCP failover ona pesepsBupoBaHmna 6a3bl IP-agpecos, BbigaHbix DCHP-cepBepoM
- Failover Firewall onga pesepBurpoBaHusa ceccum Firewall n NAT

- MultiwAN

- Dual-Homing

OTKa30yCTOMYMBbIA KNnacrep:

- MpocToTa agMUHUCTPUPOBAHMA KU UHTETPALLUM: CUHXPOHM3ALUA KOHPUTYypaLni, BPEMEHU, BEPCUM, NMULLEH3NI; Zero
Touch Provisioning (ZTP)

- Pe3epBurpoBaHuMe BCex COegMHEHUM B KacTepe

- Pe3epBrpoBaHMe MapLLpyTM3aTOPOB (B TEKYLLEN BEPCUM NOALEPIKMBAETCA PE3EPBMPOBaAHME MO cXxeMe «1 + 1»)

CepBuUcCHI

- DHCP-knumeHT, cepBep
- DHCP Relay Option 82
- DNS resolver

-NTP

- TFTP-cepBep

- El/multilink, MogeMbl

BRAS3

- TepMMHaLMa NoNb30oBaTeNen

- Benble/yepHble crickn URL

- KBOoTUpOBaHKe No 06beéMy TpaduKa, No BpeMeHU CECCUU, MO CETEBbLIM MPUMOKEHUAM
- HTTP/HTTPS Proxy

- HTTP/HTTPS Redirect

- AKKayHTUHI ceccum no npoTokony Netflow

- Baaumopewncteume c cepBepamum AAA, PCRF

- YnpaBneHue nofocom nponyckaHma no odpmcam m SSID, ceccmam nonb3oBaTenen

- AyTeHTUMKaumMa nonb3oBaTenem no MAC- unu IP-agpecam

Habop dyHKUMM cooTBETCTBYET Bepcum MO 1.23
1®opmaT TpaduKa (KONMMYECTBO B CEKYHAY : pasMep Kaxkgoro dpenma) — 8:74; 5:512; 7:1518
2®opmMaT TpadmKa (KONMMYECTBO B CEKYHAY : pa3Mep Kaxaoro dpemnma) — 8:74; 5:512; 7:1456

3AKTUBMpPYETCA NMLeH3nemn
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4Habopbl NpaBuI MpenoCcTaBnaoTCa Mo NoANMCcKe. MUHMMaNbHbIN CPOK AeNCcTBMA noanmMckm — 1 rof.
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