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ESR-3100

R e
tesee =z ::’@ CepBUCHbIN MapLupyTM3aTop ESR-3100, 8xEthernet
10/100/1000BASE-T, 8xI0GBASE-R SFP+, 16I'6 RAM, 1 cnot ang

SD-kaprT, 2 cnoTa 4n4a Mogynew nMtaHusa

DHELTEX

OonucaHune

MapuwpyTrsaTop ESR-3100 — 37O BbICOKOMPOM3BOAMUTENBHOE YCTPOMCTBO, NpeacTaBngatollee cobo yHUBEPCabHYO
annapaTHyto NnaTdopMy M CNocobHOoE BbIMOMHATL LUMPOKMIA KPYT 3a4a4, CBA3aHHbIX C CETEBOM 3aLLMUTON,
wmndpoBaHMeEM NepenaBaeMblX JaHHbIX, TEPMUHUPOBAHMEM MOMb30BaTeNeM U T. 4. TOT MapLUpyTM3aTop MMeeT
paclnpeHHble QYHKLUMK MapLUpyTH3aLMm, KOTOPble MOAOEPKMBAKOT CIOXKHbIE CXEMbl CETEBOIO B3aMMOLENCTBUS, UTO
no3BongaeT rmbKo yrnpaBndaTb CETEBbIMU pecypcaMm BHYTPU OpraHu3auUmm. YCTponcTBO MMeeT 8 nopToB Ethernet
10/100/T000BASE-T (LAN/WAN) 1 8 nopTtos T0OGBASE-R SFP+/I000BASE-X SFP (LAN/WAN). OfHOM U3 KoUYeBbIX
ocobeHHocTen ESR-3100 aBnsgeTcs ero cnocobHOCTb K MOCTPOEHMIO 3aLUMLLEHHOIO NepmmMeTpa ceTu. 3Ta 3aa4a
BbIMOMHAETCA 3a c4eT ncnonb3oBaHma TexHonornm NAT (Network Address Translation) u firewall (MexxceTeBoM aKpaH).
NAT no3BofigeT CKpbIBaTb BHYTPEHHIOK CTPYKTYPY CETU OT BHELLUHUX MOMb30BaTeNen, NpefocTaBnsas
OOMONMHUTENbHbIN YpOBeHb 6&30MacHOCTU 1 MO3BOAA MCMOMb30BaTb OAMH BHELLHWM |P-agpec Ang HECKOMbKMX
BHYTPEHHMX YCTPOMCTB. MeXKceTeBOW 3KpaH, B CBOIO ouepeb, obecrneumBaeT 3alUmTy OT HECAaHKLMOHMPOBAHHOIO
[OCTyMna U yrpos, duUnbTpya BXOAALLMM N UCXoasaLmM TpadUrK COrnacHoO 3afaHHbIM NpaBunamM 6e30MnacHoOCTy.
ESR-3100 Takyke Nogaep>KMBaeT MHOMOMPOTOKOMbHYKO KOMMYTaLLMO Mo MeTkaM (MPLS), yTo noBbilLaeT
3P PEKTUBHOCTb M CKOPOCTb NMepefadn AaHHbIX B KopriopaTuBHOW ceTu. MPLS no3BonaeT co3naBaTtb BUPTyalbHble
yacTHble ceTn (VPN), obecneumBad TeM caMbiM MPUOPUTETHOE OBCIYIKMBAHME HYXKHbIX MPUNIOXEHUIN U ycnyr. Elle
ofHa BaxkHaga dyHKLUMAa ESR-3100 - cozgaHue 3allMLLEHHbIX CETEBbBIX TYHHENeM Mexay dunmanamMmm komnaHum. C
MOMOLLbIO TexHoNornim VPN MapLUpyTM3aTop OpraHM30BbiBaeT 6e30MnacHble KaHasbl CBS3M, MO KOTOPbIM MNepefatoTca
KOHbWMAeHUManbHble AaHHble. 9TO HEO6XOAMMO A9 LLe/TOCTHOCTU M1 3aLUMTbl MHDOPMaLLMK, NepefaBaeMomn Mexxay
odumcamm. OpraHmMsaumsa pe3epBHOro coegmHeHMa aBnaeTcsa elle ogHoM 3HadmMmom dyHkumen ESR-3100.
MapLpyTmnsaTop NogaePXKMUBAET MOOKIIOHEHWE PE3EPBHOMO KaHala Kak Yepes NpoBOOHble COeAMHEHUS, TaK U
nocpenctsoM 3G/LTE-MogeMa. 3To rapaHTUpyeT 6ecrnepebonHyo paboTy MHTepHeTa Aaxe B criyvae c6oeB unm
MOSTOMOK OCHOBHOIO KaHasa CBA3M, UTO KpanHe BaXKHO 419 NoAaepXaHUa HenpepbiBHOCTM B1M3HeC-MNPOoLLeCcCoB.
MapwpyTmrsatopsbl OT Eltex MoOryT ncnonb3oBaTbca A9 MMNopTosamelleHus 6peHgos Cisco, Huawei, Juniper
Networks B 061acTv TeIeKOMMYHUKaLMOHHOIO 060py00oBaHMS, rae OTCYTCTBYET TeXHUYEeCcKada Nogaep)kka Ha
PYCCKOM A3blKe U NnueH3npoBaHme. MaplpyTtmsaTop ESR-3100 Bbl MOYKeTe KyMnTb, 0OPaTUBLLMCE K HALLMM
MeHemKkepaM. TakxKe, Bbl MOXXETE MOYUUTb KOHCYTbTaLMIO HAWMX KBAaTUOULLMPOBAHHbIX CETEBbIX MHXEHEPOB,
creunanmcToB Mo cepBepPHOMY 060PYA0BAHMIO U OPYFNX CMELMaNUCTOB TEXHUYECKOro oTAena. Mol pabotaeM rno
BCew Tepputopunm Poccuu. ECiv BaM HEOBXOAMMO KynMnTb MapLUpyTusaTop Eltex ESR-3100 B Mockse,
CaHkT-leTepbypre, HoBocubupcke, EkatepunHbypre, KasaHu, BnagmeocTtoke, KpacHonape, CaMape, OMcke U Apyrmx
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ropofax, Mbl byoemM pagbl MOMOYb BaM B 3TOM.
[pyrve Mogenv cepBMCHbIX MapLUupyTM3aTopoB Eltex:
- ESR-3200
- ESR-15
- ESR-1700
XapaKTepUCTUKMU
UHTepdencol
Ethernet 101001000BASE-T (LANWAN) 8
TOGBASE-R SFP+1000BASE-X SFP (LANWAN) 8
Console RS-232 (RJ-45) 1
USB 3.0 2
Cnot gng SD-kapT 1
RAM RAM 16 'b DDR4
Flash-namaTtb 4B eMMC
MakcKrManbHaga noTpebnaemMas MOLLIHOCTb 123 BT
MuTaHme 100-240 B AC, 50-60 Iy;
36-72 B DC
00 OBYX MCTOYHMKOB MUTaHMS C BO3MOXXHOCTbIO ropayen
3aMeHbl
MHTepBan pabouunx TemMnepaTtyp oT -10 go +45 °C
MNHTepBan TeMnepaTypbl XxpaHeHUs oT -40 go +70 °C
OTHOCUTENbHAA BNAXXHOCTb MPW aKCrlyaTaumm He 6onee 80 %
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OTHOCUTENbHaa BNaXHOCTb MPU XPaHEHUN

o110 00 95 %

MabGaputbl (LU?B?T)

4307 447 330 MM

Macca

4,34 Kr

Cpok cny»6bl

He MeHee 15 neT

MpousBoauUTEeNnbHOCTb

- MpowussoguTensHocTb Firewall/MapwpyTusauum (dpenmbl 1518B) - 25,2 F6uT/c; 2074,1k nakeTos/c

- MpowussogunTensHocTb Firewall/Mapwpytusaumm (IMIX)1 - 10,5 F6uT/c; 1900,9k nakeTos/c

- MpowussoguTensHocTb IPsec VPN (bpeinMbl 1456B) - 4,3 F6uUT/c; 368,4k nakeTos/c

- MpowussoaunTensHocTb IPsec (IMIX) - 2,2 F6uT/c; 409,3k nakeTos/c

- MpounsBoanTENbHOCTb OOHOrO |Psec-TyHHens (bpenMbl 1456B) - 282 M6uT/c; 24,2k nakeTos/c

- Mpomn3BogmnTeNnbHOCTb oaHoro IPsec-TyHHens (IMIX)2 - 148 M6wuT/c; 27,7k nakeToB/c

- MpowussoaunTensHocTb IPS/IDS 10k npasun - 1,15 F6ut/c; 237,9k nakeTtos/c

- MpoussoanTenbHOCTb KoMMyTaLM MPLS L2VPN (IMIX) - 1,5 F6uT/c; 267,6k nakeTos/c

- MpousBoanTEeNbHOCTL KOMMyTaLMm MPLS L3VPN (IMIX) - 668 M6uT/c; 122,2k nakeTos/c

KoMmmyTauusa

- 0o 4094 VLAN (802.1Q)

- Voice-VLAN

- Q-in-Q (802.1ad)

- MAC-based VLAN

- Bridge-gomeH

- LAG/LACP(802.3ad)

- Port-security, protected port
- Jumbo-kagpbl

KomMmmMyTauuma no Metkam (MPLS)

- Nopoep»kka npoTtokona LDP

- Mopooep»xka L2VPN VPWS

- Moppepyxkka L2VPN VPLS Martini Mode, Kompella Mode
- Moppepykka LAVPN MP-BGP (Option A, B, C)

- L2VPN/L3VPN over GRE, DMVPN

- Mpo3padHaga nepenadva cny>kebHbiX MPOTOKONOB

MapuwpyTusauus

A
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BGP:

- CeMemncTBO agpecoB: IPv4, IPv6, VPNvV4, L2VPN, IPv4 label-unicast, Flow-spec

- T'MBKas BO3MOXKHOCTb YMpaBeHWs MapLIpPyTHON MHPOPMaLMen no aTpubyTam. Nogaep)kka MEXaHU3MOB
Conditional Advertisement, Route Aggregation n Local-AS

- Bbicokaa MacluTabumpyeMocTb U r’MBKOCTb HAaCTPOMKU: Moaaep»Kka peer-group, dymanic neighbor, as-range u
Route-reflector

- Fall over Ha ocHoBe npoTokona BFD u Fast Error Peer Detection

- Graceful restart

- AyTeHTUDUKaLMA

- Tnbkasg peonctpubbloums 1s/B npouecc BGP MapLUpyTOB ApYrMx MPOTOKOIOB

- BO3MOXXHOCTb 3anycKa A0 64 NpoLeccoB O4HOBPEMEHHO

- ECMP

- NMoppaeprkka MapLpyTM3aLmMmM Ha OCHOBE MOUTUK

OSFP(v3):

- 30HbI pa3nuyHbIX TMNoB: Normal, Stub, Totally stub, NSSA, Totally NSS

- Pabota B pa3nunyHbix Tnax ceten: Broadcast, NBMA, Point-to-point, Point-to-multipoint, Point-to-multipoint
non-broadcast

- CyMMapuzaumsa n GunbTpaumsa MapLUpyTHOW MHGopMaLumn

- AyTeHTUOMKaLmMa

- ECMP

- MaccmBHbIM MHTepdenc

- MTmbkaga peanctpubbloumns ns/s npouecc OSPF MapLIpyTOB ApYrMX MPOTOKOMNOB
- BO3MOXXHOCTb 3anycKa A0 64 NpoLeccoB OOHOBPEMEHHO

- NMopoep»xka npoTtokona BFD

- MexaHmM3M Auto cost calculaction

- NMopaeprkka MapLpyTM3aLmMm Ha OCHOBE MOUTUK

IS-IS:

- PaboTa B pa3HbIX TMMax ceTen: Broadcast, Point-to-point

- YcTaHoBKa cocecTtsa L1-/L2-ypoBHel

- Metric style: narrow, wide, transition

- AyTeHTUPMKaLMA

- DunbTpaumsa MapLUpPyTHOW MHPopMaLUmn

- Tmbkaga peanctpubbloung 1s/B npoLecc IS-1S MapLLpyTOB APYr1X MPOTOKOMNOB
- BO3MOXXHOCTb 3anycKa A0 64 NpoLeccoB OOHOBPEMEHHO

- Nopaeprkka MapLwpyTM3aLnm Ha OCHOBE MOUTUK

RIP(ng):
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- Pa6ota B pexunmax (RIP only): Broadcast, Multicast, Unicast

- CyMMapu3saumsa n dunbTpaumsa MapLpyTHONM MHPOPMaL MM

- YnpaBneHme MeTp1KoOW MapLlpyTa

- AyTeHTUOMKaumMa

- MaccmBHbIM MHTepdenc

- Tmbkaga peanctpubbloumns 1s/s npouecc RIP MapLIpyTOB APYrMX MPOTOKOMOB
- Mopaepykka MapLUpyTU3aLMmM Ha OCHOBE MOMUTUK

Static:

- Mopooepyxka npoTtokona BFD

- PekypCUBHbIN MOUMCK

- YnpaBneHve METPUKOM MapLUpyTa

- BO3MOXHOCTb Bbli6Opa BapuaHTa yBeOOMeHWs OTNpaBuUTesnto Npu 6NMoKMpoBKe Tpaduka

KauecTBo o6cnyxumnsaHusa (QoS)

- [1o 8 NpropUTETHbBIX UMW B3BELLUEHHbIX O4epenen Ha NopT

- L2- n L3-npunoputmsauymda Tpaduka (802.1p (CoS), DSCP, IP Precedence (ToS))
- Mepapxmuecknim QoS

- YnpaeneHue ovepensamm: RED,GRED, SFQ, CBQ, WFQ, WRR

- MapkrpoBKa Ha BXofe W Bbixoae

- YnpaBneHue nonocon nponyckaHus (policing, shaping)

IPsec

- Pexxumbl «policy-based» 1 «route-based»

- PexxmMbl nHKancynaumm: tunnel n transport

- Buabl ayteHTUdMKaumm: pre-shared key, public key, xauth (ikevl only), eap (ikev2)
- Moppepr>kka mobike (ikev2 only)

- Moppepykka HabopoB KtYeln ayTeHTUbUKaLMKM ike ikering

YpaneHHbIn gocTtyn (Remote Access)

- BO3MOXXHOCTb yOaneHHoro 4ocTymna K KopropatneHom cetn no PPTP, L2TP over IPsec, OpenVPN, WireGuard
- Mopaepyka PPPoE-/PPTP-/L2TP-knreHTa

- AyTEHTUDMKALMSA Nonb3oBaTenem

- lndppoBaHme coegmHeHMIN

Be3onacHocCTb

- MoppepyKa cnrckoB KoHTpona goctyna (ACL) Ha 6a3e L2-/L3-/L4-nonewm
- Zone-based Firewall B oByx pexxmnmax: stateful n stateless. JlormpoBaHue cpabaTbiBaHUA MPaBUI, CHETUMKIA
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- DunbTPaLMsa MO NPUITOXKEHUAM
- 3awwmTa oT DoS-/DDoS-/Spoof-aTak 1 X NormposaHmne

- CUCTEeMa OBHaPYXKEHUS W MpeaoTBpPaLLeHus BTopxKeHuM (IPS/IDS) 1 ux normposaHue3

- CUrHaTypHbIN aHanm3 NnocpeacTsoM IPS B ABYX peXMMax: aHanm3 TPaH3UTHOIO U 3epKariMpoBaHHOro Tpadmkad

- Bsaumopewncteue c Eltex Distribution Manager gna nonyyeHus NMULEH3NPYEMOro KOHTEHTa — Habopbl NpaBu,

npepgoctaBnaemMble Kaspersky SafeStream |14

MOHUTOPUHI U ynpaBneHue

- NMopoep»xKa cTaHOapPTHbLIX U pacwmnpeHHbiXx SNMP MIB, RMONVI

- Zabbix agent/proxy

- AyTeHTUdMKaLMA Nonb3oBaTeNnen No nokanbHom 6ase cpenctsamMm npoTtokonos RADIUS, TACACS+, LDAP

- 3aLlUmMTa OT OLIMBOK KOHOUTYPUPOBAHUSA, aBTOMaTUYECKOE BOCCTaHOBNEHWE KOHOUTYpaLmMm

- MHTepdencol ynpaeneHma CLI
- Nopaeprkka Syslog
- MOHMTOP MCNOMBb30BaAHUA CUCTEMHbIX PECYPCOB

- Ping, monitor, traceroute (IPv4/IPv6), BbiBoO MHMDOPMAaLIMK O MaKeTax B KOHCOMM

- O6HoBneHue MO, 3arpyska 1 Bbirpy3Kka koHburypaumm no TFTP, SCP, FTP, SFTP, HTTP(S)

- Mopooep)xka NTP

- Netflow v5/V9/V10 (skcnopT ctatucTtukm URL ans HTTP, host onsg HTTPS)

- LLDP, LLDP MED

- lokanbHoe 1 yoaneHHoe coxpaHeHe KoHGUrypaumii MapLupyTmM3aTopa

SLA

- SLA-responder ona Cisco-SLA-agent

- Eltex SLA:

- 3agepyKa (0QHOCTOPOHHANA/OBYCTOPOHHSSA)

- Jitter (npsiMoi/o6paTHbIit)

- MoTeps nakeToB (NpaMan/o6paTHas/oByCTOPOHHASA)
- ObHapy)xeHWe oybnnpyroLmMxcsa NakeTos

- OBHapy>KeHne HapyLLIeHNda NoCceaoBaTelbHOCTM [OCTAaBKM MaKeToB (Mpamoe/obpaTHoe/0ByCTOPOHHEE)

Pe3epBupoBaHue U Knacrtepusauus

- VRRP v2,Vv3

- Tracking Ha ocHoBaHMKM VRRP- unun SLA-TecTa
- YnpaeneHume napametpamm VRRP

- YnpasneHue napametpamm PBR

- YnpaBneHue agMMHUCTPATUBHbLIM CTaTyCoM UHTepdelca

- AKTMBaUMA 1 OeaKTnBaLMg CTaTUYEeCKOro MapLipyTa
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- YnpaBneHue atpnbytom AS-PATH 1 preference B route-map

- DHCP failover ona pesepBupoBaHmna 6a3bl IP-agpecos, BbigaHbix DCHP-cepBepoM
- Failover Firewall onga pe3sepBurpoBaHusa ceccum Firewall u NAT

- MultiwAN

- Dual-Homing

OTKa30yCcTOM4YMBbIN KNacTep:

- MpocToTa aAMUHUCTPUPOBAHUS M UHTErPaLLMKN: CUHXPOHM3ALUMA KOHOUIYpaLWMKA, BPEMEHU, BEPCUIN, NMNLIEH3UI; Zero
Touch Provisioning (ZTP)

- Pe3epBrpoBaHUMe BCeX COeAMHEHUNM B KnacTepe

- Pe3epBrpoBaHMeE MapLUPYTM3aTOPOB (B TEKYLLEN BEPCUMM NOJLAEPXKMBaeTCAa pe3epBUMpPOBaHMe Mo cxeme «1 + T»)

CepBuUcCHI

- DHCP-knumeHT, cepBep
- DHCP Relay Option 82
- DNS resolver

-NTP

- TFTP-cepBep

- El/multilink, MogeMbl

BRAS3

- TepMMHaLMA NoNb30BaTeNeNn

- Benble/yepHble crimckn URL

- KBOoTUpOBaHKe No 06beéMy TpadKKa, No BpeMeHU CECCUU, MO CETEBbLIM MPUMOKEHUAM
- HTTP/HTTPS Proxy

- HTTP/HTTPS Redirect

- AKKayHTUHI ceccum no npoTokony Netflow

- Baaumopewncteume c cepBepamum AAA, PCRF

- YNpaBneHue nosocom nponyckaHmsa no odpumcam n SSID, ceccuam rnonb3oBatenem

- AyTeHTUdMKaumMa nonb3oBaTenen no MAC- unu IP-agpecam

Habop dyHKUMM cooTBETCTBYET Bepcum MO 1.23

1®opmMaT TpaduKa (KONMMYECTBO B CEKYHAY : pasMep Kaxgoro dpenma) — 8:74; 5:512; 7:1518
2®opmMaT TpadmKa (KONMMYECTBO B CEKYHAY : pa3Mep Kaxaoro dpenma) — 8:74; 5:512; 7:1456
3AKTUBMpPYETCA NMLEeH3nen

4Habopbl NpaBUN MNPeaoCcTaBNAoTCa Mo NOANUCKE. MUHUMaNbHbIN CPOK AeNCcTBMA noanuckm — 1 rof,.
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