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ESR-15M

CepBU1CHbIA MapLUpPyTU3aTop
ESR-1511

YCTpOWCTBO, NpeacTaBnstoLlee cobom
YHMBEpCcarnbHYo annapaTHyo nnathopmy n
CNOCOBHOE BbIMOSHATH LWMPOKMIA KPYT 3agau,
= e CBS13aHHbIX C CETEBOM 3aLMTON, LUMDPOBaAHMEM
. - ' rnepenaBaeMbiX AaHHbIX, TEPMUHNPOBAHNEM
nosb3oBaTenen u T.4.
Kno4eBbIMM a1EMEHTaMN cepun BNSOTCH
r’%e LTeX cpefcTBa Ans NporpaMmMHoON 1 annapaTHOW
06paboTKM AaHHbIX. 3a cHeT ONTUMasnbHOro
pacnpepeneHus GyHKUMIM 06paboTKM AaHHbIX
MeXay YacTaMM YCTPOMCTBaA JOCTUraeTcs
MaKcKuMasnbHasi MpoU3BOANTENbHOCTb.

OnucaHue

MapwpyTtnsatop ESR-1511 — 3TO BbICOKOMPOW3BOAUTENIbBHOE  YCTPOWCTBO, MNpPeAcTaBnsiowee Ccobown
YHMBEpPCanbHy annapaTHylo nnatdopMy M CNOCOBHOE BLIMOMHATL LWMPOKUA KPYr 3aday, CBA3aHHbIX C CETEBOM
3awuTon, wmndbpoBaHMEM rMepefaBaeMblX [aHHbIX, TEepMUHMPOBaHMEM Monb3oBatenem wn T. AO. 3ITOT
MapLIpyTU3aTop MMeeT pacluMpeHHble GYHKUUMM MapLlpyTU3auum, KOTopble MOALEPKMBAIOT CIIOXHbIE CXeMbl
CeTeBOro B3aMMOOENCTBUS, YTO MO3BONSET NMOKO YNPaBsTb CETEBLIMM PECYpcaMm BHYTPU OpraHn3aunu.

YcTporicteo umeeT 4 Combo-nopta 10/100/1000BASE-T/1000BASE-X SFP (LAN/WAN), 4 nopta Ethernet
10/100/1000BASE-T (LAN/WAN), 4 nopta 10GBASE-R SFP+/1000BASE-X SFP (LAN/WAN) 1 2 nopTta 40GBASE-
X QSFP+ (LAN/WAN), a Takxe npucytcteyeT OOB nopr.

OgHoM M3 KN4eBbIX ocobeHHocTe ESR-1511 aBnsieTca ero CrnocobHOCTb K MOCTPOEHMIO 3allMLLEHHOro
nepuvmeTpa ceTu. OTa 3afaya BbIMOMHAETCA 3a CYeT UCnosb3oBaHMs TexHonormn NAT (Network Address
Translation) u firewall (MexceTeBoi akpaH). NAT No3BonsieT CKpbIBaTb BHYTPEHHIOK CTPYKTYPY CETU OT BHELUHWUX
nosnb3oBaTefien, NpefocTaBnssd LOMOMHUTENbHBIA YPOBEHb 6Ee30MacHOCTU WM MO3BONSAS WCMOMb30BaTb OfMH
BHeLWHWM IP-agpec st HECKONbKUX BHYTPEHHUX YCTPOWCTB. MeXXCeTeBOW aKpaH, B CBOIO o4epedb, obecnevmBaeT
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3auunTy OT HeCaHKUMOHMPOBAHHOIo OOCTyMa W Yrpos, CDVIJ'IpryFl BXOASLNMA U UCXOOALLMMN TpaduK cornacHo
3aflaHHbIM MpaBuiam 6e30MacHOCTU.

ESR-1511 Take MOAAEpPXXMBaeT MHOIOMPOTOKONbHYKD KOMMyTauuilo no MeTkam (MPLS), 4yTo noBbiwaeT
3bdEKTUBHOCTb M CKOPOCTb Nepefaydn AaHHbIX B KOprnopaTuBHown ceTu. MPLS nossonseT co3gaBaTb BUPTYasbHble
yacTHble ceTu (VPN), o6ecneunBas TeM caMblM NMPUOPUTETHOE O6CIYXKMBAHME HYXKHBIX MPUNOXEHWI U yChyT.

Elle ogHa BaxHas dyHKUmMs ESR-1511 - co3gaHme 3alpLLeHHbIX CETEBLIX TYHHENen Mexagy dunnmanamMmm KoMraHum.
C nomouwpio TexHonormin VPN MaplpyTn3aTop OpraHM3oBbiBaeT 6e30rMacHble KaHamnbl CBSA3M, MO KOTOPbIM
rnepegalTca KoHPUOeHUManbHble pOaHHble. JTO HeobXxoaumo Onsa LUEeNoCTHOCTU U 3aWmTbl MHPOpMaLUK,
nepegaBaeMon Mexay oducamu.

OpraHunsaums pe3epBHOro COedVHeHUs SABMsSeTCs elle ofHOM 3Hadmmon dyHKumen ESR-1511. MapwpyTtmsatop
noadep>X1BaeT MOAK/IOYEHNE Pe3epBHOrO KaHana KakK 4epes3 MNPOBOAHble COEAMHEHUS, TaK U MOCPEeACcTBOM
3G/LTE-MogeMa. 3To rapaHtupyeT 6ecrnepeboliHyio paboTy MHTepHeTa Aa)ke B ciyyae c60eB WM MOSIOMOK
OCHOBHOIO KaHasa CBS3M1, YTO KpaliHe BaXKHO OJ/19 Nogaep»KaHust HenpepbiBHOCTM 6M3HeC-NpoLLeCCOoB.

MapuwpyTtumsaTopbl oT Eltex MoryT mucnonb3oBaTbCd N5 MMMopTo3aMelleHns 6peHpos Cisco, Huawei, Juniper
Networks B 061acTn TeneKoMMYHWKaLWMOHHOIO OBOpPYAOBaHWUS, roe OTCYTCTBYET TeXHMYecKas nopaepykka Ha
PYCCKOM $I13bIKe U NULIEH3MPOBaHKE.

MapuwpyTtunsaTop ESR-1511 Bbl MOXeTe KynnTb, 06paTUBLUMCH K HaLLMM MeHeykepaM. Takxe, Bbl MOXeETe MNonyynTb
KOHCYMbTaLMIO HaLLMX KBanUdULMPOBaHHBLIX CETEBbLIX MHXXEHEPOB, CreLnanncToB No cepBepHOMy 060pyaoBaHMIO
M Opyrux crneumanmcTtoB TexHMYeckoro oTthena. Mbl paboTtaem no Bcen Tepputopum Poccun. Ecnn Bam
HeobxoguMo KynuTb Mapuwpytmnsatop Eltex ESR-1511 B Mockse, CaHkT-lleTepbypre, HoBocubupcke,
EkaTtepuHbypre, KasaHu, BnagmsocTtoke, KpacHopgape, Camape, OMCKe U Opyrux ropogax, Mbl 6ygem pafgpl
MOMOYb BaM B 3TOM.

[pyrve Mofenu cepBUCHbIX MapLIpyTM3aTopoB Eltex:

e ESR-1000
e ESR-200
e ESR-1700
XapaKTepucTukm
UHTepdeichl
Combo 10/100/1000BASE-T/1000BASE-X SFP (LAN/WAN) 4
Ethernet 10/100/1000BASE-T (LAN/WAN) 4
10GBASE-R SFP+/1000BASE-X SFP (LAN/WAN) 4
A0GBASE-X QSFP+ (LAN/WAN) 2
Console RS-232 (RJ-45) 1
O0B 1
USB 2.0 2
Cnot gnsa SD-kapTt 1

Pusmnyeckue XapaKTepUCcTukun
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NHTepBan paboymx TeMnepaTtyp

NHTepBan TeMnepaTypbl XpaHeHUs!

OTHOCUTeNbHas BNaXXHOCTb Npu KCrlyataunnm

OTHOCUTeNbHasA BNaXXHOCTb MNPU XpaHeHUN

Fa6aputsl (LU x B x I)

Macca

CpoK cny>6bl

MpousBoguTenbHOCTb

e MpousBoanTenbHOcTh Firewall/MaplpyTmsaumnn (dperimbl 1518B) - 14,2 reut/c; 1,177M nakeTos/c

MpowuseoguTenbHOCTb Firewall/MaplupyTunsaumnm (IMIX)1 - 6,49 I'éut/c; 1,17M nakeToB/c
MpowussoguTensHocTb IPsec VPN (pperimbl 1456B) - 3,94 F6ut/c; 338k naketos/c
MpowussoauTtensHocTb IPsec (IMIX) - 2,21 Feut/c; 414k nakeTos/c

MponssoanTenbHOCTb ogHOro IPsec-TyHHens (dperimbl 1456B) - 260 M6éuT/c; 22,3k nakeTos/c
MpownssogmnTenbHOCTL 0gHOro IPsec-TyHHens (IMIX)2 - 137 M6éuT/c; 25,6k naketos/c
MpowussoauTensHocTb IPS/IDS 10k npasun - 1,19 F'éut/c; 216k nakeTos/c
MponssoanTenbHOCTb KoMMyTalmmn MPLS L2VPN (IMIX) - 8,30 éut/c; 1,51M naxkeTtos/c
MpounssoguTenbHOCTb KoMMyTauumn MPLS L3VPN (IMIX) - 4,62 [6uT/c; 846 k nakeToB/c

MakcunManbHoe KONM4yecTBO OOHOBPEMEHHbIX NoaKMtoYeHn K RA L2TP-cepeepy - 210

KommyTtaums

L]

o 4094 VLAN (802.1Q)
Voice-VLAN

Q-in-Q (802.1ad)

MAC-based VLAN
Bridge-pomeH
LAG/LACP(802.3ad)
Port-security, protected port
Jumbo-Kagpbl
3epkanupoBaHue SPAN/RSPAN

KommMmyTaums no metkam (MPLS)

MNopoep»ka npotokona LDP
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Mopnepxka L2VPN VPWS

Mopnepxka L2VPN VPLS Martini Mode, Kompella Mode
Mopaepykka L3VPN MP-BGP (Option A, B, C)
L2VPN/L3VPN over GRE, DMVPN

Mpo3payHas nepenada Cy>KebHbIX NMPOTOKO/IOB

L]

MapupyTtusaums
BGP:
e CemencTtBo agpecos: IPv4, IPv6, VPNv4, L2VPN, IPv4 label-unicast, Flow-spec

e [MbKas BO3MOXXHOCTb YMpaBieHns MapLupyTHOM nHdopmaumen no atpmbyTtam. lNMogaeprkka MexaHnamos Conditional
Advertisement, Route Aggregation n Local-AS

e Bbicokas MaclUTabnpyeMocTb U TMMBKOCTb HaCTPOMKK: MOAAEPXKKa peer-group, dymanic neighbor, as-range 1 Route-
reflector

e Fall over Ha ocHoBe npoTokona BFD v Fast Error Peer Detection
e Graceful restart
o AyTeHTUdUKaLMS
o [MbKas pegncTpmbbloLmsa 13/B Npouecc BGP MapLipyToB ApYyriX NPOTOKOOB
e BO3MOXHOCTb 3anycka o 64 npoueccoB 0gHOBPEMEHHO
e ECMP
o MNoppepyKa MapLpyTM3aLyMm Ha OCHOBE MOSIUTUK
OSFP(v3):
e 30HbI pasnu4Hbix TMnos: Normal, Stub, Totally stub, NSSA, Totally NSS

e PaboTa B pa3nunyHbix Tunax ceten: Broadcast,NBMA, Point-to-point, Point-to-multipoint, Point-to-multipoint non-
broadcast

o CyMMapusaums 1 GunbTpaLms MapLIpyTHOM MHbOpMaL MK
o AyTeHTUdUKaLUA
e ECMP
e [laccuBHbIV MHTEpPdENC
o [M6Kas peancTpmbbloLma 1s/B npouecc OSPF MapLUpyTOB ApYrmX NMpoOTOKO/I0B
e Bo3MOXHOCTb 3anycka go 64 npoueccoB OQHOBPEMEHHO
o [Nlopaepxka npoTtokona BFD
e MexaHnam Auto cost calculaction
e MNoppep)Ka MapLIpyTMU3aLyMM Ha OCHOBE MOSINTMK

1S-IS:
e PaboTa B pa3HbIx TMNax ceTen: Broadcast, Point-to-point
e YcTaHoBKa coceficTBa L1-/L2-ypoBHeit
e Metric style: narrow, wide, transition

e AyTeHTUdMKaLmS

dunbTpaums MapLUPYTHOM MHDOPMaLMK

Mbkasa pegucTpubbioums n3/B npoLecc IS-1S MapLUpyTOB APYrMX NPOTOKOMIOB

Bo3MOXHOCTb 3anycka oo 64 npoLeccoB 0OJHOBPEMEHHO

Mopfaepka MapwpyTM3aLUmm Ha OCHOBE MOUTUK
RIP(ng):
e Pa6oTa B pexumax (RIP only): Broadcast, Multicast, Unicast

o CyMMapu3aumsa 1 GuibTpaums MapLIpyTHON MHGOpMaLMK
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YnpaBneHe MeTpMKOM MapLipyTa

L]

AyTeHTUpUKaLmg

[MaccuBHbIN MHTepdeNnc

vbkasa peamncTpubbioums n3/B npouecc RIP MaplwpyToB ApYrx MPOTOKONIOB

Moppep)Kka MapLUpyTMU3aLMmM Ha OCHOBE MOJSIUTUK
Static:

o [lopgaepxka npoTtokona BFD

o PeKypCUBHbIM MOUCK

e YnpaBneHue MeTPUKO MapLipyTa

e BO3MOXHOCTb Bbl6Opa BapmaHTa yBeLOM/EHMS] OTNPaBUTENIO NPW 6N1OKMPOBKe TpaduKa
KauyecTBo o6cnyxusaHus (QoS)

e [10 8 Np1OPUTETHBIX UM B3BELLEHHbIX OYepPefen Ha NopT

e | .2- 1 L3-npuroputmsaums Tpaduka (802.1p (CoS), DSCP, IP Precedence (ToS))
Mepapxumyeckuin QoS
YnpasneHue ovepepamm: RED,GRED, SFQ, CBQ, WFQ, WRR

MapKunpoBKa Ha BXOe U BbIXxofe

°

YnpaBreHue nonocor nponyckaHua (policing, shaping)

IPsec
e PexxunmMmbl «policy-based» n «route-based»

o PexxuMbl HKancynaumn: tunnel n transport
e Buabl ayTeHTMOUKaLmMK: pre-shared key, public key, xauth (ikev1 only), eap (ikev2)
o Mopopepxka mobike (ikev2 only)
e [MoggepyKa HabopoB Kitoyen ayTeHTUdMKaLumm ike ikering
YpaneHHblit goctyn (Remote Access)
e BO3MOXHOCTb yAaneHHoro goctyna K KopnopaTtuBHow cetu no PPTP, L2TP over IPsec, OpenVPN, WireGuard
o Mopaepyxka PPPOE-/PPTP-/L2TP-kn1eHTa
o AyTeHTudMKaLMs Nonb3oBaTeNnemn
o LLIndppoBaHme coegmHeHNN
BesonacHocTb
o MoaaepKa CrMCKOB KoHTponsa aocTyna (ACL) Ha 6a3e L2-/L3-/L4-noneit

e Zone-based Firewall B gByx pexumax: stateful n stateless. lormposaHue cpabaTbiBaHWs NPaBW, CHETYMKN

cDMJ'IpraLI,VIFl Mo NPpUnoXXeHnam

3almTa ot DoS-/DDoS-/Spoof-aTak 1 UX nornpoBaHue

o CucTeMa ObHapyXXeHusa 1 npeaoTepalleHus BTopxkeHuin (IPS/IDS) n nx norwponazaHMe3

CurHaTypHbI aHanmM3 nocpencTsom IPS B ABYX peXxuMax: aHanm3 TPaH3UTHOro U 3epKanMpOBaHHOM O Tpaq)vn(a3

BsammopgencTeume c Eltex Distribution Manager gns nonyyeHus IMLEH3MPYEMOro KOHTEHTa — Habopbl MpaBun,
npepocTtaBnsemble Kaspersky SafeStream i

MOHUTOPUHI U ynpaBneHue
o [logaepxka CTaHOapTHbIX U paclwmpeHHbix SNMP MIB, RMONv1

L]

Zabbix agent/proxy

AyTeHTUdMKaLMa Nonb3oBaTenen No fnokansHom 6ase cpepcteamu npotokonos RADIUS, TACACS+, LDAP

3alwmTa oT OLWMBOK KOHCDVII'ypl/IpOBaHVIFl, aBTOMaTn4eCKOe BOCCTaHOB/1IEHUNE KOHCDVII'ypaLI,VIVI

WHTepdericel ynpasneHus CLI

Moppepxka Syslog
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MOHUTOP MCMONb30BaHNS CUCTEMHbBIX pecypcos

L]

Ping, monitor, traceroute (IPv4/IPv6), BbiBOg MHGOPMaLMM O NMaKeTax B KOHCOSM

O6HoBneHue MO, 3arpyska 1 Bbirpyska KoHouUrypauum no TFTP, SCP, FTP, SFTP, HTTP(S)

Moppepxxka NTP
Netflow v5/v9/v10 (akcnopT ctatucTukmn URL ana HTTP, host gna HTTPS)

INokarnbHoe yrnpasfieHue Yepes KOHCO/bHbIM nopT RS-232 (RJ-45) 1 OOB

YpnaneHHoe ynpasneHue, npotokonsl Telnet, SSH (IPv4/IPv6)

e LLDP, LLDP MED

o JlokanbHoe 1 yganeHHoe coxpaHeHne KoHbUrypaumin MapLpyTmnsatopa
SLA

e SLA-responder gna Cisco-SLA-agent

e Eltex SLA:
e 3apepxKa (0QHOCTOPOHHAS/[BYCTOPOHHSAS)

e Jitter (npamMoii/o6paTHbIii)
e MoTeps nakeToB (NpsiMas/o6paTHas/OBYCTOPOHHSS)
e OB6HapyXeHue Oy6nMpyoLMXCS NaKeToB

o O6Hapy)XXeHWe HapyLLleHNs NocneoBaTebHOCTM OCTaBKM NakeToB (NpsiMoe/obpaTHoe/OBYCTOPOHHEE)

PesepBupoBaHUe U KnacTepusauus
e VRRP v2, v3

e Tracking Ha ocHoBaHuM VRRP- nnn SLA-TecTa
e YnpaeneHue napametpamm VRRP
e YnpaBneHue napametpamu PBR
e YnpaBneHve agMUHUCTPaTUBHBLIM CTaTyCOM MHTepdelica
o AKTMBaUMS U OeaKTUBaUMs CTaTUYeCKOro MapLupyTa
e YnpaBneHue atpnbytom AS-PATH un preference B route-map
e DHCP failover onsa pesepsupoBaHus 6a3bl IP-agpecos, BbigaHbix DCHP-cepeepoM
e Failover Firewall ans pesepsupoBaHus ceccun Firewall n NAT
o MultiWwAN
e Dual-Homing
OTKa30yCTOMYMBLIV KNnacTep:

e MpocTOoTa aAMUHUCTPUPOBAHNSA U UHTErPaLmn: CUHXPOHU3aLMSA KOHOUIYpaLMiA, BpeMeHW, BEPCUI, NTULLEH3UIA; Zero
Touch Provisioning (ZTP)

e Pe3epBMpoBaHMe BCEX COEAMHEHWNI B KracTepe

e PesepBupoBaHe MapLIpyTNU3aTOpOoB (B TeKYLLE BepCuM NOOLepKMBAETCA pe3epBUMpOoBaHmMe Mo cxeme «1 + 1»)
CepsBucbl

e DHCP-knmneHT, cepsep

e DHCP Relay Option 82

o DNS resolver

e NTP

e TFTP-cepBep

e E1/multilink, MopgeMbl

BRAS3
o TepMMHaLMsA Nonb3oBaTenei
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Benble/4yepHble crivckn URL

KBOTI/IpOBaHI/Ie no O6'béMy TpachKa, Mo BpeMeHn ceCcCunmn, no ceTeBbiM MPUITOXKEHUAM
HTTP/HTTPS Proxy
HTTP/HTTPS Redirect

AKKayHTUHI ceccuii no npotokony Netflow

B3anmopewncTsue c cepsepamu AAA, PCRF

YnpaBreHue rnosocomn nponyckaHus no oduncam mn SSID, ceccuam nonb3oBaTenen

AyTeHTUOUKauma nonb3osaTenen no MAC- nnm IP-agpecam

Habop ¢yHKuuI cooTBeTcTBYET Bepcum N0 1.23

1<1>opMaT TpadurKa (KONMYECTBO B CEKYHAY : pa3Mep Kaxadoro ¢peinma) - 8:74; 5:512; 7:1518
2CDOpMaT TpaduKa (KONMYECTBO B CEKYHIY : pasMep Kaxaoro ¢peima) - 8:74; 5:512; 7:1456
3AKTVIBVIpyeTCF| NLEH3VEN

4Ha60pb| npaBun NPegoCcTaBIaATCA No noanucke. MMHMManbHbIM CPOK OeNCTBUS noanunuckm — 1 roga,.
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