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ESR-3200

CepBUCHbIN MapLIpyTM3aTop ESR-3200, 25
x]I000BASE-X/IOGBASE-R/25GBASE-R, 1 xUSB3.0, 1 cnor ans

SD-kapT, Console, 2 cnota gng mopynen nutanma AC wmnm DC ¢

BO3MOXXHOCTbIO FOpsaYeir 3aMeHbI.

DHELTEX

OonucaHune

MapLpyTnsatop ESR-3200 — 3TO BbICOKOMPOM3BOAUTENBHOE YCTPOMCTBO, MpeacTaBnsaollee cO60M YHUBEPCabHYO
annapaTHyto NnaTdopMy 1M cNocobHOoe BbIMOMHATL LUMPOKMIN KPYT 3a4a4, CBA3aHHbIX C CETEBOM 3aLLMUTON,
wmndpoBaHMeEM NepenaBaeMblX JaHHbIX, TEPMUHUPOBAHMEM MOMb30BaTeNen U T. 4. 3TOT MapLUpyTM3aTop MMeeT
pacluMpeHHble QYHKLUMK MapLUpyTH3aLMm, KOTOPble MOAOEPXKMBAOT CIOXKHbIE CXeMbl CETEBOIO B3aMMOLENCTBUS, UTO
Mo3BondeT rmbKo yrNpaBnaTb CETEBbIMU pecypcaMm BHYTPU OpraHM3aLmmn. YCTpomCcTBO MMeeT 12 MopToB
1000BASE-X/10GBASE-R/25GBASE-R (LAN/WAN). Takxe npucytcTeyeT noptT OOB. OOHOM 13 KIOYEBbIX 0COBEHHOCTEM
ESR-3200 aBnaeTtca ero cnocobHOCTb K MOCTPOEHMIO 3aLMLLEHHOIO NepuMeTpa ceTu. ITa 3afa4a BbliNOHAETCA 3a
cyeT ncnonb3oBaHma TexHonorum NAT (Network Address Translation) u firewall (MmexxceTeBolm akpaH). NAT no3BongdeTr
CKPbIBaTb BHYTPEHHIOK CTPYKTYPY CETU OT BHELLHMX MOMb30BaTe1en, NpeaoCcTaBnada OOMNOMHUTENbHbIN YPOBEHDb
6e30MacHOCTM M NO3BOJISASA MCMOMb30BaTb OAMH BHELWHWKW IP-agpec Ans HECKONbKUX BHYTPEHHMX YCTPOMCTB.
MeykceTeBoM aKpaH, B CBOIO odepeb, obecrneumBaeT 3almTy OT HECAaHKLMOHMPOBAHHOIO JOCTyMa U yrpo3, dunbtTpya
BXOOALMIN U UCXOOALLUMM TPpadUK COrMacHO 3aaHHbIM NpaBuiamM 6esonacHocTU. ESR-3200 Takye noagepy<usaeT
MHOIOMPOTOKOMbHYIO KOMMYTaL MO Mo MeTkaM (MPLS), 4To noBbiwaeT 3pPeKTUBHOCTb M CKOPOCTb Nepenaym JaHHbIX
B KOpropaTuBHOM ceTu. MPLS no3BonaeT co3aaBaTb BUPTyasibHble YacTHble ceTu (VPN), obecrneyrBas TeM caMblM
NpUopUTETHOE OBCNYXKMBAHUE HYXKHbIX MPUNOXEHW 1 ycnyr. Eule ofgHa BaxkHaa yHKUMa ESR-3200 - co3pnaHue
3alUMLLEHHbIX CETEBbBIX TYHHENen Mexay dunmanaMmm komnaHum. C nomoulbto TexHonornin VPN MapLlipyTmsaTop
opraHM3oBbIBaeT Be3onacHble KaHasbl CBS3M, MO KOTOPbLIM MepenatoTca KoHbUaeHUManbHble aHHble. 3TO
HEeoBXOAMMO ONF LIeNOCTHOCTU U 3aLMThl MHbOPMaLMK, MepeaaBaeMon Mexay odmncamm. OpraHmsaLns pe3epBHOro
COeMHEHUS ABNFeTCS elle ogHOM 3Ha4YMMomM dyHKUMen ESR-3200. MapLipyTr3aTop NogaepyXmBaeT MoaKItoUeHe
pe3epBHOro KaHasa Kak Yyepes NpoBoaHble coefMHeHns, Tak 1 nocpenctsoM 3G/LTE-MogeMa. DTo rapaHTupyeT
6ecnepebonHyto paboTy MHTepHETa AaXke B clydae cO60eB UM MOTOMOK OCHOBHOIO KaHasa CBA3U, YTO KpamHe BaXKHO
019 Nognep>KaHMa HenmpepbiBHOCTU GU3Hec-NpoLeccoB. MapLupyTru3aTopsbl OT Eltex MoryT ncnonb3oBaTtbea And
mMnopTo3amMelleHna 6peHpos Cisco, Huawei, Juniper Networks B 061acTn TeIeKOMMYHUKaLMOHHOIo o60pynoBaHmg,
roe OTCYTCTBYeT TEXHUYeCKada NoaLepXKa Ha PYCCKOM a3blKe U NMLUEeH3npoBaHMe. MapLpyTtunsaTtop ESR-3200 Bbl
MOXeTe KyMNnTb, 06paTUBLLKMCH K HALMM MeHemkepaM. TakKe, Bbl MOXETe MoyYnTb KOHCYNbTaLMIO HalMX
KBannMdULMPOBAHHbBIX CETEBbIX MH)KXEeHepPOoB, CreLManMcToB Mo cepBepHOMY 0O0PYAOBaAHMIO U APYIMX CeLManmMcToB
TexHu4yeckoro otaena. Mol pabotaeM rno Bcen Tepputopmim Poccrn. ECiv BaM HEOBXOAMMO KyMUTb MapLLPyTU3aToOP
Eltex ESR-3200 B MockBe, CaHkT-lNeTepbypre, HoBocnbupcke, EkaTepunHbypre, KazaHu, Bnagmnsoctoke, KpacHogape,
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Camape, OMcKe v Opyrux ropogax, Mbl 6yaem pafbl MOMOYb BaM B 3TOM.
[pyrve Mogenv cepBMCHbIX MapLUupyTM3aTopoB Eltex:
- ESR-3300
- ESR-15
- ESR-1700
XapaKTepUCTUKMU
UHTepdencol
T000BASE-X10GBASE-R25GBASE-R (LANWAN) 12
Console RS-232 (RJ-45) 1
O0OB 1
UsSB 2.0 1
Cnot ong microSD-kapT 1
RAM 24 b DDR4
Flash-namaTb 8 b eMMC
MakcuMarnbHasa noTpebnaemMas MOLLHOCTb 18 Bt

MutaHwne

100-240 B AC, 50-60 Iy;

36-72B DC

00 OBYX NCTOYHMKOB MNMNTaHNA C BOSMOXXHOCTbHIO ropqqeﬁl

3aMeHbl

NHTepBan pabouunx TemnepaTtyp

oT -10 o +45 °C

VHTepBan TeMnepaTypbl XpaHeHUd

oT -40 go +70 °C

OTHOCUTENbHAgA BNAXXHOCTb MPW aKCrlyaTaumm

He 6onee 80 %

OTHOCUTENbHAA BNAXXHOCTb MPUW XPaHEHUN

oTt10 0o 95 %
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Mabaputbl (LLU?B?T) 430 ? 447 330 MM
Macca S5kr
CpoK cny»><6bl He MeHee 15 neT

MNMpousBoaAnUTEeNbHOCTb

- MpoussoamTensHocTb Firewall/MapLupytusaumm (bpenmbl 1518B) - 47,6 T6UT/c; 3,92M nakeTos/c
- MpoussoamTensHocTb Firewall/MapLupytusaumm (IMIX)1 - 21,6 F6uUT/c; 3,93M nakeTos/c

- MpowussoaunTensHocTb IPsec VPN (dppenmbl 1456B) - 6,99 M6uT/c; 600k nakeTos/c

- MpowussoaunTensHocTb IPsec (IMIX) - 3,65 F6uT/c; 685k nakeTos/c

- Mpou3BoANTENBHOCTL OAHOIO IPsec-TyHHens (dperiMbl 1456B) - 346 M6UT/c; 29,7k nakeToBs/c

- MpousBoanTenbHOCTb ogHOro IPsec-TyHHens (IMIX)2 - 183 M6uT/c; 34,1k nakeTos/c

- MpowussoaunTensHocTb IPS/IDS 10k npasun - 1,4 F6uT/c; 259,6k nakeTos/c

- MpousBoanTENBHOCTb KOMMyTaLMK MPLS L2VPN (IMIX) - 17,1 FéuT/c; 3,14M nakeTtos/c

- MpousBoanTenbHOCTb KOMMyTaumMu MPLS L3VPN (IMIX) - 16,8 [6uT/c; 3,09M nakeTos/c

- MakcmMManbHoOe KONMMYeCcTBO OQHOBPEMEHHbIX mogkatoueHum Kk RA L2TP-cepBepy - 170

KoMmMyTauusa

- [o 4094 VLAN (802.1Q)

- Voice-VLAN

- Q-in-Q (802.1ad)

- MAC-based VLAN

- Bridge-pomMeH

- LAG/LACP(802.3ad)

- Port-security, protected port
- Jumbo-kagpbl

KomMmmMyTauusa no Metkam (MPLS)

- Mopooep)kka npotokona LDP

- Mopoep»xka L2VPN VPWS

- Moppeprkka L2VPN VPLS Martini Mode, Kompella Mode
- Moppeprkka L3VPN MP-BGP (Option A, B, C)

- L2VPN/L3VPN over GRE, DMVPN

- Mpo3padHaga nepepadva cny>kebHbIX MPOTOKOIOB

MapuwipyTusauuma
BGP:
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- CeMmemncTBO agpecoB: IPv4, IPv6, VPNV4, L2VPN, IPv4 label-unicast, Flow-spec

- TMBKasa BO3MOXKHOCTb YMpaBeHWsa MapLIpPYyTHON MHPOPMaLMen no aTpubyTam. Nogaep)kka MEXaHU3MOB
Conditional Advertisement, Route Aggregation n Local-AS

- Bbicokada MacluTabumpyeMocTb U T’MBKOCTb HAacTPOMKU: Moaaep»Kka peer-group, dymanic neighbor, as-range u
Route-reflector

- Fall over Ha ocHoBe npoTokona BFD u Fast Error Peer Detection

- Graceful restart

- AyTeHTUDUKaLMSA

- Tnbkasa peanctpubbloumnsa ns/s npolecc BGP MapLupyToB Apyrux MpoTOKOMOB

- BO3MOXXHOCTb 3anycka A0 64 NpoLeccoB OAHOBPEMEHHO

- ECMP

- NMopaeprkka MapLpyTM3aLmMmM Ha OCHOBE MOUTUK

OSFP(v3):

- 30HbI pa3nuyHbIx TMNoB: Normal, Stub, Totally stub, NSSA, Totally NSS

- Pabota B pa3nunyHbix Tnax ceten: Broadcast, NBMA, Point-to-point, Point-to-multipoint, Point-to-multipoint
non-broadcast

- CyMMapuzaumsa n GunbTpaumsa MapLUpyTHOW MHGopMaLumn

- AyTeHTUdMKauma

- ECMP

- MaccmBHbIM MHTepdenc

- Tmbkaga peanctpubbloumns ns/s npouecc OSPF MapLIpyTOB OpYrMX MPOTOKOMNOB
- BO3MOXXHOCTb 3anycKa A0 64 NpoLeccoB OOHOBPEMEHHO

- Nopoep»kka npoTtokona BFD

- MexaHmn3M Auto cost calculaction

- NMopaeprkKa MapLpyTM3aLmMm Ha OCHOBE MOUTUK

IS-IS:

- PaboTa B pa3HbIX TMMax ceTen: Broadcast, Point-to-point

- YcTaHoBKa coceacTea L1-/L2-ypoBHei

- Metric style: narrow, wide, transition

- AyTeHTUOMKaLMS

- DunbTpaumsa MapLUpyTHOW MHGopMaLUmn

- Tnbkaga peanctpubblound 1s/B npoLecc IS-1S MapLLpyTOB APYr1X MPOTOKONOB
- BO3MOXHOCTb 3anycKa A0 64 NpoLeccoB OOHOBPEMEHHO

- Nopaeprkka MapLwpyTM3aLnm Ha OCHOBE MOUTUK

RIP(ng):

- Pabota B pexunmax (RIP only): Broadcast, Multicast, Unicast
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- CyMMapu3auma n dunbTpauma MapLpyTHON MHPOPMaL MM

- YNpaBneHme MeTprKoW MapLlpyTa

- AyTeHTUdMKauma

- MaccmBHbIM MHTepdenc

- Tmbkaga peanctpubbloumns 1s/s npouecc RIP MapLpyToB OpYrMX MPOTOKOMOB
- Mopaepykka MapLUpyTU3aLMmM Ha OCHOBE MOMUTUK

Static:

- Nopoep»xka npoTtokona BFD

- PekypCUBHbIM MOUCK

- YnpaBneHne MeTpMKOM MapLlpyTa

- BO3MOXHOCTb Bbli6Opa BapuaHTa yBeAOMEHWS OTNpaBUTENo Npu 6NOKMPOBKe Tpaduka

KauecTBo o6cnyxumnsaHusa (QoS)

- 1o 8 NpropUTETHDBIX UM B3BELLUEHHbIX O4epenen Ha NopT

- L2- n L3-npurnoputmsauymda Tpaduka (802.1p (CoS), DSCP, IP Precedence (ToS))
- Mepapxmueckunim QoS

- YnpaeneHue ovepensamm: RED,GRED, SFQ, CBQ, WFQ, WRR

- MapkrpoBKa Ha BXoAe W Bbixoae

- YnpaBneHue nonocon nponyckaHusa (policing, shaping)

IPsec

- Pexxumbl «policy-based» 1 «route-based»

- PexxmMbl HKancynaumm: tunnel n transport

- Bupbl ayteHTUdMKaumu: pre-shared key, public key, xauth (ikevl only), eap (ikev2)
- Moppeprkka mobike (ikev2 only)

- Mopaepykka HabopoB KtoYel ayTeHTUbUKaLMK ike ikering

YpaneHHbIn gocTtyn (Remote Access)

- BO3MOXXHOCTb yOaneHHoro 4ocTymna K KopropatneHom cetn no PPTP, L2TP over IPsec, OpenVPN, WireGuard
- Moppepyka PPPoE-/PPTP-/L2TP-kn1eHTa

- AyTEHTUDMKALMSA Nonb3oBaTenem

- lndpoBaHme coegmHeHMIN

Be3onacHocCcTb

- MoppepyKa cnnckoB KoHTpona goctyna (ACL) Ha 6a3e L2-/L3-/L4-nonewm
- Zone-based Firewall B oByx pexkmnmax: stateful n stateless. JlormpoBaHue cpabaTbiBaHUA MpPaBUSl, CHETUMKIN
- DUNbTPaLMa NO NPUITOXKEHUAM

A
sgep-it.ru



F i OO0 «HTL, Crar»
‘-’ran m r. HoBocu6upck
yn. HosorogHas 24/1, od. 408

Ten.: +7 (383) 230 98 19
e-mail: sgep@sgep-it.ru

OTl'PH: 1165476210008

WMHH: 5402026992

KIMM: 540301001

P/c: 40702810823400001909

B ®unman «<HoBocubUpPCKMin

AO «ATbDA-BAHK» r. HoBocnbupck
K/c: 30101810600000000774

BUK 045004774

- 3awmTa oT DoS-/DDoS-/Spoof-aTak U X NorMpoBaHue

- CUCTEMa OBHaPYXKEHUS W MpeaoTBPaLLeHUs BTopxKeHUM (IPS/IDS) 1 ux normposaHue3

- CUrHaTypHbIN aHann3 NocpeacTBoM IPS B ABYX PeXKMMax: aHaIn3 TPaH3UTHOIO U 3epKariMpoBaHHOIo Tpadmkad

- Bsaumopewncteume c Eltex Distribution Manager gna nony4yeHus NMULEH3VMPYEMOIro KOHTEHTa — Habopbl NpaBu,

npepgocTtaBnaemMble Kaspersky SafeStream |14

MOHUTOPUHI U yrpaBlieHUe

- NMopoep»xKa cTaHOapPTHbIX U pacwmnpeHHbiXx SNMP MIB, RMONVI

- Zabbix agent/proxy

- AyTeHTUbMKaLMA Nonb3oBaTeNnen No nokanbHoM 6ase cpenctsamMm npoTtokonos RADIUS, TACACS+, LDAP

- 3almTa OT OLWMBOK KOHPUIYPUPOBaHUS, aBTOMaTUUYeCKOoe BOCCTaHOBIEHMe KOHOUTYypaLmm

- MHTepdencol ynpaeneHua CLI
- Mopaep»kka Syslog
- MOHMTOP MCNOMBb30BaHUA CUCTEMHbIX PECYPCOB

- Ping, monitor, traceroute (IPv4/IPv6), BbiBoO MHbOPMaLIMK O MaKeTax B KOHCOMM

- O6HoBneHue MO, 3arpyska 1 Bbirpy3Kka koHburypaumm no TFTP, SCP, FTP, SFTP, HTTP(S)

- Mopooep)kka NTP

- Netflow v5/A9N10 (akcrnopT cTtatnctnkm URL ong HTTP, host ong HTTPS)
- JlokanbHoe ynpaBfeHmne Yepes KOHCOMbHbIM MopT RS-232 (RJI-45) n OOB

- LLDP, LLDP MED

- lokanbHoe 1 yoaneHHoe coxpaHeHe KoHGUrypaumii MapLupyTmM3aTopa

SLA

- SLA-responder ona Cisco-SLA-agent

- Eltex SLA:

- 3agepyKa (0QHOCTOPOHHANA/OBYCTOPOHHSSA)

- Jitter (npsiMoi/o6paTHbIit)

- MoTeps nakeToB (NpaMan/o6paTHas/oByCTOPOHHASA)
- ObHapy)xeHWe oybnnpyroLmMxcsa NakeTos

- OBHapy>KeHne HapyLLIeHNda NoCceaoBaTelbHOCTM [OCTAaBKM MaKeToB (Mpamoe/obpaTHoe/0ByCTOPOHHEE)

Pe3epBupoBaHue U Knacrtepusauus

- VRRP v2,Vv3

- Tracking Ha ocHoBaHMKM VRRP- unun SLA-TecTa
- YnpaeneHume napametpamm VRRP

- YnpasneHue napametpamm PBR

- YnpaBneHue agMMHUCTPATUBHbLIM CTaTyCoM UHTepdelca

- AKTMBaUMA 1 OeaKTnBaLMg CTaTUYEeCKOro MapLipyTa
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- YnpaBneHue atpnbytom AS-PATH 1 preference B route-map

- DHCP failover ona pesepBupoBaHmna 6a3bl IP-agpecos, BbigaHbix DCHP-cepBepoM
- Failover Firewall onga pe3sepBurpoBaHusa ceccum Firewall u NAT

- MultiwAN

- Dual-Homing

OTKa30yCcTOM4YMBbIN KNacTep:

- MpocToTa aAMUHUCTPUPOBAHUS M UHTErPaLLMKN: CUHXPOHM3ALUMA KOHOUIYpaLWMKA, BPEMEHU, BEPCUIN, NMNLIEH3UI; Zero
Touch Provisioning (ZTP)

- Pe3epBrpoBaHUMe BCeX COeAMHEHUNM B KnacTepe

- Pe3epBrpoBaHMeE MapLUPYTM3aTOPOB (B TEKYLLEN BEPCUMM NOJLAEPXKMBaeTCAa pe3epBUMpPOBaHMe Mo cxeme «1 + T»)

CepBuUcCHI

- DHCP-knumeHT, cepBep
- DHCP Relay Option 82
- DNS resolver

-NTP

- TFTP-cepBep

- El/multilink, MogeMbl

BRAS3

- TepMMHaLMA NoNb30BaTeNeNn

- Benble/yepHble crimckn URL

- KBOoTUpOBaHKe No 06beéMy TpadKKa, No BpeMeHU CECCUU, MO CETEBbLIM MPUMOKEHUAM
- HTTP/HTTPS Proxy

- HTTP/HTTPS Redirect

- AKKayHTUHI ceccum no npoTokony Netflow

- Baaumopewncteume c cepBepamum AAA, PCRF

- YNpaBneHue nosocom nponyckaHmsa no odpumcam n SSID, ceccuam rnonb3oBatenem

- AyTeHTUdMKaumMa nonb3oBaTenen no MAC- unu IP-agpecam

Habop dyHKUMM cooTBETCTBYET Bepcum MO 1.23

1®opmMaT TpaduKa (KONMMYECTBO B CEKYHAY : pasMep Kaxgoro dpenma) — 8:74; 5:512; 7:1518
2®opmMaT TpadmKa (KONMMYECTBO B CEKYHAY : pa3Mep Kaxaoro dpenma) — 8:74; 5:512; 7:1456
3AKTUBMpPYETCA NMLEeH3nen

4Habopbl NpaBUN MNPeaoCcTaBNAoTCa Mo NOANUCKE. MUHUMaNbHbIN CPOK AeNCcTBMA noanuckm — 1 rof,.
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