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MES3316F

KommyTtaTop arperauum MES3316F

MES3316F npegHasHa4vyeH ans UCNonb30BaHUSA B

OrMepaTopCKMX CETAX B Ka4ecTBe KOMMyTaTopa
R _ YPOBHS arperauum parioHa nnu TpaHCNOPTHOro
KOMMyTaTopa. YCTPOMUCTBO MMEET 3HaUYUTENbHbIN
3anac no Npous3BoAMNTENbHOCTY Bnarogaps
yHMBepCalnbHbIM MHTepdencam. PesepBmpoBaHme
£s€ LTGX MCTOYHMKOB MUTaHKNSA C BO3MOXXHOCTbLIO FOpsAYen

3aMeHbl, Ay6nMpoBaHHas cucTeMa BEHTUNALMN.

3amMeHeH Ha MES3300-16F

OnucaHue

KommyTaTtopbl MES3316F mMcrnonb3yloT B ONepaTOpPCKMX CeTAX B KayecTBe KOMMYTaTOPOB YPOBHS arperaumu
parioHa MM TPaHCMOPTHLIX KOMMYTaTOPOB, M3-3a 3HaYMTENbHOrO 3anaca Mo MNpous3BOAUTENLHOCTU 6narogaps
yHUBepcanbHbIM MHTepdericaM, paboTaloLmM Ha ckopocTu 10 Feut/c unn 1 réeut/c.

OpHa 13 ocobeHHocTen kommyTaTtopa MES3316F - ero Hebnokupyemasi KOMMyTaUMOHHas MaTpuua, KoTopas
No3BONSET rMepefaBaTb AaHHble MeXOy MopTaMy C MOMHOW MPOMYCKHOW CMOCOBHOCTbIO 6e3 3agepXXeKk unm
NnoTepb, YTO Ba)KHO /19 CeTel C BbICOKOM Harpy3Kow.

MES3316F siBnsgeTcss KOMMYTaTOpOM YpOBHSA L3, 4To AenaeT ero maeanbHblM BbIOOPOM 019 CeTel C 60MbLIMM
KONMMYecTBOM MopceTen M KoMmnbioTepoB. OH crnocobeH obpabaTbiBaTb IP-MakeTbl M NpUHMMaTb peLlleHus o
MapLIpyTU3aLMM OaHHbIX, ONTUMU3MPYS NPOLLECC KOMMYTaLUK U obecrneymBast BbICOKYO CKOPOCTb nepepayu.

Ele ogHO npenmylecTBo KoMMyTaTopa MES3316F - 3TO CMOCOBHOCTb K CTEKUMPOBAHWIO 1O BOCbMU YCTPOWCTB.
Bnarogapsi aTOMy MOXHO cO3[aBaTb BbICOKOMNPOU3BOOUTENbHbIE W TMOKME ceTeBble MHDPACTPYKTYpPbl, 00beANHSAS
HEeCKO/IbKO KOMMYTaTOpOB B OfHY YMNpaBiseMyl eduHuLy. Takon nogxopn yrpolwlaeT yrpasfeHue ceTblo U
CHWXaeT O6LLYI0 CNOXXHOCTb €€ afiMUHUCTPUPOBaHUS.

Kpome Toro, y kommytatopa MES3316F npucyTCcTBYeT pe3epBMpPOBaHME WCTOYHUKOB MUTAHUS C PEXMMOM
"ropsiyein” 3ameHbl. 3TO O3HaAYaeT, YTO B Cllydae OTKasa OOHOro UCTOYHMKA NUTaHWUS, KOMMYTaTOp aBTOMaTUYeCKU
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NepeKioYNTCA Ha BTOPOW, He NpepbiBasi paboTy ceTu.

KommyTtaTopbl OT Eltex Moryt ucrnonb3oBaTbCcs O MMMopTo3aMelleHns o6peHpos Cisco, Huawei, Juniper
Networks B o6n1acTty TefleKoMMyHMKauUMoHHOro obopypoBaHmsa. MES3316F MoxeT BbICTyrnaTb B Ka4yecTBe aHasora
C 0OCTaTOYHbIM PYHKLIMOHANOM Ana 3aMeHbl obopynoBaHusa CISCO, rge oTCyTCTBYET TeXHMYecKas nogaepyxka Ha
PYCCKOM £13bIKE U NNLIEH3NPOBaHME.

KommyTaTop MES3316F Bbl MOXeTe KymnuTb, 06paTUBLUMCL K HalIMM MeHemKepaM. Takxe, Bbl MOXeTe MonyvnTb
KOHCY/MbTaLMIO HaLLMX KBanU®ULMPOBaAHHBIX CETEBbLIX MHXXEHEPOB, CMeLnanncToB No cepBepHOMy 0bopyaoBaHMo
WM Opyrux cneumanucToB TexXHMYeckoro oTgena. Mbl paboTtaeM no Bcen Tepputopum Poccun. Ecnm BaM
HeobxogMMO KynuTb KomMyTaTopbl Eltex MES3316F B MockBe, CaHkT-lleTepbypre, HoBocubupcke,
ExkaTepuHbypre, KasaHun, BnagmBocTtoke, KpacHopgape, Camape, OMcke M Opyrux ropogax, Mbl bygem papgpl
NMoMoYb BaM B 3TOM.

Opyrve komMmyTaTtopsl arperauum Eltex:

e MES3348
e MES3324
e MES3324F
XapaKTepucTuku
UHTepdenchbl
Kon-Bo noptoB DOWNLINK 12x1000BASE-X/100BASE-FX (SFP)
4x10/100/1000BASE-T/ 1000BASE-X/100BASE-FX Combo
1 nopt 10/100/1000BASE-T (OOB)
Kon-Bo noptoB UPLINK 4x10GBASE-R (SFP+)/1000BASE-X (SFP)

KOHCOMbHbIY NopT

RS-232 (RJ-45)

Tun DOWNLINK SFP
Tun UPLINK 10G
MpousBoguTenbHOCTb

MponyckHas cCMoCO6HOCTb 112 Iréut/c
Mpon3BoOANTENBHOCTL Ha NaKeTax OoJvHow 64 Gaiita 83 MPPS
O6beM bydepHoON NamsATH 1,5 M6ant
O6bem O3Y (DDR3) 512 M6ant
O6bem M3Y (RAW NAND) 512 M6ant
Tabnuua MAC-agpecos 16384
Konudectso ARP-3anuceir® 4023
Ta6bnumua VLAN 4094
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KonnyecTtso rpynn L2 Multicast
Konnyectso npasun SQINQ

KonnyectBo npasun ACL

KonwuyecTtso npasun IPv4/IPve ACL
KonunyectBo MapuwpyTtoB L3 IPv4 Unicast®

KonnyectBo MapuipyToB L3 IPv6 Unicast®

KonunyecTtso MapLupyToB L3 IPv4 Multicast (IGMP Proxy, PIM)3

KonuuectBo MapwpyToB L3 IPv6 Multicast (IGMP Proxy, PIM)3

Link Aggregation Groups (LAG)
Konnyectso VRRP-MapLupyT1n3aTopoB
MakcuManbHbIn pasamep ECMP-rpynn
Konnyectso VRF

KonuyectBo L3-nHTepdencon
KayecTtBo o6cnymBaHus QoS
Mopaepxkka Jumbo-dperimos

CtekupoBaHue

dusnyeckme xapaKTepUCTUKU

MNuTaHne

BapI/IaHTbI MUTaHUA

MakcuManbHasa notTpebnsemas
MOLLIHOCTb

TennosbliaeneHne
AnnapaTHasg nogpep»xka Dying Gasp

Paboyas TeMnepaTypa OKpy»XatoLLen
cpefnpl

TeMnepaTypa XpaHeHUs
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40091

3006 (ingress/egress)

3006

640/320

12864

3222

3876

1006

48, no 8 noptos B ogHoM LAG

255

8

16 (Bkntoyast VRF no ymMonyaHuio)

2048

8 BbIXO[HbIX O4Yepefen A5 KaX4oro nopta
MaKcuMarnbHbI pa3Mep naketos 10 240 6aunt

8 yCcTpouncTs

CeTb nepemeHHoro Toka: 100-240 B, 50-60 I'y;
CeTb NOCTOSAHHOr O ToKa: 36-72 B

OOVH NCTOYHUK NUTAHKUS MOCTOSHHOMO U rnepemMeHHOro Toka
,D,Ba MCTOYHUKa NMUTaHNA MOCTOAHHOIO NN NepeMeHHOro Toka Cc

BO3MOXHOCTbIO ropsivyeri 3aMeHbl

35 BT

35 BT
HeT

oT -10 go +45 °C

oT -50 po +70 °C
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Paboyas BnaXxHoCTb

OxnaxxgeHne

McnonHeHwe

FabapuTHble pa3mepsbl (LUXBxI), MM

Macca, Kr

DYHKUMK UHTepdeiicoB
o 3allnTa OT 6/10KMPOBKKM ovepeam (HOL)

Mopaepykka obpaTtHoro gasnenHus (Back Pressure)
Mopaepkka Auto MDI/MDIX

Mopaepykka cBepxO/IMHHbIX Kagpos (Jumbo Frames)

°

YnpasneHue notokom (IEEE 802.3X)

3epkanuposaHue nopTos (SPAN, RSPAN)

CTeknpoBaHue

®PyHKuMM npu pabote c MAC-apgpecamm
e HeszaBMCKMbIN pexuM 0byyeHns B kaxgon VLAN

Mopaepykka MHoroaapecHon pacchinku (MAC Multicast Support)

°

Perynupyemoe Bpems xpaHeHnss MAC-agpecoB

CtaTundeckume 3anuncu MAC (Static MAC Entries)

JlornpoBanwue co6bitnin MAC Flapping
Moppepxka VLAN
e [Nopgaeprkka Voice VLAN
o [Nlopgoepxxka 802.1Q
e [Nopaepxka Q-in-Q
o [Nloppepxka Selective Q-in-Q
e [Nopgaoep>xka GVRP
®yHKuum L2 Multicast
o [Moppepxkka npodunern Multicast
e [Moppepxka ctatndeckmx Mullticast-rpynn
e [Moppepxka IGMP Snooping v1,2,3
o Moppaepxka IGMP snooping Fast Leave Ha ocHoBe xocTa/nopTa
e [Moppepxka Pim-Snooping
o [Mogpepxka dyHKUMM IGMP proxy-report
o [loggeprkka aBTopusauum IGMP yepes RADIUS
e [Moggepxka MLD Snooping v1,2
e [Noppepxka IGMP Querier
e [Mogoep)xka MVR
DPyHKuuM L2
e Moapepxka npotokona STP (Spanning Tree Protocol, IEEE 802.1d)
e Moppepxka RSTP (Rapid Spaning Tree Protocol, IEEE 802.1w)
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e Moppepxka MSTP (Multiple Spanning Tree Protocol, IEEE 802.1s)

e [Nlogaep>kka STP Multiprocess

e [Nlopgoep>kka PVSTP+

e [Nogaep>xka RPVSTP+

o [Moppepxka Spanning Tree Fast Link option

e [Nopgaepxxka STP Root Guard

e [Noppepxxka STP Loop Guard

e [Moppepxka BPDU Filtering

e [Noppepxxka STP BPDU Guard

o Mopaepxka Loopback Detection (LBD) Ha ocHoBe VLAN
e Moponepxka ERPS (G.8032v2)

e [Nopgaepkka Flex-link

e [logaepykka Private VLAN, Private VLAN Trunk
« Mopaepxka Layer 2 Protocol Tunneling (L2PT)

®DyHKumum L3
o Ctatunyeckue IP-mapLipyThl

o pPOTOKO/bI AMHaMUYecKoi MapLupyTh3aLmm RIPv2, OSPFv2, OSPFv3, IS-IS (IPv4 Unicast), BGH (IPv4 Unicast, IPv4

Multicast)
e Moapepxka npotokona BFD (ana BGP)
e Address Resolution Protocol (ARP)
o [Moppepxka Proxy ARP

o MNopaep)kka MapLpyTM3aLMM Ha OCHOBe NONUTUKK - Policy-Based Routing (IPv4)

o [Nlopgaep)kka npotokona VRRP

e [1pOTOKOMbI AMHAMMUYECKOM MapLIpyTM3aLmnmn MynbTukacta PIM SM, PIM DM, IGMP Proxy, MSDP

e GanaHcupoBka Harpysku ECMP

e [Moppepxka dyHKUmuM IP Unnumbered

o [Nlopgpepxka npotokona GRE
®dyHkumm Link Aggregation

e CospaHue rpynn LAG

e ObbegnHeHMe KaHanos ¢ ucnosb3oBaHmeM LACP

e [Moppepxka LAG Balancing Algorithm

e Mopaepxka Multi-Switch Link Aggregation Group (MLAG)
Moppnepxka IPv6

o dyHKUMOHanbHOCTb IPv6 Host

e CoBMecTHOe ncnonb3oBaHue IPv4, IPv6
CepBUCHbIe PYHKLUU

e BupTyanbHoe TecTupoBaHue kabens (VCT)

e [lnarHocTmka onTMU4eCcKoro TpaHcmeepa

e Green Ethernet

PyHKLUMM obecneyeHns 6e3onacHoCTH

e 3alyMTa OT HecaHKLUMOHMPoBaHHbIX DHCP-cepsepos (DHCP Snooping)

e Onuusa 82 npoTtokona DHCP

e |P Source Guard
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e Dynamic ARP Inspection
e First Hop Security
e [Nloppepxxka sFlow
e [1poBepKa NoAMHHOCTM Ha ocHoBe MAC-agpeca, orpaHnyeHme Konmvyectea MAC agpecos, cTatndyeckmne MAC-afgpeca
e [lpoBepKa NOAMHHOCTM NO NopTam Ha ocHoBe 802.1x
e Guest VLAN
o Cuctema npepoTBpalleHns DoS-aTak
e CermMeHTaums Tpaduka
o dunbTpauyma DHCP-knneHToB
e [lpepoTBpalleHne atak BPDU
o dunbTpauma NetBIOS/NetBEUI
e PPPoOE Intermediate Agent
OcHoBHble ¢pYHKLUM KadecTBa o6cnykmuaHus (QoS):
e Ctatnctmka QoS
o OrpaHuyeHne CKopocTu Ha nopTax (shaping, policing)
o [loggeprkka Knacca obenyxusanus 802.1p
o Mopaepxka Storm Control ans pasnuyHoro Tpaduka (broadcast, multicast, unknown unicast)
e YnpaBneHue nonocom NponycKaHus
e O6paboTKa oYepepeli no anroputmam Strict priority/Weighted Round Robin (WRR)
e Tpu LBETA MAPKUPOBKU
e HasHavyeHne MeTok CoS/DSCP Ha ocHoBaHuu ACL
e HasHauyeHune MeTok VLAN Ha ocHoBaHun ACL
e HacTtpouika npmroputetos 802.1p gna VLAN ynpasrieHus
e [lepemapkupoBka DSCP to CoS, CoS to DSCP
e HasHaueHme meTok 802.1p DSCP gns npoTtokona IGMP
OAM
e 802.3ah Ethernet Link OAM
e Dying Gasp
e 802.1ag Connectivity Fault Management (CFM)
¢ 802.3ah Unidirectional Link Detection (npoTokon o6HapyKeHWst OfHOHaMpPaBieHHbIX JIMHKOB)
ACL (Cnucku ynpaBneHus 4OCTyrnom)
e | 2-1.3-L4 ACL (Access Control List)
o [logpepykka Time-Based ACL
e |[Pv6 ACL

e ACL Ha ocHoBe:
e [lopTa KOMMyTaTOpa

e [MpuoputeTta 802.1p

e VLAN ID

e EtherType

e DSCP

e Tyna npoTokona

e Homepa nopta TCP/UDP

e CofepxmMMoro naketa, onpegensemoro nons3osatenem (User Defined Bytes)
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OCHOBHblE GYHKLMU YrpaB/ieHuUs

[ ]

3arpyska 1 Bbirpy3ka KoHburypawmoHHoro dawna no TFTP
MepeHanpasneHne BoiBoga KoMaHa CLI B Npon3BoibHbIv dairn Ha M3Y
MpoTokon SNMP

SNTP (Simple Network Time Protocol)

NTP (Network Time Protocol)

NHTepdelic komanaHol cTpoku (CLI)

Web-unHTtepdenc

Syslog

Traceroute

LLDP (802.1ab) + LLDP MED

Bo3mo)xkHoCTb 06paboTku TpaduKa yrnpasneHus ¢ gBymsa 3aronoskamu 802.1Q
MNopnep)Ka aBTopu3aLmMm BBOOMMbIX KOMaHA ¢ noMoubio cepeepa TACACS+
YnpaBneHue JoCcTyrnom K KOMMyTaTopy — YPOBHM MPUBUNErVIA ANS MOMNb30BaTeNen
BrnoknpoBKka nHTepderica ynpasneHus

JlokanbHasa ayTeHTUdMKauna

dunbTpaums IP-agpecos ans SNMP

Knuent RADIUS, TACACS+ (Terminal Access Controller Access Control System)
dyHkumsa Change of Authorization (CoA)

CepBep SSH, cepsep Telnet

KnneHT SSH, knneHT Telnet

YoaneHHbI 3arnycK KoMaHp, nocpefctsom SSH

Mopnep»ka SSL

Moppep)kka MakpOKOMaHg

YXypHannpoBaHve BBOAMMbIX KOMaHA

CVCTEMHBIN YKypHan

DHCP Relay (Option 82)

DHCP Option 12

DHCPv6 Relay, DHCPv6 LDRA (Option 18,37)

[o6asneHue Tera PPPoE Circuit-ID

Flash File System

KomaHabl oTnagku

MexaHn3m orpaHmnyeHns Tpadpuka B ctopoHy CPU

LLindposaHme napons

BoccTaHoBneHve napons

Ping (nopoepskka IPv4/IPv6)

Cepsep DNS (Resolver)

CDyHKIJMVI MOHUTOPUHra

°

CtaTncTtnka nHtepderncon

YaaneHHbIi MOHUTOPMHI RMON/SMON

Mopnepxka IP SLA

Moppepykka MoHUTOpUHra 3arpy3ku CPU no 3agavam v no tmny Tpadpuka

MOoHUTOPUHI onepaTtuBHon naMsaTn (RAM)
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MOHUTOPUHI TEMMepaTypbl

MoHuTopmHr TCAM

CTtaHpapTbl MIB/IETF

RFC 1065, 1066, 1155, 1156, 2578 MIB Structure
RFC 1212 Concise MIB Definitions

RFC 1213 MIB Il

RFC 1215 MIB Traps Convention

RFC 1493, 4188 Bridge MIB

RFC 1157, 2571-2576 SNMP MIB

RFC 1901-1908, 3418, 3636, 1442, 2578 SNMPv2 MIB
RFC 1271,1757, 2819 RMON MIB

RFC 2465 IPv6 MIB

RFC 2466 ICMPv6 MIB

RFC 2737 Entity MIB

RFC 4293 IPv6 SNMP Mgmt Interface MIB
Private MIB

RFC 3289 DIFFSERV MIB

RFC 2021 RMONv2 MIB

RFC 1398, 1643, 1650, 2358, 2665, 3635 Ether-like MIB

RFC 2668 802.3 MAU MIB

RFC 2674, 4363 802.1p MIB

RFC 2233, 2863 IF MIB

RFC 2618 RADIUS Authentication Client MIB
RFC 4022 MIB pna TCP

RFC 4113 MIB gna UDP

RFC 2620 RADIUS Accounting Client MIB
RFC 2925 Ping & Traceroute MIB

RFC 768 UDP

RFC 791 1P

RFC 792 ICMPv4

RFC 2463, 4443 ICMPv6

RFC 4884 Extended ICMP gns nogaoep»km coobweHnin Multi-Part

RFC 793 TCP

RFC 2474, 3260 OnpepeneHne nonsa DS B 3aronoeke IPv4 n IPv6
RFC 1321, 2284, 2865, 3580, 3748 Extensible Authentication Protocol (EAP)

RFC 2571, RFC2572, RFC2573, RFC2574 SNMP
RFC 826 ARP
RFC 854 Telnet

1 34ayenme yKasaHo 519 OQHOCTOPOHHEN nepepayn

2 [na kaxporo xocta B ARP-Tabnuue cosgaeTcs 3anucb B Tabnmue MapLupyTmsaumm
3 MapuwpyTsl IPv4/IPv6 Unicast/Multicast ncnonb3sytoT oblme annapaTHbie pecypchi
4 Mopaep)kkKa npoTokona BGP npegocTtaenseTcs no nMueH3um
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