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PO ESR-20 FSTEC

DHELTEX

OnucaHune

MeykceTeBble aKpaHbl ESR-20 FSTEC A4 cepTudmumpoBaHbl denepanbHOM Cny»KO6owm No TeXHUYeCKoMy U
3KCMNOPTHOMY KoHTponto (PCTIK), 4to mo3BondaeT ncnonb3oBaTb ESR-20 FSTEC B KauecTBe MeXKCeTEBbIX 9KPAHOB TMMa
“A” 4yeTBepPTOro Knacca 3alMTbl B FOCYOAaPCTBEHHbIX OPraHM3aLUmax, BEOOMCTBEHHbIX CTPYKTYpPax, MHOOPMaLMOHHbIX
cUCTEMaX MepCcoHanbHbIX AaHHbIX M APYIMX OpraHu3aLUmsax C MoBbILEHHbIMKW TpeboBaHMAMM K Nepeaade
KOHbUMAEHUManbHbIX AaHHbIX (MoapobHee YmnTamTe B cTaTbe). aHHaa Moaens nMmeeT 2 Combo-nopTa
10/100/1000BASE-T/I0D00BASE-X SFP (LAN/WAN) 1 2 nopTa Ethernet 10/100/T000BASE-T (LAN/WAN). ESR-20 FSTEC
noanep»XMBaAET OpraHmM3aLmnto TeppuUtTopmanbHo-pacnpeneneHHbix ceter (WAN). C ero NnoMoLLbk KOMMAHMKM MOTYT
Nerko coeAMHATb yaaneHHble odUchl U GUnmManbl, Co3faBas HagexxHoe B3aMMoaencTeme Mexay HUMMM, 9TO 0COBEHHO
BaXXHO A9 MpeanpuaTMii, KOTopble BeayT AeATeNbHOCTb B Pa3HbIX reorpaduryecKkmx MecTax 1 Hy>KgatoTcs B
CTabunbHOM CBA3KM MeXkay noapasneneHnsaMu. He octatotcs 6e3 BHUMaHMA U QYyHKLMKM obecnedeHnsa ceTeBom
6e3onacHoCTU. MexceTeBoM akpaH ESR-20 FSTEC ocHalleH WUPOKUM HabopOoM MHCTPYMEHTOB A/19 3aLUThI
BHYTPEHHEN CeTU KOMMaHWM OT BHELWHMX Yrpo3. B yncne sTux MHCTPYMeHTOB—annapaTHoe yCKopeHMe 06paboTKum
OAHHbIX, YTO 3HAYUTENbHO MOBbILWAET MPOMU3BOONTENBHOCTb YCTPOMCTBA U CHIKAET 3a4ePXKKM NpU obpaboTke
60nbLIoro o6bemMa ceteBoro Tpadmka. g MOHUTOPUHIA U NpeaoTBpalleHna ceTeBbiX aTak ESR-20 FSTEC BkntodaeT
PYHKLMU cUCTEMbI NPedoTBpaLleHns BTopyKeHnM (IPS) 1 cucteMbl o6Hapy»keHUsa BTopykeHui (IDS). 3Tn cuctemsl
onepaTUBHO BbISBAAIOT U BMIOKMPYIOT MOLO3PUTENBbHY aKTUBHOCTb B CETH, 3aLUMLLAa KOPNopaTUBHbIE AaHHbIE U
obecneumBad 6e3onacHOCTb NT-MHPPaCTPYKTYpPbl. MeXceTeBOW 3KpaH TakKe NpenocTaBnaeT BO3MOMXHOCTb
MOCTPOEHMA 3alLMLLIEHHOrO NepmuMeTpa ceTu, Takme Kak Network Address Translation (NAT) u firewall. C momoLlpbto
NAT KOMMaHMKM MOTFYT NErko OpraHmn3oBaTb AOCTYM K MHTEPHETY BHYTPU CETU, CKPbliBas BHYTPeHHMe |IP-agpeca oT
BHeLWHWX Nonb3oBaTenewn. Firewall rmbko HacTpamBaeT Npasumnia GUnbTpaumm TpadmKa, orpaHnMYmMBas OOCTYM K
KPUTUYECKM BaXKHbIM pecypcaM U npenoTBpaLlasg HECaHKLMOHWMPOBaHHbIE MPOHUMKHOBEHMSA. MexXceTeBble 3KPaHbl OT
Eltex MoryT ncnonb3oBaTbcsa Ana MMnopTosamelleHus 6peHaos Cisco, Huawei, Juniper Networks B o6nactu
TEeNeKOMMYHUKaLMOHHOIro 060pyA0BaHUS, FOe OTCYTCTBYEeT TEXHMUecKas NOAOEPIKKA Ha PYCCKOM s3biKe U
nuLeH3npoBaHKe. MexkceTeBol akpaH ESR-20 FSTEC Bbl MOXKeTe KyMnTb, 0BpaTUBLLUMCH K HALLMM MeHeOyKepaM.
TakKe, Bbl MOXETE MOSTyUYMTb KOHCYNbTALMIO HaMX KBANUPULIMPOBAHHbIX CETEBbLIX MHXXEHEPOB, CreLnanmMcToB No
cepBepHoOMy 0bopyaoBaHMIO U APYIMX CNeLManmMcToB TeXHMUYeCKoro otaena. Mbl paboTaeM Mo BCel TeppUTopmmn
Poccumn. Ecnv BaM HeobXxoamMMo KynnTb MexkceTeBow aKpaH Eltex ESR-20 FSTEC B Mockse, CaHKT-eTepbypre,
HoBocmnbupcke, EkaTepuHbypre, KaszaHu, Bnagnsoctoke, KpacHonape, CaMape, OMcKe 1 OpYyrnx ropofax, Mbl 6yaem
padbl MOMOYb BaM B STOM.

- ESR-21 FSTEC
- ESR-100 FSTEC
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- ESR-200 FSTEC
XapaKTepuUCTUKn
UHTepdenchl
Combo T01001000BASE-TIO00BASE-X 2
Ethernet 101001000BASE-T 2
uUsB 2.0 1
USB3.0 1
Console (RJ-45) 1
CnotT ong microSD-kapT 1
MakcKrManbHaga noTpebnaemMas MOLLIHOCTb 25 Bt
MuTaHme 100-264 B AC, 50-60 'y,
MHTepBan pabo4yunx TeMnepaTyp oT -10 go +45 °C
MNHTepBan TeMnepaTypbl XpaHeHUs oT -40 go +70 °C
OTHOCUTENbHaga BNa)XHOCTb MPW 3KCryaTaumm He 6onee 80 %
OTHOCUTENbHAA BNAYXHOCTb MPUW XPaHEHUN oT10 095 %
FaGaputbl (LU ? B2 T), MM 2677447212
Macca 2 Kr
Cpok cny»6bl He MeHee 15 neT

MNMpoussoanTenbHOCTb

- MpowssogunTensHocTb Firewall/NAT/mMapLupyTusaunm (penmbl 1518B) - 3,6 F6uT/c; 295,4k nakeTos/c
- MpoussoauTensHocTb Firewall/NAT/MapupyTusaumm (IMIX) - 1,7 F6uT/c; 316,9k nakeTos/c

- MpowsBoanTensHoOCTb L2-koMMyTauum (bpenmbl 1518B) - 6,5 F6uT/c; 535,7k nakeTos/c

- MpowussoaunTensHocTb IPsec VPN (bperMbl 1456B) - 504,2 M6uT/c; 43,3k nakeTos/c

- MpowussoaunTensHocTb IPsec VPN (IMIX) - 279,4 M6uT/c; 52,6k nakeTos/c

- Mpoun3BoaNTENBHOCTb OOHOIO |Psec-TyHHens (bpelmbl 1456B) - 262,5 M6uT/c; 22,5k naketos/c
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- MpowusBoanTensHOCTb ogHOro |Psec-TyHHens (IMIX) - 148,8 M6uT/c; 27,8k nakeToBs/c
- MpowussogunTensHocTb IPS/IDS 10k npasun - 95,2 M6uT/c; 19,7k nakeTos/c

- MpowussoanTenbHOCTb KOMMyTaLmMm MPLS L2VPN (IMIX) - 2,1 FéuT/c; 391k nakeTos/c

- MpoussoanTenbHOCTb KOMMyTaLMu MPLS L3VPN (IMIX) - 1,06 F6uT/c; 196k nakeTos/c
- CTaTndeckume MapLpyThl - 11k

- KonnyectBo KOHKYpPEHTHbIX ceccuii - 2,.940M

- Konmnyectso Mapuwpytos BGP - 2,5M

- VRF - 32

MoakniovyaemMble UHTEepPdENCDI

- USB 3G/4G/LTE-MoneM
- E1 TopGate SFP

KnneHtbl Remote Access VPN

- PPTP/PPPoE/L2TP/OpenVPN/IPsec XAUTH
CepBep Remote Access VPN

- L2TP/PPTP/OpenVPN/IPsec XAUTH
Site-to-site VPN

- IPsec: pexxmnmbl «policy-based» 1 «route-based»

- DMVPN

- AnropuTtmbl WindposaHma DES, 3DES, AES, Blowfish, Camellia
- AyTeHTUdUKauma cooblleHum IKE MD5, SHA-T, SHA-2

TyHHenunpoBaHue

- IPOGRE, EOGRE

- IPIP

- L2TPV3

- LT (inter VRF routing)

DdOyHKUUM L2

- KommyTauma nakeTtoB (bridging)

- Arperauus nHTepdemncos LAG/LACP (802.3ad)
- Mopoeprkka VLAN (802.1Q)

- lornyeckune nHtepdemncol

- LLDP, LLDP MED

A
sgep-it.ru



4 4

~~ OO0 «HTL, CI3aM» OI'PH: 1165476210008
‘-’ran m r. HoBocubupck MHH: 5402026992
yn. HosorooHas 24/, od. 408 KTIM: 540301001
Ten. +7 (383) 2309819 P/c: 40702810823400001909
e-mail: sgep@sgep-it.ru B ®unmnan «HoBocUBUPCKMIA»

AO «ATbDA-BAHK» r. HoBocnbupck
K/c: 30101810600000000774
BNK 045004774

- VLAN Ha ocHoBe MAC
DyHKuMM L3 (IPv4/IPV6)

- TpaHcnauma agpecoB NAT, Static NAT, ALG

- CTaTnyeckme MapLUpyThl

- MpoToKonbl AnHaMUYecKoM MapLpyTusaummn RIPV2, OSPFV2/3, I1S-IS, BGP
- DunbTpauma MaplpyTos (prefix list)

- VRF

- Policy Based Routing (PBR)

- BFD onga BGP, OSPF, ctaTuyeckmnx MapLUpyToB

BRAS (IPoE)1

- TepMUHaUKMAa Nonb3oBaTenen

- Benble/duepHble cnnckm URL

- KBOTUpOBaHMe Mo 06beMy TpadurKa, Mo BPEMEHU CECCUM, MO CETEBLIM MPUIOXKEHUAM
- HTTP/HTTPS Proxy

- HTTP/HTTPS Redirect

- AKKayHTUHTI ceccuin no npoTtokony Netflow

- BzanmMmopgencTBume c cepBepamm AAA, PCRF

- YnpaBneHue nonocomn nponyckaHma no opmcam m SSID, ceccmam nonb3oBaTenen

- AyTeHTUdMKaumMsa nonb3oBaTtenem no MAC- unu |IP-agpecam

®DYHKLUMU ceTeBOM 3aLLumThl

- CucTeMa 0BHapy>KeHWs 1 NpeaoTBpaLleHnsa BTopxeHn (IPS/IDS)1

- BzanmopencTteume c Eltex Distribution Manager onga nony4yeHms NMUeH3npyeMoro KoHTeHTa — Habopbl MpaBus,
npepnoctapnsaemMole Kaspersky SafeStream 11

- Web-dunbtpauma no URL, no cogep>xkmumMomy (cookies, ActiveX, JavaScript)

- Zone-based Firewall

- DunbTpaumsa Ha 6ase L2/L3/L4-nonem 1 rno npunoxxeHnam

- Moppepyka crncKoB KoHTpona goctyna (ACL) Ha 6a3e L2/L3/L4-nonemn

- 3awwmTa oT DoS/DDoS-aTak 1 ornoselleHMe 06 atakax

- NTornpoBaHme cobbITUI aTakK, cobbITU cpabaTbiBaHUA MPaBU

KauecTBo o6cnyxunsaHusa (QoS)

- 1o 8 NpropUTETHbBIX UM B3BELUAHHbIX o4epenemn Ha nopT

- L2- n L3-npuoputmsauymda tpadumka (802.1p (cos), DSCP, IP Precedence (tos))
- MpepoTBpalleHme neperpyskn odepenen RED, GRED

- CpeacTBa MmepeMapKMpoBaHUAa MPUOPUTETOB

- MpuMeHeHMne NonnTUK (policy-map)
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- YnpaBneHue nonocom nponyckaHma (shaping)
- Mepapxmueckunim QoS
- MapkunpoBKka ceccmi

YnpaeneHue IP-agpecaumnei (IPv4/IPv6)

- CtaTmnyeckue IP-agpeca

- DHCP-knuneHT

- DHCP Relay Option 82

- BcTpoeHHbIN cepBep DHCP, nogaepykka onumm 43, 60, 61, 150
- DNS resolver

- IP unnumbered

CpepctBa o6ecrneyeHUs HAAEXHOCTU CeTH

- VRRP v2,v3

- Tracking Ha ocHoBaHMKM VRRP- unun SLA-TecTa

- YnpaeneHue napametpamm VRRP

- YnpaBneHuve napametpamm PBR

- YnpaBneHve agMMHUCTPATUBHbBIM CTaTyCOM UHTepdenca

- AKTMBaLMSa M JeaKTUBaLMa CTaTUYECKOro MapLupyTa

- YnpasneHue atpnbytom AS-PATH 1 preference B route-map

- BanaHcmpoBka Harpysku Ha WAN-nHTepdelcax, nepeHanpaBrieHe NOTOKOB AaHHbIX, MepeKntodeHre npu oueHKe
KayecTBa KaHana
- Pe3zepBupoBaHue ceccum firewall

MOHUTOPUHI U ynpaBneHue

- Mopooep)kka cTaHOAPTHbIX U pacllinpeHHbix SNMP MIB, RMONVI

- BcTpoeHHbIn Zabbix agent

- AyTeHTUdMKaLUMA MoNb3oBaTeien No NnokanbHoM 6a3e cpeacTtesaMu NpoTokonos RADIUS, TACACS+, LDAP
- 3aLlUMTa OT OLMBOK KOHOUTYPUPOBAHUSA, aBTOMaTUYECKOe BOCCTaHOBNEHWE KOHPUTYpPaLMM. BOo3MOXHOCTb cHpoca
KOHDUrypaumm K 3aBOACKMM HAaCTPOMKaM

- MHTepdencol ynpasneHma CLI

- NMopoeprkka Syslog

- MOHUTOP MCMNOMb30BaHWA CUCTEMHbIX PECYPCOB

- Ping, traceroute (IPv4/IPv6), BbIBOg, MHPOPMaLMM O MaKeTax B KOHCOMM

- O6HoBneHue MO, 3arpyska 1 Bbirpy3Ka koHburypaumm no TFTP, SCP, FTP, SFTP, HTTP(S)

- NMopoep>kka NTP

- Netflow v5/V9/V10 (skcnopT ctatucTtukm URL ans HTTP, host ong HTTPS)

- JlokanbHoe ynpaBfeHMne 4epes KOHCOMbHbIM MopT RS-232 (RJ-45)
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- YpaneHHoe ynpaBsneHue, npoTtokorsbl Telnet, SSH (IPv4/IPv6)
- BbiBOog MHOPMaLMKM Mo cepBucamM/npoLeccam
- NTokanbHoe/yoaneHHoe coxpaHeHne KoHdUrypaLmin MapLupyTusatopa

DyHKUUUN KOHTponsa SLA

- Eltex SLA

OueHKa NapaMeTpoB KaHaNoB CBA3M:

- Delay (one-way/two-way)

- Jitter (one-way/two-way)

- Packet loss (one-way/two-way)

- KoaddmumeHT olwnbok B nakeTax

- HapylweHune nocnepoBaTeNbHOCTM JOCTaBKM MaKeTOB

MPLS

- Mopooep)kka npoTtokona LDP

- Mopoep»xka L2VPN VPWS

- Mopoeprkka L2VPN VPLS Martini Mode

- Mopoeprkka L2VPN VPLS Kompella Mode
- Mopooep»xka L3VPN MP-BGP

Habop dyHKUMK cooTBeTCTBYET Bepcum MO 1.5.7

TAKTUBUMpPYETCA NULLEH3NEN
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