CepBUCHbIE MapPLUPYTUN3aTOPbI

1Q26

ESR-3150

NHTepdeiicsl
8 x 1G Combo
4 x 10G SFP+

I pon3BOANTENIBHOCTb

FW - 10,5 réut/c (IMIX)
IPsec - 2,16 F'éut/c (IMIX)

3Q26

ESR-15R-4G

NHTepdeiichl

4x1G

2x1G SFP

4G mogem

Cat 12

2 cnota noa SIM KapThbl

ESR-31-4G

NHTepdeicsl

8x1G

2 x10G SFP+

6 x 1G SFP

4G moaem

Cat 12

2 cnota nop SIM KapThl




Software ESR service router

1Q26

= BGP atomic aggregate v aggregator (noggep>xxka atpnbytos atomic aggregate v
aggregator)

BGP confederation (pasgeneHue AS Ha NoACUCTEMDBI)

ACL per traffic L2 (nprmeHeHue ACL ana DCHP, ARP nakeTtoB 1 T.4.)

NMpocmoTp nHpopmauumm VRRP rpynn ¢ pa3Hbix VRF (Yepe3 ogHy KoMmaHAy)

NTP in VRF (3agaHune ncrouHmka NTP cepepa BHyTpu VRF)
BFD per LDP

YyeT 3aros1I0oBKOB NMpu pacyeTe NMPonycKHo cnocobHocTu (QoS)
(Taknx 3arosoBkKoB Kak: QinQ, Dot1q wn 1.4.)



Software ESR service router

2Q26

s PIM-SM (TpaHcnsayma multicast Tpaduka)

= Hymepauwmsa SLA c U/N (HacTpoiika SLA TeCcTOB Ha KaXA0M HOHUTe KiacTepa
6e3 co3aaHus obuero SLA TecTta)

= BGP Route Flap Damping (RFC 2439)
= PBR resolve-recursive per ip next-hop (pekypcmBHble 3anpockl No noucky next-hop)

= Max-metric router-LSA on startup (3agaHne MakCMMasibHON METPUKU
npu aHoHcpoBaHy OSPF mapLupyToB)

= NAT Proxy ARP (nogaep>xka VRRP nHTepdencoB B cxeme proxy-arp)

= Front-door VRF gns IPsec VTl TyHHens (ucnonb3oBaHue VTl TyHHeNs B namespace)



Software ESR service router

4Q26

s Community-list per Route-map (MmMeHOBaHHbIE CNNCKM community /159 NCNO0Ib30BaHMSA B route-map)
= BGP Additional-path (ncnonb3oBaHVe HEeCKONbKNX MapLUPYTOB A4J11 O4HOI0 ceTeBOro rnpedukca)

s RPVSTP (6nokmnpoBka nopTa B pamkax onpegesieHHoro VLAN)

= Floating Static Route (Mcnonb30BaHKe cTaTUYECKUX MapPLUPYTOB B KauecTBe pe3epBHbIX)

= Unicast Reverse Path Forwarding (URPF) (3awmTa ot cnyduHra IP-agpecoB)

e CyeTUMKUM gna Kaxkaoro npaswvia ACL

e REST API (nonyyeHme gaHHbIX C MapLUPYT13aTOPOB)

=« Dynamic Virtual Template Interface (DVTI)

= Remote Access VPN IKEv2/IPsec P2mP (VPN cepBep g/151 KNINEHTCKNX MOAK/TIHYEHUNN)



Software ESR service router
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s Per-tunnel-QoS ansa kaxgoro Spoke

« DMVPN tunnel Health monitoring (pesepsnpoBaHue noaxkntoveHn Spoke Kk Hub)

Multipath mapwpyTtsl B DMVPN (co3aaHue nupoB 13 multipath mapwpyTtoB npuv ncnonbsoBaHmnun
OSPF B DMVPN cloud)

Nepexop Ha MultiPath (yxoa ot MultiWwAN)
Web-interface (Object group/ACL, interfaces, DNS, NAT, NTP, AAA, Security zone)



Software ESR rirewal
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e Certification Authority (ncnons3osaHue ESR B ponu PKI cepBepa gnsa IPsec coeguHeHWi)
s Source-address ana DNS (yka3aHue src-add ansa DNS cepBepa)
e WWn¢posaHme SNMP Community B KOHPUrypaumoHHom aine

s NMpumeHeHune nonnTtuk Firewall no pacnucaHuio



Software ESR rirewal
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s GeolP (punbTpaumsa Tpaduka rno reornosmunn)

e Fail2Ban (3awuTa o1 aTtak meTogoM bpyTdopc)

= BGP FlowSpec

= Pa6oTta PKI cepBepa B KauecTBe npomMme)xyTouHoro LieHTpa cepTnpmnkauumn

O6HoBNeHue Suricata 8



Software ESR rirewal
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= Mpussaska ceptudpukaToB K KoHKpeTHOMY VPN
e IPv6 B VTI

s CkaumBaHue npaswu IPS/IDS yepes HTTP(s) Proxy



Software ESR rirewal
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s User-Based Firewall (punbTpauuvs Tpadpuka no nonb3osartensimMm v rpynram)
s HTTPS Proxy (dunbtpauymsa HTTPS Tpaduka)



