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Bepcua Jara sbinycka CopeprKaHne UsmeHeHui
HOKYMEHTa
Bepcua 1.37 26.12.2025 CuHxpoHusaums c sepcueit NO 4.0.26
Bepcua 1.36 17.11.2025 CuHxpoHusaums c sepcueli N0 4.0.25.5
Bepcua 1.35 19.09.2025 CuHxpoHusaums c sepcueli N0 4.0.25.3
Bepcua 1.34 15.08.2025 CuHxpoHusaums c sepcueli N0 4.0.25.2
Bepcua 1.33 22.07.2025 CuHxpoHusaums c sepcueli N0 4.0.25.1
Bepcua 1.32 27.06.2025 CuHxpoHusaums c sepcueii NO 4.0.25

N3meHeHbl pasgensl:

4.1 CuctemHble pecypcbl

6.4 HacTtpolika voice vlan

16.1 ®yHKUMM obecneyeHns 3aLnTbl NOPTOB
Bepcua 1.31 07.05.2025 CuHxpoHusaums c sepcueli N0 4.0.24.5
Bepcua 1.30 19.02.2025 CuHxpoHusaums c sepcueli N0 4.0.24.1
Bepcua 1.29 03.12.2024 CuHxpoHusaums c sepcueri NO 4.0.23.6

[JobaBneHbl pa3aensi:

3.7 Pe3epBurpoBaHne KOHPUIypaLmum
Bepcua 1.28 07.10.2024 CuHxpoHusaums c sepcueli N0 4.0.23.5
Bepcua 1.27 12.08.2024 CuHxpoHusaums c sepcueli N0 4.0.23.1

MU3meHeHbl pa3aensl:

6.2 KoHdurypumposarue VLAN
Bepcua 1.26 04.06.2024 CuHxpoHusaums c sepcueli N0 4.0.22.7
Bepcua 1.25 07.03.2024 CuHxpoHusaums c sepcueii N0 4.0.22
Bepcua 1.24 19.12.2023 CuHxpoHusaums c sepcueli N0 4.0.21.7
Bepcua 1.23 20.10.2023 CuHxpoHusaums c sepcueli N0 4.0.21.5
Bepcua 1.22 09.08.2023 CuHxpoHusaums c sepcueii N0 4.0.21

U3meHeHbl pasaenst:

3.6 O6HOBNEHME NPOrPaMMHOro obecneyeHusn

4.1 CuctemMHble pecypcbl

10.2 HacTpoika npoTokona Spanning-tree

12.1 Mexanusm AAA

16.5 MposepKa NOAJMHHOCTU KIMEHTA HA OCHOBE NopTa

(802.1x)

JobaneHbl pasaensi:

3.3 Pabora c SFTP- 1 SCP- cepBepamu

3.4 3arpy3Ka Ha YCTPOMCTBO daina NMueH3nm

6.6 HacTpolika pyHKumnm Flex-link
Bepcua 1.21 28.04.2023 CnHxpoHu3auma c sepcueit MO 4.0.20
Bepcua 1.20 20.01.2023 CnHxpoHusauma c sepcuen N0 4.0.19

N3meHeHbl pasgensl:

3.1 CoxpaHeHue KoHbuUrypaumm

3.2 Pabota c TFTP-cepBepom

3.6 O6bHOBNEHME NpPOrPamMMHOro obecneyeHun
Bepcua 1.19 16.12.2022 CnHxpoHu3auma c sepcueit MO 4.0.18.4
Bepcua 1.18 29.11.2022 CnHxpoHu3auma c sepcueit MO 4.0.18.2
Bepcua 1.17 29.07.2022 CnHxpoHu3auma c sepcuent N0 4.0.18
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N3meHeHbl pasgens:
10.2 HacTpoWKka npoTokona Spanning-tree

Bepcua 1.16 27.06.2022 CuHxpoHusauma c sepcueli N0 4.0.17

N3meHeHbl pasgens:

4.1 CucteMHble pecypcbl

4.2 CuctemHble napameTpbl

6.2 KoHdurypumposaHume VLAN

13 3epKannposaHue nopTos

14.2 JnarHoCTMKa ONTUYECKOro TpaHcueepa
Bepcua 1.15 01.04.2022 CuHxpoHusauma c sepcueii N0 4.0.16.14
Bepcua 1.14 28.02.2022 CuHxpoHusauma c sepcumeli N0 4.0.16.13
Bepcuna 1.13 12.01.2022 CuHxpoHusauma c sepcumeii N0 4.0.16.11
Bepcua 1.12 12.11.2021 CuHxpoHusaums c sepcueii N0 4.0.16.5
Bepcua 1.11 12.10.2021 CuHxpoHusauma c sepcueii N0 4.0.16.4
Bepcna 1.10 31.07.2021 CuHxpoHusaums c sepcueii N0 4.0.16.2
Bepcua 1.9 30.03.2021 M3meHeHbl pasgensl:

19.2 Cratuctnka QoS
Bepcua 1.8 02.03.2021 CunxpoHusaums c sepcmen MO 4.0.15.3
Bepcua 1.7 10.02.2021 N3meHeHbl pasgensl:

6.1 MapameTpsbl Ethernet-untepdelicos
Bepcna 1.6 28.11.2020 N3meHeHbl pasgensl:

10.2 HacTpoWka npoTokona Spanning-tree
Bepcua 1.5 27.10.2020 JobasneH pasgen:

18 KoHdwurypauma 3awmTtbl ot DoS-aTak
Bepcna 1.4 16.10.2020 CuHXxpoHu3auma c sepcueir 4.0.14.2
Bepcuna 1.3 14.09.2020 N3meHeHbl pasgensl:

16.3 3awmTa IP-agpeca knuneHTa (IP source Guard)
Bepcua 1.2 19.02.2020 Job6asneHbl pasgens:

4.3 MapameTpbl CTEKA

8 Hactpoiika IPv6-agpecaumm

15 dnekTponuTaHue no nMHuam Ethernet (PoE)

MN3meHeHbl pasgensl:

1 Hactpoiika SNMP-cepBepa v oTnpaBku SNMP-TRAP

2 KpaTtkune o603HayeHun

4.1 CuctemHble pecypcbl

4.2 CucteMHble napameTpbl

4.4 YnpaBieHWe YyCTPOMNCTBOM

5 HacTpoWKa cMcteMHoro BpemeHm

6.1 MapameTpsbl Ethernet-untepdelicos

6.3 Hactpolika u moHuTopuHr errdisable-coctonaHua

10.2 Hactpoiika npoToKko/a Spanning-tree

12.1 MexaHusm AAA

12.2 Hactpoitka goctyna

13 3epKanunposBaHue NopToB

16.6 MexaHn3am obHapyxeHus netens (loopback-detection)
Bepcuna 1.1 13.07.2018 MepBana nyb6anKaums.
Bepcua No 4.0.26
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YCNOBHbIE OBO3HAYEHUA

0O603HauyeHue

OnucaHue

[

B KBa4paTHbIX CcKobKax B KOMaH,D,HOﬁ CTPOKe YyKa3blBakoTCA Heobs3aTeNbHble
napameTpbl, HO X BBO NpeaoCTaBaAET onpeaeneHHble A40NO/IHUTE/IbHbIE ONUNN.

{} B ¢urypHbIx ckobKax B KOMaHAHOM CTPOKe YKa3blBatoTca 0bs3aTesIbHble NapaMeTpbl.
«,»

n [aHHble 3HaKM B ONMCAHUN KOMaHAbl UCMOb3YIOTCA AN YKa3aHUA AMana3oHOB.

«|» [aHHbI 3HAK B ONMCAaHUN KOMaHAbl 0603HaYaeT «Man».

«/» [aHHbI 3HaK NPU YKa3aHUM 3HAYEHUI NepeMeEHHbIX Pa3aeNfieT BO3MOXKHbIe 3HaYeHUn

1 3Ha4YeHnA No YMO4aHUIO.

Kypcue Calibri

Kypcusom Calibri ykasbiBaloTca nepemeHHble AW NapameTpbl, KOTopble HE06X0ANMO
3aMEHUTb COOTBETCTBYIOLLMM C/I0OBOM MU CTPOKOWA.

MonyxcupHeliii Kypcue

MoNyKMPHbIM KYPCUBOM BblAENEHbI NMPUMEYAHNA U NPeayNpeXKaeHNs.

<lMonyxcupHuolii
Kypcus>

MoNYKMPHbIM KYPCMBOM B Yr/I0BbIX CKOBKax YKa3blBAlOTCA Ha3BaHWA KAasBuULL Ha
Knasumatype.

Courier New

MonyxunpHbim wpndptTom Courier New 3anucaHbl NPUMepbl BBOAA KOMAHA,

MpumeyaHua 1 npegynpexaeHus

MpumeyaHuA coaeprKaT BarKHYI0 UHGOPMaLUIO, COBETbI UM PEKOMEHAALUM No
MCNOJIb30BaHUIO U HAaCTPOIiKe YCTPOMCTBA.

MpeaynpexaeHna MUHGOPMUPYIOT NO/Ib30BATENA O CUTYaALUAX, KOTOPbIe MOTYT HAHECTU Bpea,
' YCTPOWUCTBY MU YeNOBEKY, MPUBECTU K HEKOPPEKTHOM paboTe yCTPOMCTBA MM NOTEPE AaHHDIX.
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1 HACTPOWKA SNMP-CEPBEPA U OTIMPABKM SNMP-TRAP

snmp-server server
snmp-server community public ro

snmp-server community private rw

snmp-server host 192.168.1.1 traps version 2c private

2 KPATKMUE OBO3HAYEHUA

ifindex — nHaekc nopra;

MoxeT NPUHUMATbL chegyroume sHa4eHnA:

1. KommyTtaTtopbl goctyna
Mogenb KommyTaTopa UHpeKcebl

- MHAeKcbl 49-96 — gigabitethernet 1/0/1-48;

- MHAeKcbl 157-204 — gigabitethernet 2/0/1-48;

- MHAeKcbl 256-303 — gigabitethernet 3/0/1-48;

- MHaeKcbl 373-420 — gigabitethernet 4/0/1-48;
MES2308 - MHaeKcbl 481-528 — gigabitethernet 5/0/1-48;
MES2308R - MHAeKcbl 589-636 — gigabitethernet 6/0/1-48;
MES2308P

- MHAOEKCbl 697-744 — gigabitethernet 7/0/1-48;
MES2324 - nHaeKcbl 805-852 — gigabitethernet 8/0/1-48;
MES2324B - MHaekKcbl 105-108 — tengigabitethernet 1/0/1-4;
MES2324F . .

- MHAeKcbl 213-216 — tengigabitethernet 2/0/1-4;
MES2324FB
MES2348 - MHAeKcbl 321-324 — tengigabitethernet 3/0/1-4;
MES2348B - uHAeKcbl 429-432 — tengigabitethernet 4/0/1-4;
MES2324P - MHAeKcbl 537-540 — tengigabitethernet 5/0/1-4;
MES2348P - MHAOEKCbl 645-648 — tengigabitethernet 6/0/1-4;

- MHAeKcbl 753-756 — tengigabitethernet 7/0/1-4;

- MHAeKcbl 861-864 — tengigabitethernet 8/0/1-4;

- nHaekKcbl 1000-1047 — Port-Channel 1/0/1-48;

- uHAaekcbl 100000-104095 — VLAN 1-4096.

2. KommyTaTopb! arperaumm
Mopaenb KommyTtaTopa UHAaeKebl

MES3324 - nHaeKcbl 49-96 — gigabitethernet 1/0/1-48;
MES3324F - MHaeKcbl 157-204 — gigabitethernet 2/0/1-48;
MES3308F - MHAeKcbl 256-303 — gigabitethernet 3/0/1-48;
MES3316F
MES3348 - MHAeKcbl 373-420 — gigabitethernet 4/0/1-48;
MES3348F - MHAeKcbl 481-528 — gigabitethernet 5/0/1-48;
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- MHaeKcbl 589-636 — gigabitethernet 6/0/1-48;

- MHAeKcbl 697-744 — gigabitethernet 7/0/1-48;

- MHaeKcbl 805-852 — gigabitethernet 8/0/1-48;

- MHaekKcbl 105-108 — tengigabitethernet 1/0/1-4;
- nHaekcbl 105-108 — tengigabitethernet 1/0/1-4;
- MHAeKcbl 213-216 — tengigabitethernet 2/0/1-4;
- MHAeKcbl 321-324 — tengigabitethernet 3/0/1-4;
- MHAeKcbl 429-432 — tengigabitethernet 4/0/1-4;
- MHAeKcbl 537-540 — tengigabitethernet 5/0/1-4;
- MHAEeKcbl 645-648 — tengigabitethernet 6/0/1-4;
- MHAeKcbl 753-756 — tengigabitethernet 7/0/1-4;
- MHAeKcbl 861-864 — tengigabitethernet 8/0/1-4;
- HAeKcbl 1000-1047 — Port-Channel 1/0/1-48;

- nHaekKcbl 100000-104095 — VLAN 1-4096.

3. MHAOyCTpUanbHble KOMMYTATOPbI
Mogaenb KommyTaTopa MHpeKcbl

- MHAeKcbl 49-76 - gigabitethernet 1/0/1-28;
- MHAeKcbl 157-184 - gigabitethernet 2/0/1-28;
- MHAOEKCbl 256-283 - gigabitethernet 3/0/1-28;
- MHaekKcbl 373-400 - gigabitethernet 4/0/1-28;

MES2328lI

MES3508 - MHaeKcbl 481-508 - gigabitethernet 5/0/1-28;

MES3508P - MHAeKcbl 589-616 - gigabitethernet 6/0/1-28;

MES3510P - MHAEeKcbl 697-724 - gigabitethernet 7/0/1-28;
- nHaekKcbl 805-832 - gigabitethernet 8/0/1-28;
- nHaekKcbl 1000-1047 — Port-Channel 1/0/1-48;
- nHaekceol 100000-104095 — VLAN 1-4096.

4, KommyTtatopbl gna LO/,

Mopaenb KommyTtaTopa UHaeKebl

- MHAeKcbl 1-24 — tengigabitethernet 1/0/1-24;

- MHAeKcbl 53-76 — tengigabitethernet 2/0/1-24;

- MHaeKcbl 105-128 — tengigabitethernet 3/0/1-24;
- MHAeKcbl 157-180 — tengigabitethernet 4/0/1-24;
MES5324 - nHaekKcbl 209-232 — tengigabitethernet 5/0/1-24;
- MHAeKcbl 261-284 — tengigabitethernet 6/0/1-24;
- nHaekcbl 313-336 — tengigabitethernet 7/0/1-24;
- MHAeKcbl 365-388 — tengigabitethernet 8/0/1-24;
- MHAeKcbl 25-28 — fortygigabitethernet 1/0/1-4;
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- nHaekKcbl 77-80 — fortygigabitethernet2/0/1-4;

- nHaekKcbl 129-132 — fortygigabitethernet3/0/1-4;
- MHaeKcbl 181-184 — fortygigabitethernet4/0/1-4;
- MHaeKcbl 233-236 — fortygigabitethernet5/0/1-4;
- MHAOeKcbl 285-288 — fortygigabitethernet6/0/1-4;
- nHaekcbl 337-340 — fortygigabitethernet7/0/1-4;
- MHaeKcbl 389-392 — fortygigabitethernet8/0/1-4;
- nHaekcbl 1000-1047 — Port-Channel 1/0/1-48;

- nHaekcbl 100000-104095 — VLAN 1-4096.

e index-of-rule — nHaekc npasuna B ACL. Bcerga kpateH 20. Ecan npu cosgaHum npasun byayT
YKa3aHbl MHAEKCbl He KpaTHble 20, TO nocne nepesarpy3ku KOMmyTaTopa nopafKoBble HOMepa
npasun B ACL cTaHyT KpaTHbl 20;

e 3HauyeHue nona N — B IP u MAC ACL noboe npaBuno 3aHMMaeT OT OAHOro Ao 3 nosen B
3aBUCUMOCTU OT ero CTPYKTYpbl;

e |P address — IP-agpec 4N ynpaBaeHns KOMMyTaToOpoOMm;

B npuBeaeHHbIX B AOKYMEHTE Mpumepax MCNosb3yeTca cneayowmin IP-agpec ana ynpasaeHus:
192.168.1.30;

e ip address of tftp server — IP-agpec TFTP-cepBepa;

B npuBeAeHHbIX B AOKYMeHTe MpuMmepax ucnonb3yetca cneaytowmi IP-agpec TFTP-cepsepa:
192.168.1.1;

e community — cTpoKa coobulectsa (Naposb) Ana Aoctyna no npotokoay SNMP.
B npnBeaeHHbIX B 4OKYMEHTE NpUMepax MCNONb3YOTCA caeaytowme community:

private — npasa Ha 3anucb (rw);
public — npaBa Ha uTeHue (ro).
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3 PABOTA C PANNIAMMU

3.1 CoxpaHeHue KOHgu2ypayuu

CoxpaHeHue KoOHgU2ypauuu 8 3Hep20HEe3a8UCUMY MaMAMb

MIB: rlcopy.mib

Ucnonb3syembie Tabnunupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

Mpumep coxpaHeHUA B SIHEepProHe3aBUCUMYIO NaMATb

KomaHpa CLI:
copy running-config startup-config

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 2 \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 i 3 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

CoxpaHeHue KoOHU2ypayuu 8 3HepP203a8UCUMYH0 NAMAMb U3 SHepP20He3a8UCUMOoU

MIB: rlcopy.mib

Ucnonbsyembie Tabnnupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

Mpumep coxpaHeHUA B SHEPro3aBUCUMYIO NAaMATb

Komanpga CLI:
copy startup-config running-config

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 3 \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 1 2 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4
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YoaneHue KOHuU2ypayuu U3 3Hep2oHe3asucumol namamu

MIB: rimng.mib

Ucnonbayemble Tabamuypbi: rndAction — 1.3.6.1.4.1.89.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.1.2.0 1 {eraseStartupCDB (20) }

Npumep ypaanenuns startup-config

KomaHpa CLI:
delete startup-config

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.1.2.0 1 20

3.2 Paboma c TFTP-cepsepom

KonuposaHue KoHgu2ypayuu U3 sHepa2ozasucumol namamu Ha TFTP-cepsep

MIB: rlcopy.mib

Ucnonbayemble Tabauupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.9.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 i {createAndGo (4)}

MNpumep KonuposaHua us running-config Ha TFTP-cepeep

KomaHga CLI:
copy running-config tftp://192.168.1.1/MES-config.cfg

KomaHaa SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \

1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 2 \
1.3.6.1.4.1.89.87.2.1.8.1 1 3 \
1.3.6.1.4.1.89.87.2.1.9.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP
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KonuposaHue KoHgu2ypayuu 8 aHep2o3asucumyro namams ¢ TFTP-cepsepa

MIB: rlcopy.mib

Ucnonb3yemble Tabnuupbl: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \

1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.4.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {runningConfig(2)} \
1.3.6.1.4.1.89.87.2.1.17.1 1 {createAndGo (4)}

Mpumep KonuposaHusa ¢ TFTP-cepeepa B running-config

KomaHaa CLI:
copy tftp://192.168.1.1/MES-config.cfg running-config

KomaHaa SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.8.1 1 1 \
1.3.6.1.4.1.89.87.2.1.12.1 1 2 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4

KonuposaHue KoHgu2ypayuu u3 sHep2oHe3asucumol namamu Ha TFTP-cepsep

MIB: rlcopy.mib

Ucnonbsyembie Tabnnupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> -t 5 -r 3 <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.7.1 1 {startupConfig (3)} \
1.3.6.1.4.1.89.87.2.1.8.1 1 {tftp(3)} \
1.3.6.1.4.1.89.87.2.1.9.1 a {ip address of tftp server} \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 i {createAndGo (4)}

Mpumep KonupoBaHua us startup-config Ha TFTP-cepsep

KomaHpa CLI:
copy startup-config tftp://192.168.1.1/MES-config.cfg

Komanaa SNMP:
snmpset -v2c¢ -c private -t 5 -r 3 192.168.1.30 \

1.3.6.1.4.1.89.87.2.1.3.1 1 1 \
1.3.6.1.4.1.89.87.2.1.7.1 1 3 \
1.3.6.1.4.1.89.87.2.1.8.1 1 3 \
1.3.6.1.4.1.89.87.2.1.9.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.11.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.2.1.17.1 1 4
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KonuposaHue KoHgu2ypayuu 8 aHep2oHe3asucumyro namame ¢ TFTP-cepsepa

MIB: rlcopy.mib

Ucnonb3yemble Tabnuupbi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

S
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.3.1 i {tftp(3)} \

.4.1 a {ip address of tftp server} \
.6.1 s "MES-config.cfg" \

.8.1 1 {local(l)} \

.12.1 i {startupConfig (3)} \

.17.1 i {createAndGo (4)}

Mpumep konuposaHusa startup-config c TFTP-cepBepa

KomaHpga CLI:

boot config tftp://192.168.1.1/MES-config.cfg

KomaHaa SNMP:
snmpset -v2c -c private -t 5 -r 3 192.168.1.30 \
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3.3 Paboma c SFTP- u SCP- cepeepamu

KonuposaHue KoHgu2ypayuu u3 aHep2o3asucumoli namamu Ha SFTP- uau SCP-cepsep

MIB: rlcopy.mib

Ucnonbsyemble Tabauupi: riCopylnetTable — 1.3.6.1.4.1.89.87.8

snmpset -v2c -c¢ <community> <IP address> \

1.3.6.1.4.1.89.87.8.1.3.1 1

{local (1)} \

1.3.6.1.4.1.89.87.8.1.7.1 s {"running-config"} \
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.1 1 {runningConfig(2)}\
.1 i {sftp(l1)} \
0.1 i {ipv4 (1)} \
.11.1 x {"IP address in HEX-format"} \
13.1 s {"MES-config.cfg"}\
14.1 I {other(l)} \
19.1 i {createAndGo(4)} \
23.1 s {"username:password@"}

Mpumep KonuposaHua us running-config Ha SFTP-cepsep

KomaHpga CLI:

copy running-config sftp://username:password@192.168.1.1/MES-config.cfg

KomaHpaa SNMP:

snmpset -v2c -c private
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192.168.1.30 \
1.3.1 1 1\
1.7.1 s "running-config" \
1.8.1 1 2\
1.9.1 i 11 \
1.10.1 1 1 \
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1.3.6.1.4.1.89.87.8.1.11.1 x "OxCOA80101" \
1.3.6.1.4.1.89.87.8.1.13.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.8.1.14.1 1 1 \
1.3.6.1.4.1.89.87.8.1.19.1 1 4 \
1.3.6.1.4.1.89.87.8.1.23.1 s "username:password@"

KonuposaHue KoHgu2ypayuu 8 aHep203asucumyro namame ¢ SFTP- uau SCP-cepsepa

MIB: rlcopy.mib

Ucnonbsyembie Tabnuupli: riCopylnetTable — 1.3.6.1.4.1.89.87.8

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.87.8.1.3.1 1 {sftp(11l), scp(5)} \
1.3.6.1.4.1.89.87.8.1.4.1 1 {ipv4 (1)} \
1.3.6.1.4.1.89.87.8.1.5.1 x {"IP address in HEX-format"}\
1.3.6.1.4.1.89.87.8.1.7.1 s {"MES-config.cfg"}\
1.3.6.1.4.1.89.87.8.1.8.1 1 {startupConfig(3)} \
1.3.6.1.4.1.89.87.8.1.9.1 1 {local(l)} \
1.3.6.1.4.1.89.87.8.1.13.1 s {"running-config"} \
1.3.6.1.4.1.89.87.8.1.14.1 i {runningConfig(2)} \
1.3.6.1.4.1.89.87.8.1.19.1 1 {createAndGo (4)} \
1.3.6.1.4.1.89.87.8.1.23.1 s {"username:password@"}

Mpumep KonuposaHua ¢ SFTP-cepeepa B running-config

Komanga CLI:
copy sftp://username:password@192.168.1.1/MES-config.cfg running-config

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.8.1.3.1 1 11 \
1.3.6.1.4.1.89.87.8.1.4.1 1 1 \
1.3.6.1.4.1.89.87.8.1.5.1 x "0xCOA80101" \
1.3.6.1.4.1.89.87.8.1.7.1 s "MES-config.cfg" \
1.3.6.1.4.1.89.87.8.1.8.1 1 3 \
1.3.6.1.4.1.89.87.8.1.9.1 1 1 \
1.3.6.1.4.1.89.87.8.1.13.1 s "running-config" \
1.3.6.1.4.1.89.87.8.1.14.1 i 2 \
1.3.6.1.4.1.89.87.8.1.19.1 i 4 \
1.3.6.1.4.1.89.87.8.1.23.1 s "username:password@"

KonupoeaHue KoHguaypauuu u3 aHep2oHe3zasucumol namamu Ha SFTP- unu SCP-cepsep

MIB: rlcopy.mib

Ucnonbayembie Tabnunupi: riCopylnetTable — 1.3.6.1.4.1.89.87.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.87.8.1.3.1 1 {local(l)} \
1.3.6.1.4.1.89.87.8.1.7.1 s {"startup-config"} \

1.3.6.1.4.1.89.87.8.1.8.1 1 {startupConfig(3)}\
1.3.6.1.4.1.89.87.8.1.9.1 1 {sftp(11l), scp(5)} \
1.3.6.1.4.1.89.87.8.1.10.1 i {ipv4 (1)} \
1.3.6.1.4.1.89.87.8.1.11.1 x {“IP address in HEX-format”} \
1.3.6.1.4.1.89.87.8.1.13.1 s {"MES-startup-config.cfg"}\
1.3.6.1.4.1.89.87.8.1.14.1 1 {other (1)} \
1.3.6.1.4.1.89.87.8.1.19.1 1 {createAndGo (4)} \
1.3.6.1.4.1.89.87.8.1.23.1 s {"username:password@"}
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Mpumep KonupoBaHua U3 startup-config Ha SFTP-cepsep

KomaHpga CLI:
sftp://username:password@192.168.1.1/MES-startup-config.cfg running-config
KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.8.1.3.1 1 1 \
1.3.6.1.4.1.89.87.8.1.7.1 s "startup-config" \
1.3.6.1.4.1.89.87.8.1.8.1 1 3 \
1.3.6.1.4.1.89.87.8.1.9.1 1 11 \
1.3.6.1.4.1.89.87.8.1.10.1 i 1 \
1.3.6.1.4.1.89.87.8.1.11.1 x "0OxCOA80101"™ \
1.3.6.1.4.1.89.87.8.1.13.1 s "MES-startup-config.cfg" \
1.3.6.1.4.1.89.87.8.1.14.1 i 1 \
1.3.6.1.4.1.89.87.8.1.19.1 i 4 \
1.3.6.1.4.1.89.87.8.1.23.1 s "username:password@"

KonuposaHue KoHgu2ypayuu 8 aHep2oHe3asucumyro namame ¢ SFTP- unu SCP-cepsepa

MIB: rlcopy.mib

Ucnonbayemble Tabauupi: riCopylnetTable — 1.3.6.1.4.1.89.87.8

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.87.8.1.3.1 1 {sftp(11l), scp(5)} \
1.3.6.1.4.1.89.87.8.1.4.1 1 {ipv4 (1)} \
1.3.6.1.4.1.89.87.8.1.5.1 x {"IP address in HEX-format"}\
1.3.6.1.4.1.89.87.8.1.7.1 s {"MES-config.cfg"}\
1.3.6.1.4.1.89.87.8.1.8.1 1 {other (1)} \
1.3.6.1.4.1.89.87.8.1.9.1 1 {local(1l)} \
1.3.6.1.4.1.89.87.8.1.13.1 s {"startup-config"} \
1.3.6.1.4.1.89.87.8.1.14.1 i {startupConfig(3)} \
1.3.6.1.4.1.89.87.8.1.19.1 1 {createAndGo(4)} \
1.3.6.1.4.1.89.87.8.1.23.1 s {"username:password@"}

Mpumep KonuposaHusa ¢ SFTP-cepeepa B startup-config

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.8.1.3.1 1 11 \
1.3.6.1.4.1.89.87.8.1.4.1 1 1 \
1.3.6.1.4.1.89.87.8.1.5.1 x "0xCOA80101" \
1.3.6.1.4.1.89.87.8.1.7.1 s "MES-startup-config.cfg" \
1.3.6.1.4.1.89.87.8.1.8.1 1 1 \
1.3.6.1.4.1.89.87.8.1.9.1 1 1 \
1.3.6.1.4.1.89.87.8.1.13.1 s "startup-config" \
1.3.6.1.4.1.89.87.8.1.14.1 1 3 \
1.3.6.1.4.1.89.87.8.1.19.1 1 4 \
1.3.6.1.4.1.89.87.8.1.23.1 s "username:password@"

Tak»Ke KOnMuMpoBaHME B 3HeproHesasucumyro namatbe ¢ SFTP- mam SCP-cepBepa MOXHO
peannsosaTb Yepes boot config:

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.87.8.1.3.1 1 {sftp(11l), scp(5)} \
1.3.6.1.4.1.89.87.8.1.4.1 1 {ipv4 (1)} \
1.3.6.1.4.1.89.87.8.1.5.1 x {"IP address in HEX-format"}\
1.3.6.1.4.1.89.87.8.1.7.1 s {"MES-config.cfg"}\
1.3.6.1.4.1.89.87.8.1.8.1 1 {other (1)} \
1.3.6.1.4.1.89.87.8.1.9.1 1 {local(l)} \
1.3.6.1.4.1.89.87.8.1.14.1 i {startupConfig(3)} \
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1.3.6.1.4.1.89.87.8.1.19.1 i {createAndGo(4)} \
1.3.6.1.4.1.89.87.8.1.23.1 s {"username:password@"}

Mpumep KonuposaHua ¢ SFTP-cepsepa B startup-config

KomaHpa CLI:
boot config sftp://username:password@192.168.1.1/MES-startup-config.cfg

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.8.1.3.1 1 11 \
1.3.6.1.4.1.89.87.8.1.4.1 1 1 \
1.3.6.1.4.1.89.87.8.1.5.1 x "OxCOA80101" \
1.3.6.1.4.1.89.87.8.1.7.1 s "MES-startup-config.cfg" \
1.3.6.1.4.1.89.87.8.1.8.1 1 1 \
1.3.6.1.4.1.89.87.8.1.9.1 1 1 \
1.3.6.1.4.1.89.87.8.1.14.1 1 3 \
1.3.6.1.4.1.89.87.8.1.19.1 1 4 \
1.3.6.1.4.1.89.87.8.1.23.1 s "username:password@"

3.4 3azpy3Ka Ha ycmpoliicmeo ¢halina nuyeH3suu

3a2py3Kka Ha ycmpolicmeo ¢alina auyeHsuu ¢ TFTP-, SFTP- unu SCP-cepsepa

MIB: rlcopy.mib

Ucnonb3zyemble Tabauubi: rlCopylnetTable — 1.3.6.1.4.1.89.87.8

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.87.8.1.3.1 1 {sftp(1ll), scp(5), tftp(3)} \
1.3.6.1.4.1.89.87.8.1.4.1 1 {ipv4d (1)} \
1.3.6.1.4.1.89.87.8.1.5.1 x {"IP address in HEX-format"} \
1.3.6.1.4.1.89.87.8.1.7.1 s {"Licence name"} \
1.3.6.1.4.1.89.87.8.1.8.1 i {other(1)}\
1.3.6.1.4.1.89.87.8.1.9.1 i {local(l)} \
1.3.6.1.4.1.89.87.8.1.14.1 1 {licence(14)} \
1.3.6.1.4.1.89.87.8.1.19.1 1 {createAndGo (4)} \
1.3.6.1.4.1.89.87.8.1.23.1 s {"username:password@"}

Mpumep KonuposBaHuA nuueHsum c SFTP-cepsepa

Komanpga CLI:
boot license sftp://username:password@192.168.1.1/1license

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.8.1.3.1 1 11 \

1.3.6.1.4.1.89.87.8.1.4.1 1 1 \

1.3.6.1.4.1.89.87.8.1.5.1 x "OxCOA80101" \
1.3.6.1.4.1.89.87.8.1.7.1 s "MES-Licence" \
1.3.6.1.4.1.89.87.8.1.8.1 1 1 \

1.3.6.1.4.1.89.87.8.1.9.1 1 1 \

1.3.6.1.4.1.89.87.8.1.14.1 i 14 \

1.3.6.1.4.1.89.87.8.1.19.1 i 4 \1.3.6.1.4.1.89.87.8.1.23.1 s

"username:password@"
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3.5 AsmoKoHgu2ypuposaHue KOMMymamopa

BKroyeHUue aemomamuyecko20 KoHguaypuposaHus, basupyrowez2oca Ha DHCP (skawoueHo no

ZMOINGHUI'OZ

MIB: radlan-dhcpcl-mib.mib

Ucnonbayemble Tabanupi: rIDhcpClOption67Enable — 1.3.6.1.4.1.89.76.9

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.76.9.0 1 {enable(l), disable(2)}

Mpumep BKAIOUEHUA aBTOKOHGUrypuposaHus, 6asupytoweroca Ha DHCP

KomaHpa CLI:
boot host auto-config

KomaHpa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.76.9.0 1 1

3.6 0O6HosneHue npozpammHoz20 obecneyeHusn

ObHosneHUe Npo2pamMmHo20 obecrieyeHUs Kommymamopa

MpoxoauTt B ABa 3Tana:

1. 3arpy3Kka o6pasa MO c TFTP-cepsepa

MIB: rlcopy.mib

Ucnonbsyemble Tabauupi: riCopyEntry — 1.3.6.1.4.1.89.87.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.87.2.1.3.1 1 {tftp (3)} \
1.3.6.1.4.1.89.87.2.1.4.1 a {ip add of tftp server} \
1.3.6.1.4.1.89.87.2.1.6.1 s "image name" \
1.3.6.1.4.1.89.87.2.1.8.1 1 {local(l)} \
1.3.6.1.4.1.89.87.2.1.12.1 i {image(8)} \
1.3.6.1.4.1.89.87.2.1.17.1 i {createAndGo (4)}

Mpumep 3arpy3ku obpasa No

KomaHga CLI:
boot system tftp://192.168.1.1/mes3300-409-R478.ros

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.2.1.3.1 1 3 \

1.3.6.1.4.1.89.87.2.1.4.1 a 192.168.1.1 \
1.3.6.1.4.1.89.87.2.1.6.1 s "mes3300-409-R478.ros" \
1.3.6.1.4.1.89.87.2.1.8.1 i 1 1.3.6.1.4.1.89.87.2.1.12.1 1 8 \
1.3.6.1.4.1.89.87.2.1.17.1 1 4
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2. 3arpy3Kka o6pasa MO c SFTP- unmn SCP-cepsepa

MIB: rlcopy.mib

Ucnonb3syembie Tabnunupi: riCopylnetTable — 1.3.6.1.4.1.89.87.8

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.87.8.1.3.1 1 {sftp(1l), scp(5)} \
1.3.6.1.4.1.89.87.8.1.4.1 1 {ipv4 (1)} \
1.3.6.1.4.1.89.87.8.1.5.1 x {"IP address in HEX-format"} \
1.3.6.1.4.1.89.87.8.1.7.1 s {"image name"} \
1.3.6.1.4.1.89.87.8.1.8.1 i {other(1)}\
1.3.6.1.4.1.89.87.8.1.9.1 1 {local(l)} \
1.3.6.1.4.1.89.87.8.1.14.1 1 {image(8)} \
1.3.6.1.4.1.89.87.8.1.19.1 1 {createAndGo (4)} \
1.3.6.1.4.1.89.87.8.1.23.1 s {"username:password@"}

Mpumep 3arpysku obpasa NO

KomaHpa CLI:

boot system sftp://username:password@192.168.1.1/mes3300-4021-R3.ros
KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.87.8.1.3.1 1 11 \
1.3.6.1.4.1.89.87.8.1.4.1 1 1 \
1.3.6.1.4.1.89.87.8.1.5.1 x "OxCOA80101" \
1.3.6.1.4.1.89.87.8.1.7.1 s "mes3300-4021-R3.ros" \
1.3.6.1.4.1.89.87.8.1.8.1 1 1 \
1.3.6.1.4.1.89.87.8.1.9.1 1 1 \
1.3.6.1.4.1.89.87.8.1.14.1 1 8 \
1.3.6.1.4.1.89.87.8.1.19.1 1 4 \
1.3.6.1.4.1.89.87.8.1.23.1 s "name:password@"

3. CmeHa aKTMBHOro o6pasa KommyTarTopa

MIB: radlan-deviceparams-mib.mib

Ucnonb3syemble Tabnunupl: rndActiveSoftwareFileAfterReset — 1.3.6.1.4.1.89.2.13.1.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.13.1.1.3.1 i {imagel (1), image2 (2)}

Mpumep cmeHbl aKTUBHOrO o6pa3a KommyTaTopa

KomaHpa CLI:
boot system inactive-image

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.2.13.1.1.3.1 1 1

V Mocne 3arpy3skn MO c TFTP-, SFTP- nan SCP-cepBepa AaHHaA KOMaHZa npumMeHseTcA
aBTOMATUUYECKMU.
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[lepe3az2py3ka Kommymamopda

MIB: rimng.mib

Ucnonbayemble Tabanupli: riIRebootDelay — 1.3.6.1.4.1.89.1.10

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.1.10.0 t {3azmepxka BpeMeHM Ilepe] Ilepe3arpy3KoM}

Mpumep nepesarpysKu, OT/I0XKEHHOU Ha 8 MUHYT

KomaHpa CLI:
reload in 8

KomaHga SNMP:
snmpset -v2c -c private -r 0 192.168.1.30 \
1.3.6.1.4.1.89.1.10.0 t 48000

V Ona momeHTanbHOI nepesarpysku TpebyeTca yKasaTb 3HaueHue t=0.

lMpocmomp obpasa 10

MIB: radlan-deviceparams-mib.mib

Ucnonb3zyemble Tabanybl: rndActiveSoftwareFile — 1.3.6.1.4.1.89.2.13.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.13.1.1.2

Mpumep npocmoTtpa obpasza NO

KomaHpa CLI:
show bootvar

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.13.1.1.2

V BO3MOKHble BapuaHTbI:

imagel(1)
image2(2)

rndActiveSoftwareFileAfterReset — 1.3.6.1.4.1.89.2.13.1.1.3 — 3aecb MOYHO NOCMOTPETb
AKTUBHbIVN 06pa3 nocne nepesarpysku MNO.

[pocmomp 3a2pyxceHHbix obpa3os 10

MIB: radlan-deviceparams-mib.mib

Ucnonbayemble Tabauupi: rndimagelnfoTable — 1.3.6.1.4.1.89.2.16.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.16.1
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Mpumep npocmoTpa 3arpy>eHHbix o6pasos MO

Komanpaa CLI:
show bootvar

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.16.1

pocmomp mekywel sepcuu [10 Kommymamopa

MIB: radlan-deviceparams-mib.mib

Ucnonb3ayembie Tabnuupl: rndBrgVersion — 1.3.6.1.4.1.89.2.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.4

Mpumep npocmoTpa TeKyleit Bepcum MO KommyTaTopa

Komanga CLI:

show version

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.4

[Mpocmomp mekywell sepcuu annapamHo2o obecnevyeHud (HW)

MIB: radlan-deviceparams-mib.mib

Ucnonb3syemblie Tabnuupl: genGroupHWVersion — 1.3.6.1.4.1.89.2.11.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.2.11.1

Mpumep npocmoTpa TeKylel Bepcum annapaTHoro obecneueHuns

KomaHpa CLI:

show system id

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.2.11.1

3.7 Pe3epesupoeaHue KOHgu2ypayuu

HasHayeHue cepsepa 015 pe3ep8uposaHuUs KOHGU2ypayuu

MIB: eltCopy.mib

Ucnonb3ayembie Tabnunupi: eltCopyAutoBackupServerAddress — 1.3.6.1.4.1.35265.1.23.3.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.3.4 s "URL cepBepa (tftp://XXX.XXX.XXX.XX wnuau
scp://<username>:<password>@XXX.XXX.XXX.XXX)"
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Mpumep Ha3HaueHUA cepsepa 4NA pe3epBUpoBaHUA KOHPUrypauumu Ha npumepe TFTP-cepBepa

KomaHpga CLI:
backup server tftp://192.168.1.1

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.3.4 s "tftp://192.168.1.1"

Hacmpolika nopma Ha3Ha4eHusA 00 cepsepa pe3epsuposaHUs KOHpuU2ypayuu

MIB: eltCopy.mib

Ucnonbayemble Tabanupli: eltCopyAutoBackupDstPort — 1.3.6.1.4.1.35265.1.23.3.13

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.3.13 1 {0-65535 port number}

Mpumep Ha3HaYeHUA NOpPTa Ha3HAYeHUA A0 cepBepa pe3epBUPOBaHUA

KomaHpa CLI:
backup server tftp://192.168.1.1 port 1337

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.3.4 s "tftp://192.168.1.1"

snmpset -v2c —-c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.3.13 1 1337

’ MepBoHayanbHo TpebyeTca HaCTPOUTbL agpec cepeepa.

Hacmpolika nepuoda aemomamu4yecko20 pe3epsuposaHus KoOHpuaypayuu

MIB: eltCopy.mib

Ucnonbayemble Tabanupi: eltCopyAutoBackupTimeout — 1.3.6.1.4.1.35265.1.23.3.2.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.3.2.0 ui {0-2147483640, 3HaueHMe OOJIXHO OHTHL kKpaTHBEIM 60}

Mpumep HACTPOIKKU Nepuoaa aBTOMaTUUYECKOrO pe3epBUpoBaHna KOHGUrypaumm

KomaHga CLI:
backup timeout 10

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.3.2.0 ui 600

OnpedeneHue nymu U umeHu peszepsupyemMoli KOHgu2ypayuu Ha cepgepe

MIB: eltCopy.mib

Ucnonbayemble Tabanupi: eltCopyAutoBackupFilePath— 1.3.6.1.4.1.35265.1.23.3.3.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.3.3.0 s {nyTsp k dbamyay M ero uMs}
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Mpumep HacTPOIKM onpeaeneHna NyTM U UMeHU pe3epBUpyemMoit KOHGUrypauum

KomaHpaa CLI:
backup path Backup/backup.conf

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.3.3.0 s "Backup/backup.conf"

BkawouyeHue pesepsuposaHusa galing KoHguUaypayuu Ha cepeep npu COXpaHeHUU KOH@uaypayuu
Kommymamopa

MIB: eltCopy.mib

Ucnonb3ayembie Tabnunupl: eltCopyAutoBackupOnWrite — 1.3.6.1.4.1.35265.1.23.3.5.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.3.5.0 1 {enable(l), disable(2)}

Mpumep BKAOYEHUA pe3epPBUPOBAHUA NPU COXPAHEHUU KOHPUrypaLum KommyTaTopa

Komanpga CLI:

backup write-memory

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.3.5.0 1 1

Bkaro4yeHue coxpaHeHUs Ucmopuu pe3epeHbix Konud

MIB: eltCopy.mib

Ucnonb3ayembie Tabnnupl: eltCopyBackupHistoryEnable— 1.3.6.1.4.1.35265.1.23.3.7.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.3.7.0 1 {enable(l), disable(2)}

Mpumep BKAIOYUEHUA COXPAHEHUA UCTOPUM PE3EPBHbIX KOMUi

KomaHpa CLI:
backup history enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.3.7.0 i 1

Ouyucmka ucmopuu pesepsHbix Konull

MIB: eltCopy.mib

Ucnonb3ayemble Tabnunupl: eltCopyBackupHistoryAction — 1.3.6.1.4.1.35265.1.23.3.9.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.3.9.0 1 {noaction(l), clearNow(2)}
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Mpumep OUYUCTKU NCTOPUM pe3epPBHbIX Konuu

KomaHpga CLI:
clear backup history

KomaHpa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.3.9.0 1 2

BrawouyeHue nposepKu tftp-cepsepa 019 pe3epsuposaHuUs KOHGU2ypayuu

MIB: eltCopy.mib

Ucnonbayemble Tabanupi: eltCopyBackupReachabilityCheckTftp — 1.3.6.1.4.1.35265.1.23.3.10.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.3.10.0 1 {enable(l), disable(2)}

Mpumep oTKAOUYEHUA NpoBepPKU tftp-cepBepa Ana pesepBupoBaHMA KOHGUrypauum

KomaHpa CLI:
no backup reachability-check tftp

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.3.10.0 1 2

BkoyeHUe a8mMomamu4ecko20 pe3epsuposaHus KOH@GuU2ypayuu

MIB: eltCopy.mib

Ucnonbayemble Tabauupi: eltCopyAutoBackupEnable — 1.3.6.1.4.1.35265.1.23.3.1.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.3.1.0 1 {enable(l), disable(2)}

Mpumep BKAKOUEHUA aBTOMATUYECKOro pe3epBupoBaHma KOHGUrypaumm

KomaHpga CLI:
backup auto

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.3.1.0 1 1
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4 YNPABJIEHUE CUCTEMOWM

4.1 CucmemHblie pecypcol

[Mpocmomp cepuliHo20 HoMepa KoMMymamopa

MIB: riphysdescription.mib

Ucnonb3ayemblie Tabnunupl: riPhdUnitGenParamSerialNum — 1.3.6.1.4.1.89.53.14.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.14.1.5

Mpumep NnpocmoTpa cepuitHOro NnopTa KOMmyTaTopa

KomaHpa CLI:

show system id

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.14.1.5

[Mpocmomp uHgopmayuu o 3az2py3Ke tcam

MiB: RADLAN-QOS-CLI-MIB

Ucnonb3ayemble Tabauubi: rlQosClassifierUtilizationPercent — 1.3.6.1.4.1.89.88.36.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.36.1.1.2

Mpumep npocmoTpa MHopmaLum o 3arpyske tcam

KomaHpa CLI:
show system tcam utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.88.36.1.1.2

[Ipocmomp MAKCUMQAsAbHO20 KOAUYECMBA XOCMO8

MIB: rltuning.mib

Ucnonb3ayembie Tabnunupi: rsMaxIpSFftEntries — 1.3.6.1.4.1.89.29.8.9.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.9.1

Mpumep NpocMmoTpa MaKCMMaNbHOro KOIMYecTBa XOCToB

Komanpga CLI:

show system router resources

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.9.1
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[Ipocmomp Ucnoab3yemo20 Koau4ecmea xocmos

MIB: rlfft.mib

Ucnonbayemble Tabanupi: riSysmngTcamAllocinUseEntries — 1.3.6.1.4.1.89.204.1.1.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.204.1.1.1.5.5.116.99.97.109.49.1

Mpumep NPOCMOTPa UCMO/Ib3YeMOro KONMUYEeCTBa XOCTOB

KomaHpa CLI:
show system router resources

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.204.1.1.1.5.5.116.99.97.109.49.1

[Ipocmomp MaKCUMQanbHO20 KOAUYECMB8A MAPWPYymMos

MIB: rltuning.mib

Ucnonbayemble Tabanupl: rsMaxlpPrefixes — 1.3.6.1.4.1.89.29.8.21.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.21.1

Mpumep NPOCMOTPa MaKCUMaNbHOTrO KOAUYECTBA MapPLLPYTOB

KomaHpga CLI:

show system router resources

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.21.1

[Ipocmomp UcCnoanb3yemo20 Koau4ecmeaea Mmapuipymos

MIB: rlip.mib
Ucnonbayemble Tabauupi: rlipTotalPrefixesNumber — 1.3.6.1.4.1.89.26.25

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.25

Mpumep NpocMoTpa MCMONAb3YEMOrO KOJIMYECTBA MapLUPYTOB

KomaHpga CLI:

show system router resources

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.25
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[Tpocmomp MaKCUMasn6HO20 KoauvYecmea IP-uHmepghelicos

MIB: rltuning.mib

Ucnonb3syembie Tabnnupi: rsMaxlpinterfaces — 1.3.6.1.4.1.89.29.8.25.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.29.8.25.1

Mpumep npocmoTpa MakcMManbHOro Konnyectsa IP-uHtepdeiicos

KomaHpa CLI:
show system router resources

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.29.8.25.1

[pocmomp ucnonb3zyemo20 Konudecmaa IP-uHmepgpelicos

MIB: rlip.mib
Ucnonb3syembie Tabnunupl: rlipAddressesNumber — 1.3.6.1.4.1.89.26.23

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.23

Mpumep npocmoTpa ucnonb3yemoro Konudecrtea IP-uHTepdeiicos

KomaHpa CLI:

show system router resources

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.23

[Mpocmomp cucmemHo2o MAC-adpeca Kommymamopd

MIB: rlphysdescription.mib

Ucnonbsyemble Tabnuupbi: riPhdStackMacAddr — 1.3.6.1.4.1.89.53.4.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.4.1.7

Mpumep npocmoTpa cucremHoro MAC-aapeca KommyTtatopa

KomaHpa CLI:
show system

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.4.1.7
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[Tlpocmomp Uptime nopma

MIB: SNMPv2-MIB, IF-MIB

Ucnonb3yemble Tabauubi:
sysUpTime — 1.3.6.1.2.1.1.3
ifLastChange — 1.3.6.1.2.1.2.2.1.9

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.9.{ifindex}

Mpumep npocmoTtpa Uptime nopra Gigabitethernet1/0/2

KomaHpga CLI:
show interface status Gigabitethernetl/0/2

KomaHga SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.1.3

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.9.50

/ M3 BbiBOAA NepBOi KOMaHAbI HEO6X0AMMO OTHATL BbIBOA BTOPOI KOMaHAbl. MonyyeHHoe

3HauyeHue u byaet aenatbca Uptime nopra.

lpocmomp cyemyuka Uptime roHUMA 8 ceKyHOax

V KomaHpa aktyanbHa gnsa Uptime meHbue 136 ner.

MIB: ELTEX-PHYSICAL-DESCRIPTION-MIB.mib

Ucnonbayemble Tabauupi: eltPhdUnitEnvParamTable — 1.3.6.1.4.1.35265.1.23.53.7

snmpget -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.35265.1.23.53.7.1.1.{unit}

Mpumep npocmoTpa cueTunka Uptime IOHUTA B CEKYHAAX

KomaHaa SNMP:
snmpget -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.53.7.1.1.1

BKaroyeHue cepsuca MoHUMOpUHa2ad npuxodauwje2o Ha CPU mpaguKka

MIB: rlsct.mib

Ucnonbayemble Tabaunupi: rISctCpuRateEnabled — 1.3.6.1.4.1.89.203.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.203.1.0 1 {true(l), false(2)}

Mpumep BKAOYEHUA CepBUCa MOHUTOPUHIA Nnpuxogawero Ha CPU Tpaduka

KomaHpa CLI:

service cpu-input-rate
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KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.89.203.1.0 i 1

[Tpocmomp cmamucmuKu No CKopocmu 8xo0aujux gpelimos, obpabamsisaembix Mpoueccopom

MIB: risct.mib

Ucnonb3ayembie Tabnunupl: rISctCpuRate — 1.3.6.1.4.1.89.90.1.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.203.2

Mpumep NpocmoTpa CTaTUCTUKKU NO CKOPOCTU BXoAALWwMX ¢peiimoBs, 06pabaTbiBaeMbiX NPOLLECCOPOM

KomaHpa CLI:
show cpu input-rate

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.203.2

[lpocmomp cyemyukos U Konuyecmsa obpabameisaemoix CPU 8 cekyHOy nakemos (mo munam

mQG@UKGZ

MIB: rlsct.mib

Ucnonb3syemble Tabnuupl: eltCpuRateStatisticsTable — 1.3.6.1.4.1.35265.1.23.1.773.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.773.1.2.1.1.{rate in pps(2), packets count(3)}

Mpumep npocmoTpa Konnyectsa o6pabartbiBaembix CPU B ceKyHAY NaKeToB

Komanga CLI:
show cpu input-rate detailed

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.773.1.2.1.1.2

V' [pusaA3Ka UHOEKCo8 K munam mpdaguKa:

stack(1)

http(2)

telnet(3)

ssh(4)

snmp(5)

ip(6)

arp(7)
arplnspec(8)
stp(9)

ieee(10)
routeUnknown(11)
ipHopByHop(12)
mtuExceeded(13)
ipv4Multicast(14)
ipv6Multicast(15)
dhcpSnooping(16)
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igmpSnooping(17)
mldSnooping(18)
ttlExceeded(19)
ipvalllegalAddress(20)
ipv4HeaderError(21)
ipDaMismatch(22)
sflow(23)
logDenyAces(24)
dhcpv6Snooping(25)
vrrp(26)
logPermitAces(27)
ipvéHeaderError (28)

U3meHeHue aumumos CPU

MIB: eltSwitchRateLimiterMIB.mib

Ucnonbayemble Tabauupi: eltCPURateLimiterTable — 1.3.6.1.4.1.35265.1.23.1.773.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.773.1.1.1.1.2.{index} 1 {limiter value}

Mpumep yCcTaHOBKM OrpaHmndeHna snmp-tpaduka ana CPU B 512 pps

KomaHpga CLI:

service cpu-rate-limits snmp 512

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.773.1.1.1.1.2.4 1 512

V Cnucok uHoeKcos:

eltCPURLTypeHttp(1)
eltCPURLTypeTelnet(2)
eltCPURLTypeSsh(3)
eltCPURLTypeSnmp(4)
eltCPURLTypelp(5)
eltCPURLTypelLinkLocal(6)
eltCPURLTypeArpRouter(7)
eltCPURLTypeArplnspec(9)
eltCPURLTypeStpBpdu(10)
eltCPURLTypeOtherBpdu(11)
eltCPURLTypelpRouting(12)
eltCPURLTypelpOptions(13)
eltCPURLTypeDhcpSnoop(14)
eltCPURLTypelgmpSnoop(16)
eltCPURLTypeMIdSnoop(17)
eltCPURLTypeSflow(18)
eltCPURLTypeLogDenyAces(19)
eltCPURLTypelpErrors(20)
eltCPURLTypeOther(22)
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MoHumopuHe 3aepy3ku CPU

MIB: rimng.mib

Ucnonb3yemble Tabnuubi:
rICpuUtilDuringlLastSecond — 1.3.6.1.4.1.89.1.7
rICpuUtilDuringlLastMinute — 1.3.6.1.4.1.89.1.8
rICpuUtilDuringlLast5Minutes — 1.3.6.1.4.1.89.1.9

e 3arpyska 3a nocnegHue natb cekyHAa: snmpwalk -v2c -c <community> <IP address>

1.3.6.1.4.1.89.1.7
e 3arpyska 3a 1 muHyTty: snmpwalk -v2c¢ -c <community> <IP address> 1.3.6.1.4.1.89.1.8
e 3arpyska3sa 5 muHyT: snmpwalk -v2c -c <community> <IP address>1.3.6.1.4.1.89.1.9

Mpumep npocmoTpa 3arpy3ku CPU 3a nocnegHue NATb CEKYHA,

KomaHaa CLI:
show cpu utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.1.7

BrnroyeHue moHumopuHaa 3a2py3ku CPU no npouyeccam

MIB: RADLAN-rndMng

Ucnonb3zyemble Tabauupbi: rICpuTasksUtilEnable — 1.3.6.1.4.1.89.1.6

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.89.1.6.0 i {true(l), false(2)}

Mpumep BKAOYEHUA MOHUTOPUHTA 3arpy3ku CPU no npoueccam

Komanga CLI:

service tasks-utilization

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.89.1.6.0 1 1

MoHumopuHe 3a2py3ku CPU no npouyeccam

MIB: ELTEX-MES-MNG-MIB

Ucnonb3yemble Tabauubi:

eltCpuTasksUtilStatisticsUtilizationDuringlLast5Seconds — 1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.3,
eltCpuTasksUtilStatisticsUtilizationDuringLastMinute — 1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.4,
eltCpuTasksUtilStatisticsUtilizationDuringlLast5Minutes — 1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.3.{5sec(3), 1min(4), 5min(5)}.{task index}

Mpumep npocmoTpa 3arpysku CPU no npoueccam 3a nocnegHue 5 CeKyHa,

Komanpga CLI:
show tasks utilization

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.9.1.2.1.1.3
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Mpueaska uHdeKcoe K npoyeccam:

LTMR(0)
ROOT(1)
IT33(2)
IV11(3)
URGN(4)
TMNG(5)
10TG(6)
IOUR(7)
10TM(8)
SSHU(9)
XMOD(10)
MSCm(11)
STSA(12)
STSB(13)
STSC(14)
STSD(15)
STSE(16)
STSF(17)
CPUT(18)
EVAP(19)
HCLT(20)
EVLC(21)
SELC(22)
SEAU(23)
CEAU(24)
ESTC(25)
SSTC(26)
BOXS(27)
BSNC(28)
BOXM(29)
TRMT(30)
D_SP(31)
D_LM(32)
PLCT(33)
PLCR(34)
exRX(35)
3SWF(36)
MSRP(37)
HSES(38)
HSCS(39)
STPS(40)
MRDP(41)
MLDP(42)
SETX(43)
EVTX(44)
SERX(45)
EVRX(46)
HLTX(47)
L2HU(48)
LBDR(49)
FLNK(50)
IP6M(51)
IP6L(52)
IP6C(53)
IP6R(54)
NBBT(55)
MSSS(56)

SOCK(57)
DDFG(58)
SYLG(59)
CDB_(60)
SNMP(61)
SNPR(62)
NTST(63)
CNLD(64)
HOST(65)
CPUM(66)
STUT(67)
MEMV(68)
TBI_(69)
BRMN(70)
TRNS(71)
MROR(72)
FTPT(73)
DFST(74)
SFTR(75)
SFMG(76)
HCPT(77)
EVAU(78)
EVFB(79)
EVRT(80)
EPOE(81)
DSPT(82)
12DT(83)
B_RS(84)
TRIG(85)
MACT(86)
SW2M(87)
35WwQ(88)
POLI(89)
OBSR(90)
NTPL(91)
L2PS(92)
SFSM(93)
NSCT(94)
NPOE(95)
NSFP(96)
NVCT(97)
NACT(98)
NSTM(99)
NINP(100)
STPT(101)
L2UT(102)
BRGS(103)
FHSS(104)
FHSF(105)
FFTT(106)
IPAT(107)
RPTS(108)
ARPG(109)
IPG_(110)
DNSC(111)
ICMP(112)
TFTP(113)

IPRD(114)
DNSS(115)
PNGA(116)
SLAP(117)
UDPR(118)
VRRP(119)
TRCE(120)
SSLP(121)
WBSO0(122)
WBSR(123)
GOAH(124)
HTTC(125)
ECHO(126)
TNSR(127)
TNSL(128)
SSHP(129)
SSHS(130)
SSHL(131)
PTPT(132)
MDLS(133)
SQIN(134)
MUXT(135)
DMNG(136)
DSYN(137)
HSEU(138)
LCST(139)
DTSA(140)
ss2M(141)
DSND(142)
STMB(143)
AAAT(144)
AATT(145)
SCPT(146)
DH6C(147)
RCLA(148)
RCLB(149)
RCDS(150)
LACP(151)
GRN_(152)
VPCM(153)
VPCB(154)
IPMT(155)
TMSN(156)
DHCP(157)
DHCp(158)
RELY(159)
WBAM(160)
WNTT(161)
RADS(162)
SPRT(163)
SNAS(164)
SNAE(165)
SNAD(166)
MNGT(167)
UTST(168)
SSHC(169)
TCPP(170)

COPY(171)
UNQt(172)
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[Mpocmomp obwie2o obvema onepamusHol namamu

MIB: ELTEX-PROCESS-MIB.mib

Ucnonb3ayemblie Tabnunupli: eltexProcessMemoryTotal — 1.3.6.1.4.1.35265.41.1.2.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.41.1.2.1.1.3.0

Mpumep npocmoTpa obuiero o6bema onepaTtMBHOM NAMATU

KomaHpa CLI:
show cpu utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.41.1.2.1.1.3.0

[lpocmomp csob00H020 0bvbema onepamusHol namamu

MIB: ELTEX-PROCESS-MIB.mib

Ucnonb3lyemble Tabauubi: eltexProcessMemoryFree — 1.3.6.1.4.1.35265.41.1.2.1.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.41.1.2.1.1.7.0

Mpumep npocmoTpa cBo60AHOro o6bema onepaTMBHON NAMATH

Komanga CLI:

show cpu utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.41.1.2.1.1.7.0

BkrtoyeHuUe nodoepiKu caepxos1uHHbIX Kadpos (jumbo-frames)

MIB: radlan-jumboframes-mib.mib

Ucnonbsyemble Tabnuubi: rljumboFrames — 1.3.6.1.4.1.89.91

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.91.2.0 i {enabled(l), disabled(2)}

Mpumep BKAKOUYEHUA NOAAEPKKN CBEPXAJIUHHDBIX KagpoB

KomaHpa CLI:
port jumbo-frame

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.91.2.0 1 1
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4.2 CucmemHsbie napamempol

KoHmponabe cocmosHua 6710K08 numaHus

MIB: rlphysdescription.mib

Ucnonbayemble Tabanupi: rIPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.15

e OcHOBHOM 670K nuTaHMA: snmpwalk -v2c -c  <community> <IP  address>
1.3.6.1.4.1.89.53.15.1.2
e Pe3epBHbIt 6AOK nNUTaHMA: snmpwalk -v2c -c  <community> <IP address>
1.3.6.1.4.1.89.53.15.1.3
Mpumep NpPocMOTpPa COCTOAHUA OCHOBHOro 610Ka NUTaHUA
KomaHpga CLI:
show system
KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.2
V Ana ocHo8HO20 610Ka NUMAHUA 803MOXM(HbI Caedyoujue CoCmoaHuUsA:
normal (1)
warning (2)
critical (3)
shutdown (4)
notPresent (5)
notFunctioning (6)
Ana pe3epeHo20 610Ka NUMAHUA 803MOMHbI Criedyouue COCMOAHUSA:
normal (1)
warning (2)
critical (3)
shutdown (4)
notPresent (5)
notFunctioning (6)
KoHmpoabs muna ycmaHosneHH020 610Ka NUMAHUS
MIB: rlEnv.mib
Ucnonbsyemble Tabanupi: rIEnvMonSupplySource — 1.3.6.1.4.1.89.83.1.2.1.4
snmpwalk -v2c -c <community> <IP address> \ 1.3.6.1.4.1.89.83.1.2.1.4
Mpumep 3anpoca TMNa ycTaHOBNEHHOro 610Ka NUTaHUA
KomaHpa CLI:
show system power-supply
KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.83.1.2.1.4
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V Tun moxcem npuHUMams csiedyrowiue 3Ha4eHus:

1 — 610K NUTaHMA He YCTaHOB/EH, UK TUN He onpeaeneH
2 — 6n0K nuTaHua AC
3 — 6n0K nutaHua DC.

MoHumopuHe cmamyca AKb

MIB: eltEnv.mib

Ucnonb3syemblie Tabnuupl: eltEnvMonBatteryState — 1.3.6.1.4.1.35265.1.23.11.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.11.1.1.2

Mpumep npocmoTtpa cratyca AKb

Komanga CLI:
show system battery

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.11.1.1.2

V Bo3mocHble cocmoAaHuA:

normal (1) — 6arapes 3apaxeHa

warning (2) — 6aTtapes paspsarKaerca

critical (3) — HU3KwMi1 ypoBeHb 3apaaa 6aTapeu

notPresent (5) — 6arapes otrcyrcrByer

notFunctioning (6) — aBapua pacuenuTens ToKa NuTaHua 6atapeun
restore(7) — 6arapen 3apsakaetca

MoHumopuHe yposHsa 3apada AKb

MIB: eltEnv.mib

Mcnonb3syemble Tabnunupl: eltEnvMonBatteryStatusCharge — 1.3.6.1.4.1.35265.1.23.11.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.11.1.1.3

Mpumep npocmoTpa ypoBHA 3apaaa AKb

KomaHpa CLI:
show system battery

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.11.1.1.3
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KoHmpoab cocmosaHUA 8eHMUAAMOP08

MIB: rlphysdescription.mib
Ucnonbayemble Tabanupi: riIPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.15

e BeHtunsatop 1: snmpwalk -v2¢ -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.4
e BeHTtunatop 2: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.5
e BeHtunaTop 3: snmpwalk -v2¢ -c <community> <IP address>1.3.6.1.4.1.89.53.15.1.6
e BeHTtunatop 4: snmpwalk -v2c -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.7

Mpumep NPOCMOTPa COCTOAHUA BEHTUAATOPA 3 KommyTaTtopa MES3324F

KomaHpga CLI:
show system

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.6

V Bo3moycHbI cnedyroujue cocmoaHus:

normal (1)
notFunctioning (5)

KoHmponb nokaszaHuli memnepamypHsix 0amyuKo8

MIB: rlphysdescription.mib
Ucnonbzyemble Tabanybl: rIPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.15

o TemnepaTtypHbiit gatumk 1: snmpwalk -v2¢ -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.10

Mpumep NpocmoTpa TemnepaTypbl faT4MKa

KomaHga CLI:

show system

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.10

/’- MES5324 umeert 4 TemnepaTypHbIX AAaTYNKA, NOKA3AHUA KOTOPbIX MOXHO NOCMOTpETb,
BbINoAHUB KOMaHAy CLI: show system sensors.

KomaHda SNMP:

1 patumk:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.4.68420481

2 paTyunK:

snmpwalk -v2c¢ -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.4.68420482

3 paTyuK:

snmpwalk -v2c¢ -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.4.68420483

4 patumk:

snmpwalk -v2c¢ -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.4.68420484
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KoHmposab cocmosaHusa memnepamypHbiX 0amYyuKos

MIB: riphysdescription.mib

Ucnonbayembie Tabnnupi: riIPhdUnitEnvParamTable — 1.3.6.1.4.1.89.53.15

TemnepaTtypHbIi gatumnk 1: snmpwalk -v2c¢ -c <community> <IP address> 1.3.6.1.4.1.89.53.15.1.11

Mpumep NPocMoOTPa COCTOAHUA TEMNEPATYPHbIX AATYUKOB

KomaHpa CLI:
show system sensors

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.15.1.11

/'- MES5324 umeet 4 TemnepaTypHbIX AAaTYNKA, COCTOAHUA KOTOPbIX MOXKHO NOCMOTPETD,
BbinoaHMB KomaHay CLI: show system sensors.

KomaHda SNMP:

1 patymk:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.5.68420481

2 paTyunK:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.5.68420482

3 paTuuK:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.5.68420483

4 paTymk:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.83.2.1.1.1.5.68420484

/ CocmosaHuA memnepamypHbiXx 0am4yuKos:
V ok (1)

unavailable (2)

nonoperational (3)

4.3 [apamempbl cmeKka

MoHUMOpUH2 Nnapamempos cmekxa

MIB: riphysdescription.mib

Ucnonb3syembie Tabnunupl: riPhdStackTable — 1.3.6.1.4.1.89.53.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.4

36 MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP



HELTEX

Mpumep NPoCcMOTPa NapamMeTPoB CTeKa

KomaHpga CLI:
show stack

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.4

MOoHUMOopUH2 CMeKo8bIX Mopmos

MIB: rlphysdescription.mib

Ucnonbayemble Tabauupi: riCascadeTable — 1.3.6.1.4.1.89.53.23

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.53.23

Mpumep NnpocmoTpa COCTOAHUA CTEKOBbIX NOPTOB

KomaHpa CLI:

show stack links

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.53.23

4.4 YnpaeneHue ycmpolicmeom

3adaHue/cmeHa hostname Ha ycmpolicmae

MIB: SNMPv2-MIB

Ucnonbayemble Tabanupi: sysName — 1.3.6.1.2.1.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.1.5.0 s "{hostname}"

Npumep npucsoeHua hostname "mes2324"

KomaHga CLI:
hostname mes2324

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.1.5.0 s "mes2324"

BKmoweHue/omeoquue management acl

MIB: RADLAN-MNGINF-MIB

Ucnonb3yemble Tabanubi:
rIMngInfEnable — 1.3.6.1.4.1.89.89.2
rIMngInfActiveListName — 1.3.6.1.4.1.89.89.3
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n et -v2c -c <community> <IP address>
.1.89.89.2.0 1 {true(l), false(2)1}\

.1.89.89.3.0 s {name}

P

o
w w B

set
.3.6.1.4
.3.6.1.4

Mpumep BKAOYEeHMA management acl c umeHem eltex

KomaHaa CLI:
management access-class eltex

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.89.2.0 1 1 \
1.3.6.1.4.1.89.89.3.0 s eltex

Ycnonv3o8aHue ymuaumel ping

MIB: rlapplication.mib

Ucnonb3ayemble Tabnunupl: rsPinglnetTable — 1.3.6.1.4.1.89.35.4.2

snmpset -v2c -c <community> <IP address>\

1.3.6.1.4.1.89.35.4.1.1.2.{IP address>} 1 {Packet count}\
1.3.6.1.4.1.89.35.4.1.1.3.{IP address>} 1 {Packet Size}\
1.3.6.1.4.1.89.35.4.1.1.4.{IP address>} 1 {Packet Timeout}\
1.3.6.1.4.1.89.35.4.1.1.5.{IP address>} i {Ping Delay}\
1.3.6.1.4.1.89.35.4.1.1.6.{IP address>} i {Send SNMP Trap(2) }\
1.3.6.1.4.1.89.35.4.1.1.14.{IP address>} i {createAndGo(4), destroy(6),
active (1)}

Mpumep KomaHAbl ping y3na 192.168.1.1

Komanga CLI:
ping 192.168.1.1 count 10 size 250 timeout 1000

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.35.4.1.1.2.192.168.1.1 1 10 \
1.3.6.1.4.1.89.35.4.1.1.3.192.168.1.1 i 250 \
1.3.6.1.4.1.89.35.4.1.1.4.192.168.1.1 i 1000 \
1.3.6.1.4.1.89.35.4.1.1.5.192.168.1.1 1 0 \
1.3.6.1.4.1.89.35.4.1.1.6.192.168.1.1 1 2 \
1.3.6.1.4.1.89.35.4.1.1.14.192.168.1.1 1 4

V‘ Mpu ycraHoBKe B none rsPingEntryStatus 3HaueHusa 4 (createAndGo) cospaértca um
aKTUBMpYyeTCcA onepauusa ping.
Yro6bl NOBTOPHO BbINONHUTbL Ping yAaNEHHOro XocTa, Tpebyerca B none rsPingEntryStatus
BbICTAaBUTb 3HaueHue 1(active).
Mocne okoH4YaHuA onepauuM HeobxogMMoO yaanuTb BCe 3anucKu, BbICTaBUB B noJse
rsPingEntryStatus 3HaueHune 6 (destroy). UHaue uepes CLI 1 SNMP onepauuio ping go
APYroro Xocrta BbINOJAHUTb He yAACTCA.

Mpumep yaaneHmsa:

snmpset -v2c -c private 192.168.1.30\
1.3.6.1.4.1.89.35.4.1.1.2.192.168.1.1i 10\
1.3.6.1.4.1.89.35.4.1.1.3.192.168.1.1 i 250\
1.3.6.1.4.1.89.35.4.1.1.4.192.168.1.1 i 1000\
1.3.6.1.4.1.89.35.4.1.1.5.192.168.1.1 i 0\
1.3.6.1.4.1.89.35.4.1.1.6.192.168.1.1 i 2\
1.3.6.1.4.1.89.35.4.1.1.14.192.168.1.1i 6
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MoHumopuH2 ymuaumel ping

MIB: rlapplication.mib

Ucnonb3yemble Tabanupl: rsPingEntry — 1.3.6.1.4.1.89.35.4.1.1

snmpwalk -v2c -c <community> <IP address>\

1.3.6.1.4.1.89.35.4.1.1.{KomuecTBO OTIpaBJIeHHX IakeToB(7),
nakeTos (8), MuHMMaJIbHOe BpeMsa oTBeTa (9),

BpeMsa orTBeTa (1l1l) }

Mpumep npocmoTpa KoAnyecTsa NPUHATbIX NAKeTOB

CpenHue BpeMmsa orTeeTa (10),

KonmmuecTBO NPMHATHIX
MakcumMaJibHOEe

KomaHpga CLI:

ping 192.168.1.

KomaHaa SNMP:

31

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.35.4.1.1.8

V‘ Mpu yctaHoBKe B none rsPingEntryStatus 3HaueHua 6 (destroy) moHuTOpuHr 6Gyaer

3anpeLéH a0 co3gaHua HOBOU onepauuu.

Hacmpolika cucmemHo20 3ypHana

MIB: DRAFT-IETF-SYSLOG-DEVICE-MIB

Ucnonbayemble Tabauubl: snmpSyslogCollectorEntry — 1.3.6.1.4.1.89.82.1.2.4.1

snmpset -v2c -c <community>

el e
Wwwwww
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-t 10 -r 5 <IP address> \

el e

S
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u
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i
i

"{name}" \

{ipv4 (1), ipv6(2)} \

{ip add in HEX} \

{udp port number} \

{syslog facility(16-24)} \
{severity level} \
{createAndGo (4), destroy(6)}

Mpumep gobasneHna cepsepa ANA NOrMPOBaAHUA

KomaHpga CLI:

logging host 192.168.1.1 description 11111

KomaHaa SNMP:

snmpset -v2c -c private

1.3.6.1.

e el e
WWwwwww
BN R R =
R S
PN S
R S

.1.89.
.89.
.89.
.89.
.89.
.89.
.89.
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82.
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1.

e el e
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-t
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1

el e =)

-r 5 192.168.1.30 \

L O el

"11111" \
1A\
COAB80101 \
514 \

23 \

6\

4
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Severity level 3apaetca cheayowmm obpasom:

emergency(0),
alert(1),
critical(2),
error(3),
warning(4),
notice(5),
info(6),
debug(7)

Facility:

local0(16),
local1(17),
local2(18),
local3(19),
local4(20),
local5(21),
local6(22),
local7(23),
no-map(24)
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5 HACTPOWKA CUCTEMHOIO BPEMEHMU

Hacmpolika adpeca SNTP-cepsepa

MIB: rlsntp.mib

Ucnonbayemble Tabanupi: riSntpConfigServerinetTable — 1.3.6.1.4.1.89.92.2.2.17

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.2.2.17.1.3.1.4.{ip address in DEC. Banutu IP-ampeca

pPa3mensanTcsa TOUYKAMMU } {true(l), false(2). Ykaszaume 3HaueHus poll} \
1.3.6.1.4.1.89.92.2.2.17.1.9.1.4.{ip address in DEC. Bawutm IP-ampeca
Pa3mesignTCcad TOUYKaMM} 0 \

1.3.6.1.4.1.89.92.2.
pa3mendanTcsa TOYKAMMU}

.17.1.10.1.4.{ip address in DEC. Bautel IP-anmpeca
{createAndGo (4), destroy(6)}

PN SN R

Mpumep yKkasaHua SNTP-cepsepa c IP-agpecom 91.226.136.136

KomaHpa CLI:
sntp server 91.226.136.136 poll

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.2.17.1.3.1.4.91.226.136.136 i 1 \
1.3.6.1.4.1.89.92.2.2.17.1.9.1.4.91.226.136.136 u 0 \
1.3.6.1.4.1.89.92.2.2.17.1.10.1.4.91.226.136.136 1 4

YcmaHoska spemeHu onpoca 0449 SNTP-knueHma

MIB: risntp.mib

Ucnonbayemble Tabaunupi: riSntpNtpConfig — 1.3.6.1.4.1.89.92.2.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.2.1.4.0 1 {range 60-86400}

Mpumep ycTaHOBKM BpemeHu onpoca B 60 CeKyHA,

KomaHaa CLI:
sntp client poll timer 60

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.1.4.0 1 60

/";;" Y106b1 BEpHYTbCA K HACTPOKaM NO YMO/IYAHUIO, A0CTAaTOYHO YCTAHOBUTb BPEMA B
1024 ceKyHpabl.

Hacmpolika pabomsl 00HoadpecHbix SNTP-KaueHmos

MIB: rlsntp.mib

Ucnonbayemble Tabauupi: riSntpConfig — 1.3.6.1.4.1.89.92.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.2.2.5.0 1 {true(l), false(2)}
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Mpumep paspeweHnsa nocnegosarenbHoro onpoca SNTP-cepsepos

KomaHpaa CLI:
sntp unicast client poll

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.2.2.5.0 1 1

HobasneHue yacosozo noaca

MIB: risntp.mib

Ucnonb3ayembie Tabnanupli: riTimeSyncMethodMode — 1.3.6.1.4.1.89.92.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.92.1.6.0 s "{TimeZone}" \
1.3.6.1.4.1.89.92.1.7.0 s "{NameZone}"

Mpumep ao06aBNeHNUA YACOBOro NOACA Ha YCTPOCTBE

KomaHpa CLI:

clock timezone test +7

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.92.1.6.0 s "+7:00™ \
1.3.6.1.4.1.89.92.1.7.0 s "test"
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6 KOH®UIrYPUPOBAHME UHTEP®ENCOB

6.1 [Mapamempeol Ethernet-unmepdeiicos

[1lpocmomp Description nopma

MIB: IF-MIB nan eltMng.mib

Ucnonbayemble Tabamupl: ifAlias — 1.3.6.1.2.1.31.1.1.1.18 unu iflongDescr —
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.18.{ifIndex}

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1.{ifIndex}

Mpumep npocmotpa Description Ha uHTepdeiice GigabitEthernet 1/0/1

KomaHpa CLI:
show interfaces description GigabitEthernet 1/0/1

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.18.49

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.1.31.1.1.1.1.49

Mpocmomp Description vlan

MIB: Q-BRIDGE-MIB

Ucnonbayemble Tabauupi: dotlqVlanStaticTable — 1.3.6.1.2.1.17.7.1.4.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.3.1.1.{vlan id}

Npumep npocmotpa Description vian 100

KomaHga CLI:

show interfaces description vlan 100

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.3.1.1.100

[pocmomp cKopocmu Ha uHmepgelice

MIB: IF-MIB

Ucnonbsyemble Tabanupi: ifHighSpeed — 1.3.6.1.2.1.31.1.1.1.15

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.15.{ififndex}
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Mpumep npocmoTpa ckopocTh Ha GigabitEthernet1/0/2

KomaHpaa CLI:

show interface status GigabitEthernetl/0/2
KomaHaa SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.15.50

BKntoyeHue/8bikarYeHue a8mocoanaco8aHuUs CKOpocmu Ha uHmepaelice

MIB: rlinterfaces.mib

Ucnonb3ayembie Tabnunupl: swifSpeedDuplexAutoNegotiation — 1.3.6.1.4.1.89.43.1.1.16

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.16.{ifIndex} 1 {negotiation(l), no negotiation(2)}

Mpumep BbiKAOYEHUA negotiation Ha GigabitEthernet1/0/2

Komanga CLI:
interface GigabitEthernetl/0/2
no negotiation

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.16.50 1 2

BraroyeHue nponycka npoyedypbl 8moco2aaco8aHuUS, eCcau NapmHyep Ha 8CMpeYHol CmopoHe He
omee4yaem

MIB: eltinterfaces.mib

Ucnonb3ayembie Tabnunupli: eltSwifAutoNegotiationBypass — 1.3.6.1.4.1.35265.1.23.43.1.1.3
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.43.1.1.3.{ifIndex} i {negotiationbypass(l), no
negotiation bypass(2)}

Mpumep BbiKOYeHUA negotiation Ha TenGigabitEthernet1/0/2

Komanpga CLI:
interface TenGigabitEthernetl/0/2
no negotiation bypass

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.43.1.1.3.106 1 2

YcmaHO08Ka pexumos8 a8mocoz2a1aco8aHUs CKOpocmu Ha uHmepdgelice

MIB: rlinterfaces.mib

Ucnonb3syemblie Tabnuupl: swifAdminSpeedDuplexAutoNegotiationLocalCapabilities —
1.3.6.1.4.1.89.43.1.1.40

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.40.{ifIndex} x {negotiation mode (HEX) }
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Mpumep HacTpoOMKK aBTOCOrNacoBaHua Ha ckopoctu 10f u 100f Ha untepdeiice GigabitEthernetl/0/2

KomaHpga CLI:
interface GigabitEthernetl/0/2
negotiation 10f 100f

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.40.50 x 14

V B aBouuHoi cucteme 10f n 100f 3anucbiBaeTca Kak 00010100. B wecTtHaguatepuyHoii (HEX)
D4 cucreme cumcneHus sto 14.

OnucaHue 6umos

default(0),
unknown(1),
tenHalf(2),
tenFuli(3),
fastHalf(4),
fastFull(5),
gigaHalf(6),
gigaFull(7)

lMopadok bumos

01234567

lpocmomp duplex-pexcuma nopma

MIB: EtherLike-MIB

Ucnonbayemble Tabanupi: dot3StatsDuplexStatus — 1.3.6.1.2.1.10.7.2.1.19

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.19.{ifindex}

Mpumep npocmortpa duplex-pexkuma nopra GigabitEthernet 1/0/1

KomaHga CLI:
show interfaces status GigabitEthernet 1/0/1

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.19.49

V' Pacwuchposka gbidagaembix 3Ha4eHul

unknown (1)
halfDuplex (2)
fullDuplex (3)
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CmeHa duplex-pexcuma Ha uHmepaelice

MIB: RADLAN-rlInterfaces

Ucnonb3ayemblie Tabnunupl: swifDuplexAdminMode — 1.3.6.1.4.1.89.43.1.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.3.{1ifIndex} i {none(l),half(2),full (3)}

Mpumep cmeHbl duplex-pexkuma nopra GigabitEthernet 1/0/1

KomaHpa CLI:
interface GigabitEthernetl/0/1
duplex half

KomaHaa SNMP:
snmpset-v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.3.49 1 2

[lpocmomp cpedsbi nepeda4u UHMepgelica

MIB: EtherLike-MIB

Ucnonbayembie Tabnunupl: swifTransceiverType — 1.3.6.1.4.1.89.43.1.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.7.{ifindex}

Mpumep npocmoTpa cpeapl nepeaaum nopra GigabitEthernet 1/0/1

Komanga CLI:
show interfaces status GigabitEthernet 1/0/1

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.7.49

V Pacwudposka ebidagaembix 3Ha4eHuli

Copper (1)
FiberOptics (2)
ComboCopper (3)
ComboFiberOptics (4)

YnpasneHue nomokom (flowcontrol)

MIB: RADLAN-rlInterfaces

Ucnonb3ayembie Tabnunupl: swifFlowControlMode — 1.3.6.1.4.1.89.43.1.1.14

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.14.{ifindex} 1 {on(l),0ff(2),auto (3)}
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Mpumep BKAIOYEHMA yNpaBaeHUA NOTOKOM Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpga CLI:
interface GigabitEthernetl/0/2
flowcontrol on

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.14.50 1 1

[Ipocmomp aOMUHUCMPAMUBHO20 COCMOAHUA NopmMa

MIB: IF-MIB

Ucnonbayemble Tabanupi: ifAdminStatus — 1.3.6.1.2.1.2.2.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.7.{ifIndex}

Mpumep npocmortpa craTtyca nopra GigabitEthernet 1/0/1

KomaHpa CLI:
show interfaces status GigabitEthernet 1/0/1

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.7.49

( Bo3moiHbIe sapuaHmel:

up(1)
down(2)
testing(3)

Bko4ume/8bikaA04UMb KOHGU2Yypupyemslli uHmepgetc

MIB: IF-MIB
Ucnonbzyemble Tabaunubl: ifAdminStatus — 1.3.6.1.2.1.2.2.1.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.7.{ifIndex} 1 {up(l),down(2)}

Mpumep BbiKNlOUeHUa nHtepdelica GigabitEthernet 1/0/1

KomaHpga CLI:
interface GigabitEthernet 1/0/1
shutdown

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.2.2.1.7.49 1 2
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[lpocmomp onepamugHO20 COCMOAHUA Nopma

MIB: IF-MIB

Ucnonb3syembie Tabnuupl: ifOperStatus — 1.3.6.1.2.1.2.2.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.8.{ifIndex}

Mpumep npocmoTpa cTaTtyca nopra GigabitEthernet 1/0/1

KomaHpa CLI:
show interfaces status GigabitEthernet 1/0/1

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.8.49

V Bo3moscHble sapuaHmel:

up(1)
down(2)

OnpedeneHue muna NOOKAKYEeHUA nopma

MIB: rlinterfaces.mib

Ucnonb3ayembie Tabnunupl: swifTransceiverType — 1.3.6.1.4.1.89.43.1.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.7.{ifIndex}

Mpumep onpegeneHunsa Tuna noprta GigabitEthernet1/0/1

Komanpga CLI:

show interfaces status

Komanga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.7.49

V' Bo3MO3#CHbIe 8apuUAHMbI:

regular (1)
fiberOptics (2)
comboRegular (3)
comboFiberOptics (4)

[Mpocmomp cyuemyuKa unicast-nakemos Ha uHmepgelice

MIB: IF-MIB

Ucnonb3ayembie Tabnuupl: ifinUcastPkts — 1.3.6.1.2.1.2.2.1.11

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.11.{ifIndex}
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Mpumep NpocMoTpa cueTYUKa BXOAALLMX Unicast-nakeToB Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpga CLI:
show interface counters GigabitEthernetl1/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.11.50

Mpocmomp cyemyuka multicast-nakemos Ha uHmMepgpelice

MIB: IF-MIB

Ucnonbayemble Tabanupi: ifinMulticastPkts — 1.3.6.1.2.1.31.1.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.2.{ifindex}

Mpumep npocmoTpa cueTunKa Bxoaawmx multicast-naketos Ha nHtepdeiice GigabitEthernet1/0/2

KomaHpga CLI:
show interface counters GigabitEtherneti1/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.2.50

[pocmomp cyemyuka broadcast-nakemos Ha UHmMepagelice

MIB: IF-MIB
Ucnonb3zyemble Tabauybi: ifinBroadcastPkts — 1.3.6.1.2.1.31.1.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.31.1.1.1.3.{ifindex}

Mpumep npocmoTpa cueTumKa exogawmx broadcast-nakeros Ha nHtepdeiice GigabitEthernet1/0/2

KomaHpga CLI:
show interface counters GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.31.1.1.1.3.50

[lpocmomp cyemyuka okmemos Ha uHmepgelice

MIB: IF-MIB

Ucnonblyemble Tabnuupbi:

ifinOctets — 1.3.6.1.2.1.2.2.1.10
ifHCInOctets - 1.3.6.1.2.1.31.1.1.1.6
ifOutOctets— 1.3.6.1.2.1.2.2.1.16
ifHCOutOctets - 1.3.6.1.2.1.31.1.1.1.10

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.2.2.1.10.{ifindex}
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Mpumep NpocmoTpa cyeTYNKa NPUHATLIX OKTETOB Ha UHTepdelice GigabitEthernet1/0/2

KomaHpaa CLI:
show interface counters gigabitethernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.2.2.1.10.50

V‘ MNopa, oKTeToM MMeeTca B BUAY KONNYECTBO 6aiiT.

1 oktet = 1 baiiT

[Mpocmomp cyemyuka FCS Errors Ha uHmepgelice

MIB: EtherLike-MIB
Ucnonb3syembie Tabnnupl: dot3StatsFCSErrors — 1.3.6.1.2.1.10.7.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.3.{ifindex}

Mpumep npocmoTtpa cuetumka FCS Errors Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show interface counters GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.3.50

[Mpocmomp cyemyuka Internal MAC Rx Errors Ha uHmepaelice

MIB: EtherlLike-MIB
Ucnonb3ayembie Tabnunupl: dot3StatsinternalMacReceiveErrors — 1.3.6.1.2.1.10.7.2.1.16

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.2.1.16.{ifindex}

Mpumep npocmotpa cuetumka Internal MAC Rx Errors Ha nutepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show interface counters GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.2.1.16.50

[Mpocmomp cyemyuka Transmitted Pause Frames Ha uHmepaelice

MIB: EtherLike-MIB
Ucnonb3ayembie Tabnunupl: dot30utPauseFrames — 1.3.6.1.2.1.10.7.10.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.10.1.4.{ifindex}
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Mpumep npocmoTpa cuetunka Transmitted Pause Frames Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpga CLI:
show interface counters GigabitEthernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.10.1.4.50

lpocmomp cyemyuka Received Pause Frames Ha uHmepaelice

MIB: EtherLike-MIB
Ucnonbayemble Tabanupi: dot3InPauseFrames — 1.3.6.1.2.1.10.7.10.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.10.7.10.1.3.{ifindex}

Mpumep npocmotpa cuetumKka Received Pause Frames Ha untepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show interface counters GigabitEthernetl1/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.10.7.10.1.3.50

O4yucmKa cyem4yuKos UHmMepagelicos

MIB: rlinterfaces.mib

Ucnonbayemble Tabauupi: rlifClearPortMibCounters — 1.3.6.1.4.1.89.54.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.54.4.0 x {6uroBasa Macka}

Mpumep 04UCTKU cueTYnKa MHTepdencoB Ana KommyTtatopa MES2324B

KomaHga CLI:

clear counters

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.54.4.0 x
000000000000E££££££00000000£0000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000001£££e0000000000

Mpumep 0UUCTKU cueTYnKa HTepdencoB ana Kommyrtatopa MES5324

KomaHga CLI:

clear counters

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.54.4.0 x
FFFFFFFOOOOO8FFFFFFFOOOOOSFFFFFFFOOOOOSFFFFFFFOOOOO8FFFFFFFOOOOO8SFFFFEFFFO00008FE
FFFFFFO000008FFFFFFF000008000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000001FFFE0000000000
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/ 1) B 3HauyeHMe OUYMCTKU CHETYMKOB B CTEKe 3ajaeTcA 6uTOBaA Macka AnAa Bcex
nopTOB BCEX IOHUTOB CTEKa:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.54.4.0 x
000000000000FFFFFFO0000000F000000000000FFFFFFOO000000F
000000000000FFFFFFO0000000F000000000000FFFFFFO0000000F0000000000
OOFFFFFFO
0000000F000000000000FFFFFFO0000000F000000000000FFFFFFO0000000F00
000000000

OFFFFFFO0000000F0000000000000000000000000000000001 FFFE0000000000

2) NocmoTpeTb 3HaueHUe 6UTOBOI MacCKU MOXKHO KOMaHAOIM:

snmpwalk -v2c -c public <IP address> \
1.3.6.1.4.1.89.54.9.0

MoHuUmopuHa 3a2py3KuU MopmMos Kommymamopda

MIB: eltMes.mib

Ucnonb3zyemble Tabauubi: eltSwifUtilizationEntry — 1.3.6.1.4.1.35265.1.23.43.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.43.2.1.{parameter}

Mpumep npocmoTpa 3arpy3Ku NOpPToB

KomaHpa CLI:

show interfaces utilization

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.43.2.1.1

V Crnucok 803MOXHbIX NAPaMmempos:

eltSwifUtilizationIfIndex(1)
eltSwifUtilizationAverageTime(2)
eltSwifUtilizationCurrentinPkts(3)
eltSwifUtilizationCurrentinRate(4)
eltSwifUtilizationCurrentOutPkts(5)
eltSwifUtilizationCurrentOutRate(6)
eltSwifUtilizationAveragelnPkts(7)
eltSwifUtilizationAveragelnRate(8)
eltSwifUtilizationAverageOutPkts(9)
eltSwifUtilizationAverageOutRate(10)

52 MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP



HELTEX

[puHyOumenbHoe dobassaeHue uHmepgelica 8 KaHan LACP

MIB: eltLinkAgg.mib

Ucnonbayemble Tabanupi: eltAggPortForceUp — 1.3.6.1.4.1.35265.1.23.9.1.1.2.1.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.9.1.1.2.1.1.2.{ifIndex} i {on (1), off (2)}

Mpumep npuHyguTenbHoro aobasneHusa nutepdeiica GigabitEthernet1/0/1 8 LACP

KomaHpa CLI:
interface GigabitEthernet 1/0/1
lacp force-up

KomaHga SNMP:
snmpset —-c private -v2c 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.9.1.1.2.1.1.2.49 i 1

6.2 KoHguz2ypupoeaHue VLAN

JobasneHue vlan so vian database

MIB: rlvlan.mib

MUcnonb3yemble Tabauubi:

rldotlgVlanStaticList1to1024 — 1.3.6.1.4.1.89.48.69.1.2
rldotlqVlanStaticList1025t02048 — 1.3.6.1.4.1.89.48.69.1.3
rldotlqVlanStaticList2049t03072 — 1.3.6.1.4.1.89.48.69.1.4
rldotlqVlanStaticList3073to4094 — 1.3.6.1.4.1.89.48.69.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.69.1.2 x {BuToBasg Macka}

Mpumep cospanusa 994 vlan-a B vlan database

KomaHpga CLI:
vlan database
Vlan 994

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.69.1.2.0 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000000000000000000000000000000000000000000000000000000000000000000000000
0000000000040000000

MNpu pacuete 6uTOBOI Mackm gna vian 1025-2048 BbINOAHUTL BbluMTaHue 1024 ot
V Heobxogumoro vlan, a 3aTem yKe BbINONHATb pacyeT Macku. AHanorMyHo aaa vian
2049-3072: Heobxoaumo BbivecTb 2048 nepeps pacyerom. Ana 3073-4094 — BbluecTb

3072. butoBaA MacKa AO0NXKHA BK/OYaTb B ceba He meHee 10 cumB0N0B.

MNpumep pacueta 6uTOBOI MacKku npusepeH B paspene «MpunoxeHue A. Metoauka
pacuyeta 6UTOBOI MacKu».
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X 6UTOBYIO MACKy: KOHEUYHbIW pe3ynbTaT Tpebyerca BBOAUTb B BUAEe 6MTOBOI Mackuy,
cocTosAlen U3 pesynbTaTa BbiNOJIHEHUA AU3BIOHKLUUU (norMyeckoe «uam») 6UTOBbIX
MAacCOK.

7 Mpu go6aeneHnn HoBoro vian K yxxe umetrowmmca Bo vlan database Hy»KHO yunTbiBaTh

JMlobasneHue vlan Ha nopm

MIB: rlvlan.mib

Ucnonb3syembie Tabnunupl: ridotlgPortVlanStaticTable — 1.3.6.1.4.1.89.48.68

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{1-8}.{ifIndex} x {vlan B BuIOe OMTOBOM MAaCKM}

Mpumep gobasnenus vian 622 n 3100 Ha uHTepdeiic GigabitEthernet 1/0/2 B pexxum trunk

KomaHaa CLI:
interface GigabitEthernet 1/0/2
switchport mode trunk
switchport trunk allowed vlan add 622,3100

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.50 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.4.50 x 0000001000

Mpumep aobasnenus vlian 622 Ha nHtepdeiic GigabitEthernet 1/0/2 8 kauectse native vlan

KomaHpa CLI:

interface GigabitEthernet 1/0/2
switchport mode trunk
switchport trunk native vlan 622

Komanga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.50 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.5.50 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004

Mpumep gobasneHuns vlian 622 Ha nHTepdeiic GigabitEthernet 1/0/2 B pexxume access

Komanpga CLI:
interface GigabitEthernet 1/0/2
switchport access vlan 622

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.48.68.1.1.50 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004 \
1.3.6.1.4.1.89.48.68.1.5.50 x
0000000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000000000000000000000000000004
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V’- 1. NepeyveHb Tabanu;:

rldotlqPortVianStaticEgressList1t01024 — 1.3.6.1.4.1.89.48.68.1.1.{ifindex}
ridotlqPortVlanStaticEgressList1025t02048 — 1.3.6.1.4.1.89.48.68.1.2 {ifindex}
ridotlqPortVlanStaticEgressList2049t03072 — 1.3.6.1.4.1.89.48.68.1.3.{ifindex}
rldotlqPortVianStaticEgressList3073t04094 — 1.3.6.1.4.1.89.48.68.1.4.{ifindex}
rldotlqPortVlanStaticUntaggedEgressList1t01024 — 1.3.6.1.4.1.89.48.68.1.5.{ifindex}
rldotlgPortVlanStaticUntaggedEgressList1025t02048 —
1.3.6.1.4.1.89.48.68.1.6.{ifindex}
rldotlqPortVlanStaticUntaggedEgressList2049t03072 —
1.3.6.1.4.1.89.48.68.1.7 {ifindex}
rldotlqPortVlanStaticUntaggedEgressList3073t04094 —
1.3.6.1.4.1.89.48.68.1.8.{ifindex}

2. MNpumep coctaBneHna 6GUTOBOM Macku npuBepeH B pasgene «lMpunoxeHue A.
MeToauKa pacyeta 6MTOBOIT MacKn».

3. buroBasa macKa A0/KHA BK/OYaTb B ceba He meHee 10 cumBONOB.

3anpemums default VLAN Ha nopmy

MIB: eltVlan.mib

Ucnonbayemble Tabauupl: eltVianDefaultForbiddenPorts — 1.3.6.1.4.1.35265.1.23.5.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.5.5.1.0 x {mopT B BuMOe OMTOBOM Macku}

Mpumep 3anperta default vlan Ha nopTe GigabitEthernet1/0/5

KomaHpga CLI:
interface GigabitEthernetl/0/5
switchport forbidden default-vlan

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.5.5.1.0 x 00000000000008

/ 1. Mpumep coctaBneHMA 6GUTOBOW MAcKu npueedeH B pasgene «lMpunoxeHue A.
MeToauKa pacyeta 6UTOBOIA MacKun».

2. butoBas macka A0/XKHa BK/OYaTb B cebsa He meHee 10 cMmBON0B.

[1pocmomp umeHu VLAN

MIB: rlvlan.mib

Ucnonbsyemble Tabamupi: ridotlqVianStaticName — 1.3.6.1.4.1.89.48.70.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.70.1.1.{vlan}
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MNpumep npocmoTpa umeHu vlan 5

KomaHpaa CLI:
show vlan tag 5

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.70.1.1.5

[Tpocmomp yneHcmaa nopma 8o VLAN

MIB: rlvlan.mib

Ucnonb3ayembie Tabnunupli: ridotlgPortVlanStaticTable — 1.3.6.1.4.1.89.48.68

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{1-4}.{ifindex}
snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.68.1.{5-8}.{ifindex}

Mpumep npocmortpa vilan Ha GigabitEthernet1/0/5

KomaHpa CLI:
show interfaces switchport GigabitEthernetl/0/5

KomaHaa SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.68.1.1.54

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.68.1.5.54

/ 1. B npumepe npepcrasneHbl 2 KomaHabl snmpwalk. Ecam nopt Tagged, To napametpbl

V B BbiBOAE BTOPOA KOMaHAbI NPUHMMAIOT Hy/NeBoe 3HaueHue, uU Homep Vian

COOTBETCTBYET 3HaUeHMAM BbiBOAA NepBoi KomaHAabl. Ecnm nopt Untagged — B BbiBOAE

BTOPOI KOMaHAbl MPUCYTCTBYIOT 3HAYE€HUA, OT/IMUHbIe OT HynA, U Homep Vian
COOTBETCTBYET 3TUM 3HaYEeHUAM.

2. NepeyeHb Tabauny;:

rldotlqPortVianStaticEgressList1t01024 — 1.3.6.1.4.1.89.48.68.1.1.{ifindex}
rldotlqPortVianStaticEgressList1025t02048 — 1.3.6.1.4.1.89.48.68.1.2.{ifindex}
rldotlqPortVianStaticEgressList2049t03072 — 1.3.6.1.4.1.89.48.68.1.3.{ifindex}
rldotlqPortVianStaticEgressList3073t04094 — 1.3.6.1.4.1.89.48.68.1.4.{ifindex}
ridotlqPortVianStaticUntaggedEgressList1t01024 — 1.3.6.1.4.1.89.48.68.1.5 {ifindex}
rldotlgPortVlanStaticUntaggedEgressList1025t02048

— 1.3.6.1.4.1.89.48.68.1.6.{ifindex}
rldotlgPortVlanStaticUntaggedEgressList2049t03072

— 1.3.6.1.4.1.89.48.68.1.7.{ifindex}
rldotlgPortVlanStaticUntaggedEgressList3073to4094

— 1.3.6.1.4.1.89.48.68.1.8.{ifindex}

3. NonyuyeHHble B pe3ysibTaTe BbINOJIHEHMA 3aNPOCa 3HAaYEHUA NPEeACTaBAAIT U3 cebs
6MTOBYIO MaCcKy, MeTOAMKa pacyeTa KOTOpoi npuBeaeHa B pasaene «lMpunoxeHue A.
MeToauka pacyeta 6UTOBOI MacKn».
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lpocmomp npasun Selective QinQ Ha nopmy

MIB: rlbridgesecurity.mib

Ucnonbayemble Tabnuupi: riSelectiveQinglListTable — 1.3.6.1.4.1.89.112.5.2.1.9

snmpwalk -v2c -Cc -c <community> <IP address> \
1.3.6.1.4.1.89.112.5.2.1.9.{ingress(1l),egress(2)}.{ifIndex}

Mpumep npocmortpa ingress-npasun Selective QinQ Ha GigabitEthernet1/0/20

KomaHpa CLI:
show running-config interface GigabitEthernetl/0/20

KomaHga SNMP:
snmpwalk -v2c -Cc -c public 192.168.1.30 1.3.6.1.4.1.89.112.5.2.1.9.1.68\

V LLa6noH pesynbTaTa BbiBOAA:

SNMPv2-
SMl::enterprises.89.112.5.2.1.9.{ingress(1),egress(2)}.{ifindex}.{selective(1),all(255)}.{in
gress_vlan}.34.34.34.34.34.34.1500.0.0.0.0 = INTEGER: {s_vlan}

V TMpumep KoHduaypayuu:

switchport mode general

switchport general allowed vlan add 222,333 untagged
selective-qinq list ingress add_vlan 222 ingress_vlan 66,77
selective-qinq list ingress add_vlan 333 ingress_vlan 88
selective-qinq list ingress add_vlan 555

selective-qinq list egress override_vlan 50 ingress_vlan 11
exit

Pe3ynbomam SNMP-onpoca 0aa npumepa:

snmpwalk -v2c -Cc -c public 192.168.1.30 1.3.6.1.4.1.89.112.5.2.1.9.1.68

SNMPv2-SMI::enterprises.89.112.5.2.1.9.1.68.1.66.34.34.34.34.34.34.1500.0.0.0.0 =
INTEGER: 222
SNMPv2-SMI::enterprises.89.112.5.2.1.9.1.68.1.77.34.34.34.34.34.34.1500.0.0.0.0 =
INTEGER: 222
SNMPv2-SMI::enterprises.89.112.5.2.1.9.1.68.1.88.34.34.34.34.34.34.1500.0.0.0.0 =
INTEGER: 333

SNMPv2-SMI::enterprises.89.112.5.2.1.9.1.68 .255.1.34.34.34.34.34.34.1500.0.0.0.0 =
INTEGER: 555

snmpwalk -v2c¢ -Cc -c public 192.168.1.30 1.3.6.1.4.1.89.112.5.2.1.9.2.68

SNMPv2-SMlI::enterprises.89.112.5.2.1.9.2.68.1.11.34.34.34.34.34.34.1500.0.0.0.0 =
INTEGER: 50
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[Mpocmomp memku inner-vlan 8 pexcume customer Ha nopmy

MIB: eltIfExtensionMIB.mib

Ucnonb3ayemble Tabauubl: r eltifDotlqgingressCvlanEntry — 1.3.6.1.4.1.35265.1.23.1.276.1.4.1.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.276.1.4.1.1.1.{ifIndex}

Mpumep npocmotpa npasuna Customer VLAN Ha GigabitEthernet1/0/9 (c-vlan 222, s-vlan 200)

KomaHpa CLI:
show running-config interface GigabitEthernetl/0/9

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 1.3.6.1.4.1.35265.1.23.1.276.1.4.1.1.1.57

/ [aHHbIi cnocob no3sBonaeT noayunuTb MHGopmaumio TonbKo 06 inner customer VLAN B
V cnyyae HasHauyeHua obomx 802.1g-meTOK Ha NMopTy KommyTtatopa. Ansa npocmotpa
uyneHcrea Bo VLAN Ha nopry, rge HacTpoeHa TO/IbKO o4Ha meTKa 802.1q, ucnonb3yiirte

MeToA, OnUcaHHbIi B NyHKTe «MpocmoTp YneHcTBa nopta Bo VLAN» aaHHOro pasaena.

Mpumep KoHdu2ypayuu:
V vlan mode tr101
v interface GigabitEthernet1/0/9
switchport customer vlan 200 inner-vlan 222

Hacmpolika pexcuma pabomel nopma

MIB: rlvlan.mib

Ucnonb3syembie Tabnunupl: vianPortModeEntry — 1.3.6.1.4.1.89.48.22.1
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.22.1.1.{ifIndex} i {general(l), access(2), trunk(3),

customer (7) }

Mpumep nepesoga uHtepdeiica GigabitEthernet 1/0/2 B pexkum trunk

KomaHpa CLI:
interface GigabitEthernet 1/0/2
switchport mode trunk

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.22.1.1.50 1 3

[Ipocmomp pexcuma rnopma

MIB: rlvlan.mib

Ucnonb3syembie Tabnnupi: vianPortModeState — 1.3.6.1.4.1.89.48.22.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.22.1.1.{ifindex}
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Mpumep npocmoTpa pexkuma Ha GigabitEthernet1/0/2

KomaHpga CLI:
show interfaces switchport GigabitEthernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.48.22.1.1.50

V Bo3mosicHbIe sapuaHmoi:

general(1)
access(2)
trunk (3)
customer (7)

HasHa4yume pvid Ha uHmepaelic

MIB: Q-BRIDGE-MIB.mib

Ucnonbayemble Tabauupi: dotlgPortVianTable — 1.3.6.1.2.1.17.7.1.4.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.4.5.1.1.{ifindex} u {1-4094}

Mpumep Ha3HaueHusa pvid 15 gna GigabitEthernet 1/0/2

KomaHaa CLI:
interface GigabitEthernet 1/0/2
switchport general pvid 15

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.7.1.4.5.1.1.50 u 15

Hacmpolika map mac

MIB: rlvlan.mib

Ucnonbsyemble Tabamupi: vianMacBaseVlanGroupTable — 1.3.6.1.4.1.89.48.45

snmpset -v2c -c¢ <community> <IP address> \

1.3.6.1.4.1.89.48.45.1.3.{MAC address in DEC}.{mask} 1 {map-group number} \
1.3.6.1.4.1.89.48.45.1.4.{MAC address in DEC}.{mask} i {createAndGo (4),
destroy(6) }

Mpumep HacTpoiikKn map mac

KomaHga CLI:
vlan database
map mac a8:£9:4b:33:29:c0 32 macs-group 1

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.45.1.3.168.249.75.51.41.192.32 1 1 \
1.3.6.1.4.1.89.48.45.1.4.168.249.75.51.41.192.32 1 4
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YemaHoska npasuna Kadccugukayuu VIAN, ocHosaHHo20 Ha npusfaske K MAC-adpecy, 014
uUHmepagelica

MIB: rlvlan.mib

Ucnonb3syemble Tabnunupl: vianMacBaseVlanPortTable — 1.3.6.1.4.1.89.48.46.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.46.1.2.58.1 u {vlan} 1.3.6.1.4.1.89.48.46.1.3.58.1 1
{createAndGo (4), destroy(6)}

Mpumep BKAlOUEeHUA npaBuna Knaccudukauum VLAN gna Gigabitethernet 1/0/10

KomaHaa CLI:
interface Gigabitethernet 1/0/10
switchport general map macs-group 1 vlan 20

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.46.1.2.58.1 u 20 \
1.3.6.1.4.1.89.48.46.1.3.58.1 1 4

6.3 Hacmpolika u moHumopuHe errdisable-cocmosHusa

[Mpocmomp Hacmpoek 0718 asmomamuyeckol akmusayuu UHmepagelca

MIB: rlinterfaces_recovery.mib

Ucnonb3ayembie Tabnunupl: rlErrdisableRecoveryEnable — 1.3.6.1.4.1.89.128.2.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.2.1.2

Mpumep NpocMmoTpa HACTPOEK A/19 aBTOMAaTMUECKOM aKTuBauum uHtepdeiica

Komanpga CLI:

show errdisable recovery

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.128.2.1.2

Mpocmomp npu4uHbl 6s10KUPOBKU nopma

MIB: rlErrdisableRecoverylfReason

Ucnonb3ayembie Tabnunupl: rlErrdisableRecoverylfReason — 1.3.6.1.4.1.89.128.3.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.3.1.1

Mpumep NnpocmoTpa NpUYMHBLI 61I0KUPOBKK NopTa

KomaHpa CLI:
show errdisable interfaces

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.128.3.1.1
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/’-’ Bo3MOXM(HbIe sapuaHmoI:

loopback-detection (1)
port-security (2)
dotlx-src-address (3)
acl-deny (4)
stp-bpdu-guard (5)
stp-loopback-guard (6)
unidirectional-link (7)
dhcp-rate-limit (8)
12pt-guard (9)
storm-control (10)

Hacmpolika asmomamuyeckol akmusayuu uHmepgelica

MIB: rlinterfaces_recovery.mib

Ucnonbayemble Tabauupi: rlErrdisableRecoveryEnable — 1.3.6.1.4.1.89.128.2.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.2.1.2. {index of reason} i {true(l), false(2)}

Mpumep BKAIOUEHMA aBTOMATMUYECKON aKTUBaLMmn uHTepdeiica B cnyudae loopback detection

KomaHaa CLI:

errdisable recovery cause loopback-detection

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.128.2.1.2.1 1 1

/ Bo3morKHble 3HaueHuAa index of reason, B 3aBMCMMOCTM OT TUMNa BbINOJHAEMOMU
HaCTPOMKMU:

loopback detection — (1)
port-security — (2)
dotlx-src-address — (3)
acl-deny — (4)
stp-bpdu-guard — (5)
stp-loopback-guard (6)
unidirectional-link — (8)
storm-control — (9)
12pt-guard — (11)

Hacmpolika uHmepsana svixoda UuHmepdgpelica us errdisable cocmoaHusa

MIB: rlinterfaces_recovery.mib

Ucnonbayemble Tabauupi: rlErrdisableRecoveryinterval — 1.3.6.1.4.1.89.128.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.128.1.0 i {interval 30-86400}
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Mpumep HacTpoiiku 30-ceKyHAHOro MHTepBana Bbixoga us errdisable-coctoaHus

KomaHpaa CLI:
errdisable recovery interval 30

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.128.1.0 1 30

6.4 Hacmpolika voice vian

JlobasneHue voice vilan

MIB: RADLAN-vlanVoice-MIB

Ucnonb3ayembie Tabnnupi: vianVoiceAdminVid — 1.3.6.1.4.1.89.48.54.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.54.8.0 1 {vlan id}

Mpumep ao6asneHus voice vian id 10

Komanpga CLI:

voice vlan id 10

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.8.0 1 10

AKmusayus voice vlan Ha uHmepgelice

MIB: RADLAN-vlanVoice-MIB

Ucnonbsyemble Tabnuubi: vlanVoiceOUIBasedPortTable — 1.3.6.1.4.1.89.48.54.12.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.54.12.5.1.1.{ifIndex} 1 1 \
1.3.6.1.4.1.89.48.54.12.5.1.2.{ifIndex} u {voice vlan id}

Mpumep akTnBauymm voice vlian Ha nHtepdeiice GigabitEthernet1/0/3

Komanga CLI:
interface GigabitEthernetl1/0/3
voice vlan enable

KomaHnga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.12.5.1.1.51 i 1 \
1.3.6.1.4.1.89.48.54.12.5.1.2.51 u 10

PedakmuposaHue mabauybi OUI

MIB: rlvlanVoice.mib

Mcnonb3ayembie Tabnuupl: vianVoiceOUIBasedTable — 1.3.6.1.4.1.89.48.54.12.4

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.48.54.12.4.1.3.{0UI in DEC. BauThl pa3nejdloTCsa TodKamMm} 1
{createAndGo (4), destroy(6)}
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Npumep pgobasneHus B Tabauuy OUI

KomaHpga CLI:
voice vlan oui-table add 002618

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.54.12.4.1.3.0.38.24 i 4

BkntoyeHue/omknwoveHue voice vian oui-table auto-learning

MIB: eltVlan.mib

Ucnonbayemble Tabauupi: eltVianVoiceOUIBasedTableAutolLearningEnabled

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.5.8.4.0 1 {true (1), false (2)}

Mpumep BKAOUYeHUA voice vlan oui-table auto-learning

KomaHpa CLI:

voice vlan oui-table auto-learning

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.5.8.4.0 1 1

6.5 Hacmpoiika LLDP

nobanbHoe sknoveHue/omknaovyeHue LLDP

MIB: riLIdp.mib

Ucnonbayemble Tabauupi: riLidpEnabled — 1.3.6.1.4.1.89.110.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.110.1.1.1.0 1 {true (1), false (2)}

Mpumep otkNtOUYeHUA LLDP

KomaHpga CLI:
no Lldp run

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.110.1.1.1.0 1 2

Hacmpolika lldp-med noaumuku ¢ yKazaHuem Homepd voice vlan 019 meauposaHH020 mpaguKa
voice vlan

MIB: rllldb.mib

Ucnonbayemble Tabanupi: riLidpXMedLocMediaPolicyContainerTable — 1.3.6.1.4.1.89.110.1.2.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.110.1.2.1.1.2.1 1 {voice(l), voice-signaling(2), guest-voice(3),
guest-voice-signaling(4), softphone-voice(5), video-conferencing(6), streaming-
video (7), video-signaling(8)} \

1.3.6.1.4.1.89.110.1.2.1.1.3.1 1 {vlan} \
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.6.1.4.1.89.110.1.2.1.1.4.1 i {priority} \
.6.1.4.1.89.110.1.2.1.1.7.1 {true(l), false(2)
.3.6.1.4.1.89.110.1.2.1.1.9.1 i {createAndGo (4

o
W w

FA
), destroy(6)}

Mpumep HacTpoiKu lldp-med nonntukm c ykasaHmem VLAN 10, ykazaHuem npuopurteTa 4

KomaHaa CLI:
11dp med network-policy 1 voice vlan 10 vlan-type tagged up 4

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.110.1.2.1.1.2.1 1 1 \
1.3.6.1.4.1.89.110.1.2.1.1.3.1 1 10 \
1.3.6.1.4.1.89.110.1.2.1.1.4.1 1 4 \
1.3.6.1.4.1.89.110.1.2.1.1.7.1 1 1 \
1.3.6.1.4.1.89.110.1.2.1.1.9.1 1 4

Hacmpolika lldp-med noaumuku 0718 mea2uposaHHo20 mpaguKa voice vian

MIB: rllldb.mib

Ucnonb3zyemble Tabauubi: riLidpXMedNetPolVoiceUpdateMode — 1.3.6.1.4.1.89.110.1.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.110.1.7.0 1 {manual(0), auto(l)}

Mpumep HacTpoiiku lldp-med nonutnkm B pexkume auto

KomaHpa CLI:
no lldp med network-policy voice auto

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.110.1.7.0 1 O

6.6 Hacmpoiika ¢pyHKyuu Flex-link

BkntoyeHue/omknodeHue Flex-link Ha uHmepcgelice

MIB: eltFlexLinksV2.mib

Ucnonb3syembie Tabnunupl: eltexFlifConfigBackUp — 1.3.6.1.4.1.35265.31.1.1.1.1.2

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.31.1.1.1.1.2.{ifIndex main port} 1 {ifIndex backup port}

Mpumep sratoueHus flex-link Ha unTepdeiice GigabitEthernet1/0/3 n HasHaueHue nHTepdeicy

GigabitEthernet1/0/4 ponu backup-untepdeiica o flex-link nape

Komanpga CLI:
interface GigabitEthernetl/0/3 flex-link backup gigabitethernetl/0/4

KomaHga SNMP:
snmpset -v2c —-c private 192.168.1.30 \
1.3.6.1.4.1.35265.31.1.1.1.1.2.51 i 52
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Mpumep otkntoueHusa flex-link Ha untepdeiice GigabitEthernet1/0/3

KomaHpga CLI:
interface GigabitEthernetl/0/3 no flex-link backup

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.31.1.1.1.1.2.51 1 O

Hacmpolika preemption mode Ha uHmepdgelice, yyacmeyrowem 8o flex-link

MIB: eltFlexLinksV2.mib

Ucnonbayemble Tabauupi: eltexFlifConfigPreemptionMode — 1.3.6.1.4.1.35265.31.1.1.3.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.31.1.1.3.1.1.{ifIndex} i {off (1), forced (2), bandwidth (3)}

Mpumep HacTpoiikm preemption mode bandwidth Ha nutepdeiice GigabitEthernet1/0/1

KomaHaa CLI:
interface GigabitEthernetl/0/1 flex-link preemption mode bandwidth

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.31.1.1.3.1.1.49 i 3

Hacmpolika nepuoda spemeHu preemption delay 0n8 uHmepgelica ¢ HacmpoeHHoU yHKyuel

flex-link

MIB: eltFlexLinksV2.mib

Ucnonbayemble Tabanubi: eltexFlIfConfigPreemptionDelay — 1.3.6.1.4.1.35265.31.1.1.3.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.31.1.1.3.1.2.{ifIndex} u {range 1-300}

Mpumep HacTpoiiku nepruopa sBpemeHun preemption delay B 50 cekyHa ana nntepdeiica
GigabitEthernet1/0/1

KomaHpga CLI:
interface GigabitEthernetl/0/1 flex-link preemption delay 50

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.31.1.1.3.1.2.49 u 50
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7 HACTPOWKA IPV4-AAPECALIUU

Co3daHue IP-adpeca Ha interface vian

MIB: rlip.mib
Ucnonbsyembie Tabnnupi: rsipAddrEntry — 1.3.6.1.4.1.89.26.1.1

snmpset 2c -c <community> <IP address> \

et -v
6.1.4.1.89.26.1.1.2.{ip address(DEC)} i {ifIndex} \
6.1.4

n
1
1 .1.89.26.1.1.3.{ip address(DEC)} a {netmask}

w W'

Mpumep HacTpoliku agpeca 192.168.10.30/24 Ha vian 30

KomaHaa CLI:
interface vlan 30
ip address 192.168.10.30 /24

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.1.1.2.192.168.10.30 i 100029 \
1.3.6.1.4.1.89.26.1.1.3.192.168.10.30 a 255.255.255.0

YoaneHue IP-adpeca Ha interface vian

MIB: rlip.mib
Ucnonbsyembie Tabnnupl: rsipAddrEntry — 1.3.6.1.4.1.89.26.1.1

snmpset
1.3
1.3

S 2c —-c <community> <IP address> \

1.89.26.1.1.2.{ip address(DEC)} 1 {ifIndex} \

1.89.26.1.1.3.{ip address(DEC)} a {netmask} \
}

1.3.6.1.4.1.89.26.1.1.6.{ip address(DEC)} 1 2

et -v
.6.1.4.
.6.1.4.

Mpumep yaaneHus IP-agpeca 192.168.10.30 Ha uHTepdeiice vian 30

KomaHpa CLI:
interface vlan 30
no ip address 192.168.10.30

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.1.1.2.192.168.10.30 1 100029 \
1.3.6.1.4.1.89.26.1.1.3.192.168.10.30 a 255.255.255.0 \
1.3.6.1.4.1.89.26.1.1.6.192.168.10.30 1 2

MonyyeHue IP-adpeca no DHCP Ha interface vlan

MIB: radlan-dhcpcl-mib.mib

Ucnonb3syembie Tabnunupli: riDhcpClActionStatus — 1.3.6.1.4.1.89.76.3.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.76.3.1.2.{ifIndex} 1 {createAndGo (4), destroy(6)}
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Mpumep nonyuenus IP-agpeca no DHCP Ha interface vlan

KomaHpga CLI:
interface vlan 30
ip address dhcp

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.301\1.3.6.1.4.1.89.76.3.1.2.100029 1 4

ﬂo6aeumb/ydaﬂumb w3 1o ymoa4YaHuro

MIB: rlip.mib

Ucnonbayemble Tabnuupi: rlinetStaticRouteEntry — 1.3.6.1.4.1.89.26.28.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.28.1.4.0.0.0.0.0.1.4.{IP address}.0 i {metric(4)} \
1.3.6.1.4.1.89.26.28.1.4.0.0.0.0.0.1.4.{IP address}.0 i {remote(4)} \
1.3.6.1.4.1.89.26.28.1.4.0.0.0.0.0.1.4.{IP address}.0 i {createAndGo (4),

destroy(6) }

Mpumep pobasneHus ip default-gateway 192.168.1.10

KomaHpga CLI:
ip default-gateway 192.168.1.10

KomaHaa SNMP:

snmpset -v2c -c private 192.1

1.3.6.1.4.1.89.26.28.1.7.1.4. 1.4.192.168.1.10.0 u 4
3.6.1.4.1.89.26.28.1.8.1.4. 1.4.192.168.1.10.0 1 4

3.6.1.4.1.89.26.28.1.10.1.4.0.0.0.0.0.1.4.192.168.1.10.0 i 4

68.1.30 \
0.0.0.0.0. \
1. 0.0.0.0.0. \
1.
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8 HACTPOMKA IPV6-ALPECALUU

BkntoyeHue/sbikao4eHue IPv6-adpecayuu Ha interface vlan

MIB: ip-mib.mib
Ucnonb3ayemble Tabnuupl: ipvbinterfaceEnableStatus — 1.3.6.1.2.1.4.30.1.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.30.1.5.{ifindex} i {enable(l), disable(2)}

Mpumep BKAoueHUn IPve-agpecaymm Ha vian 2

KomaHpa CLI:
interface vlan 2
ipv6 enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.4.30.1.5.100001 i 1

Co3daHue/ydaneHue IPv6-adpeca Ha interface vlan

MIB: rlip.mib
Ucnonb3zyemble Tabauupbi: rlipAddressEntry — 1.3.6.1.4.1.89.26.36.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.26.36.1.5.{xonmmuecTBO DOanT B anpece}.{xaxoel OauT B HOEeCATUUHOM
Bume uepes paspeiuresb}.2.0 1 {ifindex} \
1.3.6.1.4.1.89.26.36.1.13.{xonmmuecTBO OanT B ampece}.{kaxnel OalT B IOeCATUYUHOM
BUIe uepes pasgenmuTesib}.2.0 u {Macka B mecaTMUHOM Buae}\
1.3.6.1.4.1.89.26.36.1.11. {xonmuuecTBO OamT B ampece}.{xaxiel OauT B OECATUUHOM
BUme uepes paszmemurenb}.2.0 i1 {createAndGo (4), destroy(6)}

Mpumep pobasneHns agpeca 2001::1/64 Ha vlan 2

KomaHpa CLI:
interface vlan 2
ipv6e address 2001::1/64

Komanga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.26.36.1.5.2.16.32.1.0.0.0.0.0.0.0.0.0.0.0.0.0.1.2.0 i 100001 \
1.4.1.89.26.36.1.13.2.16.32. u 64 \

i

1.3.6. 1.0.0.0.0.0.0.0.0.0.0.0.0.0.1.2.0
1.3.6.1.4.1.89.26.36.1.11.2.16.32.1.0.0.0.0.0.0.0.0.0.0.0.0.0.1.2.0 4

68

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

9 HACTPOMKA GREEN ETHERNET

[nobanbHOEe omKarYeHue green-ethernet short-reach

MIB: rigreeneth.mib

Ucnonbayemble Tabanupi: riGreenEthShortReachEnable — 1.3.6.1.4.1.89.134.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.2.0 i {true (1), false (2)}

Mpumep oTkAtoueHun green-ethernet short-reach

KomaHpa CLI:
no green-ethernet short-reach

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.134.2.0 1 2

[nobanbHOe omKar4YeHue green-ethernet energy-detect

MIB: rigreeneth.mib

Ucnonbayemble Tabauupl: riGreenEthEnergyDetectEnable — 1.3.6.1.4.1.89.134.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.1.0 i {true (1), false (2)}

Mpumep oTKkNtoUueHUn green-ethernet energy-detect

KomaHpga CLI:
no green-ethernet energy-detect

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.134.1.0 1 2

[pocmomp napamempos green-ethernet

MIB: rIGreenEth.mib

Ucnonbayemble Tabauupi: riGreenEthCumulativePowerSaveMeter — 1.3.6.1.4.1.89.134.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.134.5

Mpumep npocmoTpa napameTpos green-ethernet

KomaHpga CLI:
show green-ethernet

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.134.5
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10 HACTPOWMKA KONbLEBbIX MPOTOKO/1I0B

10.1 Mpomokon ERPS

OnpedeneHue Homepa west-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonb3ayemble Tabnunupl: eltexErpsMgmtRAPSWestPort — 1.3.6.1.4.1.35265.35.1.1.3.1.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.2

Mpumep onpegeneHna Homepa west-nopta

KomaHaa CLI:
show erps

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.2

[Ipocmomp cocmoaHuAa west-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonb3zyemble Tabauubi: eltexErpsMgmtRAPSWestPortState — 1.3.6.1.4.1.35265.35.1.1.3.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.3

Mpumep npocmoTpa cocToAHUA west-nopra

KomaHpaa CLI:
show erps vlan 10

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.3

/ Bo3moctHble cocmoaHuA nopma:

1. Forwarding (1)

2. Blocking (2)

3. Signal-fail (3)

4. Manual-switch (4)
5. Forced-switch (5)

OnpedeneHue Homepa east-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonb3ayembie Tabnunupl: eltexErpsMgmtRAPSEastPort — 1.3.6.1.4.1.35265.35.1.1.3.1.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.4
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Mpumep onpegeneHna Homepa east-nopra

KomaHpga CLI:
show erps

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.4

[Ipocmomp cocmoAHuA east-nopma

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonbayemble Tabnuupi: eltexErpsMgmtRAPSEastPortState — 1.3.6.1.4.1.35265.35.1.1.3.1.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.5

Mpumep NnpocmoTpa cocToaHUA east-nopra

KomaHpa CLI:

show erps vlan 10

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.5

/ Bo3moiHble cocmoaHua nopma:

1. Forwarding (1)

2. Blocking (2)

3. Signal-fail (3)

4. Manual-switch (4)
5. Forced-switch (5)

[Ipocmomp cocmoAaHUA KOAbya

MIB: ELTEX-BRIDGE-ERPS-V2-MIB.mib

Ucnonbayemble Tabauupi: eltexErpsMgmtRAPSRingState — 1.3.6.1.4.1.35265.35.1.1.3.1.1.12

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.35.1.1.3.1.1.12

Mpumep NPOCMOTPa COCTOAHUA KObLa

KomaHga CLI:
show erps vlan 10

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.35.1.1.3.1.1.12
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/ Bo3mo3Hblie cOCMOoAHUA KOnbya erps:

. Init (1)

.Idle (2)

. Protection (3)

. Manual-switch (4)
. Forced-switch (5)
. Pending (6)

AUV A WNER

10.2 Hacmpoliika npomokona Spanning-tree

BkrntoyeHue/omkKnovyeHue npomokosaa Spanning-tree

MIB: radlan-brgmacswitch.mib

Ucnonb3syembie Tabnuupl: ridotldStp — 1.3.6.1.4.1.89.57.2.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.3.0 1 {enabled(l), disabled(2)}

Mpumep oTKAOUEHUA Spanning-tree

KomaHpa CLI:

no spanning-tree

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.57.2.3.0 1 2

BKIHO‘—IE‘HUE’/OITIKIHOLIEHUE MPOMOoK0/1a spanning-tree Ha KOHguU2ypupyemom uHmepgelice

MIB: BRIDGE-MIB

Mcnonb3ayembie Tabnuupl: dotldStpPortTable — 1.3.6.1.2.1.17.2.15.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.15.1.4.{ifIndex} 1 {enabled(l), disabled(2)}

Mpumep oTKAoueHMA paboTbl spanning-tree Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
interface GigabitEthernetl1l/0/2
spanning-tree disable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.15.1.4.50 1 2

BrntoyeHue/omkatoveHue pexcuma obpabomku rniakemos BPDU uHmepdpelicom, HO KOmMopom

8bIK/1I0YEeH MpomokKosa STP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonb3syembie Tabnunupl: rldot1dStpPortTable — 1.3.6.1.4.1.89.57.2.13.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.13.1.4.{ifIndex} 1 {filtering(l), flooding(2)}
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Mpumep BkAoueHna ¢punbTpaymm BPDU Ha uHtepdeiice Gigabitethernet 1/0/2

KomaHpga CLI:
interface gigabitethernet 1/0/2
spanning-tree bpdu filtering

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.57.2.13.1.4.50 1 1

BkntoyeHue/omkKnawoyeHue pexcuma obpabomyu nakemos BPDU so VLAN, Ha Komopol 8bIKaH0YeH
rnpomokon PVST/RPVST

MIB: eltBridgeExtMIB.mib

Ucnonbayemble Tabauupi: eltBridgePvstConfigFilterBpdu — 1.3.6.1.4.1.35265.1.23.1.401.0.6.1.1.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.401.0.6.1.1.7.{V1ianId} \
i {enabled(l), disabled(2)}

Mpumep BrAoueHUa ¢punbrpauum BPDU Bo VLAN 2

KomaHpga CLI:

spanning-tree vlan 2 bpdu filtering

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.401.0.6.1.1.7.2 1 1

BkrtoyeHue/omknioveHue pexuma obpabomku nakemos BPDU uHmepdghelicom, HG KOmMopom
8bIKAt0YeH npomokoa PVST/RPVST

MIB: eltBridgeExtMIB.mib

Ucnonbayemble Tabauupi: eltBridgePvstConfigFilterBpdu — 1.3.6.1.4.1.35265.1.23.1.401.0.6.2.1.10

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.401.0.6.2.1.10.{V1lanId}.{ifIndex} \
i {enabled(l), disabled(2)}

Mpumep BrkaoueHnsa punbtpaumm BPDU Ha uHtepdelice Gigabitethernet 1/0/1 so VLAN 2

KomaHga CLI:
interface gigabitethernet 1/0/1
spanning-tree vlan 2 bpdu filtering

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.35265.1.23.1.401.0.6.2.1.10.2.49 1 1

Hacmpolika pexcuma pabomel npomokoaa spanning-tree

MIB: draft-ietf-bridge-rstpmib.mib
Ucnonbayemble Tabamupi: dot1dStpVersion — 1.3.6.1.2.1.17.2.16

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.16.0 1 {stp(0), rstp(2), mstp(3)}
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Mpumep ycTaHOBKM pexkuma paboTbl NpoToKoNa Spanning-tree

KomaHpaa CLI:
spanning-tree mode rstp

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.17.2.16.0 1 2

[TIpocmomp ponau nopma 8 STP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonb3syemble Tabnuupl: rldotldStpPortRole — 1.3.6.1.4.1.89.57.2.13.1.7

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.2.13.1.7.{ifindex}

Mpumep npocmotpa poau Gigabitethernet0/2 s STP

Komanga CLI:
show spanning-tree Gigabitethernet(0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.57.2.13.1.7.50

/ Bo3mosHble cocmoAaHUA nopma:

1. Disabled (1)

2. Alternate (2)
3. Backup (3)

4. Root (4)

5. Designated (5)

[Tpocmomp cocmosaHusa nopma 8 MSTP

MIB: radlan-bridgemibobjects-mib.mib

Ucnonb3syembie Tabnunupl: rldotlsMstplnstancePortState — 1.3.6.1.4.1.89.57.6.2.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.6.2.1.4.1.{ifindex}

Mpumep npocmoTpa coctoaHua Gigabitethernet0/2 8 mstp

KomaHpa CLI:
show spanning-tree Gigabitethernet0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.57.6.2.1.4.1.50

/ Bo3moicHble cocmoAaHUA nopma:

1. Disabled (1)
2. Blocking (2)
3. Listening (3)
4. Forwarding (5)
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lpocmomp posau nopma 8 KoHkpemHol VLAN e PVST/RPVST

MIB: eltBridgeExtMIB.mib

Ucnonbayemble Tabanupi: eltBridgePvstPortStatusPortRole — 1.3.6.1.4.1.35265.1.23.1.401.0.6.4.1.2

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.401.0.6.4.1.2.{V1ianId}.{ifIndex}

Mpumep npocmotpa poau nopra GigabitEthernet1/0/4 so VLAN 13 8 PVST/RPVST

KomaHpa CLI:
show spanning-tree vlan 13 GigabitEthernetl/0/4

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.401.0.6.4.1.2.13.52

7 Bo3MOXMHbIe poau nopma:

1. Disabled (2)
2. Alternate (3)
3. Backup (4)

4. Root (5)

5. Designated (6)

lpocmomp epemeHu ¢ nocaedHe20 nepecmpoeHus (topology change)

MIB: BRIDGE-MIB

Ucnonbayemble Tabamupi: dotldStpTimeSinceTopologyChange — 1.3.6.1.2.1.17.2.3.0

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.3.0

Mpumep NnpocMoTpa BpEMEHM C NoCNeAHEro NepecTpoeHns

KomaHpga CLI:

show spanning-tree

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 1.3.6.1.2.1.17.2.3.0

Konuyecmeso nepecmpoeHuli (topology change)

MIB: BRIDGE-MIB
Ucnonbayemble Tabauupi: dotldStpTopChanges — 1.3.6.1.2.1.17.2.4.0

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.2.4.0
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Mpumep npocmoTpa KoAnyecTsa nepecTpoeHuii

KomaHpaa CLI:

show spanning-tree

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 1.3.6.1.2.1.17.2.4.0

[Mpocmomp uHmepaghelica, c Komopo2o npuHAM nocaedHul topology change

MIB: eltBridgeExtMIB.mib

Ucnonb3syemble Tabnunupl: eltdotldStplastTopologyChangePort — 1.3.6.1.4.1.35265.1.23.1.401.0.5.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.401.0.5.2

Mpumep npocmoTtpa nHTepdeiica, C KOTOPOro NPUHAT nocneaHui topology change

Komanga CLI:

show spanning-tree

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 1.3.6.1.4.1.35265.1.23.1.401.0.5.2
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11 rPynnoBAA AAPECALMUA

11.1 MNpasuna epynnoeoli adpecayuu (multicast addressing)

3anpeuwjeHue QUHaMuUYyecKo2o dobasaeHud nopma K MHo2odopecHol epynne

MIB: rlbrgmulticast.mib

Ucnonbayemble Tabauupi: riBrgStaticinetMulticastEntry — 1.3.6.1.4.1.89.116.5.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.116.5.1.6.{vlan id}.1.4.{ip address(DEC)}.1.4.0.0.0.0 x
0000000000000000 \
1.3.6.1.4.1.89.116.5.1.7.{vlan id}.1.4.{ip address(DEC)}.1.4.0.0.0.0 x
{BuToBas macka wuHTepdeirical \
1.3.6.1.4.1.89.116.5.1.8.{vlan id}.1.4.{ip address(DEC)}.1.4.0.0.0.0 1
{createAndGo (4), destroy (6)}

Mpumep 3anpeta nsyyeHus rpynnoi 239.200.200.17 Ha nopTe GigabitEthernet 1/0/1 B vlan 622

KomaHpga CLI:

interface vlan 622

bridge multicast forbidden ip-address 239.200.200.17 add GigabitEthernet 1/0/1

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.116.5.1.6.622.1.4.239.200.200.17.1.4.0.0.0.0 x 0000000000000000

\
1.3.6.1.4.1.89.116.5.1.7.622.1.4.239.200.200.17.1.4.0.0.0.0 x 0000000000008000
\
1

.3.6.1.4.1.89.116.5.1.8.622.1.4.239.200.200.17.1.4.0.0.0.0 1 4

1) CymmapHoe KonuuecTtso umop B OID 1.3.6.1.4.1.89.116.5.1.6 1 OID
V 1.3.6.1.4.1.89.116.5.1.7 ponkHO 6bITb OANHAKOBbLIM U YETHBIM.

2) MeToauKy pacueta 6MTOBOI MaCKU MOXKHO NOCMOTPETb B pasgene «lMpunoxkeHue A.

MeToauKa pacyeta 6UTOBOIA MacKun».

3anpewieHue npoxoxo0eHuUs HezapeaucmpuposaHHo2o Multicast-mpaguka

MIB: rlbrgmulticast.mib

Ucnonbayemble Tabamupl: riMacMulticastUnregFilterEnable — 1.3.6.1.4.1.89.55.4.1

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.55.4.1.0 x "{BuToras Macka njasg uHTepdericon}"

Mpumep 3anpeta npoxoxpeHua HesapeructpuposaHHoro Multicast-tpaduka ana
GigabitEthernet 1/0/20-21

nopros

KomaHpa CLI:
interface range GigabitEthernet 1/0/20-21
bridge multicast unregistered filtering

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.4.1.0 x "000000000000000018"
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/ 1) Ana ypaneHua HaCTPOMKM HAL40 3aMeHUTb COOTBETCTBYIOWMEe NopTam nonasa B
6uTtoBoii macke Ha 0.

2) MeToauKy pacueta 6UTOBO MAaCKM MOXKHO NOCMOTpPeETb B pasgene «MpunoxeHue A.
MeTtoauka pacyera 6MTOBOI MacKu».

Puabmpayuss MH020a0pecHo20 MpPaduKa

MIB: rlbrgmulticast.mib

Ucnonb3ayembie Tabnunupi: riIMacMulticastEnable — 1.3.6.1.4.1.89.55.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.1.0 i {true(l), false(2)}

Mpumep BKAOYEHUA GUABTPALUM MHOTFOaApecHoro TpaduKa

Komanpga CLI:
bridge multicast filtering

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.1.0 1 1

[nobasnbHOe 8KAYEHUE igmp shooping

MIB: rlbrgmulticast.mib

Ucnonb3syemble Tabnunupl: rligmpSnoopEnable — 1.3.6.1.4.1.89.55.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.2.2.0 1 {true(l), false(2)}

Mpumep rno6anbHOro BKAOUYEHUA igmp snooping

Komanpga CLI:
ip igmp snooping
KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.2.2.0 1 1

BkarouyeHue igmp snooping 8 vlan

MIB: rlbrgmulticast.mib

Ucnonb3syembie Tabnnupli: rligmpMIdSnoopVianEnable — 1.3.6.1.4.1.89.55.5.5.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.5.5.1.3.1.{vlan id} 1 {true(l), false(2)}

Mpumep BKAKOUEHUA igmp snooping Bo vian 30

KomaHpa CLI:
ip igmp snooping vlan 30

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.55.5.5.1.3.1.30 1 1
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[lpocmomp mabauysl igmp snooping

MIB: rlbrgmulticast.mib

Ucnonbayemble Tabamupi: riigmpMIdSnoopMembershipTable — 1.3.6.1.4.1.89.55.5.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.55.5.4

Mpumep npocmoTpa Tabauubl igmp snooping

KomaHpa CLI:
show ip igmp shooping groups
KomaHga SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.55.5.4

Hacmpolika multicast-tv vian (MVR)

MIB: rlvlan.mib

Ucnonbayemble Tabamupbi: vianMulticastTvEntry — 1.3.6.1.4.1.89.48.44.1

snm

nmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.44.1.1.{ifIndex} u {vlan-id} \
1.3.6.1.4.1.89.48.44.1.2.50 1 {createAndGo(4), destroy (6)}

Mpumep HacTpoku multicast-tv vlan 622 Ha nHtepdeiice gigabitethernet 1/0/2

KomaHpga CLI:
interface gigabitethernet 1/0/2
switchport access multicast-tv vlan 622

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.44.1.1.50 u 622 \
1.3.6.1.4.1.89.48.44.1.2.50 1 4

Hacrpoiika pexxuma pabotbl multicast-tv vlan <customer/access/trunk/general> 3asucur
V OT peXMma HaCTPOMKM nopTa, T.e. OT KoMaHgabl switchport mode customer/access/
trunk/general.

11.2 ®dyHKkyuu oepaHuyeHua multicast-mpaguka

Co30aHue multicast snooping profile

MIB: eltlpMulticast.mib

Ucnonbayemble Tabamupi: eltMeslpMulticast — 1.3.6.1.4.1.35265.1.23.46.1

c -c <community> <IP address> \

.1.35265.1.23.46.1.1.2.{Index of profile} s {profile name} \
.1.35265. 1.23.46.1.1.3.{Index of profile} i {deny(l), permit(2)} \
.1.35265. 1.23.46.1.1.4.{Index of profile} i {createAndGo (4),

}
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Mpumep cozgaHma npoduna c umeHem IPTV (npegnonaraerca, uto npodunb byaet umeTb NOPAZKOBbLIN
Homep 3)

KomaHaa CLI:
multicast snooping profile IPTV

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.1.1.2.3 s IPTV \
1.3.6.1.4.1.35265.1.23.46.1.1.3.3 1 1 \
1.3.6.1.4.1.35265.1.23.46.1.1.4.3 1 4

YKkasaHue duanasoHos Multicast-adpecos 8 multicast snooping profile

MIB: eltlpMulticast.mib

Ucnonb3ayemblie Tabnunupl: eltMeslpMulticast — 1.3.6.1.4.1.35265. 1.23.46.3

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265. 1.23.46.3.1.3.{index of rule}.{Index of profile} 1
{ip(1),1ipv6(2)} \

1.3.6.1.4.1.35265. 1.23.46.3.1.4.{index of rule}.{Index of profile} x {ip-
ampec Hauajla IOManasoHa B IMeCTHaAlaTepuuyHoM Bume} \

1.3.6.1.4.1.35265. 1.23.46.3.1.5.{index of rule}.{Index of profile} x {ip-
ampec KOHIA IOMarnas30Ha B MEeCTHaAlaTepuuyHoM Bume} \

1.3.6.1.4.1.35265. 1.23.46.3.1.6.{index of rule}.{Index of profile} 1
{createAndGo (4), destroy(6)}

Mpumep orpaHuyeHna Multicast-rpynn 233.7.70.1-233.7.70.10 pgna npoduna c umeHem IPTV
(npeanonaraetca, uto npodpunb MmeeT nopAaKoBbiA HoMmep 3. B nepsom npodune pgBa npasuna, Bo
BTOPOM — OfHO)

KomaHpa CLI:
multicast snooping profile IPTV
match ip 233.7.70.1 233.7.70.10

Komanaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.3.1.3.4.3 1 1 \
1.3.6.1.4.1.35265.1.23.46.3.1.4.4.3 x E9074601 \
1.3.6.1.4.1.35265.1.23.46.3.1.5.4.3 x E907460A \
1.3.6.1.4.1.35265.1.23.46.3.1.6.4.3 1 4

V index of rule cumtaetca no cymme Bcex npaBua BO Bcex Npopunsnx.

HasHayeHue multicast snooping profile Ha nopm

MIB: eltlpMulticast.mib

Ucnonb3syemble Tabnunupl: eltMeslpMulticast — 1.3.6.1.4.1.35265. 1.23.46.7.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265. 1.23.46.7.1.1.{ifIndex}.{Index of profile} i {ifIndex} \
1.3.6.1.4.1.35265. 1.23.46.7.1.2.{ifIndex}.{Index of profile} i {Index of
profile} \

1.3.6.1.4.1.35265. 1.23.46.7.1.3.{ifIndex}.{Index of profile} i
{createAndGo (4), destroy(6)}
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Mpumep pobasneHuna npodunsa test (c uHaekcom npoduna 3) Ha uHtepdeic Gigabitethernet 1/0/2

KomaHpga CLI:
interface Gigabitethernet 1/0/2
multicast snooping add test

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.7.1.1.50.3 1 50 \
1.3.6.1.4.1.35265.1.23.46.7.1.2.50.3 1 3 \
1.3.6.1.4.1.35265.1.23.46.7.1.3.50.3 1 4

Hacmpolika oepaHu4eHus Konuyecmesa Multicast-epynn Ha nopme

MIB: eltlpMulticast.mib

Ucnonbayemble Tabnmupi: eltMeslpMulticast — 1.3.6.1.4.1.35265.1.23.46.6.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.46.6.1.2.{ifIndex} i {MAX number}

Mpumep HacTpoKu orpaHuueHua B Tpu Multicast-rpynnbi Ha nHtepdeiice Gigabitethernet 1/0/2

KomaHpga CLI:
interface Gigabitethernet 1/0/2
multicast snooping max-groups 3

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.46.6.1.2.50 1 3
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12 ®YHKLUWU YNPABJIEHUA

12.1 MexaHu3zm AAA

LobasneHue HO8020 osnsL308amess

MIB: rlaaa.mib

Ucnonb3syembie Tabnunupl: rIAAALocalUserTable — 1.3.6.1.4.1.89.79.17

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.17.1.1.{number of letters}.{Login in DEC, kaxIas OykBa
JIOTMHA OTHeJIseTCs OT cJjenywmel rToukoi} s {login} \
1.3.6.1.4.1.89.79.17.1.2.{number of letters}.{Login in DEC, kaxnas OykBa
JIOTMHA OTIeJyideTcd OT cJijenynmelrt Toukoi} s "#{encoding password}™ \
1.3.6.1.4.1.89.79.17.1.3.{number of letters}.{Login in DEC, kaxIas OykBa
JIOTMHA OTIeJyiseTcda OT cijlenywimel Toukoi} i {privelege level (1-15)} \
1.3.6.1.4.1.89.79.17.1.4. {number of letters}.{Login in DEC, xaxmas OyKBa
JIOTMHa OTHEeJITeTCsa OT cJjenywomey Toukor} i {create and go(4)}

Mpumep pobasneHna nonbsosartena techsup c naponem password U yposHem npusunernii 15

Komanga CLI:
username techsup password password privilege 15

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.17.1.1.7.116.101.99.104.115.117.112 s techsup \
1.3.6.1.4.1.89.79.17.1.2.7.116.101.99.104.115.117.112 s
"#50aa61e4c9093f3£f0682250b6cf8331b7ee68£d8" \
1.3.6.1.4.1.89.79.17.1.3.7.116.101.99.104.115.117.112 i 15
\N1.3.6.1.4.1.89.79.17.1.4.7.116.101.99.104.115.117.112 1 4

1. lornn nepesoautca us ASCIl B HEX c nomouybto Tabauubl, KOTOPYIO MOXHO HaiATK No
V ccbinke https://ru.wikipedia.org/wiki/ASCII.

2. Naponb 3a43aeTcAa UCKNIOUYUTENBHO B LWWMPPOBAHHOM Buae, nuwerca 06a3aTenbHO B
KaBbluKax, nepepa naposem gobasnserca #.

BKﬂ,‘O‘—IEHUE/GbIK/HO‘-IEHue 02PAHUYEHUS HQ hopMam Naposs

MIB: rlaaa.mib

Ucnonb3ayembie Tabnunupi: rIAAAPasswordComplexityEnabled — 1.3.6.1.4.1.89.79.61

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.61.0 i {true (1), false(2)}

Mpumep BKAOYEHUA OrpaHUYeHuns Ha dopmat napons

KomaHpa CLI:
passwords complexity enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.61.0 1 1
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Hacmpolika memodos asmopusayuu 01 login

MIB: rlaaa.mib

Ucnonbayemble Tabanupl: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.2.15.{"1login_c default” in DEC, kaxnasa OykBa JIOT'MHa
oTmesigaeTcHa OT ciemypomer Touxkon} 1 {enable(2),radius(4),tacacs(5),local (3)} \
1.3.6.1.4.1.89.79.15.1.2.15.{"1ogin _n default” in DEC, xaxzmaa OykBa JIOTMHa
oTmesigseTcd OT cJyenyomer Toukon} 1 {enable(2),radius (4),tacacs(5),local(3)} \
1.3.6.1.4.1.89.79.15.1.3.15.{"1ogin_c_default” in DEC, xaxzmaa OykBa JIOTMHa
oTmesigaeTcHa OT ciemnypomer Touxkon} 1 {enable(2),radius (4),tacacs(5),local (3)} \
1.3.6.1.4.1.89.79.15.1.3.15.{"1login n default” in DEC, kaxnasa OykBa JIOT'MHa
oTmesigeTcd OT cJyenywomen Toukon} 1 {enable(2),radius (4),tacacs(5),local(3)} \
1.3.6.1.4.1.89.79.15.1.4.15.{"1ogin_c_default” in DEC, xaxzmaa OykBa JIOTMHa
oTmesigeTcd OT cJyenyomen Toukol} 1 {enable(2),radius (4),tacacs(5),local(3)} \
1.3.6.1.4.1.89.79.15.1.4.15.{"1ogin n default” in DEC, kaxnasa OykBa JIOT'MHa
oTmesigaeTcHa OT ciemypomer Touxkon} 1 {enable(2),radius(4),tacacs(5),local (3)} \
1.3.6.1.4.1.89.79.15.1.10.15.{"1ogin c default” in DEC, kaxpnasa OyKBa JIOTMHa
oTmesigseTcd OT ciemybomer Touxkon} 1 1 \
1.3.6.1.4.1.89.79.15.1.10.15.{"1ogin n default” in DEC, kaxnasa OykKBa JIOTMHa
oTmeNsgeTcs OT cjemyomer Toukon} i 1

Mpumep HacTPoOIiKN meToA0B aBTOpPU3auMu gna login

KomaHpa CLI:

aaa authentication login authorizationdefault local

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108

116 1 3\
1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.110.95.100.101.102.97.117.10
8.116 i 3 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.99.95.100.101.102.97.117.10
8.116 i 1 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.110.95.100.101.102.97.117.1
08.116 i 1

MNone 1.3.6.1.4.1.89.79.15.1.2.15 HacTpanBaeT NepBblii MeToA aBTOPU3aLUM;
Mone 1.3.6.1.4.1.89.79.15.1.3.15 HacTpauBaeT BTOpPOii MmeToA, aBTOpU3aLum;
Mone 1.3.6.1.4.1.89.79.15.1.4.15 HacTpanBaeT TpeTUA METOA aBTOPU3ALIUN.

108.111.103.105.110.95.99.95.100.101.102.97.117.108.116 nepeBogutca u3 ASCII
Tabaunubl (pacwudposbiBaeTtca login_c_default).

108.111.103.105.110.95.110.95.100.101.102.97.117.108.116 nepeBogutca u3 ASCII
Tabaunubl (pacwudposbiBaertca login_c_default).

YoaneHue Hacmpoliku memodog asmopu3sayuu 014 login

MIB: rlaaa.mib

Ucnonbayemble Tabamupl: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.2.15.{"1ogin_c_default” in DEC, xaxnmas OykBa JIOTMHa
oTmesigseTcd OT ciemyomer Touxkon} 1 3\
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1.3.6.1.4.1.89.79.15.1.2.15.{"1ogin n default” in DEC, xaxnmasa OykKBa JIOTMHa
oTmesyiaeTcd OT cJjenymumer Touxkom} 1 3\
1.3.6.1.4.1.89.79.15.1.3.15.{"1login c default” in DEC, xaxpada OyKBa JIOTMHa
oTmesiseTcsa oOT ciyenyomer Touxkon} i1 0 \
1.3.6.1.4.1.89.79.15.1.3.15.{"1login n default” in DEC, xaxnmasa OykBa JIOTMHa
oTmesideTcda oT cijenymomen Touxkom} i1 0 \
1.3.6.1.4.1.89.79.15.1.4.15.{"1ogin c default” in DEC, xaxmas OyKBa JIOTMHa
oTmesideTcda oT ciyenypomen Touxkom} i1 0 \
1.3.6.1.4.1.89.79.15.1.4.15.{"1ogin n default” in DEC, xaxnmasa OykBa JIOTMHa
oTmesiseTcsa oOT ciyenypomer Touxkon} i1 0 \
1.3.6.1.4.1.89.79.15.1.10.15.{"1login c default” in DEC, kaxnasa OyKBa JIOIMHAa
oTmesyideTcda oT ciyenymomen Touxkom} i1 0 \
1.3.6.1.4.1.89.79.15.1.10.15.{"1login n default” in DEC, kaxnasa OyKBa JIOIMHA
oTmeyigeTcsa OT cijenykomer Toukoin} i 0

Mpumep yganeHua metonos asTopusaumum gna login

KomaHaa CLI:
no aaa authentication login default

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.99.95.100.101.102.97.117.108

116 i 3\
1.3.6.1.4.1.89.79.15.1.2.15.108.111.103.105.110.95.110.95.100.101.102.97.117.10
8.116 i 3 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.99.95.100.101.102.97.117.10
8.116 i 0 \
1.3.6.1.4.1.89.79.15.1.10.15.108.111.103.105.110.95.110.95.100.101.102.97.117.1
08.116 1 O
/ MNone 1.3.6.1.4.1.89.79.15.1.2.15 HacTpanBaeT NepBblii MeTo4 aBTOPU3aLUM;
V Mone 1.3.6.1.4.1.89.79.15.1.3.15 HacTpauBaeT BTOpOii MeToa, aBTOpU3aLum;
MNone 1.3.6.1.4.1.89.79.15.1.4.15 HacTpanBaeT TPeTUN MeTOA aBTOPU3aLIUN.
«3‘ 108.111.103.105.110.95.99.95.100.101.102.97.117.108.116 nepesogutca wu3 ASCIl

Tabnuupl (pacwmndposbiBaertca login_c_default).

108.111.103.105.110.95.110.95.100.101.102.97.117.108.116 nepesogutrca wu3s ASCII
Tabnuupl (pacwundposbiBaertca login_c_default).

Hacmpolika memodos asmopu3sayuu 014 enable

MIB: rlaaa.mib

Ucnonb3ayembie Tabnunupi: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c¢ -c¢ <community> <IP address> \
1.3.6.1.4.1.89.79.16.1.2.16.{"enable n default” in DEC, kaxnasa OykKBa JIOTMHa
oTmesiseTcsa OT cienybumel Toukoi} i1 {enable(2),radius (4),tacacs(5)} \
1.3.6.1.4.1.89.79.16.1.3.16.{"enable c default” in DEC, kaxnasa OyKBa JIOTMHA
oTmesigeTcsa oOT cienybumer Toukol} 1 {enable(2),radius (4),tacacs(5)} \
1.3.6.1.4.1.89.79.16.1.4.16.{"enable c default” in DEC, kaxnmaa Oykea JIOTMHa
oTmesiaeTca OT ciyenywomer Touxkol} 1 {enable(2),radius(4),tacacs(5)} \
1.3.6.1.4.1.89.79.16.1.10.16.{ enable c default” in DEC, xaxpmasa OyKBa JIOTMHAa
oTmesigeTcda oT cienykumer Touxkon} i 1 0\
1.3.6.1.4.1.89.79.16.1.10.16.{"enable n default” in DEC, xaxnmasa OyKBa JIOTMHAa
oTmeygeTcsa OT cjenywomer Toukonm} i 1
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Mpumep HaCTPOIiKM meToa0B aBTOpU3auuu ana enable

KomaHpga CLI:
aaa authentication enable authorization default tacacs radius enable

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.1
08.116 i 5 \
1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117.
108.116 i 5 \
1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.
108.116 1 1 \

1.3.6.1.4.1.8

.108.116 1 1

9.79.15.1.10.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117

V MNone 1.3.6.1.4.1.89.79.16.1.2.16 HacTpanBaeT NepBblii MeTOA aBTOPU3aLUM;
-3 MNone 1.3.6.1.4.1.89.79.16.1.3.16 HacTpanBaeT BTOpPOii MeToA, aBTOpU3aLum;
MNone 1.3.6.1.4.1.89.79.16.1.4.16 HacTpanBaeT TPeTUIN MeTOA aBTOPU3aLIUM.

101.110.97.98.108.101.95.99.95.100.101.102.97.117.108.116 nepeBogutca wu3 ASCII
V Tabaunubl (pacwudposbiBaetca enable_c_default).

101.110.97.98.108.101.95.110.95.100.101.102.97.117.108.116 nepesogutca u3 ASCII
Tabaunubl (pacwudposbiBaerca enable_n_default).

YoaneHue Hacmpoliku Mmemo0dos asmopu3ayuu 014 enable

MIB: rlaaa.mib

Ucnonbzyemble Tabanybl: rIAAAMethodListEntry — 1.3.6.1.4.1.89.79.15.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.15.1.2.16.{"enable_c default” in DEC, kaxnasa OyKBa JIOTMHAa
oTmesigeTcda OT cijemypmeir Toukoi} i 2 \

1.3.6.1.4.1.89.79.15.1.2.16.{ enable n default” in DEC, kaxnasa OykKBa JIOTMHa
oTmeyigeTcd OT cjenyioumer Toukom} i 2
1.3.6.1.4.1.89.79.15.1.3.16.{ enable c default” in DEC, kaxnasa OykKBa JIOTMHa
oTmesigeTcsa OT ciemypmer Toukon} i 0\
1.3.6.1.4.1.89.79.15.1.3.16.{"enable n default” in DEC, kaxnasa OyKBa JIOTMHa
oTmesigseTca OT ciemybomer Touxkon} 1 0 \
1.3.6.1.4.1.89.79.15.1.4.16.{ enable c default” in DEC, kaxnasa OykKBa JIOTMHa
oTmesigseTca OT ciemybomer Touxkor} 1 0 \
1.3.6.1.4.1.89.79.15.1.4.16.{"enable n default” in DEC, kaxnasa OyKBa JIOTMHAa
oTmesigeTcda oOT ciemymmer Toukon} i 0\
1.3.6.1.4.1.89.79.15.1.10.16.{"enable c default” in DEC, xaxmas OykxBa JIOTMHa
oTmesigseTca OT ciemybomer Touxkor} 1 0 \
1.3.6.1.4.1.89.79.15.1.10.16.{"enable n default” in DEC, xaxnmas OykBa JIOTMHa
oTmesiseTCcsa OT cJyenywomer Touxkoin} i 0

~1

Mpumep ypaneHna meToaoB aBTopusaumm gna enable

KomaHpga CLI:
no aaa authentication enable default

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.1
08.116 1 2 \
1.3.6.1.4.1.89.79.15.1.2.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117.
108.116 1 2 \
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1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.99.95.100.101.102.97.117.
108.116 1 0 \
1.3.6.1.4.1.89.79.15.1.10.16.101.110.97.98.108.101.95.110.95.100.101.102.97.117
.108.116 1 0

V MNone 1.3.6.1.4.1.89.79.15.1.2.15 HacTpanBaeT NepBblii MeTo4 aBTOPU3aLUM;
D4 MNone 1.3.6.1.4.1.89.79.15.1.3.15 HacTpauBaeT BTOpPOii MmeToA, aBTOpU3aLum;
MNone 1.3.6.1.4.1.89.79.15.1.4.15 HacTpanBaeT TPeTUN MeTOA aBTOPU3aLIUN.

V 101.110.97.98.108.101.95.99.95.100.101.102.97.117.108.116 nepesogutca u3 ASCII
5 f Tabaunubl (pacwudposbiBaetca enable_c_default).

101.110.97.98.108.101.95.110.95.100.101.102.97.117.108.116 nepesogurca u3 ASCII
Tabaunubl (pacwudposbiBaerca enable_n_default).

12.2 Hacmpoiika docmyna

BkawoyeHue telnet-cepsepa

MIB: radlan-telnet-mib.mib

Ucnonb3syemble Tabnuupl: riTelnetEnable — 1.3.6.1.4.1.89.58.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.58.7.0 1 {on(l), off(2)}

Mpumep BKAOUeHUsA telnet-cepBepa

Komanga CLI:

ip telnet server

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.58.7.0 1 1

BrnwoyeHue ssh-cepsepa

MIB: rlssh.mib
Ucnonb3syembie Tabnunupl: riISshServerEnable — 1.3.6.1.4.1.89.78.2.102

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.78.2.102.0 1 {on(l), off(2)}

Mpumep BKkAOUeHUA ssh-cepBepa

KomaHpa CLI:

ip ssh server

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.78.2.102.0 1 1
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lpocmomp akmusgHbIx ceccull

MIB: rlAAA.mib

Ucnonbayemble Tabanupi: rIAAAUserinetName — 1.3.6.1.4.1.89.79.57.1.5

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.79.57.1.5

Mpumep NPOCMOTpPa aKTUBHBIX CECCUA

KomaHpa CLI:
Show users

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.79.57.1.5
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13 3EPKA/IMPOBAHUE NMOPTOB

Hacmpolka 3epKaaupo8aHusa nopmos

MIB: rfc2613.mib

Mcnonb3syembie Tabnunupl: portCopyTable — 1.3.6.1.2.1.16.22.1.3.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.16.22.1.3.1.1.4.{ifindex src port}.{ifindex dst port} 1
{copyRxOnly (1), copyTxOnly(2), copyBoth(3)} \
1.3.6.1.2.1.16.22.1.3.1.1.5.{ifindex src port}.{ifindex dst port} i
{createAndGo (4), destroy(6)}

Mpumep 3epkanuposaHua Tpaduka c uHtepdeiica GigabitEthernet 1/0/1 Ha untepdeiic GigabitEthernet
1/0/2

Komanpga CLI:
interface GigabitEthernet 1/0/2
port monitor GigabitEthernet 1/0/1

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.16.22.1.3.1.1.4.49.50 1 3 \
1.3.6.1.2.1.16.22.1.3.1.1.5.49.50 1 4

Hacmpolika 3epkanuposaHusa vian

MIB: rfc2613.mib

Ucnonb3syembie Tabnnupl: portCopyTable — 1.3.6.1.2.1.16.22.1.3.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.16.22.1.3.1.1.4.{ifindex vlan}.{ifindex dst port} i
{copyRxOnly (1)} \

1.3.6.1.2.1.16.22.1.3.1.1.5.{ifindex vlan}.{ifindex dst port} i
{createAndGo (4), destroy(6)}

Mpumep HacTpoikn 3epKkanuposaHua vian 622 Ha uutepdeiic GigabitEthernet 1/0/2

Komanpga CLI:
interface GigabitEthernet 1/0/2
port monitor vlan 622

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.16.22.1.3.1.1.4.100621.50 1 1 \
1.3.6.1.2.1.16.22.1.3.1.1.5.100621.50 1 4

Hacmpolika pexcuma 3epKaauposaHus

MiIB: RADLAN-SMON-MIB

Ucnonb3ayembie Tabnunupi: riPortCopyMode — 1.3.6.1.4.1.89.84.4

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.84.4.0 1 {monitor-only(l), network(2)}
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Mpumep 3apaHnA pexxmuma 3epKainpoBaHuA

KomaHpga CLI:

port monitor mode network

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.84.4.0 1 2

HaszHayeHue vian 0s18 y0aaeHH020 MOHUMOpPUH2a

MIB: ELTEX-MES-SMON-MIB

Ucnonbayemble Tabnuupi: eltPortCopyRemoteTable — 1.3.6.1.4.1.35265.1.23.84.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.84.1.1.2.1 i {vlan id} \
1.3.6.1.4.1.35265.1.23.84.1.1.2.2 i {vlan id} \
1.3.6.1.4.1.35265.1.23.84.1.1.4.1 i {createAndGo(4), destroy(6)}
1.3.6.1.4.1.35265.1.23.84.1.1.4.2 1 { createAndGo(4), destroy(6)}

Mpumep HasHavyeHusA vian 100 gns yaaNneHHOro MOHUTOPUHrA

KomaHpga CLI:
port monitor remote wvlan 100

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.84.1.1.2.1 i 100 \
1.3.6.1.4.1.35265.1.23.84.1.1.2.2 i 100 \
1.3.6.1.4.1.35265.1.23.84.1.1.4.1 i 4 \
1.3.6.1.4.1.35265.1.23.84.1.1.4.2 i 4

BKrroyeHue pyHKUuU yoaneHHo20 3epKanuposaHus (RSPAN)

MIB: RADLAN-SMON-MIB

Ucnonbayemble Tabanupi: riPortCopyVlanTaggingTable — 1.3.6.1.4.1.89.84.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.84.3.1.1.{ifindex} i {true)l), false(2)}

Mpumep BKAIOYEHUA GYHKLUWN YA ANEHHOTO 3epKaiMpoBaHUs

KomaHpga CLI:
interface GigabitEthernet0/2
port monitor remote

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.84.3.1.1.50 1 1

Hacmpolika numumos (0eckpunmopos) 0714 nepedayu 3epKaaupyemo20 mpaguKa

MIB: ELTEX-MES-QOS-TAIL-DROP-MIB

Ucnonbayemble Tabanupi: eltQoSTailDropMirrorRxDescriptorsLimit — 1.3.6.1.4.1.35265.1.23.12.1.1.5

snmpset
1.3
1.3

s 2¢c -c <community> <IP address> \

1.35265.1.23.12.1.1.5.0 1 {rx mirror descriptors limit} \

et -v
.6.1.4.
.6.1.4.1.35265.1.23.12.1.1.6.0 1 {tx mirror descriptors limit}
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Mpumep Ha3HaYeHUA NMMUTOB

KomaHpaa CLI:
gos tail-drop mirror-limit rx 2650
gos tail-drop mirror-limit tx 2650

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.5.0 i 2650 \
1.3.6.1.4.1.35265.1.23.12.1.1.6.0 i 2650
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14 oYHKUMUU ANATHOCTUKN PUSUYECKOIO YPOBHA

14.1 fuazHocmuka medHoz20 Kabensa

3anyck TDR-mecma 018 nopma

MIB: rlphy.mib
Ucnonbayemble Tabauupi: riPhyTestSetType — 1.3.6.1.4.1.89.90.1.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.90.1.1.1.1.{ifIndex} 1 2

Mpumep 3anycKa tdr ana nopra GigabitEthernet 1/0/12

KomaHpga CLI:
test cable-diagnostics tdr interface GigabitEthernet 1/0/12

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.90.1.1.1.1.60 1 2

V | Dna 3anycka Tecta tdr-fast ykasatb napamerp i 25.

YmeHue uHgopmauyuu no napam npu mecmuposaHuu memooom TDR

MIB: eltPhy.mib
Ucnonbayemble Tabnuupl: eltPhyTdrTestTable — 1.3.6.1.4.1.35265.1.23.90.1.1

e (Cratyc1 (1-2) napbi:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.2.{ifIndex}

e (Cratyc 2 (3-6) napbl:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.3.{ifIndex}

e (Cratyc 3 (4-5) napsbl:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.4.{ifIndex}

e Cratyc 4 (7-8) napbl:

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265. 1.23.90.1.1.1.5.{ifIndex}
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Mpumep npocmoTpa cTaTyca napbl 1 Ha uHTepdelice GigabitEthernet 1/0/12

KomaHpaa CLI:
show cable-diagnostics tdr interface GigabitEthernet 1/0/12

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.90.1.1.1.2.60

BapuaHTbI CTaTycoB nap:

test-failed(0) — dpusmueckas HemcnpPaBHOCTb, IM60 B MOMEHT 3aNpoca UaeT ANarHOCTUKaA
NNHUK;

ok(1) — napa B nopsagke;

open(2) — paspbis;

short(3) — KOHTaKTbl Napbl 3aMKHYTbI;

impedance-mismatch(4) — pa3sHuua B conpoTuBaeHum (canwkom 6oabluoe 3aTyxaHue B
JNINHUK);

short-with-pair-1(5) — 3ambikaHue mexKay napamu;

short-with-pair-2(6) — 3ambikaHue mexKay napamm;

short-with-pair-3(7) — 3ambikaHue mexKay napamm;

short-with-pair-4(8) — sambikaHue mexKgy napamm.

UsmepeHue 0auHbI nap 019 memoda TDR

MIB: eltPhy.mib

Ucnonb3syembie Tabnuupli: eltPhyTdrTestTable — 1.3.6.1.4.1.35265. 1.23.90.1.1

e [lnnna 1 (1-2) napsl:

snmpwalk -v2c -c <community>

address> \

1.3.6.1.4.1.35265. 1.23.90.1.1.1.6.{ifIndex}
e [1nuHa 2 (3-6) napbl:

snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265. 1.23.90.1.1.1.7.{ifIndex}
e [lnnna 3 (4-5) napesl:

snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265. 1.23.90.1.1.1.8.{ifIndex}
e [lnnHa 4 (7-8) napebl:

snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.

1.23.90.1.1.1.9.{ifIndex}

Mpumep usmepeHua aamHbl napol 4 ana metoga TDR Ha uHtepdelice GigabitEthernet 1/0/12

Komanpga CLI:

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.90.1.1.1.9.60

show cable-diagnostics tdr interface GigabitEthernet 1/0/12
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N3mepeHue 8sauHbl Kabena memoOoM, OCHOBAHHbLIM HA 3aMYyXAHUU

MIB: rlphy.mib
Ucnonbayemble Tabnmupl: riPhyTestGetResult — 1.3.6.1.4.1.89.90.1.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.90.1.2.1.3.{ifIndex}

Mpumep nsmepeHUs AAUHbI Kabena Ha BceX aKTUBHbIX NOPTax

KomaHpa CLI:
show cable-diagnostics cable-length

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.90.1.2.1.3

14.2 fluazHocmuKa onmu4yecko20 mpaHcusepa

CHamue noka3aHuti DDM

MIB: riphy.mib
Ucnonbayemble Tabauupi: riPhyTestGetResult — 1.3.6.1.4.1.89.90.1.2.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.90.1.2.1.3.{muHmexc noprTal}.{Tun napamerpa}

Mpumep 3anpoca nokasaHuit DDM c uHtepdeiica TengigabitEthernet 1/0/1 (ana scex napameTpos)

KomaHpga CLI:

show fiber-ports optical-transceiver interface TengigabitEthernet(0/1

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.90.1.2.1.3.105

/ Tun napameTpa MOXKET NPUHUMATb CAeayloLmne 3HauYeHUA:

rIPhyTestTableTransceiverTemp (5) — Temnepatypa SFP-TpaHcuBepa;
rIPhyTestTableTransceiverSupply (6) — HanpsaeHUe NUTaHUA B MKB;

rIPhyTestTableTxBias (7) — TOK cmeLeHUA B MKA;

rIPhyTestTableTxOutput (8) — ypoBeHb MOLWHOCTU Ha Nepegayve B Magbm;
rIPhyTestTableRxOpticalPower (9) — ypoBeHb MOLHOCTK Ha Npueme B mgbm.

Mpocmomp uHgopmauyuu 06 SFP-mpaHcusepe

MIB: eltMes.mib

Ucnonbayemble Tabanupl: eltMesPhdTransceiver — 1.3.6.1.4.1.35265.1.23.53

snmpwalk -v2c -c <community> <IP address> \

1.3.6.1.4.1.35265.1.23.53.1.1.1.{tun napamMeTpa}.{MHOEKC HOPTAa}
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Mpumep npocmoTpa cepuitHoro Homepa SFP ¢ untepdeiica GigabitEthernet 1/0/2

KomaHpaa CLI:
show fiber-ports optical-transceiver interface GigabitEthernet 1/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.53.1.1.1.6.50

/ Tun napameTpa moxKeT NPUHUMATDL cneayolime sHa4YeHUA:

eltPhdTransceiverinfoConnectorType (1) — TMn KOHHeKTopa SFP-TpaHcuBepa;
Hamnbonee pacnpocTpaHeHHble 3HAYEHUA:
0 — unknown;

1—SC;
7 — LG,
34 — RJ-45.

eltPhdTransceiverinfoType (2) — Tun SFP-TpaHcuBepa;

Hamnbonee pacnpocTtpaHeHHble 3HaYeHUA:

0 — unknown;

3 — SFP/SFP+.

eltPhdTransceiverinfoComplianceCode (3) — Kopg cootBetcTBuA SFP-TpaHcuBepa;
eltPhdTransceiverinfoWavelength (4) — gnnHa BonHbI B HM;
eltPhdTransceiverinfoVendorName (5) — umsa seHgopa SFP-TpaHcuBepa;
eltPhdTransceiverinfoSerialNumber (6) — cepuiiHbii Homep SFP-TpaHcuBepa;
eltPhdTransceiverinfoFiberDiameterType (7) — anameTp cepgLeBUHbI BOJIOKHA.
3HayeHwuA:

1 — 9 MUKpPOH;

2 — 50 MUKpOH;

3 — 62.5 MmuKpoH;

4 — mepHblii Kabenb;

65635 — unknown.

eltPhdTransceiverinfoTransferDistance (8) — maKcumanbHasa A/vHaA AMHUKM Nepepaum
SFP-TpaHcuBepa B m;

eltPhdTransceiverinfoDiagnostic (9) — noanep:xka DDM SFP-TpaHcuBepom.

3HayeHuA:
1 — true;
2 — false.
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15 3NEKTPONUTAHUE NO NUHUAM ETHERNET (POE)

Mpocmomp nompebagemoll/HoMuHanAbHOU MowHocmu PoE

MIB: rfc3621.mib

Ucnonbayemble Tabanupi: pethMainPseEntry — 1.3.6.1.2.1.105.1.3.1.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.105.1.3.1.1.{nominal(2), consumed(4)}.{unit}

Mpumep npocmoTpa NOTpPebaAseMoit MOLLHOCTU

KomaHpa CLI:
show power inline

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.105.1.3.1.1.4.1

lMpocmomp noKasaHuUl memnepamypHo20 0amyuka PoE

MIB: rIPoe.mib

Ucnonbayemble Tabauupl: riPethPowerPseTemperatureSensor — 1.3.6.1.4.1.89.108.3.1.6

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.108.3.1.6.{unit}

Mpumep NpocMoTpa NOKa3aHWUit TemnepaTypHOro AaTunKa

KomaHpga CLI:

show power inline

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.108.3.1.6.1

[lpocMmomp aumuma mowHocmu Ha uHmepaelice PoE

MIB: rIPoe.mib

Ucnonbayemble Tabauupi: ripethPsePortOperPowerLimit — 1.3.6.1.4.1.89.108.1.1.9

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.108.1.1.9.{unit}.{ifindex}

Mpumep NpocmoTpa AMMUTA MOLLHOCTU Ha MHTepdeiice GigabitEthernet1/0/2

KomaHpga CLI:
show power inline GigabitEthernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.108.1.1.9.1.50
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[pocmomp 3HaYeHUsa mowHocmu Ha uHmepgelice PoE

MIB: rfc3621.mib

Ucnonb3ayemblie Tabnnupl: pethPsePortActualPower — 1.3.6.1.2.1.105.1.1.1.15

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.105.1.1.1.15.{unit}.{ifindex}

Mpumep npocmoTpa 3HaUYEHUA MOLLHOCTU Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show power inline GigabitEthernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.105.1.1.1.15.1.50

[Mpocmomp 3Ha4yeHUA MoKa Ha uHmepagelice PoE

MIB: rlPoe.mib

Ucnonb3syemblie Tabnunupl: ripethPsePortOutputCurrent — 1.3.6.1.4.1.89.108.1.1.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.108.1.1.4.{unit}.{ifindex}

Mpumep npocmoTpa 3HaUYeHUA TOKa Ha uHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show power inline GigabitEthernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.108.1.1.4.1.50

[Mpocmomp 3Ha4yeHuUA Hanpa}ceHua Ha uHmepgelice PoE

MIB: rlPoe.mib

Ucnonb3syembie Tabnnupl: ripethPsePortOutputVoltage — 1.3.6.1.4.1.89.108.1.1.3

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.108.1.1.3.{unit}.{ifindex}

Mpumep npocmoTpa 3HaUEHUA HaNpPAXKeHUA Ha nHtepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
show power inline GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.108.1.1.3.1.50
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OmekntoyeHue Power over Ethernet Ha nopme

MIB: rfc3621.mib

Ucnonbayemble Tabanupi: pethPsePortAdminEnable — 1.3.6.1.2.1.105.1.1.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.2.1.105.1.1.1.3.{unit}.{ifindex} 1 {auto(l), never(2)}

Mpumep oTKnoueHnn PoE Ha nHTepdeiice GigabitEthernet1/0/2

KomaHpa CLI:
interface GigabitEthernetl/0/2
power inline never

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.105.1.1.1.3.1.50 1 2
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16 ®YHKLU MU OBECNEYEHUA BE3ONACHOCTU

16.1 ®yHkyuu obecnevyeHus 3auumsl NOPMoO8

O2paHuyeHue Konudecmaa MAC-adpecos, usyyaemoix Ha Ethernet-nopmax

MIB: rlinterfaces.mib

Ucnonb3syembie Tabnuupl: swifTable — 1.3.6.1.4.1.89.43.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.38.{ifIndex} i1 {max mac addresses}

Mpumep orpaHuyenuns B 20 MAC-agpecos Ha nopt GigabitEthernet1/0/2

KomaHaa CLI:
interface GigabitEthernetl/0/2
port security max 20

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.38.50 1 20

BkaroyeHue port security

MIB: rlinterfaces.mib

Ucnonb3zyemble Tabauubl: swifPortLocklfRangeTable — 1.3.6.1.4.1.89.43.6

-c <community> <IP address> \
.89.43.6.1.3.1 1 {locked(l), unlocked(2)} \

.89.43.6.1.5.1 i {true(l), false(2). Ousg orTnpaBku Tpamos} \
.89.43.6.1.6.1 i {uacToTa oTHpaBkM TpamnoB (cex)} \

v2c
4.1

4.1

HaI MakeToM, He MOoMaBIMM I[OI MNpaBujia port security} \
4.1

4.1

4.1.89.43.6.1.2.1 x {ifindex B BuIe OMUTOBOM MACKMN}

Mpumep HacTpoiiKku port security ana nnrepdeicos GigabitEthernet 1/0/1-2

.89.43.6.1.4.1 1 {discard(l), forwardNormal (2), discardDisable(3),

Komanpga CLI:
interface range GigabitEthernet 1/0/1-2
port security discard trap 30

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.43.6.1.3.1 1 1 \

1.3.6.1.4.1.89.43.6.1.4.1 1 1 \

1.3.6.1.4.1.89.43.6.1.5.1 1 1 \

1.3.6.1.4.1.89.43.6.1.6.1 1 30 \

1.3.6.1.4.1.89.43.6.1.2.1 x "0000000000QOQOQCO"

MeToguKa pacyeta 6MTOBO MacKu npuBeaeHa B pasgene «MpunoxeHune A. MetoguKa
V pacueta 6GUTOBOI MacKu».
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YcmaHoska pexcuma pabomel port security

MIB: rlinterfaces.mib

Ucnonbayemble Tabamupi: swifTable — 1.3.6.1.4.1.89.43.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.37.{ifIndex} 1 {disabled(l), dynamic(2), secure-
permanent (3), secure-delete-on-reset(4)}

Mpumep HaACTPOMKM pexkMma orpaHUYEHUA NO KOAMYecTBY usyudeHHbix MAC-agpecos Ha uHTepdeiice
GigabitEthernet 1/0/2

KomaHpa CLI:
interface GigabitEthernet 1/0/2
port security mode max-addresses

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.37.50 1 2

lpocmomp cmamyca port security

MIB: rlinterfaces.mib

Ucnonbayemble Tabanybl: swifLockAdminStatus — 1.3.6.1.4.1.89.43.1.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.8

Mpumep npocmoTpa cTatyca port security

KomaHpga CLI:
show ports security

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.8

lpocmomp muna port security

MIB: rlinterfaces.mib

Ucnonbayemble Tabamupi: swifAdminLockAction — 1.3.6.1.4.1.89.43.1.1.20

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.20

Mpumep npocmoTpa TMNa port security

KomaHga CLI:
show ports security

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.20
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[Tpocmomp MaKcUMasnbHo20 3a0aHH020 Koauvyecmea MAC-adpecos, uszyyaemeolx Ha Ethernet-
nopmax

MIB: rlinterfaces.mib

Ucnonb3ayembie Tabnnupl: swifLockMaxMacAddresses — 1.3.6.1.4.1.89.43.1.1.38

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.38

Mpumep NpocmoTpa MaKCMManbHOro 3agaHHoro Konnuyecrsa MAC-agpecoB, usydyaembix Ha Ethernet-
noprax

KomaHpa CLI:
show ports security

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.38

[lepesod nopma 8 pexcum Uu3oaayuu

MIB: rlprotectedport.mib

Ucnonb3syembie Tabnuupl: rIProtectedPortsTable — 1.3.6.1.4.1.89.132.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.132.1.1.1.{Ifindex} i {not-protected(l), protected(2)}

Mpumep HacTpoliku nsonaumnm Ha noprax GigabitEthernet 1/0/1 n GigabitEthernet 1/0/2

KomaHpa CLI:
interface range GigabitEthernet 1/0/1-2
switchport protected-port

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.132.1.1.1.49 i 2 \
1.3.6.1.4.1.89.132.1.1.1.50 1 2

Hacmpolika omnpasku mpaguka Ha uplink-port

MIB: RADLAN-vlan-MIB

Mcnonb3syemble Tabnuupl: vianPrivateEdgeStatus — 1.3.6.1.4.1.89.48.37.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.48.37.1.1.{Ifindex} 1 {ifindex} \
1.3.6.1.4.1.89.48.37.1.2.{Ifindex} i {createandGo (4),destroy(6)}

Mpumep HacTpoiiku oTnpaBKu TpaduKa Ha uplink-nopt

KomaHpa CLI:
interface GigabitEthernet 1/0/6
switchport protected GigabitEthernet 1/0/8

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.48.37.1.1.54 1 56 \
1.3.6.1.4.1.89.48.37.1.2.54 i 4
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Co30aHue cmamuyeckol npusasku 8 MAC-mabauuye

MIB: Q-BRIDGE-MIB

Ucnonbayemble Tabnmupl: dot1qgStaticUnicastTable — 1.3.6.1.2.1.17.7.1.3.1

snmpset -v2c -c <community> -t 20 -r 0 <IP address> \

1.3.6.1.2.1.17.7.1.3.1.1.4.{vlan id}.{mac address (DEC). Bauter MAC-anmpeca
paznensawonrcsa ToukamMu}.{ifIndex} i {other(l), invalid(2), permanent (3),
deleteOnReset (4), deleteOnTimeout (5) }

MNpumep npusaskn MAC-agpeca 00:22:68:7d:0f:3f B vlan 622 Kk untepdeiicy Gigabitethernetl/0/2 s
pexXume secure (N0 YMOSYAHUIO UCNO/Ib3YETCA PeXXUM permanent)

KomaHpga CLI:
mac address-table static 00:22:68:7d:0f:3f vlan 622 interface
gigabitethernetl/0/2 secure

KomaHaa SNMP:
snmpset -v2c -c private -t 20 -r 0 192.168.1.30 \
1.3.6.1.2.1.17.7.1.3.1.1.4.622.0.34.104.125.15.63.50 1 1

[Mpocmomp MAC-mabauuybl

MIB: Q-BRIDGE-MIB

Ucnonbzyemble Tabamnubl: dotlgTpFdbTable — 1.3.6.1.2.1.17.7.1.2.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.2

Npumep npocmotpa MAC-Tabauubl

KomaHpa CLI:
show mac address-table

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.2

lpocmomp konuvyecmsa 3anuceli 8 MAC-mabauuye

MIB: ridot1g-MIB

Ucnonbsyemble Tabauupi: ridot1qTpFdbCountCount

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.57.8.3.1.4.0.0.3

Mpumep NpPocMoTPa KonnvecTsa AMHaMUYecKuX 3anuceii 8 MAC-Tabauue

KomaHga CLI:
show mac address-table count

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.57.8.3.1.4.0.0.3
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Konunuecteo 6e3onacHbix 3anuceit — 1.3.6.1.4.1.89.57.8.3.1.4.0.0.1
Konunuecteo BHyTpeHHUX 3anuceii — 1.3.6.1.4.1.89.57.8.3.1.4.0.0.4

Konunuecrtso cTatnyeckux 3anuceit — 1.3.6.1.4.1.89.57.8.3.1.4.0.0.5

Co30aHuUe cmamuyeckol npusa3Ku 8 arp-mabauye

MIB: RFC1213-MIB

Ucnonb3ayembie Tabnuupi: ipNetToMediaTable — 1.3.6.1.2.1.4.22

n et -v2c -c <community> <IP address> \

1.4.22.1.2.{vlan id}.{IP address} x {,MAC address“} \
1.4.22.1.3.{vlan id}.{IP address} a {IP address} \
1.4

.22.1.4.{vlan id}.{IP address} 1i 4

P

ww w3

t
1
1
1

N =)
ooy

.6.1.2.
.6.1.2.
.6.1.2.

Mpumep npusasku ip 192.168.1.21 n MAC aa:bb:cc:dd:ee:ff k vlan 1

KomaHpa CLI:
arp 192.168.1.21 aa:bb:cc:dd:ee:ff vlan 1

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.2.1.4.22.1.2.100000.192.168.1.21 x "aabbccddeeff" \

1.3.6.1.2.1.4.22.1.3.100000.192.168.1.21 a 192.168.1.21 \
1.3.6.1.2.1.4.22.1.4.100000.192.168.1.21 i 4
1. OnAa yaaneHns npmeAsKu Heobxoaumo 8 none 1.3.6.1.2.1.4.22.1.4 npucsoutb
V 3HauyeHwue.

2. IP-agpec ycTpoiictBa 1 IP-agpec co3gaBaemoi CTaTUUECKoM 3anucu B arp-tabauue
OO/MKHbI HAXOAUTLCA B OAHOM noaceTun.

[pocmomp arp-mabauyesi

MIB: RFC1213-MIB.mib, Q-BRIDGE-MIB.mib

Ucnonb3yemble Tabauubi:
pNetToMediaPhysAddress — 1.3.6.1.2.1.4.22.1.2
dotlqTpFdbEntry — 1.3.6.1.2.1.17.7.1.2.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.22.1.2.{(2) ip address, (3)MAC address}

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.17.7.1.2.2.1

Mpumep npocmoTpa arp-rabanybl

KomaHpa CLI:
show arp

KomaHga SNMP:

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.4.22.1.2

snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.17.7.1.2.2.1
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V 1. 3HaueHue Tabauuybl pNetToMediaPhysAddress otobparkaet IP-agpec u MAC-agpec

vian.

2. 3HaueHue Tabauubl dotlqTpFdbEntry oTobparkaeT ctatyc u uaeHTUPUKALUOHHbBIN

HOMep NopTa, C KOTOPOro AOCTYNHO YCTPOMCTBO.

16.2 Konmponab npomokona DHCP u onyus 82

BkrtoyeHue/sbikntoyeHue DHCP-cepgepa Ha KoMmymamope

MIB: ridhcp.mib

Ucnonbayemble Tabanupi: riDhcpRelaylnterfacelistTable — 1.3.6.1.4.1.89.38.29

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.38.30.0 i {true(l), false(2)}

Mpumep srknoyeHna DHCP-cepsepa Ha KommyTaTope

KomaHpa CLI:
ip dhcp server

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.30.0 1 1

lMpocmomp 3anuceli mabauuywsi dhcp snooping

MIB: rIBridgeSecurity.mib

Ucnonbayemble Tabanupi: rlipDhcpSnoopEntry — 1.3.6.1.4.1.89.112.1.11.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.11.1

Mpumep npocmotpa Tabaunupbl dhcp snooping

KomaHpga CLI:
Show ip dhcp snooping binding

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.112.1.11.1

BkrtoyeHue/sbikntodeHue dhcp snooping 2n106aa6HO

MIB: rlbridge-security.mib
Ucnonbayemble Tabauupi: rlipDhcpSnoopEnable — 1.3.6.1.4.1.89.112.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.2.0 1 {enable(l), disable(2)}
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Mpumep rnobanbHoro BkatoueHusa dhep snooping

KomaHpaa CLI:
ip dhcp snooping

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.2.0 1 1

BrkrnroueHue/sbikntoyeHue dhep snooping so vlan

MIB: rlbridge-security.mib

Ucnonb3ayembie Tabnuupl: rlipDhcpSnoopEnableVianTable — 1.3.6.1.4.1.89.112.1.12

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.12.1.2.{v1lan id} i {createAndGo(4), destroy(6)}

Mpumep BkaoueHusa dhcp snooping B vlan 622

Komanga CLI:
ip dhcp snooping vlan 622

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.12.1.2.622 i 4

Hacmpolika ip DHCP information option

MIB: rlbridgesecurity.mib

Ucnonb3syemble Tabnunupl: rlipDhcpOpt82insertionEnable — 1.3.6.1.4.1.89.112.1.8

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.8.0 1 {enable(l), disable(2)}

Mpumep HacTpoiiku ip DHCP information option

KomaHpa CLI:

ip dhcp information option

KomaHaa SNMP:
snmpset -v2c¢ -c public 192.168.1.30 \
1.3.6.1.4.1.89.112.1.8.0 1 1

Hacmpolika dosepeHHo20 nopma dhcp

MIB: rlbridge-security.mib
Ucnonb3ayembie Tabnunupi: rlipDhcpSnoopTrustedPortTable — 1.3.6.1.4.1.89.112.1.13

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.89.112.1.13.1.2.{ifIndex} i1 {createAndGo(4), destroy(6)}

104 MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP



HELTEX

Mpumep HacTpoKK gosepeHHOro nHtepdeiica GigabitEthernet 1/0/2

KomaHpga CLI:
interface GigabitEthernet 1/0/2
ip dhcp snooping trust

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.1.13.1.2.50 1 4

Hacmpolika DHCP relay so vian

MIB: rldhcp.mib

Ucnonb3yemble Tabaunubl:

rIDhcpRelaylnterfacelListVlanld1To1024 — 1.3.6.1.4.1.89.38.29.1.3
rIDhcpRelayInterfacelListVlanld1025T02048 — 1.3.6.1.4.1.89.38.29.1.4
rIDhcpRelaylnterfacelListVlanld2049To3072 — 1.3.6.1.4.1.89.38.29.1.5
rIDhcpRelayInterfacelListVlanld3073To4094 — 1.3.6.1.4.1.89.38.29.1.6

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.38.29.1.3.1 x {BuroBas mMacka}

Mpumep HacTpoiiku ip DHCP relay enable Bo vian 1

KomaHaa CLI:
Interface vlan 1
Ip dhcp relay enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.29.1.3.1 x 800000000000

Mpumep HacTpoiiKku ip DHCP relay enable Bo vian 1026

KomaHpga CLI:
Interface vlan 1026
Ip dhcp relay enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.38.29.1.4.1 x 400000000000

V Mpumep pacueta 6UTOBOI MaCKM MOXKHO NOCMOTpeTb B pasgene «lMpunoxkeHue A.

MeToauka pacyeta 6MTOBOIT MacKkn».

16.3 3awuma IP-adpeca KnueHma (IP source Guard)

BkrntoyeHue/sbikato4yeHue ip source quard 2106a716HO

MIB: rlbridge-security.mib

Ucnonbayemble Tabauupi: rlipSourceGuardEnable — 1.3.6.1.4.1.89.112.2.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.2.2.0 1 {enable(l), disable(2)}
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Mpumep rnobanbHOro BKAOUYEHUA ip source guard

KomaHpaa CLI:
ip source-guard

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.2.2.0 1 1

Co30aHue cmamu4ecKoli npusa3KU ip source guard

MIB: rlbridge-security.mib

Ucnonb3ayembie Tabnuupl: rlipDhcpSnoopStaticTable — 1.3.6.1.4.1.89.112.1.10

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.1.10.1.3.{v1lan id}.{MAC in DEC. Kaxmem OamT MAC-azmpeca
oTmeyiseTca OT HNpelsaymero Toukoi} a {ip address (DEC)} \
1.3.6.1.4.1.89.112.1.10.1.4.{vlan id}.{MAC in DEC. Kaxmem OamT MAC-azmpeca
orTmesiseTcs OT npensnymero Toukoi} i {ifIndex} \
1.3.6.1.4.1.89.112.1.10.1.5.{vlan id}.{MAC in DEC. Kaxment OaiT MAC-anmpeca
oTHesyiseTCs OT MNpenenymero Toukoi} 1 {createAndGo(4), destroy(6)}

MNpumep npusasku MAC apgpeca 00:11:22:33:44:55 k IP 192.168.1.34, vlan 622, wuHTepdeiicy
GigabitEthernet 1/0/9

Komanga CLI:
ip source-guard binding 00:11:22:33:44:55 622 192.168.1.34 GigabitEthernet 1/0/9

KomaHaa SNMP:

snmpset -v2c -c private 192.168.
1.3.6.1.4.1.89.112.1.10.1.3.622.
1.4.1.89.112.1.10.1.4.622.
1.4.1.89.112.1.10.1.5.622.

.30 N\

.17.34.51.68.85 a 192.168.1.34 \
.17.34.51.68.85 i 57 \
.17.34.51.68.85 i 4

o O o

1.3.6.
1.3.6.

BKHFOHEHUG/SbIKfHOHEHUE ip source quard Ha uHMepdgelice

MIB: rlbridge-security.mib
Ucnonb3syembie Tabnuupl: rlipSourceGuardPortTable — 1.3.6.1.4.1.89.112.2.5

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.2.5.1.2.<ifIndex> 1 {createAndGo(4), destroy(6)}

Mpumep BKAOUYeHUsA ip source guard Ha nHtepdeiice GigabitEthernet 1/0/9

Komanpga CLI:
interface GigabitEthernet 1/0/9
ip source-guard

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.2.5.1.2.57 1 4

BKﬂiO‘*IEHUB/SbIKﬂiOHEHUE ip source gquard 8o vlan

MIB: eltBridgeSecurity.mib
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Ucnonbsyemblie Tabnuubi: eltlpSourceGuardPortTable — 1.3.6.1.4.1.35265.1.23.112.8.1,
1.3.6.1.4.1.35265.1.23.112.8.1.1.1 — vlan1-1024, 1.3.6.1.4.1.35265.1.23.112.8.1.1.2 — vlan1025-2048,
1.3.6.1.4.1.35265.1.23.112.8.1.1.3 — vlan2049-3072, 1.3.6.1.4.1.35265.1.23.112.8.1.1.4 — vlan3073-4094

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.112.8.1.1.1.<ifindex> x {6uToBasg macka}

Mpumep BKAOUeHUA ip source guard Ha nHtepdelice GigabitEthernet 1/0/1 8o vlan 2

KomaHpa CLI:
interface GigabitEthernet 1/0/9
ip source-guard vlan 2

KomaHpa SNMP:

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.35265.1.23.112.8.1.1.1.49 x
"400000000000000000000000000000000000000000000000000000000000000000000000000000
00000000000000000000000000000000000000000000000000"

16.4 Konmponaos npomokona ARP (ARP Inspection)

[nobanvHoe 8KAt04YeHUe/omKaoYeHue arp inspection

MIB: rlbridge-security.mib
Ucnonbayemble Tabauupl: rlipArplnspectEnable — 1.3.6.1.4.1.89.112.3.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.2.0 1 {enable(l), disable (2)}

Mpumep rnobanbHOro BKAOUEHUA arp inspection

KomaHpga CLI:

ip arp inspection

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.2.0 1 1

Banoquue/omeoquue arp inspection 8o vlan

MIB: rlbridge-security.mib
Ucnonbayemble Tabauupi: rlipArpinspectEnableVianTable — 1.3.6.1.4.1.89.112.3.6

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.112.3.6.1.3.{vlan id} i {createAndGo(4), destroy(6)}

Mpumep BKALOUYEHUA arp inspection Bo vlan 622

KomaHpa CLI:
ip arp inspection vlan 622

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.6.1.3.622 1 4
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Hacmpolika 0osepeHHO20 nopma arp inspection

MIB: rlbridge-security.mib
Ucnonb3ayembie Tabnunupl: rlipArplnspectTrustedPortRowStatus — 1.3.6.1.4.1.89.112.3.7.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.7.1.2.{ifIndex} 1 {createAndGo(4), destroy(6)}

Mpumep HacTpoiKkn gosepeHHOro nHtepdeiica GigabitEthernet 1/0/2

KomaHpa CLI:
interface GigabitEthernet 1/0/2
ip arp inspection trust

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.7.1.2.50 i 4

[pusAasKa ip arp inspection list k vlan

MIB: rlbridge-security.mib
Ucnonb3ayembie Tabnunupl: rlipArplnspectAssignedListName — 1.3.6.1.4.1.89.112.3.6.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.112.3.6.1.2.{vlan id} s {list name}

Mpumep NpuUBA3KU UCTA C UMeHeM test K vlan 622

KomaHpa CLI:
ip arp inspection list assign 100 test

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.112.3.6.1.2.622 s test

16.5 lMpoeepka NnodAUHHOCMU KaueHmMa Ha ocHoee nopma (802.1x)

BkaroyeHue aymeHmugukauuu 802.1X Ha Kommymamope

MIB: dot1xPaeSystem.mib

Ucnonb3syembie Tabanupi: dot1xPaeSystemAuthControl — 1.0.8802.1.1.1.1.1.1

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.1.1.0 i {enabled(l), disabled(2)}

Mpumep BrAtoyeHUa 802.1x

KomaHpa CLI:
dotlx system-auth-control

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.1.1.0 1 1
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BKnroyeHue nepuoduyeckol nosmopHol nposepKu nodauHHocmu (nepeaymeHmuguKkayuu)
KaueHma

MIB: draft-ietf-bridge-8021x.mib

Ucnonbayemble Tabanupl: dotlxAuthReAuthEnabled — 1.0.8802.1.1.1.1.2.1.1.13

snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.13.{ifIndex} i {true(l), false(2)}

Mpumep BKAIOYEHUA NEPUOLMUYECKON MOBTOPHOI NPOBEPKU MOANMHHOCTUA KAMEHTa Ha uHTepdeiice
Gigabitethernet 1/0/2

KomaHpa CLI:
interface gigabitethernet 1/0/2
dotlx reauthentication

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.13.50 1 1

YcmaHoska nepuoda mexcdy nosmopHbIMU MPosePKaMu nodauHHocmMu

MIB: draft-ietf-bridge-8021x.mib

Ucnonbzyemble Tabamnubl: dot1xAuthConfigTable — 1.0.8802.1.1.1.1.2.1.1.12
snmpset -v2c -c <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.12.{ifIndex} u {size 300-4294967295}

Mpumep yctaHoBKM nepuoda B 300 ceKyHg Mexay MNOBTOPHLIMU NPOBEpKaMu Ha MHTepdeiice
Gigabitethernet 1/0/2

KomaHga CLI:
interface gigabitethernet 1/0/2
dotlx timeout reauth-period 300

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.12.50 u 300

Hacmpolika pexcumos aymeHmugukayuu 802.1X Ha uHmepgelice

MIB: draft-ietf-bridge-8021x.mib

Ucnonbayemble Tabanupi: dotlxAuthConfigTable — 1.0.8802.1.1.1.1.2.1.1.6

snmpset -v2c -c¢ <community> <IP address> \
1.0.8802.1.1.1.1.2.1.1.6.{ifIndex} i {force-Unauthorized(l), auto(2), force-
Authorized(3)}
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Mpumep HacTpoliku ayTeHTUPMKauum 802.1X B pexkume auto Ha uHtepdeiice Gigabitethernet 1/0/2

KomaHpaa CLI:
interface gigabitethernet 1/0/2
dotlx port-control auto

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.0.8802.1.1.1.1.2.1.1.6.50 1 2

BkaroyeHue aymeHmugukayuu, ocHosaHHol Ha MAC-adpecax nose3osamesnel

MIB: radlan-dotlx-mib.mib

Ucnonb3ayembie Tabnunupl: rldotixAuthenticationPortTable — 1.3.6.1.4.1.89.95.10.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.95.10.1.1.{ifIndex} i {destroy (1), mac-and-802.1x(2), mac-
only (3)}

Mpumep BKAIOYEHUA ayTeHTUPMKALMKM, OCHOBAHHOM ToNbKo Ha MAC-agpecax, Ha uHtepdeiice
GigabitEthernet 1/0/3

Komanga CLI:
interface gigabitethernet 1/0/3
dotlx authentication mac

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.95.10.1.1.51 1 3

PaspeweHue Haau4usa 00HO20/HECKOAbKUX KAUEHMOo8 Ha aemopu308aHHOM rmopme 802.1X

MIB: rlinterfaces.mib

Ucnonbsyemble Tabnuubi: swifTable — 1.3.6.1.4.1.89.43.1.1.30

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.43.1.1.30.{ifIndex} 1 {single(l), none(2), multi-sessions(3)}

Mpumep paspeLueHUA HANNUMA HECKONbKUX KAMEHTOB Ha uHTepdeiice Gigabitethernet 1/0/3

KomaHpa CLI:
interface Gigabitethernet 1/0/3
dotlx host-mode multi-sessions

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.43.1.1.30.51 1 3

110

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

BKrroyeHue 00H020 usau 08YyxX Memo0o8 NposepKU nodauHHOCMU, aemopusayuu u yyema (AAA)
0718 Ucnonb308aHUA Ha uHmepgelicax IEEE 802.1x

MIB: rlaaa.mib

Ucnonbayemble Tabnuupi: rIAAAEapMethodListTable — 1.3.6.1.4.1.89.97.1

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.97.1.1.1.7.{“default” in DEC, xaxzmasa OyKBa OTIEJIS€TCH OT
crenypumenn Toukomi} s {authentication list} \1.3.6.1.4.1.89.97.1.1.2.7.{%default”
in DEC, xaxzmas OykBa OTIejiseTcs OT cJjenymomelr Toukon} i {Deny(0), radius(l),
none (2)} \

1.3.6.1.4.1.89.97.1.1.3.7.{%default” in DEC, xaxzmas OyKBa OTIEJIS€TCH OT
crnenymomerr Toukoi} i {Deny(0), radius(l), none(2)} \
1.3.6.1.4.1.89.97.1.1.7.7.{%default” in DEC, xaxmas OyKBa OTIEJIS€TCsS OT
crlenyomer Toukon} i 1

Mpumep BKkAOUeHUA cnucKka RADIUS-cepBepoB ana ayteHTUdUKauumM nonb3osarensa

KomaHpga CLI:

aaa authentication dotlx default radius none

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.97.1.1.1.7.100.101.102.97.117.108.116 s default \
1.3.6.1.4.1.89.97.1.1.2.7.100.101.102.97.117.108.116 1 1 \
1.3.6.1.4.1.89.97.1.1.3.7.100.101.102.97.117.108.116 1 2 \
1.3.6.1.4.1.89.97.1.1.7.7.100.101.102.97.117.108.116 1 1
1) AnAa Toro yTo6bl BEPHYTbCA K HAaCTPOMiKam NO YMONYaHUIO, AOCTaTOYHO 3HAYEHUSA
V nomeHATb Ha Deny(0).

2) Default nepeBogutca us ASCIl 8 HEX ¢ nomoubto TabaunLbl, KOTOPYIO MOXKHO HATH
no ccoinke https://ru.wikipedia.org/wiki/ASCII.

BraroyeHue/omkntoyeHue onyuu Framed-1P-Address (Onyus 8) 8 Access-Request nakemax

MIB: eltAAA.mib

Ucnonbsyemble Tabauubi: ellltRadiusAttrFramedIPAddressAccessEnable — 1.3.6.1.4.1.35265.1.23.80.1.3.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.80.1.3.0 1 {enable(l), disable(2)}

Mpumep BKkAtoueHus onumum Framed-IP-Address (Onuusa 8) B Access-Request nakeTtax

KomaHga CLI:

radius-server attributes framed-ip-address include-in-access-req

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.80.1.3.0 1 1
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BkrnroueHue/omxkmoveHue onuuu NAS-Identifier (Onyusa 32) 8 Access-Request nakemax

MIB: eltAAA.mib

Ucnonb3ayembie Tabnunupl: ellltRadiusAttrNasldAccessEnable — 1.3.6.1.4.1.35265.1.23.80.1.1.0

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.80.1.1.0 1 {enable(l), disable(2)}

Mpumep BrkaoueHus onumumn NAS-Identifier (Onumna 32) B Access-Request nakerax

KomaHpa CLI:
radius-server attributes nas-id include-in-access-req

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.80.1.1.0 1 1

JlobasneHue yKa3aHHO020 cepsepa 8 CrIUCOK ucnosab3zyemoix RADIUS-cepsepos

MIB: rlaaa.mib
Ucnonbayemble Tabnanupi: riIRadiusServerinetTable — 1.3.6.1.4.1.89.80.8

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.80.8.1.2.1.4.{ip address (DEC)}.{default UDP port 1812}.

UDP port 1813} x "{ip adress (HEX)}" \

1.3.6.1.4.1.89.80.8.1.1.1.4.{ip address (DEC)}.{default UDP port 1812}.

UDP port 1813} i {ipv4(l), ipv6(2), ipvi4z(3)} \

1.3.6.1.4.1.89.80.8.1.3.1.4.{ip address(DEC) }.{default UDP port 1812}.

UDP port 1813} i {default UDP port 1812} \

1.3.6.1.4.1.89.80.8.1.4.1.4.{ip address(DEC)}.{default UDP port 1812}.

UDP port 1813} i {default UDP port 1813} \

1.3.6.1.4.1.89.80.8.1.9.1.4.{ip address (DEC)}.{default UDP port 1812}.

UDP port 1813} s "#{encoding key}" \

1.3.6.1.4.1.89.80.8.1.13.1.4.{ip address (DEC) }.{default UDP port 1812}.

UDP port 1813} i {createAndGo (4), destroy(6)}

Mpumep pobasneHus cepsepa B cnUcok ucnonbsyembix RADIUS-cepBepoB

{default

{default

{default

{default

{default

{default

KomaHpaa CLI:
radius-server host 192.168.1.10 encrypted key da90833f59%be

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.80.8.1.2.1.4.192.168.1.10.1812.1813 x "c0a8010a" \
1.3.6.1.4.1.89.80.8.1.1.1.4.192.168.1.10.1812.1813 i 1 \
1.3.6.1.4.1.89.80.8.1.3.1.4.192.168.1.10.1812.1813 i 1812 \
1.3.6.1.4.1.89.80.8.1.4.1.4.192.168.1.10.1812.1813 i 1813 \
1.3.6.1.4.1.89.80.8.1.9.1.4.192.168.1.10.1812.1813 s "#da90833£5%be™ \
1.3.6.1.4.1.89.80.8.1.13.1.4.192.168.1.10.1812.1813 i 4

112

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

16.6 MexaHu3m obHapyxceHus nemens (loopback-detection)

FnobanbHoe sKar4YeHue loopback-detection

MIB: rllbd.mib

Ucnonbsyemble Tabauupi: riLbdEnable — 1.3.6.1.4.1.89.127.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.1.0 i { true(l), false(2) }

MNpumep rnobanbHoro skaoueHus loopback-detection

KomaHpa CLI:
loopback-detection enable

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.1.0 1 1

UsmeHeHuUe uHmepsana loopback-detection

MIB: rllbd.mib
Ucnonbayemble Tabanubi: riLbdDetectioninterval — 1.3.6.1.4.1.89.127.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.2.0 I { seconds 1-60 }

MNpumep nameHeHusa nHtepsana loopback-¢ppeiimos Ha 23 ceKyHAbI

KomaHpa CLI:
loopback-detection interval 23

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.2.0 1 23

UsmeHeHue pexcuma pabombel loopback-detection

MIB: rllbd.mib

Ucnonbayemble Tabamupi: rilbdMode — 1.3.6.1.4.1.89.127.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.3.0 1 {source-mac—-addr(l),base-mac-addr(2), multicast-mac-
addr (3) ,broadcast-mac-addr (4) }

MNpumep nameHeHus pexkmma pabotbl loopback-detection Ha source-mac-addr

KomaHpga CLI:
loopback-detection mode src-mac-addr

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.3.0 1 1
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BknroyeHue/omksnoveHue loopback-detection Ha uHmepgelicax

MIB: rllbd.mib

Ucnonb3syembie Tabnuupl: riLbdPortAdminStatus — 1.3.6.1.4.1.89.127.4.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.4.1.1.{ifindex} 1 { enable(l), disable(2)}

Mpumep skaoueHun loopback-detection Ha uHTepdeiice TengigabitEthernet1/0/2

KomaHpa CLI:
interface TengigabitEthernetl/0/2
loopback-detection enable

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.127.4.1.1.106 1 1

[Mpocmomp paboyezo cocmogaHus loopback-detection Ha uHmepgelice

MIB: rllbd.mib

Ucnonb3syembie Tabnuupl: riLbdPortOperStatus — 1.3.6.1.4.1.89.127.4.1.2

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.127.4.1.2.{ifindex}

Mpumep npocmotpa coctoaHusa loopback-detection Ha nHTepdeiice GigabitEthernet1/0/2

Komanga CLI:
show loopback-detection GigabitEthernetl/0/2

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.127.4.1.2.50

/ lMpu ucnonb308aHUU SNMP-KOMAHObI:

1 — cocroAaHue inactive;
2 — coctoAHMe active;
3 — loopdetected.

[Mpocmomp 3a6s0KuposaHHbix VLAN 8 pexcume vian-based

MIB: rllbd.mib
Ucnonb3ayembie Tabnuupli: eltMesLdb — 1.3.6.1.4.1.35265.1.23.127

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.127.4.1.3.{ifindex}.{v1lan}

Mpumep npocmoTpa coctoanua vian 2 Ha nHtepdelice GigabitEthernet1/0/2

KomaHpa CLI:
show loopback-detection GigabitEthernetl/0/2

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.127.4.1.3.50.2
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/ Bo3MOXM(Hble coOcCmosAHUA:
1 — active
2 — blocked

16.7 Konmponb wupoKosewamenbHo20 wmopma (storm-control)

Hacmpolika storm-control Ha uHmepdgelice

MIB: radlan-mib.mib
Ucnonbayemble Tabauupi: riStormCtrl — 1.3.6.1.4.1.89.77

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.77.12.1.2.{ifindex}.{broadcast(l),multicastRegistred(2),multicas
tUnregistred(3), multicastAll (4), unknownUnicast(5)} u {rate} \
1.3.6.1.4.1.89.77.12.1.3.{ifindex}.{broadcast(l),multicastRegistred

(2) ,multicastUnregistred(3),multicastAll (4),unknownUnicast(5)} I
kiloBitsPerSecond (1) ,precentaged(2)} \
1.3.6.1.4.1.89.77.12.1.4.{ifindex}.{broadcast(l),multicastRegistred

(2) ,multicastUnregistred(3), multicastAll (4), unknownUnicast(5)} 1

{none (1), trap(2),shutdown (3), trapAndShutdown (4) }

MNpumep BkAoueHuna storm-control gna broadcast-rpaduka Ha untepdeiice GigabitEthernet 1/0/1

KomaHpga CLI:
interface GigabitEthernetl/0/1
storm-control broadcast kbps 10000 trap shutdown

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.3.49.1 i 1 \
1.3.6.1.4.1.89.77.12.1.2.49.1 u 1000 \
1.3.6.1.4.1.89.77.12.1.4.49.1 1 4

Mpumep oTKnoueHus storm-control ana broadcast-tpadpuka Ha nutepdeiice GigabitEthernet 1/0/1

KomaHpga CLI:
interface GigabitEthernetl/0/1
no storm-control broadcast

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.2.49.1 u O

Bkaoyume/8bikaro4ums storm-control daa unknown unicast-mpacguka

MIB: radlan-stormctrl.mib

Ucnonbayemble Tabanupi: riIStormCtriRateLimCfgTable — 1.3.6.1.4.1.89.77.12

snmpset -v2c -c <community> <IP address> \
1is0.3.6.1.4.1.89.77.12.1.2.{ifIndex}.5 u {Kbps, orxygounts (0) }
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Mpumep BKAIOUEHUA KOHTPONA HEU3BECTHOrO O4HOaapecHoro Tpaduka ao 50 K6ut/c

KomaHpaa CLI:
interface GigabitEthernetl/0/2
storm-control unicast Kbps 50

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.2.50.5 u 50
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17 KOH®UTYPUPOBAHME IP U MAC ACL (CMTUCKU KOHTPONA AOCTYNA)

Co30aHue mac access-list

MIB: gosclimib.mib

Ucnonbayemble Tabanupi: rlQosAclTable — 1.3.6.1.4.1.89.88.7

-v2c -c <community> <IP address> \
1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}" \
1.89.88.7.1.3.{index-of-acl} i {type-of-acl: mac(l), ip
1.

(2) 1\
89.88.7.1.4.{index-of-acl} i {createAndGo (4), destroy (6

. 2)
. )

Mpumep co3panHmna MAC ACL c niaekcom 207

KomaHpga CLI:
mac access-list extended 7-mac

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.7.1.2.207 s "7-mac" \
1.4.1.89.88.7.1.3.207 1 1 \

1.3.6.
1.3.6.1.4.1.89.88.7.1.4.207 1 4

Co30aHue ip access-list (ACL)

MIB: gosclimib.mib

Ucnonbzyemble Tabanubl: rlQosAclTable — 1.3.6.1.4.1.89.88.7
et -v2c -c <community> <IP address> \
1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}" \
1.89.88.7.1.3.{index-of-acl} 1 {type-of-acl: mac(l), ip (2)
1.89.88.7.1.4.{index-of-acl} i1 {createAndGo(4), destroy(6)}

nmp

s set
1 6.1.
1 6.1. PN
1 6.1.

w W W

.3.6.1.4.
.3.6.1.4.
.3.6.1.4.

Mpumep co3aanus IP ACL c unaekcom 107

KomaHga CLI:
ip access-list extended 7-ip

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.7.1.2.107 s "7-ip"™ \
1.4.1.89.88.7.1.3.107 i 2 \
1.4.1.89.88.7.1.4.107 1 4

1.3.6.
1.3.6.

V Mpumep HanonHeHua ACL npaBunamm noapo6bHo paccmotpeH B pasaene «MpunoxeHue
B. Mpumep cospaHua tTunosoro IP ACL».

[Mpussaska IP unu MAC ACL K nopmy

MIB: gosclimib.mib

Ucnonb3yemble Tabauubl:
rlQoslifAclin — 1.3.6.1.4.1.89.88.13.1.14
rlQoslfPolicyMapStatus — 1.3.6.1.4.1.89.88.13.1.13
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n et -v2c -c <community> <IP address> \
1.4.1.89.88.13.1.14.{ifIndex}.2 1 {Index-of-acl} \
1

4.1.89.88.13.1.13.{ifIndex}.2 1 1

P

e
u)w El

s
.6.
.6.

Mpumep Ha3HauyeHUa npasuaa c uHaekcom 107 (HassaHue ACL 7-ip) Ha nopT GigabitEthernet 1/0/2

KomaHaa CLI:
interface GigabitEthernet 1/0/2
service—acl input 7-ip

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.14.50.2 1 107 \
1.3.6.1.4.1.89.88.13.1.13.50.2 1 1

V Ana ypaneHna ACL c nopta gocTtatouHo nHgekc ACL 3ameHuTb Ha 0.
snmpset -c -v2c¢ private 192.168.1.301.3.6.1.4.1.89.88.13.1.14.50.2 1 0
1.3.6.1.4.1.89.88.13.1.13.50.2i1

lMpussaska IP u MAC ACL kK nopmy

MIB: gosclimib.mib

Ucnonb3yemble Tabnumubi:

rlQoslfAclin — 1.3.6.1.4.1.89.88.13.1.14

rlQoslflpv6Aclin — 1.3.6.1.4.1.89.88.13.1.201.3.6.1.4.1.89.88.13.1.20
rlQoslfPolicyMapStatus — 1.3.6.1.4.1.89.88.13.1.13

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.14.{Ifindex}.2 1 {Index-of-mac-acl} \
1.3.6.1.4.1.89.88.13.1.20.{Ifindex}.2 i {Index-of-ip-acl} \
1.3.6.1.4.1.89.88.13.1.13.{ifIndex}.2 1 1

Mpumep Ha3zHayeHMA npasuaa c uHgekcom 107 n 207 (HassaHue ACL 7-ip gna IP ACL n 7-mac ana MAC
ACL) Ha nopT GigabitEthernet 1/0/2 (Ifindex 50)

KomaHpa CLI:
interface GigabitEthernet 1/0/2
service-acl input 7-mac 7-ip

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.14.50.2 1 207 \
1.3.6.1.4.1.89.88.13.1.20.50.2 1 107 \
1.3.6.1.4.1.89.88.13.1.13.50.2 1 1

V Ona ypaneHna ACL c nopta aocratouHo uHaekc IP u MAC ACL 3ameHuTb Ha 0.

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.14.50.2i 0 \
1.3.6.1.4.1.89.88.13.1.20.50.2i 0 \
1.3.6.1.4.1.89.88.13.1.13.50.2 i1
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Co30aHue policy-map u npusaska K Hemy ACL

MIB: gosclimib.mib

Ucnonbayemblie Tabanupbi:

rlQosClassMapTable — 1.3.6.1.4.1.89.88.9
rlQosPolicyMapTable — 1.3.6.1.4.1.89.88.11
rlQosPolicyClassPriorityRefTable — 1.3.6.1.4.1.89.88.39

Cxema: cosgaHue policy-map npoBoAMTCA B HECKO/IbKO 3aMpocoB

1. Co3pnaHue class M HazHayeHMe eMy CBOIACTB

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.9.1.2.{index-of-class} s "{name-of-class-map}" \
1.3.6.1.4.1.89.88.9.1.3 {index-of-class} i {matchAll (1)} \
1.3.6.1.4.1.89.88.9.1.7 {index-of-class} i {index-of-acl} \
1.3.6.1.4.1.89.88.9.1.9.{index-of-class} i {Mark vlan disable (1), enable(2)}\
1.3.6.1.4.1.89.88.9.1.13.{index-of-class} i {create and go(4),destroy(6)}

2. Co3paHue policy-map 1 ero Bk/aoyeHue

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.11.1.2.{index-of-policy-map} s {name-of-policy-map} \
1.3.6.1.4.1.89.88.11.1.3.{index-of-policy-map} i {createAndGo(4), destroy(6)}

3. Mpwussaska class-map K policy-map

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.39.1.2.1.{index-of-class} i {index-of-class} \
1.3.6.1.4.1.89.88.39.1.3.1.{index-of-class} i {index-of-policy-map}

4. Co3gaHue orpaHuU4eHmns ckopoctn ans class-map

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.88.10.1.2 {Number-of-class-in-policy} s {Policer-cm-20} \
1.3.6.1.4.1.89.88.10.1.3.{Number-of-class-in-policy} i {single(1), aggregate(2)} \
1.3.6.1.4.1.89.88.10.1.4 {Number-of-class-in-policy} i {rate} \
1.3.6.1.4.1.89.88.10.1.5.{Number-of-class-in-policy} i {burst} \
1.3.6.1.4.1.89.88.10.1.6.{Number-of-class-in-policy} i {none(1), drop(2), remark(3)}\
1.3.6.1.4.1.89.88.10.1.8.{Number-of-class-in-policy} i {createAndGo(4), destroy(6)}

5. MpuBA3Ka orpaHNYeHMa CKOpocTU K class-map
snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.9.1.6.{index-of-class} i {Number-of-class-in-policy}

6. 3apaHne 3HauyeHna meTku Tpaduky DSCP u/munm cos, ykasaHue BbIXo4HOMN ovyepeam

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.88.5.1.1.{index-of-class}.{setDSCP(3), setQueue(4), setCos(5)} i {setDSCP(3),
setQueue(4), setCos(5)} \

1.3.6.1.4.1.35265.1.23.88.5.1.2.{index-of-class}.{setDSCP(3), setQueue(4), setCos(5)} i {Mark value of
DSCP/queue/cos(DEC)}\

1.3.6.1.4.1.35265.1.23.88.5.1.3.{index-of-class}.{setDSCP(3), setQueue(4), setCos(5)} i {createAndGo(4),
destroy(6)}
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Mpumep npusaskm IP ACL c index-of-acl = 107 K class-map c umeHem test n BbicTaBneHua metku DSCP =
36(DEC), cos = 4 u queue = 8 ana TpaduKa, nognaswero nog, IP ACL. Class test npusasbiBaetca K policy-
map ¢ umeHem testl

KomaHaa CLI:
gos advanced

ip access-1list extended 7-ip
permit ip any any any any
exit

class-map test

match access-group 7-ip
exit

policy-map testl

class test

set dscp 36

set queue 8

set cos 4

police 97000 524288 exceed-action drop
exit
exit

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.2.20 s "test" \

1.3.6.1.4.1.89.88.9.1.3.20 i 1 \
1.3.6.1.4.1.89.88.9.1.7.20 i 107 \
1.3.6.1.4.1.89.88.9.1.9.20 i 1 \
1.3.6.1.4.1.89.88.9.1.13.20 i 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.11.1.2.1 s "testl" \
1.3.6.1.4.1.89.88.11.1.3.1 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.39.1.2.1.20 i 20 \
1.3.6.1.4.1.89.88.39.1.3.1.20 1 1

snmpset -v2c -c private 192.168.1.30 \

1.3.6.1.4.1.89.88.10.1.2.1 s "Policer-cm-20" \
1.3.6.1.4.1.89.88.10.1.3.1 i 1 \
1.3.6.1.4.1.89.88.10.1.4.1 u 97000 \
1.3.6.1.4.1.89.88.10.1.5.1 u 524288 \
1.3.6.1.4.1.89.88.10.1.6.1 i 2 \
1.3.6.1.4.1.89.88.10.1.8.1 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.9.1.6.20 1 1

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.5.1.1.20.3 1 3 \
1.3.6.1.4.1.35265.1.23.88.5.1.2.20.3 1 36 \
1.3.6.1.4.1.35265.1.23.88.5.1.3.20.3 1 4
snmpset -v2c —-c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.5.1.1.20.4 1 4 \
1.3.6.1.4.1.35265.1.23.88.5.1.2.20.4 1 8 \
1.3.6.1.4.1.35265.1.23.88.5.1.3.20.4 1 4
snmpset -v2c —-c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.5.1.1.20.5 1 5 \
1.3.6.1.4.1.35265.1.23.88.5.1.2.20.5 1 4 \
1.3.6.1.4.1.35265.1.23.88.5.1.3.20.5 1 4
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HasHauyeHue Policy-map Ha nopm

MIB: gosclimib.mib

Ucnonb3yemble Tabauupi: rlQoslfPolicyMapPointerin — 1.3.6.1.4.1.89.88.13.1.3

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.3.{Ifindex}.2 1 {Index-of-policy-map}

Mpumep Ha3HaueHua policy-map c ungekcom 1 Ha nopt GigabitEthernet 1/0/3

KomaHpa CLI:
interface GigabitEthernet 1/0/3
service-policy input testl

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.3.51.2 1 1
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18 KOH®UT'YPALIUA 3ALLUTDBI OT DOS-ATAK

BrknaroueHue security-suite

MIB: riSecuritySuiteMib

Ucnonb3yemble Tabnuubi:
rISecuritySuiteGlobalEnable — 1.3.6.1.4.1.89.120.1

snmpset -v2c -c¢ <community> <IP address> 1.3.6.1.4.1.89.120.1.0 1 {enable-
global-rules-only (1), enable- all-rules-types (2), disable (3)}

Mpumep BKAOYEHUA KNacca KOMaHA, security-suite gna Bcex npasun

KomaHpa CLI:
security-suite enable

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.120.1.0 1 2

Hacmpolika pexcuma pabomel security-suite

MIB: rISecuritySuiteMib

Ucnonb3ayemble Tabauubi: rlSecuritySuiteSynProtectionMode — 1.3.6.1.4.1.89.120.10

snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.89.120.10.0 i {disabled
(1), report (2), block (3)}

Mpumep BKAOUEHUA peXuma paboTbl "report”

KomaHpa CLI:
security-suite syn protection mode report

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.120.10.0 1 2

BbiKkaoyume 3aujumy om tcp-nakemos ¢ 00Ho8pemMeHHO ycmaHossaeHHbiMmuU SYN- u FIN-cbnazamu

MIB: riISecuritySuiteMib

Ucnonb3ayemble Tabnunupl: riSecuritySuiteDenySynFinTcp — 1.3.6.1.4.1.89.120.9

snmpset -v2c -c <community> <IP address> 1.3.6.1.4.1.89.120.9.0 i {(deny (1),
permit (2)}

Mpumep BbikAOYEHUA 3aWwmTbl oT TCP-nakeTos ¢ yctaHoBAeHHbIMU SYN- u FIN-pnaramm

KomaHpa CLI:
security-suite deny syn-fin

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
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19 KAYECTBO OBC/TYXXMUBAHUA QOS

19.1 Hacmpoiika QoS

OrpaHun4yeHue ncxoaallen ckopoctn Ha Ethernet-noprax

MIB: gosclimib.mib

Ucnonbayemble Tabanupi: rlQosifPolicyEntry — 1.3.6.1.4.1.89.88.13.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.13.1.6.{ifindex nopra}l.2 i {disable(l),enable
(1)

.88.13.1.7.{ifindex mopra}.2 i {traffic-shape} \

1
1 89
1 89.88.13.1.8.{ifindex mopra}.2 i1 {Burst size in bytes}

w W -~
o O

.6.1.4.1.
.6.1.4.1.

Mpumep orpaHUYEHUA UCXOAALLEI CKOPOCTU Ha UHTepdelice A0 3HaYeHnsa 20 M6ut/c

KomaHaa CLI:
interface GigabitEthernet 1/0/1
traffic-shape 20480 500000

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.13.1.6.49.2 1 2 \
1.3.6.1.4.1.89.88.13.1.7.49.2 1 20480 \
1.3.6.1.4.1.89.88.13.1.8.49.2 1 500000

OzpaHuyeHue sxodauweli ckopocmu Ha Ethernet-nopmax

MIB: radlan-mib.mib

Ucnonbayemble Tabauupi: riIStormCtriRateLimCfgTable — 1.3.6.1.4.1.89.77.12

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.89.77.12.1.2.{ifIndex}.6 u {limit} \
1.3.6.1.4.1.89.77.12.1.5.{ifIndex}.6 u {Burst size in bytes}

Mpumep orpaHMyeHUA BXoaAlLed CKOPOCTM Ha uHTepdeiice GigabitEthernet 1/0/1 ao 3HaueHua 10
Mé6uTt/c

KomaHpga CLI:
interface GigabitEthernet 1/0/1
rate-1limit 10240 burst 500000

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.77.12.1.2.49.6 u 10240 \
1.3.6.1.4.1.89.77.12.1.5.49.6 u 500000

V DOna oTknoueHua rate-limit Ha uHTepdeiice Heo6xoaMMO BbINONHUTL (Ha NpUMmepe
uHtepdeiica GigabitEthernet 1/0/1):

snmpset -v2c -c private 192.168.1.30 1.3.6.1.4.1.89.77.12.1.2.49.6 u 0
1.3.6.1.4.1.89.77.12.1.5.49.6 u 128000
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Co30aHue npoghuna qos tail-drop u pacwupeHue deckpunmopos 019 oyepeoel

MIB: eltQosTailDropMIB.mib

Ucnonb3yemble Tabauubl: eltQosTailDropProfileQueueTable — 1.3.6.1.4.1.35265.1.23.12.1.1.1

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.1.1.4.{Homep npodminsa (1-4)}.{HoMep ouepenmu(1-8)}
i {size (0-400)}

Mpumep co3zgaxna npodpunsa qos tail-drop u paclwmpeHma geckpuntopos ana ouepeaem

KomaHpa CLI:
gos tail-drop profile 2
queue 1 limit 400

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.1.1.4.2.1 1 400

V Y106bl BEpHYTbCA K HAcTpOiiKaM MO YMOJIYAHWUIO, A0CTaTOYHO YCTAHOBUTb 3HauyeHue
: npo¢dunsa pasHbim 12.

YcmaHo8Ka pasmepa naKkemHo20 pa3densaemoz0 nyaa 048 nopma

MIB: eltQosTailDropMIB.mib

Mcnonb3ayemble Tabnuupl: eltQosTailDropProfileTable — 1.3.6.1.4.1.35265.1.23.12.1.1.4

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.4.1.2{noMep npodunsa (1-4)} i {size (0-400)}

Mpumep ycTaHOBKM pa3mepa NAaKETHOro pasAensiemoro nyna

KomaHpa CLI:
gos tail-drop profile 2
port-limit 400

KomaHaa SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.4.1.2.2 1 400

Ha3sHa4yeHue co30aHHO20 nNpogusag Ha UHmepagelic

MIB: eltQosTailDropMIB.mib

Ucnonb3syembie Tabnnupl: eltQosTailDroplfConfigTable — 1.3.6.1.4.1.35265.1.23.12.1.1.2

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.1.2.1.1.{IfIndex} i {HomMep mnpoduna (1-4)}

Mpumep HasHaueHnA npoduna Ha uHTepdeiic GigabitEthernet 1/0/1

Komanpga CLI:
interface GigabitEthernet 1/0/1
gos tail-drop profile 2
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KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.2.1.1.49 1 2

[pocmomp omobpaxceHusd 2106aabHbIX AUMUMOB, 0eckpurnmopos, bygdepos

MIB: radlan-mib.mib

Ucnonbayemble Tabauupi: eltQosTailDropConfigTable — 1.3.6.1.4.1.35265.1.23.12.1.1.3

snmpwalk -v2c -c <community> <ip address> \
1.3.6.1.4.1.35265.1.23.12.1.1.3

Mpumep npocmoTpa oTobpaKeHUs rnobanbHbIX IMMUTOB, AeCcKpunTopos, 6ydepos

KomaHpa CLI:
show gos tail-drop

KomaHga SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.3

lpocmomp _mabauusl 8618000  MeKyWUX aaq0UUpo8aHHbIX pecypcos qos  (Aaumumos,

deckpunmopos, bygepos)

MIB: ELTEX-MES-QOS-TAIL-DROP-MIB

Ucnonbayemble Tabauupbi: eltQosTailDropStatusTable — 1.3.6.1.4.1.35265.1.23.12.1.2.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.12.1.2.1

Mpumep NnpocMoTpa BbIBOAA TEKYLLUX IMMUTOB, AiecKpunTopos, 6ydepos

KomaHga CLI:
show gos tail-drop

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.2.1

[lepemapkuposka DSCP e COS

MIB: eltQosclimib.mib

Ucnonbsyemble Tabamupi: eltQosCos — 1.3.6.1.4.1.35265.1.23.88.6.1.2

snmpset -v2c -c¢ <community> <IP address> \
1.3.6.1.4.1.35265.1.23.88.6.1.2.{meTka DSCP} i {merxa COS}

Mpumep HacTpoiiku nepemapkuposku DSCP 30 B meTky 5 COS

KomaHpa CLI:
gos map dscp-cos 30 to 5

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.6.1.2.30 i 5
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OzpaHu4YeHue penaukayuu multicast-nakemos

MIB: eltQosTailDropMIB.mib

Ucnonb3ayembie Tabnnupl: eltQosTailDropMulticastReplicationLimitEnable —
1.3.6.1.4.1.35265.1.23.12.1.1.8

snmpset -v2c -c <community> <IP address> \
1.3.6. 1.4.1.35265.1.23.12.1.1.8.0 i {enabled (1), disabled (2)}

Mpumep BKAOYEHUA OrpaHUYeHUs penanKauum multicast-nakeros

KomaHpa CLI:
gos tail-drop multicast replication-limit

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.12.1.1.8.0 1 1

19.2 CmamucmukKa QoS

[Mpocmomp Tail Drop-cuemy4yuKos no o4epeodam

MIB: eltMesCounters.mib
Ucnonb3syemble Tabanupl: eltMesCountersMIB — 1.3.6.1.4.1.35265.1.23.1.8

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.1.8.1.2.1.1.1.{Dropped packets(5), Passed
packets (7)}.{ifIndex}.{1-8}.0

Mpumep NpocmoTpa CHETYNKOB ANA NepBOii ouepeamn

KomaHpa CLI:
show interface GigabitEthernetl/0/6

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.1.8.1.2.1.1.1.7.54.1.0
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20 MAPWIPYTU3ALIUA

20.1 Cmamu4eckaa mapwpymu3ayus

[pocmomp mabauysl mapwpymusayuu

MIB: radlan-mib.mib

Ucnonbayemble Tabamupi: ipCidrRouteTable — 1.3.6.1.2.1.4.24.4

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.2.1.4.24.4

Mpumep npocmoTpa Tabanubl MapLupyTM3aLum

KomaHpga CLI:
show ip route

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.2.1.4.24.4

[Ipocmomp cmamu4yecKux Mmapuwpymos

MIB: rlip.mib
Ucnonbsyemble Tabauupi: rlipStaticRouteTable — 1.3.6.1.4.1.89.26.17.1

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.26.17.1

Mpumep NPOCMOTPa CTaTUHECKUX MAPLUPYTOB

KomaHpa CLI:

show running-config routing

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.26.17.1

20.2 AuHamuyecKasa mapwpymusayus

lpocmomp cocedcmaa OSPF

MIB: rlip.mib
Ucnonbayemble Tabauupi: rlOspfNbrTable — 1.3.6.1.4.1.89.210.11

snmpwalk -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.210.11

Mpumep npocmoTpa coceactsa OSPF

KomaHpga CLI:
show ip ospf neighbor

KomaHaa SNMP:
snmpwalk -v2c -c public 192.168.1.30 \
1.3.6.1.4.1.89.210.11
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NPUNOMXEHME A. METOAUKA PACYETA BUTOBOI MACKU

BuUTOBbIE MACKM coCTOAT U3 128 6alT (LWecTHaguaTepUYHbIX pa3psaaos Bcero 256).
Kaxablit pa3pag obo3HavaeT YeTbipe VLAN/nopta. Mo Homepy VLAN/nopTa onpeaenserca HyKHoe none.

lpumep 1
3anucaTb 6MTOBYIO MacKy Ansa uHTepdeincos GigabitEthernet 1/0/20-21:

—  ana 1G-untepodeiicos ifindex HaumHaetcs c 49;
— ananopra gil/0/20 ifindex paseH 68, ana gil/0/21 — 69.

OnpeaeneHne HoMmepa paspsaa:

68/4 = 17 69/4 = 17,25 (kaxabln pa3pag oteedaeT 3a 4 ifIndex. MNpu aenexunu ifindex Ha 4 ana
onpeaeneHus Ne paspaga 418 3anMcK Nosy4eHHoe 3HaYeHME OKPYraseTca B 60/bLUYIO CTOPOHY).

Ecnmn Heobxoaumbl nopTbl gi0/20-21 (ifindex 68,69), TO OHU A0NXKHbI 6bITb 3anncaHbl B Noas 17 u 18.

B ABOMYHOI nocneaoBaTenbHOCT none 17 byaet 3anncaHo cheaytoumm obpasom: 0001 (nocneaHaAs
eanHuua — 68 nHgekc). Mpu nepesoge B HEX nonyyaem 1.

B aBouuyHOM nocneaoBaTenbHOCTM 18 nose 6yaeT 3anucaHo ciaeayolmm obpasom: 1000 (nepsas
eanHuua — 69 nHgekc). Npu nepesoge B HEX nonyyaem 8.

UToro B butosoit macke byaet 16 Hynein, 1 u 8: 000000000000000018.

lpumep 2
3anucatb butoByto macky ans vlan 622, 3100.

—  622/4=155,5 (kaxablit 0 oTBeyvaeT 3a 4 vlan. Mpu aeneHnn vlian Ha 4 ansa onpeaenerHna No
nons Ans 3anucu OKpyrineHue Bceraa naet Beepx).
Ecnn Heobxoamm vlian 622, To OH A0/1XKeH BbiTb 3anuncaH B none 156.
B aBon4yHOM nocnegosatensHoCcTM noae 156 byaet 3anmncaHo cieayowmm obpasom: 0100
(sTopasa 1 — 622 vlan). Mpu nepesoge B HEX nonyyaem 4.
UToro B 6uToBOI Macke byaeT 155 Hynel u 4:
000000000000000000000000000000000000000000000000000000000000000000000000
000000000000000000000000000000000000000000000000000000000000000000000000
000000000004

— 3100/4=775
TpebyeTca NPUHATL BO BHUMAHWE, YTO A5 yKasaHMa Homepa VLAN 6epyTca Tabanubl:
rldotlqPortVlanStaticEgressList1to1024
rldot1qPortVlanStaticEgressList1025t02048
rldotlqPortVlanStaticEgressList2049t03072
rldot1qPortVlanStaticEgressList3073to4094
Tak Kak paccmatpmsaemsbiii VLAN nonagaet B Tabnuuy 4, To 775-256*3=7.
VLAN 3100 byaeT 3anucaH B none 7 fAaHHOM Tabanubl.
B ABOMYHOI nocnepoBaTeNbHOCTU none 7 ByaeT 3anucaHo cieayrowmm obpasom: 0001
(nocnegHas 1 — 3100 vlan). Mpwu nepesoae B HEX nonyyaem 1.
WNToro B BuToBOM Macke byaeT 6 Hynei 1 1: 0000001.
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NMPUNOXKEHUE b. NTPUMEP CO3AAHUA TUMOBOIO IP ACL

B 4aHHOM NpPUNOXKEHUM PacCMOTPEH npumep HanosHeHua IP ACL ¢ index-of-acl = 107 npaBunamu Buaa:

ip access-list extended 7-ip

deny udp any bootps any bootpc ace-priority 20

permit igmp any any ace-priority 40

deny ip any any any 224.0.0.0 15.255.255.255 ace-priority 60

permit ip any any 37.193.119.7 0.0.0.0 any ace-priority 80

permit ip any any 10.130.8.3 0.0.0.0 any ace-priority 100

permit ip any any 192.168.0.0 0.0.0.15 any ace-priority 120

permit ip 00:19:16:15:14:16 00:00:00:00:00:00 any 37.193.119.7 0.0.0.0 any
ace-priority 140

permit ip any 01:00:0c:00:00:00 00:00:00:ff:ff:ff any any ace-priority 160
exit

Co30aHue npasuaa deny udp any bootps any bootpc

MIB: gosclimib.mib

Ucnonbayemble Tabauupbi: riQosTupleTable — 1.3.6.1.4.1.89.88.5, rlQosAceTidxTable —
1.3.6.1.4.1.89.88.31

Cxema: cosziaHue npasuna NpoBoAnTCA B ABa 3anpoca.

1. 3apaHue napameTpoB npasuaa.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenne nojyg 1} 1 {protocol(1l)} \

1.3.6.1.4.1.89.88.5.1.4.{3Hauenne nojsa 1} x {protocol index (HEX)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenre nossa 1} 1 {3HaueHme B Tabiuie nopTra IJjs
nporokojia = 0. KoHcTaHTa mjg 3TOTO mpaBuial \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenne nojyg 2} i {udp-port-src(6)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenne nojya 2} i {Number of source port (DEC)} \
1.3.6.1.4.1.89.88.5.1.4.{3HaueHre nojg 2} x {source ip (HEX)} \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenre noyg 3} 1 { udp-port-dst(6)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenre nojysg 3} 1 {Number of dst port (DEC)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nomna 3} x {dst ip (HEX) }

2. MpuBsAsKka npasuna no nHgekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) Kak deny.

snmpset -v2c -c¢ <community> <IP address> \

1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {deny(2)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {udp(3)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {s3Hauenme nomsa 1} \
1.3.6.1.4.1.89.88.31.1.7.{index-of-acl}.{index-of-rule} 1 {3Hauenme nossa 3} \
1.3.6.1.4.1.89.88.31.1.9.{index-of-acl}.{index-of-rule} 1 {3HaueHme nondg 2}

Npumep pobasneHusa npasuna deny udp any bootps any bootpc B IP ACL 7-ip (T.K. npegnonaraercs, 4to
npaswuao nepsoe no cuety, To index-of-rule=20)

KomaHpga CLI:

ip access-list extended 7-ip

deny udp any bootps any bootpc ace-priority 20
exit

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.1 1 1 \
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1.3.6.1.4.1.89.88.5.1.4.1 x "0x11 FF" \
1.3.6.1.4.1.89.88.5.1.3.1 i 0 \
1.3.6.1.4.1.89.88.5.1.2.2 i 6 \
1.3.6.1.4.1.89.88.5.1.3.2 1 67 \
1.3.6.1.4.1.89.88.5.1.4.2 x "0x00 00™ \
1.3.6.1.4.1.89.88.5.1.2.3 i 7 \
1.3.6.1.4.1.89.88.5.1.3.3 1 68 \
1.3.6.1.4.1.89.88.5.1.4.3 x "0x00 o0oO"
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.107.20 1 2 \
1.3.6.1.4.1.89.88.31.1.4.107.20 1 3 \
1.3.6.1.4.1.89.88.31.1.5.107.20 1 1 \
1.3.6.1.4.1.89.88.31.1.7.107.20 1 2 \
1.3.6.1.4.1.89.88.31.1.9.107.20 1 3

Co3daHue npasunaa permit igmp any any

MIB: gosclimib.mib

Ucnonbayembie Tabanubi:
rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: cosgaHue npasunaa NpPpoBoANTCA B ABa 3anpoca.

1. 3apgaHue napameTpos npasuna.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue nojya 4} 1 {protocol (1)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nojusa 4} x {protocol index (HEX)}

2. MpwuBAsKa npasuna no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak permit.
snmpset -v2c -c <community> <IP address> \

.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {igmp (8)} \
.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} i {3HauenHue nosnsg 4}

I
ww w

Mpumep pgobasneHua npasmna permit igmp any any B IP ACL 7-ip (T.K. npegnonaraerca, 4to NpasBuIo
BTOpOeE no cuety, To index-of-rule=40)

Komanpga CLI:

ip access-list extended 7-ip

permit igmp any any ace-priority 40
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.4 1 1 \
1.3.6.1.4.1.89.88.5.1.4.4 x "0x02 FEF"

nmpset -v2c -c private 192.168.
4.1.89.88.31.1.3.107.40
.1.89.88.31.1.4.107.40
.1.89.88.31.1.5.107.40

Beobe e e

S
1.3.6.1.
1.3.6.1.4
1.3.6.1.4
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Co30aHue npasuna deny ip any any any 224.0.0.0 15.255.255.255

MIB: gosclimib.mib

Ucnonb3yemble Tabanubi:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasuaa NpoBoAUTCA B ABa 3anpoca.

1. 3apaHne napameTpos npasuna.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenune nons 5} i {ip-dest(3)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nossg 5} x {dst ip +wildcard mask (HEX) }

2. MpwueAaska npasuaa no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak deny.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {deny P\
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHume nosdg 5}

Npumep pobaeneHusa npasuna deny ip any any any 224.0.0.0 15.255.255.255 B IP ACL 7-ip (T.K.
npeanonaraercs, YTo NPaBUO TpeTbe no cuety, To index-of-rule=60)

KomaHpga CLI:

ip access-list extended 7-ip

deny ip any any any 224.0.0.0 15.255.255.255 ace-priority 60
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.5 1 3 \
1.3.6.1.4.1.89.88.5.1.4.5 x "OxEO 00 00 00 OF FF FF FFE"
pset -v2c -c private 192.168.1.30 \
1.4.1.89.88.31.1.3.107.60 2\
1.4.1.89.88.31.1.4.107.60 1\

1.4

mps
.3.6.
.3.6.
.3.6. .1.89.88.31.1.5.107.60 5

PR b

Co30aHue npasuaa permit ip any any 37.193.119.7 0.0.0.0 any

MIB: gosclimib.mib

Ucnonblyemble Tabnuupbi:
rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3gaHue npasuaa NnpoBoAUTCA B ABa 3anpoca.

1. 3apaHue napameTpoB npasuna.

n et —VZC -c <community> <IP address> \
1.4.1.89.88.5.1.2.{3Hauenune mong 6} 1 {ip-source(2)} \
1.

.1.89.88.5.1.4.{3Hauenue noyga 6} x {source ip +wildcard mask (HEX) }

P

P
ww;

s
.6.
.6.
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2. Mpwusnaska npasuaa no nHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) Kak permit.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHue nojua 6}

Mpumep po6asBneHua npaBuna permit ip any any 37.193.119.7 0.0.0.0 any B IP ACL 7-ip (T.K.
npeanosaraeTcs, YTO NPABU/IO YeTBepToe No cyeTty, To index-of-rule=80)

KomaHpaa CLI:

ip access-list extended 7-ip

permit ip any any 37.193.119.7 0.0.0.0 any ace-priority 80
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.6 1 2 \
1.3.6.1.4.1.89.88.5.1.4.6 x "0x25 C1 77 07 00 00 00O OO"

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.107.80 1 1 \
1.3.6.1.4.1.89.88.31.1.4.107.80 1 1 \
1.3.6.1.4.1.89.88.31.1.6.107.80 i 6

Co30aHue npasuna permit ip any any 10.130.8.3 0.0.0.0 any

MIB: gosclimib.mib

Ucnonbsyembie Tabnnupli:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlIQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3faHve npasuia NPoBOAMUTCA B [1Ba 3anpoca.

1. 3apaHue napameTpos Npasuna.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue noysa 7} 1 {ip-source(2)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue nonsa 7} x {source ip +wildcard mask (HEX) }

2. [MpwuBsaska npaBuaa no nHaekcy (index-of-rule) Kk ACL no nHaekcy (index-of-acl) kak permit

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3Hauenume nonug 7}
Mpumep pob6asneHua npasBuna permit ip any any 10.130.8.3 0.0.0.0 any B IP ACL 7-ip (T.K.
npeanonaraercs, YTo NPaBUIO NATOe No cuyety, To index-of-rule=100)

Komanpga CLI:

ip access-list extended 7-ip

permit ip any any 10.130.8.3 0.0.0.0 any ace-priority 100
exit

KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.7 1 2 \
1.3.6.1.4.1.89.88.5.1.4.7 x "0x0A 82 08 03 00 00 00 oOQO"

132

MoHumopuHe u ynpasneHue Ethernet-kommymamopamu MES no SNMP




HELTEX

-v2c -c private 192.168.1.30 \
.1.89.88.31.1.3.107.100 1 1 \
.1.89.88.31.1.4.107.100 1 1 \
.1.89.88.31.1.6.107.100 1 7

»bsb-»b-

Co30aHue npasunad permit ip any any 192.168.0.0 0.0.0.15 any

MIB: gosclimib.mib

Ucnonb3yemble Tabnuupi:
rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: co3gaHume npasuaa NnpoBoOAUTCA B ABa 3anpoca.

1. 3apaHue napameTpoB Npasuaa.

n et —VZC -c <community> <IP address> \
1.4.1.89.88.5.1.2.{3Hauenue nonga 8} 1 {ip-source(2)} \
1.

.1.89.88.5.1.4. {3Hauenue noynga 8} x {source ip +wildcard mask (HEX) }

p

P
w w E]

s
.6.
.6.

2. MMpwusnaska npasuna no uHaekcy (index-of-rule) kK ACL no uHaekcy (index-of-acl) kak permit.

nmpset -v2c -c <community> <IP address> \

6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
6.1.4

S
1.
1.
1. .1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3Hauenme nojgsa 8}

U)U.)UJ

MNpumep pobaBneHnsa npaBuna permit ip any any 192.168.0.0 0.0.0.15 any B IP ACL 7-ip (T.K.
npeanonaraercs, YTo NPaBUJ/IO WecToe No cyety, To index-of-rule=120)

KomaHaa CLI:

ip access-list extended 7-ip

permit ip any any 192.168.0.0 0.0.0.15 any ace-priority 120
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.8 1 2 \
1.3.6.1.4.1.89.88.5.1.4.8 x "0OxCO A8 00 00 00 00 00O OF"™

nmpset -v2c -c private 192.168.1.30 \
.6.1. 4 1.89.88.31.1.3.107.120 i 1 \
.6.1.4.1.89.88.31.1.4.107.120 1 1 \
.6.1.

s
1.
1.
1. .1.89.88.31.1.6.107.120 1 8

(.L)(.L)(.L)

Co30aHue npasund permit ip 00:19:16:15:14:16 00:00:00:00:00:00 any 37.193.119.7 0.0.0.0 any

MIB: gosclimib.mib

Ucnonbsyemble Tabnuubi:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31
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Cxema: cosgaHue npasunaa NPoBOAUTCA B ABa 3anpoca.

1. 3apaHue napameTpos nNpasuna.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenue noss 9} i {ip-source(2)} \

1.3.6.1.4.1.89.88.5.1.4.{3uauenne nonsa 9} x {source ip +wildcard mask (HEX)} \
1.3.6.1.4.1.89.88.5.1.2.{3Hadvendre nona 10} 1 {mac-src(10)} \
1.3.6.1.4.1.89.88.5.1.4.{3Hauenue noysa 10} x {source mac +wildcard mask (HEX)}
2. [Mpwuenaska npasuaa no nHaekcy (index-of-rule) Kk ACL no uHaekcy (index-of-acl) kak permit

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip (1)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HaueHue nong 9} \
1.3.6.1.4.1.89.88.31.1.6.{index-of-acl}.{index-of-rule} 1 {3Hauenme nong 10}

MNpumep aobasneHunsa npasuna permit ip 00:19:16:15:14:16 00:00:00:00:00:00 any 37.193.119.7 0.0.0.0
any B IP ACL 7-ip (T.K. npegnonaraetcs, 4To NpaBKIO cegbmoe no cyety, To index-of-rule=140)

Komanga CLI:

ip access-1list extended 7-ip

permit ip 00:19:16:15:14:16 00:00:00:00:00:00 any 37.193.119.7 0.0.0.0 any ace-
priority 140

exit

KomaHga SNMP:
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.9 1 2 \

1.3.6.1.4.1.89.88.5.1.4.9 x "0x25 C1 77 07 00 00 00 00" \
1.3.6.1.4.1.89.88.5.1.2.10 i 10 \
1.3.6.1.4.1.89.88.5.1.4.10 x "0x001916151416000000000000"
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.107.140 i 1 \
1.3.6.1.4.1.89.88.31.1.4.107.140 1 1 \
1.3.6.1.4.1.89.88.31.1.5.107.140 1 9 \
1.3.6.1.4.1.89.88.31.1.6.107.140 i 10

Co30aHue npasuaa permit ip any 01:00:0c:00:00:00 00:00:00:ff:ff:ff any any

MIB: gosclimib.mib

Ucnonb3yembie Tabauubi:
rlQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: cosgaHue npasunaa NpPpoBoANUTCA B ABa 3anpoca.

1. 3agaHve napameTpoB nNpasuna.

snmpset -v2c —-c <community> <IP address> \
. {3Hauenue nomsa 11} 1 {mac-dest (11)} \
1.3.6.1.4.1.89.88.5.1.4.{3nauenue nong 11} x {dst mac +wildcard mask (HEX)}
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2. MpwueAaska npasuna no uHaekcy (index-of-rule) k ACL no nHaekcy (index-of-acl) kak permit.

-v2c -c <community> <IP address> \
1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit

1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {ip

1.89.88.31.1.5.{index-of-acl}.{index-of-rule} 1 {3HauenHume nong 11}

Npumep aobasneHua npasuna permit ip any 01:00:0c:00:00:00 00:00:00:ff:ff:ff any any B IP ACL 7-ip (T.K.
npepanonaraerca, YTo NpaBuIo BOCbMmoe No cyety, To index-of-rule=160)

KomaHpga CLI:
ip access-list extended 7-ip

permit ip any 01:00:0c:00:00:00 00:00:00:ff:ff:ff any any ace-priority 160

exit

KomaHpa SNMP:

snmpset -v2c -c private
1.3.6.1.4.1.89.88.5.1.2
1.3.6.1.4.1.89.88.5.1.4

192.168.1.30 \
L1104 11 N\

.11 0x

"0x01000cO000000000000Ef£££E£E™

nmpset

[ SRS ()
W w W
SN
R

-v2c -c private

192.168.1.30 \

.4.1.89.88.31.1.3.107.160 1 1 \
.4.1.89.88.31.1.4.107.160 1 1 \
.4.1.89.88.31.1.5.107.160 1 11
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NPUNOMEHUE B. NAPUMEP CO30AHUA, HANONHEHUA U YOANEHUA OFFSET-LIST C
NMPUBA3KOM K MAC ACL

B AaHHOM MpPUIOXKEHMM PAacCMOTPEH Npumep co3gaHusa M HanonHeHua MAC ACL c index-of-acl = 207

npasniamu senaa:

mac access-list extended 7-mac
offset-1list PADO 12 12 00 88 12 13 00 63 12 15 00 07
deny any any offset-list PADO ace-priority 20

Co30aHue mac access-list

MIB: gosclimib.mib

Ucnonb3ayembie Tabnuupl: rlQosAclTable — 1.3.6.1.4.1.89.88.7

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.7.1.2.{index-of-acl} s "{name-of-acl}"™ \
1.3.6.1.4.1.89.88.7.1.3.{index-of-acl} i {type-of-acl: mac(l), ip (2)} \
1.3.6.1.4.1.89.88.7.1.4.{index-of-acl} i {createAndGo(4), destroy(6)}

Mpumep co3panHmna MAC ACL c uupekcom 207

Komanga CLI:

mac access-list extended 7-mac

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.7.1.2.207 s "7-mac" \
1.4.1.89.88.7.1.3.207 i 1 \

1.3.6.
1.3.6.1.4.1.89.88.7.1.4.207 i 4

Co30aHue offset-list

MIB: qgosclimib.mib

Ucnonb3yemble Tabnuubi:
rlQosOffsetTable — 1.3.6.1.4.1.89.88.4
eltMesQosCliMib — 1.3.6.1.4.1.35265.1.23.88

Mpumep cosaanus offset-list PADO 12 12 00 88 12 13 00 63 12 15 00 07:
CosaaHue npasuia NpPoM3BOAMTCA B ABa 3anpoca.

1. 3apaHue napameTpos npasuna.

snmpset -v2c -c <community> <IP address> \

1.3.6.1.4.1.89.88.4.1.2.{3Hauenue nojsa 1 B offset-list} 1 {layer2-start(2) -
yKasaHue BarojioBKa IakKeTa WMJIM OTHOEJILHEIX [IapaMeTpOB 3aToJIoBkKal} \
1.3.6.1.4.1.89.88.4.1.3.{3HaueHue nona 1 B offset-list} 1 {I[IOPAOKOBEIL HOMED
fanTa B 3arojoBke} \

1.3.6.1.4.1.89.88.4.1.4.{3Hauenve noja 1 B offset-1list} i {WildcardMask B Oamre
B DEC} \

1.3.6.1.4.1.89.88.4.1.5.{3Hauenmre noynsa 1 B offset-list} i {3HaueHme OamrTa C
yueToM WildcardMask B DEC} \
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1.3.6.1.4.1.89.88.4.1.7.{3Hauenue nojua 1 B offset-1list} i {createAndGo(4),
destroy (6) }

1.3.6.1.4.1.89.88.4.1.2.{3HaueHue nojusa 2 B offset-list} i {layer2-start(2) -
yKasaHue 3aroJjIoOBKa MNaKeTa WM OTIeJIbHHX [IapaMeTpOoB 3arojioBkal \
1.3.6.1.4.1.89.88.4.1.3.{3Hauenue nossg 2 B offset-1list} i {I[lopamKOBEI HOMEP
fariTa B 3arojioBke} \

1.3.6.1.4.1.89.88.4.1.4.{30Hauenue nojusa 2 B offset-1list} i {WildcardMask B ©Ganure
B DEC} \

1.3.6.1.4.1.89.88.4.1.5.{3HauenHue nosg 2 B offset-list} 1 {3HaueHue OBanra C
yueToM WildcardMask B DEC} \

1.3.6.1.4.1.89.88.4.1.7.{3Hauenue nojsa 2 B offset-1list} i {createAndGo(4),
destroy (6) }

1.3.6.1.4.1.89.88.4.1.2.{3Hauenue nojsa 3 B offset-1list} 1 {layer2-start(2) -
yKasaHMe 3aroJjIoOBKa MNaKeTa WM OTIeJIbHHX [IapaMeTpOoB 3arojioBkal \
1.3.6.1.4.1.89.88.4.1.3.{3HaueHue nojua 3 B offset-list} i {I[IopAOKOBEIM HOMED
fariTa B 3arojioBke} \

1.3.6.1.4.1.89.88.4.1.4.{30Hauenue nojusa 3 B offset-1list} i {WildcardMask B ©Ganure
B DEC} \

1.3.6.1.4.1.89.88.4.1.5.{3"Hauenue nong 3 B offset-list} 1 {3HaueHume 6Banra C
yueroM WildcardMask B DEC} \

1.3.6.1.4.1.89.88.4.1.7.{30Hauenue nojsa 3 B offset-1list} i {createAndGo(4),
destroy (6) }

2. Mpwusaska offset-list no Ha3BaHMIO K MHAEeKcy ACL (index-of-acl).

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.35265.1.23.88.1.1.1.{index-of-acl}.{KomnuecTBo OyKB B Ha3BaAHUU
offset-1ist}.{HasBaume offset-list in DEC, kaxnmaa OykBa HasBaHMA OTHeJIIeTCS OT
cnenympmern Toukom} i {index-of-acl}
1.3.6.1.4.1.35265.1.23.88.1.1.3.{index-of-acl}.{KomnuecTtBo OyKB B Ha3BAHUU
offset-1ist}.{HasBaume offset-list in DEC, kaxnasa OykBa HasBaHMUA OTIOeJIgIeTCS OT
cremgypomer ToukoM} 1 {3HaueHme nosg 1 B offset-list} \
1.3.6.1.4.1.35265.1.23.88.1.1.4.{index-of-acl}.{KomnuecTBo OyKB B Ha3BAHUU
offset-1list}.{HasBauue offset-1list in DEC, kaxmasd OykKBa Has3BaHUAg OTIEJIIEeTCH OT
crenypoumer ToukoM} 1 {3HaueHme nosia 2 B offset-list} \
1.3.6.1.4.1.35265.1.23.88.1.1.5.{index-of-acl}.{KomnuecTBo OyKB B Ha3BaAHUU
offset-1list}.{HasBauue offset-list in DEC, kaxnmas OykBa Hal3BaHUA OTIOEJISETCS OT
cremynumen Toukoi} 1 {3HaueHue nonsg 3 B offset-list} \
1.3.6.1.4.1.35265.1.23.88.1.1.8.{index-of-acl}.{KomnuectBo OyKB B Ha3BAHUU
offset-1list}.{HazBauue offset-list in DEC, kaxnasa OykBa HasBaHMUA OTIOeJIeTCS OT
crnenyomer Toukoi} i {createAndGo (4), destroy(6)}

Npumep aobasnenuna npasuna deny udp any bootps any bootpc 8 MAC ACL 7-mac (T.K. npeanonaraercs,
YTO NpaBuKo NepBoe No cyety, To index-of-rule=20)

KomaHpga CLI:

mac access-list extended 7-mac

offset-list PADO 12 12 00 88 12 13 00 63 12 15 00 07
exit

KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.4.1.2.1 1 2 \
1.3.6.1.4.1.89.88.4.1.3.1 1 12 \
1.3.6.1.4.1.89.88.4.1.4.1 1 0 \
1.3.6.1.4.1.89.88.4.1.5.1 1 136 \
1.3.6.1.4.1.89.88.4.1.7.1 1 4 \
1.3.6.1.4.1.89.88.4.1.2.2 1 2 \
1.3.6.1.4.1.89.88.4.1.3.2 1 13 \
1.3.6.1.4.1.89.88.4.1.4.2 1 0 \
1.3.6.1.4.1.89.88.4.1.5.2 1 99 \
1.3.6.1.4.1.89.88.4.1.7.2 1 4 \
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1.3.6.1.4.1.89.88.4.1.2.3 1 2 \
1.3.6.1.4.1.89.88.4.1.3.3 1 15 \
1.3.6.1.4.1.89.88.4.1.4.3 1 0 \
1.3.6.1.4.1.89.88.4.1.5.3 1 7 \
1.3.6.1.4.1.89.88.4.1.7.3 1 4
snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.35265.1.23.88.1.1.1.207.4.80.65.68.79 i 207 \
1.3.6.1.4.1.35265.1.23.88.1.1.3.207.4.80.65.68.79 i 1 \
1.3.6.1.4.1.35265.1.23.88.1.1.4.207.4.80.65.68.79 i 2 \
1.3.6.1.4.1.35265.1.23.88.1.1.5.207.4.80.65.68.79 i 3 \
1.3.6.1.4.1.35265.1.23.88.1.1.8.207.4.80.65.68.79 1 4

7 HassaHue offset-list nepesoautca us ASCIl B HEX ¢ nomouwybto Tabanubl, KOTOPYHO MOXKHO
« HalTh no ccbiike https://ru.wikipedia.org/wiki/ASCII.

Co30aHue npasusna deny any any offset-list PADO

MIB: gosclimib.mib

Ucnonbayembie Tabanubi:
rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable —1.3.6.1.4.1.89.88.31

Co3paHue npaBu/ia NPOBOAUTCA B ABa 3anpoca:

1. 3apaHuve napameTpoB npasunaa.

snmpset -v2c -c <community> <IP address>
1.3.6.1.4.1.89.88.5.1.2.{3HaueHue nonasa 1
.1.89.88.5.1.2.{3HaueHue nomusa 2
.1.89.88.5.1.2.{3HaueHue nomusa 2
1.89.88.5.1.3.{38HaueHue nonasa 1

ACL}
ACL}
ACL}
ACL}

{general (15)} \
{general (15)} \
{general (15)} \
{3Hauenmue noja 1 B offset-

W W W w -
e S S =

4
.4
4

- .
ot .
N
w

.89.88.5.1.3. {3HaueHue noJsaga ACL} i {BHauenue noysa 2 B offset-

t .
A~ O)—~—~ O)— O) OO OO

. T .
Wn Wh WK WWwWw

.4.1.89.88.5.1.3.{3Hauendue nong 3 B ACL} 1 {3Hauenume nong 3 B offset-

t .
e N
fIny
=

.4.1.89.88.5.1.5.{3Hauenre nosa 1 B ACL} i {createAndGo(4), destroy(6)}

w
[0)}
.
;
3

.89.88.5.1.5.{3Hauenue nonsa 2 B ACL} i {createAndGo (4), destroy(6)}

.3.6.1.4.1.89.88.5.1.5.{3Hauenue nossa 3 B ACL} i {createAndGo(4), destroy(6)
[lpmBa3Ka OpaBmia no muuekcy (index-of-rule) x ACL no munexcy (index-of-acl
kak deny

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {deny(2)} \
1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} 1 {mac(5)} \
1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} i1 {3HaueHue mnojd 1 B
ACL} \

1.3.6.1.4.1.89.88.31.1.6.{index-of-acl}.{index-of-rule} 1 {3HaueHue nojdg 2 B
ACL} \

1.3.6.1.4.1.89.88.31.1.7.{index-of-acl}.{index-of-rule} i {3HaueHMe nojs 3 B
ACL}

S = el e = e = W =
. . [ .

}
)

Mpumep aobasneHua npasuna deny any any offset-list PADO 8 MAC ACL 7-mac (T.K. npegnonaraercs,
4TO NpaBuKNO NepBoe No cyety, To index-of-rule=20)

KomaHpa CLI:

mac access-list extended 7-mac

deny any any offset-list PADO ace-priority 20
exit
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KomaHga SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.1 1 15 \
1.3.6.1.4.1.89.88.5.1.2.2 1 15 \
1.3.6.1.4.1.89.88.5.1.2.3 1 15 \
1.3.6.1.4.1.89.88.5.1.3.1 1 1 \
1.3.6.1.4.1.89.88.5.1.3.2 1 2 \
1.3.6.1.4.1.89.88.5.1.3.3 1 3 \
1.3.6.1.4.1.89.88.5.1.5.1 1 4 \
1.3.6.1.4.1.89.88.5.1.5.2 1 4 \
1.3.6.1.4.1.89.88.5.1.5.3 1 4

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.207.20 1 2 \
1.3.6.1.4.1.89.88.31.1.4.207.20 1 5 \
1.3.6.1.4.1.89.88.31.1.5.207.20 1 1 \
1.3.6.1.4.1.89.88.31.1.6.207.20 1 2 \
1.3.6.1.4.1.89.88.31.1.7.207.20 1 3

Co30aHue npasuna 8 MAC ACL Ha ocHose EtherType

MIB: gosclimib.mib

Ucnonb3yemble Tabnunubi:
rlIQosTupleTable — 1.3.6.1.4.1.89.88.5
rlQosAceTidxTable — 1.3.6.1.4.1.89.88.31

Cxema: cosziaHue npasuna NpoBoAUTCA B ABa 3anpoca.

1. 3apaHue napameTpoB Npasuaa.

snmpset -v2c -c <community> <IP address> \
1.3.6.1.4.1.89.88.5.1.2.{3nHauenue nonsg 1} i1 {mac-src(10), mac-dest (11),

vlian(12)} \

1.3.6.1.4.1.89.88.5.1.4.{3Hauenne nojyg 1} x {protocol index (HEX)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenre nomnsa 1} i {3Hauenme B Tabiuie HnopTa IJjs
nporokojia = 0. KoHcTaHTa mjig 3TOTo mpaBuial \
1.3.6.1.4.1.89.88.5.1.2.{3Hauenre nojya 2} 1 {ether-type(17)} \
1.3.6.1.4.1.89.88.5.1.3.{3Hauenne nojya 2} i {ether-type (DEC)} \
1.3.6.1.4.1.89.88.5.1.4.{30Hauenue nojga 2} x {HymeBoe mojie - KOHCTaHTa}

2. NpusAsKa npasuna no uHaekcy (index-of-rule) Kk ACL no nngekcy (index-of-acl) kak permit.

snmpset -v2c -c <community> <IP address> \
.1.3.6.1.4.1.89.88.31.1.3.{index-of-acl}.{index-of-rule} i {permit (1)
.1.3.6.1.4.1.89.88.31.1.4.{index-of-acl}.{index-of-rule} i {mac(5)} \
.1.3.6.1.4.1.89.88.31.1.5.{index-of-acl}.{index-of-rule} i1 {3Hauenme nossa 1} \
.1.3.6.1.4.1.89.88.31.1.9.{index-of-acl}.{index-of-rule} 1 {3Hauenme nojgsa 2}

Mpumep aobasneHuna npasuna permit 00:1f:c6:8b:c6:8a 00:00:00:00:00:00 any 806 0000 8 MAC ACL 7-
mac (T.K. npegnonaraeTcs, YTo NpaBuUIo Nepsoe no cuety, To index-of-rule=20)

KomaHpa CLI:

mac access-list extended 7-mac

permit 00:1f:c6:8b:c6:8a 00:00:00:00:00:00 any 806 0000 ace-priority 20
exit
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KomaHaa SNMP:

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.5.1.2.1 1 10 \

1.3.6.1.4.1.89.88.5.1.4.1 x "0x001fc68bc68a000000000000™ \
1.3.6.1.4.1.89.88.5.1.3.1 1 0 1.3.6.1.4.1.89.88.5.1.2.2 i 17 \
1.3.6.1.4.1.89.88.5.1.3.2 1 2054 \
1.3.6.1.4.1.89.88.5.1.4.2 x "0x00 00"

snmpset -v2c -c private 192.168.1.30 \
1.3.6.1.4.1.89.88.31.1.3.207.20 1 1 \
1.3.6.1.4.1.89.88.31.1.4.207.20 1 5 \
1.3.6.1.4.1.89.88.31.1.5.207.20 1 1 \
1.3.6.1.4.1.89.88.31.1.9.207.20 i 2
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TEXHUYECKAA NOOAEPXKKA

[nsa nonyyeHma TEXHUYECKOM KOHCYbTauMM NO BONPOCaM 3KcnyaTaumm obopyaosaHma OO0 «Mpeanpu-
ATne «I/ITEKC» Bbl MOXKeTe 06paTnUTbcA B CEPBUCHBIN LLEHTP KOMMNAHUW:
dopma obpaTtHo cBa3n Ha cauTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru/

Ha oduumanbHoOM caliTe KOMMNaHUKU Bbl MOMKETE HAWTU TEXHUUECKYIO AOKYMEHTALUMIO M MpPOrpaMmHoe
obecneyeHune ans npoaykumm OO0 «Mpeanpuatme «3J/ITEKC», obpatutbca K 6ase 3HaHWI MAM OCTaBUTb
WHTEPaKTUBHYIO 3asBKY:

OduumanbHbIn cat KomnaHuu: https://eltex-co.ru/
ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LlenTp 3arpy3ok: https://eltex-co.ru/support/downloads
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