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Bepcua fOKymeHTa

JAara BbinycKa

CopeprkaHue UsmeHeHMmi

Bepcua 1.47

07.05.2025

CuHXpoHU3auma c Bepcueit 4.0.24.5

Bepcua 1.46

19.02.2025

CuUHXpoHU3auuma c Bepcueit 4.0.24.1

U3meHeHus B paspgenax:

4.4 Pexxum paboTbl KOMMyTaTOpa

5.7.2 KomaHabl gna paboTbl ¢ paitnamm

5.8 HacTpoiika cucteMHOro BpemeHu

5.13.2 MpoToKon arperauumu KaHanos LACP

5.21.1 MexaHusm AAA

5.21.3 NMpotokon TACACS+

5.28.2.1 ba3oBasa npoBepKa NOA/IMHHOCTH

5.28.2.2 PaclumpeHHaa npoBepKa NOAJIMHHOCTU

5.28.4 KoHtponb npotokona DHCP u onuua 82

5.29.1 ®dyHkuuu DHCP Relay ans IPv4

5.34.1 Hactpoiika QoS

5.35.1 KoHdurypaumsa ctaTUdecKkoii mapLupyTusaumm

5.35.3 HacTpoiika npotoKkona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.5 HacTpoiika npotoKona IS-IS

5.35.13 KoHdurypauua BupTyanbHoi 06a1actm mapLipyTtusaumm
(VRF lite)

Bepcuna 1.45

03.12.2024

CuHxpoHusaums c sepcuei 4.0.23.6

U3meHeHus B paspgenax:

5.7.1 OnucaHue aprymeHTOB KOMaHp,

5.7.3 KomaHabl gna pe3epBUpoOBaHUA KOHOUTYpaLUmn

5.10.1 Napamertpbl Ethernet-untepgeiicos, Port-Channel- n
Loopback-unrepdeiicos

6.2.1 O6HOBNEHMNE CUCTEMHOTO NPOrpamMmmHoro obecneyeHus

Bepcua 1.44

07.10.2024

CuHXpoHusaums c sepcuei 4.0.23.5

U3meHeHus B paspgenax:
5.17.5.2 Hactpoiika npotokona MSTP

Bepcua 1.43

12.08.2024

CuHXpoHu3auma c Bepcueit 4.0.23.1

U3meHeHunA B pasgenax:

2.4 KOHCTPYKTUBHOE UCMNOJIHEHUe

4.4 Pexxum paboTbl KOMMyTaTOpa

5.6 KomaHabl A4n8 HaCcTPOIKM NnapameTpoB 419 3aAaHuA naponeii
5.7.1 OnucaHue aprymeHTOB KOMaHp,

5.8 HacTpoiiKka cMCTEMHOro BpemeHu

5.17.5.1 Hactpoiika npotokona STP, RSTP

5.18 Voice VLAN

5.21.4 NpoToKon ynpasneHus cetbto (SNMP)

5.22 ¥ypHan aBapuii, npotokon SYSLOG

5.23 3epkanuposaHue (MOHUMTOPUHT) NOPTOB

5.28.2.1 basoBas npoBepKa NOAJ/IMHHOCTH

5.28.2.2 PaclwumpeHHasa npoBepKa NoAJNMHHOCTU

5.28.7 ®dyHKumoHan First Hop Security

5.29 ®dyHKumu DHCP Relay-nocpeaHuka

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npotokona BGP (Border Gateway Protocol)

Bepcua 1.42

04.06.2024

CuHXpoHu3sauuma c sepcueit N0 4.0.22.7

M3meHeHuA B paspgenax:
5.13 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)

2 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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5.17.7 HacTpoiika npotoKona LLDP

5.23 3epKanuposaHue (MOHUTOPUHT) NOPTOB

5.33 KoHdurypaumsa 3awurbl ot DoS-atak

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Bepcua 1.41 07.03.2024 CuHxpoHusauums c sepcueit M0 4.0.22
Bepcua 1.40 19.12.2023 CuHxpoHusauums c sepcuei MO 4.0.21.7
Bepcua 1.39 20.10.2023 CuHxpoHusauums c sepcuei MO 4.0.21.5

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.19.1 dyHKUMA NocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.21.1 MexaHusm AAA

5.29.1 ®dyHkuuu DHCP Relay ans IPv4

5.32 KoHdurypauma ACL (cnUcKu KOHTpOAA A0CTyna)

5.35.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)
5.35.13 KoHdurypauua BupTyanbHoi 06a1actm mapLupyTtusaumm
(VRF lite)

Bepcma 1.38 09.08.2023 CuHxpoHusauums c sepcuent M0 4.0.21

M3meHeHUA B paspenax:

2.3 OCHOBHble TEXHUYECKNE XapaKTePUCTUKN

5.5 KomaHpabl ynpasaeHusa cucremoim

5.8 HacTpoiika cucTeMHOro BpeMeHuU

5.21.2 NpoTtokon RADIUS

5.28.2.3 HacTpoiika akTUBHOro ceaHca KnmeHta (CoA)

5.33 KoHdurypaumsa 3awurbl ot DoS-atak

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.6 Hacrpoiika Route-Map

Bepcua 1.37 28.04.2023 CuHxpoHusaums c sepcuent M0 4.0.20

U3meHeHunA B pasgenax:

5.7.1 OnucaHue aprymeHTOB KOMaHpA,

5.10.2 HacTpoiika VLAN u peXMumoB KommyTauum uHtepdeiicos
5.17.5 CemeiictBOo npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.28.1 PyHKLUUM 06ecnevyeHUA 3aWwmTbl NOPTOB

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)
5.35.5 Hacrpoiika npotokona IS-IS

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 3
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Bepcua 1.36

23.01.2023

CuHXpoHusaums c sepcuent MO 4.0.19

U3meHeHus B paspenax:

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.1 NapameTtpbl Ethernet-unrepgeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.10.2 Hactpoiika VLAN u peKumoB KommyTauum uHtepdeincos
5.16.1 NMpoTtokon IPv6

5.17.5.1 Hacrpoiika npotokona STP, RSTP

5.18 Voice VLAN

5.19.1 ®dyHKUMA nocpeaHUKa npoToKona IGMP (IGMP Snooping)
5.20.1 NMpoTokon PIM

5.20.4 dyHKuma IGMP Proxy

5.21.2 NpoTtokon RADIUS

5.21.4 NpoTokon ynpasaeHus cetbto (SNMP)

5.23 3epKanuposaHue (MOHUTOPUHT) NOPTOB

5.28.1 dyHKUUM 06ecneyeHnn 3aWmTbl NOPTOB

5.28.2.2 PacwumpeHHas nposBepKa NoA/IMHHOCTU

5.34.1 Hactpoiika QoS

5.35.1 KoHdurypaumsa ctaTMiueckoii mapLupytTusaumm

5.35.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcuna 1.35

16.12.2022

CuHxpoHusauums c sepcuent M0 4.0.18.4

Bepcua 1.34

29.11.2022

CuHxpoHusauums c sepcuei MO 4.0.18.2

M3meHeHUA B paspenax:

5.7.3 KomaHabl gna pe3epBUpoBaHUA KOHOUTypaLmumn
5.10.1 Napamertpbl Ethernet-untepgeiicos, Port-Channel- n
Loopback-untepdeiicos

5.17.2 Hacrpoiika npotokona ARP

5.17.8 Hactpoiika npotokona OAM

5.17.5 CemeiicTBo npoTtoKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.21.4 NpoTokon ynpasneHua cetoto (SNMP)

5.34.1 Hactpoiika QoS

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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Bepcua 1.33 29.07.2022 CuHxpoHusaums c sepcueit MO 4.0.18

[Nob6aBneHbl pasgenoi:
5.35.13 KoHdurypauma BupTyasnbHoMi 061acT mapLupyT1M3aLmm
(VREF lite)

U3meHeHun B paspenax:

5.5 KomaHgbl ynpaBaeHUsa cuctemoim

5.7.2 KomaHgpb! gnsa paboTbl ¢ paiinammu

5.10.1 Napamertpbl Ethernet-untepdoeiicos, Port-Channel- n
Loopback-untepdeiicos

5.14 Hactpoiika IPv4-agpecauum

5.17.5 CemeiicTBOo npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.21.7 HacTpoiika goctyna

5.23 3epKanuposaHue (MOHUTOPUHT) NOPTOB

5.28.5 3awuTa IP-agpeca KnueHrTa (IP source Guard)

5.29.1 ®dyHkuuu DHCP Relay ans IPv4

5.34.1 Hactpoiika QoS

5.35.1 KoHdurypaumsa ctaTMueckoii mapLuipyTusaumum

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Bepcua 1.32 27.06.2022 CuHxpoHusaums c sepcuent MO 4.0.17

U3meHeHus B paspgenax:

2.3 OCHOBHble TEXHUYECKNE XapaKTePUCTUKN

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.2 Hactpoiika VLAN u pe;KumoB KommyTauum uHtepdeincos
5.11 Selective Q-in-Q

5.13 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)
5.17.7 HacTpoiika npoToKona LLDP

5.19.1 dyHKUMA NocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.5 RADIUS-asTopusauma sanpocos IGMP

5.21.2 Npotokon RADIUS

5.32.1 KoHdurypaumsa ACL Ha 6ase IPv4

5.32.3 KoHdurypauusa ACL Ha 6a3e MAC

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

Bepcma 1.31 01.04.2022 CuHxpoHusauma c sepcueit N0 4.0.16.14
Bepcua 1.30 28.02.2022 CuHxpoHusaums c sepcmein MO 4.0.16.13
Bepcuna 1.29 12.01.2022 UsmeHeHuA B paspenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuku
5.18 Voice VLAN

5.25.3 luarHocTMKa MHAUKauMmM nHtepdeinncos
5.32.1 KoHdurypauusa ACL Ha 6ase IPv4

5.32.2 KoHdurypauusa ACL Ha 6ase IPv6

5.32.3 KoHdurypauusa ACL Ha 6a3e MAC

Bepcua 1.28 12.11.2021 UsmeHeHuA B paspenax:

2.1 HazHauyeHue

2.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKHU

2.4.1 BHelWwHW BUA U ONUCaHUE NepeaHeli NnaHen ycTpoicTea
2.4.2 3aaHAA 1 BepXHAA NaHeNun YCTPoicTBa

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 5
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Bepcua 1.27

12.10.2021

U3meHeHUA B paspenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.19.2 Npasuna rpynnoeoi agpecauunmn (multicast addressing)
5.23 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

Bepcua 1.26

30.07.2021

[Oo6asneH kommyTtatop MES2324P ACW

UsmeHeHUA B pasgenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

2.4.1 BHewWwHW BUA U ONUCaHUE NepepHeii naHen ycTpoicTea
2.4.2 3aaHAA ¥ BepPXHAA NaHen yCTPoiicTBa

2.4.4 CeeTtoBaA UHAMKALMA

4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHabl ynpaBaeHus cuctemoi

5.8 HacTpoiika cucteMHOro BpemeHu

5.10.1 Napametpbl Ethernet-unrepodeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.17.5 CemeiicTBO NnpoToKonoBs STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.22 ¥ypHan aBapuii, npotokon SYSLOG

5.31 KoHdwurypauua DHCP-cepsepa

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)
5.35.6 Hacrpoiika Route-Map

Bepcua 1.25

30.04.2021

Do6asneHbl pasgensl:
5.25.3 lnarHocTMKa MHAUKauMmn nHtepdeincos

M3meHeHUA B paspenax:

2.3 OCHOBHblE TEXHUYECKNE XapaKTePUCTUKMN

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.4 Hacrpoiika uHtepdeiica IP

5.11 Selective Q-in-Q

5.12 Storm Control ana pasnuuHoro Tpaduka (broadcast,
multicast, unknown unicast)

5.13.3 Hactpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.18 Voice VLAN

5.21.1 MexaHusm AAA

5.28.6 KoHTponb npoTokona ARP (ARP Inspection)

5.28.2 NpoBepKa NOAJMHHOCTM K/IMEHTA HA OCHOBe NnopTa (cTaH-
Bapt 802.1x)

5.28.3 Hactpoiika ¢pyHKkumun MAC Address Notification

5.33 KoHdurypaumsa 3awuTbl ot DoS-atak
5.34.1 Hactpoiika QoS

Bepcua 1.24

02.03.2021

CuHxpoHusauums c sepcuei MO 4.0.15.3

Bepcma 1.23

10.02.2021

U3meHeHuns B paspgenax:

2.2.3 dyHKUMM BTOPOro YpOBHA ceTeBoii moaenu OSI

2.4.4 CeeTtoBaA UHAMKALMA

4.5.1 ba3oBas HacTpoiiKa KOMMmyTaTopa

4.5.2 Hactpoiika napameTtpoB cuctembl 6e3onacHocTn

5.5 KomaHgbl ynpasieHusa cuctemon

5.12 Storm Control ana pasnnuHoro Tpaduka (broadcast, mul-
ticast, unknown unicast)

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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Bepcua 1.22 24.12.2020 [ob6aBneHbl pasgenni:
5.35.12 NMpoTtokon GRE

U3meHeHuUA B paspenax:

5.7.4 KomaHAabl gna aBTOMaTUYECKOro o6HoBneHUA U KoHdurypa-
unmn

5.10.2 Hactpoiika VLAN u pexumoB KommyTauum uHtepdeincos
5.10.3 HacTpoiika Private VLAN

5.13.3 HacTpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.17.1 Hactpoiika npotokona DNS — cucrembl AOMEHHbIX UMEH
5.21.3 NpoTtokon TACACS+

5.28.4 KoHtponb npotokona DHCP u onuyua 82

5.33 KoHurypauma 3awutbl ot DoS-atak

5.34.1 HacTpoiika QoS

Mpunoxkenue . OnucaHMe NpoueccoB KOMMyTaTopa

Bepcma 1.21 27.10.2020 U3meHeHunA B paspenax:

2.5 KomnneKT nocraBku

5.7.2 KomaHabl ana pabotbl ¢ paitnamm
5.33 KoHdwurypaumsa 3awurbl ot DoS-atak

Bepcuma 1.20 16.10.2020 U3meHeHuA B pasgenax:

2.3 OCHOBHble TEXHUYECKNE XapaKTePUCTUKN

5.17.4 MexaHu3am o6HapyxeHusa netenb (loopback-detection)
5.20.4 ®dyHKumua IGMP Proxy

Bepcma 1.19 14.09.2020 U3meHeHunA B paspgenax:

5.1 ba3oBble KOMaHAbI

5.10.1 Napamertpbl Ethernet-untepdgeiicos, Port-Channel- n
Loopback-unrepdeiicos

5.17.11 Hactpoiika ¢yHKuuMmM Layer 2 Protocol Tunneling (L2PT)
5.21.4 NpoToKon ynpasneHusa cetbto (SNMP)

5.28.1 dyHKUUM 06ecneyeHUn 3aWmTbl NOPTOB

5.28.5 3awuTa IP-agpeca KnueHrta (IP source Guard)

Bepcna 1.18 02.09.2020 [Oob6aBneHbl pa3genbi:

5.26 IP Service Level Agreements (IP SLA)

5.28.2.3 HacTpoiika akTMBHOro ceaHca KnueHTa (CoA)
5.35.5 HacTpoiika npotoKona IS-IS

5.35.8 HacTpoiika cBs3Ku Kntoueit

U3meHeHun B pasgenax:

2.3 OCHOBHbIe TeXHUYECKUe XxapaKTepucTUKu

2.4.4 CBeToBaA UHAMKALMUA

2.5 KomnneKT nocraBku

5.7.2 KomaHabl ana pabotbl ¢ paitnammu

5.10 KoHdurypauma uitepdeiicos u VLAN

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-untepdeiicos

5.19.1 dyHKUMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.20.4 ®dyHKuua IGMP Proxy

5.21.1 MexaHusm AAA

5.27 dneKkTponuTtaHue no amHuam Ethernet (PoE)

5.28.1 dyHKLUUM 06ecneyeHUA 3aWwmTbl NOPTOB

5.28.4 KoHtponb npotokona DHCP v onuua 82

5.32 KoHdwurypauma ACL (cnucku KOHTpOAA AocCTyna)

5.34 KauectBo ob6cnyxusaHua — QoS

5.35.2 HacTpoiika npotoKona RIP

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 7
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5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Bepcma 1.17

23.01.2020

[Do6asneH KommyTtaTtop MES3510P, y6paH MES2326

U3meHeHus B paspenax:

5.10.1 NapameTtpbl Ethernet-unrepgeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.10.2 Hactpoiika VLAN u peKMumoB KommyTauum uHtepdeincos
5.17.5 CemeiicTBo npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.19.1 dyHKUMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.3 MLD snooping — NPOTOKO/ KOHTPO/Si MHOFOa4pecHoro
Tpaduka B IPv6

5.28.4 KoHtponb npotokona DHCP u onuua 82

Bepcua 1.16

22.10.2019

Job6asneHbl pasgenbi:

3.3 YcraHoBKa ycrpoiicte MES3508, MES3508P, MES3510P Ha
DIN-peiiky

4.5.1.2 PaclumMpeHHas HaCTpoOiiKa ypoBHA AocTyna

5.13.3 Hactpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.21.7.3 YpaneHHblid 3anyck KomaHg, nocpeacrsom SSH

5.28.7 dyHKumoHan First Hop Security

5.35.11 Hactpoiika npotokona Bidirectional Forwarding Detec-
tion (BFD)

U3meHeHus B paspgenax:

5.7.2 KomaHgapb! gnsa paboTbl ¢ paiinammu

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-unrepdeiicos

5.10.2 Hactpoiika VLAN u pe;KumoB KommyTauum uHtepdeincos
5.17.5 CemeiicTBO npoTtoKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.27 dneKkTponuTtaHue no amHuam Ethernet (PoE)

5.28.2.2 PaclumpeHHasa nposBepkKa NOA/IMHHOCTH

5.29.2 ®yHkuuu DHCP Relay ans IPv6 u Lightweight DHCPv6
Relay Agent (LDRA)

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.35.5 HacTpoiika npoToKona IS-IS

Bepcma 1.15

16.09.2019

[o6asneHbl pasaensbi:

5.29.1 ®yHKuumn DHCP Relay gna IPv4

5.29.2 ®dyHkuum DHCP Relay ans IPv6 u Lightweight DHCPv6 Re-
lay Agent (LDRA)

U3meHeHunA B pasgenax:

2.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKHU

2.5 KomnneKkT noctaBku

4.5.1 ba3oBasa HacTpoiiKa KOMMyTaTopa

5.10 KoHdwurypauma unutepdeiicos n VLAN

5.22 }XypHan aBapuit, npotokon SYSLOG

5.28.2.3 Hactpoiika akTUBHOro ceaHca KameHTa (CoA)
5.32 KoHowurypauma ACL (cnucku KOHTpOAA AocCTyna)

Bepcua 1.14

27.05.2019

[ob6aBneHbl pasgenoi:

5.17.10 Hactpoiika ¢pyHKuum Flex-link

5.19.5 RADIUS-asTopusauma sanpocos IGMP
5.20.2 ®dyHKuma PIM Snooping

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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5.20.3 Npotokon MSDP
5.35.5 HacTpoiika npotoKona IS-IS
5.35.7 HacTpoiika Prefix-List

U3meHeHun B paspenax:

2.2.4 dyHKUMM TpEeTbero ypoBHA ceTeBot mogenu OSI

2.3 OCHOBHbIE TEXHUYECKNE XapaKTepPUCTUKN

5.10 KoHdwurypauma untepdeiicos n VLAN

5.14 Hacrtpoiika IPv4-agpecauumn

5.19.4 dyHKuUM orpaHuyeHua multicast-tpadpuka

5.20.1 NpoTokon PIM

5.20.4 dyHKuma IGMP Proxy

5.21.4 NpoToKon ynpasneHua cetbto (SNMP)

5.28.4 KoHTponb npotokona DHCP u onuua 82

5.32.1 KoHdurypauusa ACL Ha 6ase IPv4

5.35 KoHdurypauma npoToKONI0B MapLupyTU3aumum

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcua 1.13 05.02.2019 U3meHeHuA B paspenax:

2.2.4 dyHKUMM TPETbEro YPOBHA ceTeBoi mogenu OSI
4.4 Pexxum paboTbl KOMMyTaTOpa

5.17.3 Hactpoiika npotokona GVRP

5.21.7.1 Telnet, SSH, HTTP n FTP

5.25.2 inarHocTMKa onTU4eCcKOro TpaHcmeepa
5.27.2.2 PaclumMpeHHas HacTPOMUKa NOAJMHHOCTHU
5.27.3 KoHTtpoab npotokona DHCP v onuuu 82
5.28 ®dyHKkuun DHCP-Relay nocpegHuka

5.5 KomaHpabl ynpasaeHusa cucremoi
YBenuueHo Koaundecrso Port-Channel go 48

Do6asneHbl pasgensl:

5.17.9 Hactpoiika npotokona CFM (Connectivity Fault Manage-
ment)

5.34.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)

Bepcuna 1.12 01.11.2018 UsmeHeHuA B paspenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuku

5.17.4 MexaHusm o6Hapy:KeHus nerenb (loopback-detection)
5.5 KomaHgbl ynpasieHUa cuctemon

5.19.2 Npasuna rpynnosoi agpecauunun (multicast addressing)

Bepcma 1.11 28.09.2018 [Oo6asneH pasgen:
5.17.5.3 Hactpoiika npoTtokona PVST+

U3meHeHunA B pasgenax:

2.4.1 BHelWwHWA BUA U ONUCaHUe nepepHeii NnaHean ycTpoiicTea.
4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHgbl ynpaBieHUsa cuctemon

5.17.3 Hactpoiika npotokona GVRP

5.19.1 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.2 Npasuna rpynnoBoii agpecaumnun (multicast addressing)
5.25.2 inarHocTnKa onTM4eCcKOro TpaHcmeepa

5.25.1 ilnarHocTuKa megHoro Kabensa

5.21.2 Npotokon RADIUS

5.26 dneKTponuTtaHue no amHuam Ethernet (PoE)

5.27.1 ®dyHKuMA o6ecneyeHuUA 3aWwmTbl NOPTOB

5.30 KoHdurypauma DHCP-cepsepa

5.4 HacTpoiiKa MaKpOKOMaHp,
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Bepcma 1.10

28.06.2018

N3meHeHuA B paspenax
5.13 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)

Bepcma 1.9

28.05.2018

[o6aBneHbl pasgensl:

5.3 NepeHanpaeneHue BbiBoAa KOMaHg, CLI B Npon3BobHbIiA
daiin Ha N3Y

5.34.5 Hactpoiika Equal-cost multi-path (ECMP)

U3meHeHuA B pasgenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.7.4 KomaHgapb! gna aBTomaTuueckoro o6HoBneHus u KoHdurypa-
umm

5.10.1 NapameTtpbl Ethernet-unrepgeiicos, Port-Channel u Loop-
back-untepdeiicos

5.13 F'pynnb! arperauum KaHanos Large Aggregation Group

5.14 Hactpoiika IPv4 agpecauumn

5.17.1 Hactpoiika npotoKona DNS — cuctembl SOMEHHbIX UMEH
5.17.9 Hactpoiika ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)
5.19.5 dyHKUUA MHOroaapecHoi mapwpyTtusauum IGMP Proxy
5.20 MHoroagpecHasa maplipyTusaumua — npotokon PIM

5.30 KoHourypauua DHCP-cepsepa

5.34.3 Hactpoiika npotokona OSPF, OSPFv3

NPUNOXKEHUE A. NTPUMEPbI MTPUMEHEHUA U KOHOUTYPALIUU
YCTPOWMCTBA

NPUNOXEHUE I'. ONUCAHME NMPOLLECCOB KOMMYTATOPA

Bepcma 1.8

12.12.2017

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

2.4 KOHCTPYKTUBHOE UCNONIHEHUE

2.4.4 CeBeTOoBasA MHAUKALMUA

5.4 KomaHabl ynpaBaeHUsa cuctemoim

5.9.1 Napametpbl Ethernet-unrepdeiicos, Port-Channel n Loop-
back-untepdeiicos

5.9.2 Hactpoiika VLAN u pe}MmoB KommyTauumn uHtepdeiicos
5.16.7 Hactpoiika npotoKona LLDP

5.18.1 ®yHKUMA nocpeaHUKa npoToKona IGMP (IGMP Snooping)
5.20.4 NpoToKon ynpasneHua cetbto (SNMP)

5.20.6 Cnucku goctyna ACL ans ynpasieHUA YCTPOUCTBOM
5.24.2 inarHocTMKa onTU4ECKOro TpaHcMeepa

6.2 XXypHan aBapwmii, npoTtokon Syslog.

6.9 KoHpurypauua PPPoE Intermediate Agent

Bepcua 1.7

18.09.2017

[o6asneHbl pasgenbi:
5.9.3 Hactpoiika Private VLAN

U3meHeHuUA B pasgenax:

2.3 OCHOBHbIe TeXHUYECKUe XxapaKTepucTuKku

5.4 KomaHAbl ynpaBaeHUsa cuctemoim

5.9.2 Hactpoiika VLAN u pexMmoB KommyTauumn uHtepdeiicos
5.16.4 MexaHu3am o6HapyxeHusa netenb (Loopback-detection)
5.18 'pynnoBasa agpecaumsa

5.20.6 Cnucku pocrtyna ACL anAa ynpaBaeHUA yCTPOICTBOM
5.20.2 Npotokon RADIUS

5.20.4 NpoTokon ynpasaeHus cetbto (SNMP)

5.21 }XypHan aBapuit, npotokon SYSLOG

5.26.3 KoHTtponb npotokona DHCP u onuua 82

5.28 KoHourypaumua PPPoE Intermediate Agent

5.32.1 Hactpoiika QoS
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Bepcua 1.6 25.05.2017 [ob6aBneHbl pasgenni:
5.16.9 HacTpoiika ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)
U3meHeHuUA B paspenax:
2.2.4 dyHKUMM TpeTbero ypoBHA ceTeBo mogenu OSI
5.9 KoHdurypauua nurepdeiicos n VLAN
5.12 Mpynnbl arperauumn KaHanos — Link Aggregation Group (LAG)
5.16.4 MexaHu3am o6Hapy:keHusa netenb (Loopback-detection)
5.16.6 HacTtpoiika npotokona G.8032v2 (ERPS)
5.20.4 NpoTokon ynpasaeHus cetoio (SNMP)
5.20.7.1 Telnet, SSH, HTTP un FTP
5.26.1 PyHKUUM 06ecnevyeHUA 3aWwmUTbl NOPTOB
5.27 ®dyHKkuum DHCP Relay nocpeaHuka
5.28 KoHowurypaumsa PPPoE Intermediate Agent
5.30.3 KoHdurypaumua ACL Ha 6a3e MAC
5.32.1 Hactpoiika QoS
5.33.3 Hactpoiika npotokona OSPF, OSPFv3
Bepcua 1.5 23.03.2017 [Oob6aBneHbl pasgenbi:
5.6.3 KomaHpabl gna pesepsnpoBaHna KoHuUrypaumm
5.26.6 Hactpoiika ¢pyHKkumn MAC Address Notification
NPUNOXEHUE I ONMUCAHME NMPOLLECCOB KOMMYTATOPA
U3meHeHus B paspgenax:
4.3 3arpy3o4yHoe MeHto
5.4 KomaHgbl ynpaBieHUA CUCTEMOM
5.6.2 KomaHab! gna paboTbl ¢ paitnamu
5.9 KoHurypauus nHtepodeiicos
5.18.2 ®dyHKUMA nocpeaHUKa npoToKona IGMP (IGMP Snooping)
5.16.2 Hacrpoiika npotokona ARP
5.16.5.1 Hactpoiika npotokona STP, RSTP
5.20.1 MexaHusm AAA
5.26.3 KoHTtponb npotokona DHCP u onuua 82
6.1 MeHto Startup
Bepcna 1.4 09.09.2016 [ob6aBneHbl pa3genni:
2.4 KOHCTPYKTUBHOE UCNOIHEHNe — A06aBneHo onucaHne Kom-
myTtatopos MES2308
5.8 KoHdpurypauma sBpemeHHbIX MHTepBanoB time-range
5.15.8 Hactpoiika npotokona OAM
5.17.4 ®yHKUMM orpaHmnueHuna multicast-tpagpuka
5.24 dneKTponuTtaHue no nmHuam Ethernet (PoE)
5.27 KoHowurypaumusa PPPoE Intermediate Agent
U3meHeHunA B pasgenax:
2.3 OCHOBHbIe TeXHONOrMYecKue XxapakTepucTuKmn
5.4 KomaHgbl ynpaBieHUsa cuctemon
5.7 HacTpoiiKa CUCTEMHOrO BpeMeHU
5.8 KoHdurypauua nHtepdeiicos
5.12 HacTtpotiika IPv4-agpecauum
5.15.5 CemeitcTBO npoToKonaoB STP (STP, RSTP, MSTP)
5.17.1 Npasuna rpynnoeoi agpecauumn (multicast addressing)
5.17.2 dyHKUMA nocpesHUKa npotokona IGMP (IGMP Snooping)
5.19.1 MexaHusm AAA
5.19.2 NMpotokon RADIUS
5.19.5 MpoTokon ynpasneHusa cetoto (SNMP)

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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Bepcua 1.3

22.07.2016

[o6asneHbl pasaenbi:
5.15.6 HacTtpoiika npotokona G.8032v2 (ERPS)

U3meHeHuUA B paspenax:

2.2.3 dyHKUMM BTOPOro YPOBHA ceTeBoii moaenu OSI
5.4 KomaHabl ynpaBaeHUsa cuctemoim

5.8.2 HacTtpoiika untepdeiica VLAN

5.19.1 MexaHusm AAA

5.19.8.1Telnet, SSH, HTTP u FTP

5.20 XypHan aBapuit, npotokon SYSLOG

5.27 KoHourypauma ACL (cnUcKu KOHTpOAA A0CTyna)

Bepcusa 1.2

25.05.2016

[o6aeneHbl pasgenvl:

2.3 OCHOBHbI@ TeXHOJIOTMYECKUE XapaKTepUCTUKHU

2.4 KOHCTPYKTUBHOE UCMNOIHEHUE - ONUCaHUE KOMMYTaTOPOB
MES2348B

Bepcma 1.1

12.05.2016

[Nob6aBneHbl pasgenni:

2.3 OCHOBHbIe TEXHO/IOFMYECKUE XapaKTepUCTUKHN

2.4 KOHCTPYKTUBHOE UCNO/IHEHUE - ONUCAHUE KOMMYTaTOPOB
MES3324, MES2324

YpaaneH paspen:
5.14.2 TyHHenupoBaHue npotoKoa IPv6 (ISATAP)

Bepcua 1.0

25.03.2016

MepBasa ny6ankaums.

Bepcua NO

4.0.24.5
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HELTEX

YC/TOBHbIE OBO3HAYEHMUA

0O603HaueHue OnucaHue
B KBaZpaTHbIX CKOBKaxX B KOMaHAHOM CTPOKe yKa3blBatoTCcA HeobsA3aTeIbHble
[1 napameTpbl, HO UX BBOA, NPeaoCTaBAAET OnpeaeNeHHble AONONHUTE bHbIE
onumu.
B ¢urypHbIx ckobKax B KOMaHAHOWM CTPOKE YKa3blBAOTCA BO3MOXKHble 068-
i 3aTesibHble NapameTpbl. Heobxoammo Bbi6paTbh OANH M3 NAPaMeTPOB.
«,» ﬂ,aHHbIe 3HaKM B ONNCaHNUN KOMaHAbl UCNONb3YKOTCA ANA YKa3aHUA AMana-
«-» 30HOB.
«|» [JaHHbIN 3HAK B ONMCaHMM KOMaHAbl 0603HAYaeT KUANY.,
«f» JaHHbIN 3HaK B oNMUcaHWe KOMaHAbl YKa3blBAeT HA 3HAYEHME NO YMONIYAHUIO.

Kypcusom Calibri ykasbiBaloTca nepemeHHble WAM MapameTpbl, KOTopble

Kypcue Calibri .
HeobxoAMMO 3aMEHUTb COOTBETCTBYHOLLMM C/IOBOM U/IN CTPOKOM.

MonyXupHbolii MonyXnpHbIM WPUPTOM BblAeNeHbI NPUMEYAHNA U NPeayNpeKAeHNA.
<MonyxcupHolii MoNy*KMPHbIM KYPCMBOM B YI/10BbIX CKOOKax YKasblBalOTCA Ha3BaHUA Kna-
Kypcue> BWLU Ha KNaBuaType.

Courier New MonyxunpHbim wpndptom Courier New 3anucaHbl NpUMepbl BBOAA KOMAHA,

WpudpTtom Courier New B pamKke C TeHbIO YKa3aHbl pe3ybTaThbl BbINOJHEHUA
KOMaHa,

Courier New|

MpumeyaHua u npegynpexaeHus

BaHMIO U HaCTPOWKe yCTpoiicTBa.

MpeaynpexaeHna UHGOPMUPYIOT NONb30BATENA O CUTYaLUAX, KOTOpble MOryT HaHecCTH
Bpeps, yCTPOMUCTBY UM YEIOBEKY, NPUBECTU K HEKOPPEKTHOU paboTe ycTpoiicTBa uam notepe

/f‘ MpumeyaHua copgepKaTt BaXKHYIO MH(')OpMaLI,MIO, coBeTbl WIn pekomeHaaunm no ucnosib3o-
- AdHHDbIX.
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DHELTEX

1 BBEAEHMUE

B nocnegHue rogbl HabaogaeTca TeHAEHUMA K peannsaumm macTabHblX NPOEKTOB NO OpraHM3aumun
ceTeli cBA3M B COOTBETCTBMM C KoHuenumelr NGN (ceTu cneaytouero nokosieHma). OAHOM M3 OCHOBHbIX 3a4au
NPW NOCTPOEHMM KPYMHbIX MY/IbTUCEPBUCHDIX CETEM ABNAETCA CO34aHNE HAaZAEKHbIX U BbICOKONPOU3BOAUTENb-
HbIX TPAHCNOPTHbIX CETEN, KOTOPbIE ABAAKOTCA ONOPHbLIMM B MHOTOC/TI0MHOM apxmTekType NGN.

Mepesaya wHoOpmMaummM Ha 6ONbLWKMX CKOPOCTAX, OCOBEHHO B CETAX KPynHoro MmacwTaba,
noApasymeBaeT BbI6Op TaKoW TOMONOIMM CETM, KOTopas Mo3BOAAET MMOKO OCYLLeCTBAATb pacnpenesneHne
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTtatopbl MES23xx, MES33xx u MES5324 MOryT MCNO/1b30BaTbCA Ha CETAX KPYMHbIX NpeanpuaTunii
W NpeanpuATU Manoro u cpegHero 6usHeca (SMB), B onepatopckux cetax. OHM obecneumBatoT BbICOKYHO
NpPOu3BOAUTENBbHOCTb, FMOKOCTb, 6€30MacHOCTb, MHOFOYPOBHEBOE KauyecTBO 06cayKMBaHUA (QOS).
KommyTtatopbl MES5324 1 MES3324 061aaatoT NOBbILWEHHOM HaAeXHOCTbIO 3a CYET pe3epBMpPOBaHUA Y3/10B,
onpeaenatowmnx becnepebonHOCTb GYHKLNMOHNPOBAHMA — MOAYNEN NMUTAHUA U MOAYNEN BEHTUNALUN.

JNInHelika npomblwneHHbix KommyTaTopos IJITEKC cepun MES35xx npegHasHaveHa 41a opraHM3aumm
3aLUMLLEHHDbIX OTKA30yCTOMYMBBLIX CETEN Mepeayu AaHHbIX Ha 0ObeKTax, rae HeobxXxoAMMO BbINOJHEHME
TpeboBaHMI MO YCTOMYMBOCTM K BO3LENCTBUAM PA3NUMYHOIO BMAA TEMMEpPaTypHbIM U MEXAHUYECKUM
BO34EeNCTBMAM, BUOpaLMK U Ap.

B HacToAwem pyKoBOACTBE U3/I0XKEHbl Ha3HAYeHMe, TEXHUYECKUE XapaKTepPUCTUKU, peKoMeH4aumun no
Ha4YasbHOM HaCTpOVIKe, CUHTAKCUC KOMaHA ONnAa KOHd)MpraLI,MM, MOHWUTOPWUHIA U obHoBNEHUA nporpamMmmHoro
obecneveHus KOMMYTATOpPOB.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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HELTEX

2 OINUCAHUE U3AENUNA

2.1 Ha3HaueHue

KommyTtatopbl arperaumm MES33xx, MES5324 — 3TO BbICOKOMNPOU3BOAUTE/IbHbIE YCTPOMCTBA],
OCHalleHHble WHTepdelicamm 10GBASE-R, 40GBASE-R w npepgHasHayeHHble AN WCMNONb30BaHUA B
OMepaTopPCKMX CETAX B KaUecTBe YCTPOWCTB arperaummn 1 B LieHTpax o6paboTkm aaHHbIx (LLOA) B KauecTse Top-
of-Rack nnun End-of-Row kommyTtaTopos.

MopTbl ycTpoicTBa noaaep»kusatoT paboTty Ha ckopoctax 40 Féut/c (QSFP+) (MES5324), 10 Iéut/c
(SFP+) nam 1 rémt/c (1000BASE-X n 1000BASE-T SFP), uto obecneuymBaeT rmbKOCTb B MCMNOAb30BaHUU U
BO3MOKHOCTb NOCTENEHHOrO nepexosa Ha 6osee BbICOKME CKOPOCTM Nepepauyn AaHHbiX. Hebnokupyemas
KOMMYTaLMOHHAA MaTpuLa NO3BOJIAET OCYLLECTB/ATL KOPPEKTHYIO 06paboTKy NaKeToB NpY MaKCUMabHbIX
HarpysKax, COXpaHas Npu 3TOM MUHMMAa/bHbIE U NPeacKasyemMble 3aePKKM Ha BCeX TMNax Tpaduka.

Cxema BeHTUnAUMM front-to-back obecneunBaet adpdeKkTMBHOE OXNaKAEHME NPU WUCNOJb30BAHMM
YCTPOMCTB B YCN0BUAX COBpPeMeHHbIx LLO/.

lﬂ,y6‘l'll/lpOBaHHble BEHTUNATOPbI N UCTOYHUKU NUTAHMUA NOCTOAHHOINO WUAUN NepemMeHHOro TOKa B
CoYeTaHnn C Pa3BUTON CUCTEMOIN MOHUTOPUHIa annapaTHOM YacTu YCTPOICTBa NO3BONAIOT NOYYNUTb BbICOKUE
nokasaTenu HafAeXHOCTU. YCTPOMCTBA MMEIOT BO3MOMKHOCTb ropsAyelt 3ameHbl mMmoaynei nNuUTaHua U
BEHTMNALMOHHbIX Moaynel, obecneunsan becnepeboiMHoCcTb GYHKLMOHNPOBAHMA CETU onepaTopa.

KommyTtatopbl goctyna MES2308(R), MES2324(B)(F)(FB), MES2348B, MES23xx(P) — ynpaBnsemble
KOMMYTaToOpbl YPOBHA L3, OCyLWecTBAAIOT NOAKNIOYEHUE KOHEYHbIX MO/b30BaTesiel U ceTeit npeanpuaTuii
MaJIoro u cpeaHero 6M3Heca K ceTam onepaTtopoBs CBA3M C Momolbio nHtepdeicos 1/10 Gigabit Ethernet.

MpomblwneHHble KommyTaTopbl MES2328I, MES3508(P), MES3510(P) npegHasHayeHbl AN opraHusa-

UMM 3alUMULLEHHbIX CeTel nepepayn AaHHbIX Ha 06beKTax, rae Heob6xoaMMO BbiNoHEHWE TpeboBaHMI No
obecneyeHUIo yCTOMUMBOCTM K TeMNepaTypHbIM BO34,ENCTBUAM.

2.2 O®YHKUUM KOMMYTATOpA

2.2.1 basosble hyHKyuU
B Tabanue 1 npuseaeH cnncok 6a3oBbix GyHKUKNIA YCTPOMUCTB, AOCTYMNHbIX 418 a4MUHUCTPUPOBAHUA.

Tabnuua 1 — basoBble GyHKLUN YCTPOUCTBA

3awyuma om BAOKMPOBKa BO3HUKAET B C/Ty4aAx Neperpy3Kkm BbIXOAHbIX NOPTOB YCTPOMCTBA Tpa-
6n10KuposKu GUKOM OT HECKO/IbKMX BXOAHbIX MOPTOB. ITO NPUBOAMUT K 3a4epiKKam nepesayn
oyepedu (HOL) OaHHbIX N NOTepe NaKeToB.
Mododepika c 6
NocobHOCTb NOAAEPKMBATL Nepesayy CBEPXAJMHHbBIX KaapoB, YTO NO3BONAET

C8epXOAUHHbIX AAEP PeAaty ceepxa AP .

nepenaBaTtb AaHHble MEHbLIMM YMCIOM NAKETOB. ITO CHUMKAET 06beM CyKebHOM
Kadpos (Jumbo

MHbOpMaLMn, Bpems 06paboTKM U NepepbIBbl.
frames)
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DHELTEX

YnpaeneHue
nomokKom
(IEEE 802.3X)

YnpaBneHne NOTOKOM MO3BOJIAET COEANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C Bbl-
COKOCKOPOCTHbIM. [nA NpeaoTBpalleHma nepenoHeHnsa bydepa HU3KOCKOPOCT-
HOe YCTPOMCTBO MMEET BO3IMOXKHOCTb OTNpPaBnATb nakeT PAUSE, Tem cambim WH-
dopmmMpyA BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBXOAMMOCTU cAenaTtb Naysy npu
nepejaye NakeTos.

Paboma e cmeke
ycmpoiicme

KommyTaTop noasgepkuneaeT obbeanHeHe HECKObKMUX YCTPOMCTB B CTeK. B aTom
C/lyyae KOMMYTaTOpPbl PAacCMATPMBAIOTCA KaK efuHOe YCTPOMCTBO C O6LWMMM
HacTpoiKkamu. BO3MOKHbI ABE TOMOMOrMM MOCTPOEHMUS CTEeKa — KO/bLO W Le-
nouka. Mpu 3Tom NapameTpbl NOPTOB BCEX YCTPOWCTB, BKIHOUEHHbIX B CTEK, MOXKHO
334aTb C KOMMyTaTopa, paboTatowero B pexume «mactep». CTeKMpoBaHue
YCTPOWCTB NO3BO/IAET CHU3UTb TPYA0EMKOCTb YPABAEHUSA CETbIO.

2.2.2 ®yHKyuu npu pabome c MAC-adpecamu

B Tabsmue 2 npuseaeHbl GyHKUMM YCTPOCTB Npu paboTte ¢ MAC-aapecamu.

Tabnnua 2 — OyHKUMK paboTbl c MAC-agpecamu

Tabauya MAC-
adpecos

KommyTaTop cocTtaBnaeT B namati TabauLly, B KOTOPOR ycTaHaBAMBaeTCA COOTBET-
cteue mexkgy MAC-agpecamu 1 y3namum nopToB KOMMYTaToOpa.

Pexcum obyveHus

B oTcyTCcTBME 0BYyUYeHMs AaHHble, MOCTyNatoLWmne Ha Kakon-nMbo nopT, nepenatoTca
Ha BCe OCTa/IbHble NOPTbl KOMMYyTaTopa. B pexxnme obyyeHUs KommyTaTop aHaNn-
3MpyeT Kaapbl 1, onpeaenvs MAC-agpec oTnpaBuTeNsa, 3aHOCUT ero B Tabauuy
KommyTaumn. Bnocneacteum Kagp Ethernet, npeaHasHayeHHbIM ansa xocta, MAC-
aapec KOToporo yKe ecTb B TabsMue, NnepeaaeTca TONbKO Yepes yKa3aHHbIN B Tab-
nvue nopr.

Moddepxka
nepedayu Ha
Heckonbko MAC-

[aHHaa GyHKUMA NO3BONSET YCTaHABNMBATL COEAMHEHUS «OAMH KO MHOTUM» U
«MHOTME KO MHOTMM». TakuM 06pa3om, Kaap, afpecoBaHHbIi MHOTOaApecHO

adpecos rpynne, nepefaeTca Ha KaXKAblil NOPT, BXOAALMI B rpynny

(MAC Multicast ' '

Support)

Aemomamuveckoe } 5

epems xpaHeHus Ecau oT ycTpoiicTtea ¢ onpegeneHHbim MAC-agpecom 3a onpeaesieHHbIn nepuog,
BpemMeHUN He NOCTYyNakoT NaKeTbl, TO 3aNUCb ANA AaHHOIo aapeca yCtapeBaeT U a-

MAC-adpecoe p y Aana Aap ycTap YA

Aut tic Aai naetca. 9To no3BonsAeT noaaepxnBatb Ta61w|u,y KOMMYTauun B akKTyaJibHOM CO-

(Automatic Aging for ———

MAC Addresses)

CmamuyecKue .

3anucu MAC CeteBomn KOMMYTATOP NO3BO/IAET NO/Z1Ib30BAaTENHO onNpeaennTb CtTatTuyeCkme 3anncu

X . cooTBeTcTBNIN MAC-agpecoB, KOTOpble COXPaHAOTCA B TabinLe KOMMyTaLUun.
(Static MAC Entries)
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2.2.3 ®yHKyuu emopo2o ypoeHa cemesoli modenu OSI|

B Tabnnue 3 npuseaeHbl pyHKLUN U 0COBEHHOCTM BTOPOro YpoBHS (ypoBeHb 2 OSI).

Tabnnua 3 — OnucaHune yHKLUMIA BTOporo yposHA (Layer 2)

Peanusauus npoTtokona IGMP no3sonset Ha ocHoBe MHbOPMaLMK, NONYYEHHOM

®yHkyus IGMP npw aHanuse cogepxumoro IGMP-nakeToB, onpegennTb, Kakue yCTPOMCTBA B CETU
Snooping y4acTBYIOT B rpynnax MHOroagpecHoOW paccbIku1, U agpecoBaTtb TPaduk Ha cOOT-
BETCTBYIOLLME MOPTbI.
®yHKyusa MLD Peanusauus npotokona MLD no3sossfeT ycTPOMNCTBY MUHUMM3MPOBATL MHOF0AA-
Snooping pecHbii IPv6-TpaduK.
®PyHKUMA, NO3BOAIOLLAA MEepeHanpaBiATb MHOroaApecHblt Tpaduk n3 oaHon
dyHKyua MVR VLAN B apyryto Ha ocHoBaHuM IGMP-coobLieHni, YTO MO3BOAAET YMEHbLIUTD

HarpysKy Ha uplink-nopT. MpumeHsaeTca B peweHuax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast

Storm Control)

«WTopm» — 370 pasmHoKeHue broadcast-, multicast-, unknown unicast-naketos
B KaXXAOM y3/1e, KOTOPOe NPUBOAMUT K NaBUHOOBPa3HOMY POCTY MX YMCNa M Napa-
nusyeT paboTy ceTn. KommyTaTopbl UMEOT QYHKLMIO, MO3BO/IAIOLLYIO OFPaHUYNTD
CKOPOCTb Nepesaym MHOrOaApPeCcHbIX M LUIMPOKOBELLATENbHbIX KaApOoB, NPUHATHIX
M nepeaaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoe
(Port Mirroring)

3epKannpoBaHue NopToB No3BosAeT yb6aMposaTb TpaduK HabaogaeMblix NOPTOB,
nepecbinas Bxogawme uU/Unam ncxoasliMe nakeTbl HA KOHTPOAMPYIOLWMI nopT. Y
Nno/sib30BaTeN KOMMYTaTOpPa €CTb BO3MOMKHOCTb 334aTb KOHTPO/IMPYHOLLUIA U KOH-
TposMpyemble NOpPTbI U BbIGpaTh TUN TpaduKa (BXOAALLMIA M/UAK UCXOAAWMIA), KO-
TOpbIN ByaeT nepesaH Ha KOHTPOIMPYIOLLMIA NOPT.

U3zonayua nopmos
(Protected ports)

[aHHaa yHKUMA NO3BOASET Ha3HauMTb NopTy ero uplink-nopT, Ha KoTopblin be-
3ycnoBHo byaeT nepeHanpasaATbCcA Becb TpadukK, obecneymsan Tem cambiM U30-
NALMIO C APYrMMUM NopTamu (B Npesenax o4HOro KOMMyTaTopa), HaxXoAAWMMUCA B
3TOM e WnpoKoBeLwaTenbHom gomeHe (VLAN) B npeaenax og4HOro KommyrtaTopa.

Private VLAN Edge

[aHHaa ¢yHKUMA NO3BOASET M30AMPOBATL rPynny NOpPTOB (B Npeaenax ogHOro
KOMMYTaTopa), HaXoAALWMXCA B OAHOM LUMPOKOBELLLATENIbHOM AOMEHE MEeXKAy COo-
60i1, N03BONAA NPU 3TOM 0B6MeH TPadUKOM C APYrMMM NOPTaMM, HAXOLALLMMUCS
B 3TOM e WWPOKOBELATENbHOM AOMEHE, HO He MpMHAANeXxalwumm K 3ToM
rpynne.

Private VLAN (light
version)

ObecneunBaeT U301ALMI0 MEXKAY YCTPONCTBAMM, HAXOLALLMMUCA B OL4HOM LINPO-
KoBeLLaTe/IbHOM AOMeHE, B Npeaenax sceit L2-ceTn. PeannsoBaHbl TO/IbKO A4Ba pe-
*unma paboTbl nopta: Promiscuous u Isolated (Isolated-nopTbl He moryT o6meHu-
BaTbCA APYr C APYrom).

Spanning Tree Protocol — ceTeBoi NPOTOKO/, OCHOBHOM 3aAa4eil KOTOPOro ABASA-

Moddepcka g
eTca npuseaeHue cetn Ethernet ¢ M36bITOYHBIMU COEAMHEHUAMMU K APEBOBUAHOM
npomokona STP .
. TONONOMMK, UCKNtoYatoLel neTan. KommyTaTopbl 06MeHUBaOTCA KOHUrypaLm-
(Spanning Tree
OHHbIMM COOBLLLEHUAMM, UCNONb3YA Kagpbl CNeLmansHoro Gopmata, U BbIGOPOUHO
Protocol) BK/IOYAIOT M OTK/IKOYAIOT Nepeaayy Ha nopTbl.
Moddepika
npomokosa RSTP Rapid (6bicTpbiit) STP (RSTP) — aBnseTcA ycoBepLIEeHCTBOBaHMEM NpoTokona STP,
(IEEE 802.1w Rapid XapaKTepPU3YeTCA MEHbLUMM BPEMEHEM NPUBEAEHMA CETU K APEBOBUAHOM TOMO-
spanning tree nornn n umeet 6oee BbICOKYH YCTOMYMBOCTb.
protocol)
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lpomokon ERPS
(Ethernet Ring
Protection Switching)

MpoToKon npegHasHavyeH A1a NoBblWEeHUA YCTOMYMBOCTU U HALEKHOCTU CETU ne-
pefayun LaHHbIX, UMetoLLEen KONbLEBYIO TONO/OIMUIO, 3@ CYET CHUMKEHUA BPEMEHMU
BOCCTAaHOB/IEHMA CETU B C/ly4ae aBapuun. Bpems BocCTaHOB/IEHUA He npeBbiwaeT 1
CEKYHZbl, YTO CYLLECTBEHHO MeHbLUEe BPEMEHU NEPECTPOMKMN CETU MPU UCMNOJb30-
BaHWM NPOTOKO/IOB CEMENCTBA spanning tree.

Moddepxka VLAN

VLAN — 370 rpynna nopToB KOMMyTaTopa, 06pasyowmx oAHy LWMPOKOBeLLATe b-
Hyt0 061acTb (LomeH). KommyTaTop noaaep1BaeT passiMyHble CPeaCcTBa KNaccu-
dMKaLMm NaKkeToB ANA ONpeseneHns Ux NpUHaANeKHoCTU K onpegeneHHon VLAN.

Moddepxka
npomokona OAM
(Operation,
Administration, and
Maintenance, IEEE
802.3ah)

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3ah —
dYHKUMM YPOBHA KaHana nepenayn AaHHbIX NPeAcTaBaAAoT coboi NpoToKoA Mo-
HUTOPWHIra COCTOAHUA KaHana. B aTom npoToKose ana nepefaym nHopmaumm o
COCTOAHUWM KaHana Mexay HemnocpeacTBEHHO MOAK/OYEHHbIMU YCTPOMUCTBaMMU
Ethernet ncnonbsytotca 610KM gaHHbIX npoTokona OAM (OAMPDU). O6a ycTpou-
CTBa A0MKHbI NoAAepXKMBaTb cTaHAapT IEEE 802.3ah.

Moddepxcka GVRP
(GARP VLAN)

Mpotokon peructpauum GARP VLAN obecneumBaeT aAnHamudeckoe aobasne-
Hue/yoanenune rpynn VLAN Ha nopTtax KommyTtaTtopa. Eciv BK/OYEH MPOTOKO/
GVRP, KommyTaTop onpeaenseT, a 3aTeM pacnpocTpaHAeT AaHHble O NPUHagNeX-
HocTK K VLAN Ha BCce nopTbl, ABASOLWMECA YAaCTbtO aKTUBHOM TOMOIOTUM.

Moddepicka VLAN Ha
6a3e nopmos
(Port-Based VLAN)

PacnpeaenerHune no rpynnam VLAN BbinoAHAETCA NO BXOAAWMM nopTam. [laHHoe
pelleHne No3BoNAET UCMO/Ib30BaATb Ha KaXKAOM NOpPTy TONbKO oaHy rpynny VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpbITbI CTaHAAPT, KOTOPbI ONUCbIBAET NPOLLEAYPY TETMPOBAHUSA
TpaduKa ans nepegadm MHGopmaumm o npuHaanexkHoctm K VLAN. Mossonset uc-
No/sib30BaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.

Ob6veduHeHue
KaHanoe ¢
ucnonbL308aHUEM
LACP

MpoTtokon LACP obecneuymBaeT aBToMaTUYECKOE 06 beANHEHNE OTAENbHbIX CBA3EN
MeXKAY ABYMS YCTPOMCTBaMM (KOMMYTAaTOP—KOMMYTaTOp WUAM KOMMyTaTop—cep-
Bep) B e41HbIM KaHa nepesayu AaHHbIX.

B npoTOKO/1Ie MOCTOAHHO ONpesenseTca BO3MOXKHOCTb 06beANHEHNS KaHANOB, U B
c/lyyae 0TKa3a coegMHeHMUA, BXOAALWErO B 00beAMHEHHbIW KaHas, ero TpadukK as-
TOMaTUYECKU nepepacnpenendeTca no He OTKas3aBLMM KOMMOHEeHTam obbeau-
HEHHOro KaHana.

Co3zdaHue 2pynn LAG

B ycTpolicTBax noaaepxusaetca GyHKLMA CO3A4aHUA rpynn KaHanos. Arperauma
kaHanos (Link aggregation, trunking) wnwn IEEE 802.3ad — TexHonorns obveamHe-
HWA HECKONbKUX GU3NYECKUX KaHANOB B OAMH JIOFMYECcKUin. ITo cnocobeTByeT He
TO/IbKO YBE/IMYEHUIO NPONYCKHON CMOCOOHOCTU MarncTpaibHbIX KAHAI0B KOMMY-
TaTOP—KOMMYTATOpP WAN KOMMYTaTOp—CepBep, HO U NOBbILEHWUIO UX HAAEKHOCTU.
Bo3MOKHbI TpW TMNa 6anaHCMpPOBKM — Ha ocHoBaHWKM MAC-azpecoB, Ha OCHOBA-
HUK IP-aapecoB 1 Ha OCHOBaHWK NopTa (socket) HazHayeHus.

lpynna LAG cocTouT M3 NOPTOB C OAMHAKOBOM CKOpPOCTblo, paboTatowmx B gyn-
NIEKCHOM peXxunme.

Moododepxka Auto
Voice VLAN

MpenoctaBaAeT BO3MOXKHOCTb MAEHTUDULMPOBATL F010COBON TpadMK Ha OCHOBa-
Hum OUI (Organizationally Unique Identifier — nepsblie 24 6uta MAC-aapeca). Ecam
B MAC-Tabnnue KommyTtatopa npucytcteyeT MAC-agpec ¢ OUl ronocoBoro wnto3a
unu e IP-tenedoHa, To AaHHbIA NOPT aBTOMAaTUYECKN aobasnseTcs B voice vlan
(naeHTMdMKauma no npotokony SIP nau ke no MAC-agpecy nonyyatens He noa-
OeprKuBaetcs).

Selective Q-in-Q

Mo3BonseT HasHa4yaTb BHewHMin VLAN SPVLAN (Service Provider's VLAN) Ha oc-
HOBE CKOHOUIYPMPOBAHHbIX NPasua GUAbTPaLMK NO HOMepaM BHYTpeHHUX VLAN
(Customer VLAN). MpumeHeHune Selective Q-in-Q nossonset pasobpaTb TpaduK
aboHeHTa Ha HeckosnbKo VLAN, nameHntb metky SPVLAN y nakeTa B oTAe/lbHOM
y4acTke ceTu.
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2.2.4 ®yHKyuu mpemeoe2o yposHsa cemeesolii moodenu OSI

B Tabnnue 4 npuseaeHbl pyHKLUN TPeTbero yposHa (yposeHb 3 OSI).

Tabnnua 4 — OnucaHune GyHKLUMIA TpeTbero yposHs (Layer 3)

Knuenmeoi BootP u
DHcCP

(Dynamic Host
Configuration
Protocol)

YcTponctBa CnocobHbI
BootP/DHCP.

aBTOMAaTMYeCKM nony4yaTb IP-agpec no npoTokony

Cmamuyeckue IP-
mapuwpymel

AAMWHMUCTPATOP KOMMYTaTOpa MMeeT BO3MOXKHOCTb A06aBNATb U yAANATb CTaTU-
YyecKue 3anucu B TabanLy mapLupyTusaumm.

lpomokon ARP
(Address Resolution
Protocol)

ARP — npoTokon conoctasneHua IP-agpeca u ¢pusnyeckoro agpeca ycTpomcraa.
CooTBeTcTBME YCTaHABAMBAETCA HA OCHOBE aHanM3a OTBeTa OT y3/1a CeTu, agpec
y3/1a 3anpalmBaeTca B LUMPOKOBeLATe/IbHOM NakerTe.

lpomokon RIP
(Routing Information
Protocol)

MpPOTOKO/ AMHAMMNYECKOW MapLLpPYTM3aLMM, KOTOPbIA NO3BOIAET MapLUpPYTM3aTo-
pam 06HOBAATbL MAPLUPYTHYIO MHOOPMALMIO, NO/YYan ee OT COCeaHNX MapLIPyTH-
3aToOpoB. B 3a4a4n NpoToKo1a BXOAMT OnpeaeneHme onTMMas bHOro MapLipyTa Ha
OCHOBAHMM AAHHbIX O KO/IMYECTBE NMPOMENKYTOUHbIX Y3/108.

®yHkyusa IGMP
Proxy

IGMP Proxy — ¢YHKUMA YNPOLLEHHOM MapLUPYTM3aLMN MHOFOAAPECHbIX AaHHbIX
Mmexay cetamu. [lna ynpaBneHWAa mapLlipyTMsauuein MCnonb3yeTca NPOTOKOA
IGMP.

lpomokon OSPF

MpPOTOKOA AMHAMMYECKON MapLUIpyTU3aLLMW, OCHOBAHHbIA HA TEXHOJIOTUK OTC/e-
UBaHUA cocToAHUA KaHana (link-state technology) 1 ncnonb3ayowmin 4Na Haxox-
OEeHWa KpaTyaiwero nyTtu anroputm Jelkctpol. Mpotokon OSPF pacnpoctpaHAeT
MHbOPMaALMIO O JOCTYMHbIX MAPLIPYTaX MEXAY MapLUpyTU3aTopaMmn O4HOMN aBTo-
HOMHOWM CUCTEMDI.

lpomokon BGP

BGP (Border Gateway Protocol — npoToKon rpaHUYHOrO W03a) ABAAeTcA NpoTo-
KOJIOM MapLUpyTM3aLMM MeXKAy aBTOHOMHbIMW cuctemamu (AS). MapipyTusa-
TOpbl 06MeHMBaOTCA MHPOPMaLMEN O MAPLLPYTAX K CETAM HasHaYeHuUs.

lpomokon VRRP

Mpotokon VRRP npegHasHayeH 4N pe3epBUPoBaHUA MapLLlpyTU3aTOPOB, BbINO-
HAKOLWMX PO/b W03a MO YMOAYaHMIo. ITO gocThraetca nNyTém obbeanHeHums IP-
NMHTepdencoB rpynnbl MapLIPyTM3aTOPOB B OAWMH BUPTYasibHbIN, KOTOPbIN ByaeT
MCNO/Ib30BaTbLCA KakK LUJ/I03 MO YMOIYAHUIO 418 KOMIMbIOTEPOB B CETU.

PIM-npoToKON MHOroagpecHoi maplupytusaumun ansa IP-ceTeid, co3paHHbIA AnA
peweHuna npobnem rpynnosol Mmapwpytusauun. PIM  6asupyetca  Ha
TPaANLMOHHBIX MapLUPYTHbIX NPOTOKONax (Hanpumep, Border Gateway Protocol),

lpomokon PIM BMeCTO TOro, 4Ttobbl co3gaBaTb COBCTBEHHYKO ceTeByto Tonosnoruio. PIM
ncnonb3yeT unicast-Tabanuy mapLpyTmusaumm ans nposepkun RPF. IT1a nposepKa
BbINONHAETCA  MaplipyTM3aTopamu, 4Tobbl  ybeguTbcsa, 4TO  nepegada
MHOroaApecHoro TpaduKa BbINOAHAETCA Mo NyTM 6e3 netens.
MpoToko A obmeHa uHbopmaumelt 06 MCTOYHMKAX bTMKacTa Me

lpomokon MSDP poToKon Al M bopmay, T Mynet Ta Menay
pasanyHbimu RP B PIM.
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2.2.5 ®yHkyuu QoS

B Tabnnue 5 npuBeaeHbl OCHOBHble GyHKLUMM KadecTBa obcnykusaHua (Quality of Service).

Tabnmua 5 — OcHoBHble GYHKLMM KavyecTBa 0OCYKMBAHUA

Moddepxka
npuopumemHeoix
oyepedeii

YCTPOICTBO NOAAEPHKMBAET NPUOPUTU3ALMIO UCXOAALLETO TPadMKa NO oYepesnam
Ha Kak4oMm nopTy. PacnpeaeneHune nakeTos No oyepessam MOMKET MPOU3BOAUTLCA
B pe3y/ibTaTe KAaccubuKaLumMm NakeToB No PasanyHbIM NOAM B 3aro/IoBKax nake-
TOB.

ModdepiKa Knacca
obcayrcueaHusa
802.1p

CraHgapT 802.1p cneundunumpyetT MeToZ YKasaHUA NpuMopuTeTa Kagpa U anro-
PUTM MCNOJ/Ib30BAHUA MPUOPUTETA B LeNIAX CBOEBPEMEHHOMN AOCTaBKU YyBCTBU-
TE/IbHOTO K BPEMEHHbIM 3a4eprKKam Tpaduka. CtaHgapT 802.1p onpeaensaeT Bo-
cemMb ypoBHel npuoputetos. KOMMyTaTopbl MOTYyT UCMNO/b30BaTb 3Ha4YEHME NpU-
oputeta 802.1p ana pacnpegeneHna Kagpos No NPUOPUTETHLIM ovepeaaM.

2.2.6 ®yHKyuu obecneyeHus 6ezonacHocmu

Tabnmua 6 — PyHKUMKN 0becnevyeHms Be3onacHoCTH

®YHKUMA KOMMYTaTopa, NpeaHasHaYeHHaa 4aa 3alMTbl OT aTak C UCNOAb30Ba-
Huem npoTokosna DHCP. ObecneumsaeT ¢punbtpaumto DHCP-coobluieHuin, nocTy-

DHCP Snooping NMUBLUMX C HEHAZEXKHbIX MOPTOB MyTEM NOCTPOEHUSA U NOAAEP!KAHUA 6a3bl AAHHBIX
npueaskn DHCP (DHCP Snooping binding database). DHCP snooping BbinoaHaeT
AencTena bpaHamayspa Mexay HeHaZeXHbIMM nopTamu 1 cepsepamm DHCP.
Onuwus, KoTopasa nossosiseT nponHpopmmnposatb DHCP-cepsep o0 Tom, C Kakoro
Onyus 82 DHCP-peTpaHcnaTopa v Yyepes Kakol NopT npuLlen 3anpoc.

npomokosna DHCP

Mo ymo4aHMO KOMMyTaTop, Ucnob3yowmin pyHKumo DHCP Snooping, o6Hapy-
»KuBaeT un otbpacbiBaeT ntoboii DHCP-3anpoc, cogepsKalmin onumio 82, KOTopbIn
OH NONY4YUN Yepes HeHagExHbli (untrusted) noprT.

UDP relay MNepeHanpasneHune wnpokoselaTesbHoro UDP-TpadmKa Ha yKasaHHbIM IP-agpec.
DHCP-cepBep ocyLwecTBasfeT LeHTpasn30BaHHOE ynpaBaeHWe ceTeBbiMU ajpe-
®yHKyuu DHCP- pBep ocyuy LeHTp ynp ap
CaMM U COOTBETCTBYIOLMMM KOHOUIYPALLMOHHbIMU NapameTpamu, aBTomaTuye-
cepsepa

CKM NpeaoctaBsiaa X KIMEHTaM.

IP Source address
guard

®PyHKUMA KOMMYTaTOpa, KoTopaa orpaHnyneaet IP-Tpaduk, dunbTpya ero Ha oc-
HOBaHWK TabaMUbl COOTBETCTBUIA 6a3bl AaHHbIX NpuBA3kn DHCP — DHCP Snooping
M CTaTUYeCcKM CKoHoUrypupoBaHHbix IP-agpecoB. ®PyHKUMA mMcnonb3yetca Ana
60pbbbI c NogmeHow IP-agpecos.

CDyHKLI,VIﬂ KOMMYTaATOpa, NpegHa3Ha4yeHHaAa ONA 3aWnTbl OT aTaK C UCNO/1b30Ba-

Dynamic ARP Huem npoTokona ARP. CoobLieHMe, KOTOpoe NOCTyNaeT C HeHaJeXHOoro nopTa,
Inspection noagepraeTca NpoBepKe — cooTBeTcTBYeT 2 IP-agpec B Tene npuHatoro ARP-na-
(Protection) KeTa IP-agpecy oTnpaButens.

Ecnun appeca He coBNagatoT, TO KOMMyTaTop oT6packiBaeT nakKer.

Ha ocHoBe MHbOpMaunK, coaepKallenca B 3aroloBKax yposHen 2, 3 n 4, y aamu-
[2-13—-14ACL dopma, AepKaLL yp yaA

(Access Control List)

HUCTPATOPa eCTb BO3MOMXKHOCTb HAaCTPOWTL NPABKUIA, COrIACHO KOTOPbLIM NakeT by-
net obpaboTaH nMbo oTOpOLLEH.

Time-Based ACL

Mo3sonsAeT cKoHGUIrypupoBaTh BPEMEHHbIE PaMKM, B TEUEHNE KOTOPbIX AaHHbIN
ACL 6ypeT aenctsoBaThb.
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noéauHHOCMU HA
OCHose nopma
(802.1x)

Moddepika OcHoBHana PpyHKUMA 6J1OKMPOBKU — MOBbLICUTL H@30NAaCHOCTb CeTU, MPeAOoCTaBIAN
306710KUPOBAHHbIX [0CTYyN K MOPTYy KOMMyTaTopa TO/IbKO A5 yCTpoicTe nmetowmnx MAC-agpeca, 3a-
nopmos Kpen/ieHHble 32 3TUM MOPTOM.

lpoesepka

MpoBepka noanvHHocTu IEEE 802.1x npeactaenset cobot MexaHM3M KOHTPOA
[OCTyNa K pecypcam Yepes BHeLWHUI cepsep. Mpolueawine nposepKy Noa/MHHO-
CTM NONb30BATENIN NOAYYAOT LOCTYN K pecypcam BblbpaHHOM ceTu.

2.2.7 ®yHKYuUU ynpasseHuUs KOMmMmymamopom

Tabanua 7 — OCHOBHbIe PYHKLMK yNpaBAeHNA KOMMYTAaTOPaMM

3azpy3Ka u
ebi2py3Ka paiina
Hacmpoliku

MapameTpbl yCTPOMCTB COXPaHAIOTCA B daiiie HaCTPOMKU, KOTOPbLIV COAEPKUT
JAaHHble KOHOUIypaLmMmM KaK BCel CUCTEMBI B LLeIOM, TaK U onpeaefieHHOro nopTa
YCTPOMCTBA.

lpomokon TFTP

Protocol)

(Trivial File Transfer

MpoToKkon TFTP ncnonb3yetcs 4aa onepawmini 3anmucy u yteHus ¢aiinos. MNpotoKkon
OCHOBaH Ha TpaHCcNoOpTHOM npoTokose UDP.

YcTpoicTea noaaepXuBatoT 3arpysKy 1 nepeaady no JaHHOMy NPoToKoNy daiios
HacCTPOWMKKN 1 06pa3oB NPOrpammHoro obecneyeHms.

lpomokon SCP
(Secure Copy)

MpoToKkon SCP ncnonb3yeTtcs 414 onepaunin 3anucu u yteHma gpainos. MpoTtokon
OCHOBaH Ha ceTeBOM MpoToKoae SSH.

YCTpOoICTBa NOAAEPKMBAIOT 3arPy3Ky M Nepesady no AaHHOMY NpoTokoay dainnos
HaCcTPOWMKKN 1 06pa3oB NpPorpaMmHoro obecneyeHms.

YoaneHHbili
MOHUMOpPUH2
(RMON)

YpaaneHHblh MOHUTOPUHT (RMON) — cpeacTBO MOHUTOPUHIA KOMMbIOTEPHbIX CE-
Ten, pacwmpeHme SNMP. CoBmecTMMble YCTPOMCTBA NO3BOAAOT cobupaTb Ana-
FTHOCTMYECKNEe AaHHble C MOMOLbIO CTaHUUM ynpasaeHua cetbto. RMON — 3To0
CTaHgapTHaA 6asa MIB, B KOTOpoi onpegeneHbl TEKYLWAn U Npeaplaywas ctaTm-
CTMKa ypoBHA MAC 1 06beKTbl yNpaBieHUsn, NpeaoCcTaBAAoWLME AaHHbIE B peasib-
HOM BpeMeHMW.

lpomokon SNMP

Mpotokoa SNMP ncnonb3yetca o158 MOHUTOPUHIA U YNPaBaeHUA CETEBbIM YCTPOW-
ctBOM. [InfA ynpaBneHua AOCTYNOM K cUCTeMe onpeaensaeTcsa CNMCOK 3anucei co-
obLecTBa, Kaxaan U3 KOTOPbIX COAEPKUT NPUBMAETMM JOCTYNA.

Unmepdpeiic

KOoMaHOHOUi cmpoKu

YnpasneHne kKommytatopamum nocpeactsom CLI ocyliecTBnaeTcs NOKaAbHO Yepes
nocnegoBaTenbHbIM nopT RS-232, nnbo yaaneHHo yepes telnet, ssh. UHTepdelic
KOMaHAHOW CTPOKK KoHconu (CLI) sBnAaeTca NpoMbIWAEHHbIM CTaHAAPTOM. UH-

Time Protocol)

(cLi) TepnpeTtaTop CLI npegocTaBnseT CNMCOK KOMaHA, U KAOYEBbIX C/I0B A1 MOMOLM
Mo/Ib30BaTE/HO U COKpaLLLEHMIO 06bema BBOAUMBIX AAHHbIX.
syslo Syslog — npoTokon, obecneunBatoLmii Nnepeaady coobLLEHMIA O MPOUCXOAALLUX B
ysiog cucTeme CobbITUAX, a TaKKe yBeJomMAeHnin 06 owmnbKax yaaneHHbIM cepeepam.
SNTP MpoTtokon SNTP — NpPOTOKON CMHXPOHM3ALMM BPEeMEHU CEeTU, rapaHTUpyeT ToY-
(Simple Network HOCTb CMHXPOHW3aLMN BPEMEHWN CETEBOrO YCTPOMCTBA C CEPBEPOM A0 MUIMCE-

KYHZbI.

Traceroute — cay»ebHasa GyHKUMA, NpegHasHaYeHHan 4/1A onpeaeneHus maplu-

ypoeHu npusunezuii

Traceroute
pyTOB Nepefayvun AaHHbIX B IP-ceTax.
YnpaeneHue A .
MWHWUCTPATOP MOXKET ONpeaennTb YPOBHU NPUBUAETUIA A0CTYNA ANA NO/b30Ba-
KOHMpoaupyembsim A . P . P PeA yp P Aocryna 4 N
Tenen yCTpomCcTBa U XapaKTEPUCTUKM A1 KAXKAO0r0 YPOBHA NpuBMAEruii (TONbKO
docmynom —

AN5 YTeHns — 1 ypoBeHb, NOAHbIN f4ocTyn — 15 ypoBeHb).
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KommyTaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyNa K Kaxaomy uHtepdeincy
ynpasneHuns (SNMP, CLI). 3anpeT moxeT 6bITb yCTaHOB/IEH OTAE/IbHO ANA KaXKA0ro

baokuposka
» TMna gocTyna:
UHMe, euca .
pd Telnet (CLI over Telnet Session)
ynpaeneHua Secure Shell (CLI over SSH)
SNMP
JlokanbHasa [na nokanbHOM ayTeHTUdMKaLMM NOALEPKMBAETCA XpPaHEHWe naposei B 6ase
aymeHmudguKayus AaHHbIX KOMMyTaTOpA.

duaempayus IP-

Joctyn no SNMP paspeluaetca gnsa onpeaeneHHbix IP-aapecos, ABAAKOLWMXCA Ye-

adpecoes dna SNMP Hamu SNMP-coobecTsa.

MpoTtokon RADIUS ucnonb3yetca gns ayTeHTMOUKAUMM, aBTOPU3aALMKN U y4deTa.

Cepsep RADIUS mcnonb3yeTt 6a3y AaHHbIX NOAb30BaTenei, KOTopaa COOEPXKUT
Knuexm RADIUS pBep Y VA pan codep

JaHHble NPOBEPKU NOANMHHOCTU ANA Kax[0ro nosnb3osatena. KommyrtaTopbl co-

LepKaT KAMEHTCKYIo YacTb npoTokona RADIUS.

YCTPOMCTBO NpeaocTaBAseT NoALEeP!KKY NPOBEPKU NOAMHHOCTU KIMEHTOB MO-
TACACS+ cpeacTBom npotokona TACACS+. MpoTtokon TACACS+ obecneymsaeT LLeHTpaamn3o-
(Terminal Access BaHHYlO cucTeMy 6€30NacHOCTM A1 NPOBEPKMU NOMb30BaTe/IEN, MOYHAOLNX [0-
Controller Access CTYN K YCTPOWCTBY, @ TaKXKe LLEeHTPaIM30BaHHYO CUCTEMY YNPaBAEHUA NpU cobAto-
Control System) AeHun cosmectumoctn ¢ RADIUS n apyrumun npoueccamun NpoBepkn NOASMHHO-

cTu.

®yHKuMa cepsepa SSH no3sonsieT KAMeHTy SSH ycTaHOBUTb C YCTPOMCTBOM 3alLu-
Cepeep SSH YHKL, psep Y Y ycTp u,

LLleHHOoe coeauHeHue ANA YNPaBAeHUa UM.

aHHasA HKUMA NpefocTaB/iaeT BO3MOMKHOCTb CO343BaTb MAKPOKOMaHAbI,

Moddepika feACTaBi)Zm:Me co’;oAﬁ Habop KomaHpg, v n VIMeHﬂT': ux Aana Kozcbmr afmm
MOAKPOKOMAHO P P ’ P vP

yCTpOMCTBa.

2.2.8 /[lononHumenobHble pyHKYyUU

B Tabimue 8 npueeaeHbl 4ONOAHUTENbHbIE GYHKLMKN YCTPOMCTBA.

Tabnuua 8 — JononHutenbHble GyHKLMM YCTPOICTBA

BupmyansHoe CeTeBOIM KOMMYTaATOP MMeEEeT B CBOEM COCTaBe NPOrpamMmHbIe M annapaTHbie cpea-
mecmuposaHue CTBa, NO3BONAIOLLME BbINOAHATE GYHKUMKN BUPTYabHOro Tectepa Kabena — VCT.
Kabens (VCT) TecTep No3BoAAET ONpeaeUTb COCTOSHUE MeAHOro Kabens ceasu.
TPOWMCTBO N fAeT TecTm Tb ONTUYECKUI TpaHcuBep. Mpu Tectn HUN

JuazHocmuka YcTponcTBo No3BonAeT TecTMpoBaTb O ec paHcusep. MNpwu TectTuposa

OTC/NEXMBAIOTCA TaKME NapameTpbl, KaK TOK U HanpsaXXeHne NUTaHUA, TemnepaTtypa
onmu4yecKoeco o

TpaHcuBepa. Oaa peanusaumn TpebyeTca noaaepka 3Tmx OyHKLMIA B TPaHCK-
mpaHcusepa

Bepe.

Green Ethernet

[aHHbIA MexaHW3M MO3BONSAET KOMMYTAaTOPY CHU3UTL 3HepronoTpebneHune 3a
CYET OTK/IIOYEHNA HEAKTUBHbIX 3/IEKTPUYECKUX NMOPTOB.

Coomeemcmeue
cmaHdapmy M3K
61850

KommyTaTop 0b6nagaeT Bcemu HEOBXOAUMBIMU XapaKTepPUCTUKaMK ana paboTbl €
npotokonamu MMS, GOOSE, SV:
e Manas BennumnHa 3agepKkn GOOSE-coobueHns npu nepegaye
e  YmeHue pacnosHaBatb Ethertype GOOSE-coobuieHun
e  YmeHue paboTaTb C TEFTOM BUPTyanbHOM ceTn 1 Terom npuopwuteTta IEEE
802.1Q GOOSE-coobuieHusn
e [loppep:kka nepegayn multicast-coobuieHnii 1 BO3MOXKHOCTb paboTbl C
onpeaeneHHbim ctaHgapTom M3K 61850 grManasoHom rpynn BewaHmA.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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2.3 OcCHOBHbIe TeXHUYECKUe XapaKTepPUCTUKU

OCHOBHble TEXHMYECKME NAapaMeTPbl KOMMYTaTOPOB NpMUBEAEHbI B Tabauue 9.

Ta6nmu,a 9 — OCHOBHbIe TeEXHMYECKue XapPaKTeEPUCTUKN

O6wme napameTpbl

NHTepdeichl

MES5324

1x10/100/1000BASE-T (OOB)
1x10/100/1000BASE-T (Management)
24x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x40GBASE-SR4/LR4 (QSFP+)
1xKoHconbHbIl nopT RS-232 (RJ-45)

MES3324F

1x10/100/1000BASE-T (OOB)
20x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)

MES3324

1x10/100/1000BASE-T (OOB)

20x10/100/1000BASE-T

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopt RS-232 (RJ-45)

MES3316F

1x10/100/1000BASE-T (OOB)
12x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopt RS-232 (RJ-45)

MES3308F

1x10/100/1000BASE-T (OOB)
4x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopT RS-232 (RJ-45)

MES2324
MES2324B

24x10/100/1000BASE-T (RJ-45)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)

MES2324P
MES2324P ACW

24x10/100/1000BASE-T (RJ-45) PoE/PoE+
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIn nopT RS-232 (RJ-45)

MES2324FB
MES2324F

20x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopT RS-232 (RJ-45)

MES2348B
MES3348

48x10/100/1000BASE-T (RJ-45)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)

MES2348P

48x10/100/1000BASE-T (PoE/PoE+)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIN nopt RS-232 (RJ-45)
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48x1000BASE-X/100BASE-FX (SFP)

MES3348F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)
10x10/100/1000BASE-T (RJ-45)

MES2308 2x1000BASE-X (SFP)
1xKoHconbHbIn nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+)
2x10/100/1000BASE-T (RJ-45)

MES2308P 2x1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES2308R 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3508P 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopt RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES3508 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3510P 4x100BASE-FX/1000BASE-X (SFP)
1xKoHconbHbIn nopT RS-232 (RJ-45)
24x10/100/1000BASE-T (RJ-45)

MES2328] 4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)
1xUSB 2.0
ontuyeckune nHrepdeicol 1/10/40 rémt/c

MES5324 ”
3neKTpuyeckue nHtepdeiicol 10/100/1000 M6ut/c

MES3324F

MES3324

MES3316F

MES3308F

MES2324

MES2324P

MES2324P ACW ontuyeckune nHrepdeicol 1/10 réut/c

MES2348B aneKkTpuyeckne nHTepdeicsl 10/100/1000 M6buTt/c

MES2348P

CKOpOCTb nepeaayvu MES3348
AaHHbIX MES3348F

MES2324B

MES2324FB

MES2324F

MES2308R

E

MES3508P ontuyeckune nHrepdeicsl 100/1000 M6uT/c

MES3508 aneKTpunyeckue nHtepdericsl 10/100/1000 M6uT/c

MES3510P P P

MES2328lI

MES2308P onTuyeckune nHtepdeicol 1 rémr/c

MES2308 aneKTpuyeckue nHtepdericsl 10/100/1000 M6éuT/c

MES5324 800 réut/c

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES3324
MES3324F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F

128 réut/c

MES2348B
MES2348P
MES3348

MES3348F

176 Iéut/c
MponyckHan
CrnocobHoCTb

MES3316F 112 réwmt/c

MES2328l| 56 I6ut/c

MES3308F 96 I6ut/c

MES2308R
MES3508P 20 Fbut/c
MES3508

MES2308
MES2308P 24 T6ut/c
MES3510P

MES5324 512,8 MPPS

MES3324

MES3324F 95 MPPS

MES2324
MES2324B
MES2324FB
MES2324F

92,1 MPPS

MES2324P

MES2324P ACW 93,1 MPPS

MES2348B

MpounssoanTens- MES2348P
HOCTb Ha NakeTax MES3348
NAVHOM 64 Baiital MES3348F

130,9 MPPS

MES2308R 14,7 MPPS

MES3508P

MES3508 14 MPPS

MES3510P 17,8 MPPS

MES2328lI 41,6 MPPS

MES2308

MES2308P 17,7 MPPS

MES3316F 83 MPPS

MES3308F 71 MPPS

! 3HayeHuna YKa3aHbl Ana O,CI,HOCTOpOHHeVI nepeaayun
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Ob6bem
6ydepHoi
namaTu

MES5324

4 Mb

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328lI

1,5 Mb

MES2348B
MES2348P
MES3348

MES3348F

3 Mb

O6bem O3Y (DDR3)

MES5324

4TB

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328lI

512 Mb

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324

29



HELTEX

MES5324 276

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
Ob6bem M3y (RAW MES2324F
NAND) MES2348B 512 MB
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328|

MES5324 65536

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
Ta6nmu,a MAC- MES2324F
aApecos MES2348B 16384
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328lI
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Konnuectso ARP-
3anuceit!

MES5324

7748

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4023

MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

820

Noppepxka VLAN

cornacHo 802.1Q go 4094 aktmnsHbix VLAN

Konunuectso rpynn
L2 Multicast (IGMP
snooping)

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4091

MES2348B
MES2348P
MES2324P
MES2324P ACW
MES2324
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

2047

! na kaxporo xocta B ARP-TabauLe co3aaetca 3anuch 8 Tabavue mapLipyTmsauum
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MES5324 1982 (ingress/egress)

MES3324F
MES3324

MES3316F
MES3308F
MES3348 3006 (ingress/egress)
MES3348F
MES3508P
MES3508

MES3510P

Konunyectso npasun

sQinQ MES2324

MES2324pP
MES2324P ACW
MES2348B
MES2348P
MES23248B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

958 (ingress/egress)

MES5324 1982

MES3324F
MES3324

MES3316F
MES3308F
MES3348 3006
MES3348F
MES3508P
MES3508

MES3510P

Konnyectso npasun

ACL MES2324

MES2324P
MES2324P ACW
MES23248B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

958
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Konunuectso ACL

MES5324

2048

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3072

MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

1024

Konnyectso npasun ACL B

oaHom ACL

256

Konunuectso
mapupyTos L3
Unicast?!

MES5324

7744 1pva
1942 IPv6

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

12864 IPv4
3222 IPv6

MES2324
MES2324P
MES2324P ACW
MES2324B
MES2348B
MES2348P
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

816 IPv4
210 IPv6

1 MapuwpyTsl IPv4/IPv6 Unicast/Multicast ncnonb3ytoT obuime annapaTtHble pecypcbl

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES5324

MES3324F
MES3324

MES3316F
MES3308F 3876 IPv4
MES3348 1006 IPv6
MES3348F
MES3508P
MES3508

Konunyectso MES3510pP

MapupyTos L3 MES2348B
Multicast (IGMP MES2348P
Proxy, PIM)* MES2324P
MES2324P ACW
MES2324
MES23248B 412 IPv4
MES2324FB 103 IPv6
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

Konnuvectso VRRP-mapwpyTmnsatopos 255

MES5324 64

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508

MES3510P
MaKcMManbHbIN MES2324

pasmep ECMP-prﬂl'I MES2324P 8
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

Konunuectso VRF 16 (BkAtoyan VRF no ymonyaHuto)

1 Mapuwpytsl IPv4/IPv6 Unicast/Multicast ncnonb3ytoT obuime annapaTtHble pecypcsbl
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Konnyectso L3-
nHTepdeicos

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

2048

MES2324
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328l|

130

KosnuecTso BMpTyanbHbix Loopback-

nHTepdeicos

64

Konnuyectso ak3emnaapos npoueccos OSPF

20

Konunuectso OSPF-coceacTts

64

Konunuectso BGP-coceacts

32

Arperaumsa KaHanos (LAG)

48 rpynn, 8o 8 NOpTOB B KaxKAo0M

Konnuyectso aksemnaapos MSTP 64
Konnyectso aksemnnapos PVST 63
Konnuectso DHCP pool 32

KauecTBo ob6cnyxuBaHma QoS

npuMopuTnsauma Tpadmka, 8 ypoBHeM
8 BbIXOAHbIX o4epeseli ¢ pasHbIMU NPUOPUTETAMMU AR KaXKL0ro
nopTa

Ceepxa/iMHHbIE Kaapbl (jumbo frames)

MaKCMMasbHbIM pasmep naketos 10240 6anT

CreknpoBaHue

0o 8 yctpoiicte (kpome MES3508, MES3508P n MES3510P)

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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CooTBeTcTBME CTaHAApPTam

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2308P,
MES2324P, MES2324P ACW, MES2348P, MES3508P u

MES3510P)
M3K 61850
YnpasneHue
JlokanbHoOe ynpasneHune Console

YpaaneHHoe ynpasaeHue

SNMP, Telnet, SSH, web

du3nueckmne xapaKkTepUCTUKM U YCI0BUA OKpYIKatoLel cpeapbl

MCTOYHMKM NUTaHNA

MES5324
MES3324F ceTb nepemeHHoro Toka: 100—-240 B, 50-60 Iy,
MES3348 CeTb NOCTOAHHOIO TOKa: 36—72 B
MES3348F BapuaHTbl NUTaHUA:
MES3324 - OAVH UCTOYHUK NUTAHUA NOCTOAHHOIO UM NEePEMEHHOr0 TOKa;
MES3316F - ABa UCTOYHMKA NUTAHUA NOCTOAHHOIO UM NepeMEeHHOro ToKa
MES3308F C BO3MOMXHOCTbIO FopsAYei 3aMeHbl
MES2328lI
MES2324 AC
MES2308 ceTb NnepemeHHoro Toka: 110-250 B, 50-60 I'y,
MES2308R
MES2308P AC
MES2324P AC ceTb nepemeHHoro Toka: 170-264 B, 50-60 Iy,
MES2324P ACW ceTb nepemeHHoro Toka: 100—240 B, 50-60 Iy,
ceTb nepemeHHoro Toka: 100240 B, 50-60 I'y,
CceTb NOCTOAHHOrO TOoKa: 36—72 B
MES2348P BapuaHTbl NUTaHUA:
- O4VH UCTOYHUK NUTaHMA NOCTOAHHOIO AN NePeMEHHOro TOKa;
- ABa UCTOYHMKA NUTaHUA NOCTOAHHOIO WM NepemMeHHOro ToKa
C BO3MOXHOCTbIO FopAYei 3aMeHbl
MES3508P CEeTb NOCTOAHHOIO TOKa: C BKAKOYEeHHOM PpyHKLmel PoE:
MES3510P 45-57 B; c oTKAtoueHHoM ¢yHKLUmel PoE: 20-57 B
MES3508 CeTb NOCTOAHHOTrO TOKa: 20-75 B
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ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
CBMHLLOBO-KUC/IOTHbIN akKymynsaTop: 12 B
XapaKTepUCTUKM 3apAAHOIo YyCTPOMNCTBA:
- TOK 3apaja:
2,7+0.2 A — MES2324FB 1 MES2348B,;
MES2324B 1.610.1 A — MES23248B.
MES2324FB - HanpAXeHue cpabaTbiBaHWA pacuennTens Harpyskm — 10—
MES2348B 10,5 B;
- MOPOroBoOe HanpsAKeHWe MHAMKAUUKM HU3Koro 3apaga — 11 B
V CeueHue nposoaa ana nogkniovenna AKb He meHee
1,5 mm. Ona MES2324B pekomeHayeTtcs
ucnonb3oBatb AKB éMmKocTblo He meHee 12 Ah, ana
MES2324FB n MES2348B — He meHee 20 Ah.
MES2324F DC
MES2324 DC
MES2324P DC CeTb NOCTOAHHOrO TOKa: 36—72 B
MES2308P DC
MES5324 He 6onee 107 Bt
MES3324F He 6onee 45 Bt
MES2324 He 6onee 25 BT
MES3308F He 6onee 27 Bt
MES3324
MES3316F He 6onee 35 Bt
MES2324F He 6onee 39 Bt
MES2324B He 6onee 50 BT
MES2324FB He 6onee 85 BT
MES3348 He 6onee 43 Bt
MES3348F
MoTpebnsemas MES2348B He 6onee 89 BT
MOLLHOCTb
MES2348P He 6onee 1600 BT
MES2308
MES2308R He 6onee 14 Bt
MES3508 He 6onee 15 Bt
MES2308P AC He 6onee 275 BT
MES2308P DC He 6onee 280 BT
MES2324P AC
MES2324P ACW He 6onee 445 BT
MES2324P DC He 6onee 455 BT
MES3508P
MES3510P He 6onee 260 BT
MES2328lI He 6onee 33 Bt
MoTpe6nsemasn MES2324B He 6onee 26 BT
MOLLHOCTb 6€e3 yyeTa MES2324FB
3apaga AKB MES2348B He 6onee 45 Bt

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES2324P
MES2324P ACW 380 Br
MES2348P 1450 Bt
BlogKeT MoLHOCTH
PoE MES3508P 240 BT (gns npunoxkeHuii 802.3at pekomeHagyemoe
MES3510P HanpsAkeHue nutaHua 54-56 B DC)
MES2308P 240 Bt
MES5324 107 Bt
MES3324F 45 Bt
MES2324 25 Bt
MES3308F 17 Bt
MES3324
MES3316F 35 BT
MES2324F 39 Bt
MES2324B 28 BT
MES2324FB 50 Bt
MES3348 43 Bt
MES3348F 89 Bt
TennosblaeneHune MES23488 54 Bt
MES2348P 150 Bt
MES2308
MES2308R 14 Br
MES3508 15BT
MES2308P AC 35 BT
MES2308P DC 40 BT
MES2324P AC
MES2324P ACW 65 Br
MES2324P DC 75 Bt
MES3508P
MES3510P 20 B1
MES2328lI 33 Bt
MES2308R ecTb
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AnnapaTtHaa
noaaepka Dying
Gasp

MES5324
MES3324
MES3316F
MES3308F
MES3324F
MES3348
MES3348F
MES3508P
MES3508
MES3510P
MES2324
MES2324B
MES2324FB
MES2324F
MES2324pP
MES2324P ACW
MES2348B
MES2348P
MES2308
MES2308P
MES2328l|

HeT

MHTepBan pabounx
TemnepaTyp

MES5324

ot 0 go +45 °C

MES2308
MES2308P DC

oT-20 po +45 °C

MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2308P AC
MES2308R
MES2348B

ot -20 po +50 °C

MES2348P

o1 -10 go +50 °C

MES2324F
MES2324FB

oT-20 no +65 °C

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F

oT-10 go +45 °C

MES3508P
MES3508
MES3510P

o1 -40 po +70 °C

MES2328lI

ot -40 po +60 °C

MHTepsan TemnepaTypbl XpaHeHMs

MHTepBaa TemnepaTtypbl XpaHeHuns oT -50 ao +70 °C (o1 -50 °C
80 +85 °C ana MES3508, MES3508P n MES3510P)
/' MMepea nepBbiM BKAIOYEHUEM NOC/IE XPaHEHUA NP
V TemnepaTtype meHbLuein, yem -20 °C, uam npu 6onbLueii,
yem +50 °C, TpebyeTca Bblgep:KaTb KOMMYTaTOP NpU
KOMHATHOI TemnepaType He MeHee YeTbIPEX YacoB.
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OTHOCUTENbHAA BNIAXKHOCTb NPU

aKcnayataumm (6e3 obpasoBaHuA He 6onee 80 %

KOHAeHcaTa)

g:;gg:;’;g:gﬁ ::i’g::::’c:g’)' XpaHeHum o1 10 20 95 % (0T 5 40 95 % ana MES3508P)
MES5324 430 x 44 x 298 mm
mg:;;;jB 430 x 44 x 158 mm
MES2324P AC 440 x 44 x 203 mm
MES25240 ACW | 430 44304
MEDSAES | 135 4243
MES3324F
m:::i; 430 x 44 x 275 mm
MES3308F

Fa6apuTHble MES2348B 440 x 44 x 280 Mm

pa3mepbl (LU x B xT)
MES3348 440 x 44 x 316 mm
MES3348F 440 x 44 x 330 mm
MES2348P 440 x 44 x 490 mm
MESZI0B 310, 44 158
MES2308P 430 x 44 x 158 mm
mg:?gzp 85 x 152 x 115 mm
MES3510P 85x 175 x 115 mm
MES2328l| 430 x 44 x 305 mm
MES5324 3,95 kr
MiESz308R 145
MES2308P AC 2,55 kr

Macca MES2308P DC 2,35 Kkr
visze |22
MES2324P AC 3,16 kr
MES2324P ACW 4,52 kr
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MES2324P DC 4,02 kr
MES2308P AC 2,55 Kkr
MiEsas16e 3250
MES2324FB 3,55 kr
MES2348P 9,55 Kkr
MES3308F 3,15 kr
MES3324 3,25 kr
MES3324F 3,50 kr
MES3348 3,95 kr
MES3348F 4 xr
MES3508 1,36 Kr
MES3508P 1,40 kr
MES3510P 1,74 kr
CpokK cnyKbbl He meHee 15 net
V Tun NUTaHuKA yCTPOACTBa onpeaenseTcs npu 3akase.
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2.4 KOHCTPYKTUBHOE UCNONIHEHUE

B AaHHOM pa3sfene onmcaHo KOHCTPYKTMBHOE MCMONHeHWe ycTpoicTs. MpeacrasineHbl n3obpaskeHns
nepeaHen, saaHei (BepxHent ana MES3508, MES3508P, MES3510P) 1 60K0BbIx MaHeelt yCTPOMCTB, ONMncaHbI
pa3bembl, CBETOAMOAHbIE UHAMKATOPbI M OpraHbl yrpasaeHus.

Ethernet-kommyTaTopbl MES23xx, MES33xx, MES5324 BbiNo/HEHbI B METaNIMYECKOM KOpnyce ¢ BO3-
MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

Ethernet-kommyTaTopbl cepun MES35xX BbINOJHEHbI B META/I/IMYECKOM KOPMyce A1s KPenneHus Ha
DIN-peitky.

2.4.1 BHewHuli sud u onucaHue nepedHeli naHenu ycmpoiicmea

BHewHM BMA, nepegHein naHenu yctponcte MES23xx, MES33xx, MES35xx n MES5324 nokasaH Ha
pucyHKax 1-24.

g

[
) P
1 Mt
Giren ==

"’ =

1 2 34

PucyHok 1 — MepeaHas naHenb MES5324

B Ta6nmu,e 10 npmeengeH nepevyeHb pa3bemMoB, CBETOANOAHbIX MHONKATOPOB U OpPraHOB ynpas/eHUA,
PaCnNoO/0XKEHHbIX Ha ﬂepEAHeVI naHenn KoMmmMmyTaTopa.

Tabanuya 10 — OnucaHme pasbeMoB, MHANKATOPOB M OPraHOB ynpaBaeHns nepegHel naHenm MES5324

No dnemeHT nepepHen Onmcanme
naHenu
Unit ID NHANKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKATOp NUTaHMA YCTPOMCTBA.
1 Master MHAanKaTop peskmma paboTsl yCTpoiicTBa (Beaylumit/segombii).
Fan NHauKaTop paboTbl BEHTUAATOPOB.
RPS NHAMKATOp pe3epBHOro 3/1eKTPONUTAHMA.
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Console

KOHCONbHbIM NOPT ANA NOKANBbHOTO YNpPaBAeHUA YCTPOUCTBOM.
PacnuHoBKa pasbema cnegytowias:

He ncnonb3yeTcs

He ncnonb3yeTtcs

RX

GND

GND

X

He ucnonb3syetca

He ncnonb3yeTcs

He ncnonb3yeTtcs

Pacnalika KoHconbHOro Kabensa npuseaeHa B pasgene «lMpunoxeHue b.
KOHCO/IbHbIV Kabenby.

O oOoNOOULD WNPR

usB

USB-nopr.

00B

MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ans yaaneHHoro ynpas-
JIeHUA YCTPOMCTBOM.

Ynpas/ieHne OCyLLECTBAETCA MO CETH, Pa3Ae/IbHO C KaHANOM nepeaaqm
[aHHbIX.

Mgmt

MopT 10/100/1000BASE-T (RJ-45) ans yaaneHHOro ynpasieHna ycTpo-
CTBOM. YNpaB/iieHWNe OCYLLEeCTBAAETCA N0 CETU Nepesayn AaHHbIX.

dyHKUMOHANbHAsA KHOMKa A/19 nepesarpysKku ycTponcTea 1 cbpoca K 3a-
BOACKMM HaCTpOMKam:

- NPV Ha¥KaTUM Ha KHOMKY A/IMTENbHOCTbIO MeHee 10 ¢ NnpoucxoamT ne-
pe3arpyska ycTpoWncTBa;

-NPU HaXKaTUW Ha KHOMKY AauTenbHocTbto 6onee 10 ¢ npoucxogut
cHbpocC HACcTPOEK YCTPOWCTBA A0 3aBOACKOM KOHUrypaunm.

[1-24]

Cnotbl gna yctaHoBKM TpaHcueepos 10G SFP+/1G SFP.

XLG1, XLG2
XLG3, XLG4

Cnotbl XLG1-XLG4 ana yctaHoBKKU TpaHcueepos 40G QSFP+.

()
0

©
°

,[-oooo-‘.
JGeleTele Dl

900000800,

PucyHok 3 — lMNepepHaa naHenb MES3324
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PucyHok 4 — lMepeaHaa naHenb MES3316F
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1 3 24 5 6 7

PucyHok 5 — lMepeaHaa naHenb MES3308F
B Tabanue 11 npmBeneH nepevyeHb PasbeMOoB, CBETOANOAHbBIX MHAMKATOPOB M OPraHOB yrnpaB/eHus,
pPacnonoXeHHbIX Ha nepegHen naHenn kommytatopos MES3308F, MES3316F, MES3324, MES3324F.

Tabnnua 11 — OnucaHWe pa3bemMoB, MHAMKATOPOB M OPraHOB ynpaBneHus nepeaHen naHenn MES3308F,
MES3316F, MES3324, MES3324F

UnitID MHAWKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAMKATOp NUTaHMA YCTPOMCTBA.
1 Master MHAMKaTop pexxrnma paboTbl yCTpoicTea (BeayLwmii/Beaomblit).
Fan NHauMKaTop paboTbl BEHTUAATOPOB.
RPS MHAMKaTOp pe3epBHOro a1eKTPONUTaHuA.
2 Console KOHCONbHbIV NOPT ANA NOKANBbHOMO YNPaBAEHUA YCTPONCTBOM.

MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpas-
NeHWA YCTPONCTBOM.

3 008 YnpaB/ieHWe OCyLLLeCTBAAETCA MO CETU, Pa3AeNbHO C KaHAaIOM nepeaayn
OaHHbIX.
dyHKLMOHaNbHAA KHOMKA ANs Nepes3arpysku ycTporcTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:
4 r - NPW HaXKaTuUM HA KHOMKY ANUTeNbHOCTbIO MeHee 10 ¢ npoucxoamT ne-
pesarpyska ycTpoWcTBa;
- NPW HaXaTUW Ha KHOMKY AAuTeNnbHOCTbio H6onee 10 ¢ mpoucxoaut
cbpoC HacTpoeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.
[1-24] CnoTbl ANA YyCTAaHOBKM TpaHcueepos 1GSFP.
5 [1-16] MopTbl 10/100/1000BASE-T (RJ-45).
[1-8]
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[11-12, 23-24]

6 [7-8, 15-16] Komb60-nopTbl: noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
[3-4, 7-8]
XG1, XG2

7 XG3, XG4 CnoTbl gnAa ycTaHoBKM TpaHcueepos 10GSFP+/1GSFP.

36-72VDC
-+

1]

g\\\
e
nn

Aelrex meszz

OOOOOOOOO(SDOOOOO%OOOQOO

PucyHok 9 — lMepeaHaa naHenb MES2324P DC

B Tabnnue 12 npuBedeH nepevyeHb PasbemoB, CBETOANOAHbIX UHAMKATOPOB M OPraHoOB ynpaBaeHus,
pacnonoXeHHbIX Ha NnepeaHel naHenn kommyTtatopos MES2324 AC, MES2324 DC, MES2324P AC, MES2324P
ACW, MES2324P DC.
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Tabnnua 12 — OnucaHMe pa3bemoB, MHAMKATOPOB M OpraHOB ynpasaeHua nepeaHein naHenu MES2324 AC,
MES2324 DC?, MES2324P AC, MES2324P ACW, MES2324P DC

Ne dnemeHT nepeaHen
PEA OnucaHue
naHenm
~110-250VAC max 2A Pasbem onsa NOAKNHOUEHUA K UCTOUHMKY 3N1EKTPONUTAHMA NEePEMEHHOr0
TOKa.
1
36-72 VDC Pasbem 414 NOAKNIOYEHNA K UCTOYHMKY 3N1EKTPONUTAHMA NOCTOAHHOIO
TOKa.
Unit ID NHAaMKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKATOp NUTaHMA YCTPOMCTBA.
2 Master NHauKaTop pexuma paboTbl ycTpolicTBa (Beayumii/seaombiit).
Status NHAMKATOP COCTOAHMA YCTPOICTBA.
Alarm NHankaTop asapuu.
3 Console KoHCO/bHbIV NOPT ANA NOKANBHOTO YNPaBAEHUA YCTPONCTBOM.
PyHKLMOHaNbHAA KHOMKA ANA nepe3arpysku ycTpoincTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:
4 P - IPY HaXXaTUW Ha KHOMKY ANMTeNnbHOCTbIo meHee 10 ¢ npoucxoauT ne-
pe3arpyska ycTpoWcTBa;
- NPU HaXaTUW Ha KHOMKy AauTenbHocTblo 6onee 10 ¢ npoucxoaut
cHbpocC HACcTPOEK YCTPOWCTBA A0 3aBOACKOM KOHUrypauum.
5 [1-24] MopTbl 10/100/1000BASE-T (RJ-45).
6 Link/Speed CBeToBan MHAMKALMA COCTOAHUA ONTUHECKUX MHTepdeincoB.
XG1, XG2
7 XG3: XGa Cnotbl ana yctaHoBKM TpaHcnsepos 10GSFP+/1GSFP.

O -- o -
~ gt g g gl gt g gt g g} g g g gl g g !t g gl |

El £l z = £l = n £l B u £} = = 3 £l © a 2 » u a8 a O] -
!

g ([
123 4 5
PucyHok 10 — lNepeaHaa naHenb MES2348P

B Tabaunue 13 npuseneH nepevyeHb pasbemoB, CBETOANOLHbIX MHAMKATOPOB WU OPraHOB YNpaB/eHuUs,
pacnonoXeHHbIX Ha NnepeaHen naHenn kommyTtatopa MES2348P.

! KommyTatopsl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom O0B (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) gna yaaneHHOro ynpasaeHna yCTPOMCTBOM. YNpaBaeHMe OCyLLEeCTBAAETCA NO CeTU, pasaesbHo
C KaHaNoOM nepesayn AaHHbIX).
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Tabnunua 13 — OnucaHune pasbemoB, UHAMKATOPOB M OPraHoOB ynpaBaeHus nepeaHen naHenn MES2348P

Unit MNHAMKATOp HOMEpPa YCTPOMCTBA B CTEKE.
Status MHAMKaTOp COCTOAHUA YCTPOICTBA.
1 Master NHaMKaTop pexkuma paboTbl ycTpoiicTea (Beaylumii/Beaomblit).
PS1 MNHAMKaTop cocToAHNA NepBoro 6710Kka NUTaHUA.
PS2 MHAMKaTop cOCTOAHNA BTOPOro 6710Ka NUTaHMA.
dyHKLMOHaNbHAA KHOMKa AN1A nepes3arpy3ku ycTpoicTea u cbpoca K 3a-
BOACKMM HACTPOMKam:
) r - PV HaXKaTUM Ha KHOMKY A/INTeNbHOCTbIO meHee 10 ¢ nponcxoanT nepe-
3arpysKa yCTpoKncTBa;
- MPY HaXKaTUK HA KHOMKY AnuTenbHocTbio 6onee 10 c nponcxogunt cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHOUIypauum.
3 Console KOHCONbHbIV NOPT AN JIOKASIbHOFO YNPaBAEHMUA YCTPOUCTBOM.
4 [1-48] MopTbl 10/100/1000BASE-T (RJ-45).
XG1, XG2
5 ’ Cnotbl Ana yctaHoBKM TpaHcnsepos 10GSFP+/1GSFP.
XG3, XG4 ARy P P /

IL i

6 7 8

PucyHok 13 — lNMepeaHaa naHenb MES2324F DC
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PucyHok 14 — MNepegHaa naHens MES2348B

SHELTEX  MES23281 1 3 s ’ 5 1 13 15 1 15 21 23 25 27
1..24 - 10/100/1000BASE-T

unitld  consol
[l onsoe = (o o N =] =] = o [ P N ) == =0, O O ST OO 0] 5528 - 10/100/10008A86T
Porer(D OO or 100BASE-FX/1000BASE-X

Master ) O Q

2 % 27 28
358 il i it i ot o O i 5 e e
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PucyHok 15 — lMepeaHasa naHeno MES2328I

PucyHok 16 — lMepeaHasa naHenb MES3348

PucyHok 17 — MepeaHas naHenb MES3348F

B Tabanue 14 npuBeneH nepevyeHb PasbeMOB, CBETOANOAHbLIX MHAMKATOPOB M OPraHOB yrnpaB/eHus,
pPacnonoXeHHbIX Ha nepeaHel naHenn KommyTtatopos MES2324B, MES2324FB, MES2324F DC, MES2348B,

MES3348, MES3348F.

Tabnnua 14 — OnucaHWe pa3bemoB, MHAMKATOPOB M OpPraHoB ynpaBieHua nepeaHen naHenn MES2324B,
MES2324FB, MES2324F DC', MES2348B, MES3348, MES3348F

~110-250VAC, 60/50Hz Paszbem ana nogKNtoUYeHUA K UCTOYHUKY INEKTPOMUTAHUA NEepemMeH-

max 2A HOro TOKa.

! KommyTatopsl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom O0B (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) ana yaaneHHoOro yrnpasaeHms yCTPOMCTBOM. YNpaBieHne OCYLLECTBIAETCA MO CeTU, pasae/bHO
C KaHaNoM nepeaaun AaHHbIX).
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48 (45 ~ 57) VDC Pasbem AnAa NOAKNOYEHUA K UCTOYHMKY 31EKTPONUTaHMA NOCTOAH-
HOro TOKa.
2 12VDC max 3A Knemmbl gna NoAKNIO4EHUA aKKYMyNATOPHOW 6aTapen 12V.
Unit ID MNHAMKaTOp HOMepa YCTPOKCTBA B CTEKE.
Power NHAMKATOP NUTAHMA YCTPOMCTBA.
Master MHAmMKaTop pexknma paboTbl ycTpoiicTea (BegyLwmii/seaomblit).
3
Fan NHauKkaTop paboTbl BEHTUAATOPOB.
Battery NHauMKaTop cocToAHMA baTapeu.
RPS NHAnKaTop pe3epBHOro 3N1eKTPOoNUTaHuA.
Console KOHCONbHbIM NOPT ANA NOKANbHOO YyNpaB/eHUA YCTPOUCTBOM.
4
usB MopT USB (TonbKo ana MES2328I).
dDyHKLMOHaNbHAA KHOMKa A/1A nepes3arpysKku ycTpolcTea u cbpoca K
33aBOACKUM HaCTPOMKam:
5 P - PN Ha)KaTUKW Ha KHOMKY AJIMTeNbHOCTbIO MeHee 10 ¢ npoucxoaut
nepesarpyska ycTpoWucTBa;
- NPWU HaKaTUM HA KHOMKY AnuTenbHocTbio H6onee 10 ¢ npoucxoaut
cHpOC HAaCTPOEK YCTPOMCTBA A0 3aBOACKOM KOHPUrypauuu.
MES2324B MopTbl 10/100/1000BASE-T (RJ-45).
[1-24] MES2324FB
MES2324F CnoTbl 4NA yCTaHOBKKU TpaHcueepos 1G SFP.
[11-12,
23-24] MES2324FB Kom60o-noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
6 -
[25-28] MES2328]| Komb6o-nopTbl 10/100/1000BASE-T/1000BASE-X/100BASE-FX
MES2348B
) MES3348 Moptbl 10/100/1000BASE-T (RJ-45).
[1-48]
MES3348F CnoTbl 4Na yCTaHOBKKU TpaHcueepos 1G SFP.
7 Link/Speed CBeToOBasA MHAMKALMA COCTOAHWUA ONTUYECKMX NHTEPdENCOB.
8 ;((g;: igi CnoTbl AN ycTaHoBKM TpaHcueepos 10GSFP+/1GSFP.

PucyHok 18 — lMepeaHasa naHenb MES2308

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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PucyHok 19 — lMepegHaa naHenb MES2308P AC
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PucyHok 21 — MepeaHasa naHenb MES2308R

B Ttabnuue 15 npueeaeH nepevyeHb pa3bemoB, CBETOAMOAHbLIX MHOMKATOPOB W OPraHOB YMpaB/ieHus,
pPacnonoXeHHbIX Ha NepegHei NnaHenn kommyTtatopos MES2308, MES2308P AC, MES2308P DC, MES2308R.

Tabnnua 15 — OnucaHMe pa3bemMoB, MHAWMKATOPOB M OpraHoB ynpaBneHua nepegHelr naHenn MES2308,
MES2308P AC, MES2308P DC, MES2308R

dnemeHT nepeaHen
Ne PeA OnucaHue
naHenu
1 Knemma 3azemneHunsa K .
& neMma A4 3a3eM1eHnA YCTPOMCTBa.
~110-250VAC, 60/50Hz Pasbem gna nogKknouYeHma K UCTOYHUKY INEKTPONUTAHUA NEPEeMEHHOrO
max 2A TOKa.
2
Pasbem AnA NoaKNIOYEHUA K UCTOUYHWUKY 3NEKTPONUTAaHMA NOCTOAHHOIO
36-72 VDC
TOKa.
Unit ID MNHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAWKaTOp NUTAHUA YCTPOMCTBA.
3 Master NHauKaTop pexxuma paboTbl ycTpoiicTea (BeayLumii/seaomoiit).
Status MNHAMKATOP COCTOAHMA YCTPOICTBA.
Alarm NHanKaTop aBapuu.
4 Console KOHCONbHbIV NOPT ANA NOKANBHOIO YNPaBAEHUA YCTPOMCTBOM.
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®YHKUMOHaIbHasA KHOMKa A/1A Nepes3arpy3Kku ycTpoicTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:

- MPW HA)KaTUKM Ha KHOMKY AJNTENbHOCTbIO MeHee 10 ¢ npoucxoaumT ne-
pe3arpysKa ycTpoicTBa;

- MPU HaXKaTUW Ha KHOMKY AnuTenbHocTblo 6onee 10 ¢ npoucxogut
cHbpoC HACTPOEK YCTPOMCTBA A0 3aBOACKOMN KOHUrypaLmu.

[1-10]

10 noptos 10/100/1000BASE-T (RJ-45).

Link/Speed

CBeTOBasA MHAMKALMA COCTOAHUA ONTUYECKMX NHTEPENCOB.

[11,12], [9, 10]

CnoTbl ANA yCTaHOBKM TpaHcmsepos 1G SFP.

. Aewrex
MES3508
1—
[ OPWRL [
Opwrz 3
Ovemp || ||
2 L 4
= -\1 m
Bl |5
l console I

PucyHok 22 — lNepeaHasa naHenb MES3508

B Tabnunuax 16, 17, 18 npueeaeH nepeyveHb pasbemos, CBETOAMOAHbIX MHAMKATOPOB M OPraHOB YNpaB/eHus,
pacnonoXeHHbIX Ha NnepeaHen naHenn kommyTtatopos MES3508, MES3510, MES3510P.

Tabnunua 16 — OnucaHune pasbeMoB, MHANKATOPOB M OPraHoOB ynpaBaeHus nepeaHen naHenan MES3508

" -
Ne dnemeHT nepeaHen Onmcanme
naHenm
1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).
2 9,10 Kom6o-noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 MNHAMKATOPbI MUTAHWUA YCTPOMCTBA.
3
Temp NHanKaTop TemnepaTypbl.
dPyHKUMOHaNbHan KHOMKA A/1A nepe3arpysKkun ycTpomncTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:
4 . - MPY HaXKaTUM Ha KHOMKY AAnTeNbHOCTbIo meHee 10 ¢ npoucxoauT ne-
pesarpyska ycTpoWncTBa;
- MpPX HaxaTUM Ha KHOMKY AnuTtenbHocTblo H6onee 10 ¢ npoucxogut
cbpoC HACTPOEK YCTPOIMCTBA A0 3aBOACKOM KOHPUTYpaLUW.
5 Console KOHCONbHbIM NOPT AN5 NOKANbHOTO YNPaBAEHUA YCTPOUCTBOM.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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PucyHok 23 — lMepeaHas naHenb MES3508P

Tabnunua 17 — OnucaHune pasbemoB, MHANKATOPOB M OPraHOB ynpaBaeHna nepeaHel naHenm MES3508P

1 [1-8] 8 noptos 10/100/1000BASE-T (RJ-45).

2 [1-8] CeeToBan nHAMKauma PoE.

3 9,10 Kom6o-nopTbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 MHAWKATOPbI MUTAHUA YCTPOMCTBA.

4 Alarm MHanKaTop aBapuu.
Temp MHanKaTop TemnepaTypsl.

dYHKUMOHabHAA KHOMKa AN1s Nepe3arpysku ycTpoicTea 1 cbpoca K 3a-
BOACKMM HacTpOliKam:
- NPY Ha¥KaTUKM Ha KHOMKY AAUTENbHOCTbIO meHee 10 ¢ npomcxoauT ne-

5 F .
pesarpyska yCTpoicTBa;
- NPY HaXkaTMM Ha KHOMKY AnutenbHocTbio 6onee 10 ¢ npoucxoaut
cbpoC HacTpOEeK YCTPOMCTBA 4,0 3aBOACKON KOHPUrypaumu.

6 Console KOHCO/IbHbIV NOPT AN1A NOKAbHOTO YNPaBAEHWUS YCTPOUCTBOM.
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Tabnmua 18 — OnuncaHue pasbemoB, MHANKATOPOB M OPraHOB yrpaBaeHus nepeaHen naHean MES3510P

Aewrex
1—
PoE -
1002
008 —2
L 70 Os
1 OPwWRL -
Qpwr2
© Alarm 4
O Temp -
3—
: 5
16

1.8 - 10/100/1000BASE-T PoE+
9..12 - 100BASE-FX / 1000BASE-X

PucyHok 24 — lMepeaHasa naHenb MES3510P

o 3 7
N NnemeHT nepeaHeun Onncanme
naHenm
1 [1-8] 8 noptos 10/100/1000BASE-T (RJ-45).
2 [1-8] CseToBanA MHAMKauUmMA PoE.
3 9,10,11,12 100/1000BASE-FX/1000BASE-X (SFP).
PWR1, PWR2 MHAMKaTOPbI MUTAHWUA YCTPOMCTBA.
4 Alarm MHanKaTop aBapuu.
Temp NHanKaTop TemnepaTtypbl.
dPyHKUMOHaNbHas KHOMKA A/1A Nepes3arpysku ycTpoicTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:
5 r - MPU HAXKaTUM Ha KHOMKY AJANTENbHOCTbIO MeHee 10 ¢ npoucxoaumT ne-
pe3arpysKa yCTpoIiCTBa;
- NPU HaXaTUW Ha KHOMKY AAuTesnbHocTbio 6onee 10 ¢ npoucxoguT
cbpOC HAaCTPOEK YCTPOMCTBA A0 3aBOACKOWM KOHOUIYypauuu.
6 Console KOHCO/IbHbIV NOPT AN1A NOKAbHOIO YNPaBAEHUS YCTPOMUCTBOM.

2.4.2 3a0HAA U 8epxHAA naHenu ycmpolicmea

BHewWwHM BMA 3aaHen naHenn kommyTtatopoB MES5324 npuBeaeH Ha pucyHKe 25.

1 O O O
®
H <,

PucyHok 25 — 3agHaa naHenb MES5324

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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B Tabnmue 19 npmBeaeH nepeyeHb PasbemoBs, PacnoOKeHHbIX Ha 3a4HeN NaHeAn KoMmmyTaTopa
MES5324.

Tabanua 19 — OnuncaHme pa3beMoB 3aAHEN NaHenn KommyTaTopa MES5324

Ne dnemeHT 3agHell naHenm OnucaHue
- -

1 Knemma 3azemnenHuna —= Knemma pgns 3asemneHuma yCTpomncTBa.

CbeMHble BEHTUNALMOHHbIE MOAY/IU C BO3MOXHOCTbIO ropsiyeit 3a-
2 CbeMHble BEHTUNATOPSI

MeHbI.
3 43VDC Pasbem gna noAKNOYEHUA K UCTOYHUKY 9/1EKTPONUTAHMA NOCTOAH-

HOro TOKa.

Pasbem ana NOAKAOYEHUA K UCTOYHUKY INEKTPOMUTAHUA nepe-
4 ~220 VAC 50 Hz max 1A ANA TIOA ¥ P P

MEHHOro TOKa.

BHewWwHW BUA 3a4HUX NaHenen KommyTtatopos cepun MES33xx npuBeneH Ha puUcyHKax 26—29.

1 88108l @ 8n8i0-EsD
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PucyHok 26 — 3agHaa naHenb MES3308F
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PucyHok 27 — 3agHaa naHenb MES3316F
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PucyHok 28 — 3agHaa naHenb MES3324F, MES3348F, MES3324
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PucyHok 29 — 3agHAaa naHenb MES3348

Tabnnua 20 — OnucaHMe pa3bemMoB 3a4HEN NaHen KommyTaTopoBs cepumn MES33xx

Ne dnemeHT 3agHel naHenu
—r -

1 Knemma 3asemnexHuna —= Knemma gns 3a3emneHus yCTponcTBa.

CbeMHble BEHTUNALMOHHbIE MOAYAN C BO3MOXHOCTbIO ropsayeit 3a-
2 CbeMHble BEHTUNATOPbI

MEHbI.
3 48VDC Pa3sbvem ANA NOAKNIYEHUA K UCTOYHUKY SNEKTPONUTAHNA MOCTOAH-

HOTrO TOKa.

Pazbem AN NOAKMOUYEHUA K UCTOYHUKY INEKTPOMNUTAHUA NEepPeEMEH-
4 ~220 VAC 50 Hz max 1A o TOKf: A y P P

BHewWwHMIN BMA 3aHEN NaHe M KomMmyTaTopos cepumn MES23xx npuBeaeH Ha pucyHKax 30-34.

O -]
2 ]
PucyHok 30 — 3agHaAa naHenb MES2324, MES2324B
® (]
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PucyHok 32 — 3agHAaa naHenbs MES2324P ACW

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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PucyHok 34 — 3agHaa naHenb MES2348B

Tabnmua 21 — OnuncaHue pasbemoB 3aaHel naHean kommyTtatopos MES2324F DC, MES2324FB, MES2348B

Ne dnemeHT 3agHel naHenm OnucaHue
—_— o
1 Knemma 3asemnerHna = Knemma gna 3asemneHma ycTpomncTea.
2 BeHTMnAaTOpHLI.
3 12VDC max 5A Knemmbl g5 NOAKNIOYEHMA aKKYMYNATOPHOM 6aTapen 12V.
4 ~110-250VAC, 60/50Hz Pasbem gnAa NOAKNOYEHUA K UCTOYHUKY 3NEKTPONUTAHUA NepemeH-
max 2A HOro TOKa.

BHewHW BUA 3agHeN naHenn KommyTtatopa MES2348P npusegeH Ha pucyHke 35.

_/_“ﬁ

]
So

2 3 3

PucyHok 35 — 3agHaa naHens MES2348P

B Tabnmue 22 npuBeAeH NepeyeHb PasbemoB, PacnoOKeEHHbIX Ha 3a4HeN NaHeAn KoMmmyTaTopa

MES2348P.

Tabnunua 22 — OnucaHne pa3bemoB 3aAHel NnaHenn KommyTtatopa MES2348P

Ne

dnemeHT 3agHei naHenm

OnucaHue

CbeMHble BEHTUAATOPbI

CbeMHble BEHTUNALNOHHbIE MOAY/IN C BO3SMOXHOCTbIO FOpH‘-IEﬁ 3a-
MeHbl.

—r
Knemma 3aszemneHua =

Knemma gna 3aszemneHua YCTpOVICTBa.

~100-240VAC, 60/50Hz
max 10A

Pasbem Ana NOAKAOYEHMA K UCTOUHWUKY 31EKTPOMUTAHUA NepemeH-
HOro TOKa.
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BHewWHMI BMA 3a4HEN NaHenn KommyTaTopos cepmumn MES2308x npuseaeH Ha pucyHKe 36.

OG0 esrex i g
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PucyHok 36 — 3agHasa naHens MES2308, MES2308P AC, MES2308P DC, MES2308R

BHewHW BUA 3agHen naHenn KommyTtatopa MES23281 npmBeneH Ha pucyHke 37.

J
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PucyHok 37 — 3agHaa naHenb MES2328l|

BHeWwHMN BMA, BepxHen naHenm kommytatopos MES3508, MES3508P n MES3510P npuBeaeH Ha
pucyHke 38.
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PucyHok 38 — BepxHaAa naHenb MES3508, MES3508P, MES3510P

Tabanua 23 — OnucaHme pasbeMoB BepxHel naHean kommyTtatopos MES3508, MES3508P, MES3510P

Ne dnemeHT 3agHei naHenu OnucaHue

—t o
1 Knemma 3azemnenua = Knemma gna 3asemneHuna ycTpomcTea.

48 (20~ 75) VDC (ana

) MES3508) Paszbembl Ana NOAKNOYEHUA K UCTOYHMKAM 3N1EKTPONUTAHUA NOCTO-
48 (45~ 57) VDC (ana AHHOrO TOKa.
MES3508P n MES3510P)

3 12VDC max 5A PeneiHbiN BbIxo4 aBapuinHOMN curHanmnsaumm: 1 A 24 V DC.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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2.4.3 bBoKosble naHenu ycmpolicmea
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PucyHok 39 — lMpasas 6bokoBasa naHenb Ethernet-kommyTtatopos
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PucyHok 40 — JleBasi 60KkoBas naHenb Ethernet-kommyTaTopos

Ha 60KOBbIX NMaHenax yCTponcTBa Pacrno/ioeHbl BEHTUNALMOHHbIE PELIeTKWU, KOTopble cayaT Ans
oTBOAa Tenna. He 3aKpbiBaiTe BEHTUNALMOHHbIE OTBEPCTMUA MOCTOPOHHUMMK MpeamMmeTaMmu. ITO MOKEeT
MPMBECTM K Neperpesy KOMMOHEHTOB YCTPOMCTBA M Bbi3BaTb HapylueHusa B ero paboTe. PekomeHaaumm no
YCTaHOBKE YCTPOICTBA Pacno/ioKeHbl B pasgene «YCTaHOBKa M NOAK/IIOUEHNE .

2.4.4 Ceemoeasn uHOUKayus

CoctosHue nHtepdeiicos Ethernet MHanumpyeTca aByma cBeToaAMOAHbIMU MHANKATOpamu, LINK/ACT
3e/1eHoro ugeta n SPEED aHTapHOro useta. PacnonoXeHne cBeTOANOA0B NOKA3aHO Ha pUCyHKax 41, 42, 43.

LINK/ACT SPEED
PucyHok 41 — BHewHM BuA pasbema ¢ QSFP+-TpaHcnsepamm

bo ]

HVA VA[
——h

4

LINK/ACT  SPEED

PucyHok 42 — BHelwHuit BuA pasbema SFP/SFP+
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LINK/ACT

SPEED

PucyHoK 43 — BHewHu Bua pasbema RJ-45

Tabnuua 24 — CeeToBas UHAMKaUMA cocToAaHmna XLG-nopToB

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeANHEHME HE YCTaHOBAEHO

lopuT nocToAHHO

lopuT nocToAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTu 40 Meut/c

FopnT nocToAHHO

Mwuranune

MaeT nepepaya faHHbIX

Tabanuya 25 — CeeToBas MHAMKAUMA COCTOAHNA XG-NOpPTOB

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeANHEHME He YCTaHOBAEHO

BbikntoueH

FopnT NnocToAHHO

YcTaHoOB/EHO coeAnHeHne Ha ckopocTu 1 Iéut/c

lopwuT nocTtoAHHO

[opuT nocTtoAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopocTtu 10 Feut/c

X

Mwuranune

MpoeT nepepava gaHHbIX

Tabnunua 26 — CBeToBas MHAMKaUMSA cocToAHUA Ethernet-noptos 10BASE-T

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeANHEHME He YCTAaHOBAEHO

BbikntoueH

FopuT NnocToAHHO

YCTaHOB/IEHO coeaMHeHUe Ha ckopoctn 10 Méut/c
nnamn 100 M6uTt/c

lopuT nocTtoAHHO

lopuT noctoAHHO

YcTaHOBNEHO coeauHeHWe Ha ckopoctn 1000
M6éut/c

X

Mwuranune

MpoeT nepegava gaHHbIX

NHaukaTop Unit ID (1-8) cny»KuT ana o603HauyeHUs Homepa YCTPOMCTBA B CTEKe.

CuctemHble nHamnkaTopbl (Power, Master, Fan, RPS) caysaT ans onpegeneHua cOCToAHUA paboTbl

y310B KOMMmyTaTopos cepmum MES53xx, MES33xx, MES23xx, MES35xx.

Tabnnuya 27 — CBeToBas MHAMKAUMSA CUCTEMHbIX MHONKATOPOB

MuTaHme BbIKJOYEHO

MWTaHWe BKAOYEHO, HOpMabHasn
paboTta ycTpolicTBa

BbikntoueH
CoctoaHue 3eneHsbli, roput
Power MCTOYHMKOB NOCTOAHHO
nuTaHMsa .
3eneHblit, mepuaeT

CamoTecTpoBaHue yCTPOCTBa Npu
crapTte (POST)

Ethernet-kommymamopsi ceputi MES23xx, MES33xx, MES35xx, MES5324
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OTcyTCTBME NEPBMUYHOIO NUTAaHMA OT
KpacHbIi, roput OCHOBHOFO UCTOYHMKA (NpW NUTaHWUU
NOCTOAHHO YCTPOICTBA OT pe3epBHOro
WUCTOYHUKA)
Mpu3sHak 3eneHbli, roput YCTPOMCTBO ABAAETCA «KMACTEPOMY B
I
Master BE, ero NOCTOAHHO CTeKe
yCTpOKcTBa Npu BbIK/THoueH YCTPOICTBO He ABNAETCA «MacTepoM»
paboTe B cTeke B CTEKe
3eneHsbli, roput
CocrosaHwne HOCTOAHHO Bce BeHTUNATOPbI UCMPaBHbI
Fan BEHTUATOPA ”
KpacHbiin, roput OTKa3 ogHoro nau bonee
oxJlaxaeHua
NOCTOAHHO BEHTU/IATOPOB
3eneHbli, roput .
HopmanbHasa paboTa ycTpoictsa
NOCTOAHHO
. OTKas ogHoro unaun bonee
KpacHbin, roput
BEHTUNATOPOB, Unun asapua PoE
NHamkaTop NOCTOAHHO (MES2348P)
Status COCTOAHUA —
ycTpolicTsa 3arpyska ycTtpoucrtea. He Ha3HayeH
. . IP-agpec HM Ha oaunH 13
KpacHbin-3eneHbin, .
MaraeT nHTepdeicos, MMbO B CTEKe He
obHapy:xeH mactep (MES2324,
MES2324FB, MES2324F DC)
. MoaknoyeH notpebutens PoE (roput
MHpukarop 3eneHbl, roput WMHOMKATOP, COOTBETCTBYHOLLMIA
PoE coctoAaHna PoE- NOCTOAHHO I'IO'FD;TV) P yioth
nopTtos
BbikntoueH MNoTpebutenn PoE He NoAKAOYEHDI
3eneHbli, roput Pe3epBHbIN UCTOYHUK NMOAK/IOYEH U
Pexkum paboTbl NOCTOAHHO paboTaeT HopmanbHO
RPS pe3epsBHOro KbacHbIi. roouT OTcyTCcTBME NEPBUYHOIO NMUTaHMA
NCTOYHMKA I'I(’;)CTOHHI-;O P pe3epBHOro UCTOYHUKA UK ero
nNUTaHMA HEWCNPaABHOCTb
BbIkntoueH Pe3epBHbIN UCTOYHUK HE MNOAKOYEH
3eneHbli, roput
HOCTOAHHO AKB nogKkntoyeHa, nnTaHne B Hopme
Batt " 3eneHblii, Muraet AKB 3apsarkaeTca
atter HAMKaTO Z —
(MESZ32)£/lB co:'ronHMﬂp KpacHbIn-3enéHbin, OcHOBHOE NUTaHMe oTK4YeHo, AKB
' . Muraet paspsrkaeTca
MES2324FB, AKKYMYNATOPHOM = =
MES23488) Gatapen KpacHbin, muraet Hu3knin yposeHb 3apaga AKb
BbikntoueH AKB oTKAo4YeHa
KpacHbIn, roput ABapus PTB (pacuenuTtensa Toka
NoCTOSIHHO 6artapenu)
3eneHbli, roput BNOK NUTaHMA yCTaHOB/IEH B C/OT,
NOCTOAHHO NUTAHWE BKOYEHO
MHAVKaTO BAOK NUTaHMA yCTaHOB/IEH B C/IOT, HO
PS1, PS2 A P . nUTaHuUe OTKAYEeHOo; 610K NUTaHUA
COCTOAHUA KpacHbiin, roput
(MES2348P) 6/10KOB MUTaHUS I'IOCTOFlHI—;O YCTaHOBJIEH B C/IOT, NUTaHMUe
BKJ/IIOYEHO, HO MMeeTCA
HEWCnpaBHOCTb
BbIkntoueH BAOK NUTaHMA He YyCTaHOB/EH B CNOT
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Alarm

KpacHbln—3enéHblii, Harpy3Ka PoE Bblwe HacTpomKK
Muraet usage-threshold
CeeTtoBan KputnyecKkas owmnbKa B pabote PoE,
WHAMKALMA KpacHbIi, roput npveeALwasn K oTkAo4eHuto PoE Ha
CUCTEMHBbIX NOCTOAHHO BCEX MOPTax IMBO OTKa3 04HOMO UK
WHAMKATOPOB 60s1ee BEHTUNATOPOB
Harpy3sKa POE HW»Ke HacTpOMKu
BbikntoueH
usage-threshold

2.5 KomnneKrt nocraBku

B 6a30BblIii KOMMNAEKT NOCTAaBKM BXO4AT:

Ethernet-kommyTaTop;

KomMnneKT Kpenerka B CTOMKY;

WHyp nutaHua EBpoBunka-C13, 1.8m (Tonbko ana MES2308, MES2308R, MES2308P AC,
MES2324 AC, MES2324B, MES2324P AC, MES2324P ACW, MES2324FB, MES2348B);

LWHyp nuTaHma MNBC 2x1.5, 2m (Tonbko ans mogenen MES2308P DC, MES2324 DC, MES23248B,
MES2324F DC, MES2324FB, MES2324P DC, MES2348B, MES3508, MES3508P, MES3510P);
Pasbem KabenbHon uactu 2EDGK-5.08-02P-14-00AH — 2 wrt. (Tonbko ana MES3508,
MES3508P, MES3510P);

Pasbem KabenbHoi uactu 2EDGK-5.08-03P-14-00AH — 1 wrt. (Tonbko ana MES3508,
MES3508P, MES3510P);

MamaTKa 0 AOKYMEHTAUMK;

CepTndunKaT COOTBETCTBUSA;

Macnopr.

Mo 3anpocy B KOMMNAEKT NOCTAaBKM OMUMOHANbHO MOTYT 6bITb BKNOYEHDI:

PykoBoacTBo no akcnayatauum Ha CD-gucke;

KoHco/bHbIM Kabesnb;

Moaynb nutaHua PM160-220/12 (ana MES23281 u cepuit MES33xx, MES5324) nan PM950-
220/56 (pna MES2348P);

LWHyp nuTaHua EBpoBunka-Cl3, 1.8m (B ciyyae KommieKkTaumMmM mogynem nutaHus PM160-
220/12 nan PM950-220/56);

Moaynb nuTaHua PM100-48/12 (ans MES2328| u cepuit MES33xx, MES5324) nan PM950-
48/56 (ana MES2348P);

LWHyp nuTaHua MBC 2x1.5, 2m (B cay4ae KOMNAeKTaLuMmn mogynem nutaHusa PM100-48/12);
SFP/SFP+/QSFP+-TpaHcuBepbl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B naHHOM pa3gene onucaHbl NpoLeaypbl YCTaHOBKU 060pyA0BaHUA B CTOMKY U NOAKAOYEHUA K NUTa-
foLen cetu.

3.1 KpenneHue KpOHLWTENHOB

B KOMNAEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLUTEMHbI 419 YCTAHOBKM B CTOMKY W BUHTbI A5 Kpenne-
HUA KPOHLUTEMHOB K KOpMycy ycTpoicTBa. A4 YyCTaHOBKM KPOHLUTEAHOB:

PucyHok 44 — KpenneHune KpOHLITENHOB

1. Tpw HanMyMmM TPAHCNOPTHOrO BUHTA YAA/IUTe ero nepes HayasloM YCTAaHOBKMU.

2. CoBmecTuTe YeTblpe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TaKUMMU Ke OTBEPCTUAMM Ha 6o-
KOBOW MaHenn ycTpoicTBea.

C NoMOLLLbI0 OTBEPTKU MPUKPENUTE KPOHLUTENH BUHTAMM K KOpPMyCy.

4. MMosTopuTe genctemA 1, 2 onA BTOPOro KPOHLUTEMHA.

w

3.2 YcTaHOBKa ycTpoiicTBa B CTOMKY (Kpome MES3508, MES3508P, MES3510P)

[N yCTaHOBKM YCTPOMCTBA B CTOMKY:

1. MpunoxKuTe yCTPOMCTBO K BEPTUKA/IbHBbIM HAaNPaBASIOWMM CTOMKMN.

2. CoBMecTUTE OTBEPCTUS KPOHLUTEMHOB C OTBEPCTMAMM Ha HANPaBAAIOLLMX CTOMKKU. cnonbayiiTe
OTBEpCTWA B HaMNpasAAOLWMX Ha OAHOM YPOBHE C 06eMX CTOPOH CTOMKM, AJ1A TOFO YTO6bI YCTPO-
CTBO pacno/iarasocb ropuU3oHTabHO.

3. C nomoLLbto OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTAMMU.
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PucyHok 45 — YcTaHOBKa YCTPOMCTBA B CTOMKY
Ha pucyHKke 46 npuBeaeH Npumep pasmelleHns kommytatopos MES5324 B cToitKe.

o MES-5324 N1 o
(] KabenbHblin opraHanaep (]
o MES-5324 N2 )
o KabenbHblii opraHansep o
o] MES-5324 N3 )
(] KabenbHbiih opraHanaep (]
o  MESB5324 N4 )
o KabGenbHeblii opraHansep (o]
o] MES-5324 N5 °
o KabenbHblli opraHaiisep o

PucyHoK 46 — PasmelueHne kommytatopos MES5324 B cToike

’ I He 3aKpbiBaiiTe BEHTUNALMOHHDbIE OTBEPCTUA, A TAKXKE BEHTUIATOPbI, PAacMo/IOXKeHHbIe Ha
3agHel naHenu, NOCTOPOHHMMU NpeaMeTamun Bo usbexkaHue neperpeBa KOMMNOHEHTOB
KOMMYyTaTOpa M HapylueHua ero paboTbl.
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3.3 YcraHoBKa ycTpoiicts MES3508, MES3508P, MES3510P Ha DIN-peiKy

YCTpOMUCTBO pasmell,aeTcs BepTUKANAbHO, TaK KaK 60KoBble NnaHenu obecneynsaloT Tennio-
e oTBOA,

[ns yctaHoBKK ycTpoiicTea Ha DIN-peliky:

1. HaKAOHWUTb KOPMYC YCTPOICTBA BEPXHEN YacTbio OT cebA U NPUNOKUTD KpenieHne Ha 3aaHel
naHenu K DIN-pelike TaK, 4Tobbl ee BEpXHAA KPOMKA OKa3alacb 3a MPOBOIOYHOM NPYKMHON.

2. HapaswuTb Ha KOpNyC YyCTPOACTBA CBEPXY.

3. He cHMMmana gaBneHuA, NPUKaTb HUMKHIOK YacTb Kopnyca ycTponcTea K DIN-peitke [0 3awenku-
BaHUA.

Ons pemoHTaxa ycrporictea ¢ DIN-peliku:

1. HapaBuTb Ha KOpMyC YCTPOMCTBA CBEPXY.
2. He cHMMaA faBneHua, NOTAHYTb HUMKHIOK YacTb KOMMYyTaTopa Ha cebs.
3. [MpunoaHAas Kopnyc, CHATb ycTpoiicTeo ¢ DIN-peliku.

3.4 YcTtaHOBKa moAynen NUTaHuA

KommyTaTop MOXeT pa6OTaTb C OAHUM Unn ABymMmAa Mmoaynamum nnuTaHUA. YcTaHOBKa BTOpPOro moayna
NMNTaHUA HEO6XOAMMa B C/lydae WuMCNo/2b30BaHUA yCTpOVlCTBa B ycCnoBuAXx, Tpe6y|ou.|,14x NOBbILEHHOWN
HaOEeXHOCTU.

MecTa Ans yCTaHOBKM MOAY/1eN NMUTAHUA C SNEKTPUYECKOM TOYKMN 3pEHUA paBHOLEHHbI. C TOYKM 3peHun
MCMNO/b30BaHMNA YCTPOMCTBA MOAYNb NMUTAHWA, HaXo4AWMNCA BAKNKE K Kpato, CYMTaeTCA OCHOBHbIM, 61MKe K
LEHTPY — pe3epBHbIM. Moaynu NuTaHWA MOTYyT YCTaHaBAMBAaTbCA M W3BAEKATbCA 6€3 BbIKNHOUYEHMUSA
ycTpoiictea. MNpu ycTaHOBKe WAU U3BAEYEHWUM AONONHUTENBHOMO MOAYAA MUTAaHNA KOMMYTaToOpP NPOAO/KAET
paboTy 6e3 nepesanycka.

‘ Mepep 06cny:XMBaHMeM U3genna, PEMOHTOM UAN APYTMMU aHANOTMYHBIMU AeiCTBUAMMU
e OTK/IlOUUTE U3[e/ine OT BCeX UCTOYHMKOB NUTaHMUA.

PucyHok 47 — YcTaHOBKa Moaynein nuTaHus
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CocToAHMe moaynei MNuTaHUA MOXKeT 6biTb NPOBEPEHO MO WMHAMKAUMM Ha nepegHein naHenu

KommyTaTtopa (cm. pasgen 2.4.4) uaum nNo AMarHOCTMKE, AOCTYMHOW 4epe3 WHTepdeicbl ynpaBaeHus
KOMMYTaTOPOM.

.‘

.‘

UHauKauma aBapun moayna nUTaHUA MOoXKeT 6bITb BbiI3BaHa He TOJIbKO OTKa3oMm moAayns,
HO U OTCYTCTBMEM NEPBUYHOro NUTAHUA.

3.5 ToaknouyeHue NUTaKOLWEN CETH

1. Mpexae Yem K ycTpoiicTey 6yaeT NOAKAOYEHA NUTAOLWAA ceTb, HEOBXOAMMO 3a3eMIUTL KOpP-
nyc yCTPOMCTBA. 3a3emaeHne He0H6X0AMMO BbINOAHATL N30ANPOBAHHBIM MHOTOXXWUAbHbBIM NPO-
BOZOM. YCTPOWCTBO 3a3eM/IEHUA U CeYEHME 3a3eMANAIOLWEr0 NPOBOAA A0/IKHbI COOTBETCTBO-
BaTb TpeboBaHuam My3.

MopknoueHne A0NKHO OCYLECTBAATLCA KBaINPULMPOBAHHBIM CNELUaICTOM.

2. Ecam npegnonaraertca NoAK/AlouYeHne KOMMbloTepa UAN MHOro 060pyA0BaHNA K KOHCObHOMY
NoOpTY KOMMYTaTOpPa, 3TO 060PYyA0BaHME TaK¥Ke A0KHO ObITb HALEKHO 3a3eM/IEHO.

3. ToaxntounTe K yCTPOWCTBY Kabenb NMTaHWA. B 3aBUCMMOCTM OT KOMMNEKTaUUK YCTPOICTBA, NN-
TaHWE MOKET OCYLLLECTBATLCA OT CETU MePEMEHHOTO TOKa IMBO OT CeTM NOCTOAHHOTO ToKa. Mpu
NOAK/IIOUYEHNN CETU NMEPEMEHHOTO TOKa C/ielyeT UCMO/b30BaTb Kabesib, BXOAALLMI B KOMMIIEKT
ycTpoicTBa. Mpu NoaKAOYEHUN K CETU NOCTOSHHOTO TOKa MCNOb3yNTe NPOoBOA, CEYEHNEM He
MmeHee 1 Mm% 1 cobogaiite NONAPHOCTb, YKa3aHHYIo Ha 610Ke NUTaHusA.

Bo nsbekaHme BOSHMKHOBEHUA KOPOTKOro 3amMbiKaHUA NpU NOAKNIOYEHUUN K CeTU NOCTO-
AHHOrO TOKa peKkomeHAayeTcAa Npoun3BecTy 3a4UCTKY NPoBOAA Ha AJINHY 9 mm.

Llenb NnMTaHUA NOCTOAHHbLIM TOKOM A0J1KHa COAEPKATb YCTPOMUCTBO OTKIOYEHUA NUTAHUA
¢ dU3MUeCKUM pasbeAnHEHMEM COeaUHEHUA (BbIKAIOUYATENb, Pa3beM, KOHTAKTOp, aBTO-
MaTUYEeCKUI BbIKOYaTeNb U T.N.).

4. BknouuTe NUTaHme yCTpOVICTBa n Y6eAMTECb B OTCYTCTBUMU aBapMﬁ MO COCTOAHUIO MHONKATOPOB
Ha I'IEpEAHEﬁ naHenn.
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3.6 MoaknioueHne AKb K MES2324B, MES2324FB, MES2348B

MoaxntoveHne AKB ocyLLecTBNseTca MeaHbIM NMPOBOAOM ceyeHneM He MeHee 1,5 mm2, Mpu noaknto-
yeHun AKBb Heobxoanmo cobatoaatb NOAAPHOCTb.

EmKocTb AKE He meHee 20 Ah.

PucyHok 48 — MNoakntoveHme AKB K ycTpoicTBy

3.7 YcraHoBKa u yganeHue SFP-tpaHcuBepos

[] YCTaHOBKa ONTUYECKUX MOAYNEH MOXET NPOU3BOAUTLCA KaK NPU BbIKNIOYEHHOM, TaK M
- NPV BKAIOYEHHOM YyCTpoOiicTBe.

1. BcrtaBbTe BepxHMit SFP-moayib B COT OTKPbITOM YacTbio pa3bema BHWU3, @ HUXKHUIA SFP-moaynb
OTKPbLITOM YacTblo pa3bema BBEPX.

PucyHok 49 — YctaHoBKa SFP-TpaHcmBepos
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2. HapasuTte Ha moAaynb. Koraa oH BCTaHET Ha MECTO, Bbl YC/IbILLMTE XapaKTePHbIN LWENYOoK.

PucyHok 50 — YcTaHoBneHHble SFP-TpaHcuBepbl
[na yoaneHuna TpaHcusepa:

1. OTKpoiiTe 3alLenKky moayns.

PucyHok 51 — OTKpbITMe 3awenku SFP-TpaHcueepos

2. WUN3Bnekute moaynb U3 cnoTa.

PucyHok 52 — U3BneveHune SFP-TpaHcuBepos
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4 HAYA/NbHAA HACTPOUKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuHana

Ha KomnbloTepe 3anycTuUTb Nporpammy smynsaummn TepmuHana (HyperTerminal, TeraTerm, Minicom) u
NPOW3BECTM CReaytoWwmne HACTPOMKM:

— BblbpaTb COOTBETCTBYIOLLMI NOCAEA0BATE/bHbIN NOPT;

—  YCTaHOBMTb CKOPOCTb Nepenaym AaHHbix — 115200 60p4;

— 3apatb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 CTONOBLIN BUT, 6€3 KOHTPOS YETHOCTY;

— OTK/NIIOYUTb afnnapaTHOEe U NPporpaMmmHoe ynpasaeHe NOTOKOM AaHHbIX;

— 334aTb PEXUM IMYyNALMM TepMUHana VT100 (MHOrMe TepMmUHaIbHbIE MPOrPaMMbl UCMO/b3YOT
AAaHHbIN PEXUM IMYNALNM TEPMNHAA B KAYECTBE PEXUMA NO YMOJTYaHUIO).

4.2 BKAlOYeHUue YyCTPOUCTBA

YCTaHOBUTb CoeAMHEHME KOHCOIM KOMMYyTaTopa (nopT «console») ¢ pasbeMom Moc/neaoBaTe/IbHOro
nHTepdelica KomnbloTepa, Ha KOTOPOM YCTAaHOB/IEHO NPOrpaMmmMHoOe obecneyeHne smyaaLnmn TepMmmHana.

BKNOUUTb YCTPOMCTBO. [MMpK KaxKaoM BKIOYEHUM KOMMYTATOpPA 3aMyCKaeTcsa npoueaypa TeCTMpoBaHMA
cucTembl Npu BKAoYeHUKU (POST), KoTopaa no3sonseT onpeaennTb paboTocnocobHOCTb YCTPOCTBa nepes,
3arpysKoli UCNoHAEMOW NPorpaMmbl B onepatuBHyto namaTs (0O3Y).

OTtobparkeHune xoaa BbinosiHeHUA npoueaypbl POST Ha KommyTaTopax MES5324:

BootROM 1.20

Booting from SPI flash

General initialization - Version: 1.0.0

High speed PHY - Version: 2.1.5 (COM-PHY-V20)
Update Device ID PEX0784611AB

Update Device ID PEX1784611AB

Update Device ID PEX2784611AB

Update Device ID PEX3784611AB

Update Device ID PEX4784611AB

Update Device ID PEX5784611AB

Update Device ID PEX6784611AB

Update Device ID PEX7784611AB

Update Device ID PEX8784611AB

Update PEX Device ID 0x78460

High speed PHY - Ended Successfully

DDR3 Training Sequence - Ver 5.3.0

DDR3 Training Sequence - Number of DIMMs detected: 1
DDR3 Training Sequence - Run with PBS.

DDR3 Training Sequence - Ended Successfully
BootROM: Image checksum verification PASSED
Starting U-Boot. Press ctrl+shift+6 to enable debug mode.

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 03.0 4.0.1
Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

CnycTa aBe CeKyHZAbl Noc/e 3aBepleHuns npoueaypbl POST HauMHaeTcs aBToO3arpyska nporpaMmHoro
obecneyeHns KommyTaTopa. [Ns BbINOJHEHUS CieumanbHbIX NpoLeayp UCNoIb3yeTcs MeHto Startup, BOMTU
B KOTOPOE MOXHO, NMpepBaB 3arpy3Ky Haxkatmem Knasuwmn <Esc> nnun <Enter> B Te4eHMe 3TOrO BPEMEHMU.
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Mocne ycnewHo 3arpy3ku KOMMyTaTopa NOABUTCA CUCTEMHOE MpUraalleHme nHtepderica KomaHaHOM

cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled,
detection process

User Name:

Detected speed: 115200
User Name:admin
Password: ***** (admin)

console#

press Enter twice to complete the

BULWW <Shift>un <?>,

4.3 3arpy3o4yHoe MmeHIo

Ana 6blCTp0I’O Bbi30Ba CNMpPaBKU O AOCTYNMHbIX KOMaHA4aX MCI'IOI1b3yVITe KOMGMHaLI,MI-O Kna-

[na BXxofa B 3arpy3oyHOE MeHI0 ciefyeT MOoAKAYMTLCA K YCTPOMCTBY uyepes mHTepdeic RS-232,
nepesarpysuTb YCTPOWCTBO M B TEYEHME ABYX CEKYHA, NOCAE 3aBepLueHmaA npoueaypbl POST HaxaTb <ESC> unu

<ENTER>:

U-Boot 2011.12 (Feb 01 2016 - 14:45:42)

Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc.

Eltex version: v2011.12 2013 03.0 4.0.1

to abort and enter prom.

Bupa 3arpy3o4HOro meHio:

Startup Menu
[1] Restore Factory Defaults
[2] Boot password
[3] Password Recovery Procedure
[4] Image menu
[5] Back
Enter your choice or press 'ESC' to exit:

Tabnuua 28 — OyHKLMM MHTepdelica 3arpy304HOro MeHHo

®yHKYUA

OnucaHue

Restore Factory Defaults

BoccTtaHOBUTbL 3aBOACKME HaCTpOﬁKM

Boot password

YCTaHOBUTL/YAaNUTb Naposb Ha bootrom

Image menu

BbIbpaTb akTMBHbIVM 06pasa cuctemHoro MO

Password Recovery Procedure

COpOoCUTb HAaCTPOIMKM ayTEHTUPUKALUK

Back

MPOAONKNTL 3arpy3Ky
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4.4 Pexum paboTbl KOMMYyTaTOpa

KommyTtatopbl MES23xx, MES33xx, MES5324 paboTaloT B pexnme CTEKMPOBAHMUA.

V KommyTtatopbl MES3508, MES3508P wn MES3510P He noaAaepXuBAlOT pPexXum
CTEKMPOBAHMA.

Ctek OYHKUMOHMPYET Kak eanMHOE YCTPOMCTBO U MOKET 00beANHATL A0 8 KOMMYTATOPOB OAHOM U TOMN
e MogEeNN, UMEeIoLLMX Cieaytolme poaun, onpeaensemble nx nopaakosbimm Homepamu (UID):

— Master (UID yctpoiictBa oT 1 Ao 8), C HEro NPoOUCXOAUT ynpaBaeHNe BCEMM YCTPOMCTBAMU B
cTeke. Posib MOXKHO Ha3Ha4YMTb BCEM YCTPOMCTBAM, HO aKTUBHbIN master npu sTom byaeT oauH,
ocTasibHble byayT GyHKUMOHMpPOBaTb B posn backup.

—  Backup (UID ycTpoiicta oT 1 Ao 8) — ycTpolicTBO, nog4ymHsatoweecs master. ybaumpyert Bce
HaCTPOMKM, 1, B C/Ty4ae BbIX0Aa YNPABAAIOLLEIO YCTPOUCTBA M3 CTPOA, bepeT Ha ceba GyHKUUM
ynpaBaeHna cTEKOM. POIb MOXHO Ha3HaAYUTb MaKCMMYM CEMM YCTPOMCTBAM.

— Slave (UID ycTtpolictBa oT 1 A0 8) — yCTPOICTBO, NoaumMHAKLLeecs master. He moxeT paboTaTtb
B aBTOHOMHOM peXume (ecnm oTcyTcTByeT master). PoOnb MOXKHO Ha3HauYNTb MaKCUMYM LLECTU
ycTponcteam. JonycTuma KoppekTHaa paboTa cteka 6e3 yCTPOMCTB C A4aHHOM POJIbto.

Ona KoppeKTHOM paboTbl cTeka Heobxoaum xoTa 6bl OAUH KOHUT C poablo master U oauH
OHUT ¢ ponbto backup.

.‘

/’ UHTepdeiicbl B pexkume CTEKMPOBAHUA PaboTalOT TONIbKO HA MaKCUMAJIbHOI CKOPOCTU UH-
Tepdeica.

Mo yMoNYaHWI0O KOMMYTaATOP HaxoAMTcA B poan master, nopTbl XLG (XG) yyacTBytoT B nepegaye AaHHbIX.

B pexume crekuposaHma MES5324 wucnonb3yetr XLG-nopTbl ANA CUHXPOHU3AUWUKM, OCTasibHble
KOMMyTaTopbl cemeiicTea, Kpome MES2308, MES2308P, MES2308R, MES2328] — XG-nopTbl (MES2308,
MES2308P, MES2308R 1 MES2328| ucnonb3ytoT 1G-noptbl). Mpu 3TOM yKasaHHble NOPTbI HE y4yacTBYIOT B
nepegaye AaHHbIX. BO3MOXKHbI ABE TONOAOMMU CUHXPOHU3UPYIOLLMXCA YCTPONCTB — KO/bLLEBAA U IMHENHAA.
[nA noBbllWEHUA OTKAa30yCTOMYMBOCTM CTEKA PEKOMEHAYETCA MCMO/b30BaTb KOJbLEBYO Tonosoruto. MNpu
MCMNO/1Ib30BaHUWN JIMHEHOM TOMONOTUKN B CXEME U3 ABYX HOHUTOB CTEKOBbIE NOPTbl 06beanHATCA B LAG, uTo
No3BO/IAET NOBbICUTL MPOMYCKHY CNOCOBHOCTb KaHana. MNpu ncnonb3oBaHMM KONbLEBOM TONOMOMMU OAMH
CTEKOBbIN IMHK B0KupyeTca ana Broadcast, Multicast, Unknown Unicast-tpaduka n He 6a10Kkupyetca gns
06yyeHHoro Unicast-Tpaduka, 4To N03BONAET NOBbICUTb MPONYCKHYH CNOCOHHOCTL CTEKOBbIX IMHKOB.

V Ana kommytatopos MES2348P, MES2348B, MES3348, MES3348F pna obbeguHeHus B

JIMHEHOM TONoNOrnK CTEKOBbIX NOPTOB B LAG Heob6xoanmo ucnonb3osBatb UHTEpPGEiChbl

tel-8/0/1, tel-8/0/4 wnn tel-8/0/2, tel-8/0/3. Mpu nwbbIX ApPYrUXx KOomMGUHALMAX
CTEKOBbIX NOPTOB OAMH U3 HUX ByAeT HaxoauUTbCA B pesepse u umeTb cratyc Standby.

KommyTtatopbl cepuit MES23xx, MES33xx n MES53xx noaaep:usatoT ¢pyHKumoHan NSF (Non-Stop
Forwarding) B cTeke. [aHHbii GYHKUMOHaANA MO3BOASET MWHMMM3MPOBATbL NOTEPU ONA TPAH3UTHOIO
HeMapLpyTU3Mpyemoro Tpadmka B MOMEHT Nepesadm mactepcTea oT master k backup.

MpuHumn paboTbl NSF: B MOMeHT, Korga backup 6epet ynpasneHue Ha cebs M 3anyckaeT npouecc
OOVHMUMANM3aUMKM A0 poan master, 3anyckaetca Tarimep NSF n pukcmpytotca STP-cTaTycbl nOpTOB, NOPTHI B
LACP, uneHctBo noptoB Bo VLAN, ckopocTb noptoB M T.4. OcTanbHble HACTPOMKM NPUMEHAIOTCS Ha
KOMMYyTaToOpe, CTaBleM master, B peasibHOM BpeEMEHM.

Mpn atom BO BpemaA npouecca NSF M3meHeHue cTatyca noptoB B STP Ha cTeke MNOAHOCTbIO
UrHopupyetcsa. TaKKe 3anpeLliaeTca BbiNOJHEHWE KOMAHZ MPOCMOTPA KOoHourypaumm (KomaHgbl “show
running-config, show startup-config” B pesxkume EXEC), nameHeHue cocToAHUA NOPTOB (KoMaHAabl “shutdown,
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no shutdown” B KOHTEKCTHOM MeHI0 KoHduUrypaummn untepdeiica) u VLAN (KomaHaa “vlan 2” B KOHTEKCTHOM
meHto “vlan database”), ckopoctn noptoB (“negotiation, speed” B KOHTEKCTHOM MeHIO KOHUrypaumm
nHTepdelica), ounctka FDB (“clear mac address-table dynamic” B pexxmume EXEC), nepesarpyska ycTpoictsa
(“reload” B pexxume EXEC), uameHeHuMe wumeHM ycTponctBa (“hostname” B pexume rnobanbHoOM
KOHdUrypaumm), BkatodeHme/BbikatodeHne STP (“no spanning-tree” B pexkume rnobanbHol KoHdUrypaumn).

Korga uctekaetr Taimep NSF, Bce paHee 3adMKCMPOBaHHbIE HACTPOMKM MPUMEHSAIOTCA K CTEKY B
peasibHOM BpeMEHM.

Tabnuua 29 — Matpuua cteknpoBaHua ans MES23xx

& ™ < Q i Q w a a o
S K N N 5 S N N 3 3
&’ N N N 2 N S g N N N
2 % 2 2 X 3 | 38| o o o
W s s w 2 W w w W W
S S S S S S S S
MES2308R + - - - - - - - - -
MES2308 - + - - - - - - - -
MES2324 - - + + + - + . - .
MES2324B - - + + + - + - - -
MES2324FB - - + + + - + - - -
MES23488B - - - - . + - - . .
MES2324F DC - - + + + - + - - -
MES2324P - - - - - - - + - +
MES2308P - - . - - - ; ; + ;
MES2348P - - - - - - - + - +

Tabanuya 30 — MaTpuua cteknposaHma ana MES33xx, MES5324

< w w w % w <
8 N S S S S P
2 ® 2 % B % 4
g Q a Q g a g
S S S
s S s s
MES3324 + + + + - - -
MES3324F + + + + - - -
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MES3308F + + + + - - -
MES3316F + + + + - - )
MES3348 - - - . + + -
MES3348F - - - . + + .
MES5324 - - - - - . +
Hacmpolika cmeKkuposaHuUss KOMMymamopos
3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmnii Bua,;
console (config) #
Tabnnua 31 — KomaHAabl AN HAaCTPOMKK CTEKa
Komanda 3HayeHue/3HayeHue Neiicmeue

1o ymonyaHuro

stack configuration links
{fol-4| te1-4 | gi9-12} —

HasHauuTb MHTEpENChl AN CUHXPOHU3aLMK PaboTbl
KOMMYyTaTopa B cTeKe. MMHMManbHoe Konmyectso — 1,
MaKcumanbHoe — 2.

stack configuration unit-id

HasHauyaeT Homep ycTpoicTBa «unit-id» nokanbHOMY

— /BbIK/OYEHO
no stack nsf

unit_id unit_id: (1..8, YCTPOMCTBY (Ha KOTOPOM BbINO/IHEHA KOMaHAa). CmeHa Homepa
auto)/auto YCTpOMCTBaA NPOM30MAET NOC/e Nepe3arpyskn KOMMyTaTopa.
no stack configuration YAanuTb HacTPOMKK CTeKa.
stack configuration master MpUHYAUTENBHO HAa3HAYUTb YCTPOMCTBO MAcTepPOM (MacTepcTBO
unit unit_id bypeT Bceraa CoOXpaHeHo 3a FOHUTOM B C/ly4ae HaIMYmus ero B
cTeke). Ecnv B KOMaHAe yKasaTb HOMep YCTPOMCTBA, OT/INYHBIN
. OT TOro, Ha KOTOPOM BbINOJIHAEM €€, TO TeKYLL I macTep
unit_id: (1..8)/— NPUHYAUTENbHO NepesarpysunTca Aaa oTaadym mactepcrsa.
no stack configuration BepHyTb BbIGOP MacTepa K CTaHAAPTHOMY anroputmy (nocne
master nepesarpysku mactepom byzer Bblb6paHO yCTPOMCTBO C
Hanbonbwmm uptime).
stack configuration fec Hactpoutb pexkum Forward Error Correction (FEC) Ha
{off| cl74} —Joff MHTepdeicax cTeka.
V TonbKo ana MES5324.
stack nsf Pa3pelunTtb HenpepbIBHYIO Nepeaayy AaHHbIX (NSF) Bo Bpems

OoTAa4Yn mactepcTBa.

3anpeTuTb HenpepbIBHYIO Nepesadvy AaHHbIX (NSF) Bo Bpems
OTAa4Mn MmacTepcTsa.

stack nsf timer value

value: 3apaTb Bpems, B TeyeHue kotoporo anmtca NSF.
no stack nsf timer (60..600) ¢/120 ¢ YCTaHOBWTb 3HaYEHME MO YMOIHAHUIO.
stack unit unit_id unit_id: (1..8) MepeiTn K KOHGUTYPUPOBAHMIO FOHWUTA B CTEKE.
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KomaHObI pexcuma KoHgu2ypayuu roHUma

Bug, 3anpoca KOMaHAHOM CTPOKU B peXKume KOHPUrypaLmm loHUTa:

console(unit)#

Tabnnua 32 — KomaHab! 415 HACTPONKM OTAE/IbHOTO IOHUTA

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

stack configuration role
{slave | master}

no stack configuration role

role: (master, backup,
slave)/1 — master, 2 —
backup, 3-8 — slave

HasHauuTb posib KOMMYyTaTOPA B CTEKE.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

stack configuration links
{fo1-4 | tel-4 | gi9-12}

HasHauuTb nHTepdelicbl 4na CMHXPOHMU3ALMN PaboTbl
KOMMYyTaTOpa B CTeKe.

stack configuration unit-id

HasHaunTb Homep ycTpoicTBa «unit-id» KOHPUrypupyemomy

unit_id unit_id: (1..8, toHMUTY. CMeHa HOMepa yCTpoMCcTBa Npon3onaeT nocne
auto)/auto nepesarpyskv KommyTtaTopa.
no stack configuration YAanuTb HaCTPOMKK CTeEKa.
’ [ONna npumeHeHMA HaCTpPoeK cTeKa Heobxoguma nepesarpyska ycTpoucTBaa.
-

[pumep

=  Ob6beanHUTb B CTEK ABa KommyTaTtopa MES5324. HasHaunTb BTOPbIM FOHUTOM, MCMO/Ib30BAT
delicbl fol-2 B KaYecTBe CTEKUPYIOLLMX.

console# config

console (config)# stack configuration unit-id 2 links fol-2

console (config) #

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKM UMEET C/ieayoWmin BUA,:

console#

Tabnnua 33 — ba3oBble KOMaHAbI, 4OCTYNHbIe B perkume EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show stack

OT06pa3nTb MHPOpPMaLMto 06 YCTPOMCTBAX, BXOAALLMX B CTEK.

show stack configuration

OT106pa3nTb MHPOPMALMIO O CTEKUPYIOLLIUX MHTEpdEelicax

IOHUTOB B CTEKE, a TaKXKe TeKyLLI,Mﬁ BapUaHT Bbl60pa MmacTtepa.

show stack links [details]

PaclumpeHHoe oTobpaxkeHne MHPOPMaLKN O CTEKUPYIOLLUX
nHTepdercax.

b UHTEp-
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=  [lpumep ucnonbsosaHMA KomaHabl show stack links:

console# show stack links

Topology is Chain
Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links
1 fol/0/1 fo2/0/2 40G fol/0/2
2 fo2/0/2 fol/0/1 40G fo2/0/1
’ ‘ YcTpoiicTea ¢ oguHaKoBbiMU uaeHTUPUKaTtopamu «Unit ID» He moryT pabotaTtb B ogHOM
- CTekKe.

4.5 HacTpoiKa pyHKLUA KOMMyTaTopa

®DYHKUMM NO HaYaNbHOMY KOHPUIYPUPOBAHMIO YCTPOMCTBA MOKHO pPa3ae/inTb Ha ABa TuMa.

— basoBas HacTpoiika — BK/o4aeT B cebs onpeaeneHune 6a30Bbix GYHKUMIA KOHOUIYpaLUn m
HaCTPOMKY AMHamMuyecKkux IP-agpecos.

— Hactpoitka napameTpoB cucTembl 6€30MaCHOCTM — BK/IOYAET YNpaB/ieHWe CUCTEMOW
6e3onacHOCTU Ha ocHoBe mexaHn3ama AAA (Authentication, Authorization, Accounting).

/ Mpu nepesarpyske yCcTPOICTBaA BCe HECOXpaHEHHble gaHHble byayT yTepaHbl. Ana coxpa-
HeHUA N6bIX BHECEHHbIX U3MEHEHUI B HAaCTPOIIKY KOMMYTaTopa UCNob3yeTca ceaylo-
Wasn KomaHaa:

console# write

4.5.1 ba3oeasa Hacmpolika Kommymamopa

[na Hayana KoHOUrypauum ycTponcTsa HeEOH6XOAMMO NOAKIOHYUTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocneaoBaTenbHbIM NOPT. 3aNyCTUTb Ha KOMMbIOTEPE NPOrPaMMy SMYNALMM TEPMUHANE COTNIACHO NYHKTY 4.1
«HacTtpolika TepmuHana».

Bo Bpema HayaibHOM HAaCTPOMKMN MOXKHO ONpeaennTb UHTEPEIAC, KOTOPbIN ByAeT NCNob30BaThCA ANA
NOAK/OYEHMA K YCTPOWCTBY YAANEHHO.

basosan HaCTpOVIKa BK/IIOYHaEeT cneaytoulee:

1. 3agaHue naposa ans nonbsosatens «adminy» (c yposBHem npusunernin — 15).
Co3zaHue HOBbIX MO/Ib30BaTENEMN.

HacTpoiika ctaTuueckoro IP-agpeca, Macku noaceT U Wko3a No yMoa4aHuio.
Mony4yenune IP-agpeca ot cepsepa DHCP.

Hactpoika napameTtpoBs npotokona SNMP.

vk wnN

4.5.1.1 3adaHue naposs 044 nosab3osamensa «admin» U co30aHUe HoB8biX nosab3osameneli

DAna obecneyeHms 3aLMLEHHOrO BXOAA B CUCTEMY HEO6XO4MMO Ha3HAUYMTb Naponb Npu-
Lol BUIeErMpOBaHHOMY No/sb3oBaTento «adminy».
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MmA nonb3oBaTens v Naposib BBOAUTCA MNPU BXOAE B CUCTEMY BO BPEMS CEaHCOB aAMMHUCTPUPOBAHMA
ycTpoicTBa. 4aa co3gaHma HOBOTo NOJIb30BATENA CUCTEMbI UM HACTPOMKM Nt0HOro 13 NapameTpoB — UMEHMU
noJib30BaTesA, NAapo/is, YPOBHA NPUBUAETUIA, UCMONb3YIOTCA KOMaHAbI:

console# configure
console (config) # username name password password privilege {I-15}

V‘ YpoBeHb npuBuneruii 1 paspeluaer AocTyn K yCTPOICTBY, HO 3anpeLLaeT HaCTPoIKy. Ypo-
BeHb npusBuaernii 15 paspeLuaeT Kak A0CTyn, TaK MU HACTPOMUKY YCTPOMUCTBA.

Mpumep KoMaHg, Ana 3agaHusa noab3osatento «admin» napona «eltex» u cosgaHusa nosnb3oBatens
«operator» c naponem «pass» 1 ypoBHem npusuaernin 1:

console# configure

console (config) # username admin password eltex privilege 15
console (config) # username operator password pass privilege 1
console (config)# exit

console#

4.5.1.2 PacwupeHHas Hacmpolika yposHsa docmyna

Ha ycTpoiicTBe CyLlecTByeT BO3MOMHOCTb pacnpefesieHns npas nosib3oBaTtesiell B 3aBUCMMOCTM OT
YPOBHA MNPUBMAETNIA, HAa KOTOPOM KaxAblii M3 nosb3osaTeneit 6bin co3gaH. KOHKPETHOMY YPOBHIO
npusuaernii npuceansaeTcs Habop KOMaHA, KOTOPble MOFYT BbIMOAHATLCA MONb30BaATENAMM C YPOBHEM He
HUXe 3a4aHHoro.

KOMMyTaTOP nogaepXxuBaet cuctemy HacnegosaHuaAa Ha60pa KOMaHpA, oT 6onee HU3KUX

N YPOBHeii npuBuaeruii.
’ MpuBuaerun BbICTPAUBAIOTCA TOJIbKO AN KOHKPETHO 3afaHHOro y3na. Kaxayio KomaHay
o Heo6Xx0AMMO NPoNUCbIBaTb ABHO, HE UCMONb3YA COKpaLLeHHble popmbl.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUA

Bua, 3anpoca KOMaHAHOMN CTPOKM pesrkMma rnobasbHOro KOHGUrypuUpoBaHUA:
console (confiqg) #

Tabnnua 34 — KomaHAabl 415 HACTPOMKM paclUMpeHHOoro focTyna

KomawHda 3HayeHue/3HayeHue -
Jeticmsue
1o ymon4yaHuio
privilege context level MpuceansaeT ykazaHHOMY YPOBHIO NpUBUAErUiA
command
level: (1..15); 334aHHYI0 KOMaHAy.
/ypoBeHb npusunernii | - Context — pexum paboTbl KOMaHAHOM CTPOKK;
KOMaHZ, pekuma - level — ypoBeHb npuBuaeruii, Ha KoTopom byaet
EXEC — 1, [O0CTyNHa HacTpaMBaemMasa KOMaHAa;
BCEX OCTa/IbHbIX - command — KomaHpaa.
no privilege context level Komaka — 15 Yaanaet AocTyn K KOMaHZe C YPOBHS, Ha KOTOPOM
command KoMaHza bbina paspelleHa.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324 75



HELTEX

= [lpMmep HacTPOIMKM Habopa KoMmaHA Ana nosb3oBaTena «admin» c 4 ypoBHemM npuBuaeruii n Habopa

KOMaHZA, ona nonb3oBatens «usery» ¢ 10 ypoBHeM NpuBuaerni:

console# configure

console (config) # username admin password passl privilege 4
console (config) # username user password passZ privilege 10
console (config)# privilege exec 4 configure terminal
console (config)# privilege exec 4 show running-config
console (config)# privilege config 10 vlan database

console (config)# privilege config-vlian 10 vlan

#
#
#
#

Tenepb A1 NOKabHbIX NMONb30BaTeeN, Yelt ypOBEHb NPUBUIETUIA Bbile UM paBeH 4, cTaHeT AO0CTyneH
BblBOA, KOMaHAbl show running-config, Ho He 6yaeT gocTynHa HacTpoiKa vlan. [1na nonb3oBaTtenel, ypoBeHb
npuBMaerMii Kotopbix cootTsetcTayeT 10 u Bbiwe, byaeT AOCTyNHA HacTpolika 1 vlan, u BbiBog, KomaHabl show

running-config.

4.5.1.3 Hacmpoliika cmamuueckozo IP-adpeca, Macku nodcemu u Wwst03a rno yMoaYaHUK

[na BO3MOXKHOCTU yNpaBieHMUA KOMMYTAaTOPOM M3 CETU HEOBXOAMMO Ha3HAUUTb ycTponcTay IP-agpec,
MacKy NoACeTU U, B CyHae ynpaBAeHUA U3 APYroi CeTH, W3 No YyMONYaHUIO. IP-agpec MOXKHO Ha3HauYUTb
nobomy nHtepdeiicy — VLAN, dnsmnueckomy nopty, rpynne noptos (No ymonyaHuto Ha nHtepdeice VLAN 1
Ha3HauyeH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnto3a AoKEeH NPUHAANEKATb K TOM Ke

NnoAceTu, YTo 1 oauH u3 IP-nHTepdelicos ycTpolicTaa.

/’ ‘ B cnayuae ecnum IP-aapec HacTpauBaeTca gnA uHTepdeiica GUsnUYecKoro nopTa UM rpynnbl

nopToB, 3TOT uHTepdeiic yaanaetca us rpynnbl VLAN, KOTOpOi OH NpUHagaesKan.

V ‘ IP-agpec 192.168.1.239 cywiecTByeT A0 TeX Nop, NOKa Ha nt0bom nHTepdeice ctaTuuecku

unm no DHCP He co3gaH apyroit IP-agpec.

V Mpwu ypaneHun Bcex IP-aapecoB KOMMyTaTopa A0CTYyN K HeMy 6yaeT ocyLw,ecTBAATbCA NO

IP-agpecy 192.168.1.239/24.

Mpumep KomaHa HacTpoku IP-agpeca ana nHtepoeiica VLAN 1:

MapameTpbl MHTEpPdelica:

IP-adpec, Ha3Hauaembll 01a uHmepgetica VLAN 1 — 192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a no ymonyaHuro — 192.168.16.1

console# configure

console (config) # interface vlan I

console (config-if) # ip address 192.168.16.144 /24
console (config-if)# exit

console (config)# ip default-gateway 192.168.16.1
console (config) # exit

console#
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[na Toro 4tobbl YoeanTbes, YTo agpec 6bla HaszHaveH uHTepdelicy, BBeaUTe KOMaHay:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4 [lony4eHue IP-adpeca om cepsepa DHCP

Ona nonyydyeHna IP-agpeca moxeT ncnonbiosatbea npotokon DHCP, B cnyyvae ecam B ceTy npucyTtcTeyer
cepsep DHCP. IP-agpec ot cepsepa DHCP moKHO nonyyatb Yepes ntobont uHtepderic — VLAN, dusmnueckuis
nopT, rpynny nopToB.

V Mo ymonuyaHuio DHCP-KAneHT BKAlOYEH Ha uHTepdeiice VLAN 1.

Mpuvmep HACTPOWMKK, NpeaHA3HAYEHHOW ANs NoAyYeHUs anHamudeckoro IP-agpeca or DHCP-cepBepa
Ha uHTepdelice vlian 1:

console# configure

console (config) # interface vlan !
console (config-if)# ip address dhcp
console (config-if) # exit

console#

[na Toro utobbl yoeanTbea, UTo agpec bbin HasHaYeH UHTepdECy, BBeAUTE KOMaHAY:

console# show ip interface vlan I

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.5 Hacmpolika napamempoes npomokosaa SNMP 0as docmyna K ycmpolicmey

YCTPOMCTBO COAEPKUT BCTPOEHHbIM areHT SNMP 1 noaaeprkmMBaeT Bepcun npoTokona vl/v2c/v3. AreHt
SNMP noagep:xunBaeT Habop cTaHAAPTHbIX NepemeHHbIX MIB.

[Nna BO3MOMHOCTM aAMUHUCTPUPOBAHMA YCTPOMCTBA MocpeacTBOm npoTokona SNMP Heobxoaumo
€034aTb X0TA 6bl 04HY CTPOKY coobuiecTBa. KommMmyTaTopbl NOAAEPKMBAKOT TPM TMNA CTPOK coobluecTBa:

— ro — onpeaensaeT AOCTYN TO/IbKO Ha YTeHuUe;
— rw — onpegenset AOCTYN Ha YTEHUE U 3anuch;
— su — onpeaensaet goctyn SNMP-agmunHucTpaTopa.

Hanbonee pacnpocTpaHeHO MCMONb30BaHWE CTPOK coobuiectBa public — ¢ JOCTYNOM TOMbKO ANS
yTeHusas obbekToB MIB 1 private — c AOCTYyNnOM Ha 4YTeHWe U uameHeHue obbekToB MIB. [na Kaxaoro
coobLLecTBa MOXHO 3a4aTb IP-aapec cTaHUMKM ynpasaeHus.
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Mpumep cosgaHua coobuiectsa private ¢ AOCTYNOM Ha yTeHMe M 3anucb M IP-agpecom cTaHUMM

ynpasneHna 192.168.16.44:

console# configure
console (config) # snmp-server server

console (config)# snmp-server community private rw 192.168.16.44

console (config)# exit
console#

[ns npocMoTpa co3aaHHbIX CTPOK coobuectsa n HacTpoek SNMP ncnonb3yeTtca KomaHaa:

console# show snmp

SNMP is enabled.
SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:
Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type
Traps are enabled.
Authentication-failure trap is enabled.
Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec
Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec
System Contact:
System Location:

4.5.2 Hacmpolika napamempos cucmemol be3onacHocmu

Ona obecneyeHnss 6e30MacHOCTU CUCTEMbI

ucnosnbsyetca MmexaHusm AAA  (ayTeHTUMKALMS,

aBTOpU3aLMA, ydeT). Ans WwndpoBaHMA AaHHbIX UCNOJb3YeTCA MexaHu3m SSH.

— Authentication (ayTeHTUdMKaLMA) — conocTaBAeHWe 3anpoca CyLecTBYoLWen y4ETHOM 3anucu

B cucTeme 6e€30MacHOCTU.

— Authorization (aBTopv3aums, NPOBEepPKa YPOBHA A0OCTyNa) — COMNOCTaB/NeHMe YYETHOM 3aMnnCK B
cucteme (Npolueawert ayTeHTUGUKaLMIO) U onpeaenéHHbIX MOAHOMOUUNA.
— Accounting (y4€T) — cnexeHue 3a noTpebaeHMem pecypcoB nosib3oBaTenem.

MpY MCNONB30BaHUM HACTPOEK YCTPOMCTBA MO YMOMYAHUIO MMS NoJsib3oBaTens — admin, naponb —
admin. Maponb Ha3HayaeTca nonb3oBaTesemM. B ciayyae eciv Maposib yTpayeH, MOMKHO Mepesarpysutb
YCTPOMCTBO M Yepe3 CepuitHblli MOPT NpepBaTb 3arpysKy, HaxKae Knasuwwy <Esc> vnun <Enter>. B TeuyeHue
nepBbIX ABYX CEKYHZ, NOC/e NOSBAEHMA COOBLLEHMA aBTO3arpy3KM OTKPOETCA MeHI0 Startup, B KOTOPOM HYXKHO
3anycTuTb Npoueaypy BoccTaHoBAeHUA napona ([2] Password Recovery Procedure).
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/ Monb3oBaTtenb no ymonuaHuio (admin/admin) cyuwecteyer Ao Tex nop, noka He co34aH
noboii gpyroii nonb3oBaTenb ¢ ypoBHem npusuaeruia 15.

/ Mpu yganeHun Bcex co3paHHbIX Nosb3oBaTeneit ¢ 15 ypoBHeM npusuaernini goctyn K
KommyTatopy 6yAeT OCywecTBAATbCA MO, NOAb30BaTeNeM MO YMOJIYAHUIO
(admin/admin).

Ana obecneyeHus nepBOHaqaanoﬁ 6esonacHoCTH napo/Jib B CUCTeMe MOXHO 3a4aTb ANA CepBUCOB:

— KoHconb (nogkntoueHue yepes cepuinHblin NOPT);
—  Telnet;
— SSH.

4.5.2.1 YcmaHoeKa naposs 0715 KOHCOAU

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config)# line console

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password console

B oTBET Ha NpuraaweHMe BBECTU Napo/ib BO BPEMA PErMCTPaLMM B YCTPOMCTBE Yepes CEeaHC KOHCOAM
BBeguTe Naposib — console.
4.5.2.2 YcmaHoska napons ons Telnet

aaa authentication login authorization default line
aaa authentication enable default line

console (config) #

console (config) #

console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default

console (config-line)# enable authentication default
(

console (config-line)# password telnet

B oTBeT Ha npwurialleHne BBECTM Napo/ib BO BPeMs Pernctpauum B ycTpoicTee yepes ceaHc Telnet
BBeguTe naposb — telnet.

4.5.2.3 YcmaHoska napons 0as SSH
console (config)# aaa authentication login authorization default line
console (config)# aaa authentication enable default line
console (config) # ip ssh server

console (config) # line ssh

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password ssh

B oTBET Ha Npu1raaweHMe BBECTM Napo/ib BO BPEMS PErMCTPALIMM B YCTPOMCTBE Yepes ceaHc SSH BBeauTe
naponb — ssh.
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4.5.3 Hacmpoliika 6aHHepa

[nsa yaobcTBa aKenyaTaummn ycTpoicTBa MOXKHO 334aTb 6aHHEp — coobLlieHune, coaepsKaliee nobyto
nHdopmaumto. Hanpmmep:

console (config)# banner exec;

Role: Core switch
Location: Objedineniya 9, str.
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

[Nna HacTPOMKM KOMMYTaATOpa MCMOJIb3YEeTCA HECKOJIbKO PEeXMMOB. B Kaxkgom perkmme AOCTyneH
onpeaeneHHbll CNMCOK KOMaHA,. BBoA CMMBOJIA «?» CAYKUT AN MPOCMOTpPa Habopa KomaHA, SOCTYMHbIX B
Ka*KAOM M3 PEXMMOB.

Ona nepexoga M3 O4HOrO pexkMMa B APYro MCMNONb3YHTCA cneumasnbHble KomaHabl. lMepedyeHb
CYLLLECTBYIOLLMX PEXMMOB M KOMaHZ, BXO4A B PEKMM:

KomaHOHbili pexcum (EXEC), naHHbIN pexum A0CTyNneH cpasy Nocse ycrnewHol 3arpy3kmM KommMmyTaTopa
W BBOAA MMEHMW MOJIb30BaTeNA M Naponsa (4Nns HenpuBMAErMpoBaHHOIO nosb3oBaTens). MpurnawexHue cu-
CTeMbI B 3TOM peXKMMme COCTOUT U3 MMeHM ycTpoictea (host name) u cumona “>”.

console>

MpueuneauposaHHbiii KOMaHOHbIl pexcum (privileged EXEC), naHHbIN pexXMm AOCTyNeH cpasy nocne
yCNewHoM 3arpy3kn KOMMyTaTopa, BBOAA MMEHM NONb30BaTeNA M Napoas. MpurnaleHne cUcTeMbl B 3TOM
perKMme COCTOUT U3 UMEHM ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanvHoii KoHpu2ypayuu (global configuration), naHHbl pexum npeaHasHayeH AnA 3a0a-
HUA 0B6LWMX HacTpoeK KommyTaTopa. KomaHabl pexuma rnobanbHo KoHbUrypaumm gocTynHbl U3 Atoboro
nogpexKmMma KoHpurypaumm. Bxos B pexknm ocyL,ecTBaaeTca KomaHaon configure.

console# configure
console (config) #

Pexcum KoHghu2ypayuu mepmuHand (line configuration), naHHbIV peXKMm npeaHasHayveH ana KoHu-
rypaumm, cBs3aHHOM ¢ paboTon TepMMHana. Bxoa B pexmm ocyLLeCTBAAETCA U3 perKnma rnobanbHON KoOHOU-
rypaumu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3soBble KOMaHAbI

KomaHOobi pexcuma EXEC

3anpoc KomaHAHOM CTPoKM B pexxnume EXEC nmeet cneaytowmin sua;
console>

Tabnnua 35 — ba3oBble KOMaHAbl, AOCTYMHbIE B pexume EXEC

Komanda 3HayeHue/3HavyeHue Leiicmeue
no ymon4aHuio

enable [priv] priv: (1..15)/15 MepekNtoUNTLCS B MPUBUAETMPOBAHHBIN PEXKMM (ecnun 3HaueHne
He yKa3aHo — To ypoBeHb npusuneruii 15).

login - 3aBepLUeHMe TeKyLLLel CeCCMU U CMeHa NOo/Ib30BaTeNA.

exit — 3aKpbITb aKTUBHYIO TEPMUHA/IbHYIO CECCUIO.

help . 3anpoc cnpaBoYHON MHOPMaLMKM 0 paboTe MHTepdeiica
KOMaHAHOW CTPOKM
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show history

MoKasaTb UCTOPMIO KOMaHA, BBEAEHHbIX B TEKYLLEN
TEPMUWHANbLHOW ceccum.

show privilege

MoKasaTb ypOBEHb NPUBUAETUIA TEKYLLETO NOAb30BATENS.

terminal history

terminal no history

—/dYHKUMA BKAKOYEHA

BKAHOUNTL GYHKLMIO COXPaHEHWA UCTOPUM BBEAEHHbIX KOMAHA,
ANA TEKyLel TepMUHANbHOM ceccum.

OTKNOUNTDL GYHKLMIO COXPaHEHWA UCTOPUU BBELEHHbBIX KOMAHA,
ANA Tekywel TepMUHaNbHOM ceccum.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHUTb pazmep Bydepa CTOPUM BBEAEHHBIX KOMaHA ANA
TeKyLLen TEPMUHAIbHOW ceccuu.

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

terminal datadump

terminal no datadump

—/BbIBOA, KOMaHA,
pasgenseTca no
CTpaHULam

OT06pasunTb BbIBOA KOMaHA, 6e3 pasaeneHuns Ha CTPaHULbI
(paspeneHve BbIBOAA CNPABKM NO CTPAHMLLAM OCYLLECTBAAETCA
cTpokoit: More: <space>, Quit: g or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

terminal prompt

terminal no prompt

—/dyHKUMA BKAKOYEHa

BKAOYMUTBL NOATBEPKAEHWNE Nepes, BbINOJHEHUEM HEKOTOPbIX
KOMaHg,

OTKNOUYNTL NOATBEPKAEHUE Nepes, BbINOJHEHNEM HEKOTOPbIX
KOMaHA,

show banner [login | exec]

OTobparkaeT KoHdUrypauuto 6aHHepoB.

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKU MMeeT caeayowmii BUa;

console#

Tabnuua 36 — Basosble KOMaHAbI, AOCTYMHble B pexkume privileged EXEC

3HayeHue/3HayeHue

Aelicmeue
10 yMoA4YaHuIo

KomaHda

BepHyTbCA B KOMaHAHbIM pexkum (EXEC) n3

iv: (1,7, 15)/1
priv: (1,7, 15)/ NPUBUAETMPOBAHHOIO KOMaHAHOrO pexkuma (privileged EXEC).

disable [priv]

configure[terminal] — MepenTn B peMm KoHOUrypaumm.

debug-mode - MepeliTv B peXxnm OTNaaKu.

YCTaHOBUTb PEKUM HACTPOWMKM dUAbTPaLMm TpaduKa.

- acl-sging — pexxum no ymonyaHuto;

- acl-sging-udb — BaBOE YyMEHbBLIEHO KOIMYECTBO BO3MOMKHbIX
npasun SQinQ; AobasneHa BO3MOXKHOCTb GUAbTPALUKN MO
TpuHaguatv opdcetam (B pexkmme No yMOAYaHUIO — NATb).

set system mode {acl-sginq
| acl-sqing-udb}
acl-sging

KomaHObI, 0ocmyrnHble 80 8CeX PeXUMAx KOH@u2ypayuu

3anpoc KOMaHAHOI‘;I CTPOKN nmeeT O AnH N3 cheagyroumnx suaos:
console#

console (config) #
console (config-line) #

Tabnuua 37 — ba3oBble KOMaHAbl, 4OCTYMHbIE BO BCEX PeXMMaxX KOHOUIypaumm

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymoa4YaHuro
exit BbIliTH U3 Nt060ro pexxmma KOHPUrypaLmMm Ha ypoBeHb Bbile B
- nepapxmun komaHg, CLI.
end BbINTM 13 N106OTO perkMma KOHOUIypauum B KOMaHAHbIA PEXMUM
- (privileged EXEC).
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do BbINONHWUTBL KOMaHAY KoMaHAHoro ypoBHs (EXEC) u3 noboro
peXnma KoHdpurypaumu.
help — BbiBecTu cnpasKy Mo NCNO/Ib3yeMbiM KOMaHAAM.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT cneayroLwmii Bua,;

console (confiqg) #

Tabnnua 38 — BasoBble KOMaHAbl, AOCTYMHbIE B peXKMMe rnobanbHol KoHUTrypauum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aeiicmeue

banner exec d
message_text d

no banner exec

3apaTb TeKCT coobLieHnn exec (Npumep: Nonb3oBaTe b
YCNELIHO BOLWe B CUCTEMY) U BKHOYMTb BbIBOA, HA IKPaH.
- d — pasgenuTtens;

- message_text — TEKCT cooblyeHus (B cTpoke Ao 510
cumBonos, obuwee 2000 cumBoOB).

Y8anuTtb TeKCT coobLeHns exec.

banner login d
message_text d

no banner login

3apatb TeKcT coobuweHua login (MHPopmaunoHHoe coobuieHue,
KoTopoe oTobparkaeTca nepes, BBOAOM MMEHM NONb30BaTeNA U
napona), U BKKOYUTb BbIBOA Ha IKPaH.

- d — pasgenuTtens;

- message_text — TEKCT cooblyeHus (B cTpoke Ao 510
cumBonos, obwee 2000 cumBonos).

YpanuTb TeKCT coobuienus login.

line session-limit max-
session

no line session-limit

max-session: (1..6)/6

3afaeT MakCMManibHO BO3MOXKHOE YMCN0 aKTUBHbIX ceccuin CLI.
OpaHa ceccus 3aperMcTpMpoBaHa ANA ynpas/ieHua
V yepes com-nopr.

YcTaHaBAMBaeT 3HaYeHUe No YMOIYAHUIO.

KomaHObI pexcuma KoHguaypayuu mepMmuHana

3anpoc KOMaHAHOW CTPOKM B PeXMME KOHPUTYypaLMM TEPMUHANA UMEET CeayoWmMi BUA,;:

console (config-line) #

Tabnnua 39 — ba3oBble KOMaHAbI, 4OCTYMHbIE B PEXKMME KOHOUIypaLmm TepmmHana

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

history

no history

—/byHKuMA BKAOYEHA

BKAt0UNTL GYHKLMIO COXPAHEHUA NCTOPUUN BBEAEHHbBIX KOMAHA,

BbIKNOUNTL QYHKLMIO COXPAaHEHWUA UCTOPUN BBEAEHHbIX
KOMaHa,

history size size

no history size

size: (10..207)/10

M3meHuTb pasmep bydepa UcTopun BBEAEHHbIX KOMAHA,

YCTaHOBWTb 3HaYeHMe MO YMOJTHaHUIO.

exec-timeout timeout

no exec-timeout

timeout: (0..65535)/10
MUHYT

3afaTb TaiMayT TekyLlel TepMUHANBbHOM CeCCUM B MUHYTaX.

YCTaHOBWTb 3HaYeHMe MO YMOJTHaHUIO.
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5.2 ®dunbTpayma coobuieHnii KOMaHAHOK CTPOKKU

dunbTpaumnsa coobuieHnin NO3BOAAET YMEHbLINTL 06beM 0TOOpaXKaemblX AaHHbIX B OTBET Ha 3amnpochl
nosb3oBaTens u obneryntb NOUCK Heobxoammon nHpopmaumn. Ona dunbTpaunmn nHbopmauumn Tpebyetca
N06aBUTb B KOHEL, KOMaHAHOW CTPOKM cumBon “|” wn ucnonb3oBaTb OAHY M3 onuuii puabTpaumu,
nepeynciieHHbIx B Tabauue 40.

Tabnnua 40 — KomaHabl pexkmma rnobanbHo KoHpUrypaumum

3HayeHue/3HayeHue

Memod Aelicmeue
o ymon4aHuio
begin pattern HaiiTn nepeoe coBnageHue ¢ WwabaoHOM B Hayasie CTPOKM,
BbIBECTM BCE CTPOKM 33 HEW.
include pattern - BbIBECTM BCE CTPOKM, coaeprKalume WwabnoH.
exclude pattern BbiBECTU BCE CTPOKM, HE coaeprKalLme WabnoH.

5.3 MepeHanpasneHue BbiBOAA KOMaHZ, CLI B npousBonbHbIN dpaiin Ha N3Y

NHTepdelic KOMaHAHOM CTPOKU NPeaoCcTaBAseT BO3MOMKHOCTb NepeHanpas/ieHNs BbiBOAA KOMaHA, B
Npown3Bo/ibHbIN dain Ha M3Y.

[ns Toro 4tobbl KONMPOBaTb BbIBOA, KOMaHAbl B daitn (nepesanucatb daiin, ecnm Takon yxe cylle-
cTBYeT), TpebyeTtcaA nocse Habopa KoMaHabl 0TOBpaXKeHUsA MHGopMaLIMK A06aBUTb CUMBOA «>» U YKasaTb UMSA
daiina. Ons Toro, 4Tobbl KONMPOBATL BbIBOA KOMaHAbI B KOHeL, ¢aina, nocne Habopa KomaHabl 0TObpaXKeHun
nHpopmauum Ao06aBUTb CUMBOJ «>>» U YKasaTb UMmsA daiina. MNpmumep UCrnosib30BaHUA:

console# show system >> flash://directory/filename

MepeHanpaBAaTb BbiBOA KOMaHA, B daiin MOXKeT TO/IbKO Noab3oBaTteib ¢ 15 ypoBHem npu-
BUNErUn.

.‘

5.4 Hactpoiika MaKpOKOMaHA,

[aHHaa dyHKUMA No3BOAAET CO34aBaTb YHUOUUMPOBAHHbIE HABOPbl KOMAHL — MaKPOCbl, KOTopble
MOXHO BNOC/NEACTBUMN NPUMEHATb B NpoLLecce KoHUrypaumm.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabnnua 41 — KomaHabl pexkuma rnobanbHo KoHGUrypaumum

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

macro name word [track
object [state activa-
tion_statel]]

no macro name word

word: (1..32)
CUMBO/I0B
object: (1..64);
activation_state: (any,
up, down)/any

Co3aaTb HOBbI Habop KOMaHA, ecan Habop € TaKUM UMeHeM
cylwiecTsyeT — nepesanucaTb ero. Habop KomaHa BBOAUTCA
MOCTPOYHO. 3aKOHYUTb MAKPOC MOXKHO C MOMOLLbIO CUMBO/IA
“@”. MakcumanbHasa a4nvHa makpoca — 510 cumBonos. B Tene
MaKpOCa MOXHO MCMO/b30BaTh A0 TPEX NepeMeHHbIX B
KoHburypauun. Ecnm 3agaH napamertp track, makpoc byaet
aKTMBMPOBaH Npu nameHeHnn TRACK ob6bekTa c Homepom
object, B cooTBeTCTBMM C NapameTpom state (up — akTMBauma
npu nepexoge mn3 coctosHnua DOWN B coctosiHne UP, down —
aKTuBauma npu nepexoge us coctoaHna UP B coctoaHne DOWN,
any — aKkTMBaLMA Npu 1l060M M3MEHEHMM COCTOAHMA). MaKpoc
He MOXKeT 6bITb aKTUBUPOBaAH M3meHeHnem TRACK obbekTa npu
Ha/IM4YMKU NepeMeHHbIX B Tese.

YAanuTb yKasaHHbIA MaKpoc.

macro global apply word word: (1..32) MpPUMEHUTb YKa3aHHbIN MaKpoc.
CMMBO/IOB

macro global trace word word: (1..32) MpoBepuTb YKa3aHHbI MaKpoC Ha BaNAHOCTb.
CUMBO/I0B

macro global description Co34aTb CTPOKY-AECKPUNTOP rNob6asbHOro Mmakpoca.

word: (1..160)

word

CMMBO/IOB

no macro global description

YAanuTb CTPOKY-AECKpUNTOp.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnuua 42 — KomaHgpbl perkmuma EXEC

KomaHda

3HayeHue/3HayeHue

no ymon4aHuro

Aelicmeue

macro apply word [pattern1
valuel] [pattern2 value2]
[pattern3 value3]

macro trace word

word: (1..32)
CMMBO/IOB

MPUMEHNTb yKa3aHHbIM MaKpoc.

- pattern — wabnoH, cocToAWMI N3 06bABNEHUA, HaNpUMep,
cumBeona "S", n nepeMeHHOM, HaNnUCaHHbIX CIUTHO;

- value — nepemeHHas KoH$uUrypaumu.

npOBeleTb yKa3aHHbIl71 MaKpOC Ha BaAUOHOCTb.

show parser macro [{brief |
description [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}] |
name word}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
word: (1..32)
CUMBOJI0B

OTO6pa3nTb NapaMeTpbl HACTPOEHHbIX MAaKPOCOB Ha
yCTpOMCTBE.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHduUrypaumm nHtepoeica:

console (config-if)#
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Tabnnua 43 — KomaHabl pexkuma KoHourypauum uHtepdelica

Komanda 3HavyeHue/3HavyeHue Leiicmeue
o ymoa4aHuro
macro apply word [patternl MpUMeHUTb yKa3aHHbIN MaKpoc.
valuel] [pattern2 value2] word: (1..32) - pattern — WwWabnoH, coCcTOAWMIA U3 0O6BABNEHUA, HAaNpUMep,
[pattern3 value3] CMMBOJ10B cumBona "'$", M nepemeHHOM, HanMcaHHbIX CIMTHO;
- value — nepemeHHas KOHPUrypaLmm.
macro trace word word: (1..32) MpoBepunTb YKazaHHbIM MaKpoC Ha Ba/IMAHOCTb.
CMMBOJI0B

macro description word word: (1..160) YCTaHOBWTb CTPOKY-AECKPMNTOP MaKpoca.
no macro description CMMBOJI0B YAanuTb CTPOKY-AeCKpUNTOp.

5.5 KomaHpabl ynpaBneHusa cuctemom

KomaHObi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnuua 44 — KomaHapl ynpasaeHusa cuctemoi B pexkxume EXEC

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

ping [ip] {A.B.C.D | host}
[vrf vrf-name] [size size]
[count count] [timeout
timeout] [source
A.B.C.D] [df]

vrf-name: (1..32)
CUMBOAA;
host: (1..158) cumBonos;
size: (64..1518)/64 6aur;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHga cnyut ana nepegayn 3anpocos (ICMP Echo-Request)
npotokona ICMP ykasaHHOMY Y3y CETH, a TaKXe ANA KOHTPONA
nocrtynatowmx oteeTtos (ICMP Echo-Reply).

- vrf-name — nmaA BUpTyanbHoM 061aCTM MapLUpyTM3aLUnK;

- A.B.C.D — IPv4-apgpec y3na cetu;

- host — pomeHHOe UMA y3na ceTu;

- Size — pa3mep nakeTa Ana OTNPaBKK, KoanMyecTBo 6alT B
nakere;

- count — KONMYecTBO NAKeTOB ANA nNepesayu;

- timeout — BpemA OXXWOAHMA OTBETA Ha 3anpoc;

- df — oTMeHUTb pparmeHTaLMIO NAKETOB.

ping ipv6 {A.B.C.D.E.F |
host} [size size] [count
count] [timeout timeout]
[source A.B.C.D.E.F]

host: (1..158) cumB0/108B;
size: (68..1518)/68 6aiiT;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHgza cnyxut ana nepesaym 3anpocos (ICMP Echo-Request)
npoTokona ICMP yKkasaHHOMY y3/1y CETU, a TaKXKe ANA KOHTPOA
noctynatowmx oteetos (ICMP Echo-Reply).

-A.B.C.D.E.F — IPv6-agpec y3na ceTu;

- host — [OMEHHOe UMsA y3/1a CeTu;

- Size — pa3mep NakeTa gna OTNPaBKK, KOAMYecTBO 6aliT B
nakerte;

- count — KOIMYECTBO NaKeTOB A1A Nepefayu;

- timeout — Bpemsa 0XXnAaHUA oTBeTa Ha 3anpoc.
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traceroute ip {A.B.C.D |
host} [vrf vrf-name] [size
size] [ttl tt] [count
count] [timeout timeout]
[source ip_address]

vrf-name: (1..32)
CUMBOAA;
host: (1..158) cumBonos;
size: (64..1518)/64 6airT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 c;

Onpenenvts MapwpyT TpadurKa A0 Y313 Ha3HAYEHUA.
- vrf-name — umA BUPTyanbHOM 061acTU MapLpyTM3aLmm;
- A.B.C.D — IPv4-appec y3na cetu;
- host — [OMeHHOe UMA y311a CeTH;
- Size — pa3mep NaKkeTta gaa OTNPaBKM, KOAMYecTBO 6aliT B
nakerte;
- tt/ — MaKcMManbHOe KONMYECTBO YHaCTKOB B MapLUpyTe;
- count — KOIMYECTBO MOMbITOK NepeAayy NakeTa Ha Kaxgom
y4acTke;
- timeout — BpemsA OXKMAAHUA OTBETA Ha 3anpoc;
- IP_address — |P-agpec uHTepdelica KommyTaTopa,
MCMO/Ib3yeMblii AR Nepeaaym nakeTos.

OnucaHue owmn60K Npu BbINONHEHUN KOMAHA, U
V pe3ynbTaToB NpuBegeHo B Tabaunuax 46, 47.

traceroute ipv6
{A.B.C.D.E.F | host} [size
size] [ttl tt/] [count
count] [timeout timeout]
[source ip_address]

host: (1..158) cumBonOB;
size: (66..1518)/66 bair;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

OnpefenvTtb MapwpyT TpadurKa 40 y3na HazHAYeHus.
-A.B.C.D.E.F — IPv6-agpec y3na cetu;
- host — [OMeHHOEe UMA y3/1a CeTH;
- Size — pasmep NakeTa A4/1a OTNPaBKK, KOANYECTBO OalT B
nakerte;
- tt/ — MaKcMManbHOE KONMYECTBO YHaCTKOB B MapLUpyTe;
- count — KOIMYECTBO MOMbITOK NepeAaym NakeTa Ha Kaxgom
YYacTKe;
- timeout — Bpems 0XXWAaHWA OTBETA HA 3anpoc;
- IP_address — |P-agpec uHTepdelica KommyTaTopa,
MCMONb3yeMbli AN1A Nepeaaym nakeTos.
OnucaHue oWwKn60K Npu BbINOHEHUN KOMaHA, U
V pe3ynbTaToB NpuBeAeHo B Tabauuax 46, 47.

telnet {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonoB;
port: (1..65535)/23

OTKpbITb TELNET-ceccuio ana ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — [OMeHHOEe UMA y311a CeTH;
- port — TCP-nopT, no KoTopomy paboTaeT cnykba Telnet;
- keyword — knto4yeBoe CNoBO.
OnucaHue cneuuanbHbiXx KOMaHg Telnet u Kawoue-
V BbIX C/10B npuseAeHo B Tabnuue 48.

ssh {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/22;

OTKpbITb SSH-ceccuio ana y3na cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;
- host — nomeHHoe Ums y3na cetu;
- port — TCP-nopT, no KoTopomy paboTaeT cay»6a SSH;
- keyword — knto4yeBoe CN0BO.
V OnucaHue KA4yeBbIX C10B NPUBEAEHO B Tabnuue
49.

resume [connection]

connection:
(1..5)/nocneaHss
YCTAaHOB/IEHHAA ceccus

MepeKnoUNTLCA Ha 4PYryHo YCTaHOBAEHHYIO telnet-ceccuto.
- connection — Homep ycTaHoBNeHHOW telnet-ceccun.

show users [accounts]

0T06pa3nTb MHPOPMALMIO O NONL30BATENAX, MCMOb3YIOLLMX
pecypcbl yCTPOICTBa.

show sessions

OT06pazuTb UHGOPMAaLMIO 06 OTKPBITLIX CECCUAX K YAANEHHbIM
yCTpoMcTBam.

show system

BbIBECTU CUCTEMHYIO MHPOPMALMIO.

show system battery

OTo6pa3uTb nHPopmaumio o baTapee.

[unit unit] unit: (1..8)/— - Unit — HOMep YCTPOWCTBA B CTEKE.
show system id [unit OT06pa3nTb CEPUNHBIN HOMEp YCTPOCTBA, PEBU3UNIO NAATbI U
unit] unit: (1..8)/— 6asosblii MAC-agpec.
- unit — Homep yCTPOICTBA B CTEKe.
show system [unit unit] unit: (1..8)/— OT0.6pa3l/ITb CMCTeMH\:PO MHPOpPMaLMIO KOMMYTaTOPA.
- unit — Homep yCTPOMICTBA B CTEKe.
show system fans [unit unit: (1..8)/— OT06pazuTb MHGOPMALMIO O COCTOSHUU BEHTUAATOPOB.

unit]

- unit — Homep yCTPOMCTBA B CTeKe.

show system power-
supply

OTO6pa3I/ITb I/IHd)OpMaLI,MI-O O COCTOAHUN UCTOYHUKOB NUTAHUA.

show system sensors

OT06pa3nTb MHPOPMALMIO TEMNEPATYPHBIX AATYMKOB.
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show version

OTO6pPa3snTb TEKYLLYIO BEPCUIO CUCTEMHOTO NPOrPammMHOro
obecneyeHus ycTpoiicTBa.

show system router
resources

OT06pasunTb pasmep 1 3aHATOCTb annapaTHbIX Tabauy,
yCTpOMCTBA (MapLpyTn3aumm, cocegei, nHtepdeiicos).

show system tcam
utilization
[unit unit]

unit: (1..8)/—

OTob6pa3unTb 3arpy3Ky pecypcos namatn TCAM (onpeaeneHHo
aapecyemas namaTb).
- unit — HoMep yCTPOMCTBA B CTEKE.

show tasks utilization

OTO6pa3sunTb ypOBEHb 3arpy3KM PECYPCOB LLEHTPaNbHOrOo
npoueccopa KOMMYTaTOpa AJ/1A Kax40oro CUCTEMHOrO npoLiecca.

show tech-support
[config | memory]

OT06pa3nTb NHPopmaLmio 06 ycTpoincTee, Heobxoaumyto ans
Haya/ibHOM AMArHOCTUKKM Npobnem.
BbiBOA KOMaHAb!I NpeacTaBaseT coboit Komb6uHaumio
V BbIBOAOB NEPEUYMC/IEHHbIX HUXKE KOMaHA:
e show clock
e show system
e  show version
e  show bootvar
show running-config
show ip interface
show ipv6 interface
show spanning-tree active
show stack
show stack configuration
show stack links details
show interfaces status
show interfaces counters
show interfaces utilization
show interfaces te1/0/xx
o show fiber-ports optical-transceiver
e show interfaces channel-group
e  show cpu utilization
e  show cpu input-rate detailed
o show tasks utilization
e  show mac address-table count
e showarp
o show errdisable interfaces
e showvlan
e  show ip igmp snooping groups
e show ip igmp snooping mrouter
e show ipv6 mld snooping groups
e show ipv6 mld snooping mrouter
o  show logging file
e show logging
e  show users
o  show sessions
e  show system router resource
e show system tcam utilization

show storage devices

OT06pasunTb 3HaYeHMs obbema u ceobogHol namaTtu M3Y.
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KomaHpa «show sessions» oTobpakaeT Bce yaaneHHble coeguHeHUA TONbKO U3 TeKyLei
ceccuu. [laHHaA KOMaHAA UCNOb3yeTcA cnepylowmm obpasom:

.‘

1. BbInOAHUTD NOAK/NIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOMMYyTaTopa C MOMOLLbIO
TELNET unm SSH;

2. BepHyTbcAa B poaUTeNbCKYHO ceccuio (Ha KommyTaTop). A1 3Toro HaXkatb Kom6uHauuio
Knasuw <Ctrl+Shift+6>, oTnycTUTb U HaxaTb <x> (MKc). MponsonaeET nepexos B poau-
TeNbCKYIO Ceccuio;

3. BbInonHuUTb KOMaHAy «show sessions». B Tabaunue 40KHbI NPUCYTCTBOBaTb BCe UCXO-
AAlWMe coeanHeHUA B TeKyLei ceccum;

[nA Toro utobbl BEPHYTLCA K CECCUM YAANEHHOTO YCTPOACTBA, HEO6XOAMMO BbINOAHUTD KO-

maHagy «resume N», rae N — Homep coeguHEeHUA 13 BbIBOAA KOMaHAbI «show sessions».

KomaHObI pexcuma privileged EXEC

3anpoc KoMaHAHOM CTPOKK B pexume privileged EXEC umeeT cneaytowmii Bua;
console#

Tabnuua 45 — KomaHabl ynpaBaeHusa cuctemoii B pexkmume privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

reload [unit unit_id] unit_id: (1..8)/— I'Iepfaa:?nycmrb yCTponCTE;o.

- unit_id — Homep yCTPOWCTBa B CTEKE.
reload in {minutes | minutes: (1..999); YCTaHOBUTb MPOMEKYTOK BPEMEHMU, Yepe3 KOTOPbI NpousonaeT
hh:mm} hh: (0..23), mm: .

(0.59). OT/I0XKEeHHas nepesarpysKa ycTponcTaa.
reload at hh:mm hh: (0..23), mm: N
(0..59). YcTaHOBWTb BpeMs nepesarpysku ycTpoicTea

boot password password YcTaHOBUTbL Naponb Ha bootrom.
no boot password a Yaanutb naponb Ha bootrom.
reload cancel — OTMEHUTb OT/IOMKEHHbIN Nepesanyck.
show cpu utilization . OTO6pPa3nTb CTaTUCTMKY MO YPOBHHO 3arpy3Ku pecypcos

LLeHTPaNbHOro NpoLeccopa.
show cpu input rate . OTO6pPa3nTb CTaTUCTUKY MO CKOPOCTU BXOAALLMX Kagpos,

06pabaTbiBaeMbix MPOLLECCOPOM.
show cpu input-rate _ OTO6pa3sunTb CTAaTUCTMKY MO CKOPOCTU BXOAALIMX KaApos,
detailed obpabaTbiBaembIx MpoLLECCOPOM MO TUNY TpaduKa.
show cpu thresholds — OT06pa3nTb CNUCOK HacTpoeHHbIX noporos gns CPU.
show memory thresholds — OT106pa3mnTb CNUCOK HACTPOEHHbIX MOporos ana RAM.
show sensor thresholds — OT06pa3nTb CMCOK NOPOroB AN AaTYMKOB.
show storage thresholds - OT106pa3nTb CNMCOK NOPOroB A/A PA3Ae0B YCTPOMUCTB.
show system mode — 0OT06pa3sunTb MHGOPMaLMIO O NapameTpax GUnbTpauun TpaduKa.

- I'Ipmmep MCMo/sIb30BaHMA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets
Type Esc to abort.
1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 * *x ok
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Tabnuua 46 — OnucaHMe pe3ynbTaToB BbIMOJIHEHUA KOMaHAbI traceroute

lMone OnucaHue
1 MopAAKOBbIN HOMEP MapLIPYTM3aTOpPa B NMYTU K YKa3aHHOMY Y3y CETH.
gateway.eltex CeTeBoe MMA 3TOroO MapLIpyTM3aTopa.
192.168.1.101 IP-agpec aToro maplupyTtusatopa.
0 msec 0 msec 0 msec Bpems, 3a KOTOEOE nakeT 6bl1 NepegaH U BEPHYACA OT MapLlpyTM3aTopa. YKasbliea-
eTCca ANA KaXKA0WN NOMbITKM NepeAayn nakeTta.

Mpu BbINONHEHMM KOMaHAbI traceroute MoryT NPou3oinTn oWMBKKN, onnucaHne oWMBOK NpMBEAEHO B
Tabnuue 47.

Tabnnua 47 — OWwMBKKM NpU BbINOJHEHUM KOMaHAbI traceroute

Cumeon owubku OnucaHue
* TamayT npu NonbITKe Nnepegayum nakera.
? HewnsBecTHbIM TUM NaKeTa.
A ASMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT Npu BNOKMPOBAHUM UCXOAA-
wero Tpaduka no npasmnam B Tabauue goctyna ACL.
F TpebyeTcs pparmeHTauma n yctaHoBka 6utos DF.
H Y3en ceTn HegoOCTyMNEH.
N CeTb HeOCTYMHa.
P lpoToKoN HepoCTyneH.
Q MCTOYHUK NoaaBneH.
R NcTekno Bpems NoBTOpHOM cbopKM pparmeHTa.
S OwnbKa ncxoaallero mapLupyTa.
U MopT HepocCTyNEH.

MporpammHoe obecneyeHre Telnet KommyTaTopoB MNOAAEP*KMBAET cneuuanbHble KOMaHabl —
bYHKLMWN KOHTpOAA TepmMHana. Jna BXo4a B peXMM CneumanbHbIX KOMaHZ BO Bpems akTuBHoM Telnet-
Ceccum NCNoJib3yeTcs KOMBUHALUMA KNaBuw <Ctrl+shift+6>.

Tabnuua 48 — CneumanbHble KomaHabl Telnet

CneyuanbHaa KOMaHOd Ha3HayeHue
AN MNepepatb no telnet paspbiB coeguHeHUs.
AN C Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN K Mepeaatsb no telnet yganeHue cumsona (EC).
AN o MNepepatb no telnet npeKkpaweHune BoiBoga (AO).
ARt Mepepatb no telnet coobuieHne «Are You There?» (AYT) Ana KOHTpOAs nogkatoue-
HUA.
ANy MNepepatb no telnet ctupaHue ctpokm (EL).
AN X Bo3BpaT B peXXnMM KOMaHAHOM CTPOKMU.
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TaKe BO3MOXKHO MCNO/b30BaHME AOMNOMHUTEbHbIX ONLUMIA Npu OTKPbITMM Telnet- n SSH-ceccuit:

Tabnunua 49 — KntoueBsble €C10Ba, UCMOJIb3yemble Npu oTKpbITUKM Telnet- n SSH-ceccuit

Onyusa OnucaHue
/echo JloKkanbHO BKAtoUaeT dyHKUMIO echo (NogaBaeHMe BbiIBOZa Ha KOHCOJIb).
/password OnpeaenseT naponb Ans Bxoaa Ha SSH-cepsep.
/quiet He gonycKkaeT BbiBOA, BCEX COOBLLEHMI NporpaMmMHoro obecneyeHun Telnet.

/source-interface

OnpeaenseT nHTepdENnC-UCTOUHUK.

Bk/touaeT 06paboTKy NOTOKa, KOTOPbINM paspellaeT HesawmeHHoe TCP-coeguHeHne
6e3 KoHTpoA NocnegoBaTenbHocTel Telnet. MoTokoBoe coeanHeHne He 0b6pabaTbl-

/stream BaeT Telnet-onunn M MOXKET UCNONL30BATLCA AN NOAKNIOYEHMA K NOPTAM, Ha KOTO-
pbiX 3anyLueHbl nporpammsl KonuposaHusa UNIX-to-UNIX (UUCP) nnbo apyrme npoto-
KOAbl, He Aastowmeca Telnet-npoTokonamu.

Juser OnpegendaeTt uma Nonb3oBaTena anAa exoga Ha SSH-cepsep.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B peKmnme rnobanbHoi KoHOUrypauum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 50 — KomaHapbl ynpaB/ieHUa cUCTEMOW B pexxnme rnobanbHoi KoHoUrypaumum

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuio
hostname name name: (1..160) 3afaTb ceTeBoe MMA YCTPOWCTBA.
no hostname CMMBONOB/— BepHyTb ceTeBOE MMA YCTPOICTBA B 3HAYEHMWE MO YMONIYAHWIO.
service tasks-utilization Pa3speLlunTb yCTPOMCTBY NPOrPaMMHO U3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPaNbHOro NPOL,Eeccopa KOMMYTATOPa A/ KaxAoro
CUCTEMHOrO npouecca.
- — —/BK/OYEHO —
no service tasks-utilization 3anpeTuTb YCTPOMCTBY NPOrPamMMHO U3MePATbL YPOBEHb 3arpy3Kku
pecypcoB LLeHTPabHOro NPOLLEeccopa KOMMYTaTOPa A5 KaXAoro
CUCTEMHOrO npouecca.
service cpu-utilization Pa3spelunTb yCTPOMCTBY NPOrPaMMHO M3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPanbHOro NpoLeccopa KOMMyTaTopa.
- —— —/BKAOYEHO —
no service cpu-utilization 3anpeTuTb YCTPOMCTBY NPOrPamMMHO U3MePATL YPOBEHb 3arpy3Ku
PecypcoB LLeHTPaAbHOro Npoueccopa KoMmyTaTopa.
service cpu-input-rate Pa3spewnTb yCTPOICTBY NPOrpaMmMHO M3MEPATb CKOPOCTb
BXOAALLMX Kaapos, 06pabaTbiBaemMbiX LEHTPabHbIM
MpPOLEeCcCoOpoOM KOMMYTaTopa.
- - —/BKAOYEHO -
no service cpu-input-rate 3anpeTuTb YCTPOMCTBY NPOrPaMMHO U3MEPATL CKOPOCTb
BXOAALLMX Kaapos, 06pabaTbiBaemMbiX LEHTPAIbHbIM
MpOoLEeccopoM KoMmyTaTopa.
service cpu-rate-limits traffic: (http, telnet, YcTtaHoBMTb Ha CPU orpaHMyeHnA CKOpPOCTM BXOAALWMX KAapOoB AN
traffic pps ssh, snmp, ip, link-local, | onpeaneneHHoro TMna Tpaduka.
arp, arp-inspection, - pps — MaKeToB B CEKyHAY.
stp-bpdu, routing, Peanusyet ¢pyHKuuio CoPP (Control Plane Protection).
ip-options,other-bpdu, V
dhcp-snooping,
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no service cpu-rate-limits

traffic

igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

BoccTaHOBMTL 3HaUEHMeE ppPs Mo YMOIYAHUIO A/1A ONpeaeNeHHoro
Tpadwuka.

syn);

pps: 8..2048

service password-recovery Pa3pelunTtb BOCCTaHOB/IEHME NAPOA Yepes 3arpy304HOE MEHIO
bled «password recovery procedure» ¢ COXpaHeEHUEM KOHPUrypaLmu.

no service /enable Pa3pelunTb BOCCTaHOB/IEHWE NAPO/A Yepes 3arpy304HOE MEHIO
password-recovery «password recovery procedure» ¢ yaaneHnem KoHGUrypaumu.
link-flapping enable bled BKAtounTb NpegoTepalieHme GaannmHra 1MHKa.
link-flapping disable /enable OTKNOYUTL NpeaoTBpaLleHne GaannumHra MHKa.
service mirror- Co31aBaTb pe3epBHYIO KOMUIO TeKyLLel KOHPUrypaumn.
conflgu.ratnon — Jenabled
no service .
mirror-configuration OTKNIOUYUTD KOMMPOBaHME TEKYLLEe KoHOUrypauuu.
system router resources ip_entries: YCcTaHOBWTb pazmep TabauLbl MapLLIpyTU3aLMU.
[ip-entries ip_entries | (8..8024)/5120;
ipv6-entries ipv6_entries | ipv6_entries:
ipm-entries ipm_entries | (32..8048)/1024;
ipmv6-entries ipm_entries:

ibmv6_entries])

(8..8024)/512;
ipmv6_entries:
(32..8048)/512

cpu threshold index index
interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recov-
ery-notify {enable | disa-
ble}]

no cpu threshold index in-
dex

index:
(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLEHTOB;
flap_interval:
(0..100)/0 npougeHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3apatb nopor gna 3arpyskm CPU.

- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- interval — nHTepBan namepeHus 3arpyskm CPU. 3HaueHwue 3a-
rpy3kn CPU 3a 3TOT MHTepBan byaeT cpaBHMBATbLCA C MOPOro-
BbIM;

- relation — oTHoweHWe mexay 3arpy3koit CPU 1 noporosbim
3HayeHuem, Heobxoaumoe ans cpabaTblBaHMA NOPOra;

- value — 3Ha4YeHWe Nopora;

- flap_interval — 3HauyeHue, onpegenstolLee MOMEHT BOCCTa-
HOB/IEHWUA Nopora nocne cpabaTbiBaHUA;

- severity — ypOBeHb Ba*HOCTU TPanos A/1A 3TOro Nopora;

- notify — BKlouaeT/oTKAOYAET OTNPaBKy TPAnos o cpabatbl-
BaHWK Nopora;

- recovery-notify — BKalouyaeT/oTK/O4aeT OTNPABKY TPaMNoB o
BOCCTQHOB/IEHMM NOpPOra.

YAanuTb Nopor € 3aiaHHbIM UHAEKCOM.

memory threshold index
index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3agaTtb nopor ans obbema ceobogHOM namaTi RAM.

- index — NPoW3BO/IbHbIV MHAEKC NOPOTra;

- relation — oTHoweHWe mexay o6beMom cBO6OAHOM NamMATU U
MopOroBbiM 3HaYeHMem, Heobxogmumoe a1 cpabaTbiBaHUA
nopora;

- value — 3Ha4YeHWe nopora;

- flap_interval — 3HayeHue, onpegensatolLee MOMEHT
BOCCTaHOB/IEHUA Nopora nocse cpabaTbiBaHUs;

- severity — ypoBeHb BaXKHOCTW TPanoB 4/14 3TOro Nopora;

- notify — BK/IlO4aeT/OTKAIOYAET OTNPABKY TPaNos o
cpabaTbiBaHUM Nopora;

- recovery-notify — BKkatouyaeT/oTK/0UaET OTNPaBKy TPanos o
BOCCTAHOB/NEHUW NoOpora.

Ypanutb nopor ¢ 3afaHHbIM UHAEKCOM.
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sensor threshold fan
fan_num unit-id unit_id
index index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no sensor threshold fan
fan_num unit-id unit_id
index index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..1000000000)
060pOTOB/MUH;
flap_interval:
(0..1000000000)/0
060poTOB/MUH;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3afaTb NOpor 4N AaTYMKA CKOPOCTU BPALLEHWUA BEHTUAATOPA.
- fan_num — Homep BeHTUANATOPA;

- unit_jid — Homep IOHWTa, Ha KOTOPOM HaXOAMUTCA BEHTUNATOP;
- index — NPOU3BONbHbIN MHAEKC NOPOra;

- relation — oTHOLWEHME MEXAY CKOPOCTbIO BPALLLEHMUSA
BEHTU/IATOPA M NMOPOroBbIM 3HaYEHMEM, HeobXxoaMMoe Ans
cpabaTbiBaHWA Nopora;

- value — 3Ha4eHWe Nopora;

- flap_interval — 3HayeHune, onpegensaoLLee MOMeEHT
BOCCTAHOB/IEHUA NOpora nocse cpabaTbiBaHUs;

- severity — ypoBeHb BaXHOCTW TPaNoB AN1A 3TOro Nopora;

- notify — BK/ItO4aeT/oTKAOYaET OTNPABKY TPanos o
cpabaTbiBaHMM NOPOra;

- recovery-notify — BK/lO4aeT/oTKAOUAET OTNPABKY TPANos o
BOCCTAaHOB/IEHMW NOpOra.

YaanuTtb nopor ¢ 3aflaHHbIM UHAEKCOM ANA BeHTUAATOpa fan_num
Ha IoHUTe unit_id.

sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index
relation value [flap-interval
flap_interval] [severity
level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3afaTb Nopor ANs AaTyMKa TeMNepaTypbl.

- sensor_num — HOMEp TEPMOJATUMKa;

- unit_id — Homep IOHWUTA, Ha KOTOPOM HAXOLMUTCA TEPMOLATUUK;
- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- relation — OTHOLWIEHWE MeXAY TEMMNepaTypol U MOPOroBbIM
3Ha4YeHMeM, Heobxoanmoe ana cpabaTbiBaHWMA NOPOra;

- value — 3Ha4yeHue Nopora;

- flap_interval — 3HayeHune, onpegensatoLLee MOMEHT
BOCCTaHOB/IEHWA NOpora nocse cpabaTbiBaHUSA;

- severity — ypOBeHb BaXHOCTU TPanoB A/ 3TOro Nnopora;

- notify — BK/IlO4aeT/oTKAOYaeT OTNPABKY TPanos o
cpabaTbiBaHUKM NOPOra;

- recovery-notify — BKAto4YaeT/oTKlOUaeT OTNPaBKy TPanos o
BOCCTAaHOB/IEHUW NOpPOTra.

YAanutb Nopor ¢ 3a4aHHbIM UHAEKCOM ANA TepMoJaTIMKa
sensor_num Ha toHuTe unit_id.

storage threshold index
index interval relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
interval: (0..100)/0
NPOLLEHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert;

3apaTb nopor aAna o6bema ceob6ogHOM NamaTh Ha N3Y.

- index — NPown3BO/IbHbIN MHAEKC NOPOTra;

- relation — oTHoWeHMe mexay ob6bema cBob6oAHOM NamATU K
NMoporoBbiM 3Ha4YeHUeM, Heobxoamumoe a/1a cpabaTbiBaHUA
nopora;

- value — 3HayeHWe Nopora;

- flap_interval — 3Ha4yeHune, onpegensatoLLee MOMEHT
BOCCTAHOB/IEHUSA Mopora nocse cpabaTbiBaHus;

- severity — ypOBeHb BaXHOCTU TPanoB A/1s 3TOro Nopora;

- notify — BKAlouaeT/oTK/OYaEeT OTNPaBKy TPaMNos O
cpabaTbiBaHUM Nopora;

- recovery-notify — BKkAtouYaeT/oTKOUaEeT OTNPaBKy TPanos o
BOCCTAHOB/IEHMW NOpPOra.

Y4anuTb NOpor ¢ 3afaHHbIM UHAEKCOM.

reset-button {enable |
disable | reset-only}

—/enable

HacTpouTb peaKkLuio KOMMYTaTopa Ha HaXaTue KHOMKK F.

- enable — npu HaxaTUM Ha KHOMKY AWUTENbHOCTbIO MeHee 10
CeK, NPOUCXOANT NepesarpysKa yCTPoMCTBa; NPU HaxKaTUK Ha
KHOMKY AnnTtenbHocTbio 6onee 10 cek, nponcxoamT cbpoc
YCTPOWCTBA [0 3aBOACKOWN KOHOUIypauuu;

- disable — He pearnpoBaTb (OTKAtOYEHA);

- reset-only — To/bKO nepesarpysKa.
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5.6 KomaHpAbl N8 HAaCTPOMKK NapamMeTPoB ANA 3a4aHUA Naponien

JaHHbI KOMNAEKC KOMaHA, NpeAHasHavyeH Ana 3a4aHusA MUHUMAJIbHOM CNOXHOCTU NapoiA, a TaKxXe
ANf 3alaHMA BpeMeHU AeCTBMA Napons.

KomaHObI pexcuma 2a0b6an6Hol KOHgpu2ypayuu

3anpoc KOMaHAHOW CTPOKM B peXXmnme rn1o6anbHON KOHOUIYpauum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 51 — KomaHgpbl ynpaB/ieHUn cUcTeEMOW B pexxmnme rnobanbHoi KoHourypaumum

KomaHda

3HayeHue/3HayeHue
10 ymMon4aHuio

Aelicmeue

passwords aging age

no password aging

age: (0..365)/180 aHeir

3a4aTb BPEMSA KU3HU naponeli. Mo ncteyeHnn 3a4aHHOO CPOKa
byaeT npeasioXKeHO CMeHUTb Naposb. 3HavyeHue O roBopuT O
TOM, YTO BPEMS KU3HU Naposel He 3aZaHo.

BoccTtaHOBUTL 3HAYEHWE N0 YMOAYAHUIO.

passwords complexity ena-

ble

no passwords complexity
enable

—/BbIK/IOYEHO

BKAtOUNTL OrpaHuyeHre Ha popmat napons.

BbIKNtOUMTb OrpaHnyeHne Ha popmat napons.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

BKNIOUUTb OrpaHUYeHune, 3a4atoLLee MUHUMAIbHOE KOIMYECTBO
K/laccoOB CMMBO/OB (CTpOYHble OyKBbI, 3arnaBHble OyKBbl,
undpbl, CUMBOAbI).

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

passwords complexity
min-length value

no passwords complexity
min-length

value: (0..64)/8

BK/IIOYMTb OrpaHMUYeHME Ha MUHUMAJIbHYIO A/IMHY Napons.

BoccTaHOBUTL 3HAYEHME MO YMONYAHMUIO.

passwords complexity
no-repeat number

no password complexity
no-repeat

number: (0..16)/3

BK/IIOYMTb OrpaHUYeHne, 3afalollee MaKCUMMasbHOE Ko/nue-
CTBO MOCNeA0BaTE/IbHO NOBTOPAIOLLMXCA CUMBOJIOB B HOBOM Ma-
pone.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

passwords complexity
not-current

3anpeTuTb NpY CMeHe Napois UCMNO/Ib30BaTh B KAYECTBE HOBOTO
CTapbli.

—/enabled "
no passwords complexity Pa3pelunTb MCNo/b30BaThb CTapbIit NAapo/b NPU CMeHe.
not-current
passwords complexity 3anpeTuTb MCNOAbL30BaTb B KayecTBe Mapo/if MMA Mo/b30Ba-
not-username Tens.
- —/enabled
no passwords complexity Pa3pelwnTb Mcnonb3oBaTh B Ka4yecTBe Maposis MMsA MoJ/b30Ba-
not-username Tens.
password lockout value YCTaHOBWTb KOAMYECTBO MAYLIMX NOAPAL MOMbITOK BBOAA Na-
ponsa c owmnbKon A0 BNOKMPOBKM IOKANbHOM YY4ETHON 3anuncu
value: (1..5)/—

no password lockout

nonb3osBaTenAa.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

passwords time block sec-
onds

no passwords time block

seconds: (0..7200)/0

YcTaHOBWUTb Bpema BGA0KMPOBKM NIOKa/NbHOW Y4eTHOM 3anucu
nosb3oBaTens.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.
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Tabnuua 52 — KomaHabl yn

paBneHuns cuctemon B pexknume privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

show passwords configuration

— OT06pasnTb MHPOPMaLMio 06 OrpaHUYEHNAX HA NAPON.

set username username active

HEBEPHOro BBOAA NapoaA.

PaSsﬂOKMpOBaTb nonb3osaTtenA, 336}10KVIpOBaHHOFO no npunynHe

5.7 Pabora

¢ patnamm

5.7.1 OnucaHue ap2ymeHmoe KOMaHO

Mpu ocyuiecTBAeHMM onepaumii Hag ¢annamm B KayecTBe apryMeHTOB KOMaHZ, BbICTynaloT agpeca
URL — onpezennTtenn MecToHaxoxaeHua pecypca. OnnucaHue KatoueBblX CI0B, UCMO/b3YEMBbIX B ONepaumnx,

npuseneHo B Tabnauue 53.

Tabnumua 53 — CN1COK KNtoYeBbIX CI0B U UX onMcaHne

Knrouesoe cnoso

OnucaHue

flash://

McxoaHblii agpec nnm aapec Mecta HasHauyeHus 419 S3HeProHe3aBUCUMON NamaTu.
JHeproHesaBMcMMan NamaTb UCNOAb3YETCA MO YMOAYaHuIo, eciv agpec URL onpeaeneH 6e3

npedukca (npedurkcamm seaatotca: flash:, tftp:, scp:...).

running-config

Paiin TekyLen KOHPUrypaumm.

mirror-config

Konus daiina Tekyuwen KoHourypaumm.

startup-config

®aiin nepBoHa4YanbHON KOHGUIypauum.

active-image

daiin c akTMBHbIM 0bpasom.

inactive-image

daiin c HeaKTUBHLIM 06pasom.

ftp://

UcxopHbIV agpec unv agpec mecta HazHadeHua ana FTP-cepsepa.
CuHtakcuc: ftp://[username[:password]@host/[directory/] filename
- username — WMA NONb30BaTENS;

- password — napo/ib NoNb3oBaTenNs;

- host — IPv4-agpec unm ceTeBoe MMA YCTPOWCTBA;

- directory — Kkatanor;

- filename — vma daiina.

tftp://

UcxopHbI agpec unm agpec mecta HasHadeHua ana TFTP-cepsepa.
CuHTakcuc: tftp://host[:port]/[directory/] filename.

- host — IPv4-agpec unun ceteBoe MMs YCTPOMCTBA;

- port — NopT Ha3Ha4YeHus;

- directory — Katanor;

- filename — vma daiina.

scp://

McxoaHbIvi agpec nam agpec mecta HasHadeHus ana SSH-cepsepa.
CuHTtakemc: scp://[username[:password]@]host[:port]/[directory/] filename
- username — MMA NOJib30BaTeNsA;

- password — napo/ib NoNb30BaTeNs;

- host — IPv4-agpec unm ceTeBoe MMA YCTPOWUCTBA;

- port — NopT Ha3HaYeHus;

- directory — Katanor;

- filename — nma daina.

sftp://

McxoaHbIvi agpec nam agpec mecta HasHadeHus ana SSH-cepsepa.

CuHtakcuc: sftp://[username[:password]@]host[:port]/[directory/] filename
- username — MMA NONb30BaTeNA;

- password — naponb Nonb30BaTeNs;

- host — IPv4-agpec unm ceTeBoe MMA YCTPOWCTBA;

- port — NopT Ha3HaYeHus;

- directory — Katanor;

- filename — vnma daina.

logging

daiin c uctopmeit KomaHa,
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5.7.2 KomaHObI 014 pabomei ¢ palinamu

KomaHObI pexxcuma 2a0b6an6Hol KOHgu2ypayuu

3anpoc KOMaHAHOW CTPOKM B pexxmnme rnobanbHon KoHPUrypaumm MMeeT cieayowmin Bua;
console (confiqg) #

Tabanua 54 — KomaHabl 4158 HAaCTPOMKM NapaMeTPOB KOMMPOBAHUSA B peXnme rnobanbHON KoOHOUrypaumm

3HavyeHue/3HavyeHue .,
KomaHoa / Aelicmeue
no ymon4aHuio

ip tftp source-interface

{fortygigabitethernet fo_port: (1..4);
s te_port: (1..24);
fo_port | tengigabitether- -
net te_port | gigabitether- gi_port: (1..24);
. Ib_port: (1..64); Onpegenntb IP-uHTepdeic ctouHunka ansa naketos TFTP IPv4.
net gi_port | loopback - ¢
tn_port: (1..16);
Ib_port | tunnel tn_port |
group: (1..48);

ort-channel grou lan
P group | v vian_id: (1..4094)

vlan_id}
= /BbIKOYEHO

no ip tftp source-interface YCTaHOBWTb 3HAaYEHME MO YMOIHAHUIO.

KomaHObI pexcuma privileged EXEC

3anpoc KoMaHAHOM CTPOKK B pexume privileged EXEC umeeT cnegytowmii Bua;

console#

Tabnuua 55 — KomaHgbl ana paboTsl ¢ painamu B pexknme privileged EXEC

3HayeHue/
KomaHoa 3HayeHue no Aelicmeue
YMOAYAHUIO
copy source_url destination_url KonupoBsatb $haiin 3 mectonofoKeHna UCTOYHUKA B
[exclude | include-encrypted | MEeCTOMO/IOXKEHMNE Ha3HaYeHUA.
include-plaintext] - source_url — mecTonosnoxeHune konupyemoro daina;
- destination_url — appec mecTta HasHayeHus, Kyaa dain byaer
CKOMUPOBaAH.
CnegayoLme onumum gOCTYMHbI TONbKO NPU KONUPOBaHUK 13
source_url: o ]
(1.160) daiina KoHdurypaumu:
N - exclude — nHpopmauus, KpuTMYHas gns 6e3onacHocTu, He
CUMBO/IOB; -
L 6yZeT BKOYEHA B KOHEYHbIV daiin;
destination_url: .
(1.160) - include-encrypted — nHpopmauua, KpuTMUHaA gan
- 6e3onacHocTH, byaeT BKAOYEHa B KOHEYHbIN $aiin B
CUMBO/IOB;
3alIndpOoBaHHOM BUAE;
- include-plaintext — nHbopmaymsa, KpuTnyHaa ana
6e3onacHocTH, byaeT BK/IOYEHA B KOHEYHbIN daiin B
HesawwnpoBaHHOM BUAE.
copy source_url running-config KonupoBsatb palin KoHPUrypaumm c cepeepa B TEKYLLYHO
KOHUrypaumto.
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copy running-config
destination_url [exclude | include-
encrypted | include-plaintext]

copy startup-config destination_url

CoxpaHWTb TEKYLLYIO KOHUTYypaLMIO Ha cepBepe.

- exclude — 1cKNOYUTL U3 KONUPYEMBIX AAHHBIX MHOOPMALMIO O
K/toYax, Naponax u T. m.

- include-encrypted — coxpaHATb f@aHHbIe O K/OYax, Naponax B
WwndpoBaHHOM BUAE;

- include-plaintext — coxpaHATb AaHHblE O KNKOYaX, NAapoNfAX B
ABHOM BMe.

CoxpaHuTb NepBoHaYasibHy0 KOHGUrypaumio Ha cepsepe.

copy running-config startup-config

CoXpaHWTb TEKYLLYHO KOHUTypaLMIO B NepBOHaAYabHY!HO.

copy running-config file

CoxpaHUTb TEKYLLYI KOHOUIYypaLUmio B 334aHHbIN pe3epBHbI
daiin KoHdpuUrypaumm.

copy startup-config file

CoxpaHUTb NepBOHAYaAbHY KOHOUIYpPaLUIo B 3a4aHHbIN
pe3epBHbIi dann KoHbUrypauum.

boot config source_url

KonupoBsatb ¢palin KoHpuUrypaumm c cepeepa B dpain
nepBOHaYasibHOM KoHbUrypauuu.

dir [flash:path | dir_name]

OTo6pa3unTb cNUCcok ¢paiinoB B yKasaHHOM KaTasore.

more {flash:file | startup-config |
running-config | mirror-config |
active-image | inactive-image |
logging | file}

OT06pa3unTb cogeprkmmoe darina.

- startup-config — oTobpakaeT coaepxumoe dpalina
nepBoHa4asbHOW KoHbUTypauuu;

- running-config — oTobparkaeT cogeprkumoe daiina TekyLen
KOHdUrypauuu;

- flash: — oTob6pakaeT painbl ¢ dnew-namaTv ycTponCTBa;

- mirror-config — oTobpaxkaeTt cogepxumoe dalina TekyLiemn

file: (1..160) KOHOUIypaumm ¢ 3epkana;
CMMBO/IOB - active-image — oTobpakaeT Bepcuto TeKkyLiero dalina obpasa
no.
- inactive-image — oTo6paskaeT Bepcuio HeakTMBHOro daiina
obpasza MoO.
- logging — oTobparkaeT cogepkunmoe daina }KypHana.
- file — vima dpanna.
’ daiinbl otobparkatorca B popmare ASCII.
.
delete url — Yaanute danin.
delete startup-config - Yaanutb danin nepBoHayanbHoOM KoHuUrypaumu.
boot system source_url Konuposatb ¢aiin MO c cepBepa B HEAKTUBHYIO 061aCTb NAMATH
- Ha mecTo pe3sepsBHoro 0.
boot system inactive-image - 3arpy3uTb ¢ HeakTMBHOro obpasa MO.
show {startup-config | running- ip_addr: A.B.C.D, | OTobpa3uTb cogepkmmoe dalina nepsoHavanbHOM (startup-
config} interface {ip ip_addr | all); config) nau Tekyuwein (running-config) koHdurypauum.
gigabitethernet gi_port | gi_port: - interfaces — KoHdUrypauus nntepdelicos KommyTtatopa — IP-
tengigabitethernet te_port | (1..8/0/1..48); nHTepodelicos, ranyecknx nHTepdencos, rpynn MHTepdencos
fortygigabitethernet fo_port | oob te_port: (port-channel), VLAN-uHTepdeicos, OOB-nopta, loopback-
| port-channel group | vlan (1..8/0/1..24); UHTepdECoB, TyHHeNeN.
vlan_id | tunnel tunnel_id | fo_port: Cnepytouime onummn AOCTYMNHbI NPY BbIBOAE TEKYLLEN
loopback /oopback_id} ipvé6 (1..8/0/1..4) KoHbUrypauum:
{router ospf process_id} router group: (1..48); - ipv6 router ospf — KoHdurypauma IPv6 OSPF npoueccos.
{ospf process_id} [brief | detailed] vlan_id: - router ospf — KoHoUrypauwmsa IPv4 OSPF npoueccos.
(1..4094); - brief — BbIBOA KOHOUIYpaLWn 6€3 ABONYHBIX AAHHbIX,
tunnel_id: Hanpumep, SSH- n SSL-kntoueir;
(1..16); - detailed — BbIBOA KOHPUIYpaLMK C BKAOYEHNEM ABOUYHBIX
loopback_id: OaHHbIX.
(1..64); BbiBOA KOHTEKCTOB KOHUrypauum IP-uHtepdeitcos n
process_id: npoueccoB OSPF aoctyneH Tonbko ana ¢paina Tekywen

(1..65535)/1, all

KoHdurypauum (running-config).

show bootvar

MoKa3aTb akTUBHbIN dain cuctemHoro MO, KOTOPbIN YCTPOCTBO
3arpy)kaeT npu 3anycke.

write [memory]

CoxpaHWTb TEKYLLYIO KOHdUrypaumio B Gpaitn nepeoHayanbHoM
KOHUrypaumm.

boot license source_url

3arpysuTb Ha yCTpoOWCTBO daiin NnLEeH3nK.

delete license [word]

YpanuTb ¢ yCTPOMCTBA BCE YCTAHOB/IEHHbIe aiibl TNLEHIUNA.
- word — vms dalina AMUEH3MU, KOTOPbIN J0/IKEH ObITb yAaNeH.
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rename url new_url url, new_url: N3meHUTb uma daiina.
(1..160) - url — Tekywee nmsa ¢aina;
CMMBO/IOB - new-url — HoBoe umsa daiina.

Cepsep TFTP He moxKeT 6bITb agpecom UCTOMHMUKA U aApecoM HasHauyeHUA AN OAHOWN KO-
e MaHAbl KONMPOBaHUA.

[pumepbl UC016308AHUA KOMAHO

= Ypanutb ¢painn test ns sHeproHe3aBUCUMON NaMATH:

console# delete flash:test
Delete flash:test? [confirm]

Pe3yanaT BbIMOJIHEHNA KOMaHAbI: Nocse nogrBepxXaAeHnAa ¢a17|n 6y,D,ET YOaneH.

CyLwiecTByeT BOSMOXHOCTb NPOCMOTPa KOHGUIYpaLMM ANA TEKYLLETO MECTOMNONOMKEHNA AN cnenyio-
LMX PEKMMOB KOHPUIypaLMK:

= vlan database

= interface {gigabitethernet gi port | tengigabitethernet te port |
fortygigabitethernet fo port | port-channel group | loopback
loopback id | vlan vlan id | ip ip addr}

= interface range {gigabitethernet gi port | tengigabitethernet te port
| fortygigabitethernet fo port | port-channel group | vlan vlan id}

Tabanua 56 — KomaHabl NpocmoTpa KOHOUIypaLMm U3 TEKYLLETO MECTOMO/IOKEHUSA

3HaveHue/3Ha4yeHuUe .
KomaHoa / Aeiicmeue
no ymon4aHuro

show — OT06pa3nTb HACTPOMKM ANA TEKYLLETO pPeXnMa KoOHUrypaumu.

5.7.3 KomaHObI 0na pe3epsuposaHus KOHguzypayuu

B paHHOM pasgene onucaHbl KOMaHAbl, NpeAHasHayeHHble A48 HACTPOMKM pe3epBUMPOBaHUA
KOHdUrypaumm no Taimepy MAN NPU COXpaHeHUN TekyLein KoHdurypaumm Ha flash-Hakonutene.

KomaHObI pexcuma 2a06ana6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKK B pexxume rnobanbHoM KOHOUTYpaLMN MMEET CAeayoLWnin BUa,;

console (config) #

Tabanua 57 — KomaHapl ynpaB/ieHUa cMCTEMOW B pexmnme rnobanbHoi KoHouUrypaumum

Komanda 3HayeHue/3HayeHue Neiicmeue
110 YyMOM4YAHUIO
backup server server port YKasaTb cepBep, Ha KOTopbIi ByAeT NPOM3BOAUTLCA PE3EPBUPO-
port server: (1..22) BaHMe KOHdUrypaumu.
CMMBO/OB - server — cTpoka B dpopmaTte «tftp://XXXXXX.XXX.XXX» man
port: (0..65535)/nopt | «scp://username:password@XXX.XXX.XXX.XX»
no ymonuaHuio (tftp — | - port — nopT Ha3Ha4YeHWA cepsepa, Ha KOTopbIi ByaeT npouc-
69, scp — 22) XOAMTb pe3epBaLma KOHPUrypaumm.
no backup server YaanuTb cepsep AN pe3epBrpoBaHmA.
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backup path path

no backup path

path: (1..128)
CMMBO/I0B

YKasaTtb NyTb pacnonoxeHua ¢daina Ha cepsepe U npedurKca
daina. Mpwu coxpaHeHuu K npedukcy byaeTt fob6aBNATLCA TEKY-
Wwan aata v Bpems B Gopmate rrrrmmagyummcc.

Yaanute NyTM Ana pesepsupoBaHums.

backup history enable

no backup history enable

—/BbIK/OYEHO

BKOUUTbL COXpaHeHWe NCTOPUM pe3epBHbIX KOMWN.

OTKNIOUYUTD COXPAHEHME UCTOPUN PE3EPBHbIX KOMUIA.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 muH

YKa3aTb NPOMEKYTOK BPEMeHM, No UcTeueHun Kotoporo byaer
OCYLLECTBAATLCA aBTOMATUYECKOE pe3epBupoBaHue KOHOUry-
pauuu.

BoccTaHOBUTL 3HAYeHMe No YMONYaHUIO.

backup auto

no backup auto

—/BbIK/IOYEHO

BK/IlOYUMTL aBTOMATUYECKOE pe3epBUpOBaHMe KOHUTypaLmu.

YCTaHOBWUTb 3HAYeHMUE NO YMO/IHaHUIO.

backup write-memory

no backup write-memory

—/BbIK/OYEHO

BK/lOUMTL pe3epBMpOBaHME KOHOUIypauuu Npu COXpaHeHWuu
nosb3oBaTenem KoHourypaumm Ha flash-Hakonutens.

YCTaHOBWTb 3HaYeHMe N0 YMONYAHWUIO.

backup reachability-check
tftp

BK/IlOYUMTb OTMpPaBKy MyCTOro nakeTa ANA MPOBEPKU HanMuums
TFTP-cepBepa (3HayeHne No ymoa4aHuio).

—/BKNlOYEHO
no backup reachability- /

check tftp

OTKNOYUTL OTMPABKY MYCTOro nNakeTa ANA MPOBEPKU HanUuuA
TFTP-cepBepa.

KomaHObI pexcuma privileged EXEC

Tabnunua 58 — KomaHabl ynpaBneHua cuctemon B pexkume privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

OT106pasnTb MHPOPMaLMIO O HACTPOMKAX pe3epBUPOBAHUA
KOHdUrypaumu.

OT06pa3nTb UCTOPUIO YCMELIHO COXPAHEHHbIX Ha cepBep
KOoHbUIrypauui.

show backup

show backup history

5.7.4 KomaHObI 0na aemomamuyecko20 06HOBMeHUA U KOHgu2ypayuu

[pouecc asmomamu4eckoz2o 0b6Ho8neHUA

KommyTaTop 3anycKaeT npouecc aBTOMATUYeCKoro 06HoBAeHUs, basmpytowminica Ha DHCP, ecaun oH
BK/OYEH M MMA TekctoBoro d¢aiina (DHCP-onuusa 43, 125), copep:kawero mma obpasa MO, 6bino
npegocrtasneHo cepsepom DHCP.

Mpouecc aBTomaTUyecKoro 06HOBNEHNA COCTOUT M3 cnegyrowmx aTanos:

1. KommyTaTop 3arpyKaeT TEKCTOBbIM Paii 1 yutaeT U3 Hero ums ¢aiina obpasa NO Ha TFTP-cep-
Bepe;

2. KommyTaTtop cKkaumBaeT nepsblit 610K (512 6aiiT) obpasa MO c TFTP-cepBepa, B KOTOPOM coaep-
*utca sepcma MNO;

3. KommytaTtop cpaBHuBaeT Bepcuio daiina obpasa MO, nonyyeHHoro ¢ TFTP-cepBepa, ¢ Bepcueit
aKTMBHOro obpasa NO KommyTaTopa. ECciv OHM OTAKYAOTCA, KOMMYTaTOP 3arpyrkaeT 06pas3 NO ¢
TFTP-cepBepa BMecCTo HeaKTMBHOro o6pasa N0 KommyTaTopa 1 AenaeT AaHHbIi 06pa3 aKTUBHbIM;

4. Ecnm 06pas MO 6bin 3arpyeH, TO KOMMYTaTOp NepesarpyrKaercs.
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[pouecc asmomamu4ecko2o KOHU2ypuposaHus

KommyTaTop 3anycKaeT Npouecc aBTOMaTUYECKOro KoHOUrypupoBaHua, 6asunpytowmiica Ha DHCP, npu
BbINO/IHEHUM CAEAYIOLLNX YC/IOBUIA:

— B KOHOMrypauum paspelleHo aBTOMaTMYeCKoe KOHOUIypupoBaHue;

— otBer DHCP-cepBepa coaeput IP-aapec TFTP-cepsepa (DHCP-onuua 66) u uma daiina
KoHourypaumm (DHCP-onuma 67) B popmate ASCIL.

MNonyuyeHHbIN $paitn KoHPUrypauumn 3arpyKaeTca B NepBoHavanbHyo (startup) KoHury-
o paumio. NMocne 3arpy3ku KOHPUrypauMm KOMMyTaTop Nepe3arpyKaeTcs.

KomaHObI pexcuma 2a06an6Hol KOHgu2ypayuu

3anpoc KOMaHAHOW CTPOKM B peXXmnme rnobanbHON KOHOUIypauum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 59 — KomaHgpl ynpaB/ieHUa cUCTEMOW B pexxmnme rnobanbHoi KoHoUrypaumum

3HavyeHue/3Ha4yeHue .
KomaHoa / Aelicmeue
o ymon4aHuio
boot host auto-config BKNOUMUTL aBTOMATUYECKYH KOHoMrypauuio, 6asumpytolytocs
Ha DHCP.
- —/BKNOYEHO
no boot host auto-config BbIKNOUMTb aBTOMATUYECKYHO KOHPUrypaLumio, 6asmpytoLlyrocs
Ha DHCP.
boot host auto-update BKkntounTb aBTOMaTUyeckoe obHosneHue MO, 6asumpytoweecs
Ha DHCP.
—/BK/OYEHO
no boot host auto-update BbIKNOUMTb aBTOMaTMUeckoe obHoBeHue MO, 6asmpytoweecs
Ha DHCP.

KomaHObl pexcuma privileged EXEC

3anpoc KomaHAHOM cTPoku B pexunme privileged EXEC nmeeT cneaytowmin sua;:

console#

Tabnumua 60 — KomaHabl ynpasneHusa cuctemoit B pexknme privileged EXEC

3HayeHue/3HayeHue

KomaHda Aelicmeue
o ymon4aHuwo

show boot MpocMmoTpeTb HAacTPOMKM aBTOMATMYECKOro 06HOBAEHNA U
KOHUrypaumu.

=  [lpumep KoHdurypaumm ISC DHCP Server:

option image-filename code 125 = {

unsigned integer 32, #enterprise-number. MmeHTUIMKATOP NPOM3BOIOUTENIS, BCEerOa PaBeH
35265 (Eltex)

unsigned integer 8, #data-len. [nMHa BCeX IaHHHX ONUMM. PaBHa IJMHE CTPOKM Sub-
option-data + 2.

unsigned integer 8, #sub-option-code. Konm nomomnumum, Bcerma paBeH 1

unsigned integer 8, #sub-option-len. JnuHa cTpoku sub-option-data

text #sub-option-data. Mmsa TexcToBOTO Odamia, comepxamero MuMs
obpaza IO

}i
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host mes2124-test {
hardware ethernet a8:£9:4b:85:a2:00; #mac-ampec koMMyTaTOpa

filename "mesXXX-test.cfg";

option image-filename 35265 18 1 16 "mesXXX-40l.ros";

banna,

next-server 192.168.1.3;

fixed-address 192.168.1.36; #IP-ampec KoOMMyTaTopa

#MS KOHQUTYpPaALMM KOMMYyTaTOpa

#MMsT TEKCTOBOTO
comepxalero mMa obpasa IIO
#IP-ampec TFTP cepeepa

5.8 HacTpoiKa cucTeMHOro BpemeHu

v/

KomaHOb1 pexcuma privileged EXEC

M Bpema ANA nepexoza Ha ieTHee Bpems U obpaTHo.

3anpoc KoMaHAHOM CTPoKK B pexume privileged EXEC umeet cneaytowmii Bua;

console#

Tabnnua 61 — KomaHAabl HACTPOMKKU CUCTEMHOIO BpemeHu B pexkmnme privileged EXEC

Mo ymonuyaHUio aBTOMaTUUYECKMIA Nepexos Ha NeTHee Bpems OCyLLEeCTBAEeTCA B COOTBeT-
CTBMM co cTaHaapTamu CLLA u EBponbl. B KoHduUrypauum moryt 6biTb 3agaHbl ntobble gata

3HayeHue/3HayeHue

month: (Jan..Dec);
year: (2000..2037)

KomaHoa Aelicmeue
o ymon4aHuio
clock set hh:mm:ss day hh: (0..23); Py4yHan ycTaHOBKa CUCTEMHOrO BpemMeHU (KomaHAa A0CTyMnHa
month year mm: (0..59); TONbKO ANA NPUBUNETMPOBAHHOIO NOAb30BaTeNs).
clock set hh:mm:ss month ss: (0..59); - hh — Yyacbl, mm — MUHYTbI, SS — CEKYHAbI;
day year day: (1..31); - day — peHb; month — mecsu,; year — rog,

show sntp configuration
[vrf {vrf_name | all}]

vrf_name: (1..32)
C“MBO/I0OB

MNMokasaTb KoHGUrypaumio npoTokona SNTP.
- vrf_name — nmsa BMPTyanbHOW 061aCTM MapLLpyTM3aLmu.

show sntp status [vrf
{vrf_name | all}]

vrf_name: (1..32)
CYMBO/10B

MoKa3aTb CTaTyC NPOTOKONA CUHXPOHU3aunmM BpemeHn SNTP no
cetu.
- vrf_name — nmsa BMPTyanbHOW 061aCTM MapLLpyTM3aLmu.

show ntp status

loKkasaTb cTaTyc NPOTOKONA CMHXPOHU3aLUuK BpemeHn NTP no
cetu.

show ntp associations
[detail]

MokasaTb MHPOpPMaLLMIO O cornacoBaHum ycTpoictea ¢ NTP-
cepBepamu U O4HOPAHTOBbIMY Y3/1aMW.

show ntp statistics

MNokasaTtb CTaTUCTUKY pa6OTbI NPOTOKOANa.

KomaHObI pexcuma EXEC

3anpoc KomaHAHOW CTPOKM B pexknme EXEC nmeet cneayowmin sua;

console>

Tabnnua 62 — KomaHAabl HACTPOMKM CUCTEMHOTO BpeMeHU B pexknume «EXEC»

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show clock

show clock detail

MNokasaTtb cuctemHoe Bpema u aAaty.

JonoaHutensHo 0T06pa3MTb napameTpbl HaCoOBOro NoAca n
nepexoaa Ha n1eTHee Bpema.
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KomaHObI pexcuma 2a06asna6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkmme rnobanbHoOM KOHGUTypauum MMeeT caeayowmii Bua,:

console (config) #

Tabnnua 63 — KomaHgpl 419 HAaCTPOMKM CUCTEMHOIO BPEMEHU B pexknMe rnobanbHoi KoHUrypauum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

clock source {sntp | ntp |
browser}

no clock source {sntp | ntp
| browser}

—/BHELIHNIA UCTOYHUK
He ucnonb3yercs

Mcnonb3oBaTh BHELWHWNIA UCTOYHMK A1 YCTaHOBKM CUCTEMHOTO
BpEMEHMU.
B cnyyae HasHauyeHUA UCTOYHUKOM ntp, YCTPOICTBO
V 6yAeT No yMmoN4aHUIO BbINONHATb POb htp-server,
OTBeuasn Ha 3anpocbl KAMEHTOB.

3aI'IpETVITb MCNONb30BaHME BHELWHEro UCTO4YHUKa ANA YCTaHOBKU
CUCTEMHOIO BpeEMEHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HET ONUCaHmMA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YCTaHOBWTb 3HaYEeHMe YacoBOro Nosca.

- zone — cnoBo, cGopMMpPOBaHHOE M3 NepBbiX OYKB
C/I0BOCOYETAHMSA, KOTOPOE OHO 3aMEHSET (ONUCaHWe 30Hbl);

- hours-offset — yacoBoe cmeLLeHNe OTHOCUTENIbHO HYNEBOFO
mepugmaHa UTC;

- minutes-offset — MUHYTHOE CMeLLeHNe OTHOCUTENbHO HY1eBOrO
mepuanaHa UTC.

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

clock summer-time zone
date date month year
hh:mm date month year
hh:mm [offset]

clock summer-time zone
date month date year
hh:mm month date year
hh:mm [offset]

clock summer-time zone
recurring {usa | eu | {first |
last | week} day month
hh:mm {first | last | week}
day month hh:mm} [offset]

no clock summer-time

zone: (1..4) cumsona/
HeT ONUCaHMWsA 30HbI;
date: (1..31);
month: (Jan..Dec);
year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MUWH;
Mo ymonuyaHutio
nepexoj, Ha netHee
BpeMs BbIKOYEH

3apath AaTy M BpEMA AN aBTOMATMYECKOro nepexoa Ha fieTHee
Bpema 1 Bo3BpaTa 0bpaTHO (418 onpedeneHHoro roaa).
MepBbiM B KOMaHAE YKa3blBaeTcA ONMcaHMe 30Hbl, BTOPbIM BPeEMS
014 Nepexona Ha nNeTHee BPems U TPeTbUM BPeEMA AN1A BO3BpaTa.
- zone — cnoBo, cGOPMUPOBaAHHOE M3 NEPBbIX BYKB
C/I0BOCOYETaHUSA, KOTOPOE OHO 3aMeHSAET (onMncaHme 30Hbl);

- date — uucno;

- month — mecsu;

- year — rog;

- hh — Yyacbl, mm — MUHYTbI;

- offset — KonmMyecTBO MUHYT, fo6aBAAEMbIX NPU Nepexoe Ha
NieTHee Bpems.

3apath AaTy M BpEMA AN aBTOMATMYECKOro nepexoa Ha ieTHee
Bpems 1 BO3BpaTa 06paTHO B peKmnme exeroagHo.

- zone — cnoBo, cGOPMMPOBAHHOE U3 NEPBbIX OYKB
C/I0BOCOYETaHUSA, KOTOPOE OHO 3aMeHSAET (onMcaHue 30HbI);

- usa — yCTaHOBUTb NPaBWU/Ia Nepexosa Ha NeTHee Bpems,
ucnonb3yemble B CLUA (nepexos Bo BTOpoe BOCKpeceHbe MapTa,
0bpaTHO B NepBoe BOCKpeceHbe HOAbPSA, B 2 Yaca yTpa no
MECTHOMY BpeMeH#);

- eu — YCTaHOBWUTb NPaBWIa Nepexoaa Ha neTHee Bpems,
ncnonbsyemble EBpocoto3om (nepexos B nocnesHee BOCKpeceHbe
mapTa, obpaTHO B nocneaHee BOCKpeceHbe oKTabps, B 1 yac ytpa
no MpuHBMuy);

- hh — yacbl, mm — MWHyTbI;

- week — Hepensa mecaAua;

- day — peHb Hepenu;

- month — mecau;

- offset — KonmyecTBo f06aBASEMbIX MUHYT NPU Nepexose Ha
NeTHee Bpems.

OTKNOYNTL aBTOMATUYECKUI nepexoj Ha neTHee spema.

sntp authentication-key
number md5 value

encrypted sntp authentica-
tion-key number md5 value

number:
(1..4294967295);
value: (1..32)
CUMBO/I0B;

YCTaHOBUTb KNtOY NPOBEPKMN NOSJANHHOCTM AnA npoTokona SNTP.
- number — HOMep KAtoYa;
- value — 3HauyeHuWe KNKoYa;
- encrypted — 334aTb 3HaYeHMe K/toYa B 3alLlMbpPOBaHHOM BUAE.
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no sntp authentication-key

Mo ymonyanuio

YaanuTb KAOY NPOBEPKU NOSJIMHHOCTM ANA NpoToKoia SNTP.

number npoBepka
noAJ/IMHHOCTH

OTK/IIOYEHa

sntp authenticate —/nposepka TpeboBaTb NPoOBEPKY NOANMHHOCTU A/ NONYYEHUs MHbOPMaLMK
NOANUHHOCTU He ot NTP-cepBepos.

no sntp authenticate Tpebyetca YCTaHOBWUTb 3HAYEHME MO YMOIYAHMIO.
sntp source-interface {for- fo_port: (1..4); Onpegenutsb IP-uHTEpdeiic ucTouHMKa ana naketos NTP IPv4.,
tygigabitethernet fo_port | te_port: (1..24); - vrf_name — vuMa BUPTyanbHOM 061aCTX MapLIpyTU3aLMHU.
tengigabitethernet te_port gi_port: (1..24);
| gigabitEthernet gi_port | Ib_port: (1..64);

loopback /b_port | tunnel
tn_port | port-channel
group | oob | vlan vian_id}
[vrf {vrf_name | all}]

no sntp source-interface

tn_port: (1..16);
group: (1..48);
vlan_id: (1..4094);
vrf_name: (1..32)
CUMBOJI0B
/BbIKNIOYEHO

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

sntp source-interface-ipv6
{fortygigabitethernet
fo_port | tengigabitether-
net te_port | gigabitEther-
net gi_port | loopback
Ib_port | tunnel tn_port |
port-channel group | oob
| vlan vian_id}

no sntp source-interface-
ipv6

fo_port: (1..4);

te_port: (1..24);
gi_port: (1..24);

Ib_port: (1..64);

tn_port: (1..16);

group: (1..48);
vlan_id: (1..4094)

/BbIKNOYEHO

Onpegenutsb IPv6-uHTEepdelic nctouHmKa ana naketos NTP IPv6.

YCTaHOBUTb 3HaYeHMe NO YMOHAHMUIO.

sntp source-port udp_port

no sntp source-port

udp_port:
(1..65535)/no
YMONYaHUIo
ncnonb3yetcs
C/ly4aiHbIi nopT

Ycranosutb SRC UDP-nopt ana naketos NTP.
Mpwu ncnonososaHum UDP-noptos u3 grManasoHa 1-1024
V npeABapuUTENbHO HYXKHO Y6eAUTbCA, YTO AaHHbIW NOpPT
cB0604€EH 1 He UCNONb3YeTCA APYrMMM cEpBUCAMM.
NopT 50000 aBNAETCA NOPTOM MO YMOHAHUIO ANA
¢yHKUMoHana peer detection ipaddr.

YCTaHOBWUTb 3HaYeHue No YMONYaHUIO.

sntp trusted-key key_num-
ber

key_number:
(1..4294967295);
Mo ymonyanuio

OcyLecTBUTb NPOBEPKY NOANMHHOCTU CUCTEMBI, OT KOTOPOM
CUHXPOHU3MpyeTca c nomoLbio SNTP no 3agaHHOMY Katouy.
- key_number — Homep Kntoua.

no sntp trusted-key nposepka YCTaHOBUTb 3HaYEHUE NO YMONYAHUIO.
key_number NoA/IMHHOCTH
OTK/ItOYEHa
sntp broadcast client ena- PaspewunTb paboTy WnpoKoselaTesbHbiXx SNTP-KAUEHTOB.
ble {both | ipv4 | ipv6}
no sntp broadcast client en- —/3anpeuweno YCTaHOBUTb 3HaYEHUE NO YMONYAHUIO.
able
sntp anycast client enable PaspewunTb paboTy SNTP-KNMeHTam, NOALEePKUBAIOLWMM METOL,
{both | ipv4 | ipv6} PacCcblINIKM MaKkeToB, NO3BOAIOWMIA NOCbINATL AaHHblE
—/3anpeweHo b6aunKaliemy ycTpOMUCTBY U3 rpynnbl NosyyaTenen.
no sntp anycast client ena- YCTaHOBWUTb 3HAaYEHWE NO YMONYAHUIO.
ble
sntp client poll timer sec- seconds: YcTtaHoBUTb Bpemsa onpoca ana SNTP-cepsepa.

onds

no sntp client poll timer

(60...86400)/1024

YCTaHOBWUTb 3HaYeHue no YMONYaHUIO.

sntp client enable {fortygi-
gabitethernet fo_port |
tengigabitethernet te_port
| port-channel group | oob
| vlan vian_id}

fo_port: (1..4);
te_port: (1..24);
group: (1..48);
vlan_id (1..4094)
/3anpelleHo

PaspewunTtb paboTy SNTP-KN1MeHTam, NoaaepKUBaoWmmM MeTos,
PacCblIKM MAaKeToB, NO3BONAIOLWMIA NOCbINATL AAHHbIE
b6aunKaliemy yCTpOMCTBY U3 rpynnbl NoJlyyaTenen, a TakKe
WwnpoKoseLatesbHbiM SNTP-Kn1MeHTam gna BblbpaHHOro
WHTepodelica.

- nogpobHoe onucaHne UHTepPHENCoB U3N0KEHO B pasaene
«KoHourypauma nHtepdericos».
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no sntp client enable {for-
tygigabitethernet fo_port |
tengigabitethernet te_port
| port-channel group | oob
| vlan vian_id}

YCTaHOBUTb 3HaYeHME N0 YMOIHAHMUIO.

sntp unicast client enable

PaspewunTtb paboTy ogHoagpecHbIXx SNTP-KnveHTOB.

no sntp unicast client ena- —/3anpelueHo YCTaHOBWUTb 3HAYEHME MO YMOHAHMIO.

ble

sntp unicast client poll PaspewunTb nocnegoBaTeNbHbIN ONPOC 3aaHHbIX OAHOAAPECHbIX
— /3anpeeHo SNTP-cepBeposB.

no sntp unicast client poll

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_ad-
dress%{vlan {integer} | ch
{integer} | isatap {integer}
| {physical_port_name}} |
hostname} [poll] [priority
priority] [key keyid] [vrf
{vrf_name | all}]

no sntp server
{ipv4_address | ipv6_ad-
dress | ipv6_link_local_ad-
dress%{vlan {integer} | ch
{integer} | isatap {integer}
| {physical_port_name}} |
hostname} [vrf {vrf_name |

all}]

priority: (0..255)/0
hostname: (1..158)
CUMBO/IOB;
keyid:
(1..4294967295);
vrf_name: (1..32)
CUMBO/I0B

3apaTb agpec SNTP-cepsepa.

- priority — npuopuTeT cepBepa: NPU YCNOBUU PABHbIX 3HAYEHU M
CTPATYMOB CUHXPOHM3aUMA BpeMeHU by aeT BbINMOAHATLCA C
cepBepom, Yy KOTOpOro Hanbosbluee 3HaYeHue NpUopuTeTa;
- ipv4_address — IPv4-agpec y3na cetu;

- ipv6_address — IPv6-agpec y3na cetu;

- ipv6z-address — IPv6z-aapec y3na cetu ana ping.

dopmat agpeca ipv6_link_local_address%interface_name:
ipv6_link_local_address — nokanbHbili IPv6-aapec KaHana;
interface_name — nmsa ncxogsailero uHtTepoelica 3agaetca B
cneayolem popmarte: vlan {integer} | ch {integer} | isatap
{integer} | {physical_port_name}

- hostname — LOMEHHOEe UMsA y3/1a CeTu;

- poll — BkAOYaeT onpoc;

- keyid — npgeHTUOMKATOP KAOYa;

- vrf_name — vuMA BUPTYaNbHON 061aCTU MapLIpyTU3aLmu.

Ypanutb cepsep 13 cnucka SNTP-cepsepos.

ntp {server | peer}
{ipv4_address | ipv6_ad-
dress | hostname} [version
version]

version: (1..4)/4
hostname: (1..158)

3apatb agpec NTP-cepBepa nnv ogHOPaHroBoro y3na.
- ipv4_address — IPv4-agpec y3na cetu;

- ipv6_address — IPv6-agpec y3na cetu;

- hostname — pomeHHOE UMA y3na ceTy;

- version — onpegenntb BEpCUIo NpoToKona ntp.

no ntp {server | peer} cMMBonos Ypanutb cepsep 13 cnnucka NTP-cepsepos.

{ipv4_address | ipv6_ad-

dress | hostname}

clock dhcp timezone PaspewunTb NonyYeHne TakMX AaHHbIX Kak 4YacoBOM MOAC U eTHee
— /3anpeliero spemsa ot DHCP-cepsepa.

no clock dhcp timezone

3anpeTuTb NoNyYeHMe TaKMX AaHHbIX KaK YaCcoBOW NOAC U NeTHee
Bpemsa ot DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

3anpoc KOMaHAHOM CTPOKM B pexkume KOHPUrypauum uHtepdeiica umeeT cieayowmn sua;

console (config-if)#
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Tabnnua 64 — KomaHApl 414 HAaCTPOMKM CUCTEMHOIO BPEMEHW B pexknume KoHourypaumm nHtepdeitca

3HavyeHue/3HavyeHue .,
KomaHoa / Aelicmeue
1o ymMoA4YaHuro

sntp client enable PazpewwnTtb paboty SNTP-KAMEHTY, KOTOPbIA NOAAEPHKUBAET
METO/, PacCbl/IKM NaKeToB, NO3BO/IAOLWMI NOCbINATb AaHHbIE
yCTpoicTBY BanKaiwemy 13 rpynnbl Noay4YaTenein, a Takke
wunpokoselwatenbHoMy SNTP-KAMeHTY Ha HacTpanBaemom
nHTepodeiice (Ethernet, port-channel, VLAN)

—/3anpeweHo

no sntp client enable YCTaHOBUTb 3HAaYE€HNE NO YMONYAHUIO.

[pumepebl 8b1M0AHEHUA KOMAHO

=  OT1ob6pasuTb CUCTEMHOE BPeMsa, AaTy U AaHHbIe M0 YacOBOW 30He:

console# show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyC npouecca CMHXpPOHU3aUnMn BpeMeHU OTOGpE])KHETCFl C noMmouwbo AONO/THUTENIbHOIO CMMBO1a

nepeg sHa4eHnem BpemeHu.

[pumep:

‘ *15:29:08 PDT(UTC-7) Jun 17 2009

Mcnonb3ytoTca cheaytowme o0b03HauyeHuA:

— TouKa (.) 03HauaeT, YTo Bpemsa AOCTOBEPHO, HO HET CUHXPOHM3aLMK c cepBepom SNTP;
—  OTCYTCTBME CMMBOJ1a O3HAYaEeT, YTO BPEMA [OCTOBEPHO N CUHXPOHU3ALMA €CTb;
— 3Be3go4ka (*) o3HauaerT, YTo Bpems HeJoCTOBEPHO.

= 334aTb A4AaTy M BpemMA Ha CUCTEMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

=  OT106pa3unTb cTaTyc npotokona SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast
Unicast servers:

Server : 10.10.10.1
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Source : Static

Stratum : 3

Status : up

Last Response : 10:37:38.0 UTC Jun 22 2016
Offset : 1040.1794181 mSec

Delay : 0 mSec

Anycast server:

Broadcast:

B npumepe Bbille CUCTEMHOE BPEMS CUMHXPOHM3MpoBaHO OT cepeepa 10.10.10.1, nocnegHnin oTBeT
nony4veH B 10:37:38, HecoBnageHne CUCTEMHOIO BPEMEHMU C BpemeHeMm Ha cepsepe coctasmno 1.04 c.

= YKasatb ntp-server:

console (config) #clock source ntp
console (config) #ntp server 10.10.10.1

YKasaTtb ntp-peer:

console (config) #clock source ntp
console (config) #ntp peer 10.10.10.1

YKasaTtb sntp-server onAa unicast—pemmma:
console (config) #clock source sntp
console (config) #sntp client poll timer 60
console (config) #sntp unicast client enable
console (config) #sntp unicast client poll
console (config) #sntp server 10.10.10.1 poll
Ons NTP-knneHTa B Bepcuax HuxKe 4.0.23.1 gonyctma cieayolas KoHPurypaums:

console (config) #clock source ntp
console (config) #sntp server <IP-ampec> poll

HauunHana c sBepcum 4.0.23.1 KoHoUrypauma NTP-knnmeHTa M3meHeHa B CBA3WM C MOAHOM NOAAEPKKOM
npoTtokona NTP:

console (config) #clock source ntp
console (config) #ntp server <IP-ampec> poll

5.9 KoHo}urypauuma BpemeHHbIX MHTepBanos time-range

KomaHObI pexcuma 2a0b6aabHol KOHGuU2ypayuu

Bupg 3anpoca KOMaHAHOM CTPOKM B pexkMme rnobanbHoM KoHoUrypauuu:

console (config) #
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Tabnmua 65 — KomaHabl pexkmma rnobanbHoM KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmesue

time-range time_name

no time-range time_name

time_name: (0..32)
cMmBoia

Co3patb time_range 1 BXo4, B peXXUm KOHOUTypaumm BpemMeHHbIX
WHTEPBaNOB.
- time_name — umsa npoduns HacTpoek time_range.

YAanuTb BpeMeHHOM UHTepBa.

KomaHObI pexcuma KoHgu2ypayuu epemMeHHbIX UHMepsasnos

console# configure

console (config)# time-range range name
console (config-time-range) #

Tabnnua 66 — KomaHabl pexmMma KoHGUrypauum BpeMeHHoro MHTepsana

Komanoa 3HayeHue/3HayeHue Neiicmeue
no yMmon4aHuo
absolute {end | start} hh:mm hh: (0..23); 3afaTb Ha4yano v (MNK) KOHeL, BPeMEHHOTO UHTepBana B popmare:
date month year mm: (0..59); Yyac: MUHYTa feHb MecsL, rof.
no absolute {end | start} date: (1..31); YanuTb BpeMeHHOM UHTepBan.

month: (jan..dec);
year: (2000..2097)

periodic list hh:mm to hh:mm
{all | weekday}

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3af4aTb BpEMEHHOM MHTEpBa/ B TEYEHWE OLHOIO U3 AHEN Heaenu
W/IN KaXKaoro AHA Hedenu.

Y4anuTb BpeMeHHOM MHTepBa.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm
to weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3a4aTb BpeMEHHOM UHTepPBas B TEYEHME HeLeNu.

YAanuTb BpeMeHHOM UHTepBal.

KomaHObI pexcuma KoHguaypayuu uHmepgelicog Ethernet u Port-Channel

Bupa 3anpoca KomaHAHOM CTPOKU B peXKUME KOHOUTypaummn nHtepodeicos:

console (config-if) #

Tabnnua 67 — KomaHabl pexkuma KoHourypauum nHtepdeiicos Ethernet u Port-Channel

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

HAelicmeue

operation time time_name

no operation time

time_name: (0..32)
cumBona

3apatb time-range, onpeaenaowmii BDEMEHHOM UHTEPBA, B KO-
Topom MHTepdeic byaeT HaxoanTbesa B coctosHmm Up.
- time_name — umsa npoduns HacTpoek time-range.

YAanuTb BpeMeHHOM MHTepBa.

5.10 KoHdurypauua unrepdeiicos n VLAN

5.10.1 Napamempeol Ethernet-unmepdpeiicos, Port-Channel- u Loopback-unmepdgpeiicos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos)

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet

te port |
{..}

fortygigabitethernet fo port |
| loopback Ioopback id}

console (config-if) #

oob | port-channel group | range
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[aHHbIN pexum AOCTYyMeH M3 perrMma KoHOUrypaumm u npegHasHayeH NS 3af4aHus napameTpoB
KOHUrypaumm nHtepdeica (nopta KOMMyTaTopa MK rPynnbl MOPTOB, PaboTaloWmX B PEXKMME pasaeneHus

Harpysku), nin6o amManasoHa nHTepdencos.

Bbibop MHTEepdeinca ocywecTBAAETCS NPM NOMOLLM KOMaHA,:

Ona MES5324

Tabnnua 68 — KomaHabl Bbibopa nHTepdelica ana MES5324

KomaHoa

Ha3HauyeHue

interface fortygigabitethernet fo_port

ona HacTtpoliku 40G-uHTepdelicos

interface tengigabitethernet te_port

ona Hactpolikm 10G-uHTepdelicos

interface gigabitethernet gi_port

ONA HacTpoliku 1G-uHTepdeicos

interface port-channel group

N5 HACTPOWIKM rpynn KaHanoB

interface oob

01 HAaCTPOMKM UHTepdeiica ynpaBaeHus

interface loopback /oopback_id

015 HAaCTPOMKM BUPTYabHbIX MHTEpdeicos

roe:

— group — NoOpPAAKOBbIA HOMEpP rpynnbl, obliee KoaMYecTBO coriacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— fo_port — nopsaakosblii Homep 40G-uHTepdelica, 3agaetca 8 suae: 1..8/0/1..4;

— te_port — nopsaakosblii Homep 10G-nHTepdeliica, 3agaertca 8 suae: 1..8/0/1..24;

— gi_port — nopsaxosbit Homep 1G-nHTepdeiica, 3aaaetca B suge: 1..8/0/1;

— loopback_id — nopagakoBblit HOMep BUPTYanbHOro MHTepdelica, obliee KONMYECTBO cornacHo Tab-
nnue 9 (ctpoka «Konunuectso BUpTyanbHbix Loopback-uHtepdelicos»).

Ana MES3324F, MES3324, MES2324, MES2324B, MES2324P, MES2324P ACW, MES2324F, MES2324FB

Tabnnua 69 — KomaHabl Bbibopa nHTepdeiica ana MES3324F, MES3324, MES2324, MES2324B, MES2324P,
MES2324P ACW, MES2324F, MES2324FB

KomaHoa

Ha3HauyeHue

interface tengigabitethernet te_port

AnA HacTpoikn 10G-uHTepdeiicos

interface gigabitethernet gi_port

O1A HACTponKM 1G-uHTepdeincos

interface port-channel group

01 HACTPOMKM TPYNn KaHanoB

interface oob

ON1A HAacTPOMKKM UHTepdelica ynpasneHuna (MHTepdelic ynpasne-
HUWA NPUCYTCTBYET HE HA BCEX KOMMYTATOpPax)

interface loopback loopback_id

017 HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicos

roe:

— group — NoOpAAKOBbIN HOMep rpynmnbl, obLee KONMYECTBO cornacHo Tabaumue 9 (cTpoKka «Arperaums

KaHanos (LAG)»);

— te_port — nopaakosbit Homep 10G-uHTepdeiica, 3agaetca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaaKosblii Homep 1G-uHTepodeiica, 3agaetca 8 suge: 1..8/0/1..24;

— loopback_id — nopagKoBblt HOMep BUPTyasbHOro UHTepdelica, obLiee KOMYECTBO COr1acHO Tab-
nvue 9 (cTpoka «Konnuectso BUpTyanbHbix Loopback-nHtepdericos»).
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[Ona MES2348B, MES3348, MES3348F

Tabnnua 70 — KomaHab! Bbibopa uHTepdelica ana MES2348B, MES3348, MES3348F

KomaHoa

Ha3HnayeHue

interface tengigabitethernet te_port

ona HacTtpoliku 10G-uHTepdelicos

interface gigabitethernet gi_port

L5 HAacTpolikn 1G-nHTepdeicos

interface port-channel group

ANA HAaCTPOWKM rpynn KaHanoB

interface loopback /oopback_id

L1 HACTPOMKM BUPTYabHbIX MHTEpdEencoB

roe:

— group — NopAAKOBbIA HOMep rpynnbl, obLiee KOAMYecTBO cornacHo Tabaumue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopsaakosbii Homep 10G-uHTepdelica, 3agaetca B suae: 1..8/0/1.. 4;

— gi_port — nopsaakosblit Homep 1G-uHTepdeiica, 3aaaetca B8 euge: 1..8/0/1..48;

— loopback_id — nopagakoBblit HOMep BUPTYanbHOro MHTepdenca, obLLee KoMYecTBo COrnacHo Tab-
nue 9 (ctpoka «Konmnuectso BMpTyanbHbIx Loopback-uHtepdeiicos»).

[ina MES3316F

Tabanua 71 — KomaHgb! Bolbopa nHTepdelica ana MES3316F

KomaHoa

Ha3HauyeHue

interface tengigabitethernet te_port

ons HacTpolikm 10G-uHTepdelicos

interface gigabitethernet gi_port

018 HacTpoliku 1G-nHTepdeicos

interface port-channel group

[ON1A HAaCTPOWMKM rpynn KaHanoB

interface oob

AN HacTpoMKK uHTepdelica ynpasnerus (MHTepdeiic ynpasne-
HWSA NPUCYTCTBYET HE HA BCEX KOMMYTaTOpax)

interface loopback /oopback_id

[ON1R HAaCTPOMKM BUPTYaNbHbIX MHTepdeincos

roe:

— group — NoOpAAKOBbIN HOMep rpynmnbl, obLee KONMYECTBO cornacHo Tabaumue 9 (cTpoKka «Arperaums

KaHanos (LAG)»);

— te_port — nopaakosbiit Homep 10G-uHTepdeiica, 3agaetca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaaKosblii Homep 1G-uHTepodelica, 3agaetca 8 suge: 1..8/0/1..16;

— loopback_id — nopagkoBblit HOMep BUPTYanbHOro MHTepdelica, obliee KONNMYECTBO COFlacHO Tab-
nmue 9 (cTpoka «Konunuectso BupTyanbHbix Loopback-uHtepdeitcos»).

Ana MES3308F

Tabnunua 72 — KomaHab! Bbibopa uHTepdelica ana MES3308F

KomaHoa

Ha3sHauyeHue

interface tengigabitethernet te_port

41A HacTpoikn 10G-nHTepdeiicos

interface gigabitethernet gi_port

O1A HACTpoMnKM 1G-uHTepdeincos

interface port-channel group

[NA HACTPOMKM rpynn KaHanos

interface oob

ON1A HAcTPOMKM UHTepdelica ynpasneHua (MHTepoelic ynpasne-
HWA NPUCYTCTBYET HE Ha BCEX KOMMYTaTOPaXx)

interface loopback /oopback_id

[OJ15 HACTPOMKM BUPTYabHbIX MHTepdeincos

roe:

— group — nopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBo cornacHo Tabaumue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopaakosbit Homep 10G-uHTepdeiica, 3agaetca 8 suae: 1..8/0/1.. 4;

— gi_port — nopagaKosbii Homep 1G-uHTepodelica, 3agaerca 8 suge: 1..8/0/1..8;

— loopback_id — nopagkoBblit HOMep BUPTYasbHOro MHTepdelica, obliee KOAMYeCTBO COrnacHoO Tab-
nuue 9 (cTpoka «Konnuectso BUpTyanbHbix Loopback-nHtepdeiicos»).
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[ina MES2328|

Tabnnua 73 — KomaHabl Bbibopa uHTepdelica ana MES2328I

KomaHoa

Ha3HnayeHue

interface tengigabitethernet te_port

ona HacTtpolikm 10G-uHTepdelicos

interface gigabitethernet gi_port

018 HacTpolikn 1G-nHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface oob

[O18 HACTPOWKM UHTepdelica ynpasaeHus (MHTepdelic ynpasne-
HUA NPUCYTCTBYET HE Ha BCEX KOMMYyTaTOpPaXx)

interface loopback loopback_id

019 HAaCTPOMKM BUPTYanbHbIX MHTepdeicos

roe:

— group — NopAAKOBbIA HOMep rpynnbl, obLiee KoAMYecTBO cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopaakosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..28;
— loopback _id — nopsgKoBbii HOMeEp BUPTYyanbHOro MHTepdeiica, obliee KOAMYECTBO COrlacHo Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ona MES2308 u MES2308P

Tabnnua 74 — KomaHgb! Bbibopa uHTepdelica ana MES2308, MES2308P

KomaHoa

HasHauyeHue

interface gigabitethernet gi_port

ANA HAacTponkn 1G-uHTepdeiicos

interface port-channel group

[ONA HAaCTPOMKM rpynn KaHanoB

interface loopback /oopback_id

ON1A HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:

— group — NopAAKOBbIN HOMep rpynnbl, obLee KONMYECTBO cornacHo Tabaumue 9 (cTpoKka «Arperaums

KaHanos (LAG)»);

— gi_port — nopaaKosblii Homep 1G-uHTepodeiica, 3agaetca 8 suge: 1..8/0/1..12;
— loopback_id — nopazkoBblit HOMep BUPTYanbHOrO MHTepdeinca, obLiee KoIMYecTBo COrnacHo Tab-
nvue 9 (cTpoka «Konnuectso BupTyanbHbix Loopback-nHtepdericos»).

Ana MES2308R

Tabnunua 75 — KomaHab! Bbibopa uHTepdelica ana MES2308R

KomaHoa

Ha3sHauyeHue

interface gigabitethernet gi_port

018 HacTpoliku 1G-uHTepdeicos

interface port-channel group

[OJ/15 HACTPOMKM rpynn KaHanos

interface loopback loopback_id

017 HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:

— group — NopsAAKOBbIA HOMep rpynnbl, obLiee KOAMYecTBO cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopaaKosblii Homep 1G-uHTepodelica, 3agaetca 8 suge: 1..8/0/1..10;
— loopback_id — nopagakoBblit HOMep BUPTYasibHOrO MHTepdenca, oblLiee KoMYecTBo COrnacHo Tab-
nuvue 9 (cTpoKa «Konnuectso BupTyanbHbix Loopback-nHtepdeiicos»).
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Ona MES3508 u MES3508P

Tabnnua 76 — KomaHabl Bbibopa uHTepdelica ans MES3508 n MES3508P

Komanda HasHayeHue
interface gigabitethernet gi_port ANA HAacTponkn 1G-nHtepdeicos
interface port-channel group [O151 HACTPOMKM TPYNn KaHanos
interface loopback /oopback_id DO HACTPOMKM BUPTYaNbHbIX MHTEpdencos

roe:

— group — NopAZKOBbIA HOMEP rpynnbl, obliee KoaMYecTBo coriacHo Tabauue 9 (cTpoka «Arperaums
KaHanos (LAG)»);

— gi_port — nopsakosblit Homep 1G-nHTepdeiica, 3agaetca B suge: 1/0/1..10;

— loopback_id — nopaakoBblit HOMep BUPTYasbHOro MHTepdenca, oblLiee KOMYecTBo CornacHo Tab-
nnue 9 (ctpoka «Konunuectso BUpTyanbHbix Loopback-uHtepdelicos»).

[ina MES3510P

Tabanua 77 — KomaHgbl Bbibopa nHTepdeiica ana MES3510P

Komanxda HasHavyeHue
interface gigabitethernet gi_port 018 HacTpoliku 1G-nHTepdeicos
interface port-channel group O HACTPOMKM TPynn KaHanos
interface loopback /oopback_id 015 HACTPOMKM BUPTYaNbHbIX MHTEpdeincos

roe:

— group — nopsaAKOBbIM HOMepP rpynnbl, obLee KONMYECTBO cornacHo Tabamue 9 (CTpoKa «Arperaums
KaHanos (LAG)»);

— gi_port — nopsaxosbit Homep 1G-nHTepdeiica, 3aaaetca B suge: 1/0/1..12;

— loopback_id — nopapKoBblit HOMepP BUPTYaNbHOrO MHTepdelica, obliee KOANMYECTBO COFNAcHO Tab-
nvue 9 (cTpoka «Konnuectso BupTyanbHbix Loopback-nHtepdeiicos»).

3anucb uHtepdeiica

1..8/0/1..N

HOMep YCTPOWNCTBaA B CTEKE HOMep c/noTa Homep MHTepdelica

KomaHgbl, BBeAgeHHble B pexuMme KOHPUrypauum uHTepdeica, NpUMEHATCA K BblIbpaHHOMY
nHTepdelicy.

HuxKe npuBeAeHbl KOMaHAbl 417 BXOZA B PEXUM HacTpoWku gecatoro Ethernet-wHTtepodelica (ans
MES5324) nepBoro ycTpoincTBa B CTEKE M BXOAA B PEXKMM HACTPOMKU rpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if)#

console# configure

console (config) # interface port-channel I

console (config-if) #
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Bbli6op AManasoHa MHTepdencoB OCyLLEeCcTBAAETCA NPU NOMOLLM KOMaHA,;

— interface range fortygigabitethernet portlist — gna HacTpoliku ananasoHa fortygigabitether-
net-nHTepdencos;

— interface range tengigabitethernet portlist — pna HacTpoikn ananasoHa tengigabitether-
net-nHTepdencos;

— interface range gigabitethernet portlist — pna HacTpoMkm amanasoHa gigabitethernet-
nHTepdelicos;

— interface range port-channel grouplist — pna HacTpoMKu gManasoHa rpynn NopToB.

KomaHabl, BBeAEHHbIE B AaHHOM pexXnme, NPUMEHAKTCA K Bbl6paHHOMy AnanasoHy MHTep(bel\;ICOB.

Huke npuBeaeHbl KOMaHAbI A5 BXOLA B PEXMM HAaCTPOIMKM aManasoHa Ethernet-uHtepodeiicos ¢ 1 no
10 (ans MES5324) n ans BXxoAa B PEXKMM HACTPOMKM BCEX FPYNM MNOPTOB.

console# configure

console (config) # interface range tengigabitethernet 1/0/1-10
console (config-if) #

console# configure

console (config)# interface range port-channel 1-8
console (config-if) #

Tabnnua 78 — KomaHabl pexkuma KoHourypauum nHtepdeiicos Ethernet u Port-Channel

3HavyeHue/3HayeHue .
KomaHda / Aelicmeue
o ymon4aHuio
shutdown BbIKNOUUTb KOHUTYpUpyembili HTepdelic (Ethernet, port-
—/BK/IOYEH channel).
no shutdown BkAtounTb KOHOUTYpUpyembli MHTEpdENC.
description descr descr: (1..64) [o6asunTb onucaHue nHTepoeiica (Ethernet, port-channel).
no description cumBonos/Het .
Ypanutb onvcaHue uHTepdeiica.
onucaHua
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepesayn gaHHbix (Ethernet).
no speed 10000) YCTaHOBUTb 3HaYEHME MO YMONHAHMIO.

duplex mode

no duplex

mode: (full, half)/full

3afath pexum gynnekca Htepdeiica (noaHogynneKcHoe
coeamnHeHne, NONyAynaeKkcHoe coeamHeHne, Ethernet).

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

unidirectional send-only

no unidirectional

—/BbIK/OYEHO

Bkntountb nopr, OCHaU.I,eHHbIVI ABYHanpaB/ae€HHbIMU
npuemonepenatinkamu, B pexmm OAHOHaI‘IpaBﬂeHHOVI
nepegavun.

V TonbKko ana MES3508, MES3508P.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

negotiation [cap1
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

BKNIOYMTb aBTOCOrIacCOBaHME AN1A CKOPOCTU U AynaeKca Ha
HacTpavBaemom MHTepdeiice. MOXKHO yKasaTb onpeseneHHble
COBMECTMMOCTV NapameTpa aBTOCOr/IacoOBaHNUA, €C/IM NapameTpbl
He 3aflaHbl, TO NOAAEeP}KMBatOTCA Bce coBmecTumocTu (Ethernet,
port-channel).

BbIKNIOUUTL aBTOCOr1AacOBaHME A8 CKOPOCTU U AyneKca Ha
HacTpavBaemom uHTepbelice.

negotiation bypass

no negotiation bypass

—/BKNOYEHO

BbIKNOUMTbL NPONYCK NpoLeaypbl aBTOCOM/1aCoOBaHUA, eCu
NnapTHEpP Ha BCTpe‘-IHOl;'i CTOpOHEe He OoTBeYaerT.

BkAounTb NponycKk npoLeaypbl aBTOCOr1acoBaHMA, €CAn NapTHep
Ha BCTpeHHOVI CTOpPOHE He OoTBeYaeT.
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flowcontrol mode

mode: (on, off,

3apaTb pexkum ynpasnerHusa notokom flowcontrol (BKAtouKTb,
OTK/OYMTb AWM aBTOCOM1IacoBaHNe). ABTOCOrnacoBaHue
flowcontrol paboTaeT ToNbKO B CAyyae, eCIv permum

auto)/off ABTOCOrNacoBaHMA negotiation BKAOYEH Ha HacTpaMBaemom
nHtepoeiice (Ethernet, port-channel).
no flowcontrol OTKNIOUYNUTD PEKMM YNpaBAEHUA MOTOKOM.
back-pressure BKAtoUNTbL GYHKLMIO «06PATHOrO AABNEHMA» HA HACTPaMBAaEMOM
nHTepdeiice (Ethernet).
—/BbIKNtOYEH

no back-pressure

BbIKNOUNTL QYHKUMIO «0BPATHOrO AaBAEHMA» HA HACTPaNBaEMOM
MHTepodeiice.

load-average period

no load-average

period: (5..300)/15

YCcTaHOBWTb Neprog, B TeUeHNe KOTOPOro cobnpaeTtca cTaTUCTUKA
0 Harpyske Ha uHTepoeiice.
V Mpw aTOM MHTepBan pacyérta CYETYNKOB He
M3meHseTcA.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHWUIO.

media-type {force-fiber |
force-copper | prefer-fiber}
[auto-failover]

no media-type

—/prefer-fiber

Bbi6paTb TMN KOMBO-NOPTa B Ka4YeCcTBe OCHOBHOMO HOCUTENA.
-force-fiber — paspelueHa akTMBHOCTb TO/IbKO ONTUYECKOM YacTH
KOMb0-nopTa;

-force-copper — pa3pelueHa akTMBHOCTb TO/IbKO MeZHOM YacTu
KOMb0-nopTa;

-prefer-fiber — npenmyuLecTBo onTUYeckoro AnHKa.

YCTaHOBUTb 3HAYEHMe Mo YMO/I4aHUIO.

mtu size YcTaHOBUTb 3HaUeHMe maximum transmission unit (MTU)

V' HacTpoiika MTU He pa6oTtaeT gna TpaH3UTHOro Tpaduka.

size: (128..1500)/1500
6anT HacTpoiika npumeHsieTcs nocse nepesarpysku
yCTpOMcCTBa.
no mtu YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
snmp trap link-status BKntounTb otnpaBky SNMP trap-coobLueHunii o cocTosHUU
—/BKNOYEHO MHTePdENCHbIX TMHKOB.
no snmp trap link-status OTkNtounTb 0TNpaBrky SNMP trap-coobueHuii.
hardware profile portmode MNepekntounTb pexkum noptos XLG1-XLG4.
{1x40g | 4x10g} V KomaHaa 4,0cTynHa ToNbKO ANA NOpToB
—/1x40g fortygigabitethernet ycrpoiictea MES5324.
Vk Hactpoiika npumeHseTca nocie nepesarpysku
yCTpoicTBa.
feccl74 BKAOUNTL permMm NpAaMoi KoppeKumm owmnbok cl74 Ha
HacTpanBaemom uHTepodeiice (XLG1-XLG4).
V KomaHaa aocTynHa ToNbKO AN1A NOpTOB
— /BbIK/IOYEH fortygigabitethernet ycrpoiictBa MES5324.

V KomaHaa HepoCTynHa AN CTEKOBbIX JIMHKOB.
fec off OTKNOUYNUTL PEKUM NPAMOI KOPPEKL MU OLINBOK.
ip tcp adjust-mss value HasHauutb pusmnyeckomy nHTepoeiicy Ethernet pasmep TCP

Maximum segment size.
value:

no ip tcp adjust-mss

(500..1460)/1460 6aiit

’ Ucnonb3ayetca npu Hanuuum IP address Ha uHTepdeiice.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

KomaHObI pexcuma 2n0baabHol KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexxume rnobanbHol KoHGUrypauumu:

console (config) #
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Tabnunua 79 — KomaHabl pexkmma obumx HacTpoek nHtepdeiica Ethernet u Port-Channel

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

port jumbo-frame

—/3anpelyeHo

Paspewntb KomMmyTaTopy paboTaTh C Kagpamu 60bLIOTO
pasmepa.
V 3HaueHne maximum transmission unit (MTU) no
ymonuaHuio 1500 6air.

71 Hacrtpoiika BCTYNUT B cuNy TONbKO Nocsie nepesarpysku

interval

yCTpoicTBa.
3HaueHne maximum transmission unit (MTU) npu
V HacTpoiike port jumbo-frame 10240 6aiit.
no port jumbo-frame 3anpeTuTb KoMMmyTaTopy paboTaTb ¢ Kagpamu 60nbLIOro
pasmepa.
errdisable recovery cause BKNIOUMTL aBTOMATMYECKYHO aKTUBALMIO MHTepdelica nocne ero
{all | loopack-detection | OTK/IIOYEHMSA B CNEAYIOWMNX CNYyYanX:
port-security | dotlx-src- - loopback-detection — o6Hapy:keHue netens;
address | acl-deny | stp- - port-security — HapyweHue 6e3onacHocTU ana port security;
bpdu-guard | stp-loopback- - dotlx-src-address — HenpoxoxaeHne ayTeHTUdUKauum,
guard | unidirectional-link OCHOBaHHOM Ha MAC-agpecax nosb3osaTenei;
| storm-control | link- - acl-deny — HecooTBeTcTBME cnnckam aocTyna (ACL);
flapping | I12pt-guard | pvst - stp-bpdu-guard — akTuBauma 3awmtel BPDU Guard (nepegaya
| vpc | arp-inspection | HeCcaHKLMOHMPOBaHHOTo naketa BPDU yepes nHTepdeiic);
dhcp-rate-limit} - stp-loopback-guard — o6Hapy:xeHue netenb npotokosom STP;
- udld — aktnBauus 3awmTol UDLD;
- storm-control — 3awuTa OT «WITOPMa» ANA Pa3IMYHOrO
Tpaduka;
- link-flapping — dbnannuHr nnHka;
—/3anpeujero - I2pt-guard — npeBbiWweHNE KOANYECTBA BXOAALLMX NAKETOB
link- pt-g p aaLl
. dyHKumMK L2PT;
flapping/paspeweno | _ pvst — owwn6KM npoTokona PVST;
- vpc — owunbKku npotokona VPC;
- arp-inspection — oWN6KM KOHTPOA NpoToKona ARP;
- dhcp-rate-limit — npeBsbilweHne KonmyecTsa NpuHATbIX DHCP-
NMaKkeToB Ha NoOpTy.
no errdisable recovery YCTaHOBWTb 3HaYEHMeE NO YMOYAHUIO.
cause {all |
loopack-detection |
port-security |
dotlx-src-address |
acl-deny | stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control |
link-flapping}
errdisable recovery interval YCTaHOBWTb BPEMEHHOM MHTEPBaN AN aBTOMATUYECKOro
seconds seconds: NOBTOPHOTrO BK/OYEHUA MHTepdeiica.
- (30..86400)/300
no errdisable recovery ceryHA YCTaHOBWTb 3HaY€HMeE NO YMOYAHUIO.

default interface [range]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |
loopback loopback_id}

gi_port: (1..8/0/1..28);
fa_port: (1..8/0/1..24);
group: (1..48);
loopback_id: (1..64)

CbpocuTb HaCTPOMKKN MHTepdelrica nm rpynnbl MHTEPPENCcoB Ha
3HaYeHwus, YCTaHOB/IEHHbIE N0 YMONYAHMUIO.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KomaHAHOM CTPOKM B pexume EXEC:

console#

Tabnnua 80 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

clear counters

C6poCuTb CTaTUCTUKY ONA BCeX nHTepdeicos.

clear counters {oob | giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

C6poCuTb CTaTUCTUKY aNA MHTepdeica.

set interface active {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

AKTMBMPOBATb NOPT UK FPYMMY MOPTOB, BbIKAHOHYEHHbIX KOMaHA0M
shutdown.

show interfaces {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb cBOAHYO MHOPMALMIO O COCTOSIHUM, HAaCTPOMKe U
CTaTUCTUKeE NOopPTa.

show interfaces configura-
tion {oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKa3aTb KOHOUTypaLMIo MHTEpdecoB.

show interfaces status

MoKa3aTb cocToAHUE Bcex MHTepdencoB.

show interfaces status {oob
| gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MNoka3aTb cocToAHUe Ethernet-nopTa, rpynnbl NOPTOB.

show interfaces advertise

Moka3aTb NapameTpbl aBTOCOrIACOBaHNUA, 06bABAEHHbIE ANA BCEX
WHTepodelicos.

show interfaces advertise
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKasaTb NapamMeTpbl aBTOCOrNAacoBaHUA, 06bABNEHHbIE ANA
Ethernet-nopTa, rpynnbi nopTos..

show interfaces description

Moka3aTb onucaHua Bcex uHTepdeiicos.

show interfaces description
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb onucaxue Ethernet-nopTta, rpynnbi NOpPTOB.

show interfaces counters

MoKasaTb CTaTUCTUKY ANA BCeX UHTepdelicoB.
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show interfaces counters
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id | detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

MokaszaTtb cTaTUCTUKY Ana nHTepdelica.

show interfaces utilization

MoKasaTb CTaTUCTUKY NO HArpy3Ke AN Bcex MHTepdencos.

show interfaces utilization
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKasaTb CTaTUCTUKY NO Harpyske ans Ethernet-untepdeiica.

show interfaces mtu {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id | loopback loop-
back_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback-id: (1..64);
vlan_id: (1..4094)

MokasaTtb HacTpoliky MTU ans untepdelrica.

show ports jumbo-frame

MokasaTtb HacTpoiiKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKasaTb HaCTPOMKM ANA aBTOMATUUYECKOM NOBTOPHOM akTUBaLun
nopra.

show errdisable interfaces
{gigabitethernet gi _port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MoKasaTb NPUYMHY OTKIKOYEHMA NOPTa, rPYNMbl MOPTOB K
COCTOAHWE aBTOMATMUYECKOM aKTUBALUW.

show hardware profile
portmode

Mokasatb pexxum noptos XLG1-XLG4.

V ‘ KomaHga aocrynHa tonbKo ana MES5324.

[pumepbl 8bIN0AHEHUS KOMAHO

= [lokasaTb COCTOAHME MHTEPDENCOB:

console# show interfaces status

Mdix

Port Type

Mode Port Mode
gil/0/1 1G-Copper
- Access
gil/0/2 1G-Copper
- Access
gil/0/3 1G-Copper
- Access
gil/0/4 1G-Copper
- Access
gil/0/5 1G-Copper
- Access
gil/0/6 1G-Copper
- Access
gil/0/7 1G-Copper
- Access
gil/0/8 1G-Copper
-- Access

Duplex

Speed Neg

Flow Link Uptime Back

ctrl State (d,h:m:s) Pressure

-- -- Down -- --

-- -- Down -- -=

-- -- Down -- -=

-- -- Down -- -=

-- -- Down -- -=

-- -- Down -- -=

-- -- Down -- -=

-- -- Down -- -=
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gil/0/9 1G-Copper - - - -- Down - -
-= Access
gil/0/10 1G-Copper - - - --  Down -- -
-= Access
gil/0/11 1G-Copper -- -- -- -- Down -= --
- Access
gil/0/12 1G-Copper - - - -— Down - -
- Access
gil/0/13 1G-Copper - - - -— Down - -
- Access
gil/0/14 1G-Copper - - - -— Down - -
- Access
gil/0/15 1G-Copper - - - -— Down - -
- Access
gil/0/16 1G-Copper - - - -— Down - -
- Access
gil/0/17 1G-Copper -— -— -— -— Down - -
- Access
gil/0/18 1G-Copper - - - -— Down - -
- Access
gil/0/19 1G-Copper - - —— -- Down —= -
- Access
gil/0/20 1G-Copper - - —— -- Down —= -
- Access
gil/0/21 1G-Copper - - —— -- Down —= -
- Access
gil/0/22 1G-Copper - - —— -- Down —= -
- Access
gil/0/23 1G-Copper - - —— -- Down —= -
- Access
gil/0/24 1G-Copper -- -- -- -- Down -= --
-= Access
tel/0/1 10G-Fiber Full 10000 Disabled Off Up 00,04:37:36 Disabled
Off Trunk
tel/0/2 10G-Fiber Full 10000 Disabled Off Up 00,04:37:10 Disabled
Off Trunk
tel/0/3 10G-Fiber -- -- - -- Down -- -—
- Access
tel/0/4 10G-Fiber -- -- - --  Down -- -—
- Access
Flow Link

Ch Type Duplex Speed Neg control State
Pol - - - - -= Not Present
Po2 -= -- -- -- -= Not Present
Po3 -= -- -- -- -= Not Present
Po4 -- - - - -= Not Present
Po5 -= -- -- -- -= Not Present
Po6 -= -- -- -- -= Not Present
Po7 - - - - -= Not Present
Po8 -= -- -- -- -= Not Present
Po9 -= -- -- -- -= Not Present
Pol0 -= -= -= -= -= Not Present
Poll - - - - -— Not Present
Pol2 -= -= -= -= -= Not Present
Pol3 -= -= -= -= -= Not Present
Pol4 - - - - -— Not Present
Pol5 -- -- -- -- -- Not Present
Polé6 -= -= -= -= -= Not Present
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= [loKas3aTb CBOAHYIO MHPOPMALMIO O COCTOAHWUW, HACTPOMKe U cTatUcTUKe Ethernet-nopra (pexunm
OoTObparkeHUs CTaTUCTUKM KnaccudumKaLumm Tpadumka):

console# show interfaces TengigabitEthernet 1/0/1

tengigabitethernetl/0/1 is down (not connected)
Interface index is 1
Hardware is tengigabitethernet, MAC address is a8:£9:4b:£d:00:41
Description: ME5100 erl 17.161 te 0/0/1
Interface MTU is 9000
Link is down for 0 days, 0 hours, 3 minutes and 28 seconds
Flow control is off, MDIX mode is off
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s
0 packets input, 0 bytes received
broadcasts, 0 multicasts
input errors, 0 FCS, 0 alignment
oversize, 0 internal MAC
pause frames received
packets output, 0 bytes sent
broadcasts, 0 multicasts
output errors, 0 collisions
excessive collisions, 0 late collisions
pause frames transmitted
symbol errors, 0 carrier, 0 SQE test error
Output queues: (queue #: packets passed/packets dropped)
1: 0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0

OO O OO0 ooOo

O J oUW

- lMoKa3aTb NnapameTpbl aBTOCOr/1aCOBaHMUA:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/1 10G-Fiber Disabled - -
tel/0/2 10G-Fiber Disabled -- -
tel/0/3 10G-Fiber Disabled - -
tel/0/4 10G-Fiber Disabled -- -

fol/0/3 40G-Fiber Disabled -- -

fol/0/4 40G-Fiber Disabled - -
gil/0/1 1G-Copper Enabled Slave -
Pol - Enabled Slave --
Po2 -= Enabled Slave -=
Po8 -- Enabled Slave -
Oob Type Neg Operational Link Advertisement
oob 1G-Copper Enabled 1000f, 100f, 100h, 10f, 10h
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= [loKasaTb CTAaTUCTUKY MO UHTepdencam:

console# show interfaces counters

Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0

Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0

OOB InUcastPkts InMcastPkts InBcastPkts InOctets

oob 0 13 0 1390

OOB OutUcastPkts OutMcastPkts OutBcastPkts OutOctets

oob 3 616 0 39616

" [MoKa3aTb CTaTUCTUKY MO rpynne KaHanos 1:

console# show interfaces counters port-channel 1

Ch InUcastPkts InMcastPkts InBcastPkts InOctets
el 111 o o 007

Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
______ Pl o & 3 ez

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: O
SQE Test Errors: 0

Deferred Transmissions: 0
Late Collisions: O
Excessive Collisions: O
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
Symbol Errors: 0

Received Pause Frames: 0
Transmitted Pause Frames: 0
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= [lokasaTb HacTpoMKy jumbo-frames B KommyTaTope:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

Tabnunua 81 — OnucaHme cYeTYNKOB

Cuemyuk OnucaHue
InOctets Konnuectso npuHATbIX 6aiiTOB.

InUcastPkts Konnyectso NPUHATbLIX 04HOAAPECHbIX NAaKeTOB.
InMcastPkts Konunyectso NpUHATBLIX MHOrOaZpeCcHbIX NaKeToB.

InBcastPkts Konnyectso NPUMHATBIX LWWMPOKOBELLATEeNbHbIX MAaKEeTOB.

OutOctets Konnuectso nepeaaHHbIX 6aiToB.

OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX MAKeTOB.
OutMcastPkts Konnyectso nepegaHHbIX MHOrOa4peCHbIX MaKeToB.
OutBcastPkts Konnuyectso nepeaaHHbIX LWMPOKOBeELLLATEIbHbIX MaKeToB.

Alignment Errors

Konnyectso NpMHATLIX KaAPOB C HAPYLIEHHOM LLeNOCTHOCTLIO (C KoAMYecTBom HanT
He COOTBETCTBYIOLLMM AJIMHE) U HEe NPOLUEALLNX NPOBEPKY KOHTPO/IbHOM CyMMbl
(FCS).

FCS Errors

Konnyectso npuHATLIX KaApPOB C KONMYECTBOM HaiT, COOTBETCTBYIOLWMM A/IMHE, HO
He NpoLeALwnx NPOBEPKY KOHTPObHOMK cymmbl (FCS).

Single Collision
Frames

Konnyectso Kagpos, BOB/IEYEHHbIX B €4MHUYHYIO KOJIZIM3UIO, HO BNOCAEACTBUM Ne-
pegaHHbIX ycnewHo.

Multiple Collision
Frames

Konnyectso KagpoBs, BOB/ieYeHHbIX 60ee Yem B OZHY KONIMU3UIO, HO BNOCAEACTBUN
nepeAaHHbIX yCNeLwHo.

Deferred Transmis-
sions

Konnyectso Kagpos, ANA KOTOPbIX NepBas NOMbITKa Nepegayvm oT/0XKeHa n3-3a 3aHA-
TOCTU Cpeabl nepeaayun.

Late Collisions

Konunuectso cnyyaes, Koraa Konnmsma sadrMKcMpoBaHa Nocse Toro, Kak B KaHan
CBA3M yKe bblM NnepeaaHbl nepsble 64 6anT (slotTime) nakeTa.

Excessive Collisions

Konnuectso Kagpos, KOTopble He bbin nepenaHbl U3-3a U36bITOYHOrO KOANYECTBa
KONNU3UNA.

Carrier Sense Errors

KonnuyecTtBo cay4vaes, KOrga COCTOAHUE KOHTPOA HeCYLLl.eVI 6b110 noTepAaHo, nmbo He
yTBEPXKAEHO NMPU NONbITKE Nepeaadn Kaapa.

Oversize Packets

Konnyectso NpuHATLIX NaKeTOB, Ppa3Mmep KOTOPbIX NPEBbILLAET MaKCMMasIbHbIM pas-
peLleHHbI pa3mep Kagpa.

Internal MAC Rx
Errors

Konnuectso KagpoBs, KOTOpPble He bW NPUHATLI YCNELWHO M3-3a BHYTPEHHEMN
owmnbKKn npuema Ha yposHe MAC.
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Symbol Errors Ona vuTepodelica, paboTatouiero B pexkmume 100 M6UT/c — KOANYECTBO CyYaes, KO-
roa UMesica HefoNyCTUMBbIIA CUMBO A@HHBIX, B TO BPEMA KaK NpaBu/bHasn HecyLLan
6blna npeacTaBnieHa.

Onsa nHtepdeitca, paboTatowero B noayayniekcHom pexunme 1000 Méut/c — konu-
YecTBO CNy4YaeBs, KOrga CpeacTBa NpMemMa 3aHATbl B TeYeHUe BpemMeHu, paBHOMY UK
6onbwemy yem pasmep csoTa (slotTime), u B Te4eHWE KOTOPOrO MMENOCb XOTA Bbl
04HO cobbITUe, KoTopoe 3acTasaneT PHY BbigaBaTh owWMOKY npuema gaHHbIX (Data
reception error) uau owmnbKy Hecyuel (Carrier extend error) Ha GMIL.

[na vHTepodelica, paboTatoLiero B NoJHOM AynaeKcHOM pexxume 1000 M6éuT/c —
KOZIMYECTBO C/ly4YaeB, KOrAa CPeacTBa NpUema 3aHATbl B TeYEeHWe BPEMEHM, PaBHOMY
unu 6onblieMy YeM MUHUMAJTbHbIN pasmep Kagpa (minFrameSize), u B TeueHue Ko-
TOPOro MMenochb XoTA 6bl ogHO cobbiThe, KoTopoe 3actasnsaeT PHY BbigaBatb
olWKMBKY NprMema ZaHHbIx (Data reception error) Ha GMII.

Received Pause
Frames

Konnyectso npuHATbIX ynpasaawowmx MAC-kagpos ¢ Kogom onepaummn PAUSE.

Transmitted Pause
Frames

Konnuyectso nepepaHHbIx ynpasaaowmx MAC-kagpos ¢ kogom onepaumn PAUSE.

5.10.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepgeiicoe

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaunm:

console (config) #

Tabnnua 82 — KomaHabl pexkmuma rnobanbHol KoHpUrypaumm

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO
vlan database —

KomaHoa Aelicmeue

MNepeiitn B pexxum KoHdurypaumm VLAN.

vlan prohibit-internal-usage
{add VLANIist | remove
VLANIist | except VLANIist |
none}

VLANIist: (2..4094)

- add — pgo6aBuTb ykasaHHble VLAN ID B nepeyeHb 3anpeLieH-
HbIX A1 BHYTPEHHEro UCMO0/b30BaHUA;

- remove — ynannTb yKasaHHble VLAN ID 13 nepeyHa 3anpe-
LWEeHHbIX AN1A BHYTPEHHErO UCMOb30BaHMUA;

- except — n06aBWTb B NepeyveHb 3anpeLeHHbIX A1 BHYTPEeH-
Hero ncnonb3osaHuA Bce VLAN ID, 32 nckntovyeHmem yKasaHHbIX
B KayecTBe napameTpa;

- none — ounctutb nepeyeHb VLAN ID, 3anpeLueHHbIX ANnA BHYT-
PEHHEero Ncnosib3oBaHuA.

vlan mode {basic | tr101}

—/basic

BK/I1OYMTb BO3MOXKHOCTb A06aBneHna Ha GU3NYECKOM MHTEp-
delice B pexmme customer cpasy ABYX uaeHTUOMKaTOpoB
VLAN.

vlan statistics ingress {low |
high}

—/BbIK/IOYEHO

no vlan statistics ingress
{low | high}

BKkntounTb cObop cTaTUCTUKM gns ananasoHos VLAN:
- low — VLAN 1-2047;
- high — VLAN 2048-4094.

BbikntounTh C60p CTAaTUCTUKU ANA YKA3aHHOIo Anana3oHa.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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vlan tr101 map inner-vlan
c_vlan_id interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no vlan tr101 map inner-
vlan c_vlan_id interface {gi-
gabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group}

c_vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

CHATb Ha ¢u3nyeckom MHTepdeice cpasy 2 naeHTndukaTopa
VLAN (B perknme customer), 6a3mpytoack Kak Ha s_vlan_id, Tak
n Ha c_vlan_id. Mpu aTom aeicTene BbINOJHAETCA TO/IbKO ANA
TpaduKa, upyuwero c wHTepdelica, yKasaHHOro B [OaHHOM
HacTpoliKe.
- c_vlan_id — naeHTMdmKaLMOHHbIN HOMep BHYTpeHHen VLAN.
- interface — cnucok uHTepdeiicos, K BxoasaLLemy TpaduKy Ko-
TOPbIX BO3MOXHO MPUMEHeHWe AaHHOro npaswunaa. [JuanasoH
HOMEpPOB MHTEPPENCOB MOXKHO 334aTb NepeyncieHnem Yepes
3aNATYIO UM YKa3aTb HA4Ya/IbHOE M KOHEYHOEe 3HAYeHUA Anana-
30Ha Yepes geduc.

' DOna  paboTbl AaHHOW KOMaHAbI

H HacTpoiika pexkuma «vlan mode tr101».

Heobxoguma

Ypaanutb npasuno.

KomaHObI pexcuma KoHguaypayuu VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHdurypaumm VLAN:

console# configure

console (config)# wvlan database
console (config-vlan) #

[aHHbIN peXxnm JoCTyneH U3 pexxmnma rnobanbHon KoHPUrypaumm n npegHasHayYeH gas 3agaHusa
napameTpos KoHourypaumm VLAN.

Tabnuua 83 — KomaHgpbl perkuma koHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue

no ymosn4aHurw

Aelicmeue

vlan VLANIist [name
VLAN_name]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cumBoNa

[o6asutb VLAN nan Heckosbko VLAN.

Ypanntb VLAN nnaun Heckonoko VLAN.

map protocol protocol [en-
caps] protocols-group
group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,

arp, (0600-ffff (hex)}*);

encaps: (ethernet,

rfc1042, licOther);
ethernet group:

(1..2147483647);

MpuBA3aTb NPOTOKOA K rpynne NpoToOK0/10B, aCCOLUNPOBAHHbIX
BMmecCTe.

Y4anuTtb NpuBA3KY.
*— Homep npoTokona (16 6uT).

map mac mac_address
{host | mask} macs-group

group

no map mac mac_address
{host | mask}

mask: (9..48)

Mpueazatb MAC-agpec unm gnanaszoH MAC-azpecoB Mo macke K
rpynne MAC-aapecos.

YpanuTtb NpuBA3KY.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) VLAN

BuA 3anpoca KOMaHAHOWM CTPOKM B pexxume KoHpurypaunm nHtepoerica VLAN:

console# configure

console (config) # interface {vlan vlan id | range vlan VLANIist}
console (config-if) #

[aHHbIN peXxum AOCTYyMeH M3 perrMma KoHOUrypaumm v npegHasHayeH NS 3afaHus napameTpos
KoHduUrypaumm nutepodeica VLAN nnbo grmanasoHa nHTepdeincos.

Bbibop MHTepdeinca ocywecTBASETCS NPM MOMOLLM KOMaHAbI:

interface vlan vlan id

Bbibop AnanasoHa MHTepdencoB OCyLLECTBASETCS NPM NOMOLLM KOMaHAb!:

interface range vlan VLANIist

Huke npuBeaeHbl KOMaHAbl ANA BXO4aA B pexKMM HacTponku uHtepdenca VLAN 1 n Bxoga B perrum
HacTpoukm rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan !
console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if)#

Tabnnua 84 — KomaHabl pexkmma KoHourypauum nHtepdeiica VLAN

no ip tcp adjust-mss

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymMmon4aHuro
name name name: (1..32) L0o6aButb umsa VLAN.
no name CMMBO/I0B/UMA YCTaHOBWTb 3HaYEHNE MO YMOIYAHUIO.
COOTBETCTBYET HOMEpPY
VLAN

ip tcp adjust-mss value HasHauntb nHTepoericy VLAN pasmep TCP Maximum segment

value: size.

(500..460)/1460 ’ Ucnonbayetca npu Hannuum IP address Ha uHtepdeiice.
6anT .

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.
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KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepdelica Ethernet, untepoeica
rpynnbl NOPTOB:

console# configure

console (config)# interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | oob | port-channel
group | range {..}}

console (config-if) #

[aHHbIA pexXmMm [OCTyneH M3 peXnuma KOHPUrypaumm u npepHasHayeH AAA 3afaHUA NapameTpos
KOHOUrypaumm nHtepdeiica (nopta KOMMyTaTopa MK rPynnbl NOPTOB, PAabOTalOWMX B peXume pasgeneHus
Harpysku), nin6o avanasoHa nHTepdencos.

MopT MoXeT paboTaTb B YETbIPEX PEKMMAX:

— access — NHTepdenc gocTyna — HeTerMpoBaHHbI MHTepdenc ans oaHoi VLAN;

— trunk — wnHTepdenc, NPUHUMaIOWMIA TONIbKO TErMPOBAHHbIN TpadUK, 3a UCKIOYEHUEM Of-
Horo VLAN, KOTopbIh MOXET 6biTb 06aB/ieH ¢ MOMOLbIO KOMaHAbl switchport trunk native
vlan;

— general — nHTepdelic ¢ nonHol noaaepKkoi 802.1¢, NPMHMMAET KaK TErMPOBaHHbIM, TaK U
HeTermpoBaHHbIN Tpaduk;

— customer — Q-in-Q uHTepdeiic.

Tabnnua 85 — KomaHgpl pexxnma KoHdpurypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3apath pexkum paboTbl nopta 8 VLAN.
- mode — pexxum paboTbl nopta 8 VLAN.

YCTaHOBUTb 3HAYEeHME NO YMOHAHMUIO.

switchport access vlan
vlan_id

no switchport access vlan

vlan_id: (1..4094)/1

[ob6asutb VLAN ansa uHtepderica goctyna.
-vlan_id — npeHTMdUKaLMOoHHbIN Homep VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport access accepta-
ble-frame-type {untagged-
only | all}

no switchport access ac-
ceptable-frame-type

—/NpUHMMaTh BCe
TUNbI KagpoB

MprHMMaTb Ha MHTepdeiice TONBKO Kagpbl onpeaeseHHOro Tuna:
- untagged-only — To/bKO HETerMpoBaHHbIe;
- all — Bce Kagpsl.

MpuHMMaTbL Ha MHTepdeiice Bce TUMbI KaAPOB.

switchport trunk allowed
vian all

no switchport trunk al-
lowed vlan all

—/BbIK/IOYEHO

ABTOMaTMYeCKM f06aBuUTb Bce aocTynHble VLAN gns gaHHOro
nHTepoeiica.

OTKAOUYNTL aBTOMaTUUecKoe aobasneHne VLAN.

switchport trunk allowed
vlan add vian_list

switchport trunk allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[ob6asutb cnmcok VLAN ana nHtepoeiica.

- vlan_list — cnucok VLAN ID. inana3oH Homepos VLAN MOXHO
3a4aTb NepeyncaeHnem yepes 3anaTylo UM yKasaTb HayanbHoe U1
KOHeYyHoe 3Ha4YeHuA AnanasoHa Yepes geopuc "-".

Yaanute cnucok VLAN ans uHtepoelica.

switchport trunk native

[o6asutb Homep VLAN B Kadectse Default VLAN gna gaHHoro

vlan vian_id vian_ id: (1..4094)/1 MHTepd)vemca. Becb HeTermpoBaHHbIi TpaduK, NOCTYNatoLWMi Ha
OaHHbIW NopT, onpeaenaetca B AaHHyro VLAN.
-vlan_id — npeHTMdUKaLMOHHbIN Homep VLAN.
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no switchport trunk native
vlan

YCTaHOBUTb 3HaYeHue No YMONYaHUIO.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnmcok VLAN gna nitepdeiica.

- tagged — nopTt byaeT nepeaaBaTb TErMPOBaHHbIE NAKeTbl A4/1A
VLAN;

- untagged — nopt 6yaeT nepesaBaTb HETETMPOBAHHbIE NAKETbI
ana VLAN.

- vlan_list — cnucok VLAN ID. Anana3oH VLAN MO»KHO 3a4aTb
nepeymcieHnem Yyepes 3anaTyto UAKM YKasaTb HavaabHoe U
KOHEYHOe 3HayeHus gManasoHa yepes gepuc "-".

Ypanutb cnucok VLAN gns untepdeliica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 —
ecnu yctaHosneH VLAN
no YyMOAYaHUIO

Lob6asutb ngeHtnodukatop VLAN nopta (PVID) ans ocHoBHoro
uHTepdelica.
-vlan_id — naeHTMduMKaLMoHHbIN Homep VLAN nopra.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

switchport general in-
gress-filtering disable

no switchport general in-
gress-filtering disable

—/bunbTpauus
BK/IIOYEHA

BbIKNHOUNTL AN1A OCHOBHOIO MHTepdeca GUNbTPaALMIO BXOAALLUX
NakeToB Ha OCHOBE NPUCBOEHHOro UM 3HavyeHmna VLAN ID.

BKAOUMTL 419 OCHOBHOTO UHTepdelica GUNbTPaLMIO BXOAALMX
NakeToB Ha OCHOBE NPUCBOEHHOro um 3HaveHma VLAN ID.

Ecaun dunbTpauma BKAKOYEHA, M NAKeT He BxoauT B rpynny VLAN c
npucBoeHHbIM nakeTy 3HayeHmem VLAN ID, To naket
oTbpacbiBaeTcs.

switchport general accepta-
ble-frame-type {tagged-
only | untagged-only | all}

no switchport general ac-
ceptable-frame-type

—/npuHUMaTb BCe
TUNbI KaApPOB

MpUHMMaTL Ha UHTepdelice TONbKO Kagpbl onpeaeneHHoro Tuna:
- tagged-only — T0/1bKO TErMpPOBaHHbIE;

- untagged-only — T0/1bKO HeTerMpoBaHHbIE;

- all — Bce Kagpsl.

MpuHMMaTL Ha nHTepdeiice Bce TUMbI KAAPOB.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group:
(1..2147483647)

YcTaHoBUTbL NpaBuao Knaccudurkaumm VLAN ana nutepdeiica,
OCHOBaHHOE Ha NPMBA3KE K NPOTOKOY.

- group — nAeHTUOUKALMOHHBIM HOMep rpynnbl;

- vlan_id — naeHTMounKaumMoHHbIN Homep VLAN.

YpanuTe npasuao Knaccudurkaumu.

switchport general map
macs-group group vlan
vlan_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group:
(1..2147483647)

YcTaHoBUTL NpaBuao Knaccudurkaumm VLAN ana nitepdeiica,
OCHOBaHHOe Ha npusAske kK MAC-agpecy.

- group — nAeHTUOUKALMOHHBIM HOMep rpynnbl;

-vlan_id — naeHTMounKaumMoHHbIn Homep VLAN.

YpanuTe npasuao KnaccuduKkaumu.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1..
2147483647)

YcTaHoBWUTL NpaBmo Knaccuodurkaumm VLAN ana untepoeiica,
OCHOBaAHHOE Ha NPMBA3KE K MPOTOKOAY.

- group — nAeHTUOUKALMOHHBIM HOMep rpynnbl;

- vlan_id — naeHTMounKaumMoHHbIN Homep VLAN.

YpanuTe npasuao KnaccuduKkaumu.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq
ethertype egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) 8 802.1g VLAN-Terax nakeTos,
NCXOAALMX C AaHHOTOo NHTepdeiica.
[onyctumble 3HaueHun Ethertype npegcraBneHsbi B
. NpunoxkeHue B. NopaepkmBaemble 3HavyeHuA Ethertype.

3ameHuTb ethertype ncxoasLLero ¢ MHTepdeica naketa Ha
3HayYeHne No YMOYAHMUIO.

switchport dotlq ethertype
ingress stag add ethertype

switchport dotlq ethertype
ingress stag remove
ethertype

ethertype: (1..ffff)
(hex)

[o6asutb TPID B Tabanuy Knaccupurkatopos VLAN.
Jonyctumble 3HayeHus EtherType cm. MpunoxkeHue B.
Moaaepkmnsaemble 3HaueHus Ethertype.

Yaanute TPID 13 Tabauubl Knaccudurkatopos VLAN.
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switchport customer vlan
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer
vlan

vlan_id: (1..4094)/1

[ob6asutb VLAN ans nonb3osaTeibcKoro Htepdeica.
-vlan_id — naeHTMdMKaLMOHHbIN Homep VLAN.

[106aBUTb K BXOAALMM HETErMPOBaHHbIM MaKeTamM Ha KJIMEHTCKOM
nopTy BHyTpeHHuI 802.1q 3aronosok — C-VLAN (inner-vlan) n
BHewWwHMi 802.1q 3aroN0BOK, coaepKalmin pvid 4oNoSHUTENbHOM
VLAN (S-VLAN).
[nsa paboTbl 3TO KOMaHAbl HEO6XOANMO BKAOYUTD
. rno6anbHo pexkum «vlan mode tr101».

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHWUIO.

switchport customer mul-
ticast-tv vlan add vian_list

switchport customer mul-
ticast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspewnTb NPUHUMATL MHOFOAZAPECHbIV TPAPUK M3 YKa3aHHbIX
VLAN (He saBnatowmxcs VLAN nonb3oBaTeNbcKoro nHtepdelica) Ha
HacTpanBaemom MHTepdeice, COBMECTHO C N0JIb30BaTeAMM
OpYrvx N0Nb30BaTENbCKUX NOPTOB, NPUHUMAROLLLUX
MHOroaZpecHbi Tpaduk U3 gaHHbIX VLAN.

-vlan_list — cnucok VLAN ID. Aunana3oH VLAN MoKHO 3a4aTb
nepeyMcaeHMemM Yepes 3anaTyro WM yKasaTb HayaabHoe 1
KOHeYHoe 3Ha4YeHuA AnanasoHa Yepes geduc "-".

3anpeTuTb NPUHMMaTL MHOTOAAPECHbIN TpaduK Ha
HacTpanBaemom MHTepoeice.

switchport forbidden vilan
add vian_list

switchport forbidden vilan
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLleHbl NopTy

3anpetutb gobasneHue ykasaHHbix VLAN nopry.

-vlan_list — cnucok VLAN ID. Aunana3oH VLAN MoKHO 3agaTb
nepeyncaeHnem Yepes 3anATyo UM YKasaTb Ha4ya/lbHOE U
KOHeYHoe 3Ha4YeHuA AnanasoHa Yepes geduc "-".

PaspewunTb gobasneHue ykasaHHbIx VLAN nopTy.

switchport forbidden de-
fault-vlan

no switchport forbidden
default-vlan

Mo ymonyanuio
uneHcTso B default
VLAN paspeLieHo

3anpetutb gobasneHue default VLAN nopty.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport protected-port

no switchport pro-
tected-port

MepeBecTy NOPT B peXXUM U30NALUN BHYTPY FPYNMbl MOPTOB.

BoccTaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.

switchport protected-port
isolate-group {group}

no switchport protected-
port isolate-group {group}

group (1..8)

MNepesectn NOPT B YKa3aHHYIO rpynny n3onaunn nopTos.

YpanuTe NOpT U3 yKa3aHHOM rpynmnbl U30A5LMM NOPTOB.

switchport protected {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no switchport protected

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mo ymonyanuio
ncnosb3yetcs
MapLpyT13aumsa no
6a3e AaHHbIX
n3yyeHHbIx MAC-
aapecos (FDB)

Mepesectn nopT B pexkmum Private VLAN Edge. OTmeHseT
MapLLpyTU3aLuuio no 6ase gaHHbIX M3ydeHHbIx MAC-agpecos (FDB)
1 HanpaB/feT BeCb OAHOAAPECHbIN, MHOTOAAPECHbIN U
LWMpOKoBeLLaTeNbHbIM TpaduK Ha uplink-nopT.

OTKAOUYNTE OTMEHY MapLIPYTM3aLmMmM No 6ase AaHHbIX N3yYeHHbIX
MAC-agpecos (FDB).

switchport default-vlan
tagged

no switchport default-vlan
tagged

YCTaHOBUTb NOPT Kak Ternpytowmii 8 aedontHol VLAN.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

126

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:
console#

Tabanua 86 — KomaHabl pexkmma privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
show vlan — MNokasatb uHopmaumto no scem VLAN.
show vlan tag vian_id vlan_id: (1..4094) MNokaszatb uHopmauuto no VLAN, nouck no naeHtuduKkaTopy.
show vlan internal usage MNMokasaTtb cnucok VLAN ana BHyTpeHHero ncnoib3oBaHusA
- KOMMYTaTOpPOM.
show default-vlan-mem- MokasaTtb coctas rpynnbl gedontHon VLAN.
bership [gigabitether- .
net gl ‘;E)gr tgl tengign- gi_port: (1..8/0/1..48);
o te_port: (1..8/0/1..24);
bitethernet te_port | for-
L. fo_port: (1..8/0/1..4);
tygigabitethernet fo_port | ]
port-channel group | de- group: (1..48)
tailed]
KomaHOowb! pexcuma EXEC
Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#
Tabnnua 87 — KomaHabl pexkmma EXEC
Komanda 3Ha4yeHue/3HayeHue Leiicmeue
o yMoOAYAaHUIO
show vlan multicast-tv vlan MoKasaTb NOPTHI-MCTOYHUKMN U NPUEMHUKM MHOTO3APECHOrO
vlan_id vlan_id: (1..4094) Tpaduka B AaHHOM VLAN. MopTbI-UCTOYHUKM MOTYT KaK
nepenasaTb, TakK U MPUHUMATb MHOTOAAPECHbIN TPAaUK.
show vlan protocols-groups — MoKasaTb MHbOPMaLLMIO O rpynnax NPOTOKO/I0B.
show vlan macs-groups — MNokaszatb uHopmauuto o rpynnax MAC-agpecos.
show interfaces switchport MoKasaTb KOHOUIypaLuuio NopTa, rPynnbl NOPTOB.
{gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group}
show interfaces pro- MokasaTb cocTosaHMe NopToB: B pexkmme Private VLAN Edge, B
tected-ports [gigabitether- rivate-vlan-edge-coobuiecTse.
net ol ;':ort I [t’i ﬁgiga_ gi_port: (1..8/0/1..48); | P & u
o te_port: (1..8/0/1..24);
bitethernet te_port | for-
L. fo_port: (1..8/0/1..4);
tygigabitethernet fo_port |
port-channel group | de- group: (1..48)
tailed]
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[Tpumepbl 8bINOAHEHUA KOMAHO

= [lokasaTb MHPopmauuio o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by
1 1 tel/0/1-24, D
fol/0/1-4,9i1/0/1,
Pol-16
2 2 S
3 3 S
4 4 S
5 5 S
6 6 S
8 8 S

MoKa3aTb NOPTbI-MCTOYHMKN U MPUEMHUKN MHOFOagpecHoro Tpaduka B VLAN 4.

console# show vlan multicast-tv vlan 4

Source ports : tel/1
Receiver ports: te0/2,te0/4,te0/8

= [lokasaTb MHGOPMaLMIO O rPyNMnax NPOTOKO/IOB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
Ox86dd (IPvo6) Ethernet

= [loKasaTb KOHUrypaumio nopta TenGigabitEthernet 0/1:

console# show interfaces switchport TengigabitEthernet 0/1

VLAN

Port : tel/0/1

Port Mode: Trunk

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: admitAll
Ingress UnTagged VLAN ( NATIVE ): 1
Protected: Disabled

Port is member in:

Vlan Name Egress rule Added by
1 1 Untagged D
2 2 Tagged S
3 3 Tagged S
4 4 Tagged S
5 5 Tagged S
6 6 Tagged S
8 8 Tagged S

Added by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, T-Guest VLAN, V-Voice
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28 28 Tagged S

Forbidden VLANS:
Vlan Name

Classification rules:

Protocol based VLANs:
Group ID Vlan ID

Mac based VLANs:
Group ID Vlan ID

5.10.3 Hacmpoiika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonseT npov3BoAuTb pasrpaHuyeHuMe TpaduKa Ha BTOPOM
ypoBHe mogenn OS|I mexagy nopTamyv KOMMyTaTopa, KOTOPble HaxoAAaTcs B OAHOM LUMPOKOBELLATE/IbHOM
OOMeHe.

— Ha kommyTatopax mMoxKeT bbiTb CKOHOUIypupoBaHo Tpu Tuna PVLAN nopTos:

—  promiscuous — NopT, KOTOPbIM cnocobeH 0bMeHMBaATbCA AAaHHBIMU MeXAY Nto6bIMK
nHTepdelicamum, BkAtoYas isolated- 1 community-noptsl PVLAN;

— isolated — nopT, KOTOPbIN NOAHOCTbIO N30/IMPOBAH OT APYrMX NOPTOB BHYTPU OAHOrO
n Toro ke PVLAN, Ho He OT promiscuous-noptoB. PVLAN 610KMpylOT BeCb TpaduK,
NOYLWNIN B CTOPOHY isolated-nopTos, Kpome TpadmrKa CO CTOPOHbI Promiscuous-nopTos.;
MakeTbl CO CTOPOHbI isolated-nopToB MOryT nepenaBaTbCAd TONbKO B CTOPOHY
promiscuous-nopTos;

— community — rpynna nopToB, KOTOPbIe MOFYT 0OMEHMBATLCA AAaHHbIMU MeXKay cobon
W promiscuous-nopTamu, 3T MHTepdencobl OTAENEHDI HAa BTOPOM ypoBHe mozenun OS|
OT BCEX OCTa/IbHbIX cOmMmunity-nHTepdeiicos, a Takxe isolated-nopTtos BHyTpu PVLAN.

Mpouecc BbINOAHEHUA QYHKLUUM AOMNOJAHUTENBHOrO pasfeneHus MOPTOB C MOMOLLBbH TEXHO/IOMMM
Private VLAN npepctaBneH Ha pucyHKe 53.
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Promiscuous ports

Trunk ports

VLAN 100 VLAN 100
Switch A Switch B
A

ey

O OU O UU

VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 53 — Mpumep paboTtbl TexHonormm Private VLAN

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoHdurypaumm uHtepderica Ethernet, nHtepodeiica VLAN,
nHTepdelica rpynnbl NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port | gigabitethernet
gi port | port-channel group | range {..} | vlan vlan id}

console (config-if) #

Tabnnua 88 — KomaHabl pexkmma KoHourypauum nHtepdelica Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
switchport mode private- 3apaTb pexum paboTbl nopta B VLAN.
vlan {promiscuous | host} —
no switchport mode YCTaHOBWTb 3HaYEHMeE NO YMOYAHUIO.
switchport mode private- 3apaTb pexkum paboTbl nopta B VLAN Trunk.
vlan trunk {promiscuous |
secondary} —
no switchport mode pri- YCTaHOBWTb 3HaYeHME N0 YMOYAHUIO.
vate-vlan trunk
switchport private-vlan [06aBUTb OCHOBHYO M BTOpocTeneHHble VLAN Ha promiscuous-
mapping [trunk] pri- NHTepoeiic.
mary_vlan add second- | Ha oauH promiscuous-uHTepdeiic Henb3a A06aBUTb
ary_vlan primary_vlan: Y| 6onble ogHol primary vian.
switchport private-vlan (1..4094); Ypanutb BTopocTeneHHble VLAN Ha promiscuous-uHtepdeiice.
mapping [trunk] pri- secondary_vlan:
mary_vlan remove second- (1..4094)
ary_vilan
no switchport private-vlan YAanuTb OCHOBHYIO M BTOpocTeneHHble VLAN.
mapping
switchport private-vlan . [o6asuTb primary u secondary vlan Ha host-uHtepdeiic.
hostassociation pri- primary_vlan: Ha oguH host-uHtepdeiic Henb3sa A06aBUTL Gonblue
p o P A
mary_vlan secondary_vlan (1..4094) opHoil secondary vlan.
- - secondary_vlan:
no switchport private-vlan (1..4094) Y[anntb OCHOBHYO 1 BTopocTeneHHble VLAN.
host-association

130 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



DHELTEX

switchport private-vlan as-
sociation trunk pri-

primary_vlan:

[o6asutb primary u secondary vlan Ha trunk-secondary
MHTepoeinc.

mary_vlan secondary_vlan (1..4094) Ha oauH trunk-secondary uHrepdeiic Henb3s ao6asuTb
secondary_vlan: 6onbLue ogHoii secondary vlan.
no switchport private-vlan (1..4094) YaanuTtb 0OCHOBHYIO M BTOpocTeneHHble VLAN.
association trunk
switchport private-vlan [0o6aBuTb Ha PVLAN Trunk-uHTepdeic VLAN, He yyacTBytoLLel B
trunk allowed vlan add PVLAN.
vlan
vlan: (1..4094)

switchport private-vlan
trunk allowed vlan remove
vlan

Yaanutb Ha PVLAN Trunk-uHTepdeice VLAN, He yyacTBytoLein B
PVLAN.

switchport private-vlan
trunk native vlan vian

no switchport private-vian
trunk native vlan

vlan: (1..4094) /1

[No6aeutb Homep VLAN, He yyacTBytowyto B PVLAN, B KauecTBe
Default VLAN gnsa PVLAN Trunk-uHtepdeiica.

YCTaHOBWTb 3HaYeHMe N0 YMOIHYAHUIO.

Tabnnua 89 — KomaHabl pexkmma KoHourypauum nHtepdeiica VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

private-vlan {primary |
isolated | community}

no private-vlan

BKkntounTb mexaHu3m Private VLAN 1 3agatb TMN uHTepdeiica.

OTKNOYNTb MexaHn3m Private VLAN.

private-vlan association
[add | remove]

secondary_vlan

Lo6asuTb (yaanutb) npueasky sTopocteneHHol VLAN K
OCHOBHOW. HacTpolika npumeHnma Tonbko ans primary VLAN.

no private-vlan association (1..4094) YpanuTe npuBasky BTopocteneHHol VLAN K OCHOBHOM.
/ MaKkcumanbHoe Konn4yectso BTopocteneHHbiXx VLAN — 256.
MakcumanbHoe Konmuectso community VLAN, KoTopble MoryT 6biTb acCoLMMpPOBaHblI

c oaHoi ocHoBHOI VLAN — 8.

lpumep Hacmpoliku uHmepgelicoe Kommymamopad Switch A (pucyHok 53 — [pumep pabomsl mex-

Hosnoauu Private VLAN)

e promiscuous-nopt — interface gigabitethernet 1/0/4
e isolated-nopt — gigabitethernet 1/0/1
e community-nopt — gigabitethernet 1/0/2, 1/0/3.

exit
|

exit
1

interface gigabitethernet 1/0/1
switchport mode private-vlan host
description Isolate

switchport forbidden default-vlan
switchport private-vlan host-association 100 201

interface gigabitethernet 1/0/2
switchport mode private-vlan host
description Community-1
switchport forbidden default-vlan
switchport private-vlan host-association 100 202

interface gigabitethernet 1/0/3
switchport mode private-vlan host
description Community-2
switchport forbidden default-vlan
switchport private-vlan host-association 100 202
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exit

|

interface gigabitethernet 1/0/4
switchport mode private-vlan promiscuous
description to Router

switchport forbidden default-vlan
switchport private-vlan mapping 100 add 201-202
exit

|

interface tengigabitethernet 1/0/1
switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan
exit

|
interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

|
interface vlan 201

name isolate

private-vlan isolated
exit

|
interface vlan 202

name community

[Mpumep Hacmpoliku uHmepagelicos npu pabome mexHoao2uu Private VLAN Trunk

e trunk-isolated nopt — gigabitethernet 1/0/1
e trunk-community nopt — gigabitethernet 1/0/2, 1/0/3
e trunk-promiscuous nopt — interface gigabitethernet 1/0/4

interface gigabitethernet 1/0/1
switchport mode private-vlan trunk secondary
description Trunk-Isolated
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201
exit
|
interface gigabitethernet 1/0/2
switchport mode private-vlan trunk secondary
description Trunk-Community
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202
exit
|
interface gigabitethernet 1/0/3
switchport mode private-vlan trunk secondary
description Trunk-Community
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202
exit
|
interface gigabitethernet 1/0/4
switchport mode private-vlan trunk promiscuous
description Trunk-Promiscuous
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202
exit
|

interface tengigabitethernet 1/0/1
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switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan
exit

|

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

|

interface vlan 201

name isolate

private-vlan isolated

exit

|

interface vlan 202

name community

private-vlan community

5.10.4 Hacmpolika uumepgelica IP

IP-uHTEepdenc cospgaétca npu HasHadeHun |P-agpeca Ha nwobont M3 MHTepdelicoB YCTPOMCTBa:

gigabitethernet, tengigabitethernet, fortygigabitethernet, oob, port-channel nau vlan.

BunAa 3anpoca KOMaHAHOM CTPOKM B pexxnume KOHPUrypaumnm nHtepdeliica IP.

console# configure
console (config)# interface ip A.B.C.D
console (config-ip) #

[aHHbIN pexum AO0CTYyNeH U3 pexkMma KoHOUrypauum M npegHasHayeH ANs 3a4aHus NapameTpos

KOHOUrypauum nHtepoelica IP.

Tabanua 90 — KomaHabl pexkmma KoHourypauum nHtepdelica IP

3HayeHue/3HayeHue

Ha onpeaeneHHbIN agpec.
- ip_address — IP-aapec Ha3HayeHus, Ha KOTopbI byayT

ip_address: A.B.C.D
nepeHanpaBAATbCA NAKeTbI.

KomaHda Aelicmeue
no ymon4aHuro
directed-broadcast BKkntounTb PyHKLMIO nepeBoga IP directed-broadcast nakerta B
CTaHAAPTHbIN WWPOKOBELLATENbHbIV MaKeT U paspeLlnTb
—/BbIKNOYEHO N o
nepeaadvy yepes Bbl6paHHbIN UHTepdeliC.
no directed-broadcast 3anpeTtutb TpaHcaaumio IP directed-broadcast naketos.
helper-address ip_address BKAtounTb Nepeagpecaymio WMpoKosellaTenbHbix UDP-nakeTos

no helper-address ip_ad-

OTKNOUUTD nepeagpecauuio WmpokosewatenbHbix UDP-nakeTos.

dress

ip irdp Pa3pewnTb paccbinky aHoHcoB npoTokoa IRDP (ICMP Router
—/BKNOYEHO Discovery Protocol).

no ip irdp OTKNIOYUTb PACCHIZIKY aHOHCOB.
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ip redirects BKNOUYNTL reHepaumio MmapLpyTn3atopom coobuieHnin ICMP
—/BKAKOYEHO Redirect.
no ip redirects OTkntounTb oTNpaBKy ICMP Redirect.

[pumepbl 861N0AHEHUA KOMAHO

= Bkawuuntb pyHKUMIO directed-broadcast:

console# configure

console (config)# interface PortChannel 1
console (config-if)# ip address 100.0.0.1 /24
console (config-if)# exit

console (config)# interface ip 100.0.0.1
console (config-ip) # directed-broadcast

5.11 Selective Q-in-Q

[aHHaa ¢GyHKUMA NO3BOAAET HA OCHOBE CKOHOUIYPUPOBAHHbLIX MpPaBua GUALTPALMM NO HOMEpPaM
BHyTpeHHuX VLAN (Customer VLAN) npounssoantb aobasneHune sHewHero SPVLAN (Service Provider’s VLAN),
noameHaTb Customer VLAN, a TakKe 3anpewatb NpoxoxaeHue Tpadpuka.

[nsa ycTpoiicTBa co3aaeTcs CNMCOK NPaBMA, Ha OCHOBaHMM KoToporo byaet obpabatbiBaTbea TpaduK.

MpaBuna Selective Q-in-Q ucnonb3yT annapatHble pecypcbl TCAM. CymmapHbii 06bem
’ npasun gaa cepsucos Selective Q-in-Q, Security Suite, DHCP Snooping, ARP Inspection, IP
- Source Guard, Port ACL, VLAN ACL. Policy Based VLAN (MAC, Subnet, Protocol), Rate Limit
per VLAN, PPPoE IA, VPC, L2PT, PIM Snooping paBeH pasmepy TCAM onpeaeneHHOro
ycTpoiicTBa (3a BbiueTom 66 NnpaBua No ymonyaHuio). MakcMmanbHoe Konmuectso SQinQ-
npaBuA ANA OAMHOYHOrO YCTPOICTBA NpUBeAEHO B Tabanue 9 — OCHOBHble TEXHUYECKUue
XapaKTepPUCTUKMU.
Ecnun yctpoiictBa o6beauHeHbl B cTeK, To cepBucbl DHCP Snooping, VLAN ACL, Security
Suite, ARP Inspection, Rate Limit per VLAN, PPPoE IA, L2PT, PIM Snooping ucnonb3yiot
TCAM Bcex unit-oB cTeKa, a cepsuchbl Selective Q-in-Q, Port ACL, IP Source Guard, Policy
Based VLAN (MAC, Subnet, Protocol), VPC ucnonbsyior TCAM onpeaeneHHoro unit-a.
MaKcumanbHoe cymmapHoe Koaundectso SQinQ-npasun cteka MES5324 — 11600 npasua.
MaKcumanbHoe cymmapHoe KoandectBo SQinQ-npasun cteka MES33xx — 11136 npasua.
MaKkcumanbHoe cymmapHoe Koanyectso SQinQ-npasun cteka MES23xx — 3456 npasua.

KomaHObI pexcuma KoHguaypayuu uHmepgelica (Ouana3oHa uHmepgelticos) Ethernet u Port-Chan-
nel

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHdurypaumm nHtepdeica:

console# configure

console (config) # interface { gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range
{..7}

console (config-if) #
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Tabnnua 91 — KomaHabl pexkmma KoHourypauum nHtepdelica (amanasoHa nHtepodeicos) Ethernet

3HayeHue/3HayeHue
o ymon4aHuro

KomaHoa

Aelicmesue

selective-qinq list ingress
add_vlan vian_id [in-
gress_vlan ingress_vlan_id] vlan_id: (1..4094)

ingress_vlan_id: (1..4094)

Co34aTb NPaBMIO, HA OCHOBAHMM KOTOPOTO K BXOAALLEMY
nakeTy C BHelHel meTKkoW ingress_vlan_id 6yaeT pobasnatbes
BTOpas MeTKa vlan_id. Ecnv ingress_vlan_id He yKa3biBaTb —
npasuao ByaeT NPUMEHATLCA KO BCEM BXOAALLMM NakeTam, K
KOTOpbIM He 6blnn NpUMeHeHbl Apyrue npasuna («npasunao no
YMOYAHMION).

selective-qinq list ingress
deny [ingress_vlan in-

gress_vian_id] ingress_vlan_id: (1..4094)

Co3aatb 3anpeLlatoLlee NPaBuao, Ha OCHOBaHWU KOTOPOTO
BXOZAALLME MaKeTbl C BHELWWHEN MeTKoW Tera ingress_vlan_id
byayT oTbpacbiBaTbeA. Ecau ingress_vlan_id He yKka3sbiBaeTca —
6yayT 0TOpacbIBaTLCA BCE BXOAALLME NAKETHI.

selective-qinq list ingress
permit [ingress_vlan in-

gress_vlan_id] ingress_vlan_id: (1..4094)

Co3aaTb paspeluatoLLee NPaBMAO, HA OCHOBAHWUM KOTOPOTO
BXOAALLME NaKeTbl C BHELWWHe MeTKoW Tera ingress_vlan_id
byayT nepeaaBatbea 6e3 usmeHeHui. Ecav ingress_vian_id He
yKa3blBaeTca — byayT nepenaBaTbCA BCe BXOAALLME NAKeTbl 6e3
N3MEHEHWUN.

selective-qinq list ingress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3aaTb NPaBUAO, Ha OCHOBAHWUM KOTOPOTO BHELLHAS METKa
ingress_vlan_id Bxoaawero naketa 6y4eT 3amMeHATLCA Ha
vlan_id. Ecau ingress_vilan_id He yka3biBaTb — npasuio byaet
NPUMEHATHCA KO BCEM BXOAALMM NaKeTam.

no selective-qging list in-

gress [ingress_vlan vian_id] vlan_id: (1..4094)

YpanuTtb yKasaHHoe npasuo selective ging ans exogawmx
naketoe. KomaHaa 6e3 napameTpa «ingress vlan» yaanaer
MPaBMI0 MO YMOHAHMIO.

selective-qinq list egress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id: (1..4094)

Co3gaTtb NpaBW/IO, Ha OCHOBaHUM KOTOPOTO BHELUHAS METKa
ingress_vlan_id ncxopauwero nakeTta 6yaeTt 3ameHATbCA Ha
vlan_id.

no selective-qging list

. . vlan_id: (1-4094)
egress ingress_vlan vian_id

YpanuTtb cnmcok npasun selective ging ga1a ncxoAawmx NakeTos.

KomaHObI pexcuma KoHguaypauuu uHmepagetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKM B pernume KoHourypaumm nutepdenca VLAN:

console (config-if) #

Tabnuua 92 — KomaHgbl perkmma KoHourypaumm nHitepoderica VLAN

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

HAelicmeue

ip management outer-vlan
outer_vilan_id

outer_vlan_id: (1-4094)

Co34aTb NPaBMAO A1 ypaBaeHUs KOMMYTaTOPOM C MOMOLLbHO
Q-in-Q Tpaduka.
B KauecrtBe outer_vlan_id ucnonb3syerca BHewHuii VLAN
(S-VLAN). Ona pabotbl paHHOro npasuna uHTepdeiic
VLAN (C-VLAN) ponkeH 6biTb B coctosiHum Up.

no ip management

Ypanutb cozgaHHoe npasuno.

KomaHObi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnmua 93 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3HayeHue Leiicmeue
no ymoa4YaHuro

show selective-ging — OTo6pasunTb cnmcok npasun selective ging.
show selective-ginq inter- OTo6pa3nTb CNUCOK NpaBuA selective qing gna yKasaHHOro
face {gigabitethernet gi_port: (1..8/0/1..48); nopTa.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port | port- group: (1..48)

channel group}

show ip management [vlan
vlan_id]

OTO6pasnTb CNNCOK NPaBWUA AN YNPaBAEHUA KOMMYTaTOPOM C

vian_id: (1-4094) nomoupto Q-in-Q TpaduKa.

[pumepbl 86IN0AHEHUA KOMAHO.

= Co3p4aTb NpaBwW/o, Ha OCHOBAHMM KOTOPOrO, BHELIHAA METKa BXoAswero naketa 11 6yaert 3ame-
HATbCA Ha 10.

console# configure

console (config) # interface tengigabitethernet 1/0/1

console (config-if)# selective-ging list ingress override vlan 10
ingress-vlan 11

console (config-if) # end

= OT06pasnTb CNNCOK CO3AaHHbIX Npasua selective ging:

console# show selective-ging

Direction Interface Rule type Vlan ID Classification by Parameter

ingress tel/1 override vlan 10 ingress_vlan 11

5.12 Storm Control gna pasnnuHoro Tpaduka (broadcast, multicast, unknown
unicast)

«LLItopm» BO3HMKAET BCAEACTBME Ype3mepHOro KonuyectBa broadcast-, multicast-, unknown unicast-
coobLLeHNI, 0 AHOBPEMEHHO NepesaBaemMblxX Mo CETU Yepes OAMH MOPT, YTO NPUBOAMT K NeperpysKe pecypcos
CETU M NOABAEHUIO 3aepiKeK. «LLITopm» MOXKET BOSHUKHYTb NMPU HAIMYMM «3aKOJIbLLOBAHHbIX» CEFMEHTOB B CETU
Ethernet.

KommyTaTop wu3mepseT CKOpOCTb MPUHMMAEMOro LWMPOKOBELATENbHOTO, MHOrOaApPecHoro U
HEeW3BECTHOTO OAHOAAPecHOro TpaduKka ANA NOPTOB C BKAOYEHHbIM KOHTPOJIEM LUMPOKOBELLATENBHOTO
«WTOPMa» M OTOpacbIBAET NaKeTbl, €C/IM CKOPOCTb NPEBbILAET 334aHHOE MaKCMMaJlbHOE 3HaYeHUe.
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KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

MopTOB:

console (config-if) #

Tabnnua 94 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

storm-control multicast
[registered | unregistered]
{level level | kbps kbps}
[trap] [shutdown]

no storm-control multicast

level: (1..100);
kbps: (1..10000000)

BK/IIOYMTb KOHTPO/Ib MHOTOAAPecHOro TpaduKa:

- registered — 3aperMcTpMpoBaHHOro;

- unregistered — He3aperncTpUpPoBaHHOro.

- level — 06bem TpadmKa B Npou,eHTax OT NPONYyCKHOM CNOCO6HO-
T nHTepdeiica;

- kbps — ob6bem TpaduKa.

Mpw 0bHapy»KeHMM MHoroaapecHoro TpadmKka nHTepdeiic mo-
eT 6bITb oTKNto4eH (shutdown) nnn gobasneHa 3anmcb B XKyp-
Han cooblueHuit (trap).

BbIK/IHOYMTb KOHTPOIb MHOTOAAPECHOTO TpadumKa.

storm-control multicast
[registered | unregistered]
{pps pps} [trap] [shutdown]

no storm-control multicast

pps: (125.. 19531250)

BK/OYNTL KOHTPO/Ib MHOF0aAPeCcHOro TpaduKa:

- registered — 3aperncTpuMpoBaHHoOro;

- unregistered — He3aperncTpMpoBaHHOrO.

- pPS — KOJIMYECTBO NAKETOB B CEKYHAY.

Mpu 06HapyKEHNUN MHOTOaAPECHOIO TpadUKa UHTeEpPdENC MOXKET
6bITb OTKNto4eH (shutdown) nnu gobasneHa 3anucb B XKypHan co-
obuweHui (trap).

BbIK/IHOYNTb KOHTPOJIb MHOTOA4PECHOIO TpaduKa.

storm-control unicast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control unicast

level: (1..100);
kbps: (1..10000000)

BK/IHOYNTbL KOHTPOJ/Ib HEM3BECTHOMO OAHOAAPECHOTO TpaduKa.

- level — o6bem TpadumKa B NpoLeHTax OT NPONYyCKHOM cnocobHo-
CTU uHTepodelica;

- kbps — obbem TpadukKa.

Mpu 06HapyKeHWU Henm3BecTHOro O4HOAAPECcHOro TpaduKa MH-
Tepdelic MoxKeT 6bITb oTKAtoYeH (shutdown) nam gobasneHa 3a-
NUCb B KypHan cooblueHni (trap).

BbikntounTb KOHTPO/1Ib 0 AHOaApeCHOro TpaCbMKa.

storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/OYMTb KOHTPO/Ib HEU3BECTHOrO OAHOAAPECHOTO TpaduKa.

- PpS — KONMYECTBO NaKEeTOB B CEKYHAY.

Mpy oBHapyKEHUN HEU3BECTHOTO OAHO3APECHOrO TpadUKa UH-
Tepdeiic moKeT b6biTb OTKAtOYEH (shutdown) nnu nobasneHa 3a-
NUCb B }KypHan cooblueHni (trap).

BbikntounTb KOHTPO/1Ib 0 AHOaApeCHOro TpaCbMKa.

storm-control broadcast
{level level | kbps kbps}
[trap] [shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BK/IIOYNTB KOHTPO/Ib LUIMPOKOBELLATENbHOTO TpaduKa.

- level — 06bem TpaduKa B NpoLEeHTax OT NPONyCcKHOM cnocobHo-
T nHTepodeiica;

- kbps — obbem Tpaduka.

Mpn 0bHapyKEeHUN WMPOKOBELLATENIbHOTO TpaduKa MHTepdeic
MOXeT bbITb oTKAtoYeH (shutdown) nan gobasneHa 3anucb B
YKYpHan coobuueHwnii (trap).

BbIKNOUNTb KOHTPO/Ib LIMPOKOBELLLATENIbHOTO Tpad)l/IKa.

storm-control broadcast
{pps pps} [trap] [shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BKIOUNTBL KOHTPO/Ib LUMPOKOBELLATENbHOrO TpaduKa.

- pps — KONIMYECTBO NaKeTOB B CEKYHAY.

Mpn 0b6HapyXeHUN LWMPOKOBELLLATENIbHOTO TpaduKa MHTepdec
MOXeT 6biTb oTKAtodeH (shutdown) nan gobasneHa 3anucb B
YKYpHan coobuueHwni (trap).

BbIKNOUNTb KOHTPO/Ib LIMPOKOBELLLATENIbHOTO Tpad)l/IKa.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnuya 95 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue

KomaHoa Aeiicmeue
no yMoa4YaHUuto
show storm-control inter- MokasaTb KoHUrypaumo GyHKUMM KOHTPOAA «LWTOPMa» Ans
face [gigabitethernet gi_port: (1..8/0/1..48); | yka3saHHOro nopta inbo Bcex NopToB.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4)

bitethernet fo_port]

[pumepbl 8b1N0AHEHUS KOMAHO

= BKAKOYUTb KOHTPOJb LUIMPOKOBELLATENIbHOMO, MHOMOAAPECHOTO U O4HOAAPECHOrO TpaduKa Ha 3-M
nHtepdelice Ethernet. YctaHOBUTb CKOPOCTb A8 KOHTpOAMpyemoro Tpaduka — 5000 K6/c: gnsa wu-
pokoBewaTtenbHoro, 30 % noaocbl NPONycKaHMa AnA Bcero MHoroagpecHoro, 70 % ana HeM3BeCcTHOro
0AHO3ApPECHOrO.

console# configure

console (config) # interface TengigabitEthernet 0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if) # storm-control multicast level 30 trap
console (config-if) # storm-control unicast level 70 trap

5.13 lpynnbl arperauun KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneunBaloT nogaepskky rpynn arperaumm KaHanoe LAG B KOnMuyecTse COracHo
Tabnuue 9 (cTpoka «Arperaums KaHanos (LAG)»). Kaxkpgan rpynna nopToB A0/IXKHA COCTOATb U3 UHTepdeicos
Ethernet ¢ ogMHaKoOBOM CKOPOCTbIO, paboTaroLWmx B AynaeKCHOM pexume. O6beauHeHMe NopToB B rpynny
yBe/IMUMBAET NPONYCKHYIO CNOCOBHOCTb KaHana Mexay B3aMmMoAenCTBYIOWMMM YCTPOUCTBAMU 1 NOBbILWLAET
0TKa30yCcToNYMBOCTb. [pynna NopToB ABNAETCA A8 KOMMYTaTopa OAHUM 0TMHYECKUM MOPTOM.

YCTPOWCTBO NOAAEPKMBAET ABA PexMMa pPaboTbl rpynnbl NOPTOB — CTAaTMYecKasa rpynna 1 rpynna,
paboTatowas no npotokony LACP. Pabota no npotokony LACP onucaHa B COOTBETCTBYHOLIEM pa3sgene
KOHUrypaumum.

/" Ecan pans uHtepdeiica npousBeaeHbl HACTPOKK, TO ana Aob6aBaeHUA ero B rpynny cae-
AyeT BepHYTb HAaCTPOIKMU NO YMONYAHUIO.

[obasneHne nHTepdelicos B rpynny arperalun KaHanoB AOCTYMHO TOJIbKO B perKMme KoHdUrypauum
nHTepdelica Ethernet.
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KomaHObI pexcuma KoHgpu2ypauuu uHmepgetica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHdurypauumn nHtepdelica Ethernet:

console (config-if)#

Tabnnua 96 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

Komanda 3HavyeHue/3HavyeHue Leiicmeue
no ymon4aHuro
channel-group group mode [ob6aeutb ethernet-nHtepdelic B rpynny nopTos.
mode group: (1..48); - on — po6asuTb NOpT B KaHan 6e3 LACP;
mode: (on, auto) - guto — po6aBuTb NOpT B KaHan ¢ LACP B pexxunme «activer.
no channel-group Ypanutb Ethernet-uHtepdeiic n3 rpynnbl NOpToB.

KomaHObI pexcuma KoHguaypayuu uimepgetica Port-Channel

BunAa 3anpoca KoOMaHAHOWM CTPOKM B pexxnume KoHpurypaunm nHtepoeliica Port-Channel:

console (config-if) #

Tabanua 97 — KomaHabl pexkmma KoHourypauum nHtepdeiica Port-Channel

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

lacp min-links min-links 3a4aTb MMHMMAIbHOE YMC/I0 aKTUBHbBIX IMHKOB B cocTase Port-
Channel, npn KoTopom oH nepexoauT B coctosiHue Up.
min-links: (1..8)/1 Hactpoiika Bo3mo)Ha TonbKo npu pabote Port-Channel
B pexxume LACP.

no lacp min-links min-links YCTaHOBWTb 3HaYEHNE MO YMOIYAHUIO.

lacp max-bundle max-bun- 3a4aTb MaKCMMaibHOE YMCNO0 aKTUBHbIX IMHKOB B cocTase Port-
dle Channel, octanbHble AnHKKM Port-Channel 6yayT nepeseneHbl B
cocTosHue inactive.
AKTUBHbIE NOPTbI BbIBUpatoTcA No 3HayeHuo lacp
max-bundle: (1..8)/8 V npuopuTeTa NopTa UM, Npu paBHO3HaYHOCTH
npuopuTeTa — No Homepy nopTa.
V Hactpoiika Bo3moXHa TonbKo npu pabote Port-Channel
B pexkume LACP.
no lacp max-bundle YCTaHOBWTb 3HaYEHME NO YMOYAHMIO.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console# configure
console (config) #
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Tabnmua 98 — KomaHabl pexkmma rnobanbHom KoHPUrypaumm

Komanda 3HavyeHue/3HavyeHue Leiicmeue
o ymoa4aHuro

port-channel load-balance 3afaTb MexaHU3m 6anaHCUMPOBKM Harpyskun ana ctpaternm ECMP
{src-dst-mac-ip | W ANA TPyNnbl arperMpoBaHHbIX NOPTOB.
src-dst-mac | src-dst-ip | - src-dst-mac-ip — mexaHu3m 6anaHCUPOBKM OCHOBbIBAETCA Ha
src-dst-mac-ip-port | MAC-agpece u IP-agpece;
dst-mac | dst-ip | src-mac | - src-dst-mac — mexaHn3m 6anaHCMPOBKM OCHOBbIBAETCA Ha
src-ip} [mpls-aware] MAC-agpece;

- src-dst-ip — mexaHu3m 6anaHCMPOBKUM OCHOBbLIBAETCA Ha IP-

agpece;

- src-dst-mac-ip-port — mexaHn3m 6anaHCcMpPoBKU
ocHoBbiBaeTca Ha MAC-agpece, IP-agpece u TCP-nopTte
—/src-dst-mac-ip Ha3HayeHus;

- dst-mac — mexaHu3m 6anaHCMPOBKM OCHOBbIBaeTcA Ha MAC-
agpece nony4yartens;

- dst-ip — mexaH13m 6anaHCMPOBKKM OCHOBbLIBAETCA Ha IP-
agpece nonydarens.

- mpls-aware — BKtoueHue napcuHra L3/L4-3aronoskos
naketos ¢ MPLS-meTKamu gns BCero ycTpomncTaa. AKTyasibHO
TO/IbKO C pexxumamu 6anaHcnposku no L3/L4-3aronoskam
nakera.

no port-channel load-bal-

ance Bo3BpaT K HacTpoiikam 6anaHCUPOBKM Harpy3Kun No yMoAYaHMIO.

KomaHObI pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:
console>

Tabnunua 99 — KomaHgpbl perkmuma EXEC

3HaveHue/3HayeHue "
KomaHda / Aeiicmeue
no ymon4aHuro
show interfaces channel- MokasaTb MHGOPMaLMIO NO rpynne KaHaioB..
group: (1..48) bopmay, Py
group [group]

5.13.1 Cmamuyeckue e2pynnel azpe2ayuu KaHan0e

dyHKumen ctatnyeckmnx rpynn LAG asnsetcs 06beanHEHNE HECKOIbKUX PUINYECKMX KaHAMO0B B O4MH,
YTO MO3BO/IAET YBEANUYUTb MPOMYCKHYO CNOCOOHOCTb KaHasa M MOBbLICUTb €ro OTKAa30yCTOMYMBOCTb. A
CTaTMYeCKMX FPynn NPUOPUTET UCMO/Ib30BaHUA KaHaN0B B 06beMHEHHOM NyYKe He 3343eTcs.

/ Dna sBkaovyeHuA pabotbl UHTepdeiica B cocTaBe CTaTUYECKON rpynnbl UCNONb3YiiTe Ko-
maHay channel-group {group} mode on B pexume KoH}Urypauum cooTBeTCTBYIOLLETO UH-
Tepdeiica.

5.13.2 lpomokon azpezayuu KaHanoe LACP

dyHKumMel npoTokona Link Aggregation Control Protocol (LACP) siBnseTca o6beauHEHNEe HECKONbKUX
dU3NYECKMX KaHANOB B OAMH. ArperMpoBaHvMe KaHaloB MCMOAb3YeTCs AN YBE/MYEHUS MPOMYCKHOW
CNOCOBHOCTM KaHana W MOoBbIWEHMA ero oTKasoycTtoiumsoctu. LACP nossosifieT nepenasatb TpaduK no
06beAnHEeHHbIM KaHanam B COOTBETCTBUM C 334aHHbIMU NPUOPUTETAMMU.
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V DOna BKAoueHus paboTbl MHTepdeiica no nportokony LACP ucnonb3yitTe KomaHAy
channel-group {group} mode auto B pexxume KoHPpUrypaumum cooTBeTCTBYIOLLETO UHTEP-
deiica.

KomaHObI pexcuma 2a06ana6Hol KOHgpu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoM KOHPUrypaLmm:

console (confiqg) #

Tabanua 100 — KomaHgb! pexknuma rnobanbHoi KoHduUrypaumm

3HaveHue/3HavyeHue "
KomaHoa / Aelicmeue
no ymon4aHuo
lacp system-priority value YCTaHOBUTb NPUOPUTET CUCTEMDI.
— value: (1..65535)/1
no lacp system-priority YCTaHOBUTb 3HAYE€HME N0 YMOIYAHMIO.

KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if)#

Tabnmua 101 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4YaHuro
lacp timeout {long | short} YCTaHOBUTb aAMUHUCTPATUBHbIV TaliMayT npoTokosa LACP:
Mo ymonyanuio .
- long — pauntenbHoe Bpemsa TalimayTa;
ncnosb3yercs o
- short — manoe Bpema TanmayTa.
- 3HauyeHue long
no lacp timeout YCTaHOBUTb 3HAaYEHNE MO YMOIYAHUIO.

lacp port-priority value YcTaHoBUTb NpuopuTeT nHTEpdelica Ethernet.

value: (1..65535)/1

no lacp port-priority YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.

lacp force-up MNpuHyanTenbHo fo6asuTb MHTepdeiic B LACP, BHe 3aBUCMMOCTH
—/BbIK/IOYEHO OT Hanmums lacp pdu c OTBETHOM CTOPOHDI.

no lacp force-up OTMeHUTb NpUHyauTenbHoe nobasneHne nHtepoelica 8 LACP.

KomaHOobi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 102 — KomaHabl pexkuma EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymMoa4YaHuro
show lacp {gigabitethernet Moka3saTb nHdopmaumio o npotokone LACP ana untepoeiica
gi_port | tengigabitether- Ethernet. Ecnu gononHuUTEIbHbIE NAaPAaMETPbl HEe MCMONb3YHTCH,
net te_port | fortygiga- gi_port: (1..8/0/1..48); To byaeT nokasaHa BcA MHbopmaLmA.
bitethernet fo_port} [pa- te_port: (1..8/0/1..24); - parameters — rNoKasblBaeT NapameTpbl HACTPOMKK
rameters | statistics | pro- fo_port: (1..8/0/1..4); NPOTOKON3;
tocol-state] - statistics — nokasbliBaeT cTaTUCTUKY paboTbl NPOTOKONA;
- protocol-state — nokasbiBaeT cocTosiHMe paboTbl NPOTOKONA.

;;rc:)v:,:z]acp port-channel group: (1..48) Moka3zatb nHPpopmauutio o npotokone LACP ana rpynnbl NopTos.
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[pumepbl 8bINOAHEHUS KOMAHO

= Co3aaTb NepByo rpynny noptos, paboTatoLyto no npotokoay LACP 1 BKAtoYatoLLyto ABa UHTepdeica
Ethernet — 3 n 4. CkopocTb paboTbl rpynnbl — 1000 M6uT/c. YcTaHOBUTL NPUOPUTET CUCTEMbI — 6,
npuoputetbl 12 n 13 gna noptos 3 n 4 COOTBETCTBEHHO.

console# configure
console (config) # lacp system-priority 6

console (config)# interface port-channel I
console (config-if)# speed 10000

console (config-if)# exit

console (config) # interface TengigabitEthernet 1/0/3
console (config-if)# speed 10000

console (config-if)# channel-group I mode auto
console (config-if) # lacp port-priority 12

console (config-if)# exit

console (config) # interface TengigabitEthernet 1,/0/4
console (config-if)# speed 10000

console (config-if)# channel-group I mode auto
console (config-if)

console (config-if)

# lacp port-priority 13
# exit

5.13.3 Hacmpoiika mexHonoz2uu Multi-Switch Link Aggregation Group (MLAG)

Kak n LAG, BupTyanbHble LAG no3BosAoT 06begMHUTb OAHY WAW HecKosibKo Ethernet-nuunii gns
YyBEINYEHMA CKOPOCTM N obecneyeHmsa oTKasoyctonumBocTn. MLAG TaK e u3BecTHa Kak VPC (Virtual port-
channel). Npu 06blMHOM LAG arperMpoBaHHble IMHUU A0AKHbI ObITb HAa O4HOM GU3MUYECKOM YCTPONCTBE, B
cnydae ke ¢ VPC arpervpoBaHHble JIMHUU HaxoAATCA Ha pa3Hbix Guamyeckux yctponcreax. PyHkuma VPC
No3BOAAET COeAMHUTD ABa GMU3NYECKUX YCTPOMCTBA B OAHO BUPTYabHOE.

l ' Mpu HacTpolike VPC Ha 04HOPAHIoBbIX KOMMYTaTOpPaXx A0/KHa 6biTb 0gMHaKoBas Bepcus
e nporpammHoro obecneyeHus.
/" VPC Port-Channel KoHTpoAupyIOTCA TONLKO KOMMYTaTOPOM C poablo Primary, KommyTa-
Top Secondary ucnonb3yert HacTpoiku Primary.

' " Henb3sa ncnonb3oBartb HacTpoiiky switchport forbidden default-vlan gns peer-link, Tak Kak
o Tpadumk npotokona VPC nepegaetca B default vlan Kak untagged.

KomaHObI pexcuma 2a06anbHol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabanua 103 — KomaHgb! pexkuma rnobasnbHoi KoHduUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
o yMoAYaHUIo

vpc domain domain_id Cospnatb VPC-gomeH.

Ha ogHom ycTpoiicTBe MmoXKeT 6biTb CO3AaH TO/IbKO
domain_id: (1..255) V oauH aomeH VPC. Ha napHbIX yCTPOACTBaX A0/MKEH

6bITb 0guHaKoBbIi VPC-gomeH.

no vpc domain domain_id Ypanute VPC-g0oMeH C yCcTpolcTBa.
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vpc group group_id

no vpc group group_id

group_id: (1..63)

Coszpatb VPC-rpynny. [Jna KaxA0ro arpermpoBaHHOro MHTep-
deica gonkHa bbiTb co3gaHa otaensHas VPC-rpynna. Ha nap-
HbIX ycTpoicTBax Homepa VPC-rpynn AonHbI coBNagaTb.
CymmapHoe Konmyectso VPC-rpynn He moKeT npe-
V BbiCUTb 48.

Ypanute VPC-rpynny c ycTponcTaa.

vpc

no vpc

—/BbIK/OYEHO

Bkntountb pexkum VPC. UcnonbsyeTtca nocne KoHdurypaumm
VPC.

BbikntounTb pexkmm VPC.

KomaHOb! pexcuma KoHgpu2ypayuu VPC

Bua 3anpoca KoMaHAHOM CTPOKM pexunma KoHdurypaumm VPC:

console (config) # vpc domain domain id
console (config-vpcdomain) #

Tabanuya 104 — KomaHgb! pexkmuma KoHdurypaumm VPC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

peer link group

no peer link

group: (1..48)

HasHauutb Port-Channel B kauectse peer-link.

NckntounTb Port-Channel 13 yyactma B VPC.

peer detection

no peer detection

—/BbIK/IIOYEHO

BkntounTb peer detection protocol.
Peer-detection — pf0NOAHUTENbHBIA MeXaHU3M,
V obecneumnsaowmii pyHKunoHmposaHue VPC B cny-
yae obpbiBa peer-link. Moatomy 3anpeuwiaerca uc-
nonb3oBaHue peer-link gnAa opraHusauumn wmHTtep-
deiica peer-detection.

BbikntounTtb peer detection protocol.

peer detection interval
msec

no peer detection interval

msec: (200..4000 )/700
ms

3afaTb MHTEpBaN OTNPaBKM coobLlieHui peer detection pro-
tocol.

YCTaHOBUTb 3HaYeHMEe N0 YMOIHYAHUIO.

peer detection timeout
msec

no peer detection timeout

msec:
(700..14000)/3500ms

3afaTb Bpems oXuaaHua oTeeTa peer detection protocol.

YCTaHOBUTb 3HaYeHue no YMONYaHUILO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port]

no peer detection ipaddr

udp_port:
(1..65535)/50000

Hactpoutb IP-agpec nonyyaTtena naketos, |IP-agpec otnpasu-
Tens n UDP-nopt gna peer detection protocol.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

peer keepalive

no peer keepalive

BkntounTb cnyxkby keepalive.

BbIkntounTb cnykby keepalive.

peer keepalive timeout sec

no peer keepalive timeout

sec: (2..15)/5

3afaTb BpeEMA OXMAAHWA OTBETa Ha 3anpoc LLEeNOCTHOCTU
peer-link.

YCTaHOBUTb 3Ha4YeHME NO YMOHAHMUIO.
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YCTaHOBWUTb NPUOPUTET YCTPOMCTBA. YCTPOMCTBO C MEHbLUMM
role priority value value: (1..255)/100 3HaueHnem byaeT HasHa4eHo Primary.
no role priority YCTaHOBUTb 3HAYEHME MO YMOHAHMIO.
system mac-addr mac_ad- Ycranosutb MAC-agpec cuctemol Ana otnpasku 8 VPC-nopTbl.
dress —
no system mac-addr YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
system priority value YCTaHOBWUTb NPUOPUTET CUCTEMbI ANA O0TNPaBku B VPC-nopTbl.
value: (1..65535)/32767 [onxeH bbITb 0AMHAKOBbIN Ha 060UX YCTPOICTBAX.
no system YCTaHOBUTb 3HAYEHME MO YMOTYAHMIO.

KomaHOb1 pexxcuma KoHguaypayuu VPC

BunAa 3anpoca KOMaHAHOM CTPOKK pexunuma KoHdurypaumm VPC-group:

console (config)# wvpc group group-id
console (config-group) #

Tabnunua 105 — KomaHab! pexuma KoHdurypaumm VPC

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no yMoaYaHuro
domain domain_id YcTtaHoBuTb VPC-group uneHom VPC-gomeHa.
domain_id: (1..255)
no domain domain_id Ucknountb VPC-group ns VPC-gomeHa.
vpc-port group [Oo6asutb Port-Channel 8 VPC-rpynny.
group: (1..48)

no vpc-port group UckntounTb Port-Channel n3 VPC-rpynnbl

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 106 — KomaHab! pexkuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuro

show vpc — OT06pa3unTb MHPopMaumto o KoHourypaumm VPC.
show vpc group id — OT06pas3unTb MHPopmaLmio o Tekywem coctosaHumn VPC Group id.
show vpc peer-detection — OT06pa3unTb cocTosHMe cnyxbbl peer detection protocol.
show vpc role — OT06pa3unTb MHGOPMALMIO O POSIU YCTPOICTBA.
show vpc statistics peer { OT106pa3nTb cOCTOAHME cHETYUKOB cyxbbl VPC.
keepalive | link | detection —
}

5.14 Hactpoiika IPv4-agpecauun

B naHHOM pasgene onucaHbl KOMaHAbl A1 HACTPOMKM CTaTUYECKMX NapameTpos IP-agpecaumm, Takmx
Kak |IP-agpec, macka noaceTtu, W03 MO ymosyaHuto. Hactpoinka npotokosoB DNS u ARP onucaHa B
COOTBETCTBYIOLLUNX pa3aenax AOKYMeHTaLMN.
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KomaHObI pexcuma KoHgpuaypayuu uHmepagetlica Ethernet, uHmepdgpelica epynnsl nopmos, VLAN,
Loopback

Bug, 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm nHtepdeiica Ethernet, uHtepdeiica rpynnei
noptos., nHTepdeica VLAN, nutepoeiica Loopback.

console (config-if) #

Tabnnua 107 — KomaHab! pexxuma KoHpurypaumm nHtepdeiica

3HayeHue/3HayeHue
no ymon4aHuo

KomaHoa Aelicmeue

ip address ip_address {mask HasHauuTb 3agaHHOMy WHTepdelicy IP-agpeca u macku noa-
| prefix_length} cetn.
V 3HaueHMe Macku Mo3KeT 6biTb 3anucaHo nm6o B ¢pop-
mate X.X.X.X, nm6o B popmare /N, rae N — Konunue-
CTBO €AUHUL, B ABOMYHOM NpPeACTaBNEHUN MACKU.
Ypanutb IP-agpec uHTepodeiica.

prefix_length: (8..32)

no ip address [/P_address]
ip address dhcp

MonyumnTs IP-agpec ana HacTpansaemoro nHTepoeica or DHCP-
cepsepa.
V He ucnonb3yetca ans loopback-unrepdeiica.

no ip address dhcp 3anpeTuTb UCNosb3oBaHWe NpoTokosa DHCP gns nonyyeHus IP-

afpeca BblIbpaHHbIM MHTEpdelicom.

ip unnumbered [vlan
vlan_id | loopback loop-
back_id]

no ip unnumbered

PaspelnTtb KOHPUryprpyemomy nHTepdelicy saumcteosarts IP-

vlan_id: (1..4094); appeca VLAN n Loopback-uHtepdeiica.

loopback_id: (1..64)

OTKNOUNTD OYHKLMIO 3aMMCTBOBaHMSA agpeca.

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaumu:

console (config) #

Tabnumua 108 — KomaHapl pexkruma rnobanbHom KoHbUrypauum

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aeiicmeue

ip default-gateway ip_ad-
dress

3afaTh AN KOMMYTaTOpPa aApec LW3a N0 YMOAYaHUIO.
— /w03 no

YMOJIYAHMIO He 3a4aH

no ip default-gateway

Y[annTb Ha3HAYEHHbIN aApec W/o3a Mo YMONYaHUIO.

ip helper-address {ip_inter-
face | all} ip_address
[udp_port_list]

no ip helper-address {ip_in-
terface | all} ip_address

—/BbIK/IIOYEHO

BkaounTb Nnepeagpecaumio WnpokoseLatenbHbix UDP-nakeTos
Ha onpejaeneHHbI agpec.

- ip_interface — IP-agpec uHTepderica, Ans KOTOporo
BbINO/IHAETCA HAaCTPOMKA;

- all — no3BonseT BbIGPaTh BCe IP-MHTEpdENChl yCTPONCTBa;

- ip_address — |P-aapec Ha3Ha4YeHuWsA, Ha KOTopbIl ByayT
nepeHanpasnATbcA nakeTbl. 3HaveHue 0.0.0.0 oTkAovaeT
nepeazpecauuto;

- udp_port_list — cnucok noptos UDP. LLinpokoseLLaTenbHbIl
TpaduK, HanpaBAEHHbIM Ha NepeYncieHHble B CNIMCKe NopTbl,
nofsepraeTca nepeagpecaumnun. MakcumanbHoe obliee
KO/IM4eCcTBO NOPTOB M aApecoB Ha ycTponcTeo — 128.

OTMEeHUTb Nepeagpecaumio Ha 3agaHHbIX UHTepdeiicax.
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KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnnua 109 — KomaHgb! pexuma privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue

no ymon4aHuro

clear host {* | word} word: (1..158) YAanuTb U3 NamATK noayyYeHHble no npotokony DHCP 3anucu
T COOTBETCTBUIA UMEH MHTepdeicoB 1 nx IP-aapecos.
CUMBOJI0B N
— Yy4anuTb BCe COOTBETCTBUA.
renew dhcp {gigabitether- OTnpasuTb 3anpoc kK DHCP-cepsepy Ha o6HoBNeHMe IP-agpeca.
net gi_port | tengiga- gi_port: (1..8/0/1..48); | - force-autoconfig — npu o6HoBAEHUM IP-aapeca 3arpyskaeTca
bitethernet te_port | for- te_port: (1..8/0/1..24); | koHdurypaums c TFTP-cepsepa.
tygigabitethernet fo_port | fo_port: (1..8/0/1..4);
vlan vian_id | port-chan- group: (1..48)
nel group | oob} [force-au- vlan_id: (1..4094)
toconfig]
show ip helper-address . OT06pa3uTb Tabnnuy Nnepeagpecalmm WMpoKoBeLLaTeibHbix UDP-
nakeTos.

KomaHOb! pexcuma EXEC

Bupa, 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console>

Tabnnua 110 — KomaHab! pexkuma EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymMmon4aHuio
show ip interface [vrf {vrf- vrf-name: (1..32) Moka3aTb KoHOUrypauumio IP-agpecaunn Ana ykasaHHoro
name | all} | gigabitether- CUMBONA; uHTepderica nam obnactv BUPTYanbHOM MapLpyTusauum (vrf).
net gi_port | tengiga- gi_port: (1..8/0/1..48);
bitethernet te_port | for- te_port: (1..8/0/1..24);
tygigabitethernet fo_port | fo_port: (1..8/0/1..4);
port-channel group | loop- group: (1..48);
back loopback_id | vlan loopback_id: (1...64)
vlan_id | oob] vlan_id: (1..4094)

5.15 Hactpoiika Green Ethernet

Green Ethernet — TtexHonorus, no3sonAwWwaa CHU3UTb QHGpFOI'IOTpE6}'IEHVIe YCTpOﬁCTBa 3a cyet
OTKNHOYEHNA NUTAHUA ANA HEAKTUBHbIX 3/TEKTPUYECKUX MOPTOB U USMEHEHUA YPOBHA NepeaBaeMoro Curdana
B 3aBUCMMOCTU OT A/IUHbI Kabens.

KomaHObI pexcuma 210baabHol KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaumumu:

console (config) #
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Tabnmua 111 — KomaHabl pexkmma rnobanbHom KoHpuUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

green-ethernet energy-de-
tect

BK/IIOUNTB SHEprocbeperaoLmnin PeXRMM 418 HEaKTUBHbIX
nopToB.

no green-ethernet
short-reach

no green-ethernet en- /Belknioen OTKNOYUTL 3Heprocbeperaowmii PerKUm ANA HEaKTUBHBbIX
ergy-detect nopToB.
green-ethernet short- BKOUNTL 3HEprocbeperatoLmin pexmm a8 NopToB, K KOTOPbIM
reach NOAKNHYAIOTCA YCTPOMCTBA C A/IMHOMN Kabensa NogKNtoYeHus
MeHblLLIE MOPOroBOro 3Ha4eHMs, yCTaHaBIMBAEMOrO C MOMOLLbHO
—/BbIK/IOYEH

KomaHabl green-ethernet short-reach threshold.

OTKAOYUTL 3HeprocbeperaoLnii PesKMM Ha OCHOBaHMUM A/IUHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabnnua 112 — KomaHab! pexkuma KoHdpurypaumm nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

green-ethernet energy-de-
tect

BKAtOUMTb 3HEeprocbeperatoLLmin pexknum gns nHtepdelica.

no green-ethernet
short-reach

no green-ethernet en- /BKniosen OTKNOYMTL 3HEeprocbeperaroLLnin pexknum gns nHTepderica.
ergy-detect
green-ethernet short- BkntounTb aHeprocbeperatoL il peKMm Ha OCHOBAHUMU AJIUHbI
reach Kabens.

—/BKAtoyeH

OTKNIOYMTL 3HEprocbeperaroLLmMii PeXKMM Ha OCHOBaHUM OJ/INHbI
Kabens.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnnua 113 — KomaHgb! pexuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show green-ethernet [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

OT06pasunTb CTaTUCTUKY green-ethernet.

green-ethernet power-me-
ter reset

C6pOCVITb CYHETHUK n3meputTena MmoLHOCTU.
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[Tpumepbl 8bINOAHEHUA KOMAHO

OTobpasuntb cTaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Disabled

Short-Reach mode: Disabled

Power Savings: 82% (0.07W out of maximum 0.40W)
Cumulative Energy Saved: 0 [Watt*Hour]
Short-Reach cable length threshold: 50m

Port Energy-Detect Short-Reach
Admin Oper Reason Admin Force Oper Reason
tel/0/1 on off on off off
tel/0/2 on off on off off
tel/0/3 on off on off off
tel/0/4 on off on off off
tel/0/5 on off on off off
tel/0/6 on off on off off

VCT Cable
Length

5.16 Hacrtpoiika IPv6-agpecauun

5.16.1 Npomokon IPv6

KommyTtatopbl noagep:kusatoT paboty no npotokony IPv6. Moaaeprkka IPv6 sBnaetcs BaXKHbIM
[OOCTOMHCTBOM, MOCKO/IbKY MPOTOKoA IPv6 npu3BaH, B nepcrnekTUBE, MOJIHOCTbIO 3aMEHWUTb ajpecauuto
npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTtokon IPv6 nmeet pacwmpeHHoe agpecHoe npocTpaHcTeo — 128
6uT BmecTto 32. Agpec IPv6 npeactasnseT coboint 8 6/10K0B, pas3aeieHHbIX ABOETOUYMEM, B KaxKaom 610Ke 16
6VIT, 3aMCaHH