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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

1 BeBeaeHune

1.1 AHHOTauus

CoBpeMEHHbIE TEHAEHLMN Pa3BUTKS CBA3M AVKTYHOT oneparopam HeO6X0AMMOCTb NOUCKA ONTUMASbHbIX
peLLEeHNIA, NO3BONAOLLMX YAOBNETBOPUTL CTPEMUTENBHO BO3pacTalLLme NnoTPpe6HOCT aBOHEHTOB, COXPaHSIS
npy 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLLECCOB, TMOKOCTb Pa3BUTUSA M COKpaLLeHMe 3aTpar Ha
npeaocTaB/ieHre pasnyHbIX CEPBUCOB. BeCcnpoBOHbIE TEXHOMOMMK B KOPOTKOE BPEMSI MPOLLI/IN OTPOMHBbIiA
NyTb OT HECTAOU/IbHBIX HU3KOCKOPOCTHbIX CETEl CBA3M Masioro paguyca go ceteii WM, conoctaBUMbIX MO
CKOPOCTY C NPOBOAHBLIMU CETSAIMU C BbICOKMMU TPEOOBaHMSIMUN K KQYeCTBY NPeoCTaB/IEHNS YCYT.

Baszosas ctaHunss WOP-3ax-LR5 — ycTpoiictBo HoBoro nokonenus Wi-Fi 6, npegHasHavyeHHoe ans
opraHmsauun BLUMA-cetn B MaccmBax YacTHol 3acTpoitkn. WOP-3ax-LR5 no3sonset obecneuntb
LLIMPOKOMOJIOCHbIV AOCTYN B VIHTEPHET YCTPOCTBaAM Ha 60/bLUMX PACCTOSAHUAX U NPeoCTaBUTb CEPBUCHI
Triple Play. YCTpoiicTBO ABNISETCHA HE3aMEHMbIM peLleHneM Ans opraHu3almm 6ecnpoBogHOl CETU B
PasNNYHbIX K/IMMAaTUYECKUX YC/TOBUAX — B LUMPOKOM ApuanasoHe pabounx TeMneparyp v BbICOKON BNaXKHOCTH,
C BO3MOXHOCTbIO NOAK/THOYEHUSA PA3/IMYHbIX TUNOB CEKTOPHBIX aHTEHH.

B HacTosiLLeM pyKOBOACTBE MO 3KCrayaTauuy N3/I0KeHbl Ha3Ha4YeHre, OCHOBHbIE TEXHUYECKME
XapakTepuCcTUKKM, KOHCTPYKTUBHOE NCMOMHEHWE, NpaBu/ia 6e30nacHoi aKkcnayaTaunm yCTpPONCTBa, a Takke
pekoMeHzaumm no ycTaHoBKe 1 HacTpoiike 6a3osoit ctaHum WOP-3ax-LR5.

1.2 YcnoBHble 0603HaYeHUs

MNpumeuaHns n npegynpexaeHus

© Mpumeyanns cogepxaT BaxkHy MHOPMALWIO, COBETbI UM PEKOMEH/JALIMN MO UCMO/b30BaHUIO 1
HaCTpoiike yCTpOWCTBA.

@ nMpepynpexaernsa MHDOPMUPYIOT NOML30BATENSA O CUTYaLMSIX, KOTOPble MOTyT HaHecTH Bpes,
YCTPOIACTBY U/ YeN0BEKY, MPUBECTM K HEKOPPEKTHOI paboTe YCTPOCTBa UK NOTEPE AAHHbIX.




PykoBoacTtso no akcnayatauum WOP-3ax-LR5

2 OnucaHue n3nenus

2.1 Ha3HaueHue

Baszosas ctaHuns WOP-3ax-LR5 — HoBeiilwee rnbkoe pelueHune, obecneymsatoLee 60/bLUyI0 30HY NOKPbITUSA
CETW 3a CYET MOLLHOCTM Nnepefartyumka (0o 27 ABM) 1 UCMO/Ib30BaHNs CEKTOPHbIX aHTEHH. Barofaps BbICOKOW
NPOV3BOANTENLHOCTY annaparHoi N1aTopPMbl, BO3MOXHOCTSAM MacLUTabupoBaHNS N MHTYUTUBHO NOHATHOMY
NHTEpdIeCy MOXHO NErko 1 6bICTPO pasBopadynBaTb 6ecnpoBogHyto I T-MHGPaCcTPyKTypy.

Bnarogapst nogaepxke ctaHaapta IEEE 802.11ax 6a3oBast ctaHumss WOP-3ax-LR5 (ganee «ycTpoiicTBO»)
obecneunBaeT CKOPOCTb Nepegayn faHHblx Ao 2402 MéuTt/c.

VMcnonb3oBaHue TexHonornm MU-MIMO n cekTopHbIX aHTeHH no3sondet caenars WOP-3ax-LR5
YHMBEpCasibHbIM pelleHeM ans opraHusauun bLUMA-ceTel.

2.2 XapakTepuCTUKM YCTPOCTBa
Nnmepabelicbi:

+ 1 Combo-noprt:
+ 10/100/1000BASE-T (RJ-45) ¢ noaaepxkoii PoE;
+ 100/1000BASE-X (SFP).
+ 2 pazbema SMA-Tuna (female) ana nogknoueHUst BHeLWHNX aHTeHH (Omni, cekTopHasi, naHenbHas u
T.A);
« Wi-Fi 5Ty IEEE 802.11a/n/ac/ax.

PyHKYyUUu:
BosmoxHocmu WLAN:

* nopgaepxka ctaHaapToB IEEE 802.11a/n/ac/ax;

« arperauusi aaHHbIx, Bkntovas A-MPDU (Tx/Rx) n A-MSDU (Rx);
* NpUopuTETHI 1 NNIAaHMPOBaHKE NakeToB Ha ocHoBe WMM,;
* AMHamMuueckuii BbiI6op yactoTbl (DFS);

* pexuM Toukn goctyna (AP-PTP/AP-PMP);

* pexuM knmeHTa (STA);

* aBTOMaTM4yecKoe onpeaeneHne paccTosHuS;

* aBTOMaTM4yecKoe ynpaB/ieHMe MOLLHOCTbIO NepeaaTunka;
* noggepxka ckpoitoro SSID;

* nogaepxka MAC ACL;

*+ 06HapyXXeHne CTOPOHHWUX TOYEK A0CTYNa;

* nogaepxka APSD;

* OrpaHuyeHue crnmcka KaHasloB;

* CnekTpoaHannsatop;

* noaaepxka OMKCUPOBaHHON LIeHTPa/IbHOM YacToThl;

* nogaepxka TDD;

* MexXcekTopHasi cuHxpoHusaumsa (PTP/IEEE 1588);

* HOCTMpPOBKA.

Cemesbie (hyHKYUU:

* aBTOMarmyeckoe corsiacoBaHne CKOPOCTM U AYNJIEKCHOTO PeXUMa;
+ nopaepxka VLAN (Access, Trunk, General);

* nogaepxka Hactpolikm C-VLAN;

* noggepxka Management VLAN,;

* DHCP-knueHT;

* nogaepxka VLAN Mapping;
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* nopaepxka Loopback Detection;

* noggepxka MVR,;

* nogaepxka NTP;

* nopaepxka Syslog;

+ nogpepxka DHCP snooping;

+ nopaepxka IGMP snooping (C BO3MOXHOCTbIO OrpaHUYEHNs KO/TIMYeCTBa rpynn);
* noaAepxkKa orpaHUyYeHns konmyecTsa nlyveHHbix MAC-agpecoB (MAC-learning);
* (punerpauunsa BPDU;

* nogaepxka IPvo;

* noggepxka LLDP;

+ nopgaepxka Ping Watchdog.

®dyHkyuu QoS:
* OrpaHnyeHune nNPornyckHo cnoco6HOCTY;
* n3MmeHeHue napametpos WMM ans pagmonHtepgeiica;

* noggepxka npuoputunsaymm no 802.1p, DSCP n VLAN ID;
* noagepxka npuoputusaymm Tpaduka Ha ocHoaHun MAC/IP-agpeca.

Ee3onacHocms:

* UeHTpasim3oBaHHas aBTopusauus yepe3 RADIUS-cepeep (802.1X WPA/WPA2/WPA3 Enterprise);
* wundposaHne gaHHbIx WPA/WPA2/WPA3/0WE;

+ aBTOpu3auus yepe3 RADIUS-cepBep npu BXoAe Ha YCTPOICTBO;

* cucTemMa 3alnTbl ayTeHTUdMKauum Nosb3oBartens npu BXo4e Ha YCTPONCTBO.

Ha pucyHke 1 npuBegeHa cxema npumeHeHna WOP-3ax-LRS.

@
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PucyHok 1 — Cxema npmumeHeHns WOP-3ax-LRS



2.3 TexHuyeckue napameTpbl yCTPOCTBa

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

OCHOBHblE TEXHMYECKME NapaMeTpbl YCTPOICTBA NpUBEeAEHLI B Tabnuue 1.

Tabnmua 1 — OCHOBHble TEXHUYECKNE NapameTpbl

MapameTpbl uHTepdeiica Ethernet
Konunyectso nopTos

DnekTpuyecknii pasbem

CkopocTb nepegaun

Mopoepxka cTaH4APTOB

OcobeHHOCTH nopTa

MapameTpbl 6ecnpoBOAHOrO MHTepdelica
CraHgapTsl

YacToTHbI gnanasoH

Mogaynauus

Pa6oune kaHanbl'

CKOpOCTb Nepefayunt faHHbIX?

MakcrMMasibHOe KOMMYecTBO OAHOBPEMEHHbIX
NoAKAOUYEHN

MakcumasibHadA BbIxo4Has MOLLHOCTb I'IE[Z)G,EJ@.T‘—II/IK&[1

YyBCTBUTE/IbHOCTL NpUeMHUKa

Be3onacHocTb

RJ-45/SFP
10/100/1000 M6uT/c, aBToONpeaeneHne
BASE-T/BASE-X

Combo-nopt

802.11a/n/ac/ax
5150-5975 MrI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM

802.11a/n/ac/ax: 32-193 (5150-5975 ML)
802.11ax: 2402 MbuTt/c

51Tu: 64

51Tu: 27 pbm
5TTuy:; no-95 gbm

WPA/WPA2/WPA3/0WE

Bbl60p MoAesIn aHTEHH 3aBUCUT OT UCMOJ/Ib30BaHNA TOYKM A0CTyna

PagnonHTtepdeiic ¢ nogaepxkoii OFDMA n MU-MIMO 2x2

YnpasneHue
YpaneHHoe ynpas/seHue

OrpaHnyeHne goctyna

web-nHTepdeiic, CLI, Telnet, SSH, SNMP, NETCONF

no naposnto, ayteHTudukaumna yepes RADIUS-cepsep



O6Lwwume napameTpbl

Flash-namatb

RAM

MutaHne

MoTpebnsemasn MOLLHOCTb

CreneHb 3aWuTbl

Pabouwii ganasoH Temneparyp

OTHOCUTENbHAA BIaXXHOCTb Npu Temnepatype 25 °C
ra6apuTbl (LU x B x T)

Macca

Cpok cnyx6bl

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

128 MB SPI-NAND Flash

256 Mb DDR3 RAM

PoE+ 48 B/56 B (IEEE 802.3at-2009)
He 6onee 13 BT

IP55

o1 -45 go +65 °C

00 95%, 6e3 06pa3oBaHNSA KOHAEHCaTa
125 x 236,5 x 50,4 mm

0,8 kr

He meHee 15 net

1 KonnuecTtBo KaHa/10B 1 3HAYEHNE MaKCUMasibHOW BbIXO,El'HOVI MOLLIHOCTH 6y,qu N3MEeHATbCA B COOTBETCTBUN C
npasuiamMmn pagmno4actoTHOro peryimnposaHus B BalLel CTpaHe.

2 MakcymasibHast cKopocTb 6eCrpOBOAHOI Nepefayu aHHbIX onpeaeneHa creLuhkaLysMmn CTaH4apToB
IEEE 802.11. PeanbHas nponyckHas CNoCOOHOCTb OyaAeT ApYroil. YCNoBus, B KOTOPbIX paboTaeT CeTb, DakTopbl
OKpyXXatoLLein cpefpl, Bktoyasa 06bem ceTeBoro Tpadvka, CTpouTe/IbHble Matepuasibl U KOHCTPYKLNKY, a Takke
CNy>XebHble flaHHble CETU MOTYT CHU3UTb peasibHY NPOMYCKHYK CMOCOOHOCTb. PakTopbl OKpYXatoLein cpeapl

MOTyT TaKXe BNMSITb HA Paanyc AeiCcTBUSA CEeTu.
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2.4 KOHCTPYKTUBHOE MUCMNOJSIHEHNE

Yctpoiicteo WOP-3ax-LR5 BbinosHeHO B nacTukoBoM kopnyce. BHewHwuii Bug WOP-3ax-LR5 npuBegeH Ha
pUcyHke 2.

PucyHok 2 — BHewHwuin Bua nepeaHeii naHenn WOP-3ax-LR5
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PyKoBOACTBO No akcnyaTtauum WOP-3ax-LR5

Mog, KPbILLKOW B HUXHE YacTu ycTpoiicTBa pacnonoxeHsl combo-nopt 10/100/1000BASE-T (Ethernet)
100/1000BASE-X (SFP) gns nogkntoueHmns kK cetn n nutaxuto PoE, a Takke kHonka «F» gns c6poca k
3aBOACKUM HacTpoiikam (pUCyHOK 3).

e

PrcyHok 3 — BHeLHWA BUA, HYXXHER naHenu
WOP-3ax-LR5

PucyHok 5 — BHewHWiA BUA, 3agHei naHenm
WOP-3ax-LRS

®—4

PrcyHOK 4 — BHeLUHWIA BU, BEPXHEN NaHesnu
WOP-3ax-LR5

Ha naHensix ycTpoiicTBa pacnosioxXeHbl CriefytoLme pa3beMbl U OpraHbl ynpasneHus, Tabnuua 2.

Tabnuua 2 — OnucaHve NopToOB 1 OPraHoB ynpas/eHus

dnemMeHT naHenu OnucaHue
1 F oyHKLUMOHa/IbHasA KHOMKa cbpoca K 3aBOACKMM HACTPOMKam
2 Combo-nopt 10/100/1000 BASE-T (pasbem RJ-45) ¢ noanepxkoii PoE

100/1000 BASE-X
3,4 A1, A2 pa3bembl 4714 MOAKIHYEHNA BHELIHNX aHTEHH

5 @ 3a3em/ieHne ycTpoincTea

11



PykoBoacTtso no akcnayatauum WOP-3ax-LR5

2.5 CaetoBas nHgukauus

CocCTosiHMe yCcTpoiicTBa 0TOGpaxaeTcs Npy NOMOLLM UHAMKATOPOB, PACTNONOXEHHbIX HA NepeHel naHem
ycTpoiicTBa. [epeyeHb COCTOSIHWI MHAMKATOPOB NPUBEAEH B Tabnuue 3.

Tabnuua 3 — OnucaHne NHANKaTopoB

Nupunkarop CocTtosiHne uHagukatopa OnucaHue
WLAN — nHgukatopbl ropuUT NOCTOSAHHO YCTPOICTBO NOAK/HOYEHO, YPOBEHb CUMTHaNa ot
YPOBHSA curHana ot BCTPEYHOro ycTpoiictea 6onblie -60 gbm
BCTPEYHOro
ycTpoiicTea (RSSI)
rOpUT NOCTOSAHHO YCTPOICTBO NOAK/TOYEHO, YPOBEHb CUMTHaNa ot

BCTPEYHOro ycTpoiicTea 6osbLue -70 gbm

ropuT NOCTOSIHHO YCTPOWCTBO NOAK/OYEHO, YPOBEHb CUrHas1a OT
BCTPEYHOro ycTpoiicTea 6osbLue -80 gbm

rOpuUT NOCTOSIHHO YCTPOIACTBO MOAK/IHOUYEHO, YPOBEHb CUrHas1a OT
BCTpEYHOro ycTtporictea 6onblie -100 gbm

HW OAMH MHAMKATOpP He HET coeVHEHNst Mexay YCTpoicTBamu
roput
LAN — nHgmkaTop nopta ropuT NOCTOSAHHO kaHan mexay Ethernet-nHtepdpeiicom WOP-3ax-
[, Ethernet-nHTepdeiica LR5 1 nogxntoYeHHbIM YCTPOICTBOM aKTUBEH
Muraet npoLecc NakeTHON nepefayn AaHHbIX Mexay

Ethernet-uHtepcericom WOP-3ax-LR5 u
NOAK/MOYEHHBIM YCTPONCTBOM

[ Power — uHgvkatop rOpUT NOCTOSAHHO nuTaHve NOAKNHYEHO, HopMasibHasn paboTa
( ) nMTaHusa n ctaryca
aboTbl yCTpONCTBA o
P yerp Muraet YCTPOWCTBO He nony4unno agpec no DHCP
4acTo MUraeT B TeueHue nepesarpyska/cbpoc Kk 3aBOACKMM HacTpolikam
3 cekyHp, nanee roput
MOCTOAHHO

12
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2.6 C6pocC K 3aBOACKMM HacTpoiikam

[na cépoca K 3aBOACKMM HAcTpoikam HeOBX0A4MMO B 3arpy)XEHHOM COCTOSIHUKN YCTPOMCTBA HavKaTb U
yaepxumBatb KHOMKY «F» Ha npoTskeHun 10—15 cekyHa, noka Bce nHaukatopbl WLAN He 3amurator.

© npousoiineT aBTOMaTMUeCKas nepe3arpyska ycTpoiicTea. Mpu 3aBOACKMX yCTaHOBKax GyAeT 3anyLueH
DHCP-knueHT. B cny4ae, ecnu ip-agpec He 6yaet nony4veH no DHCP, To ycTpolicTBo 6yAeT A4OCTYMHO
no ip-agpecy — 192.168.1.10, macka noacetu — 255.255.255.0; ums nosib3oBartens/napons 4
poctyna yepes web-nHtepcpelic — admin/password.

2.7 KomnnekT nocTaBKu
B KkoMnekT nocTtaBku BXOOAT:

+ basoBas ctaHuus WOP-3ax-LRS;

* KoMN/IeKT Kpenexa;

+ PykoBOACTBO No akcnnyaTtauum Ha CD-aucke (OnuMoHasbHO);
+ CepTtudomkaT COOTBETCTBUS;

+ MamATka 0 gokymeHTauuy,;

+ Macnopr.
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

3 MpaBuna n pekoMeHaaLmm no ycTaHOBKe YCTPOCTBA

B gaHHOM pasgene onucaHbl MHCTPYKLUM N0 TEXHUKE 6e30MacHOCTU, PEKOMEHAALMI N0 YCTaHOBKE, Mpoueaypa
YCTaHOBKM 1 NOPSAA0K BKOYEHMS YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHUKe 6€30MacHOCTK

1. He BckpbiBaiiTe KOpnyc ycTporcTBa. BHyTpu yCTpoincTBa HET 3/1IEMEHTOB, NpeAHa3HauYeHHbIX 415
06CNyX1MBaHUS NOSIb30BaTE/EM.

2. HesapgeicTBOBaHHbIE aHTEHHbIE pa3beMbl TpebyeTcs 3akpbITb 3aMTHONM KPLILLKOW, KOTOpas BXOAUT B
KOMIN/IEKT NOCTaBKN YCTPOMCTBA.

3. He npoussoauTe ycTaHOBKY JAHHOIO YCTPOCTBA BO BpeMS rpo3bl. MOXeT cyLecTBOBaTb PUCK yaapa
MOJTHUEN.

4. Heobxogmmo cobntogate TpeboBaHms N0 HAMPSHXKEHUIO, TOKY U YacToTe, yKa3aHHble B faHHOM
NHCTPYKUNN.

5. TMNepep nogxNtoYeHNeM K YCTPONCTBY M3MEPUTENbHBIX MPUGOPOB M KOMMbOTEPa UX HEOBX0ANMO
npegBapuTesnibHO 3a3eM/IMTb. Pa3HOCTb NOTEHLMaIOB MeXay KoprycaMmu 060pyaoBaHus v
n3MepuTeNnbHbIX NPUO60POB He A0/MKHA npeBbiwaTtb 1 B.

6. Mepep BKIOYEHMEM YCTPOICTBA yOeanTbLCA B LLe/IOCTHOCTU Kabesnei n nx HageXHoM KpenaeHun K
pasbemam.

7. He yctaHaBnmBaiiTe yCTPONCTBO PALAOM C MCTOYHUKAMU Tern/ia 1 B NOMELLEHUAX C TeEMNepaTypoi Huxe
-45 °C wnu Bblwe 65 °C.

8. B0 Bpems MOHTaxa yCTPOMCTBA Ha BbICOTHBIX KOHCTPYKLMAX CriefyeT BbINO/HATb YCTaHOB/EHHbIE
HOPMbI 1 TPpeGOBaHMS NPU BbICOTHLIX paboTax.

9. 3kcnnyartaumsa ycTporcTea Ao/MKHA NPOU3BOANTLCA UHXEHEPHO-TEXHUYECKUM NMEPCOHAsIOM,
npoLuewmnM cnewnasibHyo NoAroToBKY.

10. Mopxntoyatb K yCTPOMCTBY paspeLuaeTcs TO/IbKO ro4HOe K MPUMEHEHUIO BCrioMoraresibHoe
obopygoBaHue.
11. He BkAwuvaiiTe nutaHne 6e3 NoAKIOUYEHHbIX aHTEHH.

3.2 PekomeHpaumu rno ycTaHOBKe

€ Mpw ynuuHoii ycTaHoBKE TMGO B MECTax BbICOKON BIAXHOCTU YCTPONCTBO 06A3aTENbHO JOMKHO BbiTh
YCTaHOB/IEHO TakMM 06pa3om, 4To6bl Ethernet-nopT 6611 HanNpaBIeH BHUS.

PekomeHayemoe ycTaHaB/IMBaeMOe NoOXEHME: KpensieHne Ha TpyboCTolKy/cTono.
Mepepn yCcTaHOBKOW 1 BKNHOYEHNEM YCTPONCTBA HEOOXOANMO NPOBEPUTL YCTPOMCTBO HA HaMuune
BUAMMbIX MEXaHNYECKMX NOBPEXAEHWN. B criyyae Hanmuns NoBpexaeHnin cnefyer npekpartuTb
YCTaHOBKY YCTPOMCTBa, COCTaBUTb COOTBETCTBYHOLLMI aKkT U 06paTUTLCA K MOCTaBLLKKY.
3. YCTponCTBO A0/KHO ObITh YCTAHOB/IEHO Ha TPY6OCTOMKY/CTONG TakuM 06pa3om, 4Tobbl Ethernet-nopt
6bl1 HanpaB/ieH BHU3.
4. Tpwn pa3meLleHnmn yCcTpoiicTBa ansa obecrnedeHuns 30Hbl NokpbITMA cetn Wi-Fi ¢ Hannyywmnmm
XapakTepucTMkamy yunTbiBainTe cregyrowime npasunia:
a. YcTtaHaBnuBaiiTe yCTPOMCTBO TakMM 06pa3om, YTOObI B CEKTOP AENCTBUS aHTEHHbI Nonajasin Bce
BCTPEeYHble YCTPOINCTBA, KOTOPbIE 3arn/iaHNPOBaHO MOAK/IOYNUTL K JAHHOMY YCTPOWUCTBY;
b. He yctaHaBnuBaiiTe ycTpoiAicTBO B61M3N (Nopsiaka 2 M) 3/1EKTPUUECKUX YCTPOWCTB U
paanoycTpoiCTB;
c. He pekomeHpyeTcs ncnonb3oBatb pagmotenedoHbl 1 Apyroe 06opyfoBaHue, paboTarollee Ha
yacTtoTe 5-6 Ty, B paguyce gericteua 6ecnposogHoli cetn Wi-Fi;
d. MNpenaTcTBus B BUAE CTEKNAHHbIX/METAIINYECKUX KOHCTPYKUNIA, KUPNUYHBIX/OETOHHBIX CTEH, a
TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3HauMTelbHO YMeHbLUNTb paguyc aericteua Wi-Fi ceTtn.
5. Mpun pasmeLLeHnn HEeCKObKMUX YCTPOWCTB Ha OAHOM TPyOOCTONKE peKkoMeHAyeTCs pasHOCUTbL UX No
BEPTMKaIN MUHUMYM Ha 2 MeTpa.

N —
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6.

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

Ecnn curHan npeBbiwaeT 3HaveHne -40 gbm, TpebyeTcs 3aHM3UTb MOLLLHOCTb Nepeaaryvka Ha
BCTPEYHOM YCTPOICTBE.

3.3 PekomeHaaLuy No o6ecneyeHmnio rpo3o3aLnThbl

1.

2.

No ok

3a3zemsieHne Heo6x04MMO BbIMOMHATL U30/IMPOBAHHBLIM MHOTOXW/TbHBIM NMPOBOAOM. YCTPOWCTBO
3a3eM/IeHNs U cevyeHne 3a3eM/SLLLEro NPoBoAa A0/HKHbI COOTBETCTBOBATL TpeboBaHuaM MY 3.
MepByl0 YNNYHYIO FPO303aLLnTy HE06X0AMMO YCTaHaB/IMBaTb MakCUMasibHO 6/1IM3KO0 K YCTPOMNCTBY,
coeanHASA UX KOPOTKUM Y/IMYHbIM FTP-kabenem ¢ skpaHMpPOBaHHbLIMW KOHHEKTOpPaMW.

BTopyto y/iMyHyto rpo3o3almTty Heobxo4aMmo ycTaHaBNnBaTb MakCMMasibHO 65113K0 K POE-kommyTaTopy
(POE-nHxeKTopy), CoeAMHSAA X KOPOTKUM Y/IMYHbIM FTP-kabenem ¢ akpaHnpoBaHHbIMU KOHHEKTOPaMM.
CoeavHeHue rpo3o3awunT mexay cobol BbinonHAeTca ynuuHbiM FTP-kabenem gnvHoin go 100 m.
CeKTopHast aHTeHHa [o/hKHa 3a3eM/IATbCA Yepe3 MadTy /19 KPen/ieHNss aHTEeHHbI.

YCTPOIACTBO HEOBXOAMMO 3a3eMNNTh (NoAPOBHEE B MYHKTE YCTAHOBKA YCTPOCTBA).

PoE-kommyTaTop (POE-MHXEKTOP) AO/MKEH 6bITh NMOAK/OUEH B 3/IEKTPMUECKYH po3eTKy 220 B ¢
3a3eM/iIeHneM b0 3a3emMeH Yepes Kopryc.

YcTpoMcTEO

o 3ezemnenue wepes
MOMmY GHMENHB!

CeKropHasa
aHTeHHa

§ Cosdenumenbubiil kadens FTP
we fonee 60 M. ¢ IHPIHLPOSGHHBI
HoHHERITIOD

FTP Hof enb yausH0 20 PoE

UCTOMH ERUR. [ AUHG GO 100 M. 0 - n
A HommyTaTop \

Yanunaa
TPO3 03 AWNTA

P
-
-

4 Yanunan

Howmyp sosemaenun b Howmyp sasemaenun b g

PO3 03 AWNTA

]
]
[}
1
]
'
1
'
1
'
»
H [}
1 ]
! 1
[] ' [
]
]
'

4 (]
e e — v

.

1 Al Houmyp sosemnenun
e —
'
o 4 toumyp sasemaznun

PrcyHok 6 — CxeMa NoAK/IHUeHNs YCTPOIiCTBa AN1s o6ecneyeHmnst rpo3o3aluThbl
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PyKoBO/CTBO Mo akcnsyatauum WOP-3ax-LR5

4 YcTaHOBKa yCTpoucTBa

[Ona WOP-3ax-LR5 npeaycmMoTpeHbl ABa BapmaHTa MOHTaXa: YCTaHOBKa YCTPOICTBa Ha TPyOOCTOKY/CTOM6 1
yCTaHOBKa YCTPOMCTBA Ha CTEHY.

4.1 YcTaHOBKa yCTPOWCTBa Ha TpybOCTONKY/CTONO

1. MpukpenuTe KPOHLITENH K KOpMnycy YCTPOMCTBA C NOMOLLbIO BUHTOB, UAYLLIMX B KOMIN/IEKTE, Kak NoKa3aHo Ha
pucyHke 7.

PucyHok 7— KpenneHve KpoHLUTeliHa K YCTPOCTBy

2. YcTaHOBUTE yCTPOiicTBO Ethernet-nopTtom BHM3 Ha TPY6OCTOIKY, KAk NOKA3aHO Ha PUCYHKE HUXKE, 1
3aKpenuTe ero XomyTamu, ayLiMmy B KOMMJIeKTe ¢ ycTpoiicTeoM. CobntofaiiTe NHCTPYKLMI N0 TEXHUKE
6e30nacHOCTM 1 pekoMeHaaLuKW, NPUBEAEHHbIE B paszaenax «/IHCTPYKLMY N0 TEXHUKE 6e30MacHOCTU» 1
«PeKoMeHJaLmm No YyCTaHOBKE».

[

PucyHok 8 — KpenneHue ycTpoicTea K TpybocTolike

3. BbINOMHMTE 3a3eM/IeHME YCTPOCTBA Yepes CreLmasibHyto KnemMmy Ha paavaTtope yCTpoiicTea (CM. pucyHoK
5).
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PyKoBOACTBO No akcnyaTtauum WOP-3ax-LR5

4.2 YcTaHOBKa YyCTPOWCTBa Ha CTEHY

© [anHbiit BapuaHT ycTaHOBKM YCTPOICTBA ABNAETCA [JONOMHUTENLHBIM — KPENn/ieHne NpoAaeTcs
OTAE/IbHO U HEe BXOAMUT B KOMIM/IEKT MOCTaBKM.

1. CoBmecTuTe YeTblpe OTBEPCTUA OJ1A BUHTOB Ha KpOHUJTeVIHe C TakKnMun XXe OTBEepPCTUAMU Ha yCTpOVICTBe. C
NOMOLLBK OTBEPTKU MNMPUKpennte KpOHLIJTEI7IH BUHTaAMM K yCTpOVICTBy, KaK NMnoKa3aHO Ha pUCYyHKe 9.

T 1

PucyHoK 9 — KpenneHue KpoHLITeliHa K yCTPOACTBY

2. BblbepuTe MecTo A/1s1 pasMeLLEHNS YCTPOICTBA B COOTBETCTBUM C PEKOMEHAALMSIMUA U3 pa3aesnoB
PYKOBOACTBA «/IHCTPYKLMM MO TEXHUKE GE30MACHOCTU» U «PEKOMEHAALIMN MO YCTaHOoBKe». [MpunoxmTe
OCHOBaHWEe KPOHLUTeHa K CTEHE N OTMEpPLTE PacrofioKeHNe OTBEPCTUI ANA BUHTOB (pUCyHOK 10).
MpocBepnuTe OTBEPCTUS 1 3aKPENUTE B HUX BUHTBI, HE 3aTArMBasi 40 KOHLA.

PucyHok 10 — Pa3melleHne yCcTpoiicTBa Ha CTeHe

3. BbINosHKTE 3a3eM/ieHNe YCTPOICTBA Yepes creLyasibHyo KeMMy Ha paguatope ycTpoiicTea (CM. pycyHOK
5).

4. COBMECTUTE OTBEPCTUSI KPOHLLUTENHA C BUHTaMK Ha cTeHe. MNMepeaBrHLTE KPOHLLTENH BBEPX UM BHU3 A0
ynopa u 3akpenuTe BUHTbI (pUCyHOK 11).
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PucyHok 11 — duKcmMpoBaHue ycTpoiicTBa Ha CTeHe
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5 MopaknoueHne ycTpoicTea

PucyHok 12 — MogknioveHne Ethernet-kabens k PoE-nopty

+ CH/MUTE KpbILWKY, 3aKkpbiBatowyto Ethernet-nopt Ha HWXHe naHenn ycTpolicTea, nogkntounte Ethernet-
kabenb k POE-nopTy (pucyHok 12).
*+ 3akpoliTe KpbILWKY HKHE naHenw.
+ [oaktounTe aHTEHHY K YCTPOWCTBY, Ceaysa UHCTPYKUMAM U3 pasgena «/IHCTpyKUMSA No repMeTmsatmm
aHTEHHbIX Pa3beMOB»:
* Mpwn ncnonb3oBaHMn Omni-aHTEHH: NpUcoeauHUTE aHTeHHbl K SMA-pazbemMaM yCTPOCTBa;
* [pwn ncnosnb30BaHUN NaHebHbIX/CEKTOPHbIX aHTEHH: MPUCOeAMHUTE aHTeHHbl K SMA-pasbemam
YCTPOWCTBA C NOMOLLbIO KabesnbHbIX CO0pOK. OTperynmpyiTe NoIOXKEHNEe aHTEHHbI Tak,
4yTOObI BCTPEYHbIE YCTPOICTBA Nonagaiv B 30HY NOKPbITUS YCTAHOBIEHHOW aHTEHHbI.
* Mopgxniounte Ethernet-kabenb, ngywmin ot WOP-3ax-LR5, k POE-nopTy uHxekTopa nnn nopty
kommyTatopa (IEEE 802.3at-2009).
+ Ecnu Bbl ucnonb3yete PoE-nHxeKkTOp, nogkaounte ero K poseTtke 220 B ¢ NoOMOLLbI0 CETEBOTO LLHYpa.

[ © Bo uzbexaHue BbIXOAA YCTPOWCTBA 3 CTPOSI PEKOMEHYETCA UCMO/b30BaTh rPO303alLuTYy. ’

[ @ He Bkntouaiite NUTaHMe 6e3 NOAKMOUEHHBIX aHTEHH. ]
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5.1 VHCTpyKUMA No repMeTnsanmnm aHTeHHbIX pa3beMOB

@ Trepmetnzaumio HeO6X0AMMO NPOBOAUTL C 06EeNX CTOPOH Kabens.

1. Mepep nogkntoyYeHMeM kabesnst K pasbemy 0CMOTPUTE ONJIETKY Kabens Ha Hanmume NoBPexXAeHNi, a Takke
MPOBEepLTE Ha/IMuMe YNIOTHUTENBHOTO KO/blia B ralike pasbema, pacnosioxeHve nokasaHo Ha pucyHke 13 (a,
6).

PucyHok 13a PucyHok 136

2. MopgkntounTe Kabesnb K pasbemy YCTPOACTBa (aHTEHHbI) 1 3aTIHUTE raiiky, Kak nokasaHo Ha pucyHke 14 (a,
6).

PucyHok 14a PucyHok 146

3. OTpexbTe Pe3MHOBYHO repMETM3NPYIOLLYIO IEHTY COOTBETCTBYIOLLEN A/INHbI: HA TEPMETU3aLMio OAHOMO
pazbema SMA (pucyHok 14a) Tpebyetcsi 0,15 M ruaponsonvpytoLleli neHTsl, ans pasbema N-type (prcyHok
146) Tpebyetcs 0,3 M rMapon30NMpPYIOLLEN NTEHTLI, Kak NokaszaHo Ha pucyHke 15 (a, 6).

PucyHok 15a PucyHok 156
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4. Ypanute ¢ pe3nHOBO NEHTbI 3aLLMTHbIV CNOW, Kak NoKa3aHo Ha pPUCYHKe 16.

PucyHok 1 6

5. HauHnTe 06MOTKY CO CTOPOHbI Kabesns, npeasapuTesnibHO OTCTYNMB OT 0GXMMHOM YacT Ha 10—15 mm.
3adnKcupyinTe KOHUMK NEeHTbl Ha oneTke kabensa nog yrnom 15-25 rpagycoB K ocu kabens, u, crerka
pacTarveas /IeHTy, HauHUTe obmaTbIBaTh Kabesb U pa3beM, NPOABUTasiCb B CTOPOHY Kopnyca yCcTpoicTsa.
BuTkn HeobxoamMmo yknaabiBatb Apyr Ha Apyra ¢ Hax/1eCcToM, CK1aZkM Ha BUTKax He gonyckatotcs. O6moTka
kabens nokasaHa Ha pucyHke 17 (a, 6).

o o
o’

PucyHok 17a PucyHok 176

6. [LOCTUrHYB KOprnyca yCTPoicTBa (aHTEHHbI) KpaeM NIeHTbI, CAenaiiTe 060poT BOKPYr pazbema, MakCUMasibHO
NpWXMMas Kpaii NeHTbl K Kopnycy, Aasiee NPOA0/HKUTE HAMOTKY IeHTbI NoA, APYrUM YI/IOM, YAAsssCb OT
kopnyca. MNpu HaMaTbIBaHNM He 3a6blBaiiTe PacTArMBaTh NIEHTY U MIOTHO NPUXUMaTb €€ K paHee HaMOTaHHbIM
BUTKaM. Ha KOHUMKe NTeHTbl PacTsHKKy HEOOXOAMMO YMEHbLLUUTL 1 M/IOTHO NPUXKaTb Ero K BUTKaM,
pacnofioXeHHbIM Ha ON/IeTKe Kabens, Kak NokasaHo Ha pucyHke 18 (a, 6).

v

.. _-,)“'_f_" . R
PucyHok 18a PucyHok 186
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7. OTpexsTe MBX-NeHTy (M30/1EHTY) COOTBETCTBYIOLLEN A/IMHbI: HA repMETU3aLMI0 0AHOro pasbeMa SMA
Tpebyetcsa 0,28 M n3oneHTsl, ANa pasbema N-type Tpebyetca 0,6 M n30/eHThI. 130n1eHTa Tpebyetca a/is
3alNTbl PE3VHOBOW NEHTbI OT Y/IbTPAKMONETOBLIX Ny4Yell. I3oneHTa nokasaHa Ha pucyHke 19.

PucyHok 19

8. HauHnTe 06MOTKY C onneTkn kabens, npeaBapuTesibHO OTCTYNMB OT NEPBOr0 BUTKA PE3NHOBO NIEHTbI HA 5—
10 MM. 3adhnKCUpynTe KOHYMK N30/1EHTLI Ha onneTke kabensa nog yrnom 15—25 rpagycoB K ocu kabens, u,
cnerka pacTsarmas IeHTY, Ha4HUTEe obMaTbiBaTh Kabesb 1 pasbem, NPoABUrasicb B CTOPOHY Kopnyca
yCTpoicTBa. BUTKM HEOBX0AMMO YKaAbiBaTb APYr Ha Apyra C Hax/1eCcToM, CKNagkM Ha BUTKax He
ponyckatotcsa. O6MoTKa Kabensa nokasaHa Ha pucyHke 20.

PucyHok 20

9. [locTUrHYB KOpryca KpaeM NeHTbl, caenaite 060poT BOKPYT pa3bema, MakCUMasibHO NpuXumasi Kpai
N30/1eHTbI K KOPMYCY YCTPOICTBA, Aasiee NpoAo/HKUTE HAMOTKY JIeHTbI Nog, APYrMM YI/IOM, YAaNsisick OT
kopnyca. Mpu HamaTbIBaHUM NSIOTHO HakNaablBaliTe BUTKM JIEHTbI, HE Aonyckas CKnagok. Ha nocnegHux
BUTKaX U30/1EHTbI PACTSKKY HE0OXOAMMO YMEHbLLNTb A0 HYAS U NOCNeAHWI BUTOK YIOXNUTL 6e3 pacTsrmBaHus,
Kak nokasaHo Ha pucyHke 21 (a, 6).

PucyHok 21a PucyHok 216
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6 YnpaBneHue ycTpomncTBOM yepe3 web-uHtepdeinc

6.1 Hauyano pa6oTsl
[ns Hayana paboTbl HYXXHO MOAK/TIYNUTLCA K YCTPOMCTBY No nHTepdielicy Ethernet uepes web-6paysep:

1. OTkpoiiTe web-6paysep (nporpaMmy A58 NPOCMOTpa rMNepTEKCTOBbIX JOKYMeHTOB), Hanpumep Firefox,
Opera, Chrome.
2. BeeauTe B agpecHoin cTpoke 6pay3sepa IP-agpec ycTpolicTea.

© 3asopckoii IP-agpec yctpoiicTea: 192.168.1.10, Macka nogceTu: 255.255.255.0. Mo yMmonyaHuio
YCTPOWCTBO MOXET nonyuntb agpec no DHCP.

Mpu ycnewwHoM 06HapyXXeHUM YCTPOCTBa B OKHE Gpay3epa 0To6pasuTcsl CTpaHuLa ¢ 3anpocoM UMEHN
nosib30BaTens v naposs.

WOP-3ax-LR5

3. Beegnte ums nonb3oBaresnsi B CTpoke «BBeauTe NOrMH» 1 naposib B CTPOKe «BBeanTe naposb».

© 3asoackme yctaHosku: norvn: admin, napons: password.

@ nMocne Tpex HeyaauHbIX NOMLITOK BBOAA MOMMHA U NApOs AOCTYN K YYETHOI 3anmncy 415 AaHHOT0
nosb3oBarens 6yaet 3abnokmposaH Ha 60 cekyHA,

4. HaxxmuTe KHOMKY «BoliTn». B okHe Gpay3epa OTKPOETCS MEHI0 MOHUTOPWHIa COCTOSIHUSA YCTPOICTBA.

V .Iﬂ:‘{){} e LTe X . @ TecToesii pexim

BeicTpan HacTpoika MoHUTOPUHT Radio AP CeTeBkle HACTPOMKM Cucrema MHCTpyMEHTEI - (ebixoq)

BecnpoeoaHoii kaHan
Me#cexTopHan CHHXPOHM3aLMA
CratucTika no Tpadmky
Cranvposanne acwpa
CnexTpoaHanuzatop

HKypHan cobmii

Cetesan wHibopmauma

Mucboprauma o
paavoukTepdedicax

WHdropmauma ob ycTpoiicTee »

apenne

AnnapaTHaA BepcuA
3aeopcroi MAC-agpec
CepuiiHLIid Homep
Bepewa NO

Pesepenas sepcoua M0
Bepcua zarpyaumka
CucTemHoe Bpema
Bpema paboTsl

3arpyaka L|NY
Wenonezyeman namaTe

< ObHoeMTE

2
EC:B1:E0:2D:9B:00

WP58000152

06.10.2025 05:39:50
0 g1, 00:21:15
2%

41% 98 Moaiit / 237 Mbaitt




PykoBoacTtso no akcnayatauum WOP-3ax-LR5

5. Tpy HeOBXOANMOCTU MOXHO MEPEKNIOUNTL A3bIK 0TOBpakeHnsa nHdpopmaunn. Ana WOP-3ax-LR5
[OCTYMHbI pycckas v aHrnMinckas sepcumn web-uHtepdpeiica.

NELTEX

BecnposoaHoii kaHan
MescexTopHan CHHXPOHM3aLMA
CratcTika no Tpadmky
CraHvpoeatie acvpa
CnexTpoaHanuzatop

HypHan cobemii

Cetesan uHibopmaLma

Wucboprauma o
paauoukTepdelicax

Wrdboprawma ob ycTpoiicTee »

BeicTpan HacTpoika MoHuTopuHr

Radio AP CeTeBkle HacTpoMM

Mapenne

AnnapatHan BepcuA
3aeogcron MAC-agpec
CepuiHLIi Homep
Bepcua NO

PesepeHan sepcua MO
Bepcua zarpyauuka
CucTemHoe epema
Bpema paboTel

3arpyaka LMY

Wen onezyeman NaMATE

Cucrema MHcTpyMeHTEl

2
EC:B1:E0:2D:9B:00

WP58000152

06.10.2025 05:39:50
0 g», 00:21:15

2%

@ TecToBblii pesim

TS (Bbixom)

41% 98 Moaiit / 237 Mbaitt

£ OBHoBMTE

6.2 CmeHa nonb3oBaresiei
Ha ycTpoiicTBe cywlecTByeT ABa Tuna nosnb3osareneii: admin v viewer:

+ admin (naponb no ymonyaHuto: password) MMeeT NosHbIM AOCTYN K YCTPOICTBY: YTEHWE U 3aNUCb
N0ObLIX HACTPOEK, NOJHbLIA MOHUTOPUHI COCTOSIHUS YCTPOKCTBA.

* viewer ymeeT NpaBo TO/IbKO NPOCMATPMBaTh BCHO KOH(IMUIypaLmio ycTpolicTBa 6€3 BO3MOXHOCTM YTO-
nnbo pefakTnpoBaTtb, MOHUTOPUHT COCTOSIHUA YCTPOMCTBA AOCTYMNEH B MO/THOM 06beMe.

vELTEX

BricTpan HacTpoiika MoHWTOpUHT Radio AP Cetesble HacTporku1 Cuctema MHCTpymMEHTEI TR (BbIXOO)

@ TecTosbIi pessum

Mpu HAXaTUKN Ha KHOMKY «BbIXxoA» TeKylllasi ceccus nonb3oBarens 6yaeT 3aBeplieHa, 0To6PasuTCst OKHO
aBTOpPU3ALMN:

WOP-3ax-LR5

.u'flﬂ CMEHbI ,qOCTyI'Ia HeO6XO,ﬂ|I/|MO yKa3aTb COOTBeTCTByI'OLIJ'VIe NMA Nonb3oBaTend n ﬂapOﬂb, HaXKaTb KHOﬂKy
«BonTtu».
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6.3 lMpumeHeHne KoHurypaumm n oTMeHa M3MeHEHN

1. MNpumeHeHre KoHurypaLmm

o v [IpumeHnTs
Mpy HAXaTUN KHOMKM 3anyckaeTcs npoLecc cCoxpaHeHust KoHurypauum Bo

flash-namsTb ycTpoiicTBa M NpUMEHEHME HOBbIX HACTPOEK. Bce HAcCTpolikvu BCTynatoT B cuy 6e3
nepesarpysku yCTpoKcTBa.

B web-uHTepeiice peannsoBaHa BuU3yasibHasi MHAMKALMS TEKYLLETo COCTOSIHKS npoLecca NPUMEHEHWS]
HacTpoek (Tabnuua 4).

Tabnvua 4 — BusyasibHast MHAMKaLMS TEKYLLEro COCTOSIHMS npouecca NpUMeHeHUs HacTpoekK
BHewwHwMii Bupg, OnucaHue coCcTosiHUA

Mocne HaxaTust Ha KHOMKY «[pUMeHNUTb» NPOUCXOAUT NPOLIECC
NPYMEHEeHWs 1 3anncK HaCTPOeK B NaMaATb ycTpoicTea. O6 3ToM

NHAPOPMUPYET 3HAYOK i B Ha3BaHUM BKIAKM U HA KHOMKE

«IPUMEHNTB>.

06 ycrnewHoOM COXpaHeHUn 1 NPUMEHEHNN HacTPoeK MHAopMUpYyeT
+ [1pumMeHnTs y P P P thopmmpy

3HauOoK B Ha3BaHWUW BKIAJKN.

2. OTMeHa U3MeHEHWIA

© OtmeHa n3MeHeHNii NPOM3BOANTCA TOMLKO [0 HAXKATUS Ha KHOMKY «TTpUMeHnTb>. Mpu HaxkaTum Ha
KHOMKY «[TPUMEHNTbL» N3MEHEHHbIE Ha CTPaHuLLEe NapamMeTpbl 6yayT 06HOBNEHbI HA TEKYLLME 3HAYEeHNS
N COXpaHeHbl B NaMsiTb YCTPOCTBa. [ocne HaxaTnsi Ha KHOMKY «MpMeHUTb» BO3BpaT K NpeablayLmm
HacTpoiikam 6yaeT HEBO3MOXEH.

v X 0
KHOMka oTMeHbI N3MEHEHUI UMeeT BUS; THENS
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6.4 TecTOBbIN pexum
Ha ycTpoiicTBe peasim3oBaH TECTOBbIA PEXMUM A1 NTPOOGHOr0 NPUMEHEHUA KOHGUIypauun.

YT0O6bI €ro aKTMBMPOBaTb, HKMUTE KHOMKY «TECTOBbIN PeXrM» Ha BepxHein naHenn web-nHrepdeiica.

P
[ - LTe X @ Tecroeklil pexum

BricTpan HacTpoiika Monutopuir  Radio AP CeTeBtle HacTpOHM Cuctema WHCTpyMEHTLI - (BbXOm)

Bpewms pa6oTbl TectoBoro pexuma — 300 cekyHa, (5 MUHYT). B TeueHne 3Toro BpEMEHM MOXHO NepemelLaTbes
no Bk1agkam web-koHdurypaTopa 1 Nnpon3BoAnTL Kakne-nMbo N3MeHEeHUs, MPUMEHSS UX Ha KaXXA0M cTpaHuue
C NOMOLLbIO KHOMKK «[MPUMEHUTB».

JanyleH TecToBeIA pexymn. [paeku ByayT oTMeHeHEl uepes 296 cek. BiiiTv M3 TecToBOrO pexiima -

%ELTEX

BhicTpan HacTpoiika MoHUTOpUHN Radio AP CeTesnle HACTpOKKM Cuctema WHETpyMeHTEI - (BbIX0A)

Mocne npoBepky HEOGXOAMMO KOHGIMIypaLyn HAXXMIUTE KHOMKY «BbIATK N3 TECTOBOIO pexumar U BbibepuTte
HY)XHOE AeicTBue:

3anyweH Tectoesi pexvm. Mpaskk ByayT oTMexHers yepes 206 cex. BuiliTi 13 TecToBore pexuma -~

CoXpaHuTE 1 BEIATH

NELTEX
B S OTMEHWTE W BHIATI

BhICTpaA HacTpoiika MoHuTOpMHE Radio AP CeTeBLIe HACTPORKY Cucrema MHCTpyMEHTE! TR (ekIxoa)

+ «COXpaHUTb 1 BbIATU» — NPU HAXATMUN NPOM30AAET BbIXOA, 13 TECTOBOIO PEXMMA U COXPaHEHUE B
3HEepProHe3aBMCUMMYH NamMsiTb BCEX N3MEHEHWIi B KOHGpUIypauum, KoTopble 6biv caenaHbl U NPUMEHEHbI
B 3TOM pexume. OTMEeHUTb U3MEHEHMS, BbINO/THEHHbIE B TECTOBOM PEXUME, 6y1eT HEBO3MOXHO.

* «OTMEHUTb 1 BbIATU» — NPW HAXaTUN NPON30MAET BbIXOA U3 TECTOBOIO PeXuma 1 0OTMEHa BCEX
N3MEeHEeHWIA, BbINO/THEHHbIX B 3TOM pexume. ByaeT BocCcTaHOB/IEHA KOHUIypauus, AeliicTByroLas Ha
YCTPOIiCTBE /10 aKTUBALMN TECTOBOIO pexmma.

Ecnwn B TeyeHne 300 cekyHA agMUHUCTPATOPOM He ByAEeT NPOU3BEAEH BbIXOA M3 TECTOBOIO PEXMMA, 3TO
NPOn30iAET aBTOMATUYECKN BMECTE C OTKATOM BCEX M3MEHEHUI, KOTOPbIE ObISIN CAENaHbl B JAHHOM PEXMME.
Mo ncTevyeHnn ykasaHHOro BpeMEHM KOHMrypaumusi BOCCTAHOBUTCS, AaKe €C/in B pesy/ibTaTe cAenaHHbIX
N3MeHeHuni 6biN NOTEePSH AOCTYN A0 YCTPONCTBA.
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6.5 OcHOBHble anemeHTbl web-nHTepdeica

Ha pucyHke HuKe npeacTaB/eHbl 31EMEHTLI HaBuraummn web-uHtepdeiica.

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

BricTpan HacTpoiika MoHUTOpUMHT

BecnposoaHoi kaHan
MesgcerTopHan CUHXPOHUZaLMA
Cramuctika no Tpadky
CraHwposanue aupa
CnexTpoanannaatop

HypHan cobeimii

Ceresan wHopmaLma

WHcbopmaywma o
paguounTeptheiicax

Mintbopmauwma ob ycTpoiicTee »

© 000 “Mpednpuamue “3nmexc”, 2025

Radio AP

Wagenne

AnnapartHan sepcuA
3aeoncroid MAC-agpec
CepuitHEIA HoMEp
Bepcua N0

Peaepexan eepoun 10
BepcuA sarpyavuka
CucremHoe BpemA
Bpewma pabots

Sarpyzaka LMY
Wcnonsayeman namats

& OBrHoeMT:

CeTeBkle HaCTPOHEW

Cuctema MHCTpymeHTEl - BLIXOO)

1v3
90:54:B7:C6:79:20

WP55000463

17.07.2026 06:45:52
0 gn, 00:01:27

5%

@ 146 MbaitT / 236 MBaiiT

Bepeug 10! {Bepcus WEB:

OKHO nonb3oBaTebCKOro MHTepdieica pasneneHo Ha NATb obnacTe:

1. Bkiagku MeHio — Ans rpynnupoBK/ NOAMEHI0 Mo KateropusiM: BeicTpasa HacTpoiika, MOHUTOPUHT,
Radio, AP (meHto «AP» JOCTYNMHO TO/IbLKO B pexume yctpoiictBa «Touka goctyna PTP» unum «Touka

poctyna PMP») nnu STA (meHio «STA» flOCTYNHO TO/ILKO B pPeXuUMe YCTPoicTBa «KnneHT»),

CeTteBble HacTpoiiku, Cuctema, MHCTpYyMEHTbI.

2. Bbl6op s3bIka MHTepdoeiica 1 kHonka (BbIXoA), NpeAHasHaueHHas 415 3aBepLUEHNs ceaHca paboThl B

web-uHTepdelice nog AaHHLIM NO/Ib30BaTENEM.
3. Bknagku noAMeHio — Ans ynpaeneHusi NosieM HacTpoek.
4. Mone HacTpoOeK ycTpoiicTBa — A1 NPOCMOTPA AaHHbIX U KOHUTypaLmi.
5. VHchopmaumoHHoe none, oTo6paxatollee Bepcuto MO, yCTaHOBNEHHYIO Ha YCTPOIACTBE.
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6.6 MeHto «bbIcTpas HacTpolika»

B meHIo «bbICTpasi HacTpoika» BbINOMHAETCA 6a3oBas HaCTpolika yCTponcTaa.

6.6.1 TMogmeHto «bbICTpas HacTpoiika»

ELTEX  WOP-3ax-LR5 e —

BHCTDSAHACTDOMRA  MOHATOpMHT  Radio AP CeTEEMEHBcTDOVRA  CWCTEMZ  MKCTDYMEHTH! e (o)

BHICTDER HACTROKA > Radio CnexkTpeaHanuiaTtop

Mocnenwee cavmpoeanue Geino 02.07.2025 10:08:21

ki

5200 5300 5400

35 |

-
Ymmoagakanana, %
w
]

oD 10 |
5
2l

HacTpoiiku NoaknioueHrA

SSID

Py SesonachocTd MoaKnoHeHns

Ne Wwaxocta  IP-agpec MAC-agpec Yposen chrsana (RSS), ABM  Ypanewsid RSSIL ABM  Bpewapaborsl &

0 WPA
MFP Bxnwuzko ~

CeTesule HacTpoIikK

1 34742 3514 0 aw, 00:00:24
Wun xoera WOP-3ax-LRS 34742 35752 gt .

Mporosan Static ~ 4 »

Radio:

B pasgene «Radio» ocyLlecTBAKTCSA HACTPOIKM OCHOBHbIX NapamMeTpoB paanonHTepdelica ycTpolicTea.

* Pexxum ycmpolicmsa — pexum paboTbl pagnovnHTepderica yctporictaa. JOoCTynHbI:
+ Touka docmyna PTP — TouKa-TOuKa;
+ Touka docmyrna PMP — Touka-MHOIoTOuKa,
* KnueHm — 6ecnpoBofHOM KNneHT (STA).

* KaHas1 — BbIGOp KaHana nepefayn faHHbIX. [py ycTaHOBNEHHOM hriare «ABTOMaTUYeCKUil BbIGOP»
kaHana B MeHto Radio, gaHHasi HacTpoiika 6yaeT 3abn10K1MpoBaHa;

* WupuHa kaHana, MMy — WwrpuHa nosiockl YacToT KaHasa, Ha KOTOpoM paboTaeT yCTPONCTBO, NPUHUMaeT
3HaueHus 5, 10, 20, 40, 80 n 160 MIv;

* OCHOBHOU KaHa/1 — napameTp MOXET ObITb U3MEHEH TOJIbKO NPY NPOMYCKHOM CNOCOGHOCTU CTaTUYeCcKu
3ajaHHOro KaHana, pasHori 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOSALLMM U3 ABYX KaHanos no 20
MT U, KOTOpble rpaHuyaT B YaCcTOTHOW o6nactu. 3Tu ABa kaHana 20 MI'y, Ha3biBatoT NePBUYHBIM U
BTOPWYHbIM KaHaamu:

+ Upper — nepBrYHbIM KaHasioM ByaeT BepxHuin kaHan 20 MI'y, B nonoce 40 MIy;
+ Lower — nepBuYHbIM KaHaioM ByaeT HMxHUI kaHan 20 MI'y, B nonoce 40 Mly,

+ @PukcupoBaHHasi UeHmpasibHasi yacmoma — Npu akTueauuy donara Becb Tpadmk (NakeTbl JaHHbIX 1
ynpasneHus) byaeT nepefaBaTbCs HA YKa3aHHOW LEeHTPasIbHOW YacToTe KaHana ¢ 3a4aHHOW LUMPUHOWA
nonocsl (40/80/160 MI'L). PYHKLMS SABNSIETCA NPONpPUETapHOiA, nepeada BeAeTcs He Mo cTaHaapTam
IEEE 802.11, rae npegnonaraeTcs UCMonb30BaHVe pasHbIX LEeHTPasIbHbIX YacToT A1A Tpadouka AaHHbIX 1
ynpas/ieHuns npu wvpuHe kavana 40/80/160 MIy;

* MowHocmb cueHasia, 0bM — perynmposka MoLHOCTU curHana nepegartunka Wi-Fi B abwm;
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* ABmooripedesieHue paccmosiHUsi — NPV YyCTaHOB/IEHHOM piare yCTPOCTBO By eT aBTOMaTNYeCcKm
onpenenaTb U HacTpavBaTb PacCTOsTHUE MeX/y YCTponcTBamu,

+ PaccmosiHue, KM — pacCcTOsiHe Mexay YCTPolcTBaMy B KuiomeTpax. MIsameHeHre 3HaueHns
paccTosHMA N3MEeHUT 3HaYeHue Taiim-ayta ACK. PaccTtosHue criefyeT OKpyrisiTb B 60/1bLUYHO CTOPOHY.
Hanpumep, ecniv paccTosiHie mexay ycTporictBamu 3,2 KM, TO He06X04MMO yKasaTb 4 KM;

* TDD — npwv ycTaHOB/IEHHOM dhiare onuus BK/IIOYEHa, MHave — BbiktoyeHa. TDD — 310 TexHonorus
6eCKONMN3MOHHOIO A0CTYrNa C BpeMEeHHbIM pasfe/sieHNeM KaHauia, KoTopast CUHXPOHU3UPYET nepegady
[aHHbIX B 0060MX Hanpas/eHNsAX B paMKax BpeEMEHHOro Kaapa.

© LWupuHa kaHana 5 v 10 MIL, 4OCTYNHbI Tobko B pexxume IEEE 802.11a/n/ac. [ina nsMeHeHus
pexuma 802.11 Heob6xoaMMO nepeinTn B MeHto Radio.

o MapameTpsbl «KaHan», «lLUnpuHa kaHana», «OCHOBHOI KaHa» AOCTYMNHbI TO/IbKO B peXunMe yCTponcTBa
«Touka goctyna PTP» nnn «Touka goctyna PMP».

HaCTpOVIKl/I noaKNKyeHmnA:

+ SSID — nms BMpTyanbHOI 6ecnpoBOAHON CETY;
* Pexum 6e3onacHocmu — pexum 6e3onacHocTy gocTtyna K 6ecnpoBogHOl ceTu:

* BbIK/IlOYEHO — HEe UCNO/b30BaTh WWNpoBaHme A/18 nepefadv AaHHbIX.

« OWE (Opportunistic Wireless Encryption) — meTop, luncppoBaHus, obecnedvBatoLmii 6e30nacHOCTb
[aHHbIX, NepefaBaeMbIX N0 He3aluMLEeHHOW ceTu. Mpu 3TOM OT nosb3oBateneit He TpebyeTcs
BbINO/IHEHME KaKNX-TO AOMOMHUTENbHbLIX A4eACTBUIA 1 BBOAA Napos 415 NOAKIYEHNS K CETH;

+ WPA2, WPA3 — cnocob wimndpoBaHus, npu BbIGope 04HOro 13 cnocoboB OyaeT AOoCTynHa
cnepytoLlan HacTpoika:

* Koy WPA — kntod/naponb, Heo6xoaumblli 419 NOAKYEHUS K 6ecnpoBogHoi ceTu. nvHa
Kntoya coctasnseT oT 8 0 63 CMMBOJIOB.

* MFP — 3awmta management-kagpos (gocTynHo npu pexume 6esonacHoctn WPA2, WPA3 n OWE.
Mpwn BbIGOpE pexmma 6esonacHocTn WPA3 n OWE, MFP nepeBoanTcs B COCTOSAHUE BKNOYEHO.
Mpw BbIGOpE APYrMX PEXMMOB NEPEBOANUTCS B COCTOSIHNE OTK/IOYEHO):

* Omk/io4eHo — 3amTa management-kaZpoB OTK/IIOYEH3,

+ OnyuoHa/sibHO — 3awmTa paboTaeT, ecnu 6ecnposogHas ceTb nogaepxvsaet MFP.
YCTPOICTBO MOXET NOAKNIOUNTLCS K CETUW, KOTOpas He nogaepxmeaetr MFP;

* BK/104eHO — 3alymTa BK/IoUYeHa. YCTPOWCTBO HE MOXET NOAKIUUTLCS K 6ecnpoBOAHON
ceTn, He noaaepxueatoLleii MFP.

CeteBble HaCTQOVIKMZ

* WIMsi xocma — ceTeBoe 1MS YCTPOWCTBa, 3a4aeTcs cTpoka 1-63 CUMBOMOB: TaTUHCKUE 3ar1aBHble U
CTPOYHbIe BYKBbI, LMPpbI, 3HAK AedIUC «-» (Aednc He MOXET GbiTb NOC/IEAHUM CUMBOJSIOM B UMEHM);

+ [Mpomokos1 — BbIGOP NPOTOKONA, N0 KOTOPOMY ByAeT OCyLLecTBAATLCA nogktodeHune no Ethernet-
NHTepdpecy yCTPOCTBa K CETU NpeaocTaBIeHns ycayr nposagepa:

+ DHCP — pexum paboTbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, w3 no
YMOJIYaHWUIO 1 Apyrie napameTpbl, Heobxoaumble Ans paboTtbl B ceTu, byayT nony4veHsl ot DHCP-
cepBepa aBToMaTnU4eckuy;

+ Static — pexum paboTbl, Npu KoTopom IP-agpec n Bce HeobxoanMble napameTpbl Ha WAN-
nHTepdenc HazHavarTcs ctatmyecku. Mpu Boibope Tuna «Static» Ana pefakTMpoBaHns cTaHyT
[OCTYNHbI creayoLme napameTpsbl:

« Cmamuyeckul IP — IP-appec WAN-uHTepdoeiica ycTpoiicTea B ceTv npoBaiigepa;

+ Cemesasi Macka — Macka BHeLLHel noaceTy;

* LUo3 — agpec, Ha KOTOpbIA OTNPaBAsETCA NakeT, eCv A8 HEro He HalijleH MapLipyT B
Tabnuue mappyTnsaumm.
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[ocTyn K YyCTPOICTBY:

B pasgene «oCTyn K yCTPOACTBY» OCYLLIECTB/ISIETCA CMeHa Naposs.

Mpw BXoge Yepe3 web-uHTepdeiic agMmHucTpaTop (Naponb No ymonyaHuio: password) MMeeT NoJHbIA focTyn
K YCTPOIACTBY: YTEHME W 3annCb NtOGLIX HACTPOEK, NOJHbIA MOHUTOPWHI COCTOSIHUSA YCTPOICTBA.

[N cMeHbl Naponsi BBeAMTe HOBbIV Naposib cHavasna B nose «Maposby, 3aTeM B none «MoaTeepxaeHne
napossi» N HAXKMUTE KHOMKY «MPUMEHUTbY» AN COXPAHEHWUS HOBOTO Naponsi.

CnekTpoaHanmsarop:
B pasgene «CnekTpoaHannsaTop» OCYLLECTBNAETCA 3anMyCk U MOHUTOPUHT paboTbl CNeKTpoaHasmsaropa.

Ha ycTpolictBax WOP-3ax-LR5 ecTb BO3MOXHOCTb 3anycka cnekrpoaHasmsaropa Ha paavounHtepdeiice Radio
5MTu,.

@ npu 3anycke cnekTpoaHanusaTopa paguonHTepdelic 6yaeT nepeBeeH B PEXIM CKAHMPOBAHUS, UTO
npuBegeT K npepbiBaHuto Bcex Wi-Fi coeguHeHmnii Ha gaHHOM paavionHTepgieiice.

[ns 3anycka paboTbl CNEKTpoaHa/IM3aTopa HaXKMUTE Ha KHomky «CKaHMpoBaTb». B MHOpMaLMOHHOM OKHE,
pacnosoXeHHOM CrnpaBa OT KHOTKW, 0TOBpaxXaeTcsl BpeMsi B CEKYHAAX, NpoLLe/LIee C Hauyana 3anycka
CKaHMpoBaHus. Bpemsi paboThbl cnekTpoaHanmsatopa Ha Radio 5 ML, 3aHMMaeT He 6onee 1.5 MUHYTI.

« [MocnedHee ckaHuposaHue 6bI/10... — AaTa U BPeMs NOCNeAHEr0 CKaHMPOBaHUS;

* Ymunusayus kaHasia — UHhopmaLys 0 3arpy>XeHHOCTU pafuoKaHasa, BblpaXXeHHasi B MPOLEHTAX;
+ Yacmoma — 4acToTa KaHana B MI'u, Ha KOTOPOM MPOU3BOAUIOCH CKAHPOBAHUE;

* KaHan — Homep KaHana, CoOTBETCTBYIOLLMIA A@aHHOI YacToTe.

© CnexTpoaHannsaTop NPOU3BOANT aHANN3 BCEX KaHA/I0B Ananas3oHa BHe 3aBUCUMOCTMW OT HACTPOEK Ha
pagnouHTepdeiice.

MNoakntoyeHns:
B pasgene «MopgknoueHnsa» otobpaxaeTcs MHpopMaumsi 0 COCTOAHUM NOAKNHOYEHHbLIX YCTPOUCTB.

* Ne — HOMep MOAK/TIFOYEHHOIO YCTPOICTBA B CMUCKE,

* VIMs1 Xocma — ceTeBOoe MMS YCTPOWCTBa,;

* IP-adpec — IP-agpec noakItoHeHHOro yCTPONCTBa,;

* MAC-adpec — MAC-agpec noak/1to4eHHOro YCTPpONCTBa;

* YposeHb cuzHana (RSSI) — ypoBeHb NPUHUMAEMOrO CUrHanNa, AbM;

* YOasieHHbIU RSSI — ypoBeHb NPYUHMMAEMOro CUrHasa BCTPEYHOro YCTPONCTBa, AbM;
* Bpemsi pabombl — BpeMs COefUHEHNS.

[ns BCTyNneHns B culy HOBOW KOHMUIypauun 1 3aHeceHnss HaCTpoeK B 3HEProHe3aBnCMyo namMsaTb
HaXKMUTE KHOMKY «[MpUMEHUTb». 19 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMeHa».
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MeHto «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» OTOBPAXKAETCS TEKYLLLEE COCTOSIHUE CUCTEMBI.

6.7.1 TMNogmeHto «becnpoBogHOW kaHa/BecrnpoBOAHbIE K/TUEHTbI»

B nogmeHto «BecnpoBogHOl KaHa»/«BecnpoBogHble KIIMEHTbI» 0To6paxaeTcs MHhopmaLys o
COCTOSIHUM MOAK/THOUEHHBIX YCTPOACTB. VIHhopMaLmsa 0 NOAK/IHOUEHHbIX YCTPOCTBaxX HE 0TOGpaKaeTcs B

peasibHOM BpeMeHW. 11151 Toro 4Tobbl 06HOBUTL MHCpOPMAaLIMIO Ha CTPaHWLLE, HEOOXOAMMO HaXKaTb Ha KHOMKY
«OBHOBUTbBY.

B 3aBMCUMOCTN OT pexnma yCTPoMCTBa, «Touka goctyna PTP» nnun «Touka goctyna PMP», yaet
[OCTYMHO noameHo «becnpoBogHOM KaHa» U «becnpoBoAHbIE€ KNNEHTbI» COOTBETCTBEHHO.

Onsi yno6cTBa MOHUTOPUHIA CYLLLECTBYET BO3MOXHOCTb Bbl6paTh NapameTpbl A5 oTo6paxeHus. Ans

g
aToro Haxmute Ha ¢ . Mpy HaXKaTUM Ha KHOMKY «[10 YMOMYaHI0» ByyT 0TOGPaKeHbI NapameTpbl Mo
YMO/YAHWIO.

[na noucka NoAK/IHYEHHbIX YCTPOCTB AOCTYNHbI cieayrolme uIbTPbI: N0 BCEM NOJISIM, N0 UMEHM

xocTa, no IP-agpecy, no MAC-agpecy. 515 Bbibopa hunbTpa HaxMuTe Ha = ®yHKUMOHaN
[OCTYMNEH TO/IbKO B pexume ycTporicTea «Touka goctyna PMP».

Mpw noaceeTtke 3HaveHul Link Quality, Link Quality Common, Link Capacity, RSSI n YaganeHHsbiin RSSI
OpaHXeBbIM LiBETOM HabNAaeTcs yxyalweHve kayectsa CBA3N. EC/in 3HauYeHnss oKpalleHbl B KPaCHbI
LiBET, 3TO YKa3blBaeT Ha 3HAYMTe/IbHOE yXyALeHe CBA3N. PekomeHayeTcs npeanpuvHATbL Mepbl 415
YNyULLIEHUS YCI0BUIA NOAK/THOUEHNS.

Hwxe npuseaeHbl npumepsl nogmeHo «becnpoBogHon KaHa»/«BbecnpoBOAgHbIE KITMEHTbI» B peXMMax
ycTpolicTBa «Touka goctyna PTP», «Touka goctyna PMP» 1 «STA» COOTBETCTBEHHO.

Buerpan wactpoiisa  Mowtopuer  Radio AP Ceremue wactpodn  Cuctema  MctpywenTsi

Becnposooi Kakan » 2 O6HoawTH

MeCERTaDHAR CHHXDOHHIALIE ~ ~
Hua Paccroatue, Yaaneneii RSSI,  Yaanennoii SNR, BW, Bpema

Gramwerka no Tpatusy # MNe xocta  IP-ampec MAC-anpec KM RSS,ABM  SNR,AB nEM 56 TxRate RxRate Mfy  Bepcua O padortsl DeiicTaue

1 sTA 0 43154 36736 45752 37137 HE NS52 MOS8 HTMCS 0 20 04k OmnouMTE

CKarupoBaHiE 30p3 LGI 1755 LGI6S 00:00:04

GnerTpoaranu3aTop Mepenaro / npukato ecero, Gair 5 629/1 579 Mepeparic ¢ owwbranm, naretos 0

Hypran coBemwit Mepenaro / npnHaTo Ecero, nakeros 45/ 17 MosTope: Nepeaayy 3a nocneaHwii nepuon, nakeros 0
Ceronan mibopuaLyn Mepeaano / nprwsTo panneix, Gair 4642/ 748 OBes uMcno NOBTOROS nepenadn, nakeTos 0
Mepenano / npuHATO fakwbix, nacetos 3112 Cropects nepepaun / npueua, souric 0710
Urdhopuaums o
pagwonHTephedcax Moaynsauua Mepepako NakeTos MNpHHATO NaKeTOB

mMcso 0 0% 2 100%
Whbopmaums of yetpofictee

HE-N$52-MC56 2 6% 0 0%

HE-NS52-MCS7 15 48% [ 0%

HE-NS52-MC58 14 45% o 0%
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BrcTpanWactpoiika  Momwtopwwr  Radio AP Cereswe wacTpoiimn  Cuctema  MkcTpymenTel u xom)
Becnposoanod Kanan >
MesKCeKTORHAR CHHXPOHHIAUHA
CTaTvcTURa No TRAEHKY
Hma PaccToAnue, YRaneHHelH ¥AANEHHEIH BW, Bepcna Bpema
CratmpoBarue stbupa # MNe xocta  IP-appec MAC-agpec Kn RSSl, g6m  SNR, g6 RSSI, gBm SNR, a6 TxRate RxRate My no paGoTsi DedicTene
Chextpoananuaarop > o1 STA 60759 2727 65/-60 27427 HEMNSS2MCSe  HENSS2MCS7T 20 0aH OTkniounTE
LGI 195 LGI 1483 00:07:16
HKypuan cobbmmii v 2 SsmA 50/-57 30730 51/-54 34/34 HENSS2MCS10  HE NSS2MCS8 20 0. OrnRuNTE
LGI219.4 LGI 1755 00:05:14
CeTesan uHgopMaLka
Mepenae / NpUHATO BCero, GaifT 203 643 /49 976 Mepeaano ¢ owmbrany, nakeTos 0
MHDopauma o
pagouHTEpdeiicax Mepenaro  npukaTo 6cero, nakeros 1317395 MoBTOpE: nepenauu sa nocneawws nepuon, naretos 2
Vidbopuauus o6 yerpoiicTse Mepegano [ npuraTo Jankenc, Gair 197 458 /43 704 OBuee wicno nosTopos nepefayi, nakeTos 119
Mepenano / NPUHATO Aarwes, nakeros 1674261 CropocTs nepeaasw / npueua, kGnric 170
Mogynsunn Mepegano naketos NpunsTo nakeTos
MCS0 0 0% 6 2%
HE-NS51-MCS11 0 0% 5 2%
HE-NS52-MCS3 0 0% 1 0%
HE-NS52.MC54 0 0% 1 0%
HE-NS52.MCS5 0 0% 4 2%
HE-NS52.MC36 1 0% 20 8%
HE-NS52MCST 12 1% 42 16%
HE-NS52-MCS8 14 1% 3 12%
HE-N552.MC59 42 3% 150 57%
HE-NS52.MCS10 287 16% 1 0%
HE-NS52MCS11 1338 80% 0 0%
Buictpan HacTpoiika  MowwTopusr  Radio  STA  Cereswie nactpodin  Cuctema  WHcTpymenTs ru Boixo]
Becnposoanoi Kakan > i O6HoBMTL
MexCEKTOpHAR CUHXPOHSALIMA
Wmn Paccrosme, Ypanemubit  Yaanemmbii BW, Bepcun Bpewn
Cramverka no Tpatbiky # MNe xocra IP-agpec MAC-anpec ™ RSSI,gbM  SNR, g6 RSSI, n6m SNR, 06 TxRate RxRate MMy MO paborei  [leiictene
Cranwposasme schupa 1 AP 0 54/ 56 33133 53158 3113 HENSS2 HENSS2 20 0gm OmenioumTs
MC39LGI MCS10 00:01:06
CnexTpoananaatop 195 LGI 219.4
Hyphan coSemnit Mepenaro / npuHATo scero, Gair 32 428 / 147 802 Mepenano ¢ owubramy, naketos 0
CeTesan wndopmaums TMepenako / NpuHATO BCerD, NakeTos 22971086 TMoeTope! Nnepenaum 3a NocnenHuil NepHo, NakeToe 0
ViHopmauua o MNepenaHo / NPUHATO AaHHEIX, BaiT 29 874/79 864 O6Luee uMCcno NOBTOPOE Nepenaul, NakeTos 23
paponHTepdedicax
Mepenano | NpuHATO nakHex, naketos 174382 Cuopocrs nepenaun [ npuema, wGuric 11121
Virpopmauws o6 yerpoiicTee
Mopynauua Mepenaxo nakeToR MpHHATO NakeToR
MCS0 0 0% 56 15%
HE-N§S2-MCS1 0 0% 2 1%
HE-NS§S2-MCS5 0 0% 1 0%
HE-NS§S2-MCS6 0 0% 2 1%
HE-NSS2-MCS7 0 0% 7 2%
HE-NSS2-MCS8 13 % 10 3%
HE-NSS2-MCS9 161 93% 60 16%
HE-NSS2-MCS10 0 0% 121 2%
HE-NSS2-MCS11 0 0% 123 2%

* Ne — HOMep NOAK/TIOYEHHOIO YCTPOICTBA B CMUCKE;
* VIMs1 xocma — ceTeBOoe MMs YCTPOICTBa,;
* IP-adpec — IP-agpec NoaKMHYEHHOrO YCTPONCTBa,
* MAC-adpec — MAC-agpec Noak/to4eHHOro YCTPONCTBa;

* PaccmosiHue — pacCTOsiHWE [j0 BCTPEYHOIo YCTPONCTBA, KM;

Link Capacity — napameTp, KOTOpbIin 0To6paaeT 3EKTMBHOCTbL NCNONb30BaHMSA YCTPONCTBOM
MOAYIAUMKN Ha nepeaady. PaccumTbiBaeTCs UCXOAA U3 KONMYECTBA NaKeToB, NepefaHHbIX Ha Kakaomn

MOAYNALMN A0 BCTPEYHOTO YCTPOWCTBA, U MOHMKAKLLNX KO3 (PMUMeHToB. MakcumasibHoe 3HaYeHne —
100% (03Ha4aeT, 4TO BCE NaKeTbl NepeaatoTcs [0 BCTPEUYHOIO YCTPOCTBA HA MaKCMMasTbHO

MOAYNSILUMKN AN MAKCUMasIbHOTO Tna Nss, NoAAepPX1BaeMoro BCTPEUHbIM YCTPOCTBOM).

MuHUManbHoe 3HaueHne — 2% (B cnyyae, Korga naketbl nepegatoTca Ha Moaynsuum nssTmes0 gns

BCTPEYHOro yCTpoiicTBa ¢ nogaepxkoin MIMO 3x3). 3HaueHve napameTpa paccumTbiBaeTcs 3a

nocnegHvie 10 cekyHz,

* Link Quality — napameTp, KOTOPbI/i 0TO6PaxaeT COCTOAHME NIMHKA A0 BCTPEYHOrO YCTPOCTBA,
paccunTaHHbI Ha OCHOBaHWW KO/IMYECTBa PETPAHCMUTOB NaKeTOB, OTMNPAaB/IEHHbLIX BCTPEYHOMY
yCTpoiicTBY. MakcumasbHoe 3HaueHne — 100% (Bce nepefaHHble NakeTbl OTNPaBUANCHL C NEepPBOl

MOMbITKW), MUHUMaIbHOE 3HaveHne — 0% (HW OAMH NakKeT A0 BCTPEYHOrO YCTPOICTBA He 6biN1 yCNeLHo

OTNpaB/ieH). 3HaYeHVe NapameTpa paccunTbiBaeTcs 3a nocregHve 10 cekyHz;
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Link Quality Common — napaMeTp, KOTOpPbIil 0TO6paXkaeT COCTOSAHNE INHKA A0 BCTPEYHOro YyCTPONCTBA,
paccunTaHHbI Ha OCHOBaHWUW KO/IMYECTBa PETPAHCMUTOB NaKeTOB, OTMPaB/IEHHbLIX BCTPEYHOMY
yCTpoiicTBYy. MakcumasibHoe 3HaueHne — 100% (Bce nepefaHHble NakeTbl OTNPaBUANCHL C NepPBO
MOMbITKM), MUHUMaIbHOE 3HaveHne — 0% (HW OAMH NakeT A0 BCTPEYHOrO YCTPOICTBA He 6biN1 yCneLHo
oTnpaB/eH). 3HaueHne napaMeTpa paccunTbIBAETCS 3a BCE BPEMS NOAKMOUYEHNS BCTPEYHOTO
YCTPOWCTBa;

RSS! — ypoBeHb NpvHUMaeMoro curHana, Abm;

SNR — oTHOLWeHne curHan/wym, ob;

YoasieHHbIl RSSI — ypoBeHb NPUHMMAEMOT0 CUrHas1a BCTPEYHOrO YCTPONCTBa, AbM;

YoasieHHbIl SNR — OTHOLLEHWE CUrHas/LLyM BCTPEYHOro yCTpoiicTBa, Ab;

TxRate — kaHanibHasa CKOpPOCTb nepegayu, Mout/c;

RxRate — kaHanbHasA CKOpoCTb npuema, MouUT/c;

BW — nonoca nponyckaHus 6ecnpoBoO4HOro kaHana, Mrr;

CKopocmb repedadu — CpefHsAs CKOPOCTb Nepefayn gaHHbIX 3a nocnegHue 10 cekyHg, MouT/c;
CKopocmb ripuemMa — CpefHsAsi CKOPOCTb NpremMa faHHbiX 3a nocnegHue 10 cekyHa, MouT/c;

Bepcus O — Bepcusi nporpammHoro oéecneyeHns NoAKIHUYEHHOro YyCTPONCTBa;

Bpewmsi pabombi — BpeMsi COeQUHEHUS;

Jelicmsue — npy HaXXaTuUmn KHOMKN «OTK/IOUUTLY» COeAMHEHME C NOAKNIOYEHHbIM YCTPONCTBOM ByaeT
pasopBaHo. [locne OTK/IYEeHNs YCTPOWCTBO NepenoaK/IovnTCS;

lNepedaHo/npuHsimo Bce20, 6alim — KONMYECTBO NepefaHHbIX/NPUHATLIX Ha NOAK/IYEHHOE YCTPOCTBO
oaiT;

lNepedaHo/npuHsIMO Bce20, Nakemos — KOIMYEeCTBO nepefaHHbIX/NPUHATLIX HA NOAK/IIYEHHOe
YCTPOWCTBO NaKeToB;

lNepedaHo/npuHAmMo 0aHHbIX, 6alim — KONNYEeCTBO NepefaHHbIX/NMPUHATLIX Ha NOAKIHOYEHHOEe
YCTPOWCTBO 6ailT AaHHbIX;

lNepedaHo/npuHsIMO OaHHbIX, Nakemos — KO/IM4eCTBO nepesaHHbIX/NPUHATBIX Ha NOAKHYEHHOE
YCTPONCTBO NaKeTOB AaHHbIX;

lNepedaHo ¢ owubkamu, nakemos — KONNYeCTBO NakeToB, NepefaHHbIX C OLMbKamn Ha NOAKNIOYEHHOE
YCTPOWCTB;

lMosmopsbi nepedayu 3a rnocsaedHul nepuoo, nakemos — KONMYeCTBO NMOBTOPOB nepefayn Ha
NOAKNIOYEHHOE YCTPONCTBO 3a nocnegHue 10 cekyHa,

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — Ko/IMYeCcTBO NOBTOPOB Nepefayn Ha NoAK/IHYeHHoe
YCTPOMCTBO 3a BCe BPEMS NOAK/THOYEHNS;

Ckopocmb riepedadu/npuema, Kbum/c — akTyasibHas CKOpOCTb nepegayn Tpacumka B HACTOALLMIA
MOMEHT BPEMEHW.
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6.7.2 ToameHo «MexceKkTopHas CUHXPOHU3aUna»

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

B noameHo «MeXCeKTopHasA CUHXPOHM3auUsA» 0TobpaxaeTcs MHhopMaLmsi 0 COCTOSIHUM CUHXPOHMU3ALM

YCTPOWCTB B Knacrepe.

BecnposoaHoit kaHan
IMeKCeKTOpHAA CUHXPOHU3ALNA »
CTATUCTHKA MO TPADHKY
CraHMpoBaHue 3pupa
CnekTpoaHanu3aTop

ypHan coGbITUA

CeTesan MHQOpMaLMA

MHIDOPMALIMA O
panuonHTEpdERcax

MHpopMaLma o ycTpoicTee

BriCTpan HacTponka MOHWTOPMHT

Radio

AP

CraTyc

MAC-agpec

MAC-agpec
90:54:B7

CCODAZ:

CeTeBble HaCTPOHKN

Cucrema MIHCTpYMEHTBI
BKMOYEHO
EC:B1:EOD:
[JocTynHOCTE
+ [10CTYMHO

X He gocTynHo

- (BbIXOD)

CHHXPOHM3ALMA
« CMHXPOHM3MPOBaHO

¥ He CHHXPOHM3WPOBAHD

+ Cmamyc — cOCTOosiHUe PyHKUNOHana,;
* MAC-adpec — MAC-agpec TeKkyLero yCTpouicTBa;

B Tabnuue npeactasBneH cnucok Touek goctyna (AP) B knactepe, U MHopMaLusi 0 HUX:

*+ Ne — HOMep yCTpoiicTBa B CMMCKE;

+ MAC-adpec — MAC-agpec cocefHeli Touku goctyna (AP) knactepa;

+ [ocmyrnHocmb — oTo6paxaeT Hasmumne cBA3HOCTY no Ethernet mexay TekyLwnm yCTpOMCTBOM 1 TOYKOIA
poctyna (AP) 3 cnucka. PaboTaeT Ha OCHOBE aHOHCHpPYeMbIX YCTpoicTB no npoTtokony PTP (IEEE 1588)

NakeToB.,

+ CUHXpOHU3ayusi — 0TOGpaXaeT cTaTyc CUHXPOHM3auun no npotokony PTP (IEEE 1588) mexay TekyLmm
YCTPOICTBOM 1 TOUKOi goctyna (AP) u3 cnucka.
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6.7.3 TMoameHto «CTatuCTNKa Nno Tpaguky»

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

B nogmeHto «Ctatuctuka no tpacuky» otobpaxarorcsa rpaddukm CKOpocTu npuema/nepegayum Tpacurka 3a
nocnegHvie 3 MMHyTbI, a Takke MHpopMaLmsa 0 KO/IMYecTBe nepesaHHoro/nosry4eHHoro Tpadmka ¢ MOMeHTa

BK/IHOYEHWA YCTPOICTBA.

BricTpan HacTpolka MoHMTopIHT Radio AP CeTeBble HacTpoNkM Cucrema HHCTpYMEHTH! u BbiX0A
Becnposoatoi kanan VILAND TaiRx Kurle
Rec: 0 KBl {max: 0.4 KBwric)
Me®CerTopHan CHHXPOHH3ALMA § ® Tx 4.8 KBiic (max 8.1 Kbwic)
KEuTic
a5
CTaTHCTHEA No TpadmEy »
85
CranuposaHke 3npa 75
S S 65
CrekTpoananisarop
65
Hypran cobeimnit
45
CeTeean WHDopMaLIMa 35
25
Hubopmaums o
paguonHTepdencax 15
_ . 05
Mrpopmauus ob yeTpoidcTee
15:06:34  15:06:45 15:06:58 150710 150722 15:07:34 15:07:46 150758 1508:10 15:0822 15:08:34 150846 15:08:58 15:08010 15:08:22 150034 t ¢
LAN Tx/Rx KGurlc
R 0.8 KBuTic: (max: 18 KSuic)
@ Tx 5.7 KGuric (max: 38.4 Kouric)
KEuric
40
38
a2
28
24
20
10
12
8
4
0
15:08:34 15:06:46 1506:58 150710 1507:22 150734 150746 15:07:38 150810 15:08:22 15:08:3¢4 15:08:48 150858 15:0910 15:08:22 150034 t ¢
Mepenato v
MpuHATO ~

Mpadhmk LAN Tx/Rx noka3sbiBaeT CKOPOCTb NpremMa/nepegayun tpadgurka vyepes Ethernet-untepcpeiic yctpolictea
3a nocnegHvie 3 MUHyTbI. Fpachrk aBTomMaTnyeckn 06HOBNSAETCA Kaxable 6 CEeKyHA.

Mpadmk WLANO Tx/Rx nokasbiBaeT CKOPOCTb Npuema/nepegaun Tpadguka yepes Radio-
nHTepdeic ycTpoiictea 3a nocnegHve 3 MUHyThl. [pachmk aBToMaTnyeckn 06HOBASETCA KaxXable 6 CeKyHA,

OnucaHune Tabnuupl «lepedaHo»:

* MlHmepdpelic — nmsa nHTepdelica;

* Bcezao nakemos — KO/IMYEeCTBO YCNELLIHO OTNpPaB/IeHHbIX NaKeTOB.;
* Bceeo 6alim — KO/IMYeCTBO YCNELIHO OTNpaBeHHbIX 6aiiT;
+ Om6poweHO nakemos — KONM4YecTBO NakeToB, OTOPOLLIEHHbIX NPU OTTNPABKE;

* OWUubKU — KONNYEeCTBO OLLUNOOK.

[NepepaHo ~
Wurepdesic Bcero naketoe Bcero ba#t
LAN 4458 2155270
WLANO 7686 1051779

OrbpoweHo nakeToe Ownbim
0 0
28 1
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

OnucaHue Tabnuupl «[MPUHAMO»:

* MiHmepdgpelic — nmsa nHTepdeinca,

* Bcez2o nakemos — KO/M4eCcTBO YCNEeLHO NPUHATBLIX NaKeToB.;

* Bcezo 6alim — KOIM4eCcTBO YCMeLHO NPUHATLIX 6aliT;

* Om6powWeHO nakemos — KO/IMYeCTBO NakeToB, OTOPOLLEHHbLIX NPY NOSTyYEHUY;
* OwWubKu — KO/IMYECTBO OLLMOOK.

MpuHATO ~
WnHTepdeic Bcero naketor Bcero baiT OrbpoweHo nakeToB Owndkm
LAN 18872 3688618 0 106
WLANO 100 10213 0 9856

6.7.4 TogmeHto «CkaHmpoBaHue adnpar

B noameHto «CkaHupoBaHue achupa» OCyLLECTBSETCA CKaHMPOBaHMEe OKpYXatoLLero paanoadupa un
O6Hapy)XeHune cocefHNX yCTPONCTB.

ErICTpan HACTpoiKa MOHMTOPMHD Radio AP CETEEEIE HACTPOMKN Cucrema WHCTPYMEHTRI u - {BBIXOA)

Becnposoanali Kanan MocnegHee ckakuposatne Swno 10.07.2025 10:20:37

MesKCekTOpHaA CHHXPOHUSALMA 5Ty
CTatueThka no Tpadmky Onanason Pexum 551D Pextum GesonacHOCTH MAC-anpec Kawuan [ npuHa RS551, nBm

CraHupoBaHue 3thupa » 5y AP OWE 40/20 -57
CnekTpoaHannaarop Sy AP Open 36/30 -67
. - P 5y AP WPA_1TXMPAZ_1X 3680 -68

Hypran coGbmit
5y AP Open 40/20 71

CeTesan WHOpMaLMa
51Ty 2P QOpen 40,20 71

HMudopmauma o
PagHOMHTEpDERCAX Sy AP Open 40/20 -T1

Muhopmaums of yorpoicTee 3Ty AR WPAZ 3JE40L -T2

[ns 3anycka npoLiecca CKaHMPOBaHMsA aghupa HaXMMTE Ha KHOMKY «CKaHMpoBaTb». [oc/e 3aBepLueHnst
npoLecca Ha CTpaHuLie NOSIBUTCS CMMCOK 06HAPYXEHHbIX B paavoadmpe YCTPONCTB 1 MHGIOPMALUS O HUX:

* [locnedHee ckaHUpoBaHue bbli/10... — Aata U BPeMs NOCNeAHEr0 CKaHMPOBaHWS;

+ [uanas3oH — yKkasblBaeTcs AnanasoH 5 M, B KOTOPOM 6b110 06HAPY>XEHO YCTPOICTBO;

+ Pexxum — pexum paboTbl pagnonHtepdelica ycTpoicTBa;

+ SSID — SSID o6Hapy>XeHHOro yCTPOWNCTBa;

+ Pexum 6e3onacHocmu — pexunm 6e30nacHOCT 06HapPY>XEHHOTO YCTPOICTBA;

+ MAC-adpec — MAC-agpec 06HapyXeHHOro yCTpomnCTBa,;

* Kanasi/lLupuHa — pagnokaHasl, Ha KOTOpPOM paboTaeT 06Hapy>XeHHOe YCTPOICTBO;

* RSSI — ypoBEHb, C KOTOPbIM YCTPOWCTBO NPUHMMAET CUTHa/T 0GHAPY)XXEHHOro YCTPONCTBa, ABM.

€@ Bo Bpems ocylecTBAEHUS CKaHMPOBaHUS achupa paavouHTepdelic ycTpoiicTa 6yAeT OTK/IOUEH, UTO
NpVBEAET K HEBO3MOXHOCTMN Nepeaayn AaHHbIX KIMEHTCKMM YCTPOCTBAM BO BPEMS CKAHPOBAHUSI.
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

6.7.5 TMogmeHto «CrnekTpoaHaM3aTop»
B nogmeHto «CneKkTpoaHann3aTop» OCYLLECTB/ISETCA 3anyCcK 1 MOHUTOPUHT paboTbl CekTpoaHasm3aropa.

Ha ycTporictBax WOP-3ax-LR5 ecTb BO3MOXHOCTb 3anycka crnekrpoaHasiMsaropa Ha paavonHtepdeiice Radio
5ITu,.

3anyck cnekrpoaHasmsaropa Ha nounHTepdelice

€ npwu 3anycke cnekTpoaHanusaropa paguonHTepdelic 6ygeT nepeseeH B PEXUM CKaHUPOBAHWS, YTO
npvBeaeT K npepbiBaHuio Bcex Wi-Fi coeanHeHnin Ha 4aHHOM paguounHTepgeince.

BricTpan HacTpoika MoHUTOPUHT Radio AP CeTeBble HacTPOoRKM Cucrema MHCTpyMeHTE! - (BbIXoq)

BecnpoBoaHoi kaHan % CraHupoBaTh CraHvpoeaHue zaiimet He Gonee 67 ¢

MexcekTopHas CHMHXPOHWIAUNA
MocnepHes ckannposanye Geino 05.05.2025 11:35:18

CTatmcTika no Tpadumry

CKaHupoBaHKe stupa 85
Kanan: 44
CnekTpoaxanusatop > 75 cﬁmﬂmi 52%?36”‘52“

Hypran cobemmi 70
CeTeBas MHGOpMaLna

Wrihopmauma o
paguouHTEphenrcax

Huopmayus of yerponcTee

¥Tunusayms kanana, %

Il l”.lli. ; | ‘.‘.’.M[I.[.1|‘|.‘I...\_|||‘|.I|[||u .

5200 5300 5400 5500 5600 5700 5800 5900
Yacrota, My

15
mH
5‘
o !l

[na 3anycka paboTbl cnekTpoaHasim3aTopa HaXXMUTe Ha KHOMKY «CkaHupoBaTtb». B MHpopmaLMOHHOM OKHe,
pacnonoXeHHOM crpasa OT KHOMKKW, OTobpaxaeTca BpeMs B CEKyHAaX, NpoLLejllee ¢ Hadyasa 3anycka
CKaHupoBaHus. Bpems paboTbl cnekTpoaHanm3aTtopa Ha Radio 5 Ty, 3aHMmaeT He 6onee 1.5 MUHYTbI.

* [llocniedHee ckaHuposaHue 6b1/10... — fata U BPeMs Moc/eHero CKaHMpoBaHus;

* Ymusu3ayusi kaHazsia — HhopMauns 0 3arpy>eHHOCTU paZuokaHasa, BbipaXKeHHas B nNpoueHTax;
+ Yacmoma — yacTtoTta kaHasia B MI'L, Ha KOTOPOM NPOn3BOAUIOCH CKaHNPOBaHWE;

+ KaHa/1 — HOMep KaHasa, COOTBETCTBYIOLLMIA JaHHOI YacToTe.

© CnektpoaHanusaTop NpPoU3BOANT aHa/N3 BCEX KaHAIOB Avanas3oHa BHe 3aBUCMMOCTY OT HACTPOeK Ha
paanovHTepdelice.
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

6.7.6 MoameHo «KypHasn cobbIThii»

B noameHo «XXypHas coBbITUIA» MOXHO MPOCMOTPETb CMCOK MHC(DOPMALMOHHbLIX COOBLLEHUNI B peaslbHOM
BPEMEHMU, COAEPXKALLMNIA CNEAYHOLLYI0 MHCDOPMALMIO:

BuicTpan HacTpoika MoHuTopuHr Radio AP CeTeskie HACTPOHKM Cucrema WHetpymeHTsl - (BbiX00)
BecnposanHoi kaHan & ObHoeuTE & Ounctus
MeskcerTopHas CHHXPOHW3aLMA
Nata u Bpema Tun Mpouecc CoobuleHue
CTaTHeTHEa No TpadMEy
Oct 6 06:38:36 user.info monitord spectrum analyzer on interface ‘wlan0' finished
CraHupoBaHHe 3hupa
Oct 6 06:38:32 user.info meonitord start spectrum analyzer on interface ‘wlan(®
CneKTpoaHannaarop
Oct 6 06:28:51 authpriv.info weblogin[2041] pam_unix(weblogin:session): session opened for user admin
JKypHan coBemi >
Oct 6 06:28:44 auth.wam weblogin[2034] pam_authenticate call failed: User not known to the underlying authentication module (10)
CeTesas MHDOPMaUWA
Oct 6 06:28:42 authpriv.notice weblogin[2034] pam_unix(weblogin:auth): authentication failure
WHdopmauma o
pagmMouHTEpheRcax Oct 6 06:28:42 authpriv.notice weblogin[2034] pam_unix{weblogin:auth): check pass; user unknown
Whtbopualws 06 yerpoiicTae Oct 6 06:28:38 auth.warn weblogin[2031] pam_authenticate call failed: User not known to the underlying authentication module (10)
Oct 6 06:28:35 authpriv notice weblogin[2031] pam_unix(weblogin-auth): authentication failure

+ [ama u spemsi — Bpems, Korga cobbiTue 6b110 CreHepMpoBaHo;
+ Tun — KaTeropusi 1 ypoBeHb BaXKHOCTN COObLITUS;

+ [poyecc — nms npougecca, CreHepMpoBaBLIEero CoobLeHne;

+ CoobuwjeHue — onucaHne coobITus.

Ta6nuua 5 — OnucaHne KaTeropuii BAXHOCTU COBbITUI

YpoBeHb Tun BaXXHOCTU OnucaHue
CoO00LeHnN
0 UpesBblyaliHble B cructeme npousoLunia KpUtuyeckasn owmbka, cuctema MoxeT paboTtarb
(emergency) HenpaBu/IbHO
1 CurHanbl TpeBoru (alert)  HeoGxoaymo HeMea/ieHHOe BMeLaTesibCTBO B CUCTEMY
2 Kputnueckue (critical) B cucteme npousoLuna Kputnyeckas owmnoka
3 Own6ouHble (error) B cucteme npomsoLuna ownbka
4 MpenynpexaeHuns MpenynpexaeHne, HeaBapuiiHoe coobLleHne
(warning)
5 YBegomneHus (notice) YBenomeHne cuctembl, HeaBapuiiHoe coobLueHne
6 VHthopmaLoHHble VH(hopmaLMoHHble CO0BLLEHNSA CUCTEMDI

(informational)

7 OTtnagouHble (debug) OTnafoyHble COOGLLEHNS NPEfOCTaBNSAIT N0Ib30BaTeN0 NHhopMaLMIO A1S
KOPPEKTHOW HAaCTPOWKN CUCTEMBI

[Nsi NoNTyYeHUst HOBbIX COOBLLEHNUIA B XXypHasle COBbITUI HEOBXOANMO HAXaTb HA KHOMKY «O6HOBUTL».
Mpu HeO6XOAMMOCTU BCE CTapble COOBLLEHUS 3 XypHaIa MOXHO YAA/IUTb, HAXaB Ha KHOMKY «OUNCTUTb.
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6.7.7

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

MoameHto «CeTeBas MHGopMaLms»

B noameHio «CeTeBasi UHpOpMaLUA» OCYLLECTBSIETCS NPOCMOTP OCHOBHbIX CETEBbLIX HACTPOEK YCTPOWCTBA.

BricTpan HacTpoika MoHATOPMHT Radio AP CeTeBble HACTPOHKM Cucrema WMHCTpyMEHTE] ru (eeDxon)
BecnposoaHoit kaHan Craryc WAN
MesKCerTOpHaR CHHXPOHM3aLMA Wktepgpedic  brd
MpoTokon DHCP
CramncTika no Tpadmey
IP-agpec
CraHuposaHue supa . =
MpunATo 4.9 Maiit (5 178 169 Baiit)
CnexTpoananusatop Mepenaqo 2.2 MoaiiT (2 313 173 Baift)
HypHan cobermai Ethernet
CeTeBan MHopMaLpA > CocToAHWe nopra Up
Wudboprauwma o CropocTs 1000
panuonHTepdelicax [ynnekc Full
Wudpopmaups of yetpoiicTee ARP ~
Ne IP-appec MAC-agpec
0
1
2
MapLipyTel ~
Ne Wutepdeic Hazna4enne Loz Macka Pnarm
0 br0 0.0.0.0 0.0.0.0 uG
1 br0 0.0.0.0 u
Craryc WAN:

Vumepgbelic — nms bridge-nHtepdeiica;

lpomokos1 — NPOTOKOA, UCNoNb3yeMblii Ana goctyna k cetn WAN,;
IP-adpec — IP-agpec ycTpoicTBa BO BHELLHEl ceTy,

lpuHsiMo — KonnM4ecTBo NPUHATLIX HA WAN 6aliT;

lNepedaHo — konuyecTBO nepegaHHbIx ¢ WAN 6aiT.

Ethernet:

CocmosiHue nopma — cocTtosiHne Ethernet-nopra;
CKopocmb — CKOpPOCTb NoAk/toveHns no nopty Ethernet;

* [ynnekc — pexum nepegaymn AaHHbIX:

SEP:

* Full — nonHbIin gynnekxc;
* Half — nonyagynnekc.

SFP-module Status — otob6paxaeT Hanuume/otcytcTeue SFP-moayns;
CocmosiHue nopma — COCTOsiHMe paboTbl ONTUYECKOro MHTepdeiica;
Tx Fault — nHAMKauUst HENCNPaBHOCTY NEPeaaTHUKa;

LOS — notepsa curHana;

CKopocmb — CKOPOCTb Nepefayn AaHHbIX;

Temnepamypa — Tekyw,as Temneparypa SFP-moayns;

HanpsxeHue — HanpshkeHne nutanua SFP-moayns;

Tok — TOK cmelleHuna nasepa SFP-moayns;

MowHocmb u3/ly4eHuUsi — MOLLHOCTb Ha BbIX0O4e nepeaaTymka;
MowHocmb Ha npueme — MOLLHOCTb Ha BX04e NpUeMHMKa.
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ARP:

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

B ARP-Tabnuue cogepxumTcsa nHopmaums o cootseTcTeun IP- n MAC-agpecoB cocefiHUX CeTeBbIX YCTPOWCTB:

IP-adpec — IP-agpec ycTpoincTBa;
MAC-adpec — MAC-agpec ycTpoiicTBa.

MapLipyTbl:

Mumepgbelic — nvs bridge-nHtepdelica;

HasHaueHue — IP-aipec xocTa uim NoAceT Ha3HaYeHWs, 10 KOTOPbIX YCTAHOB/IEH MapLUpYT;
L3 — IP-agpec Wwno3a, Yyepes KOTopbIii OCYLLIECTBASETCA BbIXOA HA agpecara;

Macka — macka nogaceTty;

®1azu — onpefeneHHbIe XapaKTePUCTUKN AaHHOTO MapLupyTa.

CyLLEeCTBYIOT ClieaytolLMe 3HaueHns goaros:

U — yKkasbIBaeT, UTO MapLUpyT CO34aH W AB/ISAETCA NMPOXOAMMbIM.

H — yka3biBaeT Ha MapLupyT K onpeaeneHHOM y3iy.

G — ykasbIBaeT, YTO MapLIpyT Nposieraet Yepes BHELWHWI W3, CeTeBoW MHTepdelic cucTembl
npefocTaBnseT MapLUpyTbl B CETU C NPAMbIM NOAK/IIOYEHEM. Bce npoyvie MapLupyTbl NPOXOAAT vyepes
BHeLUHWe wto3bl. dnarom G oTMeyvaroTCs BCe MapLUpyThbl, KOOME MapLIpyTOB B CETU C NPAMbIM
NOAK/OYEHNEM;

R — ykasbIBaeT, UTO MapLUpyT, CKopee BCero, Obl1 co34aH AMHAMUYECKUM MPOTOKO/IOM MapLUpyTu3auum,
paboTaloLyM Ha NIOKasTbHO cucTeme, NocpeAcTBOM napameTpa reinstate;

D — ykasblBaeT, UTO MapLUpyT Obls1 06aBNeEH B pe3ysibTare noyvyeHnss Coo6LLeHNs nepeHanpasieHns
ICMP (ICMP Redirect Message). Korga cuctema y3HaeT o mapLupyTe u3 coobuieHusi ICMP Redirect,
MapLUpPyT BK/OYaETCs B Tab/vLy MapLupyTusauum, YTobbl MCKNIOYNTL NepeHanpasneHme ans
nocneayoLmx nakeTos, NpeAHa3HavYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, UTO MapLUpyT NOABEPrCcs U3MEHEHWIO, BEPOSITHO, B pe3ysibTare paboTbl AMHAMUYEeCKOro
NPOTOKO/1a MapLUpyTU3auun Ha NTIOKaUTbHOM cucTeMe 1 NpuMeHeHus napameTpa mod.

A — yKka3blBaeT Ha 6ydepu3oBaHHbIli MapLUpPYyT, KOTOPOMY COOTBETCTBYET 3anuch B Tabnuue ARP.

C — yKasbIBaeT, UTO UCTOYHMKOM MapLupyTa fBnseTcsa 6ydep mapLupyTusauum aapa.

L — ykasbIBaeT, YTO NyHKTOM Ha3HauyeHuss MapLupyTa SB/IseTcs O4MH U3 agpecoB AaHHOIO KOMMboTepa.
Takne «/10Ka/lbHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydhepe mapLipyTm3aumm.

B — ykasbIBaeT, YTO KOHEYHbIM NMYHKTOM MapLupyTa SABNSEeTCA LWMPOKOoBeLaTeNbHbll agpec. Takue
«LUMpOKOBeLLaTesibHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Oydepe mapLupyTmsaumm.

| — yKasbIBa€eT, UTO MapLLpYT CBA3aH C KosbleBbiM (loopback) nHTepdeiicom ¢ Lenbio NHOW, Hexenu
obpaLleHmne K KonbLeBol ceTh. Takne «BHyTPEHHNE MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydepe
MapLupyTm3aumm.

I — ykasbIBaeT, UTO AeTarpammbl, HaNpaBnsemMble N0 3TOMy agpecy, 6yayT oTBepraTbcs CUCTEMOIA.
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

6.7.8 TMoameHto «VHhopmaLmsa o paguonHTepdeince»

B nogmeHto «MHchopmauusn o paguounHTepdeiice» 0TOOpaxKeHo TekyLlee COCTOAHME
pagnovHTepdelica ycTpoicTsa.

BricTpan HacTpodka MoHuTopnHT Radio AP CeTesble HAaCTPOHM Cucrema WreTpymenTsl -

BecnposodHoi kasan Radio 5Ty YTUNu3ayns kauana
MesxCeKTOpHAR CHHXPOHMEALNA Cratyc Brnioyero . _
B 3arpyara pannca-Tepdedcs Ha nepsazy: 0%
CTaTHCTHEE N0 TPADUKY MAC-aapec B 3arpyara panicanTERbedca Ha nprem: 0%
Pewum  IEEE 802.11ax 1 0 c%) B Coxavanusan urepdepesiye: 1%
Ckanuposaue stpupa Wnrepeheparuus ot we Wi-Fi yorpolicrs: 0%
Kawan 36 (5150 M) e v
Caooamo: 00%
Cnextpoananusatop \upwHa kanana, My, 20
Aypran coBummi VCMNEHHE aHTEHHBI, ABK 0 Pacnpeaenexue yposHs WymMa
- 5 %
CeTesan MHopMauna Moepu & xaGene, 45 0 100

MOoWHOCT CHIHaNa 27 20
MHbopmaymna o AEM

pagnouHTepdencax > SUHM, 2Em 27 &
WHbopmaums ob ycTpolicTee Yposerb wyma, aBm  -93/-93

MpOYEHT NOBPEsgEHHENX
naxeTos

o — e
2 @ 8 82 &0 75 0 685 80 55 -1

PaanounHTepdeiic ycTpoicTBa MOXET HaXOAUTLCS B [1BYX COCTOSIHUAX: «BKntoueHo» nnm «BbikoueHo». B
3aBUCUMOCTU OT cTaTyca nHTepdeiica ans MOHUTOPUHIA AOCTyNHA cneayoLlas nHhopMaums:

«BbIKNHOYEHO»:

+ Cmamyc — coCcTosiHue pagnonHTepdeiica;
* MAC-adpec — MAC-agpec pagnovHTepdelica.

«Bk/1HO4YEeHO»:

+ Cmamyc — COCTOsIHue paguovHTepdeiica;

* MAC-adpec — MAC-agpec pagnonHtepdeiica;

* Pexxum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11;

« Cmamyc rnook/iro4eHuUs1 — cocTosiHMe noaknodeHunst knveHta (STA) k Touke goctyna (AP). JocTynHo
TONBbKO [/15 pexumma ycTporicTea «KnneHT»,

+ Kanas1 — Homep 6ecnpoBOAHOIO KaHana, Ha KOTOpoM paboTaeT paanonHTepdeiic;

* WupuHa kaHana, MMy — wrpuHa Nonockl 4acToT KaHausia, Ha KOTopoM paboTaeT paguonHTepdeiic;

* YcusneHue aHmeHHbI, 0bu — KO3MULUMEHT YyCUIEHNSA BbIOPAHHOI aHTEHHDI,

* MMomepu 8 kabesie, 0b — 3afaHHan Be/iMyMHa NoTepb B Kabere;

* MowHocmb cu2Hasa, 0bM — MOLLHOCTb CUrHas1a, Ha KOTOpPOW paboTaeT paanonHTepdelic;

* SNUM, 0bm — adphdpeKTMBHAsA N30TPOMHO-U3NyYaemMasi MOLLHOCTb;

* YposeHb wyma, 0bM — ypoBEHb LUyMa KaHasa, Ha KOTOpoMm paboTaeT pagnonHTepdeiic;

+ [MpoyeHm rnospexoeHHbIX nakemos, % — [0NSA NaKeToB, KOTOPbIe 6bl/IM NPUHATBI, HO COAEPXaN OLINOKN
1 6bl/I OTOPOLLIEHBI.

41



PykoBoacTtso no akcnayatauum WOP-3ax-LR5

OnucaHve gnarpaMmsbl "YTuansaums kaHana':

[Onarpamma "YTunmsauum kaHana" npefocTaBnsieT HarfisAHoe nNpeacTaBieHne NHopMaLMmn 0 3arpy>XXeHHOCTY
pagnokaHana, BblpaxkeHHOl B npoueHTax. Obwas yTunmsauusi KaHana (3HauyeHne B LEHTPE Auarpammbl)
paccunTbIBAETCS Kak CyMMa CriefytoLmx KOMNOHEHTOB:

3azpy3ka paduouHmepgpelica Ha rnepedaqy — NPOLEHT BPEMEHW, B TEYEHNE KOTOPOro YCTPONCTBO
aKTMBHO NepejaeT AaHHble Yepes3 pagnonHTepdelic;

3azpy3ka paduouHmepgpelica Ha rnpuemM — NPOLEHT BPEMEHU, B TEYEHME KOTOPOro YCTPOMCTBO 3aHSATO
NPMEeMOM AaHHbIX Ha paanouHTepdeiice;

CokaHa/lbHasi uHmepghepeHyusi — NPOLLEHT BPEMEHMU, B TeUYEHNe KOTOPOro KaHas 3aHAT 13-3a paboTsl
Apyrux Wi-Fi ycTpOIACTB, MCNOMb3YOLWUX TOT Xe UK NepekpbIBalOLWNACA KaHaul, HO He SBNSHOLLMXCS
LeneBbIM NoslyyaTesieM CurHana ot faHHOro yCTponCTBa;

MHmepgbeperyus om He Wi-Fi ycmpolicmas — NPOUEHT BPEMEHW, B TEYEHME KOTOPOro KaHas 3aHAT n3-3a
CUIHas10B, reHepupyeMbIX YCTPOCTBaMu, He COOTBETCTBYOLWMMN cTaHgapTy 802.11;

CB0600HO — NPOLIEHT BPEMEHMU, B TEYEHNE KOTOPOro KaHasl CBOGOAEH.

OnucaHue rpadvka "PacnpegenexHve ypoBHs Lyma':

Mpadmk "PacnpepeneHvie ypoBHs WymMa" NoKasbIBaeT CTAaTUCTUYECKYH 3allyM/IEHHOCTb 3¢hupa, NokasbiBasi,
Kakas [0N1s BpeMEHU NPUXOANUTCS Ha Kaxablii ypoBEeHb (DOHOBOTO Lyma (aBMm).

JaHHble Ha cTpaHuue aBToOMaTU4YeCKu ob6HoBNsIETCA KaXgble 5 CeKyH/A.

6.7.9

MogmeHio «MHpopmaumsa 06 ycTpoincTee»

B nogmeHto «MHchopMauma 06 ycTpoiicTBe» 0TOOPaXKeHbl OCHOBHbIE XapaKTepPUCTUKM YCTPOICTBA.

Y ” - LTe X @ TecToBslii pessim

BricTpan HacTpoika MoHUTOpHHT Radio AP CeTeBtle HaCTPOHKMA Cuctema MHCTpYMEHTRI - (Bo0m)

BecnposogHoii kaHan Manenue
Mes AnnapatHan BepcuA v2
MeskCexTopHARA CHHXPOHU3ALMA
3aeoacroil MAC-agpec EC:B1:E0:2D:9B.00
CramvcTika no Tpadmiky
CepuiHei Homep WP58000152
CraHupoeaHue achmpa Bepova M0
CnexTpoasanizatop Peaepsran sepeua M0
ypHan coBermii Bepcua arpyaduka
CwcremHoe Bpema 06.10.2025 05:39:50
Cetesan wHbopmauma
Bpems pabotsl 0 gs, 00:21:15
Whdpopmaumna o 3 Iy T
pagnouHTepdericax arpyaxa L| z%

VichopmaLys o6 ycTpolicTae > Wenonsayeman namate 41% 98 Moait f 237 Mbaitt

& OBHoBMTS

Vi30enue — HavMMmeHoBaHVe MOAE/N YCTPOCTBa,;

AnnapamHasi sepcusi — Bepcus annaparHoro obecneyeHns yCTponcTea;

3asodckol MAC-adpec — MAC-agpec WAN-nHTepdoeica yCcTponcTea, yCTaHOB/IEHHbIV 3aBOAOM-
N3roToBUTENEM;

CepuliHbIl HOMep — CepUiiHbIN HOMepP YCTPOMCTBA, yCTaHOB/IEHHbIN 3aBO4OM-U3rOTOBUTENEM,;
Bepcus MO — Bepcusi NporpaMMHOro obecneyeHmns yCTpomncTea,;

PesepsHas sepcus 10 — npeabiayllas yctaHoB/eHHasa sepcud M0O;

Bepcus 3aepy34uka — Bepcus NporpaMMHOro obecnevyeHns 3arpy3ymka ycTponcTaa,
CucmemMHoe BpeMsi — Tekyllme BpeMs 1 [aTta, yCTaHOB/IEHHbIE B CUCTEME;

Bpems pabomsl — Bpems paboTbl C MOMEHTa Noc/ef4HEero BKAKYEHNS v nepesarpy3kn yCTponiCTBa;
3azpy3ka LIy — cpefHuin NpoLeHT 3arpy3ku npoueccopa 3a nocnegHue 5 cekyHa,
Vicrionb3yemasi namsimb — NPOLEHT UCNO/b30BaHMA (OU3NYECKON NaMAT! YCTPONCTBA.
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6.8 MeHo «Radio»

PykoBoacTBo no akcnayatauum WOP-3ax-LR5

B meHio «Radio» npon3BoanTca HacTpoiika 6ecnpoBofHOro nHTepdeiica.

6.8.1 MogmeHto «Radio»

B nogmeHto «Radio» ocylllecTBNSIOTCS HACTPOIAKM OCHOBHbIX NapaMeTpoB paanonHTepdieiica ycTpoiicTea.

BEICTPaRA HACTPOKEa MoHUTOpKHT

Radio >

QoS

HdononHuTentHo

Radio AP CeTeEbie HACTPOHEH Cucrema

Ofuwme
PestM yCTpOICTES
Pexm 302,11
AsTOMaTISECKW Brifiop Kanana

OrpanwmsnTs CRUCOK Kawanos

Wmpwea kanana, MMy

OCHOBHOH KaHan

DUKCMPOBAHHER LIEHTANEHAR YaCcTOTa

DUECHPOBAHHAA KaHANBHAR CKOPOCTE NEPEna-M

MaKCHMANBHAR KaHaNbHAA CKOPOCTh NEPEAEHH

ASTOONPEDEneHIe PACCTORHIA
YNpaBneHHe MOLUHOCTLIY CHTHANS

MoupocTs ciriana, a6m

ABTOMATHUECKDE YTIDAENEHNE MOLUHOCTHH0

Lenesoe sHavyermne RSSI, a6m

TR @HTEHHB

KooathtbMUMERT YCUNEHMA 3HTEHHLI, 15K

Motepw B kabene, a6

TDD
BrriguuTe
Onwxa kagpa, Mc
CoorHowenue Downlink/Uplink
CHHXPOHU3ALMA
BrnicanTs
L ONOMHKTENRHO v
+ MpUMEHNTL

WHCTDYMEHTH

Touka poctyna PMP w

|IEEE 802.11ax w

40 v

Upper v

Auto A4

Auto v

2 v

50

CexTopran RFE 5000/90/16 v

16

[}

10 h

PMKCHDOBEHHDE -
——————————

20730

Ne MAC-agpec

1 90-54BT x

2 CC:aDA2: ®

% OTmeHa

-

BbIX0A)

O6ume HaCTPOIKK:

* Pexxum ycmpolicmsa — pexum paboTbl pagnovnHTepdelica ycTpolicTea
+ Touyka docmyrna PTP — TouKa-TouKa;
+ Touyka docmyrna PMP — TOUKa-MHOIOTOUKa,;
* KnueHm — 6ecnpoBofHo KNneHT (STA).

* Pexxum 802.17 — pexxum paboTbl MHTepdieica cornacHo ctaHaapTam:

« |[EEE 802.11ax;
+ |[EEE 802.11a/n/ac;

» |[EEE 802.11a/n/ac/ax.

. JocTynHblI:
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Asmomamuuyeckull 8b160p KaHas1a — Npn yCTaHOBNEHHOM dh/iare yCTPOMCTBO OyeT aBToMaTnyecku
BblOMpaTh HaMMeHee 3arpy)XeHHbIin paanokaHan gnsa paboTtbl pagmonHTepdeiica. Mpu cHaTom dnare
OTKpbIBaAETCA AOCTYN A1 YCTAHOBKM CTAaTUYECKOro paboyero kaHana;
KaHnas — BbIGOp KaHana nepegayn faHHbIX;
O2paHu4ums CrUCOK KaHa/108 — NpU yCTaHOB/IEHHOM ¢oiare yCTpOMCTBO ByAeT NCNONb30BaThb
OrpaHnYeHHbI Nob3oBaTeIeM CNUCOK KaHa/10B A1 paboTbl B aBTOMaTUYECKOM pexrmMe Bbibopa
kaHana. Ecnu donar HanpoTtne «OrpaHnYnTb CNMCOK KAHaU10B» HE YCTAHOB/IEH WX B CMIUCKE OTCYTCTBYIOT
KaHasbl, TO YCTPONCTBO ByaeT BbiGupaTtb pabounii KaHasl U3 BCcex AOCTYMHbIX KaHa10B AaHHOIo
AnanasoHa yacToT. KaHasbl gnanasoHa 5 My 32-193;
Pa3peweHHsbIl CrucoK kaHa/s108 — HaCTpOliKa AOCTyNHa B peXxume ycTpoinctea «KnmeHT». Mpu
yCTaHOBNEHHOM chriare yCTPOMCTBO ByAET MCMONb30BaTb OrpaHNYEHHbIV NONb30BaTENEM CMINCOK
KaHa0B /19 CKaHMPOBaHWA 1 06HapPYXXeHUsA BCTPEUHbIX YCTPONCTB. Ecnv donar HanpoTtus
«Pa3peLUeHHbIli CNMCOK KaHaU10B» He YCTAHOB/IEH UMW B CNINCKE OTCYTCTBYIOT KaHaslbl, TO YCTPONCTBO
OyeT ckaHMpoBaTb BCe AOCTYMNHbIE KaHas1bl AAaHHOIO AnanasoHa YacToT. KaHauibl gnanasoHa 5 My 32—
193;
UlupuHa kaHana, MMy — WwvpnHa Nosiockl YacToT KaHaa, Ha KOTOPOM paboTaeTt YyCTPONCTBO, NPUHUMAaET
3HaveHnsa 5, 10, 20, 40, 80 1 160 My,
OCHOBHOUI KaHa/1 — napaMeTp MOXET ObITb U3MEHEH TOJIbKO NPW NPOMYCKHON CNOCOBHOCTY CTaTUYEeCKM
3aflaHHOro kaHana, pasHoii 40 MI'y,. KaHan 40 MI'y, MOXHO cuMTaTb COCTOSLLMM U3 ABYX KaHanos no 20
MT U, KOTOpbIe rpaHnyaT B YaCcTOTHOW o6nactu. 3Tu ABa kaHana 20 MI'y, Ha3biBatoT NEePBUYHBIM U
BTOPUYHbLIM KaHaamu:

+ Upper — nepBU4YHbIM KaHas1oM ByaeT BepxHuiA kaHan 20 MIMy, B nonoce 40 MIy;

+ Lower — nepBUYHbIM KaHa/10M ByaeT HKHUI kaHan 20 MI'y, B nonoce 40 MIy,
duKcupoBaHHasi YeHmpasibHasi Yacmoma — npu akTueauum cpnara Becb Tpagvk (NakeTbl AaHHbIX 1
ynpasneHus) 6yaeT nepefaBaTbCsA HA YKa3aHHOW LEHTPpasIbHOM YacToTe KaHasa ¢ 3aaHHOW LMPUHOWA
nonocsl (40/80/160 MI'L). DYHKLMS SABNSIETCA NPONPUETAPHOIA, Nepegada BeAeTcs He Mo cTaHaapTam
IEEE 802.11, rae npegnonaraeTcs UCMNonb30BaHVe pasHbIX LEeHTPasIbHbIX 4acToT A1A Tpadouka AaHHbIX 1
ynpasneHus npu wupuHe kaHana 40/80/160 My,
PuKcupoBaHHasi KaHaslbHasi CKOpocmb repedadu — (PUKCUPOBaHHas CKOPOCTb 6ecnpoBOAHON Nepesayn
[AaHHbIX, onpegensemMas cneundukaumamm ctaHgaptos IEEE 802.11a/n/ac/ax;
MakcumasibHasi KaHa/lbHasi CKopocmb fepedaqyu — MaKCcMasibHas CKOpoCTb 6eCnpoBOAHOM Nepegayun
[AaHHbIX aHHOro YCTPOWCTBa, onpeaensemas cneundukaunamm ctaHgapToB IEEE 802.11a/n/ac/ax;
MakcumasibHasi KaHa/lbHasi CKopocmb fpuemMa — MakCuMa/ibHas CKOpPOCTb 6eCcnpoBOAHON Nepesayn
[aHHbIX BCTPEYHOrO YCTPOWCTBA, onpegensemas cneymdmkaumsamm ctaHgaptos IEEE 802.11a/n/ac/ax.
[lOCTYMHO TONBKO B pexummax ycTporicTea «Touka goctyna PTP» n «KnneHT»,
AsmoorpedesieHue paccmosiHusi — Npu YCTaHOBIEHHOM piare yCTPOWCTBO ByaeT aBToMaTn4ecku
onpenenaTb U HacTpavBaTb PacCTOsHUE MeXy YCTponcTeamu;
PaccmosiHue, KM — paccTosiHMe Mexay YyCTpoicTBaMu B KUIoMeTpax. ViaMeHeHne 3HavyeHus
paccTosHMA N3MEeHUT 3HaYeHne Taim-ayta ACK. PaccTtosHne criefyeT OKpyrisiTb B 60/1bLUYHO CTOPOHY.
Hanpumep, ecniv paccTosiHie mMexay ycTporictBamu 3,2 KM, TO He06X04MMO yKasaTb 4 KM;

LWvpuHa kaHasia 5 1 10 MI'y, gocTynHel ToNbKO B pexumve IEEE 802.11a/n/ac.

MapameTpbl «KaHan», «lLUnpuHa kaHana», «OCHOBHOI KaHa» AOCTYMNHbI TO/IbKO B peXunMe yCTponcTBa
«Touka goctyna PTP» nnn «Touka goctyna PMP».
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© B cnyuae, ecnun B cncke «OrpaHNUMTBL CMIMCOK KAHANOB» ykas3aH HeAOCTYMHbIN 4151 BbIGOPA KaHar, TO

OH OyfeT oTMeYeH cepbIM LUBETOM. [/15 TOro Ytobbl HOBasA KOHGMrypaums bblna npyMeHeHa Ha
YCTpONCTBE, B cnncke «OrpaHnynTb CNMCOK KaHaN0B» A0/MKHbI ObITb yKa3aHbl TO/IbKO AOCTYMHbIE
(BblAE€NEHHbIE CUHIM LIBETOM) KaHaslbl.
Mpumep. Ha ycTpoiicTBe eLle He NPOM3BOANIOCH HUKaKMX HACTPOEK, N0 ymonyaHuio Ha Radio 5Ty,
ycTaHoBneHa «LvpuHa kaHana» 20 My, a B cnncke «OrpaHNYnUTL CIMCOK KaHas10B» KaHaslbl He
yKasaHbl.
JonycTtm, Bpy4YHYo B CNNCOK «OrpaHNYnTL CMCOK KaHasnoB» Obliin aob6asrneHsl 36, 40, 44, 48 kaHasbl
1 nosiBUNacb HEO6XOAMMOCTb YCTaHOBUTL NapameTp «LUnpnHa kaHana», pasHbiin 40 My, Mpu
n3MeHeHun gaHHoro napameTpa ¢ 20 My Ha 40 My, npoucxoanT cregytoLuee:

« NS pefakTnpoBaHns OTKpbiBaeTcsl napameTp «OCHOBHOM KaHas», MPUHUMAatOLLMIA 3HaYeHne no

ymonuaHuto «Upper»,
* KaHasibl 36 1 44 B cnucke «OrpaHNyunTb CNMCOK KaHa/I0B» MEHSIKOT CBOM LBET C CUHETO Ha CEpBbIiA.

Ecnu nameHnTb napametp «LLnprHa kaHana» Ha 40 Ml 1 He yaanuTb cepble KaHaslbl U3 CNUCKa, TO
NPV HAXaTNW Ha KHOMKY «[prMeHNTb» B Gpay3epe NosiBUTCA OLLUMOKa «BBefeHHbIe AaHHble cofepxar
OLWNGKN. MI3BMEHEHNA HE BGbI/IN NPUMEHEHbI». COOTBETCTBEHHO, KOH(IUTYpaLMs YCTPOCTBA N3MEHEHA
He ByaeT. OTO NPOMCXOANT MO NPUYMHE TOrO, YTO KaHasbl, BblAENEHHbIE CEPbIM LIBETOM B CMUCKe
«OrpaHnynTb CIMCOK KaHa/I0B», He NOAXOAAT NoA onpeaeneHne «OCHOBHOW kaHas» = Upper.

€ NapameTp MakcMMasnbHOI KaHasIbHOM CKOPOCTY NPMEMa UCTOMb3YIOTCS 4151 YKasaHUs MakCUMaslbHOM
KaHa/IbHOW CKOPOCTM nepepaymn BCTPEYHOMY YCTPONCTBY.
Mo3ToMmy, HacTpanBasi MaKCMMasibHYH KaHaslbHY CKOPOCTb MpUema, Hanpumep, Ha knveHTe (STA),
HacTpamBaTb MakC/Ma/lbHYH CKOPOCTb Nepeaaumn Ha Touke gocTyna (AP) He HyXHO.

YnpaBnieHue MOUIHOCTbIO cUrHana:

YnpaeneHWe MOLLHOCTLI CUrHana

MowHocTe curdana, abm 27 v

ABTOMaTUUECKDE ynpaeneHue
MOLLHOCTEH

Llenesoe axauenne RSSI, nbm -50
Tun aHTEHHI Cextopran RFE 5000/90/16 v
KoadrbuLmeHT yeuneHua aHTeHHE!, Abu 16

MoTepw & kabene, Ab 1

* MowHocmb cu2Hana, 0bm — perynvpoBka MOWHOCTN curHana nepegarynka Wi-Fi;

+ ABmomamuyeckoe yripas/ieHue MOWHOCMb0 — aBToMaTuyeckas pery/ivmpoBka MOLHOCTU CUrHana
nepegaryvka Wi-Fi;

* Llenesoe 3HayeHue RSSI, 0bm — ueneBoi nokasaresib MOLHOCTU MPUHUMAaEMOro paavocurHana;

* Tun aHMeHHb! — BbIGOP TUNAa YCTaHOB/IEHHOW aHTEHHbI;

+ KoahhuyueHm ycusneHus aHmeHHbI, 0bu — K0athMUMEHT YCUIeHnsa ANns BbiI6paHHOro Tna aHTEeHHbI;

* [Momepu 8 kabesie, 0b — 3afaHHan Benn4yMHa notepb B kabese.
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TDD:

TDD — 3T0 TexHonorns 6eckonIM3MoHHOMo AOCTyna C BPEMEHHbLIM pas3aesieHMeM KaHasna, kKotopas
CUHXPOHU3UPYET Nepeaady JaHHbIX B 060X HANpPaBMeHNaX B pamMmkax BPeMEHHOTo Kaapa:

TDD
Brntounte

InwHa kagpa, mc 10 v

CootHowenne Downlink/Uplink DUKCHpOBaHHDE hd

)
50/50

* Bk/1o4umb — Npu yCTaHOBIEHHOM (hiare onums BK/IKOYEHa, MHaYe — BbIK/TOYeHa.
+ [nuHa kadpa, Mc — pantenbHocTb TDD-kagpa B MUANNCEKYHAAX, NPUHMMAET 3HaveHnsa 5, 10 mc;
+ CoomHoweHue Downlink/Uplink — cooTHoweHne BpemeHu Talim-cnota B TDD-kagpe mexay Downlink v
Uplink Tpadmnkom:
+ QukcuposBaHHoOe — 3aaHHoe BPY4HYH cooTHoweHne Downlink n Uplink;
« ABmomamuyeckoe — AnHaMnyeckoe n3MeHeHne cootHolleHms Downlink/Uplink B 3aBrcmocTn
OT TEKYLLIEN 3arpy3kn kaHana.

CuHXpOHM3aLM:

MexcekTopHasi cuHxpoHuzaumst (MCC) — aTo MexaHU3M, NO3BO/AOLLIMIA YMEHbLUNTL MHTEP(EPEHLIMIO OT
coceaHero cektopa B knactepe (40 4 CEKTOPOB C pasHOHaNPaBEHHbIMY aHTeHHaMK) Afsi 6onee
3(hheKTUBHOIO MCMONb30BaHUA pagmnocnekTpa. PyHKUMOHAT MEXCEKTOPHON CUHXPOHM3ALMN U er0 HaCTPOiKa
onucaHbl B ctatbe MexcekTopHasi cuHxpoHnsaums WOP-3ax-LRx.

€ Ycnosus ycnelwHoi pa6oTbl (hyHKLMOHANA MEXCEKTOPHOM CUHXPOHU3ALWMN:
* MpuemHukn Touek goctyna (AP) He [0/MKHbI 0GHAPYXMBaATb CUrHAsIbI KTMEHTOB (STA) apyrmx
CEKTOPOB [JaHHOTO KacTepa;
* MpuemHuKn KnneHToB (STA) He Ao/MKHbI 06HAPYXMBATb CUrHasIbl Touek AocTyna apyrux (AP)
CEKTOPOB [JaHHOTO KacTepa;
+ Hactpoiiku «lnpuHa kaHanar, «4nHa kagpa» n «CootHolueHne Downlink/Uplink» fomxHbl

ObITb OAMHAKOBbIMW [/19 BCEX YCTPOICTB.

CHHXpOoHU3aLmA

Brniouuts

1

2

90°54:87

CCHODA2

MAC-agpec

* Bk/1o4umbs — Npuv ycTaHoB/IEHHOM thnare mexaHnsm MCC BK/1HOYEH, MHaYe — BbIK/1HOYEH;
+ Tabnuya MAC-adpecos — cnncok MAC-aapecoB BCexX OCTaslbHbIX TOUEK A0CTYNa, BXOAALNX B AAaHHbI
knactep MCC. OrpaHndyenune: go 3 MAC-agpecos.

[nsi Toro YTO6bLI 106aBUTL aAPEC B CNUCOK, HAXKMUTE KHOMKY

= [NoGaeuTs
1N B NOoABUBLLEMCA NoJsie

BBeanTe MAC-aapec. YTobbl yaanuTb afpec U3 Crnmcka, HOXKMUTE KHOIMKY E] B COOTBETCTBYHLLEN
CTPOKe.
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JononHnTenbHo:

LONoMHUTENEHO v~

OBSS Coexistence
KOpoTEMIA 3ALMTHEIR WHTEPEAN
STBC
Mepuog oTnpaekk cry#efHex coobWeHnd, Mo 100
Mopoer dparmexTaLnn 2348
Mopor RTS 2347
Arperauws
Kopotkaa npeambyna
Pesmm paGote DHCP Snocping replace v
Onuwa 82 dopmart CID APMAC-53ID w
Onuwa 82 dopmat RID ClientMAC w

Topmar MAC-agpeca AABB:.CC:DD:EEFF ~

" MpUMEHHTL ®X OTmeHa

+ OBSS Coexistence — peXxum aBTOMaTU4eCKOro yMeHbLUEHNS LWNPUHBI KaHaa Npy 3arpy>XeHHOM
paanoadgupe. MNpu ycTaHOBNEHHOM hriare pexvM BK/OYEH;

+ [Moddepxkka DFS — MmexaHn3m gUHaAMUYEeCKOro Bbibopa 4acToTbl. TpebyeT oT 6ecnpoBOAHbIX YCTPOACTB
CKaHVMpoBaTb paanMoadmp 1 nsberaTb UCNOb30BaHUSA KaHas10B, COBNaZatoLLMX C KaHasilaMu, Ha KOTOPbIX
paboTaloT pagnonokaumoHHble cuctemsl B 5 ML AvanasoHe:

* BbIK/1l04EHO — MexaHu3M Bblk/toueH. DFS-kaHanbl He 4OCTynHbI 415 BbI6OPa;
* BK/IO4EHO — MEXAHU3M BK/IIOYEH;
* [MpuHyoumesibHO — MexaHn3M BblktoveH. DFS-kaHasbl 4OCTYNHbI 415 BblGopa.

* Kopomkul 3awyumHbIl uHmMepsas — NOAAEPXKKa YKOPOUEHHOro 3aLUMTHOrO UHTepBaa.

YCTpolicTBO NepeaaeT AaHHble, ncnonbaysa 400 He 3aWmnTHLIA MHTepBa (BMecTo 800 He) Npu 06LLEHNN
CO BCTPEYHbIM YCTPOMCTBaMW, KOTOPbIE TaKKe NOAAEPXNBAOT KOPOTKUIA 3aLLMTHLIN UHTEpBaT;

+ STBC — meToZ NpPOCTPaHCTBEHHO-BPEMEHHOTO 6/104HOIO KOAMPOBaHNS, HanpaB/EHHbIV Ha MNOBbILEHNE
HafeXHOCTM nepegayn AaHHbixX. MNpn ycTaHOBNEHHOM dhare yCTPpONCTBO nepefaet O4UH NOTOK AaHHbIX
yepes HeCKOMbKO aHTeHH. Ecnin dpnar He ycTaHOB/EH, YCTPONCTBO HE NepefaeT OAMH U TOT Xe NOTOK
[laHHbIX Yepe3 HECKO/IbKO aHTEHH;

* [Nepuod omnpasKu c/yxebHbix coobuwjeHul, MC — nepunopa nocbisikn Beacon-thpeiimoBs. Ppeimbl
nepeparoTcsa Ans o6HapyXXeHnst BCTPEYHOro YCTpolicTBa B achmpe, npuHumaeT 3HavyeHnsa 20—2000 mc, no
ymonyaHuio — 100 mc;

* [Mopoz chpazmeHmayuu — nopor hparmeHTaumm penma, B 6antax. NMprHMMaeT 3HavyeHusa 256—2346,
no ymonyaHuio — 2346;

* lMopoe RTS — ykasbIBaeT unC/I0 GaiiT, Yepes KOTopoe nocklnaetcs 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHME AAHHOTO 3HAYEHMS MOXET Y/yULNTb PaboTy YCTPOICTBA NpY 6OMbLLIOM
KO/IM4ecTBe NOAKMHYEHHbIX BCTPEUHbIX YCTPOMCTB, O4HAKO 3TO YMEHbLUAET 06LLYI0 MPOMYCKHYHO
cnoco6HocTb 6ecnpoBoaHoli ceTu. MpruHMMaeT 3HaveHusa 0—2347, no ymonyanuio — 2347,

+ Agpezayusi — BknroveHne nogaepxkm AMPDU/AMSDU;

+ Kopomkas npeambysia — UCNO/b30BaHNE KOPOTKON npeamby bl NakeTa;

* Pexxum paboms! DHCP Snooping — BbI6oOp NonuTmku o6padoTtkn DHCP onumn 82. [LOCTyNHbIE 3HAYEHUSA
Ansa Bblbopa:

*+ ignore — o6paboTka onuuun 82 oTK/IoYeHa. 3HaYEeHUEe NO YMO/THaHUID;

* remove — yCTPOWNCTBO yAansieT 3Ha4yeHne onuum 82;

* replace — ycTpoOIACTBO NOACTaBASET UK 3aMeHsIeT 3HadeHne onuun 82. Mpu BbIGope faHHOIo
3Ha4YeHnA ON5 pefakTpoBaHUS OTKPbIBAKOTCA creayloLve napameTpbl:
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* Onyus 82 gpopmam CID — 3ameHa 3HavyeHus napametpa CID, MOXeT npuHUMaThb 3HaYeHUS:
+ APMAC-SSID — 3ameHa 3Ha4veHus napametpa CID Ha <MAC-agpec ycTpoincTBa>-<Mms
SSID>. 3HauyeHne No yMosTHaHuto;
+ SSID — 3ameHa 3HavyeHusl napameTpa Ha umsa SSID ycTpolicTBa;
+ custom — 3ameHa 3HaveHus napametpa CID Ha 3HaueHue, yka3aHHOe B napameTtpe
«Onumsa 82 yHukanbHblli CID»;

* Onyus 82 yHukasibHbIU CID — npon3BosibHasA CTpoka A0 52 CMMBOJIOB, KOTOpas
6ynet nepefasatbcs B CID. Ecnv 3HayeHne napameTpa He 3a7aHo, YCTPOUCTBO
6ynet nsmeHATb CID Ha 3HauveHne no ymonyaHuio — APMAC-SSID;

* Onyus 82 cpopmam RID — 3ameHa 3HayeHus napametpa RID, MoXeT npuHumMaTb
crnefyroume 3HaYeHuns:

*+ ClientMAC — n3ameHsitb cogepxunmoe RID Ha MAC-agpec KIMeHTCKOro yCTpoicTBa.
3Ha4yeHue No ymosiHaHuio;

+ APMAC — n3meHstb cogepxmmoe RID Ha MAC-agpec yCcTpoiicTBa;

+ APdomain — nameHsitb cogepxunmoe RID Ha goMeH, B KOTOPOM HaxoAUTCS
YCTPOWCTBO;

* custom — n3meHaTb cogepxnmoe RID Ha 3HaueHmne, ykazaHHoe B napametpe «Onums
82 yHuKasbHbI RID;

* Onyus 82 yHukasibHbIU RID — npon3BosibHas cTpoka o 63 cMMBO/IOB, KOTopas
6yaet nepegasatbcs B RID. Ecnu 3HaueHre napameTpa He 3a[aHo, yCTPOMCTBO
6yneT nameHsTb RID Ha 3HaveHne no ymonyaHuio — ClientMAC;

+ opmam MAC-adpeca — Bbl6op pasgenuteneli oktetoB MAC-agpeca, KOTopblli nepegaeTcs
8 CID n RID:
+ AA:BB:CC:DD:EE:FF — B KayecTBe pa3fenurens BbICTynaeT 3HaK 4BOeTOUNS.
3Ha4yeHue No ymMmosiyaHuio;
* AA-BB-CC-DD-EE-FF — B KauecTBe pasfenutesia BbICTYNaeT 3HakK TUpe.

,ﬂ.ﬂﬂ BCTYMJ/ieHNAa B CcUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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6.8.2 TogmeHto «QOS»

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

B noameHto «QoS» oCylLeCTBNAETCS HACTPOIKa PyHKLMIA o6ecneveHunst kadyectsa o6enyxmBanus (Quality of

Service).

* Wi-Fi Multimedia (WMM) — BkntoueHne noaaepxkm WMM (Wi-Fi Multimedia);
* Bksiro4ums QoS — npuv ycTaHOB/IEHHOM (hniare AOCTyNHa HacCTpoika yHKLMn obecneyeHuns kavecTsa
o6cnyxusaHus (Quality of Service).

BuicTpan HacTpoiika MonuTopuHr Radio AP

QoS »
LononHuTensHo

Ouepens

Data 3 (®ox)

Data 0 (Tonoc)

Ouepens

Data 3 (®oH)

Data 0 (Tenoc)

Data 2 (Best Effort)

Data 1 (Bupeo)

Data 1 (Buaeo)

CeTeBble HaCTpOiik Cucrema WHcTpymeHTE!

Radio Wi-Fi Multimedia (WMM)

Bxnroumte QoS

AP EDCA Parameters

AIFS

Station EDCA Parameters

AIFS

Data 2 (Best Effort) 3

cwMax TXOP Limit

1023 ~ 0

15 hd 94

T v 47

cwMax TXOP Limit

1023 ~ 0

1023 ~ 0

7 v 47

+ AP EDCA parameters — Tabnmua HacTpoek napaMeTpoB yCcTpoiicTBa (Tpadvk nepeaaercs B
HanpaBfeHNN K KIIMEHTCKOMY YCTPOIACTBY):
* Oyepedb — nNpefonpefeneHHble ovepeamn A1 pas3/IMyHoro poga Tpaduka:
+ Data 3 (P0OH) — HU3KOMPUOPUTETHAS OYEPEAD, BbICOKAsH MPOMNYCKHAsi CMOCOBHOCTb
(npuoputeTsbl 802.1p: cs1, cs2);
« Data 2 (Best Effort) — cpeiHENPMOPUTETHAs OUYepPE/lb, CPeAHSA NPOMNYCKHas CNOCOBHOCTb U
3agepxka. B gaHHyto ouepep otrnpasnseTca 60MbWUNHCTBO TPAAULMOHHBIX |P-AaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);
« Data 1 (Budeo) — BbICOKONPUOPUTETHAS oUYepeb, MUHMMasIbHbIE 3aePXKW. B AaHHO
ouyepem aBTOMaTnyeckM obpabarbiBalOTCA BUAEOAAHHbIE, YYBCTBUTE/IbHbIE K BPEMEHU
(npuoputeTbl 802.1p: cs4, csb);
+ Data 0 (lo/10c) — BbICOKONPUOPUTETHAS 0Yepesb, MHUMa/IbHbIE 3a4epXK1. B aaHHO
ouyepeam aBTOMaTnyeckM o6pabatbiBalOTCA AaHHbIe, YyBCTBUTE/bHbIE K BDEMEHN, Takne Kak:

VolP, notokoBoe Buaeo (nproputetsl 802.1p: cs6, cs7).

+ AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpems oxugaHusi kKaapos (dpeliMoB)
[laHHbIX, U3MepsieTcs B cNoTax, NPMHUMaET 3HadveHust (1-255);

* cwMin — HavaNlbHOE 3HaYeHVe BpeMeHU OX1aaHus nepes noBTOPHONM OTNPaBKoM Kaapa,
3aZlaeTca B MuanncekyHaax, npuHumaet 3Hadvenunsa 1, 3,7, 15, 31, 63, 127, 255, 511,1023.

3HauyeHne cwMin He MOXEeT npeBbilaTh 3HadYeHne cwMax;
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* cwMax — MakCcMMasibHOE 3Ha4YeHne BpeMeHN oXnaaHus nepes noBTOPHOW OTNPaBKoW kaapa,
3afaeTcs B MUNMCEKYHAAX, NPUHUMaET 3HadveHua 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHne cwMax 4o/MKHO ObITb 60/bLUe 3HaYeHns cwMin;

* TXOP Limit — napamMeTp NUCNo/b3yeTCs TOMbKO A8 AaHHbIX, NepegaBaeMbiX OT KNIMEHTCKOrO
ycTpoiicTBa. BO3MOXHOCTb Nepefayn — MHTepBasi BPEMEHW, B MUNIMCEKYHAAX, KOT4a BCTpeyHas
WME-cTaHuMs umeeT npaBa MHULMNPOBATL Nepegadvy AaHHbIX N0 6eCnpoBOAHON cpee K
YCTPOWCTBY, MaKkCMMasibHOE 3HavyeHne 65535 MUNIMcekyHa,;

« Station EDCA parameters — Tabnumua HacTpoek napaMmeTpoB K/IMEHTCKOro ycTpoiicTea (Tpadimk
nepegaeTcsl B HaNpaB/ieHNM OT K/IMEHTCKOro yCTpolicTBa). OnucaHue nosnei tTabnuibl NpYBeAEHO BbILLE.

,ﬂ.flﬂ BCTYMJ/1ieEHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

6.8.3 ToameHto «[onoNHUTENbHO»

B nogmeH0 «[LonoMHUTENbHO» OCYLLECTBSETCA HACTPOKa AONOMHATE/bHbIX NapamMeTpoB
pagnovHTepdelica ycTpolicTaa.

BticTpan HacTpoika MoHATOpHHT Radio AP CeTeBkie HACTPOMKW CucTema MHCTpYMEHTE! - (esxoa)

Radio Jl0NONHUTENLHO

QoS CrpaHa Poccun ~ [ Pasbnorposats

[ONonHUTENLHO »
+ [pumeHnTs ® OTnmena

« CmpaHa — Ha3BaHue CTpaHbl, B KOTOPOI paboTaeT yCcTPoiicTBO. [1s1 BbiIGopa CTpaHbl HY)KHO BbICTaBUTb
chnar «Pa3bnokmpoBaTtb». B 3aBUCMOCTM OT YKa3aHHOro 3HauyeHusi 6yayT NPUMEHEHbI OrpPaHNYeHns K
nosioce 4acToT U MOLLHOCTY NepeaaTynka, KoTopble AeiNCcTBYHOT B AaHHOW cTpaHe. OT yCTaHOBNEHHOW
CTpaHbl 3aBUCUT CMUCOK AOCTYMNHbIX YaCTOTHbIX KAHA/I0B, YTO BNNSIET HA aBTOMAaTMYECKMIA BbI6Op KaHana
B Channel = Auto.

€@ Hactpoiika nokanbHbIX (PErMOHaNbHLIX) OrpaHUYeHNii, BKtouas paboTy Ha pa3peLleHHbIX YaCTOTHbIX
KaHasiax 1 BbIXOAHOV MOLLHOCTW, ABNSIETCSA OTBETCTBEHHOCTbLIO MHCTA/IISITOPOB.

© BLI60p HenpaBMIBLHOTO PErMoHa MOXET NPUBECTM K NPo6/ieMaM COBMECTUMOCTM C PasHbIMM
K/TMEHTCKUMU YCTPOACTBaMI.

[na BCTynneHns B cuUly HOBOW KOHCOUIypaLun 1 3aHECEHNSI HACTPOEK B 3HEProHe3aBrCMMYH0 NamsiTb
HaXXMUTE KHOMKY «MpUMeHNUTb». [119 OTMEHbI U3MEHEHWUIA HAXXKMUTE KHOMKY «OTMeHa.
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6.9 MeHio AP

B meHi0 «AP» BbINoMHSAETCA HAcTpoiika Toukn goctyna (AP — Access Point) (nanee «AP»).

6.9.1

MeHto «AP» fOCTYMHO TOMILKO B pexmnme ycTpoilcTBa «Touka goctyna PTP» unm «Touka goctyna
PMP».

MNMogmeHio «Touka gocTyna»

Brictpan HacTpoitka MonutapuHr Radio AP CeTeBsie HacTporik1 Cucrema WrcrpymenTe - (Bbix0g)

doukagocrynais O6uyne HacTpoidkn
BrrrousHo
SsiD
Tpaxcnuposate SSID
Mpuopuret DSCP v
Pexaam Minimal Signal
MuHUMaNsHEIA ypoBeHs ciurkana, A6 -100
Moper ypoeka curHana Npu poyMuHre, -100
abu
Wurepean Minimal Signal, c 10
MakcvmansHoe KONMMUECTEO KNUEHTOB 0
Waonauma aGoxexTos
Penang GezonacHocT WPA3 ¥
Kniou WPA | eeeeeees @

MFP Brniouero v

O6ume HaCTPOIKK:

Bk/iroueHo — npwv ycTaHoOBMEHHOM donare Touka goctyna (AP) BK/IHOYEHA, MHAYE — BbIK/IOYEHS,

SSID — ums BUpTyanbHON 6ecnpoBOAHON ceTy;

TpaHcuposams SSID — npun ycTaHOBNEHHOM chriare BKKOYEHO BellaHne B adanp SSID, nHave —
BbIK/1HOYEHO;

lMpuopumem — BbIGOP cnocoba npuopuTnsaumn. OnpeaenseT nose, Ha OCHOBaHUN KOTOPOro Tpadvk,
nepeparowmiica B paguonHtepdelic, byaet pacnpegensatbcsa no oyepegam WMM:

+ DSCP — 6ypnet aHanmaupoBartbes npuoputet ns nonsd DSCP 3aronoska IP-nakeTa;

+ 802.1p — 6yaeT aHanu3uposaTbcs npuopuTeT 13 nonst CoS (Class of Service) TermpoBaHHbIX
MakeToB.

Pexxum Minimal Signal — npn ycTaHOBNEHHOM donare BKIOYeHa PYHKUNSA OTK/THOUEHNS KIIMEHTCKMX
YCTPOICTB Npun HM3KOM ypoBHe curHana (Minimal Signal). Ana pa6oTbl hyHKLUMOHaNa HE06X0AMMO
HaCTpOWTb criegyloLne napamMmeTpb:

* MuHuMasIbHbIU YPOBEHb CU2HA/IA — YPOBEHb CUrHas1a B ABM, H/Xe KOTOPOro NpouCcXoaunT
OTK/IHOYEHWE KIMEHTCKMX YCTPONCTB OT 6€CNPOBOAHON CeTy;

* [lopoe yposHs cueHasia npu poyMuHa2e — YPOBEHb YyBCTBUTE/IbHOCTU POYMUHIa B ABM, HUXe
KOTOPOro NPOVCXOAUT NepeksItUeHe KNMEHTCKMX YCTPOCTB Ha Apyroe yCcTpoicTBo. MapameTp
[O/MKEH ObITb Bbile, YeM «MUHUMabHbLIV YPOBEHb CUTHa1a»: ecnin «MUHUMasTbHbIA YPOBEHb
CuUrHana» paBeH -75 Abm, To «[opor ypoBHA cUrHasna npu poymMuHre» SO/MKeH ObiTb paBeH,
Hanpumep, -70 abwm;

* WiHmepsas Minimal Signal — nepunog BpeMeHn, No NCTEYEHNN KOTOPOro NPYHUMAETCS peLleHne 06
OTK/THOUEHUMN KIIMEHTCKMX YCTPONCTB OT 6ECNPOBOAHON CETW.

* MakcumasibHoe Ko/1u4ecmso K/IUeHMos — MakCUMaslbHO A0NYyCTUMOE YNCI0 NoAKAYaeMbIX K

6ecnpoBOAHOl CETU KNIMEHTCKMUX YCTPOICTB;
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* U3ons4yusi aBOHEHMOB — NPV YCTAaHOB/IEHHOM chriare BK/IHOUEHA U30M1ALUA Tpadmka
MeXzy NoAK/IUYEHHbIMM YCTPoCTBaMMY;
* Pexum 6e3onacHocmu — pexum 6e30nacHoCTV AOoCcTyna K 6ecnpoBOHON ceTw:

Bbik/1104eHO — He UCNo/b30BarTh WMdPoBaHNe A1 nepesayn gaHHbIX.
OWE (Opportunistic Wireless Encryption) — meTop, LuMppoBaHus, 06ecnedrBaroLLmii 6e30nacHOCTb
[aHHbIX, NepefaBaeMbIX N0 He3aluMLeHHOW ceTu. Mpu 3TOM OT nosb3oBartenei He TpebyeTcs
Kaknx-To AONONHUTENbHbIX AeNCTBUI 1 BBOAA Napo/is 415 NOAKIYEHNS K CETH.
WPA2, WPA3 — crnocobbl lWwndpoBaHus, nNpu BbIGope 04HOro 13 cnocoboB OyaeT AoCTynHa
cnepytoLlan HacTpoika:

* Koy WPA — knoud/naposb, He06XxoauMbIl 419 NOAKIYEHUS K 6ecnpoBogHoi ceTu. nvHa

Kntoya coctasnseT ot 8 Ao 63 CMMBOJIOB.

WPAZ2-Enterprise, WPA3-Enterprise — pexumM WwngpoBaHnsa kaHana 6ecnpoBOHON CBA3W, NpU
KOTOPOM YCTPOMCTBO aBTOPU3YeETCS Ha LeHTpanim3oBaHHOM RADIUS-cepBepe. [1ns1 HAacTponku
AaHHOro pexuma 6esonacHocTn TpebyeTtca ykasatb napameTpbl RADIUS-cepeepa. Takxke
TpebyeTcsa ykasaTb knod ana RADIUS-cepsepa. Mpu BbiGope ofgHOro 13 cnocobos 6yaeT A4oCTynHa
cnepyrowan Hactpolika Radius (cm. Huxe).

* MFP — poctynHo npu pexume 6e3onacHoct WPA2, WPA3, WPA2-Enterprise, WPA3-Enterprise, OWE.

Mpu B

blbope pexuma 6esonacHocTn WPA3, WPA3-Enterprise, OWE MFP nepeBoguTcs B COCTOSAHNE

Bk/itoueHo:

BrksiroyeHo — 3alumTa BK/IHOYEHA. YCTPOWCTBO HE MOXET NOAK/MOUMNTLCA K 6ECNPOBOAHON CeTH, He
nogaepxvsatowieii MFP.

© Hactpoiikn «<MakKcManbHOe KOMNYECTBO KIMEHTOB» 1 «/3015LMst aGOHEHTOB» JOCTYMHbI TOMLKO B
pexvme ycTpoicTBa «Touka goctyna PMP».

KoHTponb goctyna no MAC:

B oaHHOM nogpasaene BbINOMHAETCS HacTpoiika cnuckoB MAC-apecoB BCTPEUHbIX YCTPOIACTB, KOTOPbIM, B
3aBWCKUMOCTU OT BbIGPAHHOV MOIMTUKU A0CTYNA, Pa3peLLEHO UM 3anpeLLleHo NoAKIYaTbCs K JaHHOMY

YCTPOWCTBY.

KonTtpone foctyna no MAC

Pestim Noxans+Ho A
Monvmrka Paspewmtes v
Ne MAC-anpec
1 AABB:CC.DD:EEFF - *

2 AABB:CC.DD:EEEE - x

+ [loBasue

+ Pexxum — BbIGOP pexuma KoHTpons goctyna no MAC:

Bbik/1104eHO — (PYHKUMA HE aKTUBHA;
JlokasibHO — npoBepka MAC-aapecoB Mo CNMCKY Ha YCTPOWCTBE;
RADIUS — npoBepka MAC-agpecos yepe3 RADIUS-cepsep.

* [Nonumuka — nonutuka goctyna. Bo3amoxHble 3Ha4YeHns:

3anpemums — K flaHHOMY YCTPOWCTBY 6yAeT 3anpeLeHo NoAKNYaTbCs BCTPEUYHbIM
ycTpoiicteaM, MAC-apeca KOTOpbIX COAEPXaTcsl B CNMCKe. Bcem ocTasnbHbIM A0CTYN OyaeT
paspeLueH;

Paspewums — K faHHOMY YCTPONCTBY OyZeT paspeLleHo NoAKIYaTbLCA TO/IbKO TeM BCTPEUHbIM
ycTpoiicteaM, MAC-ajpeca KOTOpbIX COAEPXaTcsl B CMCKe. Bcem ocTasibHbIM A0CTYN OyaeT
3anpeLyeH.

+ Ta6bnuya MAC-adpecos — cnncok MAC-aapecoB BCTPEUHbIX YCTPOCTB, KOTOPbIM paspeLLeH nimu
3anpeLLeH AoCcTyn K AaHHOMY YCTponcTBy. MoxeT coagepxaTb A0 128 aapecos.
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° + NobaswTh
[na Toro 4To6bl 406aBUTL aAPEc B CNNCOK, HAXXMUTE KHOMKY 1 B NOSIBMBLUEMCSI NONE

BBeauTe MAC-aapec. YTo6bl yaannTb aipec U3 Cnmucka, HaXKMUTE KHOMKY E] B COOTBETCTBYHOLLE/
CTpOKe.
Ecnu Bo3HUKNA HEOGX0AMMOCTb A06aBUThL B cnucok MAC-aapec NoAK/ItUYeHHOro YCTPOICTBa,

HaXXMUTE B KOHLLE CTPOKM KHOMKY E] 1 BblGepUTE HYXXHbIN agpec U3 CnMcka, OH aBTOMaTUYEeCKM
Jo6aButcA B nosne.

Mo ymonyaHuio B cnucke otobpaxaetcsa Ao 10 agpecos. 418 TOro 4tobbl yBUAETb NOJHbIV CIUCOK B
cnyyae, ecnim oH coaepxut 6onee 10 aapecos, HAXMUTE KHOMKY «[Moka3aTb BCE».

10 AABB:CC:DD:EEEAA = »

Mokasars BCE

Radius:

RADIUS

Homer root
IP-agpec RADIUS cepeepa 192.168.0.1
Mopt RADIUS cepeepa 1812
Mapone RADIUS cepeepa &

Menons308ath akkayHTUHT Uepes
RADIUS

Mcnone2o0eaTe Apyriue HacTpoim Ana
AKKAYHTUHIE

IP-agpec RADIUS cepeepa gnn 192.168.0.1
aKKayHTUHra
Mopr RADIUS cepeepa ansA 1813
aKKayHTUHra
Mapone RADIUS cepeepa gnA @

arKayHTUHIa

Mepuoguyeckan oTnpaexa
aKKayHTUHra

VHTepean oTnpaBkM akkayHTUHME 600

+ [JomeH — flOMeH nonb3oBartens;
* IP-adpec RADIUS cepsepa — agpec RADIUS-cepBepa;
+ Mopm RADIUS cepsepa — nopt RADIUS-cepBepa, KOTOPbIi NCNONb3YeTCA 418 ayTeHTUdmKauum n
aBTopu3auuu;
* lMaposb RADIUS cepsepa — naponb ans RADIUS-cepsepa, ncnosb3yemMoro ans ayteHTuumkaumm n
aBTopu3auuu;
* Wcrnonib3os8ame akkayHmuHe Yepe3 RADIUS — npu ycTaHOBNEHHOM chnare 6yayT oTnpasniaTbCcs
coobuweHuns «Accounting» Ha RADIUS-cepsep;
* Wcrnonb3o8ame Opyaue HacmpoUliku 07151 akkayHmMuHa2a:
* IP-adpec RADIUS cepsepa 0715 akkayHmuH2a — appec RADIUS-cepsepa, ncnosb3yemoro ans
aKKayHTUHrg;
* lMaposb RADIUS cepsepa 07151 akkayHmuHaa — napons ans RADIUS-cepsepa, ncnonb3yemoro a1
aKKayHTUHra;
* Mopm RADIUS cepsepa 07151 akkayHmuHaa — NopT, KOTOPbI 6yAeT NCMOoNb30BaH /15 coopa akkayHTUHra
Ha RADIUS-cepBepe;
* [Mepuoduyeckasi omrpaska akkayHmuHaa — BK/II0UYUTb Nepuognuyeckyto OTnpaBKy COOOLLEHWIA
«Accounting» Ha RADIUS-cepsep. 3azaTb UHTEpBas OTNpPaBk1 COOOLLEHWI MOXHO B nosne «HTepsan
OTNPaBKy akkayHTUHra».
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VLAN

Access VLAN 1D

VLAN Trunk

General Mode

General VLAN 1D

VLAN ID 0
MpuoputeT 802.1p auto v
C-VLAN
Ne MAC VLAN ID CVLAN 802.1p
1 50-54:B7-D9:F8:F0 - 1 auto v %
+ Nobasums

Access VLAN ID — Homep VLAN, c koToporo 6yaeT CHUMaTbCA MeTKa npu nepegade tpadumka
K/MEHTCKUM yCTpoicTBam. Npu NpoxoxaeHnn Tpadinuka B 06paTHy0 CTOPOHY Ha HETErMpPOBaHHbI
TpadurK OT KNIMEHTCKMX YCTPOICTB ByaeT HaBelumBaTbes MeTka VLAN ID (4ocTynHO Npy OTK/TOYEHHOM
pexume VLAN Trunk);
VLAN Trunk — npv ycTaHOBNEHHOM chnare KJMeHTCKMM YCTPOCTBaM NepeaaeTcsa TerMpoBaHHbIl
Tpaduk (4ocTynHoO npu oTkNoYeHHOM pexume Access VLAN ID);
General Mode — npu ycTaHOBNEHHOM chnare KMEeHTCKMM YCTPOCTBaM paspeLlaeTcs nepegada
HeTermMpoBaHHOro Tpaduka COBMECTHO C TerMpoBaHHbIM (AOCTYMNHO NpW BK/OYEHHOM pexume VLAN
Trunk);
General VLAN ID — Homep VLAN, ¢ KoToporo 6yaeT CHAMAaTbCA MeTKa npu nepegade Tpaguka
K/MEHTCKUM YCTpoicTBam. Npu NpoxoxaeHnn Tpadinka B 06paTHy0 CTOPOHY Ha HETErMpPOBaHHbI
TpaduK OT KNIMEHTCKMX YCTPOICTB ByaeT HaBelumBaTbest MeTka VLAN ID (4oCcTynHO Npu BKOUEHHbIX
pexumax VLAN Trunk n General Mode);
lMpuopumem 802.7p — Homep npuoputeTa 802.1p, NpucBanBaeMblii Tpagiuky, Ha KOTOPbIiA
HaBelunBaeTcs meTka VLAN ID npu nomowm doyHkumoHana Access VLAN ID nnu General VLAN ID
(moctynHo npu BkntoueHHoM Access VLAN ID unu General VLAN ID);
C-VLAN — npu ycTaHOBMIEHHOM chnare BbINO/HSAETCA HacTpolika cnnckoB MAC-apecoB BCTPEUHbIX
YCTPOWCTB, KOTOpPbIM Ha3HauvaeTcs n3onuposaHHbii VLAN ID n npnoputet 802.1p:

+ MAC — MAC-aapec BCTPEYHOro YCTPONCTBa;

* VLAN ID — Homep VLAN, ¢ koToporo 6yaeT cHUMaTbCA METKa npu nepegade tpadmka BCTPEUYHOMY

yCTpPOKCTBY. Mpun NpoxoxaeHnn Tpadmka B 06paTHyt0 CTOPOHY Ha HETEINMpPOBaHHbIN TpaduK OT
BCTPEYHOro ycTpolictBa 6yaeT HaBelumBaTbcsa meTka VLAN ID;

+ C-VLAN 802.1p — Homep npuopuTeta 802.1p, npucBansaemblii Tpadurky, Ha KOTOPbIN
HaBelumBaeTcs meTka VLAN ID npu nomowum pyHkumoHana C-VLAN.
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° + NobaswTh
[na Toro 4To6bl 406aBUTL aAPEc B CNNCOK, HAXXMUTE KHOMKY 1 B NOSIBMBLUEMCSI NONE

BBeauTe MAC-aapec. YTo6bl yaannTb aipec U3 Cnmucka, HaXKMUTE KHOMKY [E] B COOTBETCTBYHOLLE/
CTpOKe.
Ecnu Bo3HUKNA HEOGX0AMMOCTb A06aBUThL B cnucok MAC-aapec NoAK/ItUYeHHOro YCTPOICTBa,

HaXXMUTE B KOHLLE CTPOKM KHOMKY E] 1 BblGepUTE HYXXHbIN agpec U3 CnMcka, OH aBTOMaTUYEeCKM
Jo6aButcA B nosne.

Mo ymonyaHuio B cnucke otobpaxaetcsa Ao 10 agpecos. 418 TOro 4tobbl yBUAETb NOJHbIV CIUCOK B
cnyyae, ecnim oH coaepxut 6onee 10 aapecos, HAXMUTE KHOMKY «[Moka3aTb BCE».

10 AABB:CC:DD:EEEAA = »

Mokasars BCE

MannuHr VLAN:

Mannuur VLAN

BrnioumTe
Mpasuno No yMon4aHuie

Ne WLAN VLAN Ethernet VLAN WLAN 802.1p Ethernet 802.1p WMM

Default auto v auto v auto v

+ [lobaeums

* Bk/iouumsb — npu ycTaHoB/IEHHOM donare Bk/toveHa pyHkuma VLAN Mapping, Havye — BbIK/IOYEHa,;

* [lpasu/io Mo ymosyaHuto — Npvi YCTaHOB/IEHHOM dofiare BK/IHYAETCH, MHaye OTK/II0YaeT UCMob3oBaHne
npasuna. Npasnio N0 yMONYaHUIO onpeaenseT nosegeHve cuctemol Ans Tex VLAN-nakeTos, KOTopble
He COOTBETCTBYHOT HM O4HOMY M3 AIBHO 3aaHHbIX Nosb3oBaresieM npasus. OHO No3BosseT
aBTOMaTU4YeCcKn HasHavaTb TakMm naketam npuoputet 802.1p n ouepeas WMM:

* WLAN VLAN — Homep VLAN ID npu nepegaye o WLAN. MNpuHnmaet 3HayeHns: 1-4094;

+ Ethernet VLAN — Homep VLAN ID npu nepegade B Ethernet. MpuHumaet 3HaveHus: 1-4094,

+ WLAN 802.1p — npuoputet 802.1p npu nepegade Bo WLAN. MNMpuHumaeT 3HaveHus: 0-7, auto. No
ymon4daHuto — auto;

+ Ethernet 802.1p — npuoputet 802.1p npu nepegade B Ethernet. MpuHrmaet 3HaveHus: 0-7, auto.
Mo ymonyaHuio — auto;

+ WMM — ouepenb WMM an1a gaHHoro npasuna. NpuHumMaeT 3HaveHus: bk, be, vi, vo, auto. Ecnu
ouyepefb auto He onpegeneHa B AaHHOW onuuu, To byaeT aHanusnposaTbes npuoputeT DSCP B
nakere.

© PaGoTaet TonbKO ¢ BKAoYeHHbIM VLAN Trunk.

*+ [lobasuTs
[lnsa Toro 4yTo6bl 106aBUTL NPABU/IO B CMUCOK, HAXXMUTE KHOMKY . UTo6bI YyaanuTb

NPaBW/I0 M3 CMINCKA, HAXXMUTE KHOMKY [E] B COOTBETCTBYHOLLEN CTPOKE.
Mo ymonuaHuio B Crncke oTobpaxaetcs Ao 9 aapecoBs. 15 TOro YTo6bl YBUAETH NOMHbIA CNCOK B

Mokxazatk BCe
cny4ae, ecnim OH coaepXnTt 6onee 9 agpecoB, HAXXMUTE KHOMKY
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OrpaHW4eHns CKopoCTH

Brnrounts

OrpaHuuenne B Down

Orpaxwuenne 8 Up

HononHuTentHo

Orpanvyenne Broadeast B Down

Orpanwuenne Broadcast s Up

Orpannyenne Multicast e Down

Orpanuuenue Unknown B Down

KIMHUYEHD

KIMHUYEHD

KIMHUYEHD

KNHYeHD

KNHYeHD

KNMOYEHD

Bkiro4umes — aKTMBUPOBATL NOJ1e HACTPOEeK:

+ OepaHuyeHue 8 Down — orpaHuYeHre NPonNycKHOW CNOCOGHOCTMN B HaNpaB/ieHnn oT Touku goctyna (AP)

[0 knueHta (STA);

+ OepaHuyeHue 8 Up — orpaHunyeHmne nponyckHoii cnoco6HOCTY B HanpaBneHun ot knreHTa (STA) ao

Touku goctyna (AP).

JonosiHume/ibHoO — akKTUBMPOBATbL A0MNOSHUTEIbHOE NOoJ1e HACTPOeK:

+ OepaHuyeHue Broadcast 8 Down — orpaHu4eHne NponyckHO CNOCOGHOCTY LLIMPOKOBELLATE/IbHOTO
Tpachmka B HanpaeneHun ot Toukn goctyna (AP) no knunenta (STA);

+ OepaHuyeHue Broadcast 8 Up — orpaHnuyeHne nponyckHo CnocoGHOCTU LLIMPOKOBELLLATENIbHOO
Tpadurka B HanpasneHun ot knneHTa (STA) go Toukm goctyna (AP);

+ OepaHuyeHue Multicast 8 Down — orpaHuuyeHie NponyckHO CMOCOGHOCTU MHOrOaAPECHOI0 Tpaduka B

HanpaeneHun ot Toukn goctyna (AP) no knuneHta (STA);
* OepaHuyveHue Unknown 8 Down — orpaHuyeHve nNponyckHO CnoCOGHOCTY HEM3BECTHOTO Tpaduka B
HanpaeneHun ot Toukn goctyna (AP) no knneHta (STA).

[Nsi HACTPOIKN OorpaHMyeHunii ecTb CrieaytoLIe napameTpbi:

* BbIK/1t04EHO — OrpaHuyeHne NpPonyckHOW CNOCOBHOCTM HE NPUMEHSETCS;
* Kbum/c — orpaHu4YeHve NPonyckKHON CNOCOBHOCTN NPUMEHSIETCA B KOUT/C;
* [1ak/c — orpaHuyeHve NponyckHOM CnocoBHOCTN NPUMEHSIETCA B Nak/c.
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[nsa pexuma yctpoictea «Touka goctyna PMP»:

OrpaHuyeHua CKopoCTH

BrnounTte

Obwee orpaHnueHue B Down 0 BrimoueHo W
OBwee orpaHuuexue B Up 0 BrxmousHo w
Orpanudenie STA B Down 0 BrixmoueHo w

Orpannyenne STA e Up 0 BrimoueHo W

NononsuTensHo

Orpannyenne Broadeast e Down 0 BrixmousHo W
OrpaHvuenue Broadcast 8 Up 0 BrikmoueHo w
Orpannyenue Multicast e Down 0 BrixmoueHo W

Bk/iro4umes — aKTUBUPOBATL NOJ1e HAaCTPOoeK;

+ O6wee ozpaHuyeHue 8 Down — orpaHuyeHne o6Lei NPonyckHO CNOCOGHOCTY B HANPABIEHWN OT
Touku goctyna (AP) o knmeHToB (STA);

+ O6wee ozpaHuyeHue 8 Up — orpaHunyeHne obLLeli NponyckHO CNOCOGHOCTM B HANpaB/EHNN OT
knneHToB (STA) fo Touku goctyna (AP);

* OepaHuyeHue STA 8 Down — orpaHuyeHne NponyckHO CNOCOGHOCTY B HanpaBieHuy OT TOUKM JoCTyna
(AP) po kaxporo knveHTa (STA);

* OepaHuyeHue STA 8 Up — orpaHunyeHne nponyckHoi cnoco6HOCTU B HANPaB/IEHNM OT K&X/A0r0 KIneHTa
(STA) po Toukun goctyna (AP).

JonosiHume/ibHoO — aKTUBMPOBATb A0MNOSHUTEIbHOE NOoJ1e HACTPOeK:

+ OepaHuyeHue Broadcast 8 Down — orpaHu4eHne NponyckHO CNOCOGHOCTY LLIMPOKOBELLATE/IbHOTO
Tpadhmka B HanpaeneHun ot Toukn goctyna (AP) no knneHTtoB (STA);

+ OepaHuyeHue Broadcast 8 Up — orpaHnuyeHne nponyckHo Cnoco6GHOCTU LLIMPOKOBELLLATENIbHOO
Tpadhmka B HanpasneHun ot kineHToB (STA) go Touku goctyna (AP);

+ OepaHuyeHue Multicast 8 Down — orpaHuyeHie NponyckHO CNOCOGHOCTU MHOrOaAPECHOI0 Tpaduka B
HanpaeneHun ot Toukn goctyna (AP) ao kineHToB (STA).

[Nsi HACTPOIKN OrpaHnueHunii ecTb CrieaytoLIe napameTpbi:

* BbIK/1l04EHO — OrpaHnyeHne NPonycKHOW CNOCOBHOCTM HE NPUMEHSETCS;
* K6um/c — orpaHuyeHve NPonyckHoM CrnocobHOCTM NPUMEHAETCS B KOUT/C;
* 1aK/c — orpaHvyeHve NpornyckHoM cnocobHOCTN MPUMEHSAETCA B Mak/c.

© nocne nsmerenns «SSID» Ha Touke poctyna (AP) Bo3MoXHa noteps goctyna o KNMEeHTCKMX
YyCTPOWCTB. Heobxoanmo cHavana nameHnTb «SSID» Ha KNMEHTCKMX YCTPOCTBaxX B MeH0 «STA», a
3aTeMm Ha Touke goctyna (AP) B MeHIo «AP».
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6.10 MeHto STA

B meHio «STA» BbINo/HSAETCS HAcTpoiika knneHTa (STA — Station) (nanee «STAv).

© MeHio «STA» [OCTYIMHO TOMBbKO B peXmme yCTporcTBa «KnneHT».

6.10.1 TMogmeHto «KnneHT»

acpoiiza  Mowamopmir  Radio | STA  CeTeswe wacToion  Cwctema  MergymenTs T
KameHT » MogkniueHne
He Npuoputer 551D Pexim GE30N3CHOCTH MFP Knios WPA Mus nons30eaTens Napons
0w WRAZ v || Buoseno v ® x
2 [ VWPAZ-Enterprise w| | Brnousko v = x
3 0w BucnoueHe A - x
VLAN
Access VLAN D
VLANTrunk @
General Mode @
General VLAN 1D @
VLAN 1D
Mpwopurer 802 1p auto ~
MVR  m
MR VLAN 1D
MVR 802.1p 7 v
MannuHr VLAN
Brmouwte @
MNpasnno no ywonuasme (/]
e WLAN VLAN Ethernet VLAN WLAN 302.1p Ethemnet 502.1p WM
Default ut v ~| | amo v
[ononHKTENEHD
Mpwmopurer DSCP v
OrpaHU4eHUA CKOPOCTH
Brmoumrs

[NoakntoyeHue:

* [Mpuopumem — onpepensieT o4epefHOCTb UCMNO/b30BaHus npodueii. MNpu novcke cetn u
NOAK/THOYEHMI, YCTPONCTBO MCNONb3YeT NPodnsib C HaMBbICLLMM NPUOPUTETOM B NepBYLo ovepenb. Ecnu
NPUOPUTETLI OAMHAKOBbIE, TO YCTPOMNCTBO ONpeaesnseT oYepefHOCTb UCMO/b30BaHns Npodusiein Ha
OCHOBaHUKM pexumma wmdgposaHus n RSSI;

+ SSID — nms BUPTYasibHOI 6eCNPOBOAHON CETY;

* Pexxum 6e3ornacHocmu — pexmnm 6e3onacHocTn gocTtyna Kk 6ecrnpoBoOfHON ceTu:

* BbIK/IlOYEHO — HEe UCNOJb30BaTh LWWNhpoBaHme 418 nepefadv AaHHbIX.

« OWE (Opportunistic Wireless Encryption) — meTop, lungppoBaHus, o6ecnedvBatoLmii 6e30nacHOCTb
[aHHbIX, NepefaBaeMbiX N0 HesalMLLeHHOW ceTu. MNpun 3TOM OT nosib3oBaTesieil He TpebyeTcs
Kaknx-TO 4OMNOSTHUTENbHbIX AENCTBUIA U BBOAA NAPOsIA 419 NOAK/THYEHMS K CETU.

« WPA2, WPA3 — cnocobbl LungpoBaHms, Npu BbiIoope 04HOro U3 cnocoboB 6yaeT AOCTynHa
cnefywouan HacTporika:

* Koy WPA — knto4/naposb, He06X0AMMbIN A/19 NOAKIYEHUA K 6ecrnpoBO4HON ceTu. AnHa
Kntoya coctaenset ot 8 4o 63 CMMBO/IOB.
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+ WPA2-Enterprise, WPA3-Enterprise — pexum LUMpoBaHUs KaHasia 6ecrnpoBOfHON CBA3N, Npu
KOTOPOM YCTPOINCTBO aBTOPU3yeTCs Ha LeHTpann3oBaHHOM RADIUS-cepBepe. [1nsi ucnonb3oBaHus
[aHHOro pexunma 6e3onacHocTn TpebyeTca ykasaTb napameTpbl NOAK/THYEHNSA:

* VIMsi nosib30B8amesist — NOTWH, HeobBXoAnMbIA ansa asTopusauun Ha RADIUS-cepsepe;
* lMaposib — KNy/naponb, Heobxoaumblii Ansa asTopmsauun Ha RADIUS-cepsepe.
aBTOPU3YETCA Ha LieHTpal

* MFP — 3awuta management-kagpos (gocTynHo npu pexume 6esonacHoctn WPA2, WPA3, WPA2-
Enterprise, WPA3-Enterprise n OWE. NMpwn Bbli6ope pexuma 6e3onacHocTn WPA3, WPA3-Enterprise,
OWE, MFP nepeBoguTcs B COCTOsIHME BktoyeHo, Npun BbIGOpe ApYrix pexvmMoB 6e30nacHOCTH
MFP nepeBogutcs B cocTosiHne OTK/IOYEHO):

* Omk/io4eHOo — 3aWwmTa management-kagpoB OTK/IIOYEHS,

* OnyuoHa/sibHO — 3awmTa paboTaeT, ecnu 6ecnposoHas ceTb nogaepxunsaet MFP.
YCTPOICTBO MOXET NOAKNIOUNTLCS K CETU, KOTOpas He nogaepxmeaetr MFP;

* Bk/1104eHO — 3almTa BK/IoUYeHa. YCTPOWCTBO HE MOXET NOAKIUUTLCA K 6ecnpoBO4HO
ceTu, He nogaepxusatoLein MFP.

[ns no6aBneHns HOBOro NPOUAA NOAKIYEHNST HAXKMUTE KHOMKY «[06aBuTb Npodunby». MakcumasibHO
MOXHO [06aBUTb 8 npodunei.

VLAN:

VLAN

Access VLAN 1D

VLAN Trunk

General Mode

General VLAN ID

VLAN 1D 0
Mpyopurer 802 1p auto L
MVR ]
MVR VLAN ID 0

MVR 802.1p 7 A

+ Access VLAN ID — Homep VLAN, ¢ KOTOporo 6yaeT CHUMaTbCs MeTka npu nepegade Tpadmka Ethernet-
yCTpOICTBaM, Haxoaawwmmes 3a knneHTom (STA). Mpu npoxoxaeHnn Tpadgrka B 06paTHy0 CTOPOHY Ha
HeTermpoBaHHbIN Tpaduk 6yaeT HaBewmBaTbca MeTka VLAN ID (40CTynHO Npu OTKIOUYEHHOM peXuMe
VLAN Trunk);

*+ VLAN Trunk — npu ycTaHoBneHHoM cpnare Ethernet-yctpoiictBam, Haxoaswmmcs 3a kmeHTom (STA)
nepegaeTcsi TerMpoBaHHbIV Tpadvk (A0CTYNHO NpU OTKIKYEHHOM pexume Access VLAN ID);

* General Mode — npw yctaHoBneHHoMm onare Ethernet-yctpolicTBam, Haxogswmmcs 3a KnmeHTom (STA)
paspellaeTcs nepegaya HETErMpPOBaHHOTO Tpadgika COBMECTHO C TEMPOBaHHbLIM (4OCTYMHO Npu
BK/toUeHHOM pexxkume VLAN Trunk);

*+ General VLAN ID — Homep VLAN, ¢ koToporo 6yaet cHuMaTbCcs MeTka npv nepegade tpadmka Ethernet-
yCTpOICTBaM, Haxoaawmmes 3a knneHTom (STA). Mpu npoxoxaeHnn Tpadgmka B 06paTHy0 CTOPOHY Ha
HeTermpoBaHHbIi Tpaduk 6yaeT HaBewmBaTbea MeTka VLAN ID (A0CTynHO Npu BKIKOUYEHHbIX peX1Max
VLAN Trunk n General Mode);

* lpuopumem 802.1p — Homep npuopuTeTa 802.1p, NnpucBanBaemblii TpagInKy, Ha KOTOPbIT
Hasewwwnsaetca meTka VLAN ID npu nomowm doyHkumoHana Access VLAN ID nnu General VLAN ID
(moctynHo npu BkntoueHHoM Access VLAN ID unu General VLAN ID);

* MVR — npu ycTtaHoBneHHoM onare doyHkumoHan MVR (Multicast VLAN Registration) BkntoueH. Jaet
BO3MOXHOCTb MCMOMb30BaTh 0TAeNbHbIA VLAN ansa Multicast-Tpaduka;
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* MVR VLAN ID — Homep VLAN Multicast-Tpadimnka, ¢ koToporo 6yaeT cCHUMaTbCsi MeTKa Npu nepegaqe ero
Ethernet-ycTpoiicTBam, Haxoaawmmes 3a kineHTom (STA). Mpu NpoxoxaeHnn Tpadimka B 06paTHyto
CTOPOHY Ha HeTernposaHHble IGMP-nakeTbl 6yaeT HaBelumBaTbcsd meTka MVR VLAN ID;

* MVR 802.1p — npuoputeT 802.1p, KoTopbIil 6yaeT npuceanBatbcs IGMP-naketam ot Ethernet-ycTpoliicTs,
HaxoasALWwmxcs 3a knveHToM (STA).

Mannuur VLAN:

Mannuur VLAN

BrrnoumTs

Mpaeuno no yMonuaHuo

Ne WLAN VLAN Ethernet VLAN WLAN 802.1p Ethernet 802.1p WMM

Default auto v auto v auto v

<+ [lobaeuts

* Brsmoyums — npy ycTaHoBNeHHOM chnare BknoyveHa pyHkuma VLAN Mapping, nHaue — BbIK/IOYEHa;

* [lpasu/io Mo ymosyaHuto — Npv YCTaHOB/IEHHOM do/iare BK/II0YAEeTCH, MHaye OTK/II0YaeT UCnob3oBaHne
npasuna. Npasnno No ymonyaHuio onpenenset nosegeHne cucremsl g8 tex VLAN-nakeTos, kotopble
He COOTBETCTBYIOT HM OHOMY M3 AIBHO 3aJaHHbIX Nosib3oBaresieM rnpasusi. OHO No3BoNseT
aBTOMaTU4YeCcKn HasHavaTb TakMm naketam npuoputet 802.1p n ouepeas WMM:

* WLAN VLAN — Homep VLAN ID npu nepegaye o WLAN. MNpuHnmaet 3HaveHns: 1-4094;

+ Ethernet VLAN — Homep VLAN ID npu nepegade B Ethernet. MpuHumaet 3HaveHuns: 1-4094,

+ WLAN 802.1p — npuoputet 802.1p npu nepegaye Bo WLAN. MNMpuHumaeT 3HaveHus: 0-7, auto. No
ymMon4daHuto — auto;

+ Ethernet 802.1p — npuoputet 802.1p npu nepegade B Ethernet. MpuHrmaet 3HaveHus: 0-7, auto.
Mo ymonyaHuio — auto;

+ WMM — ouepegb WMM ansa gaHHoro npasuna. MpuHumaet 3HaveHus: bk, be, vi, vo, auto. Ecnin
ouepefb auto He onpefeneHa B AaHHONW onumu, To byaeT aHanusnposaTbes npuoputeT DSCP B
nakere.

© PaGoTaet TonbKo ¢ BKtoYeHHbIM VLAN Trunk.

*+ [oGasuTs
[Onsi Toro YToG6bI 406ABUTL NPABUIO B CMNCOK, HAXKMUTE KHOMKY . UTo6bI yaanutb

NPaBW/IO U3 CMINCKA, HAXXMUTE KHOMKY [E] B COOTBETCTBYHOLLEl CTPOKE.
Mo ymonuaHuio B Crncke oTobpaxaercs Ao 9 aapecoBs. 15 TOro YTo6bl YBUAETL NOMHbIA CNCOK B

Mokxazats Boe
cny4ae, ecnim OH coaepXnT 6onee 9 aapecoB, HAXXMUTE KHOMKY

JononHnTenbHo:

* [Mpuopumem — BbIGOP cnocoba npuopuTusaunn. Onpenenser nosne, Ha OCHOBaHMM KOTOPOTo Tpaguk,
nepeparowmiica B pagunonHtepdelic, byaet pacnpegensatbcsa no oyepegam WMM:
+ DSCP — 6ynet aHanmaupoBartbes npuoputet ns nons DSCP 3aronoska IP-nakeTa;
+ 802.1p — 6yneT aHanunauposatbes NpuoputeT 13 nosns CoS (Class of Service) TernpoBaHHbIX
nakeToB.

60



OrpaHnyeHns CKOpPoCTu:

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

OrpaHH4eHNA CKOPOCTH

Brntouute

OrpannueHne & Down

Crpannyenue s Up

JononHMTensHo

Orpanwdetne Broadcast 5 Down

Orpanuuyenne Broadcasis Up

Orpanuyerne Multicast 8 Down

Orpannyesne Unknown 8 UP

+ [PUMEHHTE

X OTmeHa

Briknicuero

BriknioueHo

Braknioqetio

BriknioueHo

Brakniovetio

BriknioueHo

Bkrodumes — aKTUBUPOBATL MOJ1e HACTPOeK;

+ OepaHuyeHue 8 Down — orpaHuyeHne NPonyckHO CNoCoO6GHOCTM B HanpaBieHun ot knmenTa (STA) go

Ethernet-ycTtpolicTs;

+ OepaHuyeHue 8 Up — orpaHunyeHmne nponyckHoi cnoco6HOCTY B HanpasneHun ot Ethernet-yctpoiicTe 1o

knneHTa (STA).

JonosiHumesibHoO — aKTUBMPOBATbL A0MNOSHUTE/IbHOE NOoJ1e HACTPOeK:

+ OepaHuyeHue Broadcast 8 Down — orpaHu4eHne NpomnyckHOV COCOGHOCTY LUMPOKOBELLATE/IbHOTO

Tpachuka B HanpaeneHun ot knneHTa (STA) go Ethernet-yctpoiicTs;

+ OepaHuyeHue Broadcast 8 Up — orpaHnuyeHne nponyckHo CnocoGHOCTU LLIMPOKOBELLATETbHOMO

Tpadhmka B HanpasneHun oT Ethernet-ycTpoiicT fo kineHTa (STA);

+ OepaHuyeHue Multicast 8 Down — orpaHuyeHne nNponyckHoW Cnoco6HOCTM MHOroaapecHoro Tpadvka B

HanpaeneHun ot knmeHTa (STA) go Ethernet-ycTpolicTs;

+ OepaHuyeHue Unknown 8 Up — orpaHnyeHne nponyCcKHON CNOCOBHOCTN HEM3BECTHOTIO Tpadvka B

HanpasneHun ot Ethernet-yctpoiicte go knneHta (STA).

[lNns HACTPOIKM orpaHNYeHnin ecTb crieaytoLie napaMmeTpsbl:

* BbIK/1l04EHO — OrpaHuyeHune nponyckHoOW CNOCOB6HOCTU He NPUMEHSETCS;
* Kbum/c — orpaHu4YeHvie NPoNycKHOM CNOCOBHOCTN NPUMEHSETCH B KOUT/C;
* [1ak/c — orpaHuyeHve NponyckHOM cnocobHOCTN NPUMEHSETCA B Nak/c.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUny HOBOW KOH(*)I/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B AHEPIOHE3aBNCMYIO NMaMATb
HaXXMNTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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6.11 MeHto «CeTeBble HACTPONKN»

6.11.1 MoameHto «CncTemHas KoHurypaumns»

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

BricTpan HacTpoiika MoHUTOpUHT Radio AP CeTeBble HacTpOKM Cuctema

CucTemHan koHgurypauma » M xocta

[ocryn Teorpadhmueckuii domen root

VLAN ynpagnexua Terminating

VLAN ID

Mpyopurer 802 1p 0

Mpetoken Static

Cramueckuii IP 192.168.1.10

CeTeean macka 2552652550

Linkoz
Mepeuursiit DNS
Bropuuneit DNS

NokansHoe ynpasneHnune Jepe3s Ethernet

BrnioueHo

Cramvuecimii IP 192031

CeTeean macka 2552652550

Vimsi xocma — ceTeBoe MMs YCTPOICTBa, 3aaeTcs CTpoka 1—63 CMMBOJIOB: NlaTUHCKME 3ar/iaBHble 1
CTPOYHble BYKBbI, LNPbI, 3HAK Aeduc «-» (aednc He MOXET ObITb NOC/IEAHUM CYUMBOJIOM B UMEHN);
leozpacpuyeckuli doMeH — [OMEH, B KOTOPOM pacnosiaraeTcs yCTponcTBO;

VLAN ynpasneHus:.
* BebikroyeHo — VLAN ynpaBneHus He ncnonb3yeTcs,;

+ Terminating — pexwm, npu kotopoM VLAN ynpaBneHuss TepMrHUPYeTCS Ha YCTPONCTBE; B 3TOM
C/lyqae y BCTPeYHbIX YCTPOCTB, NOAKNIOYEHHbIX Yepe3 paavonHTepdeiic, HeT gocTtyna Ao

AaHHoro VLAN;

* Forwarding — pexwuwm, npun kotopom VLAN ynpasneHus nepefaercs Takke B pagnonHTepdeic

(npun cooTBeTCTBYOLLEN HACTPOIKe «AP»).

VLAN ID — npeHTtndmkatop VLAN, ncnonb3yemblii 4118 AOCTyNa K YCTPONCTBY, NPUHUMAET 3HaYeHus 1-
4094;
lMpuopumem 802.1p — Homep npuopuTeTa 802.1p, NprcBanBaeMbIii NakeTam, MCXOASLUM C
Management VLAN-uHTepdelica ycTpoicTBa,

[pomokos — BbIGOP NPOTOKO/A, N0 KOTOPOMY ByZieT OCyLLeCTBNATLCA NoAk/ItoveHne no Ethernet-
NHTepdeicy yCTPOICTBa K CETU NpefoCcTaB/IeHNs ycayr nposaligepa:

* DHCP — pexum paboTsbl, npu KoTopom IP-agpec, macka nogcetu, agpec DNS-cepsepa, W03 no
YMOJTHaHWIO N gpyrve napamMmeTpbl, Heobxoanmble s pabdoTbl B ceTw, OyayT nonyyeHsl ot DHCP-

cepBepa aBTOMaTUYECKY;

+ Static — pexxum paboTbl, Npu KoTopom IP-agpec n Bce HeobxognMble napameTpbl Ha WAN-
NHTEepdenc HazHavarTcsa ctatuyecku. Mpu Boibope Tuna «Static» ANs pegakTMpoBaHmsa CTaHyT

[OCTYMHbI CrieayoLme napameTpbl:

+ Cmamuyeckul IP — IP-agpec WAN-uHTepgoeiica ycTpoicTea B ceTv nposBaiigepa;

« Cemesasi Macka — Macka BHeLLIHel NoACETH;

« LLi/mo3 — agpec, Ha KOTOPbIil OTNPaBNSETCA NaKeT, eC/IN [/ HETO He HallfeH MapLipyT B

Tabnvue mappyTusaumm.

* lepsuyHbIli DNS, Bmopu4Hbili DNS — IP-agpeca DNS-cepsepoB. Ecnv agpeca DNS-cepBepoB He

HasHavalTCcsa aBTomMartmyecky no npotokony DHCP, 3agaiite nx Bpy4Hyto.
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

@ nocne HacTpoikn «VLAN ynpasneHusi» BO3MOXHa noteps 4ocTyna A0 YyCTpolicTea.

JlokanibHOe ynpasaeHne yepes Ethernet:

[aHHbIli nogpasfen no3BosieT HaCTPOUTb HETEMMPOBAHHbIN AOCTYN A0 ycTpolicTea Yepes Ethernet-
nHTepdelic.

* BK/1l04EHO — aKTUBUPYET HACTPOIKY;

« Cmamuueckuli IP — |P-agpec Ethernet-nHtepdpeiica ycTpoiictTBa B 10KasibHOM ceTh (N0 yMONYaHuIo
192.0.3.1);

+ Cemesasi macka — Macka NoAceTu.

[Nsi BCTYN/IeHUSI B CU/Ty HOBOM KOHQOUIypaLumn 1 3aHECEHNS] HACTPOEK B SHEPTOHE3aBNCUMYIO NaMsITh
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».

6.11.2 TMoameHto «JocTyn»

B nogmeHo «AocTyn» NPOM3BOAMTCS HACTPOlika AoCTyna K YCTPOICTBY NOCpeacTBOM Web-uHTepdeiica,
Telnet, SSH, NETCONF 1 SNMP.

BricTpan HacTpoiika MOHUTOPHHT Radio AP CeTeBbie HACTPOKK Cucrema WHeTpymeHTEl - (BbIX0n)

Cucremuan kondmrypauma WEB
Docryn > HTTP-nopt 80
WEB-HTTPS
HTTPS-nopt 443
Telnet
Mopt 23
SSH
Mopt 22
NETCONF

SNMP

+ TMpumeHnTs ® Otmena

« [nAa BkNOYeHUsA gocTyna K yCTpoicTBy Yepes web-uHtepdelic no npotokony HTTP yctaHoBuTe chnar

Hanpotme «WEB». B nosiBMBLUEMCSI OKHE €CTb BO3MOXHOCTb NomeHATb HTTP-nopT (no ymonyanuio 80).
[nanasoH 4onycTMMbIX 3HA4YEHUIn NOPTOB, MOMUMO YCTAHOB/IEHHOIO MO ymonyaHuto, ¢ 1025 no 65535
BK/TIOUUTENbHO;

+ [nAa BkNOYeHUA AocTyna K ycTpoiicTBy yepes web-nHtepdelic no npotokony HTTPS yctaHoBuTe dhnar
Hanpotme «WEB-HTTPS». B nosiBMBLLEMCS OKHE eCTb BO3MOXHOCTb NomeHsATb HTTPS-nopT (no
ymonuaxmio 443). inanasoH gonycTUMbIX 3HAYEHWUIA NOPTOB, MOMUMO YCTAHOBMIEHHOIO MO YMOMYaHUIO, C
1025 no 65535 BKOUMTENBHO;

o MopTtbl gns npotokonoB HTTP u HTTPS He fo/mXHbI UMETb OAUMHAKOBOE 3HaYeHNe.

+ [insa BKOYEHWA [ocTyna K ycTpoincTy Yepes Telnet yctaHoBuTe donar Hanpotus «Telnet». B
NOsIBMBLUEMCSI OKHE ECTb BO3MOXHOCTb NOMeHsITb Telnet-nopT (Mo ymonuaHwmio 23). AvanasoH
A0NYCTUMbIX 3HAYEHWI MOPTOB, NOMUMO YCTAHOB/IEHHOTO N0 YMoN4YaHuto, ¢ 1025 no 65535
BKJ/THOUUTENBHO;

+ [ina BKIOYEHMs [oCcTyna K ycTpoicTBy Yepe3 SSH yctaHoBuTe donar Hanpotus «SSH». B nosiBuBLueEMcS
OKHe eCTb BO3MOXXHOCTb NOMeHsiTb SSH-nopT (No ymonyanuto 22). inanasoH AonyCTUMbIX 3HAUYEHW
NMOPTOB, MOMUMO YCTAHOBJ/IEHHOTO MO yMon4aHuio, ¢ 1025 no 65535 BKNHOUUTENBHO;

+ [nsa BknoveHns goctyna K yctporictey yepe3 NETCONF yctaHosute donar Hanpotus «NETCONF».

63



PykoBoacTtso no akcnayatauum WOP-3ax-LR5

MporpammHoe obecnevyeHne WOP-3ax-LR5 no3BonsieT uameHsitTb KOHQUrypaumo yCTporicTBa, NPoOBOANTb
MOHUTOPUHT €r0 COCTOSIHUSA, a TaKkKe ynpasBasiTb YCTPOWCTBOM MCNoNb3ys NpoTokosn SNMP.

SNMP
Mapone Ha uTeHne public
Maponk Ha sanuce private

Appec anA npuéma Tpanoe vi
Appec anA npuéma Tpanoe v2

Agnpec anAa npuéma coobuyenuid Inform

CucTemMHoe UMA YCTPORCTEE WOP-3ax-LR5
KoHTaktHanA uHbopMauma Contact
NPOU3EOOMTENA
MecTononoxeHue yeTpoRcTEa Russia

lMapone B Tpanax trap

YcTpoicTBO nogaepXxunBaet npotokonbl Bepcuin SNMPv1, SNMPv2, SNMPv3.

[na nameHeHns napameTtpoB SNMP-areHTa yctaHoBuTe donar Hanpotme «SNMP», nocrie aToro ctaHyT
[AOCTYNHbI CriegyroLLme HacTPONKN:

Maposib Ha YmeHue — Naposb Ha YTeHNe napameTpoB (06LLENPUHSTLINA: public);

Maposib Ha 3anuck — Naposib Ha 3anMchb NapamMeTpoB (06LLENPUHATLIN: private);

Aodpec ons npuéma mpanos vl — IP-agpec nnv goMeHHoe Ums npueMHuka cooblueHnin SNMPv1-trap B
topmarte HOST [COMMUNITY [PORT]];

Aodpec 0ns npuéma mpanos v2 — IP-agpec nnv AoMeHHoe UMs npueMHuka cooblueHnin SNMPv2-trap B
topmarte HOST [COMMUNITY [PORT]];

Adpec 0515 npuéma coobweHuli Inform — IP-agpec nnvm OMeHHOe NMSA NpuemMHuKa coobueHunin Inform B
topmarte HOST [COMMUNITY [PORT]];

CucmemHoe umsi ycmpolicmsa — UMs YCTPOINCTBa;

KoHmakmmHasi uHghopmayusi npou3sooumerisi — KOHTaKTHast Hopmaums Npon3BoanNTeNs YCTPOICTB,;
MecmononoxeHue ycmpolicmsa — NHhopMaLusa 0 MECTOMOIOXKEHUN YCTPONCTBA;

Maposib 8 mpanax — Naposb, Coaepxallmiics B Tpanax (no ymonuyaxuto: trap).

Hwxe npuBeaeH CNMCOK 06LEKTOB, NOAAEPXKMBAEMbBIX A1 UTEHUS U KOH(IUTYPMPOBaHMA NOCPEeACTBOM
npotokosia SNMP:

eltexLtd.1.127.1 — MOHUTOPVHI NapamMeTPOB YCTPOICTBA;
eltexLtd.1.127.3 — ynpaBneHue ycTponcTeom;
eltexLtd.1.127.5 — koHchurypmpoBaHue ycTpoincTaa.

eltexLtd — 1.3.6.1.4.1.35265 — naeHtudmnkarop npegnpusatmsa «NTTEKC».

Moapo6Hoe onucaHue OID WOP-3ax-LR5 gocTtynHo no cneaytouleii cebinke: Onucanne OID Ha FBWA WI-FI 6.

[Nsi BCTYN/IeHUs1 B CU/Ty HOBOW KOHQOUIypaLumn 1 3aHECEHMS] HACTPOEK B SHEPTOHE3aBICUMYIO NaMsTh
HaXKMUTE KHOMKY «MpUMEHUTb». [151 OTMEHbI U3MEHEHMIA HAXKMUTE KHOMKY «OTMEHa».
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6.12 MeHto «Cuctema»

B MeHI0 «CucTema» BbINMOMHAKOTCA HACTPOKN CUCTEMBI, BpEMEHMU, XXypHasa syslog, nponssogutcs cmeHa
naposs, BbIrpy3ka/3arpyska KoHdurypawmmn, 06HOBMNEHME NPOrpaMMHOro obecnevyeHns u nepesarpyska
YCTpPOWCTBA.

6.12.1 MogmeHto «O6HOBNEHME O ycTponcTea»

MoameHo «O6HoBNeHUe MO ycTpoiicTBa» NpegHa3Hav4eHo 418 0GHOBMEHNS NPOrPaMMHOI0 0becnevyeHuns
yCTpOWCTBa.

BricTpan HacTponka MOHHTOPHMHT Radio AP CeTeBble HaCTPOWKN Cucrema MHCTPYMEHTHI - (BbIXOA)

OfHoenedue MO ycTpoiicTea > AKTHBHaA BepchA NO

KoHurypauma

AxmyansHan eepcus MO Gocmynna no adpecy: hitp:/feltex-co.ru/supportidownloads/
KoHTpone AOCTYNHOCTH
@ain obHosneHns Mo Buifop daina | He BuiSpad Hu oquH dann
Mepesarpyska
AYTEHTHDHKALWA
HKypHan
Nara u BpeMa

WHOMKaumMa

OTnanoyHas MHDopMaLMA

« AkmusHasi sepcusi 10 — Bepcus NporpamMmmMHOro o6ecneyeHuns], yCTaHOB/IEHHONO Ha YCTPOWNCTBE,
paboTatoLlasi B 4aHHbI MOMEHT;
*+ Pe3sepsHas sepcusi 10 — Bepcusa NporpaMMHOIo obecnevyeHus,, yCTaHOB/IEHHOIO Ha YCTPOICTBE, Ha
KOTOPY0 MOXHO Nnepekntiountbes 6e3 3arpysku taiina Mo,
+ Cdeslamb akmusHoU — KHOMKa, N03BONAOWANA caenaTb pe3epBHyto Bepcuto MO akTUBHOW, ANs
aToro noTpebyeTcs nepesarpyska ycTporictsa. AKTBHas Bepcus MO B 3TOM Ciyyae cTaHeT
pe3epBHOIA.

O6HoBEHME MPOrpaMMHOro obecnevyeHms

3arpyauTte chaiin MO c calita https://eltex.ru/download/ n coxpaHute ero Ha KomnbtoTepe. Mocne atoro
HaXxmuTe KHoMkKy «Bblbepute thaiin» B none ®ads obHosneHus 1O v ykaxute nyTb K dhaiiny MO B
hopmare .tar.gz.

[lnsa 3anycka npowecca 06HOBAEHNST HEOOXOAVMO HaXaTb KHOMKY «3anycTuTb 06HOBNEHMEY. [pouecc
06HOBNEHMS 3aliMET HECKO/IbKO MUHYT (0 ero TekyweM ctatyce 6yAeT ykasaHo Ha CTpaHuLE), NOC/e Yero
YCTPOCTBO aBTOMATUYECKM Nepe3arpy3nTcs.

© O6HoBnATL MO cneayeT cHavyasna Ha knveHTe (STA), a 3aTem Ha Touke goctyna (AP).

@ He otknouaiite NUTaHMe yCTPOIACTBA, He BLINOMHAITE ero nepesarpysky B npouecce 06HoBAeHNs MO.
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6.12.2 TMogmeHto «KoHurypaums»

B noameHto «KoHpurypaums» BbINOMHSAETCA COXPaHEHMe TeKYLLE KOHUrypaLumum n BOCCTaHOB/EHUE.

BhICTPasA HacTponka MOHHTOPHHI Radio AP CeTeBble HACTPOWKKN Cucrema MHCTpYMEHTLI n - (BhIXOMD)

OGHoBNeHHe MO ycTpoiicTsa Mony41TL apXMB KOH(MIYPALMK C * Cra4atb
YCTpOWCTBa
KoHgurypauusa »
3arpysuTe apxXue KOHDHIypaymn | BriGop daiina \ He BLIOpaH HU OAWH thaitn
KOHTpOnE AOCTYNHOCTH Ha yCTpOACTEO

Mepesarpyska

COpOC Ha 3aBOACKME HACTPOIKN CoxXpaHWTb NapameTpbl A0CTYNa

AyTeHTHDMKALMA
% COpoc

Hypran
[ara n BpemMd
AHaMKALMA

OTnago4yHan UHgopmMaLmMa

[lony4yeHmne KoHMUrypaumm

UT06bI COXPaHUTL TEKYLLYH KOH(MIypauuo YCTPOCTBa Ha /IOKasIbHbI KOMMbLIOTEP, HXKMUTE KHOMKY
«CKauaTb».

OG6HoBMeHMEe KOHJMIYypaLumm

[ns 3arpy3ky cOXpaHeHHOro Ha JI0KaJlbHOM KOMMbloTepe dhaina KoHUrypauum NCnosb3yeTcsa MyHKT
«3arpy3uTb apxvB KOHUrypaumm Ha yCTponcTBo». 19 06HOBMEHUS KOHUrypauum yCTpoCcTBa HaXKMUTe
KHOMKY «BblGepuTe chaiin», ykakute daiin (B hopmarte .tar.gz) n HOXMuUTE KHOMKY «3arpy3unTb chaiin».
3arpyxeHHas KoHUrypauusa npuMmeHseTca aBToMaTnyeckn 6e3 nepesarpysku ycTpoicTsa.

C6poc ycTpoicTBa K 3aBOACKMM HACTPOiKaM

UT0o6bI caenaTth COPOC BCEX HACTPOEK YCTPOICTBA HA CTaHAAPTHbIE 3aBOACKME YCTAHOBKM, HXKMUTE KHOMKY
«C6poc». Ecnu akTBMpoBaH chnar «CoxpaHnTb NnapameTpbl 40CTynar, TO 6y4yT COXpPaHeHb! Te napameTpsbl
KOHGpMIypaLmm, KoTopble 0TBEYAKT 3a A0CTYN K YCTPOCTBY (HacTpoiika IP-agpeca, HacTpoiiku foctyna no
Telnet/SSH/SNMP/NETCONF/Web).
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6.12.3 TMogmeHto «kKOHTPONb JOCTYNHOCTU»

®YHKLMA «KOHTPOb JOCTYNHOCTU» NO3BOJIAET ONpeAe/iMTb OTCYTCTBME CBA3HOCTU M nepesarpysvTb
YCTPOWCTBO UMK ero nHTepdencobl 6e3 yyactus nonb3osarens. Mpu nepesanycke nHtepderica tTakke
npovcxoant nepesanyck DHCP-knveHTa Ha Tekywem WAN nHTepdelice.

BhiCTpaa HAaCTpoHKa MOHWTOPUHT Radio AP CeTeBble HaCTPOHKH Cuctema NHCTpYMEHTBI n - (BbIXOA)

OBHosnexwue MO ycTpoiAcTsa Brntoyero
KOHHrypaums [efcTsne Mepesarpyska ycTpoicTea v
KOHTpOnk JOCTYNHOCTH > Ping-cepeep 192.168.1.1
Mepesarpyska 3ajepxka nepem Ha4anom 300

npoBepim

AYTEHTHDMKALUMA Mepuon oTnpaskk ICMP- 300

3anpocoB
HKypran .
TaAmayT oHuaaHua ICMP- 1

_ OTBETOB
Lara u BpeMA
MaKkCcHUMansHoOe KonM4ecTso 3

MHOnkauma HEYAa4HbIX NPOBEPOK

OTnagoyHan MHpOpMaLmMa X OTmena

* BK/1t04EHO — MpW YCTaHOB/IEHHOM dh/1are KOHTPO/Ib AOCTYNHOCTU BK/HOYEH, MHAYE — BbIK/HOYEH;

« [Jeticmsue:

* [Nepe3arnyck ethernet uHmepcpelica — B cnyvyae HefOCTYNHOCTU 3afaHHOro Ping-cepeepa
npousonget nepesanyck Ethernet-nHtepdelica yctpoiicTea;

* [epesaryck 6ecrnposodHO020 uHMepgelica — B Criydae HeAOCTYNHOCTM 3agaHHoro Ping-cepeepa
npov3onaeT nepesanyck 6ecnpoBoAHOro MHTepdieica yCTPONCTBa;

* lepe3azcpyska ycmpolicmsa — B Clyvyae HeAOoCTYNHOCTW 3afaHHoro Ping-cepsepa nponsonget
nepesarpyska yCcTpolicTBa.

+ Ping-cepsep — IP-agpec unn joMeHHOe MMS X0CTa, Kyaa 6yayTt otnpasnatecsa ICMP-3anpochl;

+ 3adep)xka rneped Hayas10M fpPoBeEPKU — BPEMS B CEKYHAAX NOC/e BK/IOUYEHUSA YCTPONCTBA UK
npeablaywero cpabatbiBaHns, B TEHEHNE KOTOPOro KOHTPO/b AOCTYNHOCTM He ByAeT paboTaTb.
Bo3moxHble 3HaveHus: 60—86400 BKNHOUNTE/LHO;

+ lNepuod omnpasku ICMP-3anpocos — BpeMs B CeKyHAaX, Uepes koTopoe byaet otnpaeneH ICMP-3anpoc
nocne nonyyexus ICMP-oTBeTa NN NPUHATUA pPELLEHNs O TOM, YTO nNpeaplaywmin ICMP-3anpoc
oKasasics HeyfauHbIM. Bo3aMoxHble 3HavyeHus: 1-86400 BKIOUNTENBHO;

+ Talimaym oxudaHusi ICMP-omsemos — BpeMsi B CEKyHAaX, B Te4eHne KoToporo oxmagaercsa ICMP-oTeeT
Ha oTnpasneHHbIii ICMP-3anpoc. Ecnv no ucteyeHnn spemenn ICMP-oTBeT He nonyyeH, To ICMP-3anpoc
cunTaeTcAa HeyaauHbIM. Bo3mMoXxHble 3HaYeHus: 1—10 BKNKOUUTENBHO;,

* MakcumasibHOe KO/Iu4ecmBs0 HeyoauyHbIX MposepoK — MakCUMasibHoe KoNnMyecTBo HeyaaduHbix ICMP-
3anpocoB. Ecnn konnyectBo HeyaauHbix ICMP-3anpocoB gocTuraet ykasaHHOro Ynca, To BbIMOJTHAETCA
3aflaHHoe aencTeue. Bo3amoxHble 3HaueHns: 1-86400 BKIOUMTENBHO.

[N BCTYNNEeHWs1 B CUY HOBOI KOHCOUIypaLmmn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABMCUMYIO NaMsiTh
HaXKMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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6.12.4 TMogmeHto «Mepe3arpyska»

[lna nepesarpy3kn yCTpoCTBa HAXKMUTE Ha KHOMKY «[lepesarpyskax. MNpouecc nepesanycka ycTpoliicTsa
3aHVMaeT NPUMEPHO T MUHYTY.

BLiCTpaA HacTpolika MoHuTOpHHr  Radio AP CeTeBble HACTPORKH ~ CHCTEMa  VIHCTDYMEHTGI - (BbiX0A)
OBHoBnerue M0 yCTpoicTEa Mepesarpy3ka ycTpoicTsa 2 Mepeaarpyaka
KoHDurypauus

KoHTponb AOCTYNHOCTH

Mepe3sarpyska >

AyTEHTHDUKELMA

KypHan

Nata v Bpems

WHAuKaLMA

OTnapoyHan uHpopmauua

6.12.5 MoameHto «AyTeHTUdnkaumnsa»
MoameHo «AyTeHTUDUKauUA» npegHasHaueHo 41 HACTPOVKM ayTeHTUmKaumm nonb3osBarens.

AyTeHTUunkauma:

© 3aBopckas yueTHas 3anuch ANA AOCTYNa K YCTPoicTay: norvH: admin, napons: password.

6.712.5.1 JlokasibHas

Mpu ycTaHOBMEHHOM dhnare ayTeHTUMKaLUns GyAET BbIMOMHATLCS MO YYETHOW 3anncK, XpPaHsLLencs Ha
[aHHOM YCTpOICTBE.

BuiCTpas HACTpoiika MOHMTOPHHT Radio AP CeTeBbie HACTPOMHKH Cucrema VIHCTPYMEHTSI - (Bbixof)
O6Hoenexue MO ycTpoiAcTea AyTeHTMdpMKSLMﬂ
KoHdpurypauma THN ayTEHTUDUKALHH @ INokanbHaa (O RADIUS
KOHTpONs AOCTYNHOCTH Tlorut admin
Nepesarpyska Napork @
AyTEHTU(MKALMA > TMoaTsepxaexne napons ®
Hypran HacTpoiiku ceccnm
[ara u spems Taiim-ayT Ge3nefcTBMA, MHH 15
WHankaLus
OTnano4Has MHpopMaLs

+ Jlo2uH — NOTVH, HacTpanBaeMOW YUETHO 3anucuy;
* [laposib — BBOA HOBOrO Naposs;
+ [NoomsepxxoeHue naposisi — NOATBEPXAEHNE HOBOrO Naposisi.

Takxe eCTb BO3MOXHOCTb CO34aHWsA AOMOMHUTE/bHBIX YYETHbIX 3aM1cen ¢ ponsammn agMuHucTpaTopa nnm
Habnogartens (HacTpoiika A0CTynHa To/bKo Yepes CLI). YueTHble 3anmcu ¢ ponbio agMUHUCTpaTopa nMetoT
NOSHbIA AOCTYN K YCTPOWCTBY: UTEHNE W 3aMUCh /IH0ObIX HACTPOEK, NOHbLI MOHUTOPUHI COCTOSIHUSA
YCTPOWCTBA. YUYETHbIM 3annCsiM C POsb0 HabngaTens A4oCTYNeH TONIbKO MOHUTOPUHT.
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

6.12.5.2 RADIUS

Mpwn ycTaHOB/IEHHOM dhnare ayTeHTUdIUKaUns 6yaeT BbINOSHATLCSA MO y4eTHol 3anncu Ha RADIUS-cepsepe.

BLICTpaA HacTpoHKa MOHMTOPMHT Radio AP CeTeBble HAaCTPONKH Cucrema WHCTPYMEHTHI - (BBIXOA)

QOGHoBNeHWe MO ycTpoicTea AyTeHTMCpMKa uns
Kondurypauma Tun ayTEHTUDHUKALMKA () NokanbHas @ RADIUS
KOHTPOMS AOCTYMHOCTH Anpec RADIUS-cepsepa 192.168.1.1
MNepesarpyska MopT RADIUS-cepeepa 1812
AyTEHTHDMKALNA > Mapons RADIUS-cepeepa weeeen @&
HypHan PesepsHan nokanbHan
ayTeHTMDUKALMA
[Nara n BpemMd
Norux admin
HAMKALMA
Mapone @
QOTnanc4Han nHopmMauma
MoaTeep#aeHne Napons @

HacTtporikn ceccum

TaimM-ayT Ge30efCTBNA, MUH 15

+ Adpec RADIUS-cepsepa — IP-agpec RADIUS-cepBepa;

* Mopm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTOPbIA NCNOMb3YeTCA 418 ayTEHTUAINKALUA 1
asTopusauuu;

+ lNaposb RADIUS-cepsepa — kntod RADIUS-cepBepa, NCNonb3yemoro 4J/1s ayTeHTugukaumm m
asTopusauuu;

* Pe3epsHas /10Ka/IbHasi aymeHmugbukayusi — rnpu yCTaHOB/IEHHOM do/iare BK/I0YaeTCa ayTeHTudmkaums
No /I0Kas1bHOW y4YeTHo 3anucu admin npu otcyTcTBUM coeguHeHns ¢ RADIUS-cepeepowm;

*+ Jlo2uH — NOTWH HacTpaMBaeMo y4YEeTHON 3anncuy;

* [Maposib — BBOJ, HOBOIO Naposns;

* [MoomsepdeHue napo/is — NOLATBEPXKAEHMNE HOBOIO Naposs.

© C BbiKII04EHHBIM NapaMeTpoM «Pe3epBHas NIokanbHas ayTeHTUMKaLs» aBTopuU3aLys
npouvcxoanT Tosibko Yepes RADIUS-cepsep. MNpu ero HeAOCTYMHOCTU NN HEKOPPEKTHBIX AaHHbLIX
aBTOpM3aLns BbINOSIHEHA He ByaeT.
C BK/IHOYEHHBIM NapamMeTpom «Pe3epBHaA fokasibHast ayTeHTUhukaums» npu oTCyTCTBUM
coegmnHeHnsi ¢ RADIUS-cepBepom, aBTopr3aumns MOXET ObITb BbINOHEHA MO IOKa/IbHOW YYETHOM
3anuncu admin. ABTopum3auus Yepes gpyrme fokasnbHble YYETHbIE 3anncu BbiNo/HEHA He ByaeT.

© [na aytenTudmkaummn yepes RADIUS-cepBep yUeTHbIE 3an1cy C COOTBETCTBYIOLMMI POISMM
CO34al0TCA TO/IbKO Ha HEM.
YueTHbIM 3anMcsiM MOryT ObITb NPUCBOEHbI CeAytoLLne Posu:
admin — nonb3oBaresib C Takoi posblo ByAeT MMETb NOJHbIN JOCTYN K KOHUTypUpOBaHUIO U
MOHUTOPWHIY YCTPOWCTBA;
viewer — nosnb3oBaTesib C Takol Ponbto ByaeT MMETb AOCTYN TO/IbKO K MOHUTOPUHIY YCTPOICTBA.
Ha RADIUS-cepBepe An1s1 HaCcTPOWKM poneil y4eTHbIX 3anncei ncnonbsyetcs atpmnbyT Cisco-AVPair =
"shell:role=<role>" (rz1e <role> npuHyvaeT 3HaveHnss admin v viewer).
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HacTpoiiku ceccun:

* TaElM—aym 6e3delicmsusi — BpemM4d 663,0,6I7ICTBI/IF| noJsib3oBaTtesid B MUHYTax, Nocsie KOToporo ceccus
aBToOMaTn4yeCkn 3aBepLuaeTCA.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOW KOHCpI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B 3HEPIOHE3aBNCMYIO NMaMATb
HaXXMUTE KHOIMKY «rlpVIMeHI/ITb». .[],}'IFI OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».

6.12.6 ToameHto «KypHan»

MNMoamMeHo «KypHan» npefHasHa4yeHo A8 HaCTPOKN BbIBOA4A Pa3HOro poja OTN1af0uHbIX COOOLLEeHNI
CUCTEMbI B LefIAX 06HapYyXXeHunst NpuymH npobnem B paboTe ycTpoincTaa.

BhICTpas HacTponka MOHWUTOPMHT Radio AP CeTeBble HACTPONKN Cucrema MHCTpYMEHTBI - (BbIXOA)

OfHoEneHue MO ycTpoAcTea Pexuim Cepeep u dain v
KoHpurypauyma Agpec Syslog-cepsepa syslog.server
KoHTpons LOCTYNHOCTH MopT Syslog-cepsepa 514
Mepesarpyska Pazmep taiina, kB 1000
AYTEHTHDUKALMA
* OTMeHa

KypHan »
Nara 1 Bpema
WHOMKaLMA

OTnagoyHan uHdopMauna

« Pexum — pexum paboTsl Syslog-areHTa:
+ JloKka/ibHbIl ¢halisn — iHdopMaLns XypHana coxpaHsaeTcs B 1oKanibHOM dpaiifie n A0CTyrnHa B
web-nHTepdelice ycTpoiictBa Ha BKagke «MOHUTOPUHI/XKypHan coObITUiAY,
+ Cepsep u ¢halin — nHopMaLms XypHana OTNpaBaseTca Ha yaaneHHblin Syslog-cepsep u
COXpaHsIeTCS B /IOKasIbHOM (haiine.
+ Aodpec Syslog-cepsepa — IP-agpec nnn gomeHHoe ums Syslog-cepsepa;
« Mopm Syslog-cepsepa — NopT Ans BXoAswmx cooblieHunii Syslog-cepsepa (no ymonuanuto 514,
BO3MOXHble 3HaYeHnst 1-65535);
* Pasmep ¢palina, kb — MakcuManbHbIi pasmep gpaiina xypHana (Bo3amoxHble 3HaueHust 1-1000 kB).

[Nsi BCTYN/IEHUSI B WYy HOBOM KOHQOUIypaLumn 1 3aHECEHNS! HACTPOEK B SHEPTOHE3aBNCUMYIO NaMSTh
HaXKMUTE KHOMKY «MpUMEHNUTb». 151 OTMEHbI U3MEHEHMIA HAXXMUTE KHOMKY «OTMEHA».
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6.12.7 TMogmeHto «[ata u Bpems»

B nogMeHto «jata u BpeMsi» MOXXHO HACTPOWUTb BPEMs BPYUHYH MM C MOMOLLbIO MPOTOKO/Ia CUHXPOHM3aLMN
BpemeHn (NTP).

6.12.7.1 Bpy4Hyro

BhICTpaA HacTpolka MOHUTOPHHT Radio AP CEeTEBbIE HACTPOHKK Cuctema WMIHCTPYMEHTBI n - (BbIXOM)

OGHoeneHue MO ycTpoiAcTBa Pexum @® BpyuHyro (O NTP
KOHCDHTypaLys [ata w BpeMA ycTpoicTsa 02.06.2026 06:45:27 | # Pepartvposats

Yacosoi noAc MockBa, PoccHa hd
KoHTponk AoCTYNHOCTH

BINIOYHTL NEPEXOM HA NeTHee
BpEMA

Nepesarpyska
AyTEHTUDHKALMS Mepexoq Ha NETHEE BpeMA (He enibpaHo) (He enibparo) (He ewibparo) B --
HypHan Mepexon Ha 3UMHEE BpEMA (He ebiGparo) (He eniGparo) (He énifparo) B —

Nata u Bpems > CBMr BpEMEHH (MUH_) 60

MHAMKaLMA

OTnancyHan MHopMayma

+ [ama u spemsi ycmpolicmsa — farta v BpeMs Ha YCTPOCTBE B AaHHbIA MOMeHT. Ecnn TpebyeTca
KOPPEKLNS, HKMUTE KHOMKY «PefaktnpoBaTby,
+ [ama, spemsi — 3afiaiiTe TEKyLLYIO AaTy U BPEMSA U HAXXMUTE KHOMKY «Tekyllas gata u Bpems»
[ANs ycTaHOBKM BpemeHu MK Ha ycTpolicTBO;
+ Yacosol rosic — no3BoNSET YyCTaHOBUTb YaCOBOM NOAC B COOTBETCTBUM C 6vKaiLLumMM ropogom B
BalLeM pervoHe 13 3a4aHHoro Crnvcka,
* Brsmoyums rnepexod Ha /iemHee speMsi — Mpu YCTaHOB/IEHHOM dp/iare nepexop, Ha fieTHee/3nmMHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIi Nepuo BpeMEHMU:
* [Nepexo0d Ha /lemHee BpeMsi — [eHb 1 BpeMms, Koraa OyaeT BbINO/IHATLCA Nepexos Ha JieTHee
Bpems;
* [Nepexod Ha 3uMHee BpeMsi — feHb U BPEMS, KOrga 6yAeT BbINOMHATLCA Nepexos Ha 3vMHee
Bpems;
+ CoBue BpemeHuU (MUH.) — Nepuog, BPEMEHN B MUHYTAX, HA KOTOPbIN BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHumathb 3HadyeHume oT 0 4o 720 MuH.

[N BCTYNNEeHMs1 B CUYy HOBOI KOHCOUIypaummn 1 3aHECEHUSI HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsITh
HaXKMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI U3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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6.12.7.2 NTP-cepsep

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

BricTpan HacTpoiika

Obroenenne M0 ycrpoiicTea
Kowdpurypauua

KowTpone noctynHocTH
Mepezarpyaka
AyTeHTUDMKALWA

HKypHan

Nata u epema >

Mnaukauua

OTnagouHan WHOpMayA

MoHuTopuHr Radio

AP CeTeskle HacTpoiiu

Pestama
Mata n epemA ycTpoiicTea

Yacosoil nosc

BiniouuTs Nepexo] Ha NeTHee BPEMA

Mepexon Ha neTHee BpeMa

lNepexoa Ha 3uMHee BpeMA

Crgur BpeMeru (MuH.)

Cepaepel NTP

Cuctema

WHcTpymeHTsl

) Bpyunyio @ NTP
02.06.2026 06:46:39

Mocrea, Poccun
(He ewibpara) (He esibpara)
(He enibpara)

(He esibpara)

60

Ne Appec NTP-cepeepa

1 pool.ntp.org

2

3

=+ [lobasuTs

m X Ommea

(He euibpaHo) B — 1 -

(He enibparo) B -

Tun
ayTeHTHDHKaLMK

Key-ID
BuinigueHo v 1

MD5 ~ 1

SHA1 ~ 1

Knroy ayTenTudpmxanmnm

« [lama u spemsi ycmpolicmsa — fata U BPEMS Ha YCTPONCTBE B AaHHbIi MOMEHT;
+ Yacosol rosic — nN03BONSET YCTAHOBUTb YaCOBOM NOAC B COOTBETCTBUM C GAvKaiLLIMM ropogom B
BalLEeM pervoHe 13 3afaHHOro Crmcka;
* Bk/iro4umsb rnepexod Ha siemHee speMsi — Npu yCTaHOB/IEHHOM doiare nepexop, Ha fieTHee/31MHee
Bpems OyaeT BbINO/HATLCA aBTOMATUYECKN B 3a4aHHbIli Nepuos BpEMEHMU:
+ [Mepexod Ha iemHee BpeMsi — AeHb N BpeMs, Korga OyeT BbINOHATLCA Nepexos, Ha neTHee

BpeMS;

+ [Nepexod Ha 3uMHee BpeMsi — [ileHb U BPeMS, Koraa GyeT BbINOMHATLCS Nepexos Ha 3UMHee

BpeMS;

+ CoBue BpemeHu (MUH.) — Nepuog, BPEMEHN B MUHYTAX, Ha KOTOPbII BbINOMHAETCA CABUT BPEMEHM.
MoxeT npuHumMaTh 3HaveHune ot 0 o 720 MuH.

+ Cepsepbl NTP:

Adpec NTP-cepsepa — IP-agpec/nomMeHHOe UMs cepBepa CUHXPOHU3auum BpeMeHn. Bo3mMoXxHo
3afartb agpec Unn Bolbpartb U3 CyLLECTBYIOLLErO CMUCKa,
« Tun aymeHmugbukayuu — BbIGOp anroputma XelwmnpoBaHus ana ayteHtngukaumm NTP-nakeTos.
Bo3mOXHble 3HaueHus: BbikntoueHo, MD5, SHAT;
* Key ID — yHMKanbHbI HOMEP K/1o4a, MCNoNb3yeMOoro As1s ayTeHTMdmnKaumm npn obMeHe gaHHbIMN
¢ NTP-cepsepom. Bo3amMoxHble 3HaveHus: 1 o 65535;
* Koy aymeHmucbukayuu — CEKPETHbIN KN4 ayTeHTUdMKaLMN B TEKCTOBOM BUE.

,ﬂ,ﬂﬂ BCTYMJ/ieHNA B CUNy HOBOWA KOHCbI/IpraLl'I/II/I N 3aHECEHNA HAaCTPOEK B IHEPIrOoHE3aBUCMYIO NMaMATb
HaXXMNUTE KHOIMKY «|_|pVIMeHI/ITb». p,l'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMmeHa».
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6.12.8 TMogmeHo «MHanKaUnA»

B nogmeHo «MIHAUKaLMS» MOXHO BbINOMHUTL KACTOMM3ALIMIO MHAMKATOPOB Ha YCTPOCTBE.

BricTpan HacTpoiika MoHUTOpHHT Radio AP CeTeBble HACTPOAKA Cuctema MHCTpyMeHTE! - (BbxoD)

Obroenenue MO ycTpoiictea OﬁLLME! HaCTpOFIKVI
Kondbmrypauma Brrouero
Koxmpone goctynocTa Moporu RSSI uHankatopos
Mepesarpyaxa Brntouuts
AYTEHTUMKELIMA Mopor LED4, abm -60
Hypran TMopor LED3, gBm 70
Llara u epema Mopor LED2, aBm 80

WHavkauma >
Mopor LEDA, abm -100

m * Omuesa

Otnapo4Han MHgopMalna

O6uime HaCTPOIKK:
* BK/1t04EHO — NMpW YCTaHOB/IEHHOM dh/lare MHANKATOPbI BKHOYEHbI, UHAYE — BbIK/THOUEHDI.

Moporu RSSI nHAMKaTOPOB:

* Bks1ro4ums — Npu yCTaHOBNEHHOM ch/iare BK/IOYEHO Ha3HaYeHWe NMoporoB A5 KaKA0ro nHavkaropa,
NHaye — BbIK/TOYEHO;

* lNopoe LED4, 0bM — MUHUMabHBI YPOBEHb CUrHaa BCTpeuHoro yctpoiictea (RSSI), npy koTopom
BK/tovaetcsa nHamkatop LED4 (no ymonyaHuto: -60, BO3MOXHble 3HaueHus:: -100—-0);

* lMopoe LED3, 0bM — MUHUMaUbHBI YPOBEHb CUrHaa BCTpeuHoro yctpoiictea (RSSI), npy koTopom
BK/tovaetcsa nHamkatop LED3 (no ymonyanuto: -70, BO3MOXHble 3HaueHus:: -100-0);

* lMopoe LED2, 0bM — MUHUMabHBI YPOBEHb CUrHa1a BCTpeUHoro yctpoiictea (RSSI), npy koTopom
BK/toYaetcsa nHamkatop LED2 (no ymonyaHuto: -80, BO3MOXHble 3HaueHus:: -100—-0);

* lMopoe LED1, 0bM — MUHUMaUbHBI YPOBEHb CUrHa1a BCTpeuHoro yctpoiictea (RSSI), npy koTopom
BK/tovaetcsa nHamkatop LED1 (no ymonyanuto: -100, BO3MOXHble 3HauYeHus: -100-0).

[N BCTYNNEeHWs1 B CUY HOBOI KOHCOUIypaummn 1 3aHeCEHUsT HACTPOEK B SHEPTOHE3ABNCUMYIO NaMsiTh
HaXXMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI MU3MEHEHWI HAXKMUTE KHOMKY «OTMEeHay.
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6.12.9 MogmeHto «OTNagouHasa NHhopmauunsa»

BeicTpan HacTpoiika MoHKTOpMHT Radio AP CeTesbie HacTpoiik1 Cucrema WMHcTpymeHTs - (BbDGOD)

O6roenetne M0 ycipoiictea Paiin oTnago4Hoi MHcopMaLn * Crauate
Kondmrypauma
KonTpone goctynHoc
Mepezarpyaka
AyTeHTudmKaLuA
Hypran
[lara u Bpema
WHawkauma

Omnagouran uHpopmauma »

dainn 0T1aa04vHON nHhopMaLmm

Utobbl nonyuntb apxme WOP-3ax-LR5_SN_troubleshooting.tar.gz ¢ yCcTpoiicTBa Ha NOKaslbHbI KOMMNbIOTEP,
HaXXmuTe KHOrMKy «CkayaTb».
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6.13 MeHto «MIHCTPYMEHTbI»

6.13.1 TMogmeHo «KOCTMpPOBKa»

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

Mopg, fOCTMpOBKOVI NOHNMMaETCA BblpaBHMBaHNE MNOJ/TIOXEHNA aHTEHHbI yCTDOVICTBa B NMPOCTpaHCTBE ANA

noslyd4eHnsa MakCMMasibHOro curHasa.

[Nsi 3anycka ICTUPOBKN HAXMUTE Ha KHOMKY «CTapT».

[NA 0CTaHOBKM HOCTUPOBKN HAXXMUTE Ha KHOMKY «CTOonmn».

FOcTtupoBka:
+ SSID — nmsa 6ecnpoBOAHON CeTY;

* KaHas1 — KaHau1 nepefayn AaHHbIX;
RSSI — ypoBeHb NpUHMMaEMOro curHana, gbwm;

* YdasneHHnblIl RSS| — ypoBeHb NPMHUMAEMOrO CUrHana BCTPEYHOTO YCTPOIACTBA, ABM;
* PacyemHblli RSSI, 0bM — TeopeTnyeckoe (0XMAaeMOoe) 3HaUYeHNe YPOoBHS CUrHana, AbM.

m eren

tocTupoeka

1718 212325 37 20 31 43 35 37 39 41 43 45 47 40 51 63 55 57 56 61 63 45 67 68 71 T3 U5 ac

2

= E
1710 212325 27 20 31 3335 37 20 41 43 45 47 40 51 53 55 57 B4 61 B3 BS 6T 60 1 T3 7 tc 1718212325 27 20 31 23 35 37 30 41 43 45 4T 40 5153 55 57 56 61 B3 A5 BT S T T3 U5 pc

Mpadink RSSI-AT nokasbiBaeT U3MEHEHMSA YPOBHS CUrHasia Ha NepBoil aHTEeHHe B ABM B TeYeHNe BPEMEHN B

cekyHaax.

Mpadink RSSI-A2 nokasbiBaeT U3MEHEHMS YPOBHS CUrHasia Ha BTOPOW aHTEHHE B ABM B TeueHne BpeEMEHN B

cekyHaax.

padnk YoasieHHbIl RSSI-AT noka3bliBaeT M3MEHEHWST YPOBHSA CUrHasia Ha NepBoi aHTEHHE BCTPEUHOIO

yCTpOIicTBa B IEM B TeYEHVE BPEMEHUN B CEKYH/AX.

padnk YoasieHHbIl RSSI-A2 nokasblBaeT MU3MEHEHMWSI YPOBHS CUrHasia Ha BTOPOi aHTEHHE BCTPEUHOro

yCTpOIicTBa B IEM B TEYEHVE BPEMEHUN B CEKYH/AX.

Mukosbili RSSI — MakcMarsibHbIi YPOBEHb CUTHAMA B AEM 3a BpeMs U3MepeHus. JIMHUS KpacHoro LiBeTa.

PacuemHbil RSSI, d6M — TeopeTnyeckoe (0X1aaeMoe) 3HaueHne YpoBHS CUrHana, ABM. MyHKTYpHAas NMHUS

3€J/1eHOro uBeTa.
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6.13.2 TlMogmeHto «TecTUpoBaHNe CKOPOCTU»

MoameHto «TecTMpOBaHMWe CKOPOCTU» NPeAHa3HAYeHo AJ1si TECTUPOBAHMUSI CKOPOCTU NINHKAL.

BHICTPaA HACTPOMKA MoHuTOpMHT  Radio AP CeTessle HACTPORKM — CHCTEMa  MHCTPYMEHTS!

KocTHpoBKa

Q

OOHOBHTL

TecTMpoBaHue CKOpOCTH >

Ne WM# xocTa IP-anpec MAC-anpec Downlink Uplink

1 102 Mbitsisec 126 Mbitsisec

@ Downlink
Uplink
Moutic

140

120

100

80

60

40

20

12:10:23 12.10:24 12:10:25 12:10:26 121027 12:10:28 12:10:29 12.10:30 12:10:31 121032 ¢, ¢

- (BBIXOM)

3anyctuTe

TecT paboTaeT B AByHanpassieHHoM pexume (Downlink+Uplink). CHauana nsmepsieTcst CKOpoCTb BXOAALLENO

notoka (Downlink), 3aTtem ncxoasuiero (Uplink).

TecT BbInosniHseTcs Tpadukom TCP n gnntea 10 cekyHA, Ans OAHOro HanpasneHusi. B oAnH MOMEHT BpPEMEHMU

TECT MOXET ObITb 3anyLLeH TO/IbKO 40 OAHOr0 BCTPEYHOro YCTPOCTBA.

[na 3anycka Heo6xoAMMO HaxaTb KHOMKY «3anycTuTb». [ocne 3aBeplleHns TecTa pesynstar byaet

0TO6paXKeH B COOTBETCTBYHOLLEM MO/IE U Ha rpadhvke.

Mo ymonuaHuo ansa Tecta ucnonbayerca VLAN 7 n noacetb 192.0.4.0/24. Ecnun B CETU yXXe UCMNO/b3YTCS
Takas nogcetb 1 VLAN, TO HE0O6X0AMMO N3MEHUTL HACTPONKM AN TeCTa TakuM 06pa3om, UTOObI OHM He
nepecekannchb ¢ AeNCTBYOLWMMN CETAMU. ITO BO3MOXHO caenatb yepe3 CLI. bonee nogpo6HO npouecc

onucaH B pasgene «YTunuta perftest».

© /115 novcka NoAKNIOUEHHBIX YCTPOICTB AOCTYMHbI Creaytolme hubTpbl: N0 BCEM MOMAM, N0 UMEHU

xocTa, no IP-agpecy, no MAC-agpecy. s Bbibopa (hunibTpa HaxMmTe Ha
[OCTYMNEH TO/IbKO B pexume ycTporicTea «Touka goctyna PMP».

= ®PyHKUMOHanN

76



PyKoBO/CTBO Mo akcnsyatauum WOP-3ax-LR5

7 TlpuMmep HaCTpPOKN yCTpoNCcTBa
B gaHHOM pasgene npusefeH NnpuMep nepBoHavasibHOW HACTPONKM YCTPONCTB A/18 OpraHm3alm COBMECTHOro
dhyHKUMOHMpoBaHus 6a3oBoii cTaHuun WOP-3ax-LRS n aboHeHTcknx ctaHumin WOP-3ax-LRS.

[@ol]

WOP-3ax-LR5

D) we-3p-rs

[ o o B T8
TV-np ncTa

PucyHok 22 — Cxema npumeHeHns WOP-3ax-LR5

© B agpecHoii cTpoke 6pay3epa BeeauTe IP-aapec yctpoiictsa (no ymonuaHmio 192.168.1.10, ecnu
YCTPOIACTBO He nonyunnio agpec no DHCP). Mpu ycnewHoM NoaKUYeHU K YCTPOACTBY NOSIBUTCS
OKHO C 3anpoCcoM JI0TMHa 1 napons. 3anofiHUTE NOAS U HAXXMUTE KHOMKY «BoiTu». Mo ymonyaHuo —

noruH: admin, naposb: password.

WOP-3ax-LR5

BeegwTe NOrvH

BeegwTte napone

Ecnu 370 OKHO He NosBUMIOCK, y6eamTech, 4To MK HaxoauTcs B OAHON CETU C YCTPONCTBOM.
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

HacTpoiika Toukn goctyna (AP):

1. Mo ymonuyanuio yctpoiicteo WOP-3ax-LR5 HacTpoeHo Ha nonyyeHne agpeca no DHCP. Ecnun agpec He
6b1/1 NONTyYEeH, NOAKMHUNTBLCA K YCTPOMCTBY MOXHO MO 3aBoAackoMy IP-agpecy: 192.168.1.10, macka
noacetun: 255.255.255.0.

2. Heobxogumo 06HOBMTL MO ycTpoiicTBa Ha akTyanbHOE corfiacHo pasgeny «O6HosaeHune MO
yCTpOlicTBa».

3. B meHio Radio BbINO/MHUTL NpeaBapuTenibHyr0 HacTpPovKy paanovHTepdelica. BoibpaTb KaHau nepegayun
[aHHbIX 1 yKa3aTb pacCTosiHMe Mexay YyCTPONCTBaMu B KUJIOMETpax.

4. CoxpaHuTe HaCTPOWKMN HaXKaB Ha KHOMKY «[IpUMEHUTb».

5. B meHto «AP» B none «SSID» ykaxnte ngeHtudmkatop 6ecnpoBofHON CETH, K KOTOpOMY byaeT
noaknoyaTbes KNneHT (STA).

6. B none «Pexum 6e3onacHoCTn» BbIbepUTE pexmnm 6e30nacHOCTH, N0 KOTOPOMY OCYLLECTB/IAETCA
ayTeHTUMKaumsa B JaHHON CETU 1 3a4aiTe K/koY, eC/IM UCNOMb3YEeTCA CeTb C LWNpoBaHNEM.

7. CoxpaHuTe HaCTPOIKW, HaXaB Ha KHOMKY «[TpUMeHUTbY.

HacTpoiika knveHTa (STA) ana nogkayeHmns K Touke goctyna (AP):

1. Mo ymonuyanuio yctpoiicteo WOP-3ax-LR5 HacTpoeHo Ha nonyyeHne agpeca no DHCP. Ecnun agpec He
6b1/1 NONTyYeH, NOAKMHUUTBLCA K YCTPOMCTBY MOXHO MO 3aBoAackomy IP-agpecy: 192.168.1.10, macka
noacetun: 255.255.255.0.

Heobxoanmo o6HOBUTL O ycTpoiicTBa Ha akTyasibHoe cornacHo pasgeny «O6HosneHne Mo

yCTpOliCcTBa».

Ecnv ana nogknioyeHus K cety nposalifepa Ucnosb3yloTes cTaTnyeckne unmn AedoNnTHble HACTPOKK, TO

B MeHI0 «CeTeBble HACTPOMKM» B nosie «[pOTOKOM» HYXXHO BblObpaTb 3HaYeHue «Staticy, 3ano/HUTbL Noss

«CTaTtndeckuii IP», «CeTeBasi Mackar, «LLinto3».

4. B meHto STA» B none «SSID» ykaxunTe naeHtmdmnkarop 6ecnpoBogHOlM CeTH, K KOTOPO HEO6X0ANMO
NPOU3BECTY NOAK/TOUEHNE.

5. B none «Pexnm 6e30nacHOCTU» BbibepuTe pexum 6e30nacHOCTH, N0 KOTOPOMY OCYLLLeCTB/ISAETCA
ayTeHTUnKaumsa B JaHHON CETU 1 3a[aiTe KoY, eC/IM UCNOMb3YETCA CeTb C LWNpoBaHNEM.

6. Mocne HaxaTusl Ha KHOMKY «MpUMEHUTb», KNMeHT (STA) BbINOSIHWT Nouck ykasaHHoro SSID B achmpe u
npy 06HaPYXXEHNM BbINOMHWT NOMNbITKY NOAKMOUEHUS K Touke gocTtyna (AP) ¢ ykaszaHHbIMY
napameTpamu.

7. lMpoBepbTe, 4TO B MEHI0 «MOHMTOPUHI» B pasaene «becnpoBogHble KNNMEHTbI» NOSBMUIACL TOYKa AOCTyna
(AP). MpoeepbTe foCTYyNHOCTb ToUkK focTyna (AP) nepeiian B agpecHoli cTpoke 6paysepa no IP-agpecy
yCTpOWCTBA.

N

w

Ecnu BCce NyHKTbl ONUCaHHbIE BbIWE BbINO/IHEHbI YCMNELLHO, TO 6ECNPOBOAHOE COEANHEHNE MEXAY
YCTPOMCTBaMM HaCTPOEHO.
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

8 YnpaBneHue ycTPoiCTBOM C NMOMOLLbH KOMaH/AHOW CTPOKM

© /114 nepexopaa B pexum KOHUIypuUpoOBaHNS BBeAUTE KoMaHay configure.
[na oTobpaxeHns MMEKLLMXCA HaCTPOEK OnpeaeneHHoro pasgena KoHdurypaum BBegmTte KoMaHay
show-config.
[ns nonyyeHusa noackaskn 0 TOM, Kakoe 3HaYeHre MOXET NPUHUMATbL TOT WU MHOWN napameTp
KOHDUIypaLmm ycTpoicTBa, HaXXMIUTE codeTaHue Knasuil (B aHrnuiickoii packnagke) [Shift + ?].
[na nonyyeHns cnucka napameTpoB, 4OCTYMHLIX 419 pefakTMpoBaHUA B JaHHOM pasaerne
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HACTPOeK BBEAUTE KOMaHAYy save.
[ns nepexofa B npeablayLUnii pasgen KoHurypaumm BeeguTe kKomaHay exit.
[ns BbIxoAa 3 pexumma KoHpurypnpoBaHus BBeagnte komaHay end.

€@ HacTpoiiky He06X0AMMO HaUMHATb C KIMEHTCKOTO YCTPOICTBA BO N36exaHne noTepu CBA3M C HUM.

8.1 TMopakoyeHne K yCTponcTBy

Mo ymonuyaxuto yctpoiictBo WOP-3ax-LRS HacTpoeHo Ha nonyyeHune agpeca no DHCP. Ecnn agpec He 6bin
nony4eH, NOAKMHUYMNTLCA K YCTPOIMCTBY MOXHO MO 3aBOoACKOMY IP-agpecy.

© 3asopckoi IP-agpec yctpoiictBa WOP-3ax-LR5: 192.168.1.10, macka noacetu: 255.255.255.0.
MoakIYeHne K yCTPOCTBY OCYLLECTBAETCA C MOMOLLb0 SSH:

ssh admin@<IP-agpec ycTpoiicTBa>, Aanee BBOAUM Napo/ib
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

8.2 HacTtpolika ceTeBbIX NapamMeTpoB

HacTpoiika cTaTUYeCcKUX ceTeBbIX NapameTpoB

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# bro

WOP-3ax-LR5(config):/interface/br0# common

WOP-3ax-LR5(config):/interface/br0/commont# static-ip X.X.X.X (rge X.X.X.X — |P-agpec ycTpoicTBa)
WOP-3ax-LR5(config):/interface/br0/common# netmask X.X.X.X (rge X.X.X.X — macka nogcetu)
WOP-3ax-LR5(config):/interface/br0/commont# dns-server-1 X.X.X.X (rge X.X.X.X — |[P-agpec dns-cepeepa Neol)
WOP-3ax-LR5(config):/interface/br0/commont# dns-server-2 X.X.X.X (rge X.X.X.X — |[P-agpec dns-cepeepa No2)
WOP-3ax-LR5(config):/interface/br0/commont# protocol static-ip (13vieHeHne pexvva paboTel ¢ DHCP Ha
Static-IP)

WOP-3ax-LR5(config):/interface/br0/commont# save (coxpaHeHne HacTpoek)

AOG&BNEHMG CTaTn4yeckKkoro MapuipyTta

WOP-3ax-LR5(config):/interface/br0/commont exit

WOP-3ax-LR5(config):/interface/br0# exit

WOP-3ax-LR5(config):/interface# exit

WOP-3ax-LR5(config):/# route

WOP-3ax-LR5(config):/route# default

WOP-3ax-LR5(config):/route/default# destination X.X.X.X (rge X.X.X.X — IP-afpec cetn nnn y3na HazHavyeHns,
A5 MapLipyTa no ymonyaHumio — 0.0.0.0)

WOP-3ax-LR5(config):/route/default# netmask X.X.X.X (rge X.X.X.X — macka cetn HazHavyeHus, a5
MapLupyTa no ymosdaHuto — 0.0.0.0)

WOP-3ax-LR5(config):/route/default# gateway X.X.X.X (rae X.X.X.X — |IP-agpec wio3a)
WOP-3ax-LR5(config):/interface/br0/commont# save (coxpaHeHne HacTpoek)

HacTpolika nonyyeHus ceTeBbIX NapameTpoB no DHCP

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# bro

WOP-3ax-LR5(config):/interface/br0# common

WOP-3ax-LR5(config):/interface/br0/commont# protocol dhcp (13veHeHre pexxuma paboTsl ¢ Static-IP Ha
DHCP)

WOP-3ax-LR5(config):/interface/br0/commont# save (coxpaHeHne HacTpoek)

80



PykoBoacTtso no akcnayatauum WOP-3ax-LR5

8.2.1 HacTpolika ceTeBbIX NapameTpoB C NOMOLLbIO YTUINUTLI Set-management-vlan-mode

HeTternpoBaHHbIii gocTtyn

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WOP-3ax-LR5(root):/# set-management-vlan-mode off protocol dhcp

Cratn4yeckue HaCTQOVIKI/I

WOP-3ax-LR5(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y
gateway Z.Z.Z.Z (rae X.X.X.X — cTarnyeckuii IP-agpec, Y.Y.Y.Y — Macka nogacetu, Z.Z.Z.Z — Lu/03)

Aoctyn uepes VLAN ynpaBneHus B pexume Terminating

[MNonyyeHne ceTeBbIX HACTPoek no DHCP

WOP-3ax-LR5(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (e X — VLAN ID,
NCNoNb3yeMblli 4118 AOCTYNa K YCTPONCTBY. BO3MOXHbIE 3HAUYEHMS: 1-4094)

Cratnyeckme HacTpoOKu

WOP-3ax-LR5(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncrnosib3yembli A1 A0CTyna K YCTPOUCTBY,
BO3MOXHbIE 3HaueHust: 1-4094; X.X.X.X — cTatmyeckuii IP-agpec; Y.Y.Y.Y — macka noaceTtu; Z.Z.Z.Z — LuNt03)

[ocTtyn uepes VLAN ynpaBneHus B pexume Forwarding

[NonyyeHne ceTeBbIX HACTPoeK no DHCP

WOP-3ax-LR5(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rge X — VLAN ID,
MCMNONb3yeMbIli AN1A AOCTYNa K YCTPONCTBY. BO3MOXHbIE 3HAYEHMSA: 1-4094)

Cratnyeckme HaCTPOKK

WOP-3ax-LR5(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rge X — VLAN ID, ncnosib3yemblii Ans A0CTyna K YyCTPOUCTBY,
BO3MOXHbI€ 3HaUeHusT: 1-4094; X.X.X.X — cTatnyeckuii IP-agpec; Y.Y.Y.Y — macka noaceTtu; Z.Z.Z.Z — LuNt03)

3aBeplueHue U coxpaHeHue HaCTpPoeK

WOP-3ax-LR5(root):/# save (coxpaHeHve HacTpoek)
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8.2.2 Hacrtpolika npuoputeta 802.1p ana VLAN ynpasneHus

MpuopuTet 802.1p B pexxnume Terminating

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# management-vlan-terminating
WOP-3ax-LR5(config):/interface/management-vlan-terminating# vlan
WOP-3ax-LR5(config):/interface/management-vlan-terminating/vlan# priority X (rae X — npvoputet 802.1p
Ana VLAN ynpasneHus. BosmMoXHble 3HaueHns: 0-7)
WOP-3ax-LR5(config):/interface/management-vlan-terminating/vlan# save (coxpaHeHne HacTpoek)

MpuopuTteT 802.1p B pexume Forwarding

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# management-vlan-forwarding
WOP-3ax-LR5(config):/interface/management-vlan-forwarding# vlan
WOP-3ax-LR5(config):/interface/management-vlan-forwarding/vlan# priority X (rae X — nproputet 802.1p A5
VLAN ynpaBneHusi. BoamoxHble 3Ha4YeHus: 0-7)
WOP-3ax-LR5(config):/interface/management-vlan-forwarding/vlan# save (coxpaHeHvie HacTpoek)

8.2.3 HacTpoiika yaanéHHoro ynpasieHus

HacTtpoiika SSH

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# ssh

WOP-3ax-LR5(config):/ssh# enable true (ynpasneHve yganéHHbiM 4OCTynom rno SSH. /15 OTKNH4eHNs
BeeguTe false. 1o ymonuaHuto: true)

WOP-3ax-LR5(config):/ssh# port X (rne X — nopt SSH-cepsepa. 1o ymonyaHnio: 22)
WOP-3ax-LR5(config):/ssh# save (coxpaHeHVie HacTpoek)

HacTpoliika Telnet

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# telnet

WOP-3ax-LR5(config):/telneti# enable true (ynpasneHve yaanéHHbiM fOCTynom no Telnet. 19 OTK/IlO4EHNA
BBeauTe false. [0 ymonuaHuio: false)

WOP-3ax-LR5(config):/telnet# port X (rae X — nopt. ['lo ymonyaHunto: 23)

WOP-3ax-LR5(config):/telnet# save (CoxpaHeHne HacTpoek)
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HacTtpoiika SNMPv2

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# snmp

WOP-3ax-LR5(config):/snmp# enable true (yrnipaeBneHne SNMP. [1na otknoueHns seeaute false. [0
yMO4aHuio: true)

WOP-3ax-LR5(config):/snmp# rocommunity public (rae public — naponb Ha YTeHne napameTpoB)
WOP-3ax-LR5(config):/snmp# rwecommunity private (rge private — naposb Ha 3anucb napaMmeTpos)
WOP-3ax-LR5(config):/snmp# trapsink X.X.X.X (rge X.X.X.X — IP-agpec nnv jOMeHHOe MM NMPUeMHNKa
coob6ueHnii SNMPv1-trap B oopmate HOST [COMMUNITY [PORT]])

WOP-3ax-LR5(config):/snmp# trap2sink X.X.X.X (rze X.X.X.X — IP-agpec uiv JOMeHHOe UMS NpuemMHuKa
coo6LeHnit SNMPv2-trap B hopmare HOST [COMMUNITY [PORT]])

WOP-3ax-LR5(config):/snmp# informsink X.X.X.X (rge X.X.X.X — IP-agpec nnm goOMeHHOe VMSA NpUeMHUKa
coo6LueHuin Inform B dpopmate HOST [COMMUNITY [PORT]])

WOP-3ax-LR5(config):/snmp# sysname WOP-3ax-LR5 (rg1e WOP-3ax-LR5 — cuctemHoe nvs yctporictaa. o
ymonyaHuo: WOP-3ax-LR5)

WOP-3ax-LR5(config):/snmp# syscontact Contact (rge Contact — KOHTaKkTHaA MHOPMAaLMA NPOU3BOANTESISA
ycTpolictea. Mo ymonyaHmio: Contact)

WOP-3ax-LR5(config):/snmp# syslocation Russia (rze Russia — nHpopmaLr s o MecTonosiokeHnn
ycTporicTea. Mo ymonyaHmio: Russia)

WOP-3ax-LR5(config):/snmp# trapcommunity trap (e trap — napons, cogepxaliniica B Tpanax. o
YMO/I4aHuIo: trap)

WOP-3ax-LR5(config):/snmp# save (COxpaHeHne HacTpoek)

HacTtpoiika SNMPv3

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# snmp

WOP-3ax-LR5(config):/snmp# enable true (yripasnexHve SNMP. 1515 oTkaoveHns seeaute false. o
YMOJIHaHuIo: true)

WOP-3ax-LR5(config):/snmp# view (onpenenset gnana3oH OID'0B, 4OCTYMHbIX AJ/151 KOHKPETHbLIX TPy
nosib3oBaTesnen)

WOP-3ax-LR5(config):/snmp/view# add inc-all

WOP-3ax-LR5(config):/snmp/view# inc-all

WOP-3ax-LR5(config):/snmp/view/inc-all# rule (onpesenser npasa gocTyna A5 pasHbIX rpynn
nosb3oBaTesniei K onpeaenieHHbIM Yactam MIB)

WOP-3ax-LR5(config):/snmp/view/inc-all/rule# add 1

WOP-3ax-LR5(config):/snmp/view/inc-all/rule# 1

WOP-3ax-LR5(config):/snmp/view/inc-all/rule/1# type included (rze included — Tun gecteus. BosamoxHble
3HauveHus: included — nob6asneHve 3agaHHoro OID, excluded — nckoveHve 3agaHHoro OID)
WOP-3ax-LR5(config):/snmp/view/inc-all/rule/1# subtree .1 (rae .1 — 3agaHHbIN OID. Eciv B rpynne B
KayecTBe read-view UCnonb3yeTcs view C type = included n OID .1, TO Ha yTeHue 6yaeT goctyrneH OID .1 1 Bce
ero goyepHue. Ecnu type = excluded, To 6yayT AOCTYNHbI BCe OID'bI KpOME .1 1 ero foUepHUX)
WOP-3ax-LR5(config):/snmp/view/inc-all/rule/1# exit

WOP-3ax-LR5(config):/snmp/view/inc-all/rule# exit

WOP-3ax-LR5(config):/snmp/view/inc-all# exit

WOP-3ax-LR5(config):/snmp/view# exit

WOP-3ax-LR5(config):/snmp# group (3agaeTt anana3oHsl OID'0B A1 YTEHWA U 3annUCK, ONPeaensieT ypoBeHb
6e3onacHocTN)

WOP-3ax-LR5(config):/snmp/group# add rw (rae rw — Ha3BaHue rpynnbl. icnonb3yetcsa A1 NpuBA3Kn
nonb3oBaTesnien K rpynne)

WOP-3ax-LR5(config):/snmp/group# rw
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WOP-3ax-LR5(config):/snmp/group/rw# read-view inc-all (rze inc-all — view gnsa yteHus napameTpos.
Onpepgensiet gnanasoH OID'0B AOCTYMHbIX AJ/19 YTEHUS)

WOP-3ax-LR5(config):/snmp/group/rw# write-view inc-all (rae inc-all — view ans 3anucn napameTpos.
OnpepensieT ananasoH OID'0B AOCTYMHbIX 4715 3arncu)

WOP-3ax-LR5(config):/snmp/group/rw# security-level priv (rae priv — pexymv 6e3onacHocTy. BO3MOXHbIe
3HayeHus: noauth — HMKakol 6e3onacHocTu, auth — ncnonb3yeTcsa aBTopu3auns 3anpocos Mo UMEHN
nosb30BaTesis 1 Naposto, priv — UCNOsb3yeTCsa aBTopu3auns 3anpocoB No UMEeHN Nosib3oBartens u
naposi, a Takke WndpoBaHme 3anpoca 1 0TBeTa)

WOP-3ax-LR5(config):/snmp/group/rw# auth-type MD5 (rge MD5 — mMeTo/ aBTopu3annmi. BosmoxHble
3HauveHus: MD5, SHA. Vicnonb3yeTcs, ecnu security-level = auth wnv priv. Ecnv He 3agaH, TO UCnosb3yeTcs
MD5)

WOP-3ax-LR5(config):/snmp/group/rw# priv-type DES (rge DES — meToz, lWnhpoBaHns. BO3MOXHbIe
3HauyeHus: DES, AES. VIicnonb3yeTcs, ecnu security-level = priv. Ecnn He 3aaH, TO ncnosnb3yetcs DES)
WOP-3ax-LR5(config):/snmp/group/rwi exit

WOP-3ax-LR5(config):/snmp/group# exit

WOP-3ax-LR5(config):/snmp# user (yyeTHasa 3anucb nosib3oBartens. NpunsBa3biBaeTcsa K onpeaenieHHon
rpynre 1 CoAepPXMT B cebe MMSA 1 naposn A5 asTopusaunmn 1 wmudpoBaHns)
WOP-3ax-LR5(config):/snmp/user# add admin (rge admin — vivs nons3osarens. VIcnoss3yercs npu
aBTOpM3aLLMKM 3anpocoB, a Takke MOXET HasHayaTbCs 415 target)

WOP-3ax-LR5(config):/snmp/user# admin

WOP-3ax-LR5(config):/snmp/user/admin# group rw (rze rw — rpynna, B KOTOpyt f06aBnsercs
Nnosib30BaTeslb)

WOP-3ax-LR5(config):/snmp/user/admin# auth-password password (rje password — naposs A4
aBTopu3aunn. Ecnu y rpynnel security-level = auth unam priv, a auth-password He 3agaH, TO No/Ib30BaTEe/lb HE
OyaeT AOCTyMneH)

WOP-3ax-LR5(config):/snmp/user/admin# priv-password password (rje password — naposs A4
LwndppoBaHus. Ecnv y rpynnbl security-level = priv, a priv-password He 3afaH, TO Nosib3oBartesib He byaeT
[OCTYMNeH)

WOP-3ax-LR5(config):/snmp/user/admin# exit

WOP-3ax-LR5(config):/snmp/user# exit

WOP-3ax-LR5(config):/snmp# target (Bblga€T Tpanbl Ha 3agaHHble XOCTbI. [lobaBNseTcsa OnyMoHaIbHO.
AHanor trapsink u trap2sink gns SNMPv3)

WOP-3ax-LR5(config):/snmp/target# add targetl

WOP-3ax-LR5(config):/snmp/targeti# targetl

WOP-3ax-LR5(config):/snmp/target/targetl# host X.X.X.X (rae X X.X.X — |P-azpec xocTa, Ha KOTOpbIA ByayT
OTNpPaB/ISATLCA Tparnbl)

WOP-3ax-LR5(config):/snmp/target/targetl# port X (r4e X — HomMep nopTa Ha KOTopbIA ByayT OTNpaBiaTLCs
Tpanbl)

WOP-3ax-LR5(config):/snmp/target/target1# user admin (r1e admin — nvs nonb3oBaTesisi, KOTOpoe
ncnonb3yeTcs AN Bbl4ayun Tpanos. Ha BCTpeYHon CTopoHe Nosb3oBaTesib AO/DKEH OblTb HACTPOEH
aHanornyHo. Ecnu 3agaH HeakTVBHbIV Nonb3oBatesb (Y Hero He 3aZaH OAMH U3 HEOOXOAMMbIX Naponen),
TO target Takxe ByAeT HeakTUBHbLIM)

WOP-3ax-LR5(config):/snmp/target/target1# exit

WOP-3ax-LR5(config):/snmp/targeti# exit

WOP-3ax-LR5(config):/snmp# snmpv3-only true (Bk/1to4eHne 3anpeta goctyna ko scem OID no SNMPv1,
SNMPv2. ing oTkntodeHns seeaute false. o ymonuyaHutio: false)

WOP-3ax-LR5(config):/snmp# save (coxpaHeHve HacTpoek)
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8.2.4 HacTpolika ceTeBbIx napameTpos IPv6

@ Mo ymonuannio 4OCTYN K YCTPOICTBY MO NPOTOKONY IPV6 Ha yCTPOCTBE OTK/IIOUEH.

BK/loueHue goctyna K yCTpoicTByY No NpoTokosny IPv6e

WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
DHCP)
WOP-3ax-LR5(config):/interface/br0/common/ipv6# enabled true (Bk/it0ueHve f0CTyna K YCTPOUCTBY M0
npotokony IPve. Ana oTkoveHns seegute false)

WOP-3ax-LR5(config):/interface/br0/common/ipv6# save (CoxpaHeHne HacTpoek)

root):/# configure

config):/# interface

config):/interfacet# bro

config):/interface/br0# common

config):/interface/br0/commont ipvé

config):/interface/br0/common/ipv6# protocol dhcp (nonyueHvie ceteBbix napameTpos IPv6 no

—_— e~~~ o~~~

HacTtpoiika cTaTuyeckux ceTeBbiX napameTpoB IPv6

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# bro

WOP-3ax-LR5(config):/interface/br0# common

WOP-3ax-LR5(config):/interface/br0/commont ipvé

WOP-3ax-LR5(config):/interface/br0/common/ipv6# address XXXX:XXXX: XXXX: XXXX: XXXX:XXXX:XXXX:XXXX
(rae XXXX:XXXX:XXXXXXXXXXXX XXX XXXX:XXXX — cTaTnyeckuii IPve-aapec yCcTpolicTBa)
WOP-3ax-LR5(config):/interface/br0/common/ipv6# address-prefix-length X (rae X — npechuke crarnyeckoro
IPv6-agpeca. NpuHumaeT 3HadeHne ot 0 40 128. 1o yMo14aHuo: 64)
WOP-3ax-LR5(config):/interface/br0/common/ipv6# gateway XXXX:XXXX:XXXX:XXXX::/64 (ykasbiBaeTtcs |Pv6-
npedounke, Hanpumep, 3211:0:0:1234::/64)

WOP-3ax-LR5(config):/interface/br0/common/ipv6# dns-server-1

XOOOCE XXX XXEXX XX XXX EXXXXTY (rae XXXXXXXXXXXX XXX XXX XXXX XXX XXXX /Y — [Pv6-
agpec DNS-cepsepa Nel ¢ npedorkcom)

WOP-3ax-LR5(config):/interface/br0/common/ipv6# dns-server-2

XOOOKEXOOOK XXX XXXEXXXX XXX EXXXXTY (roe XXXX:XXXXXXXX: XXX XXXXEXXXX XXX XXXX /Y — [Pv6-
agpec DNS-cepBepa Ne2 ¢ npedonkcom)

WOP-3ax-LR5(config):/interface/br0/common/ipv6# protocol static-ip (Bk/1t0ueHVIe ncnonL308aHNA
cTaTnyecknx ceTeBblx IPv6 MapameTpoB. s Nosly4yeHmns CeTEBbIX NapameTpoB IPv6 no DHCP BBeanTe
dhcp)

WOP-3ax-LR5(config):/interface/br0/common/ipv6# enabled true (Bk/t0ueHve oCTyna K YCTPOUCTBY MO
npotokony IPv6. 18 oTkntoveHus seeaute false)

WOP-3ax-LR5(config):/interface/br0/common/ipv6# save (coxpaHeHne HacTpoek)

_= = =

85



PykoBoacTtso no akcnayatauum WOP-3ax-LR5

8.3 HacTtpoliku Radio

[na Toro 4To6bl M3MEHUTL PaAMoKaHaUl, LUMPKHY NOMNOCLI KaHaa UM MOLHOCTL, UCMO/b3YliTe cneaytoLime
KOMaH/bl:

CMeHa paguoKaHasa, WWMPUHbI NOJIOChI U MOLHOCTU paauouHTepdelica

WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

WOP-3ax-LR5(config):/interface/wlan0/wlan# radio

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# tx-power X (rge X — ypoBeHb MOLLHOCTY B ABM)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# channel X (rze X — HOmep cTaTnyeckoro kaHana, Ha
KOoTopoM 6yaeT paboTaTb YCTPONCTBO)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# bandwidth X (rae X — wunpuHa kaHana)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# save (coxpaHeHVie HacTpoek)

—_ e~~~ —~
===

© cCnucku AOCTYNHbIX KAHANI0B
B Radio 5 'y gnsa nokauui «Poccus (RU)»/«B5e3 orpannyenuii (ALL)» ons BbiGopa AOCTYNHbI
cneaywouwme kaHanbl, ecnu DFS forced/auto:

* npu wupuHe kadana 5, 10, 20 MIy;: 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48,
49, 50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70,71, 72,73,74,75,
76,77,78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101,
102,103, 104, 105, 106, 107, 108,109, 110, 111,112,113, 114,115,116, 117,118, 119, 120, 121,
122,123,124,125,126, 127,128,129, 130, 131, 132, 133, 134, 135, 136, 137, 138, 139, 140, 141,
142,143,144, 145,146, 147, 148,149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161,
162,163, 164, 165,166, 167, 168,169, 170,171,172,173,174,175,176,177,178, 179, 180, 181,
182,183, 184, 185, 186, 187, 188, 189, 190, 191, 192, 193.

* Mpu wupuHe kaHana 40 MIy;

« ecnu «control-sideband» = lower: 36, 44, 52, 60, 68, 76, 84, 92, 100, 108, 116, 124, 132, 140,
149, 157,165,173, 181, 189.
+ ecnun «control-sideband» = upper: 40, 48, 56, 64, 72, 80, 88, 96, 104, 112, 120, 128, 136, 144,
153,161,169, 177, 185, 193.

* npu wupuHe kaHana 80 MI'y; 36, 40, 44, 48, 52, 56, 60, 64, 68, 72, 76, 80, 84, 88, 92, 96, 100, 104,
108,112,116, 120, 124, 128, 132, 136, 140, 144, 149, 153,157,161, 165, 169, 173,177,181, 185,
189, 193.

* npu wupuHe kaHana 160 Ml'y; 36, 40, 44, 48, 52, 56, 60, 64, 68, 72, 76, 80, 84, 88, 92, 96, 100, 104,
108,112,116, 120, 124, 128, 149,153,157, 161, 165, 169, 173, 177.
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© BRadio5 Ty ana nokaumii «<Poccusa (RU)»/«be3 orpaHnyennii (ALL)» ansa BbiGopa AOCTYNHbI
cneaywume kaHanbl, ecnv DFS forced/auto n BknroueHa okcnpoBaHHaA LeHTpa/ibHas YyacToTa:

* npwu wupuHe kaHana 20 Mry; 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50,
51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70,71, 72,73,74,75,76, 77,
78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103,
104, 105,106,107,108, 109,110,111, 112,113,114, 115,116, 117,118, 119, 120, 121, 122, 123,
124,125,126,127,128, 129, 130, 131, 132, 133, 134, 135, 136, 137, 138, 139, 140, 141, 142, 143,
144, 145, 146, 147,148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163,
164, 165, 166, 167,168, 169, 170,171,172,173,174,175,176,177,178, 179, 180, 181, 182, 183,
184, 185, 186, 187, 188, 189, 190, 191, 192, 193.

* npwu wupuHe kaHana 40 Mrru; 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51, 52,
53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70, 71,72,73,74,75,76,77,78, 79,
80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103, 104,
105, 106,107,108, 109, 110,111, 112,113, 114,115,116, 117,118, 119, 120, 121, 122, 123, 124,
125,126,127,128,129, 130, 131, 132, 133, 134, 135, 136, 137, 138, 139, 140, 141, 142, 143, 144,
145, 146,147,148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163, 164,
165, 166,167,168,169,170,171,172,173,174,175,176,177,178, 179, 180, 181, 182, 183, 184,
185, 186, 187, 188, 189, 190, 191.

* npwu wupuHe kaHana 80 My, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48, 49, 50, 51, 52, 53, 54, 55, 56,
57,58, 59, 60, 61, 62, 63, 64, 65, 66, 67, 68, 69, 70,71,72,73,74,75,76,77,78,79, 80, 81, 82, 83,
84, 85, 86, 87, 88, 89, 90, 91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103, 104, 105, 106, 107,
108,109,110,111,112,113,114,115,116,117,118, 119, 120, 121, 122, 123, 124, 125, 126, 127,
128,129,130, 131,132, 133, 134, 135, 136, 137, 138, 139, 140, 141, 142, 143, 144, 145, 146, 147,
148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163, 164, 165, 166, 167,
168,169,170,171,172,173,174,175,176,177,178,179, 180, 181, 182, 183, 184, 185, 186, 187.

* npu wupuHe kaHana 160 Mry; 46, 47, 48, 49, 50, 51, 52, 53, 54, 55, 56, 57, 58, 59, 60, 61, 62, 63,
64, 65, 66, 67, 68, 69, 70, 71,72,73,74,75,76,77,78,79, 80, 81, 82, 83, 84, 85, 86, 87, 88, 89, 90,
91, 92, 93, 94, 95, 96, 97, 98, 99, 100, 101, 102, 103, 104, 105, 106, 107,108, 109, 110, 111, 112,
113,114,115,116,117,118, 119, 120, 121, 122, 123, 124, 125, 126, 127, 128, 129, 130, 131, 132,
133,134, 135,136,137, 138, 139, 140, 141, 142, 143, 144, 145, 146, 147, 148, 149, 150, 151, 152,
153, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163, 164, 165, 166, 167, 168, 169, 170, 171, 172,
173,174,175,176,177,178, 179.

B Radio 5 Ty, ana nokauwii «Poccusa (RU)»/«be3 orpaHnyveHuii (ALL)» ansa Bbi6opa AOCTYMHbI
neg,ylou,me KaHanbl, ecnu DFS disabled:
* Mpu wupuHe kadana 5, 10, 20 MIy;: 32, 33, 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 47, 48,
148, 149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162 163,164, 165,166, 167,
168,169,170,171,172,173,174,175,176,177,178,179, 180, 181, 182, 183, 184, 185, 186, 187,
188, 189, 190, 191, 192, 193.
* Mpu wupuHe kaHana 40 Mly;
« ecnu «control-sideband» = lower: 36, 44, 149, 157, 165,173, 181, 189.
+ ecnu «control-sideband» = upper: 40, 48, 153, 161, 169, 177, 185, 193.
* npw wupuHe kaHana 80 Mry; 36, 40, 44, 48, 149, 153,157,161, 165,169, 173,177,181, 185, 189,
193.
* npw WwupuHe kaHana 160 Mrry;: 149, 153, 157, 161, 165, 169, 173, 177.
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© BRadio5 Ty ana nokaumii «<Poccusa (RU)»/«be3 orpaHnyennii (ALL)» ansa BbiGopa AOCTYNHbI
cnepyoume kaHanbl, ecnu DFS disabled n BkntoueHa dhmkcupoBaHHasa LeHTpasibHaA YacToTa:

* npwu wupuHe KkaHana 20 Mlry; 32, 33, 34, 35, 36, 37, 38, 39, 40, 41,42, 43, 44, 45, 46, 47, 48, 148,
149, 150, 151, 152, 153, 154, 155, 156, 157, 158, 159, 160, 161, 162, 163, 164, 165, 166, 167, 168,
169,170,171,172,173,174,175,176,177,178,179, 180, 181, 182, 183, 184, 185, 186, 187, 188,
189, 190, 191, 192, 193.

* npu wupuHe KaHana 40 MIry; 34, 35, 36, 37, 38, 39, 40, 41, 42, 43, 44, 45, 46, 150, 151, 152, 153,
154, 155, 156, 157, 158, 159, 160, 161, 162, 163, 164, 165, 166, 167, 168, 169, 170,171,172, 173,
174,175,176,177,178,179, 180, 181, 182, 183, 184, 185, 186, 187, 188, 189, 190, 191.

* npwu wupuHe kaHana 80 MI'y; 38, 39, 40, 41, 42, 154, 155, 156, 157,158, 159, 160, 161, 162, 163,
164, 165, 166, 167,168, 169, 170,171,172,173,174,175,176,177,178, 179, 180, 181, 182, 183,
184, 185, 186, 187.

* Npu WwupuHe kaHana 160 MIry;: 162, 163, 164, 165, 166, 167, 168, 169, 170, 171,172,173, 174,
175,176,177,178, 179.

8.3.1 [ononHuTenbHble HacTpolikn Radio

N3MmeHeHue cTpaHbI

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# country X (napameTp X MOXeT npuHumMarth 3HavyeHne: RU,
ALL)

N3meHeHue pexuma paboTbl paguonHTepdeiica

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# work-mode X (rze X — pexum paboThbl
paanovHTepdieica cornacHo ctaHaapTy IEEE 802.11. Bo3MOXHbIe 3HAUYEHMS: anacax, anac, ax)

N3meHeHUe OCHOBHOrO KaHasa

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# control-sideband lower (napaverp MoXeT npuHuMaTh
3HauyeHue: lower, upper. 10 ymonuyaHuto: lower)

BkntoueHue (pUKCUPOBAHHOW LEHTPa/IbHOI 4aCTOTbI

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# center-frequency true (Bx/1t0ueHne hrkcrpoBaHHON
LleHTpaNIbHOW YacToTbl. 19 oTKNoveHnst BeeaunTe false)

BknroueHue ncnosib3oBaHus KOPOTKOro 3aluTHOIo UHTEpBa/ia

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# sgi true (Bk/1l04eHME NCNOML30BAaHNSA YKOPOYEHHOTO
3alUUTHOrO MHTEpBasia And nepeaayn gaHHbIX — 400 HC, BMecTo 800 He. [Ans oTknouveHus eeeaute false)
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HacTpoliika pa3peleHHOro Cnucka KaHasoB

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/110ueHVe 1CNONB30BaHNSA
OrpaHNYEeHHOro cnmcka KkaHanos. 19 oTknoveHnst Beeante false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# limit-channels '50 51 52' (rae 50 51 52 — KaHas1bl
[nanasoHa, B KOTOPOM MOXEeT paboTaTb HacTpanBaeMblii paanonHTepdeiic)

OrpaHu4yeHue YyBCTBUTENbHOCTU NPUEMHUNKA

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# sensitivity-threshold-mode X (rae X — pexvim
OorpaHnyYeHns YyBCTBUTENbHOCTU NpUEMHUKA. MOXET NpuHMMaTh 3HavyeHus: dynamic — guHamMuyeckas
noAcTpolika yyBcTBuTenibHoCcTY; fixed — oMKCMpPOBaHHOE OrpaHNYeHne YyBCTBUTETbHOCTH)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# sensitivity-threshold X (rge X — ypoBeHb orpaHnyeHmns
YyBCTBUTE/IbHOCTU NPUEMHMKa. [NpUHUMAaET 3HaYeHus: AN WnpuHbl kadHana s, 10, 20 MIfy;: ot -95 gbm o
-40 nb™m; oNnA WUpKHLI KaHana 40 MITy: ot -92 gbm ao -40 AbMm; AnA WupuHbl KaHana 80 MI'L: oT -89 nbm [0
-40 oBbMm; ANg WnpKUHLI KaHana 160 MI'L: oT -86 ABM A0 -40 nbm)

HacTtpoiika mexaHusma DFS

HacTpoiika npon3BoanTca T0/bKo Ans Radio 5L

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# dfs X (rae X — pexumv paboTsl MexaHnsma DFS. MoxeT
npuHUMaThb 3HadeHus: forced — MexaH3M BbIK/IOUYEH, DFS-KaHasbl 4OCTYMNHbI AN Bbl6opa; auto —
MexaHn3M Bk/oYeH; disabled — mexaHn3M BblktoYeH, DFS-kaHasbl He4OCTYMNHbI A1 BbiGopa)

BknoueHune STBC

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# stbc true (Bk/10ueHe MeTOAa NPOCTPAHCTBEHHO-
BPEMEHHOro 6/104HOro KoaMpoBaHus (STBC), HanpaB/IEHHOTO Ha MOBbILLEHNE HAAEXHOCTM Nnepeaayn
AaHHbIX. g oTkaoveHnsa seeaunte false)

BknioueHue arperauumn

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# aggregation true (Bx/1t0ueHve arperaumm Ha Radio —
nognepxxkn AMPDU/AMSDU. ina oTkioyeHnsa seeguTe false)

BK/1lOUEHME UCNO/Ib30BaHUA KOPOTKOIi NpeamMGy bl

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# short-preamble true (Bx/110ueHVEe NCNOIL30BaHNSA
KOPOTKON npeambynbl naketa. s oTknoveHns seeaute false)
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BkntoueHue KCMPOBaHHOW KaHa/IbHOW CKOPOCTU Nepesayvun

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# fixed-rate X (rze X — Ha3BaHve MoAyAALMN 3ar/1aBHbLIMY
6ykBamu 6e3 npo6enos, Hanpumep, OFDM54, MCS15. Pa3pelleHHble 3HaUYeHUs1 ONPeaenstoTCs PEXMMOM
paboTbl paanonHTepdeiica 1 WNPUHOK NOM0CLI KaHana)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# enable-fixed-rate true (Bk/104nTL (hrkcupoBaHHyO
KaHas/IbHYH0 CKOPOCTb nepegayn. Ans oTknoyveHns seeguTe false)

Bk/1lo4ueHne MakKCUMasIbHOW KaHaJ1IbHOW CKOpoCTMU nepepgayin

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# maximal-rate-tx
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/maximal-rate-tx# he X (rae X — HasBaHne moaynaumum
3arnaBHbIMK 6ykBamun 6e3 npobenos, Hanpumep, NSS2-MCS11. MapameTp Ncnoib3yeTcs npu
MOAK/TOYEHMN YCTPONCTB B pexxunme IEEE 802.11ax)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/maximal-rate-tx# vht X (rae X — HasBaHne moaynaumum
3arnaBHbIMK 6ykBammn 6e3 npobenos, Hanpumep, NSS2-MCS11. MapameTp Ncnoib3yeTcs npu
MOAK/THYEHMN YCTPONCTB B pexxume IEEE 802.11ac)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/maximal-rate-tx# ht X (rae X — HassaHve moaynauum
3arnaBHbIMKN 6ykBamun 6e3 npobenos, Hanpumep, MCS15. MNapameTp UCNonb3yeTcs Npu NOAKIUYEHNN
YCTPOWCTB B pexmme IEEE 802.11n)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/maximal-rate-tx# legacy X (rge X — HassaHve moaynsauum
3arnaBHbIMKN 6ykBamun 6e3 npo6eno., Hanpumep, OFDM54. MNapameTp UCnoNb3yeTcs Npu NOAKIHEHNM
YCTPOWCTB B pexume IEEE 802.11a)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/maximal-rate-tx# enable true (Bk/toueHVIe MakcMasibHON
KaHa/IbHOW CKOpOCTK nepegayn. Ans oTknoyeHns sBeguTe false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# save (coxpaHeHVie HacTpoek)

Bk/1lo4UeHVe MaKCUMasIbHOW KaHaJ1IbHOW CKOpOCTU nNpuemMa

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# maximal-rate-rx
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/maximal-rate-rx# he X (rae X — HassaHve MoayIaLmn
3arnaBHbIMKN 6ykBamun 6e3 npobenos, Hanpumep, NSS2-MCS11. MapameTp NCnonb3yeTcs npu
MOAK/TOUYEHMN YCTPONCTB B pexxunme IEEE 802.11ax)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/maximal-rate-rx# vht X (rae X — HassaHne Moy auun
3arnaBHbIMK 6ykBamun 6e3 npobenos, Hanpumep, NSS2-MCS11. MapameTp NCnonb3yeTcs npu
MOAK/TIOYEHMN YCTPOICTB B pexxume IEEE 802.11ac)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/maximal-rate-rx# ht X (rae X — HazBaHne mogynsaumm
3arnaBHbIMKN 6ykBamun 6€3 npob6eno., Hanpumep, MCS15. MNapameTp UCnonb3yeTcs Npu NOAK/IUYEHNN
YCTPOWNCTB B pexxume IEEE 802.11n)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/maximal-rate-rx# legacy X (rge X — HazsaHne mogynsaumm
3arnaBHbIMKN 6ykBamun 6e3 npob6eno., Hanpumep, OFDM54. MNMapameTp UCnonb3yeTcs Npu NOAKAYEHNUN
YCTPOWCTB B pexume IEEE 802.11a)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/maximal-rate-rx# enable true (Bk/il0ueHe MakCUMasIbHOM
KaHa/lbHOW cKopocTu npuema. [Ans otkntoueHns seegute false. loCTynHO TONbKO B peXnMMax yCcTponcTea
ap-ptp v sta)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# save (coxpaHeHVie HacTpoek)
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Bk/loueHne MMHUMa/IbHOW KaHaJ/IbHOW CKOPOCTU nepeaayuun

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# minimal-rate-tx
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/minimal-rate-tx# he X (rge X — HazBaHve mMoaynaLmm
3arsaBHbIMK BykBamMun 6e3 Npo6esno., Hanpumep, NSS1-MCS0. MNapamMeTp UCNosb3yeTcst NPy NOAKMHYEHNM
YCTPOWCTB B pexume IEEE 802.11ax)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/minimal-rate-tx# vht X (roe X — HazBaHve mMoayiALmm
3arsaBHbIMK BykBamMun 6e3 Npo6esnoB, Hanpumep, NSS1-MCS0. MapamMeTp UCNosb3yeTcst NPy NOAKMHYEHNM
YCTPOWCTB B pexume IEEE 802.11ac)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/minimal-rate-tx# ht X (rge X — HazsaHue moaynauun
3arsaBHbIMK BykBaMun 6e3 Npo6enos, Hanpumep, MCSO. MNapamMeTp UCNob3yeTcst NPy NOAKHYEHNM
YCTPOWCTB B pexwume IEEE 802.11n)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/minimal-rate-tx# legacy X (rae X — HazBaHve MoAy/IALMY
3arnaBHbIMK BykBaMun 6e3 Npo6enos, Hanpumep, OFDM6. MNapamMeTp UCNO/b3yeTcst NPy NOAKMHYEHNN
YCTPOWCTB B pexume IEEE 802.11a)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/minimal-rate-tx# enable true (Bk/104EHE MVHUMA/TLHON
KaHa/IbHOW CKOpOCTY nepegayn. Ans otknoyeHns seeguTe false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# save (coxpaHeHue HacTpoek)

Bk/lo4yeHne MUMHUMaJIbHOW KaHaJ1IbHOW CKOpPOCTU nNpuemMa

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# minimal-rate-rx
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/minimal-rate-rx# he X (rae X — HassaHve MoAy AL
3arnaBHbIMK 6ykBamun 6e3 npobenos, Hanpumep, NSS1-MCS0. MapameTp UCnob3yeTcsa NPy NOAKIOHYEHNUN
YCTPOICTB B pexume IEEE 802.11ax)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/minimal-rate-rx# vht X (rae X — Hassanne moaynauum
3arnaBHbIMK 6ykBamun 6e3 npobesnos, Hanpumep, NSS1-MCS0. MapameTp UCNob3yeTcsa NPy NOAKIOHYEHNUN
YyCTPOWCTB B pexume IEEE 802.11ac)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/minimal-rate-rx# ht X (rae X — HasBaHne moaynaumun
3arnaBHbIMK 6ykBamun 6e3 npob6eno., Hanpumep, MCSO. MapameTp NcnonbL3yeTcst NP NOAKMHYEHUN
YCTPOICTB B pexumme |IEEE 802.11n)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/minimal-rate-rx# legacy X (rae X — HasBaHne MoayIaumun
3arnaBHbIMK 6ykBammn 6e3 npobesnos, Hanpumep, OFDM6. MNapameTp Ncnonb3yeTcst NPy NOAKNHYEHUN
YCTPOWCTB B pexume IEEE 802.11a)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/minimal-rate-rx# enable true (Bk/104EHNE MVUHUMAIBEHOA
KaHa/lbHOW cKopocTu npuema. Ansa otknoveHns seegute false. [JOCTYNHO TO/bKO B peXuMax yCTpoicTBa
ap-ptp v sta)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# save (CoxpaHeHVe HacTpoek)

© nNapameTpbl MaKCUMaBLHOM M MUHUMAbHOM KaHa/IbHOM CKOPOCTV MpUeMa UCMOMb3YTCs 415
yKaszaHusi MakCMasibHON U MUHUMasIbHOV KaHas/IbHO CKOPOCTY Nepeaaydn BCTPEYHOMY YCTPOIACTBY.
Mo3aToMy, HacTpavBasi MakCUMasibHy /UM MUHUMa/bHYO KaHaslbHYH0 CKOPOCTb MpUeMa, Hanpumep,
Ha knneHTe (STA), HacTpavBaTb MakCMMasIbHYH /WA MUHUMaUTbHYO CKOPOCThL Nepegayvun Ha Touke
poctyna (AP) He HyXHo.
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HacTtpoiika Distance

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# auto-distance true (Bk/it0ueHe aBToMaTyeckoro
pacyeTa pacCcTosiH1e Mexay ycTpocTBamu . s oTknoveHust Beeante false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# max-distance X (rge X — pacctosHne mexzay
yCTpolicTBamMK B KusioMeTpax. NMapameTp Mcnonb3yeTcs Npu BbIK/IOYEHHOM auto-distance. BO3MOXHble
3HaueHust: 0-34. Mo ymonyaxuio: 0)

@ Ha Bpems ucnonbsoBaHUs yTUAKTBI antenna-align, hyHKLMOHAN aBTOMATUYECKOTO YNpaBieHNs
MOLL{HOCTbIO BbIK/THOUAETCS.

HacTtpoiika ATPC

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# auto-tx-power
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/auto-tx-power# enable true (Bk/1t04eHE aBTOMATNYECKOTO
ynpas/ieHns1 MOLLIHOCTbIO nepeaatunka. [Ansa otknoueHus seeaute false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/auto-tx-power# target-rssi X (r1e X — Lenesol yposeHb
curHana. NMapameTp MOXeT NpMHMMaTb 3Ha4YeHUs oT -100 A0 -40. Mo ymonyaHuio: -50)

HacTtpoiika TDD

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/tdd# enable true (Bxk/1t04eHVE TexHONOMN
6€eCKONNN3MOHHOTO A0CTYNa C BpEMEHHbIM pa3feneHnemM kaHasa, KoTopasi CUHXPOHU3NPYET nepegadvy
[aHHbIX B 060MX HanpaB/ieHNSAX B paMkax BpeMEHHOro kagpa. ins otknoyeHns sBeguTe false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/tdd# flexible-mode true (Bx/1104eHNE aBTOMATHECKOTO
perynuposaHns cooTHowweHnsa Downlink/Uplink. 19 oTknoueHnsa Beeaute false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/tdd# tx-ratio X (rae X — npoLeHT BpemeHu TaimM-cnota B
TDD-kagpe, BblAeneHHbI ansa nepegayn Downlink-Tpadmka. BoamoxHble 3Ha4deHus: 10, 20, 30, 40, 50, 60,
70, 80, 90. Mo ymonyaHuto: 50)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/tdd# frame-length X (rae X — gaivtensHocTs TDD-kagpa B
MUIMCEKYHAAX. BO3MOXHble 3Ha4yeHus: 5, 10. Mo ymonyaHmio: 10)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/tdd# save (coxpaHeHve HacTpoek)

HacTpoiika MCC

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/tdd/iss# enable true (Bx/1t04eHne TexHONOMMN
MEXCEKTOPHOW CUHXPOHM3aLmun. Ana oTkaoveHnsa seeguTe false. Mo ymonuaHuio: false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/tdd/iss/# cluster-members
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/tdd/iss/cluster-members# add XX:XX:XX:XX:XX:XX (rge
XX XX XX XX:XX:XX — MAC-agpec TOukM A0CTyna, BXogsllel B AaHHbIA kKnacTtep. Ans yaaneHus agpeca 3
crnucka ncnonb3yinte komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/tdd/iss/cluster-members# save (coxpaHeHne HacTpoek)

© OyHKUMOHAN MEXCEKTOPHOM CUHXPOHU3ALIMM 1 €r0 HACTPOIKa ONMCaHbI B CTaTbe MexcekTopHas
CUHXPOHM3aLmMs WOP-3ax-LRx.)
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HacTtpoiika uHtepsana DTIM

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# dtim-interval X (rge X — nHtepsasi DTIM. BO3MOXHbIe
3HauYeHust: 1-255. Mo ymonyaHuio: 64)

BkitoueHve QoS 1 M3MeHeHue NnapaMeTpoB

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio# qos
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos# enable true (Npv BK/IOUYEHHOW 0NN NPUMEHSOTCS
napameTpbl EDCA, 3agaHHble B KOHUrypaumu. s otkaodeHms seeaute false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS ycTpoicTea
(Tpadhuk nepegaeTcs B HanpaB/IE€HUN K KITMEHTCKOMY YCTPOICTBY))
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napametpos EDCA ans
HU3KOMPUOPUTETHON ouepeam (nproputetbl 802.1p: csl, cs2))
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rge X — Bpems oxvaaHnsa kagpos
[AaHHbIX, U3MepsieMoe B cnotax. MNpuHMMaeT 3HadeHus: 1-255)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — HauanibHOe 3HavyeHve
BPEMEHM OXUAaHNs nepes NOBTOPHOWN OTNPAaBKON Kaapa, 3afaeTcs B MunancekyHgax. MpuHuvaet
3HaueHus: 1, 3,7, 15,31, 63, 127, 255,511, 1023. 3Ha4yeHne cwMin He MOXET NpeBbIlLaTh 3HaYeHne cwMax)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (rae X — maxkcumansHoe
3HaYeHVEe BPEMEHN OXMAaHMA nepes NOBTOPHON OTNPaBKON Kaapa, 3a4aeTcs B MUAINCEKYHOAX.
MpuHUMaeT 3HaveHns: 1, 3,7, 15,31, 63, 127, 255, 511, 1023. 3Ha4yeHne cwMax A0/HKHO ObiTb 60NbLUe
3HauyeHusi cwMin)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHtepsasn BpemeHn, B
MUIIMCEKYHAAX, Koraa BcTpeuHass WME-CTaHLmMa MMEET NpaBo UHULMMPOBATbL Nepegady AaHHbIX No
6ecnpoBoAHON cpefe K yCTPOMCTBY. MakCcuMasibHOE 3HaYeHne 65535 MUINCEKYHA)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTporika napameTpoB QoS K/IMEHTCKOro
YyCTpOWCTBa (Tpadmk nepegaeTcs B HanpaBneHUn OT KJIMEHTCKOrO YCTPOICTBA))
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/qos# save (coxpaHeHve HacTpoek)

MeToanka HacTpoiiku edca-sta aHanornyHa metoguke HacTpoiiku edca-ap.
HacTpoiika napameTpoB 4/1a ouepeaeii be, vi, vo aHanornyHa HacTporike napameTpoB ans oyepegn bk.

HacTtpoliika napameTpoB aHTEHHbI

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/antenna-configuration# type custom (Bb160p Tvna
aHTEHHbI. [apaMeTp MOXET NPUHUMATb 3HAYEeHUS: custom — MosIb30BaTe/IbCKasi aHTEHHA, sector RFE
5000/90/16 — cekTOpHasa aHTeHHa. 1o ymonyaHuio: internal)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/antenna-configuration# custom-gain X (rge X —
KO3(hOUUMEHT YCUNEHNSI aHTEHHbI /18 TUMA aHTEHHbI custom. Bo3MoXHble 3HavyeHust: 0-40. Mo
yMO/14aHuio: 0)

WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/antenna-configuration# cable-loss X (rae X — notepu B
kabesne. Bo3moxHble 3HauyeHus: 0-40, HO He 60/1bLLe 3HaYeHNs antenna-gain. Mo ymonyaHuio: 0)
WOP-3ax-LR5(config):/interface/wlan0/wlan/radio/antenna-configuration# save (coxpaHeHve HacTpoek)
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8.4 HacTtporika DHCP onuwnn 82
Pexumbl paboTtbl DHCP snooping:

* ignore — 06paboTka onumu 82 oTk/YeHa. 3Ha4YeHre No YMOYaHuio;
* replace — ycTpoiCTBO NoAcTaBseT UK 3aMeHSEeT 3HaYeHe onuun 82;
* remove — YCTPOWNCTBO yAasnsieT 3HayeHue onuuu 82.

N3MmeHeHue pexuma pa6oTbl DHCP onuuu 82

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# wlan0

WOP-3ax-LR5(config):/interface/wlan0# common

WOP-3ax-LR5(config):/interface/wlan0/common# dhcp-snooping
WOP-3ax-LR5(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (Bb160p
paboTbl DHCP snooping B peXxvnmMe 3ameHbl WA NOACTaBEHNS onumm 82)
WOP-3ax-LR5(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHVie HacTpoek)

Ecnu Ha pagnonHTepdeiice HacTpoeHa nonnTka obpaboTku onummn 82 replace, To 4N KOHUIYppPOBaHKS
CTaAHOBATCA AOCTYMHbI CAeAyoLe napameTpbl:

HacTtpoiika napameTpoB onuuu 82

WOP-3ax-LR5(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (rze
custom — 3aveHa cogepxnmoro CID Ha 3HaveHne, ykazaHHoe B napavetpe dhcp-option-82-customcCiD.
MapameTp MOXeT NnpMHUMaTh 3HavyeHns: APMAC-SSID — 3ameHa cogepxmmoro CID Ha <MAC-

agpec ycrtporictBa>-<ums SSID>. SSID — 3ameHa cogepxumoro CID Ha ums SSID ycTporicTaa. Mo
ymosnyaHuo: APMAC-SSID)

WOP-3ax-LR5(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (rze
custom — 3amveHa cogepxnmoro RID Ha 3HaveHne, ykazaHHoe B napavetpe dhcp-option-82-custom-RID.
MapameTp MOXeT npMHUMaTh 3HaveHus: ClientMAC — 3ameHa cogepxummoro RID Ha MAC-agpec
KNmneHTcKoro yctpoictea. APMAC — 3aMeHa cogepxumoro RID Ha MAC-agpec ycTpoiictea. APdomain —
3ameHa cogepXmmoro RID Ha AOMEH, B KOTOPOM HaxoAuTcs YCTPOICTBO. Mo ymonyanuio: ClientMAC)
WOP-3ax-LR5(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (r1e
longstring — 3HaueHne oT 1 40 52 CMMBO/10B, KOTOpOe byaeT nepegasatbes B CID. Ecv 3HaveHue
napameTpa dhcp-option-82-custom-CID He 3aaH0, TO YCTPOIACTBO OyAeT n3ameHsiTb CID Ha 3Ha4YeHne no
ymonyaHuto: <MAC-agpec ycTpolicTBa>-<nms SSID>)
WOP-3ax-LR5(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (rz1e
longstring — 3HaueHne oT 1 40 63 CMMBO/I10B, KOTOPOe ByaeT nepegasaTtbcs B RID. Ecv 3HaveHue
napameTpa dhcp-option-82-custom-RID He 3a4aH0, TO YCTPOCTBO BYAET 3MEHSATb RID Ha 3HA4YEHME No
ymonyaHuto: <MAC-agpec K/IMEHTCKOro yCcTponcTea>)
WOP-3ax-LR5(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (B160p
pasgenutens oktetoB MAC-agpeca, KoTopblii nepegaetcs B RID u CID. radius — B kauecTBe pasgenuntesns
BbICTyMnaeT 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pasgennTens BbICTynaeT 3HaK ABOETOUNS:
AA:BB:CC:DD:EE:FF)

WOP-3ax-LR5(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHVie HacTpoek)
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8.5 HacTtpolika 6ecnpoBogHoii ceTn

Tabnuua 6 — KomaHgp! 418 HaCTPOIKN pexmmMa yCcTpoiicTBa

YcTpoiicTBO
Touka goctyna (AP)
Touka goctyna (AP)

KnueHT (STA)

Pexum yctpoiictBa
Touka goctyna PTP

Touka goctyna PMP

Tabnuua 7 — KomaHAp! /151 HACTPOMKM pexrma 6e30MnacHOCTH

Pexxum 6e3onacHocTU
be3 napons

WPA

WPA2

WPA/WPA2

WPA3

WPA2/WPA3

OWE

WPA-Enterprise
WPA2-Enterprise
WPA/WPA2-Enterprise
WPA2/WPAS3-Enterprise

WPAZ3-Enterprise

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

KomaHga Ansi HacTpoiiKn pexnma
mode ap-ptp
mode ap-pmp

mode sta

KomaHga Ans HacTpoiiku pexuma 6e3o0nacHocTu

mode off

mode WPA

mode WPA2

mode WPA_WPA2

mode WPA3

mode WPA2_WPA3

mode OWE

mode WPA_1X

mode WPA2_1X

mode WPA_WPA2_1X

mode WPA2_WPA3_1X

mode WPA3_1X
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

8.5.1 HacTtpoiiku cetn ansa Touku goctyna (AP)

HacTtpoiika Toukn goctyna (AP) 6e3 wuncppoBaHus

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# wlan0

WOP-3ax-LR5(config):/interface/wlan0# wlan

WOP-3ax-LR5(config):/interface/wlan0/wlan# mode ap-pmp (BLI60p pexvmva ycTponcTea)
WOP-3ax-LR5(config):/interface/wlan0/wlan# ap

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# ssid WOP-3ax-LR5 (13veHeHne nmenn SSID)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# ap-security (nepexo/ B 6510k HaCTpoek pexvmva
6e3onacHocTn)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/ap-security# mode off (pexvm wndposanus off — 6e3
naposis)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/ap-security# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# save (coxpaHeHne HacTpoek)

—_— o o ==

HacTpolika Touku goctyna (AP) c OWE

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# wlan0

WOP-3ax-LR5(config):/interface/wlan0# wlan

WOP-3ax-LR5(config):/interface/wlan0/wlan# mode ap-pmp (BLI60p pexvmva ycTporcTsa)
WOP-3ax-LR5(config):/interface/wlan0/wlan# ap

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# ssid WOP-3ax-LR5 (13veHeHne nmenn SSID)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# ap-security (nepexo/ B 6510k HaCTpoek pexrmva
6e3onacHocTN)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/ap-security# mode OWE (pexxum wngposaHmns OWE —
LUMpOBaHHOE coeaHeHNe 6e3 BBoAa Naposns. B Takom pexmnme CMOryT NOAKAUUTLCS TObKO K/TUEHTbI
Wi-Fi 6)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/ap-security# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# save (coxpaHeHne HacTpoek)

_— o o= =
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HacTtpoiika Touku goctyna (AP) c pexxumom 6e3onacHocTu WPA-Personal

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# wlan0

WOP-3ax-LR5(config):/interface/wlan0# wlan

WOP-3ax-LR5(config):/interface/wlan0/wlan# mode ap-pmp (BLI60p pexvmva ycTponicTea)
WOP-3ax-LR5(config):/interface/wlan0/wlan# ap

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# ssid WOP-3ax-LR5 (13veHeHve nveHu SSID)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# ap-security (nepexos B 610K HACTPOEK pexunma
6e3onacHocTN)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/ap-security# mode WPA3 (pexxum wmncpposaHus — WPA3)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# key-wpa password123 (rzae password123 — k/14/naporis,
Heo6XoANMbIA ANS1 MOAKUYEHNS K 6ECNPOBOAHON CETU. INnHA KNtoYa A0/HKHA COCTaB/IAaTb OT 8 A0 63
CUMBO/IOB)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# save (coxpaHeHne HacTpoek)

_— = =

HacTpolika Touku goctyna (AP) c Enterprise-aBTopu3auuen

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# wlan0

WOP-3ax-LR5(config):/interface/wlan0# wlan

WOP-3ax-LR5(config):/interface/wlan0/wlan# mode ap-pmp (BLI60p pexunma ycTpoincTea)
WOP-3ax-LR5(config):/interface/wlan0/wlan# ap

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# ssid WOP-3ax-LR5 (13vieHeHne nmenn SSID)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap# ap-security (nepexos B 6510k HACTPOEK pexrva
6e3onacHocTn)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/ap-security# mode WPA3_1X (pexxum wngposaHns — WPA3-
Enterprise)
WOP-3ax-LR5(config
WOP-3ax-LR5(config
WOP-3ax-LR5(config
WOP-3ax-LR5(config
RADIUS-cepBepa)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# auth-port X (rae X — nopt RADIUS-cepsepa,
KOTOpPbIV MCnonb3yeTcsa Ansa ayteHTudmkaymm n astopmsayuu. No ymonyaxmio: 1812)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# auth-password secret (r7e secret — naposs /s
RADIUS-cepBepa, UCMnosib3yemMoro Ans ayTeHTUguKaumm n aBTopusatnm)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# acct-enable true (Bk/1t0ueHVIE OTNIPABKY
coob6LeHnii «Accounting» Ha RADIUS-cepsep. No ymonyaHuio: false)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepBepa, UCNosib3yeMoro A/18 akkayHTUHra)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# acct-password secret (rie secret — napons ans
RADIUS-cepBepa, UCMosib3yeMoro A/151 akkayHTUHra)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# acct-periodic true (Bk/1104eHVe NepUoaNYECKON
OTNpaBKM cO06LEHMI «Accounting» Ha RADIUS-cepBep. No ymonyaHuio: false)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# acct-interval 600 (nHTepBas OTrpasky COOBLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# save (coxpaHeHve HacTpoek)

_— T O

:/interface/wlan0/wlan0/ap/ap-security# exit
interface/wlan0/wlan0/ap# radius
interface/wlan0/wlan0/ap/radius# domain root (rze root — foMeH rnosib3oBaresns)

interface/wlan0/wlan0/ap/radius# auth-address X.X.X.X (rae X.X.X.X — IP-agpec

—_ = =
~ T~ T~
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8.5.2 [lononHuTtenbHble HacTPOVikM Ans Toukn goctyna (AP)

Ha3HaueHue VLAN-ID

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# vlan-id X (rge X — Homep VLAN-ID )

BkntoueHune VLAN trunk

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# vlan-trunk true (BktoueHne VLAN Trunk. 18 oTK/IO4EHNA
BeeguTe false)

BkntoueHune General VLAN

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# general-vlan-mode true (Bi/1toueHve General VLAN Ha SSID.
[na otknoveHus seegute false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# general-vlan-id X (rge X — Homep General VLAN)

HacTtpovika C-VLAN

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# customer-vlans
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/customer-vlans# clients (nepexopn B pasgen clients ans
HaCTpOVikn cnucka cooTBeTcTBusA MAC-agpeca nonb3osarens u VLAN-ID)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/customer-vlans/clients# add XX:XX:XX:XX:XX:XX (rae
XXXX:XXXX:XX:XX — MAC-agpec KNMEHTCKOro ycTpoicTaa (STA), A1 KOTOPOro Heo6xo4uMOo yCTaHOBUTL C-
VLAN. 1ns yaaneHus agpeca ns cnvicka ncnonb3yiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/customer-vlans/clients# XX:XX:XX:XX:XX: XX
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/customer-vlans/clients/XX:XX:XX:XX:XX:XX# vlan-id X (rge X —
VLAN-ID, KOTOpbIli ByaeT ncnonb3oBaH kak C-VLAN ans kMeHTcKoro yctpoiictea (STA) ¢ MAC-agpecom
XXXXXXXX:XX:XX)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/customer-vlans/clients/XX:XX:XX:XX:XX:XX# priority X (rge X —
npuoputeT 802.1p, NpUcBanBaeMblli NakeTam, Ha KOTOpble HaBeluvBaeTcs MeTka VLAN npy NOMOLLM
dhyHKUmoHasna C-VLAN. BO3MOXHble 3HavyeHust: 0-7, auto. 3Ha4YeHne No YMO/YaHMIO: auto)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/customer-vlans/clients/XX:XX:XX:XX:XX:XX# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/customer-vlans/clients# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/customer-vlans# enabled true (Bx/1toueHvie paboTbl C-VLAN.
[na oTknoveHus seegute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/customer-vlans# save (coxpaHeHve HacTpoek)

© B cnyuae ecnu Ha Touke focTyna HacTpoeHa Enterprise-aBTopusauus v ais kaveHTa Ha RADIUS-
cepsepe 6b1n ykazaH C-VLAN, To MeHHO OH ByaeT Ucnonb30BaTbCA AN1A paboTbl C faHHbIM K/TMEHTOM,
T. . C-VLAN, HacTpoeHHbIli Ha ToYke A0CTyna, ByaeT npourHopmpoBaH. 3HadyeHne VLAN nepepgaetcs B
RADIUS-atpu6yTe Tunnel-Private-Group-Id.
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HasHauyeHue VLAN-ID 802.1p

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# vlan-priority X (rae X — npvoputet 802.1p, npuceavBaemblii
nakeTam, Ha KOTopble HaBeluvBaeTcsi MeTka VLAN npu nomoLum goyHkumoHana VLAN-ID nn General VLAN.
Bo3MOXHble 3Ha4eHus: 0-7, auto. 3Ha4YEHMe N0 YMOHaHMIo: auto)

Bbi6op cnocoba npuopuTusaymum

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# priority-by-dscp false (aHann3 npuoputera 13 nons CoS
(Class of Service) TermpoBaHHbIX NakeToB. 3HAaYeHNe No yMOosIHaHuto: true. B 3TOM criyvyae aHa/m3npyeTcs
npuoputeT 13 nona DSCP 3arosioBka IP-nakeTa)

BkntoueHune cKpbITOro SSID

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# hidden true (Bk/1t0ueHve ckpbITOro SSID. 17151 OTK/IOYEHNA
BBeauTe false)

BknroueHue Minimal Signal u Roaming Signal

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# check-signal-enable true (Bx/1t04eHVIE UCMONL30BAHNA
dpyHKUMOHana Minimal Signal. 19 oTkitodyeHns seeaute false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# min-signal X (rze X — noporosoe 3HaueHve RSSI, npn
OOCTUXXEHMM KOTOPOro ByayT OTKHOUYEHbI KNTIMEHTCKME YCTPOMCTBA OT 6eCnpoBOAHOM ceTu. MapameTtp
MOXET NPUHUMAaTb 3HaYeHns ot -100 A0 -1)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# check-signal-timeout X (r1e X — nepvopg, BpemeHu B
CeKyHAax, No UCTeUYEHNN KOTOPOro NPUHUMAETCH PeLLeHne 06 OTKMHUEHUN KITMEHTCKNX YCTPONCTB OT
6ecrnpoBOAHON ceTn)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# roaming-signal X (re X — noporosoe 3HaueHve RSSI, npn
[OCTUXKEHMM KOTOPOrO NPOMCXOANT NEPEKHOYEHNE KITMEHTCKMX YCTPOMCTB Ha ApYyroe YCTPOMCTBO.
MapameTp MOXEeT NpMHUMaTb 3HaYeHuns oT -100 Ao -1. MapameTp roaming-signal O/HKEH ObITb BbILLE, YEM
min-signal: ec/iv min-signal = -75 gBMm, TO roaming-signal fo/mkeH 6bITb paBeH, Hanpumep, -70 Abm)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)
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HacTpolika orpaHu4eHunsi CKOpoCTu A1l BCero paguouHtepdeiica

HacTpolika weiinepa B HanpaBaeHUU OT KAueHTa (STA) o Touku goctyna (AP):

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# shaper-per-vap-rx
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# value X (rge X — makcumasibHasi CKOpoCThb
B KOUT/C nnn NakeTbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# mode kbps (Bx/1t0ueHne wennepa.
Bo3MoXHble 3HaueHus: kbps — KOUT/c, pps — NakeTbl/c, off — BbIK/HOUYEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-vap-rx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)

HacTpolika weiinepa B HanpaBJeHUU OT TOUKM gocTtyna (AP) o knneHTa (STA):
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# shaper-per-vap-tx

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# value X (rge X — makcumasibHas CKOpoCTb
B KOUT/C nnn NakeTbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# mode kbps (Bx/itoueHve wennepa.
Bo3MoXHble 3HaueHus: kbps — KOUT/cC, pps — NakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-vap-tx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)

HacTtpoiika orpaHMUYeHNsi CKOPOCTM AJ1Sl KAXKA0r0 K/MeHTa (STA)

HacTpolika wevinepa B HanpaBaeHUU OT KAneHTa (STA) o Touku goctyna (AP):
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# shaper-per-sta-rx

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-sta-rx# value X (rae X — makcrmansHas cKopocTb
B KOUT/C Nnn NakeTbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-sta-rx# mode kbps (Bk/1t0ueHVe Lelinepa.
Bo3moxHble 3HaveHus: kbps — KOUT/C, pps — NakeTbl/c, off — BbikNOYEHO. [LOCTYMHO TO/TLKO B peXnme
YCTPOICTBAa ap-pmp)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-sta-rx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)

HacTpolika wevinepa B HanpaBJeHUU OT TOUKM gocTtyna (AP) o knueHTa (STA):
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# shaper-per-sta-tx

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-sta-tx# value X (rge X — makcvmvasisHas CKopocTb
B KOUT/C Nnn NakeTbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-sta-tx# mode kbps (Bx/1t0ueHve Lwelinepa.
Bo3moxHble 3HaueHus: kbps — K6UT/C, pps — nakeTbl/c, off — BbikNtoUeHO. [LOCTYMHO TO/TLKO B peXunme
YCTPOMCTBAa ap-pmp)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-per-sta-tx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)
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HaCTPOﬁKa orpaHuyeHus winpokoseliaTtesibHOro TpanMKa

HacTpolika weiinepa B HanpaBaeHUU OT KAueHTa (STA) o Touku goctyna (AP):

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# shaper-bcast-rx
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-bcast-rx# value X (rge X — maxkcumasibHas CKOpOCThb B
KOUT/C N nakeThbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-bcast-rx# mode kbps (Bk/iloueHne weinepa.
Bo3MoxHble 3HaueHus:: kbps — KGUT/C, pps — NakeTbl/c, off — BbIK/THOYEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-bcast-rxi# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)

HacTpolika weiinepa B HanpaBJeHUU OT TOUKM gocTtyna (AP) o knneHTa (STA):
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# shaper-bcast-tx

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# value X (rze X — MakcymasibHas CKOPOCThL B
KOUT/C N nakeThbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# mode kbps (Br/itoueHne weinepa.
Bo3MoxHble 3HaueHus: kbps — KGUT/cC, pps — NakeTbl/c, off — BbIK/THOYEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-bcast-tx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (CoxpaHeHne HacTpoek)

HacTtpoiika orpaHMYeHUsi MHOroagpecHoro Tpadguka

HaCTQOﬁKa mel‘/'lnepa B HanpaB/ieHUU OT TOYKM AocCcTyna (AP’ A0 K/INEeHTa (STA):

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# shaper-mcast-tx
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# value X (rae X — makcumasibHasi CKOpoCTh B
KOUT/C NI NakeThbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# mode kbps (Bx/itoueHmne wennepa.
Bo3moxHble 3HaveHus: kbps — KGUT/C, pps — NakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-mcast-tx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)

HacTtpoiika orpaHMYeHUst HeM3BEeCTHOIo TpadmKa

HaCTQOﬁKa Luel‘/’lnepa B HarnpaB/1€HUN OT TOYKU O0CTYyMNAa (AP) A0 K/INeHTa (STA):

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# shaper-unknown-ucast-tx
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# value X (rge X — makcvumvasibHas
CKOPOCTb B KOGUT/C UM NakeTbl/C)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# mode kbps (Bx/1t0ueHve
Lwerinepa. BoamoxHble 3HavyeHusi: kbps — KGUT/c, pps — nakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-tx:# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHve HacTpoek)
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HaCTPOﬁKa orpaHun4yeHusa HeM3BeCTHOIo Tpaq)I/IKa

HacTpolika weiinepa B HanpaBaeHUU OT KAueHTa (STA) o Touku goctyna (AP):

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# shaper-unknown-ucast-rx
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-rx:# value X (rge X — makcvmasnibHas
CKOPOCTb B KOUT/C UM NaKeTbl/C)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-rx:# mode kbps (BxtoueHve
werinepa. BoamoxHble 3HaveHusi: kbps — kouT/c, pps — nakeTbl/C, off — BbIK/1HOYEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/shaper-unknown-ucast-rx:# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# save (coxpaHeHVe HacTpoek)

OrpaHu4yeHue KosimyecTBa KJIMEHTOB

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# sta-limit X (rge X — makcvmvasribHO JonyCTUMOe YMC/I0
NOAK/IYaEMbIX K 6€CNPOBOAHON CETU KNTMEHTCKMX YCTPOMCTB. [JOCTYMHO TOMbKO B peXxume
yCTpOlCcTBa ap-pmp)

BknioyeHue nsonsayunum KNNeHToB

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# station-isolation true (Bx/1t0ueHve n3onsauMy Tpaduka
MeXAy NOAKNHYEHHbIMN yCTpocTBaMu. [1a oTkaoueHns BeeanTe false. [JOCTYNHO TOMbKO B peXxume
yCTpOlCcTBa ap-pmp)

HacTtpoiika KoHTpona goctyna rno MAC

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# acl

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/acl# mode local (Bbi60p pexvmva local — nposepka MAC-
a/pecoB Mo CMMCKY Ha YCTPOCTBE)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/acl# mac
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XXX —
MAC-afpec yCcTpoiicTBa, KOTOPOMY HEOOXOAMMO pa3peLlnTb/3anpeTnTb AoCTyn. 19 yaganeHns agpeca 13
crnvcka ncnonb3yinte komaHay del)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/acl/mac# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/acl# policy allow (BbI60p nonmTrkn. Bo3moxHble 3HaUYeHns:
allow — paspeLuaTb NoAKIOYEHNE TONBKO TEM yCTpoicTBam, MAC-aapeca KOTOPbIX COAEPXaTCsl B CNINCKE;
deny — 3anpellarb NoAKOUEHNe yCcTpoiicTBam, MAC-azipeca KOTOpbIX COAepXaTcs B Cnucke. 3HaYeHne
Nno ymosiHaHuto: deny)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/acl# enable true (Bx/1toueHne koHTpons goctyna no MAC. [ins
oTK/o4YeHns Beeaute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/acl# save (coxpaHeHne HacTpoek)
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HacTpolika KOHTponsa goctyna no MAC yepe3 RADIUS-cepBep

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# acl

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/acll# mode radius (Bbi60Op pexvma radius — nposepka MAC-
aapecos yepes RADIUS-cepBep)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/acl# policy allow (BbI60p NOMUTHKN. BO3MOXHbIE 3HAYEHUS:
allow — paspeliatb NOAKHUYEHNE TO/TLKO TEM K/IMEHTaM, KOTOPbIX 0406pu1 RADIUS-cepBep;

deny — 3anpeLlaTb NOAK/IOHYEHNE K/TMEHTAM, KOTOPbIX 0406pwu1 RADIUS-cepBep. 3HadeHne no
ymorsiyaHuio: deny)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/acl# enable true (Bk/1t0ueHne KOHTPOAS AocTyna rno MAC
yepes RADIUS-cepsep. 19 oTkNtoueHns seeauTe false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/acl# exit

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/# radius
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# domain root (rae root — lOMeH nosib30BaTesis)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec
RADIUS-cepBepa)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# auth-port X (rze X — nopt RADIUS-cepBepa,
KOTOPbI MCnonb3yeTcsa Ansa ayteHTudmkaumm n astopmsaguu. Mo ymonyaHumio: 1812)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# auth-password secret (rze secret — naposnb g/
RADIUS-cepBepa, MCMosib3yeMOro A1 ayTeHTUMKaLUMm 1 asTopusaumnmn)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# acct-enable true (Bk/1loueHMe OTNPaBky COOBLLEHNI
«Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCNnosb3yeMoro A/1s1 akkayHTUHra)

WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# acct-password secret (rze secret — naponb g1
RADIUS-cepBepa, UCMOosIb3yeMOro /19 akkayHTUHra)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# acct-periodic true (Bk/1104eHnE Neprnoanyeckon
OTNpaBKM co0bLeHNI «Accounting» Ha RADIUS-cepBep. No ymonuyanuio: false)
WOP-3ax-LR5(config):/interface/wlan0/wlan0/ap/radius# acct-interval 600 (nHTepBas OTNPaBKky COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/radius# save (coxpaHeHVe HacTpOeK)

LR5
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MannuHr VLAN

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# vlan-mapping
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule# add namel (rze namel — 1va npasuia
Mannuura. ns yaaneHusi npasunia ncnosbayiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# eth-vlan-id X (rze X — VLAN ID B
Ethernet)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# eth-priority X (rae X — npuoputet
802.1p npu nepenaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecn npuopuTteT auto uim He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOMb30BaTbCSA UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# wlan-vlan-id X (rge X — VLAN ID BO
WLAN)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# wlan-priority X (rge X —
nproputet 802.1p npn nepegade Bo WLAN. Bo3aMOXxHble 3Ha4YeHus: 0-7, auto. ECNv npuopuTeT auto nam He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping# enable true (BktoueHve vlan-mapping. [Ans
oTKNtoveHns seegute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping# save (COxpaHeHne HacTpoek)

© B koHdurypaumm vian-mapping ecTb npefycraHoBneHHoe npasuno — default-rule. OHo ucnonb3yeTcs
ons nsmeHeHna npuoputeta 802.1p 1 ouepean WMM Bcex naketos, Homep VLAN KOTOpbIX He
noaxoAuT Noj 3adaHHble Nosib3oBaTesiemM npasunia.

HacTtpoiika default-rule

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# vlan-mapping
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping# default-rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# eth-priority X (rae X — npuopurter
802.1p npu nepepaye B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecnam npuoputeT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNONb30BaTbCS UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wlan-priority X (rae X —
npuoputet 802.1p npu nepegade Bo WLAN. Bo3aMOXxHble 3Ha4YeHus: 0-7, auto. ECnv npuopuTeT auto nam He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNONb30BaTbCS UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wmm-queue X (r1e X — o4epesb
WMM g1 gaHHoro npasuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepesb auto He
onpeaeneHa B AaHHOW onuun, To 6yaeT aHaM3npoBaTbcs npuoputeT DSCP B nakeTe)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# enable true (BxtoueHve default-
rule. na otknoveHus seeaute false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# save (coxpaHeHve HacTpoek)
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Mpuoputnsauma no MAC-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# mac-priority
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule# add namel (rze namel — rma npasuia
npuoputnsauumn no MAC. [1na yaaneHns npaesusia ncnosnbayiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-aipec UCTOYHMKA Unn KnueHTa (STA) (noapobHee o0 HacTpolike MAC-aapecoB B
nojckaske Hwke). Ecnn napameTp He 3a4aH, Uan ero 3HadeHune AB/sieTcs NycToi CTPOKOM, TO OH He byaeT
MCMOoJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (roe
XXXXXX:XX:XX: XX — MAC-agpec nonyyatenst uim knnenta (STA) (nogpo6Hee o HacTpolike MAC-apecoB B
nojckaske Hwke). Ecnn napameTp He 3a4aH, Uan ero 3HadeHune AB/sieTcs NycToi CTPOKOM, TO OH He byaeT
NCMOJ/Ib30BaTbCS NPV NPOBEPKE HA COBNAaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# wlan-priority X (roe X — npuoputet
802.1p npu nepegadve Bo WLAN. Bo3amoXHble 3Ha4YeHus: 0-7, auto. ECnn npruopuTeT auto nam He onpeaeneH
B JAaHHOW onuun — 6yaeT NCNOoNb30BaTbCA NCXOAHbIiA)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# eth-priority X (rae X — npuoputet
802.1p npu nepepaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecam npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority# enable true (Bk/1toueHVie mac-priority. 15
oTKNtoveHns seegute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority# save (CoxpaHeHVe HacTpoek)

HaCTQOVIKa npaswuaa anda HETermpoBaHHOro Tpamm(a

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# mac-priority
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule# add namel (rze namel — 1ma npasuia
npuoputusauumn no MAC. [1na yaaneHns npasusia ncnosnbayiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-aipec UCTOUHMKA Unn knueHTa (STA) (mogpobHee 0 HacTpoiike MAC-aapecoB B
nojckaske Hwke). Ecnn napameTp He 3a4aH, Uan ero 3HadeHune AB/sieTcs NycToi CTPOKOM, TO OH He byaeT
NCMOJ/Ib30BaTbCS NPV NPOBEPKE HA COBNAaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rgoe
XXXXXX:XX:XX: XX — MAC-agpec nonyyatenst uam knuenTa (STA) (nogpobHee 0 HacTpolike MAC-aapecoB B
nojckaske Hwke). Ecnn napameTp He 3a4aH, Uan ero 3HaudeHune AB/sieTCs NycToi CTPOKOM, TO OH He byaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# wmm-queue X (rae X — ouepeb
WMM a5 gaHHoro npasuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpeaeneHa B AaHHOW onuun, To 6yaeT aHaM3npoBaTbcs npuopuTeT DSCP B NakeTe)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority# enable true (Bk/1toueHvie mac-priority. s
oTKNtoveHns seeaute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/mac-priority# save (CoxpaHeHVe HacTpoek)

—_—

—_—
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© [1ns nakeToB, MayLLMX NO HanpasneHuio oT Touku gocTyna (AP) K knneHTy (STA), napameTp src-mac —
MAC-agpec nctouHuka, dst-mac — MAC-agpec knneHTa (STA).
[N nakeToB, AyLWMX Mo HanpasneHuto ot knneHTa (STA) k Touke gocTtyna (AP), napametp src-mac —
MAC-agpec knuneHTa (STA), dst-mac — MAC-agpec nonyyarens.

MpuopuTtnsauyusa no IP-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# ip-priority
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule# add namel (rge namel — ums npasuia
npuoputusauun no IP. 19 yaaneHns npaBuia ncnob3yiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# src-ip X.X.X.X (rge X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNn ero 3HaYeHne SBASIETCS NYCTOM CTPOKOW, TO OH He GyaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# dst-ip X.X.X.X (rge X.X.X.X — IP-agpec
nonyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NMyCTOlM CTPOKOW, TO OH He byaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# wlan-priority X (rz1e X — npuoputet
802.1p npu nepegadve Bo WLAN. Bo3MOXHble 3Ha4eHus: 0-7, auto. ECn NpyuopmuTeT auto A He onpeaeseH
B JAaHHOW onuun — 6yaeT NCNoNb30BaTbCA NCXOAHbIiA)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# eth-priority X (roe X — npuoputet
802.1p npu nepenaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecan npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority# enable true (Bk/1toueHue ip-priority. [Ana
oTKNtoveHns seegute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority# save (coxpaHeHvie HacTpoek)

HaCTQOVIKa npaswuaa ana HETermpoBaHHOro Tpamvma

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# ip-priority
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule# add namel (rge namel — ums npasuia
npuoputusauun no IP. 9 yaaneHns npaBuia ncnosb3yiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# src-ip X.X.X.X (rge X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNKn ero 3Ha4YeHne ABASIETCS NYCTOM CTPOKOW, TO OH He ByaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# dst-ip X.X.X.X (rge X.X.X.X — IP-agpec
nosyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NMyCTOlM CTPOKOW, TO OH He byaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# wmm-queue X (rge X — ouepenb WMM
AN gaHHOro npasuia. Bo3amoxHble 3HaueHus: bk, be, vi, vo, autoe. Ec/in ouepep auto He onpeaeneHa B
[AHHOM onumn, To OyaeT aHa/IM3MpoBaTbCcs npuopuTeT DSCP B nakete)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority# enable true (Bk/toueHue ip-priority. [1n4
oTKNtoveHns seeauTte false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/ip-priority# save (coxpaHeHvie HacTpoek)

—_—

—_—
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© Ecnv naket nonagaet 04HOBPEMEHHO nog 6onee Yyem oamH 13 TMnos npasun Vlan-Mapping, MAC-
Priority n IP-Priority, To peweHune o npucsoeHun npuoputeta 802.1P 6yaeT NpuHATO Ha OCHOBeE Priority-
Order — npuoputeTa Tvna npasun, rage 1 — MUHUMasbHbIN npuopuTeT, 100 — MakcMManbHbIl
npuopuTeT.
Hanpumep, ecnv nakeT nonagaet nog npasuna Vlan-Mapping, y kotoporo Priority-Order 1, MAC-
priority, y kotoporo Priority-Order 25, n IP-priority, y kotoporo Priority-Order 80, To aTomy nakety 6yaet
NMPUCBOEH NPUOPUTET B COOTBETCTBUM C Npasuiom IP-Priority, Tak kak y Hero HamebicLumia Priority-Order.

MopsaaoK npuopuTUsaLmm

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# priority-order
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/priority-order# mac X (rge X — npyoputeT faHHOro npasusia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii nproputeT MMeeT 3HaueHune 100)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/priority-order# ip X (rae X — npvoputeT gaHHoro npasuia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii nproputet nMeeT 3HaueHune 100)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/priority-order# vlan X (rae X — npruopuTeT AaHHOro rnpasusia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii npuoputet nMeeT 3HaueHune 100)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/priority-order# save (coxpaHeHvie HacTpoek)
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8.5.3 HacTtpoiiku cetn ans knmeHta (STA)

© B pexume ycTpoiicTsa sta 40CTyNHa HACTpOiika HECKOMbKMX Npodunell NoAKNUeHNs K Touke focTyna
(AP). MakcumasibHO MOXXHO HACTPOWTL 8 Npochuneil.

HacTtpolika knmeHTa (STA) 6e3 wudgpoBaHua

WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BLI00p pexvmva ycTponcTea)
config):/interface/wlan0/wlan# sta

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# connection-profile
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile# profile
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB1TL HOBLIN
npodunb. profilel — nums npodonnsa nogxnoveHns K AP. Ans yaaneHnsa npodmnsa Ncnonb3ynte komaHay
del)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# enable true (k104N TH
npocousib)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# ssid WOP-3ax-LR5
(M3meHeHne nmenn SSID)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# security-mode

off (pexxum wndpoBaHus off — 6e3 naposns)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# priority X (rae X —
npuoputeT npodunns. OnpeaensieT ouepeaHoCTb CNOb30BaHUSA Npodnnein. BoaMoXHble 3HavyeHus: 0-7.
BbicLunin npropuTeT UMeeT 3HavyeHune 7. Mpr NoaKAYeHUN KNneHT (STA) ByaeT ncnonb3oBaTb NPOguUsb C
HaMBbICLLMM NPUOPUTETOM B NEPBYHO ovepepb)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# save (coxpaHeHune
HacTpoekK)

—~ e~~~ e~~~
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HacTpolika knmeHTa (STA) c OWE

WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BLI00p pexvva ycTponcTea)
config):/interface/wlan0/wlan# sta

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# connection-profile
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile# profile
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB1TL HOBLIN
npocunb. profilel — ms npodonns noaxtoueHns K AP. Insa yaaneHus npogunns NCnonb3ynTe KomaHay
del)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# enable true (Bk1t0UUTL
npodonnb)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# ssid WOP-3ax-LR5
(n3meHeHne nmenn SSID)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# security-mode OWE (
pexum wndpoBaHnst OWE — windpoBaHHOe coeanHeHne 6e3 BBOAa Naposis. B Takom pexvme cMoryT
NOAKNHYNTLCS TONLKO KANEHTbI Wi-Fi 6)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# priority X (rge X —
nproputeT npodunsa. Onpeaensiet ouepeaHOCTb UCNOMb30BaHWSA Npounen. BoamoxHble 3Ha4YeHus: 0-7 .
BbicLunin npnopuTeT MMeET 3Ha4veHune 7. Mpu NoAKIUYEHUN KNMEHT (STA) OyaeT Ucnosib3oBaTtb Npodnsb ¢
HaUBbICLLMM NPUOPUTETOM B NEPBYHO OYEPE/b)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# save (coxpaHeHune
HaCTpoeK)

—_— e~~~ o~~~ ~
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HacTtpoiika knueHTa (STA) ¢ pexxumom 6e3onacHocTu WPA-Personal

WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BLI00p pexvmva ycTponcTea)
config):/interface/wlan0/wlan# sta

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# connection-profile
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile# profile
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB1TL HOBLIN
npocunb. profilel — ms npodonns noaxtoueHns K AP. Insa yaaneHus npogunns NCnonb3ynTe KomaHay
del)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# enable true (Bk1t0UUTL
npodonnb)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# ssid WOP-3ax-LR5 (
n3MmeHeHne nmenu SSID)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# security-mode WPA3 (
pexum wndgposaHmss — WPA3)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# key-

wpa password123 (rae password123 — K/104/naposib, HE06X0AMMbIN A1 NOAKIHYEHNS K 6ECNPOBOAHON
ceTu. lnnHa KYa Ao/mKHA COCTaBNATb OT 8 40 63 CMMBOJ/I0B)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# priority X (rge X —
npuoputet npodunns. OnpeaensieT ouepeaHOCTb NCNOMb30BaHUSA Npodunein. BosamoXxHble 3Ha4eHus: 0-7.
BbicLunin npnopuTeT UMEET 3Ha4veHune 7. Mpu NoAKUYEHNN KNEHT (STA) OyaeT Ucnosib3oBaTtb Npodnsb €
HaUBbICLLMM NPUOPUTETOM B NEPBYHO OYEpEb)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# save (coxpaHeHune
HaCTpoeK)
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PykoBoacTBo no akcnayatauum WOP-3ax-LR5

HacTpolika knueHTa (STA) ¢ Enterprise-aBTOopu3sauueit

WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# interface

config):/interface# wlan0

config):/interface/wlan0# wlan

config):/interface/wlan0/wlan# mode sta (BLI00p pexvmva ycTponcTea)
config):/interface/wlan0/wlan# sta

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# connection-profile
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile# profile
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile# add profilel (106aB1TL HOBLIN
npocunb. profilel — ms npodonns noaxtoueHns K AP. Insa yaaneHus npogunns NCnonb3ynTe KomaHay
del)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile# profilel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profile1# enable true (Bk1t0UUTL
npodonnb)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# ssid WOP-3ax-LR5 (
n3MmeHeHne nmenu SSID)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# security-mode WPA3_1X (
pexum wundgpoaHnst — WPA3-Enterprise)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# radius
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel/radius#

username user (rie user — JI0rMH, HEOOXOAMMBI A1 aBTopM3aumn Ha RADIUS-cepBepe)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel/radius#

password password (rae password — k/1t04/naposb, He06XxoaMMbIA ANA aBTopm3aummn Ha RADIUS-cepepe)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel# priority X (roe X —
npuoputet npodunns. OnpeaensietT ouepeaHOCTb NCNONb30BaHUSA Npodunein. BosamoxHble 3Ha4eHus: 0-7.
BbicLunini npuopuTeT MMeET 3Ha4veHune 7. Mpu NOAKIUYEHNN KNMEHT (STA) OyaeT Ucnosib3oBaTb NPonsb €
HaUBbICLLM NPUOPUTETOM B NEPBYHO OYEpPE/b)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/connection-profile/profile/profilel/radius# save (coxpaHeHune
HaCTpoeK)
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PykoBoacTBo no akcnayatauum WOP-3ax-LR5

8.5.4 [lononHuTenbHble HACTPOIiKM Ans knmeHTa (STA)

Ha3HaueHue VLAN-ID

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# vlan-id X (rge X — Homep VLAN-ID )

BkntoueHune VLAN trunk

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# vlan-trunk true (BktoueHne VLAN Trunk. 19 oTk/IO4EHNA
BeeauTe false)

BknroueHune General VLAN

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# general-vlan-mode true (Bx/itoueHne General VLAN Ha SSID.
[na otknoveHus seegute false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# general-vlan-id X (rqe X — Homep General VLAN)

BkntoueHne MVR

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# mvr-enable true (BxtoueHne MVR. 115 OTK/IOUEHNA
BBeguTe false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# mvr-vlan-id X (rze X — Homep VLAN gnsa Multicast Tpachuka)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# mvr-vlan-priority X (rae X — npuvopuret 802.1p ans IGMP-
nakeToB OT Ethernet-yCTpoIiCTB, HAXOAALWMXCSA 3a KAMEHTOM (STA). BO3MOXHble 3Ha4YeHust: 0-7)

HasHauyeHue VLAN-ID 802.1p

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# vlan-priority X (rae X — npvoputet 802.1p, npuceavBaemblii
naketam, Ha KoTopble HaBelunBaeTca MeTka VLAN npy nomoLum dpyHkumoHana VLAN-ID nnuv General VLAN.
Bo3MOXHble 3Ha4YeHns: 0-7, auto. 3HAYEHME N0 YMO/IHaHUIO: auto)

Bbi6op cnoco6a npuoputmusaumu

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# priority-by-dscp false (aHani13 nproputera ns nons CoS
(Class of Service) TermpoBaHHbIX MakeToB. 3Ha4YeHne No yMo4aHuio: true. B aTom cnyvyae aHanimsnpyeTtcs
npuopuTteT U3 nona DSCP 3aronoBka IP-naketa)
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

HacTpolika orpaHu4eHnsi CKOpocTu

HacTpolika weiinepa B HanpaBaeHUU OT KAueHTa (STA) o Touku goctyna (AP):
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# shaper-tx

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-tx# value X (rae X — makcumasibHas CKOpoCTb B KOUT/
C WU NaKeThbI/C)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-tx# mode kbps (Bk/1t0ueHne weinepa. BoamoxHsie
3HaueHus:: kbps — KGUT/cC, pps — nakeTbl/c, off — BbIK/THOHYEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-tx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)

HacTpolika weiinepa B HanpaBJeHUU OT TOUKM gocTtyna (AP) o knneHTa (STA):
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# shaper-rx

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-rx# value X (rge X — makcumasibHasi CKOpoCTb B KOUT/
C WU NaKeThbI/C)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-rx# mode kbps (Bi/itoueHne weinepa. BoamoxHbie
3HayeHus: kbps — KGUT/c, pps — NakeTbl/C, off — BbIK/IHOUYEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-rx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# save (coxpaHeHVe HacTpoek)

HacTtpoiika orpaHMuYeHns LULMPOKOBeLLaTeIbHOro Tpadmka

HacTpolika weiinepa B HanpaBJeHUU OT TOUKM gocTtyna (AP) o knneHTa (STA):
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# shaper-bcast-rx

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# value X (rge X — MakcumvasibHas CKOpoCcTh B
KOUT/C NI NakeThbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# mode kbps (Bx/1t0ueHve Wwelinepa.
Bo3moxHble 3HaveHus: kbps — KGUT/C, pps — NakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# save (CoxpaHeHve HacTpoek)

HacTpolika wevinepa B HanpaBaeHUU OT KAneHTa (STA) o Touku goctyna (AP):
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# shaper-bcast-tx

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# value X (rge X — MakcumvasibHas CKOpoCcTh B
KOUT/C NI NakeThbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# mode kbps (Bx/1t0ueHve Lwelinepa.
Bo3moxHble 3HaveHus: kbps — KGUT/C, pps — NakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-bcast-rx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# save (CoxpaHeHve HacTpoek)

HacTtpoiika orpaHMYeHUsi MHOroagpecHoro Tpadguka

HaCTQOﬁKa Luel‘/’lnepa B HanpaB/1€HUU OT TOYKU O0CTYyMNAa (AP) A0 K/IneHTa (STA):

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# shaper-mcast-rx
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# value X (rge X — mMakcumMasibHast CKOpoCTh
B KOUT/C Nn NakeTbl/c)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# mode kbps (Bx/1t04eHVe LWelinepa.
Bo3MoxHble 3HaueHus: kbps — K6UT/C, pps — NakeTbl/c, off — BbIK/THOYEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-mcast-rx# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# save (CoxpaHeHve HacTpoek)
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

HaCTPOﬁKa orpaHun4yeHusa HeM3BeCTHOIo Tpaq)I/IKa

HacTpolika weiinepa B HanpaBaeHUU OT KAueHTa (STA) o Touku goctyna (AP):

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# shaper-unknown-ucast-tx
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-tx:# value X (rge X — maxkcumassHas
CKOPOCTb B KOUT/C UM NaKeTbl/C)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-tx:# mode kbps (BxtoueHve
Wwennepa. BoamoxHble 3HaueHus: kbps — kK6UT/c, pps — nakeTbl/c, off — BbIK/1OUEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-tx:# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# save (coxpaHeHVe HacTpoek)

HacTtpoiika orpaHMuYeHnUsi HeU3BEeCTHOro TpadmKa

HaCTQOﬁKa mel‘/'lnepa B HanpaB/ieHUU OT TOYKU AOocCcTyna (AP’ A0 K/INEeHTa (STA):

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# shaper-unknown-ucast-rx
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-rx:# value X (rae X — makcrmansHas
CKOPOCTb B KOUT/C UM NakeTbl/C)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-rx:# mode kbps (sx/1t0ueHne
Wwerinepa. BoamoxHble 3HavyeHus: kbps — KOuT/c, pps — nakeTbl/c, off — BbIK/THOUEHO)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/shaper-unknown-ucast-rx:# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# save (coxpaHeHve HacTpoek)

HacTpoiika BCTPEYHOro yCTpOCTBa BbINO/THAETCS aHa10MMYHO.

YBenuyeHne MTU Ha nHtepdeicax

WOP-3ax-LR5(config):/interface# ethO

WOP-3ax-LR5(config):/interface/eth0# common

WOP-3ax-LR5(config):/interface/eth0/common# mtu X (rge X — 3HaveHne MTU. MakcumvasibHoe 3HavyeHmne
2400)

WOP-3ax-LR5(config):/interface/eth0/commont exit

WOP-3ax-LR5(config):/interface/eth0# exit

WOP-3ax-LR5(config):/interface# wlan0

WOP-3ax-LR5(config):/interface/wlan0# common

WOP-3ax-LR5(config):/interface/wlan0/common# mtu X (rae X — 3HavyeHve MTU. MakcumasibHoe 3HavyeHne
2400)

WOP-3ax-LR5(config):/interface/wlan0/common# save (coxpaHeHne HacTpoek)
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PykoBoacTBo no akcnayatauum WOP-3ax-LR5

MannuHr VLAN

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# vlan-mapping
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule# add namel (rae namel — nmsa npasuna
Mannuura. ns yaaneHusi npasunia ncnosbayiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# eth-vlan-id X (rge X — VLAN ID B
Ethernet)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# eth-priority X (rae X — npuoputer
802.1p npu nepegaue B Ethernet. Bo3amoxHble 3HaueHust: 0-7, auto. Ecm npuopuTteT auto uim He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOMb30BaTbCSA UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# wlan-vlan-id X (rge X — VLAN ID
BO WLAN)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# wlan-priority X (rze X —
nproputet 802.1p npn nepegade Bo WLAN. Bo3aMOXxHble 3Ha4YeHus: 0-7, auto. ECNv npuopuTeT auto nam He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping# enable true (Bk/1t0ueHve vlan-mapping. [Ana
oTKNtoveHns seegute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/vlan-mapping# save (coxpaHeHne HacTpOek)

© B koHurypauum vlan-mapping ecTb npegyctaHoBieHHoe npasuno — default-rule. OHo Ucnonb3yeTcs
ansa n3meHeHus npuoputeta 802.1p n ouepean WMM Bcex naketos, Homep VLAN KOTOpbIX He
NoAXoAuT Nof 3aflaHHble NoNb3oBaresniem npasuna.

HacTtpoiika default-rule

WOP-3ax-LR5(config):/interface/wlan0/wlan/ap# vlan-mapping
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping# default-rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# eth-priority X (rze X — npuoputet
802.1p npu nepenaue B Ethernet. Bo3amMoxHble 3HaueHus: 0-7, auto. Ecnm npuopuTteT auto uim He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOb30BaTbCSA UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wlan-priority X (roe X —
npuoputet 802.1p npu nepegade Bo WLAN. Bo3aMoxHble 3Ha4YeHuMs: 0-7, auto. ECNv npuopuTeT auto nam He
onpeaeneH B JaHHOWM onuumn — 6yaeT NCNOb30BaTbCSA UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# wmm-queue X (rze X — ouepesb
WMM a5 gaHHoro npasuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpeaeneHa B AaHHOW onuun, To 6yAeT aHaM3npoBaTbcs NpuopuTeT DSCP B NakeTe)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# enable true (Bi/1toueHve default-
rule. na oTknoveHus seegute false)
WOP-3ax-LR5(config):/interface/wlan0/wlan/ap/vlan-mapping/default-rule# save (coxpaHeHne HacTpoek)
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PyKoBOACTBO No akcnyaTtauum WOP-3ax-LR5

Mpuoputnsauma no MAC-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# mac-priority
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule# add namel (rae namel — nmsa npasuna
npuoputnsauumn no MAC. [1na yaaneHns npaesusia ncnosnbayiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-aipec UCTOUHMKA UM TOYKK gocTyna (AP) (nogpobHee 0 HacTpoiike MAC-apecoB
B Mojickaske HXke). Eciv napameTp He 3aaaH, Wan ero 3HauyeHue sIBNSIeETCA MNyCTON CTPOKOW, TO OH He
OGyaeT NCnonb30oBaTbCA NPV MPOBEPKE HA COBNAAeHUS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-aapec nonyyatensi Wi Toukm goctyna (AP) (moapo6Hee o HacTpoiike MAC-
a/IpecoB B MOACKAa3Ke HMXe). Ecriv napameTp He 3aJaH, Uin ero 3HavyeHue sIBNSETCS MyCTON CTPOKOWA, TO
OH He OyaeT UCnosib30BaTbCs NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# wlan-priority X (rze X — npnoputet
802.1p npu nepegadve Bo WLAN. Bo3amoXHble 3Ha4YeHus: 0-7, auto. ECnn npruopuTeT auto nam He onpeaeneH
B JAaHHOW onuun — 6yaeT NCNOoNb30BaTbCA NCXOAHbIiA)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# eth-priority X (roe X — npropurtet
802.1p npu nepepaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecam npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority# enable true (Bk/1toueHvie mac-priority. 15
oTKNtoveHns seegute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority# save (coxpaHeHVe HacTpOeK)

HaCTQOVIKa npaswuaa anda HETermpoBaHHOro Tpamm(a

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# mac-priority
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule# add namel (rae namel — nmsa npasuna
npuoputusauumn no MAC. [1na yaaneHns npasusia ncnosnbayiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# src-mac XX:XX:XX:XX:XX:XX (rae
XXXXXX:XX:XX: XX — MAC-apec CTOYHMKA MK ToUKK AocTyna AP (moapobHee 0 HacTpolike MAC-aapecoB
B Mojicka3Ke HXke). Eciv napameTp He 3aaaH, v ero 3HauyeHue sIBNSIETCA MNyCTON CTPOKOW, TO OH He
OGyaeT Ncnonb30BaTbCA NPV MPOBEPKE HA COBNAAEHUS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# dst-mac XX:XX:XX:XX:XX:XX (rze
XXXXXX:XX:XX: XX — MAC-aapec nonyyartesnisi UM TOUKM AocTyna AP (nogpo6Hee o HacTpolike MAC-aapecoB
B Mojicka3Ke HXke). Eciv napameTp He 3aaaH, v ero 3HauyeHue sIBNSIETCA MNyCTON CTPOKOW, TO OH He
6yaeT Ncnonb30oBaTbCA NPY MPOBEPKE HA COBNAAEHUS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# wmm-queue X (rze X — ouepe/b
WMM a5 gaHHOro npasuna. BoamoxHble 3HaveHus: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpeaeneHa B AaHHOW onuun, To 6yaeT aHaM3npoBaTbcs npuopuTeT DSCP B NakeTe)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority# enable true (Bk/1toueHvie mac-priority. 15
oTKNtoveHns seeaute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/mac-priority# save (CoxpaHeHVe HacTpOek)

—_—

—_—
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© [1ns nakeToB, MayLLMX N0 HanpasneHuio oT Touku gocTyna (AP) K knneHTy (STA), napameTp src-mac —
MAC-aapec Touku goctyna (AP), dst-mac — MAC-agpec nonyyarens.
[nsi nakeToB, MAYLWMX MO HanpaeneHuto ot knameHTa (STA) k Touke goctyna (AP), napameTtp src-mac —
MAC-agpec nctouHuka, dst-mac — MAC-agpec Toukm goctyna (AP).

MpuopuTtnsauyusa no IP-agpecy

HaCTQOVIKa npaswuaa anda TermpoBaHHOro Tpamvn(a

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# ip-priority
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule# add namel (rge namel — ums npasuia
npuoputusauun no IP. 19 yaaneHns npaBuia ncnob3yiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# src-ip X.X.X.X (rae X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNn ero 3HaYeHne SBASIETCS NYCTOM CTPOKOW, TO OH He GyaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# dst-ip X.X.X.X (roe X.X.X.X — IP-agpec
nonyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NMyCTOlM CTPOKOW, TO OH He byaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# wlan-priority X (rge X — npuopuret
802.1p npu nepegadve Bo WLAN. Bo3amMOXHble 3Ha4eHus: 0-7, auto. ECn NpUopUTET auto UM He onpeaeseH
B JAaHHOW onuun — 6yaeT NCNoNb30BaTbCA NCXOAHbIiA)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# eth-priority X (rze X — npnoputet
802.1p npu nepenaue B Ethernet. Bo3amoxHble 3HaueHus: 0-7, auto. Ecn npuopuTteT auto uim He
onpeaeneH B JaHHOWN onuumn — 6yaeT NCNOMb30BaTbCS UCXOAHbIN)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority# enable true (Bk/toueHne ip-priority. [na
oTKNtoveHns seegute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority# save (coxpaHeHvie HacTpoek)

HaCTQOVIKa npaswuaa ana HETermpoBaHHOro Tpamvma

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# ip-priority
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority# rule
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule# add namel (rge namel — 1ms npasusia
npuoputusauun no IP. 9 yaaneHns npaBuia ncnosb3yiite komaHay del)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule# namel
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# src-ip X.X.X.X (rze X.X.X.X — IP-agpec
NCTOYHMKA, ECNIN NapamMeTp He 3a4aH, UNKn ero 3Ha4YeHne ABASIETCS NYCTOM CTPOKOW, TO OH He ByaeT
NCMOJ/Ib30BaTbCA NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# dst-ip X.X.X.X (rze X.X.X.X — IP-agpec
nosyyaresisi, eC/in NapameTp He 3aaH, UK ero 3HaueHne AB/SIETCSA NMyCTOlM CTPOKOW, TO OH He byaeT
NCMO/Ib30BaTbCS NPV NPOBEPKE HA COBNaAEHMS)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# wmm-queue X (rze X — ouepeb
WMM a5 gaHHoro npaswuna. BoamoxHble 3HaveHust: bk, be, vi, vo, auto. Ecnn ouepeab auto He
onpeaeneHa B AaHHOW onuun, To 6yaeT aHaIM3npoBaTbcs npuoputeT DSCP B NakeTe)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule/namel# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority/rule# exit
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority# enable true (Bk/1toueHue ip-priority. [na
oTKNtoveHns seeaute false)

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/ip-priority# save (coxpaHeHVe HacTpoek)

—_—

—_—
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© Ecnv naket nonagaet 04HOBPEMEHHO nog 6onee Yyem oamH 13 TMnos npasun Vlan-Mapping, MAC-
Priority n IP-Priority, To peweHune o npucsoeHun npuoputeta 802.1P 6yaeT NpuHATO Ha OCHOBeE Priority-
Order — npuopuTeTa TMna npasun, rae 1 — MUHUMasTbHbIN NpuopuTeT, 100 — MakCcUMasibHbIi
npuopuTeT.
Hanpumep, ecnv nakeT nonagaet nog npasuna Vlan-Mapping, y kotoporo Priority-Order 1, MAC-
priority, y kotoporo Priority-Order 25, n IP-priority, y kotoporo Priority-Order 80, To aTomy nakety 6yaet
NMPUCBOEH NPUOPUTET B COOTBETCTBUM C Npasuiom IP-Priority, Tak kak y Hero HamebicLumia Priority-Order.

MopsaaoK npuopuTUsaLmm

WOP-3ax-LR5(config):/interface/wlan0/wlan/sta# priority-order
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/priority-order# mac X (rae X — npvoputeT gaHHoro npasuia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii nproputet nMeeT 3HaueHune 100)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/priority-order# ip X (rae X — npuopuTeT gaHHoro npasuia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii npuoputet nMeeT 3HaueHune 100)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/priority-order# vlan X (rge X — npuoputeT faHHOro npasusia.
Bo3moxHble 3HaueHus: 1-100. Bbiclunii nproputet nMeeT 3HaueHune 100)
WOP-3ax-LR5(config):/interface/wlan0/wlan/sta/priority-order# save (coxpaHeHve HacTpoek)

8.6 Hactpolika LoopBack Detection

© Hacrpoiika hyHKLMOHaNA AOCTYNHA TOMLKO B PEeXMMe YCTpoiicTea sta.

€ B cnyuae o6HapyXeHUS NET/IM HA HUKECTOSILLEM 060pyA0BaHUM, YCTPONCTBO GrokupyeT Ethernet-
NHTEepdeinc Ha 3aaHHoe B KOHMrypauumn spemsi.

Ecnu coyHKUMOHAN BKOYEH, TO KNneHT (STA) npoBepsieT Hanmnume neTeslb Ha HUXKECTOosILLEM 060pyA0BaHUN U,
B C/lyyae ux obHapyxeHus, 6nokunpyeT Ethernet-nHrepdeiic Ha 3agaHHoe B KOHMrypauumn ycTpoincTea BpeMS.
Hanmune netesnb NnpoBepseTcs ¢ NOMOLLbIO OTNPaBky creymasibHbiX naketos B LAN-ceTb ¢ agpecom
HasHauyeHus ¢f:00:00:00:00:00.

HacTpoliika LoopBack Detection

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# loopback-detection

WOP-3ax-LR5(config):/loopback-detection# interval X (rae X — vHTepBan BpemeHy Mex/y OTnpasKoi
NakeToB OGHapPYXXeHWA NETIN)

WOP-3ax-LR5(config):/loopback-detection# recovery-timer X (rie X — Bpewms, B TeueHne KoToporo Ethernet-
NHTepderic byaet 3ab/10KMpPOBaH)

WOP-3ax-LR5(config):/loopback-detection# vlan-id X (rae X — meTka VLAN ID, koTopas 6yaeT HaBeluvBaTbLCA
Ha NPoBepPOoYHbIe NakeTbl. BO3MOXHbIE 3Ha4YeHUst: 0-4094)

WOP-3ax-LR5(config):/loopback-detection# enabled true (BxtoueHne LoopBack Detection. [1/19 OTk/IH04EHMA
BeeguTe false)

WOP-3ax-LR5(config):/loopback-detection# save (coxpaHeHne HacTpoek)
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8.7 HacTtpolika BPDU-thmnnetpa

HacTtpoiika dounbtpauymmn BPDU-nakeToB AnAa uHtepceiica wlan0

WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# interface

WOP-3ax-LR5(config):/interface# wlan0

WOP-3ax-LR5(config):/interface/wlan0# common

WOP-3ax-LR5(config):/interface/wlan0/common# bpdu-filter true (Bx/1t0ueHne BPDU. 17151 OTK/IHOHEHNSA
BBeauTe false)

WOP-3ax-LR5(config):/interface/wlan0/common# save (coxpaHeHve HacTpoek)

—_— e~~~

HacTtpoiika domnsrpaumm BPDU-nakeToB AnA uHtepdeiica etho

WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# interface

WOP-3ax-LR5(config):/interface# eth0

WOP-3ax-LR5(config):/interface/ethO# common

WOP-3ax-LR5(config):/interface/eth0/commont# bpdu-filter true (Bx/1t0ueHvie BPDU. 15 OTKIHOYEHNS
BeeauTe false)

WOP-3ax-LR5(config):/interface/eth0/common# save (coxpaHeHne HacTpoek)

—_— e~~~

8.8 OrpaHnueHune konnyectsa usydeHHolx MAC-agpecoB

OrpaHuyeHune KonnmyecTBa U3yyeHHbIX MAC-agpecoB

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# mac-learning

WOP-3ax-LR5(config):/mac-learning# enabled true (true — BK/1lOUEHVE OrpaHUyeHns KOMYeCcTBa U3YHeHHbIX
MAC agpecos. o ymonyaHuto: false)

WOP-3ax-LR5(config):/mac-learning# mac-learning-limt X (rge X — rno6asibHoe orpaHuyeHve ymucna MAC-
afapecoB (Wi-Fi + Ethernet). Bo3MOXHbIe 3Ha4eHust: 1-2048. o ymonyaHuio: 2048, He pekoMeHayeTcs
MEHSTh)

WOP-3ax-LR5(config):/mac-learning# wifi-mac-learning-limit X (rne X — orpaHuyeHvie yncna MAC-agpecoB
CO CTOPOHBbI Wi-Fi. BO3MOXHble 3HauYeHus: 1-2048. Mo ymon4yaHuto: 2048)
WOP-3ax-LR5(config):/mac-learning# eth-mac-learning-limit X (rge X — orpaHuyeHve uncna MAC-agpecos
CO CTOPOHbI Ethernet. Bo3MoOXHble 3HaueHus: 1-2048. Mo ymonyaHuio: 2048)
WOP-3ax-LR5(config):/mac-learning# drop-unknown-unicast-src true (Bk/1l0ueHVe 3anpeTa nepegayn
Tpadmka oT yCTPOonCTB, MAC-agpeca KOTOpbIX Obl/IN HE N3y4YeHbl 13-3a NPEBbLILLEHUS Kakoro-nmoo
orpaHnyeHns nsyveHHbix MAC-agpecoB. Anda oTkioyeHnsa seeuTe false)
WOP-3ax-LR5(config):/mac-learning# drop-unknown-unicast true (Bk/l0ueHVe 3anpeta nepegayv tpaguka
Ha Heunsy4deHHble MAC-agpeca (TosbKo unicast). Ana oTkaoyeHnsa seeguTte false)
WOP-3ax-LR5(config):/mac-learning# save (CoxpaHeH1e HacTpoek)
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8.9 WV3meHeHune pasmepa MTU Ha nHtepdheicax

HacTpoiika BCTpeYHOro yCTpOoCTBa BbINO/HAETCS aHa10MM4YHO.

N3meHeHue pasmepa MTU Ha uHTepdeiicax

WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# interface

WOP-3ax-LR5(config):/interface# eth0

WOP-3ax-LR5(config):/interface/eth0# common

WOP-3ax-LR5(config):/interface/eth0/common# mtu X (rge X — pasvep MTU B 6aiitax. Bo3MOXHbIe
3HayeHus: 68-2000. Mo ymonyaHumio: 1500)

WOP-3ax-LR5(config):/interface/eth0/commont# save (coxpaHeHne HacTpoek)

—_ e~~~

© 3Hauenve MTU Ha uHTepdpeiicax br0, nas0 BbiCTaBNSETCS aBTOMATNYECKM, B COOTBETCTBUM CO
3HayeHnem Ha eth0. 3HaveHne MTU Ha nHTepderice wlan0 comkcrpoBaHHoe 1 pasHo 2000.

8.10 CuctemHble HaCTPOWKM

8.10.1 O6HoBneHue MO ycTpoincTea

O6HoBneHue MO yctpowcTea no TFTP

WOP-3ax-LR5(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa><Ha3sBaHue chaiina NO> (npuvep:
firmware upload tftp 192.168.1.15 WOP-3ax-LR5-2.6.1_build_X.tar.gz)
WOP-3ax-LR5(root):/# firmware upgrade

O6HoBneHue MO ycTpoiictBa Nno HTTP

WOP-3ax-LR5(root):/# firmware upload http <URL gna ckaunBaHus cpainna NO> (npumvep: firmware upload
https://eltex.ru/storage/upload_center/files/XX/WOP-3ax-LR5-2.6.1_build_X.tar.gz)
WOP-3ax-LR5(root):/# firmware upgrade

MepekntoyeHne Ha pe3epBHYt0 Bepcuto MO ycTpoicTea

WOP-3ax-LR5(root):/# firmware switch
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8.10.2 ¥YnpaBneHue KOHGUrypaumei ycTpoicTaa

Copoc KoHdmrypauum yctTpoiictea B aethonTHOe COCTOsAHUE 6e3 COXpaHEHUA NapaMeTpoB
pocTyna

WOP-3ax-LR5(root):/# manage-config reset-to-default

C6poc KoHurypauyum yctpoiictea B AethoNTHOE COCTOSAHUE C COXpPaHEeHUeM napameTpoB goctyna

WOP-3ax-LR5(root):/# manage-config reset-to-default-without-management

CkauyaTb KOH(hUrypaumoHHblii paiin yctpoiictBa Ha TFTP-cepBep

WOP-3ax-LR5(root):/# manage-config download tftp <IP-agpec TFTP-cepBepa> (npvvep: manage-config
download tftp 192.168.1.15)

CkauaTb KOH(hpUrypaumoHHbIii haiin yctpoiictea Ha cepBep/lNK uepes SCP

scp <Monb3oBarenb>@<IP-agpec yctponctBa>:/etc/config/config.json config.json (npumep: scp
admin@192.168.1.15:/etc/config/config.json config.json. lJaHHasA komaHAa BbinonHsAeTcA Ha cepsepe/TK)

3arpy3ntb KOHhUrypauuoHHbIii haiin Ha ycTpoicTBO ¢ TFTP-cepBepa

WOP-3ax-LR5(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue aiina
KOHdmrypauumn> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WOP-3ax-LR5(root):/# manage-config apply (npviveHeHne koHdurypawmn)
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8.10.3 KOHTpO/b AOCTYNHOCTY

KoHTponb gocTtynHocTu (ping watchdog) nossonsieT onpegenvTs OTCYTCTBUE CBSIBHOCTU U Nepesarpy3unTtb
YCTPOWCTBO UMK ero nHTepdeincobl 6e3 yyactus nonb3osarens. Mpu nepesanycke nHtepderica tTakke
npoucxoaut nepesanyck DHCP-knveHTa Ha Tekywem WAN-uHTepdelice.

HacTpoliika ping watchdog

WOP-3ax-LR5(config):/ping-watchdog# enable true (true — Bk/IOUEHVE KOHTPO/IA AOCTYNHOCTU. 10
ymonuaHuto: false)

WOP-3ax-LR5(config):/ping-watchdog# host X.X.X.X (X.X.X.X — |P-azpec, kyga oyayT otnpasasatscs ICMP-
3anpochl)

WOP-3ax-LR5(config):/ping-watchdog# ping-interval X (r1e X — Bpewms B cekyHaax, yepes kotTopoe oyaet
otnpasneH ICMP-3anpoc nocne nosyyeHus ICMP-oTBeTa Wiv NPUHATUA pPeLLEHNst O TOM, YTO NpeablayLLnii
ICMP-3anpoc okasasics HeygayuHbIM. Bo3MOXHble 3HavyeHus: 1-86400. Mo ymonyaHutio: 300)
WOP-3ax-LR5(config):/ping-watchdog# startup-delay X (rge X — Bpems B cekyHax nocsie BK/IYeHns
YCTPOWCTBa UNn npeablayLlero cpabarbiBaHus, B TeHEHE KOTOPOro KOHTPO/Ib AOCTYMHOCTU He ByaeT
pa6oTartb. Bo3aMOXHble 3Ha4YeHus: 60-86400. Mo ymonyaHuio: 300)

WOP-3ax-LR5(config):/ping-watchdog# ping-timeout X (rne X — Bpems B cekyHax, B TE4eHVe KOTOPOoro
oxuaaetcs ICMP-0TBET Ha OTnpaBfeHHbI ICMP-3anpoc. Ecnn no nctevyeHumn spemeHmn ICMP-0TBET He
nosy4eH, 1o ICMP-3anpoc cumMTaeTcs HeyaaduHbIM. BOo3MOXHble 3HavyeHus: 1-10. Mo ymonyaHuio: 1)
WOP-3ax-LR5(config):/ping-watchdog# max-retry X (r1e X — MakcumMasibHOe KONM4ecTBo HeyaadHbix ICMP-
3anpocoB. Ecniv konnuecTBo Heyaa4vHbIX ICMP-3anpocoB fOCTUraeT yKa3aHHOIo Y1C/a, TO BbIMNOJTHAETCA
3aflaHHOoe aelicTBre. Bo3aMoXHble 3Ha4eHus: 1-86400. Mo ymonyaHuio: 3)
WOP-3ax-LR5(config):/ping-watchdog# action X (r4e X — fgeicTterie. BoamoxHble 3HauveHus: device-restart —
nepesarpyska yCTpoicTBa — B C/lydae HeOCTYMNHOCTU 3aZlaHHOr0 ping-cepBepa nponsonaet
nepesarpyska ycTpoiicTBa,; ethernet-restart — nepesanyck ethernet uHTepdeica — B ciyuae
HeLOCTYMNHOCTY 3a[laHHOIO0 ping-cepBepa nponsonaeT nepesanyck Ethernet-uHtepdeica

yCTpoiicTBa; wireless-restart — nepesanyck 6ecnpoBoAHOro UHTepgenca — B criydyae HeAoCTYNHOCTU
3a,aHHOro ping-cepeepa Npon3onaeT nepesanyck 6ecnpoBoOfHONO MHTepdieinca ycTponcTea)
WOP-3ax-LR5(config):/ping-watchdog# save (coxpaHeHne HacTpoek)

8.10.4 TMepe3arpyska ycTpoiicTBa
KomaHaa ansa nepesarpysku ycTpoiictBa

WOP-3ax-LR5(root):/# reboot

KomaHpa Ansa oT/100keHHOW nepesarpy3kmn ycTpoucTea

WOP-3ax-LR5(root):/# reboot delay X (rae X — Bpems B cekyHAax, Yepes KOTopoe Npon3onaeT OT/IOKEHHAs
nepesarpyska ycTpoiicTsa. BoaMoXxHble 3HauyeHns: 0-86400)

KomaHga ans 3ansiaHMpoBaHHOI Nepesarpy3ku yCTpoiicTBa B Ha3HauYeHHOe BpeMst

WOP-3ax-LR5(root):/# reboot at hh:mm:ss (rae hh:mm:ss — Bpewms, B KOTOpoe nponsonaert
3annaHMpoBaHHas nepesarpyska ycTpoincTea. Bo3aMoXHble 3Ha4eHnsi: hh:mm, hh:mm:ss)
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KomaHaa Ansi OoTMeHbl OT/IOKEHHOI nepe3arpysku yctpoiictea

WOP-3ax-LR5(root):/# reboot cancel

8.10.5 HacTtpolika pexuma ayTeHTMdnKaumm

YCTPOICTBO MMEET 3aBO/ICKYH0 YUETHYI0 3anunck admin ¢ naponem password. YianuTb AaHHYH YYETHYH
3annch HemMb3s. I3MeHUTb Naposib MOXHO C MOMOLLBI0 YKa3aHHbIX HKE KOMaH.

N3meHeHue napons AnsA yyeTHo 3anucu admin

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# authentication

WOP-3ax-LR5(config):/authentication# admin-password <HoBbIi naponb A1 y4eTHoi 3anucu admin>
(0T 1 00 64 CMMBO/IOB, BK/IKOYAs NTATUHCKNE BYKBbI 1 LINGPBbI)

WOP-3ax-LR5(config):/authentication# save (coxpaHeHve HacTpoek)

MimeeTcs BO3MOXHOCTb cO34aTb AOMNOMHUTENbHbIX NO/Ib30BaTesNein 418 NOKa/IbHON ayTEHTUAINKALMN, a Takxke
ayteHTugukaumm yepes RADIUS.

© HosbiM nonb3oBaTeNAM AOMKHA GbITh HA3HAYEHA OfHA U3 ABYX POneii:
admin — nonb3oBaresib C Takoi posblo 6yAeT MMETb NOJHbIN [OCTYN K KOHUTYpUpOBaHUIO U
MOHUTOPWHIY YCTPOWCTBA;
viewer — nosib3oBaresib C Takol posbio ByaeT MMeTb AOCTYMN TO/IbKO K MOHUTOPUHTY YCTPOMCTBA.

CO3,C|,8.HI/I€ AOO0NMOSTHUTENBbHbIX nosb3oBaresieli BbINO/HAETCS cnegyouimMmm KoMmaHaammn:

IC',OGEIBJ'I(EHI/I(E HOBbIX Nosib3oBarenei

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# authentication

WOP-3ax-LR5(config):/authentication# user

WOP-3ax-LR5(config):/authentication/user# add userX (rae userX — nMs HOBOW YYETHOI 3anucu. s
yAaneHusa ncnonbayinte komaHgy del)

WOP-3ax-LR5(config):/authentication/user# userX

WOP-3ax-LR5(config):/authentication/user/userX# login userX (rie userX — NMs HOBOI YYETHOW 3anuncu)
WOP-3ax-LR5(config):/authentication/user/userX# password <[Maponb AnA y4eTHoOW 3anucwu userX> (0T 1 /10
64 CMBOJIOB, BK/HOYasi NaTUHCKMUE OYKBbI U LMpbI)

WOP-3ax-LR5(config):/authentication/user/userX# role admin (nosib30BaTeNto BbIAAOTCA MpaBa Ha
KOHhurypupoBaHne. Bo3MOXHOe 3HauYeHNe: viewer — y4ETHOW 3anncu 6yaeT AOCTYMNEH TO/bKO
MOHUTOPWHT)

WOP-3ax-LR5(config):/authentication/user/userX# save (CoxpaHeHVe HaCTPOEK)

[na ayteHTudpmkaymm yepes RADIUS-cepep HEOOXO4MMO HACTPOUTL NapaMeTpbl 4OCTYNa K HEMY.
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HacTpoliika napameTpoB goctyna K RADIUS-cepBepy

WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# authentication

WOP-3ax-LR5(config):/authentication# radius

WOP-3ax-LR5(config):/authentication/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-cepBepa)
WOP-3ax-LR5(config):/authentication/radius# auth-port X (r1e X — nopt RADIUS-cepBepa, KOTopbIi
MCNOMb3YEeTCA A8 ayTEHTUdINKaLMK 1 aBTopusaumun. Mo ymonyaHmio: 1812)
WOP-3ax-LR5(config):/authentication/radius# auth-password secret (rge secret — kntou ana RADIUS-cepBepa,
MCNO/Ib3yEMOr0 ANS ayTeHTUmKauumn n astopmsauunn)

WOP-3ax-LR5(config):/authentication/radius# exit

WOP-3ax-LR5(config):/authentication# radius-local-fallback true (Bx/il0ueHne agTopusaLm No f0KasibHoM
y4yeTHol 3anicy admin npu oTcyTCTBUM coegmHeHnst ¢ RADIUS-cepeepom. Ans oTknoveHus seegute false.
Mo ymonyaHuto: false)

WOP-3ax-LR5(config):/authentication# radius-auth true (Bk/oueHve pexvmva ayTeHTuhrkaun yepes
RADIUS-cepBep. Ana otktoueHnsa seeguTte false. o ymonuaHuio: false)
WOP-3ax-LR5(config):/authentication# save (coxpaHeHVe HacTpoek)

—_— e~~~

© C Buiko4eHHbIM napameTpoM radius-local-fallback asTopusaums npoucxoauT Tonbko Yepes RADIUS-
cepsep. Mpun ero HeaOCTYMHOCTN U HEKOPPEKTHBIX AaHHbIX aBTOpM3aLms BbiNo/HEHA He ByaeT.
C BknoyeHHbIM napameTpoM radius-local-fallback, npu otcytcTBUM coeamHernsa ¢ RADIUS-cepepom,
aBTOpPU3aLMs MOXET ObITb BbIMO/IHEHA MO /IOKa/IbHONM YYeTHOI 3anvcy admin. ABTopusaums yepes
ApYyrve NokasbHble YYETHbIE 3annUcK BbINOSIHEHA HE ByAeT.

o [na ayteHTudonkauum yepes RADIUS-cepeep yyeTHbIe 3anucy ¢ COOTBETCTBYHOLLMMN PONAMU
CO34al0TCA TO/IbKO Ha HEM.
YueTHbIM 3anMcsiM MOryT ObITb MPUCBOEHbI CeAyoLLne Posu:
admin — nosnb3oBaresib C TakoW posnblo 6yAeT MMETb NOJHbIN [OCTYN K KOHUTypUpOBaHUIO U
MOHUTOPWHIY YCTPOWCTB;
viewer — nosib3oBaresib C Takol posbio ByaeT MMeTb AOCTYN TO/IbKO K MOHUTOPUHTY YCTPOMCTBA.
Ha RADIUS-cepBepe Ansi HaCTPOWKM poneil y4eTHbIX 3anncei ncnonbayetcs atpmnbyT Cisco-AVPair =
"shell:role=<role>" (rz1e <role> npuHyvaet 3HaueHnss admin v viewer).

HacTpolika nepuopga 6e3geincTens

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# authentication

WOP-3ax-LR5(config):/authentication# session-idle-timeout X (r1e X — Bpems 6e3aeicTBmA Nosb30BaTesis B
MUHYyTax, MOC/ie KOTOPOro Ceccusi aBTOMaTUYeCKN 3aBepLuaeTcs. Bo3aMoxHble 3HaveHust: 0-10080. Ans
OTK/OYEHMS OYHKLMOHaNa ycTaHoBMTE 3HadeHue 0. Mo yMmonyaHuio: 15)
WOP-3ax-LR5(config):/authentication# save (coxpaHeHne HacTpoek)
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HacTtpoiika Banupauum napons

WOP-3ax-LR5
WOP-3ax-LR5

root):/# configure

config):/# authentication

WOP-3ax-LR5(config):/authentication# password-validation
WOP-3ax-LR5(config):/authentication/password-validation# enable true (rze X — Bk/toueHve Basigauun
napons. Ana otknoveHns seeaute false)

WOP-3ax-LR5(config):/authentication/password-validation# min-length X (rge X — MuH1nMasibHoe KonmyecTeo
CYMBO/I10B B Naposie. Bo3aMoxHble 3Ha4yeHust: 8-63. 115 OTK/I0UEeHNS (PyHKLMOHaNa ycTaHOBUTE

3HauyeHue 0. 1o ymo4aHuio: 0)

WOP-3ax-LR5(config):/authentication/password-validation# character-classes-count X (rze X —
MUHMMa/IbHOE KO/INYECTBO K/1ACCOB CMMBOJIOB, KOTOPbIE A0/MKHbI ObITb NCMNOMb30BaHbI B Maposie.
B0o3MOXHble KNnacchl: CTPOUHbIE GYKBbI, MPOMNUCHbIE BYKBbI, LMAIPbI U CrelnasibHble CUMBO/Ibl. BO3MOXHbIE
3HaYeHust: 1 — MOXHO NH0O0I OAVH Kacc, 2 — HYXHbI NII0ObIE ABa Knacca, 3 — HyXHbI /1l0bble TPy Kacca,
4 — Hy>XXHbI BCE YeTblpe knacca. o ymonuaHuio: 1)

WOP-3ax-LR5(config):/authentication# save (coxpaHeHVe HacTpoek)

—_— e~~~

HacTtpoiika orpaHMuYeHnsi BpeMeHU AelicTBUS Naposns

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# authentication

WOP-3ax-LR5(config):/authentication# password-lifetime X (r1e X — Bpems geicTByA naposis noss3osaress
B CyTKax, Mocsie KOTOpOro no 3aBepLUeHnn ceccum notpebyeTcss CMEHUTb Naposib. Bo3MOXHbIE 3HAYEHUS:
0-365. 1na oTKNIOYEHMA (PYHKLMOHaNa ycTaHOBUTE 3HadeHune 0. Mo ymonyaHuio: 0)
WOP-3ax-LR5(config):/authentication# save (coxpaHeHve HacTpoek)

8.10.6 Hactpoiika DHCP-snooping

KomaHgb! Ans HacTpoiiku DHCP-snooping

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# dhcp-snooping

WOP-3ax-LR5(config):/dhcp-snooping# enable true (Bx/1t0ueHie DHCP-snooping. 17151 OTK/IHOHYEHNSA
BBeauTe false)

WOP-3ax-LR5(config):/dhcp-snooping# vlan (HacTpoiika DHCP-snooping Ansi TermpoBaHHOro Tpaduka)
WOP-3ax-LR5(config):/dhcp-snooping/vlan# add vlan-group (rae vlan-group — ums rpynnst VLAN, ana
KoTopow 6yaet pabotarb DHCP-snooping)

WOP-3ax-LR5(config):/dhcp-snooping/vlan# vlan-group
WOP-3ax-LR5(config):/dhcp-snooping/vlan/vlan-group# vid 'X;Y-Z' (rae X — Homep VLAN, Y-Z — avanasoH
VLAN, KOoTOpble ByayT BXOAUTb B rpynny vlan-group v Ans KOTopbix 6yaeT pa6otarb DHCP-snooping.
Mpumep KoHdurypaumm nepeyHs VLAN: vid '10;100-110")
WOP-3ax-LR5(config):/dhcp-snooping/vlan/vlan-group# exit
WOP-3ax-LR5(config):/dhcp-snooping/vlan# exit

WOP-3ax-LR5(config):/dhcp-snooping# untag true (Bk/itoueHve DHCP-snooping 7151 HETErMPOBaHHOIO
Tpadomka. Ana otkaoyeHns seeaute false)

WOP-3ax-LR5(config):/dhcp-snooping# save (CoxpaHeHne HacTpoek)

—_—

© Mo ymonuaxnio foBEPEHHBIM NOPTOM CUMTaETCS TONbKO ethO.
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8.10.7 HacTpoiika gaTbl 1 BpeMeHU

KomaHabl ANsi HACTPOIKM CUHXPOHU3ALUKM BPEMEHU C cepBepom NTP

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# date-time

WOP-3ax-LR5(config):/date-time# mode ntp (Bk/10ueHVe pexxuma padoTsl ¢ NTP. Bo3MOXHOe 3HaqeHuve:
manual — ycTaHOBKa BpeMEeHU BPYUHYHO)

WOP-3ax-LR5(config):/date-time# ntp

WOP-3ax-LR5(config):/date-time/ntp# servers

WOP-3ax-LR5(config):/date-time/ntp/servers# add <name> (f06aBneHne NTP-cepBepoB. MakcumasibHoe
Konu4yecTBo: 8. [Insa yaaneHnsi ucnosnbayrite komaHay del)

WOP-3ax-LR5(config):/date-time/ntp/servers# serverl

WOP-3ax-LR5(config):/date-time/ntp/servers/serverl# address (1omeHHOe nms/IP-agpec NTP-cepsepa B
KOHdourypaumm)

WOP-3ax-LR5(config):/date-time/ntp/servers/serverl# key-id 1 (rae 1 — yHVKa/IbHbIA HOMEP K/IOYa,
NCNosib3yemMoro Aas ayteHTudmkaumm npyu oomMeHe gaHHbIMu ¢ NTP-cepBepoM. Bo3MOXHble 3Ha4eHus: 1
10 65535)

WOP-3ax-LR5(config):/date-time/ntp/servers/serverl# key-type MD5 (rge MD5 — BbIGOp asiroputma
XelmnpoBaHus. Bo3amoxHble 3HavyeHns: MD5, SHA1L, off — BbIk/lOUEHNE pexnma XeLnpoBaHus)
WOP-3ax-LR5(config):/date-time/ntp/servers/serverl# key-value password (e password — CEKPETHbII K/1H0Y
ayTeHTUdomkaunmn B TEKCTOBOM BUAE)

WOP-3ax-LR5(config):/date-time/ntp/servers/serverl# exit

WOP-3ax-LR5(config):/date-time/ntp/serverst exit

WOP-3ax-LR5(config):/date-time/ntp# exit

WOP-3ax-LR5(config):/date-time# common

)

WOP-3ax-LR5(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa
BPEMEHHO 30HbI)
WOP-3ax-LR5(config):/date-time/common# save (CoxpaHeHVe HacTpoek)

© [ns anroputma MD5 gnvHa Kntoua Jo/mkHa cocTaBnATb oT 1 40 16 CUMBOIOB, CUMBON # 3anpeLLéH.
Ansa anroputMa SHAT TpebyeTcst poBHO 40 CMMBO/IOB B LLIECTHAALATEPUUHOM dpopmaTte (Lumdopbl 0-9 1
6ykBbI a-f).
key-id, key-type, key-value — Heob6sA3aTenbHbIE NapameTpbl. ICNonb3yTCA TO/IbKO NPY HEO6XOAUMOCTU
nogkntoyeHns k NTP-cepBepy ¢ ayTeHTUbmkaumei.
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8.10.8 [ononHuTesibHble HACTPOWKN CUCTEMBI

M3meHeHWe nMeHU ycTpoiicTBa

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# system

WOP-3ax-LR5(config):/system# hostname WOP-3ax-LR5_2 (re WOP-3ax-LR5_2 — HOBOE 1Ms YCTPOMCTBA.
MapameTp MOXEeT cogepXartb OT 1 40 63 CUMBOJIOB: NIATUHCKUE 3ar/iaBHble U CTPOYHbIE BYKBbI, LNMpbI,
3HakK gednc «-» (aednc He MOXET BbITb NOCNEeAHUM CUMBOIOM B UMeHN). Mo ymonyaHmto: WOP-3ax-LR5)
WOP-3ax-LR5(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue reorpamnyeckoro gomeHa

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# system

WOP-3ax-LR5(config):/system# ap-location ap.test.root (i/1e ap.test.root — 0MeH y3/1a gepesa yCcTporicTB
cucTeMbl ynpas/ieHus. Mo yMos4aHuio: root)

WOP-3ax-LR5(config):/system# save (coxpaHeHne HacTpoek)

N3meHeHue Radius NAS-ID

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# system

WOP-3ax-LR5(config):/system# nas-id Lenina_1.Novovsibirsk.root (r1e Lenina_1.Novovsibirsk.root —
NaeHTUdIMKATOP AAaHHOTO YCTpoicTBa. MapameTp npeaHasHavyeH ans naeHtTudmnkauum ycTtponcTaa Ha
RADIUS-cepBepe, B ciiydae ecniv RADIUS okngaeTt 3HaueHune, oT/imdHoe ot MAC-agpeca. Mo ymonyaHuio:
MAC-agpec yCTpOiicTBa)

WOP-3ax-LR5(config):/system# save (coxpaHeHne HacTpoek)

HacTpoliika LLDP

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# lldp

WOP-3ax-LR5(config):/Ildp# enabled true (BkntoueHne pyHkumoHana LLDP. ins oTknoyeHns seeguTe false.
Mo ymonuyaHutio: true)

WOP-3ax-LR5(config):/lldp# tx-interval X (rae X — nsmeHeHve nepuoga otnpasku LLDP-cO06LLEHNIA.
Bo3MoxHble 3HaueHus: 1-86400. Mo ymonyaHumto: 30)

WOP-3ax-LR5(config):/Ildp# system-name WOP-3ax-LR5_reserv (rie WOP-3ax-LR5_reserv — HOBOE 1M
ycTpolictea. Mo ymonyaHuio: WOP-3ax-LR5)

WOP-3ax-LR5(config):/Ildp# save (COxpaHeHne HacTpoek)
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HacTtpoiika uHgukauumn

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# led-manager

WOP-3ax-LR5(config):/led-manager# enabled all (Bk/1toueHve nuankauyi. Moxet npuHiMars 3HadeHmns: all
— BCE MHAMKATOPbI BK/HOYEHbI, none — BCE NHANKATOPbI BbIK/IOYEHbI. 10 ymMonyaHuio: all)
WOP-3ax-LR5(config):/led-manager# enable-rssi-threshold-override true (Bk/1t04eHNe yripaBneHys
noporamu RSSI nHaukatopos. Ana otkitoyeHnsa seeguTte false. Mo ymonyaHuio: false)
WOP-3ax-LR5(config):/led-manager# led1-threshold X (rae X — MyHVMMasIbHBIA YPOBEHL CUTHANA OT
BCTPEYHOrO YCTPOMCTBA, MPU KOTOPOM BK/IKOHAETCA MHAMKATOP LED1. BO3MOXHbIe 3HaueHust: -100-0. o
yMO/14aHuIo: -100)

WOP-3ax-LR5(config):/led-manager# led2-threshold X (rae X — MyHVMMasIbHBIA YPOBEHL CUTHANA OT
BCTPEYHOrO YCTPOICTBA, MPU KOTOPOM BK/IKOHAETCA MHAMKATOP LED2. BO3MOXHbIe 3HaueHust: -100-0. o
yMO/14aHuto: -80)

WOP-3ax-LR5(config):/led-manager# led3-threshold X (r1e X — MyHVUMasIbHBIA YPOBEHL CUTHANA OT
BCTPEYHOrO YCTPOICTBA, MPU KOTOPOM BK/IKOHAETCA MHANKATOP LED3. BO3MOXHbIe 3HaueHust: -100-0. o
YMO/14aHuo: -70)

WOP-3ax-LR5(config):/led-manager# led4-threshold X (rae X — MyHVMMasIbHBIA YPOBEHL CUTHANA OT
BCTPEYHOTrO YCTPOCTBA, MPU KOTOPOM BK/IKOHAETCSA MHANKATOP LED4. BO3MOXHbIe 3HaueHust: -100-0. o
YMOJ/14aHuIo: -60)

WOP-3ax-LR5(config):/led-manager# save (coxpaHeHVe HacTpPoeK)
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8.11 MOHUTOPUHT

8.11.1 becnpoBoaHoi kaHas/becnpoBoAHblE K/TMEHTbI

8.11.1.1 Pexum ycmpolicmsa ap-ptp

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

BbIBOA, N0N1€3HOI MHDOpMaL MK O COCTOSIHUM 6ECNPOBOAHONO KaHasia Co CTOPOHbI Touku gocTtyna (AP):

WOP-3ax-LR5(root):/# monitoring wireless-peer

index

hw-addr
interface
band

state
frequency
distance
fbwa-mode
serial-number

eltex-board-type
eltex-firmware-version

factory-mac
ssid

ip-addr
hostname
rssi-al
rssi-a2

snr-al

snr-a2
noise-al
noise-a2
rssi-remote-al
rssi-remote-a2
snr-remote-al
snr-remote-a2

link-quality-remote
memory-usage-remote
cpu-usage-remote

noise-remote-al
noise-remote-a2
tx-rate

rx-rate

tx-bw

rx—bw

uptime
wireless-mode
link-quality

link-quality-common

actual-rx-pps
actual-tx-pps
actual-tx-rate
actual-rx-rate
link-capacity

0
ec:bl:e0:2d:al:00
wlan®

5 GHz

ASSOC AUTH_SUCCESS
5180 MHz

1 km

ptp-sta
WP44000027
WOP-3ax-LR5

2.6.1 build X
EC:B1:EQ:2D:A1:00
WOP-3ax—-LR5-AP
192.168.1.15
WOP-3ax-LR5-STA
-43 dBm

-53 dBm

22 dB

22 dB

-65 dBm

-75 dBm

-46 dBm

-48 dBm

37 dB

37 dB

100%

61%

0.0%

-92 dBm

-92 dBm

HE NSS2 MCS9 LGI 195 Mbps
HE NSS2 MCS5 LGI 117 Mbps

20M

20M
00:10:04
ax

100%
100%

0 pps

0 pps

0 Kbps
0 Kbps
83 Mbps
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BbIBOA KpaTKoW MHCbOpMaLMK O COCTOSIHUM GECNPOBOAHOIO KaHaia B rOpM30HTa/IbHOM BU/Ie CO CTOPOHb!
Touku goctyna (AP):

WOP-3ax-LR5(root):/# monitoring wireless-peer brief

Hostname IP RSSI, dBm r-RSSI, dBm RX rate, Mbps Uptime
MAC SNR, dB r-SNR, dB TX rate, Mbps

WOP-3ax-LR5-STA 192.168.1.15 -43/-54 -46/-48 HE NSS2 MCS7 LGI 146.3 00:02:42
ec:bl:e0:2d:al:00 19/19 37/37 HE NSS2 MCS9 LGI 195
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5
BbiBoA NoJIHOW NHpopmaL MM 0 COCTOsIHUM 6eCnpPOBOAHOI0 KaHasia Co CTOPOHbI TOUKM JocTyna (AP)Z

WOP-3ax-LR5(root):/# monitoring wireless-peer detailed

index 0

hw-addr ec:bl:e0:2d:al:00
interface wlan0

rfid -1

wid -1

band 5 GHz

distance 1 km

frequency 5180 MHz
serial-number WP44000027
eltex-board-type WOP-3ax-LR5

eltex-firmware-version
factory-mac

2.6.1 build X
EC:B1:EQ:2D:A1:00

|

|

|

|

|

|

|

|

|

|

|

|
state | ASSOC AUTH_SUCCESS
fbwa-mode | ptp-sta
ssid | WOP-3ax-LR5-AP
vlan-id | 100
ip-addr | 192.168.1.15
channel | 36
hostname | WOP-3ax-LR5-STA
dhcp-request-status | obtained
eap-method | 0
rx-retry-count | 4
tx-fails | 0
tx-period-retry | ©
tx-retry-count | 49
rssi-al | -42 dBm
rssi-a2 | -54 dBm
rssi | -54 dBm
max-rssi-al | -42 dBm
max-rssi-a2 | =51 dBm
max-rssi | -42 dBm
snr-al | 23 dB
snr-a2 | 23 dB
snr | 23 dB
noise-al | -65 dBm
noise-a2 | =77 dBm
noise | -65 dBm
rssi-remote-al | -46 dBm
rssi-remote-a2 | -48 dBm
rssi-remote | -48 dBm
snr-remote-al | 37 dB
snr-remote-a2 | 37 dB
snr-remote | 37 dB
link-quality-remote | 100%
memory-usage-remote | 61%
cpu-usage-remote | ©0.0%
tx-retry-ratio-remote | 0%
rx-retry-ratio-remote | 14%
utilization-remote | 3
rx-utilization-remote | 2
tx-utilization-remote | 0
tx-power-remote | 8 dBm
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system-uptime-remote
link-capacity-remote
noise-remote-al
noise-remote-a2
noise-remote
co-channel-interference-remote
ap-interference-ratio-remote
non-wifi-interference-remote
packet-error-rate-remote
tx-rate

tx-rate-numeric

rx-rate

rx-rate-numeric
rx-bw-all

tx-bw

rx—bw

uptime

mfp

wireless-mode
perftest-capable
snr-rssi-capable
link-quality
link-quality-common
tx-retry-ratio
rx-retry-ratio
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
link-capacity
multicast-groups-count
using-802.11r
using-802.11k
using-802.11v
twt-support

name
Counter Transmitted
Total Packets: 627

TX success: 100%

Total Bytes: 51589

Data Packets: 541

Data Bytes: 46962

Mgmt Packets: 86

Mgmt Bytes: 4627
Dropped Packets: 0

Dropped Bytes: 0

Lost Packets: 0

Rate Transmitted

mcso 0 |
he-nss2-mcs3 0 |
he-nss2-mcs5 0 |
he-nss2-mcs7 4 |

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

222:22:47

66 Mbps

-93 dBm

-93 dBm

-93 dBm

0

3

1

0

HE NSS2 MCS11 LGI 243.8 Mbps
243.8

HE NSS2 MCS7 LGI 146.3 Mbps
146.3

20M

20M

20M

00:03:56

false

ax

true

true

91%

92%

0%

0%

0 Kbps

0 Kbps

0 Kbps

1 pps

0 pps

0 pps

91 Mbps

1

no

no

yes

none

0
Received
92
0
5653
12
1616
80
4037
0
0
0

Received
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PykoBoacTBo no akcnayatauum WOP-3ax-LR5

he-nss2-mcs8 9 | 1% 2 |  16%
he-nss2-mcs9 127 | 23% 0 | 0%
he-nss2-mcs10 377 |  69% 0 | 0%
he-nss2-mcsll 24 | 4% 0 | 0%
| Multicast groups | Clients |
| MAC | 1P | Count | IP |
0] 01:00:5e:00:00:6a | XXX.0.0.106 | 1]  192.168.1.100( 0) |
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8.11.1.2 Pexum ycmpolicmsa ap-pmp

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

BbIBOZ N0/1€3HOI MHGpOpMaLMK O COCTOSIHUM 6eCNPOBOAHbLIX KMeHToB (STA) co CTOpOoHbI Toukn goctyna (AP):

WOP-3ax-LR5(root):/# monitoring clients

index

hw-addr
interface

band

state

frequency
distance
fbwa-mode
serial-number
eltex-board-type

eltex-firmware-version

factory-mac

ssid

ip-addr

hostname

rssi-al

rssi-a2

snr-al

snr-a2

noise-al
noise-a2
rssi-remote-al
rssi-remote-a2
snr-remote-al
snr-remote-a2
link-quality-remote
memory-usage-remote
cpu-usage-remote
noise-remote-al
noise-remote-a2
tx-rate

rx-rate

tx-bw

rx—bw

uptime
wireless-mode
link-quality
link-quality—-common
actual-rx-pps
actual-tx-pps
actual-tx-rate
actual-rx-rate
link-capacity

(0]
ec:bl:e@:2d:al:00
wlano

5 GHz

ASSOC AUTH_SUCCESS
5180 MHz

1 km

pmp-sta
WP44000027
WOP-3ax-LR5

2.6.1 build X
EC:B1:E0:2D:A1:00
WOP-3ax-LR5-AP
192.168.1.15
WOP-3ax-LR5-STA
-43 dBm

-53 dBm

22 dB

22 dB

-65 dBm

-75 dBm

-46 dBm

-48 dBm

37 dB

37 dB

100%

61%

0.0%

-92 dBm

-92 dBm

HE NSS2 MCS9 LGI 195 Mbps
HE NSS2 MCS5 LGI 117 Mbps
20M

20M

00:10:04

ax

100%

100%

0 pps

0 pps

0 Kbps

0 Kbps

83 Mbps

134



PykoBoacTtso no akcnayatauum WOP-3ax-LR5

BbIBOA, NoNe3Hol MHhopMaL M 0 COCTosHUM GecnpoBogHOro kimeHTa (STA) co cTopoHbl Touku goctyna (AP):

WOP-3ax-LR5(root):/# monitoring clients station ec:b1:e0:2d:a1:00

index

hw-addr
interface

band

state

frequency
distance
fbwa-mode
serial-number
eltex-board-type

eltex-firmware-version

factory-mac

ssid

ip-addr

hostname

rssi-al

rssi-a2

snr-al

snr-a2

noise-al
noise-a2
rssi-remote-al
rssi-remote-a2
snr-remote-al
snr-remote-a2
link-quality-remote
memory-usage-remote
cpu-usage-remote
noise-remote-al
noise-remote-a2
tx-rate

rx-rate

tx-bw

rx—bw

uptime
wireless-mode
link-quality
link-quality-common
actual-rx-pps
actual-tx-pps
actual-tx-rate
actual-rx-rate
link-capacity

0
ec:bl:e0:2d:al:00
wlan®

5 GHz

ASSOC AUTH_SUCCESS
5180 MHz

1 km

pmp-sta
WP44000027
WOP-3ax-LR5

2.6.1 build X
EC:B1:EQ:2D:A1:00
WOP-3ax—-LR5-AP
192.168.1.15
WOP-3ax-LR5-STA
-43 dBm

-53 dBm

22 dB

22 dB

-65 dBm

-75 dBm

-46 dBm

-48 dBm

37 dB

37 dB

100%

61%

0.0%

-92 dBm

-92 dBm

HE NSS2 MCS9 LGI 195 Mbps
HE NSS2 MCS5 LGI 117 Mbps
20M

20M

00:10:04

ax

100%

100%

0 pps

0 pps

0 Kbps

0 Kbps

83 Mbps
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

BbIBOZ, KpaTKOl MH(hOPMaLMK O COCTOSAHUM 6eCPOBOAHBIX KNMEHTOB (STA) B rOpy30HTa/IbHOM BUAE CO
CTOPOHbI TOYKM gocTyna (AP):

WOP-3ax-LR5(root):/# monitoring clients brief

Hostname IP RSSI, dBm r-RSSI, dBm RX rate, Mbps Uptime
MAC SNR, dB r-SNR, dB TX rate, Mbps

WOP-3ax-LR5-STA 192.168.1.15 -43/-54 -46/-48 HE NSS2 MCS7 LGI 146.3 00:02:42
ec:bl:e0:2d:al:00 19/19 37/37 HE NSS2 MCS9 LGI 195

BbIBOZ KpaTKOl MH(hOPMAaLMK O COCTOSIHUM 6ecnpoBOAHOrO KnveHTa (STA) B ropn3oHTas/IbHOM BUZE CO
CTOPOHbI TOYKM gocTyna (AP):

WOP-3ax-LR5(root):/# monitoring clients station ec:b1:e0:2d:a1:00 brief

Hostname IP RSSI, dBm r-RSSI, dBm RX rate, Mbps Uptime
MAC SNR, dB r-SNR, dB TX rate, Mbps

WOP-3ax-LR5-STA 192.168.1.15 -43/-54 -46/-48 HE NSS2 MCS7 LGI 146.3 00:02:42
ec:bl:e0:2d:al:00 19/19 37/37 HE NSS2 MCS9 LGI 195
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5
BbiBoA NoJIHOW NHpopMaL MM 0 COCTOAHNN 6GeCNPOBOAHbLIX KIIMEHTOB (STA) CO CTOPOHbI TOYKK AocTyna (AP):

WOP-3ax-LR5(root):/# monitoring clients detailed

index 0

hw-addr ec:bl:e0:2d:al:00
interface wlan0

rfid -1

wid -1

band 5 GHz

distance 1 km

frequency 5180 MHz
serial-number WP44000027
eltex-board-type WOP-3ax-LR5

eltex-firmware-version
factory-mac

2.6.1 build X
EC:B1:EQ:2D:A1:00

|

|

|

|

|

|

|

|

|

|

|

|
state | ASSOC AUTH_SUCCESS
fbwa-mode | pmp-sta
ssid | WOP-3ax-LR5-AP
vlan-id | 100
ip-addr | 192.168.1.15
channel | 36
hostname | WOP-3ax-LR5-STA
dhcp-request-status | obtained
eap-method | 0
rx-retry-count | 4
tx-fails | 0
tx-period-retry | ©
tx-retry-count | 49
rssi-al | -42 dBm
rssi-a2 | -54 dBm
rssi | -54 dBm
max-rssi-al | -42 dBm
max-rssi-a2 | =51 dBm
max-rssi | -42 dBm
snr-al | 23 dB
snr-a2 | 23 dB
snr | 23 dB
noise-al | -65 dBm
noise-a2 | =77 dBm
noise | -65 dBm
rssi-remote-al | -46 dBm
rssi-remote-a2 | -48 dBm
rssi-remote | -48 dBm
snr-remote-al | 37 dB
snr-remote-a2 | 37 dB
snr-remote | 37 dB
link-quality-remote | 100%
memory-usage-remote | 61%
cpu-usage-remote | ©0.0%
tx-retry-ratio-remote | 0%
rx-retry-ratio-remote | 14%
utilization-remote | 3
rx-utilization-remote | 2
tx-utilization-remote | 0
tx-power-remote | 8 dBm

137



system-uptime-remote
link-capacity-remote
noise-remote-al
noise-remote-a2
noise-remote
co-channel-interference-remote
ap-interference-ratio-remote
non-wifi-interference-remote
packet-error-rate-remote
tx-rate

tx-rate-numeric

rx-rate

rx-rate-numeric
rx-bw-all

tx-bw

rx—bw

uptime

mfp

wireless-mode
perftest-capable
snr-rssi-capable
link-quality
link-quality-common
tx-retry-ratio
rx-retry-ratio
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
link-capacity
multicast-groups-count
using-802.11r
using-802.11k
using-802.11v
twt-support

name
Counter Transmitted
Total Packets: 627

TX success: 100%

Total Bytes: 51589

Data Packets: 541

Data Bytes: 46962

Mgmt Packets: 86

Mgmt Bytes: 4627
Dropped Packets: 0

Dropped Bytes: 0

Lost Packets: 0

Rate Transmitted

mcso 0 |
he-nss2-mcs3 0 |
he-nss2-mcs5 0 |
he-nss2-mcs7 4 |

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

222:22:47

66 Mbps

-93 dBm

-93 dBm

-93 dBm

0

3

1

0

HE NSS2 MCS11 LGI 243.8 Mbps
243.8

HE NSS2 MCS7 LGI 146.3 Mbps
146.3

20M

20M

20M

00:03:56

false

ax

true

true

91%

92%

0%

0%

0 Kbps

0 Kbps

0 Kbps

1 pps

0 pps

0 pps

91 Mbps

1

no

no

yes

none

0
Received
92
0
5653
12
1616
80
4037
0
0
0

Received
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PykoBoacTBo no akcnayatauum WOP-3ax-LR5

he-nss2-mcs8 9 | 1% 2 |  16%
he-nss2-mcs9 127 | 23% 0 | 0%
he-nss2-mcs10 377 |  69% 0 | 0%
he-nss2-mcsll 24 | 4% 0 | 0%
| Multicast groups | Clients |
| MAC | 1P | Count | IP |
0] 01:00:5e:00:00:6a | XXX.0.0.106 | 1]  192.168.1.100( 0) |

139



PykoBoacTtso no akcnayatauum WOP-3ax-LR5
BbiBoA NoJIHOW NHpopmaL MM 0 COCTOAHUN GECNPOBOAHOIO KIMeHTa (STA) CO CTOPOHbI TOYKK AoCTyna (AP)Z

WOP-3ax-LR5(root):/# monitoring clients station ec:b1:e0:2d:a1:00 detailed

index 0

hw-addr ec:bl:e0:2d:al:00
interface wlan0

rfid -1

wid -1

band 5 GHz

distance 1 km

frequency 5180 MHz
serial-number WP44000027
eltex-board-type WOP-3ax-LR5

eltex-firmware-version
factory-mac

2.6.1 build X
EC:B1:EQ:2D:A1:00

|

|

|

|

|

|

|

|

|

|

|

|
state | ASSOC AUTH_SUCCESS
fbwa-mode | pmp-sta
ssid | WOP-3ax-LR5-AP
vlan-id | 100
ip-addr | 192.168.1.15
channel | 36
hostname | WOP-3ax-LR5-STA
dhcp-request-status | obtained
eap-method | 0
rx-retry-count | 4
tx-fails | 0
tx-period-retry | ©
tx-retry-count | 49
rssi-al | -42 dBm
rssi-a2 | -54 dBm
rssi | -54 dBm
max-rssi-al | -42 dBm
max-rssi-a2 | =51 dBm
max-rssi | -42 dBm
snr-al | 23 dB
snr-a2 | 23 dB
snr | 23 dB
noise-al | -65 dBm
noise-a2 | =77 dBm
noise | -65 dBm
rssi-remote-al | -46 dBm
rssi-remote-a2 | -48 dBm
rssi-remote | -48 dBm
snr-remote-al | 37 dB
snr-remote-a2 | 37 dB
snr-remote | 37 dB
link-quality-remote | 100%
memory-usage-remote | 61%
cpu-usage-remote | ©0.0%
tx-retry-ratio-remote | 0%
rx-retry-ratio-remote | 14%
utilization-remote | 3
rx-utilization-remote | 2
tx-utilization-remote | 0
tx-power-remote | 8 dBm
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system-uptime-remote
link-capacity-remote
noise-remote-al
noise-remote-a2
noise-remote
co-channel-interference-remote
ap-interference-ratio-remote
non-wifi-interference-remote
packet-error-rate-remote
tx-rate

tx-rate-numeric

rx-rate

rx-rate-numeric
rx-bw-all

tx-bw

rx—bw

uptime

mfp

wireless-mode
perftest-capable
snr-rssi-capable
link-quality
link-quality-common
tx-retry-ratio
rx-retry-ratio
actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
link-capacity
multicast-groups-count
using-802.11r
using-802.11k
using-802.11v
twt-support

name
Counter Transmitted
Total Packets: 627

TX success: 100%

Total Bytes: 51589

Data Packets: 541

Data Bytes: 46962

Mgmt Packets: 86

Mgmt Bytes: 4627
Dropped Packets: 0

Dropped Bytes: 0

Lost Packets: 0

Rate Transmitted

mcso 0 |
he-nss2-mcs3 0 |
he-nss2-mcs5 0 |
he-nss2-mcs7 4 |

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

222:22:47

66 Mbps

-93 dBm

-93 dBm

-93 dBm

0

3

1

0

HE NSS2 MCS11 LGI 243.8 Mbps
243.8

HE NSS2 MCS7 LGI 146.3 Mbps
146.3

20M

20M

20M

00:03:56

false

ax

true

true

91%

92%

0%

0%

0 Kbps

0 Kbps

0 Kbps

1 pps

0 pps

0 pps

91 Mbps

1

no

no

yes

none

0
Received
92
0
5653
12
1616
80
4037
0
0
0

Received
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PykoBoacTBo no akcnayatauum WOP-3ax-LR5

he-nss2-mcs8 9 | 1% 2 |  16%
he-nss2-mcs9 127 | 23% 0 | 0%
he-nss2-mcs10 377 |  69% 0 | 0%
he-nss2-mcsll 24 | 4% 0 | 0%
| Multicast groups | Clients |
| MAC | 1P | Count | IP |
0] 01:00:5e:00:00:6a | XXX.0.0.106 | 1]  192.168.1.100( 0) |
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

8.11.1.3 Pexum ycmpolicmsa sta

BbIBOA MHOPMALMM O COCTOSIHMM GECNPOBOAHOIO KaHasla Co CTOPOHbI KnneHTa (STA):

WOP-3ax-LR5(root):/# monitoring wireless-peer

index 0

hw-addr ec:bl:e@:2d:al:fo
interface wlan®

band 5 GHz

state ASSOC STATION
frequency 5180 MHz

distance 1 km

fbwa-mode ptp-ap
serial-number WP44000027
eltex-board-type WOP-3ax-LR5

2.6.1 build X
EC:B1:E0:2D:Al:F0O

eltex-firmware-version
factory-mac

ssid WOP-3ax-LR5-AP
ip-addr 192.168.1.20
hostname WOP-3ax-LR5-AP
rssi-al -46 dBm
rssi-a2 -48 dBm

snr-al 37 dB

snr-a2 37 dB

noise-al -83 dBm
noise-a2 -85 dBm
rssi-remote-al -42 dBm
rssi-remote-a2 -54 dBm
snr-remote-al 23 dB
snr-remote-a2 23 dB
link-quality-remote 95%
memory-usage-remote 63%
cpu-usage-remote 0.0%
noise-remote-al -80 dBm
noise-remote-a2 -80 dBm

tx-rate HE NSS2 MCS8 LGI 175.5 Mbps
rx-rate HE NSS2 MCS10 LGI 219.4 Mbps
tx—bw 260M

rx—bw 260M

uptime 00:04:40

wireless-mode ax

link-quality 90%

link-quality—-common 97%

actual-rx-pps 3 pps

actual-tx-pps 1 pps

actual-tx-rate 1 Kbps

actual-rx-rate 3 Kbps

link-capacity 71 Mbps
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

BbIBOZ KpaTKOIi MH(DOPMALMI O COCTOSIHM 6ECNPOBOAHOMO KaHasa B ropu3oHTa/IbHOM BUE CO CTOPOHBI
knneHTa (STA):

WOP-3ax-LR5(root):/# monitoring wireless-peer brief

Hostname IP RSSI, dBm r-RSSI, dBm RX rate, Mbps Uptime
MAC SNR, dB r-SNR, dB TX rate, Mbps

WOP-3ax—-LR5-AP 192.168.1.20 -46/-49 -42/-53 HE NSS2 MCS9 LGI 195 00:06:40
ec:bl:e0:2d:al:fo0 38/38 20/20 HE NSS2 MCS8 LGI 175.5
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5
BbIBOA, NO/IHOM MHbopMaLMK O COCTOSIHM 6ECNPOBOAHONO KaHasia co CTOPOHbI KnneHTa (STA):

WOP-3ax-LR5(root):/# monitoring wireless-peer detailed

index 0

hw-addr ec:bl:e@:2d:al:fo
interface wlan0

rfid -1

wid -1

band 5 GHz
distance 1 km
frequency 5180 MHz
state ASSOC STATION
fbwa-mode ptp-ap
serial-number WP44000027
eltex-board-type WOP-3ax-LR5

2.6.1 build X
EC:B1:EOQ:2D:A1:F0O

eltex-firmware-version
factory-mac

|

|

|

|

|

|

|

|

|

|

|

|

|

|
ssid | WOP-3ax-LR5-AP
vlan-id | 100
ip-addr | 192.168.1.20
channel | 36
hostname | WOP-3ax-LR5-AP
rx-retry-count | 104
tx-fails | ©
tx-period-retry | ©
tx-retry-count | 11
rssi-al | -46 dBm
rssi-a2 | -48 dBm
rssi | -48 dBm
max-rssi-al | -45 dBm
max-rssi-a2 | -45 dBm
max-rssi | -45 dBm
snr-al | 38 dB
snr-a2 | 38 dB
snr | 38 dB
noise-al | -84 dBm
noise-a2 | -86 dBm
noise | -84 dBm
rssi-remote-al | -42 dBm
rssi-remote-a2 | -53 dBm
rssi-remote | -53 dBm
snr-remote-al | 19 dB
snr-remote-a2 | 19 dB
snr-remote | 19 dB
link-quality-remote | 100%
memory-usage-remote | 62%
cpu-usage-remote | ©0.0%
tx-retry-ratio-remote | 0%
rx-retry-ratio-remote | 0%
utilization-remote | 59
rx-utilization-remote | 18
tx-utilization-remote | ©
tx-power-remote | 8 dBm
system-uptime-remote | 222:33:05
link-capacity-remote | 84 Mbps

145



noise-remote-al
noise-remote-a2
noise-remote

co-channel-interference-remote
ap-interference-ratio-remote
non-wifi-interference-remote
packet-error-rate-remote

|
|
|
|
|
|
|
tx-rate | HE NSS2 MCS6 LGI 131.6 Mbps
tx-rate-numeric | 131.6
rx-rate | HE NSS2 MCS9 LGI 195 Mbps
rx-rate-numeric | 195
rx-bw-all | 26M
tx-bw | 26M
rx-bw | 26M
uptime | 00:08:02
mfp | false
wireless-mode | ax
perftest-capable | true
snr-rssi-capable | true
link-quality | 100%
link-quality-common | 96%
tx-retry-ratio | 0%
rx-retry-ratio | 0%
actual-tx-rate | 1 Kbps
actual-rx-rate | 5 Kbps
shaped-rx-rate | 6 Kbps
actual-tx-pps | 1 pps
actual-rx-pps | 6 pps
shaped-rx-pps | 7 pps
link-capacity | 71 Mbps
multicast-groups-count | 1
using-802.11r | no
using-802.11k | no
using-802.11v | no
twt-support | none
name | ©
Counter Transmitted Received
Total Packets: 287 5808
TX success: 100% 0
Total Bytes: 21029 640457
Data Packets: 80 1279
Data Bytes: 11228 205290
Mgmt Packets: 207 4529
Mgmt Bytes: 9801 435167
Dropped Packets: 0 0
Dropped Bytes: 0 0
Lost Packets: 0 0
Rate Transmitted Received
mcso 0 | 0% 631 | 49%
he-nss2-mcs6 6 | 7% 3 | 0%
he-nss2-mcs7 21 |  26% 12 | 0%
he-nss2-mcs8 33 | 419% 68 | 5%
he-nss2-mcs9 20 | 25% 314 | 24%
he-nss2-mcs10 0 | 0% 246 | 199%

-84 dBm
-84 dBm
-84 dBm
20
55
21
3

PykoBoacTBo no akcnayatauum WOP-3ax-LR5
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PyKoBOACTBO No akcnyaTtauum WOP-3ax-LR5

he-nss2-mcsll 0 | 0% 5 | 0%

| Wilticast grows | Cliems |
Ciwmc g ot TP
o] 01:00:50:00:00:6a |  xxx.0.0.106 | 1| 192.168.1.100( 0) |
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

8.11.2 MNHdopmauusa o6 ycTpoiicTee

WOP-3ax-LR5(root):/# monitoring information

system-time

uptime

hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
vendor

device-type
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes—-mode

10:11:07 25.04.2025
00:06:33
WOP-3ax-LR5

2.6.1 build X
2.6.1 build X
2.6.1 build X

43

133

103

237

0.0

0.71

false

Eltex

Base Station
WOP-3ax-LR5
WOP-3ax-LR5
EC:B1l:EOQ:xXxX:XX:XX
EC:B1l:EOQ:xXxX:XX:XX
WP44000027

1vo

false

false

firmware update
false
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

8.11.3 CerteBas UHpopmaums

WOP-3ax-LR5(root):/# monitoring wan-status

Common 1information:

interface | bro.1000

mac | ec:bl:e®:xx:xx:xx
vlan | 1000

rx-bytes | 667443
rx-packets | 7210

tx-bytes | 1903365
tx-packets | 1514
IPv4 information:

protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

WOP-3ax-LR5(root):/# monitoring ethernet

link: up

speed: 1000M
duplex: enabled
media-type: copper
rx-bytes: 665533857
rx-packets: 4341734
tx-bytes: 105542200
tx-packets: 230002

WOP-3ax-LR5(root):/# monitoring sfp

SFP:
name: SFP
status: exist
link: down
tx-fault: 0
los: 1
type: SFP
vendor: FANG HANG
model: FH-SB5312IDS20
revision: AQ
connector: SC
speed: 1000
i2c-data: yes
volt: 3.3228 V
temperature: 32.218
current: 24.138 mA
ptx: -5.956795
prx: 0.000000
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PykoBoacTtso no akcnayatauum WOP-3ax-LR5

WOP-3ax-LR5(root):/# monitoring arp

# IP MAC
(0] 192.168.1.1 02:00:48:XX XXt XX
1 192.168.1.151 2c:fd:ialixx:xx:xx

WOP-3ax-LR5(root):/# monitoring route

Destination Gateway Mask Flags
0.0.0.0 192.168.1.1 0.0.0.0 UG
192.168.1.0 0.0.0.0 255.255.255.0 u

WOP-3ax-LR5(root):/# monitoring ldp

System capability legend:
B - Bridge; R - Router; W - Wlan Access Point; T - Telephone;
D - DOCSIS Cable Device; H - Host; r - Repeater; O - Other;

Port Device ID Port ID System Name Capabilities

etho 50:eb:e3:xx:xx:xx gi 0/10 PC-16487 B,W,R,H

Interface

TTL

120
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8.11.4 becnpoBoaHble MHTEPEChI

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

WOP-3ax-LR5(root):/# monitoring radio-interface

name
rfid

status

band

hwaddr

tx-power
auto-tx—-power
cable-loss
antenna-gain

eirp
connection-status
operation-mode
noise-al

noise-a2

noise threshold (dBm)
noise ratio (%)
utilization
rx-utilization
tx-utilization
co-channel-interference
ap-interference-ratio
non-wifi-interference
packet-error-rate
channel

frequency

bandwidth

mode

thermal

wlano

(0]

on

5 GHz
EC:B1:EQ:XxX:XX:XX
27 dBm
off

0 dB

16 dBi
43 dBm
AP mode
ap-pmp
-93 dBm
-93 dBm

-92 -89 -86 -83 -80 -75 -70 -65 -60 -55

96 2 (0] 1 1 (0] (0] (0] (0]
7%

7%

0%

0%

2%

0%

0%

36

5180 MHz
20 MHz
ax

51 °C

0

-1
(0]
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8.11.5 WHdopmaLmsa o coctosstHum MCC

WOP-3ax-LR5(root):/# monitoring iss

MAC Active Sync Mode Me

ec:bl:e@:xx:Xxx:xX true alone master true
ec:bl:e@:xx:Xxx:XX true synced slave false
ec:bl:e@:xx:Xxx:XX false searching slave false

8.11.6 >XypHan cobbITwii

WOP-3ax-LR5(root):/# monitoring events

Apr 25 10:21:07 WOP-3ax-LR5 daemon.info configd[171]: The AP running configuration was
updated successfully by admin

Apr 25 10:21:07 WOP-3ax-LR5 daemon.info configd[171]: The AP startup configuration was
updated successfully by admin

Apr 25 10:22:01 WOP-3ax-LR5 user.info monitord: start spectrum analyzer on 1interface
'wlano'

Apr 25 10:22:57 WOP-3ax-LR5 user.info monitord: spectrum analyzer on 1interface 'wlano'
finished

Apr 25 10:23:38 WOP-3ax-LR5 daemon.info scanwlan[1320]: start scan on interface 'wlan@'

Apr 25 10:26:36 WOP-3ax-LR5 daemon.info scanwlan[1320]: scan on finterface 'wlan@' finished

Apr 25 10:28:44 WOP-3ax-LR5 daemon.info monitord[596]: event: 'authenticated' {ip: 0.0.0.0
mac: EC:B1l:EQ:2E:68:50 ssid: 'WOP-3ax-LR5' interface: wlan® channel: 1 rssi-1: -43 rssi-2:
-31 location: 'root' auth-method: 'Personal' captive-portal: 'disabled'

Apr 25 10:35:17 WOP-3ax-LR5 daemon.info monitord[596]: event: 'deauthenticated by AP' -ip:
192.168.1.20 mac: EC:Bl:EQ:2E:68:50 ssid: 'WOP-3ax-LR5' dinterface: wlan®@ channel: 1 rssi-1:
=22 rssi-2: -19 location: 'root' reason: 4 description: 'Inactivity'

8.11.7 CkaHunpoBaHue ahupa

€@ Bo Bpems ocyllecTBAEHUS CKaHMPOBaHUS achupa paavonHTepdelic ycTpoiicTBa 6yAeT OTK/IOUEH, UTO
NpVBEAET K HEBO3MOXHOCTM Nepeaayun AaHHbIX KIMEHTCKMM YCTPOCTBAM BO BPEMS CKAHPOBaHUSI.

WOP-3ax-LR5(root):/# monitoring scan-wifi

SSID Mode  Security BSSID Channel RSSI, dBm
AP oue 68:13:E2:@E:FF:AL 32 -37
AP ovie E4:5A:D4:E2:C4: A0 33 -41
AP owe E@:D9:E3:52:B7:81 45 -44
AP wipa3-1x E4:54:D4:E2:C4:A1 18@ -42
AP wpa3 68:13:E2:83:4C:61 6@ -4z
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8.11.8 CnekTtpoaHanusaTop

CnekTpoaHasM3aTop npefocTasnaeT MHpopmMaLmio 0 3arpy>eHHOCTH KaHaoB. Bpemsa aHanmsa Bcex
pagnokaHasioB auanasoHa CocTas/IAeT NPUMepPHO 1.5 MUHYTHI.

@ Bo Bpems pa6oTbl cnekTpoaHanMaTopa NPOUCXOAUT OTK/TIOUEHNE KIIMEHTCKUX YCTPOICTB. KnneHTckme
YCTpOIAiCTBa NOAK/IHOUATCS CHOBA TO/IbKO TOrAa, KOrAa CNekTpoaHa/IM3aTop 3aKOHUYKUT CBOK paboTy.

B pesynbrate paboThbl CeKTpoaHanM3aTopa B KOHCO/b 6yeT BblAaHa MH(OPMALIMS O 3arpy3Ke Kaaoro
KaHana (B npoueHTax):

WOP-3ax-LR5(root):/# monitoring spectrum-analyzer

Channel| CCA

32|
33|
34|
35|
36|
37|
38|
39|
40|
41|
42|
43|
44|
45|
46 |
47|
48|
49|
50|
51|
52|
53]
54|

187

188
189
190 |
191
192
193]

0%
0%
2%
2%
18%
13%
9%
7%
5%
3%
7%
5%
13%
7%
8%
3%
13%
2%
49
2%
7%
2%
7%

0%
0%
0%
0%
0%
0%
0%
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8.11.9 MonyyeHve oTnago4HON NHHOPMALLN

KomaHpga ana c6opa otnagouyHou nHcpopmaumm

WOP-3ax-LR5(root):/# get-troubleshooting-file

Mocne BbINOMHEHNUS KOMaHAbI 6yAeT co3aaH apxue troubleshooting.tar.gz, cogepxaluii oT1aflouHble AaHHbIe
1 CBEAEHNSA O COCTOSIHWW YCTPOICTBA.

MonyunTb apxuB troubleshooting.tar.gz c ycTpoiicTBa Ha cepeep/MK MoxHO no npotokosy TFTP:

[ €@ [aHHbIii npoToKoN HEAOCTYNEH AN CO3AaHHbIX NoMb3oBaTenei, 4oCTyneH Tonbko Ans admin. ’

WOP-3ax-LR5(root):/# tftp upload <IP-agpec TFTP-cepBepa> troubleshooting.tar.gz

MonyunTb apxuB troubleshooting.tar.gz c ycTpoiicTBa Ha cepsep/MK MoxHO no npotokosy SCP:

[ €© [anHblil NpoTOKON HEAOCTYNEH A1 CO3AaHHbIX NOsb30BaTeNeld, JOCTYNeH TonbKo A5 admin. ’

scp <Monb3oBarenb>@<IP-agpec yctponictBa>:troubleshooting.tar.gz troubleshooting.tar.gz (npnvep:
scp admin@192.168.1.15:troubleshooting.tar.gz troubleshooting.tar.gz. laHHas KomaHAa BbINO/THAETCA Ha
cepepe/lK)
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9 BcnomoraTesibHble YTUNNTDI

9.1 Ytunnura perftest

Ytunuta perftest BbINoNHAET BCTPOEHHYO NPOBEPKY CKOPOCTU pagnokaHasa.

HacTpoliika perftest

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# perftest

WOP-3ax-LR5(config):/perftest# server-ip X.X.X.X (rge X.X.X.X — |P-agpec, KOoTopbIi OyaeT HazHavyeH
NHTEepdecy BCTPEYHOro yCTPONCTBA Ha BPEMS BbINOSIHEHUSA TecTa. 1o ymonyaHuo: 192.0.4.1.
PekomeHayeTcsl HacTpanBaTb NOACETb, KOTOPAasi He UCMOJb3YEeTCH Ha LEeNCTBYIOLLEN ceTn)
WOP-3ax-LR5(config):/perftest# client-ip X.X.X.X (rae X.X.X.X — IP-agpec, koTopbIi byaet

Ha3HayeH UHTepgieincy yCTpoNCTBa, rae 3anyckaeTcsa yTunanTa, Ha BpeMs BbINosIHeHMA TecTa. 1o
ymMo/i4aHuto: 192.0.4.2. PekoMeHAyeTca HacTpamBaTb NOACETb, KOTOPas He UCMOJIb3YEeTCA Ha AeCTBYHOLLEN
cetn)

WOP-3ax-LR5(config):/perftest# netmask X.X.X.X (rze X.X.X.X — macka nofceTtun, Kotopasi UCNosb3yTca 414
TecTa. o ymonyaHuio: 255.255.255.0)

WOP-3ax-LR5(config):/perftest# vlan-id X (rge X — VLAN ID, ucronb3yembiin 418 Tecta. 1o ymonyaHunto: 7.
PekomeHayeTcsa HacTpanBaTth VLAN ID, KOTOPbIV HE NUCMNO/b3YETCSA Ha AECTBYIOLLEN CETU)
WOP-3ax-LR5(config):/date-time/common# save (CoxpaHeHVe HacTpoek)

3anyctuThb perftest MOXHO C MOMOLLbI0 KOMaHA;:

KomaHgb! Ans 3anycka perftest

perf-test station <MAC-agpec BCTpeyHoro ycTt-sa> downlink — 3anyckaeT NpoBepKy CKOPOCTU K BCTPEYHOMY
ycTpoicTay (Downlink)

perf-test station <MAC-agpec BCTpeUHOro ycT-sa > uplink — 3anyckaeT npoBepKy CKOPOCTM OT BCTPEYHOIO
ycTpoiicTea (Uplink)

perf-test station <MAC-agpec BCTpeuHoro ycT-sa> bidirectional — 3anyckaeT NnpoBepKy CKOPOCTK B 06e
CTOPOHbI 0gHOBpPeMeHHO (Downlink + Uplink)

9.2 YTunuTa ynpaeneHusi BCTPEUYHbIMY YCTPOCTBAMM

YTunuta manage-remote No3BosisieT BbINOHATL KOMaHAb! ¢ Toukn goctyna (AP) Ha kineHTe (STA).

© [aHHble koMaHabl MOTYT 6bITb BbIMOHEHbI NPY OTCYTCTBUM A0CTyna no IP-agpecy Ao knvenTa (STA).

9.2.1 lMepe3arpys3ka

[nsi pexuma ycTpoiicTea ap-ptp:
KomaHga ansa nepesarpy3ku BCTPEUHOro yCcTpoiicTBa

WOP-3ax-LR5(root):/# manage-remote reboot
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[nsa pexvma ycTpolicTea ap-pmp:

KomaHga ansa nepesarpy3ku BCTPEUHOro yCcTpolicTBa

WOP-3ax-LR5(root):/# manage-remote reboot station XX:XX:XX:XX:XX:XX (rae XX XX XXXOEXKXX — MAC-
aZipec yCTPOICTBa, KOTOpoe ByAeT nepesarpyXeHo)

9.2.2 CkaHupoBaHue sdmpa

[nsi pexuma ycTpoiicTea ap-ptp:

KomaHga ans ckaHMpoBaHUA 3hmpa ¢ BCTPEYHOro yCTpoicTBa

WOP-3ax-LR5(root):/# manage-remote scan-wifi

NS pexuma ycTpoiicTea ap-pmp:

KomaHpa ans ckaHMpoBaHusA adhmpa ¢ BCTPEUHOTO YyCTPOMCTBa

WOP-3ax-LR5(root):/# manage-remote scan-wifi station XX:XX:XX:XX:XX:XX (rze XXXXOCXKXEXK — MAC-
ajlpec ycTpPOWCTBa, Ha KOTOPOM ByAEeT BbINO/THEHO CKaHMpPOBaHue admpa)

9.2.3 CnektpoaHanusarop

[nsa pexuma yctpolictsa ap-ptp:

KomaHaa Ansi BbINO/IHEHUA HA BCTPEUHOM YCTpoicTBe

WOP-3ax-LR5(root):/# manage-remote spectrum-analyzer

[ns pexuma ycTpoiicTea ap-pmp:

KomaHga Ans BbINO/IHEHUS Ha BCTPEUHOM yCTpoiicTBe

WOP-3ax-LR5(root):/# manage-remote spectrum-analyzer station XX:XX:XX:XX:XX:XX (rae XX XX XXX
— MAC-aapec ycTpoiicTBa, Ha KOTOPOM OyAeT BbINO/THEH aHa/IM3 CnekTpa)

LR5
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9.2.4 Mony4yeHne OTNAA0YHON MHOopMaLUK

[nsa pexvma yctporictea ap-ptp:
KomaHgbl BbINO/IHEHUA 4151 BCTPEUHOIO YCTpoiicTBa

WOP-3ax-LR5(root):/# manage-remote upload-troubleshooting
WOP-3ax-LR5(root):/# manage-remote upload-troubleshooting-checksum

[nsi pexuma ycTpoiicTea ap-pmp:
KomaHgb! BbINOIHEHUS A/ BCTPEYHOrO YCTPoicTBa

WOP-3ax-LR5(root):/# manage-remote upload-troubleshooting station XX:XX:XX:XX:XX:XX (rze

XX XX:XX:XX:XX:XX — MAC-agpec yCcTpoincTBa, C KOTOporo byaeT nosyyeHa oTnagovHas nHopmaums)
WOP-3ax-LR5(root):/# manage-remote upload-troubleshooting-checksum station XX:XX:XX:XX:XX:XX (rae
XX XX XX XX:XX:XX — MAC-agpec yCTpoiicTBa, C KOTOpOro 6yAeT noslyvyeHa ot1ago4Has nHpopmaums)

© Komanga upload-troubleshooting-checksum npoBepsieT nosyyYeHHbIe AaHHbIE HA LeNOCTHOCTb.
Mcnonb3yeTcs gns 6onee HafexHol nepefayn gaHHbIX, HO MOXET NoTpeboBaTh 60/bLUE BPEMEHM.

© nocne BbinonHeHns KomaHg 6yayT co3aaHbl apxXuBbl B AnpekTopun /tmp/troubleshooting/c
nony4YeHHbIMU AaHHbIMK, troubleshooting_remote.tar.gz v troubleshooting_remote_checksum.tar.gz
COOTBETCTBEHHO.

BbIrpy3ska (painos ¢ ycTpoincTsa:

€@ [aHHble koMaHAbl HEAOCTYMHbI A1 CO3aHHbIX NOMb30BaTenNel, JOCTyNHbI ToNbKo A5 admin.

CkauaTb apxuB c ycTpoiictBa Ha TFTP-cepBep

WOP-3ax-LR5(root):/# tftp upload <IP-agpec TFTP-cepBepa> /tmp/troubleshooting/
troubleshooting_remote.tar.gz

WOP-3ax-LR5(root):/#tftp upload <IP-agpec TFTP-cepBepa> /tmp/troubleshooting/
troubleshooting_remote_checksum.tar.gz

CkauaTtb apxuB ¢ ycTpoiictBa Ha cepBep/lNK uepes3 SCP

scp <Monb3oBarenb>@<IP-agpec ycTponictBa>: /tmp/troubleshooting/troubleshooting_remote.tar.gz
troubleshooting_remote.tar.gz (nprvivep: scp admin@192.168.1.15: /tmp/troubleshooting/

troubleshooting_remote.tar.gz troubleshooting_remote.tar.gz. laHHaa KoMaHAa BbINOMHAETCA Ha cepBepe/

MK)

scp <Monb3oBarenb>@<IP-agpec yctponcTtBa>: /tmp/troubleshooting/
troubleshooting_remote_checksum.tar.gz troubleshooting_remote_checksum.tar.gz (nprmep: scp
admin@192.168.1.15: /tmp/troubleshooting/troubleshooting_remote_checksum.tar.gz
troubleshooting_remote_checksum.tar.gz. JaHHaa komaHAa BbinosHgaeTca Ha cepsepe/l1K)
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9.3 YTtunurta traceroute

YTunuTa nokasbIBaeT, Yepes Kakue y3/ibl (MapLpyTM3aTopbl) NPOXOAUT NakeT, CKO/IbKO BPEMEHU 3aHMaeT

06paboTka nakeTa Ha KaXaoMm ya3rne.

@ [anHas yTunuTa HegoCTYNHA ANS CO3AAaHHbIX NOMb30BaTenelt, 4ocTynHa Tonbko Ans admin.

KomaHga 3anycka TpaccupoBKu

WOP-3ax-LR5(root):/# traceroute <TeCTUpyeMblii XOCT>

9.4 Ytunutatcpdump

YTunuta tcpdump no3BonsieT 3axBaTbiBaTb NaKeTbl HA YKa3aHHOM MHTepdeiice.

@ [anHas yTunuTa HegoCTYNHA ANS CO3AAHHbIX NOMb3oBaTenelt, 4ocTynHa Tobko Ans admin.

9.4.1 3axsar Tpadmka c akTUBHOrO UHTepcpeica

3axsat naketos Ethernet-uHtepdelica.
WOP-3ax-LR5(root):/# tcpdump interface ethO
3axsar naketoB Ethernet-uHTepdelica ¢ coxpaHeHnem B alisn.

WOP-3ax-LR5(root):/# tcpdump interface etho file <umsa caiina>

9.4.2 CHuddpep achmpa

Heobxoanmo BKNKUYUTL creumasbHblil UHTEPMEIC, KOTOPbIR yiaBnmMBaeT nakeTbl U3 ahupa, Ha paboyem

KaHasie ycTpoiicTea.

KomaHAab!

WOP-3ax-LR5(root):/# configure

WOP-3ax-LR5(config):/# interface

WOP-3ax-LR5(config):/interface# radio0

WOP-3ax-LR5(config):/interface/radioX# common

WOP-3ax-LR5(config):/interface/radioX/common# enabled true
3axsar naketoB adhupa Ha radio0-uHTepdelice.

WOP-3ax-LR5(root):/# tcpdump interface radio0

3axsar naketoB adupa Ha radio0-uHTepdelice c coxpaHeHneMm B haiin.

WOP-3ax-LR5(root):/# tcpdump interface radio0 file <umsa cpaiina>
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9.4.3 Bbirpy3ska thaiina c ycTpoiicTa Ha cepsep

JaHHaa komaHaa BbinosHAeTca Ha cepeepe/TK.

scp <Monb3oBarenb>@<IP-agpec ycrponctBa>:tcpdump.pcap tcpdump.pcap (npuvep: scp
admin@192.168.1.15:tcpdump.pcap tcpdump.pcap)

9.5 Ytunura iperf/iperf3

[JaHHas yTunmTa ncnonb3yetcs Ass 3anycka notoka Tpadiuka ¢ 04HOro yCTPoicTBa Ha Apyroe.
OTnpaensiowas CTopoHa Ha3bIBAETCSA K/TIMEHTOM, MPUHUMAOLLLAs — CEePBEPOM.

9.5.1 iperf

Mpumep 3anycka noToka Tpadomka ¢ yCTpoiicTBa Ha cepBep:

HacTpoliika cepBepa Ha npuém Tpadumka

WOP-3ax-LR5(root):/# iperf server

3anyck Tpacuka ¢ ycTpoiicTBa B CTOPOHY cepBepa

WOP-3ax-LR5(root):/# iperf client X.X.X.X (rge X.X.X.X — IP-agpec cepsepa)

9.5.2 iperf3

MpumMep 3anycka NoToka Tpagomka ¢ YCTPoiiCTBa Ha cepBep:

HacTtpoiika cepBepa Ha npuém Tpadumka

WOP-3ax-LR5(root):/# iperf3 server

3anyck Tpacuka ¢ yCTpoiicTBa B CTOPOHY cepBepa

WOP-3ax-LR5(root):/# iperf3 client X.X.X.X (rge X.X.X.X — IP-agpec cepBepa)
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Mog, FoCTUPOBKO NOHMMAETCA BblpaBHUBAHWE MOOXEHNUSA aHTEHHbI YCTPOICTBA B NPOCTPAHCTBE A1

nony4yeHnAa MmakCMMasibHOro CurHasa.

WOP-3ax-LR5(root):/# antenna-align

ssid

channel
frequency
estimated-rssi
rssi-al
rssi-a2
rssi-remote-al
rssi-remote-a2

WOP-3ax-LR5

36

5180 MHz

-48
-47
-48
-47
-48

dBm
dBm
dBm
dBm
dBm
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10 Crnncok n3meHeHui

Bepcusa gokymeHTa Jarta
BbIMyCKa

Bepcusa 1.5 08.2026

Bepcua 1.4 06.2026

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

CopepXaHue N3MEHEHNA

CuHxpoHusauus ¢ Bepcuein MO 2.6.1

[o6aBneHo:

6.7.2 MNMogmeHto «MexceKTopHasa CUHXPOHM3auna»
8.11.5 MHhopmaums o coctossHun MCC

Mi3meHeHo:

2.2 XapaKTepucTuKn yCTpoiicTBa

6.8.1 NoameHto «Radio»

8.3.1 dononHuTenbHble HacTpoiikm Radio

CuHxpoHusaums ¢ sepcueli MO 2.6.0
[o6aBneHo:

6.12.9 MNoameHto «OTNagouHas nHopmauus»
8.11.8 MNony4yeHne oT1a404HON MHOpMaL K

Vi3meHeHo:

6.7.7 NogmeHto «Hdopmauus o pagnonHTepdelice»
6.8.1 MoameHto «Radio»

6.9 MeHto AP

6.10 MeHto STA

6.12.7.2 NTP-cepBep

6.13.1 NogmeHto «KOCcTMpoBKa»

6.13.2 NoameHto «TecTupoBaHne CKOPOCTU»

8.3.1 dononHuTenbHble HacTpoiikm Radio

8.5.2 [lonosHuTeNbHble HACTPOIKKM Ansi Touku gocTyna (AP)
8.5.4 [lonosnHUTeNbHbIE HACTPOViKM As KneHTa (STA)
8.10.7 HacTpoiika gatbl 1 BpeMEHM

8.11 MOHUTOPUHT

9.2.4 Mony4yeHne 0TNaf04HOI UHGOpPMAaLLK

9.5 Ytunura iperf/iperf3

9.6 KOcTupoBka
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Bepcus gokymeHTa Jara
BbIMycCKa
Bepcusa 1.3 03.2026
Bepcusa 1.2 12.2025
Bepcusa 1.1 10.2025
Bepcusa 1.0 09.2025

Bepcyisi nporpammMHoro o6ecneyenns 2.6.1

PykoBoacTtso no akcnayatauum WOP-3ax-LR5

CopaepxaHne nsmeHeHui

CwuHxpoHusaums ¢ Bepcueii MO 2.5.1
[obaBneHo:
9.2.4 Mony4yeHne 0TNaA04HOI NHGOPMaLMK

3meHeHo:

6.6 MeHto «bbicTpas HacTpoiika»

6.7.7 NogmeHto «Hopmauus o pagnonHTepdeiice»
6.8 MeHio «Radio»

6.9 MeHto AP

6.10 MeHio STA

6.12.5 NoameHto «AyTeHTUmkaums»

8.2.2 Hactpoiika npuoputeta 802.1p ana VLAN ynpasneHus
8.3.1 JononHuTenbHble HacTpoiikn Radio

8.10.5 HacTpoiika pexmma ayTeHTumkaumm

8.11 MOHUTOPUHT

CuHxpoHu3auus ¢ sepcueii MO 2.4.4

Vi3meHeHo:

8.5.2 [lonosHuTesIbHbIE HACTPOIKKU st Touku gocTyna (AP)
8.5.4 [lononHUTe bHble HACTPOIKK Ans knueHTa (STA)

CuHxpoHusaums ¢ Bepcueii MO 2.4.1
[o6aBneHo:

6.4 TecTOBbIli peXxum

6.12.3 NoameHo «KOHTPONb AOCTYNHOCTU»
6.12.5 lNoameHo «AyTeHTUrKaLma»

8.10.3 KoHTposib fOoCTynHOCTH

8.10.5 HacTtpoiika pexunma ayTeHTudmkalmm
9.4.1 BkoueHve 3axBarta Tpaguka

9.4.4 Bbirpy3ka thaiina ¢ ycTpoicTsa Ha cepsep

M3meHeHo:
8.3.1 dononHuTenbHble HacTpoiikn Radio

MepBas ny6nvkaums

162



TEXHNYECKAA NMOAAEPXKA

[nsa nonyyeHns TEXHNYECKON KOHCYNbTauMmn no Bonpocam akcnayaraumm obopygosaHus OO0
«Mpeanpusatue «/ITEKC» Bbl MOXeTe 06patuTbCs B CEPBUCHBIN LLEHTP KOMNaHUN:

dopma obparHoin cBa3n Ha caiTe: https://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha ochuumanbHOM caliTe KOMNaHUn Bbl MOXETE HalTN TEXHUYECKYIO JOKYMEHTALMIO 1
nporpamMmmHoe obecneyeHne ans npoaykuum OO0 «[IMpeanpusatue «ANITEKC», 06patutbes k 6ase
3HaHWI NN OCTaBUTb UHTEPAKTUBHYIO 3a5BKY:

OdomuymanbHbIin cant komnaHun: hitps://eltex-co.ru/
Basa 3HaHuii: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base

LleHTp 3arpysok: https://eltex-co.ru/support/downloads
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