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Bepcua M0O: 1.10.16
Bepcua gokymeHTa [Jarta Bbinycka CopepsaHue U3mMeHeHun
Bepcua 1.26 21.07.2026 [ob6asneHo:
—  Bblbop SIP-oTBETa B NpaBMAax MmapLipyTMsaunm ana aemcrems Reject;
—  MOHWUTOPUHT TenemeTpum SLAVE-ycTpoiictea no SNMP.
Bepcusa 1.25 10.04.2026 JobasneHo:
— onuua «MHgmKauma goctynHoctn STUN cepsepay;
—  BO3MOXHOCTb BblbOpa OXKMAaeMoro oTeeTa oT paboyero cepsepa npu
nposepke goctynHoctu no OPTIONS;
— onuusa «PaspewwmnTs UCNoNb30BaHNE HEAOCTYNHOTO AecTa;
—  BO3MOMHOCTb CO3JaHuA cTaTnyecknx ARP 3anucei.
Bepcua 1.24 28.11.2025 [ob6asneHo:
—  nepepaboTaH MexaHU3M coxpaHeHua 3anuceit B CDR-dpaiin;
—  obHoBneHa 6a3a gaHHbIX GeolP;
—  nepepaboTaH mexaHM3m OTNpaBKkn ARP-3anpocoB B Cxeme C pe3epBom;
—  KHONKa «OunctuTb» B «KypHane aBapuin» caBMHYTa BNPaBgo;
—  [AJIMHa NoTMHa M Naponsa B pasaene «AyTeHTudukauma SBC» B
HacTpolikax SIP Destination ysennuyeHa oo 63 cumBonos.
[Nob6asneHo:
—  KOHTPOJIb AOCTYMHOCTM YAa/IeHHOIO cepBepa Npy MapLLpyTU3aumumn Ha
SIP Destination;
—  3anpert Ha yaaneHue SIP Destination u SIP-TpaHcnopTa,
ncnonb3ytowmxcs 8 SBC Trunk;
—  npeaynpexaeHue npu yaanenun SBC Trunk;
—  BO3MOXHOCTb BbIrpy3KM KOHOUTYypauum yctporictea u CDR-3anuceli no
npotokony SCP;
—  pobaBneH MexaHU3M NOATBEPKAEHMA NPU NOMbITKE OYNCTUTb KYPHaN
aBapum.
Bepcua 1.23 29.08.2025 [ob6asneHo:
—  OorpaHWyeHue Y1caa OfHOBPEMEHHbIX CECCUM ANA UCXOLALLMX BbI3OBOB.
Bepcusa 1.22 30.05.2025 M3meHeHo:
—  paclIMpeHO KONNYEeCTBO CMMBOJIOB A1A ycnosuid rule set go 128.
[ob6asneHo:
—  mogudukauma Homepa CdPN B RURI yepes «PacwmpeHHble HacTpolKu
npoTokona SIP»;
—  mogudmKauma nons name metogos From/To yepes «PaclumpeHHble
HaCTPOMKK npoToKona SIP»;
—  mogmduKauma 3arosoBKoB B onpeaeneHHbix SIP coobuieHusx;
—  aBTOPM3aLMA YYeTHbIX 3anucelt ¢ nomoubto radius;
—  OrpaHMYyeHusa KONMYecTBa ceccuii no Homepy A/B ans BXxoaaluei cBA3u;
—  BO3MOXHOCTb MapLLpyTU3aL MM BbI3OBOB MO NPOU3BOJ/IbHbIM
3aro/ioBKam;
—  onuusa «3ameHntb CdPN B To Ha 3HaYeHMe M3 3aro/I0BKaY;
—  PacLUMpPEHO KONNYECTBO CMMBOJIOB B PacLUMPEHHbIX HAaCTPOMKax
npoTokona SIP po 1024;
—  onuua «DSCP gna Signaling».
Bepcua 1.21 21.03.2025 MN3meHeHo:
—  obHoBneHa Bepcua snmp (Tonbko ans SBC2000/3000);
—  cObbITMA CUCTEM 3aLLUTbI NMEPEHECEHDI B }KypHaAN 6e3onacHocTu;
—  obHoBneHbl 6ubnnoTekn OpenSSL u OpenSSH ans 3akpbITUA
yA3BMMOcCTei (Tosbko as1s SBC2000/3000);
—  YBE/IMYEHO KONMYECTBO 3aMnuceit B MOHUTOPUHIE aKTUBHbIX CECCUIA A0
400.
[ob6asneHo:
—  GUNbTPaALMA MOHUTOPUHTA aKTUBHbIX CECCUIA;
—  onuua «OTkAoumnTh offroad npu nonyyexum ICE»;
—  popaboTaHa 3almTa OT HEBEPHO COCTABNEHHbIX 3aNPOCOB;
—  WCNpaB/ieHa yTevyKa NamaTu c aboHeHTOB 6e3 perncTpaumm npu
BbI30BAX;
—  )KypHan 6e3onacHocTw.
Bepcusa 1.20 30.08.2024 MN3meHeHo:
—  yBenunyeHo Kosmyectso SIP Destination 8 SBC Trunk;
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—  yBeAMYEHO MaKCMMasibHOe KONMYecTBO nosib3osaTenein web-
nHTepodeiica ao 50.

JdobasneHo:
— onuua «loBegeHne Npu nepeHanpaBaeHNUNY.
Bepcusa 1.19 15.04.2024 [JobasneHo:
— noaaepkka STUN;
—  BO3MOMHOCTb BblbOpa lan 1 wan AIMHKa Npy UCNO/Ib30BAHUW Pe3epBa;
—  BO3MOHOCTb 9KPaHMPOBaHUA CreL,. CMUMBOJIOB B PaCLLUMPEHHbIX
HacTpoWmKax;
—  cbpOC MOHUTOPUHIA AKTUBHbIX CECCUNA.
Bepcua 1.18 29.12.2023 [JobasneHo:
—  pabota nopta OOB Ha SBC-3000;
— onuua «Hopmanuzauus fax sdp no rfc 3108»
Bepcusa 1.17 31.08.2023 MN3meHeHo:
—  WCK/Ilo4YEeHa BO3MOXHOCTb O4MCTKM aBapuii Ha Beaomom (slave)
YCTPOWCTBE B CXEME C PE3EPBOM.
JdobasneHo:
— onuua «NybanyHbii IP-agpecy;
—  asapwua n SNMP-tpan HegocTynHocTu SIP destination no OPTIONS;
—  onuua «MapLpyTnsaums no agpecy 13 3aronoska Tox.
Bepcusa 1.16 26.05.2023 [JobasneHo:
— onuwuAa «PaspewnTtb acummeTpuyHble AuHamuYeckune payload type B
sdp»;
— onuwua «Bcerga nepeaasatb 3anpocbl REGISTER»;
—  06HoBneHbl 6a3bl GeolP.
Bepcua 1.15 17.01.2023 JdobasneHo:
— onuma «Mcnonb3osatb SIP-gomeH B RURI»;
— onuusa «MNepeaaBaTtb HenoaAep:KMBaemMblit event 63 UsMeHeHU».
Bepcua 1.14 12.01.2022 [JobasneHo:
—  TaliMep Ha MOHWUTOPUHT aKTUBHbIX CECCUit;
—  OorpaHuyYeHue KosimyectBa 0Tobpaxkaemblx BbI3OBOB B MOHUTOPUHTe
AKTUBHbIX CECCUN.
Bepcusa 1.13 15.09.2021 Ob6HoBNEHA AOKYMEHTALMA.
Bepcua 1.12 30.03.2021 MN3meHeHo:
—  npekpaleHa nogaepxKa pesepsa Ha SBC-1000.
JobasneHo:
—  paborta B pexxume obneryéHHoro pesepsa no cxeme 1+1 ans
SBC-3000;
— onuma «Mcnonb3osatb DIGEST User-name B8 3anpocax asTopusauumn».
Bepcusa 1.11 12.11.2020 MN3meHeHo:
—  nepeynopaaoyeHo AepeBo MeHIO No GYHKLUMOHANbHOMY NPU3HaKY;
—  JIMMUTbI 3aLMTHOTO TalimayTa Ana Bbi3oBos 6e3 media.
[OobasneHo:
—  onuuAa aBTomaTu4yeckoro oteeta Ha OPTIONS;
—  onuua GopMUPOBaAHNA NOTrOB MO 3anpocy;
—  noapep)kKa orpaHmnyeHuna CPS Ha SIP-Destination;
—  onuua «Mepepasatb cumson '#' 6€3 KOAMPOBAHUAY;
— onuua «lMNepenasatb gomeH U3 3aronoskos FROM u TO»;
— onuua «He oTnpaBnATb 3a6/10KMPOBaHHbIE aApeca B YEPHbIV CIUCOKY;
—  BO3MOXHOCTb 3agaBatb 6osbuwe SIP-TpaHcnopTos, SIP-Destination, SIP-
Users, SBC Trunk, Rules B KoHOUrypauum (Mpn HanMumMm anueHsum);
—  aBapwvA O NpeBbIWEHUM MAaKCUMa/IbHOTO KOJIMYECTBa O4HOBPEMEHHbIX
3anpocos INVITE, SUBSCRIBE, OTHER;
—  noapepkka nepepaum 3aronoskos RPI n PAI ona SIP-Users.
Bepcua 1.10 10.07.2020 JdobasneHo:
—  onucaHue Hosoro ycTporictea SBC-3000.
Bepcua 1.9 23.04.2020 CuHxpoHuM3auma c sepcueii M0 1.9.4.
Bepcua 1.8 04.10.2019 JOobasneHo:

—  popaboTaH mexaHWU3M cornacoBaHua meaumn ana aboHeHToB 3a NAT;

—  obHoBneHbl 6a3bl GeolP;

—  paboTa anHamuyeckoro bpaHgmayapa c telnet;

—  WrHOpWMpPOBaHMWe NopTa No-yMoYaHUIO A1 YCTPOMCTB, KOTOpble peru-
CTPUPYIOT KOHTAKT 6€3 yKa3aHWA NopTa, HO COBEPLUAOT BbI3OB C YKa3a-
HWEeM ero.
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Bepcua 1.7

29.10.2018

O6HOBNEHA AOKYMEHTaUuA.

Bepcusa 1.6

08.09.2017

M3meHeHo:

nepenmeHoBaH pasgen "fail2ban" B "guHammyeckuii 6paHamayasp";
nepemmeHoBaH pasgen "npodunu firewall" 8 "ctaTnueckuii bpaHa-
maysp';

pasgeneHbl npasuaa 610KMPOBOK B AMHAaMMUYecKom BpaHamayape a4ns
Pa3NYHbIX CEPBMUCOB;

nepenmeHoBaH pasgen "MTR" B "TRACEROUTE".

[ob6asneHo:

MaHunynmposaHue SIP 3aronoskamu;

ynpasaeHue CYETYMKAMM CTAaTUCTUK BbISOBOB;

OnNuUKMA KOHTPOAA UCTOoYHMKA RTP;

noaaep*kka 3000 oagHoBpeMeHHbIX BbI30BOB Ha SBC2000;
obHapyrkeHue atakm RTP flood;

Ha3HayeHue ceTeBbIX MApLLPYTOB Ha MHTepdeic VPN-KknneHTa;
cbop CTaTUCTMKM BbI30BOB N0 SNMP.

Bepcusa 1.5

08.06.2017

M3meHeHo:

6a308bIi SNMP OID usmeHéH Ha 1.3.6.1.4.1.35265.1.49.

[Nob6asneHo:

3awmTa ot DoS-atak — ICMP flood, port scan, SIP flood;

HoBbIN TN npasuna firewall — GeolP;

HoBbIM TN npasuna firewall — String;

BO3MOXKHOCTb dunbTpaumm no User-Agent;

orpaHuWYeHune Nno BpemeHu B npasunax rule set;

KoHoUrypuposaHue SBC uepes CLI;

rpynnosas ounctka npaswua fail2ban;

yncno VLAN-untepodeiicos Ha SBC-2000 ysenmueHo go 500 (npu Hanu-
YU INLEH3UN);

YCTaHOBKa MUHWMaNbHOTO BpeMeHU permctpaumun Ha SIP Users;

onumA UTHOPMPOBAHMA NOPTA-UCTOMHMKA MPU BXOAALLMX BbI30BAX Yepes
SIP Destination;

aKTyanbHble Ana Tekywen sepcun MO SNMP MIB-daiinbl MoXKHO cKa-
YaTb NPAMO C YCTPOWCTBA;

CYETYMKM CTAaTUCTUKM NO BbI3OBAM;

pacliMpeHo KoanyYecTso oTobparkaemoi MHGOPMaLLMK O 3aperucTpupo-
BaHHbIX abOHeHTax.

Bepcusa 1.4

27.02.2017

[ob6asneHo:

paboTa B pexxume ob6ner4éHHoro pesepsa no cxeme 1+1.

Bepcua 1.3

20.06.2016

M3meHeHo:

pa3HeceHbl TDAHKOBbIE U aboHeHTCKue HanpasneHuA;

TPaHKM MOTYT 06beaMHATL Pa3NnyHble HanpaBAeHUA ANA Lenel pesep-
BMPOBaHMA/6anaHCUPOBKIN HarpysKu;

pacwupeH ¢yHKumoHan fail2ban.

[ob6asneHo:

MOHUTOPUHT aKTUBHbIX CECCUIA;

apanTauuu gns ZTE Softswitch n MTA M-200;

o0bpaboTka nepeagpecaumii B SIP-oteeTax 302;

HoBble 6osiee rMbKue NpaBMaa KOMMyTaLUK BbI3OBOB;
BO3MOXKHOCTb 334aBaTb 6osbLe SIP-TpaHCNOPTOB M HanpaBieHU B
KoHbUrypauuu;

onuunoHnpoBaHue dopmaTta 3arosioBKos SIP.

Bepcusa 1.2

21.01.2016

[ob6asneHo:

aBapuA 0 3aNOIHEHUW BHELLHWUX HaKoNWUTeNew;
pasnnyHble pexxmMmbl co3ganua dainnos CDR;
ncrnosnb3oBaHue anpekTopuin ana ¢annos CDR;
eauHbIn ananasoH RTP-nopTos.

Bepcma 1.1

12.08.2015

[ob6asneHo:
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—  3alWMTHbIN TalkmayT 41a o160 BbI30BOB 6€3 NPOK/OYEHHbIX Meauna-no-
TOKOB;

- MOHUTOPUHT KONIMYECTBa BbI3OBOB (Ha I'pad)l/IKe MaKCUManbHoOE, TEKY-
uee n MMHUMaibHOe 3Haquvm);

—  BblbOp ceTeBOro UHTepdeNica, ANA KOTOPOTO BbIAENAETCA Meana Pecypc;
—  pe3sepBupoBaHue SIP-HanpaBaeHus;

—  banaHcMpOBKa Harpysku;

—  KOHTpPOJIb AOCTYNHOCTU B3aumozaencTaytollero SIP-cepsepa;

—  peructpauma no SIP-TpaHKy;

—  KypHan 3ab10KMpPOBaHHbIX aAPECOB.

Bepcua 1.0

11.11.14

MepBas nybankaums.
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UENEBAA AYAUTOPUA

JaHHOe pyKOBOACTBO MO 3KCNAyaTaLMKM MpeaHA3HAYeHO AN TEXHUYECKOro NepcoHana, BbINOJMHAKOLWErO
HACTPOMKY M MOHUTOPUHT YCTPOMCTBa NocpeacTBom web-KoHdurypatopa, a Takke npoueaypbl No ycTaHOBKE U
obcnyKMBaHMIO ycTpoicTBa. KBannduKauma TeXHUYECKOro nepcoHana npegnonaraet 3HaHMe OCHOB pPaboThbl
cTekoB npotokosios TCP/IP, UDP/IP u npuHumnos noctpoeHus Ethernet-cereit.
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HELTEX

1 BBEAEHUE

MorpaHnuHbIiM KoHTponnep ceccuit SBC (Session Border Controller) npeaHasHayeH ana pelweHus 3agay
conpsiXeHus pasHopoaHbix VolP-ceTeir, obecneuvBas COBMECTHYIO paboTy TEPMMHANOB C Pas/INYHbIMU
NPOTOKONAMW CUTHANM3aLUMM U HabopamMmM MUCNoJib3yembiX KoaeKoB. Kpome Toro, 3a cyeT $yHKLMOHANbHOCTH
Firewall, NAT u npoKcMpoBaHMA CUTHANbHOMO M MeauaTpaduKka OH 3alLMLLaeT KOPNOPaTUBHYHO CETb OT aTaKk U
CKPbIBAaeT €e BHYTPEHHIO CTPYKTypy. SBC Bcerga ycTaHaBAMBAETCA Ha rpaHMLEe KOpMnopaTUBHOM WM
onepaTtopckoit VolP-ceTn u BbINOAHAET Te GYHKUMW, KOTOpble HelenecoobpasHo Bo3naraTb Ha YCTPOMCTBA
onepartopa (Hanpumep, rMbKKI KommyTaTop Softswitch).

OcHogHble (hyHKyuu SBC

—  3alLWTa CeTU U PYrUX YCTPOWCTB OT BHELWHMX aTaK (Hanpumep, DoS-aTak);

—  BbINOAHAET PYHKLUMM mexKceTeBoro aKkpaHa Firewall;

—  NO3BOJ/IAET CKPbITb TONOJ/IOTMIO CETU OMEepaTopa;

—  NO3BOJ/IAET COINacoBaTb Pa3/IMYHbIE MPOTOKO/bI CUTHANIN3aLMIA U KOAEKN;

—  NO3BO/AET NPegocTaBuTb ycayrn QoS 1 NPUopUTU3aLMIO MOTOKOB;

— MO3BO/AET B3aMMOAENCTBOBaTb C ycTpolcTBamu, noakatodeHHbimu dvepes NAT (Network Address
Translation);

—  cHop CTAaTUCTMKM BbI30BOB, 06CNYXKeHHbIX Yyepes SBC.
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HELTEX

2 ONWUCAHMUE U3AENUNA

2.1 Ha3HaueHue

Eltex SBC — KOMMNOHEHT nporpammHo-annapatHoro Komnnekca ECSS-10, ydyacTsylowmii B npouecce
0bCNY}KMBaHMA BbI30BAa B KA4YecTBe MOrPaHWYHOrO KOHTpO//iepa ceccuid. YCTpoWcTBO obecneymsaeT
HOPMaNM3auMI0 peannsaLmii CUTHaNbHOTO MPOTOKO/A, YCTAHOBNEHHbIN SLA ypoBeHb KayecTBa, 3alLMTy CeTu
onepaTopa OT HECAHKUMOHMPOBAHHOIO A0CTYMNa U Pa3IMYHbIX aTak, cbop CTaTUCTUKMN.

OcHoBHble xapakmepucmuku SBC:
—  KOJINYeCTBO OAHOBPEMEHHbIX CECCUN:
— ana SBC-3000: 2000;
- ana SBC-2000: 2000;
— ana SBC-1000: 500;
KOJINYECTBO 3aperncTpmpoBaHHbIX abOHEHTOB:
— ana SBC-3000: 16000;
— ana SBC-2000: 16000;
— ana SBC-1000: 4000;
— KOJ/INYecTBO BbI30BOB B cekyHAay (CPS):
— ana SBC-3000: 100;
— ana SBC-2000: 100;
— ana SBC-1000: 30;
Konumyectso Ethernet-nopTos:
- ana SBC-3000:
— 2 nopta 10/100/1000BASE-T (RJ-45)/ 1000BASE-X (SFP);
— 2 noprta 10/100/1000BASE-T (RJ-45);
— ana SBC-2000:
— 2 nopra 10/100/1000BASE-T (RJ-45)/ 1000BASE-X (SFP);
— 2 noprta 10/100/1000BASE-T (RJ-45);
- ansa SBC-1000:
— 3 mopta 10/100/1000BASE-T (RJ-45);
— 2 mopta 1000BASE-X (SFP);
— nopaeprkKa ctatnyeckoro agpeca u DHCP;
— npoTokoAbl IP-tenepoHmn SIP, SIP-T, SIP-I;
— nopaepKa NTP;
— nopaepxka DNS;
— noaaeprka SNMP;
— orpaHuyeHue nonocol 1 QOS;
— ToS wu CoS gna RTP u curnanusaummn’;
— VLAN gna RTP, curHanmsaumm v ynpasieHus;
— aBapuitHOEe NI0TUMPOBaHMUE;
— noaaeprkka RADIUS;
— 3anucb BUNANHTOBOW MHPOPMaLLUK;
— annapaTHoe pe3epBupOBaHMe No cxeme obneryéHHoro pesepsa 1+12:
—  BPEeMA NepekNoYeHNA Ha Pe3epPB NPU OTKAKYEHMM BHELLHErO IMHKA OCHOBHOIO YCTPOMCTBA —
2—4 ceKyHApbl;
—  BpEeMmA NepeKkNtYeHns Ha pe3eps NP NOJHOM OTKAKOYEHUM OCHOBHOIO yCcTpoiicTBa — 4-5 cekyHa;
— noaaeprkka NTP;
— o06HoBneHue MO: yepes web-uHTepodeiic, CLI (Telnet, SSH, KoHconb (RS-232));
— KOHOUrypupoBaHMe 1 HacTpoliKa (B TOM Yncie yaaneHHo):
—  Web-uHtepoeiic;
CLI * (Telnet, koHconb (RS-232));

1 B tekywei Bepcumn NO He NnoaaepusaeTca.
2 dyHKUMOHAN He noaaepaH ana SBC-1000.
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—  YAANeHHbI MOHUTOPWUHT:
— Web-uHtepdelic;
— CLI;
— SNMP.

dyukuymoHan SIP/SIP-T/SIP-I:

— SIP L5 NAT/Topology hiding;

— SIP dialogue transparency;

— SIP transit of unrecognized headers;
— B2BUA as defined in RFC 3261;

— RFC 2833 (Telephone Event);

— RFC 3264 (Offer/Answer);

— RFC 3204 (MIME Support);

— RFC 4028 (Session Timers);

— RFC 3326 (Reason Field);

— RFC 3262 (PRACK);

— RFC 3372 (SIP-T);

— B2BUA peering;

— B2BUA access;

— RFC 1889 (RTP);

— RFC 4566 (SDP);

— RFC3261;

— RFC3581;

— SIP OPTIONS Keep-Alive (SIP Busy Out);
— NAT support (comedia mode).

Nepepava Ppakca:

- T.38;
- G.711.
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2.2 Twunosble cxemMmbl NPpUMeEHEHUA

B faHHOM pyKOBOACTBE NpeanaraeTca HeCKOJIbKO CXeM NOCTPOEHMUA CeTU C UCNO/Ib30BaHMEM SBC.

2.2.1 MexonepamopcKoe e3aumodeiicmeue

PSTN

Private Network 2

Public Public
Network Network

Softswitch

Private Network 3

Private Network 1

PucyHok 1 — Cxema npumeHeHUsa «MexonepaTopcKoe B3aMmoaencrasme»

2.2.2 Bzaumodelicmeue mexcdy onepamopom u KoOprnopamueHbiM KaueHmom

4
802.11n

SIP client

&

ADetex (7 :
Mobile users-’

PN
MES3124F
=

PSTN

Session

\\'\C{S A Suwitch Border Public

Controller Network

Private Network

DATA CENTER

PucyHok 2 — Cxema npumeHeHus «Onepatop — KOPropaTUBHbIN KINEHT»
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2.2.3 B3aumodeiicmsue mexcdy onepamopom U YacmHbIM osb3osamesnem

PucyHoKk 3 — Cxema npumeHeHust «OnepaTop — YacTHbIN KJANEHT»

2.3 OCHOBHble TeXHU4YecKue napameTpbl

2 q
Mobile user

A

Internet

OcHOBHble TeXHUYEeCKMe napameTpbl NnpueeaeHbl B Tabauua 1.

Tabanua 1 — OCHOBHblE TEXHUYECKME NapamMeTpbl

Mpotokonbl VolP

NopaepmBaemble NPOTOKOAbI

SIP-T/SIP-|
SIP
T.38

MNoapepxnBaemble KOAEKU

AyanoKkogeku

G.711 a-law (B TekcTe G711A)
G.711 p-law (B TekcTe G.711U)
G.729

G.729 (A/B)

G.723.1 (6.3 Kbps, 5.3 Kbps)
G.722

G.726 (32 Kbps)

G.728
Buaeokogeku H.263
H.263-1998
H.264
MapameTpbl aneKkTpuyeckoro nHtepdeiica Ethernet
Konunuectso nHtepdeiicos SBC-1000 SBC-2000 SBC-3000
3 4 4
DNeKTPUUYECKUI pasbem RJ-45

CKkopocTb Nnepegayn

asToonpeaeneHune, 10/100/1000 M6uT/c, gynnekc

Mopnep»Ka cTaH4apTOB

10/100/1000BASE-T

lMoepaHuYyHble KoHMponneps cecculi SBC
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NapameTpbl onTuyeckoro nHtepdeica Ethernet

Konunuectso nHtepdeiicos

2 combo-noprTa

OnNTMYECKMin pasbem

Mini-Gbic (SFP):

1) AynnekcHble, ABYXBOJIOKOHHble C ANMHOW BOAHbI 1310 HM
(Single-Mode), 1000BASE-LX (koHHeKTop LC), ganbHocTb — A0
10 Km, HanpAXxeHWe NuTaHna — 3,3 B

2) p[ynnekcHble, OAHOBONOKOHHblE C AJMHAaMKM  BOAH Ha
npuem/nepeaadvy 1310/1550 Hm, 1000BASE-LX (koHHekTop SC),
AanbHOCTb — A0 10 Km, HanpA)KeHue nutaHmna — 3,3 B

CKkopocTb Nnepegaun

1000 M6uT/c, gynnekc

Mopnep»Ka cTaH4apTOB

1000BASE-X

MapameTpbl KOHCONU

NocnepoBaTtenbHbI nopT RS-232

CKOpOCTb Nepesayn faHHbIX

115200 6uTt/cek

dneKTpUYeckMe napameTpbl CUrHaN0B

no pekomeHgaumm MCI-T V.28

MNpouune nHTepdeicol

USB

1 — pna SBC-1000/2000; 2 — ans SBC-3000

SATA 2

O6wme napameTpbl
Pabouunin gnanasoH TemnepaTyp ot 00 +40 °C
OTHOCUTENbHAA BNAXKHOCTb 0o 80 %

BapuaHTbl nuTaHma

- OANH UCTOYHUK NNUTAHUA NOCTOAHHOIO NN NePeEMEHHOTI0 TOKa,
- ABa UCTOYHUKA NUTAHNA NOCTOAHHOIO UM NepeMeHHOro ToKa.

MCTOYHMKM NUTaHKUA

CeTb NnepemeHHOro CeTb NOCTOAHHOIO TOKA
TOKa

HanpaxeHune nuTaHuA

100-2408B,47-63Tu | 36-72 B

0603HauyeHne UM

PM160-220/12 PM100-48/12

MowHocTtb UM 160 Bt 100 Bt
MNoTpebnsemas MOWHOCTb He 6onee 50 BT
labapuTbl (LU x B x T) SBC-1000 SBC-2000 SBC-3000

430 x 45 x 260 mm 430 %45 x 340 mm | 430 x 45 x 340 mm

KoHcTpyKTMB

19" KOHCTpYKTUB, TMNOpasmep 1U

Macca HeTTO

YctpoiictBo B nosiHoi | SBC-1000 SBC-2000 SBC-3000
KOMMNAEKTaumm 3,2 Kr 5,3 Kr 5,3 kr

BN 0,5 Kkr

BeHTnaHenb 0,1 kr

SATA-Hakonutenb! 0,1 kr

CpokK cny»bbl

He meHee 15 net

! Tonbko ana SBC-2000 n SBC-3000.

16
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2.4 KOHCTPYKTMBHOE UCMOJIHEHUE
24.1 SBC-1000

MorpaHWuHbIN KoHTponnep ceccuit SBC-1000 BbINOSHEH B METa/I/IMYECKOM KOPMyce C BO3MOKHOCTbIO
ycTaHoBKu B 19" Kapkac Tunopasmepom 1U.

BHewHW BUA nepeaHelt naHeNu ycTpoicTBa NpuseeH Ha PUCYHOK 4.

r UsE .D‘ 1 G?Q ElLine 0.7 = ElLine 8.15 5 " SMG] D]éM
(il =y 7N ﬂ# £ g Ii5%
1 S [ — — £z 2
[ nead . At L AARANA
=TTt T ol = *:!f:&ﬁﬁlﬁﬁ“ =2} [=T=] ={= T =1 \_‘_l ’F&‘ =] [=I=T=T=T=T==T==1==) I=T=1=]
12 3 4 5 6 6 7 8 910

PucyHoKk 4 — BHewHMI Bug nepeaHeit naHenm SBC-1000 (Ha 6a3e SMG-1016M)

Ha nepegHei naHenu ycTponcTBa pacnonoMKeHbl pa3beMbl, CBETOBbIe MHANKATOPbLI U OpraHbl yNnpaBieHus
(Tabnunua 2).

Tabaunua 2 — OnucaHne pa3bemMoB, MHAMKATOPOB M OPraHOB YNpPaB/ieHUA NepegHel naHe m

Ne dnemeHT nepegHeit NaHenm OnucaHue

1 usB USB-nopT A4na NOAKAOYEHMA BHELWHero HakonuTtena

2 F DYHKLUMOHANbHAA KHOMKA

3 Console ;(;3:;;;;222 nopt RS-232 pgnAa  NOKanbHOro ynpas/ieHUA
4 10/100/1000 O0..2 3 pasbema RJ-45 nHtepodeiicos Ethernet 10/100/1000 BASE-T

5 SFPO, SFP 1 i::z;zaegg: Z:;M::;:g:: il;::;n;p,byneﬁ 1000BASE-X Gigabit uplink
6 E1lLine 0..7, E1 Line 8..15 2 pasbema CENC-36M gna nogkntoueHuna notokos E171

7 SATA-0, SATA-1 MHamnkaTopbl paboTbl MHTepdeiicos SATA?

8 Infol, Info2 NHAnKaTopbl paboTbl onTUYecKux HTepdeincos SFP

9 Alarm NHAWKaTop aBapun yCTPOMCTBA

10 Status NHauKaTop paboTbl ycTpocTBa

1 [lna ycTpoiicTBa B KOHPMrypaumm SBC-1000 He ncnonbsyeTcs.
2 B jaHHOW BEPCMM He UCMOob3yeTcA.
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BHeLWHWI BUA 3a4Her NaHenn ycTponcTBa NPMBeLEH Ha PUCYHKE HUMKe.

OOl OO
< - - o © “1e0ess © . =
85080205 |SE0ECREED
= = | OF0Z05D5® | EHORCHTAD ®
= = \030R0509D | ORCECE0R
SeSaEoEaD 1OcSa=cEe
) @ 230z2" @ %t 'E ©
1 1 2 2 3
PucyHoK 5 — BHewHuUI BUA 3aaHelt naHeau SBC-1000 (Ha 6ase SMG-1016M)
B Tabnnue HUXKe NpuBeLeH NepeyeHb Pa3beMOB, PACNONOMXKEHHbIX HA 3a4He NaHenn YCTPONCTBa.
Tabaunuya 3 — OnucaHWe pa3beMOoB 3a4Hel NaHeAn KoMMyTaTopa
Ne | dnemeHT 3agHeii naHenn OnucaHue
1 Pasbem nutaHua Pasbem AnA NOAKNOYEHMUA K UCTOYHWKY 3N1IEKTPONUTaHUA
2 | CbemHble BEHTUATOPSI CbemHble BEHTUALMOHHbIE MOAY I C BO3MOXXHOCTbBIO ropsiyeit 3ameHbl
3 Knemma 3asemnenuna = Knemma gns 3a3emneHuns ycTponcrea

2.4.2 SBC-2000

MorpaHnyHbIA KOoHTpoanep ceccuin SBC-2000 BbINOAHEH B META/I/IMYECKOM KOPMYCe C BO3MOXHOCTbIO
yCcTaHOBKM B 19” KapKac Tunopasmepom 1U.

BHewHWI BUA nepeaHen naHean ycTponcTea npuseaeH Ha PUCYHOK 6.

Sl Tl e el | | |~ = L = o e e e L e e e e s | e | L ) =l
RPN _— T T e ERRENNSRISSISIE]
° 9@@0 @@@@OO@ 1 71_ 1 3 5 7 9 11 13 15— Sync.1 ,\
=] = [ P % i ¥ ! e T - K] F'F'ﬂ SMG2016 «+wELTEX
(N —C W <5t = i ] Ao
E)O 5 T snel QO Fan
B 1 S [E L (= [ rm e C e | R
‘ m:aaaa‘ ﬁm"Qﬁ:c_ﬁzaﬁﬁﬁm;m&;ﬁﬁﬁﬁﬁﬁﬁﬁﬁﬁ;ﬁmiﬁﬁéﬁﬂgQﬁﬁs!gaﬁﬁﬁﬁﬁaﬁﬁaﬁ I=T—=T—1—1—]
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PucyHoKk 6 — BHewHMI Bug nepeaHeit naHenm SBC-2000 (Ha 6a3e SMG-2016)

Ha nepeaHeii naHenn yCcTpoIACTBa pacnoNoXeHbl caesytolmMe pasbeMbl, CBETOBbIE MHANKATOPbLI M OpraHbl
ynpasneHua, Tabanua 4.

Tabaunua 4 — OnucaHne pasbemoB, MHAMKATOPOB M OPraHOB YNpPaB/ieHUa nepegHel naHeu

Ne dnemeHT nepepHei naHenm OnucaHue

1 Pasvemol SATA-OucKos Pasbembl gna yctaHoBku SATA-ANCKOB

2 F DYHKLMOHANbHAA KHOMKaA

3 Console KOHCO/IbHbIM NOPT ANS IOKANbHOTO YNpPaBAeHUA YCTPOUCTBOM

4 UsSB USB-nopT ANa NoAgKAKYEeHMA BHELWHEero Hakonmrtena

5 0,1 2 pasbema RJ-45 Ethernet 10/100/1000BASE-T Gigabit uplink ans Bbixoaa B
IP-ceTb

6 23 2 wacen ans yctaHoBku SFP moayneit 1000BASE-X uplink nntepdeitca ana

Bbixoga B IP-ceTb
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2 pasbema RJ-45 10/100/1000BASE-T Gigabit uplink nHtepdeiica gns
BbIxoza B IP-ceTb
7 E1 Line 0..15 16 pasbemos RJ-48 ana nogxnouerHmna notokos E11
8 Sync.0, Sync.1 2 pasbema RJ-45 ana noaKAoUYEeHNA NCTOYHMKOB BHELLHeR CUHXpOHM3aummn?
UHpaunkaTopbl
Alarm MHAMKaTOp aBapuK yCTpoCTBa
Status NHankaTop paboTbl ycTpolicTea
Sync.1 NHankaTop paboTbl MHTepdeiica BHeWHeN CUHXPOHU3aumum Sync. 1t
Sync.0 NHankaTop paboTbl MHTepdeiica BHeWHeN CUHXPOHU3aumun Sync.2?
9
Power MHAMKaTOp NUTaHMA YCTPOMCTBA
RPS MHAMKaTOp AOMNOSIHUTENbHOIO NUTaHWUSA YCTPOMCTBA
FAN MHanKaTop paboTbl BEHTUNATOPOB
USB MHpgukaTtop paboTtbl USB

BHewWwHWIM BUA 3a4HEN NaHeNn ycTpoicTBa npmeBeaeH Ha PucyHok 7.

~220 VAC

PucyHoK 7 — BHewHMI Bug 3agHelt naHenm SBC-2000 (Ha 6a3e SMG-2016)

B Ta6nmu,e HUXe npueeaeH nepeyeHb pa3dbemos, PacnosI0KEHHbIX Ha 33AH€VI naHenn YCTDOﬁCTBa.

Tabaunua 5 — OnucaHne pasbLeMoB 3a4Hel NaHe M KOMMyTaTopa

Ne dnemeHT 3agHeil naHenm OnucaHue

1 Mogaynn nutaHuma Mogaynm c pasbeMom A NOAKAOYEHUA K UCTOYHUKY SNEeKTPONUTaHmA
2 MaHenn BeHTUNATOPOB CbeMHble BEHTUNALMOHHbIE MOAYIN C BO3MOXKHOCTbIO ropsaYelt 3aMmeHbl
3 Kiemma 3azemneHus @ Knemma pgna 3azemneHuns ycTpomcTaa

1 Ona ycrpoiictsa B KoHdUrypauum SBC-2000 He ncrnonb3yeTcs.
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2.43 SBC-3000

MorpaHWuHbIN KoHTponnep ceccuit SBC-3000 BbINOJIHEH B METa/I/IMYECKOM KOPMyce C BO3MOMKHOCTbIO
ycTaHoBKM B 19" KapKac Tunopasmepom 1U.

BHewHW BuA nepegHelt NnaHenn yCTPOCTBa NPUBEAEH HA PUCYHKE HUXKeE.

O Aettex S : O
HDD1 D m]: SMG_3°‘|6 [aYa Yo Yara)
Alarm O O Power
A=H = =2 A e= status O ORPS
] sync1O Ofan
Hooz ® sync2O Ouss
O : PN e O
T

| [
1 9 2345 56 7 8
PucyHoKk 8 — BHewHuIA BuA nepeaHeit naHenm SBC-3000 (Ha 6a3e SMG-3016)

Ha nepegHen naHenu ycTponcTBa pacnonoXeHbl Cneayolme pasbembl, CBETOBbIE MHANKATOPbLI U OpraHbl
ynpasneHua, Tabanua 6.

Tabaunua 6 — OnucaHWe pasbLeEMOB, MHAMKATOPOB M OPraHOB YNpaB/ieHUs nepegHel naHem

Ne dnemeHT nepeaHen naHenun OnucaHue
1 Pa3zvemol SATA-Ouckos Pasbembl ¢ canaskamm ana yctaHoBku SATA-gucKoB
2 Console KOHCObHbIN NOPT ANA NOKANbHOrO YNpaBaeHUsA YyCTPOUCTBOM
3 008 BoiaeneHHbit nopT Ethernet ana KoHdurypuposaHus yctporictea. MNopT He
MMEET BO3MOXKHOCTM KOMMYTaLMKM € NpoYmMmm noptamm SBC
4 F DYHKLUMOHANbHAA KHOMKA
5 usB USB-nopTbl AN NOAKNIOYEHUA BHELIHUX HaKonuTenemn
5 12 2 pasbema RJ-45 Ethernet 10/100/1000BASE-T Gigabit uplink ans sbixoga 8
! IP-ceTb
2 waccu anna yctaHoBku SFP moayneit 1000BASE-X uplink nHtepdelica ana
6 34 BbIxoaa B IP-ceTb
! 2 pasbema RJ-45 10/100/1000BASE-T Gigabit uplink nHtepdelica gna sbixoga
B IP-ceTb
7 E1l Line 0..15 16 pasbemos RJ-48 gna nogkatoveHuns notokos E1?
3 Sync.1, Sync.2 2 pa3bema RJ-45 ans noaKNHOUYEHNA UCTOYHUKOB BHELLHEN
CUMHXPOHM3auMmMOwWwmnbKa! 3aknaaka He onpegeneHa.
UHauKaTopbl
Alarm NHAWKaTop aBapun yCTPOMCTBA
Status NHamkaTop paboTbl ycTpoKicTea
svnc.1 NHauKaTop paboTbl MHTepdenca BHeWHeM CMHXPOHU3auun Sync.20wubka! 3
yne. OKAaO0Ka He orpedeseHa.
Svnc.0 NHAanKaTop paboTbl MHTepdeiica BHEWHEN CMHXpOoHM3auumn Sync.10wubka! 3
yne. QOKAaO0Ka He onpedesneHa.
2 Power NHAWKaTOp NUTAHMA YCTPOMCTBA
RPS NHAMKaTOp AONOAHUTEIbHOMO NUTAHMA YCTPOMCTBA
Alarm NHOuKaTop aBapuu yCcTpoicTBea
FAN NHauKaTop paboTbl BEHTUAATOPOB
usB NHankaTop paboTtbl USB

! [Ons yctpolictBa B KOHOUrypaumm SBC-3000 He ucnosbsyeTcs.
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BHeLWHWI BUA 3aaHel NaHeAn ycTpoincTea npmeeseH Ha PUCYHOK 9.

PucyHoK 9 — BHelwHuiA BUA 3aaHelt naHenn SBC-3000 (Ha 6a3e SMG-3016)

B Tabnmue HUXKe NpUBEAEH NepeyeHb Pa3bemMoB, PAaCcroIOKEHHbIX Ha 3aAHel naHenu ycTpoicTBa.

Tabanua 7 — OnucaHune pasbemoB 3a4Hel NaHean KomMmyTaTopa

Ne dnemeHT 3agHei naHenn

OnucaHue

1 Moaynu nutaHma Moaynu ¢ pasbemom A NOAKAYEHNA K UCTOYHUKY 3/1€KTPONUTAHMA
2 MNaHenn BeHTUNATOPOB CbeMHble BEHTUNALMOHHbIE MOAY/IN C BO3MOXKHOCTbIO ropﬂqeﬁ 3aMeHbl
3 Knemma 3azemneHua

@

Knemma gna sasemnenus yCTpOﬁCTBa
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2.5 CBeToBas MHAMKAUMA

TeKyu.l,ee COCTOAHUE YCTpOﬁCTBa 0T06pa)K36TCﬂ npun noMmouwmn MHANKAToOPOB, PaCNOJZIOKEHHbIX Ha nepe,u,Hel‘/'l

naHenun.

2.5.1 Ceemoeasn uHouKayusa ycmpolicmea e paboyem cocmosaHuu

2.5.1.1 SBC-1000

CBeToBasA MHAMKALMA YCTPOMCTBA B paboyem coCcToAHMUM NpuBeaeHa B Tabavua 8.

Tabaunua 8 — CBeToBasA MHAMKALMA COCTOSHUA YCTPOMCTBA B paboyem COCTOAHUM

UHaukatop CocroAHue MHAMKaTOpA CocTofiHMe YCTPOMCTBA
Infol He roput oTCyTCTBYET AMHK SFPO
ropwuT 3e/1eHbIM CBETOM nnHK SFPO B paborte
Info2 He roput OTCYyTCTBYET AMHK SFP1
rOpuT 3€/IeHbIM CBETOM nnHK SFP1 B paborte
ropuT KPacHbIM CBETOM 3arpysKa ycTpoicTea
MUraeT KpacHbIM CBETOM KpUTUYECKanA aBapua Ha yCTPOICTBe
Alarm ropuT KPacHbIM CBETOM HEKPUTMYECKas aBapuaA Ha YCTpPoOMNcTBe
rOpUT KeNnTbiM CBETOM HET aBapuii, eCcTb HEKPUTUYECKME 3aMeYaHUsA
ropuT 3e/1eHbIM CBETOM HOpMasibHaA paboTa
Status ropuT 3e/1eHbiM CBETOM HopmanbHas paboTa
He roput HEeT NUTaHMA YCTPOMCTBA

2.5.1.2 SBC-2000

CBeToBasA MHAMKALMA YCTPOWCTBA B paboyem cocToAHUM NpuBeseHa B Tabaumue 9.

Tabnaunua 9 — CeeToBasA MHAMKALMA YCTPOWCTBA B paboyem COCTOAHUM

UHaukatop CoctosaHMe nHAMKaTOpA CocTofiHMe YCTPOMCTBA
MWTraeT KPacHbIM CBETOM KpUTUYECKanA aBapuaA Ha YCTPOICTBe
Alarm rOPWUT KPacHbIM CBETOM HEKPUTMYECKas aBapuaA Ha YCTponcTee
FOPUT KENTbIM CBETOM HeT aBapui, ecTb HEKPUTUYECKME 3aMeYaHus
rOpPUT 3eN1eHbIM CBETOM HOpMasibHaa paboTa
rOPWUT 3eN1eHbIM CBETOM HOpMasibHaa paboTa
YcTpoictBo Haxoautca B pexknume SLAVE (nogpobHee o
Status MwuraeT nonepemeHHO OpaHXeBbiM P A P (noap
paboTe pe3sepsa B MpunoxkeHuun B. ObecneyeHne GpyHKLMMU
N 3e51eHbIM
pe3sepsupoBaHua SBC)
He roput HeT NUTaHWA YCTPONCTBA
Sync.0, Sync.1 rOpuT 3eN1eHbIM LIBETOM CMHXPOHM3aUUA OT BHELIHEro MCTOYHMKA
He roput BHELWHUMA UCTOYHUK CUHXPOHU3ALUMN HE NOAKNOYEH
Power rOpuT 3eN1eHbIM LIBETOM nuTaHue ot 610Ka NuTaHua #1
w
rOpUT OpaHKeBbIM LBETOM 610K NuTaHuA #1 ycTaHOBNEH, NUTAaHME HA HEro He noJaeTca
rOpuT 3eN1eHbIM LIBETOM 610K NUTaHWA #2 ycTaHOBNEH, HA HEro NOAAETCA NUTaHue
RPS rOPUT KPACHbIM L,BETOM 610K NUTaHWA #2 ycTaHOBNEH, NUTAaHME HA HEFo He noJaeTca
He roput 610K NuTaHuA #2 He ycTaHOBNEH
BCE MOAY/IM CbeMHbIX BEHTUIATOPOB YCTaHOB/EHbI, BCE
rOPUT 3eN1EHBIM LIBETOM
BEHTUNATOPLI B paboTe
BCE MOAY/IM CbEMHbIX BEHTUNIATOPOB YCTaHOB/EHbI
FAN rOpuUT OPaHXeBbIM LUBETOM Ay posYy !
NPUCYTCTBYIOT Hepaboune BEHTUAATOPDI
OAMH UM 06a MoAyNA CbEMHbIX BEHTUNATOPOB He
rOPUT KPacHbIM LLBETOM
YCTaHOB/EHDI
USB rOpPUT 3e/1eHbIM LIBETOM USB-flash yctaHoBneHa
He ropuT USB-flash He ycTaHOBNEHA

22
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2.5.1.3 SBC-3000

CBeToBasA MHAMKALMSA YCTPOWCTBA B paboyem cocToAHMM NpuBeaeHa B Tabauvua 10.

Tabnnuya 10 — CBeToBasA MHAMKALMA YCTPONCTBa B paboyem COCTOAHUM

UHpukatop CoctosaHMe nHAMKaTOpA CocTofAiHMe yCTpoiicTBa
MwuraeT KpacHbIM CBETOM KpuTnuyeckasa aBapua Ha ycTpolicTee
al [OpUT KPaCHbIM CBETOM HekpuTnyeckas aBapuma Ha yCTPOMCTBe
arm =
[opuT }KenTbim CBETOM Het aBapuii, ecTb HEKpUTUYECKME 3aMedaHnsa
[OpuT 3eneHbIM CBETOM HopmanbHas pabota
[opuT 3eneHbIM cBETOM HopmanbHasa pabota
YcTpoicTBo HaxoauTcea B pexkume SLAVE (noapo6bHee o
MwuraeT nonepemeHHO
Status paboTte pesepBsa B MpunoxkeHum B. ObecneyeHne GpyHKLMMU
OpaHXeBbIM U 3e1eHbIM
pesepsupoBaHua SBC)
He roput HeT nuTaHua ycTpoicTsea
Svnc.1. Svnc.2 [opuT 3eneHbIM LiBETOM CUHXPOHM3ALMA OT BHELLIHEro MCTOYHMKA
ync.1, Sync. "
! He roput BHeLWHNM NCTOYHNK CUHXPOHU3ALUM HE NOAKIOYEH
P [opuT 3eneHbIM LLBETOM MuTtaHne ot baoka nutaHua #1
ower
[opuUT OpaHKeBbIM LBETOM Bnok nutaHma #1 yctaHoBAEH, NUTAHME HA HEero He noAaeTca
[opuT 3eneHbIM LLBETOM Bnok nutaHma #2 ycTaHOBAEH, HA HEFO NOAAETCA NMUTaHUE
RPS [OpUT KpacHbIM UBETOM Bnok nutaHma #2 ycTaHOBAEH, NMTAHME HA HEro He NogaeTca
He roput Bnok nutaHma #2 He ycTaHOBAEH
Bce moaynu cbeMHbIX BEHTUNATOPOB YCTAHOB/IEHbI, BCE
[opuT 3eneHbIM LBETOM
BEHTUNATOPLI B paboTe
Bce moaynu cbeMHbIX BEHTUNATOPOB YCTaHOB/IEHbI
FAN FOpUT OpaH}KEBbIM LIBETOM AY poBYy !
NPUCYTCTBYIOT Hepaboure BEHTUNATOPDI
OanH nAn 06a MoayNA CbeMHbIX BEHTUNATOPOB He
[OpUT KpacHbIM UBETOM
YCTaHOB/IEHbI
USB FopwT 3eneHbIM LLBETOM USB-flash yctaHoBneHa
He roput USB-flash He ycTaHOBNEHa
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2.5.2 Ceemosasa uHOuKayusa uHmepdgeiicoe Ethernet 1000/100

CocTtosHue wuHTepdeiicoB Ethernet oTobparkaetcs cBeTOAMOAHLIMW WMHAMKATOPamMW, BCTPOEHHbIMW B
pasbem 1000/100, 1 npuseaeHo B TabanLe HUXKe.

Tabanua 11 — CeetoBasn nHAMKauma nHTepdeicos Ethernet 1000/100

Nugukatop/CocroaHune
CocroaHue ycrpoiictea HenTblit uHAMKaTOP 3eneHbl UHAUKATOP
1000/100 1000/100
MopT paboTaet B pexkume 1000BASE-T, HeT nepeaayn AaHHbIX ropuT NOCTOAHHO rOpuT NOCTOAHHO
MNopTt paboTaet B perknume 1000BASE-T, ecTb nepenaya AaHHbIX ropuT NOCTOAHHO muraet
MopTt paboTaeT B pexkume 10/100BASE-TX, HET nepeaaum AaHHbIX He roput ropuT NOCTOAAHHO
MopTt paboTaet B pexkume 10/100BASE-TX, ecTb nepegaya AaHHbIX He ropuT muraet

2.5.3 Ceemosas uHOUKayus npu 3a2py3Ke U cbpoce K 3a4800CKUM Hacmpolikam

2.5.3.1 SBC-1000

CBeToBasA MHAMKALMA NP 3arpysKke 1 cbpoce K 3aBOACKMM HacTpolikam npusegeHa B Tabaunua 12.

Tabaunua 12 — CeeToBan MHAMKALMA NPU 3arpysKe U cbpoce K 3aBOACKMM HAaCTPOMKam

Ne UHguKauma NopaaoK c6poca K HAaCTPOKaM NO YMOIYAHUIO
Infol Infol Alarm Status (ycTpoiicTBO BKAKOUYEHO)
- N o o HakaTb u ep)XmnBaTtb KHOMKY «F» B TeyeHmne 1 cekyHabl A0
1 Xentbin Xentbin Xentbin Xentbin YAEP Y YHARL A

noAB/JEHUA AHHON KOMBUHALLMM, 3aTEM OTNYCTUTb KHOMKY.
Yepes 3 ceKkyHAbl HAYHETCA nepesarpyska yCTPOMCTBa.
Hauano cbpoca HacTpoek K 3aBoAckMM. [aHHaA
KOMOMHAUMA CBETOAMOLOB 3aropuUTCA B Hayane 3arpysku
ycTpoWcTBa.

Ha [AHHOM aTane npoucxoauTt nposepka
paboTocnocob6HOCTM  CBETOAMOAOB, KENTbIM  OOJIXKHbI
3aropeTtbcA BCe cBeToanoabl, BKAtoYaa SATA-O n SATA-1.
Ha paHHOM 3Tane npoucxoguT 3arpyska onepalyoHHOWN
cUCTEMBbI YCTPOMCTBA. [INA U3MEHEHMA ceTeBbIX NAaPamMeTPOB
W BO3BpaTa KOHOUrypauuu YCTPOMCTBA K 3aBOACKUM
HacTpoMKam nocne NOABAEHUA KOMOWMHAUUKM HaxaTb M
yOEepKMBaTb KHOMKY «F» B TeyeHne 40-45 cek (BO Bpems
YOEPKMBAHMA  KHOMKM  KPAaTKOBPEMEHHO  3aropuTcs
KOMOMHauma 2, He ob6palwaa Ha Hee BHWUMaHWUSA,
npoaoKaiTe yaepmnsaTtb 40 NoABAEHUA KOMbUHaumu 4).
Mpun NnoABNEHNUN KOMBUHALLMKN OTNYCTUTL KHOMKY «F».
Yepes HeKoTOpoe Bpemsa B KOHCONb OyaeT BbiBEAEHO
coobueHue:

<<<BOOTING IN  SAFE-MODE.RESTORING  DEFAULT
PARAMETERS>>>

C6poc K 3aBOACKMM HACTPOMKAM 3aBepLUEH.

2 3€e/1eHbIN KpacHbIN KEeNTbIn KpacHbIi

3 YKenTbli KenTbli KenTbli KenTbli

4 He roput He ropuT 3e/1eHbln 3e/1eHbln

5 KenTbli KenTbli KenTbli KenTbli

/| He pekomeHayetcs yaepKMBaTb HaXaToii KHONKy «F» Bo Bpems c6poca ycTpoiicTtBa — 3T0 NpUBeAeT K
' NoNHOW OCTaHOBKe ycTpoiictBa. Bo3o6HoBNAeHMe paboTbl 6yaeT BO3MOXHO TO/IbKO nocne c6poca no
NUTaHUIO.

Bo3morKeH cHpoc K 3aBOACKMM HAaCTpOIKam Ha BK/lO4aeMOM YCTpOIiCTBe.
. B atom cayyae nyHKT 1 Heo6xoaMMO NpoNycTUTb.

::.. =
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2.5.3.2 SBC-2000

CBeToBasA MHAMKALMA NP 3arpysKke 1 cbpoce K 3aBOACKMM HacTpolikam npusegeHa B Tabanua 13.

Tabauua 13 — CeeToBan MHAMKALMA NPU 3arpysKe U cbpoce K 3aBOACKMM HAaCTPOMKam

No MHpukauma NopaaoK c6poca K HAaCTPOKaM NO YMOIYAHUIO
- (ycTpoiicTBo BKAIOUEHO)

Alarm Status Sync.1 Sync.2

HaxaTb 1 yaep»xuBatb KHOMKY «F» B TeyeHme 1 ceKyHAbl 40
nosBNEeHUA LOaHHOW KOMOMHauumn. Yepes 3  cekyHAbl
HayHeTCs nepesarpyska ycTpoucTsa.

Hauano cbpoca HacTpoek K 3aBoAckMm. [aHHan
KOMOMHALUMA CBETOAMOAOB 3aropuTCA B Hayane 3arpysku
ycTpoWcTBa.

4 Ha paHHOM 3Tane mpoucxoamT 3arpy3ka onepalyoHHOM
cucTembl  ycTpoictBa. [Ona M3MEHEHMs  ceTeBblX
napameTpoB W BO3BpaTa KOHMUrypauum ycTpoihctsa K
3aBOACKMM HaCTpoMKam nocse MosBAeHUs KombuHaumm
HaXXaTb U yAepPXKMBaTb KHOMKY «F» B TeueHne 40-45 cek.
Mpw noaBneHUM KOMBUHALUM OTYCTUTb KHOMKY «F».
Yepe3s HeKoTOpoe Bpems B KOHCO/Mb OyaeT BbiBEAEHO
coobuleHune:

<<<BOOTING IN  SAFE-MODE.RESTORING  DEFAULT
PARAMETERS>>>

Cbpoc K 3aBOACKUM HAaCTPOMKaM 3aBepLUEH.

1 YKenTbli KenTbli KenTbli KeNTbln

2 KEeNTbIn KpacHbIi KEeNTbIn KENTbIn

5 YKenTbli KenTbli - -

» CocrosHuem anopos POWER, RPS, FAN, USB npu c6poce moKHO npeHebpeub.
V Bo3morkeH cOpoc K 3aBOACKMM HACTPOIKam Ha BK/1lOYaeMOM YCTpOIiCcTBe.
B aTOM cnyuyae NyHKT 1 Heo6Xxo4uMMOo NPonNycTUTD.

2.5.3.3 SBC-3000

CseToBas MHAMKAUMSA Npu cbpoce K 3aBOACKMM HacTpolkam SBC-3000 aHanormnyHa SBC-2000 (cm. pasgen
BbllLIe).

2.5.4 Ceemoeas uHOuUKayus asapuli

B Tabsnua 14 npuBeaeHo noapobHoe onMcaHue aBapuii, oTobparkaembix B COCTOAHUM MHAMKaTopa Alarm.
/ MHanKauma coxpaHeHua CDR-daiinos

B cnyuae ecnu FTP-cepsep HepoctyneH, CDR-3anucu coxpaHAlOTCA B ONepaTUBHOW NamMATH
yCTpoiicTBa, Ha XpaHeHue CDR-¢dainos BbigeneHo 30 MB. Mpu 3anoJHeHMU NAMATU B onpeaesieHHbIX
rpaHuuax byaet UHAMLMPOBATLCA aBapus.

Tabnuua 14 — MHaMKauua aBapumn

CoctosiHue YpoBeHb aBapuum OnucaHue aBapuu
MHAUKaTopa Alarm
MUraeT KPacHbIM KpuUTnyeckas OwnbKa KoHPUrypaumnm
CBETOM (critical) MoTtepa sip-moayna

ABapwus rpynnbl AMHUI OKC-7 (npu yctaHoBNeHHOM dnare MHOUKayuA
asapuu B meHo «Mapwpymu3sayus/Ipynnel auHult OKC»)

ABapus notoKa (npu yctaHoeBnaeHHoM ¢nare MHAukayua Alarm B meHio
«lMomoku E1/®usu4eckue napamempoi»)

FTP-cepBep HefoCTyneH, onepaTMBHAA NAaMATb AN1A XPAHEHUA
CDR-¢aiinos 3anonHeHa cabiwe 50 % (15 — 30 MB)

Pe3seps — BeAOMbI He NOAKAOUYEH
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FOPMUT KPacHbIM CBETOM | He KpUTUYecKan
(errors)

ABapus nnHKa OKC-7 (npu yctaHoBneHHoM dnare MHOUKayua asapuu B
meHto « Mapwpymusayus/Fpynnsi auHul OKC»)

MNoteps VolP-cybmoayna (MSP)

ABapus cMHXpoHU3aumm (paboTa B pexkmme free-run)

FTP-cepBep HefoCTyneH, onepaTMBHAA NAaMATb ANA XPAHEHUA
CDR-dalinos 3anosHeHa go 50 % (5 — 15 MB)

Peseps — BEAOMbIﬁ He NoAK/K4YeH N0 O AHOMY U3 TIMHKOB

FOPUT KENTbIM CBETOM | NpeaynpexKaeHuns
(warning)

YpaneHHaa aBapua NOTOKa

CWHXPOHM3aLMA OT MeHee NPUOPUTETHOTO UCTOYHMKA
(bonee NpUoOpPUTETHBIN HEQOCTYMNEH)

FTP-cepBep HefOCTyNeH, onepaTnBHasn NaMaATb /1A XpaHEeHUsA
CDR-¢alinos 3anosiHeHa go 5 MB

Pe3epB — Ha Be4OMOM ycTaHOB/IeHa Apyrasa sepcus MO

26 Wcnonb3oBaHue PyHKLMUOHANBHOU KHOMKKU «F»

CDYHKLI,MOHaJ'IbHaFI KHOMKa «F» MCNonb3yeTca ONA nepe3arpysku YCTDOﬁCTBa, BOCCTaHOB/1IEHUA 3aBOACKOﬁ
KOHd)VII'ypaLI,VIVI, d TakKXe anAa BOCCTaHOBNAEHNA NapoaA.

MopsfdoK cbpoca K 3aBOACKMM HAcTPOMKam Ha BK/OYEHHOM YCTpoWcTBe npusedeH B Tabauua 13 wm

Tabnunuya 14 B pasgene 2.5.3.

Mocne BOCCTAaHOBNEHMS 3aBOACKOM KOHOUIypaLumn K yCTPOMCTBY MOXKHO byaeT 0b6patuTbes no IP-agpecy

192.168.1.2 (macka 255.255.255.0):

—  yepes Telnet/SSH 6o console: nornH admin, naponb rootpasswd;
—  yepes web-uHTepdeiic: norH admin, napons rootpasswd;

Janee MOXHO COXPaHUTb 3aBOACKYHO KOH(I)MI'ypaLI,VIIO, BOCCTAaHOBUTb MNapo/ib WUAN Nepe3arpy3nTb

YCTPOWCTBO.

2.7 CoxpaHeHue 3aBOACKOI KOHOUrypauum

[NnA coxpaHeHWs 3aBOACKON KOHOUTYpauuu:

— npowusseguTe cbpoc YCTPOMCTBA K 3aBOACKMM HacTpoKkam (pasgen 2.5.3);
— noaknounTechb Yepes telnet 1Mbo console, ncnonbsya noruH admin, naponb rootpasswd;
— BBeauTe KomaHay sh (ycTpoicTeo BbingeT n3 pexkuma CLI B pexkmum SHELL);

— BBeAUTE KOMaHAY save,

— nepesarpysuTe yCTPONCTBO KOMaHAoN reboot.

YCTpOIACTBO 3arpy3mnTca ¢ 3aBOACKON KOHUrypaume.

ER R B I i S I i I e b A I b b I b b b b S b b Sh b b dh b b db e e

* Welcome to SBC-1000 *

ER R B R I i S I I S S I b A I b b I b b b I S b b b Sh b b Sh b b db b b db 4 4

smg login: admin
Password: rootpasswd

Ak A Ak Ak hhhkhAhkhhkhhkhkhhkhhdhkhkhkhhkkhkhrhkhkhhkhkhkhhkkhkdhkhkkxxk*xx%x

* Welcome to SBC-1000 *

BRI e i b S b S 2R S b S b I S b I S db S S R b S b I S b S db b S db b S b b 4

Welcome! It is Wed Mar 11 08:45:20 NOVT 2015
SBC> sh

/home/admin # save

tar: removing leading '/' from member names
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2.8

2.8.1

*kkkkkxkkx

*kkkkhkkxkk*

***Saved successful
New image 1

Restored successful
/home/admin # reboot

BoccraHoBneHue napona
BoccmaHoeneHue napons CLI

[na BoCcCTaHOBAEHUA Napons:

npousseanTe cbpoc ycTpoicTBa K 3aBOACKMM HacTpolikam (pasaen 2.5.3);

— nopgkntountech Yyepes Telnet, SSH nnbo Console;

— BBeauTe KomaHay sh (ycTpoiicTBO BbinAeT 13 pexkmuma cli B pexxkum shell);

— BBEAMTE KOMaHAay restore (BOCCTaHOBUTCA TEKYLW,AA KOHUIypauus);

— BBEAUTE KOMaHAay passwd (ycTponcTeo NoTpebyeT BBECTM HOBbIW NAPOAb U €ro NOATBEPKAEHME);
— BBEAMUTE KOMaHAy save,

— nepesarpysuTe yCTPONCTBO KOMaHAon reboot.

YCTpOIACTBO 3arpy3mnTca ¢ TeKyLwen KoHdUrypaumen 1 HOBbIM MNaposiem.

B cnyyae nepesarpysku 6e3 BbINOAHEHUSA KaKMX-IMBO AeiCTBUIA, Ha YCTPOMCTBE BOCCTAHOBUTCA TEKyLLas

KOHPUrypaumsa 6e3 BOCCTAHOBNEHMA MapoAan. YCTPOMCTBO 3arpysvTcs C TeKywen KoHdurypaumen m crapbim
naposiem.

ER R B R b b I b b b I b b b b S b b Sh b b dh b b b 4 4

* Welcome to SBC-1000 *

LR I e I b I S b S b S b S b b S b b S SR i S b b db b S S b I Sb b I Sb b S S b Y

smg login: admin
Password: rootpasswd

BRI e i b S b S IR e S b S b b S b S b b S R I S b I S b I db b S db b I b b 4

* Welcome to SBC-1000 *

BRI e i b S b S IR S 2 S b b S b I S dh b S R I I b I S b S db b S db b S b b 4

Welcome! It is Fri Jul 2 12:57:56 UTC 2010
SBC> sh

/home/admin # restore

New image 1

Restored successful

/home/admin # passwd admin
Changing password for admin

New password: 1lg2w3edr5téy

Retype password: lg2w3edr5téy
Password for admin changed by root
/home/admin # save

tar: removing leading '/' from member names
kAhkk Kk khkkkhk*k

*kkkkkhkkhkhKhk
***Saved successful
New image O
Restored successful

# reboot
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2.8.2

oy,

BoccmaHoeneHue napona WEB
[na BoccTaHOBNEHMA Napons:

— npousBeguTe cOPOC YCTPOMCTBA K 3aBOACKMM HacTponKam (pasgen 2.5.3);
— noakntounteck Yyepes Telnet, SSH nnbo Console;

— BBeauTe KomaHay sh (ycTponcTBo BbINgeT u3 pexuma cli 8 pexxkum shell);
— BBeAWTe KOMaHAy restore (BOCCTaHOBUTCA TEKyLLAA KOHOUIypaumsa);

— noAkntoumnTech K web-uHTepdeicy yctpoiictea no agpecy 192.168.1.2;

— 3angute B pasgen "Monb3oBatenn: YnpasneHue";

— CMeHUTe Naposib Ans nosib3osatens admin;

— B KOHCO/IM BBEAUTE KOMaHAy save;

— nepesarpysuTte yCTPOMUCTBO KOMaHAoW reboot.

CoxpaHAaTb KoHpurypaumio us WEB npu BOCCTaHOBI€HUM NAPOIA HE PeKOMEHAYETCS, T. K. 3TO MOXKeT
NpUBECTU K noTepe COXpPaHEHHo KoHdurypauum ycrpoictsa. Mcnonb3yinTe KomaHpy save wu3
pexuma shell.

YCTPOMCTBO 3arpy3unTca C TeKyLe KoHbUrypaumeid 1 HOBbIM Naposiem.

B cnyyae nepesarpysku 6e3 BbINOAHEHUA KaKMX-IMBO AeCTBUIA, Ha YCTPOMCTBE BOCCTAHOBUTCA TEKyLLan

KOHduUrypauma 6e3 BoCCTaHOBNEHMA MapoaA. YCTPOMCTBO 3arpysuTcsa C Tekywen KoHdurypaumein M crapbim
naposem.

ER I e I b S b S b I S b S b b S b I S b B S b I S b S S b S Ib b S Sb b S S b Y

* Welcome to SBC-1000 *

R IR IR e 2 A b S dh I b 2b Ib b b dh S b S Ib b db b b 2 Sb b b Ib I db  Sb b db Sb b b db Ib b db g 4

smg login: admin
Password: rootpasswd

BRI e I b S b S IR e S b S b I S b b S b I S b b db b I S b S db b S db b S b b 4

* Welcome to SBC-1000 *

Ak Ak kA hhhkhrhkhhkhhhkhhkhhdhkhkhkhhkhkrhkhkhkhkhkhkhhkkhkdxhkhkkxk*xx%x

Welcome! It is Fri Jul 2 12:57:56 UTC 2010
SBC> sh

/home/admin # restore

New image 1

Restored successful

Ha aTtom 3atane npounssogmtca cmeHa napona ns WEB.

/home/admin # save

tar: removing leading '/' from member names
R IR IR I e b b 4

*kkkkkhkkhKhKhk
***Saved successful

New image O
Restored successful

# reboot
2.9 KomnneKTt noctaBku
B 6a30BbIl1 KOMNAEKT NOCTaBKM ycTponcTea SBC BxoaaT:
—  TMorpaHunyHbIN KOHTpOANep ceccuit SBC;
—  KomnnekT Kpennenua B 19" cToitky;
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—  TNamATKa o AOKyMeHTauuu;

—  [eknapauma cooTBeTCTBUSA;

—  PyKoBoacTBO No 3KcnayaTaummn Ha CD-gucke (onuMOHanbHO);
—  Macnopr.

an Ha/IM4YnNUN B 3aKa3e TaKxKe MOryT 6bITb NOCTaB/IEHDI:

—  Mini-Gbic (SFP).
2.10 MHCTpYKLI,VIM no TexHnKe 6e3onacHoOCTU

2.10.1 O6wue ykazaHusa

Mpu pabote c obopyaoBaHnem Heobxoammo cobntoageHne TpeboBaHMi «lpaBua TEXHUKKM Be3onacHOCTH
npw 3KcnayaTaLumm 3N1eKTPOYCTaHOBOK NoTpebutenemn».

3anpewaerca pa6otatb ¢ 060opyaoBaHMEeM AULAM, He AOMYLLEHHbIM K pa6oTe B COOTBETCTBUMU C
H Tpe6oBaHMAMMU TEXHMKMU 6€30NacHOCTUN B YCTaHOBNEHHOM NopagkKe.

3KCI‘I}1yaTaLI,VIH YCTpOl\/‘ICTBa A0/ KHa Npon3BoaAnUTbCA NHXKEHEPHO-TEXHNUYECKMM NEPCOHANIOM, NpoweaLnm
cneunanbHyO NOAroToOBKY.

MoAKAoYaTb K YCTPOWCTBY TONLKO FOA4HOE K MPUMEHEHUIO BCOMOoraTeibHoe 06opyaoBaHue.
YcTpoiictBo SBC npegHasHaueHo 4/1A KPYroCyTOYHOM IKCNyaTauym Npu CAeayroLwmx YCI0BUAX:

— TemnepaTypa oKpy:Katowel cpeapl oT 0 go +40 °C;
— OTHOCUTeNbHan BNaXHOCTb Bo3ayxa Ao 80 % npu Temnepatype 25 °C;
— aTmocdepHoe gasneHue ot 6,0x10*4 go 10,7x10*4 Ma (ot 450 Ao 800 mm pT.CT.).

He noasepratb yCTpOﬁCTBO BO3A€I7ICTBVII-O MeXaHNYECKUX yaapos u KOJ'IEGBHVIﬁ, a TaKXe ObiMa, MblJn,
BOAbl, XMMNYECKUX PeareHToB.

Bo n3berkaHne neperpeBa KOMMNOHEHTOB YCTPOWCTBA M HapyLleHua ero paboTbl 3anpeLLaeTca 3aKpbiBaTb
BEHTUNALMOHHbIE OTBEPCTMA MOCTOPOHHMMM MpegMeTaMM UM pasmelaTb npegmMeTbl Ha MOBEPXHOCTU
obopynosaHus.

2.10.2 TpebosaHusa anekmpobeszonacHocmu

Mepen nogxntouYeHMEM YCTPOMCTBA K UCTOYHMKY MUTaHMA HeobxoguMMo npenBapuTenbHO 3a3eMIUTb
Kopnyc obopyaoBaHWA, MUCNONb3ya KaemMmy 3a3emneHus. KpenneHue 3aszemnsiowero nposoda K Kaemme
3a3eMNeHna A0MKHO BbITb HafeXHO 3aPpUKCUPOBaAHO. BeanumHa ConpoTUBAEHNA MEXKOY KNEMMOMN 3alUTHOIO
3a3eMNeHNA N 3eMNAHON LIMHOM He Ao/KHa npesbiwaTth 0,1 Om.

Mepen nogKntouYeHUMEM K YCTPOWCTBY M3MeEpPUTEsIbHbIX MPUOOPOB M KOMMblOTEPA, MX Heobxoaumo
npeaBapuTeNbHO 3a3eMIWUTb. PasHOCTb MOTEHUMANOB MeXKAY Koprnycamu o06opyaoBaHMA U U3MEPUTENbHbBIX
nNpubopoB He A0/XKHa npeBbiwaTh 1 B.

Mepen BKAOYEHWEM yCTpoicTBa ybeauTbCA B LENOCTHOCTM Kabenel M MX HaOEeXKHOM KpenaeHun K
pasbemam.

Mpu1 YCTaHOBKE UM CHATMM KOXyXa HeobXxoanMmo ybeanTbCa, YTO 31eKTPONUTaHME YCTPOMCTBA OTK/OUYEHO.
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2.10.3 Mepobi 6e3onacHocmu npu HAAUYUU CMAMUYecKo20 3nekmpuyecmed

Bo wusbexkaHWe MNOJIOMOK 3/1eKTPOCTAaTUYECKOrO XapaKTepa HacToATe/NbHO PEeKOMEeHAYeTCa HaAeTb
cneuunanbHbli nosc, 0byBb UM bpacneT AnA NPefoTBPaLLEHMA HAKOMJIEHUA CTaTUYECKOro 3/1eKTpuyecTsa (B
cnyyae bpacneTa ybeamTbCs, YTO OH MJIOTHO MPUMBIKAET K KOXKE) M 3a3eM/IUTb WHYP nepes Hayasom paboTbl ¢
obopypoBaHuem.

2.10.4 TpeboeaHus K 3neKmponumaruro

2.10.4.1 TpebosaHus K eudy UCMOYHUKA 37eKmponumaHus

ONeKTponNuTaHMe [O/MKHO OCYWEeCTBAATbCA OT WCTOYHWMKA MNOCTOAHHOTO TOKA C  3a3eMJIEHHbIM
NMONOXKMUTENbHbIM MOTEHUMANOM C HanpaxeHvem 48 B, nnMb60 OT WCTOYHMKA AUCTAHLMOHHOTO MUTaHMUA
NOCTOAHHOrO TOKA HanpaxXeHnem o 220 B.

2.10.4.2 TpebosaHus K 00nycmumMbIM USMEHEHUAM HanpAaXeHUsa UCMOYHUKA NUMAHUs NocmMosaHH020 MOKad

N3meHeHMAa HanpAXeHNA UCTOYHUKA NUTaHMA C HanpAaXeHnem 48 B gonyckatoTca B npegenax ot 40,5 no
57 B.

B Cclydae CHUXEeHUA HanpAXeHuAa UCTOYHWUKA SNEKTPONMUTaHUNA HUXKe [0oNyCTUMbIX npeaenos U npu
nocneaywouem BOCCTaHOBNEHUU  HAMPAXKEHUA  XaPaKTEPUCTUKKM  CPpeacTtBa CBA3M  BOCCTAHAB/IMBAKOTCA
dBTOMATUYECKMN.

2.10.4.3 TpeboeaHus K 8onycmumbiMm MomMexam UCMOYHUKA 3/1eKmponumaHus nocmMosHH020 MoKa

O6opynoBaHWe [OMKHO HOPMaNbHO PYHKUMOHMPOBATL NPU NOMEXAX UCTOYHUKA INEKTPOMUTAHUSA, He
NpPeBbILAOWNX NpMBEAEHHbIX B Tabamua 15.

Ta6nmu,a 15 — Tp86OBaHMH K 40NYyCTUMbIM NOMeXamM UCTOYHUKA INEKTPOMUTAHNUA NOCTOAHHOIO TOKa

Bupg nomexu 3HaueHue
JonyctMmoe OTK/IOHEHWE HaNpPAXKEHNA OT HOMWHANbHOTO 3HaYeHUA, %:
ANnTenbHocTbio 50 mc -20
ONNTENbHOCTbIO 5 MC 40
Mynbcaunm HanpaXKeHUs rapMoOHUYECKUX COCTaBAAOLWNX, MBadd
B AgnanasoHe ao 300 Iy, 50
B Agmnana3soHe Bbiwe 300 Ny, go 150 Kly 7

2.10.4.4 TpeboeaHus Kk nomexam, cozdasaembim o60pydosaHUeM 8 yenu UCMOYHUKA 31eKmponumaHus

HanpsaxeHuna nomex, cosgaBaembix 060pyLoBaHMEM B LLENMU MCTOYHUKA 3NEKTPONUTAHUA, HE [AOJXKHbI
NpPeBbIWATb 3HAYEHN N, NpuBeaEHHbIX B Tabanua 16.

Tabnnua 16 — TpeboBaHMAa K nomexam, co3gaBaembim obopyaoBaHMEM B LENU UCTOYHMKA
3/1IeKTPONUTaHmA
Bua nomexm 3HaueHue
CymmapHble nomexu B AnanasoHe ot 25 'y ao 150 My, mBadd 50
CeneKktneHble nomexu B gnanasoHe ot 300 Ny go 150 Kly, 7
B3BelweHHoe (ncodomeTpryeckoe) 3HaueHne nomex, mBrncod 2
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2.10.4.5 TpebosaHusa K UCMOYHUKY NUMAHUSA nepemMeHH020 moKa
MapameTpbl UCTOYHMKA NMMTAHUA NEPEMEHHOrO TOKa:

— MakcuMmanbHO AoNycTMMOoe HanpsaxXeHne — He bonee 220 B.

—  WCTOYHMK NUTaHMA NEPEMEHHOIO TOKA OCHALLLAETCA YCTPOMCTBOM 3aLLUTHOTO OTKAtoYeHUA (Y30).

— TMpoYHOCTb U30AALMK Lienelt UCTOYHUKA NUTAHMA NEPEMEHHOTO TOKa OTHOCUTE/IbHO KOPMNYCa BblAEePHKM-
BaeT (B HOPMa/ibHbIX ycnoBumax) He meHee 1000 B nuk.

2.11 YcraHoBKa SBC

Mepes YCTAaHOBKOW M BK/IOYEHNEM YCTPOMCTBA HEOHXOAMMO MPOBEPUTL YCTPOMCTBO Ha HaMuMe BUAMMBIX
MeXaHMYECKMX MoBpeXKAeHW. B ciyyae HanMumsa NOBPEXKAEHUIN cneayeT NPeKpaTUTb YCTAaHOBKY YCTPOWCTBA,
COCTaBMTb COOTBETCTBYIOLWMIA aKT M 06PaTUTLCA K NOCTABLLMKY.

Ecnn ycTpolCcTBO HaxoAunocb OAUTENbHOE BPemMs MPW HWU3KOM TemnepaTtype, nepeg Hayasiom paboTbl
cnepyet BblAEPKATb €ro B TeYEHME ABYX YAcOB NPW KOMHATHOM TemnepaType. ocne aantenbHoro npebbiBaHUS
YCTPOICTBA B YC/IOBMAX NOBbILEHHOW BAAXKHOCTU Nepes BKAIOYEHMEM BblAEPKaTb B HOPMAsbHbIX YCAOBUAX He
meHee 12 yacos.

CMOHTMPOBaATb YCTPOMCTBO. YCTPOMCTBO MOMKET ObiTb 3aKpenneHo Ha 19" Hecywmx CTOMKax Npy NOMOLLM
KOMIM/IEKTA KpeneKa, M0 YCTaHOB/IEHO Ha FOPU30HTaIbHOM NepdoprMpPoBaHHON NOJIKe.

Mocne ycTaHOBKM yCTpoicTBa TpebyeTca 3a3eMINTb ero Kopnyc. 9T0 HE0H6X0AMMO BbINOAHUTL NPEXKAE, YEM
K ycTpoicTBy byaeT noakatoveHa NUTaroLLaa ceTb. 3a3eMIeHME BbIMOJHATb M30/IMPOBAHHBIM MHOFOMMWIbHbIM
nposogoMm. paBuaa 3a3eMeHNA YCTPOMUCTBA M CEYEHME 3a3eMIAOLWLEr0 NPOBOAA AOKHbI COOTBETCTBOBATL
TpeboBaHMAM Y. Knemma 3azeMieHMA Haxo4MTCA B MPaBOM HUXKHEM Yy 3aaHel naHenn, PUcyHok 5, PUcyHOK
7 v PUCyHOK 9.

2.11.1 MopsadoK eKkao4YeHUs

1. MNoAKNYMUTb ONTUYECKUI M aneKTpudeckuin Ethernet-kabenm K cOOTBETCTBYIOLWMM pa3bemam yCTPOi-
cTBa.

2. MoAKNUYMTL K YCTPOMUCTBY Kabenb NuTaHMA. AnA NOAKAOYEHUA K CETU NOCTOAHHOIO TOKA MCMOJ/1b30BaThb
NpoBOJ ceyeHnem He meHee 1 mm>2,

3. Ecnm npepnonaraetca NoaKAOYEHNE KOMMbIOTEPA K KOHCONbHOMY NOopTy SBC, coeaMHUTL KOHCO/bHbIN
nopt SBC ¢ COM-noptom MK, npu aTom MK gonkeH ObiTb BbIKAHOYEH U 3a3eM/1eH B 04HOM Touke ¢ SBC.

4. Y6eamnTbca B LLeNOCTHOCTM Kabenen U nx HageKHOM KpenieHUmM K pasbemam.

5. BKAHOYMTb NUTAHWE YCTPOICTBA M ybeanTbcA B OTCYTCTBMM aBapUii NO COCTOAHMIO MHAMKATOPOB Ha ne-
pegHen naHenwu.
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2.11.2 KpenneHue KpoHwmeliHoe

B KOMM/IEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLUTEMHbI 417 YCTAaHOBKMW B CTOMKY W BUHTbI AN KpenaeHusa
KPOHLWTEMHOB K KOPMyCy YCTPOMCTBa.

PucyHok 11 — KpenneHue KpoHwTelHoB gnsa SBC-3000

[NA yCTaHOBKM KPOHLWITENHOB:

1. CoBMecCTUTe YeTblpe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TAKMMMU Ke 0TBepPCTUAMM Ha BOKOBOW Na-
Henu ycTpoiictea, PucyHok 10 n PucyHok 11.
2. C nomoLbto OTBEPTKU NPUKPENUTE KPOHLUTENH BUHTAMM K KOPMYCY.

MNosTopuTe AencTeuA 1, 2 AN BTOPOro KPOHLWTEMNHa.
2.11.3 YcmaHosKa ycmpoiicmea 8 cmoliKy
[nAa ycTaHOBKM YCTPOMCTBA B CTOMKY:

1. TPUNOXKUTE YCTPOMCTBO K BEPTMKA/bHLIM HanpPaBAAOLWMM CTOMKM.
2. CoBMEeCTMTE OTBEPCTMA KPOHLUTEMHOB C OTBEPCTMAMM Ha HanpaBAAOWMX CTOMKK. Mcnonb3yiite oTeep-

CTVA B HANPaBAAIOLWMX Ha OAHOM YpOBHe C 06enx CTOPOH CTOMKM, AnA Toro Ytobbl YCTPOCTBO pacnona-
rasoCb rOPM30HTaNbHO.

3. C NoMOLLbIO OTBEPTKM NPUKPENUTE YCTPOMCTBO K CTOMKE BUHTAMM.

[na aemoHTa)Ka yCcTpoicTBa OTCOeAUHUTb NOAKNIOUEHHbIE Kabenn U BUHTbI KPenieHUa KPOHLWTENHOB
K CTOMKe. BbIHYTb YCTPOICTBO U3 CTOMKM.
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PucyHok 13 — YcTaHOBKa ycTpoincTea B ctoiiky SBC-3000

2.11.4 YcmaHoseKka modyneii numaHus

YCTpOﬁCTBO MOXeT pa6OTaTb C OgHUM UM OABYMA MOAYyNAMU MUTAHUA. YcTaHOBKa BTOpPOro moaynA
NMUTaHUA H606XOAMM3 B C/ly4ae ncnosib3oBaHUA yCTpOVICTBa B yCcnosusAx, Tp66YI-OLLI,MX NoBbILLIEHHOM HaOEXHOCTU.

MecTa 415 YyCTaHOBKM MoAyNel MUTaHWA C 31EKTPUYECKON TOUYKMU 3PEHUS PaBHOLEHHbI. C TOYKM 3peHus
MCMO/Ib30BaHUA YCTPOWCTBA, MOAY/b NUTAHMUA, HAXO4AWMICA BAMMKE K Kpato, CUMTAETCA OCHOBHbIM, BaMKe K
UEeHTPY — pe3epBHbIM. Moayu NUTaHWA MOTYT YCTaHaBAMBATLCA U U3BNEKATbCS 6e3 BbIKAOYEHMS YCTPOMICTBA.
MpY YCTaHOBKE WMAU U3BJEYEHWUWU OOMOJHUTENBHOIO MOZLYNA MUTAHUSA YCTPOMCTBO NpoAo/KaeT paboty 6es
nepesanycka.

B ycTpoictee SBC yctaHOBNEHO 2 NpeaoxpaHnTens 610KoB nMTaHna HomuHanom 3,15 A. CamocTonTenbHas
3aMeHa NpefoxXpaHnUTeNel HEBO3MOXHA M OCYLLECTBAAETCA TONbKO KBAaAMPUUMPOBAHHBIMWU CMEUMannucTamm B
CEPBUCHOM LLEHTPE 3aBOAa-U3roTOBUTENA. YCTAaHOBKA MoAyNelN NMUTAHWNA NMOKa3aHa Ha PUCYHKE HUXKe.
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PucyHok 14 — YcTaHOBKa moAay/ien NUTaHua
2.11.5 BcKpbimue Kopnyca

MpeasapuTenbHO cneayet OTKAOYMTb NUTaHWe YCTPOMCTBA, OTCOeAMHUTL Bee Kabenu u, ecaun Tpebyetcs,
AEMOHTMPOBaTb YCTPOMCTBO M3 CTOMKK (NogpobHee B pasaene 2.11.3 YcTaHOBKA YCTPOMCTBA B CTOIKY).

PucyHok 15 — MopAagoK BckpbiTuA Kopnyca SBC-1000 (Ha 6ase SMG-1016M)
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PucyHok 17 — MopAagok BCKpbITUA Kopnyca Ha SBC-3000 (Ha 6a3e SMG-3016)
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1. C nomMoLLblo OTBEPTKM OTCOEANHUTb KPOHLUTEMHbI OT KOpNyca yCTPOMCTBa.

2. Tonbko pgna SBC-1000 Heob6xo4MMO OTKPYTUTb GUKCUPYHOLLME BUHTbI NepeaHel naHean, 3atem nots-
HyTb €€ Ha ceba o oTaeneHus oT BepxHei n 6oKoBbIx NaHenen (PucyHok 15).

3. OTKPYTUTb BUHTbI BEPXHEW NaHeNN YCTPOICTBa.

4. CHATb BEPXHIOIO NaHeNb (KPbILWKY) yCTPONCTBA, NOTAHYB €e HaBepPX.

Mpu cbopKe yCTPOICTBa B KOPMYC BbINOJHUTb BbllLeNepeyncieHHble A4eiCcTBMA B 06paTHOM nopagxe.

3

2
|

M3x6 M3x5 M3x6 M3x25 M4x10

l:ﬁﬂm]l S —

PucyHok 18 — Tunbl BUHTOB 18 cbopku SBC (Ha 6ase SMG)
Ha PucyHoK 18 npeacTaBaeHbl TUMbl BUHTOB, UCMNOJIb3yeMble AN COOPKM YCTPOMCTBA B KOPNyC:

KpenneHune KpOHLWITENHOB ANS YCTAaHOBKMU B CTOMKY.

KpenneHune KOpnycHbIX AeTaneu.

KpenneHue nnat, BEHTUAALMOHHbIX 6/IOKOB, 3ar/yLWeK, HanpaBAAIOLMX.
BWHT KpenneHnsa BEHTUAATOPOB.

BWHT 3a3emneHus.

vk wnN e

Mpwu c6opKe ycTpoiicTBa 3anpeLLaeTca UCNO/Ib30BaTb HEHAAAEKALLMUIA TUN BUHTOB ANA YKa3aHHbIX
. onepauuii. UameHeHUe TUNa BUHTA MOXKET NPUBECTU K BbIXOAY YCTPOMCTBA U3 CTPOA.

:!h

PucyHok 19 — Cbopka B Kopnyc

Mpwu c6opke ycTpoiictBa SBC B MecTo, yKasaHHOE Ha PUCYHKe Bbllue, TpebyeTca yCTaHOBUTb BUHT,
| 3a/10}KeHHbIi1 Npu npoussoacTee. U3meHeHMe TMNa BUHTa MOXeT NPUBECTU K BbIXoAy YCTPOMUCTBa
U3 cTpos.

:!h
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2.11.6 YcmaHoeKa 610K08 seHmunayuu

KOHCTpYKLI,VIFI yCTpOVICTBa npeaycMmaTtpmBaeT BO3MOXKHOCTb 3aMeHbI 6noKoB BEHTUNAUUN 6e3 oTK/oYeHUs
NMUTaHUA.

PucyHok 22 — Bnok BeHTUAsumMm B SBC-3000 Ha 6a3e SMG-3016. KpenneHue B Kopnyc

Ons yoaneHus 6noka Heobxoanmo:

1. C nomoLLblo OTBEPTKM OTCOEANHUTL BUHTLI KPENNeHUA 610Ka BEHTUAALNKN Ha 3aAHEN NaHeNun.
2. OCTOpPOXHO NOTAHYTb 60K Ha cebA A0 U3BNEYEHMA U3 Kopryca.
3. OTcoegMHUTb KOHTAKTbl 6/10Ka OT pasbema B yCTponcTBe, PUCYHOK 23.
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pa3seM NOAKNIKHEHWA BEHTUNATOPa

PucyHoK 23 — Pasbem ans noakaodeHus seHtunaTopa 8 SBC-1000 Ha 6a3e SMG-1016M

[Ons ycTaHOBKKM 6/10Ka HEOBX0ANMO:

1. CoeAMHUTb KOHTaKTbI 6/10Ka C pa3beMoM B YCTPOKCTBE.
2. BcTaBuTb 610K B KOpMyC yCTPOWCTBA.
3. 3aKkpenuTb BUHTaMKU BNOK BEHTUAALUMM HA 3agHEN NaHeNM.

2.11.7 YcmaHoeka SSD-Hakonumeneli 01 SBC-1000

PucyHok 25 — MoHTax SSD-Hakonutens
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MpoBepuTb HaIMYME NUTAHWUA CETU HA YCTPOMCTBE.

B cnyyae HannumA HaNPAXKEHUA — OTKAOUYMTb NUTAHMeE.

Ecnu TpebyeTca, AEMOHTUPOBATb YCTPONCTBO M3 CTOMKK (NoapobHee B pasaene 2.11.3).

BcKpbITb Kopnyc ycTponctea (noapobHee B pasgene

2.11.5).

5. Ecnn Ha nnate ycTpoWcTBa OTCYTCTBYET KpemneXKHbIi
WwTbipb (PucyHoKk 24), HeobxoAMMO WCMNONb30BaTb
CbEMHYIO CTOMKY:

1. npuKkpenuTb CTOMKy-PpuKcaTop K SSD-Hakonu-
Teno;

2. CHATb BEPXHMW 3aLUUTHbLIA CNOM C KNeeBon no-
BEPXHOCTU CTOMKU-DMKCATOPA;

6. YCTaHOBMUTb HaKomnuTenb B CBOOOAHYI MNO3UUUIO —

BCEro AOCTYNnHO 2 nosvuuun (PucyHok 24), n, ecan Ha

nnaTte MPUCYTCTBYET KPEMEMKHbIN LWTbipb, 3aKPenuTtb

BUHTOM, KaK NOKa3aHo Ha PucyHok 25.

AN e

Mpuv yaaneHmmn SSD-HaKoNWUTeNA BbINOMHUTb BblllenepeyncieHHole AencTemsa B obpaTHOM nopaaxe.

2.11.8 YcmaHoeka SATA-0uckoe dna SBC-2000 u SBC-3000

Mpu 3aKase Cc yCTPOMCTBOM MOTYT BbITb AONONHUTENLHO NOCTaBAeHbl SATA-AUCKU. CNOT ANs NOAKNOUYEHNS
[AMCKOB paccymTaH Ha HakonuTtenn popm-dpaktopa 2,5" TonwmHom ao 12,5 mm".

Mpwn moHTaxKe SATA-ANCKOB HEOOBXOANMO:

1. M3Bneyb HanpaBAasAoLLME CaNa3KM U3 KOpMyca YCTPocTBa (PUCYHOK 6, anemeHT 1), gns 3Toro HaxaTb Ha
KHOMKY CMpaBa A0 OTXOXAEHMUA PYYKM BbITASIKMBATENSA, 3aTEM NOTAHYTb PYYKY HA ceba A0 M3BNeYeHUA
Casiia3okK U3 Kopnyca.

2. U3Bneyb KOMNAEKT KPenera, PacnosoXKeHHbIM Nog, py4YKoi BbiTankmMeatens, PUCyHOK 26.

3aKpenuTb AUCK B NOTKe HanpaBAAOWMX Canas3oK, PUCYHOK 27.

4. BCTaBUTb Canasku € ycTaHoBAEHHbIM SATA-AMCKOM 0BPATHO B pa3bem M MpUXKaTb PyYKy BbITaIKMBaTENA
[0 XapaKTepHOro LenyKa.

w

Mpu yaaneHumn SATA-AMCKa BbINOJHUTD BblLENepeyYncieHHble AeicTBus B 0bpaTHOM nopsaake.

YcTaHoBKa v yganeHue SATA-ANCKOB MOTYT 6bITb NPOM3BEAEHbI NPU BKAKOYEHHOM NUTAaHUKW YCTPOMCTBA.

SN Komnnexr ycTanoBiu

PUCyHOK 26 — PacnofioeHne KOMMIEKTa KpeneKHbIX 31eMeHTOB Npu nocTaske
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PucyHok 28 — MoHTaxk SATA-ancKa B KOpMyc yCTPOMCTBa

2.11.9 3ameHa 6amapeiiku Yacoe peasabHO20 epemMeHU

B RTC — 3neKTpPOHHON cxeme, npeaHasHaYeHHOM A1 aBTOHOMHOIO YY4€Ta XPOHOMETPUYECKUX AAHHbIX
(Tekyuiee Bpems, gata, AeHb Hegenn U Ap.) Ha NaaTe YCTPOWMCTBA YCTaHOB/IEH 3N1eMeHT NuTaHus (baTapeiika),
MMEIOLLNI Cnesytolme XapakTepUCTUKM:

Tun 6aTapen iMTneBasn

Tunopasmep CR2032 (Bo3moKHa ycTaHoBKa CR2024)
HanpaxeHue 3B

EmKocTb 225 mA

dnameTp 20 mm

TonwwmHa 3,2 Mm

CpoK cny»Kbbl He meHee 5 net

Ycnosua xpaHeHuA oT1-20 go +35 °C
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barapea RTC

barapes RTC

PucyHok 31 — MonoxkeHue 6aTapen RTC ana SBC-3000 (Ha 6a3e SMG-3016)
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B cnyyae ecnau cpok paboTbl 6aTapeiiku UcTek, A1a KoppekTHoM 1 becnepeboliHo paboTbl o60pyaoBaHUA
HeobXoAMMO 3aMEHUTb €€ HA HOBYIO, BbIMOJIHUB CleaytolLme AeNCTBUSA:

MpoBepuTb HaMuMe NUTAHWA CETU Ha YCTPOICTBE.

B cnyyae Hanvuma HanpsKeHUsA — OTKAOYMTb NUTaHKeE.

Ecnu Tpebyetca, AEMOHTUPOBATb YCTPONCTBO M3 CTOMKK (NoapobHee B pasaene 2.11.3).

BcKpbITb Kopnyc ycTpoicTea (noapobHee B pasaene 2.11.5).

MN3Bneub oTpaboTaBwyto 6aTtapenky (PucyHok 29, PucyHoKk 30 1 PucyHoK 31) M B aHaNOrM4YHOM Nosnumm

YCTaHOBWUTb HOBYIO.

ukhwnN e

Mpu cbope ycTPOIACTBA B KOPMYC BbINOMHMTb BblllenepeyncaeHHble A4encTemsa B 06paTHOM nopagxe.

’ . MNpwn oTKAYeHHOW cuHXpoHu3aumum NTP nocne 3ameHbl 6atapeitkn RTC Heob6xopamMmo 3aHOBO
YCTAaHOBUTb CUCTEMHYIO AaTy U BPeMsA Ha YCTPOMCTBe.

’ Mcnonb3oBaHHble 6aTapeiikn nogsexKar cneunanbHon yTUAKM3aLmuu.

[
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3 OBLUME PEKOMEHAALMU NPU PABOTE C YCTPOMCTBOM

CambIM NPOCTbIM CNOCOHOM KOHPUIYPUPOBAHMSA U MOHUTOPUHTA YCTPOCTBA ABAseTcA web-KoHpurypaTop,
No3TOMY ANl 3TUX LieSieil PEKOMEHAYETCA UCNONb30BaTb ero.

Bo n3bekaHne HeECAaHKLMOHMPOBAHHOIO AOCTYNa K YCTPOMCTBY PEKOMEHAYEM CMEHUTb Napo/ib Ha AOCTyN
yepes Telnet, SSH 1 KoHconb (Mo ymonuyaHuto nosnb3osatesb admin, naponb rootpasswd), a TakkKe CMEHUTb
napo/ib 418 agMUHUCTPATOPa Ha AOoCTyn Yepes web-KoHduUrypaTop. YcTaHOBKA napona aaa goctyna yepes Telnet
M KOHCOJIb OMnncaHa B pasgene 4.2. PeKomeHAYeTca 3anmcaTb U COXPaHUTb YCTaHOB/IEHHbIE NAPO/IM B HAZEKHOM
MecTe, HEeAOCTYMHOM ANS 3/I0YMbILIEHHUKOB. TaKXKe HAcToATe/IbHO peKoMeHAyeM He OTKpPbIBaTb AOCTyn K
ycTpoiicty yepes Telnet, SSH u WEB u3 ny6anuyHol cetu.

B nokanbHOM ceTu AnA Aoctyna K web-koHpurypatopy nydywe Mcnonb3osaTb COeANMHEHWE NO NPOTOKONY
HTTPS BmecTto HTTP (HacTpolika onucaHa B pasaene Hactpoiika SSL/TLS). Ans goctyna K CLI aydwe ncnonb3osatb
npoTtokon SSH emecto Telnet. Boibop NpOTOKO/I0B A0CTYNa OCYLLECTBAAETCA B HACTPOMKAX CETEBOro UHTepdelica
(onucaHue B pasgene 4.1.4.3). TakkKe peKoMeHAyeTcA BblaennTb Ha SBC oTaenbHbIN UHTepdeNC AnA ynpaBieHus
B BblaeneHHom VLAN. [na orpaHMyeHma AocTyna K agMUHUCTPMpOBaHMIO SBC C OTAENbHbLIX Y310B MOXHO
NCMNO/Ib30BaTb TaK)Ke 6esblii CMUCOK aApecoB, C KOTOPbIX MOMKET OCYLLECTBAATLCA yrnpaBieHue (nogpobHee B
pasgene 4.1.8.6).

Bo u3bexkaHMe noTepu JaHHbIX HACTPOMKKM YCTPOMCTBA, Hanpumep, nocne cbpoca K 3aBOACKUM
YCTaHOBKaM, PEKOMEHOYEM COXPaHATb PE3EPBHYHO KOMMUIO KOHOUIypaLuMmn Ha KOMMbloTepe KaxKAbli pas nocne
BHECEHWA B HEE CYLLECTBEHHbIX U3MEHEHUIA.

B ceTn chepyeT ucnonb3oBaThb AoBepeHHble U 3awmuéHHble DNS n NTP-cepsepsbl. *enatenbHo pasmectutb
060pyA0BaHME 3a CETEBLIM 3KPAHOM, Ha KOTOPOM HacTpoeH ingress filtering.

3.1 Ob6ecneyeHne 6e30NacHOCTH BbI3OBOB

SBC nimeeT HeCKO/IbKO MeXaHU3MOB, OGECI’IEHMB&POLLI,VIX 6e30nacHOCTb BbI3OBOB:

— BcTtpoeHHbint firewall, koTopbiit obecneunBaeT cnepytowme dyHKUMM (NnogpobHee B pasgene 4.1.8.5
CtaTnueckumit bpaHgmayap):

e OunbTpauma no IP-agpecam, nopTam U NPOTOKOIAM;
o dunbTpauusa nonb3osaTenen no reorpadpuyeckomy npmusHaky (GeolP);
e OUNbTPaLMA NO CTPOKAM, COAEPHKALLUMCA B COOBLLEHUAX.

— OrpaHuyeHun BbI30BOB B npasunax Rule Set (noapobHee B pasaene 4.1.3.5):

e [eiicTtBue "reject" — nossonset 3anpeTuTb NPOXOXKAEHWE BbI3OBOB NO YCA0OBMAM, NOMAAaOLWLMM
nog, npasuno. Hanpumep, MOXKHO MCNOAb30BaTb MPABMAO AJ/a 3anpeTa MPOXOXKAeHUA
MeXayHapoaHbIX BbI30BOB "Mma 13 3aronioska To" ¢ mackon umeHun "A\+*[78]10.+";

e [eiictume "sendto..." c ucnonbzoBaHMem dunabTPOB. Hanpumep, MOXKHO YCTaHOBUTbL OFpaHUYeHne
BbI3OBOB TO/IbKO MO Poccum, ucnonb3ys npasuno "Mma us 3aronoska To" B BuMAe MacKku
"A7[3489].{9}S";

e OrpaHuMyeHMe No BpPeMeHW AeWCTBUSA MnpaBuaa. TakMm 0b6pasom, MOXKHO OrpaHUYUTbL Bpems
OEVCTBUA YCYTU CBA3K UM 3aMPETOB CBA3M, KOMBUHUPYSA OrpaHUYeHne No BpeMeHU AeUCTBUSA U
npasuna "reject" n "send to...".
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— 3awwmTa ot DoS-aTaK (nogpobHee B pasgene 4.1.8.7):

e 3awwuTa ot ICMP-dayga. B astom pexknme SBC He byaeT oTKAMKaTbcA Ha 3anpockl ICMP type 8 u
type 13;

e O6Hapy»eHue port scan. SBC 6yaeT aHann3mMpoBaTb MOMbITKM AOCTyNa M Npu 0OHApyXKEHUU
CKaHMPOBaHMA NOPTOB 3a60KMPYET HapyLLIUTENSs;

e CnucoK 3anpeuwéHHbIX KAMEHTCKMX npunoxeHuin. SBC 6yaet 6s10kuposatb SIP-3anpocbl no
obHapykeHuto B User-Agent 3agaHHbIX Wab/10HOB, KOTOPblE COOTBETCTBYIOT NOMyAApHbIM SIP-
CKaHepam U yTuanTam AnA COBepLUeHUA PasAnNYHbIX aTak;

e 3awwuTta oT SIP-¢pnyna. SBC aHanu3MpyeT aKTUBHOCTb KaK CETeBbIX XOCTOB, TaK W OTAE/bHbIX
aboHeHTOB Ha NpeaAMeT AENCTBUI, pacCMaTPUBaEMbIX KaK ¢y A nonbiTkM nogbopa naponei.
Takke SBC HaumHaeT 3ameHATb otBeTbl 404 Ha 403 pnA 3aTpyaHEeHMA CKaHUPOBAHUA
pacnpeaeneHua HOMepoBs.
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4 KOH®UTYPUPOBAHUE YCTPOUCTBA

K ycTpolcTBY MOXKHO NOAKNHOUMUTBLCA 4YeTblpbMA cnocobamu: yepes web-KoHOUrypaTop, ¢ NOMOLLbBIO
npotokona Telnet, SSH nubo Kabenem uyepes pasbem RS-232 (npu goctyne yepes RS-232, SSH nnbo Telnet
ncnonb3yerca KomaHaHasa KoHcosb CLI).

DnA coxpaHeHMA U3MEHEeHHOW KOHPUrypauum B 3HEProHe3aBUCUMMYIO NAMATb UCNO/b3yiTe
meHo «Cepsuc/CoxpaHutb KoHdurypaumio so Flash» B web-koHdurypatope nmbo KomaHay
copy running to startup save B KOMaHAHOW KOHcoawm CLI.

4.1 Hacrpoiika SBC uepe3 web-koHpuryparop

[na Toro 4to6bl NPOM3BECTM KOHPUIYPUPOBaAHME YCTPOMCTBA, HEOBXOAMMO NOAKNIOUMUTLCA K HEMY Yepes
web-6paysep (nporpammy-npocMOTPLLMK TMNEPTEKCTOBbLIX AOKYMEHTOB), Hanpumep, Google, Firefox, Internet
Explorer u 1. a. BBectn B cTpoke bpaysepa IP-agpec ycTpoicrsa:

3aBoackoii IP-agpec yctpoiictea SBC 192.168.1.2, macKa cetu 255.255.255.0.

Mocne BBoga IP-agpeca yCTPOMCTBO 3aNpoCcuT MMS MO/Ib30BaTENA U Naposib. TaKkKe 34eCb MOXKHO BblbpaTb
A3bIK, KOTOPbIN ByaeT ucnonb3oBaTbes B UHTEpdelice.

Session Border Controller

WA none30EaTenA
Napons
Aselk MHTEpOEACa| Pyccrmi ¥

Boimm

Mpun nepBom 3anycke umsa nonb3osatena: admin, naponb: rootpasswd.

Mocne nonyyeHusa JoCTyna K web-KoHOUrypaTopy OTKpoeTCs MeHto «MHgopmayusa o cucmeme.

Session Border Controller Kowg ABapuii Het.
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Ha pucyHKe HUKe NpeacTaBieHbl 31eMEHTbI HaBUrauMmM web-KoHburypartopa.

Compasery Esegurcaces 13 FLASH

ynpaBneHnA

Nepeastyon MTF wrweerta
Ty 345 b n e b
T I ET o Wb

Depero MaHens CurHanuaaumA ABTopH3aLNA

HaBurauumn ynpaeneHuA agapmi

Habik
Signaling & Media Gateway Kondurypar AR WHTeptpeica

1) Maam .2 runtarParz MpEBEEH MyFEBaLing 1 WoHEy st @ & [ Nowex
I Vs Trties h IEmey
I By Toamsing pcyTan
E-QMR Mowcy macew mo wabnowy |

[B_hmrmn Mpadauck N0 NS VHITHSHHID  AESAHITs

Mpadwacm NAgHE HYSEESUHH

W Y| Wecno ofpes & TeEAwus | = Tocrikh croshuus 1 k3 §

Knonkw Mone

HACTpoOeK

ynpasneHuA

PucyHOK 32 — dnemeHTbl HaBuraumm web-koHourypaTopa

OKHO NoNb30BaTeNbCKOro MHTEpdeiica pa3aeneHo Ha HeCKobKo obnacTeit:

Jepeso Hasuzayuu — CAYMMT ANA yhnpaBieHWAa MojAem HacTpoek. B aepese Hasuraummu
nepapxuyeckm otobparkeHbl pasgenbl YNpasAeHUA M MeH0, Haxodsalimeca B
HUX.

Mone Hacmpoek — 6asupyeTca Ha Bblbope nonb3osaTensa. [lpegHasHayeHo AaA MPOCMOTPA

HaCTPOEeK YCTPOMICTBA M BBOAA KOHOUIYPALMOHHBIX A3HHbIX.

MaHenb ynpasneHus — MaHeNb 418 ynpaBaeHNUa Nosem HacTpoeK u coctossHnem MO ycTpoicTsa.
MeHto ynpasneHus — BbINaJAoLLMe MEHIO NAHENN YNPABAEHNA NOSEM HAaCTPOEK U cocToaHMem MO
yCTpoWcTBa.
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CueHanuzayua asapuli — CNYXUT AN 0TObpaXKeHUs TEKYLLEN NPUOPUTETHOW aBapuK, TaKKe SBASETCA
CCbIIKOM gns paboTbl € XKYPHANOM aBapUIHbIX CODbITUIA.

Asmopu3sayus — CcCblnKa gnAa paboTbl C Napo/isamu AOCTyna K yCTpoMncTey 4depes web-
KoHduUrypatop.

A3bik uHMepdgelica — KHOMKM 4N NepekntoyeHmn asbika UHTepdelica.

VKOHKU ynpasneHus — 3/1eMeHTbl ynpaBaeHua ana paboTbl C 06beKTaMM NOAA HACTPoeEK, Ay6anpyoT

MeHI0 « OBbEeKTbI» Ha NaHen yrnpasaeHnua:

— flobasums 0b6vekm;
»_ Pedakmuposams 06vekm;
r Yoanume o6vekm;

— Mocmompemes ob6vekm.
KHonku ynpasneHus — 3/1eMeHTbl ynpasaeHua aaa paboTbl C NOJIEM HAaCTPOEK.

Bo nsbexkaHne HecaHKLMOHUPOBAHHOIO AOCTyNa Npu AanbHenwwel paboTe C yCTPOIMCTBOM peKomeHayeTca
M3MeHUTb Naponb (pasaen 4.1.8.1).

V Knonka ¥ («Mopackaska») pagom ¢ 3n1eMeHTOM pefaKTMPOBaHNA NO3BOAAET NOAYYUTb NOACHEHUA
no AaHHOMY NapameTpy.
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4.1.1 CucmemHble napamempol

B fgaHHOM pasgene nNpoM3BOAMTCA HACTPOMKA CUCTEMHbIX MapaMeTPoOB M OrpaHuMYeHuin o6paboTku
3anpocos.

CucTeMHble napameTpbl

WMA ycTpoiicTea ‘SBCTOOO

MyTb K AUCKY ANA XPAHEHWA TPACCUPOBOK \ default v
YCTPOICTBO AN @8apUIHOTO NOrMPoBaHiA | | Het v|
WHaukaums asapui

PaboTa BeHTUNATOpO8

3arpy¥e+HOCTs npoueccopa

Mcnons308aHie 0NepaTUBHOM NaMATH
3anonHeHne BHeLHWX HakonuTenen

ABapuy Pe3epEHPYIOLLEro yCTPOHCTEa

OTCyTCTBUE CBA3M C BEAOMBIM

Orpannyensmne oBpadoTkn zanpocoa INVITE

Orpaxuyenne odpadoTku 3anpocos SUBSCRIBE | ]
OrpanuyeHie 0OpaboTku ocTansHeIx 3anpocos | [

Orpanuyexue obpaboTku 3anpocoe SBC
3anpocs! INVITE, e/3 cek | [ 15 v

3anpocsl SUBSCRIBE, e/3 cex || 15 v

OcransHsie 3anpocsl, ea/3 cex \ 15 v

3alWnTHsIIA TaliMayT AN OTO0A BbI30808 Gea media, MuH @) ‘30

Hacrtpoitku SIP

BrnounTe cTatucTiky SIP Boizosos | [

Mepenasate cumeon # Gea koauposaHua | [

| Coxpawuts || Ommenuts

ABTOMAaTH4eCKOe KOH(UIYpUPOBaHue

BxniounTe asToodHosnexue | ]

McTouHmMK
Mpotokon
AyTEHTUDUKAUNA
ma
Mapons
Cepeep | update.local

OGHOBNATL KOHMUIypaLMIo

Wms cbaiina koHurypaum | a8.f9.4b.88.70.a6.cfg

Mepuoa 0GHOBNEHUA kKoHdUrypaumu, muk @ | 30

O6HoBNATs MO

Mm#a chaitna eepcuin MO | SBC1000.manifest

Mepwog oGHoaneHuA MO, mun @ | 30

| Coxpauuts || Otmenms
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CucmemHole napamempeol

—  Wmsa ycmpolicmea — HaMmeHOBaHMWe YCTPOWMCTBA, BbIBOAMMOE B 3arosioBke web-koHdurypatopa (He
ncnosbayeTtcs B AaHHoW Bepcum M0);

—  [ymeoe K Qucky 0514 XpaHEHUA MPAccUupOB8OK — BO3MOMKHOCTb COXPAaHEHMA OTAaf04YHOM MHOpMaL MK
(TpaccmpoBoK) B onepatmBHoM namatu (RAM), niMbo Ha yCTaHOBNEHHOM HaKonuTene:

— default — oTnapo4Has MHPOpPMALMA COXPAHSETCA B ONepaTUBHYHO NaMATb;

— /mnt/sdX — nyTb K 10Ka/IbHOMY HaKOMMTEt0, HacTPoiKa oTobparkaeTca Npu yCTaHOBEHHOM
HakonuTene. Mpu Bbibope HaKkonuTens Ha Hem DyaeT co3gaH KaTanor logs, B KoTopom byayT
XpaHUTbCs dalinibl TPACCUPOBOK,;

—  Yempolicmeo 004 asapuliHozo nozuposaHus — Bbibop HaKONUTENA ANA 3aNUCU KPUTUYECKUX aBapUit-
HbIX COOBLEHNI B SIHEPrOHE3aBMCUMYIO NamMATb. JaHHas onuusa Heobxoanma Npu BbIACHEHUWN NPUYUNH
nepesanycka uan BbiIxoga U3 cTpos 060pya0BaHUS:

— /mnt/sdX — BbI6Op NYTU K IOKaNbHOMY Hakonutento. MNpu BKAOYEHUM AaHHOWN ONUMU Ha HaKo-
nutene cosaaetca ¢ann alarm.txt, 8 KOTOPbI 3aHOCUTCA MHPOpPMALMA 06 aBapusX.

Mpumep ¢paiina alarm.txt

. 24/09/13 20:03:22. Software started.

. 24/09/13 20:03:22. state ALARM. Sync from local source, but sync source table not empty
. 24/09/13 20:03:22. state OK. PowerModule#1. Unit ok! or absent

. 24/09/13 20:03:31. state OK. MSP-module lost: 1

. 24/09/13 20:03:34. state OK. MSP-module lost: 2

. 24/09/13 20:03:38. state OK. MSP-module lost: 3

. 24/09/13 20:03:42. state OK. MSP-module lost: 4

o U, WNBEL O

OnucaHne dopmata danna:

0, 1, 2... — NOPAAKOBbLIV HOMepP CObbITUS;

24/09/13 — paTta BO3HUMKHOBEHMA COBbLITUSA;

20:03:22 — Bpemsa BO3HUKHOBEHMA COObITUS;

ALARM/OK — Tekyuiee coctosHue cobbitua (OK — asapusa HopmanusosaHa, ALARM — aBapwua
aKTMBHA).

Tabnnua 17 — MNMpumepsbl BbIBOAUMbIX COOOLLEHMI 06 aBapuax

ABapuitHoe coobLieHue PacwudposKa

KoHdurypaums He npountaHa OwnbKa panna KoHouUrypauum

BblcoKkas 3arpyska npoueccopa ABapus BbICOKOW 3arpysKku npoueccopa

Port Scan Detector BbikatoueH

NHPopmaLMoHHOE coobLieHMe O BbIKAOYEHHOM 3aLmTe OT
Port Scan B KoHGUrypaumm

3anyck N0 V.1.X.X.X

MporpammHoe obecnevyeHune 3anyueHo

Ha Begomom ycTpolicTee ycTaHOBAEHA Apyras
Bepcua MO

YcTpoiicTa B pesepse MMetoT pasHble Bepcuun M0

OTCYTCTByeT nogKkntoyeHme C BeJOMbiM

OTcyTCTBYET NOAK/OYEHNE C Pe3epPBHbIM YCTPONCTBOM M60
NONHOCTbIO, NMBO Ha 0AHOM U3 IMHKOB. Bo BTOpoMm caydae B
napametpax byfeT yKasaHO, Ha KaKOM JIMHKe NoTepsiHa CBA3b

CmeHa cocToaHuA B rpynne pesepsa

Mpou13oLWwno nepecornacoBaHue ycTpPOCTB B pe3epse

OI'IepaTMBHaﬂ NaMATb 3aKaHYMNBaAETCA

OnepaTtnBHasA NaMATb 3aKaHYMBaeTCA. BO3MOXKHbI 3 ypOBHSA
aBapuu — npegynpexaeHue (octanocb meHee 25%
cBoboaHoOM NnamsTn), aBapua (MmeHee 10%), KpUTHMYecKas
aBapus (meHee 5%)

He yaanocb otnpasutb CDR-pannbl no FTP

Mpobnema otnpasku daiina CDR Ha FTP-cepsep

3anyck MO ycTpoicTea

3anyck MO ycTpoiicTBa
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—  Ycmpolicmeo 0014 n02upo8aHUA XypHAaa 6ezonacHocmu — BblbOp HaKonuUTeNa ANnA 3anmMcy cobbITuit

ypHana 6e30nacHOCTM B S3HEPro3aBUCUMYIO NaMATb:
— /mnt/sdX — BbI6OP NYTU K SIOKaNbHOMY Hakonutento. Npu BKAOYEHUW AaHHOM OMNUMK Ha HaKo-
nutene cosaaetca ¢alin security.txt, B KOTOPbI 3aHOCUTCA MHOPMALMA O COBLITUAX KypHana
6e3sonacHocTy.

Mpumep d¢palina security.txt

0002. 12/03/25 13:10:44. [105] SBC_UNSAFE_UA_DETECTED. src 192.168.6.13:5070 dst 192.168.6.14:5060
FROM '23000@192.168.6.14:5070' TO '10000@192.168.6.14:5060' desc 'unsafe user agent: sipv'

0003. 12/03/25 13:10:44. [107] DYNAMIC-FIREWALL.Address '192.168.6.13' is blocked after 1 hits
for 600 sec. with cause: 'SIP: Forbidden - Blocked by SBC : unsafe user agent: sipv'

OnucaHue ¢opmaTa ¢aiina:

0000, 0001, 0002... — NOPAAKOBbI HOMEpP COObITUSA;

12/03/25 — pata BO3HMKHOBEHMUA CObbLITUA;

13:10:44 — BpemsA BO3SHUKHOBEHUSA COBbITUSA;

[102, 103, 104...] — Kopa, cobbITUs ¢ nocneaytolen pacindpoBKoii.

Kopg cobbitus Tun cobbiTna

102 ALARM_SBC_CALL_FORBIDDEN

103 ALARM_SBC_REG_FORBIDDEN

105 ALARM_SBC_UNSAFE_UA DETECTED
109 ALARM_SBC_RTP_ATTACKED

107 ALARM_SSHGUARD

104 ALARM_SBC_SIP_ATTACKED

PaclwundpoBKa TMna cobbiTUA NpuBeaeHa B pasgene 4.1.2.6 ypHan 6e3onacHoOCTH

UHOukayusa asapuii

Paboma seHmMuaamMopos — Npw yCTaHOBAEHHOM diare B cuUcTemy ynpasaeHusa byaeT BblaaBaTbCA aBa-
pUA 0 HENMCNPABHOCTM BEHTUAATOPOB;

3azpyxeHHOCMb npoueccopa — Npw ycTaHOBAEHHOM daare B cMcTemy ynpasaeHuna byaeTt BblAaBaTbcA
aBapuA O BbICOKOW 3arpy3Ke NpoLeccopa;

Ucnone3osaHue onepamusHol namamu — Npu yCTaHOBAEHHOM dnare B cMcTemy ynpasneHus byaeT Bbl-
[aBaTbCA aBapuMA 0 3aKaHUMBatoLLelca cBob6oAHOM onepaTMBHOM NaMATH;

3anonHeHue 8HeWHUX HaKonumeseli — Npu ycTaHOBIeHHOM ¢nare B CUCTeMy ynpaB/ieHus byaeT Bblga-
BATbCA aBapuA O 3aKaHYMBAOLLEMCA CBOBOAHOM ANCKOBOM NPOCTPAHCTBE HA BHELWHUX HAKOMUTENAX;
Asapuu pesepsupyrouje2o ycmpolicmea — npu ycTaHOBAEHHOM dnare B CUCTEMY ynpaBieHUs byayT Bbl-
[aBaTbCA BblenepeyncaeHHble aBapmmn C Pe3epBUPYIOLLLErO YCTPOMCTBA;

Omcymcmaue cesa3u ¢ 8e00MbiM — NPU YCTaHOBAEHHOM diare B cUcTeMy ynpasaeHusa 6yayT BblAaBaTbCA
aBapum 06 OTCYTCTBMM CBA3U C pe3epBUPYHOLLMM YCTPONCTBOM Ha IOKAIbHOM M FN0H6anbHOM NNHKAX;
OzpaHuyeHue obpabomku 3anpocos INVITE — npu ycTaHoBNeHHOM dnare B CUCTEMY ynpaBaeHus byayt
Bbl4aBaTbCA aBapun O NPEBbLIWEHNN MaKCMMANbHO Pa3peLleHHOro KoJIn4yecTBa O4HOBPEMEHHbIX 3aMpo-
coB INVITE, 3agaHHoe B pasgene «OrpaHuyeHne o6paboTku 3anpocos SBCy;

OzpaHuyeHue obpabomku 3anpocoe SUBSCRIBE — npwu ycTaHOBAeHHOM dnare B CUCTEMY ynpaBieHus
6y4yT BblAaBATLCA aBapUM O NPEBBILEHUN MAaKCMMa/IbHO PA3pPELlEHHOrO KOIMYeCTBa O4HOBPEMEHHbIX
3anpocos SUBSCRIBE, 3agaHHoe B pasgene «OrpaHuyeHme ob6paboTKM 3anpocoBy;

OzpaHuveHue 06pabomKu 0cmasnbHeIX 3aMNPoOcos8 — Npu YCTaHOBAEHHOM dnare B CUCTEMY YNpPaBAeHUs
6y4yT BblAaBATLCA aBapPUM O NPEBBILEHUN MAaKCMMa/IbHO PA3pPeLlEHHOrO KOIMYeCcTBa O4HOBPEMEHHbIX
3anpocos, oTanyHbIx oT INVITE n SUBSCRIBE.
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OzpaHuveHue obpabomku 3anpocoe SBC

— 3anpocel INVITE, ed/3 cek — konuuectso 3anpocos INVITE, o6pabaTbiBaeMbIX B TEUEHUE TPEX CEKYHA,
Ecnu 3a Tpu ceKkyHAbl NOCTYnUT Hosibluee KOAMYECTBO 3anpocoB, TO NMPEBbLICUBLUME NOPOT 3aNpoChbl He
6yayT ob6cnyKeHbl;

—  3anpocel SUBSCRIBE, ed/3 cek — Konuuectso 3anpocos SUBSCRIBE, o6pabatbiBaembix B TedeHMe Tpex
cekyHA. Ecnu 3a Tpu cekyHAbl nocTynnT 60/1bLLEE KOMYECTBO 3aNPOCOB, TO NPEBbICMBLLME NOPOT 3aNpPOChl
He 6yayT obcnyKeHbl;

— OcmanbHble 3anpocsl, €0/3 ceK — KOAMYecTBO 3anpocos, OTAMYHbIX oT INVITE u SUBSCRIBE,
obpabaTbiBaeMbix B TeyeHUe Tpex CekyHa. Ecam 3a Tpu cekyHAbl NocTynut 6onbluee KOAMYEeCcTBO
3aMpocoB, TO NPEBbICMBLUME NOPOT 3aMNpPOChkl He ByayT 06CNyKeHbI;

—  3awumHeili matimaym 0158 ombos 8bi30808 6e3 media, MUH — NHTEPBAN BPEMEHU, MO UCTEYEHUWN KOTO-
pOro Bbl30B, YCTAHOB/IEHHbI MeXAY YCTPOMCTBaMM, ByAeT OTKNOHEH B C/AyYae, ecam Mexay HUMM Nno
pa3roBOpHOMY KaHany He nepegatotca RTP-nakeThbl.

Hacmpoliku SIP

—  Brmoyume cmamucmuky SIP 86130808 — BKAlOYaeT BeAeHWe CTaTUCTMKM Bbl30BOB. CTaTUCTMKA oTobpa-
»KaeTca B pasaene MoHMTopuHra "Cratuctuka SIP";

— [epedasamse cumeon '#' 6e3 KoOuposaHUs — Npu BKAOYEHHOM onumu SBC B McxoasLuee nievyo CUMBOAN
'#' oTnpaBAneT Kak '#', Npn BbIKNOYEHHOM ONUMK OTNPaBAAET Kak '%23".

AsmomamuyecKkoe KOHgpu2ypuposaHue

SBC MoOKeT aBTOMaTM4YecKM noay4vyaTb KoHourypauuio un daiinbl ¢ Bepcuamm MO ¢ cepsepa
aBTOKOHMUIypMpOBaHUA (aanee — «cepBep») ¢ 3a4aHHbIM NEPUOAOM.

Mocne ckaumBaHuA KoHdurypauum, SBC byaeT oxxnaaTh 3aBepLUEHNA BCEX aKTUBHbIX BbI3OBOB, Noc/ne
4yero NPMMEHUT HOBYIO KOHUrypaumio. J/Inbo KoHdUrypaums npumeHuTca Bmecte ¢ HoBbiM MO nepep,
nepesarpysKkon.

daiin c onucanmem Bepcuin MO coaepkuT B cebe nHbopmaunto 06 nmetowemca Ha cepsepe MO —
BEpPCUU N UMeHa daiinoB. Tam Ke MOXKHO 3a4aTb paspeléHHoe ana obHoBneHMA Bpems. Popmat daiina
OOJIKEH ObITb CeayoWwmnM:

<Homep sepcuu 0>;<umsa ¢atina c N10>;<paspewéHHoe spems 0bHOB8AeHUS, Yac>
—  Homep sepcuu 1O — 3a8aéTCA NOSHOCTbIO 40 BEPCUM COOPKU;
—  Wmsa ¢palina c 10 ponKHOo MMeTb paclumnpeHme .bin;
—  PaspewéHHoe spemsa 0bHO8seHUs Moxtem omcymcmeosame. B aTom cnydae SBC o6HoBUTCA B HamnKait-
Lee Bpemsn, Korga He ByaeT akTUBHbIX BbI30BOB. EC/iM e yKasaH MHTepBan BpemeHu, To SBC byaeT 06-
HOBNATHCA TONIbKO B 334aHHbIA MHTEPBaa BPEMEHMU.

Npumep daiina onucaHua sepcuin NO:
1.8.0.99; smg2016_firmware_sbc_1.8.0.99.bin
1.8.0.100; smg2016_firmware_sbc_1.8.0.100.bin;9-13

—  BKaw4ume asmoobHossieHue — BKAOUYNTb aBTOMaTUYeCKoe 06HOBNEHNE KOHOUTypauum 1 MN0;
—  UcmoyHUK — BbIBOP UCTOUYHMKA MHPOPMALMK O cepBepe:
e Static — nHbopmauUs 0 cepBepe 3aHOCUTCA U coxpaHseTca Ha SBC B COOTBETCTBYIOLLLEM MOIE;
e DHCP (umsa unmepgpelica) — nidbopmaums o cepsepe byaeT noaydyeHa Ha BbiIbpaHHOM UHTepdelice
no npotokosay DHCP 13 onuuu 66, MHPpopmauma 06 nmeHu danna sepcuii U danna KoHdUrypaumm
byaeT nonyyeHa U3 onunn 67;
—  [MpomoKon — BbIBOP NPOTOKOA AN COEANHEHUA C CEPBEPOM;
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AymeHmuguKayus — UCNob30BaTb ayTeHTUOMKaLMIO AN A0CTyNa Ha cepsep (ana npotokonos FTP,
HTTP, HTTPS);

UmAa — vima (noruH) AnAa focTyna Ha cepsep;

lapoae — naponb Ana JOCTyna Ha cepsep;

Cepsep — IP-agpec nnm gomeHHoe nmsa cepsepa. Mcnonbsyetca npu BbIGpaHHOM UCTOYHMKe Static;
O6Ho8aMb KOHpU2YpPaAUU — pa3pellaeT 0bHOoBAeHME KOHPUTYpaLIMK C cepBepa;

Umsa ¢alina KoHpueypayuu — nma daiina KoHourypauum. Uma aoakHo bbiTb ¢ pacwmnpeHnem .cfg m
UMEeTb A/IMHY He 6onee 64 CMMBOOB;

lepuod obHosneHUA KoHuypayuu, M — NePUOAMYHOCTb NPOBEPKN CcepBEpPa Ha Hannune KoHodUrypa-
Lunu;

O6Hosnameb 10 — pa3pewaeT obHoBAeHUe 10 ¢ cepsepa;

Umsa ¢alina sepculi 10 — nma dainna c sepcuamm MO. ms gonKHO BbiTb ¢ pacwmpeHnem .manifest un
UMETb A/IMHY He 6onee 64 CMMBOOB;

lepuod obHosneHus 10, M — NepUoOANYHOCTb NPOBEPKM cepBepa Ha Haanume Hosoro MO.

Boizpy3ska KoHgpu2ypayuii

SBC MOXeT aBTOMaTUYECKM BbIrpyaTb KOHbUrypaumio Ha BHewHUn FTP/TFTP/SCP-cepBep npu Kaxaom eé

COXpPaHeHUNN B SHepProHe3aBNCUMYIO MNaMATb.

4.1.2

Braoyume — BKAOYaeT GYHKLMIO BbIFPY3KM KOHGUIYypaLmu;

lpomoKos — BblIbOp NPOTOKOANA, MO KOTOpOMy ByaeT NpomnsBoAnNTLCA Bbirpy3sKa. MNoaaepkmnsaetca FTP,
TFTP nnun SCP;

Cepsep — IP-aapec cepBepa, Ha KOTOPbIN ByAeT NPON3BOAUTLCA BbIFPY3Ka;

Mopm — nopT cepBepa, Ha KOToPbIN ByAeT NPOM3BOAUTLCS BbIFPY3Ka;

Mymeo K ¢aliny — AMpeKTopmA Ha cepBepe, B KOTOPYIO ByAeT COXPaHATbCA KOHOUIypauus;

Umsa — nma gna ayTeHTUPUKaLMM NpM UCNONb30BaHUM NpoToKona FTP;

lMaposas — naponb ana ayteHTMOUKaLMM Npu NCNOb30BaHMKN NpoTokoa FTP.

MoHumopuHe

4.1.2.1 Tenemempus

B pasgene 0To6pa>+<aeTc;1 MHd)OpMaLI,MH O NMOKa3aHUAX AaTYNKOB CUCTEMDI TeNeMeTPUN, YCTAHOB/IEHHbIX Ha

YCTpOKCTBE, a TaKKe MHGopMaLMa 06 YyCTaHOBNEHHbIX 60KaxX NUTaHUA U BEHTUAATOPAX NpoLeccopa.

MoHumopuHez —> Tenemempusa

TenemeTpua

Temneparyprbe gaTumxn

rpysxa npoueccopa
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TemnepamypHoie damyuku

Ana SBC-1000:

—  Jdamyuk #0 — TemnepaTtypa npoLeccopa;
—  [Jdamyuk #1 — TemnepaTtypa KommyTaTopa.

Ana SBC-2000:

— Temnepamypa CPU — TemnepaTypa npoueccopa.

baoku numaHusa

—  Baok numaHua #0 — cocToAHWe 610Ka NUTAHUA B HYJIEBOW MNO3MLLNWK;
—  bnok numaHus #1 — coctoaHMe 6/10Ka NMTAHUA B NepBomn
nosuummn).

Bo3MOrKHble COCTOAHMA BNOKOB NUTAHUA:

—  YcmaHossneH — 60K NUTaHWNA YCTaHOB/EH;

—  He ycmaHosneH — 610K NUTaHNA He YCTaHOB/EH;

—  Pabomaem — Ha 610K NUTaHWUA NOAAETCA NMTalOLLLEE HAMpPAMKEHUE;

—  He pabomaem — Ha 610K NUTaHMA He NOAaeTCA NUTaloLLLee HanpaXKeHne.

BeHmunamopel

—  BeHmunsmop #N — nHpopmaums o cocTosiHMM BeHTUAsTOpa N M 0 ero CKOPOCTH BPaLLLEHUS
(Hanpumep, 9600 rpm).

V B ycrpoiictBe SBC-1000 ycTaHOBAEHO 2 BeHTUAATOpPa, B SBC-2000 — 4 BeHTUANATOPA,
8 SBC-3000 — 4 BeHTUNATOpA.

HanpsaxceHue®:

—  BHympeHHee HanpsaxceHue (+12B) — nHbopmaumns o COCTOSHUM AaTYMKa HanpsaxxeHua 12B.

Tekywjue HanpaxeHua?:

— +12.0 B — uHdopmaumsa 0 COCTOSHUN AaTyMKa HanpsaxKeHus 12B;

—  +5.0 B — nHdpopmauma 0 COCTOAHUM JaTUMKa HanpaxKeHus 5B;

—  +3.3 B — nHdopmauma 0 COCTOSHUM JaTyMKa HanpaxeHus 3.3B;

—  +2.5 B — nHdopmauma 0 COCTOSHUM JaTYMKa HanpaxeHus 2.5B;

—  +1.8 B — nHdopmauma 0 COCTOSHUM JaTymMKa HanpaxeHus 1.8B;

—  +1.5 B — nHdopmaums o cCoOCToOAHUKN AaTYMKa HanpsaKeHnsa 1.5B;

—  +1.2 B — nHdopmaums 0 COCTOAHUN AaTYMKa HanpsaKeHus 1.2B;

—  +1.0 B — nHdopmaums 0 COCTOAHUWN AaTYMKa HanpsarKeHns 1B;

—  CPU — viHpopMaLma O COCTOAHUM HAMPAXKEHNA NMUTAHUA LLEHTPAIbHOTO NPOLLECCOPa;

—  CPU Vcore — nHpopmaLma 0 COCTOAHUM HAMPAXKEHUA NUTaHMA ALPA LLEHTPANbHOMO NPOLLECCOPa;
— Bbamapes RTC — nHpopmaLma 0 COCTOAHNM HANPAXKEHNA BaTapen YacoB peasibHOro BPEMEHM.

Tekyw,aa 3a2py3Ka npoyeccopa:

—  USR — npougeHT UCM0b30BaHNA NPOLLECCOPHOro BPEMEHM M0/1b30BaTEIbCKMMU NPOrpaMmmamm;
—  SYS — NpoLuEeHT MCNONb30BaHUA NMPOLECCOPHOro BpemMmeHM npoLeccamm AApa;

! Tonbko gna SBC-1000.
2 Tonbko ana SBC-2000 n SBC-3000.
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—  NIC — npoueHT Mcnonb30BaHMA MPOLLECCOPHOr0 BpEMEHM Nporpammamm € U3MeHeHHbIM Npropu-
TeTOM;

— IDLE — npouEeHT He3a4eMCTBOBAHHbIX NPOLLECCOPHbIX PECYPCOB;

— ]O — NpoLEeHT NPoLEeCcCOpPHOro BpemeHu, MoTpayeHHOro Ha onepaummn BBoAa/BbiB0A3;

— IRQ — NpoLEHT NPOLECCOPHOrO BpEMEHMU, NOTPAYEHHOTO Ha 06PabOTKy annapaTHbIX NPepbIBaHWA;

—  SIRQ — NpOLEHT NPOLLECCOPHOro BPEMEHU, MOTPAYE€HHOro Ha 06paboTKy MPOrpaMMHbIX NPepbIBa-
HUN.

4.1.2.2 Tpaduk 3a2py3Ku npoyeccopa

B pasaene oTobparkaetca MHPopmauma O 3arpyske npoueccopa B peasibHOM BpemeHn (10 MUHYTHbIN
nHTepBan). NpadunKM CTaTUCTUKKN CTPOATCA HA OCHOBAHWUM yCpeaHEHHbIX AaHHbIX 33 KarKable 3 ceKyHabl paboTbl
yCTpOMCTBa.

MoHumopuHe —> padhuk 3a2py3Ku npoyeccopa
O TOTAL O

1000 930 900 830 800 730 700 630 600 530 500 430 400 330 300 230 200 130 100 030 000

Hasurauma mexay I'pad)MKaMM MOHUTOPUHIA NO OTAE/IbHbIM MapameTpam OCyWwecCTBNAAEeTCA C NOMOLLbIO

KHOMOK Z . Ana obneryeHunn Bm3yanbHOW MAEHTUOUKALMM BCe rPaduKM UMEIOT PasIMYHYIO LBETOBYIO
OKpacky.

—  TOTAL — obwnii NpoLEHT 3arpy3Kn npoueccopa;

— 10 — npoueHT NPoLECCOPHOro BpeMeHu, NoTPaYeHHOro Ha onepauny BBoAa/BbiBoAa;

— IRQ — NpoLEHT NPOLLECCOPHOro BPpEMEHM, NOTPAYEHHOro Ha 06paboTKy annapaTHbIX NpepbIBa-
HWA;

—  SIRQ — NpOLEHT NPOLLECCOPHOro BpeMeHU, MOTPaYeHHOro Ha 06paboTKy NPOrpamMMmHbIX NPepbI-
BaHWUI;

—  USR — NpoLEHT UCNO/Ib30BaHUSA NPOLLECCOPHOr0 BPEMEHU M0/1b30BaTEIbCKMMM NPOrpamMmamu;

—  SYS — npoueHT MCNob30BaHMA NPOLECCOPHOTO BPEMEHU NpoLLeccaMu 14pa;

—  NIC — npougeHT ncnoab3oBaHMA NPOLECCOPHOIO BPEMEHM NPOrPaMMaMM C USMEHEHHbIM NPUO-
puTeToM.

4.1.2.3 MoHumopuH2 SFP-modyneii
B pa3gene oTobparkatoTcA MHAMKALMA COCTOAHMA U NAPamMeTpPbl ONTUYECKOM IMHUM.

MoHumopuH2 —> MoHumopuH2z SFP-modyneii

MonutopuHr SFP moaynen

SFP nopr 0 cratyc Hanwuwe SFP moaynsa CocrosHue curiana
Moaynk ycTaHoBNeH CWIHaN yCTaHOBNEH

Temneparypa, °C Hanpsxexwe, B Tok cuewenns TX, MA e BT

55.250 3.2936 12.184 0.2520 0.2152
SFP nopr 1 craryc Hanuuwe SFP mogynsa CocrosHue curiana

Mogynb He yCTaHOBNEH CUrHan noTepsaH
Temneparypa, °C Hanpsikenne, B Tok cuewenns TX, MA e s
N/A NIA N/A N/A NIA
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—  SFP nopm 0 cmamyc, SFP nopm 1 cmamyc — COCTOAHME ONTUYECKOro MOAYANA:

e Hanuyue SFP M0Oyna — UHAUKaLMA YCTaHOBKK Moayna (MoAynb yCTaHOBAEH, MOAYNb He

YCTaHOBAEH);
e CocmosAHuUe cu2Hana — UHAMKaumMA NoTepu CUrHana (curHan noTepsH, B pabore);
e Temnepamypa, °C — TemnepaTtypa onNTUYEeCKoro Moayns;

e HanpareHue, B — HanpaxXeHWe NUTaHMA ONTUYECKOro moayns, B;

o Tok cmeuweHUA Tx, MA — TOK CMeLLeHUA Npu nepeaaye, mA;
e Ucxodauw,aa mowHocMs, MBm — MOLWHOCTb CMrHana Ha nepegady, mBT.

e Bxodauwas mowHocms, MBm — MOLWHOCTb CUrHaNa Ha npueme, MBT.

4.1.2.4 MoHumopuHe front-nopmoe Kommymamopda

B pa3pene otobparkaetca MHbOpMauMa O PUINYECKOM COCTOAHMM MOPTOB KOMMYyTaTOpa — Haauuue
JIMHKa, COrNacoBaHHaA CKOPOCTb Ha MOPTY M peuMm nepenayn. Ecnv nopt casoeHbl (MegHbI U ONTUYECKUIA
pa3bEmbl), TO PALOM C HOMEPOM NnopTa byaeT ykasaHa nomeTka «(SFP)». OHa nponagaeT, ecaun cABOEHHbIM nopT
aKTMBEH U NOAKAOYEH MeAHbIM Kabenem.

MoHumopuHz —> MoHumopuHe front-nopmoe Kommymamopa

CocToAHWe NHHKA
CHOpOCTL

Pexum nepega4un
LACP rpynna
Cratyc nopra LACP
MNpunaATo BaiT

OWWBOYHBIX NAKETOB
OTOpOILIEHO NaKEeTOB
O[JHOA[PECHBIX NAKETOB
LIMPOKOBEATENBHBIX NAKETOR
MNepepgaxo baifr

OWKWGOYHLIX NAKETOE
0OTOpOILEHO NAKETOR

0 HOA[PECHBIX NAKETOR
WMPOKOBE WATEIbHBIX NAKETOR

Port 0
DOWN
MIA
MIA

8750955482
(835.4 MIiB)

0

0
34BBBET
1608922

33413154
(31.9 MiB)

0
0
240133
12

Port1
up
1000M
full-duplex
bond0 (UP)
Backup

320
(0.0 MiB)

0

0
0
5
0

Lo ) e ) e ) e ]

Port2
up
1000M
full-duplex
bond0 (UP)
Active
263649
(0.3 MiB)
0
0
1669
1303

1872410
(1.8 MiB)

0
0
2420

SFPO
DOWN
MNIA
MNIA

[ R - ) e ) )

1018
(0.0 MIB)
0
0
0
15

SFP1
DOWN
MNIA
MNIA

0
0
0
0

1018
(0.0 MIB)
0
0
0
15

- CocmosHue AUHKG — COCTOsiHWE KabesibHOoro NOAKNHOYEHNA Ha NMOPTY (aKTVIBHO/HeaKTVIBHO);
- CKOpOCI’nb — COrnacoBaHHaA CKOPOCTb Ha NOPTY;

—  Pexum nepedayu — pexkMm, UCNosib3yemblit ana nepegaun gaHHbix (half-/full-duplex);

—  LACP epynna — 3pecb otobpaxaetca LACP-KaHasn, B KOTOpPbI BXOAWUT NopT u ero ctatyc (UP/DOWN);
—  Cmamyc nopma LACP — pexum, B KOTOpoM Haxoautca nopt (active/backup);
—  [puHamo 6alim — HAKOMUTENbHbIN CYETYMK NPUHATLIX BAlT, BKAOYAA pa3ivyHble BUAbI MPUHATLIX NaKe-

TOB;

—  [lepedaHo 6ailim — HaKONUTENbHbIM CYETYMK NepenaHHbix 6anT, BKAOYAn pasinyHbie BUAbl NepeaaHHbIX

NaKeToB.

4.1.2.5 CuaHanusayus o6 aeapusx. XypHan asapuliHbix cobbimuli

Mpy BO3HMKHOBEHMM aBapuM MHGOPMALMA O Hell BbIBOAMTCA B 3aronoBKe web-koHourypatopa. Ecam
aKTUBHbIX aBapuii HECKO/IbKO, B 3arosioBke web-KoHbUrypaTopa BbiBOAMTCA Hambosee KPUTUUYHAA B TEKYLLUNA

MOMEHT aBapuA.

Mpu OTCYTCTBUM aBapuit BbIBOAMTCA cooblieHne «Asapuli Hem».
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B meHto «)KypHan asapuliHbix cobbimuli» BbIBOAUTCA CMMCOK aBapUMHbBIX COObITUIN, PaHKUPOBAHHbIX MO
AaTe N BpemeHW. TakKe MPUCYTCTBYET KHOMKa «O4yucmume», KOTOPaa yAanfeT U3 TeKyLLero XypHana Bce
MHPOPMALMOHHbIE COOBLLEHMA U HOPMAIM30BAHHbIE AaBAPUN.

MoHumopuH2 —> MypHan asapuiiHbix cobbimuii

XypHan aBapuitHbIX COBbLITUI

Mokasatb cobbitus | TO/IbKO aKTUBHbLIE v QUUCTUTL CMUCOK

Ne Bpems fdata Tun CocTosiHue MapameTpbl OnucaHue
1 |12:46:13 06/11/25 PM-POWER STATE (3 Mpegynpexaenue CE)III;YICTBVET nuTanne

Tabauya asapuii

—  0Yucmume CrUCOK — YAANUTb CYLLECTBYHOLLYIO TabanLy aBapuiiHbIX COObITUI;
—  Ne — nopsazKoBbli HOMep aBapuu;

—  Bpemsa — Bpems BO3HMKHOBeHWs aBapun B popmate Y4:MM:CC;

—  [Jlama — pata BO3HMKHOBeHMA aBapuu B popmate A4/ MM/IT;

—  Tun — TMnbl aBapuit NnpuBeaeHbl B Tabnumua 18.

Tabnnua 18 — Tunbl aBapuit

Tun

PacwundposKa

KoHdurypaums He npoumntaHa

OwnbKa uTeHusa dpaina KOHPUrypauum

MSP-module lost

MoTtepsa ceasm ¢ mogynem MSP

CDR-FTP

Owwnbka nepegaum CDR ¢painnos Ha FTP cepeep. BoamoxkHbI 3
YPOBHA aBapum — npeaynpexxaeHue (HakonneHo 5 MB aaHHbIX),
aBapus (5—15 MB), KpuTuyeckas asapua (15—-30 MB)

OnepaTtnBHaA NamATb
3aKaH4YMBaeTcA

OnepaTtnBHasA NaMATb 3aKaHYMBaeTCA. BO3MOXKHbI 3 ypOBHSA aBapum
— npegynpexaeHue (octanock meHee 25% cBoboaHOM NamaTu),
aBapus (meHee 10%), KpuTuyeckan aBapus (meHee 5%)

Perncrpauusa aboHeHTa ncTeKkna

Perncrpauus aboHeHTa nucTekna

Meperpyska nogcucremsl sbc

OpaHa n3 nogeuctem SBC neperpyrkeHa

3BOHOK 3anpeLeH

MocTynun BbI30B, 06CNYKMBaHME KOTOPOrO 3anpeLLeHo

Pernctpauma aboHeHTa 3anpelleHa

MocTynun 3anpoc perncrpaumm, o6cay>KMBaHne KOToporo
3anpeLeHo

3anyck MNO V.1.X.X.X

MporpammHoe obecnevyeHune 3anyueHo

Ha Begomom yctpoiictee
ycTaHoBNeHa apyras Bepcua MO

YcTpoiicTa B pesepse MMetoT pasHble Bepcuun M0

OTcyTCTBYET NOAKAOYEHME C
BEAOMbIM

OTCyTCTBYET NOAK/OYEHNE C Pe3epBHbIM YCTPOMCTBOM M60
NONHOCTbIO, NMBO Ha 0AHOM U3 IMHKOB. Bo BTOpoMm caydae B
napametpax byfeT yKasaHO, Ha KaKOM JIMHKe NoTepsHa CBA3b

CmeHa cocTosaHuA B rpynne
pesepBsa

Mpou13oLwno nepecornacoBaHue ycTpPOCTB B pe3epse

—  CocmosAHue — cTaTyC aBapUMIHOTO COCTOAHMUA:
e Kpumuueckaa asapus, muearouuli KpacHselli UHOUKamop — asapwa, Tpebylolwan Hesamea-
NIMTeNIbHOro BMeLLaTe/IbcTBa 06CNYKMBAIOLWEro NepcoHana, BauMsoLWan Ha paboTy ycTpoid-
CTBa M OKa3aHuA yCayr CBA3W;
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e 0B8apPUA, KPACHbIU UHOUKaMOP — HEKPUTUYECKan aBapus, Takke TpebyeTca BmellaTenb-
CTBO NepcoHana;
e npedynpexcdeHue, xeamelli UHOUKaGMOpP — aBapusA, KOTOPasa He BAUAET HA OKasaHue ycayr
CBA3M;
e UH(OPMAUUOHHOEe coobujeHue, cepblli UHOUKaGMOp — He ABNAETCA aBapuen, npegHasHa-
YyeHo 414 MHGOPMMPOBAHUA O NpoU3OLLIEeaLLEM CODbITUY;
e OK, 3eneHbIli UHOUKaMOP — aBapwuA YCTPaHEHa];
—  Mapamempbl — KopoBoe 0603HaYeHne NoKannsauum asapun. Ana asapum «OnepatMBHas NamaTb 3a-
KaHUYMBAETCA» UMEET CneayroLLmii BUa;
e [00:XX:YY], roe XX — Konnyectso cBoboaHoM namaTn, YY — obliuee KOIMYeCcTBO NamaTu;
—  OnucaHue — TEKCTOBOE onucaHune npobiembl. Hanprumep, KOANYECTBO OCTaBLLIENCA onepaTUBHOM Na-
MATU, HOMep aboHEHTa, Y KOTOPOro 3aKOHYMIACh PErucTpaLum.

4.1.2.6 MypHan 6e3onacHocmu

B meHto «*KypHan 6e30nacHOCTU» HAaXOAUTCA CNUCOK coobLLLeHMn cucTembl 6esonacHocTn SBC (paboTa
AVNHamu4Yeckoro bpaHamayapa, 3awmT ot DoS-aTakK), paHXMPOBaHHbIX MO AaTe U BpemeHU. KHonka
«O4yucmume» ypanaeT U3 TEKYLLETO XKypHaaa BCe MHGOPMALMOHHbIE COOBLLEHMS.

MoHumopuHz —> ypHan 6e3onacHocmu

JKypHan Ge3onacHocTH

Oumctuth crmcok | OUMCTHTD

Ne Bpeus Bara Tun napamerpui Onucanue
Ha 600+ Cex. No NpHyKHe: "SIP:
2 1111346 12103125 ALARM_SSHGUARD Agpec 192.168.6.13' 3aboKupoBaH Forbidden - Blocked by SBC : unsafe
user agent: sipv’
src 192.168.6.13:5070 dst 192.168.6.14:5060 FROM
1 11:1346 12103125 ALARM_SBC_UNSAFE_UA_DETECTED '23000@192.168.6.14:5070' TO "10000@192.168.6.14:5060" [unsafe user agent: sipy
desc ‘unsafe user agent: sipv’
Ha 600+ cex. Mo npuumHe: "SSH: Too

0 11:07:24 12/03125 ALARM_SSHGUARD Anpec '192.168.23,203' 3a6nokuposan many requests from address’

Tabauya coobweHuli ¥ypHana 6e3zonacHocmu

—  04Yucmumb — OUYUCTUTDb CYLLLECTBYHOLLYIO TabauLy coobLeHnI KypHana 6e3onacHoCcTy;
—  No — nopaakoBbI HOMep Co0bLLEHUS;

—  Bpemsa — Bpemsa BO3HMKHOBeHMA coobueHuna B popmate Y4:MM:CC;

—  [Jlama — pata BO3HMKHOBEHMA coobLeHuns B popmate 40/ MM/IT;

—  Tun — TMnbl coobLweHnit NnpuBeaeHbl B TabanLe HUXKe.

Tunbl coobLLeHuni KypHana 6e3onacHoOCTH

Tun PacwundpoBka
ALARM_SBC_CALL_FORBIDDEN Bbi3oB 3anpeeH
ALARM_SBC_REG_FORBIDDEN Pernctpauna 3anpelieHa
ALARM_SBC_UNSAFE_UA DETECTED | O6Hapy»eH 3anpeLieHHbIn User-Agent
ALARM_SBC_RTP_ATTACKED O6HapyrkeHa RTP aTaka
ALARM_SSHGUARD CpaboTtan guHamuyeckuin bpaHamayap
ALARM_SBC_SIP_ATTACKED O6Hapy:keHa SIP ataka

—  [apamempsl — 6bonee noapobHoe onncaHmne cobbitnA. Hanpumep, ans cobbiTna 610KMPOBKM YKa3bl-
BaeTCA KaKoW MMeHHO aapec 3ab10KNpoBaH;

—  OnucaHue — TEKCTOBOEe onncaHue cobbiTua. Hanpumep, npu cpabatbiBaHUM gUHAMUYECKoro bpaHa-
May3pa YKasbIBAeTCA, Ha KAKOe KOIMYEeCTBO BPEMEHM M MO KaKoW NpuumHe 3abi0KMpoBaH agpec.
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4.1.2.7 MoHumopuHz uHmepdgeiicos

[aHHbli pa3gen npegHasHayeH Ans MOHUTOPUHIA COCTOAHUA CETEBbIX TerMPOBaAHHbIX /HETerMpoBaHHbIX /
VPN-nHTepdelicoB., a TaKKe NpocMoTpa NOAKAOUYEHHbIX K ycTponcTBy VPN-nosb3oBatenem.

MoHumopuH2 —> MoHumopuHz uHmepdgeiicos

CeTtesbie nHTEpphenchl

Nz Ethernet Hma cetn WVLAN ID DHCP IP agpec Broadcast Macka ceTn
1 eth0 1 - - §2.125.153.131 92.125.153.135 255.255.255.248
2 gth0:1 18 - - 192.168.18.213 192.168.18.255 255.255.255,
3 eth0:2 110 - - 192.168.1.10 192.168.1.255 255 255 255,

VPN/pptp wHTEpdheRChI
e PPP-uHTEpheinc WA cetn PPTPL IP HmA nonesosatens IP agpec P-t-P Macka cetn
VPN/IPPTP/LZTP nonbsogarenn

e PPP-uHTEphenc Hma nonesosatenn IP agpec P-t-P Macka cetn

—  Ethernet — vuma nHtepdeica Ethernet;

—  WmA cemu — M3, C KOTOPbIM aCCOLMMPOBaHbI 3aZlaHHbIE CETEBbIE HACTPOMKMU;

—  VLAN ID — naeHTMdUKaTOP BUPTYaIbHOM CeTU (4N TerMpoBaHHOro MHTepdeica);

—  DHCP — cratyc ncnonbsoaHma npotokona DHCP gna nonyvyeHunA ceTeBbiX HACTPOEK aBTOMATUYECKU
(TpebyeTtcsa Hannume DHCP-cepBepa B ceTv onepaTopa);

—  IP adpec, Broadcast, Macka cemu — ceTeBble HacTPOKn nHTepdeica (ecam He ucnonbayetca DHCP).

VPN/pptp uHmepgpeiicoi

—  PPP-uHmepdgelic — nms nHtepdeliica;

- Wma cemu — nma, c KOTOPbIM aCcCOLMMPOBAHbI 3a4aHHbIE CETEBbIE HACTPOMKM;
—  PPTPD IP — IP-appec PPTP-cepBepa ana nogKkntouYeHUs;

—  Wma nonvzosamena — naeHTUPUKATOP NONb30BATENS;

— [P adpec, P-t-P, Macka cemu — ceTeBble HaCTPOMKU UHTepdelica.

VPN/PPTP/L2TP nonv3oeamenu

—  PPP-uHmepdgelic — nms nHtepdeiica;
—  WmsA nonv3zosamend — NaeHTUOUKATOP NONb30BATENS;
—  IP adpec, P-t-P, Macka cemu — ceTeBble HacTPOMKKN MHTepdeiica.

4.1.2.8 Cnucok aboHeHmos

B naHHOM nogmeHto oTobpakatoTca 3aperncTpmpoBaHHble Yepe3 SBC-2000 aboHeHTbl.

B none «Yucno cmpok 8 mabauue» Npou3BOAUTCA HACTPOMKA KOAMYECTBA 3amnuceld, BbIBOAMMbBIX Ha
CTpaHuuy. MHdopmaLma o HoMepe TeKYLLEN CTPaAHMLbI U 06LLLEM KONMYECTBE CTPaHUL, BbIBOAUTCA Nog Tabanuei
C npaBoi CTOpOHbl. [na Hasuraumm ucnonbsytotca crpenku A 4 F M - pacnonoxenHble noa Ttabnuueis,
OAMHapHasA CTpenka npov3BOAMT Nepexof Ha OoAHy CTpaHuuy Bnepea/Hasad, ABOMHaA CTpenka — B
KoHeL,/Hayaso maccuea 3anucen.

3anucy MoryT MMeTb pPas/iNyHble LiBETA B 3aBUCMMOCTU OT COCTOAHUA abOoHeHTa:
—  YEpHbIA — 0B6bIYHbI aBOHEHT, KOTOPbIN HOpMabHO paboTaerT;
—  KpacHblit — aboHeHT 3a610KMPOBaAH CUCTEMOM 3aLwmTbl oT DoS;
—  OpaHXeBblit — aboHEeHT bbla 3a6/10KMPOBaH, HO ceityac pa3baoKMPOBAH BPYYHYtO, 1M60 No ucrte-
YeHUn Tanmepa 3awmTbl oT DoS.
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MoHumopuH2 —> Cnucok aboHeHmMos

} Haitm

Ne Wms aboHenTa IP aboxenTa ArexT KoHTaKTl fopexn 3abnokmpoBaH Heyaa4yHbiXx NONLITOK Appec perucTparopa SIP User SIP Destination

5 v | 4ucno cTpok B Tabnuue RPN

Yyaanuts Pazbnokmposats OBHoauTs

—  [louck — npoBepKa Hann4uMAa Homepa aboHeHTa B CNUCKe 3aperncTpmpoBaHHbIx SIP-aboHeHTOB;

—  No — nopaakoBblt Homep aboHEeHTa;

- Wma aboHeHma — nNyb6ANYHbI HOMEpP 3aPErMCcTPUPOBAHHONO aboHeHTa, 3HAYeHNe, NepesaHHoe B 3a-
ronoske To 3anpoca REGISTER,;

—  IP aboHeHma — IP-agpec, c KoToporo Ha SBC npuLwén 3anpoc Ha perncTpaumto aboHeHTa;

—  AeeHm — SIP-knueHT aboHeHTa, 3Ha4YeHue, nepegaHHoe B 3aronoske User-Agent 3anpoca REGISTER;

—  KoHmaKmbl — 4acTHble agpeca 3aperncTpupoBaHHOro aboHeHTa, 3HaYeHUA, NepeaaHHble B 3aro/IoBKax
Contact 3anpoca REGISTER,;

—  [odeH — Bpems, ocTaBLUeeca A0 OKOHYaHMA AeCTBUA perncTpaumnm. na aboHeHTa, KOTopbIN Hbia pas-
610KMpoBaH, oToBpaXkaeTca BpeMa NpPoLEeHUA, Nocae KOToporo 6yayT copoLueHbl CHETYMKM BAOKUPO-
BOK 415 3TOro aboHeHTa;

—  3abnoKuposaH — cocToaHWe 610KNPOBKM aboHeHTa. Ecan aboHeHT 3a610KMpoBaH, TO Ha 3anpockl OT
Hero byget otnpasneH oteeT 403 6e3 06paboTKKM 3anpoca;

—  Heyday4Hbix monsimMoK — KOAMYECTBO MOMbITOK AOCTyMNa, KOTOpble COBEPLUM abOHEHT nepes, TeM, Kak
nonactb B 6/10KMPOBKY;

—  Adpec pezucmpamopa — aapec u NopT yCTPOMCTBA, KOTOpoe 0A06puao perncTpaumto aboHeHTa. Kak
npaBwnno, 3To agpec n nopt Softswitch;

—  SIP User — Ha3BaHwue SIP User, yepes KOTOpPbIN 3aperncTpmupoBancs aboHeHT;

—  SIP Destination — Ha3BaHwue SIP Destination, Kyaa ywén 1 oTkyaa bbin 0406peH 3anpoc Ha perncTpaLmto
aboHeHTa.

Mopa Tabnnueit nmetoTca cneaytowme KHOMKU:

—  ¥Y0anumoe — no3BonfAeT yaanuTb aboHeHTa AW rpynny aboHeHTOB 13 6a3bl 3apernMcTpmMpoBaHHbIX abo-
HeHTOB. [1nA yaaneHma aboHeHTOB HEOBXO4MMO YCTAHOBUTL Gar HANPOTMB HYXKHOM CTPOKM M HaXKaTb
KHOMKY «Y0anumeo»;

—  Paz6rsokuposams — NO3BONAET BbIBECTU aDOHEHTA U3 COCTOAHUA BNOKUPOBKY;

—  0O6HoBUMb — NO3BONAET OOHOBUTL CMMCOK 3apPerncTPUPOBaHHbIX abOHEHTOB.

4.1.2.9 MoHumopuH2 aKmueHbix ceccuii

Bknaaka « MOHUTOPUHIY

B ILl,aHHOI‘;I BKNagKe 0To6pa>+(ar0Tc;| dKTUBHblE CECCUN BbI3OBOB, YCTAaHOBJ/IEHHbIE Yepe3 SBC. TakKe ecTb
BO3MOXXHOCTb NMPOCMOTpPETb NMPOXoXaeHne meamanoToKos U coo6u1,eva CUrHaAn3aumnMm nNo Ka*Kaomy Bbi30BY.
3aBepLLIéHHbIe BbI30Bbl XPaHATCA B MOHUTOPE B Te4yeHUe OLI,HOVI MWHYTbI.
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MoHumopuHz —> MoHUmopuH2 akmueHbix ceccuii - MoHuUmMopuHa
MOHUTOPMHT BKTUEHBIX CECCHMM
[T——— OumeruTs crucox axTaNx cocci
B R s L e R
N Name Abcees A Cocromeme Aboment b Nose

Aowasr A

SDP{CapuiTs)

SDP local

SDP remote

MOHUMOPUH2 BKOYEH/BbIKAKOYEH — TEKYLLMI CTaTyC MOHUTOPUH .

Mpur BKAOYEHNUN MOHUTOPUHIA aKTUBHbIX CECCUIA 3anycKaeTca Tamep Ha 10 MUHYT, NoABASETCA UHPOP-
MaUumnoHHoe cooblieHue. Mocne ncTedeHms Talimepa MOHUTOPUHT aBTOMATUYECKM BbIKIOUYNUTCA.

Mpn BKAIOYEHUM MOHUTOPUHIA YXKe YCTaHOBMBLUMECA BbI30BbI
OTOGPG)KEHbI TOJ/IbKO HOBbI€E BbI30BbI.

He oTobpasarca, 6yayT

B MmoHMTOpUHre oTobparkatoTcs ToNbKo nepsble 400 BbI30BOB, MONaBLIME B HErO.

He pekomeHAyeTcA MCNO/Ib30BaTb MOHUTOPUHI AKTUBHbLIX ceccuid npu 60/bLIOI HarpysKe Ha
YCTPOMUCTBO. MOHUTOPUHI HEO6XOAMMO UCMO/Ib30BATb TO/ILKO AJ1A OT/IAAKM.

— O4yucmumes — KHOMKa NO3BOJIAET OYMUCTUTb BCE aKTUBHbIE Ceccum, KOTOpble 0T06pa)KalOTCﬂ B MOHUTO-
PUHIre akKTUBHbIX ceccui.

B MeHt0 pacnosioxKeHbl Age Tabnubl MOHUTOPUHIa. B Tabanue cnesa otobparkaetca obuwas nHbopmauyma
060 BCcex aKTUBHbIX CECCUAX.

B none «Yucno cmpok 8 mabauuye» NponsBoaMTCA HaCTPOMKA KONMYECTBa 3anncel, BbIBOAMMbIX Ha CTpa-
HULy. MHpopmauma o Homepe TeKyLlel cTpaHuLbl 1 0bLLemM KoandecTse CTpaHuL, BbIBOAUTCA nof Tabauuen ¢

NpPaBoi CTOPOHbI. [ HaBUraLMM UCMONb3YIOTCA CTPEKM, PAacMo/IoXKeHHble No4 Tabavuen, oguHapHas cTpeska
NpPoOM3BOAMT Nepexoq Ha OAHY CTpaHuLy Bnepea/Has3aa, ABOMHAnA CTpesika — B KOHel,/Hayano Maccuea 3anumcen.
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MHdopmauma 06 akTUBHbIX ceccuax (Tabauua cnesa)

—  O6HO08/9Mb ABMOMAMUYECKU KaXOble 5 cekyHO — npu ycTaHoBAeHHOM diare Npou3BOANTCSA aBTO-
maTuyeckoe ob6HOB/IEHME CMUCKa BbI3OBOB B OKHE MOHMUTOPA;
— Ob6HOBUMb — KHOMKa N5l Py4HOro 06HOB/IEHMA CMMCKA BbI3OBOB B OKHE MOHMTOPA NPW HaXKaTuK Ha
KHOTMKY;
— [lose — 3aro/fIoBKM OCHOBHbIX Nosei (Hanpumep, From 1 To), KOTopble NepeaatoTca B XO1e BbI30Ba;
—  Ab60oHeHmM A — 3HauyeHus noneu ans aboHeHTa A;
— CocmosAHue — TeKyllee COCTOAHME CECCUM:
e RUNNING — ceccus akTUBHa 1 06pabaTbiBaeTcsa B AaHHbINA MOMEHT;
e FINISHED — o6bpaboTKa ceccum 3aBeplleHa (Takme ceccnmn Yepes HEKOTopoe BpemMsa yaa-
NAKTCA U3 MOHUTOPUHTA);
—  Ab6oHeHm b — 3HauyeHusa nonen ana aboHeHTta b.

B npaBoit Tabnmue npmBoauTcs aeTasbHaa MHGopmMaLma No BbizoBy. [ns e€ oTobparkeHMAa Heobxoanmo
Ha)XaTb 1€BON KHOMKOM MbILWIN Ha 3anncK 06 MHTepPeCyoLEM BbI30BE B JIEBOM Tabaunue.

MHudopmauma 06 akTUBHbLIX ceccuax (Tabauua cnpasa)

—  06HOBUMb 0emasnbHy UHGOPMAUUK O ceccuu — Mo HaXKaTUo Ha KHonky « O6HosuMb» 06HOBNSA-
eTCA TEKYLLEE COCTOAHMNE CECCUM B MOHUTOPE;
— [lone — 3aro/I0BKM OCHOBHbIX Nosel (Hanpumep, From 1 To), KoTopble NepenatoTcsa B XO4€E Bbl30Ba;
—  AboHeHm A — 3HaueHus nosen ans aboHeHTa A,
— CocmosAHue — TeKyllee COCTOAHME CECCUM:
e RUNNING — ceccua akTUBHa 1 06pabaTtbiBaeTcs B AaHHbIA MOMEHT;
e FINISHED — obpaboTKa ceccum 3aBepLleHa (Takme ceccnmn Yepes HEKOTOpoe Bpema yaa-
NAKTCA U3 MOHUTOPWHTA);
—  Ab6oHeHmM b — 3Ha4yeHus nonen ana aboHexTta b.

Cnucok nonei:
— IP remote — IP-agpec aboHeHTa, OTKYAa naun Kyaa bbin Hanpas/ieH BbI30B;
— 1P local — noKanbHbIt IP-aapec, Kyaa npuiLén nnm otTkyaa 6bin otnpaseH Bbi3os (IP local);
—  Contact — 3HavyeHus nonei Contact;
—  CalllD — npeHtndukatop gmanora ns nona Call-ID;

— Agent — Ha3BaHue SIP-knneHTa aboHeHTa U3 nons User-Agent;
— Transport — TpaHCNOPTHbLIA NPOTOKOA, UCNOJIb3YEMbIN NPU Nepesade.

Bnok Call Flow B Tabnunue otobparkaeT cMrHanmsaymio BbisoBa Ha 06a naeya ¢ ykazaHMem obLLLero BpemMeHm
Hayasia BbI30Ba M BPEMEHM OTMNPABKM KaxKA0ro coobLeHna OTHOCUTE/IbHO Havana.

Bnok RTP B Tabaunue otobpaxkaeT MHPOpMaUUIO O MeaManoToOKax Mmexay aboHeHTaMu.

Bnok SDP B Tabaumue nokasbiBaeT, KakMmm coobeHammn SDP obmeHsnncb cTopoHbl BbidoBa. SDP local —
SDP, otnpasneHHbln oT SBC K aboHeHTy; SDP remote — SDP, nonyyeHHbI OT aboHeHTa.

/ MHbopmaunio B 6/710Kax BO3MOXKHO CKPbITb/pa3BepHYTb, HaXaB NEeBOW KHOMKOW MbIIM Ha
COOTBETCTBYHOLMIT NOA3aro/I0BOK.

Bknagka «Hactpoiikn»

B AaHHOﬁ BK/1agKe €CTb BO3MOXHOCTb BK/ZTKOYUTb M HACTPOUTb NapameTpbl MOHUTOPUHTA aKTUBHbIX ceccun.
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MoHumopuHz - MoHumopuHz akmueHbix ceccuii = Hacmpoiiku

MOHMTOPHMHI AKTMBHLIX CeCCHi
HacTpoikm

MoHUTOPUHT

MOHWTOPMHT BKIHYEH
DUNLTPALMA BRIHMEHA
Pesm punetpan @ | | Moboii v

MpUMeHUTBE

PUNLTPEI
Tun AprymeHTel

HobaenTb

—  MoHUMOpUH2 8KAOYEeH — ONLMSA, BKNHOYAIOLAA/BbIKNHOYAIOLWAA MOHUTOPUHT aKTUBHbIX CECCUiA;
—  Quabmpayus eKkno4YeHa — ONuUMA, BKNOYaKOLWan/BbIKNOYaoLWan GUAbTPaLMI0 B MOHUTOPUHIE aKTUB-
HbIX CECCUIN. AKTUBUPYETCA TOJIbKO NPU BKIIOYEHHOM MOHUTOPUHTE;
—  Pexcum ¢punempayuu — Bbl6Op pexrnuma punbTpaumm:
—  Hem — ¢unbTpbl HE aHAAU3MPYIOTCA, BCe NOCTYNatoWMe BbI30Bbl OTOOPAXKAOTCA B MOHUTO-
PVHre aKTUBHbIX BbI3OBOB;
Jllo6oli — BbI30B A,06aBNAETCA B MOHUTOPUHT aKTUBHBIX CECCUI, eCi Aa Hero cpabaTbiBaeTr
X0TA 6bl 0ANH GUNBTP U3 CNINCKA;
—  Bce — BbI30B £,06aBNAETCA B MOHUTOPUHT aKTUBHbIX CECCUI, €CN ANA HEro cpabaTbiBatOT BCE
bUNbTPBLI U3 CMCKa.

DOna pabotbl pexxuma dpunbTpauumn «Bce» Heobxogmumo cobatoaatb cneaytolme ycaoBus:
1. MapameTpbl He AOMKHbI Ay6AMPOBATbCA, T.e. €CAU yXKe 33agaH GUAbLTP NO napameTpy
sbc_call_filter_stat_ip_addr_a_remote, To ewie pa3 3sToT napameTtp 3a4aTb HeNb3A
2. Mapametpbi sbc_call_filter_stat_sip_dest_b u sbc_call_filter_stat_sip_users_b He moryT 6biTb
3aAaHbl 0AHOBPEMEHHO (TaK e anAa *_a napameTpos)
3. Mapametpbl sbc_call_filter_stat_sbc_trunk_b u sbc_call_filter_stat_sip_users_b He moryT 6biTb
3aA3aHbl 0AHOBPEMEHHO

V' 4. Ecnm 3apaH napametp sbc_call_filter_stat_sbc_trunk_b, To 3apatb napametp

i sbc_call_filter_stat_sip_dest_b moxHo TonbKo c Temu sip dest KoTopblie cogeput sbc trunk

5. Ecnuv 3apaH napamertp sbc_call_filter_stat_sip_dest_b, To napametp
sbc_call_filter_stat_sbc_trunk_b moxxHo 3agaTb To/IbKO TOT, KOTOPbIA COAEPIKUT 3TOT
sbc_call_filter_stat_sip_dest_b
6. Ecnn 3apgaH napametp sbc_call_filter_stat_sip_dest_a uau shc_call_filter_stat_sip_users_a, 1o
3agatb napameTtp sbc_call_filter_stat_sip_transport_a MoXXHO TONbKO TOT, KOTOPbIN
ucnonb3yetca B shc_call_filter_stat_sip_dest_a nnu sbc_call_filter_stat_sip_users_a (TaK e gna
*_b napameTposB)

MOHUTOPUHIA, B TOM YUC/IE, €C/IM OHU NPOXOAAT Mo npasunam ¢unbTpa. OTobpaxkaTbea 6yayr
TO/IbKO HOBbl€ BbI30BbI.

»  Bbi30Bbl, HaxogAwMeca B MOHMTOPUHIE, NpPU BKAKOYEHUM GUAbTPaLMKM yaanalTca U3

B 610K «PnAbTPbI» BO3MOXKHO A06aBUTb A0 4 GUNLTPOB CO CAEAYOWMMMN TUMAMMU:

— sbc_call filter_stat_none — otcytcTBUe dunbTpauun. Mpu Bbibope AaHHOrO TMNa pUNbTPa BCe
BbI30BbI NOMNAAAOT B MOHUTOPUHT;
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sbc_call_filter_stat_ip_addr_a_remote — ¢éunbTp no IP remote aboHeHTa A (cTonbeu, «tAGOHEHT
A» 13 BKNnaaku « MOHUTOPUHIY). B KayecTee aprymeHTa nponucbiBaetca IP-aapec u macka B
COOTBETCTBYIOLLNX NONAX;

sbc_call_filter_stat_ip_addr_a_local — éunbTp no IP local aboHeHTa A (cTonbeu, kK AGOHEHT A» 13
BKNaAKM « MOHUTOPUHI»). B KayecTBe aprymeHTa nponucbiBaeTcs IP-agpec n macka B
COOTBETCTBYHOLLMX NOAAX;

sbc_call_filter_stat_ip_addr_b_remote — ¢ounbTp no IP remote aboHeHTa b (cTonbeu, «t AGOHEHT
B» 13 BKNagKku « MOHUTOPUHI»). B KauecTBe aprymeHTa nponucbiBaeTcs IP-agpec U macka B
COOTBETCTBYHOLMX NOAX;

sbc_call_filter_stat_ip_addr_b_local — ¢unbTp no IP local aboHeHTa b (cTonbew, «<ABOHEHT B» 13
BKNaZAKM « MOHUTOPUMHI»). B KayecTBe aprymeHTa nponucbiBaeTcs IP-agpec n macka B
COOTBETCTBYHOLIMX NOAX;

sbc_call filter_stat from name_a — $WUAbTp No user-4acTu 3aronoBka From aboHeHTa A
(cTonbew, «<ABOHEHT A» 13 BKIagKM « MOHUTOPUHI»). B KayecTBe aprymeHTa B nose «MacKka»
NPONMCbIBAETCA perynspHoe BbiparkeHne. CUHTAKCUC PErynspHbIX BbIPaXKeHWN aHanornyeH
perynspHbIM BblpaxeHuam ycnosuin ana Rule Set (4.1.3.5 Rule set > CuHTaKcKC perynsipHbIx
BbIPaXXEHWI AN COCTaBNEHNA YCOBUIA);

sbc_call filter _stat to_name_a — $unbTp No user-4yacTu 3arosioBKa To aboHeHTa A (cTonbel,
«ABOHEHT A» 13 BKNagKM «MIOHUTOPUHT»). B KauecTBe aprymeHTa B nose «Macka»
NPONUCLIBAETCA perynapHoe BbipaxkeHne. CUHTAaKCUC PeryaapHbIX BblpaXKeHU aHanornyex
perynapHbiM BbipaxkeHusam ycnosuii ansa Rule Set (4.1.3.5 Rule set - CUHTaKcUC peryaapHbIX
BbIPaYXEHUI ANS COCTaBNEHUA YCNOBUIA);

sbc_call filter_stat from _name_b — ¢unbTp No user-4yacTu 3aronoBka From aboHeHTa b
(ctonbeu, «ABOHEHT B» 13 BKNaakn «MOHUTOPMHI»). B KauecTBe aprymeHTa B none «Macka»
NPONMCbIBAETCA PerynspHoe BblparkeHne. CUHTAKCUC PEryaspHbIX BbIParKeHUN aHaNornyeH
perynapHbiM BbipaxkeHuam ycnosuii ansa Rule Set (4.1.3.5 Rule set - CuHTaKcUC perynspHbIxX
BblPa*KEHMI A1A COCTaBNEHMA YCO0BUIA);

sbc_call filter_stat_to_name_b — dunbTp No user-4yactu 3aronosKa To aboHeHTa b (cTonbel,
«ABOHEHT Bb» 13 BKNaakn « MoHUTOPUMHI»). B KayecTBe aprymeHTa B nose «MacKka»
NPONMCbIBAETCA PerynspHoe BbliparkeHne. CUHTAKCUC PEryaspPHbIX BbIParKeHUN aHaNornyeH
perynapHbiM BbipaxkeHuam ycnosuii ansa Rule Set (4.1.3.5 Rule set - CuHTaKcUC perynspHbIxX
BblPa*KeHMI A1 COCTaBEHMA YC0BUIA);

sbc_call filter_stat_contact_a - dunbTp no 3aronosky Contact aboHeHTa A (cTonbel, «ABOHEHT A»
13 BKNagKu « MOHMTOPUHI»). B KauecTBe aprymeHTa B none «Macka» nponucbiBaeTcsa perynsapHoe
BbipaykeHue. CUHTAKCUC perynspHbIX BbIPaXKeHUM aHaOTMYEH PeryasapHbIM BblParKeHUAM
ycnosuii ans Rule Set (4.1.3.5 Rule set = CUHTaKcKC perynspHbIX BblpaXKeHWU Ans cCocTaBNeHns
ycnoBsuit);

sbc_call_filter_stat_contact_b — dunbTp no 3aronosky Contact aboHeHTa b (cTonbew, «k AGOHEHT
B» 13 BKNagkn « MOHUTOPUHI»). B KauecTBe aprymeHTa B nosne «Macka» NponucbiBaeTcs
perynsipHoe BbipaxkeHne. CUHTAKCUC PerynsipHbIX BblpaxKeHU aHaNorMyYeH pPeryasipHbim
BblpaykeHMAM ycnosuin ana Rule Set (4.1.3.5 Rule set - CUHTaKcKC perynspHbIX BbipaXKeHUn ans
COCTaB/IEHMSA YCNOBUIA);
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sbc_call filter_stat _sip_transport_a — ¢unbTp no SIP TpaHcnopT. B KauecTBe aprymeHTa
BblbMpaeTca SIP TpaHcnopT aboHeHTa A (cTonbeu, «tABOHEHT A» U3 BKNaAKKU « MOHUTOPUHTY);

sbc_call_filter_stat_sip_transport_b — ¢unbTp no SIP TpaHcnopT. B KayecTBe aprymeHTa
BbibMpaeTca SIP TpaHcnopT aboHeHTa b (cTtonbel, « ABOHEHT B» U3 BKNagKkn « MOHUTOPUHT»);

sbc_call_filter_stat_sip_dest_a — ¢unbTp no SIP Destination. B KauecTsBe aprymeHTa BbibMpaeTcs
SIP Destination oTKyaa npuwen Bbi3oB (cTonbel, «ABOHEHT A» U3 BKNaAKM « MOHUTOPUHIY);

sbc_call filter_stat _sip_dest b — ¢unbTp no SIP Destination. B KauecTse aprymeHTa BbibMpaeTcs
SIP Destination Kyga 6ygeTt cmapLpyTM3nMpoBaH Bbi3oB (cTonbel, «AGOHEHT B» 13 BKAaAKK
«MOHUTOPUHTY);

sbc_call filter_stat _sip_users_a — ¢unbTp no SIP Users. B KauecTse aprymeHTa Bblbupaetca SIP
Users oTKyaa npulien Bbi3os (ctonbel, «ABOHEHT A» 13 BKNaaKM « MOHUTOPUHIY);

sbc_call_filter_stat_sip_users_b — ¢unbTp no SIP Users. B kKauectse aprymeHTa Bblbupaetca SIP
Users Kyaa byaet cmapLipyTn3nMpoBaH Bbi3oB (cTonbel, « AboHeHT B» 13 Bknagku
«MOHUTOPUHIY»);

sbc_call_filter_stat_sbc_trunk_b — ¢unbTtp no SBC Trunk. B KayecTse aprymeHTa BblbnpaeTtca SBC
Trunk Kyga 6yaeTt cmapLUpyTU3MpPOBaH Bbi30B (cTonbel, « ABOHEHT B» M3 BKNaAKN « MOHUTOPUHI»).
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4.1.2.10 MoHumopuHe SIP

B gaHHOM nogmeHto Ha rpachKe 0To6pa>+<aeTcn MaKCMMa/ZibHOe, TeKkyulee 1 MMHUMa/ZIbHOE KONN4eCTBO
Bbl30BOB, COBEPLUEHHbIX 3a nocneaHNe NATb MUHYT. FpachK obHoBAsETCA KaxJble TP CeEKyHObI.

MoHumopuHz —> MoHumopuHea SIP

MUHUMYM @ Tekyllee MaKcMMym

4.1.2.11 Pe3epsuposaHue

MoHumopuHz —> MoHumopuHea SIP

Pe3epeuposaHue
Mogent CepuiHbii Homep  MAC-agpec Coctoaume [octyn Nencrene
SBC-2000 VI2A000409 ASFO4B:8A64:97 master |localiglobal
$BC-2000 | VI2A000529 |A8:F9:4B:8A6D:8B| slave |localiglobal | OtkpeiTe Beb6 | Caenats macTepom

—  Modenb — moaenb ycTponcTea;
—  CepuliHbili Homep — cepuiiHblit HOMep YCTPOMCTBa;
—  MAC-adpec — MAC-agpec ycTpomncrsa;
— CocmosHue:
e master — yCTPOWCTBO ABNSETCS BeAYLUUM;
e slave — ycTpoiicTBO ABAAETCA BEAOMbIM;
- Mocmyn:
e local — ycTpoiicTBO AOCTYNHO MO /IOKA/IbHOMY JIMHKY;
e global — ycTpolicTBO AOCTYNHO NO r106aAbHOMY INHKY;
—  OmKpbimb Beb — oTKpbITb Web-nHTepdec Be4oOMOro ycTpomncTBa.

[Ona nonyyeHns AONONHUTENbHOM MHDOPMALMM O PE3EPBMPOBAHMUN PpeKOoMeHayeTca K u3ydeHuto MNPUO-
KEHWE B. OBECMNEYEHME ®YHKLUWNWN PESEPBNPOBAHMA SBC.
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4.1.2.12 Cmamucmuka SIP

B sTom pasaene otobparkaerca cTaTUCTUKA NO Bbi3oBam, HakonaeHHas SBC. ECiM cTaTUCTMKA OTKAOYEHa,

TO BK/IIOUNTb €€ MOXKHO B pasgene 4.1.1 Cuctemuble napameTpbl. Chesa HaxoauTcAa cnmncokK Bcex SIP TpaHcnopTos,
SIP Destination u SIP User, KoTopble cKoHduUrypupoBaHbl Ha SBC. CnpaBa Haxoautca Tabauua, B KOTOPOM
OTODOpPAXKAKOTCA CYETYMKM CTAaTUCTMKK. [N NPOCMOTPA CTAaTUCTUKM CAedyeT c/ieBa BblOpaTb WMHTEpeCyowmit
anemeHT u Toraa B Tabaunue cnpaBa byaeT oTobparkeHa cTaTUCTUKA No Hemy. O6Lwyto cTaTUCTUKY no Bcen SBC
MOXHO NOCMOTPETb, BbIOPaB B CMMCKE TPAHCNOPTOB 31emeHT "Cymma no Bcem TpaHcnoptam". Jltoboi cnmcok
31€MEHTOB MOXHO CBEPHYTb WUJIM PA3BEPHYTb, KIMKHYB Ha CTPEJIKY PAAOM C ero Ha3BaHMeM.

MoHumopuHz —> Cmamucmuka SIP

CrarmcTnka SIP
SIP TpascnopTit CratucTua
SIP Users OBwan ANMTENLHOCTL BLI30808 00:41:37
BXOARUMX NNeuei 380HK0B 2 (45
Ne Vs VCXOARWMX NNeuedt 3B0HKDB 0(05s
0 = Userswith RTP in VLAN 609 NonyueHo coobuweHni 3586 (9/s
1 Users without VLAN Ornpasnexo coobuwierni 4754 (10/s)
2 from_asterisk OTBeuYeHHbIE 3BOHKN, 3aBEPLWEHHbIE YCNeWHO 1166 (Us
3 sipp clients OTBeuYeHHbIE 3BOHKM 3aBEPLIEHHBIE HEYCNeWHO 0 (0
4 testdk unig HenpasuneHelit Habop Homepa (SIP-oTBeTsl 404,410 484 485,604) 12 (1is)
Bui30861 Ha 3aHATOrO (SIP-oTBeTH 486,600) 5 (0
P O — Bui3086 C HEOTBETOM (SIP-0TBeTHI 408, 480, 487) 5(Us
3anpetsl (SIP-oTBeTH 403, 603) 9 (s
Ne Vs Npoune 3anpeThi (SIP-0TBETH 4XX) 7 (05
0 SSW Cucremuslit cOoit ( SIP-0TBeTHI Sxx 3 (0ss
1 SMG Npoune ownbim (SIP-0TBETHI 6XX 1(0s
2 sipp_in
3 sipp_out_1
4 sipp_out_2
5 SMG_trunk
6 SMG VLAN Trunk
7 TAU trunk
8 SMG Trunk 5077
9 YATE
10 YATE trunk
1 repro proxy
12 YATE dumb
13 Asterisk

B Tabnuue cnpaBa oTobpaxkaerca cnegytowan uHpopmauma:

0O6uwas 0a1umesnlbHOCMb 86130808 — 0bLLEE BPEMS BCEX BbI3OBOB, KOTOPbIE NPOLL/IM Yepes BblOpaHHbIiA
3/IeMEHT;

Bxooauwux naeveli 360HKO8 — 0bLLEE U TEKYLLLEE YNCNO BXOAALLNX BbI3OBOB;

Ucxodawux naeveli 360HKO8 — obLLEE N TEKYLLLEE YNC/IO UCXOAALLMX BbI3OBOB;

Mony4yeHo coobujeHuli — CKONbKO coobuleHuni SIP npuLwio Ha 3nemeHT (y4MTbIBaloTCA BCe CoobLeHnn
B 4MANI0Tax, KaK 3anpochbl, TaK U OTBETHI);

OmnpasneHo coobuweHuli — CKoNbKo coobuieHui SIP oTnpaBneHo (yuymTbiBatoTcA BCe coobuieHusa B
AManorax, KaK 3anpocbl, Tak 1 OTBETbI);

OmeeyeHHble 380HKU, 3a8epWeHHbIe ycrewHO — 3BOHKU, KOTopble nocae pa3rosopa bbln 3aBepLUeHbl
HOpPMa/ibHbIM 06pasom;

OmeeyeHHble 380HKU, 3a8epUieHHbIe HeycrewHO — 3BOHKW, KOTOPbIe 3aBEPLUMJIUCE NPEX4EeBPEMEHHO
c owmnbKoW B Xo4e pa3roBopa;

HenpasunbHeili Habop Homepa (SIP-omeemer 404,410,484,485,604) — 3BOHKW, Ha KoTopble Obln
noJiydeH OTBET, CBUAETENbCTBYIOLLNIN O HEBEPHOM WJIM HECYLLLECTBYIOLLEM HOMEPE;

Bbi308b1 Ha 3aHAMOo20 (SIP-omeemebi 486,600) — 3BOHKM C OTBETOM "3aHATO";

Bbi3osbl ¢ Heomeemom (SIP-omeemeor 408, 480, 487) — BbI30Bbl, KOTOpPble He OblIM OTBEYEHbI W
3aBepLNIUCD UHULMATOPOM BbI30Ba WM NO TalmayTy;

3anpemeol (SIP-omeemoi 403, 603) — BbI30B 6bl1 OTOUT C NPUUMHOM "3anpeT Bbi3oBa";

lpo4ue 3anpemel (SIP-omeemol 4xx) — Apyrue Bbi30Bbl C NOJYYE€HHbIMM HA HUX SIP-oTBeTamun 400499,
He nonasLMe B KaTEeropum BbILUE;

CucmemHeili cboli (SIP-omeembl 5xx) — BbI30BbI C MOYYEHHbIMU Ha HUX SIP-oTBeTamu 500-599;
Mpoyue owubKu (SIP-omeemsi 6xx) — BbI30BbI C NO/lYYEHHbIMU Ha HMX SIP-oTBeTammn 600—699.

B ckobkax yKa3sbieaemca Kosau4ecmeo coobuweHuii 3a nocsedHrow0 CeKyHOy c6opa cmamucmuku.
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4.1.3 KoHdpuzypayusa SBC

®PyHKUMOHaNbHO SBC MOXKHO OnNucaTb Kak Habop TyHHeNen Mexay PasNIMYHbIMK (@ MOXKET U BHYTPU O4HOM)
noAceTAMM, KOTOPbIe NO3BOIAIOT NepeaaBaTh KaK CUTHANbHYIO, TaK U pevyeByto (MAK MHOTo poaa) MHPopmaLmio
MeKay nosbsosBaTensimu. TYHHe b € KaXKAoM CTOPOHbI oKaHumBaeTca SBC SIP-cepBepom, TOUKOM BbIXOAa HapYKy
[ns kotoporo asasetcs SIP-tpaHcnopT. SBC ocywecTeaneT KommyTaumto coobuieHnn mexay SBC SIP-cepsepamu
B COOTBETCTBMM C YKa3aHHbIMW NpaBuaamu. B obuem cayyvae B 04HOW NOACETU MOXKET ObITb CO343aHO HECKO/IbKO
SBC SIP-cepBepoB (Hanpumep, TYHHENU U3 O4HOM NOACETU B pasHble). PeueBas MHPOPMALMA MPU STOM MOXKET
WATWU KaK B TOM e MOACEeTH, YTO U CUrHaNbHas (B KoTopol HaxoauTtces SBC SIP-cepsep), Tak U B oTaenbHOW. Ans
nepeaayn pe4yesoi MHGOpPMaLLMK BblAeNAETCA AMana3oH NOPTOB.

O6wWwunii anropuTMm NPOXOXKAEHUA CUrHaNM3aumm yepes SBC

SIP TpaHcnopT SIP Destination 1 Rule set Rule _r SIP Destination 2 SIP TpaHcnopT
SIP TpaHcnopT Rule 1 Send to destination SIP TpaHcnopT
Remote address Rule 2 Remote address
Rule set R
Rule N

PaccmoTpum npoxoxaeHwe BbizoBa yepe3 SBC anA ABYX OKOHEYHbIX y310B. Bxoaawas curHanmsauus
noctynaet Ha oguH U3 uHTepdeicos SBC. MpousBoaMUTCA MOMCK AOCTYMHOrO BXOAALLEro HanpaB/ieHWs Mo
TPaHCNOPTY, KOTOPbIM NpuBA3aH K UHTepdeiicy 1 IP-agpecy UCTOUYHMKA Bbi30Ba. [lanee, COrnacHO HacTpolike
HanpaB/ieHuWs, NPOBEPAETCA COOTBETCTBYIOWMIN Habop NpaBua. ECM cUrHanM3aLmMA COOTBETCTBYET XOTb O4HOMY
npasuny (Rule) us Habopa (Rule Set), roe ykasaHo gencteue «send to destination» nam «send to trunk», BbizoB
nepepaérca Ha HanpaBs/ieHMe, KOTOPOe YKa3aHo B Npasune.

Noruka paboTtbl Ans Nnpasuaa cheayowasn:
1. AHanunsmpyeTcA NpasuIo B Habope NpaBua — NPOBePAETCA, UCTUHHDBI JIN YCI0BWA B JaHHOM NpPaBue;

2.1. B cnyyae, eciv Bce YC/IOBMA B MpaBu/ie UCTUHHBI, BbI30B MapLUPyTU3UPYeTCcA Mo 3TOMYy Mpasuiy, T.e.
OTNpaBAAeTCcA Ha Hanpas/eHWe, KOTOPOe yKasaHo B npaswune: geicteue «send to destination» nam «send to
trunk»;

2.2.B CNy4vyae, eCnm XoTA 6bl O4HO n3 ycnosmﬁ B NMpaBune N0XHO, CHNTAETCA, YTO AaHHOE NPaBnIO HE NOAXOAUT,
M BbINOJIHAETCA NYHKT 1 (nocnep,yrou.l,me npasunaa aHAIU3UPYIOTCA OO0 TeX NOp, NOKa He HaVIﬂ,ETCﬂ nogxogAdiiee
npasuno, Mbo CNUCOK He 3aKOH‘-IVITCFI),'

3. Ecnn HM 0gHO M3 NpaBua Habopa He NPOLLNO NPOBEPKY MO YCAOBMAM, TO MalLpyTU3aLMA HeycnellHa, BbI30B
otbusaetca 403 oTBeTOM.

B HanpasneHun, Bbl6paHHOM KaK nucxogaulee, ykasblBaeTcAa TPAHCNOPT, Yepes KOTOprVI cneanyetT oTnpasuTb
CUrHanusaumio ganblie n remote address Y313, Kyada cneayeT oTnpaBaATb CUTHA/IU3aAUUNIO.

Bbilwe 6bl10 PaccMOTPEHO MPOXOXAeHWe Bbi30Ba B OAHY CTOPOHY. [Ana obecneyeHus NPOXOXKAeHUs
BbI30BOB B 06e CTOPOHbI cneayeT CUMMETPUYHO HacTPOUTbL HampasBAeHUA, KOTOpble MCMOb3YyTCA BMmecTe —
co34aThb 4/1A HMX ABa Habopa npasBu, KOTopble ByayT MCMOAb30BaTLCA A/1A HanpaBAeHUA BbI30OBOB, M YKas3aTb
COOTBETCTBYIOLLME HABOPbI B KaXKA0OM HanpasaeHUN.
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MpoxoxaeHue curHanusaumm ana aboHeHTOB, KOTOpble perucTpupyroTca yepes SBC

SIP TpaHcnopT SIP Users
—I—) SIP TpaHcnopT

Rule set

Korapa aboHeHTbI

Rule set Rule
Rule 1 Send to destination

Rule 2

Remote address

Rule N

pPerncTpupyloTca Ha

pernctpatope 4epes SBC,

—r SIP Destination SIP TpaHcnopT
SIP TpaHcnopT

npoxoxageHne CcuUrHannsauumu

OCYLLECTBAAETCA aHa/I0rMYHO ONUCAaHHOMY BbllLe, 338 UCK/IOYEHMEM TOTO, YTO BbI3OBbI A0NXKHbI NPOXOAMNTL Yepes
HanpasBneHWA, HacTpanBaemble B pasgene «SIP Users». B 3TOmM cnydae NOWMCK BXOAALLErO HanpaBiaeHMWA
NPOM3BOAMTCA TO/MbKO MO MPMBA3aHHOMY K Hemy SIP-TpaHcnopTty. WMcxogawmm B 3Tom cnydae 6yaet
Hanpas/eHuMe, 33 KOTOPbIM HaX04UTCA PerncrpaTop.

SIP Destination

» [Mouck aboHeHTa Ha SBC

SIP TpaHcnopT

SIP TpaHcnopTt —|::

SIP TpaucnopT
Remote address

W3IBECTHbE perucTpauuu aboHeHTOB

—l—) SIP Users _I—)
SIP TpaHcnopT

3ameTum, YTO MpWU BbI3OBaxX B CTOPOHY 3aperncTpMpoBaHHOro aboHeHTa He TpebyeTcA NpPMBA3bLIBATbL
Habopbl NpaBMA K HaMpaB/ieHWto, FAe YKasaH agpec peructpatopa. SBC 3amoOMHWUT MCMO/Ib30BaBLUMECH
HanpasAeHWs ANS NPOLWeALNX Yepes Hero PperucTpaumin u 6yaer Ha 3TOM OCHOBaHMM HaNpPaBAATb NPULIEALYIO
CO CTOPOHbI perucTpaTopa CUrHaan3aumio Ha aboHeHTa.

O6wmit anropuTm HacTpoiiku SBC

1. Co3patb SIP-TpaHCNOPT B TEX MOACETAX, MEXAY KOTOPbIMM ByAEeT OCYLLEeCTBAATLCA KOMMYTaLMA.

2. Cospatb SIP-HanpaBneHUsa M Nosib3oBaTeNen, NPMBA3aB K HUM TpaHcnopTbl. s HanpaBAeHU yKa3aTb
aapeca OKOHEeYHbIX Y3/10B.

3. CospgaTtb Ha60pbl npasun B COOTBETCTBUU C KesflaeMon cxemon KOMMYTaUMUN BbI3OBOB MeXAy

OKOHEeYHbIMU

y3namu.

4. TMpwusAsaTb Habopbl NPaBUA K BXOAALWMM HanpaBieHNAM.

[Ona nonyvyeHna oonoaHUTENbHOM MHbOPMALMK pekomeHayeTca K uaydeHuto MPUTOKEHUE b. MPUMEPDI

HACTPOWKMU SBC.
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4.1.3.1 SIP mpaHcnopm

B gaHHOM NogMEHI0 peaakTUPYeTCa CMMCOK TPaHCMopTa, KOTOPbIM ByAeT CAYKWUTb TOYKaMKM BXo4a B
TyHHenn. MoxeT 6bITb Co34aHO0 A0 256 TPaHCMNOPTOB.

Ona co3paHvA, pedakTUPOBaHMA W yaaneHus WHTepdencoB WCMONb3yeTca MeHo «Ob6bekmol» -
«Jobasums 06vekm», «O6vekmol» - «Pedakmuposames 06vekm» n « Ob6veKmeoi» - «Yoanumes 066eKmM», a TakKe
KHOMKMU:

—  «/Jobasumb»;
—  «Pedakmuposame»;
—  «YO0anumo».

KoHdgpueypayusa SBC —> SIP mpaHcnopm

Ne Pus CeTesom MHTEPDSRC NS CHIHANKIAUMN Nopt

KoHdgpueypayusa SBC —> SIP mpaHcnopm
=> «Jobasumob» unu «PedaKkmuposame»

MapameTpbl TpaHcnopTa S Snespt
Mma | | SipTransport00
—  MIMA — Npou3BO/IbHOE UMA ON1A UAEHTUdMKALMNY,

ynobHoe gns onepaTopa;
— Cemesoli uHmepdgpelic 0na cuzsHaau3auuu —
ceTeBOM MHTEpdeNc ansa npméma cUrHannsayumu;
—  [lopm — nopT ana npuéma CUrHanmsauuu;

Ceresoi uHTepdenc anA curdanuaaumy | | [0] Netlface#001 (eth0 192.168.114.134 v
Mopt | | 5060

Certeson uHTepdeiic AnA RTP | | [0] Netlface#001 (eth0 192.168.114.13¢ v

MpumexnTs OTmeruTs

— Cemesoli uHmepgpelic 0na RTP — ceTeBoW
NHTepdelic, Ha KOTOPOM BYAET OCYLLECTBAATLCA Nepesaya MeaManoTOKOB.
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4.1.3.2 SIP Destination

B sTOM NogmMeHto pefaKkTMpyeTcs CMCOK HanpaBAeHUI gaa NpMéma M OTMPABKM BbI3OBOB HAa KOHEYHble
y37bl. MoxKeT 6bITb CO34aHO A0 256 HanpasBAeHUN.

V" HauuHas c Bepcun SBC 1.10.16 6bina go6aBneHa onuua « PaspelwmTb UCNONb30BaHUE HEAOCTYMHOrO

' cepBepa». OnNumA aKTMBHA NO YMOJIYAHUIO Npu co3gaHum SIP Destination. Mpwu akTMBauum gaHHoIM
onuumn 3anpocbl 6yayT OTNPaBAATLCA Ha CEPBEP AAXKe €C/IN OH CUMTAETCA HeAoCTYNHbIM. YTob6bl
3anpeTuTb NPOXOXKAEHWEe 3anpocoB Ha HeAOCTYNHOe HanpaBaAeHue, Heob6XoAUMO BpPYUHYIO
OTKNIOUMTb oOnuuio «Paspewntb UCNONb30OBaHME HEAOCTYMHOrO cepBepa» B HACTPOMKax
cootBetcTBytowero SIP Destination.

DOnA oTKNIOYEHMUA KOHTPOA AOCTYMHOCTU He06X0AMMO YyCTaHOBUTbL NnapameTp «Mepuos npoBepKu
pabouyero cepsepa» B 3HauyeHun 0 M BbINOAHUTL Nepes3anyck MO. 3TO NO3BOAUT NPEKPATUTb
oTnpaBKy npoBepo4yHbix OPTIONS-3anpocoB U UFHOPMPOBATb AOCTYNHOCTb YAANEHHOrO cepsepa
nNpu MapLpyTusaLmm.

Ona co3paHvA, pedakTUPOBaHMA W yaaneHus WHTepdencoB MCMOoNb3yeTca MeHlo «Ob6bekmol» -
«Jobasums 06vekm», «O6bekmol» - «Pedakmuposams 06vekm» n « Ob6veKmeol» - «Yoanumes 066eKmM», a TakKe
KHOMKMU:

- «Jobasumeo»;
- «Pedakmuposame»;
- «Yoanume».

KoHndhuzypayusa SBC —> SIP Destination

SIP Destination

Hao Hus siP address ApanTauns TpaHCnopTHLIA NPOTOKON Rule set
a SipDestination00 SipTransport00 - UDP-only -

Hobaeute PepaktupoBare Yaanute
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lMapamempsol HanpaeneHusa

Mmsa — npousBonbHOE UMA Ans uaeHTudukaumm (yaobHoe ana

KoHdgpuaypayusa SBC —> SIP Destination

=> «Jobasumob» unu «PedaKkmuposame»

SIP destination 1

Vs

| SipDestination01

sIP TpascnopT | | He swiGpan b

OI'IepaTOpa), Remote address | | |

nparoxan @ | [UDP-oni vl

@opmar saroncexoe SIP | [ Full v

SIP mpaHcriopm — TpaHCNOPT, KOTOPbIM ByAeT UCNO/Ib30BaTbCA Apanrauen [ v
. MepefABATL KOHTAKT GE3 WIMEHEHWA
ANnAa npuéma Bbl30BOB Ha HanpasiAeHWe U OTMNPaBKM BbI30OBOB C S ——
Han pa BNeH Mﬂ; Wcnonszoeats SIP-gomen & RURI &
HeusBecTHOro guanora B NOTIFY &
Remote address — aapec yAanéHHOro y3na, KoTopblil CBA3aH C e ararara s sonsons paces @
LaHHbIM HanpasneHnem. Bbi3oBbl Ha HanpasaeHue ¢ IP-agpeca, ”“’““““"""P”"Bf“'“”“‘““‘*'”:
OT/IMYHOrO OT YKa3aHHOro B 3TOM none, OyayT OTBEPrHyTbl. SEE—

Bbl3oBbl C HampaBieHuWa 6yayT OTNPaBAATbCA Ha agpec,
YKa3aHHbI B 3TOM MoAe;

TaiimayT omapaman RTP-naxetos, ¢

TaiimayT awmpanms RTP-nakeros nocne
nony4esma Sikence-suppression (MeoxwTens) @

TaiimayT ownaaHW RTP-NGKETOR B PestMe

— TpaHcnopmHbili npomoKosa — BbI6Op NPOTOKONA TPAHCNOPTHOMO
YPOBHS, MCMOAb3YEMOro Ana npuema u nepegaym coobuieHui

SIP:

yAepmanus ai308a (sendonly, inactive) (msossmens)
TaimayT oxwgasma RTCP-naxetos, ¢ '@
KOHTPONG IPZPOIL HCTOSHWKA RTF

SanpawMsaemei NEPWo KOHTPOMA CECCH
(Session Expires, RFC 4028), ¢ &

Fiepmop nposepi pacers cepeepa. |

{nocne 3aBepwEHUA NpesyTY IS TPAHsaKMH OFTIONS) &

TCP-prefer — npmem no UDP u TCP. Otnpaeka no TCP. iR nposep epaGera ceposa,

[20

(nocne 3aBepweHUR NpegLYLel TRaHIaK MK OPTIONS) &

Ommpaemtiil otser or pabosero cepeepa | [ JIioGoR oTBeT

B C/lydae eCnn He yaanocCb YCTaHOBUTb COeEAUHEHKME NO

PASPEILNTL UCONE30RAHWE HEADCTYTIHOND AECTA

TCP, oTnpaska npounssoautca no UDP;

VIHJMKALMA ADCTYIHOCTH N0 OPTIONS

Bxapues Maxcumansoe suaueime cPs @ | [0

UDP-prefer — npnem no UDP 1 TCP. OTnpaBKa

Vicxogmuee maschmansHoe suavere CPS '@ | [0

naketos 6osee 1300 6aiiT no TCP, meHee 1300 6anT

oscramsgaing @ [0 ]

— no UDP;
UDP-only — ncnonbsosatb Tonibko UDP npoTokon;
TCP-only — ucnonb3oBaTb TonbKo TCP npoTokon;

—  ®opmam 3a200108K08 SIP — onpepensieT, B Kakom popmaTte nepenasaTtb 3arosioBku SIP:

full — ncnonb3oBaTb 06bIYHBIN (ANMHHbBIN) GOpPMaT 3aro10BKOB;
compact — Ncnoib30BaTb KOPOTKUIA pOpPMaT 3aro/10BKOB;

— AdanmayuAa — HaCTPOWMKa NpeaHa3HavyeHa A4 aganTaunmn Bsaumosenctema Yepes SBC W030B pPasnUHbIX
npounsBoauTeNen c NporpammHbiMm KommyTtaTopom ESCC-10:

HUAWEI-Echolife — paHHasa aganTauunsa no3BosAeT NpUHATL curHan Flash ot wnto3a metogom re-
INVITE n nepeaatb ero B CTOPOHY NPOrpamMmmHOro KommyTtatopa metogom SIP INFO;

Iskratel SI3000 — npu ncnonb30BaHUM AaHHOM aganTaumu SBC He noameHseT none contact B 3anpo-
cax, nepegaBaemblx B CTOPOHY NPOrpammHOro KommyTaTopa. lNpu Bbi3oBe Ha aboHeHTa B Request-
URI URI-parameters He aHann3npytoTca, aHaIM3UPYHOTCA TONIbKO HOMep aboHeHTa 1 ero aspec;
HUAWEI-SoftX3000 — npwu ncnonb3oBaHnM gaHHoM agantaumm SBC He noameHseT none contact 8
3anpocax, nepegasBaemblX B CTOPOHY NPOrpaMmHOro KommytaTtopa. B otsete 2000K Ha 3anpoc REG-
ISTER cumTaetcs, uto URI, coaeprkawmn aedontHbin nopt 5060, paseH URI, He cogepkalemy ero;
ZTE Softswitch — npu ncnonb3oBaHUKW gaHHOM aganTaummn SBC He nogmeHnaeT nose «contact» B 3a-
npocax, nepefaBaemMblix B CTOPOHY NPOrpPaMMHOro KommyTtaTtopa. Mpu BbizoBe aboHeHTa B Request-
URI URI-parameters He aHanu3MpyloTcs, aHaAU3UPYIOTCS TOIbKO HOMep aboHeHTa M ero aapec.
TaKKe UrHOPUPYIOTCA HapyLleHMA Nocaen0BaTebHOCTH origin version B SDP;

Nortel — npv ncnonb3oBaHWnM faHHOM aganTaummn SBC UTHOPUPYET HAapyLIEHUA NOCAeL0BaTeIbHO-
cTun origin version B SDP;

MTA M-200 — npv Ucnosib30BaHUKM AaHHOW aganTauum SBC npu nocTynaeHnn BXoAALLMX BbI3OBOB
He NpoBepsAeT NopT, yKasaHHbIN B Request URI;

— [lepedasamb KOHMAKmM 6e3 uamMeHeHUs — NPW NUCNOAb30BaHUKN AaHHOW onumm SBC He nogmeHseT none
contact B 3anpocax, nepegasaemMbix C MePBOro n/ae4a Ha nae4yo, B KOTOPOM BK/OYEHa AaHHasA Onuus;
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Mepedasameb domeH u3 3a20s108k08 FROM u TO — npw ncnonb3oBaHUK gaHHon onumn SBC B ncxogswee
njae4yo NPOKNAbIBAaET AOMEH, KOTOpbIV npuwen B noaax FROM, TO. B cayyae, ecan npuwen IP-agpec, SBC
noaMeHseT ero Ha csoi IP;

Ucnonezosame SIP-OomeH 8 RURI — ecnu oguH u3 3anpocoB (REGISTER, INVITE, SUBSCRIBE, NOTIFY,
OPTIONS) 6bin cmapwpyTnsmnpoBaH B sip destination, Ha KoTopom Mcnosb3yeTcs AaHHana onuus, To B
Request-URI oTnpaBneHHoro 3anpoca byaeT nepeaaBaTbCa YKa3aHHbIN 4OMEH;

lepedasames napamempeol HeuzsecmHoezo ouasnoza 8 NOTIFY — npu Mcnonb30BaHUM AaHHON Oonuumn, ecam
Ha SBC npuxoant NOTIFY ¢ nHbopmaumen o ananorax, KOTopblie el HEM3BECTHbI, TO 3Ta MHGopmauus byaet
nepegasaTtbca 6€3 USMeHeHUN.

Hanpumep, Ha SBC npuxoant NOTIFY c Event: dialog, B Tene Kotoporo ectb call-id, local-tag, remote-
tag. Ecam gnanor c TakMmu napameTpamu ocyuiectsnsaetca yepes SBC, To npu nepecbinke atoro NOTIFY
Ha BTOpOE NAeyo 3TV NapameTpbl 3aMEHATCA Ha AaHHbIe U3 BTOPOro naevya aToro auanora. Ecnm gma-
20T C TAaKMMM NapameTpamu He cyulectsyeT Ha SBC, n onuua «lNepenasatb napameTpbl HEU3BECTHOIO
ananora B NOTIFY» BK/tOYEHA, TO A@aHHble NapaMeTpbl epeaasyTca Ha BTOpoe naeyo 6e3 u3MeHeHUN.
B cnyvae ecnu gmanor ¢ TakMMKM napameTpamum He cyulectsyeT Ha SBC, 1 onuma «lepenasaTb napa-
meTpbl HenssecTHoro guanora B NOTIFY» BbIkAtO4YeHa, TO AaHHble NapameTpbl He NnepeaanyTca Ha BTO-
poe nneyvo;

lMepedasams domeH 8 3a20n08Ke Refer-To — npu UCcnosib30BaHUKM AaHHOM onuun, SBC B ncxoasliee naeyo
B 3aronoBke Refer-To npoKkmabiBaeT 4OMEH, KOTOPbI M3HaYanbHO npuwen B Refer-To. B cayyae, ecan npu-
wen IP-agpec, SBC nogmeHsneT ero Ha ceoi IP.

Mepedasame napamempesl HeuzgecmHo20 Ouasao2a 8 3020/108Ke Replaces — Npu UCNONb30BaHUU AAHHOM
onumn, ecam Ha SBC npuxoamt INVITE ¢ 3aronoBkom Replaces, B KOTopom ecTb MHGOpMaLMA O AManorax,
KOTOpble el HEM3BECTHbI, TO 3Ta MHPOpPMaLMa byaeT nepenaBaTbcs 63 U3MeHeHU.

Hanpumep, Ha SBC npuxoaut INVITE c 3aronoBkom Replaces c call-id, local-tag, remote-tag. Ecnu ama-
0T C TakMMK Teramu ocyuectenaetca Yyepes SBC, To npu nepecobinke atoro INVITE Ha BTOpoe naevo
3TW NapaMeTPbl 3aMEHATCA Ha AaHHble U3 BTOPOTO Mneyva 3Toro guanora. Ecam guanor c Takmmm teramm
He cywecTteyeT Ha SBC, n onuua «lepesaBaTb MapameTpbl HEM3BECTHOIO AMafora B 3arosoBKe
Replaces» BKAlOYeHa, TO AaHHble MapaMeTpbl NepesasyTca Ha BTOpoe nieyvo 6e3 nsmeHeHui. Ecam
OManor ¢ TakMMm Teramu He cyuwiectsyet Ha SBC, 1 onuma «llepepasatb napameTpbl HEM3BECTHOIO
Avanora B 3aronoBke Replaces» BbikaloYeHa, TO AaHHble NMapaMeTpbl He nepefafyTca Ha BTOpoe
naevyo;

lepedasames Hernoddepxcusaemslli event 6e3 usmeHeHuUli — Npuv UCNONb30BAHUM AAHHOM ONUMK, €CAM Ha
SBC npuxoamt NOTIFY c Henoaaep»knBaembim 3Ha4eHuem Event, To oHo byaeT nepeaaHo Ha BTOpoOeE M/ieyo
6e3 nsmeHeHunin. NoaaepknBaemble event: aastra-xml, dialog, hold, keep-alive, message-summary, pres-
ence, refer, talk, ua-profile;

My6auyHeili IP-adpec — 3ameHnseT IP B sdp 1 3aronoskax Contact u Via ana coobuieHus, KOTopoe oTnpaBas-
etcsa AaHHomy SIP-destination. Mpu ncnoib3oBaHWUKM AAHHOM ONUUM UCXOAALWMIA MeaNanoToK byaeT oTnpas-
NleH He Ha agpec B sdp, a Ha agpec, C KOTOPOro NPUHUMAETCA MeANANOTOK OT BCTPEYHOM CTOPOHbI. [laHHas
onuuA UCNonb3yeTca B cxeme, rae mexay SBC u okoHeuHbIm ycTpoitctBom ctouT firewall. na koppeKTHOM
paboTbl B 3TOM Cnyyae Heobxoanmo B napametpe «[ybanyHbiii IP-agpec» yKkasaTb BHelwHWU agpec firewall.
Takke Ha firewall gonxkeH 6biTb HacTpoeH Npobpoc noptos ana RTP u SIP-transport;

Talimaym oxudaHus RTP-nakemos, ¢ — GYHKUMA KOHTPOA COCTOAHUA PA3rOBOPHOIO TPaKTa Mo Haan4yuio
RTP-Tpadm1Ka OT B3aMMOAENCTBYIOLLEro yCTPOMCcTBa. uanasoH AonycTMMbIX 3HavyeHui ot 10 go 300 cekyHa,
Mpwu cHATOM dnare KOHTPOAb RTP BbIKNOYEH, NPW YCTaHOBNEHHOM — BK/toYeH. KOHTPOb OcyLLecTBAAETCA
cnefyowmm obpasom: eciv B Te4eHWe AaHHOTO TakmMayTa OT BCTPEYHONO YCTPOMCTBA HEe NOCTYNaeT HU oA4-
Horo RTP-nakeTa u nocneaHunit NnakeT He Hbl NaKeToM NoAaB/AeHMA Nay3, TO BbI30B OTOMBaETCS;
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Talimaym oxcudaHus RTP-nakemos nocse nosay4veHus Silence-Suppression (MHOXcUmMesns) — TalkiMmayT OXKMaa-
HuA RTP-NakeToB Npu MCNO/Ib30BAHMM ONUMK NOSABAEHMA Nay3. JManasoH AONYCTUMBbIX 3HaYeHU oT 1 o
30. KoadpdUuMeHT ABNSETCA MHOMKUTENEM U ONpeaenseT, BO CKOJIbKO pa3 3HayeHue AaHHOro TailimayTa
6onble, yem «Talimaym oxcudaHus RTP-nakemos». KOHTPO/Ib OCyLLLecTBAAETCA CAeayoLmMm 0b6pasom: ecnm
B TeYeHMe AAHHOTro BPEMEHW OT BCTPEYHOTO YCTPOWCTBA He NocTynaeT H1 ogHoro RTP nakeTa u nocnegHui
nakeT 6bl1 NakeTom NogaBneHus nays, To Bbi30B 0TbMBaeTcs;

Talimaym oxcudaHus RTP-nakemos 8 pexcume yOepHcaHus 8bi308a (MHOX(UMeEsAb) — TaAMayT OXKUOAHUS
RTP-nakeToB OT B3aumoaeincTeytowero ¢ AaHHbIM SIP-cepsepom SBC B perknmax, Koraa pasroBOPHbIN KaHan
paboTaeT TONbKO Ha Nepegayvy MMbo HeakTMBEH. [JMana3oH AonycTUMbIX 3HavyeHui oT 1 go 30. KoadpduumneHt
ABNAETCA MHOXUTENEM WU ONpeaensAeT, BO CKONbKO pa3 3HAa4YeHWe AaHHOro TaimayTa bonblwe, yem «Tall-
maym oxcudaHus RTP-nakemos». KOHTPO/Ib OCYLLECTBAAETCA Caeaytowmm 06pasom: ec/iv B TeYEHME AaH-
HOro BPEMEHM OT BCTPEYHOTO YCTPOMCTBA HEe MOCTYNaeT HM ogHoro RTP-nakeTa M pa3roBopHbI KaHan pabo-
TAeT TONIbKO Ha nepeaady IMH0 HEaKTUBEH, TO BbI30OB OTOMBAETCS;

Tatimaym oxcudaHusa RTCP-nakemos, ¢ — PyHKUMA KOHTPOAA COCTOSIHUA Pa3roBOPHOro TpaKTa, NpUHMMaeT
3Ha4yeHna u3 gmanasoHa 10-300 c. Bpems, B Te4eHMe KOTOPOro OXKMAAKTCA NakeTbl npoTtokona RTCP co
BCTPEYHOM CTOPOHbI. [pM OTCYTCTBMM NAKETOB B 3a4aHHOM MeEPUOLE BPEMEHMU, B C/Iy4Yae, ECNN BCTPEYHOM
CTOPOHOI paHee 6bln oTNpasaeH xoTa 6bl 0aMH RTCP-nakeT, ycTaHOBAEHHOE COeAMHEHNE pPa3pyLLAETCs;

KoHmpone IP:Port ucmo4Huka RTP — npwv BKAtoYeHun onumu, SBC cneaumt, 4tobbl NpoXoXKaAeHWe megmano-
TOKa OT BCTPEYHOW CTOPOHbI OCYLLECTBAANOCL MMEHHO € Tex IP 1 nopTa, KoTopble yKasaHbl B SDP. Meauna-
NOTOK, NPULIEALWNIA He ¢ yKasaHHoro IP uan nopta, byaeTt oTopoLleH;

3anpawusaemslli nepuod KOHMpos ceccuu (Session Expires, RFC 4028), ¢ — npw ycTaHoB/ieHHOM dnare
noaaeprkmsatotca Talimepsl SIP-ceccuin (RFC 4028). O6HOBNEHME ceccumn NoaaepKnBaeTcsa nyTem nepesayn
3anpocos re-INVITE B TeueHue ceccun. [aHHbIA napameTp onpenenser nepnos BpeEMeHM B CeKyHAax, no
NCTEYEHUN KOTOPOro NPOM30MAeT NPUHYANTENBbHOE 3aBepLUeHME CecCUMM, B CayYae, ecm ceccua He byaet
BoBpemsa obHoBneHa (oT 90 go 64800 ¢, pekomeHayemoe 3HayeHne — 1800 c);

V" KoHTtponb oxxupgaHua RTP, RTCP-nakeToB, a Tak}Ke ucnonb3osaHmne RFC 4028 npegHasHavyeHo ansa

' TOro, YTo6bl UCKAOUYUTL 3aBMCAHUE PA3rOBOPHbIX CECCUii, YCTaHOB/EHHbIX Yepe3 SBC, B cayyae
BO3HUKHOBEHUA Npobsiem c NPOXOXKAEeHMEeM NAKETOB HA CeTU onepaTopa. Bce HeaKTUBHbIe ceccumn
yepes COOTBETCTBYIOLWME TalimayTbl 6yAyT 3aKPbITbI.

lMepuo0d nposepku paboyezo cepsepa, c (nocae 3asepuwieHus npeodsidyu,eli mpaHsakyuu OPTIONS) — nHTep-
Ba/ BpeMeHU, Yepe3 KOTOpbI KOHTPOJIbHbIN 3anpoc OPTIONS 6yaeT otnpasneH Ha SIP-cepsep B cayuae,
ecnu Ha npeablaywmin 3anpoc OPTIONS 6b110 NoAyYeHO NOATBEPKAEHUE;

lMepuo0d nposepKku Hepaboyez2o cepsepa, ¢ (nocnae 3asepuieHuUs npedsidyweli mpaHsakyuu OPTIONS) — wh-
TepBa/ BPEMEHMU, Yepes KOTOPbIM KOHTPONbHbIM 3anpoc OPTIONS 6yaeT otnpasneH Ha SIP-cepsep B cnyyae,
ecnn Ha npeablaywmin 3anpoc OPTIONS He 6b110 Noy4eHO NOATBEPKAEHUE;

Oxcudaemolli omeem om paboyezo cepsepa — oteeT Ha OPTIONS oT yganeHHOro cepsepa, Npu nNoay4eHmm
KOTOPOro 3TOT cepBep byaeT cunMTaThca AOCTYNHbIM:

— Jlioboli omeem — ypaaneHHbl cepBep byaeT cumTaTbCa AOCTYNHbIM, ecin B oTBeT Ha OPTIONS
npuaet ntoboi SIP-oTeeT;

—  2XX — y[aneHHbl cepsep ByAeT cUMTATbCA AOCTYMHbIM TOJIbKO B TOM C/y4ae, ec/iv B OTBET Ha
OPTIONS npunaet 2xx OTBET.

Pa3pewume ucnons3osaHue HedocmynHo2o 0ecma — Npw akTUBALMKM SAHHOW ONLMM 3anpockl byayT mapLu-
pyTU3MpOBaTbCA Ha cooTBeTcTBytowMi SIP Destination gaxke B Tom ciyyae, eciv yaaneHHbI cepBep cumTa-
eTCcA HeAOoCTYNHbIM. [PU OTKAKOYEHUN OMLMM BbI3OBbI, KOTOPblE MAapPLUPYTU3NPYHOTCA HA HEAOCTYNHbIW AEecT,
6yayT otéuTbl otBeToM 480;
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UHOukayus docmynHocmu no OPTIONS — npu BKAOYEHUW ONLMK B CUCTEMY YNpaBaeHUs byaeT Bbl4aBaTbCA
aBapuA 0 HeAOCTYNHOCTU yaaneHHoro cepsepa no OPTIONS;

Bxoosaujee makcumarsibHoe 3Ha4eHue CPS — KONnM4ecTBO BbI3OBOB B CEKYHAY, KOTOPOE MOXKET ObITb NMPUHATO
Ha SIP Destination. [lnanasoH AonycTumbIx 3Ha4eHu ot 0 go 100, 0 — OTKAOYEHME ONuUUK;

Ucxooauwee makcumasibHoe 3HayeHue CPS — KONMYeCcTBO BbI30BOB B CEKYHAY, KOTOpPOe MOMKET bbiTb OTNPaB-
neHo Ha SIP Destination. JuanasoH gonyctumbix 3HavyeHu ot 0 go 100, 0 — OoTK/OYEeHME ONUUK;

DSCP 0ns Signaling — tvin cepsuca (DSCP) ana curHanbHoro Tpaduka (SIP);

3HayeHue DSCP gnsa Signaling 8onKHO ObITb 06LWMM ANA HanpaBAeHUA C OAMHAKOBbIM NapaMeTPOM TpaHC-
nopra (ceteBoit UHTepdelic + nopT npuéma curHanmsauymm). Hactpoiku DSCP gns RTP u SIP 6yayT urHopu-
poBaTbca npu ncnonbsosaHnn VLAN ans nepegaum RTP u curHanusaumu. ns npyuoputmnsaumm Tpadumka 8
OaHHOM cnydyae byayT ucnonb3osatbes Class of Service VLAN.

BxodAawana ceaswb

Bxogsilan CBA3b

Rule set | Het v OrpaH14eH1a Kon-Ba ceccuii no Homepy AB

%

OTBETUTL Ha OPTIONS &
Homep A: 40004, makc. 5, "403 Forbidden™ '}?xﬂ’

KoHeepTuposaTs RFC2833 Flash & SIP INFO | [

Rule set — NpUMeHUTb A4 BXOAALLEN cMrHanMsaumm Habop npaBuAa, co3gaHHbIiM B meHo «Rule set» (no-
ApobHee B pasaene 4.1.3.5 Rule set);

Omeemums Ha OPTIONS — npu Mcnonb30BaHUM gaHHOM onuum SBC camocToATeNbHO OTBEYAET Ha 3anpoc
OPTIONS B cnyyae, ecnum Rule B Rule set, otBevatowwmin 3a otnpasky OPTIONS, oTcyTcTByeT;

KoHsepmuposamos RFC2833 Flash e SIP INFO — npeobpa3oBsbiBaeT curHan Flash, npuHatbiit metogom RFC
2833, B 3anpoc INFO application/hook-flash npotokona SIP 1 nepegaer ero BoO B3aMMOAEACTBYIOLLMIA KaHa.

OzpaHuyeHus Kos-ea cecculi no Homepy A/B — no6aBuTb NpaBuIO 419 OFPaHUYEHUA KON-Ba O4HOBPEMEH-
HbIX BXOAALLMX BbI30BOB A/1A YKa3aHHbIX HOMepoB. HacTpolika noAsaseTcsa nocae cosgaHua sip destination.

cDO[I)MVI[:)OBaHl/Ie CMUCKa npasun Ol'paHVI‘-IeHVIﬁ nponcxoguT nNpu NOMOLWKN KHOMOK:!
— E — «[1o6aBUTb NPaBMIO OrPaHUYEHUNAY;
R «PepaKkTnpoBaTb NPaBUIO OrpaHNYEHNAR;
*r
—  L¥l — «YpganuTb NpaBnno orpaHnUYeHmnsa».

HAo6asumb macky Homepa

Nlo6aBnTb MacKky Homepa + X
CropoHa ‘ Homep A v|
Macka Homepa 9 ‘ |
Maxc. kon-go ceccuin @ ‘1 |
SIP oteeT : | 403 Forbidden v|
| 3anath ‘ ‘ OTMEHUTL

CmopoHa — BbIbOp HOMeEpa, AN KOTOPOro byAeT NPUMEHATLCA OrpaHUYEHUE;

— Homep A — orpaHnyYeHne KoaN4ecTBa O4HOBPEMEHHbIX CECCUIM BbICTaBAAETCA MO HOMepPY A (MHULM-
aTop BbI30Ba). MoMcK Homepa A NPoMCXo4MT B CTPOTOM MopaaKe npuopuTeTa:
Remote-Party-ID - P-Asserted-ldentity - From.
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Takum obpasom, ecnu 6bin HalgeH 3aronoBok Remote-Party-1D, To Homep byaeT npoBepaATbCA
TO/IbKO B HEM, HOMEP B 3aros0BKe From B TaKOM C/ly4ae He yYnTbIBaeTCA.

— Homep B — orpaHuyeHune KomMyecTBa OAHOBPEMEHHbBIX CECCUI BbICTaBAAETCA No Homepy B (nonyya-
Tenb BbI30Ba). [Monck Homepa B nponcxoauT B CTPOrom nopaaxe NnpuopuTeTa:
Request-URI = To

Taknm obpasom, ecnu B 3aronosBke Request-URI ykazaH Homep, TO 3aronoBoK To NpoBepATbCA He
byaer.

— Macka Homepa — B KQ4ecTBe aprymeHTa NponMCbIBaeTCA perynspHoe BblparkeHne. CUHTaKCUC peryiapHbIX
BblPa*KEHMI aHaNOrMYeEH perynspHbIiM BblpaxeHusam ycnosuii ana Rule Set (4.1.3.5 Rule set - CuHTaKkcuc
perynspHbIX BblpaXKeHWA ANA COCTaBAEHUA YCOBUN);

— Makc. Kon-80 cecculi — MmaKkcMmasnbHoe AonNyCcTuMmoe Koain4ecTtso 04HOBPEMEHHDIX ceccmﬁ;

— SIP omeem — SIP-koz, BO3BpaLLaeMblii NpY NPEBbILLEHUM IMMUTA OAHOBPEMEHHbIX ceccuit (No ymonya-
Huto 403 Forbidden):

— 486 Busy Here — aboHeHT 3aHAT;

— 403 Forbidden — BbI30B OTK/IOHEH MO NPUYNHE OTCYTCTBUA NPaB Ha BbINOJHEHWE AAHHOTO AEUCTBUA
(«3anpeT BbI3OBAY);

— 503 Service Unavailable — B paHHbIi1 MOMEHT cepBep He MOXKET 06CNYKUTb BbI3OB.

V Ha Ka)kaoe HanpaBnaeHue MOXHO [06aBUTb HeorpaHUYeHHOe KO/IMYEeCTBO NpaBua  Ans
orpaHuyeHua. MakcMmasnibHO BO3MOXKHOE KO/IMYECTBO TaKUX NpaBua Ha BClo cuctemy ana SBC-1000
— 768 npaswun, ana SBC-2000 n SBC-3000 — 1500 npasun.

Ucxodawana ceasw

Vicxogsauas cBa3b

MoBeAeHUe NP1 NepeHanpasneHun ‘ 3aBepluaTk BbI30B V|

3amenuTh CAPN B To Ha 3HaueHue U3 saronoska ‘ |

— [NosedeHue npu nepeHanpasneHuu — Bbl6op pexrmma paboTbl SBC npu nonyyeHmm oteeta 302 cO CTOPOHBI
b:

—  3asepwams 8bi1308 — npu noaydeHmmn otsetos 301/302/305 co ctopoHbl b SBC 3aBepLumnT BbI30B;

—  TpaH3umums omsem — npu nonyyeHumn oteetos 301/302/305 co ctopoHbl b SBC nepeHanpasuT
ero Ha ctopoHy A, 3aronosok Contact B 3Tom cnydyae nepepaetca 6e3 UaMeHeHUI (MoKeT
NpMBECTU K Nepesaye BHYTPEHHMX aLPECOB BO BHELLHIOK CETb);

— O6pabamsisams omeem — npu noaydeHun ortsetos 301/302/305, B KoTopbix 6yaer ykasaH
Contact C, SBC nonbiTaetca OTNpaBuTb BbI3OB eMy, YBEAOMMB CTOPOHY A O nepeHanpaBaeHUu
Bbi3oBa oTBeTom 181. Ecnn B Contact copgeprkutca agpec camoro SBC, TO OH npo3payHo
npob6pocut coobuieHne 302 Ha cTOpOHyY A, yKasaB B none Contact agpec ctopoHbl A.
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Mpu akKTMBaLUKM HACTPOMKKU ANa obecnedyeHUA KOPPEKTHOCTU paboTbl nepeHanpasneHuit 6yayr
’ OTK/Il0YEeHbl BCTPpOeHHble npaBuna firewall ana SIP transport, npueasaHHoro K SIP destination, Ha
- KoTopom BKJjtouyaeTca onuua! Ecam TpaHcnopT ucnonb3yerca Ha gpyrux SIP destination, To gna
HUX BCTpoeHHble npasBuna Firewall Toxke 6yAyT OTKAlOuYeHbl. PeKomeHayeTcs BblAenATb
otpenbHbii SIP transport ana Ttex SIP destination, ¢ Kortopbix pa3speweHa o06paboTKa
nepeHanpasaeHuii, 1M60, Npu Heo6XO4UMOCTH, OrPaHUYUTb AO0CTYN BPy4YHylo (noapobHee B
paspgene 4.1.8.5).

— 3ameHumob CdPN e To Ha 3Ha4YeHuUe U3 3020/08KA — B CAyYae 3anoaHeHua gaHHoro nonaa CdPN B To 3ame-
HSeTCA Ha NOACTPOKY BHYTPM «()» U3 yKa3aHHOro 3aronoBKa.

dopmam 3anonHeHuUsA nNons
sip_header_name: regular_expression, rae:

— sip_header_name — vma 3aronoska. Tpebyerca To4HOe coBnageHne C MICKOMbIM 3aro/IoBKOM, MCMO/b30Ba-
HWe PerynspHbIX BbipaXKeHWI He AOMNYCKAeTCA, PerMcTpoHe3aBMCUMbIA NapameTp;

— regular_expression — noAcCTPOKa, KOTOPas ULWETCA B 3ar0/I0BKE, BOSMOXKHO MCMO/Ib30BaHME PEryaspHbIX
BblpParKeHUN.

NMpumep 3anonHeHus noasa «3ameHums CdPN e To Ha 3Ha4YeHue U3 3020/108KA»

X-SB-Callinfo:code=(.*)

B aaHHOM cnydae B npuweawem SIP 3anpoce npomsBoguMTcs nouck saronoska X-SB-Callinfo. Ecnm 3aronosok X-
SB-Callinfo HaigeH, B HEM NponcxoamT NoUcK noacTpoku code=(.*). Ecau cTpoKa HaliaeHa, To CAPN B To byaet
3aMeHeH Ha 4acTb NOACTPOKM, BblaeNeHyro cKobkamu. Takum obpasom, ecnm SIP 3anpoc 6yaet cogepratb 3a-
ronosokK X-SB-Callinfo:call-id=123456;code=123, To CdPN B To 6yaeT 3ameHeH Ha 3HadyeHue 123.

Ecnv 3aronoBokK nam noactpoKa He HangeHbl B SIP 3anpoce, CAPN B To He 6yaeT 3ameHeH.

Hacmpoliku SDP

Hactpowkn SDP
Hopmanusauua fax sdp no ric 3108 ¥

Pa3spelmTs acCHMMETDHSHBEIE AMHaMMLECKMe payload type

—  Hopmanusayus fax sdp no rfc 3108 — npu BKAKOYEHMM ONUMM NPU OTNpPaBKe COO6LLEHUA B AaHHOE
HanpasneHue aTpmbyT gpmd 6yaeT BbipesaTbea u3 sdp

—  Paspewumb acummempuyHele OuHamu4veckue payload type — ecnn onuua akTUMBHA, TO B COObLLEHUU
2000K c SDP answer, oTnpasaeHHble 3Tomy Destination, SBC He 6yaeT 3ameHATb payload type Ha ToOT, 4TO
6b1n nonyyeH B offer. Ecim onuma HeaKTUBHa (NoBeaeHWe Mo ymondaHutio) — payload type Ha nesom wm
npaBoM naeye Bbi30Ba OyAeT OANHAKOBbLIM.

—  OmKmoyume offroad npu nonyyeHuu ICE — ecnun Ha SBC npuxoauTt 3anpoc, B sdp KoToporo ectb
TpeboBaHMe wucnonb3osBaHua ICE-TpaHcnopTa, TO NO YMOAYaHWIO BKAoYaeTcAa pexum offroad (SBC
nponyckaeT Takol sdp 6e3 nogmeHbl aApecoB M Mpounx napameTpos). Ecn onuus akTMBMpPOBAHA, TO
pexum offroad oTkntouaeTca U meama cornacyetca yepes SBC.

Aymenmucgpukayusa SBC

AytenTudmkaums SBC

NoruH

Maponb

—  Jlo2uH — NOrvH ana ayTeHTMOMKaLMM Ha BbliwecToswem SIP-cepeepe;
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— lMaposb — naponb Ana ayTeHTUGMKALMM Ha BbliwecToAweM SIP-cepsepe. [JaHHble ayTEHTUGUKALUN UCNONb-
3yHOTCA TO/IbKO AN aBTOpM3aLMm 3anpocos, popmupyembix cammm SBC, Hanpumep, 3To MoryT 6bITb 3anpochl
re-INVITE, popmunpyemsbie SBC npu ncnonbsosaHnun ¢yHkumm timer RFC 4028, ayTeHTMdMKALMUS Ha B3aUMO-
OENCTBYIOLLEM CepBepe, PerucTpauma Ha B3aumogenctsytowem cepsepe (npu Tune peructpaunn UAC),
ayTeHTUOUKALMKM 3aMPOCOB OT B3auMoaeicTaytoLLero cepsepa (npu tmne perncrpaumm UAS).

Peaucmpayus SIP trunk

Permctpaums SIP trunk

Tun peructpausm | [Het v
MNepwoa perncTpaumnu. c
Wms nonbsosarens/Homep

SIP-gomeH

- Tun pecucmpayuu — OaHHAA HaCTpOVIKa 3a4a€T HanpaBaeHne perncrpaynn:

— UAC — B paHHom cnyyae SBC no TpaHky Oyger peructpmpoBaTbCA Ha
B3aMMOLENCTBYIOLLEM CepBepe perucTpaumu. MNpu 3TOM Npu OTCYTCTBUM pPerucrTpaumm
HanpasneHue ByAeT cuuTaTbCA HELOCTYMHbIM, U B HEr0 He ByayT OTNPaBAATLCA BbI30OBbI
(Ho npMHMMaTbCa ByayT Bceraa);

— UAS — B [aHHOM cnyyae B3aMMOZENCTBYlOLLEE MO TPaHKY YCTPOWCTBO byaeT
peructpupoBatbcad Ha SBC npu ycnosum, 4yto 6ymeT nNoAy4eHO MOATBEPKAEHUE
pernctpauum oT BbibpaHHOro no Rule set cepsepa. Takke SBC 6yaet ayTeHTUOMLMPOBATb
BCE 3anpocbl OT B3aumoaeincTBytoLLero cepsepa. Hactpoiika B none Remote Address npu
3TOM He NPUMEHAETCA, UCNO/b3YeTCA aapec, MONYYEHHbIW B KOHTAKTE NPU perucTpauuu;

Mpwu oTCyTCTBUM peructpaumm B 11l060M pexkume HanpassieHUe 6yaeT CUUTaTbCA HeAZOCTYMHBIM, U
H C Hero He 6yAyT OTNPaBAATLCA BbI30BbI (HO NPMHMMAaTbLCA 6yayT BCerpa).

—  [epuod pezucmpayuu, ¢ — nepuog 06HOBMEHNA PerucTpauuMm Ha cepBepe (MCMo/b3yeTcs Mpu Tune
pernctpaunn UAC);

—  Uma nonszosamens/Homep — wuma/Homep, € KoTopbim TpaHK SBC peructpupyeTtca Ha cepsepe
pernctpauunu (npu Tnne pernctpaunn UAC);

—  SIP-OomeH — poMeHHOE UMS, C KOTOPbIM TPpaHK SBC pernctpupyetca Ha cepBepe perucrpauuu (npm tune
pernctpaunun UAC), nnbo foMeEHHOE UMSA, C KOTOPbIM BCTPEYHOE YCTPOMCTBO ayTeHTUdUUMpyeTca Ha SBC
yepes TpaHK (npu Tune peructpaummn UAS).

OzpaHuveHue yucaa 00HO8PEeMEeHHbIX ceccuii

OrpaHWYeHUEe YACNA OHOBPEMEHHBIX CECCUIA

® Bes orpannuenus
O MonHocTeio 3anpeTuTs

' Makcumym D ceccui

) Be3 orpaHN4eHus

OrpaHuyeHUe YUCna OgHOBPEMEHHbIX CECCU
[NA BXOAALWK BbI30BOB

OI’p-aHW—IE,‘HIr‘IE,‘ YUCNa o4HOBPEMEHHbIX ceccuin

MONHOCTBIO 3aNpeTUTL
[NA UCXOAALNK BbI30BOB P

L Makcumym 0 CeCcCHid

SIP otser || 403 Forbidden v
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Orpan-leHme Yncna ogHOBpPEMEHHDbIX ceccui AnAa BxogAauwnx Bb1I30BOB:

—  be3 oepaHuyeHUs — KONMYECTBO CECCUI HE OTrPaHNYEHO;
—  [MonHocmesio 3aripemums — NOHbIN 3anNpeT ceccui;
—  Makcumym N cecculi, 2de N — KONMYEeCTBO OAHOBPEMEHHbIX CECCUMN.

OrpaHquHme 4Ynucna ogHoOBpPEMEHHDbIX ceccum ANnAa ncxogAauinx BbiSOBOB:

—  be3 oe2paHuU4eHUs — KONIMYECTBO CECCUIM HE OFPaHNYEHO;
—  MoaHocmetro 3aipemume — NONHbIA 3aNPeT Ceccuit;
—  Makcumym N cecculi, 2de N — KONnM4ecTBO 04HOBPEMEHHbIX CECCUNA.

SIP omeem — SIP-Kog, BO3BpaWa@aembll MpW MPEBbILEHUN AMMUTA OAHOBPEMEHHbIX ceccuit (no-

ymondaHuio 403 Forbidden):

— 486 Busy Here — aboHEeHT 3aHAT;

— 403 Forbidden — BbI30B OTK/IOHEH NO NPUYMHE OTCYTCTBMA NpPaB Ha BbINOJIHEHNE AAHHOMO AENCTBUA

(«3anpeT BbI3OBAY);

— 503 Service Unavailable — B naHHbIA MOMEHT CepBEpP HE MOXKET 0OCNYKUTb BbI3OB.

Onyuu

Onumuu

He YYMTBIBATE NOPT-HCTONHKE NPK BX0AAWMY ERi30sax | [

He yyumeleame nopm-ucmoYHUK rpu 6Xx00AujUX 8bI308aX — He NPoBepsTb N8 BXOOAWMX Bbl30BOB
agpec nopra, C KOToporo Npuweén 3anpoc. Ecam onumsa HeaKTUMBHA, TO A5 BXOAALLMX BbI30OBOB CTPOro
NpoBepPSAETCA, YTO BbI3OB NPULLEN C agpeca U NopTa, yKasaHHbIX B HAacTpokKke remote address. Ecam onuma
aKTMBHa, TO NoucK u Bbibop SIP Destination npoussoanTca cHayana no Tem destination, rae onunn Her,
3aTem byget BblIbnpaTbCs OANH U3 TeX, FAe ONUUS aKTUBMPOBAHA, M TEX, KOTOPbIE MPOXOAAT MO NapamMeTpy

IP/hostname B HacTpoiike remote address.

Mpumep:

Ha SBC ckoHdurypumpoaHo yeTbipe SIP Destination ¢ TakMmu napameTtpamm remote address:
Nma remote address CocTosiHMe onuumn
Destl 192.0.2.1:5060 OTKNtOYEeHa
Dest2 192.0.2.1:5061 OTKNtOYEeHa
Dest3 192.0.2.1:5062 BK/OYEHA

3anpocbl ¢ agpeco 192.0.2.1:5060..192.0.2.1:5062 6yayt ob6paboTtaHbl B destination
Destl..Dest3 coOTBETCTBEHHO CBOMM afpecam, NOCKO/bKY OHM TOYHO COBMAAAOT C TEM, YTO

HacTpoeHo B remote address.

3anpoc c adpeca 192.0.2.1:5090 nonadém 8 Dest3, NocKonbKy 3anpoc He nooxooum Hu oo 00HY
Hacmpoliky remote address, Ho Ha Dest3 ueHopupyemcs nopm. AHAsA02U4HO 8ce 3anpPocsi ¢ Mop-

mos, He exo0auwux 6 5060..5062 nonadym makxce 8 Dest3.

HUx byaeT B uTOore obpaboraH 3anpoc.

He pekomeHpyetca co3paBatb HecKosbKo SIP Destination ¢ oguHakoBbimu IP-agpecamu un
AKTUBUPOBAHHbIMU HACTPOIKAaMM UTHOPUPOBAHUA NOPTA, T. K. HE/Ib3A NpPeACcKa3aTb, B KAKOM U3
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MNMapamempeol STUN-cepsepa

MapameTpbl STUN-cepBepa

Wcnonbsosate STUN

O

WHaukauua goctynHoctu STUN cepeepa | [

IP STUN-cepeepa [0.0.D.O ]

Mopt STUN-cepeepa [34?8 ]

Mepwuog sanpocos [ 60 ]

—  WUcnonezoeamos STUN — npwu yctaHoBAeHHOM ¢nare ucnonb3osaTtb STUN;

—  WHOukayusa docmynHocmu STUN cepsepa — npu BKAKOYEHUU OMNLLUKN B CUCTEMY YNpaBaeHuA byaeT Boblaa-
BaTbCA aBapuA o HegoctynHocTn STUN-cepBepa;

— IPSTUN-cepsepa — IP-appec STUN-cepsepa;

— Mopm STUN-cepsepa — nopT cepsBepa A/1a OTNpaBKM 3anpocos (No ymonyaHuio 3478);

— [lepuod 3anpocos — nHTepBan mexay 3anpocamm (10-1800 cekyHa, nan 0 — B 3TOM C/lydae 3anpoc byaeT
OTNPABAATLCA NPU OTNPABKE KaxKAoro coobuueHus. Mo ymonyaHuio 60 cekyHa).

Ecnm BKAoyeHo mcnonb3osaHue STUN-cepsepa, TO nepes OTNpaBKoM 3anpoca/oTBeTa no AaHHOMY Sip-
destination (3a uckntoueHnem otseta 100 Trying) npomssoamTca nouck 6enoro IP 1 nopta. Ecam coxpaHeHHbIM
6enbiih IP He HallaeH, oTnpasaseTca 3anpoc Ha STUN-cepsep c IP SIP-TpaHcnopTa, KOTOPbI NPMUBA3aH K AaHHOMY
sip-destination.

Ecnn otBeta oT STUN-cepBepa HeT, TO AaHHbIN cepBep Ha 5 ceKyHA nomeyvaeTca Kak HegocTynHbii, n SBC
ucnonsayet IP n3 onuum «MNybanuHbin IP-aapec». Ecan onuusa HeakTMBMpPOBaHa, To ucnonbayetca IP SBC.

Ecnu otBet oT STUN-cepBepa npuLwen, To nonydyeHHbI IP noacraBnsertca B 3arosoBkax Contact unm Record-
Route (B cnyyae akTMBMpoBaHHOW onumn «lepefaBaTb KOHTAKT 6e3 M3MeHeHW») u B 3aronoske Via (gna
3anpocos). B sdp Takxe noactaBnseTca nosyyeHHbl 6enbint IP-agpec.

Mocne nonyyerusa oreeta oT STUN OH coxpaHseTcs, U HOBble 3aNpoChbl He OTNPABAAIOTCSA, MOKA He UcTeYeT
Talimep, YKasaHHbIN B «[lepunos 3anpocos».

PaboTa ¢ media-NOTOKOM aHaNoOrMyHa akTUBMPOBAHHOM onuuu «ABoHeHTbl 3a NAT», T. e. ncxoaAwmi
MeAnanoToK oTNpaBaaeTca He Ha agapec B sdp, a Ha agpec, C KOTOPOro NPUHMMaEeTCA MeAManoToK OT BCTPEYHOW
CTOPOHBbI.

PacwupeHHble Hacmpoliku npomokona SIP

B none HaxoaATCcA paclMpeHHble HaCTPOMKM NpoTokona SIP. Mpy NnoMoLm AaHHbIX HACTPOEK MOMKHO KOPp-
peKTMpoBaTb Noaa coobuieHnit SIP No 3agaHHbIM NpaBuaam. PaclumpeHHble HacTpolkK paboTatoT Ana ucxoan-
wero Tpaduka c SIP-destination.

¢opmam 3arnosiIHeHUA nosA

[sipheader:MMA_3ATr0JIOBKA=onepauus],[sipheader:...],...

PacuwMpeHHbIE HACTPOWKX NpoToKona SIP

MpumeHnTs OTMeHNTE

roe:
—  Onepayuu — disable, insert nan npasnno mogmudpuKaumu;
—  UWMA_3AI0/IOBKA — perucTpoHesaBMCMMbIN NapameTp, Hanpumep, Accept = accept = ACCEPT.
B MHbIX NapameTpax perncTp uMmeeT 3HaYeHue.
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ECTb BO3MOXKHOCTb MOAMbUKaUMKM Nonen B oTAeNbHbIX SIP coobuieHuns. B Takom cayvae KOppekTupo-
BaTbCA 6yayT ToNbKo Te SIP coobleHmns, KoTopble NnepeyncaeHbl B npasuaax moguoukaumm. K octanbHbim SIP
coobueHnam mogndurKkauma NPUMeEHATbLCA He byaerT.

Popmam 3anonHeHUA NoAA 0459 MoOUpuUKayuu omoenbHbix SIP coobwjeHuli
[sipheader:in_modify,SIP_COOBLIEHUWE 1, ..., SIP-COOBLIEHUNE N,UMA_3Ar0O/I0OBKA=onepayus]
lpe:

— Onepauuu — Npasunao moandukaumu;

— SIP_COOBLLEHUE 1, ..., SIP-COOBLIEHUWE N — nepeuncneHme SIP cooblieHun, ansa Ko-
TopbIX TpebyeTca mognduKaums;

— WMA_3ATOJIOBKA — pernctpoHesaBUCMMbI NapameTp, Hanpumep, Accept = accept =
ACCEPT.

Mpumep npasuna modugukayuu 019 omoenvHbix SIP coobweHuii
[sipheader:modify_in,invite,bye,200:user-agent=-(SBC)+(TEST)S]

B Takom cnyyae 3arosioBok User-agent 6yaet moanduumpoBaTtbca ToNbKo B coobueHnax INVITE, BYE u
200 OK. B ocTanbHbIx SIP coobLLEHNAX OH N3MEHATbLCSA He byaer.

Mpasuna modugpukayuu

Mpasuna mogmduKauMm onNnCbIBaOTCH CUMBOAMM:
— S — ocmasums nocaedyrouuii mekcm;
— I —ydanums ocmaswulica mekcm;
—  +(ABB) — 0obasume yKa3aHHbIl meKkcm;
—  -(ABB) — yoanume yka3aHHbIl mekcm;
— \ — no3songem sakpaHuposams cumeosnsi «(», «)», «[», «]».

anMepbl peannsaumnmn npasna onepaunn npneBeneHbl B Ta6/w|u,e HWXe.

Tabnnua 19 — Mpumepsbl peannsaunm npasua onepaumnm

Onepauus UcxoaHbIiA 3aronoBoK Mpasuno Pesynbtar
He otnpasnaTtb | Accept: application/SDP [sipheader:accept=disable]
3aros10BoK
MNepegatb b6e3 JononHutensHoble [sipheader:[CNMMCOK_COO | Ha BTopom nJieye NoABMTCA 3a4aHHbIN
U3MeHeHUM 3aro/1I0BKM Ha Nepsom BLLEHWUN]: 3aro/I0BOK:
3aro/I0BOK u3 naeve: [MACKA 3ATrO/10BKA]=tra
nepBoro njaeva nsit] Subject: Test call
P-Asserted-ldentity:
username@domain [sipheader:[MACKA 3Aro

NNOBKA]=transit]
Subject: Test call
B coobuieHunax INVITE u
200:
[sipheader:INVITE,200:Sub
ject=transit]

B nto6bIx coobLieHUAX:
[sipheader:Subject=transit

]
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MNepepnatb 6e3
M3MEeHeHUM
rpynny
3aro/10BKOB U3
nepBoro naeya

JononHutenbHble
3aroN0BKM Ha NepBoOM
nneve:

P-Asserted-ldentity:
sip:username@domain

P-Called-Party-ID:
sip:username@domain

Privacy: id

Subject: Test call

[sipheader:P-*=transit]

Ob6paTtnTe BHUMAHME, YTO
TaKoe npaBuo:
[sipheader:*=transit]
paboTaTb He byaerT,
NMOCKONbKY cumeon *
MOXET 3aMEHATb TO/IbKO
4acTb UMEHMW.

Ha BTOpOM nneye NoABATCA 3a4aHHble
3aro/IoBKM:

P-Asserted-ldentity:
sip:username@domain

P-Called-Party-ID: sip:username@domain

Bctasutb
3aro/s10BoK

[sipheader:insert[CMNCOK
_3ATO/IOBKOBJ:
Remotelp=+(TEKCT)]

Bo Bcex 3anpocax:
[sipheader:insert:Remotel
p=+(example.SBC)]
TonbKko B 3anpoce INVITE:
[sipheader:insert,INVITE:R
emotelp=+( example.SBC)]
TonbKO B yKa3aHHble
3anpocskl (Hanpumep,
INVITE n ACK):
[sipheader:insert,INVITE,A
CK:Remotelp=+( example.
SBC)]

Remotelp:example.SBC

[006aBuUTb TEKCT
B Hayano

Accept: application/SDP

[sipheader:accept=+(appli
cation/ISUP,)S]

Accept:

application/ISUP,application/SDP

[o06aBuTb TeKCT
B KOHeL,

Accept: application/SDP

[sipheader:accept=$+(,app
lication/ISUP)]

Accept:

application/SDP,application/ISUP

Ypanutb TekcT

Accept:
application/SDP,application
/ISUP

[sipheader:accept=-
(application/SDP,)$]

Accept:

application/ISUP

Ypanut, Accept: [sipheader:accept=- Accept: application/SDP
HauMHan ¢ application/SDP,text/plain (,text)!
YKasaHHoro
TEKcTa
3ameHuTb TeKcT | Accept: [sipheader:accept=+(appli | Accept: application/ISUP
MOJIHOCTbIO application/SDP cation/ISUP)!]
3ameHuTb TeKcT | Accept: [sipheader:accept=- Accept: application/ISUP,text/plain
application/SDP,text/plain | (SDP)+(ISUP)S]
3ameHuTb Accept: [sipheader:accept=- Accept: application/ISUP
TEeKCT, application/SDP,text/plain (SDP)+(ISUP)!1]
oTbpocus
OaHHble B
KOHUe
Mpumep From: [sipheader:from=+(DISPLA | From: DISPLAY
KOMM/IEKCHOM <sip:who@host>;tag=aBc Y )-(who)+(12345)- <sip:12345@host;user=phone>;tag=aBc;lin
moanduKaumnm (>)+(;user=phone>)$+(;line | e=abc
=abc)]
Mpumep User-Agent: [sipheader:user- User-Agent: TEST1(123)TEST2[456]
ucnonbsosanma | Eltex SBCv1.10.10 agent=+(TEST1\(123\)TEST | Eltex SBC v1.10.10
3KpaHUpPOBaHMA 2\[456\])S]

CMMBONIOB «(»,
«)», «[», «]»
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Mpumep

[sipheader:Accept=disable],[sipheader:user-agent=disable]

B maHHOM npumepe Bce coobueHuna SIP, oTnpaBasemble YCTPOMCTBOM Yepes AaHHbli SIP-uHTepdelic,
byayT cnepgosatb 6e3 noneit Accept n user-agent.

’ CnucokK obasarenbHbix noneii coobweHuii SIP, Kotopble He moryT 6bITb yaaneHbl: via, from, to, call-id,
M cseq, contact, content-type, content-length.

Bo3moxkHa moaudukauyma display-name B 3aronoskax From u To.
dopmar 3anucu

Ans modugpukayuu display-name eo From - [sipheader:from-name=onepayus]
Ana modugukayuu display-name e To - [sipheader:to-name=onepayus]

Mpumepbl MoamduKkaumm display-name B 3aronoske From.

Onepauua |UcxoaHbIA 3aroNOBOK Mpasuno Pe3ynbrar

Ypanutb From:«Alina»<sip:23000@192.168.23.216> [sipheader:from-name=!] | From:<sip:23000@192.168.23.216>
TeKCcT

3ameHnTb | From:«Alina»<sip:23000@192.168.23.216> [sipheader:from-name=- |From:«Anna»<sip:23000@192.168.
TeKCT (li)+(n)S] 23.216>

Ona 3aronoskos from, to, contact, RURI BoamoxkHa moanduKaLma ToNbKO user 4acTu.

Mpumepbl Moamdukaumm Homepa Bo From/To/Contact/RURI

Onepauus UcxoaHblA 3aroNoBoK Mpasuno Pesynbtar

Ypanutb From: [sipheader:from=-(30)$] From: <sip:200@192.168.23.216>

TeKcT <sip:23000@192.168.23.216:5070>
To: [sipheader:to=-(10)$] To:
<sip:10000@192.168.23.216:5060> <sip:000@192.168.23.203:5060>
Contact: [sipheader:contact=-(30)$] | Contact:
<sip:23000@192.168.23.203:5070> <sip:200@192.168.23.216>
RURI: [sipheader:request-line- RURI: <sip:192.168.23.216:5070>
<SIP:23000@192.168.23.216:5070> user=!]

3ameHuTb From: [sipheader:from=- From:

TeKCT <sip:23000@192.168.23.216:5070> (30)+(55)8] <sip:25500@192.168.23.216>
To: [sipheader:to=-(10)+(55)$] | To:
<sip:10000@192.168.23.216:5060> <sip:55000@192.168.23.203:5060>
Contact: [sipheader:contact=- Contact:
<sip:23000@192.168.23.203:5070> (30)+(55)$] <sip:25500@192.168.23.216>
RURI: [sipheader:request-line- RURI:
<SIP:23000@192.168.23.216:5070> user=-(30)+(55)$] <SIP:25500@192.168.23.216:5070>
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HELTEX

4.1.3.3 SIP Users

B [aHHOM MeHIO HAcTpavBalOTCA HanpaB/ieHMA A1A Mpuéma U MaplipyTusaummn Bbi3oBoB anA SIP-
nonb3oBaTesiein, KoTopble ByAyT OTNPABAATb BbI30BbI U pernuctpaymm yepes SBC. MoxeT bbiTb co3aaHo o 256

users.

Ona co3paHusa, pedakTMPOBaHMA M yAaneHua uHTepdeincoB wcnosb3yetca MeHlo «Ob6bekmel» -

«Jobasumb 06vekm», «O6vekmsoi» - «Pedakmuposame 06vekm» n « 06vekMbI» - «Y0anumb 06veKM», a TaKKe

KHOMKWU:
—  «/Jobasumb»;
—  «Pedakmuposame»;
- «Y0anumeo».
KoHpuzypayus SBC —> SIP Users
SIP Users
Ma Hmna SIP TpaHcnopT Npodune RADIUS TpaHCNOPTHLIN NPOTOKON ABoHeHThI 3a NAT oo:npfnmguﬁau’:ienﬂ,c SIP gomeH Rule set
0 | SipUseroo SipTransportoo He BrIGpaH UDP-only - - -
Nofaeute Pepaktupoeate Yaanute

lapamempbl N016308aMenbCKO20 HANPABAEHUA

MmMA — npounsBosibHOE UMA ANA UAEHTUUKALUM
(ynobHoe ans onepatopa);

SIP TpaHcnopm — TpaHCMNopT, KoTopbin Oyaet
Mcnonb3oBaTbCcA A4 NpUEmMa  BbI30OBOB  HaA
HanpaB/fieHMe U OTMPABKM BbI3OBOB  C
HanpaBieHus;

TpaHcropmHebll nPomokosn — BbIGOP NPOTOKOAA
TPAHCMOPTHOrO YPOBHA, WCNOAb3YeMOro Ans
npuema v nepegaymn coobuieHumi SIP:

— TCP-prefer — npuwem no UDP u TCP.
OTtnpaska no TCP. B cny4vae ecnu He yaanoch
YCTaHOBUTbL coeanHeHue no TCP, oTnpasKa
npoussoautca no UDP;

— UDP-prefer — npuvem no UDP wun TCP.
OtnpaBsKa naketos 6onee 1300 6aiiT no TCP,
meHee 1300 6aiiT — no UDP;

— UDP-only — wucnonb3oBatb Tosnbko UDP
NpPOTOKON;
— TCP-only — wucnonb3oBatb TOAbKO TCP

npoToKoN;

®opmam 3a20108K08 SIP — onpeaenseT, B KAKOM
dopmaTte nepenasaTtb 3aronoBKku SIP:

KoHndgpuzypayusa SBC —> SIP Users
-> «[lobasume» unu «Pedakmuposameo»

SIP user 0

vms | [SipUserd0

siP |He Beibpan

TpaHCnopTHBIRA @) | [UDP-only

®opuar saronoskos SIP | [Full

Mpodwmne RADIUS | [He BuiBpaH

MNepegasaTs koHTakT Ge3 nameHeHna | [

Mepegasats NapaMeTpsl O
HewsBeCTHOrO guanora 8 NOTIFY &)

Tepegasate napaMeTpsl
HEWZBECTHOTD AMAancra 8 saronoske Replaces @)

MNepepasats gomet B 3aronoske Refer-To

MepenasaTh HENDIIENWUBAEMBIH vent Ges uamerenni @)

D0|o|gl O

MyGnuutsii IP-anpec @

TaitmayT osmaanus RTP-naxetos, ¢ @) pu

TalimayT oxnganna RTP-nakeTos nocne
nomyuenuA Silence-Suppression (MuoxuTens) @

TalimayT cemaaHna RTP-NakeTos B pEXMME
yAEPaHUA Bbisosa (sendonly, inactive) (muoxwTens) @

TaiimayT onegarua RTCP-naxetos, ¢ ') Olo
KowTponk IP:Port ncrounuka RTP | [

3anpalmMBaEMbIil NepUo/ KOKTPONA CECOH |
(Session Expires, RFC 4028), c @ :

SIP gomen |

AboHeHTsl 3a NAT

Bpems xpaHeHWa coegubennA Ha NAT, ¢ | 0

He wcnonssosats nogmery SDP mode
ana npoSpoca KMNEB uepes NAT

MuHMMansHoE Bpems peructpaim, ¢ @) |J_20

Brera Nepeaasars sanpock REGISTER @

DSCPamSignaing @ |0 ]

—  full — ucnonb3oBaTb 06bIYHBIN (ANUHHbIN) GOPMAT 3aroN10BKOB;
— compact — UCnonb3oBaTb KOPOTKUIM GOPMaT 3aro/I0BKOB;
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Mpogune RADIUS — npodunb RADIUS ana ayTeHTUPUKaAUMM M aBTOPU3aUMM BXOAALWMX Bbl30BOB
(nogpobHee B pasgene 4.1.9);

ﬂepedasamb KOHMaKkm 6e3 usmeHeHua — npun Ncnosib3oBaHMn AaHHOﬁ onumun SBC He noameHsAeT none
contact B 3anpocax, nepeaaBaemblX B CTOPOHY NMPOrpammMHOro KommyTaTopa;

lMepedasame napamempsol HeuzsecmHoz2o duasnoza 8 NOTIFY — npu UCNOAb30BaHUM AAHHOW ONuUUM,
ecan Ha SBC npuxoaut NOTIFY ¢ mHbopmaumen o Ananorax, KoTopble el HeusBeCTHbl, TO 3Ta
nHpopmauua byaet nepenaBatbca 6€3 USMEHEHWNNA.

Hanpumep, Ha SBC npuxoaut NOTIFY c Event: dialog, B Tene kotoporo ectb call-id, local-tag,
remote-tag. Ecam amnanor ¢ TakMmum napameTpamm ocyulectsnsetca yepes SBC, To npu nepecbinke
atoro NOTIFY Ha BTOpOe n/ae4vyo 3TK NapameTpbl 3aMEHATCA HA AaHHbIE U3 BTOPOro Mnae4va 3TOoro
avanora. Ecnm guanor ¢ Takumum napameTtpamm He cywectsyeT Ha SBC, n onuua «lepepasaTb
napameTpbl HenssecTHoro ananora 8 NOTIFY» BKAlOYeHa, TO AaHHbIe NapameTpbl nepeaayTca Ha
BTOpoe nieyo 6e3 usmeHeHun. B ciydae ecnm amanor ¢ TakKMMKM NapameTpPamm He CyLecTByeT Ha
SBC, n onuusa «lMepepasatb napameTpbl HenssecTtHoro aAnanora 8 NOTIFY» BbIKNOUEHA, TO AaHHblE
napameTpbl He nepeaafyTcA Ha BTOpOe Naevo;

Mepedasame domeH 8 3a20s108Ke Refer-To — Npu UCNOb30BaHUM AaHHOM onuun SBC B UcxoasalLee naeyo
B 3aronosKke Refer-To npokuabiBaeT AOMEH, KOTOPbIM M3HaYyanbHO npuwen B Refer-To. B cayyae, ecnam
npuwen IP-agpec, SBC nogmeHAeT ero Ha ceoi IP.

lNepedasams napamempeol Heu3dsecmHoz2o 0uas02d 8 3a20/08Ke Replaces — npu NCNonb30BaHMM AaHHOWN
onuumn, ecnun Ha SBC npuxoaut INVITE c 3aronoskom Replaces, B KOTOpom ecTb MHGOPMaLMA O Ananorax,
KOTOpble eli HeM3BECTHbI, TO 3Ta MHPopMaLmMa byaeT nepenaBaTbcs 6e3 U3MEHEHUN.

Hanpumep, Ha SBC npuxoamut INVITE ¢ 3aronoskom Replaces c call-id, local-tag, remote-tag. Ecau
AManor ¢ TakMmmM Teramm ocyLLecTeaseTca Yepes sbc, To npu nepecoinke atoro INVITE Ha BTOpoe
naeyvyo 3TM napameTpbl 3aMeHATCA Ha AaHHble M3 BTOPOro naeya storo auanora. Ecam amanor c
TaKMMU Teramum He cyuwectsyeT Ha SBC, n onuus «lepegaBaTtb NapameTpbl HEM3BECTHOIO AManora
B 3arosioBke Replaces» BKAtOYeHa, TO AaHHble MapamMeTpbl NepeaasyTca Ha BTOpoe naevyo He3
nameHeHnn. Ecnm amanor ¢ TakMmu Teramu He cywecTtsyeTr Ha SBC, n onumsa «[MepegasaTtb
napameTpbl HEM3BECTHOrO AManora B 3aronoBke Replaces» BbIKAOYEHA, TO AaHHble NapamMeTpbl He
nepepagyTca Ha BTOpoe Naeyo;

lMepedasame Hernoddepxcusaemeolli event 6e3 usmeHeHuUli — NpU NCNOb30BaHUK onummK, ecam Ha SBC
npuxoamt NOTIFY ¢ HenogaepKmMBaembim 3HadyeHMem Event, To oHo 6yaeT nepefaHo Ha BTOpOe naeyo
6e3 nameHeHuit. Mogaepmeaemble event: aastra-xml, dialog, hold, keep-alive, message-summary,
presence, refer, talk, ua-profile;

My6auyHsili IP-adpec — 3ameHsieT IP B sdp u 3aronosBkax Contact u Via ana coobuieHus, Kotopoe
oTnpasnseTtca gaHHomy SIP-users. Mpy UCNONb30BAHUKN AAHHON ONUUM UCXOAAWMI MeaManoToK byaer
OTNpaB/ieH He Ha aapec B sdp, a Ha afpec, C KOTOPOro NPUHUMAETCA MeANANOTOK OT BCTPEYHOM CTOPOHDbI.
[aHHan onuma Mcnonb3yeTca B cxeme, rae mexay SBC n okoHeuHbim ycTpoictBom ctouT firewall. Onn
KOPPEKTHOM paboTbl B 3TOM C/lydae Heobxoanmo B napameTpe «MybanyHbIi IP-agpec» yKasaTb BHELLHWIA
agpec firewall. Takxke Ha firewall gonxkeH 6bITb HacTpoeH Npobpoc nopTtos ana RTP u SIP-transport;

Talimaym oxcudaHua RTP-nakemos — GyHKLUA KOHTPOA COCTOAHMUA PAa3rOBOPHOrO TPAKTa NO HaNUUIO
RTP-TpadmKka OT B3aMMOAENCTBYIOWErO YCTPOMCTBa. JMana3oH AonNycTUMbIX 3HaveHMn oT 10 ao 300
cekyHAa. Mpu cHATom ¢nare KOHTPoAb RTP BblkAtoYeH, Npu yCTaHOBAEHHOM — BK/to4YeH. KOHTposb
OCYLLEeCTBAAETCA Ciegyowmm ob6pasom: eciv B TeYeHMe aHHOro TalimayTa OT BCTPEYHOro YCTPOMCTBaA He
nocTynaeTt HM ogHoro RTP-naKketa, n nocnegHuin naket He 6bl1 MAKETOM NOZaBAEHMA May3, TO Bbi30B
oTbusaercs;
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Tatimaym oxcudaHus RTP-nakemos nocne nonaydyeHus Silence-Suppression (MHoxcumesnb) — TalimayT
0XXnaaHus RTP-NakeToB Npu NCNoIb30BaHWUM ONUUW NOAABAEHNA Nay3. [ManasoH JoNYCTUMbIX 3HAaYEH U
oT 1 oo 30. KoadpPpUUMEHT ABAAETCA MHOXUTENEM U ONpeaenseT, BO CKOJIbKO pa3s 3HayeHue AaHHOro
TalimayTa bonblue, yem «Talimaym oxudaHusa RTP-nakemoe». KOHTPO/b OCYLLECTBASETCA CAeAyOWMM
obpasom: ecnM B Te4eHMe JAHHOTO BPEMEHM OT BCTPEYHOro YCTPOMCTBA He MOCTynaeT HU ogHoro RTP
nakeTa U nocaeAHunit NakeT 6bla1 NaKeTOM NOAaB/AEHNA Nays, TO BbI30B OTOMBAETCA;

Talimaym oxcudaHusa RTP-nakemos 8 pexcume yoepHcaHus 8bi308d (MHOX(UMEAb) — TANMAYT OXKUAAHUS
RTP-nakeToB OT B3aMMOAENCTBYIOLLEro ¢ AaHHbIM SIP-cepBepom SBC B perknmax, Koraa pasroBopHbIi
KaHan paboTaeT TONbKO Ha Nepenayvyy AMO60 HeakTMBEH. [JMana3oH A0MyCTUMbIX 3HadYeHui oT 1 go 30.
KoaddnumneHT ABnAeTcA MHOXUTENEM U Onpenenser, BO CKOAbKO pa3 3HaA4YeHMe AaHHOro TamayTa
6onblie, yem «Talimaym oxcudaHus RTP-nakemog». KOHTPOAb OCYLLEeCTBAAETCA C/eayolmm obpasom:
€c/In B TeYeHMe AaHHOro BPEMEHW OT BCTPEYHOrO YCTPOWMCTBA He MOCTynaeT HWM ogHoro RTP naketa, m
pa3roBOPHbIM KaHan paboTaeT To/bKO Ha nepesayy MO0 HeaKTUBEH, TO BbI30B 0TOMBaETCH;

Talimaym oxmudaHua RTCP-nakemos, ¢ — @JYHKUMA KOHTPONA COCTOAHMA pPa3roBOPHOro TPaAKTa,
NpUHUMaET 3HayeHUA u3 amanasoHa 10-300 c. Bpemsa, B TeuyeHWe KOTOPOro OXKWMAAIOTCA MNaKeTbl
npoTtokona RTCP co BcTpeuHoW cTOopoHbI. Mpu OTCYTCTBUM NAKeTOB B 3aJ4aHHOM Mepuoae BPpeMeHU, B
C/ly4ae, ecan BCTPEYHOM CTOPOHOM paHee 6bln oTnpasaeH xoTA 6bl oaMH RTCP-nakeT, ycTtaHoBAEHHOE
coeaguHeHue paspyluaercs;

KoHmpono IP:Port ucmoyHuka RTP — npwu BkAtoYeHMm onumn, SBC cneamt, 4tobbl NpoxoXxaeHue meama-
MOTOKa OT BCTPEYHOM CTOPOHbI OCYLLECTBAANOCL MMEHHO C Tex IP u nopTa, KoTopble yKasaHbl B SDP.
Meana-noTok, npuweawmnii He ¢ ykasaHHoro IP uamn nopra, byaeT otopoluer;

3anpawusaemeslli nepuod KOHMpPoss ceccuu (Session Expires, RFC 4028), ¢ — npw ycTaHOBNeHHOM dnare
nogaeprkmpatotrca Tahimepbl SIP-ceccuii (RFC 4028). O6HOBMEHME ceccuu NOALEPMKMBAETCA NyTeMm
nepeaaun 3anpocos re-INVITE B TeueHne ceccun. [JaHHbIA NapameTp onpeaenser Nepuos BpeMeHu B
CEKyHAAX, N0 UCTEYEHUM KOTOPOro NPOU3OMAET NPUHYAUTENBHOE 3aBEpPLUEHNE CECCUM, B C/lydYae ecnu
ceccus He byaeT BoBpemsa obHoBneHa (oT 90 Ao 64800 ¢, pekomeHayemoe 3HadyeHre — 1800 c);

KoHTtponb oxxupgaHua RTP, RTCP-nakeToB, a Tak}Ke ucnonb3osaHmne RFC 4028 npegHa3sHavyeHo ansa
TOro, 4tobbl UCKNIOUYUTD 3aBUCAHME PA3rOBOPHbLIX CECCMW, YCTAHOBAEHHbIX Yyepe3 SBC, B cayuae
BO3HMKHOBEHMUA Npobsiem c NpoxoXKaeHMem NaKeToB Ha ceTU onepaTtopa. Bce HeaKTUBHbIe ceccum
Yyepes COOTBETCTBYIOLME TalimayTbl 6yAyT 3aKPbITbI.

SIP OomeH — [AOMEHHOEe MMS, C KOTOPbIM TpaHK SBC perucTpmpyeTtcs Ha cepBepe permcrpaunm (npu tune
pernctpaunun UAC), nmbo AgoMeEHHOEe UMSA, C KOTOPbIM BCTPEYHOE YCTPOMCTBO peructpupyetcs Ha SBC
yepes TpaHK (npu Tune peructpaummn UAS);

AboHeHmol 30 NAT — ycTaHoBUTb dnar, ecnm Heobxoanmo noaxntouyeHne aboHeHTOB, HAXOAALWMXCA B
YyacTHoM ceTn (Haxopgawmxca 3a NAT). Takke AaHHaA HACTPOMKa MO3BOAAET NepenaBaTb COObOLLEHMA
npoTtokona SIP cMMMeTpUYHO (Ha NOpT, € KOTOpPOro 6bl1 MPUHAT 3anpoc) B CAyyae, ecAu KAWEHT B
MHULMMPYIOLLEM 3anpoce He Mcnonb3osan napametp RPORT;

Bpemsa xpaHeHusa coeduHeHus Ha NAT, ¢ — Bpems XpaHeHWs COOTBETCTBUA NOPTOB A/A CUIHAMbHOIO
TpaduKa, TaKKe OrpaHNYMBAET NapameTp expires gaa perucrtpaummn SIP-aboHeHToB;

He ucnonezoeame nodmeHy SDP mode 0aa npobpoca KB uepe3 NAT — no ymMONYaHUIO, HauyMHasdA C
Bepcum NO 1.9.2, SBC ana obecneyeHUs KOPPEKTHOIO NPOKAYEHMA Meann B NPeAO0TBETHOM COCTOAHNM
(KMB, ronocoBble coobuieHnn) ana knneHTos 3a NAT 6yaeT 3asBaaTb B SDP perkmum sendrecv, garke ecnm
BCTPEeYHasA CTopoHa cornacosana sendonly nnu recvonly. Onuma no3BonseT OTKAOUMTb TaKoe nosegeHne
M aHoHcMpoBaTb B SDP To, 4TO 3aABMAa BCTPEYHAA CTOPOHa;
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MuHumManbHoe 8pemA peaucmpayuu, ¢ — MWHUMANbHOE BpPemMA perncrTpauuun, Aonyctumoe Ans
aboHeHTa. MoKeT NpMHUMaTb 3HaYeHus oT 60 ao 65535 cekyHg. Ob6paTUTe BHMMAHME, YTO 3HAYEHMUA
meHee 120 c MmoryT NnoBAMATbL Ha NPOU3BOANTENBHOCTD;

Bce2da nepedasame 3anpocel REGISTER — no ymondaHuio SBC KaWMpyeT 3aperncTpupoBaHHbIX
aboHEHTOB M NpY MNOBTOPHbIX 3aNpocax, eCc/n NPOLLIO0 MeHbLIE YETBEPTU BPEMEHU perncTpaummn, bepér
MHPOPMALMIO U3 IOKAZIbHOTO K3LLa, BMECTO OTNPaBKM coobLieHua pernctpatopy. Mpu BKAKOYEHUN 3TOM
onuwnn SBC Bcerga byaeTt nepecbliaTb 3anNpockl perncTpaTopy.

DSCP 0ns Signaling — tnn cepsuca (DSCP) ans curHanbHoro Tpaduka (SIP);

3HayeHne DSCP ans Signaling AonXKHO 6bITb 06LWMM ANA HanpasBAeHUIA C OAMHAKOBbIM NapameTpom
TpaHcnopTa (ceTeBol MHTepdec + NopT npuéma curHanusaumm). Hactponkm DSCP ans RTP u SIP 6yayT
UrHopupoBaTbca Npu ncnonbsosaHnm VLAN gna nepegayum RTP u curHanmsaumun. na npnoputmsaumnm
TpaduKa B AaHHOM cnydae byayT ucnonbsosatbes Class of Service VLAN.

OepaHuueHue yucna OdHOBpEMEHHbIX ceccuii

OrpaHM4eHHe YACNA OOHOBPEMEHHBIX Ceccuil

@ Bes orpaHMyenns
OT 3aperncTpUpoBaHHsIX abonedTos | () MonHOCTB 3aNpeTuTs

O Makcumym [0 | ceccuid

@ Bes orpanwuenns
OT HE3APETHCTPUPOBaHHLIX aboHerTos | () MonHocTsio 3aNpeTiTs

) Mancumym E\ cecCHil

SIP oteet | [403 Forbidden v|

Om 3apecucmpupOB8aHHbIX aboHeHmos — orpaHnyeHne 4yucana OAHOBPEMEHHbDIX ceccui Aana
3aperncTpnpoBaHHbIX aboHeHTOoB:

— bes O2paHU4YeHUA — KOJIN4ecTBo ceccum He OrpaHUNYeHo;

—  [lonHocmeto 3anpemume — NOHbIN 3anpeTr CECCMﬁ,‘

— MGKCUMyM N CECCUU, raoe N — Konmyectso OA4HOBPEMEHHDbIX CECCMVI,‘

Om He3apeaucmpupoBaHHbIX aboHeHmMos — orpaHn4yeHne 4Ymcna OAHOBPEMEHHDbIX ceccum AanA
HE3apPeErmcTpmpoBaHHbIX aboHeHTOB:

— bes O2paHU4YeHUA — KOJIN4ecTBo ceccum He OrpaHUNYeHo;

—  [lonHocmeto 3anpemume — NOHbIN 3anpeTr CECCMﬁ,‘

— MGKCUMyM N CECCUU, raoe N — KonmyecTtso OA4HOBpPEMEHHbIX ceccun.

SIP-omeem — SIP-Kog, BO3Bpallaemblii MPW MPEBbILEHUM JIMMUTA OOHOBPEMEHHbIX ceccuit (no
ymonyaHuio 403 Forbidden):
— 486 Busy Here — aboHEeHT 3aHAT;
— 403 Forbidden — BbI30B OTK/JIOHEH NO MpWUYMHE OTCYTCTBMA MPaB Ha BbINOJHEHME AAHHOTO
AencTens («3anpeT Bbi30Ba»);
— 503 Service Unavailable — B naHHbIA MOMEHT cepBep He MOXKeT 06CNYKNUTb BbI3OB.

Bxoodawas cenAssb

Bxopawan ceAss
Rule set | [[0] RuleSet00 ~ OrpaHM4EHNA KON-Ba CeccHA No Homepy A

Kokeeptupoeats RFC2833 Flash 8 SIP INFO | [

Rule set — NpuUMeHUTb ANA BXOAALLEN CUTHaNM3auMM Habop nNpaBw/, CO34aHHbIN B MeHIo «Rule set»
(nogpobHee B pasgene 4.1.3.5 Rule set);
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—  KoHeepmuposame RFC2833 Flash e SIP INFO — npeobpasoBblBaeT curHan Flash, npuHAaTbIn meTogom
RFC2833, B 3anpoc INFO application/hook-flash npotokona SIP n nepenaet ero Bo B3aMMOAENCTBYOLLMUIA
KaHan.

—  OepaHu4eHus Kon-ea cecculi no Homepy A/B — no6aBUTb NPABUIO OFPaHUYEHMUA KOJI-Ba OAHOBPEMEHHbIX
BXOAALLMX BbI30BOB A1 YKa3aHHbIX HOMepPOB. HacTpoika NosBAAeTCA Noc/ie Co34aHuA sip users.
dopmunpoBaHMEe  CNUCKA  NPaBWMA  OrPaHUYEHUA  MPOMCXOAMT  NPW  MOMOLWM  KHOMOK:

E — «[106aBUTb NPaBUIO OTPAHNYEHUAY;

2 «PepaKkTMpoBaTb NPABWUIO OrPaHNYEHNAY;
W — «Y[anuTb NpaBuIO OrpaHUYEHUAY;

HAob6asumb macky Homepa

AoGaBuTb Macky HoMepa + x

Cropora: | Homep A v|

Macka Homepa ‘@) : ‘ ‘

Makc. Kon-8o ceccuit '!)Z ‘1 ‘

Sip oreer : | 403 Forbidden v|

‘ 3agarb ||OTMEHMTb

— CmopoHa — Bbl6Op HOMepa, A1 KOTOPOro ByAeT NPUMEHATLCA OrPaHNYEHME:

— Homep A — orpaHnyYeHne KoaNYecTBa O4HOBPEMEHHbIX CECCUI BbICTaBAAETCA NO HOMepY A (MHULM-
aTop BbI30Ba). MMoncK Homepa A NPOUCXOAUT B CTPOrOM MOpsiAKe npuopuTeTa:
Remote-Party-ID - P-Asserted-ldentity - From.
Takum obpasom, ecnm 6bin HallaeH 3aroloBok Remote-Party-ID, To Homep byaeT npoBepaThbCs
TO/IbKO B HEM, HOMeEP B 3aro/s10BKe From B TaKOM c/lyvae He yYuTbIBaeTCA.

— Homep B — orpaHMyeHuMe KomMyecTBa O4HOBPEMEHHbBIX CECCUIA BbICTaBAAETCA NO HOMepy B (nonyya-
TeNb BbI30Ba). [oMCK Homepa B nponcxoamuT B CTPOrom nopsiike npuopuTeTa:
Request-URI - To
Takum obpasom, ecnm B 3aronoBke Request-URI ykaszaH Homep, To 3aronoBok To NpoBepsTbCA He
byaer.

— Macka Homepa — B KayecTBe apryMeHTa NponucbiBaeTca peryaapHoe BbiparkeHne. CUHTaKCUC peryaapHbIX
BbIPaXKEHMIA aHaIOTUYEH PEeryasapHbIM BbipaskeHusam ycnosuii ans Rule Set (4.1.3.5 Rule set - CuHTaKkcuc
PErynAapHbIX BbIPAXKEHWUI /1A COCTaBEHUSA YCN0BUI);

— MakKc. Kon-80 cecculi — MakcMmanbHoe 4onyctumoe Koanm4ecTtso o4HOBPEMEHHDbIX CECCMVI,‘

—  SIP omeem — SIP-k00, 8038paujaemelli npu npesoiuieHUU AUMUMa o00HospemeHHbIx cecculi (mo ymonya-
Huto 403 Forbidden):
— 486 Busy Here — aboHeHT 3aHAT;
— 403 Forbidden — BbI30B OTKNIOHEH MO NPUYMHE OTCYTCTBMA MPAB HA BbINOJIHEHWE AAHHOTO AEACTBUA
(«3anpeT BbI30OBaAY);
— 503 Service Unavailable — B naHHbIA MOMEHT CepBep HE MOXKET 06CNYKUTb BbI30OB.

Ucxodawana ceaswb

Wcxopswan ceass

MoeengeHMe NpW NepeHanpasneHti ‘3EBE|JLIJaTb BbI30E A
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— [losedeHue npu nepeHanpasaeHuu — Bblbop perkmma paboTbl SBC npu nonyyeHmn otseTta 302 cO CTOPOHBI
b:

—  3asepwame 661308 — npw nonyveHnn otsetos 301/302/305 co ctopoHbl b SBC 3aBepLUnT BbI3OB;

—  TpaH3umume omeem — npv noayy4eHmm oteeTtos 301/302/305 co cTtopoHbl b SBC nepeHanpasut
ero Ha ctopoHy A, 3aronosok Contact B 3Tom cnydyae nepepaetca 6e3 uUameHeHU (MoxKeTt
NpUBECTU K Nepesave BHYTPEHHMX apeCcOB BO BHELLHIOK CETb);

— Obpabameisams omeem — npw nonydeHnn orsetos 301/302/305, B8 KoTopbix 6yaeT yKasaH
Contact C, SBC nonbiTaeTca OTNpaBuTb BbI3OB eMy, YBEAOMUB CTOPOHY A O MepeHanpaBaeHUn
BblI3oBa oTBeTtom 181. Ecnn B Contact copeprkutca agpec camoro SBC, TO OH NpO3payHO
npobpocuT coobuieHne 302 Ha cTOPOHY A, yKasaB B nose Contact agpec CTOpOHbI A.

Hacmpoliku SDP

Hactpowku SDP
Hopmanusauma fax sdp no ric 3108 ¥

PaspelunTb aCUMMETPHHHBIE AMHAMUHECKME payload type

— Hopmanuzayus fax sdp no rfc 3108 — npu BKAKOYEHUM OMNUMM NPU OTNPaBKe CO0bLEeHUs B aHHoe
HanpaB/eHue aTpubyT gpmd byaeT BbipesaTbea us sdp;

—  Paspewums acummempuyHele duHamu4eckue payload type — ecnv onuma akTMBHA, TO B coobue-
HuM 2000K ¢ SDP answer, oTnpasaeHHble aTomy Destination, SBC He byaeT 3ameHATb payload type
Ha TOT, YTo b6bin NnonydyeH B offer. Ecan onumAa HeakTMBHA (NoBeaeHMe No ymondaHuto) — payload
type Ha neBoM 1 NpaBoM Nseye BbI30Ba byAeT OANHAKOBbIM.

—  Omkayums offroad npu nonyvyeHuu ICE — ecnun Ha SBC npmxoguT 3anpoc, B sdp KOTOPOro ectb
TpeboBaHMe ncnonb3oBaHua ICE-TpaHcnopTa, TO N0 yMONYaHUIO BKAtoYaeTcA pexxnm offroad (SBC
nponyckaeT Takon sdp 6e3 nogMeHbl agpecoB M NPoOYMX NapameTpos). Eciv akTMBMpPOBaHa onuus,
To pexxunm offroad oTkAtouvaeTca n meaus cornacyetcs Yepes SBC.

Mapamempsol STUN-cepeepa

MapameTpbl STUN-cepeepa
Wcnonesosate STUN | (]

WHpavkaums goctynHocT STUN cepeepa | (]

IP STUN-cepeepa [0.0.0.0 l

Mopt STUN-cepeepa [3478 l

Mepwop, sanpocos [ 60 l

—  WUcnonezosams STUN — npwu yctaHoBAeHHOM ¢nare ucnonb3oBatb STUN;

—  WHOukayusa docmynHocmu STUN cepsepa — npu BKAOYEHUN ONUMKU B CUCTEMY yNpaBneHus byaet
BblgaBaTbcA aBapua o HegoctynHocTn STUN-cepsepa;

— [P STUN-cepsepa — IP-apgpec STUN-cepsepa;
— [Topm STUN-cepgepa — nopT cepBepa ANA OTNPaBKK 3anpocos (no ymondyaHuio 3478);

— [epuod 3anpocoe — NHTepBan mexay 3anpocamm (10-1800 cekyHa nam 0 — B 3TOM C/lydae 3anpoc
6yLeT OTNPaBAATLCA NPU OTMPABKE Kaxaoro coobueHums. Mo ymonyaHuio 60 cekyHa,).

MNogpobHoe onucaHune paboTbl co STUN-cepBepom npuBeaeHo B pasaene ¢ Hactpoiikamu SIP Destination,
cm pasgen 4.1.3.2.
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PacwupeHHble Hacmpoliku npomokona SIP

PaboTaloT aHasormMyHo HactpoiKkam B SIP Destination, cmoTpuTe HacTpoliku npoToKona SIP B pasgene
4.1.3.2.

4.1.3.4 SBC Trunk

B AaHHOM NOAMEHIO MPOWM3BOAUTCA HACTPOMKA TPAHKOB ANA Uenen pacnpefeneHua Harpysku wau
pesepBUpPOBaHMA KaHanoB. MorKeT 6biTb CO34aHO 40 256 TPaHKOB.

Ons cospgaHua, pefakTUPOBaHMA M yaaneHua 3anucei Mcnonblyerca meHw «O06vekmeol» - «/[Jobasume
06vekm», «O6vekmeol» - «Pedakmuposame 06vekm» n «06vekmsol» - «Y0anume 06beKm», a TaKKe KHOMKMU:
—  «/Jobasumb»;
—  «Pedakmuposame»;
- «Yoanumob».

KoHdghueypayusa SBC —> SBC Trunk

SBC Trunk
Ne s SIP Destinati Bar Harpyskmu TaimayT 6anaHCUPOBKM Harpy3ku, C
0 SbcTrunk00 - active-active 5
Lobaeute Pepaktupoearte Yaanuts

KoHdpueypayusa SBC —> SBC Trunk
—> «fJo6asumeb» unu «Pedakmuposame»

Mapamempbobl mpaHKose
p p p SBC Trunk 0
MmA | SheTrunk0o
—  WmAa — npoun3BosbHOE UMA ANA UAEHTUDUKAL UK £
(ynobHoe gns onepatopa); BanaHcnpoeka Harpyakn | | active-active v
’
— EGﬂaHCUpOGKG Haepy3KU —  T™™Mn pa3,ﬂ,eﬂeHMﬂ TalimayT GanaHcUpoBKM HArpYakw, ¢ | &
Harpyskm mexxay SIP-cepsepamu: SIP Destinations
— Active-active — Harpyska 6anaHcupyet Buibepure destination v || Mobasume
¥+ 4
mexay SIP-ceppepamn B NpOUEHTHOM — —
cOOTHoLeHnn 50/50;

— Active-backup — Bcs HarpysKa nepegaetcs Yyepes nepsbiit SIP-cepsep. B cnyyae HegoCTyNHOCTH
nepsoro SIP-cepBepa wau MpeBbiWEHUN IMMUTA OLHOBPEMEHHbIX UCXOOALMX BbI3OBOB ANA
YKa3aHHOro Hanpas/eHUA Harpy3Kka byaeT HanpasneHa Ha BTopol SIP-cepsep;
—  Talimaym 6aa1aHCUPOBKU HA2py3KU, C — BPEMSA, YEpE3 KOTOPOe BbI30B ByAeT HanpaBaeH HA pe3epBHbI
SIP-cepBep B cnyyae, ecim cepBep, Ha KOTOPLIW BbI30B YKe Obl1 HAaNpPaB/ieH, OKAa3aacA HeAOCTYyNEH.

B 6n10Ke SIP Destinations BbIbupatoTcA HanpaBaeHuA

ona pobaBneHnA B TpaHK. TaKXe BO3MOXHO YAaNuUTb SIP Destinations
?(ff 1 [lif_internal %z

HanpaB/ieHMe U3 TPaHKa, HaXKaB MKOHKY - («Yodaaume») e —" x

o 2 | [0]if_externa o
B BblOpPAHHOM CTpPOKe. 3efieHble CTPENKM MNOJ CMMCKOM e
NO3BONIAKOT NepemellaTb Bblae/IEHHbIE 3anNNCh B Ta6/'|ML||e, TTpuMernTs OTMeHuTs
HacTpauBsasn nopAaaokK (npnopuTer) CO34aHHbIX
HanpaB/IeHUN.
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4.1.3.5 Rule set

B faHHOM pasgaene HacTPamBaroTCA NPaBMAA KOMMYTALMUM BbI30BOB Yepe3 SBC. Bcero MmoKeT HbITb cO34aHO0
00 512 HabopoB NpaBua, B KOTOPbIX MOTYT BbITb pacnpeaeneHsl 4o 1000 npasua. OrpaHUYeHne Ha YNCNO NPaABUN
obuee ana scero SBC, oanH Habop npaBua MoKeT cogeprkatb Ao 1000 npasun. Takum obpasom, Hanpumep, Ha
SBC mMOXHO co3aaTb oAMH Habop npasun ¢ 1000 npasun, inb6o 512 HabopoB ¢ ABYMSA NPaBUAAMU B KaXKA0M.

Ons cospgaHua, pefakTUPOBaHMA M yaaneHua 3anucei Mcnonblyetca meHw «O06vekmeol» - «/[Jobagume
06vekm», «O6vekmeol» - «Pedakmuposame 06vekm» n «0b6vekmsol» - «Y0anume 06beKm», a TakKe KHOMKMU:
—  «/Jobasumb»;
—  «Pedakmuposame»;
- «Yoanumob».

KoHgpuzypayus SBC —> Rule set

Hacmpoliika Ha50p08 npasun Rule set
- Umsa — npousBosibHOE MMA A8 UAeHTUbMKaumm - P
(yaobHoe ans onepatopa). 0 RuleSet00
1 Ruleseti
Ka)K,D,bIVI Ha6op npasua MOXeET coaepaTb HECKO/IbKO
HoGaeuTte Pepaktupoeatk YaanuTe
npaBuna, KOTOpPble onpeaenatoT, NPU KaKNX YCNOBUAX U B KaKoe

HanpasaeHue TpebyeTca OTNPaBAATb BbI3OBbI.

KoHndhuzypayusa SBC —> Rule set —> «Pedakmuposame»

Hacmpoliku npasun

Rule set

[\ns co3aHuA, PeaKTUPOBAHUA W YAANEHUA MPABUA | .10 fule zat 18
CNy»aT KHonkn  «Jobasume», «Pedakmuposams» U
CoxpaHnTh COTMEHWTE
«Y0anume». 3eneHble CTPENKU PsAOM C  KHOMKamu — : :

pefakTUpPOBaHUA MNO3BONAIOT NepemelaTb BblAesIeHHble Fules
3anucu B Tabauue, HacTpamBas MOPAAOK PaCMNO/IONKEHUN L CEE RIS Merrepean Bpetes ar paboTy

I RouteRule18 (Sand to destination 23] 2016_out’
CO34aHHbIX NpaBu.
ﬂ. p HoDagume | | F'_e,u.ampoaarb | ¥YoanuTb ‘- '

KoHndghuaypayusa SBC —> Rule set —> «Pedakmuposame»

-~ WmAa —  npou3BoNbHOE  UMA AN [Rueset
naeHtTnomKkaumm (yaobHoe ana onepartopa);
—  [lelicmsue — peicTBue, KoTopoe Tpebyetca HacTPoMkH Mbacina
NPOW3BECTU Haj, COOBLIEHUAMM, NOMNaBLIMMM vun | RouteRule0
noJ, ycnosua npasuna: Heficrove | | Reject -
Reject ~—  cooblweHne  byget Fie nepeazsams diversion
oT6poLLeHo; ViHTEpEan Speienn oa0oTel R
Send to destination — coobueHune Yenosus
6yneT oTnpaBieHO B OAHO M3 - Y
HanpaBAeHUN; - M
— Send to trunk — coobuieHne 6yaet - i
Hanpas/IeHO B OAMH U3 TPAHKOB; - v
— SIP-omeem — none ans Bblbopa SIP—oTBeTa, - v
KoTopbii byaeT BO3BpalleH NpU NonagaHuu *e
coobLLeHUs Ha NPaBUIO ¢ AelicTBuem Reject; Copasm, Oruee s

—  SIP Destination/SBC Trunk — none ana sbibopa
HanpaB/eHMA AN TPaHKa, NoABAAETCA Npu Bbibope AelcTBMA, OTANYHOrO OT Reject;

—  He nepedasames diversion — npu BkAoYeHHOM onumu nose Diversion He 6yaeT nepenaBaTbC B CTOPOHY
Bbi6paHHoro SIP Destination/SBC Trunk;
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—  UHmepesan spemeHuU pabombsi — UHTEPBaa BPEeMeHM, B TedeHMe KOToporo npasuno byaet paboTaTb. BHe
3TOro MHTepBana npasBuno oTpabaTtbiBaTbca He byaeT. PopmaT HACTPOWKM — [AManNasoH BpPemMeHM,
3anmMcaHHbIN Kak "Y4:MM-Y4:MM".

Ycnosusa

B 610Ke «Ycno8us» Npon3BOANUTCSA HACTPOMKaA YCNOBUI ANa onpeaeneHusa Toro, nonagaeT an coobuexHne
nog npasuno. B nesom crtonbue HacTpamMBaeTcs MepeyeHb MapaMeTPoB MPOBEPKWU, B MPABOM — 3HaYeHUs
napameTpos. [1na cpabaTbiBaHUA NpaBMAa BCE YCOBUA AOXKHbI 6bITb UCTUHHBIMU. ECM y NpaBuaa HeT ycnoBui,
OHo byaeT cpabaTbiBaTbh BCeraa.

MapameTpbl NPOBEPKM:

—  Bce — He npom3BOAMTCA HUKAKUX AOMNOAHUTENbHbIX NPOBEPOK, CO0bLLEHNA 06pabaTbiBalOTCA COrnacHo
nonto «/leticmeaue»;

—  Wma u3 3azon08ka From — nposepsAeTcA UMA M3 3arosioBKa From, gonyckaetca nposepka yepes
perynapHoe BblpaxKeHue;

- [fomeH u3 3a20n108Kka From — nposepsAeTca OMEH M3 3arosioBKa From, AonycKkaeTca nNpoBepKa yepes
perynapHoe BbipaxKeHue;

—  URI u3 3az20n08ka From — nposepsaetca URI u3 3aronoska From, gonyckaetca npoBepka yepes
perynapHoe BblpaXKeHue;

—  Wma u3 3020s108Ka To — NpoBepAeTCA MMA U3 3aroJioBKa To, AOMNyCKaeTcA NPOBEPKa Yepes peryaapHoe
BblparkeHue;

—  [JomeH u3 3az0n08Kka To — npoBepsAeTcA AOMEH W3 3arosnoBka To, AOMyCKaeTcA MpoBepKa vepes
perynapHoe BblpaxKeHue;

—  URI u3 3azo0n08ka To — nposepsaetca URI n3 3aronoska To, fonycKaeTca NpoBepKa Yepes perynapHoe

BblpaxKeHue;

—  Wma u3 Request-URI — nposepaeTtca nma us Request-URI, gonyckaeTcAa npoBepKa yepes peryasapHoe
BblpaxKeHue;

—  /JlomeH u3 Request-URI — nposepsaeTtca gomeH 13 Request-URI, gonyckaeTca nposepKa Yepes peryaapHoe
BblpaXeHue;

—  Request-URI — nposepsaetca Request-URI, gonyckaeTtca nposepKa vyepes peryiapHoe BbipaxKeHue;
— IP ucmoyHuka — nposepsaeTca IP-agpec NCTOYHUKA, AONYCKAETCA YKasaHMe Kak oTaenbHoro IP, Tak u
noacetu B Hotaumm CIDR: 192.0.2.0/24;
—  User-Agent — nposepseTtca User-Agent, fonycKaeTca NpoBepKa Yepes perynsapHoe BbiparkeHue;
—  3Ha4yeHue 3a20/108Ka — NPOBEPAETCA 3HAYEHNE YKA3aHHOIO 3aro/10BKa.
dopmar 3anosHeHUA nonsa
sip_header_name: regular_expression, rae:
— sip_header_name — ums 3arosoBKa, No KOTopomy byaeT npoxoauTb Nposepka. TpebyeTca
TOYHOE COBMaZEHME C MCKOMbIM 3aro/IoBKOM. Micnosib3oBaHWeE perynspHbIX BbIparKeHUN He
[0NYyCKaeTca, PErMcCTPOHE3aBUCUMBIV NapameTp;
— regular_expression — noAcCTPOKa, KOTOPasA ULLETCA B 3ar0/0BKE, AOMYCKAETCA NPOBEPKA
yepes perynapHoe BbiparkeHue.
Mpumep ycnosua «3HayeHUe 3aronoBKa»
X-SB-Callinfo: code=1234
B AaHHOM cnyyYae mapLipyTU3aLmMA HA YKa3aHHOe HanpaBieHne byaeT nponcxoants, ecam B SIP
coobuleHnmn coaepuntcsa 3aronoBok X-SB-Callinfo n ectb noactpoka code=1234.

BO3MOXHO U3MeHUTb NOPAJOK YCHOBMVI, Bbl6paB ycnoBue KIMKOM No NMoJsito N nepemectuTb ero Bbille nanm
HUXE 3eNEHbIMMU CTpeNKaMM, KOTopble HaXxoa4ATCA No4 CMNCKOM YCI'IOBVIVI.

CuHmMakcuc pe2ynapHsix eblpameHuﬁ 0114 cocmaeneHus ycnoeuﬁ

1. PerynspHoe BblpaXeHMe OMNuUCbIBAaeTCcs KOMOMHaumen OykB naTUHCKoOro andasuTa, unmdbpamun wu
cneumanbHbIMU CUMBOAMM.
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Mpumep: 12345@my\.domain — cTtpoKa, cogepxawan «12345@my.domain». Cumson «.» (Touka) B
AaHHOW 3anucy ABAsAeTCA cneumnasnbHbiM U Bbll 3KpaHWPOBaH, NoapobHee B NyHKTe 11.

2. MNocnepoBaTteNbHOCTb CMMBOJIOB, 3aK/IOYEHHAA B KBagpaTHblE CK06KVI, COOTBETCTBYET I'II-06OMy ns3
3aKNHOYEHHBIX B CKOOKM CMMBOJIOB.

Mpumep: [01459] — cooTBeTcTBYET OAgHOM M3 uMdp 0, 1,4, 5 nam 9.
3. B KBaApaTHbIX CKOBKaxX MOXKeT BbITb YKa3aH AMana3oH CUMBOJIOB Yepes TUpe.
Mpumep: [4-9] — cooTBETCTBYET OAHOMY U3 Yncen oT 4 fo 9.

Mpumep: [a-d4-97] — KombuHaLMA NpeablayLLMX BapuaHToB 3anucu. CooteeTcTByeT Nt0bol byKBe oT «a» Ao
«d», ogHOMY U3 ymcen oT 4 o 9 unm uncny 7.

4. Cumson «» 0603HaYaeT Havyano CTPOKMU.
MNpumep: M7383 — cTpoKa, KOTOpasa HauMHaeTca Ha 7383.
5. CumBOAN «S» 0603HAYaEeT KOHEL, CTPOKMW.

Mpumep: 1008 — cTpoKa, KOTOpan 3aKaH4MBaeTca Ha 100.

Mpumep: "0000S — cTpoKa, KOTOpas TOUYHO cooTeeTcTayeT «40000%.
6. CumBoOA «.» (TOYKa) o3HayaeT NtoboON CUMBO.

Mpumep: N7383....... — CTPOKa, KOTOpan HauMHaeTca Ha 7383 u Janee coaep»KUT cemb Nt0bbIX CMMBOJIOB.
Mpu 3TOM CTPOKa MOXKeT bbITb A/MHHee. YTobbl TOYHO OrpaHMYUTL CTPOKY, B KOHLUe creayeT AobaBuTb
cumBon «S»: A7383.......5.

Mpumep: A.....8 — CTPOKa, KOTOPas COAEPXKUT POBHO NATb N06bIX CUMBOIOB.

Mpumep: ..... — CTPOKa, KOTOpana coaepKUT Ntobble NATb CUMBOJI0B. boslee ANIMHHbIE CTPOKU TOXKe NonagatoT
croaa.

7. CumBON «*» 03HAYaeT NOBTOPEHME NpeablayLLero CMMBOIA HoMb U Bonee pas.
Mpumep: 45*% — cTPOKM, KOTOpble coAep:KaT nocnenosBateNbHocTb: 4, 45, 455 U 1. A.
8. CMMBON «+» 03HAYaeT NOBTOPEHME NpeablayLLEro CMMBO/1A OAUH U bosee pas.

lpumep: 45+ — CTPOKU, KOTOpPbIE COAEPKAT NocneaoBaTeNbHOCTb: 45,455 n T. 4.

Mpumep: N2.+ — CTPOKa, KOTOpaA HAYMHAETCA Ha ABa M NPOAO/IKAETCA OAHUM M Boaee KOMYEeCTBOM No6bIxX
CMMBOOB.

9. B puUrypHbIX CKOBKax MOMKET YKa3blBaTbCA TOUHbIN AMana3oH NOBTOPEHUIA CUMBO/IOB:

{k, m} — nosTOpeHue npeaplayLLero cumeona ot k 4o m pas;
— {k,} — noBTopeHue cumaona k pa3 u 6onee;

— {,m} — nosTopeHune cumeona He 6osiee m pas;

{n} — noBTOpEHUEe cumBoNa TOYHO n pa3. AHanornyHo {n,n}.

Mpumep: 77{0,1}38329[0-5][0-9]{4}S — nioban cTpoKa, B Hauane KOTOPOIN COAEPIKUTCA UAN HE COAEPIKUTCA
ceMépkKa, 3aTem nocnegosaTenbHocTb 38329, 3aTem ofiHa Ntobaa undpa OT Hynsa A0 NATU U Cneaom
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yeTbipe Ntobble Ludpsbl.

10. B Kpyr/abiXx CKOBKax MOMKHO TpynnvMpoBaTb BblparkeHusa. OBbIYHO MCMONb3YeTCs C CMMBOJIOM «|»
(BepTMKanbHanA yepTa), KOTOPbIN 03HaYaeT norndeckoe UJN.

Mpumep: (A9000$|~100008) — cTpoka cooTsetcTByeT Yncay 9000 nam 10000.
Mpumep: ~(7|8)[0-9]{10}$ — cTpoKa HauMHaETCA C CEMEPKM MAN BOCbMEPKM M 3aTem coaepuT 10 umndp.

Mpumep: N4[0-4]|5[3-4]) — cTpoka HaunHaeTcs Ha 40, 41, 42, 43, 44, 53 unn 54.

11. [nA cpaBHEHWA CO cneunanbHbIMM CUMBOIAMM, UCNONb3YEMbIMU B PEFYIAPHOM BblpaKeHUU, TpebyeTcs
3KPaHUPOBaTb X cUMBOIOM «\» (06paTHbIN creLl).

Mpumep: N\+7.* — cTpOKa, KOTOpas HauMHaeTca Ha +7.
4.1.3.6 [Juana3zoH RTP nopmoes

B maHHOM pasgene KoHdurypupyetca amanasoH noptoB UDP gna nepepaum ronocosbix RTP-nakeTtos.
MoeT 6bITb 3aaaHo ot 1 ao 32000 nopToB.

KoHndgpueypayusa SBC —> fjuano3oH RTP nopmoe

MNMapamempsl UDP-nopmoes:

OwnanazoHd RTP noptos

—  Ha4anbHeili nopm — Homep HavanbHoro UDP-nopTa, ucnonb- e A ey I T T T P o
3yemoro ansa nepefayun pasrosopHoro tpaduka (RTP) n paH-
HbIX Mo npoToKony T.38;

—  JAuanasoH nopmos — puanasoH (Konmyectso) UDP-noptos, Ananasow nopros &

MCMOo/Ib3yeMbIX 11 Nnepeaayun pasrosopHoro Tpadumka (RTP) u

HavaneHelii nopt @ | (20000

10000

OaHHbIX No npotokoay T.38.

Bo usbekaHuMe KOHGPAMKTOB, NOpTbl, ucnonblyembie ansa nepegaun RTP n T.38, He [OAMKHDI
. nepeceKaTbcsA C NOpPTaMu, UCMOJIb3yeMbiMU Noa curHanusaumio SIP (no ymonuaHuio nopt 5060).

4.1.3.7 Cmamucmuka SIP

B sTom pasgene HacTpamBaeTca oTobpaxkeHue M cocTaB rpynn CTaTUCTMK. Jltobas rpynna MoxKeT 6biTb
CKpbITa U3 MeHto «MoHumopuHe - Cmamucmuka SIP». B rpynnax ¢ 8 no 11 BKAOYMUTENbHO MOTYT BbITb HACTPOEHbI
yunTbIBaEMble B HUX KoAbl 0TBeTOB SIP 1 oTobparkaemoe HauMeHOBaHWeE CYETUMKOB.

KoHepuzypayusa SBC —> Cmamucmuka SIP
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CratucTura SIP

Hma CKpBITE
Total calls duration

Incoming call-legs

Cutcoming call-legs

IMessage received

IMessage send

Redirected calls 3xx

Answered calls with successfull final

Answered calls with error final, usually only by timeout
404, 410, 484, 485 604 wrong number

486, 600 busy

10 (403, 430, 487 no answer

11 (403, 603 prohibitions

12 |4xx except aforecited codes

13 | Bxx

14 |Gxx except aforecited codes

15 |Unanswered other calls

Wl - o e e o &

PepakTupoeate | | Mo ymonuaxuio

[NA HacTPOMKKM rpynnbl HAAO BbIAENUTL €€ B TabanLe M HaxaTb KHOMKY «Pedakmuposame». Ana cbpoca
napamMeTpoB rPynnbl K CTaH4APTHOMY COCTOSIHMIO HaZ0 BbIAENNTb Er0 U HaKaTb KHOMKY «[10 yMOAYAHUIO».

an PenaAKTUPOBAaHUN OTKPOETCA Crieayoulee OKHO B 3@aBUCMMOCTU OT TUMa rpynnbl: C pegaktupoBaHNeEm
TOJIbKO BUAMMOCTU U C NOJIHbIM PeOaKTUPOBaHNEM.

Cratuctuka SIP

Cpynna cTaTUCTHEM 8 Cratuctuka SIP
WA | 404, 410, 484, 485, 604 wrong number

CHDBITE Tpynna cTaTHCTHEK 0

CNUCOK KOQOB OTBETOB -
a0 HmA|Total calls duration

484,41@,484, 485, 584
CHpEITE

CoxpaHuTte | | OTMEHUTE Coxpanute | | OTMEHWTL

[NA HAaCTPOWMKM JOCTYNHbI:

—  Wmsa — oTobpaxkaemoe MMA rpynnbl CTaTUCTUK;

—  CKpblmb — Npw ycTaHoBNeHHOM dare rpynna He 6yaet oTobpaxKaTbCa B MPOCMOTPE CTaTUCTUK;

—  Cnucok Kodos omeemoes — ctofa 3aHocaTca SIP Koabl 0TBETOB A/1A YYETA B BbIOpaHHOM rpynne cTaTUCTUK.
JonycKatoTca Kogpl B Umcnosom suae ot 400 oo 699, pasgenéHHble Nnpobesiom, 3anaTon, 3HaKOM Tabyns-
LMW NN NEPEHOCOM CTPOK.

4.1.3.8 CDR-3anucu

B AaHHOM pasgene Npou3BOAUTCA HACTPOMKaA NapameTpoB ANA COXPaHEeHUA AeTaNU3MPOBaHHbIX 3anucei
0 Bbl30BaXx.

CDR — petannsnpoBaHHble 3aMMCU O Bbl30BaX, MO3BO/IAKOT COXPAHUTb UCTOPUIO O COBEPLUEHHbIX Yepes
wto3 SBC Bbi3oBax.
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n: CDR.

e COR-33nwcei

HacTpoiku co2aanun COR-thainos

Pexu c0233HMA | | ¢ 38a8kmeimM nepuogom ¥

e

HacTpoiku FTP cepeepa

Napane ans FTP

Hacrpoitxn pesepenoro FTP cepeepa

yuze Heyazum =3

Normw ans FTP

Napone anz FTP

Mpoume HacTpoixm

NowmeruTs OrmernTs

Mapamempeoi coxpaHeHus CDR-3anuceli

—  BKaw4ume coxpaHeHue CDR-3anuceli — npu ycTaHOBNEHHOM ¢nare ycTpolcTtso Oyaer
dopmuposatb CDR-3anumcu.

Hacmpoliku co3daHusa CDR-¢aiinoe

—  Pextum co30aHus — Bblbop pexuma cosgaHus ¢annos CDR:

e ¢ 300aHHbIM rnepuodom — CDR-daiin co3gaetca No MCTeYEHMN YKa3aHHOIO NeprMoaa C MOMEHTA
3arpysKu yCTPOMCTBa;

® 00uH pa3 8 cymku — CDR-¢dainn cospaeTtca oamnH pas B CYTKM B YKA3aHHOE Bpems;

e 00uH pasz e Yyac — CDR-daitn cosgaeTcs oguH pas B Yac B yKa3aHHOe BpeMS;

— [lepuod coxpaHeHrusa: AHu, Yacel, MuHymel — nepuwopn dopmuposaHua CDR-3anuceirt, B TeyeHue
AaHHoro nepuoga CDR-3anMcK xpaHATCA B ONepaTMBHON NaMATH, NOC/Ee — COXPAHATCA Ha JIOKaNbHbI
WCTOYHMK XpPaHEHMUs;

— [Jobasums 3a201080K — Npu ycTaHoBAeHHOM dnare B Hayano CDR-¢alina 3anmcbiBaeTcs 3aronoBoOK
Buaa: SBC-1000. CDR. File started at 'YYYYMMDDhhmmss', rge 'YYYYMMDDhhmmss' — Bpems Ha4yana
COXpaHeHwus 3anucei B dpain;

— OmauyumensHelli  NPU3HAK — 33[3eT  OTAMYMTENbHbIM  NPU3HAK, MO KOTOPOMY MOMHO
NAEHTUOULMPOBATL YCTPOMCTBO, CO34aBLLEE 3aMUCD.

Hacmpoiiku n0KanbHo20 XxpaHeHuA

— CoxXpaHAMb HA /0KAALHOM OucKke — npwu ycTaHoBneHHom ¢nare CDR-3anmMcu coxpaHAKTCA Ha
JIOKa/IbHOM HakonuTerne;

— [lymeo K n0KanbHOMy GUCKY — NyTb K JIOKaNbHOMY HaKonuTento. MNpu yKasaHuM nyTu K NOKasbHOMY
ONCKY B MeHI0 0TOBpasuTCcA CNUCOK ManoK M ¢aiinoB Ha AaHHOM AWCKe. [ia 3arpy3KuM AaHHbIX Ha
KOMMbOTEP HEOBXOAMMO YCTAHOBUTb daar HaNPOTMB TpebyeMmblix 3anMcen U HaxKaTb «3a2py3umes. Mpu
3TOM Manka c 3anucamm byaeT nomeleHa B apxmB, KOTOPbIN BO M3beXKaHWe nepenosiHeHUs AMUCKa
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peKkomMeHayeTcA nocne 3arpysku yganutb. Ona yaaneHus yxKe HeaKTyaNlbHbIX AaHHbIX Heobxoaumo
YCTaHOBWTb ¢1ar HaNpPoTMB TpebyeMbix 3anucei U HaxKaTb «Yoaaume»;

HaCTPOIKM NOKZNLHOTO XPaHeHNA Nanku 1 daitne! Ha —
20111205
v
awpekropuu no gatam ¥ 20111206
0o v
yy-targz
Hzcm| Q¥
wyna|[0 ¥ 3arpysute YaamwmTe

—  WUcnonwb3osaHue dupekmopuli — BbIOGOP ANPEKTOPUIA ANA XpaHeHUs faHHbIX CDR:

e Jdupekmopuu no damam — CDR-3anncK COXpaHAIOTCA B OTAENbHbIX ANPEKTOPUAX, UMA OUPEKTO-
puun cooTBeTCcTBYET Aate co3gaHusa danna CDR, dopmaT umenn «cdrYYYYMMDD», Hanpumep,
cdr20150818;

o [EOQuHaa Oupekmopus — Bce CDR-3anucu coxpaHsalTcas B eguHblM Katanor «cdr_ally Ha
BbIOpaHHOM HaKonuTene;

—  Bpemsa xpaHeHus O0aHHbix: [HuU, Yacel, MuHymel — nepuog xpaHeHus CDR-3anuceit Ha SI0Ka/sibHOM
Hakonutene aucke.

V B onepaTMBHOM NamATU ycTpoiicTBa BbigeneHo 30 MB ans xpaHeHusa CDR-3anucei.

' ) Ecnm o6bem nonyueHHbix CDR-3anuceit npesbicut nopor 30 MB 0 UcTeueHUs nepnoga XpaHeHus,
L BCe AanbHeiline 6UNNMHrOBble AaHHblE, NOCTyNawolWme B 3TOM NPOMEXKYTKE BpemMeHu, byayTt
yTepAHbl.

Hacmpoiiku ydaneHH020 XxpaHuauwa

— [lpomokon — npoToKon, no Kotopomy CDR-3anucu 6yayT nepenasaTbca Ha cepsep. MNoaaepunsatortca
npotokoabl FTP n SCP.

Hacmpoliku ydaneHHo20 XpaHuauwa

— CoxpaHAames Ha cepgep — npu ycTaHoBAeHHOM ¢dnare CDR-3anucu byayT nepefaBaTbCca Ha cepBep;
— Cepsep — IP-agpec cepsepa;

— [opm — TCP-nopT cepBepa;

— [ymeo K ¢haliny — yKasbiBaeT NyTb K Nanke Ha cepBepe, B KOTopyto byayT coxpaHaTeca CDR-3anucy;
— Jlo2cuH — nmsA nonb3osaTena gna AOCTyNa K cepeepy;

— [lapoab — naponb Nosib3oBaTena Ana AoCTyna K cepsepy.

Hacmpoliku pe3epeHo020 yoasneHHO20 XpaHunuwa

— CoxpaHameb Ha cepsep — npw yctaHoBaeHHom ¢are CDR—3anucu 6yayT nepefaBaTbCa Ha pe3epBHbIi
cepsep;

— TonbKo 8 cayvae HeyOa4yu HA OCHOBHOM cepgepe — eCAW OnuuA 3aaaHa, To coxpaHeHune CDR Ha
pe3epBHbIA cepBep OyaeT NPOM3BOAMTLCA TOMBKO NMpPU Heydaye 3anMcu Ha OCHOBHOM cepsep. B
npotueHom cny4vae CDR 6yayT 3anmcbiBaTbCsA OA4HOBPEMEHHO Ha OCHOBHOM U pe3epBHbIN cepBepbl;

— Cepsep — IP-appec pe3epBHOro cepsepa;

— [Tlopm — TCP-nopT pe3epBHOro cepsepa;

— [lyme K ¢paliny — yKa3blBaeT NyTb K Nanke Ha pe3epBHOM cepBepe, B KOTopyto byayT coxpaHaTbea CDR-
3anucu;
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— JloeuH — nmsA NoNb30BaTeNA ANA AOCTYNa K pe3epBHOMY cepBepy;
— lMapoas — Naposb Nonb3oBaTeNA ANs AOCTYNA K pe3epBHOMY cepBepy.

Mpoyue Hacmpoliku

— CoxpaHAmMb HeycrewHsble 8bi308bI — MNpPW YyCTaHoBAeHHOM dnare 3anucbiBatb B CDR-daitnbl
HeycneLHble BbI30Bbl (HE OKOHYMBLUMECSA PA3rOBOPOM);

—  CoxpaHamoe nycmele ¢alisbl — NPy yCTaHOBAEHHOM dJiare coOXpaHATb He coaeprKalme 3anuceit CDR-
dainbl.

4.1.3.8.1 dopmar CDR-3anucu

— 3arosioBoK, obwmii ana  Bcero CDR-¢anna (napameTp NpUCYTCTBYET, €C/AM  YCTaHOBJIeHa
COOTBETCTBYHOLLLASA HACTPOIKA);
—  OTAnuUTeNbHbIM NPU3HaK (NapameTp NPUCYTCTBYET, eCN YCTaHOB/IEHA COOTBETCTBYHOLLLAS HACTPOIKa)
(SIGNATURE);
— Bpems yctaHoBneHus coeanHeHus B popmate YYYY-MM-DD hh:mm:ss (DATATIME);
—  WHbopmauma o Bbi3biBatoWEeM aboHeHTe:
e HoMmep Bbi3biBatoLLero aboHeHTa (KOD_A);
e HOMep TpaHKa BbI3blBatoLwero aboHeHTa (He peannsoBaHo B Tekywen Bepcun) (N_TR_GR_A);
e  KaTeropwus Bbi3biBatolLlero aboHeHTa (He peannsosBaHo B Tekyllen sepcun) (CATEG_A);
e |P-agpec wnto3a Bbi3biBatowero aboHeHta (SRC_IP);
e cnucok IP-agpecos n3 3aronoskoe Record-Route npw ycTaHOBAEHUM cCoeaMHEHMA B
Hanpas/ieHMM OT Bbi3biBatowero aboHeHTa (SRC_R_ROUTE);
e cnucok IP-agpecoB 13 3arosioBKoB Via Npu yCTaHOBNEHUW COEAMHEHUSA B HanpaB/ieHUU OT
Bbi3blBatoLLero aboHeHTa (SRC_VIA);
e |P-agpec u3 3aronoska Contact Bbi3blBatowwero aboHeHTa (SRC_CONTACT);

UHpopmayus o evi3bieaemom aboHeHme:

e Homep BbI3biBaemoro aboHeHTa (KOD_B);
e HOMep TpaHKa Bbi3blBaeMoro aboHeHTa (He peannsoBaHo B Tekyulel sepcum) (N_TR_GR_B);
e |P-agpec wnto3a Bbi3biBaeMoro aboHeHta (DST_IP);
e |P-agpec u3 3aronosKa Contact Bbi3biBaemoro aboHeHTa (DST_CONTACT).

—  OnutenbHocTb BbI30Ba, cek (T_ECD);

— NpwuuynHa pasbeamHeHns cornacHo ITU-T Q.850 (CAUSE);

—  WMHamkaTop ycnewHoro BbI30Ba (C oTBETOM Bbi3biBaeMoro aboHeHTa) (COMPLETEIND);

—  CropoHa-uHuumatop pasbeanHeHus (PLACE);

—  BHyTpeHHAs NnpuunHa pasbeanHeHus (B Tekywen sepcum cosnagaet ¢ CAUSE) (TREATMENT);

—  WpeHTnoukatop Bbizosa (CONN_ID);

— Homep aboHeHTa npu nepeagpecaumm (He peanmsoBaHo B TeKyLei sepcun) (REDIRECTED).

4.1.3.8.2 MNpumep CDR-daiina

Mpumep CDR-daiina, cogeprkallero Ase 3anucu (BKAKOYEHO COXPaHEHWe 3aroNoBKa U OTANYUTENIbHOTO
npu3Haka):

<SBC>. CDR. File started at '20120726112449"

SIGNATURE; DATATIME; KOD A;KOD B;N TR GR A;N TR GR B;T ECD;CAUSE;COMPLETEIND;CATE
G _A;PLACE; TREATMENT; CONN ID;REDIRECTED;SRC IP;DST IP;SRC R ROUTE;SRC VIA;SRC CONTAC
T;DST_CONTACT;

label;2012-07-26
11:24:39;6502;6501;;;0;16;0;;A;16;zBRyfChAr9mfhIPRI.3xjnd4w2X.uiBap;;192.168.23.170;
192.168.23.212;;;192.168.23.170;192.168.23.170;
label;2012-07-26 11:24:40;6502;6501;;;0;16;0;;A;16;1343-276680-166831-sip3-
sip3@ecss3;;192.168.23.212;192.168.23.170;;;192.168.23.170;192.168.23.170;
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4.1.4 KoHpuzypayusa uimepdgpeiicos. Cemesas nodcucmema
B maHHOM pasgene 3a4atoTcs ceTeBble HAaCTPOMKM YCTPOMCTBA, Tabanua mapwpyTnsaumm IP-nakeTos.

DHCP — npoToKon, npegHasHavyeHHbI 410 aBToMaTUyYecKkoro noay4deHus IP-agpeca 1 gpyrux napameTpos,
HeobxoaumbIx Ans pabotbl B cetr TCP/IP. Mo3BoaseT W03y aBTOMaTUYECKMU NONYYUTL BCe HEOBXOAMMble ceTe-
Bble HacTponkm ot DHCP-cepsepa.

DNS — npoToKoA, npeAHa3HayeHHbl 4na NoaydeHus MHopmaLMmn o AomeHax. Mo3BonseT W3y nony-
ynThb IP-agpec B3aMMOAENCTBYIOLLErO YCTPOMCTBA MO €ro CETEBOMY MMEHM (XOCTY). 9TO MOXKET bbiTb HE06X0ANMO,
Hanpumep, NP1 yKasaHUM XOCTOB B NaHe MapLupyTM3aLmmn, 1Mbo cnoab3oBaHMM B KavecTBe aapeca SIP-cepsepa
€ro CeTeBOro MMeHMU.

TELNET — npoToKon, npegHa3HavyeHHbIN AAa opraHM3aumu ynpaBiaeHua no cetu. No3sonseT yaaneHHo
NOAK/OMMUTBLCA K LWAO3Y C KOMMbOTEPA A7 HAaCTPOMKM U ynpasneHua. Mpun ncnoab3oBaHuM npoTtokosa TELNET
JaHHble nepeaatoTca No ceTy HelndpPoBaHHbLIMMU.

SSH — npoTokon, npegHasHavyeHHbIA ANA OpraHu3aLmMmn ynpasaeHma no cetu. Mpu ncnonb3oBaHUKU AaH-
HOro NpoToKona, B oTanume ot TELNET, Bca uHPopmauma, BKAOYAsA Naponum, nepenaeTca no cetm B 3alndppoBaH-
HOM Buae.

VPN — TexHo/10r1s, N03BOAAOWANA 06ecneymTb 04HO UAN HECKO/IbKO CETEBbLIX COeAMHEHWIA (10rMYecKyto
ceTb) NoBepx Apyroi cetu (Hanpumep, UHTepHeT).

PPTP — TyHHe/bHbIN NPOTOKO/ TUNA TOYKA-TOYKA, NO3BO/IAIOLLMIN KOMMNbIOTEPY YCTAaHABANBATb 3aLUMLLEH-
Hoe coeAMHEHME C CepBEPOM 3a CYET CO34aHUA CNEeunasbHOro TyHHes B CTAaH4APTHOM, HE3aLWMLWLEHHOW ceTu.
OpHa n3 pasHosuaHocten VPN.

4.1.4.1 Tabauya mapwpymusayuu

B AaHHOM NOAMEHI0 MO/b30BaTE/Ib MOMKET HACTPOUTL CTaTUYECKME MapLLpPYTbl. Bcero MoXHO HacTpouTb
00 255 mapuwpyTos.

Cmamuueckaa mapuwpymu3ayus nNo3BoAAeT MapLLPYTU3NMPOBATb NaKeTbl K YKasaHHbIM IP-cetam, ambo IP-
agpecam yepes 3aZaHHble Wto3bl. [1akeTbl, Nnepeaasaemsble Ha IP-aapeca, He npuHagnexawme IP-cetTu wn3a m
He NonagaoLume Nos CTaTudecKne Npasmaa MapLpyTM3aLmm, 6yayT OTAPaBAeHbl Ha W03 N0 YMOIYAHUIO.

Tabanua MapwpyTM3auuMuM OeAMTCA Ha 2 4acTW, 3TO CKOHQUIYpUMpPOBaHHbIE MapLUpPyTbl, KOTOPble
0TO6paXKalTCA B BEPXHEMN YacTu Tabaunubl, U MapLIpyTbl, CO34aHHbIE aBTOMATUYECKMU.

MapLpyTbl, CO34aHHbIE aBTOMATMYECKWN, HEBO3MOXKHO M3MEHWUTb, OHW CO3430TCH aBTOMATUYECKU Mpu
noaHATUm cetesbix U VPN/PPTP-uHTepdeiicos, n HeobxoamMmbl A1 HOPMasibHOW paboTbl 3TUX MHTEPdENCOoB.

B Tabamnue nokasaHbl MCMO/Ib3yeMble Ha MOMEHT 3anpoca MapLpyTbl (KAkmuseH» B NoJe CTaTyC), a TaKKe
Heucnonblyemble («HeakmueeH» B MNofie CTaTyC), €CAM MApPLIPYTbl ObIAM 3afaHbl BPYYHYHO OMEpaTopoM.
Co3faHHble BPYYHYHO MapLIpyTbl, B OT/IMYME OT CO34aHHbLIX aBTOMATMYECKW, He YAANATCA CUCTEMOW MpU
OTK/IIOYEHMUM COOTBETCTBYIOLLEro UMHTepdeiica M OyayT 3aHOBO MNPUMEHEHbl MpU  BOCCTAHOB/EHWUU
pabotocnocobHOCTU MHTepdeitca.

Cemeesas nodcucmema —> Tabauya mapwpymu3sayuu
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Tabnuua MaplpyTu3aumu

Ne  Bknwued Crartyc WHTepdenc MeTpuka
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[obaente Pepaxtupoeats Yaanute

Ons cospaHus, pefakTMpPOBaHMA U yaaneHns MapLupyTa UCnonb3yetcs MeHilo «06vekmsl» - «/[lobasums
06vekm», «Obvekmeol» - «Pedakmuposams 06vekm» n «0b6vbeKkmsl» - «Y0anumes 06beKmM», a TaKkKe KHOMKMU:
—  «/Jobasumeo»;
— «Pedakmuposame»;
—  «Yoanume».

CeteBas noacucrema —> Tabauua mapwpyTtusaumm —> «ob6aButb»
Ona nobaBneHns HOBOro MapLLpyTa Heobxo4MMO 3a4aTb cAeaylowme napameTpbl:

Tabnuua MapupyTH3auuu

— Bkawoyume — nNpu  ycTaHOBNAeHHOM dnare
MapupyT #8 MapLpyT AOCTYNeH A/A NCMOJ/Ib30BAHUSA;
Brriowu Ty — HanpasneHue — IP-ceTb, IP-agpec nnu sHayeHue
Hanpagnetye default (gns 3agaHMA WAKO3a «NO YMONYAHUIOY);
Macka | [255 255 255 255 — Macka — 3agaeT Macky cetTu anaa 3agaHHou IP-
Wwrioz | ; ceth  (gna  IP-agpeca  MCNOAb3yWTE  Macky

p-azpec wnn *

255.255.255.255);

— LlWo3 — 3apaeT IP-agpec wnto3a g4na maplipyra;

— WHmepgelic — BbIGOpP ceTeBoro MHTEpdeica

nepegaun (ecnn dnar He ycTaHoBneH, To byaer

BblbpaH Hanbosee noaxoaalnin MHTepdelic ncxoan

13 agpeca Wnw3a);

—  Mapwpym 0as VPN — nHtepdeic nepeaaum, cBA3aHHbIN ¢ y4€THOM 3anncbto VPN-KaneHTa. MappyT u
afpec 6yayT aBTOMaTMYECKM YCTaHOB/EHbI Yepe3 CBA3aHHbIA C KAMEHTOM CeTeBOWM MHTepdeic, Koraa
VPN-KAneHT nponssenéTt NogKA4eHune;

—  MempuKka — meTpuKa mapLupyTa.

WHTepaeiic | @ | vpn (ppp12 192.168.20.10) y
MapwpyT ana VPN

Metpuka | |0

MpumernTs OTmeHnTs

KHonku «llpumeHume» n «OmmeHUMeb», ANA coXxpaHeHUA u cbpoca NnapameTpoB COOTBETCTBEHHO.
4.1.4.2 Cemesbie napamempsi

B A4aHHOM MOAMEHI0 MONb30BATE/Ib MOXKET YKa3aTb MMs YCTPOMCTBA, U3MEHUTb afpec CETEBOrO L33,
appec DNS-cepBepa v nopTbl gocTyna no SSH un Telnet.
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Cemeeas nodcucmema —> Cemeevie napamempuol

—  UWmsa xocma — ceTeBOe UMA YCTPOWCTBA; POTPEWETRES
— MWUcnons3zosame win3 uHmepgelica — BblboOp
ceTeBOro MHTepdeiica, W03 KoToporo byaer s xocra |[SBC1000
CYMTATbCA OCHOBHbIM Ha YCTPOMCTBAX; cnonb308aTs WS wrTepdeiica [if 1.21 (ethD 192.168. v
— DNS ocHosHoli — ocHosHol DNS-cepsep; N v
— DNS pesepsHsbiii — pe3epsHblin DNS-cepsep; DNS pesensaii 192 168.0 123
— [llopm docmyna no ssh — TCP-nopT gna gocryna K NopT nocrvna no ssh 22
yCTpPOMCTBY NO NpoToKoay SSH, no ymonuaxuio 22; S Rper s a5
— Topm docmyna no Telnet — TCP-nopT gna goctyna K CoxparmTs OTMeHUTs

yCcTpoiicTBy no npotokony Telnet, no ymonyaHuio 23.

4.1.4.3 Cemesbie uHmepgelicol

Ha ycTpoiictBe ecTb BO3MOMKHOCTb CKOHOUIypMpoBaTb 1 OCHOBHOM ceTteBon MHTepdeinc ethO n go 9-tn
[ONOAHUTENbHbIX MHTEpdENCcoB, 3TUMKU UHTepderncammn moryT b6biTb MHTepdercbl VLAN un Alias ocHoBHOro
nHtepdeiica ethO, nnbo Alias nntepdeica VLAN.

Alias — 3TO pononHUTEeNbHbIN ceTeBon WHTepdelc, KOTopblA co3aaeTca Ha 0ase CyLecTByOLWEro
OCHOBHOro nHTepdeica eth0, b0 Ha H6ase cywecTeytowero VLAN-uHTepdeiica.

Ha SBC-3000 ecTb BO3MOXHOCTb CKOHUrypMpoBaTb 2 OCHOBHbIX ceTeBblXx MHTepdelica ethO n eth2.
NHTepdelic eth2 nmeet TN Management n ncnonb3yeTcsa TONIbKO A48 yrpaBaeHus ycTpoiicteom yepes nopt OOB.
NHTepdelic nogaeprkmBaeT paboTy CO CTaTUYECKMM aapecom, C agpecom, nosaydyeHHbim no DHCP, VLAN. Ha
YCTPOICTBE MOMKET CYLLECTBOBAaTb TOJIbKO OAMH MHTepdenc ¢ Tunom Management. Ha uHTepdelic ¢ TMnom
Management Henb3Aa Ha3HAYMTbL NPaBM/Ia CTaTUYECKOro BpaHaMay3pa, OH He MOXKeT ObITb BblIbpaH KaK ceTeBom
nHtepoeiic B SIP-TpaHcnoprax, VPN/L2TP-cepsepax.

Cemesasa nodcucmema —> Cemeabie uHmepdgelicol

Ceresble MHTEPMEHCHI

Ne Wus nHtepdelica Wmn cetn IP agpec M DHCP Cepauncol n firewall
0 eth0 SSW 192.168.118.90 5 = WEB SSH SNMP Firewall Profile #8
1 eth0:1 alias1 192.168.116.90 WEB TELNET SSH SNMP He enibpax
2 eth0:2 alias2 192.168.117.90 WEB TELNET He ebiOpaH
3 eth0.20 localnet 192.168.16.199 WEB SNMP He eulGpaH
4 PN/pptp client (ppp3 345uu - - - TELNET SSH SNMP He enifpax
5 eth0 40 119 192.168.119.90 255.255255.0 - WEB TELNET SSH He eulbpaH

Lobasute Peaaxktupoearts Yaanute

Ons cospaHus, pedakTUpoBaHMA W yaaneHus WHTepdencoB ucnonb3yetca meHto «Ob6bekmol» -
«Jobasumb 06vekm», «06vekmsoi» - «Pedakmuposame 06vekm» n « 06veKkMbI» - «Y0anumbs 06veKmM», a TaKKe
KHOMKMW:

—  «/Jobasumob»;
—  «Pedakmuposame»;
—  «Yoanumob».

Ona pobaBneHuna ceTeBoro MHTepdeiica HeobXoAMMO HaKaTb KHOMKY «/obasume» U 3anoNHUTbL
napameTpbi:

Cemeeas nodcucmema —> Cemesaoble uHmepgpelicol —> «Jobasume»
(okHo npu ebibope muna «Tagged»)
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OcHogHble Hacmpoliku:

CeteBble HHTEpdenchl

CeteBoi unTepdenc 11

- Umsa cemu —

Npou3BO/IbHOE HaMMeHOoBaHWe (ans
yaobctea onepatopa), ¢ KoTopbim ByayT accounmMpoBaHbI
3a/laHHble ceTeBble HAaCTPOIKY;

Mpogpuns firewall — oTobparkeHne BbiIbpaHHOro Nnpodunn
firewall ans gaHHoro uHTepdelica;

Tun — Tun uHTepdeiica (ana nHTepdenca ethO Bcerpa
untagged):

— untagged — HeTermpoBaHHbI UHTepdeic (6e3
VLAN);

— tagged — TernpoBaHHbIi nHTepdeiic (c VLAN);

—  VPN/pptp client — KnneHTCKNn UHTepdeinc ana
nogkntoveHna VPN K yaanéHHoOmy cepBepy no
npoTtokony PPTP;

VLAN ID — npeHTuduKaTop BUpTyanbHou cetn (1-4095)
(Tonbko Ansa MHTepdelicos c TMNOM tagged);
Ucnonszosames DHCP  — noay4nTb IP-agpec
OnHamuyeckn ot DHCP-cepBepa (TpebyeTtca Hanuuue
DHCP-cepBepa B ceTu onepartopa);

IP-a0pec — ceTeBOM agpec yCTPOICTBa;

Macka cemu — macKa ceTu ana yCTpPoOMCTBa;

Lno3 — ceTeBOM LWUKO3 NO YMONYAHWUIO;

MmA ceTu

Mpocuns firewa

VLAN ID

Wcnone3osats DHCP

P aapec

Macka cetu

Broadcast

Wnio3

MonyuuTs WNK3 aBTOMATUYECKU
MonyunTse DNS asTomaTuyecku
MNonyunts NTP asTomMatuyecku

Class of service

Ynpasnenue yepes Web
ynpasnexwe no Telnet
Ynpaenexue no SSH

Wcnonsaosate SNMP

MpumexnTs

0 v

CepBucol

OTmenuTs

lMonyyume w3 aemomamu4ecku — nonyvyeHme agpeca wntosa ot DHCP-cepsepa;

lMonyyume DNS asmomamuyecku — nonyumntb IP-agpec DNS-cepsepa guHamunyeckn ot DHCP-cepsepa;
lMonyyume NTP aemomamuyecku — nonyumntb IP-agpec NTP-cepsepa auHamunyeckm ot DHCP-cepsepa;
Class of service — ycTaHOBKa MeTKU npuoputeTa TpapuKa B COOTBETCTBMM €O cTaHaapTom IEEE 802.1p.

Cepeucbl — MeHIO YyNpaBieHNa paspeLleHHbIX CEPBMCOB AN AaHHOro MHTepdeiica:

YnpasneHue yepe3z Web — paspeluaeTt 40CTyn K KOHUrypaTopy Yepes nHtepodeic;
YnpasneHue no Telnet — paspeluaeT 4ocTyn No NpoTokony telnet uepes nHTepdelic;

YnpaesneHue no SSH — paspeLuaeT goctyn no npotokoay SSH yepes nHtepdelic;

Ucnons3zosame SNMP — pa3speluaeT Ucnonb3oBaHma npotokona SNMP yepes nHrtepdeic.

MNocne nameHeHus IP-agpeca UAM MacKu cetn, 1M60 NPU OTKAOYEHUM yNpaBaeHUA Yepes web-
KOHdurypatop Ha ceteBom UHTepdeice, BO u3bexkaHMe notepu A0CTyna K YCTPOMCTBY

Heo6X0AUMO NOATBEPAUTb AaHHble HACTPOKKU, NMOAKAIUMBLIKCL K web-KoHburypatopy,
MHaYe MO WUCTeYEeHUM [ABYXMUHYTHOrO Tailmepa MpPOM3OMAET OTKAT K npeablayluei

KOoHuUrypaumm.

Front-ports! — HacTpoiika BHewHux front-noptos

JaHHaa HacTpolKa [OCTyNHa TONMbKO A/ TermpoBaHHbIX MHTepdeincoBs VLAN (B napametpe «Tun»

yCTaHOBNEHO 3Ha4YeHne «Tagged»).

! Tonbko ana SBC-2000.
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Front-ports
0 1 2 3

Default VLAN ID

m

gress mode

MpUMeHnTL OTMEHUTL

— Default VLAN ID — npw nocTtynsieHMn Ha nopt naketa 6e3 Tera VLAN ID 3ToT nakeT nomeyaerca Terom
VLAN ID BbibpaHHOro ceteBoro nHTepdeiica, ecnn naket NnpuHAT ¢ Terom VLAN ID, To NpUHATLIN Ter He
n3meHseTcs;

— Egress mode — npasuna pabotbl ¢ Terom VLAN npu oTnpasKe nNakeTa c nopTa:

e tagget — oTnpasnaatb naket c VLAN ID BbiGpaHHOro ceteBoro nHTepdeiica;
e untagget — oTnpaBnaATb naket 6e3 VLAN ID.

Cemeeas nodcucmema —> Cemesaoblie uHmepgpeiicol —> «[Jobasume»

(okHo npu ebibope muna «VPN/ pptp client»)

Mpw BbIGOpE B Nnone «Tun uHmepgelica» 3HayeHna VPN/ pptp Cereawie wiTepdeiices

client ctaHyT LOCTYNHbI cCNeunanbHble HaCTPOMKK:

CeteBo# uHTepdeic 11

— UmAa cemu — HanmeHOBaHUWe ceTu; Mpodpuns firewall | He eeiGpan

— Mpogpune firewall — otobpaxkeHune BbibpaHHOro npoduns M e -
firewall pns gaHHoro uHTepodeiica; e

— Tun — VPN/pptp client; Vi nomesosarenn

— Bknoyume — BKAtoveHne VPN/PP- untepdeiica; el

— PPTPD IP — IP-appec PPTP-cepBepa; T—

— Wmsa none3oeamensa — wma nonb3osatens (login), nog BxounTs Lppoeanve
KOTOPbIM YCTPOMCTBO NPUCOEANHAETCA K CETH; Camesces

Ynpasnexue yepes Web
— [Mapone — naponb ana VPN-coegmnHeHua. e

Ynpagnexue no SSH

Vcnons3osate SNMP

MpumenuTs OtmenuTs
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Onyuu:

— MeHopuposamb wint03 M0 YMOAYAHUKO — WFHOPWUPOBATb HACTPOMKY Wo3a B pasgene «Cemesvlie
napamempsi»;
— Bkawoyume wugpposaHue — 8KAOYaET WNppOoBaHUe.

Cepeucbl — MeHIO yNpaB/ieHNa paspeLleHHbIX CEPBMCOB AN AaHHOro MHTepdeitca:

YnpasneHue yepe3 Web — paspeluaeT AOCTyn K KOHOUTypaTopy Yepes nHtepdelic;
YnpaeneHue no Telnet — pa3peluaeT AocTyn No npoTokony telnet yepes nHTepodeiic;
YnpaeneHue no SSH — paspeluaeT 4ocTyn no npoTokony SSH yepes nHTepdeiic;
Ucnone3zosames SNMP — paspeluaeT ucnosb3oBaHuA npotokona SNMP yepes nHtepodeiic.

4.1.4.4 Hacmpoiiku front-nopmoe 011 pe3epsupo8aHus

' Pa3sgen gocrtyneH TonbKo ana SBC-2000/3000 npu Haanuumu anueHsnm SMG-RESERVE.

Hactpoiiku front-nopTos gna pesepspoBanna SBC

Port 1 Port 2 Port 3 Port4
Pesamt LAN LAN ® LAN @ LaN
® WaN @ WAN WAN WAN

OTMEHUTL

CoXpaHnTb

HacTpolikv B AaHHOM pasaesie MeHo npegHasHayeHbl 419 BO3MOXKHOCTM NepeHasHaunTb TMN NopToB (/1o-
KaNbHbI/rnobasibHbIM) MPU NCNOIb30BaHUM CXEMbI C PE3EPBOM.

—  Pextum — BblbOp pexnma paboTbl NOPTOB:
— LAN — peXnm N0KaNbHOro IMHKA B CXEMe C pe3epBoM;
—  WAN — pexnm rnobanbHOro JIMHKa B CXEME C pe3epPBOM.

Mo ymonyaHuto Ha noptax Portl un Port2 ucnonbsyetca pexkum LAN, Ha nopTtax Port3, Port4d — pexum
WAN.

Mocne cmeHbl pexxnuma MOPTOB M HaxKaTUKM KHOMKKM «CoxpaHUTb» TpebyeTcs noaTBepauTb HAaCTPOMKMU.
Henb3a ycTaHOBMTbL Ha BCEX MOPTAX OANHAKOBbLIN perkum (Tonbko LAN nam tonbko WAN).

Ona KoppeKTHOM paboTbl pe3epBa CMEHa peXuma NopToB TpebyeTcs M Ha macTep, U Ha CAenB yCTpou-
cTBax. bonee noapobHo cxema cbOpKM pesepBa C NnepeHasHavyeHNnem perkMma NopToB NpueeaeHa B pasaene NPU-
JNOXKEHWE B. OBECNEYEHUE ®YHKL MW PESEPBUPOBAHWA SBC.

4.1.4.5 ARP Tabauya

B naHHOM nogmeHto Nosb3oBaTe b MOXKeT A06aBuTb cTaTndeckne ARP 3anuncu. Bcero moxkHo fo06aBuTb Ao 255
3anucen.

CeteBas noacucrema —> ARP Tabnuua

ARP Ta6nuua
Ne ID IPv4 agpec MAC agpec WHTepdeiic
0 1 192.168.1.65 74:56:3C:E7:1A:5B bond1.1
1 2 192.168.1.66 10:FF:E0:90:AE:DD bondl.1
| poGasute ||  Pemaxtwposats || Ymanums
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[na cospaHna, pegakTMpoBaHua 1 yaaneHma ARP 3anucu ncnonb3yroTcs KHOMKMK:
— [JdobaBuTb;

— PepakTtuposarb;
- Yganuts.

CeteBas noacucrema —> ARP tabauua —> flo6asutb

ARP zanuce 0

IPv4 appec | [192.168.1.66 |

MAC appec | [74:56:3C:ET:1A'58 |

WrTepdeiic | [ethO (bondl1.1 192.166.113.238) |

| NpumerwTs || Ommennts |

— IPv4 adpec — ceteBom |IP-agpec y3na, c KOTOpPbIM B3aMMOAENCTBYET YCTPOICTBO;

— MAC adpec — MAC-agpec y3na, COOTBETCTBYHOLMNI gaHHOMY IPv4-aapecy, ¢ KOTOpbIM B3aMMOLENCTBYET
YCTPOICTBO;

— UHmepdgpelic — ceteBol UHTepdelic, Yepes KOTOPbI MPOUCXOANT B3aUMOLENCTBUE C YKA3aHHbIM Y3/10M.
KHonku «MpumeHnTb» M « OTMEHUTL» MCMONB3YHOTCA AN COXPaHeHUA U cbpoca napameTpoB COOTBETCTBEHHO.

4.1.5 Cemessblie cepsucsi

4.1.5.1 NTP

B gaHHOM NogMmeHto HacTpanBaeTcA cny>+<6a CUHXPOHU3aUNN BpEMEHMN.

NTP — npoToKoA, NpeAHa3sHaYeHHbIN AN CUMHXPOHM3ALUMM BHYTPEHHMX 4YacoB ycTpoicTtea. lMo3sonset
CMHXPOHU3MPOBATbL BPEMA M AATY, UCNO/b3YEMYHO LAK30M, C UX 3TaSIOHHBIMWU 3HAYEHUAMM.

Cemessblie cepsucel —> NTP

NTP

Mapametpel NTP

Wcnonb3osate NTP | (]

Cepsep Bpemenu (NTP) [0.0.D.O ]

(@) PyuHoii pexim | GMT+6 v

Uacosoii nosc | © AsTomariueciuii pexum|Asia v |[Novosibirsk v |

B aBTOMATHUYECKOM peXume paboTaeT (hyHKLUMS Nepexoda Ha SIeTHee/3UMHEE BPeMst.

Mepuop crHxporusaum NTP, MuH 9

[ CoxpaHuTL H OTMEHUTL ]

[ Mepe3anycTuTs NTP-knueHTa ]

- Ucnonbzosamsb NTP — BKkntountb NTP-KnmneHTa;
Cepsep spemeHu (NTP) — cepBep BpPeMEHW, C KOTOPOTrO YCTPOMCTBO ByAeT CUHXPOHWU3MPOBATb AATY U
Bpems;

— Yacoeoli noAc — HacTPOWMKaA YaCOBOTO MOACA M OTKJOHEHWS TEKYLEero BpeMeHU OTHocUTeNbHO GMT
(Greenwich Mean Time):

Py4Holi pexcum — BbIOOP OTKNIOHEHMA BPEMEHM OTHOCUTENIbHO GMT;

AsmomamuyecKull pexum — B [AAHHOM pPexuMMe MpenocTaBleHa BO3MOXHOCTb Bblbopa

MEeCTOHAXOXAEHUA YCTPOUCTBA, OTKNOHEHMe 0T GMT 6yaeT HacTPOEeHO aBTOMATUYECKM, TaKKe B

AaHHOM pexnme paboTaeT aBTOMATUYECKUI Nepexos Ha IeTHee U 3uMHee BpeMs;

Mepuod cuHxpoHusayuu NTP, MuH — neproz oTNPaBKKU 3aNPOCOB Ha CUHXPOHM3ALMIO BPEMEHMU.
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- 3anycmumes noKaneHelli NTP cepsep — aKTMBMPOBATb pPaboTy nokanbHoro NTP-cepsepa ans
CUHXPOHU3aLMMU BPEMEHU CTOPOHHWMMMK ycTpoicTBamm oT SBC. OnumAa AOCTynHa, NpU BKAOYEHUMU
«Ucrono3zosame NTP»;,

- Cemesoli uHmepgelic — BbIbOp ceTeBoro MHTEpdelica, Ha KOTOPOM NIoKanbHbIM NTP-cepBep byaer
oTBeYaTb Ha 3anpocsl.

Ona coxpaHeHMA M OTMEHbl M3MEHEHMUI MCNONb3YKTCA KHOMKU «CoxpaHume» v «OmmeHumoe». Ons
NPUHYAUTENBHON CUHXPOHM3AUMM BPEMEHM OT cepBepa HeobXoaMMO HaxKaTb KHOMKY «[lepesanycmumes NTP-
KaueHma» (npoucxoamt nepesanyck NTP-kaneHTa).

4.1.5.2 SNMP

SNMP — npoToKOn nNpocToro ynpaBieHuAa ceTbto. [103BONSIET YCTPOMCTBY B pPeasbHOM BpPeMEHU
nepeaaBaTb cOObLLEHMA O NPOM3OLIEALLMX aBapUaAX KOHTpoanpyolemy SNMP-meHeakepy. Tak:ke SNMP-areHT
YCTPOICTBA NOAAEPKNBAET MOHUTOPUHT COCTOAHUIN AAaTYMKOB LWto3a no 3anpocy oT SNMP-meHeaKepa.

®YHKUMKN MOHMTOpUHra no SNMP no3BoAAIOT 3aNpoCuTb Y LWAK3a CAeayolme napameTpbl:

—  UMA WNo3a;

—  TWUN YCTPOMCTBA;

— Bepcus NporpammHoro obecneyeHus;

— IP-agpec;

— CcTaTUCTMKa cybmogaynei IP;

— COCTOAIHWE NIMHKCETOB;

— COCTOsiIHME KaHanos IP (cTaTUCTUKA MO TeKyLW MM Bbi3oBam yepes IP).

B cTatuctmke TEKYLHMX BbI3SOBOB MO IP-kaHanam nepenarTca cheayrowme aaHHble:

— HOMep KaHana;
— COCTOAHME KaHana;

—  NAeHTUPUKaTop BbI3OBA;

— MAC-agpec Bbi3blBatoL,ero aboHeHTa;
— IP-agpec BbI3bIBatOLWLETO abOHEHTa;

— HOMmep BbI3blBatoLLErO aDOHEHT];

— MAC-agpec Bbi3blBaeMOro abOHeHTa;
— IP-agpec Bbi3biBAaEMOro aboHeHTa;

— HOMmep BbI3blBaeMoro aboHeHTa;

—  MPOAO/KUTENbHOCTb 3aHATUA KaHana.

4.1.5.2.1 MapameTtpbl SNMP

Cemeassblie cepsucbl —> SNMP

—  Sys Name — cuctemHOe MMA YCTPOMCTBa;
—  Sys Contact — KoHTaKTHas nHopmauma

MapameTtpsl SNMP

o Sys Mame
NpPoun3BOAMUTENA YCTPOWCTBA;
—  Sys Location — MeCTo pacnonoXeHus yCTPoncTBa; Sys Contact
— ro Community — naponb Ha YTEHUE NapameTposB Sys Location
(obuwenpuHsaToii: public); ro Community | [public

— rw Community — Napo/ib Ha 3anNucb NapamMeTPOB

! rw Cammunity | |private
(obwenpuHaTbIN: private).

MprMeHnTE Cbpoc
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4.1.5.2.2 Mapametpbl SNMPv3

KoHdurypauma SNMPv3:

B cucteme Mcnosib3yeTcAa TONBKO OAMH MOAb30BaTeNb

SNMPv3:

— RW User name — nma nonb3oBaTens;

Cemesble cepaucbl —> SNMP (Mapamemposi SNMPv3)

Napametpil SNMPV3

RW user name

RW user passwaord

| YaanuTe [ NobaenTs

—  RW User password — napoAnb (naposib A0MKeH coaep:katb 60nee 8 CMMBOIOB).

Onsa npumeHeHns KoHoUrypaumm nonb3osatena SNMPv3 ucnonbayetca KHonKa «/Jobagume» (HaCTPONKM
NPUMEHSAIOTCA Cpasy Nnocae Haxkatusa). Ana yaaneHus 3anmncy Haxkatb KHOMKY «Ydaaume».

[na yctpoincts SBC-2000/3000 paciumpeHbl HacTpoink SNMPV3.

¥poBeH: Be20nacHoCTH
RW user name

auth protocol

RW user password

priv protocol

priv password

MapameTpsl SNMPv3
authPriv W
userdd4d
SHA-224 ~
AES-256-C +
Y¥OanuTb JobaBnTh

—  YposeHns besonacHocmu — onuunAa Nno3sonAeT Bbl6paTb YpOBEHb 6630I'IaCHOCTM, noaaepaHbl

authNoPriv 1 authPriv;

— RW user name — nmsaA nonb3oBaTens;

— auth protocol — BbIbOp anropnTMa X3LWMpPoBaHUA, noaaepkaHbl MD5, SHA, SHA-512, SHA-384, SHA-

256, SHA-224;

— RW user password — naponb ana ayTeHTMduKaumm (Naponb AoMXKeEH coaeprKaTe 6onee 8 CMMBOOB);

—  priv protocol — Bblbop anropuTma WndpoBaHua, noaaep:aHbl DES, AES, AES-128, AES-192, AES-192-C,

AES-256, AES-256-C;

—  priv password — naponb N5 WwndpoBaHus.
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4.1.5.2.3 Hactpoiika Tpanos (SNMP trap)

/ NoapobHoe onucaHMe napameTPoB MOHUTOPUHra U coobuweHuit Trap npuseaeHo B MIB-
daiinax, noctaBnsembix Ha AUCKe BMeCTe C NPOrpaMmmMHbImM obecnevyeHmem.

SNMP-areHT nocblnaet coobueHne SNMPv2-trap npu BOSHUKHOBEHWM CAeAYIOWNX CODBITUIA:

— OwwnbkKa KoHopurypaumum (sbcAlarmConfigTrap);

— FTP-cepBep HeZoCTyneH, onepatnBHasa NamaTb Aaa xpaHeHusa CDR-¢dainos 3anonHeHa go 5 MB
(sbcAlarmCdrFtpTrap);

— FTP-cepBep HegocTyneH, onepatuBHasa NamaTb Aaa xpaHeHusa CDR-¢dainoB 3anonHeHa meHee Yem Ha
50% (5—15 MB) (sbcAlarmCdrFtpTrap);

— FTP-cepBep HegoCTyneH, onepatMBHaa NamaTb aAna xpaHeHua CDR-¢dainos 3anonHeHa cebiwe 50%
(sbcAlarmCdrFtpTrap);

— OnepaTtnBHasA NamATb 3akaHuYMBaeTca (sbcAlarmMemoryLimitTrap);

— OrtcyTcTByeT NnuTaHuMe Ha Bl (sbcAlarmPowerModuleStateTrap);

— MMpeBblWweHo gonyctumoe 3HayeHue Temnepatypbl CPU (sbcAlarmTemperatureTrap);

— Owwnbka obHoBneHus NO (sbcUpdateFwFail);

— Bblicokas 3arpyska npoueccopa (sbcAlarmProcOverloadTrap);

— TMMpobnema B paboTte BeHTUNATOpPA (sbcAlarmFanslidleTrap);

— HepoctaTtoyHo cBO60AHOrO MecTa Ha ANCKoBOM Hakonutene (sbcAlarmDriveLlimitTrap);

—  [OuHamunueckuii bpaHamaysp 3abnoknpoBan Hosbin aapec (sbcFail2banBlockTrap);

— DEMO-nunueH3una HeaktneHa (sbcDemolicenseTrap);

— PerucTtpauma aboHeHTa uctekna (sbcAlarmSbcRegistrationExpiredTrap);

— Bbi3oB 3anpeuleH (sbcCallForbiddenTrap);

— PerucTtpauma aboHeHTa 3anpetleHa (sbcRegForbiddenTrap);

— HeT cBA3M c BEAOMbBIM YCTPOACTBOM Ha SIOKA/IBHOM MM TN0HANbHOM IMHKE
(sbcReserveSlavelinkChangedTrap);

— Ha Begomom ycTpolicTse yctaHoBneHa gpyras sepcus MO (sbcReserveSlaveSoftVersionTrap);

— O6HapykeHa SIP-aTakKa (sbcSipAttackedTrap);

— O6Hapy:keHa RTP-ataka (sbcRtpAttacked);

— OG6Hapy:KeH 3anpeLeHHbIn user-agent (sbcProhibitedUaDetected);

— Ha Begomom ycTpolicTBe ycTaHOBAEH Apyroi Habop nnueHsui (sbcReserveSlaveDiffLicenseTrap);

— MpeBblWeHO MAaKCUMa/IbHOE KOIMYeCcTBO o4HOBpeMeHHbIx 3anpocos INVITE (sbclnviteLimitTrap);

— [lpeBbIWEeHO MaKCMMaibHOEe KOIMYeCTBO 0AHOBPeMeHHbIx 3anpocos SUBSCRIBE
(sbcSubscribelLimitTrap);

— [MpeBblWeHO MAaKCUMa/IbHOE KOIMYEeCTBO ogHOBpeMeHHbIx 3anpocoB OTHER (sbcOthersLimitTrap);

— HeBepHbIV NyTb K AUCKY A8 XpaHEeHUs TPacCMpPOBOK, NyTb 6bii copoweH (sbcDiskTracePathTrap);

— HeBepHbI NyTb K AMCKY A1A aBapUIAHOrO N0rMpoBaHuaA, NyTb 6bin copoueH (sbcDiskAlarmPathTrap);

— HeBepHbI NyTb K AMUCKY ANA XpaHeHua cdr, nyTb 6bin cbpouieH (sbcDiskCdrPathTrap);

— SIP Destination HegocTtyneH (sbcAlarmSipDestAccessTrap);

— WcnpasneHa ownbKa KoHdurypaumm (sbcOKConfigTrap);

— Cssasb c FTP-cepBepom BoccTaHoBneHa (sbcOKCdrFtpTrap);

— Pacxop onepaTtnBHOM namATK B Hopme (sbcOKMemoryLimitTrap);

— BN B pabote (sbcOKPowerModuleStateTrap);

— Temnepatypa CPU B Hopme (sbcOKTemperatureTrap);

— MO ycnewHo obHoBneHo (sbcUpdateFwOk);

— 3arpyska npoueccopa B Hopme (sbcOKProcOverloadTrap);

— 3anyck MO (sbcOKRebootTrap);

— BeHTunsaTopbl B pabote (sbcOKFansldleTrap);
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[OuncKkoBbIn HakonuTenb nsenedeH (sbcOKDrivelimitTrap);
DEMO-nuueH3suna aktueHa (sbcOKDemolicenseTrap);
3anyck SIP-TpaHcnopTa (sbcOKSIPinterfaceTrap);

(sbcOKReserveSlavelLinkChangedTrap);

BoccTaHoBAEHO NoAKAOYEeHME C BeAOMbIM HA JIOKA/IbHOM U rnob6anbHOM NNHKe

— YcTpaHeHo pasnuune sepcuit MO ¢ Beaombim (sbcOKReserveSlaveSoftVersionTrap);

— PortScanDetector BkatoueH (sbcOKPortScanDetectorTrap);

— YcTpaHeHo pasnnune nuueHsuin ¢ seaombim (sbcOKReserveSlaveDiffLicenseTrap).

Cemeaevble cepsucsl —> SNMP (Hacmpolika SNMP mpanos)

HacTpoika SNMP Tpanos
MNe Tun Community IP agpec
] trapsink private 192 16823 183
NobaBnTk Penaktupoeats Yoanute
Mepesanyctute SNMPd Cravars MIB-haiins

Mopr
162

—  lMepe3zanycmums SNMPd — no HaxaTuio Ha KHOMKY ocyulecteasetca nepesanyck SNMP-KnneHTa;

Cemeaevle cepsucsl —> SNMP (Hacmpolika SNMP mpanos)

MoryT 6bITb co3a4aHbl 40 16 TpanoB. [nsA co3gaHus, pefakTUPOBaHMA U
yAaneHuA NapamMeTpoB TPanoB UCNO/Ib3YHTCA KHOMKK:
—  «[Jobasumb»;
—  «Pedakmuposame»;
—  «Ydanume».

—  Tun — ™an SNMP-coobuerus (TRAPv1, TRAPv2, INFORM);
—  Community — naponb, coaeprKalMiica B Tpanax;

—  IP adpec — IP-agpec npMemHMKa Tpanos;

—  lopm — UDP-nopTt npuemH1Ka Tpanos.

41.5.2.4 NonyuyeHune MIB-daitnos

—> «/Jobasumb»

Tun

Community

IP agpec

NopT

SHMP trap 1

trapsink ||

0.0.0.0

162

HDHMEHHTb| | OTMEHUTE

Ons Tekywer Bepcum MO MOMKHO CKauyaTb aKTyasbHble MIB-dalinbl npamo ¢ ycTpoictBa, Aas 3TOro

HeobXxoAMMO HaxaTb KHOMKRY «Ckayames MIB-ghalinbi».
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4.1.5.3 VPN/PPTP cepsep

Cemessie cepesucel —> VPN/PPTP cepeep

Napamempeo! VPN/PPTP cepsepa

VPN/pptp cepeep

—  BKawyume  —  3anyckaTb  cayxby  npwm Mapauetpe! VPNIPPTP cepaepa
cTapTe/nepesarpyske; B | @
Adpec cepsepa — |P-agpec, KoTopbii byapet Aapec cepeepa | [192.168.18.105

coobueH B KayecTBe agpeca cepBepa BCEM
nogKkntodatowmmca PPTP-knneHtam;

HauanoeHesili adpec KnueHma, KoHeuHwili adpec
KaAueHmMa — TpaHuubl AmanasoHa |P-agpecos,
Ha3Ha4vaembIx PPTP-KnneHtam;

Cemesoli uHmepghelic — Bblbop MHTEpdelica ana
noaxatoueHuns Kk VPN/PPTP cepsepy;

DNS cepsep — appec DNS cepBepa, KOTOpbIit
6yaeT coobLaTbCA KNNEHTaM;
Konuyecmeo 803MOMHbIX KAUEHMOB8
OfiHOBPEMEHHbIX NOAKIOYEHUI KNNEHTOB;
BKkatouume wugposaHue OaHHbIX
WwnpoBaHNe nepesaBaemMblX AaHHbIX (JOMKHO

4Yyncno

HavaneHell agpec KNHeHTa
KoHEUHBI aApec KNneHTa
CEeTeR0 MHTEpdEic

DMS cepeep

KonNWYECTED BOIMOKHBIX KIHEHTOR

BENKUNTE WHEPOEIHUE GaHHLIX

¥Npaenexne yepea Web
YnpaeneHue no Telnet
¥npaeneHue no S3H
WNenoneaoeate SMMP

Wcnoneaoeats RADIUS

192.168.20.1

192.168.20.10

He Bribpan

0.0.0.0

5

Cepewcel

TaK¥Ke ObITb BKAKOYEHO Y KNEHTA).

MpuMernTE OTMEHUTE

Cepeuct:l YnpaeneHne cepeepon
VPNIpPtD CERBER OCTAHORNEH.

OBGHOBUTE

—  Ynpasenerue uepe3 Web, YnpasneHue no Telnet,

YnpaeneHue no SSH — npu yctaHoBneHHOM dnare
COOTBETCTBYHOLLMI CePBUC YNPABAEHMA AOCTYNEH NO 3a4aHHOMY agpecy uHTepodelica;

—  Ucnonszosamb SNMP — paspeluaeT ucnosbsosaHue npotokona SNMP yepes nHtepodeiic;

—  Ucnonszosameb RADIUS — paspeluaeT ucnosb3oBaHune npotokona RADIUS yepes nHtepoeliic.

Ona ynpasneHna PPTP-cepBepom Ncnonb3yoTca KHOMKKU «3anycmumbe» n «OcmaHosums». INpn OCTaHOBKe
HOBble COeAMHEHUN KIMEHTOB He ByayT co34aBaTbCs, OAHAKO YXKe CO3A4aHHble byayT NpoaoaKaTb paboTatb.
Ob6HoBNEHME WMHPOPMaLMKM O CTaTyce cepBepa MPOMUCXOAMUT MO HAXKaTUIO KHOMKWM «O6HOB8UMbL» HANPOTUB
3aronoskKa.
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4.1.5.4 L2TP cepsep

Mapamempeoi L2TP cepeepa

Bkawoyums  —  3anyckatb  cayxby  npu
ctapTe/nepesarpyske;
Adpec cepsepa — |IP-agpec, KoTopblin byaer

cooblUleH B KayecTBe ajpeca CepBepa BCEM
noaknatovarowmmes L2TP-knneHtam;

HauaneHrsili adpec KaueHma, KoHeuHsili adpec
KaueHmMa — rpaHuupbl guanasoHa IP-agpecos,
Ha3Ha4yaembix PPTP KnneHTam;

Cemesoli uHmepgpelic — BbIbOp MHTEepdenca ana
nogkntoyeHua K L2TP cepsepy;

lopm — HOoMmep nopTa ANA NOAKNOYEHUS;

DNS cepsep — appec DNS-cepBepa, KOTopbIit
b6yaeT coobLaTbCA KNNEHTaM;

He 6onee o00HO20 mMyHHesns HA Xxocm
OrpaHMYeHMEe KONMYeCTBA TYHHenei Jo OAHOro
ONA XOCTa;

Ucnons3osamoe length bit e 12tp nakemax —
MCNosb30BaHWe BUTA ANWHbI NPeACTaBAEHHOrO B
Harpy3Kke L2TP-nakeTos;

Ucnonsb3osamoe cKkpsimeili AVP — ncnonb3oBaHue
cKpbITbix AVP (noapobHee B RFC 2661).

Cepsuceol

YnpaeneHue yepe3 Web, YnpaeneHue rio Telnet, YnpasneHue no SSH — fOCTYNHOCTb COOTBETCTBYIOLLErO

cepBuca ynpas/ieHns No 3agaHHOMY agpecy;

Ucnonszoeame SNMP, Ucnonszoeame RADIUS — dbnar ons BKAOYEHUS COOTBETCTBYIOLLErO KAMEHTA NO

3aZ@aHHOMY agpecy.

O6HoBNeHME MHPOPMALMK O CTaTyce cepBepa MPOUCXOAMT MO HAXKATUIO KHOMKKU « O6HOB8UMb» HANPOTUB

3aroaoBkKa.

4.1.5.5 VPN/PPTP/L2TP nonv3osamenu

B tabnuue nokasbisaetca cnucok VPN/PPTP/L2TP KaneHTOB,
KOTOPbIM pPaspeLleHo NoAKNHYaTbCA K AaHHOMY CepBepy.

3a KNIMEHTOM MOMKeT ObITb 3aKpenaeH NocTosHHbIN IP-aapec
M3 HacTpOeHHoro guanasoHa (Adpec kaueHma). Ecnu HacTpoeHo
3HavyeHne 0.0.0.0, TO Npu KarKaoOM HOBOM MNOAKAKOYEHUU KANEHTY

byaeT BblgaBaTbca cBob6oAHbIN IP-aapec U3 gnanasoHa.

nona:

Ona pobasneHua nosb3oBaTena HeobxoAMMO 3anoNHUTL caeayolime

UmAa nonsloeamens
NOAKNKOYATbCA K CEPBEPY;

nms,

ﬂaponb — Napo/ib, C KOTOPbIM NOJIb30BaTE/Ib 6Yﬂ,eT NOAKNHYATbCA K

cepsepy;

Adpec KnueHma — apgpec, KOTopblit byaeT BblAaH KAWEHTY BHYTPU
TOHHensA. Ecnv TpebyeTca BblgaBaTh aApec AMHAMUYECKK, HAaL0 OCTaBUTb

nose nyctbim nau c agpecom 0.0.0.0.

Cemeaessble cepsucol —> L2TP cepeep

L2TP Server

Mapametpel L2TP cepeepa

Brniounte

AOpec cepeepa
HauankHeIR a0pec KNMeHTa
KOHE4HEIR a0pec KNMeHTa

CeTegoit wHTeptedc | | He suibpan

Mopt | 1701

DCNS cepeep
He Gonee ogHoro TYHHENA HA XOCT
lcnonezoeate length bit e 12tp nakerax | [«

Mcnone30eaTe CKpLITHIR AVP
Cepeucbl

¥NpaeneHue uepea Web

¥npaeneHue no Telnet

¥npaenexne no SSH

Mcnons308ate SNMP

lcnoneaceate RADIUS

MpuMeruTE OTMEHNTE

Cratyc cepeepa

LZTF cepeep OCTAHOENEH.

CBHoBNTE

C KOTOpbiM NOJ/Ib30BaTE/b 6YAET

Cemeaessble cepsucol —> L2TP cepeep

VPHNIPPTPIL2TP nonk3osarenn

Ne HmA nonezoeatens IP-agpec
0 kolek 0.0.0.0
Nobaeute

Pepaktupoeate Yoanute

VPHIPPTR/L2TP nonk3oBaTenu

VPN/PPTPILZTP nonk3osartent 1
MMA none3ceatena | VPN client 1
Mapone

Anpecknuenta | (0.0.0.0

CoxpaHute OTMEHNTE

110

lMoepaHuyHble KoHMponneps! cecculi SBC



HELTEX

4.1.6 Kommymamop?
MeHto «Kommymamop» npeaHa3Ha4YeHo ANA HACTPOIKM NOPTOB KOMMYyTaTOpPa.

4.1.6.1 Hacmpoliku LACP

B gaHHOM pasgene npounsBoAnTcsa HacTpolika rpynn LACP. MoxHo 3aaatb Ao 5 rpynn gas SBC-1000.

Link Aggregation Control Protocol (LACP) — npoTokon ana obbeguHEHUA HECKONbKUX (U3NYECKUX
KaHaNoB B OAMH IOTUYECKMIA.

Kommymamop —> Hacmpoliku LACP

Ne WA rpynnes Enable Mode Primary Updelay Miimon Lacp rate
0 LACP trunk 0 + Active-backup None 100 100 slow

MpumernTs HobaeuTe Peaaktuposate Yaanute CoxpanuTe

Ona penakTMpoBaHUA, yAaneHuMAa U NpPUMEHEHUs uameHeHuit rpynnbl LACP McCnonb3yloTca KHOMKWU:
«Pedakmuposame», «Yoanume» n «llpumeHums». Ona nobasneHus Hosol rpynnbl LACP Ha)KMUTE KHOMKY
«/Jobasume» 1 3aN0NHUTE CneayloLlme Nona:

Kommymamop —> Hacmpoiiku LACP —> «[Jobasumb»

—  Uma epynnsl — nma rpynnel LACP; HacTpoiin LACP

— Enable — npwu yctaHoBneHHOM ¢nare paspeleHo WCNoaAb30BaTb
npotokon LACP;

— Mode — pexum paboTbl npoTokona LACP:

— active-backup — oauH uvHTepdeinc paboTaeT B aKTUBHOM
peXkume, OCTasibHble B OXXuaatoLem. Ecnm akTuBHbIN HTepdeic
BbIXOAUT U3 0OCNYKMBaAHUA, yNpaBaeHWe nepegaeTca o4HOMY
U3 oXKMaarLmx. He TpebyeT noanepkun gaHHoro GyHKLMOHaNa
OT KOMMYTaTOpPa;

— balance-xor — nepepaya NAKeTOB pacnpenenserca Mexay
0bbeanHeHHbIMKU UHTepdelicamm no dopmyne: ((MAC-agpec
nctoyHmMka) XOR (MAC-agpec nonydyatensa)) %  uucno
nHTepdelico. OAMH W TOT Ke UHTepdpenc paboTaeT C
onpeaenéHHoiMm nonydatenem. J[JaHHbIM pexunm no3soaseT
cbanaHcMpoBaTb HArpy3Ky U NOBbLICUTb OTKA30yCTOMYMBOCTb;

— 802.3ad — pnHamumyeckoe obbeauHeHue nopToB. B gaHHOM
pPeXMMe MOMHO MOJYYUTb  3HAYUTENIbHOE  YBE/IMYEHME

New LACP

Wma rpynne: | LACP trunk 0

ACD =

OtmennTs | | Mo ymorHaHuio | | CoxpaHuTte

NPOMYCKHOM CNOCOBHOCTM KaK BXOAALWLEro, TaK U UCXO4ALLEro
TpaduKa, ucCnosb3ya Bce obbeanHeHHble uHTepdeicbl. TpebyeT NoAAep)KKM OaHHOro
dYHKLMOHaNa oT KOMMYTaTOpPa, a B pAAe Cy4yaeB — AOMNOJHUTENbHYIO HaCTPOMKY KOMMYTATOPa;
—  Primary — HacTpolika BeayLiero nHtepodeica;
— Updelay — nepuopg cmeHbl MHTepdElica Npy HeAOCTYNHOCTU Beayllero nHtepdeiica;
—  Miimon — nepwuog, nposepku MIl, yactoTa B MUAAUCEKYHAAX;
— LACP rate — niHTepBan nepefayu ynpasaatowmx naketos npotokona LACPDU:
— fast — nHTepBan nepepaun 1 cekyHAaa;
— slow — vHTepBan nepegaun 30 CEKyHA;
— Combine interfaces in PortChannel — cnvucoK nopToB, fo6aBneHHbIX B rpynny LACP.

1 MeHto gocTynHo Tonbko ana SBC-1000.
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4.1.6.2 Hacmpoiika nopmoe Kommymamopa

KommyTaTop mMoxKeT paboTaTh B YeTbipex pexmnmax:

be3 ucnonv3oeaHua HacmpoeKk VLAN — ana ucnonb3oBaHWA pexkMma Ha Bcex nopTax ¢narn «Enable
VLAN» ponxHbl ObITb HE YCTAaHOB/EHbI, 3HaYeHne «IEEE Mode» Ha Bcex nopTax A0/KHO ObITb YCTaHOB-
neHo B «Fallback», B3anmoa0CTynHOCTb NOPTOB AI/1A Nepeaayum JaHHbIX Heobxoanumo onpeaenuTb dpna-
ramum «Output». Tabamua mapwpyTtnsaumm «802.1g» B 3aknagke «802.1g» He AOMKHA cOAeprKaTb 3anm-
cen.

Port based VLAN — pns ncnonb3oBaHUA peXnma 3HadeHue «/[EEE Mode» Ha Bcex nopTax A0JIKHO ObITb
ycTaHoB/ieHO B «Fallback», B3aMog0CTyNHOCTb NOPTOB ANA Nepeaaym AaHHbIX HeobxoaMmo onpese-
nTb pnaramum «Output». Ana paboTtbl ¢ VLAN HeobxoauMmo Mcnonb3oBaTb HAacTpolikn «Enable VLAN»,
«Default VLAN ID», «Egress» u «Override». Tabnnua mapwpytusaummn «802.1g» B 3aknagke «802.1g»
He [0JIKHa coAep KaTb 3anuncen.

802.1q — pns UCNONBb30BaHMA peXXMMa 3HauYeHue «/EEE Mode» Ha Bcex NopTax A0/KHO ObITb YCTAHOB-
neHo B «Check» nnbo «Secure». Ons pabotbl ¢ VLAN ncnonb3yotcs HacTponkm — «Enable VLAN,
«Default VLAN ID», «Override». A TakXe UCNO/b3yOTCA NpaBuia MapLLpyTU3aLMn, onMcaHHble B Tab-
avue mapwpytmnsaummn «802.1g» 3aknagku «802.1g».

802.1q + Port based VLAN. Pexxum 802.1q moKeT ucnonb3osBatbca coBmecTtHo ¢ Port based VLAN. B
3TOM c/lyyae 3HauyeHue «/EEE Mode» Ha Bcex nopTax A0JIXKHO ObITb ycTaHOBAEHO B «Fallback», B3aumo-
OOCTYNHOCTb NOPTOB 4/1A Nepesayn AaHHbIX Heobxoaumo onpegenntb naramu « Qutput». Ana paboTbl
¢ VLAN Heobxoammo ucnosnb3oBaTb HacTpoliku «Enable VLAN», «Default VLAN ID», «Egress» u
«Override». A TaK»Ke MCNONb3YIOTCS NPaBUAA MapLIPYTU3ALMM, ONUCAHHbIE B TabnLLe MapLIpyTU3aLmm
«802.1g» 3aknaakmn «802.1g».

Kommymamop —> Hacmpoliku nopmoe kKommymamopad

Hacrcoﬁr:n NOPTOE KOMMYyTaTopa
GE nopt 0 GE nopt 1 GE noprt 2 CPU nopt SFP nopt 0 SFP nopt 1
WcnonesoeaTe VLAN
Default VLAN D 0 0 0 0 0 0
/ID Override
Egress Unmodified ¥ Unmodified ¥ Unmodified ¥ Unmodified ¥ Unmodified ¥ Unmodified ¥
[EEE mode Fallback ¥ Fallback v Fallback v Fallback v Fallback v Fallback ¥
¢ GE nopT 1 #| GE nopt 0 ¢ GE nopT 0 GE nopT 0

GE nopt 2 L4 p GE nopt 1

Qutput < CPU nopT C f pT 2 GE nopT 2
| SFP nopT 0 SFP nopT 0 L4 T ¥ CPU nopT

SFP nopT 1 SFP nopT 1 SFP nopT 0
LACP trunk none v none none none v [0] LACP trunk 0 ¥
Port MAC F B 79°F5 F9:4B 79°F5 3FO-4B 79°F5 F B 0'F5 [} 91-7 5
pococoooooox) | A8F9:4B:81 5 ||A8F94B:81 A8:F9:4B:81:79F A8:F9:4B 5 || ABF9:4B:81:79F5
PesepBbitbiit NnopT none v none v none v none v none v
BosepaT na
mast nepT
Pexum paboTo ’ v v v o v
nopTa auto auto auto

MpumernTs Mo ymonyaxui CoxpanuTs

’ B 3aBoacKOM KOHdUrypaumm nopTbl KOMMYyTaTOpa HEAOCTYNHbI MeXKAay coboii.
@
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KommyTaTtop yctpoiictBa SBC-1000 nmeeT 3 anekTpuyeckux nopta Ethernet, 2 ontnyecknx n 1 nopt gns
B3aMMOAENCTBMA C NPOLLECCOPOM:

— GEnopm (0, 1, 2) — anekTpuyeckune Ethernet-noptbl ycTponcTBa;
— SFP nopm (0, 1) — ontnuyeckme Ethernet-nopTbl ycTpoiicTBa;
— CPU nopm — BHYTPEHHWIA NOPT, NOAK/IOYEHHBIN K LEHTPAIbHOMY NPOLLECcCopy YCTPOMCTBA.

/ Bce nopTbl YCTPOMCTBA ABAAIOTCA camocToATesbHbiMK, B SBC-1000 He ucnonb3ylTca combo-
nopTbl.

Hacmpoiiku kommymamopa

— MWUcnonszosames VLAN — npw ycTaHOBAeHHOM ¢dnare ncnonb3oBatb HacTpoiku Default VLAN ID, Override
n Egress Ha AaHHOM NOPTY, MHAYe He UCMO1b30BaTh;

— Default VLAN ID — npu nocTynaeHnn Ha NopT HETErMPOBaHHOIO NaKeTa CYUTAETCA, YTO OH MMEEeT aHHbIM
VID, npu nocTynneHMn TerMpoBaHHOrO NakeTa cyMTaeTca, YTo naket umeet VID, KOTopbI yKasaH B ero
Tere VLAN;

— VID Override — npu yctaHoBneHHOM ¢nare cumTaeTcsi, 4to N0bOM nocTynuBWKiA nakeT umeet VID,
yKasaHHbIn B cTpoKe default VLAN ID. CnpaBeganBo KaKk aaa HETErMpoBaHHbIX, Tak U A5 TErMPOBAHHbIX
NaKeToB;

— Egress:

— unmodified — naKkeTbl NepeaatoTcsa AaHHbIM NOPTOM 6€3 M3MeHeHUit (T. e. B TOM Ke BUAE, B
KaKOM MOCTYNUAWN HA APYroi MopT KOMMyTaTopa);

— untagged — naKeTbl NepeaatoTca gaHHbIM nopTom Bcerga 6es tera VLAN;

— tagged — nakeTbl NepeaaoTcs AaHHbIM nopTom Beerga ¢ Terom VLAN;

— double tag — nakeTbl NepegaloTCcA AaHHbIM NOPTOM € AByMA Teramu VLAN — ecnm npuHATbIN
naket 6blA1 TerMpoBaHHbIM M ¢ ogHMm Terom VLAN — ecnn npuHATbIM nakeT 6bin He
TEermpoBaHHbIM;

— |EEE mode — ycTaHaBAMBaET peXmMmbl 6e3onacHoCTU Npu 06paboTKe NPUHATLIX TEFMPOBaHHbIX ppeiimos:

— fallback — dpelim npuHMMaeTca Ha BXoAsaLWEM NOPTY HE3aBUCUMO OT Hanuums ero 802.1g-Tera
B Tabaunue mapwpytusaumnmn «802.1q»;

= Ecnn 802.1g-Ter He coaep:KuTca B Tabauue mapwpytusaumm «802.1g», To dpeim nepenaérca Ha
NCXOAALLMIA MOPT MPY YCNOBUK, YTO OH paspeLLéH B CeKLMKN «output» B HaCTPOMKax BXo4ALLEro nopTa;

= Ecnm 802.1g-Ter coaeprKMTcs B Tabanue maplipytnsaumm «802.1qg», To dbpeim nepenaértca Ha UCXOAALLUIA
NopT NPU YCIOBMM, UTO UCXOAALLMIM NOPT ABaseTca yneHom VLAN B Tabanue «802.1qg» 1 pa3pelléH B cekummn
«output» B HACTPOWKax BXOAALLErO NOPTa;

—  check — ¢pelm NpuHUMAETCA Ha BXoasaLeM nopTy, ecam ero 802.1g-Ter cogepuTca B Tabanue
Mmaplipytusaummn «802.1g» (BxoaAwmii nopt He o6sa3aH 6biTb YneHom VLAN B Tabauue
«802.1q»);

= Ppeilm nepenaérca Ha UCXOAALLMA NOPT, eCAU UCXoZAaAwMi nopT Asndetca dneHom VLAN B Tabauue
«802.1g» ¥ paspeLléH B cekLmn «output» B HACTPOMKAxX BXOAALLETO NOPT3;

— secure — ¢dpenm NpuHMMaeTca Ha Bxoaswem nopTty, ecam ero 802.1g-Ter cogepxuTca B
Tabnvue mapuwpytmsaummn «802.1g» n Bxoaawmi nopt Asasetrca yneHom VLAN B Tabauue
«802.1q»;

= Ppeiim nepenaérca Ha UCXOAALWMMA NOPT, €CAM UCXOAAWMA NopT aBaseTca yneHom VLAN B Tabauue
«802.1g» 1 paspeLléH B ceKLMn «output» B HACTPOMKAxX BXOAALLETO NOPT3;

—  Output — B3aMMOJOCTYNHOCTb NOPTOB AN1A Nepeaayn AaHHbIX. YCTaHaB/IMBAOTCA paspeLleHuna
OTMNPaBKM NAKeTOB, NPUHATbIX AaHHbIM MOPTOM, B NOPTbl, OTMEYEHHble pnarom;

—  LACP trunk — Bbi6op rpynnbl LACP, K KOTOPOI NpUHAANEKUT YKa3aHHbIA NOPT KOMMYTaTOpPa;

—  Port MAC — cmeHa MAC-agpeca nopta. Onuua AoctynHa gns pegakTMpoBaHus npu Bblbope
rpynnbl LACP Ha nopty. MNMopTsl, Bxogawme 8 ogHy rpynny LACP, A0XHbI UMETb pasandHble
MAC-agpeca;

—  PesepsHsbili nopm — BblbOp NopTa, Ha KOTOpbiM OyaeT nepekntoveH TpaduK B caydae
BO3HMKHOBEHMA HELWTATHOW cuTyaummn (Hanpumep, pas3pbiB AuHWUKM). [JaHHas HaACTpoMKa
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Heobxoanma gna obecneyeHns pesepsuposaHus Dual Homing;
—  Boszspam Ha master-nopm — npu ycTaHOBJAEHHOM ¢Jiare 6yaeT ocywecTB/eH nepexod Ha
OCHOBHOV MOPT NOC/Ie €ro BOCCTaHOB/IEHUS;

« B TeKyweii Bepcumn MO nopaepkuBaerca Tonbko global dual homing.

—  Pexcum pabomel nopma — Bblbop pexknma pabotbl nopta (auto, 10/100 Mbps Half, 10/100 Mbps Full, 1
Gbps). HacTpoiika perkrma BO3MOXKHa TONIbKO ANA aneKkTpuyeckunx Ethernet-noptos (GE nopm 0, GE nopm
1, GE nopm 2).

Echu B TeyeHMe OAHOW MMUHYTbl HACTPOWKM He MNOATBEPXKAEHbl HAXKAaTMEeM Ha KHOMKY
H «Modmeepdumb», TO OHU BO3BPALLAIOTCA K NPeAbIAYLLUM 3HAYEHUAM.

Ona npumeHeHMA HaCcTPOeK HeobXoAUMMO HaxKkaTb KHOMKY «[lpumeHumob», pns noATBepXAaeHun
NPUMEHEHHbBIX HaCTPOEK — KHOMKY «Todmeepdume».

I'IpM NOMOLLKN KHOMKK «[lo YMOAYAHUKO» MOXHO YCTAaHOBUTb MapameTpbl MO YMOJZIHAHUIO (3Ha‘-IEHVI’r'I,
YCTaHaB/IMBaeMbl€ NO YMO/1HaHUIO, NpuBeaeHbl Ha PUCYHKeE BbILLIE).

[na coxpaHeHua HacTpoek B ¢dann KoHourypauumn 6e3 npumeHeHUA HeobXOAMMO HaxKaTb KHOMKY
«CoxpaHumeo».

4.1.6.3 802.1q

B noameHto «802.1g» ycTaHABAMBAIOTCA NPaBMAA MapLUPYTM3aLMM NAKETOB Npu paboTe KoMMyTaTopa B
pexxnme 802.1q. Tabanua moxKeT cogep:Katb Ao 1024 3anuceli.

KOMMYTaTOp wao3a mmeet 3 SNNIEKTPUYECKUX NOPTa Ethernet, ABa ONTUYECKMX U OAUH NOPT AONA
BSBVIMO,CI,GVICTBVIH C npoueccopom:

— GE nopm (0, 1, 2) — anekTpunueckme Ethernet-nopTbl ycTpolicTBa;
— CPU nopm — BHYTPEHHWIA NOPT, NOAK/OYEHHBIN K LEHTPAIbHOMY NPOLLECCOpyY YCTPOMCTBA;

— SFP nopm (0, 1) — onTnyeckue Ethernet-nopTsl ycTpoiicTaa.

Kommymamop —> 802.1q

802.1q
VvID GE nopt 0 GE nopt 1 GE nopt 2 CPU nopt SFP nopt 0 SFP nopt 1 Override TMpuopuTer
unmodified v || unmodified ¥ || unmodified ¥ | unmodified ¥ || unmodified ¥ ||| unmodified v 0v
[obasuTts
VTU table
VID GEnopt0 GEnopr1 GEnopr2 CPUnopr = SFPnopr0  SFPnopt1 Override Mpuoputer Yaanuts
VTU table is empty!
MpumernTs Yaanute CoxpaHuTs

JAobasnerHue 3anucu 6 mabauyy mapwpymusayuu nakemos

— VID — B none Heobxogumo BBecTM naeHTuduKatop rpynnbl VLAN, ans Kotopol cosgaeTca npasuao
MapLLpyTU3aLMK, N A1A KAXKAO0MO NOPTA HAa3HAYMTb AEUCTBUA, BbINOJHAEMbIE UM MPU Nepesade NakeTa,
MMetoLLLero ykasaHHbii VID.

— unmodified — nakeTbl NepeaatoTca AaHHbIM NOPTOM 6€3 N3IMEHEHU (T.e. B TOM }Ke BUAE, B KaKOM
61N NPUHATDI);

— untagged — naKeTbl NepeaatoTcs A4aHHbIM NopTom Bcerga 6es tera VLAN;

— tagged — nakeTbl NepeaaoTcs AaHHbIM NopTom Beerga ¢ terom VLAN;

— not member — NakeTbl € yKa3aHHbIM VID He nepefatoTcs AaHHbIM NOPTOM, T. €. NOPT He ABAAETCA
yneHom aton rpynnbl VLAN.
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3atem HeobXxoAMMO HaxaTb KHOMKy «Zobasume». [Jna NPUMEHEHUA YCTaHOBAEHHbIX HaCTPOeK
HeobX0AMMO HaXKaTb KHOMKY «[TpuMeHUMb», 3aTeM NOATBEPAMTb HAaCTPONKKN KHOMKOW «[Todmeepdums».

Echu B TeueHMe OAHOW MMUHYTbl HACTPOMKM He MOATBEPXKAEHbl HAXKAaTMEM Ha KHOMKY
H «Modmeepdumb», TO OHU BO3BPALLAIOTCA K NPeAbIAYLLUM 3HAYEHUAM.

CoxpaHuTb HacTpoliku Bo Flash-namsaTb ycTpoiicTBa 6€3 NPUMEHEHUA BO3MOMKHO C MOMOLLBIO KHOMKK
«CoxpaHuUmMb».

YdaneHue 3anucu u3z mabauysi mapuwipymusayuu nakemoese

Ons ypaneHua 3anuceir HEOBXOAMMO YCTAaHOBUTL (Jiar HanNpoTUB YAANAEMbIX CTPOK U HaXKaTb KHOMKY
«Y0anumeo ebi0esieHHbIe.

4.1.6.4 QOS U KOHMPOAb NMN0AOCHI NPONYCKAHUA

B pasgene «QoS u KOHMpOsb MoaA0Ckl NponycKaHus» HacTpansatoTca GYHKUMM obecneyeHns KadyecTsa
obcnyxueaHua (Quality of Service).

Kommymamop —> QoS u KOHMpPOob NoA0CsI NPONycKaHUA

QO0S » KOHTPONE NONOCK! NPONYCKAHMA
GE nopr 0 GE nopr 1 GE nopr 2 CPU nopr SFP nopt 0 SFP nopt 1
AN ov ov ov ov ov ov
Tonoko DSCP ¥ || Tonoko DSCP ¥ ||| Toneko DSCP ¥ ||| Toneko DSCP ¥ ||| Tonoko DSCP ¥ ||| Toneko DSCP v
ov ov ov ov ov ov
0
1 v v v v v v
2 29 2Y 2Y 14 B4 2-Y
3 3y 3y 3V 3y 3V 3V
4 4V 4V 4V 4V 4V 4V
5 5 Y 5Y SY SY 5Y SY
3 6 Y 6 Y 8 Y 6 Y [ 6V
7 TV 7 v 7 v 7Y " T
BbIKMIO4EH ¥ ||| BoikmONEH ¥ || BbiKnIOuYEH ¥ || BoiknouEH Y | BoiknmoueH ¥V || BbiknMIOuEH v
- - . - v -
o
"
Kl -
MpumernTs Mo ymonuyasno Coxparuts

—  Mpuopumem VLAN (default) — npuoputet 802.1p, Ha3HayaeMblii HETETMPOBAHHbIM NaKeTam, MPUHATbIM
AaHHbIM nopTom. Ecam naket yxe nmeet npuoputetr 802.1p nubo IP diffserv npuoputeT, TO AaHHbIN
napameTtp He ucnosb3yerca (default vlan priority He b6yaeT NpUMEHATbCS K MaKeTam, COAEpPXKaLLUM
3arosioBoK IP, B cnyyae Mcnosib3oBaHWA ogHOro M3 pexkumos QoS: DSCP only, DSCP preferred, 802.1p
preferred, a TaK»Ke K y»Ke TerMpoBaHHbIM MaKeTam;
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Pexcum QoS — peXxum ncnonbsosaHuma QosS:

— Tonbko DSCP — pacnpegenaTb NaKeTbl N0 o4epeaam To/IbKO Ha ocHoBaHuM npuopuTeta IP diffsery;

— TonbKko 802.1p — pacnpenenaTb NakeTbl N0 o4epeaam TONbKO Ha OCHOBaHMK npuoputeTa 802.1p;

— DSCP, 802.1p — pacnpegenaTb NakeTbl N0 oyepeaam Ha ocHoBaHUKM npuoputetos IP diffserv n 802.1p,
NPV 3TOM NPU HAMYUK 06OUX NPUOPUTETOB B NAKETE, pacnpeaesieHne No ovepesam OCyLLeCTBAAETCA
Ha ocHoBaHuu IP diffserv;

— 802.1p, DSCP — pacnpenensatb NakeTbl N0 o4yepeasm Ha ocHoBaHUM npuoputeTos IP diffserv n 802.1p,
npu 3TOM NpuU HanMunm obomx NPUOPUTETOB B NMAKETE, pacnpeseneHme No o4epesam OCyLLEecTBAAETCA
Ha ocHoBaHuu 802.1p;

lepeHa3zHayumes npuopumemsi 802.1p — nepeHasHadyeHne npuoputetoB 802.1p ANA TErMpoBaHHbIX

nakeTtoB. Ka)kgomy npuoputeTy, npuHATomy B nakete VLAN, MOXKHO TakMm 06pa3om HasHauyuUTb HOBOE

3HaYeHwue;

Pexcum o2paHuveHUA 8X00AWUX MAKEMO8 — PEXUM OrpaHnYeHumA TpadmKa, NOCTYNAKOLLErO HA NOPT:

—  BbikntoyeH — HET OrpaHUYeHus;

—  Bce nakemeol — orpaHMunBaeTCA BeCb TPaduK;

—  BroadMultFlood — orpaHuumnBaeTcs MHoroagpecHbli (multicast), wrpoKoselwaTenbHbll (broadcast)
W NaBUHHbIN ogHoaapecHsbil (flooded unicast) Tpaduk;

— BroadMult — orpaHuumMBaeTca MHoroagpecHbl (multicast) u wupokosewatenbHbin (broadcast)
Tpaduk;

—  Broad — orpaHuuyMBaeTca TO/IbKO WMPOKoBeLWwaTebHbli (broadcast) Tpaduk;

OzpaHu4yeHue cKopocmu 0711 6x00Awux nakemos 8 oyepedu 0 — orpaHUYeHWe NosaoCbl NPOMyCKaHMA

TpadurKa, NOCTyNaloLLero Ha NopT ANsA Hynesoin odvepeaum. [lonycTumble 3HavyeHus B npegenax ot 70 go

250000 KnMnobuT B CeKyHAY;

OzpaHu4yeHue cKopocmu 0715 6x00AWux rnakemos 8 oyepedu 1 — orpaHuUYeHne Nosaocbl NPOMycKaHMA

TpaduKa, NnocTynatoLuLero Ha NopT gns nepsoi ovepeaun. Monocy NponyckaHWA MOXKHO B0 yBEANUUTDL B

ABa pa3sa (prev prio *2) oTHocuTeNbHO HyNEeBOI oyepeaun, IMH6O OCTaBUTb TaKOM e (same as prev prio);

OzpaHuyeHue ckopocmu 077 8x00AWUX Nakemos 8 ovyepedu 2 — OrpaHMYeHMe NONOCbI NPONYCKaHWUA

TpadurKa, NOCTyNatoLWero Ha NopT A8 BTOpol odepegu. Monocy nponyckaHUa MoXKHO b0 yBeNNUYUTb B

ABa pasa (prev prio *2) oTHocuTeNbHO NepBol oYepeamn, NMHBO OCTaBUTL TAKOM e (same as prev prio);

OzpaHuyeHue ckopocmu 077 8x00AWUX nakemos 8 ovyepedu 3 — OrpaHMYeHMe NONOCbI NPONYCKaHWUA

TpadurKa, NOCTyNaloLLero Ha NopT ANs TpeTbel odepean. Moaocy NPoNycKaHUA MOXKHO MB0 YBEANYUTL B

ABa pa3sa (prev prio *2) oTHocuTenbHO BTOPOI ovepean, 1Mb6o OCTaBUTb TaKoW Xe (same as prev prio);

Bkaovyume oepaHuyeHue Uucxo0Awux nakemos — npu yCTaHOBAEHHOM dare paspelleHo orpaHuyYeHue

NoN0Ckl NPONYCKAHWA AA UCXOAALLErO C NOpPTa TPadmKa;

OzpaHuyeHue cKopocmu 017 UCX00AUUX MAKEmMo8 — OrpaHuUYeHMe NOI0Cbl NPONYCKaHMA ANA UCXO4ALLErO

¢ nopta Tpaduka. JJonycTumble 3HauyeHun B npeaenax ot 70 go 250000 KnaobuT B CEKYHAY.

MpumeHUMb — NPUMEHUTL YCTAaHOB/IEHHbIE HACTPOWKMY;
Modmeepdums — NOATBEPAMUTL USMEHEHHbIE HACTPOWMKM;

Echu B TeyeHMe OAHOM MUHYTbl HAaCTPOMKU He MOATBEPKAEHbl HAaXKaTUEeM Ha KHOMKY
H «Modmeepdumb», TO OHU BO3BPALLAIOTCA K NPeAbIAYLLUM 3HAYEHUAM.

Mo yMmoAYaHUO — YCTaHOBUTb HACTPOWMKM MO YMONYAHUIO;
CoxpaHumob — COXpPaHUTb HAaCTPoMKKM BO Flash-namaTb ycTpoiicTBa 6€3 npumeHeHus.
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4.1.6.5 PacnpedeneHue npuopumemos rno o4yepeou

B pasgene «QoS U KOHMpPOsb MoaA0Ckl NPonycKaHus» HacTpansatoTca GYHKUMKM obecneyeHns KadyecTsa

obcnyxumeaHua (Quality of Service).

Kommymamop —> PacnpedeneHue npuopumemos rno o4epeou

.‘

Pacnpepaenexne NPUOPHTETOB NO O4epeasm
Pacnpegenexne npuopntetos 502.1p No odepeasm
802.1p 0 1 2 3 4 5 6 ?
Ouepeab (1 v || |0 Y ([[|OY|[(1Y]||]|2"|[|2Y([[3"]|(3"
Pacnpeaenexue npuoputeTos IP diffserv no ovepeasm
Diffserv Ouepeab Diffserv Ouepeab Diffserv Ouepeasb Diffserv Ouepeas
0x00 0v 0x40 1v 0x80 2 0xC0 3v
0x04 0v Ox44 1v 0x84 2 0xC4 3
0x08 0v 0x48 1v 0x83 2v 0xC3 3v
0x0C 0Ov 0x4C 1v 0x8C 2 0xCC 3v
0x10 0w 0x50 1v 0x90 2v 0xD0 3v
Ox14 ov 0x54 1v 0x9 2 0xD4 3
0x18 0v 1v 0x93 2y 0xD3 3v
0x1C 0v 1v 0x9C 2 0xDC 3v
0x20 0w 0x60 1v 0xAD 2v OxEOD 3v
0x24 0v 0x64 1v OxA4 2 OxE4 3v
0x28 0Ov d " OxA8 2 OxE8 3 v
0x2C ov 0x6C 1v 0xAC 2y OxEC 3v
0x30 0v 0x70 1v 0xBO 2v IXFO 3v
0x34 Ov 0x74 1v 0xB4 2 OxF4 3v
0x33 0v 0x78 1w 0xB8 2v OxF8 3v
0x3C 0v 0x7C 1v 0xBC 2v 0XFC 3v
MpumernTs Mo ymonuaxuio CoxpaHuTs

PacnpedeneHue npuopumemos 802.1p o o4epedam — NO3BOAAET pacnpeaenunTb NakeTbl Mo oHepeaam

B 3aBMCMMOCTM OT npmoputeta 802.1p:
— 802.1p — 3Ha4veHue npmnoputeta 802.1p;
— QOyepedb — HOMEpP UCXOAALLEN ovyepeau;

PacnpedeneHue npuopumemos IP diffserv no ovyepedam — no3BONAeT pacnpefenvTb MNakeTbl Mo

oyepeaam B 3aBUCMMOCTU OT npmopuTteTa IP diffserv:
— diffserv — 3HaueHue npuoputerta IP diffserv;
— Od4epedb — HOMeEpP UCXOAALLEN ovepean;

MpumeHUMb — NPUMEHUTb YCTaHOBNEHHbIE HAaCTPOMKMY;
Moomeepdums — NOATBEPAMUTL U3MEHEHHbIE HACTPOWKM;

Ecan B TeyeHMe OAHOMW MMHYTbI HACTPOMKU He NOATBEPKAEHbI HAXKaTUeM Ha KHOMKY
«Modmeepdumb», TO OHM BO3BPALLAIOTCA K NpeablayLMmM 3HaYeHUAM.

o YMOAYaHUKO — YCTAaHOBUTb HaCTDOﬁKM No YMON4aHUIO;

CoxpaHumes — COXpPaHUTb HacTPoMKu Bo Flash-namaTb ycTpoiictBa 6€3 npumeHeHus.
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4.1.7 Cemesble ymuaumel

4.1.7.1 PING
YTUauTa ncnonbayeTcs 10 NPOBEPKM COEANHEHUSA (HAaAMUYUA MapLIpyTa) A0 YCTPOMCTBA B CETU.

Cemeesble ymunumesi —> PING

PING

IP Probing
Ping

MNepuoauyeckini ping
3snycksTs NDW CTSPTE YCTDOWCTES
Mepwoa, max| 10
¥onuuecTeo nonsTok| 3

CoxpaHuTb

Cocroanue

EONOTANECKAN PINg He SaNyweH

3anycTuTb OcTaHoBUTD Wnpopmaums
Cnucox IP-anpecoe

Hert IP anpecos & cnicke

Oobasub

IP Probing — vicnonb3yeTcs Ana 04HOKPATHOrO KOHTPO/IA COeAMHEHMA A0 YCTPOMCTBA B CETU.

Ons axo-Tecta (nocbina Ping-3anpoca) Heobxoanmo Beectn IP-agpec anbo ceteBoe ums ysna B none «IP
probing» v HaxaTb KHOMNKY «Ping». Pe3ynbTaT BbINONHEHNS KOMaHAb! OyAeT BbiBeAeH B HAMKHEN YacTu CTPaHMULLbI.
B pe3ysibTaTe yKa3blBaeTCA KOJIMYECTBO NepesaHHbIX MAaKeTOB, KOJIMYECTBO NOJy4YEHHbIX HA HUX OTBETOB, MPOLEHT
noTepb, a Tak:Ke Bpems nprvema-nepeaaqn (MMHMManbHoe/cpeaHee/MakcmasibHOE) B MUAIMCEKYHAAX.

IP Probing

182.168.27.7

5 packets transmitt
round-trip min/

Mepuoduyeckuli ping — ncnonb3yeTtca 418 NEePUOANYECKOTO KOHTPOJIA COeAUHEHUI A0 YCTPOWCTB B CETH.

— 3anyckame npu cmapme ycmpolicmea — npu ycTaHoB/eHHOM d1are nocbliaTth ping-3anpockl Ha agpeca,
YKa3aHHble B CNUCKe XOCTOB 6yAeT akTUBMPOBATLCA Cpa3y Noc/e 3amnycka YCTPOMNCTBa;

- Hepuod, MUH — VUHTEPBa MeXAay 3anpocamMmun B MUHYTAX; Ot rr e oLl — |
— Konuyecmeo nonbimoK — 4WCNO MOMbITOK OTN paBUTb ping- Bl cofupaeTecs oTKpEITE diaiin
= hosttestlog
3an pOC. FENAOWAACA TEKCTOBbIA AOKYMEHT
u3 http://122. 168, 18. 189
Kai Firefox cneayet obpabotate sToT daiin?
CocmosHue = ——
CNe Sl otenad2 (o yronuarino) [

") CoxpaHuTe daiin

—  [epezanycmums — 3anyck/nepesanyck nepmoamyeckoro ping;
— OcmaHosUMb — NMPUHYAUTENbHAA OCTAHOBKA NepUOAMYECKOro
ping;

—  WHpopmayua — no HaKaTUo AaHHOM KHOMKM A8 NPOCMOTpPa

craHeT goctyneH nor-¢ann '/tmp/log/hosttest.log' ¢ AaHHbIMKM 0 NocnegHen NOMbITKE NEPUOANYECKOrO
ping-3anpoca.
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Cnucok xocmoe — cnucok |IP-agpecos, Ha KoTopble ByayT OTNPaBAATLCA NepUoguYecKkme ping-3anpocsl.

Ona pobaBneHus HOBOroO agpeca B CMMCOK HEOHXOAMMO yKasaTb ero B Mosie BBOAA W HaxKaTb KHOMKY
«/Jobasume». Ana yaaneHna — HaxaTb KHOMKY «Y0asume» HanpoTus Tpebyemoro agpeca.

4.1.7.2 TRACEROUTE

Ytunuta TRACEROUTE BbinosHAeT GYHKUMM TPAcCMPOBKM MapLIpYTa M 3XO-TecToB (nepegaym ping-
3anpocoB) A1A AMArHOCTUKKU paboTbl ceTu. [laHHaa GYHKUMA NO3BONAET OLEHWUTb KAauyecTBO COeAMHEHMUA A0
nposepsaemoro ysna.

Cemessble ymunumel —> TRACEROUTE

TRACEROUTE

WmA xocTa unu IP aapec AnA NPOBepPKM K3a4YeCTBa COeANHEeHUA
Wcnonb3oBaTe onyun OnuMcaHue W AONONHUTENLHBIE NapaMeTPbl

Yucno nepegasaemsix NakeTos (Mo ymonyaHuio 10

Pa3mep nNakeTos AnA 0TNPasKku
OtobpaxaTs IP-agpeca BMeCTO MMEH XOCToB
3apepxxa mexay ICMP 2anpocamu (N0 yMONUYaHUID 1 Cex

Mcnons308aTe TONLKO IPV4

Mcnons308aTs TOMbk
AZlpec CETEBOr0 MHTEpMEdica ANA oTnpasky ICMP 3anpocos

Mposeputb

B none «Mmsa xocma unau IP adpec 0na nposepku Kayecmea coeduHeHUs» BBoauTtca IP-agpec ceteBoro
YCTPOIACTBA, 4O KOTOPOrO OLLEHMBAETCA KAyecTBO coeAuHeHuA. [nA MCnonb30BaHWA onuuii Heobxoaumo
YCTAaHOBMUTb p1ar B COOTBETCTBYHOLLEN CTPOKeE.

Onuuu:

— Yucno nepedasaemebix nakemos — KOAMYeCcTBO LMKAoB nepegaym ICMP-3anpocos;

—  Pasmep nakemos 07158 omnpasku — pasmep ICMP-nakeTa B 6aiiTax;

—  Omobpaxams IP-adpeca emecmo umeH xocmoe — He ucnonb3oBaTb DNS. Otobparkatb IP-agpeca 6e3
NONbITOK NONYYEHUA NX CETEBbIX UMEH;

—  3adepxcka mexcdy ICMP 3anpocamu (no ymonyaHuro 1 cex) — nHTepBaa onpoca;

—  Ucnonsvzosams mosnbKo IPv4 — ncnonb3oBaTb TONbKO NPOTOKOA IPv4;

—  Ucnonsb3zoeame mosabKo IPv6 — ncnonb3oBaTb TOAbKO NPOTOKOA IPV6;

— Adpec cemesozo uHmepgpetica 011 omnpasku ICMP 3anpocos — |P-agpec ceTeBoro uHTepdeica, c
KoToporo byayT otnpasneHbl ICMP 3anpochl.

Mocne BBoaa |IP-agpeca ceTeBOro YCTPOMCTBa, A0 KOTOPOro OLLEHWMBAETCA Ka4vyecTBO COeAMHEHMA WU
YCTQHOBKM OMLMI HYXHO HaxaTb KHOMKRY «[lposepumeo».

B pe3synbTaTte paboTbl yTUANTbI BbIBOAMTCA TabanLa, COAEPIKaLLAn:

—  Homep y3na u ez2o IP-adpec (nubo cemesoe ums),

—  npoueHm rnomepsHHbIX nakemos (Loss%),

—  Kosu4ecmeo omipasaeHHbix nakemos (Snt),

—  8pems Kpya08020 obpauwieHua nocaedHez2o nakema (Last),

—  cpedHee 8pemsA Kpya2o8020 obpawieHus nakema (Avg),

—  slydwee 8pemMsa Kpy208020 obpalwieHus nakema (Best),

—  xyOuwee epems Kpyao8020 obpaweHua nakema (Wrst),

—  CcpedHeKsaopamu4yHoe OmkKaoHeHue 3a0epiceK 05 Kardoeo y3na (StDev).

HOST: shc Loss% Smt Last Avg Best Wrst StDewv
1. 1921681644 /00% (10 |03 |03 (0.2 (0.3 |00
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4.1.8 be3zonacHocmob

4.1.8.1 YnpaeneHue

B aTOM noameH M3MEHATCA Mapoan A0CTyna K
cpeacTBam KoOHoUrypuposaHua SBC.

B pasgene «YcmaHosume naposas aOMuHUCmMpamopa
geb-uHmepdgelica» ycTaHaBNMBAETCA Napoab A8 JOCTYNa K
web-uHTepdelicy nonb3osatens admin.

Mo ymonuaHuwo Aana pgoctyna K web-
uHTepdeiicy ucnonbsyerca AoruH admin
naponb rootpasswd.

Naponb ana goctyna nonb3osatena admin
yepes web-uHTepdeiic moxeT He cOBNaAaTb
C naponem Aana AocTtyna no NPoOTOKoJam
Telnet, SSH.

B paspgene «llonb3osamenu 8eb-uHmepghelica»
co3aatoTca nosib3oBaTenn web-uHTepdelica U Ha3HayatoTcA
ux npasa. Bcero moxet 6bITb co3aaHo A0 50 nosib3oBaTenen.

[na co3gaHusa nonb3oBaTens ciefdyeT HaxKaTb KHOMKY
«/Jobasumeb». B nossuBLIeMcA OKHe (cnpaBa) BbibpaTb UMSA
nosb3oBaTens, Naposb 408 BXoAa W MOATBEPAMTbL Maposib.
3aTem 3a4aTb NpaBa MNoJ/ib30BaTeNA U HaxaTb «[IpumeHUMb».
[na pegaktmposaHuA Hafo BbIGpaTb NONb30BATENA U3 CMIUCKA
7] Ha)KaTb  KHOMKy  «Pedakmuposame».  YpaneHue
OCyLLeCTBAAETCA BblOOPOM MO/b30BaTENA W HaxKATUEM
KHOMKK «YOanumo».

HeBO3MOXHO yAanuTb WAM U3MEHUTb NpaBa
nonb3osarena admin.

B pasgene «YcmaHosume napoas admMuHucmpamopa

nonb3osatens admin ana gocryna K CLI

BesonacHocmes —> YnpaeneHue

YnpaeneHue

YCTEHOEBWTE Napoik 3AMUHUCTPETOPE BEeb-uHTEpdelica: =
BeeawTe napons:
MoaTeepanTe napons:

3apare

MonesoeaTeny eeb-uHTephelica: —

Ne Mma
0 admin
LHobasuTe Pepaktupoeate YoanuTe

YCTEHOBUTE Naponk aAMWHWCTPaTOPE AnA telnet u ssh: =
BeeawTe napons:
MoaTeepanTe napons:

3apare

Ynpaenenue

[MMa nonesosatena)
[EEEANTE Naponk]

[noaTeepawte napone]

MpaBa NoNE30EATENA:
MNepesanyck yeTpokcTea/ MO
¥npasneHue SBC
¥npaeneHwe HacTpolkamu IP, Switch n RADIUS
¥npasneHwe KoHQurypaumei
YnpaeneHue MO

MoHUTOpPUHT

MpUMerKTE OTmeHnTE

0n14a telnet u ssh» ycTaHaBnMBaeTcA MNaposb
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4.1.8.2 Hacmpoiika SSL/TLS

Pasgen npeaHasHayeH A0S 3arpysKu WAM CO34aHMA CamoMoAnuMcaHHoro ceptuoukaTa SSL/TLS, KoTopbiit

MO3BO/IAET UCNO/1b30BaTh WNPPOBAHHOE NOAKIOYEHME K WIO3Y M 3arpy3Ky/Bbirpy3sky ¢painnos KoHdUrypaumm no
npotokoay HTTPS.

BeszonacHocmb —> Hacmpolika SSL/TLS

Hactpoiika SSLTLS

HacTpeiika S5LITLS

HTTP wm HTTPS ¥ |TIPOTOKON ESAMMOSEIRCTENA C web-
- —= HOHDWMrypETOpOM

CoxpaHMTe

CreHEpHMPOBaTE HOERIE CEPTHRMESTE
OEyaHsuR=d K04, CTOSHE
Pansok
Mopog
Opraswiayus
Mogpsagens-ne
HosmaeTHei e-rail

Mum yoTpodcTea (anu [P-gopec)

CrEHepnpoaa‘rb
3arpyante PEM cepmiadmeat v knwos
CepmdmkaT ¥ |\ dain He soiSpan OFs 3arpyINTE
* Mocne 23rDyaKA CEDTMEVIKATS W KNsUs, 'Z‘Ef—'..'&_:F nep o 2=f-cepsapa
; I'Iep-ecanyc-:mrb Bed-cepESp
— [lMpomokon e83aumodelicmeus ¢ web-KOHGU2ypaMoOpoM — pPeXMM MNOAKAYEHNA K web-
KOHUrypaTopy:

e HTTP unu HTTPS — paspelleHO Kak HewudppoBaHHoe noakatodeHne — no HTTP, Tak u

wudposaHHoe — no HTTPS. Mpu atom noakntodeHne no HTTPS BO3MOKHO TO/IbKO NPU HaIMUYUM
CreHepupoBaHHOroO cepTUdUKaTa;

e mosabKo HTTPS — pa3spelueHo To/IbKo WwWindpoBaHHOEe nogKkatoveHne no HTTPS. NoakntoueHme no
HTTPS BO3MOXHO TO/IbKO NPU HaIMYMK CreHePUPOBAHHOTO cepTuduKara.

CzeHepuposamo HOBble cepmuguKkamol

’ [aHHble napameTpbl HE06X0AMMO BBOAUTL TaTUHCKUMU ByKBamu.
e

Jleyx3HauHbIli KOO cmpaHbl — Kog, cTpaHsbl (aa1s Poccnun — RU);

— PezuoH — Ha3BaHWe perMoHa, obnactu, Kpas, pecnybavkm nT. n.;
— lopod — Ha3BaHuWe roposa;

— OpeaHu3ayus — Ha3BaHWe opraHM3auum;

— [ModpasdeneHue — Ha3BaHWe NogpasgeneHns Uan oTaena;

—  KoHmakmueili e-mail — agpec 3N1eKTPOHHOM MOYTbl;

— Wmsa ycmpolicmea (unu IP-adpec) — IP-aapec wno3a.

3azpysume PEM cepmugukam u Karoy
Pa3gen no3BonsieT 3arpy3unTb 3apaHee CreHepUpPOoOBaHHbIM M noanucaHHbli PEM cepTuduKaT u Katod. Ana
3arpy3Kku cneayet BblbpaTb B BbiNaAatoLeM MEHI0 TUN 3arpyr*kaemoro ¢paiina. Haxatb KHonKky « 0630p» 1 BbIbpaThb

Tpebyemblli dalin. Mocne Yyero HaXKaTb KHOMKY «3aepy3umey.

Mocne 3arpy3ku ceptudmKata u Kaoua Heobxoanumo 6yaet nepesanycTutb Be6-cepBep KHONKOM
. «Mepe3anyctutb Be6-cepeep».
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4.1.8.3 [fuHamuuecKuii 6paHdmaysp

AviHamuueckuii 6paHgmaysp — 3TO YTUAUTA, KOTOPAsA OTC/IEKMBAET MOMbITKA 0BPALLEHUS K PA3INYHbIM

cepsucam. MNpu obHapyKEeHMUM NOCTOSHHO NOBTOPAOLLMXCA HEYAAYHbIX MOMNbITOK 06PALLEHUNA C OLHOIO U TOTO Ke
IP-agpeca naun xocTa, AMHamudeckuii BpaHamaysp 610KMpyeT AanbHelLwmne NonbiTKKM ¢ 3Toro IP-agpeca/xocTa.

B KauecTBe HeyAauHbIX NOMbITOK MOFYT 6bITb UAEHTUDULMPOBAHDI:
nogobop ayTeHTUPUKALMOHHBIX AaHHbIX ANnA web-uHTepdelica nam no npoTtokosy SSH, To ecTb NOMbITKK
3alT B UHTepdelic ynpaBaeHUa ¢ HeBEPHbIM JIOTMHOM WM NAPONEM;
noabop ayTeHTUUKALMOHHbIX AaHHbIX — npuem 3anpocoB REGISTER ¢ u3secTHoro IP-agpeca, HO ¢ He-
BEPHBIMWU ayTEHTUDUKALMOHHBIMU AaHHBIMU;
npuem 3anpocos (REGISTER, INIVITE, SUBSCRIBE, n apyrux) c HenssecTHoro IP-agpeca;
npmem HeEM3BECTHbIX 3anpocos no SIP-nopTy;
nonagaHue Bbl30Ba B NPaBWO C NOAUTUKOM reject.

BezonacHocme —> fJuHamuyecKuii 6paHomaysp

Ounamuyecknn Gpangmaysp

MNapameTpbl SiP WEB TELNET SSH OTHER
BrniouuTs
Bpews Gnokmpoery. ¢ 600 600 600 600 600
Bpews npowenia. ¢ 1800 1800 1800 1800 1800
KonuyecTeo nonbirok 3 3 3 3 3
aocTyna
Konu4ecTeo spemerHbIx 4 4 4 4 4

Snoxmposok
Mporpeccupyrowas Gnokuposxa

He otnpaenaTs 3abnokmpoBaHHbie
aApeca B YepHbiit CNUCOK

MpumesnTs Mo ymonuyaHuo

( Benuai m'c'“r OGHOBWT (;ep,.,,.-. c,.m';og) OBHOBKTL Cnmcox FOfGomcEY
Beero sanuceit: 1) X Cero sanucei: =
Cxauats Cravats anpecos _ Cxasats
(Bcero 0)
[oGasuTs || Hawty || Yaanuts LoGasuTb | [Haima YaanuTs =
A Adanw
IP-agpec wnm IP/mask IP-agpec wnm IP/mask EXROW) || A
(nocnegrue 30 sanuceit) (nocnegnme 30 sanucen) IP-agpec unu IP/mask
127.00.1 Her IP agpecos & cnucke (nocneatwe 30 sanucen)
e Her IP agpecos 8 cnicke
Yaanuts yAanuTe

Yaanute

Mapamempoi duHamuveckoz2o 6paHdmayspa
BKaroyume — 3anyctutb BpaHamayap;

Cneaylowme napameTpbl MOTYT HacTpaMBaTbCA OTAEAbHO ANA Pa3/INYHbIX CEPBMCOB. Bce 3T napameTpsl

MOTyT 6bITb COpOLLIEHbI B NpeAyCcTaHOB/IEHHbIE 3Ha4YeHMs KHOMNKoM "o ymonyaHuto".

Bpemsa 6710KUpoOBKU, C — BPEMA B CEKYHAAX, HA NPOTAXKEHUWN KOTOPOro AOCTYN C NOA03PUTENbHOIO agpeca
byaet 610KMpOoBaH;

Bpems npowieHus, ¢ — BPeMs, Yepe3 KOTOPoe afpec, C KOTOporo npuiwen npobaemHsblii 3anpoc, byaer
3abbIT, ecn HK pasy He 6bla1 3a6/10KMpPOBaH;

Konuyecmeo noneimok docmyna — MaKCMManbHOE YMCAO HeyAauyHbIX MOMbITOK AOCTyna K CepBuCY,
npexae Yem xoct 6yaet 3ab610KMpOBaH;

Konuyecmeo spemeHHbIx 6510KUPOBOK — KOAMYECTBO BAOKMPOBOK, NOCAE KOTOPbIX NPOBAEMHbI aapec
b6yneT NPUHYAUTENBHO 3aHECEH B YEPHbIW CNUCOK;

Mpozpeccupyrowan 6510KUpo8Ka — NPV yCTaHOBNEHHOM dnare Kaxkaan ovyepeHas 610KMpPOBKa ajpeca
b6yneT BaBoe bonblie npeaplaywen, ana 6N1OKMPOBKM aapeca byaeT UCNOb30BaTbCA BABOE MeEHbLUe
NonbITOK AocTyna. Hanpumep, B nepBblit pa3 agpec 6bin 3ab10KknposaH Ha 30 cekyHa nocse 16 NonbIToK,
BO BTOPOM pa3 — Ha 60 ceKkyHA nocnae 8 NonbITOK, B TPeTUiA pa3 — Ha 120 cekyHA noce 4 NonbITOK U Tak
panee;
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— He omnpaename 3a6710KUpPOBAHHbIE adpeca 8 YepHbili CrUCOK — Npu ycTaHoBNeHHOM ¢nare SBC He
oTnpaBnaneT 3abNOKMPOBAHHbIE aZpeca B 4YepHbI cnucok, onuua "lpoepeccupyrow,as 6aokuposka'
UrHopupyeTcs.

benblit cnucok (nocneghue 30 3anuceil) — cnucok IP-agpecos, KoTopble He MOTYT BbiTb 6J10KMPOBaHbI
AMHaMUYeckum bpaHamayspom. Bcero moskeT 6biTb co3aaHo go 4096 3anuceit.

YepHblii cnucoKk (nocnegHue 30 3anuceit) — CNMCOK 3amnpelleHHbIX aZpecos, AOCTYyN C KOTOopbix byaeT
Bceraa 3ab10KknpoBaH. Bcero moxeT bbiTb co3aaHo Ao 8192 3anuncu ana SBC-1000 n 16384 3anuncm ana SBC-2000.

Ona pobasneHua/noncka/yaaneHus agpeca B cnnucke HeobxoaMMo yKasaTb €ro B Nose BBOAA W HaXaTb
KHONKY «/lo6asume»/«Halimu»/«Ydanume».

' YEpPHbIA CNUCOK MMeeT NpUopUTeT Hag, 6enbim.
e
CnUCOK 3ab6/I0KMPOBAHHbIX appecoB — rMepeyeHb aapecoB, 3a6/0KMPOBaHHbIX B Xoge pPaboThbl
AMHaMmunyeckoro bpaHamayapa. Becero B cnvcke moxkeT 6biTb 8192 3anmcm gns SBC-1000 n 16384 3anucu gnsa SBC-
2000.

B 3aronoBKe cNUCKoB NPUCYTCTBYIOT AB€ KHOMKK ANA NX CKa4nBaHUA U obHoBNEHUSA:

- Ckayame — B web-uHTepdelice oTobparkaetca Tonbko 30 nocnegHux 3anucen B danne. Haxatue Ha
AaHHYO KHOMKY NO3BO/IAET CKAa4YaTb NOJIHbIE CMNUCKM Ha KOMNbIOTEP;
- O6HO08UMb — 0H6HOBUTHL OTOOPAXKAaeMblii CNIUCOK.

Ona pobasneHuns/novcka agpeca B CNMCKe HEOBXOAMMO yKaszaTb €ro B nojie BBOAA M HaMKaTb KHOMKY
«/lobasumo»/«Halimu», onAa ypaneHna — HaaTb «YOasnume». [Jonyckaerca yKkasaHue Kak otaesbHoro IP-
aapeca, Tak u noacetu 8 Hotaumm CIDR: 192.0.2.0/24. Mpu yaaneHnn noacetm byayT TakKe yaaneHbl OANHOUYHbIE
agpeca v NoAceTH, BXxogsaLme B 3Ty NOACETb.

TaksKe Ans yaaneHva agpecos MOXHO Bbl6paTb HeobxoauMble agpeca C NOMOLbIO GAaXKKOB HanpoTUB U
HaaTb KHOMKY «Y0asaums», KOTOPasa HaxoAMTCA MO/, CMIUCKOM.

4.1.8.4 }ypHan 3a6710KUPOBAHHbIX adpecos

[aHHOe noAMEeH0 NpeaHa3HauYeHo A/1a NPOCMOTPa KypHana 3ab/10KMPOBaHHbIX AMHAMUYECKUM BpaHa-
May3pom agpecoB. TakKe B NOAMEHIO BOSMOXHO Pa3b/10KMPoBaTb ONpeseneHHble agpeca nytem yaaneHusa ux
13 xypHana. KypHan coaepxumTt go 10000 3anuceit.

BezonacHocmb —> MypHan 3a6710KUPOBAHHbIX adpecos

HypHan 236nN0KUPOE3HHLLE 3OpECcOE

Mowce: Hawima Chpoc

IP appec Oata BnokvpoEkK Mpu4wHa GnokupoEEK
[192.188.18.21 |5.12.2017 16:38:22 SEH: From predefined list
182.165.1.5 6.12.2017 16:38:22 WWEB: From predefined list

[ H4FH Tesywan oTpa-uys 1 us
Yucno cTpox & Tebmgs 1

OOHOEKTE | | OHMCTHTE ¥ypHaN

— [Mouck — B None yKasbiBaeTcA GUALTP ANA NOUCKA apecos;

— Halimu — BbIbopKa aapecoB 13 KypHaANa COrlacHo GpunbTpy;

—  Cbpoc — oumncTKka GUnbTPa;

—  06HOo8UMb — 06HOBUTH MHHOPMALUIO B KypHane;

—  O4ucmumeo HypHAa — yOanuTb BCe 3aMMCK U3 XKypHana 3ab/0KMpoBaHHbIX agpecos. MNpu aTom byaeT
npounsBeaeHa OYMCTKA KypHaia, HO U3 BIOKMPOBKM agpeca yaaneHbl He ByayT, 3TO HAA/IEXKUT cAenaTb B
MEHIO HAaCTPOMKN AMHaMMYecKkoro 6paHgmayapa.
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HypHan coaepRuT MHpopmaLmio:

IP-adpec — IP-agpec, KoTopbli Nonagan 8 6/10KMPOBKY;
Jama 6710Kuposku — fata v Bpems nonagaHua IP-agpeca B 6710KMPOBKY;
Mpu4uHa 6710KUPOBKU — NOSICHEHUE, KAKMM CEPBMCOM M 3a YTO NpPouM3BeaeHa BJOKMPOBKA.

B Ta6nmu,e HUXe npueeaeH Cnmcok COOGLLI,EHVIVI o 6.I'IOKVIpOBKe M NPUYnUHbI X BOSHUKHOBEHMUA.

Tabnunua 20 — CoobuieHna 610KMPOBKK

CoobuieHue B KypHane

MpuunHa BO3HUKHOBEHUA

Coobuwenue SIP

Request error: REGISTER failed :

[OCTUTHYT IMMUT perncrTpaumii

. . OtBeTt 403
Resource limit overflow OVNHAaMMYECKMX Nob30BaTenen
Request error: REGISTER failed : 3anpoc perncrpaLmm Hem3BecTHOro
. . . Otset 403
Unknown user or registration domain |nonb3osatena
Request error: REGISTER failed : Server|3anpoc perncrpaumm, B KOTOPOM 3aro/s10BKK Otser 403
doesn’t allow a third party registration |To n From pasanyHbl
Request error: REGISTER failed : o
a e HeBepHblit NorMH/naponb OTBeT 403
Authentication is wrong
Request error: REGISTER failed : MonbITKa AeperncTpaunm nonb3oBaTesem Otser 200
Wrong de-registration He3aperncTpMpoBaAHHOIO KOHTaKTa
Request error: REGISTER failed : MonbITKa perncrpaumm c agpeca, oTAMYHOIo
. OtBeTt 403
Request from disallowed IP OT paspeLleHHoro
. MonbITKa 3BOHKa OT N0/1Ib30BaATENA, KOTOPbIM
Request error: INVITE failed : No P
. . N3BECTEH, HO ero KOHTaKT He 6bl OTtBeT 403
registration before
3aperncTpupoBaH
. MonbITKa 3BOHKa OT N0/b30BaTeNA, KOTOPbIN
Request error: INVITE failed : P
. . . M3BECTEeH, HO PerncTpauma ero KOHTakKTa OTBeT 403
Registration is expired
ncrekna
Request error: INVITE failed : BxoaAwmin 3BOHOK UM PErNCTPALMA He
g AAL perucrpat Otser 403

Authentication is wrong

npowAnn ayTeHTUOUKaLmio

Request error: INVITE failed :
Unknown original address

3BOHOK C HEM3BECTHOTO Hanpas/1eHUA

3BOHOK HanpasaseTcs Ha
mgapp, rae npMHUMaeTcs
pelleHne 0 ero NPonycKe uau
OTK/IOHEHUMU

Request error: INVITE failed : RURI not
for me

HewnssecTtHoe nmsa xocta unm agpec 8 RURI

OtBeT 404

Request error: BYE failed :
Call/Transaction Does Not Exist

He HaliaeH guanor ana npuHATUA 3anpoca

OTtBeT 481

SIP: INVITE rejected by the rule
id:name (%d:%s) : Forbidden —
Blocked by SB

3anpoc nonan B NpaBUIO C NOJNTUKOM reject

SSH: Too many requests from address

HeyaauHble NOMNbITKK ayTeHTUbMKauuii no
SSH

WEB: Unknown user <%s> attempted
to access : password '%s'

HeyaauHble NONbITKN ayTEHTUDUKALUK
yepes WEB

ANY: Manually by cmd from other
module or administrator

Bbnokuposka gobasneHa yepes CLI nnm WEB
aAMUHUCTPATOPOM
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4.1.8.5 CmamuyecKuli 6paHOmay3p

Firewall wan cemeeoii 3KpaH — KOMMIEKC MPOrPaMMHbIX CPEeACTB, OCYLLECTBAAIOWMX KOHTPOJb U
bunbTpaumnio nepegaBaemblx Yepes Hero CeTeBbIX MAKETOB B COOTBETCTBUM C 334aHHbIMM MPaBMAAMM, YTO
HeobXoAMMO A/1A 3aWMTbl YCTPOMCTBA OT HECAHKLMOHMPOBAHHOMO A0CTyna. Ha ycTpoicTBe moKeT 6biTb Ao 32
npodunei.

' Mpasuna 6paHgmayapa He 6yayT paboTtaTb Ha orpaHuuyeHune gocryna no nporokonam HTTP/HTTPS,

e | SSH, Telnet, SNMP, FTP. lna orpaHM4yeHuA 40CcTyna no sTMmM NPOTOKO/1aM BOCNO/1Ib3yUTECb CIUCKOM
pa3spelwwénHbix IP-agpecoB (pasaen 4.1.8.6) n HacTpoiiKamMu aKTMBALUM CEPBUCOB HA CeTeBbIX
uHtepdeiicax (pasgen 4.1.4.3).

Npodunu firewall

bezonacHocms —> CmamuvecKuli 6paHomaysp

Ona .CO3AaHMFI, PeaKTUPOBaHNA U YHANGHUA [ o oannmayap

npodunenn firewall ucnonbsyerca meHto «Ob6beKmobl» -

«Jobasums o06bekm», «Ob6vekmol» - «Pedakmuposames Ne mA

06vekm» n «0bvekmeol» - «Ydanumes o0b6beKmM», a TaKXKe 0 Firewall Profile #0

KHOMKM: NobaeuTs Penaktypoeats YOAnMThb
—  «/Jobasumb»;
—  «Pedakmuposame»;
- «Yoanumob».

MporpammHoe obecnevyeHne no3BOAAET HacTpouTb npasuna firewall ana BxopAwero, ucxopawero wm
TpaH3MTHOro TpaduKa, a TakKe 41a onpedeneHHbIX ceTeBblX MHTepdencos. Obuiee Konnyectso npasua firewall
eanHo Ha Bce npoduam u coctasnset 1000 npasun.

BbezonacHocms —> CmamuvecKuli 6paHomaysp —> «Jobasume»

CTaTHYecKHii GpanaMayap
Mpodune firewall 2

NapameTpel npoduna

VA Firewall Profile #2

CoxpaHuts OTMEHUT
Mpaeuna ANA BXoAALErD Tpaduka
MNe Hma Cratyc WcTouHMK Nopret Hazna4veHune Nopret Cogepxumoe MpoTokon OeicTewre
Mpaenna AnA ucxogAwero Tpaduka
No Hma CraTtyc HcTouHKME NMopret HaznayeHue Mopret Cogepsumoe MpoTtokon OeicTewe
HoGasuts Pepaktupoeats Yaanute
Wurepdieic

vian200(untag) (bond1.1)

CoxpaHuTe

Mpw co3pgaHmm NpaBu/a HaCTpPanBatoTCA cieayoLne napameTpbl:
- WmA — nma npasuna;
—  MUcnonezosams — onpepenaet, byaeT M NCNOAb30BATbCA NpaBuno. Ecam dnar He ycTaHOBAEH, TO Npa-
BMN10 OyAEeT HEAKTUBHO;
—  Tun mpaguka — Tnn TpadurKa, 1A KOTOPOTro CO34aeTCA NPaABMAO:
—  exo0Aawuli — npeaHasHa4veHHbIN ana SBC;
— ucxo0auwuli — otnpaBnsemblii SBC;
— Tun npasusaa — MOXKeT NPUHUMaTb 3Ha4YeHuUA:
— O6blyHOe — npaBuKAO C NpoBepKoit IP-aapecos 1 NOPTOB.;
— GeolP — npaBuio ¢ NpoBepKoi agpeca no 6ase GeolP;
— String — npaBWaO C NPOBEPKOI BXOXKAEHMA CTPOKM B NaKET;
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MewHto npasuna firewall 8 3asucumocmu om ebibopa muna npasuna

CraTH4eckui GpaHaMay3p

vimA

Vcnons30eatk

Twun Tpachmka

Tun npaexna
MeTouHme naketa
IP anpecimacka
MopTEl MCTOYHKKR
AJpet HasHaYeHnA
IP agpecimacka
MOPT:l HAZHAYEHNA
MpoToken

Tun coodwenua (ICMP)

TelicTene

Npaeuno firewall

Firewall rule 0

BxogaLwii

OBkiyHOE

| NioBoi

0.0.00

0

¥ NwBoi

0.0.0.0
0
MioGoit

Accept

CoxpaHnTh

OTMEHUTE

CTaTHyeckuii GpaHamaysp

Vimr

Henons30sate

Twun Tpachuka

Twun npaexna
Conepsumoe
WcTouHpe nakeTa
|P agpec/macka
TopTEl MCTOUHKKE
AJIPEC HAZHAUEHWA
|P agpec/mMacka
TOpTsl HAZHAUEHWA
MpoTokon

Twn cooBwennr (ICMP)

DeicTen:

Mpaewnno firewall

Firewall rule 0

ExopALumii

String

| Niboi
0000

D

¢! MNioGoi
0.0.0.0

[:.

Nioboit

Accept

CoxpannTe

OTMEHUTE

TCP/UDP;

TCP/UDP;

CTarMyeckuil GpaHamaysp

Wma

Mcnons308aTs

Tvn Tpadnea

Twn npae«na

CTpaHa

MopTsl MCTOUHMEA
MopTel HA3HAYEHNA
MpoTokon

Tun cooGwerua (ICMP)

LencTeve

CoxpaHute

Mpaeuno firewall

Firewall rule 0

BxogsAuuit
GeolP
Afghanistan (AF)
o

o

NMioBoit

Accept

CTmernTs

MicmoyHuK nakema — onpeaenseTt ceTeBon afpec MCTOYHUKA NaKeToBs, INBO 1A Bcex aapecos, 1Mbo ans
KOHKpeTHoro IP-agpeca nav cetu:

— moboli — pna scex agpecos (bnar ycTaHOB/EH);

— IP adpec/macka — pna KoHKkpeTHoro IP-agpeca uan cetu. Mone akTUBHO NPU CHATOM daare «to-
601i». ins ceTn 06A3aTeIbHO YKa3blBaeTcA Macka, AnA IP-aapeca ykasaHne Macku HeobA3aTebHO;
Mopmer ucmoyHuka — TCP/UDP nopT uamn amManasoH nopTos (yKa3biBaeTCsA Yepes TMpe «-») UCTou-
HMKa nakeToB. [JaHHbIA MapameTp UCMNOJIb3yeTca TONbKO Ana npoTokonos TCP u UDP, noatomy,
4yTobbl AAHHOE NoJie CTasio aKTUBHbIM, He0b6XxoAuMMO BblbpaTb B nosie npotokon UDP, TCP, anbo

Adpec Ha3Ha4yeHUs — onpeaenseT CeTeBOM aapec NpUemMHUKa naketos, MMbo gns Bcex agpecos, MMb6o
ANA KOHKpeTHoro IP-agpeca nau cetu:

— moboli — ana scex aapecos (dnar ycTaHOBEH);

— IP adpec/macka — ans KoHKpeTHoro IP-agpeca uan cetu. Mone akTMBHO NpKU CHATOM daare «nto-
60o1i». s ceTn 0653aTeNbHO YKa3bIiBaeTca Macka, ans IP-agpeca ykasaHWe Macku He 0653aTesibHO;
Mopmel HazHavyeHua — TCP/UDP-nopT unaun agmMana3soH nopTos (YKa3bliBaeTca yepes Tupe «-») npu-
€MHMKa NaKkeToB. [JaHHbIA NapamMeTp UCNOJb3yeTca TO/bKOo AnA npoTokosioB TCP n UDP, noatomy,
yToObl gaHHOE MoJie CTaslo aKTUBHbLIM, HeobxoaMMo BblbpaTb B nosne npoTtokon UDP, TCP, anbo
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— [lpomoKon — NpoToKoA, 4N1A KoToporo byaeT ncnosb3osatbes npasuno: UDP, TCP, ICMP, nn6o TCP/UDP;

—  Tun coobweHus (ICMP) — tun coobuwieHuna npotokona ICMP, ana Kotoporo ncnosbsyertcs npasuno. AaH-
Hoe noJie aKTUBHO, ec/in B nose «1IpomoKon» BbibpaH ICMP;

—  [Jelicmeue — pencTeune, BbINOAHAEMOE AaHHbIM MPaABUIOM:

— ACCEPT — nakeTbl, nonagatowme nog AaHHoe npasuio, byayT nponyLieHbl ceTeBbiM 3KpaHom fire-
wall;

— DROP — nakKeTbl, nonagatouwme nog gaHHoe npasuno, byayt oTbpoleHbl ceTeBbiM 3KpaHoMm fire-
wall 6e3 Kakoro AM60 MHPOPMMPOBAHMA CTOPOHbBI NepeaaBLUen NaKeT,;

— REJECT — nakKeTbl, nonagatowme nog gaHHoe npasuio, byayt oTopolleHbl ceTeBbiM 3KpaHom fire-
wall, ctopoHe, nepepaslueit naket, byaet otnpasaeH anbo naket TCP RST nnbo ICMP destination
unreachable;

— CmpaHa — BbIOOpP CTpaHbl, K KOTOPOWN NpUHaAANEKUT agpec. Mone oTobparkaeTca TONbKO ANA NpaBuna
TMna "GeolP";

— Codeprumoe — CTpOKa, KOTopana A0/KHA coaeprkaTbca B NakeTe. CTpoKa 6yaeT UCKaTbCA MO COAEePIKU-
MOMY MakKeTa ¢ y4éTom perunctpa. Mone otobparkaeTca To/NbKO ANs npasBuna Tuna "String".

Co3gaHHOe npaBuiO MoMajeT B COOTBETCTBYIOWMI pasgen: «[lpasuna 0ns e

exodawezo mpaguka», «llpasuna 0na ucxodauwezo mpagpuka» nnbo «lpasuna 0nsa OcHoBHo# MHTEpdEIic
MPAaH3UMHoO20 mpadwm». eth0.20 localnet
pPRp1 345uu

TakKe B npogpusne firewall BO3MOXKHO yKa3aTb ceTeBble NHTePPENCDHI, A1 KOTOPbIX
6yAayT MCNoab30BaTbLCA NpPaBMaa gaHHoro npoduns.

Kaxkaplii ceTeBoi MHTepdeiic MmoXKeT 04HOBPEMEHHO MCNOJ/Ib30BaTbCA TOJIbKO B 0AHOM npodune
e firewall. Mpu nonbITKe HazHaueHUA ceTeBoro MHTepdeiica B HOBbIN NPoduUab U3 CTaporo oH byaer
yoaneH.

Ona npumeHeHWa nNpaBuMn HeoBXOAMMO HaKaTb Ha KHOMKY «[IpumMeHUmMb», KOTOpas MOABWUTCA, €CAN B
HacTpoiiKax firewall 6b11m caenaHbl 3MeHeHUs.
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4.1.8.6 Cnucok pa3peuweHHbix IP adpecos

B paHHOM pasgene KOHOUIypupyerca CNMCOK paspelleHHbIX IP-aapecos, C KOTOPbIX aAMWHUCTPaTop
MOXET MOAKNYATbCA K YCTPOWCTBY 4Yepes web-KoHdurypatop, a Takxe no npotokoay Telnet u SSH. lMo
YMO/IYaHMIO paspelleHbl Bce agpeca. MoeT 6biTb yKa3aHo Ao 255 aapecos.

Bbe3onacHocmb —> CnucoK paspeuweHHsbix IP adpecos

—  [locmyn monbko 004 paspewieHHbix IP adpecoe — npu ycTaHOB-
NleHHoM dnare AOCTyN K YCTPOMCTBY paspelleH TONbKO C aape-
coB 13 6en0ro cnucka. Benwiit cincok

[ocTyn Tonkko AnA pazpewserHsx IP agpecoe

Cnucok pazpewenHex IP agpecos

Ons pobasneHus agpeca B Tabanuy «Crucok paspeweHHbix aope- e
co8» HeobxoAMMO HaXKaTb KHOMKY «obasumb» 1 B NOABUBLIEMCS MOJie 1][192.168.17.189 4
yKasatb Tpebyemoe 3HauyeHue. locne 3anosHEeHWs CnucKa cnepyet 2
HaaTb KHOMKY «[lpumeHumeo». Iofamme

%

MpumeHnTs MogreepauTs

*
Ypanutb agpeca n3 crnmncka BO3MOXKHO, HaXKaB MKOHKY 7 («Yoa-
AUMb») B BbIBPaHHOWM CTPOKeE.

’ Mpwu akTMBaUUM A0OCTYNa TO/IbKO ANA pa3peleHHbiX IP-agpecos 6e3 3aHeceHuAa cobcTBeHHoro IP-
e appeca B 6enblii CNMCOK AOCTYN K YCTPOWCTBY 6yAeT noTepsH.

4.1.8.7 3awjuma om DoS-amak
B aTOM MeHto KoHbUrypupyroTcsa onumnm 3awmTtbl ot DoS-aTak.

’ SBC He npegHa3sHaueHa gasa 3aWMTbl OT KpynHbix DDoS-atak. 3awmrta ot DoS atak SBC pa6oTaet B
H npeaenax MakKCMMasibHO 3aaBsieHHOM CPS, yKasaHHOM B OCHOBHbIX XapaKTepPUCTUKaxX naatgopmbl.

bezonacHocmo —> 3awjuma om DOS-amak

3awmTa or DoS-arak

3awmra ot DoS-atak

No Hms

2awwra or DoS-atak OTkniouwmTe @ BEnouTs a scan
BrnounTe 3awmty ot ICMP dnyga 1 crack
flood

kill

sipcli

sipvicious
sipsak

sundayddr
War
shus

10 Gulp
KonuuecTeo nonsitok goctyna '@ |20 "

BuniounTe 00Hapy#eHue Port Scan | (&
BITHOMMTL 3aNDEILEHHLIE KTHEHTCKNE NDUNOKEHNA | (¥
BrnounTs 3awmty ot RTP @nyaa | @

SIP pnyp

wlm| @ ;e w

BrniounTe 3awMTy o7 SIP dnyaa | #

sipv
3 12 smap
13 friendly-reqguest

KonuuecTao BpemesHsix Gnowpoaok ‘@

BpemnA Snokupoaka, ¢ @ | (1200 14 VaxIPUserAgent
15 ‘VaxS|PUserAgent
BpenA NDOLLEHAA M ANKTENsHO anommposkn, « @) | |24 15 siparmykniie
COoXpaHUTE OTMEHHTE 17 SIPBomber
18 Siprogue
14 friendly-scanner
20 sip-scan
Test Agent
friend
3 friendly-scanners

rafra
5| =

LOoBaeuTs Pepaktvposate Yoanute

Ha SBC peanv30BaHO NPOTUBOAENCTBME CAEAYHOLLMM aTaKaM:

— ICMP flood — ataka MHoroumcneHHbimn ICMP-3anpocamu;

—  Port Scan — cKkaHMpOBaHMe MOPTOB;

—  SIP flood — aTaku uepes SIP ¢ uenbto nogbopa napons nosb3osatensn, Gaya 3anpocamMm Ha 3anpeLléHHoe
HanpaB/ieHMe, 3aLWnTa OT CKAaHMPOBAHMA aKTya IbHbIX HOMEPOB;

—  RTP flood — dnya Ha nopTbl, UCNOAb3YyeMble ANs Nepefadm MeamafaHHbIX C LeNbto yXYALeHUs KayecTsa

yenyr;
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—  Qunempayusa User-Agent — SBC cofepKu1T 3anpeLLéHHbIN CNUCOK CTaHAapTHbIX User-Agent pasnunyHbix
YTUAUT, KOTOPblE MOTYT MCNONb30BATLCA ONA OpPraHM3aumMmn atak no npotokony SIP. MNownck no User-Agent
He 3aBMCUT OT perucTpa.

HacTpoiKa onuni 3awmThbl:

—  3awuma om DoS-amak — 061asn HaCTPOIKa, aKTUBMPYIOLLAA BCE NpoYMe 3aLuThl;

—  Brkatoyume 3awumy om ICMP ¢ayda — npw aktnsaumm SBC He byaeT oTBeyaTb Ha 3anpocbl ICMP tun 8
(echo) n ICMP t1n 13 (timestamp);

—  Bkawuvume ob6HapyxeHue Port Scan — B 3TOM perKMme NPoBepAETCA HaZlMYMe CIMILIKOM YacTbIX 3anNpocoB
K pa3HbIM MOpTam C OAHOrO aapeca;

—  Bkaw4vume 3anpeuwjeHHble KaueHmcKue npunoxceHus — GunbtTpauma
SIP 3anpocos no User-Agent. Mpu akTMuBaumMm 3TOM ONUMM CnpaBsa

Jawmta or DoS-aTak

NOABUTCA CNUCOK 3anpeLéHHbix User-Agent. B aTom CincKe MOXKHO: KnueHTCKOS NpUNOXKeHne 21
—  lo6aBuTb HOBbI User-Agent kHomkoi "[lo6asutb". Mo- | ' fpyroe M
ABMTCA OKHO, FAe MOXKHO BblbpaTb MO0 0ANH U3 NpeaycTa-
HOBJIEHHbIX BAapPWaHTOB, IMBO BBECTW CBOW, BbIOpPaB B Bbina- Hanee OTMeHNTs

patowem cnmcke "gpyroe";

—  M3MeHUTb N6y NO3NLMIO B CNMCKe. N5 3TOro HaZo BblAEANTb MO3MLMIO M HaXKaTb KHOMKY "Pe-
[aKTUpoBaTb";

—  YpanuTb ntobylo No3unumio B cnucke. N8 3TOro Hafo BblAENUTb NO3ULMIO U HaxKaTb KHOMKY "Yaa-
T,

—  BKmroyume 3auumy om RTP ¢hyda — aKTUBMPYET 06HapyKeHne XOCTOB, OTNPaBAAIOLWMNX F010COBOM Tpa-
®UK Ha HeaKTUBHble MeananopTbl, IMB60 Ha MeananopTbl, KOTOPbIE Y¥Ke UCNONb3YTCAa AN obmeHa ro-
nocosol UHbopMauuen. XocT cuutaeTtca Gpayaepom, eciv NPpousBoauT MOCbIIKY He OXMAAeMOoro Tpa-
¢dV1Ka B TeueHMe bonee Yem NATU CEKYHA,

SIP dnyp,

—  Brawovyume 3awumy om SIP ¢pnyda — 3awmta oT nogdbopa naposen nonb3osarenen u ¢payga 3anpocamu
Ha 3anpeLéHHoe HanpasneHue. [laHHasa onuma paboTtaet TonbKo ans SIP Users;

—  Konuyecmeo nonbimok docmyrna — MO MPEBbIWEHUN KAKOro 4ucsia MonbITOK Nonb3oBatenb byaet
3ab6n10KnpoBaH. Mo»KHO 3aaaTb 0T 1 40 32 NONbITOK;
—  Konuyecmeo 8pemeHHbix 6710KUPOBOK — KOJIMYECTBO BpPEeMeHHbIX 6/1I0KMPOBOK, KOTOopble 6OyayT

nPUMeHeHbl K Mosab3oBaTento. [0 MpeBbiWeHUU 3TOFO0 AMmUTa ByayT NPUMEHATLCA AJUTENbHbIE
610KMPOoBKN. MoXKHO 3aaaTb oT 1 A0 10 6/10KUPOBOK;

—  Bpems 6510KUpo8Ku, ¢ — Bpema BNOKNMPOBKM aboHeHTa, MOXHO 3aaaTb oT 600 Ao 3600 cekyHA;

—  Bpems npoweHus unu 0aumesnsHoli 6710KUPOBKU, Y — BPEMA ANNTENbHOM BNOKMPOBKU. ITO e Bpems
NPOLWEeHNa — MO NPOLLECTBMM KOTOPOro, byaeT copoleH CYETYMK NOMbITOK ZocTyna. MoHO 3a4aTtb OT
12 po 48 yacos.

4.1.8.8 Cxema pabomsl cemeeoii 3auyumesi SBC

Ha SBC paboTtaeT cnegytolmii nopaaoK oTpaboTKu NpaBua AMHAMMUYECKOTO U CTaTUYECKoro bpaHamayapa,
CNUCKa 3anpeLéHHbIX a4 pecoB U OrpaHMYeHNA JOCTYNa C ceTeBbIX MHTEPdENCOoB:

1. MNpoussoauTca oTpaboTKa NpaBuN AMHamMYeckoro 6paHamayspa (pasgen 4.1.8.3). Ha atom 3atane
npouncxoamT cbpoc 3anpocoB OT a4 PeCOB, HAXOAALLMXCA B YEPHOM CMIUCKE U CMIUCKE BPEMEHHbIX 6/10KMPOBOK;

2. OTtpabaTbiBaloTCA OFpaHUYEHMA A0CTyNa, HacTpaMBaemble B pasgenax 4.1.4.3 CeTeBble MHTepdeincol ->
Cepsucol 1 4.1.8.6 Cnncok paspewéHHbix IP-agpecoB. MMpn HeaKTMBHOM CNUCKe paspewéHHbIX IP-agpecos
dbopmmMpytoTCA NpaBmKaa, paspeLuaroLime 40CTyN K YNpaBAeHUIo Ha agpeca ceTeBbix MHTepdelicos SBC, y KOTopbIX
€CTb paspelleHne Ha goctyn B 610ke "Cepsucobl”. Mpu aKTUBHOM CnUCKe paspelléHHbix IP-agpecos npasuaa
OOMONHAITCA KOHTposiem IP-agpeca UCTOYHUKA — paspelleHo MOAKAoYEHNEe TONbKO C aApecoB, YKa3aHHbIX B
CNuCKe;

3. OtpabatbiBatoTca npaBuaa 3awmtbl SIP destination (pasgen 4.1.3.2). MpasBuna 3awmtbl gna SIP
destination dopmupytoTcs aBTomaTMyecku. lNo-ymonyaHuio nposepsieTca, 4To aasa npoTokona UDP poctyn
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BO3MOXEH TOJIbKO C YKa3aHHOro yaanéHHoro agpeca u noprta. Ans npotokona TCP (n gnha UDP npu Hanmnuum
onuum "He yunTbiBaTb MOPT-UCTOUHMK MPU BXOAALUMX BbI30Bax") NpoOBepsAeTcs TONbKO YAanéHHblit aapec. B
C/Nyyae, ecu BbicTaBNeHa onuus "PaspelwnTb nepeHanpasaeHune”, yaanéHHoli agpec He KOHTPOAIMpPYeTCa — ANA
orpaHuMyeHua A0CTyna caefyeT BOCNO/1b30BaTbCA CTaTUYeCKUM BpaHamayspom;

4. PazpeluaeTcs NpoYmnii OCTYN K ceTeBbIM MHTepdelicam, Ha KOTOPbIe HET NPUBA3KU NPABUA CTaTUYECKOTO
bpaHamaya3pa;

5. OTpabaTbiBatoTcA NpaBua cTaTuyeckoro bpaHamayspa (pasgen 4.1.8.5) Ha Tex ceTeBbIX MHTepdelicax, K
KOTOPbIM NpPaBuaa NPUBA3AHbI.

Ecam oTtpaboTano ogHO M3 NpPaBUA CNUCKA, TO OCTaBLUMECA MPpaBuaa K 3anpocy NPUMEHATbCA He
. 6yayr.

4.1.8.9 Ob6ecneyeHue munosvbix 3a0a4y cemesoli 3aujumsi SBC

OrpaHuueHune gocTyna K ynpasaeHuio no npotokonam WEB/Telnet/SSH/SNMP.

[na orpaHuMyeHua JOCTyNa K ynpaBAeHUIO cneayeT BOCMNO/1Ib30BATbCA HACTPOMKamu B pasgenax 4.1.4.3
CeteBble uHTepodelicbl -> CepBucbl U 4.1.8.6 Cnucok paspeléHHbix IP-agpecoB. CHayana Ha ceTeBblX
nHTepdelicax, Kyaa HeobxogMmo paspewnTb AOCTyn, BbICTaBAAKOTCA GnarM NPOTOKONAOB, MO KOTOPbIM
HeobxoAMMO paspewmnTb JocTyn. Takum obpasom OyaeT BbIiCTaBAEHO OrpaHMYEHME MO aApecy HasHayeHus.
Mocne 3TOro HacTpamBaeTCA CMMCOK pa3pelléHHbIX IP agpecos, KOTOPbIN AONOAHUTENBHO BbICTAaBUT OrPaHNYeHne
no agpecy UCTOYHWKA NOo aapecam U3 CrUCKa.

OrpaHuuyeHue Aoctyna K uHTepdeiicam SIP onpepenéHHbIMM agpecamum UM reorpadpuyeckumm
NoKauuamMu.

Mo-ymonuaHunio ans SIP destination npaBuna 3awmTbl co3aatoTca aBTomaTuyeckn. OaHaKo, ecau
BbiCTaBneHa onuuA "PaspewunTb nepeHanpaBneHue", To npaBuia co3daHbl He byayT. Takke He co34atoTcs
aBToMaTunyecku npasmaa ana SIP trunk. Ana ux 3awmTbl TpebyeTca HaCTPOUTb CTaTUYeCcKuit BpaHgmaysp (pasgen
4.1.8.5). Ha npumepe HacTpoMKKM JOCTYNa C TaKUMMK OrPaHNYEHUAMM:

— Paspewwutb goctyn ns Poccuu;
-~ PaspewwuTb goctyn c noaceTtu 34.192.128.128/28;
— OrpaHnuunTb JOCTYN C MPOYNX a4 PECOB.

[na aToro cnegyet co3aatb TpY NpaBuIa CTaTMYeCKoro 6paHamayspa B cneayrolem nopaake:

1 MNpasuno ana exoaauiero Tpaduka c tunom "GeolP" n ctpaHon "Russian Federation (RU)". JelictBue —
Accept;

2 MpaBuno pgna BxogdAwero TpaduKka c Tunom "O6bluHoe", IP-agpecom M MACKOM WCTOYHMKA
"34.92.128.128/255.255.255.240". feictene — Accept;

3 MNpasuno gnsa Bxoaawero Tpaduka ¢ Tunom "Ob6blYHOE", UCTOUYHUK NakeTa "/ltoboin". deicteme — Drop.

Mocne aToro BbI6paTh B CNNCKE MHTEPDEIACOB HYKHble ceTeBble MHTepPdENCbl U COXPAHUTb HAaCTPOMKN.

NonHoe orpaHnyeHune gocryna K SBC c onpeaenéHHoro agpeca uam noaceTm.

Takoe orpaHMYeHUEe MOXKHO peasin3oBaTb, aKTUBMPOBAB AMHAMUYECKUA BpaHamayap (pa3gen 4.1.8.3) u
BHECTW aZpec Uan NoaceTb B YEPHbIN cnucoK. ObpaTute BHUMaHME — eC/iM afPecoB CAULWKOM MHOTO, TO yylue
NMoMnTM OoT 0bpaTHOro M co3aaTb NpaBuaa cTaTUyeckoro bpaHamayaspa (paszen 4.1.8.5) no npuHUMny "cHavana
paspewnTb CoeanHEHME AO0BEPEHHbIM y31aM, 3aTeM OTOPOCUTbL BCE" M HAcTPOMKAMM OrpaHUYeHus [ocCTyna
Yyepes CNUCOK paspeLléHHbix IP-agpecos (pasaen 4.1.8.6).

ABTOMaTMuecKan 6J10KMPOBKa HeyAauyHbIX 3aNpPocoB/aBTopu3aunii

BbinonHaeTca guHamuyeckum bpaHamayspom (pasgen 4.1.8.3). CneayeT akKTMBMPOBATb AMHAMUYECKUI
6paHaMay3p M HaCTPOMUTb YC0BUA cpabaTbiBaHUs. TaKKe peKoMeHAyeTcs BHeCTU B 6eblli CMMCOK Te agpeca U
NOACETU, K KOTOPbIM HE A0/IKHbI MPUMEHATLCA NPaBUia aBTOMATUYECKOW BNOKUPOBKU.
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4.1.9 Hacmpoiika RADIUS

LWnto3 noanepuBaeT ayTEHTUPUKALMIO PEFUCTPUpPYLOLLMXCA Yepe3 Hero abOHEHTOB M aBTOPM3aLLMIO Bbl-
30B0B ¢ nomolbto RADIUS-cepBepa. Mpu ncnonbzosaHnm RFC5090 napameTpsl ana digest-ayteHTudumkaumm (8
coobuweHnn ACCESS-CHALLENGE) wato3 nonyyaet ot RADIUS cepBepa 1 nepecbinaeT nx aboHeHTy. Mpun ncnonb-
3oBaHMM RFC5090-no-challenge nnbo Draft Sterman wnto3 camocToATesIbHO oTnpasBaseT aboHEHTY NapamMmeTpbl
ana digest-ayteHTMdUKaunn, aanee st napameTpbl 1 digest response, NonyyeHHbIM OT aboHeHTa, NepegaeT Ha
RADIUS cepBep ansa sepudmkaumu.

[na ncnonb3osaHuAa aBTopmsaumnm ¢ nomoubto RADIUS-cepBepa He0bXx0AMMO B HAaCTPOMKax HamnpasBaeHun
ansa SIP-nonb3osatenen (pasaen SIP Destination) yctaHoBUTb Hy>KHbI npoduns RADIUS.

4.1.9.1 Cepsepbl RADIUS
RADIUS —> Cepeepbli

CepBepbl

Cepeepul RADIUS-Authorization

IP-agpec MNopt Mapenes

1192.168.1.123 1812 password
2/0.0.0.0 0
3/0.0.0.0 0
40.0.0.0 0
5 0.0.0.0 0
60.0.0.0 0
7/0.0.0.0 0
8/0.0.0.0 0

TaiimayT oT8eTa cepsepa (x100 mc) L]
UWeno nonkiTok oTnpaskk 3anpoca @)
Bpems Hencnonb3oBaxus cepeepa npu coe (cex) @

CeTeR0i MHTEPMEIC ANA ABTOPH3ALIAN NONb30BATENEN ‘ethO (bondl.1 192.168.23.238 V|

ABTOpU3aLMA Nonb3osaTeneil WEB u SSH O
4epes cepsepsl RADIUS-authorization

Paspewarts ocTyn B cnydae oTkasa RADIUS-cepsepa [

| Mpamewars || Cbpoc |

YcTpolicTBO nogaepmBaet 4o 8 cepsepos aBTopusaumm (Authorization).

—  Talimaym omeema cepgepa — BPeMs, B TeYUEHNE KOTOPOFO OXKMUAAETCA OTBET CEPBEPa];

—  Yucno nonsimoKk omnpasKu 3anpoca — KOAMYeCTBO MOBTOPOB 3anpoca K cepsepy. MNpu 6esycnewHom
NCNO/Ib30BaHMM BCEX MOMbITOK CEPBEP CYMTAETCA HEAKTUBHBIM, M 3aMPOC NEpPEeHANPaBAAETCA Ha ApYroi
cepBep, eCM OH YKa3aH, MHavye — AeTeKTUpPyeTcA OWnbKa;

—  Bpemsa Heucnons3osaHuAa cepsepa npu cboe — BpemA, B TEYEHME KOTOPOro CEpBEpP CUYMTAETCH
HeaKTMBHbIM (3aMnpocbl Ha HEro He OTNPaBAALOTCA).

— Cemesoli unHmepdgpelic 019 asmopusayuu nonszosameseli — BblIbOp ceTeBoro uHTepdeiica, yepes
KOTOpbIV ByAeT NponsBoOANTLCA OTNPaBKa 3anpocos RADIUS;

—  Asmopusayus nonszosameneli WEB u SSH yepes cepsepbl RADIUS-authorization — npu nonbITKe BXoAa
nonb3osatensa no web/SSH asTopusauma byaet npoucxoants Ha RADIUS-cepsepe. MpeasapuTesibHO
cnepfyeT 3aBeCTM JIOKaNbHbIX NOAb30BaTeNEN C HYKHbIMU UMEHAMM M HAaCTPOUTb UM NpaBa AocTyna (cm.
MeHto «YnpasneHue» — MNonb3oBatenn seb-nHTepdeiica). RADIUS-aBTopusauma He paboTaeT ana telnet
(13 coobparkeHuit 6esonacHocTH telnet pekomeHAyeTCs OTKAOYATb Noc/sie NepBOHaYaIbHON HAaCTPOMKM
yCTpolicTBa);

—  Paspewams docmyn 8 ciy4ae omkasza RADIUS-cepsepa — npw akTMBaLUMM ONUUMK U B C/lyYae
HepocTynHocTn RADIUS-cepBepa aBTOpM3aLmMaA BbINOJHAETCA MO SIOKanbHbiM 6a3am. CheayeT
YUnTbIBATb, YTO H6asbl NONAb30BaTENEN pa3inyaloTca ansa web un cuctemsl (telnet/SSH/COM-nopT). Ecam
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onums OTKAOYEHa, To Npu HegocTynHoctu RADIUS-cepBepa aoctyn 6yaeT BO3MOKEH TO/IbKO Yepes
COM-nopT nnbo telnet (ecnun BKAOYER).

4.1.9.2 Cnucok npoduneii

RADIUS —> Cnucok npodpuneii

Cnucok npodunei

ha Hms
0 RADIUS_Profile0d

| Hobaeute H Peaaktnpoears H Yaanute ]

MosKeT 6bITb co34aHo Ao 32 npodunein. Ons co3gaHua, peaakTMpoBaHua 1 yganeHua npoounen RADIUS

nucnonb3yerca MeHw «0b6vekmol» - «/Jobasumb 0b6vekm», «Obvekmol» - «Pedakmuposames 06beKm» U
«0b6vekmol» - «Y0aaume 06veKm», a Tak¥Ke KHOMKMU:

-  «Jdobasumeo»;
—  «Pedakmuposame»;
-  «Yoanumoe».
RADIUS —> Cnucok npodpuneii —> «Jobasumo»
Mpasuno RADIUS N Crmcok npocshnel
Npasuno RADIUS 0
Uma — vma I'IpOd)VI}'Iﬂ,' Az | [RADIUS_Profile00
Mapametpsl RADIUS-Authorization
MNapametpbl RADIUS- Authorization: OTpEHAEHIZ GOTAUSH 873N | [\ o e
Mone User-name | [ SIP usemname =
OzpaHu4veHus ucxodauweli ceasu npu cboe cepsepa — npu cboe DIGEST astopussura | [ Drat-srerman (Nellp, FroeRadus)  [<]
cepBepa (HenonyyeHUMM oOTBETA OT CEpPBEPA) BO3MONKHO NAS PortType | [ADSL-CAP
YCTaHOB/IEHNE OrPaHNYEHUI Ha UCXOAALLYHO CBA3b: senice Tipe || Authenticate Only
—  Hem o2paHu4eHuli — paspeLlLaTb BCE BbI30BbI; Framag-protacal || SUP 5
—  8ce 3anpewjeHo — 3anpeLaTb BCE BbI30BbI; [ Dpuwewr. | [ Gopoc pamx | [ Omera ]

lMone User-name — Bblbop 3HauyeHua aTpubyTta User-Name B
COOTBETCTBYlOWEM nakeTe aBTopusaummn Access Request (RADIUS-Authorization):
—  SIP username — B KayecTBe 3HA4YeHMA NCMNOb30BaTb aDOHEHTCKMIA HOMEP BbI3bIBAOLLEN CTOPOHDI
(username u3 nons from);
— IP address — B Ka4ecTBe 3HaYeHMA NCNONb30BaTb IP-aapec Bbi3biBatoLLEN CTOPOHDI;
— SIP interface name — B KayecTBe 3HA4YeHWs WUCMo/b30BaTb MMA SIP-cepBepa, yepes KOTOpbIl
OCYLLECTBNAETCA BXOAALLEe 3aHATHE;
Ucnonszosames DIGEST User-name 6 3anpocax asmopu3ayuu — Npwu BKAKYEHMU onumun B none User-
Name B RADIUS 3anpoce 6yaet ncnonbsosatbca DIGEST User-name npu ycnosum Hannums digest 3anumcu
B Sip 3anpoce, B MHOM C/ly4ae — COrnacHo HacTpouke 'Mone User-name';
DIGEST asmopu3ayua — Bblbop anroputma aBTopumsaumm aboHeHToB 4Yepe3 RADIUS-cepsep. [MMpu
OalXKecT-aBTopM3aumMn Nnaposb nepegaeTca He B OTKPLITOM BUAE, KaK NMpU MCNoab3oBaHMM 6a3oBoi
ayTeHTMOMKaLMK, a B BUAE XELW-KOAA U HE MOKET ObITb NepexBayeH Npu CKaHMpPOBaAHUN TpadpuKa:
—  RFC5090 — nonHoueHHaA peannsauyma pekomeHgaunm RFC5090;
—  RFC5090-no-challenge — paboTa c cepepom He nepeaatowmm Access Challenge;
—  Draft-sterman (NetUp, FreeRadius) — paboTa no apadTy, Ha OCHOBaHUM KOToporo 6bina HanncaHa
pekomeHgaumns RFC5090);
NAS-Port-Type — tnn ¢usmnyeckoro nopta NAS (cepsepa, rae ayTeHTUOUUMPYETCA NOAb30BaTENb), MO
ymonyaHuio Async;
Service-Type — T1N ycayru, no ymondaHuto He ncnonbsyetca (Not Used);
Framed-protocol — npoToKOA, yKa3blBaeTCcA NPU UCMOIb30BaHMM NAKETHOO AOCTYNA, MO YMOYAHUIO He
ncnonbayetcs (Not Used).
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4.1.10 TpaccuposKu
4.1.10.1 PCAP mpaccuposku
B mMmeH0 Npon3BOAMTCA HAaCTPOMKA NapamMeTPOB A/1A aHaAn3a ceTeBoro TpadumKa n npotokonos TDM-ceTu.

Tpaccuposku —> PCAP mpaccuposku

PCAP TpaccupoEsm
TCP-dumo Ceofoaqo 55.73 MB uz 64.00 MB
Werepdeinc | ethO v PNk ¥ NANKW B SUPEKTORMIA SNA TRECCHPOE0K
DIPCL R R A e ] |emesg 175 kB | O7.11.2018 16:28
] IobzsuTe dmneTp Y _ . - I T - .
@ ] | gzeo e 20181114_151843_net_worker__lzo | 182.6 kB | 14.11.2018 18:18
3anycTuTh | | 3aeepwwTe | | Nepesanyctums | ] | gzcore_20181116_0T5808_net_worker_lzo | 188.5 kB | 16.11.2013 07:58
T TR ] | gzoore_20181116_120832 net_worker_lzo | 182.5 kB | 18.11.2018 12:25
CPU GE GE GE SFP SFP ] | gzcore_20121116_142710_net_worker_lzo | 226.0 kB | 16.11.2012 14:27
nopT NOpT MOpT MNOPT NOpT | mopT 4 - - 1
o 1 2 o 1 ] | hosttest log 4.1 KE | 16.11.2018 15:20
=—|G|:-'I'I=I WCTOUHAKW BXOARLAX NSKETOR 'i |55_:|9; OB | 01.01.1570 06:00
MopTl MCTOUHIEM MCHOSALLK NSKETOR ] | networkd.1.log 423.3 kB | 16.11.2013 13:22
MopT HazHAUEHMA ANA BEXOALKY NEKETOR I i I i I ] | networkd.2 lag 483 3 kB | 18.11.2018 14:15
s e L e e L ] | natworkd 2 log 4233 kB | 18.11.2018 14:44
MpumennTs | | Mogreepowts | | OuMETHTL CoxpaHTh =] ! T
2 gt 2 - . i ] | networkd.4.log 158,28 kB | 18.11.20128 15:35
] |sntpiog .1 kB | 16.11.2015 15:31
] | ssh_logd OB | 07.11.2018 18:27
] |ssh_logz DB |07.11.2018 16:27
] |sshd_leg TO1B | 16.11.2012 1418
] | sysmon.1.leg 426 kB | 18.11.2018 14:27
] | usuthlog OB | 07.11.2018 15:28
Cra4aTh || Ynanute

TCP-dump — Hacmpoliku 0a8 ymuaumel TCP-dump:
—  UHmepgelic — nHTepdeinc aAna 3axsarta ceTeBoro TpaduKa;
—  OepaHuyeHue 0auHbl nakemos (0 — Hem o2paHuYeHuli) — orpaHMYeHne pasmepa 3axBaTbiBaEMbIX
nakeTos, B banTax;
—  Jobasumbe ¢punemp — GUNBLTP NAKETOB Aas yTUAUTbI tcpdump.

CmpyKkmypa ebipaxceHuli-¢punbmpos

Kaxpoe Bblpa*XeHue, 3agatouiee d)VIJ'Ipr, BK/IKOYaeT OANH NN HECKOJIbKO NPMMUTUBOB, COCTOALUUNX U3
OAHOro wuanm HECKONbKUX VI,CI,EHTVI(I)MKaTOPOB obbeKkTa MU npeguwecrtsyrowinx emy KﬂaCCMd)VIKaTOpOB.
M,CI,EHTVId)VIKaTOpOM 0b6beKTa moxeT CNIYXKUTb €ro uma nam Homep.

Knaccugpukamopwsi o6vekmoe

1. type — yKasbiBaeT TMN 06BbEKTA, 334aHHOI0 NAEHTMOUKATOPOM. B KayecTBe TMMNa 06bek-
TOB MOTIYT YKa3bIBaTbCA 3HAYEHUA:
—host (xocT);
—net (ceTb);
— port (noprT).
Ecnmn TMn 0b6beKTa He yKasaH, npegnosaraetcs 3HaveHue host.

2. dir — 3apaeT HanpaBaeHWe NO OTHOLWEHMIO K 06beKTY. A 3TOro KnaccudpuKkaTopa noa-
OEePKMBAIOTCA 3HAYEHMA:
—src (06beKT ABNsAETCA OTNPaBUTENEM);
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—dst (06beKT aBAsieTca nonyyaTenem);

—src or dst (oTnpaBuTeNb MAK NONYYaTeNDb);

—src and dst (otnpaBuTenb 1 noay4yartesnb).
Ecnn knaccuoukaTop dir He 3afaH, NpeanonaraeTcs 3HauyeHue src or dst.
[nsa pexnma 3axeaTa ¢ PUKTUBHOIO MHTEPdEIica any MOryT UCMO/b30BaTbCA
Knaccudumratopbl inbound n outbound.

3. proto — 3aJaeT NPOTOKO/I, K KOTOPOMY A10/I}KHbl OTHOCUTbCA NaKeTbl. ITOT Knaccuduka-
TOP MOXKET NPUHUMATb 3HAYEHUA:
ether, fddil, tr2, wlan3, ip, ip6, arp, rarp, decnet, tcp 1 udp.
Ecan npumnTMB He coaep»KuT KnaccuduKkaTopa NPOTOKONa, Mpeanoaaraercs, Yto AaH-
HOMY GUNBLTPY YA0BAETBOPAIOT BCE NPOTOKO/1bl, COBMECTUMbIE C TUMOM 06beKTa.

Kpome 06beKTOB M KBaMPUKATOPOB MPUMUTMBLI MOTYT COAEpaTb apudMeTUHecKne BbiparkeHusa U
KNtoyeBble C/10Ba:
— gateway (wnto3);
— broadcast (mpoKoBeLlaTenbHbI);
— less (meHbLue);
— greater (6onbuwe).

CnoxHeble d)M}'IprbI MOTyT cCo4ep»XKaTb MHOXeCTBO MNPUMUTUBOB, CBA3aAHHbIX MeXay cobolt ¢
MCNON1Ib30BaHUEM JIOTMHECKUX ONEPAToposB and, or n not. Ana COKpaweHnAa 3agarowmx d)VIJ'IprbI Bblpa)KEHVIf;I
MOXHO ONyCKaTb NOEHTUYHbIE CMUCKN KBaJ'IVId)VIKaTOpOB.

Mpumepbl GUNbTPOB:

—  dst foo — oT6upaeT nakeTsbl, B KOTOPLIX Nose agpeca noaydatens IPv4/v6 cogepsuT agpec xocTa foo;

—  srcnet 128.3.0.0/16 — oTtbupaeT BCce nakeTbl Ipv4/v6, oTNpaBaeHHbIe U3 YKa3aHHOM ceTu;

—  ether broadcast — o6ecneunBaeT oT60p BCeX WMPOKOBeLaTeNbHbIX Kagpos Ethernet. Kntouesoe cnoso
ether mokeT 6bITb ONyLEHO;

—  ip6 multicast — oTbupaeTt nakeTbl ¢ rpynnosbiMm agpecamu IPv6.

Ona nonyyeHna 6Gonee petanbHoM wuHPopmauum o GuUAbTPaUMM MaKeToB obOpawaitecb K
CreumannsnpoBaHHbIM pecypcam.

—  3anycmume — HavaTb c60p AaHHbIX;
—  3a6epuwumb — 3aKOHUYNTb CH60P AaHHbIX;
—  [lepe3zanycmumb — nepesanyck c6opa AaHHbIX.

/f Mocne oCTaHOBKM 3axBaTa NAKeTOB crnpaBa B cnucke ¢aiizloB NOABUTCA BO3MOXKHOCTb Bbl6paTb Ans
CKaumBaHua dump c yKa3aHHOro uHtepdeiica Ha JI0Ka/IbHbIA KOMNbloTep.
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3epkanupoeaHue nopmoe’ — Hacmpoliku 3epkanupoeaHus mpaguka:

3epKasMpoBaHMe MOPTOB MO3BO/AET CKOMMPOBATb C MNOPTOB KOMMYyTaTopa LW/k3a MNPUHATbIE U
nepeaaHHble GperiMbl U HAaNPABUTbL UX Ha APYroi NopT.

3epKannpoBaHue NopTos

CPU GE GE GE SFP SFP
nopT MopT MopT NopT MOPT  mopT
0 1 2 0 1

MopTEl MCTOYHKMKA BXOOALWY NAKETOR
MOpTel MCTOYHWKS NCXOOALMK NaKeToR
[MopT HAa2HAYEHWA ANA BX0OAWNE NAKETOR

MopT Ha3HaYeHUA ANA MCXOQAWLMK NAKeToR

MpUMEHITE CuucTuts CoxpaHuts

[nA NOpTOB YCTPOMCTBA BO3MOMKHbI C/ieaylowme AeicTBus:

—  Tlopmebl UCMOYHUKG 8X00AUUX NMAKemMo8 — KOMMpoBaTb Gppeimbl, MPUHATbIE C AaHHOro nopta (nopT-
WUCTOYHMUK);

—  Tlopmebl UCMOYHUKA UCX0OAWUX MAKeMO08 — KONMPOBaTb GpeiMbl, nepeaaHHble AaHHbIM NopTom (nopT-
WUCTOYHMUK);

—  [Tlopm HazHaveHus 047 8X00AUUX NAKeMo8 — NOPT-NPUEMHMK AN CKONMUPOBaHHbIX GPermoB, MPUHATbIX
BbIGPaHHbIMW NOPTAMU-UCTOUHUKAMMU;

—  [Tlopm Ha3HayeHUAs 078 UCXOOAWUX MaKemoe — MOoPT-NPUEMHUK ANA CKOMMPOBaHHbIX Gpeiimos,
nepeAaHHbIX BbIBpaHHbIMU NOPTAMMU-UCTOYHUKAMMU;

MpumeHUMb — NPUMEHUTH NapaMeTPbl HACTPONKKN 3ePKaNMPOBaHUS;

Modmeepdums — NOATBEPAUTL NPUMEHEHHbIE NapaMeTPbl HAaCTPOMKM 3epKaNpPoOBaHNs;
Oyucmums — cbpOCUTb HACTPOMKMN 3€PKaNMPOBAHMS;

CoxpaHUMb — COXPaHWUTb MapamMeTPbl HACTPOMKM 3epKaMpPOBaHWA.

Echu B TeyeHMe OAHOW MMHYTbI HACTPOMKU He MNOATBEPXKAEHbI HaXKaTUeM Ha KHOMKY
H «ModmeepOumb», TO OHM BO3BPALLAIOTCA K NpeAblAyLUM 3HAUEHUAM.

B 610Ke ®aitnbl U NANKK B AUPEKTOPUM 418 TPACCUPOBOK AOCTYMNeEH CNMUCOK $paiioB B COOTBETCTBYIOLLLEN
anpexkTopun. [ns coxpaHeHUAa TPacCMPOBOK MOMKET MCMo/ib3oBaTbca SSD-AMCK AnMbBO onepaTMBHaA MNamATb
yCTpOiCTBa. B cnyyae Mcnonb3oBaHMA onepaTMBHOM NaMATH 3aMMCb OCYLLECTBASETCA B AupeKTopuio /tmp/log.

[ns ckaumBaHMA Ha IoKanbHbIM MK HeobxoaMMO yCTaHOBUTL GparM HanpoTUB Tpebyembix MMeH Gaitnos u
HaKaTb KHOMKRY «Ckayame». [NA yaaneHus yKasaHHbIX ¢painioB U3 AUPEKTOPUM — KHOMKRY «YAaaume».

! Tonbko ana SBC-1000.

lMoepaHuYyHble KoHMponneps! cecculi SBC 135



HELTEX

4.1.10.2 SYSLOG

B meHto «SYSLOG» npon3BoamnTCA HacTpOlMKa NapaMeTpoB CUCTEMHOIO KypHana.

SYSLOG — npoToKo/, NpeAHasHa4YeHHbIn A5 nepefayun coobLeHMA O MPOUCXOASWMX B CUCTEME
cobbiTnax. MporpammHoe obecneveHne LwWO3a MNO3BOAAET GOPMMPOBATb KypHanbl AaHHbIX MO paboTe
NPUNOXKEHUIN CUCTEMBI, paboTe NPOTOKO/I0B CUTHAIM3aLMM, aBapmAM U NepegaBaTb Ux Ha SYSLOG cepsep.

' BbICOKMe YPOBHM OTNIAAKU MOTYT NPUBECTU K 3a4epXKKam B paboTe ycTpoMUCTBa.
. HE PEKOMEHAYETCA 6e3 Heo6x0A4MMOCTM MCNONb30BaTb CUCTEMHDIN YKYPHa.

CUCTEMHDbINA KypHan HeobxoauMO UCNO/Ib30BaTb TONbKO B C/lyyae BO3HUKHOBEHUA npobnem B
paboTe wa3a A4NA BbIABAEHUA UX NPUYUH. [nA TOro 4tobbl onpeaennuTbca ¢ HeobxoaMMbIMU
YPOBHAMMU OTNAAKU, peKomeHayem Bam obpatutbca B cepBUCHDbIA LeHTp 000 «Mpegnpuarue
«INTEKC».

® oy

TpaccMpoBKU — MUCMONb3YeTCA AN COXPaHeHMs fora paboTbl U B3aMMOAEMNCTBMA Y3108 YCTPOWUCTBA, a
TaKXe obmeHa COObLLEeHNAMM N0 Pa3MYHbIM NPOTOKOaM.

B napameTpax TPaCCMPOBOK HaCTPaMBaAeTCs YPOBEHb TPACCMPOBOK MO COObITUAM W MPOTOKO/MAM.
Bo3morKHble ypoBHU: 0 — BbIKAtOYEHO, 1-99 — BKAOYEHO. 1 — MUHMMANbHBIN, 99 — MaKCUMa/bHbIM YPOBEHb
OTNafKM.

—  Dispatcher — norupoBaHue paboTbl AncneT4Yepa NPOLLECCOB;

—  Manager — nornpoaHue paboTbl MeHeaKepa COeANHEHNI N perncTpaLmi, ynpasneHunsa RTP
TpadumKom;

—  Worker — norupoBaHue paboTtbl SIP-agantepa.

SYSLOG

Bblgod ucmopuu usmeHeHUs KOHguaypayuu — WCnoJib3yeTcs
A/1A COXPAHEeHMA UCTOPUN USMEHEHWI B HACTPOMKaX LLUH03a.

— IP adpec cepsepa — appec cepBepa AN COXPaHEHUA
KYpHana BBeAeHHbIX KOMaHA,
— [Tlopm cepsepa — nopT cepBepa A1 COXpaHeHUA —BiLIBCA 1CTORHA 1
KYpHana BBeAeHHbIX KOMaHA,
—  YposeHb demanusayuu — ypoBeHb AeTanansaumm
KYPHana BBeAEHHbIX KOMaHA,:
—  Omekaw4ume noz2u — He GopMMUPOBATH KYPHaN [ Mpwmsetnms
BBEAEHHbIX KOMaHA,;
—  CmaHOapmHbIli — B COOBLEHUAX NepeaaeTcs
Ha3BaHWe M3MEHEHHOTO NapameTpa;
—  [MonHsili — B COOBLEHNAX NepeaeTca Ha3BaHNe
M3MEHEHHOTO NapameTpa MU 3HaYeHMA NapameTpa
[0 U NOCNe UBMEHEHMUA. MpumennT
CHCTEMHLIR ¥ypHaN 2
KoHdhuzypayusa cucmemHO020 ¥ypHaAnAa — HaCTPOMKM = Fore——
KOHOUIypauum CUCTEMHOTO XypPHaia ana nepeaadn cobbITui,
KaCaloLLMXCA [OCTYNa K YCTPOMCTBY.

[PMMEHHTE

HibWrypaumn:
211592 166.1.123

w514

¢ | OTEMEHMWTE Nord b

B napametpax syslog HacTpauaetcsa IP-agpec syslog-cepsepa, UDP nopT, Ha KoTopblit syslog-cepsep
NPUHUMAET coobLLEeHUA.

—  Braoyume sedeHue 10208 — BKAKOUUTL BEAEHUE KYPHANA COOLITUN;

—  Omnpasname Ha cepsep — NpPW yCTaHOBNEHHOM dJiare 3anuchb KypHana byaeT BecTUcb Ha cepsepe, IP-
aZlpec KOTOPOro HacTPaMBAETCA HWMKEe, MHauye KypHan OyAeT COXPaHATbCA B OMepaTMBHYH NaMATb
(pasmep KypHana orpaHuyeH 5 M6, Kpome TOro, 3amMcu B KypHa/ie COXPAHAOTCA TONbKO A0

136 lMoepaHuyHble KoHMponneps! cecculi SBC



HELTEX

nepesarpysku ycrtpoictea). CoxpaHeHMe »KypHasa B OMNepaTMBHYID MamaTb He peKoMeHayeTcs K
MCMNO/Ib30BaHWIO;

— IP adpec cepsepa — appec cepBepa A1 COXPAaHEHMUA KYPHaANa cobbITni;

— Tlopm cepsepa — NopT cepBepa A4/1A COXPaHEHMA XKypHaia cobbITUiA.

KHonku «3anycmume» n «OcmaHO8UMb» TMO3BOAAKT COOTBETCTBEHHO 3amnyckaTb W OCTaHaB/AWMBaTb
nepeaadvy »ypHana Ha cepsep.

4.1.11 Paboma c o6vekmamu u meHio «Ob6veKmol»

MNomnmo npumeHeHnAa MKOHOK CO34aHuA, peaakTupoBaHUA U yaaneHuA OBeekTel  Cepedc  MomMOwWe
06BbEKTOB B COOTBETCTBYHOLMX BKAaZKaX, CYLLECTBYET BO3MOMKHOCTb BbIMOJIHUTb [106aEHTE OBLEKT
AeﬁCTBMH Ha YKa3aHHOM obbeKTe ¢ NMOMOLbKO COOTBETCTBYHOLWNX NMYHKTOB MEHIO PeaakTHpoEaTE OBLEKT
« O6-beKTb| ». VOanuTe 0BeekT

4.1.12 CoxpaHeHue KOHdhuzypayuu u meHro «Cepsuc»

[na oTMeHbl BCEX M3MEHEHW HeobXOAMMO BblbpaTb MeHI0 «Cepsucy - [REEEEHIE -
«OmmeHUMb 8ce U3MeHeHUA».

Coxpannme kexdwurypauws so FLASH
Ona 3anucyM KoHoUrypauum B 3HEProHe3aBUCMMYIO MNamATb YCTPOMCTBA epesanyce N0
HeobXxoAMMO BbI6pPaTb MeHto «Cepsuc» - «CoxpaHums KoHgpu2ypayuto 6o FLASH». ;”33 f_g"”: =
EpEIANYCE N -ENUewTa
Ons nepesanycka MO ycTpolicTBa He0b6Xxo0AMMO BblbpaTb MeHto «Cepsucy - CoxpasnTs nomm & dain

Ynpasnedws hanasn goHpuryosune

«[llepesanyck MO».

YCTEHOEEE LETEl M SDEMEHN
[na nonHoro nepesanycka YycTpoicTBa Heobxoaumo BblGpaTb MeHH SBeznenes N0
«Cepsuc» - «[lepe3anyck ycmpolicmea». DBHDEnEHRE NLEHIMR

[na npuHyanTEeNbHOM NEePEeCUHXPOHM3ALUN BPEMEHU OT cepBepa He0bXx0AMMO BbIGpaTb MeHto «Cepsuc -
«lepesanyck NTP-knueHma».

Ons bopMMpoOBaHMA M COXPaHEHMA NIOrOB Ha YCTPOMCTBE HeobxoaMmo BblbpaTb mMeHw "Cepsuc" -
"CoxpaHume no2u 6 ¢alin". Apx1B ¢ Noramm MOXKHO HanTK B pasgene PCAP TpaccnpoBku — daiabl M Nanku B
ANPEKTOPUN ANSi TPACCUPOBOK.

Mpumep Ha3BaHWA apxmBa:
sbc_logs _current_calls 20201111 165508.tar.gz
[na npuHyamTenbHoro nepesanycka SSHD Heobxoanmo BbibpaTh meHto «Cepsuc» - «[lepesarnyck SSHD».

[na cuntbiBaHUA/3annCKM OCHOBHOrO daiina KoHbUrypaumm ycTpoicTea Haao BbibpaTe MeHto «Cepauc» -
«Ynpasnerue alinamu KoHGpu2ypayuu».

[na cbpoca KOHOUTypaLMM YCTPONCTBA HEOBXOAMMO BblbpaTb MeHto «Cepsuc» - «YnpasseHue galinamu
KOHghu2ypayuu» v HaxkaTb KHOMRY « Copoc». NMpun aTom ByayT cOpoLLeHbl BCe HACTPOMKM 33 UCKTHOYEHUEM CETEBbIX
napameTpoB, ceTeBblX NMHTepdelicoB, ceTeBbIX MapLlpyToB, Npodunelt n npasun firewall, cnucka paspelénHbIxX
IP-agpecos u cepeepa BpemeHu (NTP). lna nonHoro cbpoca K 3aBOACKMM HacTpoMKam obpatuTech K pasaeny 2.6
Ncnonb3oBaHne GYHKUMOHANBbHOM KHOMKN «F».

[na py4HOM HAaCTPOMKM NIOKa/IbHbIX AaTbl U BPEMEHU HA YCTPOMUCTBE HEOBXOAMMO BbIOpaTb MeHo «Cepsuc»
- «YcmaHoeKka 8amel u epemeHuU», noapobHee B nyHKTe 4.1.13 HacTpoiika AaTbl U BPEMEHM.

Ons obHoBneHus MO yepes web-uHTepdelic HeobxoaMmo BbIbpaTb MeHto «Cepsuc» - «ObHosneHue 10,
nogpobHee B nyHKTe 4.1.14 O6HoBNeHMe MO yepes web-uHTEpdelic.

[Ona obHoBNeHWA/no6aBNEHUA NUNLEH3UA HeobxoaMmo BbibpaTb MeHio «Cepsuc» - «O6HO8neHue
AuyeH3uu», nogpobHee B nyHkTe 4.1.15 JlnueHsnu.

! Tonbko ana SBC-1000.
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4.1.13 Hacmpoiika damel u epemeHuU

B cooTBeTCTBYHOLMX NONSIX BOSMOMKHO 334aTb CUCTEMHOE Bpems B dopmare
Y4:MM u gaty B dpopmate A4.mecau.[TTT.

Ana COXpaHeHuA BOCNO/1b30BaTbCA KHOMKOWM

«[TpumeHUMb».

HaCTpOEK cneayer

Mo HaXaTUIo Ha KHOMKY « CUHXPOHU3UPOB8AMb» NPOUCXOAUT CUHXPOHU3aLMA
CUCTEMHOrO BPEMEHW YCTPOICTBA C TEKYLLMM BpemMeHeM Ha /ioKanbHom [MK.
4.1.14 O6HosneHue 10 yepe3 web-uHmepgpelic

Ona obHoBneHua MO ycTpoiicTBA HEOBXOAMMO WCNO/b30BaTb MEHH0
«Cepsuc» - «ObHosneHue [10».

OTkpoeTtca popma ana 3arpy3kun ¢amnnos MO Ha yCTPOMCTBO:

—  O6HosneHue firmware — obHosaseT MO ynpasastowen nporpammbl n/mnm
aapo Linux.

HacTpoiika 4aTel M BEPEMEHM;

Bpema 1& : B8
fata |14 Mas [=] |2012
MpurMeHnTE
CHHXPOHWIMDOEaTE EDEMA © KOMMEKTEROM!
[ CuHxpoHusnposate ]
OBHonexme MO
OBHosnenue firmware
©aiin NpoWwnsKK: | | Ossop-

Ons o6HoBNeHMA MO Heobxoamumo B none «Paiin NPoWUBKU» NPU NOMOLWIU KHONKKU «0O630p» yKaszaTb
HasBaHWe ¢aina Ana OB6HOBNEHMA W HaxaTb KHOMKY «3aepy3ums». [ocne 3aBeplieHMA onepauum —

nepesarpysuTb YCTPOMCTBO Yepes meHio «Cepsuc» - «[lepesanyck ycmpolicmea».

4.1.15 JluyeHsuu

[na ob6bHoBneHua/nobasneHna NUUEH3NM HeobxoaMmMo noayumTb ¢ain auueHsmu, obpaTMBLINCL B
Kommepyecknit otaen 00O «Mpeanpuatne «3/ITEKC» no agpecy eltex@eltex-co.ru nam no tenedoHy
+7(383) 274-48-48, yKka3aB cepuiiHbii Homep u MAC-agpec ycTponctea (noapobHee B pasaene 4.1.17).

[Janee B meHto «Cepsuc» BbIbpaTb NapameTp « O6HOBAEHUE AUUEH3UUY.

Session Border Controller Kondurypatop © ABapHid HeT.

Cepeuc  Momouws  Baixon

OTMEHUTL BCE MaMeHeHHA
COXpaHHTE KOHBUTYPaLMI0 B0 FLASH

Pazpene

[ Crcremseie napaueron

Nepe3anyck MO
Mepesanyck ycrpoiicraa

Mepesanyck NTP-KHenTa
¥npagnenue daiinanmm KoHbUypaumn
YCTaH0BKa [aTbl M BpEMEHi

[ paduk sarpysn npoucccopa
L[] Mosropur SFP woayeit
+-[ Kyprian asapuii

1) Morurr

posor | | default M

panua || et v

OBHoenerme MO

‘ObHoanesue nAeHz InaKauin asapii
Pabota sentinATopos | ¥

3aIPYKEHHOCTS NpoUsCCopa | ¥

bie wHTEpMEice!

VIENONL 208 aHME ONEpaTHEHOF NamATH | )

C nOMOLLbIO KHOMKMK
npounssoauTens, U 06HOBUTb, HaxkaB « O6HOBUMb Y.

[na obHoBAEHUA dalina NMLeH3MKM TpebyeTca NoATBepXKAEHME.

=

TNMoaTeepauTe AeficTene Ha 192.168.18.99

OBHOBMTE haiin NULEH3I?

OTMEHE

«Bbibepume ¢palin» yKasaTb NyTb K any ANLEH3UMU,

nony4yeHHoOmMmy ot

Mocne 3aBepleHns onepauuun GyaeT NPeanoXKeHo nepesarpy3uTb YCTPOMCTBO NMBO 3TO Heobxoaumo

caenatb Yepes meHio «Cepsuc» - «[lepezanyck ycmpolicmea».

4.1.16 MeHro «[Tomouwsb»
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MeHI0 npeaocTaBAsfeT CBeAEeHWA O TeKyweil Bepcuu MNPOrpaMmmHOro (v
obecneyeHus, 3aBOACKME NapaMeTPbl U APYTY0 CUCTEMHYIO MHPOPMaLLUIO. o nporpanine

VIHPOPMALMA 0 CHCTEME

4.1.17 [lMpocmomp 3a800CKuUX napamempoe u UHghopmayuu o cuicmeme

[na npocmoTpa HeoBXOAMMO UCMONBL30BATL MEHI0 «[TomMouwib» ——— ———————————————
Terywee BpeMs Wednesday August 30 17:19:42 NOVT 2017
- «MIHhopmayusa o cucmeme. Bpemn paforsi MO 07d 02hour 40min 55se

555
Bpema paboTol cuctemol 07d 02hour 41min 28se

a0

™~ ~ _ MporpamMHioce obecneyenne:
3aBoacKkMe napameTpbl (CepuidHbii Homep u MAC-aapec) B B
TaK)Ke YyKasaHbl B WKAbAe (HaK/NelKe) Ha HWMKHEN YacTu Kopnyca
JaBofCcKHE NapaMeTpbi:
M3p,e}1Mﬂ. Moaens

CepWidtalil HoMep
MAC aapec

MoapobHasa nHbopmauma o cucteme (3aBoACKME NapameTpbl, —
Bepcus SIP-aganTepa, Tekywas Aata u Bpems, Bpems 8 paborte, |s=
ceTeBble HACTPOMKKW, TemnepaTypa BHYTPM Kopnyca) AOCTynHa Mo 5
HaKATUIO Ha CCbUIKY «MHpOPMauus o0 cucmeme» Ha NAHEMM | om0 o icesm

LWineos 192.168.69.123
ynpaB‘neHMH' DNS ocHoBHO#M 192.168.1.123

DNS pesepeHblil 192.168.0.123

4.1.18 BbIx00 u3 KOHghu2ypamopa

lMpu HaKaTUK Ha CCbIIKY «Bbix00» Ha NaHenn oTobpasnTca ceayloLLee OKHO:

Session Border Controller

MR nome30EaTens
Napons
Asuk murepdedca Pyecii *

Bicwimm

[na BO306HOBNEHUA JOCTYNa HEOHXOAMMO YKa3aTb YCTAHOBAEHHbIE MMA MNO/1b30BaTE/IA M Napo/ib U HaXKaTb
KHOMKY «Bx00». M0 Ha)aTuio KHOMKN «OMmMmeHa» OCyLLeCTBMUTCA BbIXOZ, U3 NPOrpaMmMbl KOHGUTYpUpPOBaHUA.
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4.2 Hacrpoiika SBC uepes Telnet, SSH nnu RS-232

[na Toro 4tobbl NpousBecT KOHPUrypupoBaHME YCTPOICTBA, HEOBXOAMMO MOAKAOUMTBCA K HEMY C
nomolubio npoTtokona Telnet, SSH, 1nbo kKabenem yepes pasbem RS-232 (Npu AocTyne MCNOAb3yeTcA KOHCO/b).
Mpwn 3aBOACKNX YCTaHOBKax aapec: 192.168.1.2, macka 255.255.255.0.

KoHourypauma ycTpoicTea XpaHUTCA B TEKCTOBOM BUAe B dainax, Haxoaawmxca B Katanore /etc/config
(&ns Bbixoga B linux HabepuTe KomaHZy sh), KOTOpble MOXKHO PeAaKTMPOBaTb C MOMOLLbI BCTPOEHHOrO
TEKCTOBOro peAaKTopa joe (Takme M3mMeHeHUs BCTYNAT B CUY NOC/e Nepes3arpy3kun yCTpomncTea).

Ana coxpaHeHMs KOHOUIypauum B 3HEProHe3aBMCUMMYKO MamMATb YCTPOMCTBA HEOBXOAMMO BbINOHUTb
KOMaHay save.

Mpy NnepBoM 3anycKe MMA Nosib3oBaTtens: admin, naponb: rootpasswd.

4.2.1 [lepeyeHb komaHO CLI
Komanga MNapameTp 3HayeHune Oeincreue
? MoKasaTb nepeyeHb JOCTYNHbIX KOMaHJ,
alarm global Moka3aTb UHGOPMALMIO O TEKYLUMX aBaAPUAX
alarm list clear OYUCTUTDL XKypPHaN aBapuiiHbIX COBbLITUI
alarm list show MoKa3aTb KypHan aBapuUiHbIX COBbLITUI C
YKa3aHMeM TUMa 1 cTaTyca aBapun, BpeMeH!
BO3HWKHOBEHWA W NapamMeTpOB JIOKaAN3auum
config Mepexon B pexxnm KoHOGUrypupoBaHUA
napameTpoB yCTPOMNCTBa
CPU load statistic MokasaTtb cTaTUCTUKY 3arpy3ku CPU 3a
NOCNeSHIO MUHYTY
date <DAY> 1-31 YCTaHOBUTb /IOKa/IbHblE AATy U Bpems Ha
ycTpowncTtae
<MONTH> 1-12
<YEAR> 2011-2037
<HOURS> 00-23
<MINS> 00-59
firmware update <FILE> uMa dansa c 10 O6HoBNEHWE NpOorpaMMHOro obecneyeHns b6es
tftp aBTOMaTUYeCKOM nepesarpysKku Wwio3a
FILE — vmsa ¢aiina c MO
<SERVERIP> IP-anpec B dopmarte
SERVERIP — IP-agpec TFTP-cepsepa
AAA.BBB.CCC.DDD AP paep
firmware update ftp | <FILE> uMa dansa c 10 O6HoBNEHWE NpOrpaMMHOro obecneyeHns b6es
aBTOMaTUYeCKOM nepesarpysKku Wwio3a
FILE — vmsa ¢aiina c MO
<SERVERIP> 1P-ampec B QopMmare | SERVERIP — IP-agpec FTP-cepsepa
AAA.BBB.CCC.DDD
firmware update usb | <FILE> uMa dansa c 10 O6HoBNEHWE NpOrpaMMHOro obecneyeHns b6es
aBTOMaTUYeCKOI nepesarpysku Wwnio3a
FILE — nmsa ¢aiina c MO
firmware <FILE> nMs pana ¢ IO O6HoBNEHWE NporpaMMHOro obecneyeHus ¢
update and reboot aBTOMATUYECKOW Nepe3arpyskoit Wwi3a
tftp
<SERVERIP> IP-ampec B dopmaTe FILE — uma daiina c MO
ARR.BBB.CCC.DDD SERVERIP — IP-agpec TFTP-cepsepa
firmware <FILE> uMa dansa c 10 O6HoBNEHWE NPOrPaMMHOro obecneyeHus ¢
update and reboot aBTOMATUYECKOW Nepe3arpyskoit Wwi3a
ftp <SERVERIP> IP-ampec B dopmate
AAA.BBB.CCC.DDD FILE — umsa daitna c NO
SERVERIP — IP-agpec FTP-cepsepa
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firmware <FILE> uMa dansa c 10 O6HoBNEHWE NPOrPaMMHOro obecneyeHus ¢
update_and_reboot aBTOMATUYECKO NepesarpysKoii Wwto3a
usb
FILE — vmsa ¢aiina c MO
get logs dopmnpoBaHMe N COXpPaHEHWE I0rOB Ha
ycTpoWncTtae
history MpPOCMOTP UCTOPUMN O BBEAEHHbIX KOMaHAaX
license download <FILE> mMa danna JIMLEeH3UU 3arpysuTb dalin AMLEH3UM C YKa3aHHOro agpeca
<SERVERIP> IP-ampec cepeBepa B
dopmaTe
AAA.BBB.CCC.DDD
license update O6HOBUTb NNLLEH3UIO
license reset no/yes Y0anuTb Bce yCTaHOB/IEHHbIE INLEH3UU
password CmeHa napons gna goctyna yepes CLI
quit 3aBepLmnTb AaHHyto ceccuto CLI
reboot <YES_NO> yes/no MNepe3arpy3sunTb yCTpoCTBO
security list clear OunCTUTL KypHan 6esonacHocTH
security list show Moka3saTb *KypHan 6e3onacHocTn
sh Mepeittvt 3 CLI B Linux Shell
show environment MpocmoTp MHGOPMaLMK O COCTOAHUMU
annapaTtHoro obecneyeHus
show system info MpocmoTp MHOPMaLUKM 0 NporpaMmHOM
obecneyeHumn
sntp retry Otnpaska SNTP-3anpoca K cepsepy gna
CUHXPOHU3ALMU BPEMEHM
space hint <SPACE> yes/no BK/IlOYEHME U OTK/IHOYEHWUE NOACKA3KM NpU
HaaTuu Knasuwm "npoben”
tcpdump <DEVICE> ethO/ethl/local 3axBaTWUTb NakeTbl ¢ Ethernet-yctpoictea
<FILE> CTpOKa DEVICE — wuHTepdeiic ANa MOHUTOPUHTa;
<SNAPLEN> 0-65535 FILE — daitn gna 3anmcy NakeTos;
SNAPLEN — uuncno 6aiT, 3axBaTbiBaemoe 13
Kaxaoro naketa. (0 — naker 3axBaTbiBaeTCA
NONIHOCTbHO)
tftp get <REMOTE_FILE> CTpOKa 3akayvatb ¢pann no TFTP Ha SBC
<LOCAL FILE> cTpoxa
<SERVERIP> IP-anpec B dopmMmarte
AAA.BBB.CCC.DDD
tftp put <LOCAL FILE> CTpoka 3anuTb dain Ha TFTP. KomaHaa
npefHasHayeHa ANA CKauMBaHUA TPACCUPOBOK,
<REMOTE_FILE> CTpOKa CHATbIX KOMaHZamu tcpdump 1 pcmdump
<SERVERIP> IP-anpec B dopmarte
AAA.BBB.CCC.DDD
4.2.2 CmeHa napons 0aa docmyna K ycmpolicmey

nOCKOﬂbe K WAK3y MOXHO YyAaNleHHO NOAKNHYNTbCA 4Yepes Telnet, TO BO usberaHue

HeCaHKUMNOHNPOBAHHOIO A0OCTyNna peKomeHayeTcA CMeHUTb Napo/ib AN1A NOZ1b30BaTeENA admin.

[ns aTOro He0H6X0ANMO:
1) MNoAKNUMTBLCA K LWO3Y, aBTOPM30BATLCA NO JIOTMHY/Napoto, BBECTU KOMaHAy password 1
HaXaTb Knasuwy <Enter>.
2) BBecTV HOBbIN NapPOb:
New password:
3) MoBTOpUTb BBEAEHHbIN NAPOb:
Retype password:
Maponb nameHeH (Password for admin changed by root)
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4) CoxpaHuTb KOHOUTypaumio Bo Flash: BBecTM KomaHAay save v HaxaTb Knasuwy <Enter>.

4.2.3

Pexcum npocmompa aKkmueHbIx ceccuii

B aTOM pexxnme MmeeTca BO3MOXKHOCTb MPOCMOTPETL AETa/IbHYH MHPOPMALLMIO MO YCTAHOBEHHbIM Yepes
SBC coeanHeHuaMm, BKAOYas cTaTUCTURY RTP, nHpopmaumio ns SDP 1 TpaccMpoBKY CUTHAIN3aLUM B BbI3OBE.

4.2.3.1 BknwyeHue/omKaroYeHue pexcuma

KomaHpga

JelictBne

statistics call sessions enable

BkatoueHune MOHUTOPUHIA aKTUBHbIX ceccum

statistics call sessions disable

OTKAtoYeHune MOHUTOPUHIA aKTUBHbIX ceccui

statistics reset call sessions

OuuncTKa ceccuii B MOHUTOPUHTE aKTUBHbIX ceccum

4.2.3.2 [lpocmomp akmueHbIx cecculi

Ona paboTbl C AaHHbIMWM KOMaHAaMU HEOBXOAMMO BKAOUMTb MOHUTOPWUHI aKTUBHbIX ceccuid (pasgen

4.2.3.1).
KomaHga MapameTp 3HayeHune LelictBune
show call list MPOCMOTP CNNCKA aKTUBHbIX COEAUHEHWUI
show call info CALL ID 0-65520.0-5 MpocmoTp obuiein nHbopmaumm o
Bbl6PaHHOM BbI30BE
show call info CALL ID 0-65520.0-5 MpocmoTp aeTanbHOM nHGOpPMaLMKM No
detailed BblOpPaHHOMY BbI30BY
show call info RTP | CALL ID 0-65520.0-5 MpocmoTp cTatnucTukm no RTP-npoToKony B
BbI6PaHHOM BbI30BE
show call info SDP | CALL ID 0-65520.0-5 MpocmoTp nHbopmaummn SDP B BbIGpaHHOM
Bbl30BE
4.2.4 [lpocmomp akmusHbix peaucmpayuli
Komanga MapameTp 3HayeHune Oeincreue
show registration MpocMOTp aKTUBHbBIX perncTpaymii u
list 610KMpPOBOK
show registration SEARCH LINE cTpoka MOUCK MO aKTUBHBIM PErNCTPALMAM U
info 610KMPOBKaM

registration show

BbiBeCTU BCe aKTUBHbIE perncrtpauumn B

json ¢dopmare json
registration show <REG_INDEX> ejioe 4ucio Moka3aTb NoAPOB6HY0 MHPOPMALMIO O
info peructpaumm

4.2.5 YnpaeneHue pecucmpayuamu

KomaHga MapameTp 3HayeHune LelictBune

registration del <REG_INDEX> 0-4095/all Ypanutb pernctpaumto aboHeHTa
registration <REG_INDEX> 0-4095 Pa36nokupoBaTb aboHeHTa
unblock

4.2.6 Paboma co cmamucmukolii SIP

4.2.6.1 BknwyeHue/omKaroyeHue pexcuma

KomaHpga

DetictBne

statistics sip counters enable

BKkntoueHme CYETYMKOB CTAaTUCTMKM SIP

statistics sip counters disable

OTKAtOYEHME CHETYMKOB CTAaTUCTUKM SIP
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4.2.6.2 [Ipocmomp cmamucmuKku

users

KomaHga MNapameTtp 3HayeHune LelictBune
show counters list [MoKa3aTb CNMCOK CKOHOUTYPUPOBaHHbBIX SIP
transport TpPaHCNopTOB
show counters list MoKa3aTb cNMCOK CKOHOUTYpUpoBaHHbIX SIP
destination destination
show counters list MoKa3aTb cNMCOK CKOHOUTYpUpoBaHHbIX SIP

users

show counters

MoKa3aTb CYETUMKM CTAaTUCTMKM ans Bcen SBC

total
show counters <TRANSPORT_IDX> 0-255 MoKasaTb CHETUMKM CTATUCTUKM Ana SIP
transport TpaHcnopTta
show counters <DESTINATIONS IDX> | 0-255 [oKasaTb CYETUMKM CTATUCTMKKM ana SIP
destinations destination
show counters <USERS_ IDX> 0-255 Moka3saTb CYETUMKM CTaTUCTMKM ana SIP users
users

4.2.7 Pextum KOHdpu2ypupoeaHus

4.2.7.1 Pexum KoHpu2ypuposaHus obwux napamempoe ycmpoiicmea

[na nepexoda K KOHOUrypMpoBaHMIO/MOHUTOPUHIY MapameTpoB YCTPOMCTBA HEOBXOAMMO BbINOAHUTb

KomaHay config.

SBC> config

Entering configuration mode.

SBC-[CONFIG]>

KomaHaga

MapameTp

3HayeHue

DetictBne

MoKasaTb nepeyeHb
LOCTYMHbIX KOMaHA,

alarm show

MpocmoTp HacTpoek
oTobpakeHnna aBapui

alarm set cps

invite/other/subscribe

yes/no

M3meHeHWe pexnma
oTobpaxeHus aBapuu
orpaHuyeHnsa ob6paboTkm
3anpocos
INVITE/OTHER/SUBSCRIBE

alarm set cpu

<set>

yes/no

MN3meHeHwne pexkmma
oTobpaxkeHUa aBapuu
BblCOKOW 3arpy3ku CPU

alarm set fans

<set>

yes/no

MN3meHeHWe pexrrma
oTob6paXKeHNa aBapun
BEHTUIATOPOB

alarm set ram

<set>

yes/no

MN3meHeHune pexunma
oTobpaxkeHUa aBapuu
3aHaTocTn O3Y

alarm set rom

<set>

yes/no

M3meHeHHne pexnma
oTobparkeHnna aBapumn
3aHATOCTM MN3Y

alarm set reserve

<set>

yes/no

MN3meHeHune pexunma
oTobparkeHnna aBapui
pesepBsa

autoupdate

Mepexopn B pexxnum
KOHUrypmpoBaHus
ABTOMATUYECKOTO
o6HoBNeHNA MO u
KoHbUrypauumn

copy
running to_ startup

3anucaTb TekyLuyto
KOHbUrypauuio B
9HeproHesaBUCUMYyo
NamsATb yCTPOICTBA (B
CTapTOBYO KOHOUrypaLmio)

lMoepaHuYyHble KoHMponneps! cecculi SBC

143




HELTEX

copy
startup to running

BOCCTaHOBUTb TEKYLLYHO
KOHbUrypaumio us
CTapToBOW

dos-protection

Bxopa B pexxum
KOHOUIYpUpPOBaAHMA 3aLUMTbI
ot DoS

firewall dynamic

Mepexon B pexxmm
KOHOUrypupoBaHuA
ONHaMUYecKoro
6paHgMayapa

firewall static

Mepexon B pexxmm
KOHUrypmposaHua
cTaTMyeckoro 6paHamayspa

global set

Invite-per-3-sec/other-per-3-
sec/subscribe-per-3-sec
<INVITE/OTHER/SUBSCRIBE_RESTRICT>

60-300

OrpaHuyeHue 0bpaboTkm
3anpocos
INVITE/OTHER/SUBSCRIBE

global set media-
security-timeout

<SECURITY TIMEOUT>

1-10080

3alnTHBIN TanmayT Ans
oT601 BbI30BOB 6e3 media,
MWH

global set not-
encode-hash

yes/no

BkAtoueHue onuum
nepegasaTb cumBon '#' 6e3
KOAMPOBaHWsA

history

MpocmoTp mUcTopun
BBEJEHHbIX KOMaHA,

hostping

Mepexopa, B pexxmm paboTbl ¢
YTUAUTOM ping

log path

<apply>

<set>

<show>

local
/mnt/sd[abc] [1-
71*

MPUMEHNTb HAaCTPOMKM MyTK
K XpaHeHMI0 TPaCCMPOBOK.
HacTpoiika nyT1 K XxpaHeHuo
TPACCUPOBOK:

local — nokanbHoe
XpaHeHue B onepaTMBHOM
namaT;

/mnt/sd[abc][1-7]* — nyTb
[0 HaKonuTena ana
XpaHeHWA TPacCMPOBOK.

MpOCMOTP HACTPOMKM NYTU K
XpaHeHWIo TPAacCUPOBOK

network

MNepexog B pexnm
KOHPUIypMpoBaHMA ceTeBbIX
napameTpos

ports start

START PORT

1024-65535

YcTaHOBKa Havya/lbHOTO
nopta gna RTP

ports range

RANGE PORT

1-65535

YcTaHOBKa KonunyecTsa
noptos gna RTP

ports show

MpocmoTp HaCTPOMKK
noptos ana RTP

quit

3aBepLnTb SaHHYIO ceccuto
CLI

radius

MNepexog B pexnm
KoHoburypmposaHua RADIUS

reserve

MNepexog B pexnm
ynpaBsfieHVA pe3epsom

route

Mepexopn, B pexxnum
KOHOUIypUpoBaHUA
CTaTUYECKUX MapLLPYTOB

rule set

MNepexog B pexnm
KoHOUryprpoBaHus rule set

security list path

<set>

off
/mnt/sd[a-e] [1-
71*

HacTpolika nyTn K XpaHeHuto
YKypHana 6e3onacHocTu:

off — nokanbHoE xpaHeHne
B OMNepaTUBHOM NamATY;
/mnt/sd[a-e][1-7]* — nyTb
[0 HakonuTens ana
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<show>

XpaHeHusA KypHana
6esonacHocTy.

MpPOCMOTP HacTPOMKM NYTU K
XpaHeHWIo }ypHana
6e3onacHocTH

switch

Mepexopn, B pexxum
KOHUrypmpoBaHus
KomMmMyTaTopa (ToNbKo ana
SBC-2000 1 SBC-3000)

show running main
by step

MoKasaTb TeKyLLyo
OCHOBHYIO KOHOUIypaLuio
no waram

show running main
whole

MoKa3aTb TeKyLLyHO
OCHOBHYI0 KOHdUrypaumio
NO/IHOCTbIO

show running
network

MoKasaTtb TeKyLLyo
KOHUTypaLmio ceTun

show running
radius_servers

MoKasaTb TEKyLLyHO
KoHoburypaumio RADIUS-
cepsepos

show running snmp

MoKasaTtb TeKyLLyo
KoHourypauuto SNMP

show startup main
by step

MokasaTb HavabHyto
OCHOBHYI0 KOHdUrypaumio
no waram

show startup main
whole

MoKasaTb Haya/ibHytO
OCHOBHYO KOHOUIrypaLumio
NOHOCTLHO

show startup
network

MokasaTb Ha4abHyto
KOHOUrypaLuio cetn

show startup
radius_servers

MoKasaTb Haya/ibHytO
KoHourypaumio RADIUS-
cepeepos

arp table

Mepexopn B pexxnum
KoHbUrypmuposaHua ARP-
Tabamubl

sip destination

Mepexopn B pexxum
KoHbUrypmpoBaHua SIP
destination

sip transport

MNepexog B pexxnm
KoHbUrypmposaHua SIP
transport

sip users

Mepexopn B pexxum
KoHbUryprpoBaHua SIP
users

snmp MNepexog B pexxnm
KOHUrypmposaHusa SNMP

switch Mepexopn B pexxnum
KOHUrypmpoBaHus
BHYTPEHHEro KOMMyTaTopa

syslog MNepexog B pexxnm
KOHbUIYpUpOoBaHUA
napameTpoB CUCTEMHOTO
KypHana

top Bo3BpaT Ha ypoBeHb Bbllle

trunk Mepexon B pexxmm

KOHOWIypUpPOBaHWA TPAHKOB

user agent

Mepexopn B pexxnum
pefaKTUpOBaHMA CMMCKa
3anpeLLEHHbIX KIMEHCKUX
NPUNOHKEHWU I
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4.2.7.2 Pexum KoHgpuypupoeaHus ARP Tabauybi

[na nepexosa B peXnm KOHGUTYypPUpoBaHUA HEOBXOAMMO BbINOHUTL KOMaHay arp table.

SBC-[CONFIG]> arp table
Entering arp-table mode.
SBC-[CONFIG]-[ARP-TABLE]>

Komanga MNapameTp 3HayeHune Oencrene
? MoKasaTb nepevyeHb AOCTYMHbIX
KOMaHZ,
add <IPADDR> [o6asutb ARP-3anuck B Tabanuy
IP-ampec B Oopmare IP-agpec
<MAC> AAA.BBB.CCC.DDD
MAC-ampec B ¢Qopmare
MAC-agpec
<NET INTERFACE ID> XX XX XX XK1 XX XX AP
1-65535 ID ceTeBoro uHTepdeica
config BosBpart B meHto Configuration
exit MNepexog M3 AaHHOrO NOAMEHIO
KOHOUIYPMPOBaHUA Ha YpPOBEHb
Bbllle
history MpocmoTp MCTOpUKM BBEAEHHbIX
KOMaHA,
quit 3aBepLlmnTb AaHHyto ceccuto CLI
remove <ARP_RECORD_INDEX> 0-255 Yaanutb ARP-3anucb
MHpekc ARP-3anucu
set <ARP_RECORD INDEX> Pepaktnposatb ARP-3anucb
<IPADDR> MHaekc ARP-3anucu
0-255
IP-appec
<MAC> IP-anpec B G¢opmaTe AP
AAA.BBB.CCC.DDD
<NET INTERFACE ID> _
- - MAC-ampec B Gopmare MAC-anpec
XX XX XX XX XX : XX
ID ceTeBoro nHTepdeica
1-65535
show config Moka3aTb KOHdUrypauuio
show net-interfaces Moka3aTb NnapameTpbl
HTepdelricos
show system MoKasaTb CMCTEMHbIE MapameTpbl
top Bo3BpaT Ha ypoBEHb Bbllle
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4.2.7.3 Pexcum KoHdpu2ypuposaHus asmomamuyecko2o obHoeneHus MO u KoHguaypayuu

[nA nepexona B pexXnm KOHOUTYpPUPOBaHNA HEOBX0AMMO BbINOHUTL KOMaHAy autoupdate.

SBC-[CONFIG]> autoupdate
Entering auto-update mode.
SBC-[CONFIG]-[AUTO-UPDATE]>

KomaHga MapameTp 3Ha4yeHune Hetictene
? MoKkasaTb nepeyeHb JOCTYMHbIX KOMaHS,
exit Mepexoa U3 4aHHOTO NOAMEHIO KOHOUIYPUPOBAHMA HA
YPOBEHbD BblIle
quit 3aBeplmnTb AaHHyto ceccuto CLI
set auth-name AUTH NAME CTpoka IOJIMHOM He 3agaTb MMA ayTeHTUdUKaumMm
Bosiee 63 CMMBOJIOB
set auth-pass AUTH PASS CTpoka IOJIMHOM He 3azaTb Naponb ayTeHTUdPUKaLUK
Bosiee 63 CMMBOJIOB
set AUTH on/off BkntoyeHne ayTeHTUdUKALMK Ha cepBepe
authentication aBTOO6HOBNEHMA
set config- CFG_NAME CTpoka IOJIVHOM He 3apatb uma daina KoHdurypauun. Uma obssaTenbHo
name Cosiee 63 CUMBOJIIOB [IO/KHO MMeTb paclumMpenue .cfg
set enable EN on/off BkAOUUTb GYHKLMIO aBTOOOHOBNEHMUA

set manifest-
name

MANIFEST NAME

CTpoka IOJIMHOM He
fojiee 63 CHMBOJIOB

3agatb uma daiina sepcuin NO. Ums ob6asaTenbHO
LO/IKHO UMETb paclumpeHme .manifest

set protocol PROTO tftp YKa3aTb NPOTOKO/, KOTOPbIN ByAeT MCNoNb30BaTbCA
ftp 18 06HOBNEHNA
http
https

set source NET IFACE IDX 0-39 3apaTb MHTepdeiic, c KoToporo byaeT nosyyeH agpec

cepsepa (DHCP option 66) U meHa daitnos
KOHOUrypaumm n sepcmii MO (DHCP option 57)

period
manifest

static Ecnu 3apaThb static, To HPopmauma o cepsepe u
MmeHax ¢annos byaet B3ATa U3 KoHdurypaumm SBC

set static- ST SERVER CTpoka IJIMHOM He 3azaTb agpec cepBepa aBTOOOHOBNEHUI
server fojiee 63 CHMBOJIOB
set update- UCONF on/off BKNOUMTb aBTOOOHOBNEHME KOHUTYpaLmmn
config
set update- UFIRM on/off BkatounTb aBToob6HOBNEHME MO
firmware
set updating- UPD CONFIG 1-263520 3agaTb nepuog 06HOBAEHUA KOHOUTYPaLUKU B MUHYTaX
period config
set updating- UPD MANIFEST 1-263520 3apaTb nepuog obHoBneHUA MO B MUHYTaxX

show auto-
update-config

MoKasaTb KOHPUIYpaLMIO aBTOOBHOBNEHUA

show net- [MoKa3aTb CNMCOK ceTeBbIX MHTep(bef;ICOB, Ha KOTOpPbIX
interfaces aKkTMBupoBaH DHCP
4.2.7.4  Pexum KoHgpu2ypuposaHusa 3awjumei om DoS

Ona nepexofa B AaHHbIA PeXUM HEObXOAMMO B perKMMe KOHOUIypMpPOBaHWA BbINOJHUTL KOMaHAy

dos-protection.

SBC2000-[CONFIG]> dos-protection

Entering dos-protection mode.
SBC2000-[CONFIG]-[DOS-PROTECTION]>
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KomaHga MapameTp 3HayeHune Oencrene

? Moka3aTb nepeyeHb AOCTYMNHbIX KOMaHZ,

exit MNepexoa, U3 AaHHOrO NOAMEHI0 KOHbUIYpPUPOBaHUA
Ha ypOBeHb BblLle

quit 3aBepLlmnTb AaHHyto ceccuto CLI

set enable ENABLE true/false AKTMBMPOBATb 3aWwmnTy oT ICMP-dnyaa

ICMP flood

set enable ENABLE true/false AKTMBMPOBATDL 3aLLUTY OT CKAHUPOBAHMA NOPTOB

PortScan

set enable ENABLE true/false Onuma ynpasnaeT rnobanbHbIM BKAKOYEHUEM

protection GYHKUMIM 3a1mTbl OT DOS

set enable ENABLE true/false AKTUBMpPOBaTb 3awmTy oT RTP-dnyaa

RTP flood

set enable ENABLE true/false AKTMBMpPOBaTb 3aWwmTy ot SIP-bnyaa

SIP flood

set enable ENABLE true/false AkTMBMpPOBaTb dunbTpaumto no User-Agent

User Agent filter

set SIP flood BLOCKTIME 600-3600 YCTaHOBWUTb BpeMs KOPOTKOW 6NIOKMPOBKM aboHEHTa,

block time CeKyHAbI

set SIP flood BLOCKS 1-10 YCTaHOBUTb YMC/I0 NONAZAaHUI B KOPOTKYHO

blocks 6710KMPOBKY Nepes, nonagaHnem B A UTE/bHYIO

set SIP flood FORGETTIME 12-48 YCTaHOBWUTb BPEMSA A/IMTeNbHOM 6NOKMPOBKY U

forget time Bpems npoLeHna aboHeHTa, NONaBLIEro B KOPOTKYHO
610KMPOBKY, Yachbl

set SIP flood HITS 1-32 YCTaHOBUTb YMCIO HapyLIEHUI Nepes nonagaHMem B
KOPOTKYI0 6N10KMPOBKY

show MoKas3aTb HAaCTPOMKKM 3aWwmTbl oT DoS

4.2.7.5 Pexcum KOHghu2ypupoeaHus napamempoe OuHamuyeckoz20 6paHomayspa

Ona nepexofa B HJaHHbIA PEXUM HEODXOAMMO B peKMMe KOHGUIypUpOBaHWA BbIMOAHUTb KOMaHAy
firewall dynamic.

SBC-[CONFIG]> firewall dynamic
Entering dynamic firewallmode.
SBC-[CONFIG]-[DYN-FIREWALL]>

KomaHga MNapameTtp 3Ha4yeHune Hetictene

? [MoKa3aTb nepeyeHb JOCTYNHbIX KOMaHA,
blacklist add <BLACKIP> IP-anpec B dopmaTe [06aBUTb agpec B CNMCOK 610KNPYEMBbIX

AAA.BBB.CCC.DDD wyu aApecos

noncerTb B HoTaumum CIDR

AAA.BBB.CCC.DDD/FF
blacklist <BLACKIP> IP-anpec B dopmaTe Ypanutb agpec U3 cnucka 610KkMpyembix
remove by addr AAA.BBB.CCC.DDD wmnm aapecos

noncerTb B HoTaumum CIDR

AAA.BBB.CCC.DDD/FF
blacklist <POSITION> 0-65635 YaanuTte aapec 13 cnucka 610KMpyembIx
remove by pos a/lpecos Mo ero No3uLunm B CNncke
blacklist show MoKasaTb CNMCOK 610KMpPYyEMbIX aAPecoB
all
blacklist show MoKas3aTb YMCO 3anmcen B CNIUCKe apecos,
count 6710KMPYEMbIX AUHAMUYECKUM BpaHaMay3pom
blacklist show | <BLACKIP> IP-ampec B dopmaTe HaliTn yKasaHHbIN agpec B cnucke
address AAA.BBB.CCC.DDD wmnu 6no|.(|4pye;v|b|x agpecos

nogceTrb B HoTaumm CIDR

AAA.BBB.CCC.DDD/FF
blacklist show | <COUNT> 0-4095 MoKasaTb yKa3aHHOe KOANYeCcTBO U3 Havana
first cnucka 610KMpyembIx afpecos
blacklist show | <COUNT> 0-4095 MoKasaTb yKazaHHOEe KOIMYECTBO C KOHLA
last CnucKa 61oKMpyembIX aapecos
blacklist show | <POSITION> 0-65635 MokasaTb 3anuncb B yKasaHHOM NO3ULUN CINUCKA
position 6710KMpyeMbIX aApecos
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blacklist <BLACKIP> nonceTb B HoTaumm CIDR [o6aBuTb NnoaceTb B CNUCOK BAOKMPYEMbIX
subnet AAA.BBB.CCC.DDD/FF aZlpecos 1 yaanuTb agpeca v NnoaceTu,
BxoAAuwe B fobaBnaemyto noaceTb
block history MpocMoTp *KypHana 3a610KMPOBAHHbIX
show all aapecos
block show MokasaTb YMC0 3anuncent B )KypHane
count 3a6/10KMPOBAHHBIX a4pecoB
block show <BLACKIP> IP-anmpec B dopmMaTe HalTn ykasaHHbIN agpec B )KypHane
address AAA.BBB.CCC.DDD wmnm 336ﬂ0KMpOBaHHb|X agpecos
nonceTb B HoTaumum CIDR
AAA.BBB.CCC.DDD/FF
block show <COUNT> 0-4095 MoKasaTb yKa3aHHOe KOANYeCcTBO U3 Havana
first KypHana 3abnoKMpoBaHHbIX aApecos
block show <COUNT> 0-4095 MoKasaTb yKazaHHOEe KOIMYECTBO C KOHLA
last KypHana 3abN0KMPOBaHHBIX aApPECoB
block show <POSITION> 0-65635 MokasaTb 3anuncb B yKasaHHOM no3unumm
position KypHana 3abN0KMPOBaHHbIX aApecos
blocklist <BLACKIP> IP-ampec B dopmaTe YpanuTb agpec U3 cnucka aBTomaTuyecku
remove by addr AAA.BBB.CCC.DDD wmnm 5n0KMpyEMblx agpecos
nonceTb B HoTaumum CIDR
AAA.BBB.CCC.DDD/FF
blocklist <POSITION> 0-65635 Y8anutb agpec U3 cnmMcka aBTOMaTUYecKu
remove by pos 610KMpyEeMbIX a4 pecoB Mo ero Nosvumm B
cnucke
blocklist show lMoKka3aTb CNMCOK aBTOMaTUYECKU
all 610KMpPYEMBIX aAPECOB
blocklist show MoKasaTb YUMC0 3anuceit B CNUCKe
count aBTOMATMYeCKM BNOKMpPYyeMbIX agpecos
blocklist show | <BLACKIP> IP-angpec B dopmaTe HaltTu yKa3aHHbI agpec B CnMcKe
address AAA.BBB.CCC.DDD wnmm aBTOMaTMYECKM 610KMpPYeMbIX apecos
noncerTb B HoTaumum CIDR
AAA.BBB.CCC.DDD/FF
blocklist show | <COUNT> 0-4095 MoKa3aTb yKazaHHOE KO/IMYEeCTBO U3 Havyana
first CMMCKa aBTOMATUYECKN BNIOKMPYEMbIX aApecoB
blocklist show | <COUNT> 0-4095 [oKa3aTb yKa3aHHOe KOAMYeCcTBO C KOHLLA
last CMWCKa aBTOMATUYECKMN BIOKMPYEMbBIX aApecoB
blocklist show | <POSITION> 0-65635 MoKasaTb 3anNUCb B YKa3aHHOM NO3MLUMM CNIUCKA
position aBTOMATUYECKU BIOKMpPYEMbIX afpecoB
exit Mepexop, U3 faHHOTO NOAMEHIO
KOHOUTYPUPOBaHUA Ha YPOBEHb Bbllle
history MpPOCMOTP UCTOPUMN BBEAEHHbIX KOMaHS,
quit 3aBepLmnTb AaHHyto ceccuto CLI
set block time | <SERVICE> SIP/WEB/TELNET/SSH/OTHER | YcTaHOBWTb ANA CEPBUCA BPeMA B CEKYHAaX, Ha
60-352800 NPOTAXEHWUU KOTOPOro AOCTYN C
<BLCKTIME> noA03puTeNbHOro agpeca byaet 610KMpoBaH
set enable <ENA> on/off BKOUYNUTB/OTKNOUNTL AUHAMUYECKUIA
6paHamayap
set tries <SERVICE> SIP/WEB/TELNET/SSH/OTHER | YcTaHOBWTb MaKCMMasbHOE YMC/0 OLIMBOYHBIX
1-10 MOnNbITOK AOCTYNa K CepBuCY, Npexae 4yem XocT
<TRIES> 6yaet 3a6710KkMpoBaH
set <SERVICE> SIP/WEB/TELNET/SSH/OTHER | 3apaTb Bpems NpoLieHUA AnsA cepsuca
forgive time 60-352800
<FORGIVETIME>
set increment <SERVICE> SIP/WEB/TELNET/SSH/OTHER BKAOUMTB NporpeccupytoLlyto 610KMPOBKY

<INCREMENT FLG>

no/yes

ANA cepBuca

set only block | <SERVICE> SIP/WEB/TELNET/SSH/OTHER BkntounTb onumto «He oTnpasnaTb
no/yes 3a6/10KMPOBaHHbIE agpeca B YEPHbIN CIMCOK»
<ONLY BLOCK FLG> ANA cepBuca
show MokasaTb HaCTPOMKM AMHAMUYECKOTO
bpaHamayapa
whitelist add <WHITEIP> IP-anpec B dopmMaTe [obasuTb IP-agpec B CNMCOK aapecos,

AAA.BBB.CCC.DDD wmnu
noncers B HoTaumm CIDR
AAA.BBB.CCC.DDD/FF

3anpeLeHHbIX A4/19 aBTOMATUYECKOM
610KNPOBKK
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whitelist <WHITEIP> IP-anmpec B dopmMaTe Yaanutb IP-agpec 13 cnucka agpecos,
remove by addr AAA.BBB.CCC.DDD wmnu 3anpeLeHHbIX gnAa aBTOMaTUYecCKon
nogceTrb B HoTaumm CIDR 610KMPOBKM
AAA.BBB.CCC.DDD/FF
whitelist <POSITION> 0-65635 Ypanutb IP-agpec u3 cnucka agpecos,
remove by pos 3anpeLLeHHbIX A1 aBTOMaTUYecKol
6710KMPOBKM MO €ro NO3ULMM B CIUCKE
whitelist show MoKasaTb CNUCOK aAapecos, 3anpeLeHHbIX Ana
all aBTOMaTMYECKOW B6NOKMPOBKU
whitelist show MoKasaTb YMC0 3anMcen B CNIUCKe apecos,
count 3anpeLLéHHbIX AN aBTOMaTUYeCcKol
610KMpPOBKHK
whitelist show | <WHITEIP> IP-angpec B dopmaTe HalTh yKkasaHHbIN aapec B CNUCKe agpecos,
address AAA.BBB.CCC.DDD wnmm 3anpeLeHHbIX A/19 aBTOMaTUYECKO
nonceTe B HOoTaumm CIDR 6710KMPOBKM
AAA.BBB.CCC.DDD/FF
whitelist show | <COUNT> 0-4095 MoKasaTb yKazaHHOEe KO/IMYECTBO M3 Havyana
first CMWCKa afpecos, 3anpeLLeHHbIX And
aBTOMaTUYeCcKol 610KMPOBKU
whitelist show | <COUNT> 0-4095 MoKasaTb yKa3aHHOEe KOIMYeCTBO C KOHLLA
last CMWCKa afpecos, 3anpeLLeHHbIX Aad
ABTOMATMYECKOI BNOKMPOBKM
whitelist show | <POSITION> 0-65635 MoKasaTb 3anNuncb B yKa3aHHOM NO3ULMM CNKCKA
position a4 pecoB, 3anpeLleHHbIX 417 aBTOMATUYEeCKON
610KNPOBKK
whitelist <WHITEIP> nonceTb B HoTaumum CIDR [o6aBuTb NoaceTb B CNUCOK afpecos,
subnet AAA.BBB.CCC.DDD/FF 3anpeLLeHHbIX 19 aBTOMaTUYECKON
6710KMPOBKM, U yAaNUTb afpeca U NOACETH,
BXoAsuwue B gobaBnsemyto noaceTb

4.2.7.6 Pexcum KoHdpu2ypuposaHus napamempoe cmamuveckoz2o 6paHomayspa

Onsa nepexona B AaHHbIA PeXUMM HeobXoAMMO B pexume KOHOUTYPUPOBAHWUA BbIMONHUTL KOMaHAy
firewall static.

SBC-[CONFIG]> firewall static
Entering static firewall mode
SBC-[CONFIG]-[FIREWALL]>

<5 _IP>
<S_MASK>
<R_IP>

<R_MASK>

<PROTO>

AAA.BBB.CCC.DDD
AAA.BBB.CCC.DDD
AAA.BBB.CCC.DDD
AAA.BBB.CCC.DDD
any
tcp

udp
icmp

KomaHaa MNapameTp 3Ha4yeHune Oeincreue
? MoKa3aTb nepeyeHb JOCTYMNHbIX KOMaHA,
add profile <PROF NAME> paspemeHo [o6asutb npoduns firewall
MCIIOJIb30BaATh OYKBHI,
undprer, cuMBoJg ' '
MakcuMym 63 cuMBoONE
add rule default <direction> input [o6asutb npasuo firewall
output HanpasneHune paboTbl Npasuna
<ENABLE> enable/disable BkntoueHne/oTKI0uEHMe NpaBUAa
<RULE NAME> TexcT, Makc. 63
- CUMBOJIA Mmsa npasuna

IP-agpec NCTOYHUKaA

Macka noaceTn UCTOMHUKA
IP-agpec nonyyarena
Macka nogceTtu nony4yatens

Twun npoTokona
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<S_PORT_ START>
<S_PORT_END>
<D_PORT START>

<D_PORT END>

<ICMP_ TYPE>

<ACTION>

tcpt+udp
1-65535
1-65535
1-65535

1-65535

none
any

echo-reply
destination-
unreachable
network-unreachable
host-unreachable
protocol-unreachable
port-unreachable
fragmentation-needed
source-route-failed
network-unknown
host-unknown
network-prohibited
host-prohibited
TOS-network-
unreachable TOS-
host-unreachable
communication-
prohibited
host-precedence-
violation
precedence-cutoff
source—-quench
redirect
network-redirect
host-redirect
TOS-network-redirect
TOS-host-redirect
echo-request
router-advertisement
router-solicitation
time-exceeded
ttl-zero-during-
transit
ttl-zero-during-
reassembly
parameter-problem
ip-header-bad
required-option-
missing
timestamp-request
timestamp-reply
address-mask-request
address-mask-reply

accept, drop, reject

HauanbHbI NOPT UCTOYHUKA
KoHeuHbI/ NOPT MCTOYHMKA
HauanbHbIi NopT nosnyyatens
KoHeuHbIlt nopT nonyyatens

Twun naketa ICMP

[eictene — geincramne, BbiNoAHAEMOE AaHHbIM
npasuaom:

— ACCEPT — nakeTbl, nonagatowue nog,
OaHHoe npaBuo, byayT nponyLueHbl
ceTeBbIM 3KpaHoMm firewall;

— DROP — nakKeTbl, nonagatouwme nog AaHHoe
npasunao, byayT oT6poLIEeHbl CeTeBbIM
aKpaHom firewall 6e3 Kakoro-nm6o
MHPOPMMPOBAHUA CTOPOHbI, NepesaBLleit
naker;

— REJECT — nakeTbl, nonagatowme nog
OaHHoe npaBuo, byayT oTopoLLeHbI
ceTeBbIM 3KpaHom firewall, cTopone,
nepegasLen nakeT, byaeT otnpasneH AnMbo
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naket TCP RST, ambo ICMP destination
unreachable.

Homep npoouns firewall

<RULE_NAME>

<COUNTRY>

<PROTO>

<S_PORT START>
<S_PORT END>
<D_PORT START>

<D_PORT END>

<ICMP_ TYPE>

TexcT, Makc. 63
CYMBOJIA

HasBaHMe CTpaHH

any
tcp

udp
icmp
tcptudp

1-65535
1-65535
1-65535

1-65535

none
any

echo-reply
destination-
unreachable
network-unreachable
host-unreachable
protocol-unreachable
port-unreachable
fragmentation-needed
source-route-failed
network-unknown
host-unknown
network-prohibited
host-prohibited
TOS-network-
unreachable TOS-
host-unreachable
communication-
prohibited
host-precedence-
violation
precedence-cutoff
source—-quench
redirect
network-redirect
host-redirect
TOS-network-redirect
TOS-host-redirect
echo-request
router-advertisement
router-solicitation
time-exceeded
ttl-zero-during-
transit
ttl-zero-during-
reassembly
parameter-problem

<P_IDX> 1-65535
add rule geoip [o6asutb GeolP-npaswuo firewall
<direction> input HanpassieHne paboTbl npasuia
output
) BkatoueHne/oTKAIOUEHNE NpaBuna
<ENABLE> enable/disable

Mmsa npasuna
CTpaHa, K KOTOPOI NPUHAANEKUT agpec

Twun npoTokona

HauanbHbI NOPT UCTOYHMKA
KoHeuHbI NOPT MCTOYHMKA

HauanbHbIit NopT nosnyyatens
KoHeuHbIlt nopT nonyyatens

Twun naketa ICMP
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<ACTION>

<P_IDX>

ip-header-bad
required-option-
missing
timestamp-request
timestamp-reply
address-mask-request
address-mask-reply

accept, drop, reject

1-65535

[JelicTBne — pelicTeme, BbINOHAEMOE JaHHbIM
npasuiom:

— ACCEPT — nakertbl, nonagatouime nog,
OaHHoe npasuo, byayT nponyLyeHbl
ceTeBbIM 3KpaHom firewall;

— DROP — nakeTbl, nonagatowme nog AaHHoe
npasuno, byayTt oTépoLleHbl ceTeBbiM
3KpaHom firewall 6e3 kakoro-nm6o
MHPOPMMPOBAHMA CTOPOHbI, NepesaBLleit
naker;

— REJECT — nakeTbl, nonagatowime nog
OaHHoe npaBuo, byayT oTOpoLLEeHbI
ceTeBbIM 3KkpaHom firewall, ctopoHe,
nepegasLlen naket, byaer oTnpasneH ambo
naket TCP RST, ambo ICMP destination
unreachable.

Homep npoouns firewall

add rule string

<direction>

<ENABLE>

<RULE_NAME>

<CONTENT>

<5 _IP>
<S_MASK>
<R_IP>

<R_MASK>

<PROTO>

input
output

enable/disable

TexcT, Makc. 63
CYMBOJIA

TexkcT, Makc. 127
CYMBOJIOB

AAA.BBB.CCC.DDD
AAA.BBB.CCC.DDD
AAA.BBB.CCC.DDD
AAA.BBB.CCC.DDD
any
tcp
udp

icmp
tcpt+udp

[Oobasutb npaswuo firewall — npoBepka cTpok.
HanpasneHwe paboTbl Npasuna
BkAtoyeHWe/oTKAOYEHWE NpaBuaa

Mmsa npasuna

TeKcToBaA CTPOKa, KOTOpaa AOMKHA 6bITb B
nakete

IP-agpec nctouHmka

Macka noaceTn UCTOYHUKA
IP-agpec nonyyarena
Macka noacetn nonyyarena

Tun npoTtokona

HayanbHbIN NOPT UCTOYHMKA
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<S_PORT_ START>
<S_PORT_END>
<D_PORT START>

<D_PORT END>

<ICMP_ TYPE>

<ACTION>

1-65535
1-65535
1-65535

1-65535

none
any

echo-reply
destination-
unreachable
network-unreachable
host-unreachable
protocol-unreachable
port-unreachable
fragmentation-needed
source-route-failed
network-unknown
host-unknown
network-prohibited
host-prohibited
TOS-network-
unreachable TOS-
host-unreachable
communication-
prohibited
host-precedence-
violation
precedence-cutoff
source-quench
redirect
network-redirect
host-redirect
TOS-network-redirect
TOS-host-redirect
echo-request
router-advertisement
router-solicitation
time-exceeded
ttl-zero-during-
transit
ttl-zero-during-
reassembly
parameter-problem
ip-header-bad
required-option-
missing
timestamp-request
timestamp-reply
address-mask-request
address-mask-reply

accept, drop, reject

KoHeuHbIl NOpT MCTOYHMKA
HauyanbHbIi NopT nosnyyatens
KoHeuHbIl1 nopT nonyyatens

Tun naketa ICMP

[elictBne — aencrame, BbINONHAEMOE AAHHbIM
npasuiom:

— ACCEPT — nakeTbl, nonagatowue nog,
OaHHoe nNpaBuo, byayT nponyLueHbl
ceTeBbIM 3KpaHom firewall;

— DROP — nakKeTbl, nonagatowme nog AaHHoe
npasuao, byayT oT6poLIeHbl CeTeBbIM
3KkpaHom firewall 6e3 kakoro-nm6o
MHPOPMMPOBAHUA CTOPOHbI, NepesaBLleit
naker;

— REJECT — nakKeTbl, nonagatowme nos
OaHHoe npaBuo, byayT oTopoLLeHbI
ceTeBbIM 3KpaHom firewall, cTopone,
nepegasLlen naket, byaer oTnpasneH ambo
naket TCP RST, cnbo ICMP destination
unreachable.
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Homep npoduns firewall
<P IDX> 1-65535
apply MpumeHUTb HacTpoiikm firewall
config BosBpart B meHto Configuration
del profile <ID> 1-65535 Yaanutb npoounb firewall
del rule <ID> 1-65535 Yaanutb npasuno firewall
exit Bbixog, 13 AaHHOro NOAMEHI0
KOHPUrypMpoBaHUA Ha YPOBEHb BbiLLE
modify profile <ID> 1-65535 NHaekc npoduna firewall
<NAME> paspeueHo BBo/, HOBOro MMeHM ycTpoicTea
MCIIOJIb30BaATh OYKBEHI,
undprer, cmMBOJ ' .
MakcuMmyMm 63 CUMBOJIOB
modify rule <Type> action M3meHunTb yKasaHHoe npasuno firewall (oguH
dport_end 13 napameTpos)
dport start enable
icmp-type
name
prof id
protg
r ip r mask
s_ip s mask
sgort_end B
sport start
traffIc—type
<ID> 1-65535
<param> Horoe 3HaueHue
COTJIACHO IAaHHOTO
THIa napaMeTrpa
move down <ID> 1-65535 MepemecTuUTb NPaBUIO BHU3 HA OAHY NO3ULUIO
move up <ID> 1-65535 MepemecTuTb NPaBUIO BBEPX HA OAHY
no3nuUmnIo
quit 3aBeplwmnTb gaHHyto ceccuto CLI
set interface <IFACE NAME> VMsa mHTepdeMca HasHaunTb NpaBuUIO Ha ceTeBoOM MHTepdEC
<PROFILE ID> PROFILE ID =0 o3Ha4aeT, 4yTo npodunb He
ncnonbsyertca
show config MokasaTb KoHbUrypauuio
show net- MokasaTtb NnapameTpbl UHTepdelicos
interfaces
show system MoKasaTb cMCTeMHble NapameTpbl
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4.2.7.7

Ana nepexofa B AaHHbIA PEXUM HEOBXOAMMO B perKMmMe KOHOUIypUpOBaHWUA BbINOJHUTL KOMaHAy

hostping.

SBC1000-[CONFIG]> hostping
Entering hostping mode.

SBC1000-[CONFIG]-[HOSTPING]>

KoHndpueypayusa u paboma c ymunumolii PING

KomaHaa MNapameTp 3HayeHune Oencrene

? MokasaTb nepeyeHb AOCTYMHbIX KOMaHA,

exit Mepexoa, U3 JAHHOTO NOAMEHIO
KOHOUIYPMPOBaHMA HA YPOBEHb Bblle

host add ADDR AAA.BBB.CCC.DDD [06aB1Tb XOCT K CNUCKY NMUHFYEeMbIX

host remove ADDR AAA.BBB.CCC.DDD YAanuTb XOCT U3 CMIMCKA NMUHTYEMbIX

host show MokasaTtb pe3ynbTaTbl paboTbl

set onboot ONBOOT yes/no CrapToBaTb NPOBEPKY NpU 3arpy3Ke CUCTEMbI

set period PINGTIME 1-255 MeprMoaANYHOCTb NUHTOBAHWA, MUHYTBI

set tries TRIES 1-7 KoimyecTBo 3anpocoB K KaxKaoMy XOCTy

show OT106pa3unTb HACTPOMKK yTUAUTBLI PING

start 3anycTnTb NEPUONYECKUIA NMUHT

stop OCTaHOBWUTb NEPUOANYECKUIA MUHT

quit 3aBeplwunTb gaHHyto ceccuto CLI

4.2.7.8 Pexcum KOHGu2ypupoeaHus cemeeabix napamempos

Ons nepexopa B AaHHbIA PeXMM HeobXoaMMO B pexume KOHOUIYpMpPOBaHUA BbIMNOJHUTL KOMaHAy
network.

SBC-[CONFIG]> network
Entering Network mode.
SBC-[CONFIG]-NETWORK>

KomaHga MNapameTtp 3Ha4yeHune LelictBune
? lokasaTb nepeyeHb AOCTYMHbIX KOMaHA,
add interface <LABEL> [PaspeleHo MCIOJIL30BaATh [o06aBuTb HoBbI VPN/PPTP-KkAneHT
pptpVPNclient OyxBE, LMOPE, CUMBOJIEL
Uttty e e LABEL — nms uHtepodelica
MakcumyMm 255 CcuUMBOJIOB
<IPADDR> IP-ampec B dopmare IPADDR — IP-aapec PPTP-cepBepa
IAAA.BBB.CCC.DDD
<USER> [Pa3peleHo MCIOJIb30BAThH USER — vmsaA nonb3osartens
OyxBBI, LMQPBEI, CUMBOJIBEI
vy tst, "=, MakcuMmym
63 cumMBOJa
[paspemeHo MCIOJIL30BATH
<PASS> OyKBE, UMOPE, CUMBOJIE PASS — naponb
Y,y =, MakcuMyM
63 cuMBOJA
add interface dynamic/static [06aBUTb HOBBbIN ceTeBOM UHTepdeNc
tagged
<LABEL> paspemeHo MCIOJIb30BATh LABEL — uma uHTepdeiica
OyxkBEl, LUMOPE, CUMBOJIEL
|l |l A\l A\l T_ L |
o L4 14 .
MaxkcuMyM 255 CHMMBOJIOB
<VID> 1-4095 VID —VLANID
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IPADDR — IP-agpec PPTP-cepsepa

<IPADDR> IP-angpec B dopmarte
IAAA.BBB.CCC.DDD
NETMASK — ceTeBaa macka
<NETMASK> ceTeBas Macka B dopmare
IAAA.BBB.CCC.DDD
add interface dynamic/static [o6aBunTb HOBbIN ceTeBOW UHTEpPdENC
untagged
<LABEL> PaspemeHOo MCIOJIbE30BATH LABEL — ums uHTepdeiica
OyxBBI, LMOPBEI, CUMBOJIBI
L} L} , Al . Al y T_ , Al H Al
MEKCMMyM 255 cumMmBOJIOB
< IPADDR> IP-ampec B dopmaTe IPADDR — IP-agpec PPTP-cepsepa
IAAA.BBB.CCC.DDD
<NETMASK> ceTeBas Macka B Qopmare NETMASK — cetesan
IAAA.BBB.CCC.DDD
config Bosspat B meHto Configuration
confirm MoaTBepANTb MU3MEHEHHbIE CETEBbIE HACTPOIKM
1 HacTpoiikn VLAN 6e3 nepesarpysku wto3a.
Ecnu B Te4eHME MUHYTbI NPUMEHEHHbIE CETEBbIE
HaCTPOWKM He NOATBEPKAEHDI, TO UX 3HAYEHUA
BEPHYTCA K NepBOHAYa/ibHbIM
exit Bbixoa M3 4aHHOro NoaAMeHo
KOHOUIypUpOBaHUA HA YPOBEHbD Bbille
history MpocmoTp UCTOPUM BBEAEHHbIX KOMaHA,
ntp Mepexopg, B pexxnum KoHouUrypmuposaHusa NTP
quit 3aBepLlmnTb AaHHyto ceccuto CLI

remove interface |KNET IFACE IDX> 0-39 YaanuTb yKasaHHbI MHTepdeiic

rollback OTMEHUTb U3MEHEHUA

set interface COS KNET IFACE IDX> 0-39 HasHauutb npuoputet 802.1p ANA yKasaHHOro

nHTepodelica

<COS> 0-7

set interface <NET_IFACE_IDX> 0-39 MonyuaTb ceTeBble HACTPOMKM AMHAMUYECKN OT

dhcp DHCP-cepBepa ans yKasaHHOro nHTepdeiica
<ON OFF> on/off

set interface <NET IFACE IDX> 0-39 Monyuatsb IP-apapec DNS-cepsepa gMHaMUYECKU

dhcp_dns oT DHCP-cepBepa 418 yKasaHHOro nHTepdeiica
<ON_OFF> on/off

set interface <NET_TIFACE_IDX> 0-39 He nonyyaTb HaCTPOIKM LWIIO3a AUHAMUYECKN

dhcp_no_gw oT DHCP-cepBepa a1 ykasaHHOro nHtepdelica
<ON OFF> on/off

set interface <NET IFACE IDX> 0-39 3a4aTh W3 MO YMONYAHUIO ANA UHTepdelica

gateway

<IPADDR> IP-anpec B dopmMmarte

IAAA.BBB.CCC.DDD

set interface <NET IFACE IDX> 0-39 Monyyatb HacTpoikn NTP gMHamuyeckn ot
dhcp_ntp DHCP-cepBepa 4/19 yKa3aHHOro uHtepdeiica
<ON_OFF> on/off
set interface <NET IFACE IDX> 0-39 MrHopupoBaTb HaCTPOMKY LW03a AnA
gw_ignore yKasaHHoro nHtepdeiica
<ON OFF> on/off
set interface <NET IFACE IDX> 0-39 3apaTtb IP-agpec u ceTeByO Macky 4na

ipaddr

<IPADDR> IP-angpec B dopmarte
IAAA .BBB.CCC.DDD
<NETMASK> ceTeBas Macka B dopmaTe

IAAA.BBB.CCC.DDD

yKa3aHHOro uHtepdeliica

set interface <NET IFACE IDX> 0-39 3afaTb MM gns gaHHoro nHtepdeiica
network-label
<LABEL> umbpe, cumBOJNH ' ',
LY, =, ', MakcuMyM
255 CHUMBOJIOB
set interface <NET IFACE IDX> 0-39 ABTOMaTMYECKM 3anycKaTb MHTepdenc npu
run_at startup cTapTe (TonbKo gna VPN-uHtepdeliica)
<STARTUP> on/off
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set interface
serverip

<NET IFACE_1DX>

<IPADDR>

0-39

IP-ampec B Qopmate
IAAA.BBB.CCC.DDD

3agatb IP-agpec PPTP-cepBepa

set interface <NET IFACE IDX> 0-39 PaspewunTb nepegayy naketos SNMP uepes
snmp nHTepodeinc
<ON_OFF> on/off
set interface ssh KNET IFACE IDX> 0-39 PaspewunTsb ssh ceccuio yepes nHtepoeiic
<ON OFF> on/off
set interface <NET IFACE IDX> 0-39 Paspewwuts telnet ceccuio Yepes uHTepderic
telnet
<ON_OFF> on/off
set interface <NET IFACE IDX> 0-39 BKOUYNTBL/OTKNOUMTL WNPOBaHME (TONbKO
use mppe ana VPN-uHTepodeiica)
<ON OFF> on/off
set interface <NET IFACE IDX> 0-39 3apatb MMA nonb3osaTens (Tonbko ana VPN-

user name

<USER>

[Pa3peleHo MCIOJIb30BAThH
OyxBBI, LMQPBEI, CUMBOJIBI
Y, ', "', MakcuMmyM
63 cumMmBOJIa

nHTepodelica)

set interface
user pass

<NET IFACE_1DX>

<PASS>

0-39

[Pa3peleHo MCIOJIb30BAThH
OyxBBI, LMOPBEI, CUMBOJIBI
vy tst, "=, MakcuMmym
63 cumMmBOJIa

3apatb naposb (Tonbko ana VPN-uHTepdeiica)

set interface VID KKNET IFACE IDX> 0-39 HasHauutb VID gns untepdeiica
<VID> 1-4095
set interface Web KNET IFACE IDX> 0-39 PaspewunTb goctyn yepes web-uHTepoeiic
<ON OFF> on/off
set settings dns |<IPADDR> IP-ampec B Qopmate 3apatb IP-agpec ocHoBHoro DNS-cepsepa
primary IAAA.BBB.CCC.DDD
set settings dns |<IPADDR> IP-ampec B Qopmate 3apatb IP-agpec pesepsHoro DNS-cepsepa

secondary

IAAA.BBB.CCC.DDD

set settings
gateway iface

<NET IFACE NAME>

Nms nHtepdelica, w3 Kotoporo byaer
OCHOBHbIM LLIIO30M MO YMO/IYAHUIO

set settings <HOSTNAME> PaspeleHo MCIOJIb30BaATH 3apaTtb MMA XOCTa
hostname OyxBBI, LMOPBEI, CUMBOJIBI
vy tst, "=, MakcuMmym
63 cumMBOJa
set settings ssh [|KPORT> 1-65535 3apatb TCP-nopT AnA AocTyna K yCTponcTBy No
npoTokony SSH, no ymonyanuto 22
set settings <PORT> 1-65535 3apatb TCP-nopT ANs A0OCTyNa K YCTPOMCTBY NO
telnet npoTokony Telnet, no ymonyaHuio 23
set settings Web [|KPORT> 1-65535 3apatb TCP-nopT aAna web-koHourypatopa, no
ymonyaHuto 80
show interface <NET_TIFACE_IDX> 0-39 MoKasaTb HaCTPOIKM yKasaHHOTO CETEBOTO

by index

nHTepodelica

show interface
list

MoKa3aTb CNMCOK AOCTYMHbIX CETEBbIX
MHTepdeiicos

show settings

MNoka3aTb ceTeBble NapameTpbl

snmp

Mepexopn, B pexxnm KoHbuUrypmposaHua SNMP

ssh restart

MNepe3sanyck npouecca SSH
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4.2.7.9

Pexcum KoHgpu2ypuposaHusa npomokosaa NTP

Ona nepexofa B AaHHbIA PEXUMM HEOBXOOMMO B PeXMMe KOHOUIypUpPOBaHMA CETeBbIX MapameTpoB

BbIMNONHUTb KOMaHAY ntp.

SBC-[CONFIG]-NETWORK> ntp
Entering NTP mode.
SBC-[CONFIG]-[NETWORK]-NTP>

server enable

Komanga MNapameTp 3HayeHune Oeincreue
? Moka3aTb nepeyeHb AOCTYMHbIX KOMaHA,
apply no/yes MpumeHnTb HacTpoiikn NTP
config BosBpart B meHio Configuration
exit BbIxoA, U3 L@aHHOTO NOAMEH!O
KOHOUTYPMPOBaHMA Ha YPOBEHb Bbllle
quit 3aBepLlmnTb AaHHyto ceccuto CLI
restart ntp no/yes MNepesanyctutb npouecc NTP
set ntp dhcp off/on MonyunTb HacTporiku NTP no DHCP
period 10-1440 3a/aTb NEpPUOA CUHXPOHU3ALMK
server IP-ampec B Qopmate
AAA.BBB.CCC.DDD 3apaTb NTP-cepaep
nsage off/on He ncnonb3osaTb/ncnonb3osate NTP
set ntp local ON OFF off/on AKTMBMPOBATb I0KaNbHbIN NTP-cepBep gna

nony4yeHma spemeHun ot SBC

set ntp local
server interface

NET IFACE IDX

VlHOeKC ceTeBOTIO
nHTepdeNca

YCTaHOBUTb CETEBOW MHTEpdENC, Ha KOTOPOM
byaeT paboTaTb N0KanbHbIM cepsep NTP

show config

MNokasaTtb

timezone set

GMT/GMT+1/GMT-
1/GMT+2/GMT-
2/GMT+3/GMT-
3/GMT+4/GMT-
4/GMT+5/GMT-
5/GMT+6/GMT-
6/GMT+7/GMT -
7/GMT+8/GMT-
8/GMT+9/GMT-
9/GMT+10/GMT-
10/GMT+11/GMT-
11/GMT+12

Asia
Europe

3apatb 4acoBOM NOAC OTHOCUTE/NIbHO
BCEMUPHOIo KOOPANHALLMOHHOIO BpeEMEHMU

Bblbop roposa MecToHaxoXKaeHua B Asuum
Bbibop ropoaa mectoHaxoxaeHus B EBpone
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4.2.7.10 Pexcum KoHgpu2ypuposaHusa npomokoaa SNMP

[na nepexona B AaHHbIM PEXKUM HEOBXOANMO B PeXUME KOHPUTYPUPOBAHUSA BbINOJHUTL KOMaHAY snmp.

SBC-[CONFIG]-NETWORK> snmp
Entering SNMP mode.
SBC-[CONFIG]-SNMP>

KomaHga MNapameTtp 3HayeHune LelictBune
? MokasaTb nepeyeHb AOCTYMHbIX KOMaHA,
add <TYPE> trapsink/ [obasutb npasunio nepegaum SNMP-Tpanos:
trap2sink/
informsink TYPE — tin SNMP-coobuieHus
<IP> 1P-ampec B QOPMATE | |p _ |p_anpec npuemMHMKa TPanos
AAA.BBB.CCC.DDD
<commM> crpoka mo 31 COMM — naponb, cofepsKalLuiica B Tpanax
CUMBOJIA
<PORT> 1-65535 PORT — UDP-nopT npuemHuMKa Tpanos
config BosBpart B meHio Configuration
create user <LOGIN> crpoka mo 31 Co3paTb Nosib3oBaTeNs ¢ ypoBHem 6e3onacHoOCTM
authNoPriv CHMBOJI& authNoPriv
CHASHS <LOGIN> — noruH nonb3oBaTenam
MD5/SHA/SHA- <HASH> — BbI6Op aNropnTMa X3aLWnpoBaHUA
512/SHA-384/SHA- <PASSWD> — naposnb gns ayTeHTUGUKauum
256/SHA-224
<PASSWD> naposs or 8 mo 31
CrMBOJIa
create user <LOGIN> CTpoka mo 64 Co3paTb Nosib3oBaTens ¢ yposHem 6e3onacHocTH
authPriv CUMBOJIOB authPriv
<LOGIN> — noruH nonb3oBatenam
<HASH> MD5/SHA/SHA- <HASH> — BbI6Op anropmMTMa X3WNPOBaHMA
512/SHA-384/SHA- <PASSWD> — naponb A1a ayTeHTUPUKaLmMm
256/SHA-224 <ENCRYPTIONS> — Bbi6op anroputma wmdposaHma
<PRIV_PASSPHRASE> — napo/b ana
wudpoBaHua
napoJsis or 8 mo 255
<PASSWD> CVMBOJIOB
DES/AES/AES-
128/AES-192/AES-
192-C/AES-256/AES-
<ENCRYPTION> 256-C
napoJsis or 8 mo 255
CVMBOJIOB
<PRIV_PASSPHRASE>
exit BbIxoA, U3 L@aHHOTO NOAMEHI0 KOHOUIYPUPOBAHUA Ha
YPOBEHb BblIlLe
history MpocmoTp UCTopum BBEAEHHDBIX KOMAHA,
modify <IDX> 0-15 N3meHnTb Npasuao nepeaayun SNMP-Tpanos
community (naponb, coaeprKawminca B Tpanax)
<COMM> crpoka nmo 31
CUMBOJIA
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modify ip <IDX> 0-15 N3meHUTb Nnpasuno nepegayun SNMP-Tpanos
(appec npremHuKa Tpanos)
<IP> IP-anmpec B dopmMaTe
AAA.BBB.CCC.DDD
modify port <IDX> 0-15 N3meHUTb Nnpasuno nepegayun SNMP-Tpanos
(nopT NnpuemHmKa Tpanos)
<PORT> 1-65535
modify type <IDX> 0-15 N3meHunTb Npasuao nepeaayun SNMP-Tpanos
(Tvn SNMP-coobLeHuA)
<TYPE> trapsink/
trap2sink/
informsink
quit 3aBepLlunTb AaHHyto ceccuto CLI
remove <IDX> 0-15 Yaanutb npasuno nepegaum SNMP-Tpanos
restart snmpd Yes/no Mepesanyctutb SNMP-knveHTa
ro <RO> CTpoka IUIMHOU IO YCTaHOBWTb NapPO/Ib Ha YTEHWE NapamMeTpoB
63 CHMBOJIOB
rw <RW> CTpoka IJIMHOU IO YCTaHOBWTb NMapO/Ib Ha YTEHME U 3aNncb NapameTpoB
63 CHMBOJIOB
show MokasaTtb KoHbUrypauuo SNMP
syscontact <SYSCONTACT> CTpoka OJIMHOM IO YKa3aTb KOHTaKTHYO UHbOpMaLMIo
63 CHMBOJIOB
syslocation <SYSLOC> CTpoka IJIMHOU IO YKa3aTb MeCTO pacnosoXKeHUs ycTpoincTea
63 CMUMBOJIOB
sysname <SYSNAME> CTpoka OJIMHOM IO YKa3aTb MmA yCTPOMCTBA
63 CHMBOJIOB
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4.2.7.11 Pexcum KoHgpu2ypupoeaHus RADIUS

Ana nepexofa B AaHHbIA PEXUM HEOBXOAMMO B perKMmMe KOHOUIypUpOBaHWUA BbINOJHUTL KOMaHAy

radius.

SBC-[CONFIG]> radius
Entering RADIUS mode.
SBC-[CONFIG]-RADIUS>

Komanga MNapameTp

3HayeHue

DetictBne

?

MoKa3aTb nepeyeHb JOCTYNHbIX KOMaHZ,

auth ipaddr <IP_ADDR>

<SRV_IDX>

IP-anmpec B dopmMaTe
AAA.BBB.CCC.DDD

YctaHoBuTb IP-agpec cepsepa aBTopusauunm
(Authorization).

IP_ADDR — IP-agpec

SRV_IDX — HOomep cepBepa

auth local <AUTH LOCAL>

no/yes

PaspelwaTtb fOCTYyN NOKaNbHOMY aAMUHUCTPATOpPY B
cnyyae otkasa RADIUS-cepsepa

auth port <PORT>

<SRV_IDX>

0-65535

YCTaHOBUTb MOPT CEpBEPA aBTOPU3aLMHU
(Authorization)

PORT — HOomep nopTa

SRV_IDX — HOmep cepBepa

auth secret <SECRET>

<SRV_IDX>

cTpoka Makcumym 31
CYIMBOJI

YcTaHOBUTL Naposib 414 Cepsepa aBTopusaLmm
(Authorization)

SECRET — naponb
SRV_IDX — HOmep cepBepa

auth user <AUTH USER>

ABTOpu3auus nonb3osateneit web/ssh yepes
RADIUS

config

BosBpart B meHto Configuration

deadtime <DEADTIME>

Bpems Hencnonb3oBaHUA cepsepa npu cboe —
BpeMs, B Te4eHMe KOTOPOro cepBep CYMTaeTcs
HEeaKTUBHbIM

exit

BbIxo4 U3 LaHHOTO NOAMEHI0 KOHGUTYPUPOBAHMA Ha
YpOBEHb Bbille

history

MpoCMOTP UCTOPWM BBEAEHHbIX KOMAHA,

profile <PROFILE INDEX>

0-31

Mepexoa, K KOHGUTYPUPOBAHMIO NAPAMETPOB
npoduna RADIUS

quit

3aBepLlmnTb AaHHyto ceccuto CLI

retries <RETRIES>

YCTaHOBUTb KOZIMYECTBO MOMbITOK OTNPaBKKU 3anpoca

show config

Mokaszatb uHGopMauuto o KoHdurypauum RADIUS-
cepBepos

timeout <TIMEOUT>

YCTaHOBUTb BPEMS, B TEYEHNE KOTOPOTO OXMAAETCA
oTBeT cepsepa (x100mc)
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4.2.7.12 Pexcum KoHgu2ypuposaHusa napamempos npoguna RADIUS

Ons nepexoga B AaHHbIN peXMM HEOBX0ANMMO B pexnume KoHourypmpoaHusa RADIUS BbINOAHUTL KOMaHAY
profile <PROFILE INDEX>, rae <PROFILE INDEX> — Homep npo¢una RADIUS.

SBC-[CONFIG]-RADIUS> profile 0
Entering RADIUS-Profile-mode.
SBC-[CONFIG]-RADIUS-PROFILE[0]>

ISDN Async v120/
ISDN _Async_v110/
Virtual/

PIAFS/

HDLC_ Channel/
X25/

X75/

G3_Fax/

SDSL/

ADSL CAP/
ADSL_DMT/

IDSL/

Ethernet/

xDSL/

Cable/

Wireless/
Wireless IEEE 802.1

Komanga MNapameTp 3HayeHune Oencrene
? MoKasaTb nepeyeHb JOCTYMHbIX KOMaHS,
auth <DIGESTAUTH> rfc5090/ Bbibop anropmMTma aBTOpU3aLUM
digestauth rchO90—no—challenge/ a6OHeHTOBCﬂ,MHaMMqECKOl‘;1
draft-sterman peructpauyeii yepes RADIUS-cepsep. Mpu
JanaxkecT-ayTeHTUdUKaLMM Naponb
nepeAaeTca B BUAE XeLW-KOAa U HE MOXKET
6bITb NepexBavyeH NpU CKaHNMPOBaHUN
TpaduKa
auth <FRAMED_ PROTOCOL> none/PPP/ Ha3HauMTb NPOTOKON NPU UCMOIb30BaHNMU
framedprotocol SLIP/ARAP/ NaKeTHOro A0CTyNna AN 3anNpocoB
Gandalf/Xylogics/ ayTeHTMdMKaLmMmn RADIUS
X75 Sync
none — NaKkeTHbIN JOCTYN He
ncnosb3yerca
auth nas port <PORT TYPE> Async/ HasHauutb TMN dusmnyeckoro nopta NAS
type Sync/ (cepBepa, roe ayTeHTUOUUMpPYETCA
ISDN_Sync/ nonb3oBsaTenb), N0 ymonyaHuio Async

auth restrict

<RESTRICT>

none/
restrict-all

YCTaHOBUTb OrpaHUYeHMe Ha UCXOAALLYIO
cBA3b Npu cboe cepsepa (HenonyyeHun
oTBeTa OT cepBepa):

hone — pa3pelwaTb BCe Bbl30BbI;

restrict-all — 3anpewaTb BCe BbI30BbI

auth service
type

<SERVICE TYPE>

none/

Login/

Framed/

Callback Login/
Callback Framed/
Outbound/
Administrative/

NAS Promt/
Authenticate Only/
Callback NAS Prompt/
Call Check/

Callback Administrative

YCTaHOBUTL TUM YCAYTU, NO YMOYAHUIO He
ncnonbsyercs (none)
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auth user name
originate

<USERNAME MODE>

sip username/
ip/
sip iface name

YcTaHoBUTb aTpnbyT User-Name B nakeTtax
Access—Request:

cgpn — B KayecTse 3HaYeHnA
Mcnosb3osaTb TenedoHHbI Homep
BbI3bIBalOLLEN CTOPOHDI;

ip_or_stream — B KayecTBe 3Ha4YeHuWsA
Mcnosb3oBath IP-agpec Bbi3blBatoLLei
CTOPOHBI MM HOMEP MOTOKA, MO KOTOPOMY
OCYLLLEeCTBAAETCA BXOAALLEE CoeanHeHME;

trunk — B KayecTBe 3Ha4YeHUA
MUCNO/NIb30BaTb MMA TPaHKa, NO KOTOpOMY
ocyulecTenaeTca exogauiee coegnHeHne

config

BosBpart B meHto Configuration

exit

BbIX0oZ, 13 AaHHOTO NOAMEHO
KOHOUTYPUPOBaHUA Ha YPOBEHb Bbille

history

MPOCMOTP UCTOPUM BBEAEHHBIX KOMaHS,

name

<PRF NAME>

Crpoka OJaMHOM HO 63
CUMBOJIOB

YCcTaHOBUTbL HaMMeHOoBaHue npoduns

quit

3aBepLlmnTb AaHHyto ceccuto CLI

show

MokaszaTb KoOHUrypaumo npoduna
RADIUS

4.2.7.13 Pexcum pabomel ¢ pesepeom

[na nepexofa B AaHHbIA pPeXUM HeobXOAMMO B perKMMe KOH(UIypupoBaHWA BbINOAHWUTL KOMaHAOy

reserve.

SBC2000-[CONFIG]> reserve
Entering reserve mode.
SBC2000-[CONFIG]-[RESERVE]>

Komanga MNapameTp 3Ha4yeHune Oeincreue

? MoKasaTb nepeyeHb AOCTYMHbIX KOMaHA,

config BosBpart B meHio Configuration

exit BbIxoa, U3 f@aHHOMO NOAMEH!O

KOHPUIYPMPOBaHMA HA YPOBEHb Bbllle

history MpocMmoTp UCTOPUM BBEAEHHDBIX KOMAHA,

set fports <fport 1> lan/wan Bbi6op pexxkrma paboTbl noptos (lan/wan) npu
<fport_2> MCMONb30BaHMMU CXEMbI C pe3epBom SBC
<fport 3>
<fport74>

set master

SERIAL NUMBER

Crpoxa u3 10 cMMBOJIOB

CaenaTb MacTepoM YCTPOMCTBO € YKa3aHHbIM
CEPUNHBIM HOMEPOM

show MoKasaTb MHGOPMALMIO O COCTOAHUM pe3epBa

quit 3aBepLlmnTb AaHHyto ceccuto CLI

show MokasaTtb KoHpUrypaumto npoduna RADIUS
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4.2.7.14 Pexum KOHGhU2ypupoeaHus cmamu4yecKux mapuwpymos

Ona nepexofa B AaHHbIA PEXUM HEOBXOAMMO B perKMMe KOHOUIYypUpPOBaHWUA BbINOJHUTL KOMaHAy

route.

SBC-[CONFIG]> route
Entering route mode.
SBC-[CONFIG]-ROUTE>

cTpoka mo 255

KomaHga MapameTp 3Ha4yeHue Oencrene
? loka3aTb nepeyeHb AOCTYMHbIX KOMaHA,
config BosBpart B meHto Configuration
exit Bbixoa M3 4aHHOro NoaAMeHo
KOHOUIyp1UpOBaHWUA HA YPOBEHbD Bbille
history MpocmoTp UcTopmn BBEAEHHbIX KOMaHJ,
quit 3aBeplwmnTb gaHHyto ceccuto CLI
route default [06aBUTb CTaTUYECKNIA MapLIPYT:
add
<DESTINATTION> ITP-ampec B Qopmare DESTINATION — IP-agpec mecTa HasHauYeHuA
AAA.BBB.CCC.DDD
<MASK> Macka B QopmaTe MASK — mackKa ceTu ans 3agaHHoro IP-agpeca
AAA.BBB.CCC.DDD
<GATEWAY> o3 B QopmarTe GATEWAY — IP-agpec wnto3a
AAA.BBB.CCC.DDD
<METRIC> LeJjioe 4mcjio 0e3 3Haka METRIC — mMeTpuKa

IFACE NAME — ceTeBOi uHTEpdeiic

vpn-client
<VPN_CLIENT>

uMsa VPN-kjmeHTa

<IFACE NAME> CHMBOJIOB
disable/enable
<ENABLE> ENABLE — BK/IIOYUTL/OTK/IIOYUTL CETEBOM

MapLpyT
route del <IDX> 0-4095 Ynanutb mappyT:

IDX — MHAEKC CeTeBoro MapLipyTa
route modify <IDX> 0-4095 M3mMeHUTb aapec Ha3HauyeHus
destination

<DESTINATION>
route modify <IDX> 0-4095 MN3meHWTb ceTeBol nHTepdeic
dev
<IFACE_NAME> VIMSI CETEeBOTO
nHTepbeMca
route modify <IDX> 0-4095 BKAOUUTL MK OTKAOUUTD MapLLPYT
enable
<EN> enable/disable
route modify <IDX> 0-4095 M3MeHUTb Wwnto3
gateway
<GATEWAY> IP-agpec B Qopmarte
AAA.BBB.CCC.DDD
route modify <IDX> 0-4095 N3MeHUTb MeTPUKy
metric
<METRIC> 0-2147483647
route modify <IDX> 0-4095 MN3MeHUTb MacKy cetu
netmask
<NETMASK> Macka B dopmare
AAA.BBB.CCC.DDD
route modify <IDX> 0-4095 MN3meHunTb VPN-KMeHTa

route VPN add

<DESTINATION>

IP-ampec B Qopmate
AAA.BBB.CCC.DDD

[o6asutb mapwpyT Yyepe3 VPN KnneHTa:

DESTINATION — IP-agpec mecTta Ha3HavyeHuA
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<MASK>

<METRIC>

<VPN CLIENT>

<ENABLE>

Macka B Qopmare
AAA.BBB.CCC.DDD

uejioe umcyio 6es3 3Haka

crpoka mo 255
CUMBOJIOB

disable/enable

MASK — macKa ceTu gns 3agaHHoro IP-agpeca

METRIC — meTpuKa

VPN _CLIENT — umaVPN-knuneHTa

ENABLE — BK/OUYNTb/OTKNOUUTL CETEBOW
MapLpyT

show config

MokaszaTb MHPOPMaLUIo O KOHOUTYpaLUK
MapLipyTa

show net-
interfaces

Moka3aTb CNMCOK ceTeBbiX HTEPdecoB

show system

MoKa3aTb aKTUBHbIE MAPLUPYThI

show vpn-
clients

MokasaTtb cnncok VPN-KAnMeHTOB

4.2.7.15 KoHdpuzypupoeaHue cnucka Habopoe npaeun rule set

[na nepexofa B AaHHbIN PeXKMM HEOBXOAMMO B PeXMME KOHOUTYPUPOBAHMA BbIMONHUTL KOMaHay rule

set.

SBC1000-[CONFI

G]> rule set

Entering SBC rule set mode.

SBC1000-[CONFI

G]-RULE-SET>

KomaHpga

MapameTp

3Ha4yeHue

DetictBne

2

MNokasaTtb nepevyeHb AOCTYNHbIX KOMaH4

add rule set

SBC_RULE_SET NAME

CTrpoka IJIMHOM IO
63 CHUMBOJIOB

[o6aBuTb Habop nNpasun

set

edit rule set id PREFIX SIGN 1-65535 PepaktnpoBaTb Habop NpaBu C yKasaHHbIM ID

edit rule set index | PREFIX SIGN 0-65534 PenakTnpoBaTb Habop NpPaBuA € yKasaHHbIM
MHAEKCOM

exit BbIxog, 13 AaHHOTO NOAMEHIO
KOHOUTYPMPOBaHUA Ha YPOBEHb Bbllle

quit 3aBepLmnTb AaHHyto ceccuto CLI

remove by id rule SBC_RULE SET ID 1-65535 Y#anutb Habop npaBuA ¢ yKasaHHbIM ID

show

OT06pa3smnTb CNMCOK Bcex Habopos npasua rule
set
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4.2.7.16 KoHdguaypuposaHue Habopoe npasun rule set

Ons nepexoga B AaHHbIA PeXUM HEOOXOAMMO B perMMe KOHPUIYpUpOBaHUS CNMcKa Habopos npasBua
rule set BbINOAHWUTL KOMaHAYy edit rule set id <ID>uamedit rule set index <INDEX>,

roe <ID> n <INDEX> — ID unun nHageKkc pegaktmpyemoro npasuna.

SBC1000-[CONFIG]-RULE-SET> edit rule set id 1
Entering SBC rule set edit mode.
SBC1000-[CONFIG]-RULE-SET-ID[1>

SBC1000-[CONFIG]-RULE-SET> edit rule set index 0
Entering SBC rule set edit mode.
SBC1000-[CONFIG]-RULE-SET-INDEX[0]>

KomaHpa MapameTp 3HayeHune Hetictene
? MoKa3aTb NnepeyeHb AOCTYMHbIX KOMaHJ,
add rule SBC_RULE_NAME Crpoka IOJIMHOM [o6asutb B Habop NpaBmO € 3a4aHHbIM
mo 63 MMeHeMm
CUMBOJIOB
edit rule SBC_RULE ID 1-65535 PepakTnpoBaTb NpaBuao ¢ ykasaHHbIM ID
exit BbixoA 13 AaHHOro NOAMEH!0
KOHPUIYPMPOBaHMA HA YPOBEHD Bbllle
quit 3aBepLmnTb AaHHyto ceccuto CLI
remove rule SBC_RULE ID 1-65535 Yaanutb npaBuo C yKkasaHHbiM ID
show info OT06pa3nTb CNMCOK BCEX HABOPOB NpaBu
rule set
swap rules <SBC_RULE ID CURRENT> 1-65535 O6bmeHATb mecTamu npasmna CURRENT u
<SBC_RULE ID TARGET> 1-65535 TARGET
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4.2.7.17 KoHdghuzypuposaHue npaeun rule set

[Ons nepexoaa B AaHHbIN peKUM HEOBXOANMMO B pexrMme KOHPUrypupoBaHMa HabopoBs Npasua rule set
BbINONHUTb KOMaHAYy edit rule <ID>, rae <ID> — ID npasuna ana pegakTMpoBaHuA.

SBC1000-[CONFIG]-RULE-SET-INDEX[13]> edit rule 16
Entering SBC rule edit mode.
SBC1000-[CONFIG]-RULE-SET-INDEX[13]-RULE-ID[16]>

trunk

KomaHpga MNapameTtp 3Ha4yeHune [LelictBune

? [MokasaTb nepeyeHb JOCTYMHbIX KOMaHA,

exit Bbixog, 13 AaHHOro NOAMEHI0
KOHOUTYPMPOBAHMA Ha YPOBEHb Bbllle

quit 3aBepLlmnTb AaHHyto ceccuto CLI

set action reject reject YCTaHOBWUTb TUM NpPaBMIa — 3anpeT BbI30Ba

set action send to | <DESTINATION ID> 1-65535 YCTaHOBWUTL TUN NpPaBuaa — OTNPaBUTL

destination BbI30B Ha SIP destination ¢ ykazaHHbIM ID

set action send to | <SBC TRUNK ID> 1-65535 YCTaHOBWUTL TUN NpaBuia — OTNPaBUTL

BbI30B Ha SBC trunk c ykasaHHbIm ID

set condition all <CONDITION> 1-5 YCTaHOBUTb YCNOBUE C HOMEPOM
CONDITION — Bce
set condition none | <CONDITION> 1-5 Ounctutb ycnosme c Homepom CONDITION

set condition type

<CONDITION_ TYPE>

<CONDITION>

<CONDITION MASK>

from-address-
user-part/
from-address-
host-part/
from-address-URI/
to-address-user-
part/
to-address-host-
part/
to-address-URI/
request-URI-user-
part/
request-URI-host-
part/
request-URI/
source-1P/
user-agent
header-value

1-5

CTrpoka HOJIMHOM IO
127 cumBOJIOB

YcTaHOBUTB yC0BUE onpeaenéHHOro Tuna
from-address-user-part — nmsa u3
3aronoska From

from-address-host-part — pomeH u3
3aronoska From

from-address-URI — URI n3 3aronoeka
From

to-address-user-part — nma U3 3aronoBKa
To

to-address-host-part — pomeH u3
3aronoska To

to-address-URI — URI 13 3aronoska To
request-URI-user-part — nmsa n3 request-
URI

request-URI-host-part — pomeH u3 request-
URI

request-URI — URI u3 request-URI
source-IP — IP nctouHuka

user-agent — 3HayeHue 3aronoska User-
Agent
header-value — ycnosue Tnna «3HayeHune
3aro/ioBKa»

Homep npasuna

PerynspHoe BbiparkeHune, nimbo IP-agpec

code

set drop diversion | <ON_OFF> on/off Mpv BKNHOYEHMM OMLMM 3ar0/I0BOK

header Diversion He ByaeT nepeaaBaTbhcs Ha
LieneBoe HanpasaeHune

set sip answer <SIP_ANSWER CODE> 486/403/503 BbibpaTh SIP-oTBeT An1A AeiicTeuA Reject

set name

<SBC_RULE_NAME>

CTpoka OJIMHOM IO
63 CMHMBOJIOB

Mma npasuna

set work time
interval

<WORK_ TIME INTERVAL>

HH:MM-HH:MM

rIe
HH = [00-23]
MM = [00-59]

YCTaHOBUTb MHTEPBAN BPeMeHU PaboTbl
npasuna

show info

MoKasaTb Bce HAaCTPOMKM NpaBuaa

show sip
destination list

MokasaTtb goctynHble SIP destination

show trunk list

MokasaTtb goctynHble SBC trunk
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4.2.7.18 KoHdpu2ypupoeaHue cnucka SIP destination

[na nepexona B AaHHbIA pPeXMM HEOBXOAMMO B PeXMME KOHPUIYPUPOBAHMUSA BbINOJHUTL KOMaHAY Sip

destination.

SBC1000-[CONFIG]> sip destination
Entering SBC SIP destination mode.
SBC1000-[CONFIG]-SIP-DESTINATION>

KomaHaa

MapameTp

3HayeHue

Hetictene

?

MoKasaTb nepeyeHb AOCTYMHbIX KOMaHA,

add destination
with hostname

SIP DESTINATION NAME

SIP TRANSPORT ID

SIP REMOTE HOSTNAME

Crpoxa OJIMHOM IO 63
CUMBOJIOB

1-65535

Crpoka OJIMHOM IO 63
CUMBOJIOB B dopmMarTe:
hostname/
hostname:port

roe port = 1-65535

[Oo6asutb HoBbIM SIP destination:
3apatb UmA

3aaatb ID ncnonbsyemoro SIP
TpaHcnopTa

[omeH 1 NopT BCTPEYHOM CTOPOHbI.
Ecnv nopT He yKasaH, bygeT
nmcnonb3osaH nopt 5060

add destination
with ip address

SIP DESTINATION NAME

SIP TRANSPORT ID

SIP _REMOTE IP ADDR

Crpoka OJiMHOM HOo 63
CHMMBOJIOB

1-65535

AAA.BBB.CCC.DDD/
AAA.BBB.CCC.DDD:port
rme port = 1-65535

[Oo6asutb HoBbIM SIP destination:
3a4atb Uma
3agatb ID ncnonbsyemoro SIP

TpaHcnopTa

IP-appec 1 NOpT BCTPEYHOMN CTOPOHDI.
Ecnn nopt He yKasaH, byaet
nmcnonb3osaH nopt 5060

edit destination
id

PREFIX SIGN

0-65534

Pepaktnposathb destination ¢ Bbibopom
no ID

edit destination PREFIX SIGN 1-65535 PenakTnpoBaTh destination ¢ Bbibopom

index no UHAeKcy

exit Bbixoa 13 AaHHOTO NOAMEH!O
KOHPUryprMpoBaHUA Ha YpOBEHb BblLLE

quit 3aBepLlmnTb AaHHyto ceccuto CLI

remove SIP DESTINATION INDEX 0-254 Ypanute destination no uHaekcy

destination

remove by id SIP DESTINATION ID 1-65535 Ypanute destination no ID

destination

show info

MokasaTb cnmcokK Bcex destination

show sip
transport list

MoKa3aTb CNUCOK TPaHCNOPTOB
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4.2.7.19 KoHdghuaypuposaHue SIP destination

Ons nepexoda B [AOaHHbIA PEXUM HEOOXOAMMO B pPerMMe KOHOUIypupoBaHUA cnunckoB SIP
destination BbinOAHUTL KOMaHOY edit destination <ID> uanM edit destination index

<INDEX>, rae <ID> 1 <INDEX> — ID unu uHaekc pegaktnpyemoro destination.

SBC1000-[CONFIG]-SIP-DESTINATION> edit destination id 12
Entering SBC SIP destination edit mode.
SBC1000-[CONFIG]-SIP-DESTINATION-ID[12]>

Komanga MNapameTp 3Ha4yeHune Oencrene
? MokasaTb NnepeyeHb
[OCTYMHbIX KOMaHZ,
exit Bbixog 13 AaHHOro NogMeH0
KOHOUIypUpoBaHUA Ha
YPOBEHb Bbllle
quit 3aBepWwuTb AaHHYIO CECCUI0
CLI
add number limit NUMBER SIDE A/B [06aB1Tb HOBOE MPaBU/IO AN
OorpaHUYeHnA KoaIn4ecTsa
NUMBER MASK Crpoka mimHOM nmo 127 OAHOBPEMEHHbIX CECCHIA
CUMBOJIOB
CALL LIMIT
0-4094
SIP_ANSWER CODE
486/403/503
set adaptation ADAPTATION none/ YCTaHOBUTbL aganTaumio ann
HUAWEI-EchoLife/ 3TOro Hamnpas/ieHuA
Iskratel-SI3000/
HUAWEI-SoftX3000/
ZTE-Softswitch/
Nortel/
MTA-M-200
set auth login AUTH LOGIN Crpoka OJaMHOM HO 63 JIorvH gnsa ayTeHTUdMKaLmm
CVMBOJIOB
set auth password AUTH LOGIN Crpoka IOJMHOM OO 63 Maponb 4N ayTeHTUGUKaLLMM
CVMBOJIOB
set auth remove OUYUCTUTB HAaCTPOIKK
ayTeHTUOMKaummn
set CdPN To replace <CONDITION MASK> Crpoka mamuHOM mo 127 | 3apaTb MMA 3aroN0BKa v
CUMBOJIOB MacCKy NoACTPOKKN AN
HacTpoku «3ameHuTb CAPN B
To Ha 3HaYeHue 13 3arosI0BKa»
set command line CMDLINE Crpoka 3apgaTb Npasuna
pacWMpPeHHbIX HAaCTPoeK
npoTokona SIP
set const fromto ON OFF on/off Ynpasnexue onumuei
domain «MepepasaTb fOMEH 13
3aronoskos FROM 1 TO»
set convert flash ON_OFF on/off BKAOYUTb MU BbIKNHOYUTD
KoHBepTauuto Flash ns
RFC2833 B SIP INFO
set cps in <MAX CPS IN> 0-100 Bxoaslee MmakcMmanbHoe
3Ha4yeHune CPS; 0 —
BbIK/IOYEHME Onuun
set cps out <MAX CPS OUT> 0-100 MUcxoaauiee makcMmanbHoe
3HayeHue CPS; 0 —
BbIK/IIOYEHME ONuun
set DSCP DSCP_SIG 0-63 3apaTb naeHtTudmratTop DSCP
ona SIG Tpaduka
set ignore source port | ON OFF on/off BKOYUTBL UTHOPUPOBaHKE
nopTa UCTOYHUKA
set keep-alive dead ON OFF on/off Bk/1/BbIKN onuuio «PaspewnTs
allow use Mcnonb3oBaHMe HeJOCTYMHOro
necra»
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set keep-alive KEEP ALIVE RESPONSE any/2xx BbibpaTb 0XKMAAEMBbIN OTBET

expected-response oT paboyero cepBepa

set keep-alive alive KEEP _ALIVE TIMEOUT 0 1000 | 0-1000 Mepuopa npoBepku pabouero

server cepsepa cooblieHnamm
OPTIONS

set keep-alive dead KEEP_ALIVE TIMEOUT 5 1000 | 5-1000 Mepunoa npoBepku

server

Hepabouero cepeepa
coobeHnamm OPTIONS

set name

SIP DESTINATION NAME

Crpokxa OJIMHOM IO 63
CUMBOJIOB

3agatb uma SIP destination

set number limit call NUMBER LIMIT ID 1-65535 YCTaHOBUTb IMMUT CeCCUit

limit [ANA NpaBuia orpaHNYeHmna
CALL_LIMIT 0-4094 KO/IMYecTBa ceccuit

set number limit NUMBER LIMIT ID 1-65535 YCTaHOBUTb HOMEP UM MacKy

number mask

NUMBER MASK

Crpoka mimHOM nmo 127
CHMBOJIOB

ANAa npasuia orpaHNU4eHUA
KOZIMYecTBa ceccui

set number limit NUMBER LIMIT ID 1-65535 YCTaHOBUTb CTOPOHY AN1A

number side npasuaa orpaHnyeHmn
NUMBER_SIDE A/B KONMYeCcTBa Ceccui

set number limit sip NUMBER LIMIT ID 1-65535 YcTtaHoBuTb SIP oTBET ANA

answer npasuna orpaHuyeHus
SIP ANSWER CODE 486/403/503 KoAuyecTBa ceccmin

set redirection REDIRECT TYPE forbidden/transit/ 3a4aTb pexkum ob6paboTku

process nepeagpecaumi

set remote address as
hotname

SIP REMOTE HOSTNAME

Crpokxa OJIMHOM IO 63
CUMBOJIOB B dopmMarTe:
hostname/
hostname:port

roe port = 1-65535

3apaTtb agpec BCTpeYHow
CTOPOHbI B BUAE fAomeHa. Ecan
NnopT He yKa3aH, bygeT
ncnonb3osaH nopt 5060

set remote address as
ip

SIP_REMOTE IP ADDRESS

AAA.BBB.CCC.DDD/
AAA.BBB.CCC.DDD:port
rIe

port = 1-65535

3afaTb aApec BCTPEYHOM
CTOPOHbI B BUAe IP-agpeca.
Ecnv nopt He ykasaH, byget
nmcnonb3osaH nopt 5060

set restriction deny-
all-in

YCTaHOBWUTb OrpaHnYeHne ans
BXOAALLMX BbI30BOB — BCE
3anpetieHo

set restriction deny-
all-out

YCTaHOBWTb OrpaHnyeHune ana
nexooAunx BbisosoB — BCE
3anpeueHo

set restriction MAXIMUM SESSIONS 1-65535 YCTaHOBUTb OrpaHnYeHne ana
maximum-sessions-in BXOAALLMX BbI3OBOB —
MaKCMManbHOE YNCNO Ceccuin
set restriction MAXIMUM SESSIONS 1-65535 YCTaHOBUTb OrpaHUyeHmne ann
maximum-sessions-out UCXOAALLMX BbI3OBOB —
MaKCMMaibHOE YMC0 Ceccuin
set restriction no- YcTaHOBUTb OrpaHnYeHune ana
restriction-out BXOAALLMX Bbl30BOB — be3
orpaHuyeHmna
set restriction no- YCcTaHOBUTb OrpaHnyYeHune ana
restriction-out NCXoaALMX Bbi3oBOB — 6e3
orpaHuyeHus
set restriction deny- YCTaHOBUTb OrpaHunyeHne
all BbI30BOB — BCE 3anpeLieHo
set restriction MAXIMUM SESSIONS 1-65535 YCTaHOBUTb OrpaHUYeHne
maximum-sessions BbI30BOB — MaKCMManbHoe
yncno ceccuin
set restriction no- YCTaHOBWUTb OrpaHunyeHne
restriction BbI30BOB — 6€3 orpaHuyeHus
set route by hdr to ON_OFF on/off BKAIOYMTb ONLMIO

«MapupyTm3saums no agpecy
13 3aronoska To». Onuma
BK/IIOYAETCA Ha UcxogAawem
SIP-Destination. Bbi3oBbl,
KOTOpble Nonanun B AaHHbIN
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SIP Destination cornacHo
RuleSet, 6yayTt
CMapLIPYTU3MPOBaHbI He Ha
remote-address, a Ha
ip/domain u3 3aronoska To.
Mpu aTOM B McxogAaLem
cooblueHun 3aronoBok To
ocTaeTca 6e3 M3MeHeHui, B
RURI ncnonb3syetca sip_uri n3
3aronoska To. [1na 3anpocos,
oTAnYHbIX oT INVITE,
mapLlpyTusauma paboraer no-
npexXHemy Ha
remote_address.

set rtcp timeout TIMEOUT 10-300/0ff YCTaHOBUTb TalimayT
oxunaaHua RTCP oT BcTpeyHow
CTOPOHbI.
off — oTKNYUTL OXKMAaHNE
RTCP

set rtp-loss timeout TIMEOUT 10-300/0ff YCTaHOBUTb TalimayT
oxunaaHus RTP oT BcTpeyHowm
CTOPOHbI.
off — oTKNYUTL OXKMAaHNE
RTP

set rtp-loss TIMEOUT MULTIPLIER 1-30 YCTaHOBUTb MHOXUTE/Nb

multiplier on hold oxnpganua RTP B pexkume on
hold

set rtp-loss TIMEOUT MULTIPLIER 1-30 YCTaHOBWUTb MHOXKMUTE/b

multiplier silence- oXxunaaHus RTP B pexume

suppression noAas/eHNA TULMHDI

set rule set id RULE SET ID 1-65535 Ha3sHauuTs rule set

set rule set none

Ypanute rule set

set RURI domain

SIP RURI DOMAIN

Crpoxa OJIMHOM IO 63
CUMBOJIOB B dopMmarTe:
hostname/
hostname:port

roe port = 1-65535

3a4aTb Sip-40MEH, KOTopbI
bypeT noacTaBNATLCA B
Requiest-URI otnpasneHHoro
3anpoca

rfc3108 normalization

set sdp asymmetrical ON_ OFF on/off BK/1I0YUTB/BbIK/OYNUTD OMNLNIO
payload-type «Pa3pewntb acMMMeTpUYHbIe

OuHamumyeckue payload type»
set sdp ON OFF on/off BK/HOYNTL/BbIK/OYMUTD OMNLMIO

«Hopmanumsauumsa fax sdp no rfc
3108»

set session-expires

SESSION EXPIRES OR OFF

90-64800/0ff

3anpawmnBaemblii nepuos,
KOHTpoAA ceccnmn no RFC4028,
CEKyHAbI.

off — oTKAoYaeT KOHTPONIb
ceccum

set sip header format

SIP HEADER FORMAT

full/compact

YcTaHOBUTb popmat
3arosioBKoB SIP:

full — nonHbI dpopmaTt
compact — COKpaLLEHHbIM
dopmar

set sip transport

SIP_TRANSPORT ID

1-65535

HasHauutb SIP transport

set STUN ip

SIP _STUN IP

AAA.BBB.CCC.DDD

HasHaunTtb IP-agpec STUN-
cepBsepa

set STUN period

SIP STUN PERIOD

1-1800 mmm O

HasHauntb nHTEpBan mexay
3anpocamum STUN

Refer-To

set STUN port SIP STUN_ PORT 1-65535 HasHauutb nopT STUN-
cepsepa

set STUN use ON_OFF on/off BK/OYNTL/BbIK/OYMUTD OMNLMIO
«Mcnonbzosatb STUN»

set transit domain in ON OFF on/off BKAOUNUTB/BbIKAOUYMUTD OMLMIO

«Nepepasatb AOMEH B
3arosioBke Refer-To»
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set transit unknown in | ON_OFF on/off BKAOUMUTB/BbIKAOUYMUTD OMLMIO

NOTIFY «[epepasatb NnapameTpbl
Hen3BecTHOro Ananora B
NOTIFY»

set transit unknown in | ON_OFF on/off BK/1HOYUTB/BbIK/AOYMUTD OMNLUIO

Replaces «Mepepasatb NapameTpbl

Hen3BecTHOro Auanora B
3aronoske Replaces»

set transport protocol | SIP TRANSPORT UDP-only/ Ha3HaunTb TpaHCMOPTHbIN
UDP-prefer/ npoToKoN
TCP-prefer/ UDP-only — Tonbko UDP;
TCP-only UDP-prefer — UDP/TCP ¢

npuoputetom UDP;
TCP-prefer — UDP/TCP ¢
npuoputetom TCP;
TCP-only — Tonbko TCP

set trunk expires EXPIRES 0-65535 Bpemsa nepeperucrpaumm npm
MCNONb30BaHMM TPAHKOBOM
perucTpauum
set trunk registration | REGISTRATION TYPE none/ Bbibop TMNa TpaHKoBOM
type uac/ perucrpawmu:
uas none — He UCNoab30BaTb

TPaHKOBYIO perncrpaumio;
uac — perucTpupoBaThbes Ha
BCTPEUYHOM YCTPOWCTBE;

uas — NPUHUMaTbL
perucTpaumio oT BCTPEYHOTO

ycTponcTea
set trunk sip domain SIP DOMAIN Crpoka OJaMHOM HOo 63 SIP-goMeH, Ucnonb3yembiit
CVIMBOJIOB [ONA TPAHKOBOM perncrpaumm
set trunk USERNAME NUMBER Crpoka OJIMHOM IO 63 Mma nonb3osaTtens,
username/number CVIMBOJIOB ncnonb3syemoe npu
pernctpaunm
set verify media ON OFF on/off BKAOUUTB ONLMIO KOHTPOAA IP
remote address 1 nopTa UCToYHMKa RTP
show info Moka3saTb HaCTPOIKK
show rule set list MokasaTb cnncok
HacTpoeHHbIX rule set
show sip transport lMoKasaTb CNUCOK AOCTYMHbIX
list SIP TpaHcnopToB

4.2.7.20 KoHdpu2ypupoeaHue SIP mpaHcnopmoe

[na nepexofa B AaHHbIN pPeXMm HeobXogMMOo B perkMme KOHOUIypupoBaHUa cnmnckos SIP TpaHcnopTos
BbIMNOJIHNTL KOMaHAY sip transport.

SBC1000-[CONFIG]> sip transport
Entering SBC SIP transport mode.
SBC1000-[CONFIG]-SIP-TRANSPORT>

Komanga MapameTp 3Ha4yeHune Oeincreue
? MoKasaTb nepeyeHb JOCTYNHbIX KOMaHJ,
add transport [o6aBunTb HOBbIM SIP TpaHcnopT:
SBC_SIP TRANSPORT NAME
Crpoka IJIMHOM IO 3a4aTb UMs
63 CHUMBOJIOB
TFACE_ID 3apatb ID nHTepdeiica, ucnonbyemoro
1-65535
ANA curHannsaumm SIP
PORT
1-65535 3apaTb NOPT CUrHaNM3aumm

RTP IFACE ID
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1-65535 3apatb ID nHTepdeiica, ucnonbyemoro
ana RTP
exit Bbixog, 13 AaHHOro NOAMEHI0
KOHOUIYpMpPOBaHMA HA YPOBEHb Bbllle
quit 3aBeplwunTb gaHHyto ceccuto CLI
remove transport SBC_SIP TRANSPORT INDEX 0-254 Ypanutb destination no nHaeKcy
remove by id SBC_SIP TRANSPORT ID 1-65535 Ypanutb destination no ID
transport
set by id name M3mMeHUTb Ha3BaHWe TpPaHCNopTa No ero
SBC_SIP TRANSPORT ID ID
ID TpaHcnopTa
SBC_SIP TRANSPORT NAME 1-65535 P P
_ HoBoe Ha3BaHwue TpaHcnopTa
Crpoka IOJMHOM nO
63 CHUMBOJIOB
set by id N3meHnTb ceTeBoi nHTepdeic ana
netiface SBC_SIP_TRANSPORT_ID CUrHanAusaumm SIP:
IFACE ID 1-65535 ID TpaHcnopTa
1-65535 ID ceTeBoro nHTepoeiica
set by id port M3MeHUTb NOpPT CMrHaAn3aumm:
SBC SIP TRANSPORT ID 1-65535 ID TpaHcnopTa
PORT 1-65535 MopT curHanmsaumm
set by id rtp N3meHunTb ceTeBoi nHtepdeic ana RTP
SBC_SIP TRANSPORT ID 1-65535 ID TpaHcnopTa
RTP IFACE ID 1-65535 ID ceTeBoro nHTepoeiica
set name MN3meHWTb Ha3BaHMe TpaHCNopTa No ero
SBC_SIP TRANSPORT INDEX ID:
MNHAaeKc TpaHcnopTa
SBC_SIP TRANSPORT NAME 1-65535
. HoBoe Ha3BaHwue TpaHcnopTa
Crpoka OJMHOM -HO
63 CMUMBOJIOB
set netiface N3meHnTb ceTeBol MHTepdeiic ana
SBCisIPiTRANS PORTilNDEX curHanmsaumm SIP:
1-65535 MNHAaeKc TpaHcnopTa
IFACE ID
1-65535 ID ceTeBoro nHTepdeiica
set port MN3meHnTb NOpT CUrHanmsaumuu:
SBC SIP TRANSPORT INDEX 1-65535 MHaekc TpaHcnopTa
PORT
1-65535 MopT cnrHanmsaumm
set rtp MN3meHuTb ceTeBol nHTepdelic gna RTP:
SBC_SIP TRANSPORT INDEX 1-65535 WHaexc TpaHcnopTa
RTP_IFACE_ID ID ceTeBoro nHTepdeiica
1-65535
show info lMoKas3aTb CNUCOK BCeX TPAHCMOPTOB
show net-ifaces Moka3aTb cNMCOK ceTeBbix MHTepdEecoB
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4.2.7.21 KoHdghuaypuposaHue cnucka SIP users

[na nepexona B AaHHbIA pPeXMM HEOBXOAMMO B PeXMME KOHPUIYPUPOBAHMUSA BbINOJHUTL KOMaHAY Sip

users.

SBC1000-[CONFIG]> sip users
Entering SBC SIP users mode.
SBC1000-[CONFIG]-SIP-USERS>

SIP USER NAME

Crpoka OJiMHOM HOo 63
CMMBOJIOB

Komanga MapameTp 3Ha4yeHune Oencrene
? lNoKa3aTb nepeyeHb JOCTYNHbIX KOMaHA,
add user [Oo6asutb HOBbIN SIP users:

3a4atb UmAa

3agatb ID ncnonbsyemoro SIP

user

SIP TRANSPORT ID 1-65535 TpaHcnopTa

edit user id PREFIX SIGN 0-65534 PesaktnpoBsaTtb user ¢ Bbi6opom o ID

edit user index PREFIX SIGN 1-65535 PenakTpoBaTh User ¢ BbIBOPOM Mo
NHAEKCy

exit BbIxoa, U3 f@aHHOMO NOAMEH!O
KOHOUIYpMpoBaHMA Ha YPOBEHD Bbllle

quit 3aBepLlunTb AaHHyto ceccuto CLI

remove user SIP USER INDEX 0-254 Y8anuTb user no MHAEeKcy

remove by id SIP USER ID 1-65535 Ypanute user no ID

show info

lMoKa3aTb CNUCOK BCex user

show sip
transport list

MoKa3aTb CNUCOK TPaHCNOPTOB

4.2.7.22 KoHgpueypupoesaHue SIP users

Ons nepexona B AaHHLIN PEXMM HEOBXOAMMO B pexmme KOoHOUrypupoBaHuAa cnuckoB SIP users
BbINO/IHUTL KOMaHAYy edit user id <ID>uanmedit user index <INDEX>, rge <ID> u <INDEX> —

ID nnm nHpeKc pegakTMpyemoro user.

SBC1000-[CONFIG]-SIP-USERS> edit user id 1

Entering SBC SIP user edit mode.
SBC1000-[CONFIG]-SIP-USER-ID[1]>

SBC1000-[CONFIG]-SIP-USERS> edit user index 0

Entering SBC SIP user edit mode.
SBC1000-[CONFIG]-SIP-USER-INDEX[0]>

KomaHaa MNapameTp

3HayeHue

DetictBne

MokasaTb nepeyeHb
[OOCTYMHbIX KOMaHA,

exit

BbIxoA, U3 flaHHOTO
noAaMeHo
KOHOUIYpUpOBaHUA Ha
YpOBEHb Bblille

quit

3aBepLmnTb AAHHYIO
ceccwuio CLI

add number limit NUMBER SIDE

NUMBER MASK

CALL LIMIT

SIP ANSWER CODE

A/B

CVIMBOJIOB

0-4094

486/403/503

Crpoxa mmmHOM no 127

[lo6aBuTb HOBOE NpaBuIo
ANA orpaHuyeHus
Ko/iM4yecTBa
04HOBPEMEHHbIX Ceccui
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set command line

CMDLINE

Crpoka

3apatb npasuaa
paclIMpeHHbIX HAaCTPOEeK
npoTokona SIP

set convert flash

ON_OFF

on/off

BKAIOUMTb AN BbIKOUYUTD
KoHBepTauuto Flash n3
RFC2833 B SIP INFO

set DSCP

DSCP_SIG

0-63

3apaTtb naeHTUdUKaTop
DSCP pnsa SIG Tpadumka

set name

SIP USER NAME

Crpoka OJaMHOM HO 63
CUMBOJIOB

3apatb uma SIP user

number mask

NUMBER MASK

Crpokxa mimHOM mo 127
CHMBOJIOB

set nat keep-alive KEEP ALIVE 0-65535 Bpemsa xpaHeHua
coegmHenuna 3a NAT, cek

set nat subscribers ON_OFF on/off BKtOYaET perkum
"aboHeHTbl 32 NAT"

set number limit call | NUMBER LIMIT ID 1-65535 YCTaHOBUTb IMMUT CeCCUit

limit [ANA NpaBuia orpaHnYeHun

CALL_LIMIT 0-4094 KONMYecTBa ceccuit
set number limit NUMBER LIMIT ID 1-65535 YCcTaHOBUTb HOMEP UaKn

MacKy 4N npasunia
OrpaHMYeHnna KonMyecTea
ceccui

set number limit NUMBER LIMIT ID 1-65535 YCTaHOBUTb CTOPOHY ANA

number side npasuaa orpaHnyeHmn
NUMBER_STDE A/B KOJIMYECTBa ceccuit

set number limit sip NUMBER LIMIT ID 1-65535 YcTtaHoBuTb SIP oTBET ANA

answer npaBsuia orpaHnyeHuns
SIP ANSWER CODE 486/403/503 KoAuyecTBa ceccmin

set radius profile id | RADIUS PROFILE ID 1-65535 Mpusasatb RADIUS-

npodunb

set radius profile
none

OtBasaTb RADIUS-npodunb

set redirection

REDIRECT TYPE

forbidden/transit/process

3agaTtb pexkum 06paboTkm

registered maximum-
sessions

nepeagpecaumi

set registration REG INTERVAL 60-65535 3afaTb A0ONYyCTUMbIN

interval WHTepBan
nepeperucTpaumm ana
nosnb3osaTenen, cexk

set restrictions non- YCTaHOBUTb OrpaHnyeHne

registered deny-all BbI30BOB A/1A
He3aperucTpMpoBaHHbIX
nonb3osaTeneit — BCE
3anpeteHo

set restrictions non- | MAXIMUM SESSIONS 1-65535 YCTaHOBUTb OrpaHUYeHne

registered maximum- BbI3OBOB ANA

sessions He3aperncTpmMpoBaHHbIX
nonb3osaTenen —
MaKCMManbHOE YNCNo
ceccum

set restrictions non- YCTaHOBUTb OrpaHUYeHne

registered no- BbI30BOB A4

restriction He3aperncTpUpPOBaHHbIX
nonb3osaTenei — 6e3
orpaHuyeHus

set restrictions YCTaHOBUTb OrpaHUYeHne

registered deny-all BbI30BOB A/1A
3aperncTpupoBaHHbIX
nonb3osaTeneit — BCE
3anpeueHo

set restrictions MAXIMUM SESSIONS 1-65535 YCTaHOBUTb OrpaHuyeHne

BbI3OBOB A5
3aPerucTpMpoOBaHHbIX
nosb3oBaTtenen —
MaKCMMaNbHOe YNC/I0
ceccuim
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set restrictions
registered no-
restriction

YCTaHOBUTb OrpaHuYeHne
BbI30BOB A/1A
3aperncTpUpoBaHHbIX
nosb3oBaTenen — 6es
orpaHuyeHunn

set rtcp timeout TIMEOUT 10-300/0ff YCTaHOBUTb TalimayT
o¥Xnaanua RTCP ot
BCTPEYHOI CTOPOHBI.
off — oTknounTL
oXuaaHue RTCP

set rtp-loss timeout TIMEOUT 10-300/0ff YCTaHOBUTb TalimayT
oXunaanua RTP ot
BCTPEYHOI CTOPOHBI.
off — oTknounTL
oXXuaaHue RTP

set rtp-loss TIMEOUT MULTIPLIER 1-30 YCTaHOBUTb MHOXUTE/b

multiplier on hold oxkugaHua RTP B pexkume
on hold

set rtp-loss TIMEOUT MULTIPLIER 1-30 YCTaHOBUTb MHOXUTENb

multiplier silence- oXunaaHus RTP B pexume

suppression noAas/IeHNA TULMHDI

set rule set id RULE SET ID 1-65535 HasHauuTs rule set

set rule set none Ypanute rule set

set sdp asymmetrical ON_OFF on/off BKOUYMTB/BbIKNIOYNTL

payload-type onumio «PaspewnTb
aCMMMETPUYHbIE
OWHamumyeckue payload
type»

set sdp ON_OFF on/off BKOUYMTB/BbIKNIOYNTL

rfc3108 normalization

onumto «Hopmanusauus fax
sdp no rfc 3108»

set session-expires

SESSION EXPIRES OR OFF

90-64800/0ff

3anpalwunsaemblii nepuos,
KOHTPO/IA ceccum no
RFC4028, ceKkyHAbl.

off — oTKAloYaeT KOHTPONIb
ceccuu

set sip domain

SIP DOMAIN

Crpoka OJaMHOM HO 63
CMMBOJIOB

3apaTtb SIP-gomen, ¢
KOTOpbIM byaeT
npousseAeHa perncrpaumsa

set sip header format

SIP HEADER FORMAT

full/compact

YcTaHoBUTb dopmat
3aronoskos SIP:

full — nonHbIN dopmar;
compact — COKpaLLEHHbIN
dopmar

set sip transport

SIP_TRANSPORT ID

1-65535

HasHauuTb SIP transport

set STUN ip

SIP STUN IP

AAA.BBB.CCC.DDD

HasHaunTb IP-agpec STUN-
cepsepa

set STUN period

SIP_STUN PERIOD

1-1800 wmmm O

HasHauntb nHTepBan
mexagy 3anpocamu STUN

set STUN port SIP _STUN PORT 1-65535 HazHauutb nopt STUN-
cepsepa

set STUN use ON_ OFF on/off BKNHOUNUTL/BbIKAOUNTD
onumio «Mcnonb3osaTb
STUN»

set transit domain in | ON_OFF on/off BKOUYMTB/BbIKNIOYNTL

Refer-To onuuto «lMNepepasatb
AOMeH B 3aronosKe Refer-
To»

set transit unknown ON_OFF on/off BKOUYMTB/BbIKNIOYNTL

in NOTIFY

onuuto «Mepesasatb
napametpbl
HeM3BecTHOro auasnora 8
NOTIFY»
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set transit unknown ON OFF on/off
in Replaces

BKAOUNTL/BBIKNIOYUTD
onuuto «lMNepepasatb
napameTpbl
Hen3BecTHOro Auanora B
3aronoBke Replaces»

remote address

set transport SIP TRANSPORT UDP-only/ Ha3HaunTb TpaHCMOPTHbIM
protocol UDP-prefer/ NPOTOKON:
TCP-prefer/ UDP-only — Tonbko UDP;
TCP-only UDP-prefer — UDP/TCP ¢
npuoputetom UDP;
TCP-prefer — UDP/TCP ¢
npuoputetom TCP;
TCP-only — Tonbko TCP
set verify media ON_OFF on/off BK/IOYMTb ONLMIO

KOHTponsA IP n nopta
MCTOYHMKa RTP

show info

MoKa3aTb HAaCTPOWKM

show radius profile
list

MoKasaTb cNMCOK
HacTpoeHHbix RADIUS-
npodunen

show rule set list

MokasaTb CNMCoK
HacTpoeHHbIX rule set

show sip transport
list

MoKasaTb CNMCoK
LOCTYnHbIX SIP-
TpaHCNopToB

4.2.7.23 Pexcum KoHgpu2ypuposaHusa npomokoaa SNMP

[na nepexofa B AaHHbIA PeXMM HeobXoAMMO B OOLLEM pPeMme KOHOUIYPUPOBAHUA WU B peXRnme

KOHd)MI'ypVIpOBaHVIFI CeTu BbINOJIHUTb KOMaHA4Yy snmp.

SBC-[CONFIG]> snmp
Entering SNMP mode.
SBC-[CONFIG]-[NETWORK]-SNMP>

SBC-[CONFIG]-NETWORK> snmp
Entering SNMP mode.
SBC-[CONFIG]-[NETWORK]-SNMP> exit

Komanga MNapameTp 3HayeHune Oencrene
? MoKasaTb nepeveHb AOCTYMHbIX KOMaHA,
add <TYPE> trapsink/ [obasutb npasuio nepegaum SNMP-Tpanos:
trap2sink/
informsink TYPE — tin SNMP-coobuieHus
<IP> IP-ampec B QopmaTe | |IP — IP-agpec NpUeMHUKa Tpanos
AAA.BBB.CCC.DDD
<COMM> crpoka mo 31 COMM — naponb, coaep:aluiica B Tpanax
CUMBOJIA
<PORT> 1-65535 PORT — UDP-nopT npvemHumKa Tpanos
config BosspaTt B meHto Configuration
create user <LOGIN> crpoka mo 31 Co3zaTb NoAb30BaTeNA (HA3HAYMTb IOTUH M Napo/b
CHUMBOJIa AnAa poctyna)
<PASSWD> napojys or 8 mo 31
CUMBOJIA
exit BbIxoA, U3 L@aHHOMO NOAMEHI0 KOHOUIYPUPOBAHUA Ha
YpOBEHb BblIlLe
history MpocMmoTp UCTOPUM BBEAEHHDBIX KOMAHA,
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modify <IDX> 0-15 N3meHUTb Nnpasuno nepegayun SNMP-Tpanos
community (naponb, cogepkalmiica B Tpanax)
<COMM> crpoka mo 31
CrMBOJIa
modify ip <IDX> 0-15 N3meHUTb Nnpasuno nepegayun SNMP-Tpanos
(appec npremHuKa Tpanos)
<IP> IP-anmpec B dopmMaTe
AAA.BBB.CCC.DDD
modify port <IDX> 0-15 N3meHUTb Nnpasuno nepegayun SNMP-Tpanos
(nopT NnpuemHuKa Tpanos)
<PORT> 1-65535
modify type <IDX> 0-15 M3meHWTb NpaBuao nepesayv SNMP-Tpanos
(Tvn SNMP-coobLeHus)
<TYPE> trapsink/
trap2sink/
informsink
quit 3aBepLlumnTb AaHHyto ceccuio CLI
remove <IDX> 0-15 Yaanutb npasuno nepeaayn SNMP-tpanos
restart snmpd Yes/no Mepesanyctute SNMP-kaneHTa
ro <RO> CTpPOKa IJIMHOM IO YCTaHOBWTb NapOJib Ha YTEHWE NAaPaMeTPOB
63 CHUMBOJIOB
rw <RW> CTpOKa MJIMHOM IO YCTaHOBWUTb NApOJib Ha YTEHWE M 3aNNCb NAaPaMeTPOB
63 CHUMBOJIOB
show MokasaTtb KoHburypauuio SNMP
syscontact <SYSCONTACT> CTpOKa IOJIMHOM IO YKa3aTb KOHTAKTHYO UHbOpMaL Mo
63 CHUMBOJIOB
syslocation <SYSLOC> CTpPOKa IJIMHOM IO YKa3aTb MeCcTO pacnosioXKeHus ycTpoicTea
63 CHUMBOJIOB
sysname <SYSNAME> CTpOKa IOJMHOM HO YKa3aTb umA yCcTpoicTBa

63 CHUMBOJIOB
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4.2.7.24 Pexcum KoHgu2ypuposaHusa napamempos switch

Ona nepexofa B AaHHbIA peskum® HEobXoAMMO B pexMme KOHPUIYpUpOoBaHWA BbINOJHUTb KOMaHAy

switch.

SBC-[CONFIG]> switch
Entering switch control mode.
SBC-[CONFIG]-[SWITCH]>

Komanga MNapameTp 3HayeHune Oeincreue
? [MokasaTb nepeyeHb JOCTYNHbIX KOMaHA,
802.1qg Mepexon, B pexxum koHobUrypauum 802.1q
apply mirroring no/yes MMpUMEHUTb HAaCTPOMKM 3epKaNUPOBaAHUA
settings
apply port no/yes MpYMeHNTb HAaCTPOMKN NOPTOB
settings
confirm MoAaTBepAnTbL HAaCTPOMKK 3epKanupoBaHua. Ecau s
mirroring TeYeHne O4HON MUHYTbI HACTPOMKHK He
settings NOATBEPXKAEHbI, TO OHM BEPHYTCA K Npeablaywmm
3HaYeHnAM
confirm port MoaTBepAUTb HAaCTPOMKKM NOPTOB. Ecn B TedeHne
settings OZLHOW MWHYTbI HACTPOMKWN He NOATBEPKAEHbI, TO
OHW BEPHYTCA K NpepblayLnm 3HaYeHUAM
exit BbIxog, U3 JaHHOrO NOAMEHI0 KOHGUTYPUPOBAHMA Ha
YPOBEHb Bbllle
history MpocmoTp UCTopun BBEAEHHbIX KOMaHJ,
LACP? Mepexopn B peXxum KOHPUrypMpoBaHMA NapameTpoB
LACP
QoS control Mepexon B peXxnm KOHOUIypMpoBaHUA NapameTpoB
QoS
quit 3aBepLmnTb AaHHyto ceccuto CLI
save mirroring CoxpaHuWUTb HaCTPOIKK 3epKannpoBaHusa bes
npuMeHeHuna
save vlan CoxpaHuTb HacTporku VLAN 6e3 npumeHeHUs
set mirroring <PORT> GE_PORTO (0) / HacTpouTb 3epKannpoBaHue NOpToB:
GE_PORT1 (1) /
GE_PORT2 (2) / PORT — t1n nopra
CPU (4) /
SFPO0 (6) / NAME — Ha3HayeHwue nopra:
SFP1(7) .
— Src_in — nopT UCTOYHUKA BXOALLMX NAaKETOB
<NAME> src in/ — KonupoBaTb Gpeirmbl, NPUHATbIE C AAaHHOTO
src out/ nopTa (MoPT-UCTOYHUK);
dst_in/
dst_out — Src_out — nNopTbl UCTOYHUKA UCXOAALLMX
nakeToB — KONUpPOBaTb Gperimbl,
nepefaHHble AaHHbIM NOPTOM (NopT-
WUCTOYHWK);
<ACT> on/off
— dst_in — nopT Ha3HayeHnA ANA BXOAALMX
NakeToB — MOPT-MPUEMHUK ONA
CKOMMPOBAHHbIX Gppeirtmos, NPUHATBIX
BbI6PaHHBLIMM MOPTAMU-UCTOYHUKAMMU;
— dst_out — nopT HazHaYeHMA ANA UCXOAALLNX
NaKeToB — MOPT-MPUEMHUK ANA
CKONMMPOBAHHbIX ppeinmoB, nepesaHHbIX
BbI6GPAHHBIMM NMOPTAMU-UCTOYHUKAMM
set port backup | <ON_ OFF> on/off BktounTh pesepsupoBaHue Dual Homing

! Tonbko ana SBC-1000.
2 B paHHoI1 Bepcum MO He noaaepskmBaeTca.
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<B_MASTER> GEiPORTO /GEiPORTl/ B_MASTER — ocHoBHoOl nopT
GE_PORT2/SFP0/SFP1
B SLAVE GE_PORTO/GE_PORT1/ | B_SLAVE — pe3epBHbIii nopT
GE_PORT2/SFPO/SFPL
PREEMPTION — BK/1104MTb/BbIKNHOYNTL BO3BPAT Ha
OCHOBHOW NOPT NPW ero BOCCTaHOBEHUU
set port <PORT> GE_PORTO0 (0) / HasHauutb VLAN ID Ha AaHHbIN nopT
default vlan id GE PORT1 (1) /
GE_PORT2 (2)/
CPU (4) /
SFPO (6) /
SEFP1(7)
<VLANID> 0-4095
set port egress <PORT> GE_PORTO0 (0) / HacTpouTb pexkum oTNpaBKM NaKeToB Ha JaHHOM
GE_PORT1 (1) / nopTy
GE PORT2 (2)/
CPU (4) /
SFPO (6) /
SEFP1(7)
<EGRESS> unmodified/ EGRESS— pexxmm oTnpaBKuM NaKkeToB:
untagged/
tagged/ — unmodified — nakeTbl NepeaatoTca AaHHbIM
double-tag nopTtom 6e3 usmeHeHu (T. e. B TOM Ke Buae, B
KaKOM NOCTYNUAWN Ha ApYroi nopt
KOMMyTaTopa);
— untagged — nakeTbl NepesaoTcsa SaHHbIM
nopTtom Bceraa 6es tera VLAN;
— tagged — nakeTbl NepeaatoTca AaHHbIM
noptom Bcerga ¢ terom VLAN;
— Double tag — nakeTbl NepesaoTca faHHbIM
noptom ¢ gsymsa teramm VLAN — ecamn
NPUHATbLIN NaKeT bl TETMPOBAHHBIM U C
oaHum Terom VLAN — ecnu npuHATbIN NakeT
6blN He TerMPOBaHHbIM.
set port ieee <PORT> GE_PORTO (0) / YCTaHOBUTb PEXKMUM KOHTPOIA NONYYEHHbIX
mode GE_PORT1 (1) / TernpoBaHHbIX NAaKeTOB A/1A JaHHOTO NopTa
GE PORT2 (2)/
CPU(4) /
SFPO (6) /
SEP1(7)
<IEEE> fallback/ IEEE-peXM1M KOHTPONA NaKeToB:
check/
secure — Fallback — ecnv yepes NOPT NPUHAT NaKeT C
Terom VLAN, 4na KOTOPOro ecTb 3anncu B
TabavLe MapLIpyTU3aLUMn, yKasaHHble B
3anucy aToi Tabaunubl, MHaYe gna Hero
NPUMEHAIOTCA NPaBMIa MapLIpyTU3aLnK,
YKa3aHHble B «egress» n «output»;
— Check — ecnu yepes nopt NpuHAT naket c VID,
AR KOTOPOro ecTb 3anuch B Tabaunue
mapuwpyTtusaumum «802.1g», To OH Nonagaet
noa npasuaa MapLupyTM3auum, yKasaHHble B
[AHHOM 3anucK 3ToM Tabaunubl, Aaxke eciu aToT
NnopT He ABNAETCA YNEHOM Ipynnbl ANA
paHHoro VID. MNpasuaa mappytmsauum,
yKa3aHHble B «egress» n «output» ans
[aHHOT0 NopTa, He MPUMEHAIOTCA;
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— Secure — ecnv Yepes nopTt NpuHAT nakert c VID,
AN KOTOPOro ecTb 3anuch B Tabamue
mapuwpyTtusaumum «802.1g», TO OH Nnonagaet
noA npasuaa MapLUpyTM3aLun, yKasaHHble B
[AHHOM 3anucK 3Toi Tabaunubl, MHaye
oTbpacbiBaetca. MpaBuaa mapLupyTMsaLmm,
yKa3aHHble B «egress» n «output», ana
[AAHHOT0 NOpTa He NPUMEHAIOTCA

set port
LACP_trunk!

<PORT>

<LACP>

CPU/
GE_PORTO/
GE_PORT1/
GE_PORT2/
SFP0O/
SFP1

0-4

HasHauntb TpaHk LACP anAa ykaszaHHOro nopta

set port MAC
GE_PORTO

<MACADDR>

MAC-ampec B
dbopmaTe
XX XX XX : XX : XX : XX

3apatb MAC-agpec ana nopta

set port output

<PORT>

<P _DEST>

<ENABLE>

GE_PORTO/
GE_PORT1/
GE_PORT2/
CpPU/
SFPO/
SFP1

GE_PORTO/
GE_PORT1/
GE_PORT2/
CPU/
SFPO/
SFP1

on/off

YcTaHOBKa A0MYCTUMBbIX NOPTOB OTNPABKM MaKeToB:
PORT — HacTtpaunBaemblit nopt

P_DEST — ponyctMmble NOpTbl OTNPaBKU

set port speed

<SPEED>

<PORT>

1000M

100M (full-duplex/
half-duplex)

10M (full-duplex/
half-duplex)

auto

GE_PORTO0/GE_PORT1/
GE PORT2

YCTaHOBUTL pexxnm paboTbl NnopTa

set port vlan
enabling

<PORT>

<ENABLE>

CPU/
GE_PORTO/
GE_PORT1/
GE_PORT2/
SFPO/
SFP1
on/off

BkAtounTtb/oTKNOUMTL VLAN Ha gaHHOM nopTy

set port vlan
override

<PORT>

<OVER>

CPU/
GE_PORTO/
GE_PORT1/
GE_PORT2/
SFP0O/
SFP1

on/off

YcTaHoBUTb pexum nepeonpeaeneHna VLAN ID gna
[AHHOTO NopTa Ha CTaHAAPTHbIN

show mirror
settings

MoKa3aTb MapameTpbl 3epKaMPOBaHNA NOPTOB

show port
settings

MoKasaTb MapameTpbl HACTPOMKK NOPTOB

1 B paHHoI1 Bepcum MO He noaaepskmsaeTca.
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4.2.7.24.1

Pexxum KoHpurypuposaHus napametpos 802.1q

[na nepexosa B AaHHbIV PeXKMM HEOBXOAMMO B perKMME KOHOUTYPUPOBaHMA switch BbINOJHUTL KOMaHAY

802.1q.

SBC-[CONFIG]-[

SWITCH]> 802.1q

Entering 802.1q_control mode.

SBC-[CONFIG]-[SWITCH]-[802.1q]>

<GE_PORT1>

not member

unmodified/
untagged/
tagged/

not member

Komanga MapameTp 3HayeHune Oeincreue
? MoKa3aTb NepeyeHb AOCTYNHbIX KOMaHJ,
add VTIU element <VID> 0-4095 [06aBuTb HOBbI anemeHT B VTU Tabanuy:
VID — naeHTtndmkatop VLAN
<PRIO> 0-7 PRIO — npuopuTtet 802.1p, HazHaYaeMbli NakeTam
B gaHHoi VLAN, ecnv napameTp OVER aktuseH(on)
<OVER> on/off OVER — nepenucatb npuopwutet 802.1p ans
naHHon VLAN (aa/Her)
unmodified/ PORT — peicTBuA, BbINOSHAEMbIE AAHHBIM NOPTOM
<GE_PORT0> untagged/ npu nepefaye NakeTa, MMeIOLLEro yKasaHHbIi VID:
tagged/

— Unmodified — nakeTbl nepeaatoTca AaHHbIM
noptom 6e3 M3MeHeHui;

— Untagged — nakeTbl nepeaatoTca gaHHbIM
nopTom Bceraa 6es tera VLAN;

unmodified/ — Tagged — nakeTbl NepeaatoTca JaHHbIM
<GE_PORT2> untagged/ nopTom Bceraa c terom VLAN;
tagged/
not member — Not member — nakeTbl ¢ yka3aHHbIm VID He
nepealoTcs AaHHbIM NOPTOM, T. €. MOPT He
<CPUS Ei?g;;iéjd/ ABNAETCA YNEHOM 3TOM rpynnbl VLAN
tagged/
not member
unmodified/
<SFPO> untagged/
tagged/
not member
unmodified/
<SFP1> untagged/
tagged/
not member
apply <YES NO> yes/no MpumeHnTb HacTpoiku VTU
confirm MoateepanTb HacTpoiku VTU. Ecn B TeueHne
OAHOM MUHYTbI HACTPOWKM He NOATBEPKAEHDI, TO
OHW BEPHYTCA K NPeAblAYLLMM 3HAYEHNAM
exit Mepexon U3 4aHHOrO NOAMEHIO KOHOUTYPUPOBAHUA
Ha YpOBEeHb Bbllle
QoS control Mepexop, B pexxum KoHoUrypauumn QoS
quit 3aBepLlmnTb AaHHyto ceccuto CLI
remove VTU <NUMBER> 0-4095 Yaanute faHHbIN anemeHT VTU Tabanubl
element
save CoxpaHuTb HacTpolikn VTU 6e3 npumeHeHus
set VTU override <NUMBER> 0-4095 MNepenucatb/He nepenucbiBath NpuoputeT 802.1p
Aana paHHoi VLAN (ga/Her)
<OVER> on/off

lMoepaHuYyHble KoHMponneps! cecculi SBC

183




HELTEX

not member

set VTU priority <NUMBER> 0-4095 YcTtaHoBuTb NpuoputeT 802.1p, HasHavaembli
naketam B gaHHon VLAN, ecnm napametp «set VTU
<PRIO> 0-7 override» aKkTeeH
set VTU <NUMBER> 0-4095 HasHaunTb AENCTBUSA, BbINONHAEMbIE AaHHbIM
settings_CPU NopTOM NP Nepeaaye nakera, UMeloLLLEero
<CPU> unmodified/ yKasaHHbIii VID
untagged/
tagged/ — Unmodified — nakeTbl nepeaatoTca AaHHbIM
not member o
- nopTom 6e3 nsmeHeHui;
— Untagged — nakeTbl nepeatoTca AaHHbIM
nopTom Bceraa 6es tera VLAN;
— Tagged — nakeTbl NepepaoTca AaHHbIM
noptom Bcerga c terom VLAN;
— Not member — nakeTbl ¢ yKa3aHHbIM VID He
nepenarTca AaHHbIM NOPTOM, T. €. MOPT He
ABNAETCA YneHom stol rpynnbl VLAN
settings GE PORTO | <NUMBER> 0-4095 HasHaunTb AencTens, BbINOAHAEMblE AaHHbIM
NopTOM Npu Nepegaye naketa, UMeloLLero
<CPU> unmodified/ yKasaHHbIiA VID:
untagged/
tagged/ — Unmodified — nakeTbl nepeaatoTcsa gaHHbIM
not member o
- nopTom 6e3 nsmeHeHui;
— Untagged — nakeTbl NnepenaoTca AaHHbIM
noptom Bcerga 6e3 tera VLAN;
— Tagged — nakeTbl nepeaatoTca AaHHbIM
nopTtom Bceraa c terom VLAN;
— Not member — nakeTbl C yKazaHHbIm VID He
nepegaloTcA AAaHHbIM NOPTOM, T. €. MOPT He
ABNAETCA YneHom 3Ton rpynnbl VLAN
settings GE PORT1 | <NUMBER> 0-4095 .
- - Ha3HaunTb aencrema, BbINOHAEMbIE AHHbBIM
<CPU> unmodified/ NopTOM MpU Nepesade NakeTa, UMeLLero
untagged/ yKasaHHblIi VID:
tagged/ U dified
not member nmodifie naketbl Tepep,arOTcn OaHHbIM
- nopTom 6e3 n3smeHeHui;
— Untagged — nakeTbl nepefatoTca AaHHbIM
nopTom Bceraa 6es tera VLAN;
— Tagged — nakeTbl nepefatoTca AaHHbIM
nopTtom Bceraa c Terom VLAN;
— Not member — nakeTbl c yKazaHHbIm VID He
nepegaroTcA AAaHHbIM NOPTOM, T. €. MOPT He
ABNAETCA YneHom 3Toi rpynnbl VLAN
settings GE PORT2 | <NUMBER> 0-4095 .
- - Ha3HaunTb aencrema, BbINOJHAEMbIE AHHbBIM
<CPU> unmodified/ NopTOM MpU Nepesade NakeTa, UMeLLero
untagged/ yKasaHHblIl VID:
tagged/

— Unmodified — nakeTbl nepeaatoTca AaHHbIM
noptom 6e3 M3MeHeHui;

— Untagged — nakeTbl nepenatoTca AaHHbIM
noptom Bcerga 6e3 tera VLAN;

— Tagged — nakeTbl nepeaatoTca AaHHbIM
nopTtom Bceraa c Terom VLAN;
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— Not member — nakeTbl ¢ yKa3aHHbIM VID He
nepegatrTcA AaHHbIM MOPTOM, T. €. MOPT He
ABNAETCA YneHom 3ton rpynnbl VLAN

settings SFPO <NUMBER> 0-4095 Ha3HaunTb AeiCcTBMSA, BbINOSHAEMbIE AaHHbIM
NopToM Mpw nepeaye nakerta, UMeLLEro
<CPU> unmodified/ yKasaHHbIi VID:
untagged/
tagged/ — Unmodified — nakeTtbl nepefatoTcs AaHHbIM
not member noptom 6e3 usmeHeHwui;

— Untagged — nakeTbl nepeaatoTca AaHHbIM
noptom Bcerga 6e3 tera VLAN;

— Tagged — nakeTbl NepepaoTca AaHHbIM
noptom Bcerga c terom VLAN;

— Not member — nakeTbl c yKazaHHbIm VID He
nepenarTca AaHHbIM NOPTOM, T. €. MOPT He
ABNAETCA YneHom 3Ton rpynnbl VLAN

settings SFP1 <NUMBER> 0-4095 HasHaunTb AencTens, BbINOAHAEMblE AaHHbIM
NopTOM Mpu Nepeaaye naketa, UMEIOLLETO
<CPU> unmodified/ yKa3aHHbIM VID:
untagged/
tagged/ — Unmodified — nakeTbl nepepatotcs AaHHbIM
not member noptom 6e3 usmeHeHui;

— Untagged — nakeTbl nepeaatoTca gaHHbIM
nopTom Bceraa 6es tera VLAN;

— Tagged — nakeTbl NepepaoTca AaHHbIM
noptom scerga c terom VLAN;

— Not member — nakeTbl C yKazaHHbIm VID He
nepegaroTcA AAaHHbIM NOPTOM, T. €. MOPT He
ABNAETCA YneHom 3ton rpynnbl VLAN

show list MokasaTb cnucoK anemeHToBs B VTU Tabanue
show one <NUMBER> 0-4095 Mokasatb nHbopmaumio o gaHHOM anemeHTe VTU
Tabamubl
show table Mokasatb VTU Tabanuy
4.2.7.24.2 Pexxum KoHdUrypmposaHua napameTtpos QoS

Ona nepexosa B AaHHbIA PEXMM HEobXoaMmo B pexxume KoHurypmposaHusa switch nnm 802.1q
BbINO/NIHUTL KOMaHAY QoS control.

SBC-[CONFIG]-[SWITCH]> QoS_control
Entering QoS_control mode.
SBC-[CONFIG]-[SWITCH]-[QoS]>

KomaHga MapameTp 3Ha4yeHune Hetictene
? MoKasaTb nepeyeHb AOCTYMHbIX KOMaHJ,
802.1qg BepHyTbCs B peXXUM KOHPUTypUpoBaHua
napametpos 802.1q
apply <YES NO> yes/no MpumeHnTb HacTpolikn QoS
confirm MoaTBepAnTb HacTpolikn QOS. Ecnu B TeueHme

OHOW MUHYTbI HACTPOMKM He NOATBEPHKAEHDI,
TO OHM BEPHYTCA K NPeAblAyLLMM 3HAYEHUAM.

exit Mepexoa 13 AAHHOTO NOAMEHIO
KOHOUTYPMPOBAHMA Ha YPOBEHb Bbllle

quit 3aBepLmnTb AaHHyto ceccuto CLI

save CoxpaHWTb HAacTpoiKkK QoS 6e3 npumeHeHUs

set PacnpegennTb nakeTbl Mo oyepesam B

802.1p prio mapping 3aBMCMMOCTU OT npuopwuTeTa 802.1p:

lMoepaHuYyHble KoHMponneps! cecculi SBC 185



HELTEX

<PRIO> 0-7 PRIO — Homep npuoputeTa 802.1p;
<QUEUE> 0-3 QUEUE — Homep ouepeam
set <PORT> GE_PORTO (0) / HasHauntb npuoputeT 802.1p HETErMPOBAHHbLIM
default VLAN priority GE_PORT1 (1) / nakeTam, MPUHATbIM AaHHbIM MOPTOM. Ecin
GE_PORT2 (2) / naKeT yxe umeet npuoputet 802.1p anbo IP
CPU(4)/ diffserv npuopuTeT, To faHHbIM NapameTp He
SFPO (6)/ ncnonb3syetcs (default vlan priority He 6yaeT
SEPL(T7) NPUMEHATLCA K NaKeTaM, COAEPHKALLUM
<DEFPRIO> 0-7 3aro/0BoK IP, B c/iyyae MCMo/Ib30BaHWUA O4HOTO
13 pexkumoB QoS: DSCP only, DSCP preferred,
802.1p preferred, a TakKe K yKe TerMpoBaHHbIM
naketam)
set PacnpefennTb NakeTbl NO oYepesam B
diffserv prio mapping 3aBMCMMOCTM OT npuopuTerta IP diffserv:
<NUMBER> *1 NUMBER — Homep npuopuTeTa IP diffserv;
<QUEUE> 0-3 QUEUE — Homep ouepeam
set egress limit <PORT> GE_PORTO (0) / BKNHOUMUTB/BbIKIOYMUTD OFpaHNUYEeHMA NoAOCHI
GE_PORT1 (1) / NPONYCKaHWA ANA CXOAALLEro C AaHHOTO NopTa
GE_PORT2 (2) / TpadmKa
CPU (4) /
SFPO (6) /
SEFP1(7)
<EGRLIM> on/off
set egress rate limit | <PORT> GE_PORTO (0) / YCTaHOBUTL OrpaHMYeHMe NONOChl NPOMYCKaHUA
GE_PORT1 (1) / (KBUT/C) ANA MCXOAALLETO C AAHHOTO NOpTa
GE_PORT2 (2) / TpadmKa
CPU (4) /
SFPO (6) /
SEP1(7)
<EGRRATE>
0-250000
set <PORT> GE PORTO (0) /
ingress limit mode GE PORTL (1) / YCTaHOBUTL PEXMM OrpaHl/NeHMﬂ TpaduKa,
GE PORT2 (2)/ NOCTyNatoLLero Ha AaHHbIA NopT
CPU (4) /
SFPO (6) /
SFP1(7) INGRMODE — pexum orpaHuyeHus:
<INGRMODE> off/ —  Off — HeT orpaHuyeHus;
all/
mult flood broad/ — all — orpaHnuymBaeTcs Becb Tpaduk;
mult broad/ — mult_flood_broad — orpaHuunsaetcs
broad MHoroazpecHbli (multicast),
LUMpoKoBelaTenbHbii (broadcast) n
NaBUHHbIN ogHoaapecHbIl (flooded
unicast) Tpaduk;
— mult_broad — orpaHuunsaetca
MHOrOaApPEeCHbIN 1 LUMPOKOBELLATE IbHbIN
Tpaduk;
— broad — orpaHuunBaeTca To/bKO
LMpPOKOBeELLLaTeIbHbIN TpaduK
set ingress rate <PORT> GE_PORTO (0) / YCTaHOBWTb OrpaHUYeHMe NOA0ChI MPONYCKaHUA
prio 0/1/2/3 GE_PORT1 (1) / (k6uT/c) TpaduKa, NOCTYNAIOLLErO Ha AAHHbIN
GE_PORT2 (2) / NopT ANA HyNeBOii/nepBoii/BTOPOIt/TpeTbeit
CPU(4)/ ouepeam
SFPO (6) /
SEP1 (7)
<INGPRIO> 0-250000
set QoS_mode <PORT> GE_PORTO (0) / YCTaHOBUTb PEXUM MCMoNb30BaHUA QOS
GE_PORT1 (1) /
GE PORT2 (2)/
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CPU (4) / .

SFPO (6) / QOSMODE — pexum ncnonb3oBaHua:

SFPL(7) — DSCP only — pacnpegensTb NakeTbl No
<QOSMODE> DSCP_only/ ouyepeaam Toll;b(;(ff)fHa O.CHOBaHVIVI

802.1p only/ npuopuTeTa iffserv;

DSCP_preferred/ — 802.1p only — pacnpenenaTb nakeTbl N0

802.1p preferred ouyepeaAM TO/IbKO HAa OCHOBAHMUM

npuoputeta 802.1p;

— DSCP preferred — pacnpenenaTb NakeTbl
no oYepeasam Ha OCHOBaHUK
npuopwutetos IP diffserv n 802.1p, npu
3TOM NPU HANNYMK 06OUX NMPUOPUTETOB B
nakeTe, pacnpegeneHve no oyepesam
OCyLecTBAAeTCA Ha OCHOoBaHuM IP
diffserv;

— 802.1p preferred — pacnpegpenatb
nakeTbl N0 o4YepesAm Ha OCHOBAHUMU
npuopwutetos IP diffserv n 802.1p, npu
3TOM NPU HANNYMU 06OUX NPUOPUTETOB B
nakeTe, pacnpegeneHve no oyepesam
ocyuwiecTsanseTca Ha ocHoBaHuu 802.1p

set <PORT> GE_PORTO (0) / MepeHa3HaunTb Npuoputetbl 802.1p AnA
remapping priority GE_PORT1(1)/ TEerMpoBaHHbIX NaKeToB:
GE_PORT2 (2) /
CPU(4)/ PORT — HacTpauBaemblii NoprT;
SFPO (6) /
SFPL(7) NUM — Tekyliee 3HaYeHne npuopuTeTa;
<NUM> 0-7
REMAP — HoBoOe 3HauyeHue
<REMAP> 0-7
show QOS <PORT> GE_PORTO (0) / MokasaTb napameTpbl KoHbUrypauum QoS ana
GE_PORT1 (1) / AaHHOrO nopTa
GE_PORT2 (2)/
CPU (4) /SFPO (6) /
SEP1(7)

show QOS diffserv

MoKasaTb NapamMeTpbl pacnpesneseHnsa NakeTos
no oyepeasam B 3aBUCUMOCTU OT npuopuTera IP
diffserv

show QOS priomap

MoKasaTb NapameTpbl pacnpeaeneHns NakeTos
o oYyepeasam B 3aBUCMMOCTM OT MpUopuTeTa
802.1p
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4.2.7.25 Pexcum KoHgpu2ypuposaHusa napamempos syslog

[na nepexofa B AaHHbIA peXumM HeobXxoAWMO B pexKMme KOHOUIypupoBaHWA BbINOMHUTL KOMaHAY
syslog.

SBC-[CONFIG]> syslog
Entering syslog mode.
SBC-[CONFIG]-SYSLOG>

Komanga MNapameTp 3HayeHune Oencrene
? Moka3aTb nepeyeHb AOCTYMHbIX KOMaHA,
authlog set IP IP-ampec B QopmaTe | YcTaHOBMTb agpec cepBepa 4/ OTMPaBKM
AAA.BBB.CCC.DDD coobleHuii syslog, a Takke pexxnum paboTbi
PORT 1-65535 on/off — BKNIOYUTL/BbIKIOYNUTL BeJeHME NIOTOB;
ONOFF off/on
local/remote — ecnu BbicTaBneHo B remote, TO
OTNPaBAATb IOTM Ha cepsep syslog
LOCREM local/remote
authlog show lMokasaTb TekyLMe NnapameTpbl BeAeHUA I0roB
config BosspaT B meHto Configuration
dispatcher DISPATCHER 0-99 BKAtouNTb BeJeHue TpaccupoBoK Dispatcher'a
exit Mepexon U3 4aHHOrO NOAMEHIO0 KOHOUTYPUPOBAHUA
Ha YpOBeHb Bbllle
manager MANAGER 0-99 Bk/ounTh BegeHue TpaccupoBok Manager'a
quit 3aBepLlmnTb AaHHyto ceccuto CLI
show MokasaTb MHPOPMaL MO 0 KOHUrypauum Syslog
start BKNOYNTB OTNPABKY AaHHbIX Ha syslog-cepsep
stop BbIKNOYNTL OTNPABKY AaHHbIX Ha Syslog-cepsep
userlog <IPADDR> IP-ampec B QopmaTe | BKAOYMTb BbIBOA UCTOPUMN BBEAEHHbIX KOMaHZ,
AAA.BBB.CCC.DDD IPADDR — IP-aapec syslog-cepsepa
<PORT> 1-65535 PORT — noprt Syslog-cepeepa
<MODE> off/standart/full MODE — ypoBeHb geTannsaunm }KypHana
BBEEHHbIX KOMaHJ;:
off — He dopmMpoBaTb }KypHan BBEAEHHbIX
KOMaHA;
standart — B coobuieHuAxX nepeaeTca Ha3BaHe
WN3MEHEHHOTO NapameTpa;
full — B coobuieHmnAx nepegaeTca Ha3BaHue
M3MEeHEHHOro NapameTpa M 3Ha4YeHWA napameTpa
[0 ¥ nocne usSMeHeHua
worker WORKER 0-99 BktounTh BegeHue Tpaccuposok Worker'a
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4.2.7.26 Pexcum KoHgpu2ypupoeaHusa SBC Trunk

Ona nepexofa B AaHHbIA PEXUM HEOBXOAMMO B perKMMe KOHOUIYypUpPOBaHWUA BbINOJHUTL KOMaHAy

trunk.

SBC1000-[CONFIG]> trunk
Entering SBC trunk mode.
SBC1000-[CONFIG]-TRUNK>

KomaHga MNapameTp 3Ha4yeHue Oeincreue

? MokasaTb nepeyeHb AOCTYMHbIX KOMaHA,
add trunk [Oo6asutb HoBbIN SBC Trunk:

SBC_TRUNK_NAME Crpoxa IJMHOM WUma TpaHKa

oo 63 CUMBOJIOB
LOAD BALANCE MODE active-active/ Pexum 6anaHcpoBKM
B B active-backup

LOAD BALANCE TIMEOUT 5-65535 TanmayT 6anaHcMpoBKy, cex

exit Mepexoa U3 JaHHOTO NOAMEH!O
KOHOUTYPUPOBaHUA Ha YPOBEHb Bbllle

quit 3aBeplmnTb AaHHyto ceccuto CLI
remove by id SBC_TRUNK_ID 1-65535 YpanuTb destination Ha 3agaHHo
destination SBCisIPiDESTINATIONiPOS 1-10 no3nummn N3 TpaHka no ID
remove by id SBC_TRUNK_ID 1-65535 Ypanute SBC trunk no ero 1D
trunk
remove SBC_TRUNK_ INDEX 0-499 Ypanute destination Ha 3agaHHOM
destination SBC_SIP DESTINATION POS 1-10 Nno3uLMmn U3 TPaHKa Mo MHAEKCY
remove trunk SBC_TRUNK_ID 0-65534 Yaanute SBC trunk no nHaekcy
set by id SBC_TRUNK_ID 1-65535 HasHaunTb destination Ha 3agaHHOW
destination SBCisIPiDESTINATIONiPOS 1-10 no3nummn TpaHKy no ID

SBC SIP DESTINATION ID 1-65535
set by id load | SBC_TRUNK ID 1-65535 Ha3Hauntb no ID TpaHKa pexum

balance mode

LOAD BALANCE MODE

active-active/
active-backup

6anaHcMpoBKK

set by id load | SBC TRUNK ID 1-65535 HazHauuTtb no ID TpaHKa TalimayT
balance 6anaHCMpPOBKM, CEK

timeout LOAD BALANCE TIMEOUT 5-65535

set by id name | SBC_TRUNK ID 1-65535 HasHaunTb nmsa TpaHky no ero 1D

SBC_TRUNK_NAME

CTpoka IJIMHOM
0o 63 CHMMBOJIOB

set SBC_TRUNK_ INDEX 0-499 HasHauutb destination Ha 3agaHHoOW
destination SBC_SIP DESTINATION POS 1-10 No3nuUMK TPAHKY Mo MHAOEKCY

SBC SIP DESTINATION ID 1-65535
set load SBC TRUNK_ INDEX 0-65534 Ha3HaunTb No MHAEKCY TPaHKa pexum

balance mode

LOAD BALANCE MODE

active-active/
active-backup

6anaHcMpoBKK

set load SBC TRUNK_ INDEX 0-65534 HasHaunTb Mo MHAEKCY TPaHKa TanmayT
balance 6anaHCUpPOBKY, ceK

timeout LOAD BALANCE TIMEOUT 5-65535

set name SBC_TRUNK_ INDEX 0-65534 HasHaunTb MMA TPaHKY MO ero MHAEKCY

SBC TRUNK NAME

CTpoka IJIMHOM
0o 63 CUMBOJIOB

show info

MoKa3aTb HaCTPOWMKM

show sip MoKa3aTb CNUCOK A0CTYynHbIX SIP-
destination destination
list
swap by id SIP TRUNK ID 1-65535 MomeHATb mecTamu destination'sl Ha
destination FIRST SBC SIP DESTINATION_ POS 1-10 3aZlaHHbIX NO3MLMAX B YKazaHHOM trunk
SECOND SBC SIP DESTINATION POS | 1-10
swap SIP_TRUNK INDEX 0-499 MomeHATb destination'sl Ha 3aaHHbIX
destination FIRSTisBcisIPiDESTINATIONiPOS 1-10 no3mumaAx B yKkazaHHOM trunk
SECOND SBC SIP DESTINATION POS | 1-10
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4.2.7.27 KoHhu2ypuposaHue crnucKa 3anpewjéHHbIX KAUeHMCKUX nNpusaoxeHuli

[na nepexofa B AaHHbIN pPeXXMM HeOBX0AMMO B peXnme KOHOUTYPUPOBAHMA BbINONHUTL KOMaHAY user
agent.

SBC1000-[CONFIG]> user agent
Entering SBC user agent mode.
SBC1000-[CONFIG]-USER-AGENT>

KomaHaa

MNapameTtp

3HayeHue

Hetictene

MoKasaTb nepeyeHb JOCTYMNHbIX KOMaHZ,

add

USER_AGENT

scan/

crack/

flood/

kill/

sipcli/
sipvicious/
sipsak/
sundayddr/

iWar/

SIvVus/

Gulp/

sipv/

smap/
friendly-request/
VaxIPUserAgent/
VaxSIPUserAgent/
siparmyknife/
Test_ Agent/
SIPBomber/
Siprogue

[06aBuTb 04MH U3 NpenycTaHoBAeHHbIX User-Agent
B CMMCOK 610KMpyeMbIX

add other

USER_AGENT NAME

Crpoka He OJIMHHEee
31 cuMBOJa

[o6aButb cBOO Macky User-Agent B CMcoK

exit

Mepexopa, U3 LaHHOTO NOAMEHI0 KOHOUTYPUPOBAHUA
Ha ypOBeHb Bbllle

quit

3aBepLmnTb AaHHyto ceccuto CLI

user

remove by id

agent

USER_AGENT ID

1-65535

Ypanutb User-Agent 13 cnucka no ero ID

remove user
agent

USER_AGENT INDEX

0-65534

Ypanutb User-Agent 13 cnncka no ero MHAeKcy

show

MoKa3aTb CKOHGUIYPUPOBaAHHbIN CNCOK
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43 Hacrpoiika KommyTtatopa SBC-2000/SBC-3000
HacTpoiKa npom3BoamTCcs 13 pexkmma KoOHPUrypmMpoBaHMa KOMMYTaTopa.

SBC2000> config

Entering configuration mode.
SBC2000-[CONFIG]> switch
SBC2000-[CONFIG]-[SWITCH]>

4.3.7 Cmpykmypa Kommymamopa

Mpoueccop CRE

KommyTaTtop
SBC-2000

SBC-2000

A

front-port 0 front-port 1 combo combo MLEeBan naHesb
copper copper front-port 2 front-port 3
copper copper
combo combo
front-port 2 front-port 3
fiber fiber

KommyTatop SBC-2000 umeeT nHTepdeichl:
—  front-port — BHelwHMe ethernet-nopTbl KOMMYTaTOpPa, KOTOPbIE BbIBEAEHbI Ha INLEBYIO NaHE/b.
MpuHUMaemble 3HaYeHuA: 0—-3.
- noptol 0 .. 1 — meaHble NOPTbI
- nopTbl 2 .. 3 — ONTMYECKNE U MeIHbIe KOMBO-MOPTbI.

— port-channel — rpynnbi arperauum LAG front-port uHTepdelicos KommyTaTopa, UCNOJb3YHOTCA B
cnyyae obbeamHeHUsA Heckonbkux front-port 8 LACP-rpynny.

MpnHnMmaemble 3HaveHUA: 1-4.

— host-port — BHyTpeHHWe nopTbl KommyTaTopa SBC-2000, npeaHasHayeHHble ANA CBA3U C
npoueccopom (CPU) SBC-2000.

MpuHMmaemeole 3HaYeHua: 0-2.

— host-channel — rpynna arperauuu LAG host-channel nHtepdeicos kommyTtatopa, 4aHHas rpynna
BCErAa akTuBHa.
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MpnHnmaemoe 3HaveHue: 1.

— Sm-port — BHYTpeHHMe nopTbl KommyTtatopa SBC-2000, npeaHasHaveHHble ANA CBA3U C
cybmoaynamu SM-VP.

MpnHMmaemsole 3HaveHma: 0-5.

Mpoueccop CREN

KommyTtaTtop
SBC-3000

SBC-3000

&

front-port1 front-port2 combo combo NvueBan naHesnb
copper copper front-port 3 front-port 4
copper copper
combo combo
front-port 3 front-port 4
fiber fiber

Kommytatop SBC-3000 umeet nHTepdeicbl:

— front-port — BHelwHWe ethernet-nopTbl KOMMYTaTOPA, KOTOPbLIE BbIBEAEHBI HA JINLLEBYIO MaHEeNb.
MpnHuMmaemble 3HaveHUA: 1-4.

- nopTbl 1 .. 2 — MmeAHble NOpPThbI;
- nopTbl 3 .. 4 — oNTMYECcKne U MedHble KOMBO-MNOopPTbI.

—  port-channel — rpynnbl arperauunu LAG front-port uHTepdelicos KommyTaTopa, MCNONb3YIOTCS B
cnyyae obbeanHeHusa Heckonbkux front-port 8 LACP-rpynny. NpuHumaemble 3HaYeHus: 1-4.

—  Ccpu-port — BHYTPEHHMI NOPT KOMMyTaTopa Ana ynpasnaeHua SBC-3000. MpuHuMmaemble
3HaveHus: 1.
— host-port — BHyTpeHHWe nopTbl KommyTaTopa SBC-3000, npeaHa3Ha4yeHHble ANA CBA3U C

npoueccopom (CPU) SBC-3000. MpuHMMaeMble 3HaYeHuA: 1-2.

— host-channel — rpynna arperauumu LAG host-channel nHtepdeicos kKommyTtatopa, 4aHHas rpynna
BCcerga akTusHa. lNpnHMmaemoe 3HaveHue: 1.

— Ssm-port — BHYTpeHHMe nopTbl KommyTtatopa SBC-3000, npeaHasHavyeHHble ANA CBA3U C
cybmoaynamu SM-VP. NMpuHnumaemblie 3HaueHuA: 1-6.

Mpu paboTe c KOMMYTAaTOPOM WMCMOJIb3YeTCA 3HaYeHne unit number, pasHoe 1.
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4.3.8 KomaHObl ynpasneHus uumepgelicamu kommymamopa SBC-2000/SBC-3000
Ons SBC-3000 HEO6XO4MMO YYMUTbIBATbL, YTO HYMepauusa NopToB bblna M3MeHeHa, HayanbHbIl front-port = 1.

interface

[aHHas KomaHZa NO3BOJISET NEPENTU B PEKUM KOHPUTYPUPOBaHUA MHTEpPdEicoB KomMyTaTopa SBC-
2000/SBC-3000.

CuHTaKcuc

interface <interface> <number>

MapameTpbl
<interface> — Tnn nHTepdeica:

— front-port — BHewHMe uHTepdelicbl KOMMYTaTOPa;
— host-channel — rpynnbl arperaummn LAG host-channel uHtepdeiicos KommyTtaTopa;
— port-channel — rpynnbl arperaunmn LAG BHeWHUX MHTepdENCOB KOMMYTATOPA;

<number> — Homep nopTa:

— pna front-port:  <unit/port>, rae

= unit — Homep moayna SBC-2000, Bcerga NpMHMMAET 3Ha4YeHUA 1;

=  port — Homep nopTa NpuHMmaeT 3HaveHua [0 .. 3] (uam 1 .. 4 ana SBC-3000);
— pnsa host-channel: 1;
— ana port-channel: [1 .. 4].

MapameTp <number> MOXKeT NpMHMMATbL 3HayeHue all 4na HacTpolikM cpasy Bcex NOPTOB OAHOMO TUMa
nHTepdelcos.

shutdown

JaHHOM KoMaHAoM OTKAOYaeTcA KOHOUTrypupyemblit MHTepdelic.
Ncnonb3oBaHue oTpuuaTenbHon popmbl KOMaHAbl BKAOYAET KOHOUIYpUpyembli MHTepdelic.
CuHTaKcUuc

[no] shutdown

MapameTpbl
KomaHaa He coepKUT apryMeHTOB.

Mpumep

| SBC2000-[CONFIG]-[SWITCH]-[if]> shutdown

KoHourypupyemsbiit HTepdENC OTKAIOYEH.

lMoepaHuYyHble KoHMponneps! cecculi SBC 193



HELTEX

bridging to

[aHHOW KOMaHAOW yCTaHAaB/NIMBAETCS paspelleHne Ha nepeaady TpaduKa mexay uHtepdencamu.

Mcnonb3oBaHWe oTpuLaTenbHOM GopMbl KOMaHAbI YCTaHABAMBAET 3anNpeT Ha nepegady TpaduKka mexay
nHTepdericamu.

CuHTaKcuc

[no] bridging to <interface> <range>

MapameTpbl
<interface> — Tnn nHTepdeica:

—  cpu-port;

— front-port — BHewHwue uplink-nHTepdeicol;

— host-channel;

— host-port;

— port-channel — rpynnbl arperaymm LAG uplink-uHtepdeitcos;
—  sm-port;

<range> — Homep NopTa/NopPTOB, C KOTOPbIMM pa3peLleH obmeH TpaduKa:

—  ansa cpu-port: <1/0>, rae:
— ana front-port: <unit/port>, rae:

= unit — HOmep moayns, NPUMHUMAET 3HayeHue [1],

=  port — Homep nopTa, NpUHMMaeT 3Ha4veHus [0 .. 3];
— ans host-channel: [1];
—  ana host-port:

= unit — HOmep moayns, NPUHUMAET 3HayeHue [1],

=  port — HomMep nopTa, NpUHMMaeT 3Ha4veHus [0 .. 2];
— pana port-channel: [0 .. 4];
— anasm-port: [0 .. 15].

= unit — HoMmep moaynA, NpMHUMAET 3HayeHue [1],

=  port — Homep nopTa, NPUHMMAET 3HayeHus [0 .. 5].

Mpumep

| SBC2000-[CONFIG]-[SWITCH]-[1if]> bridging to front-port all

flow-control

[laHHOW KOMaHA0W BKNOYAETCA/OTKNOYAETCA MeXaHM3M yrpaB/ieHna NOTOKOM nepeaayn aaHHbix (flow control)
Ha KoHdUrypmupyemom mHTepoeice. MexaHnsm flow control no3sonaeT KomneHcMpPOBaTb Pa3NUUNA B CKOPOCTU
nepegatyMka M npuvemHuka. Ecnm obbem Tpaduka NpesBbiCUT OnNpeaeneHHblit YpoBeHb, NMPUEMHUK byaeT
nepegasaTb Kagpbl, MHPoOpMUpYOLWME NepesaTiuk O HeobXxoAMMOCTU yMeHblueHus obbema TpaduKa, Ans
CHUXKEHMA YUCNa MNOTepPAHHbIX NakeToB. [NAa peanusaumu AaHHOrO MexaHu3ma Heobxogumo, 4Tobbl Ha
yAaNneHHOM YCTPOMCTBE TaKXKe NnoaaepKunsanacb ata GyHKUUA.

CuHTaKcuc

flow-control <act>
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MapameTpbl
<act> — HasHa4yaemoe gencrtaue:

—  ON — BK/KOYUTb;
—  off — BbIKNOYUTD.

3HayeHue No YMONYAHUIO
off
Mpumep

|SBC2000—[CONFIG]—[SWITCH]—[if]> flow-control on

frame-types

KomaHaa no3BonsfeT Ha3HauYUTb ONpeseneHHble NpaBuaa Nnpuema NnakeTos gnAa nHTepdeica:
— NPUHUMaATb TErMPOBaHHbIE U HETErMPOBAHHbIE MAKEeTbI;
—  NPUHUMATb TONbKO NakeTbl ¢ Terom VLAN.

CuHTaKcUuc

frame-types <act>

MapameTpbl
<act> — Ha3Ha4yaemoe aelicTBue:
— all — npuHUMmaTb TErMpoBaHHbIE U HETETMPOBAHHbIE NAKETbI;
— tagged — npuHUMaTL TONbKO NakeTbl ¢ Terom VLAN.
3HayeHue No YMONYAHUIO
NPUHUMAIOTCA BCE NAKETbI (TErMpoBaHHbIE U HETErMPOBAHHbIE)

Mpumep

| SBC2000-[CONFIG]-[SWITCH]-[1f]> frame-types all

Ha KoHburyprpyembix nopTax paspelleH npuem HeTerMpoBaHHoOro Tpaduka.

speed

[JaHHOW KOMaHAOM yCTaHaB/IMBAETCA 3HAYEHNE CKOPOCTU ANA KoHPUrypmpyemoro nHtepdeiica.

KomaHaoi yctaHasanBaloTca caeayiolume pexxnmol: 10 Méut/c, 100M6ut/c, 1000 M6uT/c. MNMpu yctaHosKe 10
M6uT/c, 100M6u1T/Cc HEOBXOAMMO YKa3aTb pexMm paboTbl NpuemonepeaaTymKka: Aynaexc, Noayayniekxc.

CuHTaKcuc

speed <rate> [<mode>]

MapameTpbl
<rate> — 3HauyeHwue ckopocTtu: 10M; 100M; 1000 M6éuT/c;
<mode> — pexum paboTbl NpnemonepesaTymKa:

—  full-duplex — aynnekc;
— half-duplex — nonyaynnekc.
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Mpumep

| SBC2000- [CONFIG] - [SWITCH]-[if]> speed 10M full-duplex

YcTaHOB/IEH CKOPOCTHOM pexxnm uHtepderica 10M6ut/c, aynaekc.

speed auto

JaHHON KOMaHAOM yCTaHaBIMBAETCA 3HAYEHME CKOPOCTU A/19 KOHPUTYPUpPYEMOro nHTepdenca aBTomaTMyYecKu.
CuHTaKcuc

speed auto

MapameTpbl
KomaHaa He cofepKUT apryMeHTOB.

Mpumep

SBC2000-[CONFIG]-[SWITCH]-[1if]> speed auto

CKOpOCTb AnAa nopta 6YAET YCTaHaB/IMBATbCA aBTOMATUYECKN.

show interfaces configuration

JaHHOM KoMaHAOM OCcyLLecTBAAETCA NPOCMOTP KoHOUTypaunmn nHtepdencos kommytatopa SBC-2000.
CuHTaKcUuc

show interfaces configuration <interface> <number>

MapameTpbl
<interface> — Tnn nHTepdeica:

— front-port — BHewHwue uplink-uHTepdelicsbl;

— host-channel;

— host-port;

— port-channel — rpynnbl arperaumm LAG BHewwHuX uplink-nHTepdeincos;
- sm-port;

<number> — Homep nopTa:

— all — Bce nopTbl BbIGpaHHOrO MHTEpPdENCa;
—  ana front port: <unit/port>, rae:

= unit — HOmep moayns, NPUMHUMAET 3HadYeHusa [1],

=  port — Homep nopTa, NpUHMMaeT 3Ha4veHus [0 .. 3];
— ans host-channel: [1];
— ana host-port:

= unit — HOmep moayns, NPUHUMAET 3HayeHue [1],

=  port — HoMep nopTa, NpUHMMaeT 3Ha4veHus [0 .. 2];
— ana port-channel: [0 .. 4];
— anasm-port: [0 .. 15].

" unit — Homep MmoayAns, NPUHMMAET 3HaveHue [1],

" port — HoMep nopTa, NpMHMMaeT 3HadveHua [0 .. 5].
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Mpumep
SBC2000-[CONFIG]-[SWITCH]> show interfaces configuration front-port all
Port Duplex Speed Neg Flow Admin
control State
front-port 1/0 Full 10 Mbps Enabled Off Up
front-port 1/1 Full 10 Mbps Disabled Off Up
front-port 1/2 Full 10 Mbps Enabled Off Up
front-port 1/3 Full 10 Mbps Enabled off Up
SBC2000-[CONFIG]-[SWITCH]>

show interfaces status

[aHHaa KomaHaa No3BOAAET NPOCMOTPETb MHGOPMALLMIO O COCTOAHUN UHTepdeica, rpynnbl MHTepdencos.

CuHTaKcuc

show interfaces status <interface> <number>

MapameTpbl
<interface> — Tnn nHTepdeica:

— front-port — BHewHwue uplink-nHTepdeicol;

— host-channel;

— host-port;

— port-channel — rpynnbl arperaunmn LAG BHewHux uplink-nHtepdelicos;
- sm-port;

<number> — Homep noprTa:

— all — Bce nopTbl BbIBpaHHOro UHTEpdeiica;
— ansa front port: <unit/port>, rae:

" unit — Homep MoayAns, NPUHUMAET 3HaveHus [1],

" port — HoMep nopTa, NpMHMMaeT 3HadveHua [0 .. 3];
— pna host-channel: [1];
—  ana host-port:

= unit — HOmep moayns, NPUMHUMAET 3HayeHue [1],

=  port — HomMep nopTa, NpUHMMaeT 3Ha4veHus [0 .. 2];
— pana port-channel: [0 .. 4];
—  AnAa sm-port:

= unit — Homep moayns, NPUHUMAET 3HayeHue [1],

=  port — Homep nopTa, NpUHMMaeT 3Ha4veHus [0 .. 5].

Mpumep
SBC2000-[CONFIG]-[SWITCH]> show interfaces status front-port all
Port Media Duplex Speed Neg Flow Link Back

control State

Pressure
front-port 1/0 N/A N/A N/A N/A N/A Down N/A
front-port 1/1 copper Full 10 Mbps Disabled Off Up Disabled
front-port 1/2 copper Full 100 Mbps Enabled Off Up Disabled
front-port 1/3 N/A N/A N/A N/A N/A Down N/A
SBC2000-[CONFIG]-[SWITCH]>

lMoepaHuYyHble KoHMponneps! cecculi SBC 197



HELTEX

show interfaces counters

[aHHas KomaHZa NO3BOJIAET MPOCMOTPETb CHETYMKM MHTEepdeiica K rpynnbl MHTepdeincos.

CuHTaKcuc

show interfaces counters <interface> <number>

MapameTpbl

<interface> — Tnn nHTepdeica:

- cpu-port;

— front-port — BHewHwue uplink-nHTepdeicol;

— host-channel;
— host-port;

— port-channel — rpynnbl arperaymm LAG uplink-nHtepdeitcos;

- sm-port;

<range> — Homep NopTa/NopPTOB, C KOTOPbIMM pa3peLleH obmeH TpadurKa:

—  ansa cpu-port: <1/0>, rae:

— ansa front-port: <unit/port>, raoe:

= unit — HOmep moayns, NPUMHUMAET 3HayeHue [1],
= port — Homep, nopTa NpuHMMaeT 3Ha4veHus [0 .. 3];

— ans host-channel: [1];
— ana host-port:

= unit — Homep, MoayNna, NPUHUMAET 3HadYeHue [1],
=  port — Homep nopTa, NpUHMMaeT 3HadveHus [0 .. 2];

— pana port-channel: [0 .. 4].
—  Ana sm-port:

" unit — HOMep moaynA, NpUHMMaeT 3HayeHue [1],
= port — Homep NopTa, NpUHMMaeT 3HaveHusa [0 .. 5].

Mpumep

SBC2000-[CONFIG]-[SWITCH]> show interfaces counters front-port

MAC MIB counters receive

all

Octets recv

Port UC recv
front-port 1/0 0
front-port 1/1 436940
front-port 1/2 1422764
front-port 1/3 0

MC sent

BC sent

65685375
210652881
0

Octets sent

front-port 1/0 0
front-port 1/1 455819
front-port 1/2 148842
front-port 1/3 0

96955149
17450454
0
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HELTEX

4.3.9 KomaHObl Hacmpoliiku 2pynn azpe2ayuu

channel-group

JaHHoM KomaHaon gobasnstotcs MHTepdelicbl FRONT-PORT B rpynny arperauuu.

Ncnonb3oBaHue oTpuuatenbHoit ¢opmbl KomaHabl (no) yaanser wuHtepdeicbl FRONT-PORT u3 rpynnbl
arperaumm.

CuHTaKcuc
channel-group <id> [force]
no channel-group
MapameTpbl

<id> — nopsaKoBbIli HOMep rPynnbl arperauymm, B KoTopyto byaeTt AobaBaeH NopT, NPUHUMAET 3HaYEeHUA
[1..4];

— [force] — Heobs3aTenbHbIN NapameTp, NPUHMMAET 3HAYEHMUE;
— force — o03HavaeT 6bITb COBMECTUMbIM C OCTa/IbHbIMM Y1I@HaMU TPYNMbI.

Mpumep

SBC2000-[CONFIG]-[SWITCH]-[1f]> channel-group 1

Bce nopTbl uplink 06beamHeHb! B rpynnbl 1.

lacp mode

JaHHaa KomaHaa no3sonsaer Bbl6paTb PEeEXUM arperatlmm KaHaioB:

— Passive — B 3TOM pexXmme KOMMYTATOp HE WMHULMUPYET cO34aHWe JIOTMYECKOro KaHana, Ho
paccmaTpusaet BxogAawme naketol LACP;

— Active — B 3TOM pexume Heobxoaumo chopmMMpoBaTb arperMpoBaHHYD JIMHUIO CBA3SU WU
WHULMNPOBATb COr/1IacoBaHMe.

ObbeanHeHne NnHUIA cBA3K GOPMUPYETCs, ecaun apyraa cTopoHa paboTtaet B pexkumax LACP active unm passive.

Ucnonb3oBaHue OTpMLI,aTEJ'IbHOVI d)OprI KOMaHAbl (no) YCTaHaB/IMBAET pPeEXMM arperaymn KaHaaos nNo
YMOT4aHUIO.

CuHTaKcUuc
lacp mode <name>
no lacp mode
MapameTpbl
<name> — pexunm:
— active;
— passive.
3HayeHue No YMONYAHUIO
active

Mpumep

SBC2000-[CONFIG]-[SWITCH]-[1if]> lacp mode active

Ha HacTpanBaembix NOPTaX BKAOYEH PEXUM arperaunm KaHaaos «active».
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lacp port-priority

[JaHHOM KoMaHAOW ycTaHaB/MBAETCA NMPUOPUTET AN HAacTpamMBaemoro nopta. MpuopuTeT ycTaHaBAMBaeTcA B
AmanasoHe [1 .. 65535]. MpuopuTeT co 3HaYeHnem 1 cunTaeTcs HauBbICLLUM.

Mcnonb3oBaHwme oTpuuaTenbHon Gopmbl KOMaHAbI (NO) yCTaHABAMBAET 3HAaYEHME NPUOPUTETA NO YMOIYAHUIO.
CuHTaKcuc

lacp port-priority <priority>

no lacp port-priority
MapameTpbl

<priority> — npuopuTeT A4NA AaHHOro nopTa NPUHMMaeET 3HadveHus [0 .. 65535].
3HayeHue No YMONYAHUIO

ANA BCEX NOPTOB YCTaHOBAEH npuoputeTt 32768
KomaHAHbIN pexxum

INTERFACE FRONT-PORT
Mpumep

SBC2000-[CONFIG]-[SWITCH]-[1if]> lacp port-priority 256

Ha HacTpanBaembIx NopTax yCTaHOBAEH NpuopuTeT nopTa 256.

lacp rate

[JaHHOM KoMaHAoM 3aaeTcs MHTepPBan Nepeaadn ynpasaaoLWmMx nakeTos npotokona LACPDU.

Ncnonb3oBaHue oTpuuaTenbHON ¢Gopmbl KOMaHZbl (NO) yCTaHaBAMBAET WMHTEpPBan Mepefavu ynpaBAAtoLMX
naketos npotokosia LACPDU no ymonyanuto.

CuHTaKcUuc
lacp rate <rate>

no lacp rate

MapameTpbl
<rate> — uHTepBan nepegaum:
— fast — uHTepBan nepegaun 1 cekyHaa;
— slow — nHTepBan nepegaun 30 ceKyHA.
3HayeHue No YMONYaHUIO
1 cekyHaa (fast)
KomaHgHbli1 pexxum
INTERFACE FRONT-PORT
Mpumep

SBC2000-[CONFIG]-[SWITCH]-[1if]> lacp rate slow

YcTaHOBANEH MHTEpPBan nepegaym ynpasnarowmx naketos LACPDU B 30 cekyHa,
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HELTEX

4.3.10 KomaHOv! ynpaeneHusa uimepgeiicamu VLAN

pvid

,ﬂ,aHHOﬁ KOMaHAOI\;I YCTaHaBJ/IMBAETCA 3HAYEHNE VID no YMOIHaHUIO ONA NAaKETOB, NPUHUMAEMbIX MOPTOM.

Mpn NocTynneHun HeTermpoBaHHOroO Naketa WUAM nakeTa co 3HadveHnem VID B VLAN-Tere, pasHbim 0, nakety
npuceansaetcA 3HaveHue VID, pasHoe PVID.

CuHTaKcuc
pvid <num>MapameTpsl
<num> — naeHTUPUKaunoHHbIn Homep VLAN nopta yctaHaB/AMBaeTca B guanasoHe [1 .. 4094].
3HayeHue No YMONYAHUIO
PVID=1
KomaHAHbIN pexxum
INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL
Mpumep

| SBC-2000- [CONFIG]-[SWITCH]-[1if]> pvid 5

KoHourypupyemomy nopty HasHayeH PVID 5.
4.3.11 KomaHObl Hacmpoliiku STP/RSTP

spanning-tree enable

JaHHoM KomaHaon PyHKums STP paspelleHa Ha KoHOUTYpupyemom nHTepderice.
Ncnonb3oBaHue oTpuuaTenbHon popmbl KomaHapl (no) 3anpewtaet STP Ha nHTepdelice.
CuHTaKcuc

[no] spanning-tree enable
MapameTpbl

KomaHaa He cofepsKUT apryMeHTOB.
KomaHgHbli1 pexxum

INTERFACE FRONT-PORT

INTERFACE PORT-CHANNEL
Mpumep

SBC2000-[CONFIG]-[SWITCH]-[1f]> spanning-tree enable

dyHKumAa STP BKAtoueHa gns Bcex front-port.
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HELTEX

spanning-tree pathcost

[JaHHOM KoMaHAoM Ana KoHUrypupyemoro wuHTepdeica ycTaHaBAMBaEeTCA LEHHOCTb NyTM Aad paboTsbl
npotokona STP.

Mcnonb3oBaHWe oTpuuaTenbHoi GopMbl KOMaHAbI (NO) yCTaHaBAMBaET 3HAYEHME LLEHHOCTU MyTH MO YMOJIYaHMIO.
Mo ymon4YaHUto ycTaHoBAEeHO 3HayYeHue 0.
CuHTaKcmuc
spanning-tree pathcost <pathcost>
no spanning-tree pathcost
MapameTpbl

<pathcost> — yeHHOCTb NyTH, NPUHUMaET 3Ha4YeHus [0..200000000].

3HaueHue No yMONYaHUIo
3Ha4YeHue LeHHoCcTU Nyt = 0
KomaHAHbIN pexxum
INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL
Mpumep

SBC2000-[CONFIG]-[SWITCH]-[1if]> spanning-tree pathcost 1

YcTaHoBAEHA UEeHHOCTb nyTn 1.

spanning-tree priority

[aHHOW KOMaHAOW A1 KOHOUIYpUpPYyemMoro nopTa ycTaHaBAMBaETCA NPUOPUTET AN1A paboTbl NpoTokona STP.

Ncnonb3oBaHWe oTpuLatenbHo Gopmbl KOMaHAbl (NO) yCcTaHaBAMBaET NpuopuTeT Ana paboTbl npoTokona STP
no ymon4yaHwuto. No ymonyaHuto yctaHoBAEHO 3HayYeHne 128.

CuHTaKcuc
spanning-tree priority <priority>
no spanning-tree priority
MapameTpbl
<priority> — npuopuTeT, NpUHMMaET 3Ha4yeHus KpaTHo 16 [0, 16, 32, 48, 64, 80, 96, 112, 128, 144, 160,
176, 192, 208, 224, 240].
3HayeHne No yMmon4aHuio
128
KomaHAHbIN pexxum
INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL
Mpumep

SBC2000-[CONFIG]-[SWITCH]-[1f]> spanning-tree priority 144

YcTaHoBneH npunoputet 144,
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HELTEX

spanning-tree admin-edge

,ﬂ,aHHOVI KOMaHAOﬁ YCTaHaB/IMBaeTCA TUN COegUNHEHUA KaK Edge-J'IVIHK B CTOPOHY XOCTa. B atom cnydae npu
NOOHATUN /INHKA Ha MHTepd)EI)‘ICE dBTOMATUYECKHU pa3peLllaeTca nepegaydya gaHHbIX.

Mcnonb3oBaHue oTpuLaTelbHOM GOpMbl KOMaHAbl (NO) BOCCTaHAB/AIMBAET 3HAYEHUA MO YMOTYAHUIO.
CuHTaKcuc

[no] spanning-tree admin-edge
MapameTpbl

KomaHaa He cofepsKuUT apryMeHTOB.
3HayeHue No YMONYAHUIO

off
KomaHAHbIN pexxum

INTERFACE FRONT-PORT

INTERFACE PORT-CHANNEL
Mpumep

|SBC2000—[CONFIG]—[SWITCH]—[if]> spanning-tree admin-edge

[NA KOHPUTYpMpyemoro nopTa BKAOYEH TUN coeanHeHUs edge-TMHK.

spanning-tree admin-p2p

,ﬂ,aHHOVI KOMaHAOVI YCTaHaB/IMBAETCA TUN onpeaeneHna coegunHeHunA p2p.

Mcnonb3oBaHWe oTpuLaTenbHon Gopmbl KOMaHAbI (NO) yCTaHABAMBAET TUN ONpeaesieHnn coeanHeHun p2p no
YMOJ/IYaHMIO.

CuHTaKcuc

spanning-tree admin-p2p <type>
no spanning-tree admin-p2p

MapameTpbl
<type>—Tun onpegeneHna coeguHeHuA:

— auto — onpegeneHune NPoONCXoamT Ha ocHosaHuK BPDU;
— force-false — npuHyaAnTENBHO YCTAHOBUTD JIMHK KaK He p2p;
— force-true — npuHyaUTENBHO YCTAHOBUTbL JIMHK KaK p2p.

3HayeHue No YMONYAHUIO
onpeaeneHue TMNa coeguHeHna p2p NPOMCXoAnT Ha OcHoBaHMK BPDU
KomaHpgHbli1 pexxum

INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL

Mpumep

| SBC2000-[CONFIG]-[SWITCH]-[1f]> spanning-tree admin-p2p auto

Ons KoHpUrypmpyemoro nopra onpegeneHue Tuna coeguHeHusa p2p nponcxoguT Ha ocHoBaHuu BPDU.
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spanning-tree auto-edge

[aHHOW KOMaHAOoM yCTaHaB/NMBAETCA aBTOMATUYECKOEe onpegesieHne 6puaska Ha  KOHUrypupyemom
nHTepdelice.

Mcnonb3oBaHWe oTpuLaTeibHOM GopMbl KOMaHZAbI (NO) OTK/AOYaeT aBTOMATUYECKOE onpeaeneHne bpuasKa Ha
KOHUrypmpyemom nHtepdeice.

Mo ymonyaHuio GyHKLMA «aBTOMaTUUECKoe onpegeneHne bpuasKa» BKAOYEHa.
CuHTaKcmuc
[no] spanning-tree auto-edge
MapameTpbl
KomaHza He cofepsKuUT apryMeHTOB.
KomaHgHbIi pexxum

INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL

Mpumep

SBC2000-[CONFIG]-[SWITCH]-[1f]> spanning-tree auto-edge

dYHKUMA «aBTOMATUYECKOE onpeaeneHme bpuasKa» BKAOYEHA.
4.3.12 KomaHObl Hacmpoiiku MAC-mabnuybi

mac-address-table aging-time

[aHHOl KoMaHAoM ycTaHaBAnBaeTcA Bpema *Ku3Hu MAC-agpeca B Tabaumue rnobanbHo.

Mcnonb3oBaHuWe oTpuuatensHoi ¢opmbl KomaHabl (no) ycTaHaBavBaeT Bpems XusHu MAC-agpeca no
YMOJ/TYaHMIO.

CuHTaKcUuc
[no] mac-address-table aging time <aging time>
no mac-address-table aging time

MapameTpbl

<aging time> — Bpems xu3HmM MAC-agpeca, npuHumaet 3HadeHus [10 .. 630] cekyHa,

3HayeHne No yMOo4YaHUIo
300 ceKyHpa,
KomaHAHbIN pexxum
CONFIG-SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> mac-address-table aging-time 100
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HELTEX

show mac address-table count

[aHHas KomaHZa No3BOJISET MPOCMOTPETL KOAMYecTBO 3anuceit MAC-agpecoB Ha Bcex front-port uHTepdeiicax,
port-channel nntepodeiicax, slot-channel nHtepdeiicax.

CuHTaKcuc

show mac address-table count
MapameTpbl

KomaHaa He cofepsKuUT apryMeHTOB.
KomaHgHbli1 pexxum

CONFIG-SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> show mac address-table count
17 valid mac entries

show mac address-table include/exclude interface

[aHHaa KomaHAa no3sosAeT npocmoTpeTb Tabanuy MAC-aapecos B COOTBETCTBUM C 3afaHHbIM UHTEpdencom.
CuHTaKcUuc

show mac address-table include/exclude interface <interface> <number>
MapameTpbl

<interface> — Tnn nHTepdeica:

— front-port — BHewHwue uplink-nHTepdeicol;
— host-channel;
— port-channel — rpynnbl arperaunmn LAG BHewHux uplink-nHtepdelicos;

<number> — Homep noprTa:

— all — Bce nopTbl BbIBpaHHOro UHTEpdeiica;
ana front port: <unit/port>, rae:
" unit — Homep MoayAns, NPUHUMAET 3HaveHus [1],
" port — HoMep nopTa, NpMHMMaeT 3HadveHua [0 .. 3];
ana host-channel: [1];
pns port-channel: [0 .. 4].

KomaHpgHbIi1 pexxum

CONFIG-SWITCH
4.3.13 KomaHObI 001 HacMpoliKu 3epKanupoeaHus rnopmos

mirror <rx[tx> interface

[JaHHOW  KOMaHZOW  BK/OYAETCA  onepauMa  3epKa/MpoBaHWA  Ha  MOpTax KoMmyTatopa  Ans
BxoAdAllero/ucxoaaiero tpapuka.

3epKannpoBaHMe NOpPTOB NO3BOASAET KONMPOBATb TPAadUK, NAYLLMIA OT OAHOIO NopTa Ha APYroi, ANA BHEWHEero
aHanusa.

Mcnonb3oBaHue oTpuuaTenbHon Gopmbl KOMaHAbl (NO) BbIKAOYAET ONepaLmio 3epKainpoBaHuna.
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HELTEX

CuHTaKcuc

[no] mirror <rx|tx> interface <port> <num>
MapameTpbl
<rx|tx> — TMn Tpadmka:
— X — BXO4ALNNI;
- tX — ncxoaAwmm;
<port> — Tnn nHTepdeica:

— front-port — BHewHwue uplink-nHTepdeicol;
— host-channel — nHtepdeicobl ana nogkntoueHns nHTepdeiicHbIX Moayne;

— host-port;
— port-channel — nornyeckoe o6beanHeHMe BHelHUX uplink-MHTepdeicos;
—  sm-port;
<nuUmM> — TMOPAAKOBbLIA HOMep nopTa 3a4aHHOM Trpynnbl (MOXKHO YyKas3aTb HECKOJIbKO MOpTOB

nepeymcieHMem yepes «,» 160 AMana3oH NopPToB Yepes «-»):

— «all» — Bce nopTbl AaHHOW rpynnbi;

<interface> — tun nHtepdeliica:

— front-port — BHewHwue uplink-uHTepdelicsbl;

— host-channel;

— host-port;

— port-channel — rpynnbl arperaumm LAG BHewwHux uplink-uHTepdeincos;
- sm-port;

<number> — Homep nopTa:

— all — Bce nopTbl BbIBpaHHOrO MHTEPdENC];
— ana front port: <unit/port>, rae:
— unit — Homep moaynAa, NPUHMMaET 3HayeHus [1],
— port — Homep nopTa, NpUHMMaeT 3HadveHus [0 .. 3];
— ans host-channel: [1];
—  ana host-port:
— unit — Homep moaynA, NpUHMMaET 3HayeHue [1],
—  port — Homep nopTa, NPUHUMaET 3HadeHus [0 .. 2];
— ana port-channel: [0 .. 4];
—  pna sm-port:
— unit — Homep moaynA, NpUHMMaET 3HadeHue [1],
—  port — Homep nopTa, NPUHUMaeT 3HadeHus [0 .. 5].

KomaHgHblii pexxum
CONFIG-SWITCH
Mpumep

| SBC2000-[CONFIG]-[SWITCH]> mirror rx interface front-port 1/3

Ona Bxogswero TpadurKa, nocTynatowero Ha nHtepodelicol front-port 1/3, BKaoueHa onepaums

«3epKasMpoBaHuaA NopToB». TpaduK KonmpyeTca ¢ NOpToB slot-port Ha NopPT-aHaAN3aTop, YCTaHOB/EHHbIN
KOMaHaHoM «mirror rx analyzer».
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HELTEX

mirror <rx[tx> analyzer

[aHHas KomaHga No3BO/SET YCTaHOBMTb MOPT, Ha KOTOpbIM 6yayT Ayb6aMpoBaTbca NakeTbl AN aHAAM3a,
BXxoaswero/vcxoaauero TpaduKa ¢ NopPToB, YCTaHOBAEHHbIX KOMaHA0M mirror rx port/ mirror tx port.

Mcnonb3oBaHne  oTpuuatenbHolr  popmbl  KomaHabl  (NO)  OTKAOYaeT  aHanuM3  nepegaBaemMoro
Bxogslero/mcxogaiiero tpapuka.

CuHTaKcuc

[no] mirror <rx|tx> analyzer <interface> <port>

MapameTpbl
<rx|tx> — T1n Tpadmka:

— X — BXO4ALNNI;
- tX — ncxoaAwmmn;

<interface> — Tun uHTepdeiica. B KayecTBe NoOpTa-aHa/M3aTopa MOTYT MCMNOAb30BaATbCA TOJIbKO
uHtepdelicol front-port, port-channel;

<port> — nopaaKoBsbIi HOMep nopTa rpynnsl front-port B popmate <unit/port>, rae:
—  ana front port: <unit/port>, rae:
= unit — HOmep moayns, NPUMHUMAET 3HadYeHusa [1],
= port — Homep nopTa, NPUHMMAET 3HadveHus [0 .. 3];
— ana port-channel: [0 .. 4].
KomaHgHbIii pexxum

CONFIG-SWITCH
Mpumep

|SBC2000—[CONFIG]—[SWITCH]> mirror rx analyzer front-port 1/2

[aHHble Ans BHewHero aHanusa 6yayt aybauposatbca Ha front-port 1/2 ¢ nopra/noptos, Ha
KOTOPOM/KOTOPbIX YCTaHOB/IEHa ONUMA «3EPKaNMPOBaHNE BXOAALLEro TpaduKa».

mirror add-tag

JaHHaa KomaHga gobasnser meTky 802.1g K aHanusmpyemomy TpaduKy. HacTpolika 3HayeHuna meTku (Tera)
BbIMO/IHAETCA KOMaHAHOM mirror <rx/tx> added-tag-config.

Ncnonb3oBaHuMe oTpuuaTenbHon popmbl KomaHapl (N0) yaanser Ter.

CuHTaKcuc
[no] mirror add-tag
MapameTpbl
KomaHza He cofiep»KUT apryMeHToB.
KomaHAHbIN pexxum
CONFIG-SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> mirror add-tag
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HELTEX

mirror <rx[tx> added-tag-config

[aHHas KomaHZa MNo3BONAET YCTAHOBUTb 3HAYeHWe METKWU, KOTOpoe MOXKHO [006aBUTb K aHann3Mpyemomy
Bxoasawemy/mcxoaaiiemy Tpaduky.

CuHTaKcuc
mirror <rx|tx> added-tag-config vlan <vid> [user-prio <user-prio>]
MapameTpbl
<vid> — naeHTudMKaumMoHHbIn Homep VLAN, npuHUMaeT 3HayeHus ot [1 .. 4094];
<user-prio> — npuoputeT COS, NpuHUMaeT 3Ha4veHus ot [0 .. 7].
KomaHpgHblii pexxum
CONFIG-SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> mirror rx added-tag-config vlan 77 user-prio 5

mirror <rx|[tx> vian

KomaHpoit 3apaetca VLAN ID, KoTopbiii ByaeT MCNONb30BaTbCA B OnepaLun 3epKainpoBaHUA Npu nepeaade
Bxogslero/ncxogaiiero tpapuka.

CuHTaKcmc
[no] mirror <rx|tx> vlan <vid>
MapameTpbl
<rx|tx> — TMn Tpadmka:
— X — BXO4ALNNI;
- tx — ucxogawmi;
<vid> — naeHTndMKaunoHHbIn Homep VLAN, npuHUMaeT 3HadeHua [1..4094].
KomaHAHbIN pexxum
CONFIG-SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> mirror rx vlan 56

4.3.14 KomaHObI 0aa Hacmpoliku ¢pyHKyuu SELECTIVE Q-IN-Q

Ons BbiNnoNHeHWA o06WMXx HacTpoeK ¢yHKummn Selective Q-in-Q npegHasHayeH KOMaHAHbIN PEXUM
SELECTIVE Q-IN-Q COMMON. [1ns ycTaHOBKM crivcKa npaBun Selective Q-in-Q npeaHasHayeH KOMaHAHbIM peXum
SELECTIVE Q-IN-Q LIST.

®yHKuma SELECTIVE Q-IN-Q no3BoseT Ha OCHOBE CKOHOUTYPUPOBAHHbIX NPaBUA GUAbTPALMK NO HOMEPaAM
BHyTpeHHMx VLAN (Customer VLAN) npoussoantb aobasneHue BHelwiHero SPVLAN (Service Provider’s VLAN),
noameHsTb Customer VLAN, a TaKk»Ke 3anpeLatb NpoxoxaeHue Tpadumka.
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HELTEX

add-tag

[aHHOW KoMaHAOoM [,06aBAAETCA BHELHAN MeTKa Ha OCHOBAHUWN BHYTPEHHEN.
Mcnonb3oBaHWe oTpuLaTenbHon Gopmbl KOMaHAbI (N0) yAaNAeT yCTaHOBAEHHOe NPaBuIo.

CuHTaKcunc

[no] add-tag svlan <s-vlan> cvlan <c-vlan>

MapameTpbl
<s-vlan> — Homep BHELHEN METKM, NPUHMMAET 3HaveHua [1..4095];

<c-vlan> — Homep/HOMepa BHYTPEHHEN METKM, NPUHUMAET 3HauyeHua 1-4094. Cnncok C-VLAN 3agaetca
yepes «,».

KomaHgHbli1 pexxum

SELECTIVE Q-IN-Q

overwrite-tag

JaHHoM KomaHaoM npounssoantca noameHa CVLAN B Tpebyemom HanpaBaeHUu.
Mcnonb3oBaHue oTpuLaTenbHON GOpMbl KOMaHAb! (NO) yAanAeT ycTaHOBAEHHOE NPaBumo.
CuHTaKcUuc
[no] overwrite-tag new-vlan <new-vlan> old-vlan <old-vlan> <rule_direction>
MapameTpbl
<new-vlan> — HoBbIn Homep VLAN, npuHnumaeT 3HadeHus [1 ..4095];
<old-vlan> — Homep VLAN, KOTOPbIN HY>KHO NOAMEHUTb, MPUHMMAET 3HaYeHua [1 .. 4094];
<rule_direction> — HanpaBneHue TpaduKa:
— Ingress — Bxoaawmii;
— Egress — ncxogawmn.
KomaHgHbIi pexxum

SELECTIVE Q-IN-Q

remove

[JaHHOM KoMaHAoM NpPon3BOANTCS yaaneHue npasuaa Selective Q-in-Q no 3agaHHOMY HOMepy.
CuHTaKcUuc

remove <rule_index>

MapameTpbl
<rule_index> — Homep npaBuna, NpuUHMMaeT 3HadeHua [0 .. 511].
KomaHgHbIi pexxum

SELECTIVE Q-IN-Q
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clear

[JaHHOM KomaHaoM yaanatoTca Bce npasuaa Selective Q-in-Q.
CuHTakcuc

clear

MapameTpbl
KomaHga He copepKUT aprymMeHTOB.
KomaHgHbli1 pexxum

SELECTIVE Q-IN-Q

selective-qginq enable

JaHHOM KoMaHAoM Ha KoHbUrypupyemom nHTepdelice KommyTtaTopa SBC-2000 BrkAtovaeTcs pyHKLMA Selective
Q-in-Q. WcnonbsoBaHWe oTpuuaTeNbHOM ¢opmbl KomMaHAabl (No) oTKAlouaeT ¢yHKumto Selective Q-in-Q Ha
nHTepdelice.

CuHTaKcuc

[no] selective-qging enable
MapameTpbl

KomaHZaa He conepsKuUT apryMeHTOB.
KomaHAHbIN pexxum

INTERFACE FRONT-PORT

INTERFACE PORT-CHANNEL

selective-qing list

[JaHHON KomaHaol KoHdurypmpyemomy wuHTepdeicy kommyTtatopa SBC-2000 HasHayaeTca CAMCOK MpaBun
Selective Q-in-Q.

Mcnonb3oBaHWe oTpuLaTensHon Gopmbl KOMaHAbI (NO) yAanaeT NpuBA3KY.
CuHTaKcmc
selective-qging list <name>
no selective-ging list
MapameTpbl
<name> — ums cnucka npasun Selective Q-in-Q.
KomaHAHbIN pexxum
INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL

show interfaces selective-qing lists

aHHOM KOMaHAOM OCYLEeCTBASETCA MPOCMOTP MHbOPMaLMM O cocTosiHMM dyHKuMM “Selective Q-in-Q” Ha
Vit Ly p p pmaL, YHKLL,
nHTepdeiicax KommyTaTopa.

CuHTaKcuc

show interfaces selective-qinq lists
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4.3.15 Hacmpoliika npomokona DUAL HOMING

backup interface

JaHHOM KoMaHAOM YKa3bIBaeTCA pe3epBHbIN MHTepdENC, Ha KOTOPbIM ByAeT NPOMCXOANTb NepeKatYeHme Npm
noTepe CBA3N Ha OCHOBHOM. BK/toueHMe pe3epBMpPOBaHUA BO3MOMXKHO TOJIbKO Ha TeX UHTepdelicax, Ha KOTOpPbIX
oTkatoyeH npotokon SPANNING TREE.

Ncnonb3oBaHuMe oTpuuaTenbHon Gopmbl KoMaHabl (N0) yoanaeT HaCTPOMKY ¢ MHTepdeica.
CuHTaKcuc

[no] backup interface <INTERFACE> <INDEX> vlan <VLAN_ID_RANGE>
MapameTpbl

<INTERFACE> — t1n untepdeiica:

— front-port — BHelWwHWe nHTepdecsl;
— port-channel — rpynnbl arperaunmn LAG BHewHux uplink-nHtepdelicos;

<INDEX> — HOmep noprTa:

—  ana front port: <unit/port>, rae:
= unit — Homep nnatbl SBC-2000, NpyHMMAET 3Ha4YeHue [1];
=  port — Homep nopTa, NPUHMMAET 3HadyeHus [0 .. 3];

— ana port-channel: [1 .. 4];

<VLAN_ID_RANGE> — moxeT npMHMMaTb Cneayowme sHa4yeHus:

— [1..4094] — onpeaeneHHbii naeHTUdUKatTop VLAN (amanasoHa VLAN), ana Kotopoli Heob6xoaumo
BK/IIOYUTb pe3epBUPOBaHME;

— Ignore — BKAOYUTL pe3epBUpoBaHUE He3aBUCMMO OT cyuecTayrowmx VLAN Ha nopTy.

KomaHgHbIi pexxum
INTERFACE FRONT-PORT
INTERFACE PORT-CHANNEL

Mpumep

FnobanbHoe pesepBupoBaHMNe

SBC2000-[CONFIG]-[SWITCH]-[1if]> no backup interface vlan ignore
SBC2000-[CONFIG]-[SWITCH]-[1if]> backup interface front-port 1/1 vlan ignore

PesepsupoBaHue B onpegeneHHon VLAN

SBC2000-[CONFIG]-[SWITCH]-[1if]> no backup interface vlan 10
SBC2000-[CONFIG]-[SWITCH]-[1f]> backup interface port-channel 1 vlan 10
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backup-interface mac-duplicate

[aHHOW KOMaHAOM YKa3bIBAETCA KOIMYECTBO KOMMUIA MAKETOB C OAHUM U Tem ke MAC-aapecom, KoTopble byayT
OTNpaBAEeHbl B aKTUBHBbIN MHTePdEIC NP NePEKTIOYEHNN.

Mcnonb3oBaHue oTpuLaTenbHon GopMbl KOMaHAbl (N0) BOCCTaHaBAMBAET 3HaYeHWe No ymoadaHuio (1 naker).

CuHTaKcuc

[no] backup-interface mac-duplicate <COUNT>

MapameTpbl

<COUNT> — Ko/IM4ecTBO KOMWi1 MaKeToB, MPUHUMAET 3HadeHue [1..4].

3HayeHue No YMONYAHUIO

1 nakert

KomaHgHbIi pexxum

CONFIG SWITCH

Mpumep

SBC2000-[CONFIG]-[SWITCH]> backup-interface mac-duplicate 4

backup-interface preemption

[aHHOW KOMaHAOW YyKasblBaeTcsi, YTO HeobXoAMMO OCYLLEeCTBAATb MNepeKkaoveHue Tpaduka Ha OCHOBHOM
nHTepdec Npmn BOCCTaHOBAEHWUM CBA3U. ECIM HACTPOEHO BOCCTaHOB/IEHNE OCHOBHOTO MHTepdelica Npu akTUBHOM
pe3epBHOM, TO TOr4a NPV NOAHATUM NIMHKA Ha OCHOBHOM MHTepdeiice, TpaduK byaeT nepekoueH Ha Hero.

Mcnonb3oBaHWe oTpuLaTenbHON Gopmbl KOMaHZAbI (N0) BOCCTaHaBNMBAET HACTPOMKY MO YMOYaHMIO.

CuHTaKcuc

[no] backup-interface preemption

MapameTpbl

KomaHpaa He COA4EPHKUT aprymeHTOB.

3HayeHue No YMONYAHUIO

HEPEKIIIOLIEHVIG OTK/NIKOYEHO.

KomaHgHbIi1 pexxum

CONFIG SWITCH

Mpumep

SBC2000-[CONFIG]-[SWITCH]> backup-interface preemption
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show interfaces backup

[aHHas KomaHZa No3BOJISET MPOCMOTPETb HACTPOMKM pe3epBUPOBaHUA UHTePdENCOoB.

CuHTaKcuc

show interfaces backup

MapameTpbl

KomaHza He cofepsKuUT apryMeHTOB.

KomaHgHbli1 pexxum

CONFIG SWITCH

Mpumep

SBC2000-[CONFIG]-[SWITCH]> show interfaces backup
Backup Interface Options:
Preemption is disabled.
MAC recovery packets rate 400 pps.
Recovery packets repeats count 1.

Backup Interface Pairs

VID Master Interface Backup Interface State
30 front-port 1/0 front-port 2/0 Master Up/Backup Standby
150 front-port 1/0 front-port 2/0 Master Up/Backup Standby

4.3.16 Hacmpoliika npomokona LLDP

lidp enable

JaHHOM KomaHaoM pa3peluaeTca pabota KOMMyTaTopa no npoTtokony LLDP.

Mcnonb3oBaHWe oTpuuaTesibHOWM GpopmMbl KOMaHAb! (NO) 3anpeLaeT KOMMYTATOPY MCNOJ/Ib30BaHME MPOTOKONA
LLDP.

CuHTaKcuc

[no] lldp enable

MapameTpbl

KomaHaa He cofepsKUT apryMeHTOB.
KomaHgHbli1 pexxum

CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> 1lldp enable
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lidp hold-multiplier

[aHHO KOMaHAoM 3aaeTcA BeIMUMHA BPEMEHW A5 NPUHMMALOLLETO YCTPOMCTBA, B TEYEHME KOTOPOFO HYXKHO
yAepKunsatb NnpuHMUMaemsble naketbl LLDP nepeg nx copocom.

[aHHas BeAnuYMHa nepepaeTca Ha NpUHMMaemMyto cTopoHy B LLDP update naketax (naketax obHoBAeHWs),
ABNAETCA KpaTHOCTblo Ana Tamepa LLDP (lldp timer). Takum ob6pasom, Bpema usHu LLDP naketos
paccuntbiBaeTcs no popmyne TTL = min(65535, LLDP-Timer * LLDP-HoldMultiplier).

Mcnonb3oBaHWe oTpuLaTenbHoM Gopmbl KOMaHAbI (NO) yCTaHABAMBAET 3HaYEHME MO YMOIYAHWIO.
CuHTaKcmuc

lldp hold-multiplier <hold>

no lldp hold-multiplier

MapameTpbl

<hold> — Bpemsa, npuHMmaeT 3HavyeHue [2 .. 10] cekyHAbI.

3HaueHue No yMONYaHUIo

3HauyeHWe No YMONYAHUIO — 4 CEeKYHAbI.
KomaHAHbIN pexxum

CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> 1lldp hold-multiplier 5

lidp reinit

[JaHHOW KOMaHAOoM YyCTaHaB/AMBaeTCA MMHMMaNbHOe Bpemsa, KoTopoe LLDP-nopT 6yaeT oskuaaTb nepep,
NOBTOPHOM UHMLMaNM3aumnen LLDP.

Mcnonb3oBaHWe oTpuLaTeNbHOM GopMbl KOMaHAbI (NO) YCTaHABAMBAET 3HaYEHME MO YMOIYAHWIO.
CuHTaKcUuc

lldp reinit <reinit>

no lldp reinit
MapameTpbl

<reinit> — Bpemsa, npuHMUMaeT 3HadeHue [1 .. 10] cekyHA.

3HayeHne No yMOoYaHUIo

3Ha4yeHMe Mo YMONYAHUIO — 2 CEKYHAbI.
KomaHAHbIN pexxum

CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> 1lldp reinit 3
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lidp timer

JaHHOM KoMaHAoM onpeaenaeTcs, Kak YacTo YCTPOMCTBO byaeT oTnpasasTb 06HoBNeHMe MHbopmaummn LLDP.
Mcnonb3oBaHWe oTpuLaTeNbHOM GopMbl KOMaHAbI (NO) YCTaHABAMBAET 3HaYEHME MO YMOIYAHWIO.
CuHTaKcUuc
lldp timer <timer>
no lldp timer
MapameTpbl

<timer> — Bpems, NpMHUMaET 3HadyeHue [5..32768] cekyHa,.

3HayeHue No YMONYAHUIO

3Ha4yeHuWe no ymonyaHuto — 30 ceKkyHabl.
KomaHAHbIN pexxum

CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> 1lldp timer 60

lidp tx-delay

[JaHHON KOMaHAON YCTaHaBAMBAETCA 3aZep)KKa Mexay nocneaylowmmm nepegadamum naketos LLDP,
WHULMUPOBAHHbIMN M3MEHEHUAMM 3HAYEHWUIM UK CTaTyca B NOKaNbHbIX 6a3ax gaHHbIx MIB LLDP.

PekomeHayeTcs, 4Tobbl AaHHan 3a4epKKa Oblna meHblue, Yem 3HayYeHune 0.25* LLDP-Timer.
Ncnonb3oBaHuMe oTpuuaTenbHon Gopmbl KOMaHAbl (NO) yCTaHABAMBAET 3HAYEHUE MO YMOAYAHUIO.
CuHTakcuc

lldp tx-delay <txdelay>

no lldp tx-delay

MapameTpbl

<txdelay> — Bpems, npuHMmaeT 3HaueHue [1..8192] cekyHA.

3HayeHue No YMONYAHUIO

3Ha4yeHMe Mo YMONYAHUIO — 2 CEKYHAbI.
KomaHAHbIN pexxum

CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> 1lldp tx-delay 3
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lidp lidpdu

JaHHOM KoMaHAOW yCTaHaBAMBAETCA pernm 06paboTkm naketos LLDP, Korga npoTokon LLDP BbikAtOYEH.
Ncnonb3oBaHuMe oTpuuaTenbHon Gopmbl KoMaHAbl (NO) ycTaHaBAMBAET 3HaueHue no ymondanuto (filtering).
CuHTaKcUuc

lldp lldpdu [mode]

no lldp lldpdu

MapameTpbl
[mode] — pexum obpaboTkun naketos LLDP:

— filtering — yKasbiBaeT, yto LLDP-nakeTbl ¢unbTpytoTca, ecam npotokon LLDP BbikAtoyeH Ha
KOMMYTaTope;

— flooding — ykasbiBaeT, uyto LLDP-naKkeTbl nepepgatotca, ecam npotokon LLDP BbiKAtYeH Ha
KOMmyTaTope.

KomaHgHbIi1 pexxum
CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> 1ldp lldpdu flooding

show lldp configuration

[aHHan KomaHaa no3sonseT npocmoTpeTb LLDP KoHpUrypauuio Bcex dnsnyecknx MHTepdencos ycTpomncTea nbo
3a4aHHbIX MHTepdelicos.

CuHTaKcuc

show lldp configuration [<interface>< number >]

MapameTpbl

OnunoHanbHble MapameTpbl, €C/IM UX ONYCTUTb, TO Ha Aucnael byaeT BbiBeaeHa MHGOPMaLMA NO BCEM
noprtam.

[interface] — Tmn nHTepdeiica:

— front-port — BHewHwue uplink-uHtepdelicsbl;
— port-channel — rpynnbl arperaumm LAG BHewwHux uplink-uHTepdeiicos;

[number] — Homep nopTa (MOXKHO yKa3aTb HECKO/IbKO NOPTOB NepevncieHnem Yepes «,» 1Mbo yKasaTtb
[AManasoH NopToB Yepes «-»):

— ansa front port: <unit/port>, rae:
= unit — HOmep moayns, NPUHUMAET 3HadYeHusa [1],
=  port — Homep nopTa NnpuHMMaeT 3HavyeHus [0 .. 3];
— pana port-channel: [0 .. 4].

3HayeHue No YMONYAHUIO
Ha aucnnei 6yaet BbiBefeHa MHGOPMaLUA NO BCEM NMOPTaM.
KomaHgHbIi pexxum

CONFIG SWITCH
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Mpumep

SBC2000-[CONFIG]-[SWITCH]> show 1ldp configuration

LLDP configuration

Interface Status Timer (sec) Hold multiplier Reinit delay (sec) Tx delay (sec)
front-port 1/0 transmit-receive 30 4 2 2
front-port 1/1 transmit-receive 30 4 2 2
front-port 1/2 transmit-receive 30 4 2 2
front-port 1/3 transmit-receive 30 4 2 2

show lldp neighbor

JaHHaa KomaHpa nossonAaer NPOCMOTPETb MchopN\au,mo O cocegHumx YCTpOﬁCTBaX, Ha KOTOPbIX pa60TaeT

npotokon LLDP.
CuHTaKcUuc
show lldp neighbor [<interface>< number >]

MapameTpbl

OnuMoHanbHble napameTpbl, eCanm X onyctutb, TO Ha AVICI'U'IEVI 6y,a,eT BblBEAEHA MHCI)OpMaLI,MFI no BCem

nopTam.
[interface] — Tmn nHTepdeiica:

— front-port — BHewHwue uplink-nHTepdeicol;

— port-channel — rpynnbl arperaunmn LAG BHewHux uplink-uHtepdelicos;

[number] — Homep NopTa (MOKHO YKa3aTb HECKO/IbKO MOPTOB NepeyncieHnem Yepes «,» Mbo yKasaTtb

[ManasoH NopToB Yepes «-»):

— ana front port: <unit/port>, rae:

"  unit — Homep moayAns, NPUHMUMAET 3HaveHus [1],

=  port — Homep nopTa, NpMHMMaeT 3HadeHus [0 .. 3];
— ana port-channel: [0 .. 4].

3HaueHu1e No YMOIYaHUIO
Ha aucnneit 6yaet BbiBegeHa MHGOPMALMA MO BCEM NOPTaM.
KomaHAHbIi pexxum

CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> show 1lldp neighbor

LLDP neighbors

SBC2000- [CONFIG] - [SWITCH]>

Interface Device ID Port ID
front-port 1/1 02:00:2a:00:07:15 gl5
front-port 1/2 02:00:04:88:7e: front-port 1/3

115/120
105/120
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show Ildp local

[aHHaa KomaHaa no3BonseT NpocmoTpeTb LLDP-uHbopmauuto, KOTopyto aHOHCUPYET AaHHbII NOPT.
CuHTaKcuc

show Ildp local [<interface>< number >]
MapameTpbl

OnuMoHanbHble NapaMeTpbl, €C/IM UX ONYCTUTb, TO Ha Aucnaen byaeT BbiBegeHa MHPOPMaLUUs No BCEM
nopTam.

[interface] — Tmn nHTepdeiica:

— front-port — BHewHwue uplink-uHtepdelicsbl;
— port-channel — rpynnbl arperaumm LAG BHewwHux uplink-muHTepdeiicos;

[number] — Homep NopTa (MOKHO YKa3aTb HECKO/IbKO MOPTOB NepeymcieHnem Yepes «,» Mbo yKasaTb
AMnanasoH NopToB Yepes «-»):

— ana front port: <unit/port>, rae:
= unit — HOmMep moayns, NPUMHUMAET 3HadYeHusa [1],
=  port — Homep nopTa NnpuHMMmaeT 3HavyeHus [0 .. 3];
— pana port-channel: [0 .. 4].

3HaueHue No YMOYaHUIO
Ha aucnneit 6yaet BbiBegeHa MHGOPMALMA MO BCEM NOPTaM.
KomaHAHbIi pexxum

CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> show 1lldp local

LLDP local TLVs

Interface Device ID Port ID TTL

front-port 1/1 02:00:04:88:7c:0a front-port 1/1 120

front-port 1/2 02:00:04:88:7c:0a front-port 1/2 120
show lldp statistics

JaHHaa KomaHza No3BoNsSieT NPOCMOTPETb CTaTUCTUKY LLDP ana nntepdeiicos front-port, port-channel.
CuHTaKcunc

show lldp statistics [<interface>< number >]

MapameTpbl

OnuMoHanbHble NapaMeTpbl, €C/IM UX ONYCTUTb, TO Ha Aucnien byaeT BbiBegeHa MHPOpPMaLUUs No BCEM
nopTam.

[interface] — Tmn nHTepdeiica:

— front-port — BHewHwue uplink-uHtepdelicsbl;
— port-channel — rpynnbl arperaumm LAG BHewwHux uplink-uHTepdeincos;
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[number] — Homep NopTa (MOKHO YKa3aTb HECKOJIbKO MOPTOB NepeyncieHnem Yepes «,» Mbo yKasaTb

[ManasoH NopToB Yepes «-»):

—  ana front port: <unit/port>, rae:
= unit — HOmep moayns, NPUHUMAET 3HadYeHusa [1],
=  port — Homep nopTa NpuHMMaeT 3HadeHus [0 .. 3];
— ana port-channel: [0 .. 4];
— pnsaslot-channel: [0 .. 15].
3HayeHue No YMONYaHUIO
Ha gucnnei 6yaet BbiBegeHa MHGOPMALLMS NO BCEM NMOPTaM.
KomaHgHbli1 pexxum

CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> show l1ldp statistics

Tables Last Change Time: 0:0:4:28
Tables Inserts: 3
Tables Deletes: 1
Tables Dropped: O
Tables Ageouts: 0

LLDP statistics

Interface Tx total Rx total Rx errors Rx discarded TLVs discarded TLVs unrecognized Agouts total

front-port 1/0 0 0 0 0 0 0 0

front-port 1/1 6134 6159 0 0 0 0 0

front-port 1/2 6141 6136 0 0 0 0 0

front-port 1/3 0 0 0 0 0 0 0
show lldp lidpdu

KomaHpaa cny»kut ans npocmoTpa cnocoba 06paboTku LLDPDU-nakeToB ana nHtepdencos, rae GyHKuma LLDP

OTKNIOYEHA.
CuHTaKcuc

show lldp lldpdu
MapameTpbl

KomaHza He cofiep»KUT apryMeHToB.
KomaHAHbIN pexxum

CONFIG SWITCH
Mpumep

SBC2000-[CONFIG]-[SWITCH]> show 1lldp lldpdu
Global: flooding
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4.3.17 Hacmpoiika QOS

gos default

[aHHOW KOMaHZoM yKasbiBaeTcs NpuWopMTeTHas ouyepedb, B KOTopyl OyayT nocTynatb nakeTbl 6e3
npeaycTaHOBAEHHbIX NpaBu. Ouepeab co 3HaUYeHWemM 7 cuntaeTtca Hanbosiee NPUOPUTETHON.

CuHTaKcuc
gos default <queue>
MapameTpbl
<gqueue> — HOMEpP NPUOPUTETHON oYepeam, NPUHUMAET 3HadeHua [0 .. 7].
3HayeHue No YMONYAHUIO
Mo ymonuyaHuto ucnonbayetcsa ovepeb O.
KomaHAHbIN pexxum
CONFIG SWITCH
Mpumep

gos default 6

MNakeTsbl, AnA KOTOPbIX HE YCTaHOB/IEHbI Apyrmne npasusa, NnOCTynatoT B o4epenb C NPUOPUTETOM 6.

gos type

[aHHas KomaHAa No3BO/IAET YCTaHOBMTb MPaBKIo, Mo KOTOPOMy ByAeT OCyLecTBAATLCA BbI6OP NoAA NpuopUTeTa
AN1A nakeTa.

Ha ocHoBe YyCTaHOB/IEHHbIX MpaBua B cucteme OyaeT NPUHMMATbCA peleHue, Mo Kakomy meTogy byaer
OCYLLECTBAATLCA NpUopuTM3auma Tpaduka (IEEE 802.1p/DSCP).

B cucteme pasnmyatoT caeaytowme meToapl npuopuTesaunmn Tpaduka:
— Bce npuopuTeTbl paBHONpPABHbI;
— Bblbop naketoBs no craHaapTy |IEEE 802.1p;
— Bblbop nakeTtoB TosibKO Mo IP ToS (Tnn obcnyKmnBaHus) Ha 3 ypoBHe — nogaepkkKa Differentiated
Services Codepoint (DSCP);
— Bsaumogeiicteme anbo no 802.1p, cmbo no DSCP/TOS.

CuHTaKcuc
qos type <type>
MapameTpbl
<type> — meTog npuoputusaunm Tpaduka:

— 0 — BCe NpMopPUTETbI PAaBHOMPABHbI;

— 1 — BbIbOp NakeToB ToNbKO no 802.1p (none Priority 8 802.1Q Tere);

— 2 — Bblbop naketos TonbKo no DSCP/TOS (none Differentiated Services 3aronoska IP-nakera,
cTapluue 6 6urt);

— 3 — B3aumogeicteme nmbo no 802.1p, ambo no DSCP/TOS.

3HaueHue No YyMONYaHUIo

Mo ymonyaHuio BCe MPUOPUTETbI PaBHOMPABHbI.
KomaHgHbli1 pexxum

CONFIG SWITCH
Mpumep
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gos type 2 |

Mpuoputusauma Tpadpuka byaeTt ocyecTsaAATbCA TobKo no DSCP/TOS.

qos map

[aHHOM KoMaHAOoM 3a4atloTCcA NapameTpbl 414 NPUOPUTETHOM odepeam:

— yKasbliBaeTcAa 3HadyeHune nons Differentiated Services 3aronoska IP naketa, ctapwue 6 6uT,
— 3HauyeHue nonsa Priority 8 802.1Q Tere.

Ha ocHoBe npaBuWA, YCTAaHOB/EHHbIX KOMaHAOMW (oS type, U 3afaHHbIX 3HaYeHWU NPUOPUTETA OCYLLECTBAAETCA
oTbOp NaKeToB B AaHHYIO NPUOPUTETHYIO oYepesp.

Mcnonb3oBaHue oTpuuaTenbHON ¢opmbl KOMaHZbl (NO) Mo3BOAAET yAanuTb 3anucb U3 Tabauubl HacTpoeK
oyepegei.

CuHTaKcuc

[no] gos map <type> <field values> to <queue>

MapameTpbl
<type> — meToz npuopuTU3aumnmn Tpaduka:

— 0 — no crtaHgapTty 802.1p (Mcnonb3yeTcs Ha 2 ypoBHe);
— 1 — no craHaapty DSCP/TOS (1cnonb3yetca Ha 3 ypoBHe);

<field values> — 3HauyeHMe nona, NO KOTOPOMY OcyllecTBAseTcA oTbop NakeToOB yCTaHaB/AMBaeTcA B
3aBMCMMOCTM OT <napameTpa 1> (3HayeHMA noneit BBOAATCA Yepes 3anATyto, MO0 KaK AnanasoH Yepes
«-»):
— ecnun <type> =0, To ycTaHaBAMBaeTcs 3Ha4yeHMe nona Priority 8 802.1Q Tere: [0 .. 7];
— ecnn <type> = 1, To ycrtaHaBAMBatoTca 3HadeHua nonen Differentiated Services 3aronoska IP-
naketa, ctapiluune 6 6uT. 3HauyeHue BeoamTca B 10-uHom popmarte: [0 .. 63];

<queue> — HOMep NPUOPUTETHOM ouepeam, NPUHUMAET 3HayeHua [0 .. 7].
KomaHAHbIi pexxum

CONFIG SWITCH
Mpumep

| gos map 0 7 7

Ons 7-0i npMopuUTETHOM oYepeam yKasaHo 3HaYeHne nons priority = 7 8 802.1Q Tere.

cntrset

[aHHOW KOMaHZOM OCyLWecTBASeTCA NpuBA3Ka COOpPLLMKA CTAaTUCTMKM ouyepeleil K odyepeaam C 3aZaHHbIMM
KpUTEPUAMMU.

CuHTaKcuc

cntrset <PORT> <UNIT> <SET> <VLAN> <QUEUE> <DROP PRECEDENCE>
MapameTpbl

< PORT > — TN nopTa Ana noacyeta NPMHUMAET 3HAYEHUA:

— all — Bce nopTsi;
— c¢pu — CPU-nopr;
— front-port — counting front-port;
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—  host-port;
- sm-port;

< UNIT > — nopsakoBbIii HOMep nopTa:

—  ANA cpu: NpUHMMAET 3HayeHus [1];
- ansa front port: <unit/port>, rae:
= unit — HoMep moaynA, NPMHUMAET 3HayeHua [1];
=  port — Homep nopTa, NPUHMMAET 3HadyeHus [0 .. 3];
ana host-port: <unit/port>, rae:
= unit — HoMep moaynA, NPMHUMAET 3HayeHua [1];
=  port — Homep nopTa, NPUHMMAET 3HadyeHus [0 .. 2];
Ana sm-port: <unit/port>, rae:
= unit — HoMep moaynA, NPMHUMAET 3HayeHua [1];
=  port — HomMep nopTa, NpUHMMaeT 3Ha4veHus [0 .. 5];
— < SET > — Homep cHbOopLIMKa CTaTUCTUKN, NPUHUMAET 3HavyeHua [0 .. 1];
< VLAN > — naeHTMdMKaunoHHbIn Homep VLAN, npuHUmaeT 3HayeHua [1 .. 4094] nam all;
< QUEUE > — Homep ouepeamn, npuHMmaeT 3HaveHus [0 .. 7] nam all;
— < DROP PRECEDENCE > — 3HaueHue drop precedence [0 .. 1] naum all.

KomaHgHbI pexxum
CONFIG = SWITCH
Mpumep

cntrset sm-port 1/2 1 22 2 1

show cntrset

KomaHaa gns npocmoTpa MHpopmaumm cbopLinKa ovepeaen.
CuHTaKcuc

show cntrset <SET>

MapameTpbl

<SET> — Homep cuyetumka [0 .. 1].
KomaHpgHblii pexxum

CONFIG = SWITCH

show qos

[daHHas KomaHAa npeAHasHayeHa Aaa MPOCMOTPA HasHa4YeHHbIX odepeaam npuoputetos. Mo yMOAYaHUIO
npuoputet oyepean paseH 0. 3HaueHuWe nMpuopuTeTa ANA OYepeam ycTaHasaMBaeTcA B AuanasoHe [0 .. 7],
ouyepeab CO 3HaYeHMEM npuopuTeta 7 cuntaetca Haubonee NPUOPUTETHON.

CuHTaKcuc

show qos

MapameTpbl
KomaHga He cogepKuUT aprymeHTOB.
KomaHpgHbli1 pexxum

CONFIG - SWITCH
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4.3.18 KomaHObI pabomoi ¢ KoHgpu2ypayueii

Y kommyTaTopa SBC-2000 ecTb 2 TMNA KOHPUIypauuu:

— running-config — KoH$UrypaLms, KOTopas B AaHHbI MOMEHT aKTMBHA Ha YCTPOMCTBE;
— candidate-config — KoHdUrypaums, B KOTOpyto BHECEHbI Kakne-1nbo nsmeHeHus, running-config oHa
CTaHeT noc/ie ee NpMMeHeHMA KomaHaow apply.

MpocmoTp KoHpuUrypaumum

show running-config

CuHTaKcUuc

show running-config
MapameTpbl

KomaHga He cogepKuUT aprymeHTOB.
KomaHgHbIi pexxum

CONFIG — SWITCH

show candidate-config

CuHTaKcUuc

show candidate-config
MapameTpbl

KomaHga He copepKUT aprymeHTOB.
KomaHgHbli1 pexxum

CONFIG - SWITCH
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4.3.19 KomaHObI npumeHeHUs U NnoomeeprcOeHuUsA KOHguU2ypayuu

Mocne BbINOSIHEHMA AEWUCTBUA NO KOHPUrypupoBaHUIO KommyTaTopa SBC-2000 HeobxoguMmo NpPUMEHUTb
KoHurypaumto (apply), 4Tobbl OHa CTasNa aKTUBHOW Ha YCTPOMCTBE, M NoATBEPAUTL NpumeHeHue (confirm) gns
3aLUUTbI OT TOFO, YTO BHECEHHbIE U3MEHEHUSA CTa/IM NPUYMHOM NOTEPM A0CTyNa A0 ycTponcTBa. Ecam B TeveHme 60
CeK. He bbl10 BbINOIHEHO NOATBEPKAEHME, TO KOHOUIYpaLMA OTKaTbIBaeTCcA A0 npeablaywei running-config.
KomaHOa npumeHeHuUs KoOHpu2ypayuu.
CuHTaKcuc

apply
MapameTpbl

KomaHga He cogepKuUT aprymeHTOB.
KomaHgHbIi pexxum

CONFIG — SWITCH

KomaHOa noomeepicoeHus.
CuHTaKcUuc
confirm
MapameTpbl
KomaHga He coaepKUT aprymeHTOB.
KomaHgHbIi1 pexxum

CONFIG — SWITCH
4.3.20 [lpo4yue KOMAHObI

config

KomaHaa gns Bosepata B meHto Configuration.
CuHTaKcUuc

config
MapameTpbl

KomaHaa He cofepKUT apryMeHTOB.
KomaHgHbIi1 pexxum

CONFIG - SWITCH

exit

KomaHgaa BbixoZa U3 faHHOro NogMeHt0 KOHOUTYPUPOBaHMA Ha YPOBEHb BbiLLE.
CuHTakcuc
exit
MapameTpbl
KomaHaa He cogepKuUT apryMeHTOB.
KomaHgHbIi pexxum

CONFIG — SWITCH
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history

KomaHga npocmoTpa UCTOPUM BBEAEHHbIX KOMaHA.
CuHTaKcUuc

history
MapameTpbl

KomaHga He cofepKUT aprymMeHTOB.
KomaHgHblii pexxum

CONFIG - SWITCH
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NPUNOMEHUE A. PE3EPBHOE OBHOBJ/IEHUE BCTPOEHHOIO MO YCTPOMCTBA

B cnyyae, Korga He ypaetca obHoBuTb O uyepes web-koHbUrypaTop uMaM KoHconb (telnet, RS-232),
CyLLECTBYET BO3MOKHOCTb pe3epBHoro obHosneHus MO yepes RS-232.

[na Toro ytobbl 06HOBUTL BCTpoeHHoe MO ycTpolicTBa, HEOBXOANMbI CleAyOWME NPOrPaMmbi:

— nporpamma TepMmnHanos (Hanpumep, TERATERM);
— nporpamma TFTP-cepsepa.

MNocnenoBaTeIbHOCTb AENCTBUIM NPU OOHOBAEHUM YCTPOCTBA:
1. MopgKkntoumnTbes K nopty Ethernet ycTpoitcTsa;
2. Moakntountb cKpeleHHbIM Kabenem Console-nopT komnbtoTepa K Console-nopTy yCTPONCTBA;
3. 3anycTnTb TEPMUHABHYO NPOrpammy;

4. HacTtpouTb ckopocTb nepegayum 115200, popmat AaHHbIX 8 6UT, 6e3 napuTteTa, 1 6UT cTONOBbLIN,
6e3 ynpaB/iieHUs NOTOKOM;

5. 3anyctutb Ha KomnbtoTepe nporpammy TFTP-cepsepa M yKkasaTb nyTb K nanke smg_files, B Hel
co3gatb nanky smg2016, B Kotopyto nomectutb dannbl smg2016 kernel, smg2016_initrd 0na SBC-2000
(smg1016M_kernel, smg1016M _initrd 0na SBC-1000) (KomnbioTep, Ha KOTopom 3anyuieH TFTP-server, u
YCTPOWCTBO A0JIXKHbI HAXOAUTBLCA B OAHOW CETU);

6. BKAOUYATb YCTPOMNCTBO M B OKHE TEPMMHANbHOW MPOrpamMmmbl OCTAaHOBWUTbL 3arpysky nytem
BBEeAEHMA KOMaHAabl “stop”:

Ona SBC-2000:

U-Boot 2011.12 (Nov 18 2013 - 12:56:19) Marvell version: 2012 Q4.0pl7

Init Switch of the board

Switch. Initialization

Switch. Initialization Ok, Vendor Id: 00001lab
Switch. Phy 4: id 0141-0dcO

Switch. Phy 5: id 0141-0dcO

Switch. Phy 6: id 0141-0dcO

Switch. Phy 7: id 0141-0dcO

Switch. QSGMII 0: 0a800050 = 00000001. Sync not ok
Switch. QSGMII 3: 0a803050 = 00000003. Sync ok
Switch: cpu link 0: 0000acOf. Sync not ok
Switch: cpu link 1: 0000acOf. Sync not ok
Switch: cpu link 2: 0000acOf. Sync not ok
Switch: cpu link 3: 0000acOf. Sync not ok

Net: egigal [PRIME]

Warning: failed to set MAC address

, egigal, egiga2, egiga3

Type 'stop' to stop autoboot: 3

SMG2016>>
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Ona SBC-1000:
U-Boot 2009.06 (Feb 09 2010 - 20:57:21)

CrUs AMCC PowerPC 460GT Rev. A at 800 MHz (PLB=200, OPB=100, EBC=100 MHz)
Security/Kasumi support
Bootstrap Option B - Boot ROM Location EBC (16 bits)
32 kB I-Cache 32 kB D-Cache
Board: <SBC-1000>v2 board, AMCC PPC460GT Glacier based, 2*PCIe, Rev. FF
I2C: ready
DRAM: 512 MB
SDRAM test phase 1:
SDRAM test phase 2:
SDRAM test passed. Ok!
FLASH: 64 MB
NAND: 128 MiB
DTT: 1 FAILED INIT
Net: ppc 4xx ethO, ppc 4xx ethl

Type run flash nfs to mount root filesystem over NFS

Autobooting in 3 seconds, press 'stop' for stop
=>

7. Beectn set ipaddr <IP-agpec ycTpoiictBa> <ENTER>;
Mpumep: set ipaddr 192.168.2.2

8. BBecTn set netmask <ceTeBasa MacKa ycTpoiicta> <ENTER>;
Mpumep: set netmask 255.255.255.0

9. BBectn set serverip <IP-agpec KomnbloTepa, Ha KOTOpOM 3anyuieH tftp cepsep> <ENTER>;
Mpumep: set serverip 192.168.2.5

10. [Ons SBC-1000 BBectimii si <ENTER> anna akTuBauumum ceteBoro uHTepdelica:

=> mii si

Init switch 0: ..Ok!
Init switch 1: ..Ok!
Init phy 1: ..Ok!

Init phy 2: ..0Ok!
=>

11. O6HoBWTb AApPO Linux KomaHaoh run flash kern:

Ona SBC-2000:
SMG2016>> run flash kern

TFTP from server 192.168.2.5; our IP address is 192.168.2.2

Filename ' smg2016/smg2016 kernel'.

Loading: #####4# 4444444444444 HHHHHHHHHHHHFHFRHHRHHRHHHHHHH A H S H A4S
iEa st E TSR EEEEEEEE L

done

Copy to Flash... done
SMG2016>>
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Ana SBC-1000:
=> run flash kern
About preceeding transfer (ethO):
- Sent packet number 0
- Received packet number O
- Handled packet number O
ENET Speed is 1000 Mbps - FULL duplex connection (EMACO)
Using ppc 4xx eth0 device
TETP from server 192.168.2.5; our IP address is 192.168.2.2
Filename ' smg/smgl016M kernel'.
Load address: 0x400000
Loading: ########H4H#HH4H4H4H4H#HHHHHHAHHEFAHAHHARARARARAREHEHEHEHEHEHSSSASA
G e
done
Bytes transferred = 1455525 (1635a5 hex)
Un-Protected 15 sectors

............... done

Erased 15 sectors

Copy to Flash... 9....8....7....6....5....4....3....2....1....done
=>

12. O6HoBWTb daitnosyto cuctemy komaHgaov run flash initrd:

Ona SBC-2000:
SMG2016>> run flash initrd

TFTP from server 192.168.2.5; our IP address is 192.168.2.2

Filename ' smg2016/smg2016 initrd'.

Loading: #######444#44444H4444HHHH4HHHEHHHFEHAHRSEHHRFEHAHHESEHRSEHHHSEHAS
sttt
sttt
sttt
FHHfH 44 S
FHHfH 44 S
FHefd4 A fda At A A A4 At A AR E A AR A A4
FHefd4 A fda At A A A4 At A AR E A AR A A4
FHefd4 A fEa At A A a4 At A A A A AR A4
FHHHH 44 A A A
FHHHH 44 A S A

FHAS AR HH
done
Eopy to Flash... done
SMG2016>>

Ona SBC-1000:

=> run flash initrd

Using ppc_4xx ethO device

TFTP from server 192.168.2.5; our IP address is 192.168.2.2

Filename ' smg/smgl016M initrd'.

Load address: 0x400000

Loading: #######44H4 #4444 4444HH44 444 HHFHH4HHHEHHRFEHSHRESHHRSEHSHHEEES
FHefd4 A fd4 At A A A4 At A AR E A A A4
sttt
xS T AL A EEEEEEEE L EEEEEE R EE LR X
FHHHH 44 A A A
FHHfH 44 A A
sttt
sttt
FHHHH 44 A S A
FHHfH 44 E A A S
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xS EE L EEEEEEEE T EEE TR E R LR R XS
TS E TS E L EEE L

done

Bytes transferred = 25430113 (1840861 hex)

Erase Flash Sectors 56-183 in Bank # 2

Un-Protected 256 sectors

Erased 256 sectors

Copy to Flash... 9....8....7....6....5....4....3....2....1....done=>

13. 3anycTuTb YCTPOMCTBO KOMaHAOM run bootcmd.
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NMPUNOXEHUE B. MPUMEPbI HACTPOWKU SBC
1. Hacrpoiika SBC ansa SIP-aboHeHTOB
Cxema npmeHeHuUsA

VLAN 100
192.168.20.120:5062

VLAN 100
192.168.20.115:5060

Softswitch N SIP-wno3

VLAN 50
192.168.16.113:5061

VLAN 50
192.168.16.65:5060

Anroputm paborbl

ABGOHEHTCKMIA WN3 oTnpaBasetr coobuweHne Ha IP-agpec 192.168.20.120 nopt 5062, SBC-2000
nepecblnaeT AaHHbIM Tpaduk c IP-agpeca 192.168.16.113 nopT 5061 Ha agpec Softswitch 192.168.16.65 nopt
5060.

Mopapok KoHourypmuposaHua SBC

1. KoHdurypuposaHue uHTepdeitcos (meHio KoHdurypauma wuHtepdeiico/CeteBble MHTepdeiichbl,
pasgen 4.1.4.3).

A. Co3pnaTb UHTepdeiic B HanpasaeHuu Softswitch.

MapameTpbl MHTepdeica: 192.168.16.113.

CeTeBoii uHTepdeiic 1

WMA cetu

[16.113

Mpodomne firewall

He BeiBpaH

Tan

| Untagged

Wcnonszoeats DHCP

O

IP agpec

[192.168.16.113

Macka cetn

|255.255.255.0

Broadcast

W3

Monyunts DNS aBTOMAaTIYECKN

MomyunTs NTP aeTOMaTHUYECKH

Cepauchl
Ynpaenexue uepesz Web | []
Ynpaenexwe no Telnet | []
Ynpaenenwe no SSH | []
Wenonszoeate SMMP | [
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B. Co3gatb nHTepdelic B HanpaBaeHMM abOHEHTCKOrO W/to3a.

MapameTpbl MHTepdelica: 192.168.20.120.

CeTeBoil MHTeptheiic 2
MmMA ceTn |20.120 |
Mpodmne firewall | He ewbpaH
Tun | Untagged v|
Wcnonezoeats DHCP | [
IP agpec || 192.168.20.120 |
Macka ceTi || 255.255.255.0 |
Broadcast | |
LWimwoa | |
Monyunte DNS aBTOMATHYECKA
MonyunTs NTP aBTOMaTHYECKH
Cepaucnl
Ynpaenexue uepez Web | []
‘Ynpagenenune no Telnet | []
Ynpaenenue no SSH | []
WMcnonszoeate SMMP | [

2. KoHourypuposaHne megma ansa SIP (meHio KoHdurypaumus SBC/AuanasoH RTP noprtos, pasgen

4.1.3.6).

HeobxoamMmo 3aaaTh AnanasoHbl Mcnonb3yemblx ana RTP nopTtos.

NapameTpsl UDP-nopToe gns nepegayun RTP Tpaduka

HauansHwii nopt € | |24000
Konwuectso noptos @) | 1000
MpHMEHNTD

3. KondurypuposaHue SIP-tpaHcnopTta (meHtio KoHdurypaumua uHtepdeiicos/SIP TpaHcnopT, pasgen

4.13.1).

A. [lobaBuTtb SIP-TpaHCNOPT B HanpaBaeHUM abOHEHTCKOrO WA03a.

MapameTpbl MHTEPdECa:
cemesoli uHmepgpelic — 20.120;
nopm 01 cueHanuszayuu — 5062;
medua — 20.120.

SIP transport 0
Vs | [20.120_5062

MMA ceTH ' [1] 20.120 (bond1.100 192.168.20.120) =

I'Iop‘rl 5062
CeTesoi WHTepedc Ans RTP | [1] 20.120 (bond1.100 192.168.20.120) =
MpUMeHUTE OTMEHUTE
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B. Jo6asuTb SIP-TpaHCNOPT B HanpaBaeHUK

Softswitch.
SIP transport 1
MapameTpbl MHTEPdENCa: Vin | |16.113_5061
cemesoli uHmepghelic — 16.113; ms cetw | | [2]16.113 (bond1.50 192.168.16.113) =
nopm 01 cueHanusayuu — 5061; | opr | 5061

medua — 16.113.
| Ceresoit uHTepgeiic gna RTP | | [2] 16.113 (bond1.50 192.168.16.113) :

MpumeHuTL OTMeHuTb
C. Tabnuua SIP-TpaHcnopTa 6yaeT MmeTb cneayowmii BUA;:
SIP TpancnopT
N Wun I mR cetn | WHTeppedc ) | Mopr | CeTenoll wiTeppeiic Ana RTP
o 20.120_5062 20120 bond1.100 (192.168.20.120) 5062

20.120

bond1.100 (192.168.20.120)
1 16.113_5061 16113 bond1.50 (192.168.16.113) 5061 16.113

bond1.50 (192.168.16.113)

NobasnTo PefakTuposato Ypanute

4. KoHourypuposaHue SIP-nonbsosatenei (meHtio KoHpurypauma SBC/SIP Users, pasgen 4.1.3.3).
A. Oob6asuTtb SIP Users.

B none «SIP mpaHcriopm» BbIGpaTb TPaHCNOPT B HanpasaeHnn aboHeHTa (20.120 50 62), echn aboHeHTbI
HaxopgaTca 3a NAT, yctaHoBUTb dnar «AboHeHmobl 3a NAT» 1 yKasaTb Bpemsa XpaHeHus coeguHeHmnsa Ha NAT.

Wi | | gateway

SIP rpancnopt | | (0] 20.120 5062 -
TpancnopTHesR npoToson W || UDP-only -
GopuaT 3aroncekos SIP | | full -

Mpoguns RADIUS || He sxtpan -

NepepaEaTh KOHTAKT Ge3 namenennn | [

TafueayT oxugasiun RTP-naketos, ¢ W O

TafuayT oxmganis RTP-naketos noche
METYEHIA SHENCE-SUDPreSSIon (MnomwTens) W

TaimayT oxnianus RTP-NAKETOR B pesdme
yAepmaHuA sw30ea (sendonly, inactive) (meosnrens) W

TadimayT owsgasua RTCP-naxetos, c '@

JAnNPAWNEAEMEIA NEPHOL KOHTROMA CECHM
(Session Expires, RFC 4028), ¢ W@

SIP o
AfowenTei 3a NAT | [

Bpema XpAHEHNA COEQMHERNA HA NAT, ¢

Orpany HMENE OHOBD ceccud
® Bea orpanmens
O aapemcTprposankpx aborenron | L MoMHOCTEN JaNPETHTE
Marcumym | 0 cecci

B3 orpaHaseEMna
OF He3apemmcTprpoBanmbx abowenTton | ® MommoCTeo JANPETHTE

Makcumym ceccHi

Fule s&t Hat -

Onupm
KowpepTiposars RFCZE33 Fash s SIP INFO | [

PaspewnTs NEPEHANPARNEHME
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B. Tabnuua SIP-nonb3oBaTtene byget UMeTb CieAyoLWnin BUA:

SIP Users
n.[ Wmn SIP Tp o l pod P PTHBIHA NP [ NAT
[} gaweway 20.120_5062 He Beabpan UDP-only
AobaenTs PeAIKTHROBAT YAAAHTE

coeAmuHennA Ha NAT, ¢

SIP gomen  Rule set

5. KoHourypuposaHue SIP HanpasneHuit (meHio KoHdurypauua SBC/SIP Destination, pasgen 4.1.3.2).

A. [o6asuTb SIP Destination.

B none «SIP mpaHcrnopm» BbI6paTb TPaHCNOPT B HanpasaeHuu Softswitch (16.113 5061), 8 none «Remote

address» ykasaTb IP-agpec Softswitch.

SIP destination 0

Wma | | softswitch
SIP Tpascnopt || [1] 16.113 5061
Remiote address || 192.168.16.65
TpAHCNOPTHLIA NPOTONON & | UDP-only
Dopmar zaronoesoe SIP | full
AfAnNTaumMA

MNepegasate koHTakT Ges namernenna | [

TafmayT oxmuaanun RTP-naetos, ¢ W

TaiuayT cwgania RTP-naxeTos nocne
noMyseHHA Sllence-Suppression (MuosmTens) @
TafmayT ommaaHuA RTP-naketos B pesmme

yZepwanuA eni308a (sendonly, inactive) (wnosurens) &

TadfmayT omngasnA RTCP-naketos. L

3anpauseaeweii nepwoj KOHTPONA ceccitt |
(Session Expires, RFC 4028),c @ | —

Mepuog nposepu pabouero cepeepa, ¢

60

[MOChE JABBPLIEHMA NPEALLIYLLER TPAHIAKMH OPTIONS) W@
MNepuog nposepi vepalbousro cepeepa, © Y

(neche sasepwenns NpeALLIYLER Tpansann OPTIONS)
Ay_ulmq'.lmn SBC

Nomw

MNaponk
PerucTpauus SIP trunk

Tin pemcTpaime || Het
Mepnog pemcTpaumn, ¢
Wms nonsaceatensHowep .
SIP-goueH

' Bes OrpaHNuEHIA
CrpaHuueHne WICha 00H08IeMEHHRIX CECCH MOAHGCTLI JANPETHTE

-~ Mamcunym | 0 CECCHi

Rule set || Her

=T
KoWEEpTMpORATE RFC2833 Aash e SIP INFO | [

PaspewnTs NepeHanpagnexne

B. Tabnuua SIP-HanpaBneHui byaeTt umeTb cneayowmii BUA;

[SIP Destination

L Wman | SIP TpaHcnopT Remote address | ApanTaupmn ] npoTokon | Rule set
o softswitch 16.113_S061 192.168.16.65 - UDP-onty
NoSanuTe PeakTHpoBaTL Yaanute
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6. KoHourypuposaHue Habopos npasun (meHio Kondurypauma SBC/Rule set, pasaen 4.1.3.5).

Co3patb Habop npasu, ykasaTb ero umsa, 4obaBuTb NpaBuao B Habop. B none «Jelicmsue» BbibpaTh «Send
to destination», B none «SIP Destination» yKasaTb HanpaB/iieHWe, KOTopoe KoHurypmposanocb gnsa Softswitch.
BbicTaBuTb ycnosue «Bce», cOXpaHUTb NPaBuao U Habop npasu.

7. MpuBA3Ka NpaBuaa K HanpasaeHuWto 1A abOHEHTOB.

Rule set

Hacrtpo#kn npaesuna

Mwms | |RouteRule0D

Dedctane ||Send to destination

He nepepaeats diversion | |

VIHTEpEAN EPEMERN PATOTE! ||

[ HHMM- YY:MM

Yenoeua

v

v

v

v

*e
‘

|- Coxpanns | |

OTMeHUTE

A. 3aiitn B pasgen «SIP Users», BblbpaTb paHee co34aHHOEe HanpasfeHue U B none «Rule set»
BblOpaTb CO34aHHbIN HAabop nNpasun.

SIP user [

Wrem

| gateway

SIP TpasicnopT

Rule set

(10120120 5062

| Het

TparcnopTHE npoToxan

| UDP-cnly.

TopwaT ssronosxcs SIP

[Full

Mpotuns RADIUS

| He BnifipaH

MepensesTe koHTaLT Baz MameHeHLS

TaitmayT cwmnarmr RTP-naxetos, ¢ B

TaamsayT cvunasnA RTP-naxketos nocne
nenysernA Silence-Suppression {MeoskuTENS) Lo

TafmeyT oxaaqus RTP-NSKeTOR & peaMe
yaesokasuA Bcieosa (sendonly, insclive) (mroarens) @

TaimayT cxussraA RTCP-naxetos, ¢ W

KosTponk |P:Paort uctounuks RTR

3EMPSLUMESSMEIA NEPWI KOHTRANA CECtu
(Session Expires, RFC 4028), ¢ @

SIP nowmes

AboresTe 38 NAT

BpemA XpaHeHUR costuHerA He NAT, ¢ | |

He wenonsacesTs nogwmesly SDP mode
anA npodpoca KNS wapes NAT

MAHUMENEHOS EPEMA DETUCTDELNM, © LA

B. Tabnuua SIP-nonb3oBaTtene byget UMeTb CieyoLWnin BUA:

. XpaHeHWs
Ne Wma siP n RADIUS npo’ 3a NAT Wa NAT, ¢ SIP npomeH Rule set
] qateway 20.120_5062 He BeiGpax UDP-only - to_softswitch
| Dobaeate | | PenakTmposath ] [ ¥oanute

8. [lnA npUMeHeHMA HaCTPoeK COXPaHUTb KoHourypaumto Bo Flash (meHio Cepsuc/CoxpaHutb
KoHdurypauumio Bo FLASH, pasgen 4.1.12).
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2. Hactpoiiku SBC ans SIP-TpaHKOB

Cxema npmeHeHusA

VLAN 100 VLAN 100
192.168.20.120:5067 192.168.20.99:5060

Softswitch TpaHKOBbLIN W03

AN 50 VLAN 50
192.168.16.65:5060 192.168.16.113:5065

E SBC He aHanusupyet TMNbl TpaduKa (aboHeHTCKUM unum sip trunk), ana pasHoro Tpadpuka
Heo6X0AMMO UCNOb30BaTb Pa3Hble NOPTbI.

MopaaoK KoHurypuposaHua SBC

1. KoHourypupoBaHue nHtepdeiicos.

MNoapobHee B pasaene 1 Hactpoiika SBC gna SIP-aboHeHTOB faHHOTO MNpUIoKeHUs.

2. KoHdurypuposaHune meana ana SIP.

MNoapobHee B pasaene 1 Hactpoiika SBC gasa SIP-aboHeHTOB AaHHOro MNpunoxkeHus.

3. KoHourypuposarue SIP-TpaHcnopTa (MeHio Kondurypauua SBC/SIP TpaHcnoprt, pasgen 4.1.3.1).

A. [o6aButb SIP-TpaHCNOPT B HanpaB/ieHUN TPAHKOBOTO LUHO3a.

MapameTpbl MHTEPdENCa: SIP transport 0
cemesoli uHmepgpelic — 20.120; n | [20.120_5067
nopm 011 cueHanusayuu — 5067; WmeA cetw | | [2]20.120 (bond1.100 192.168.20.120) =
medua — 20.120.
Mopr | |5067
CeTeeoi wTepgeiic gna RTP | [2] 20.120 (bond1.100 192.168.20.120) =
MpUMeHUTD OTMEHHTD
B. Job6asuTb SIP-TpaHcnopT B HanpasaeHun Softswitch.
v SIP trans 1
MapameTpbl UHTepdelica: port
o o Wma | [16.113_5065
cemeeoli uHmepeetic — 16.113; ——
nopm ns cuzHanu3auUU — 5065,’ . WmA cetw | | [1]16.113 (bond1.50 192.168.16.113) =
medua — 16.113. _ Mopr | |5065

CeTegoil wHTepdeiic gna RTP | | [1]16.113 (bond1.50 192.168.16.113) =

MpuMeHHTL OTMEHHTL
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C. Tabnuua SIP-TpaHcnopTa 6yaeT MmeTb cnepyowmii BUA;:

SIP TpancnopT
[} 20.120_5067 20.120 bond1.100 (192.168.20.120) 5067

20.120
bondl.100 (192.168.20.120)

A 16.113_5065 [ 16113 [ bond1,50 (192.168.16.113) |~ 5065 | 16113
bond1.50 (192.168.16.113)

Aobasutn PefaxkTuposaTs YaanuTe

4. KoHdurypuposaHue SIP-HanpasneHunin (meHto Kondurypauma SBC/SIP Destination, pasgen 4.1.3.2).

A. [obaeuTb SIP destination B HanpaBaeHUM TPAHKOBOTO WJ03a (none «Rule set» Ha AaHHOM 3Tane
3ano/HATL He TpebyeTcs).

SIP destination 0
MR | | trunk_gakeway
SIP Tpasscnopt || [0] 20,120 S06T -

Remoie address || 192.168.20.99

TpascnopTHesi nporokon W | | UDP-anly =
@opMaT 3aronoas SIP || full -

Agantayms || - -

MepefaEaTs KOHTAKT Ge3 naweHeHHA | [

TaiuayT ommuganen RTP-nanetos,c W |
TadtuayT ceagasned RTP-NAMTon noche

nomysennn Silence-Suppression (moxmTens) W

TaimayT oxMgaHiA RTP-NakeToR B pesmwe

YRepEAHAA Bp1308 (Sendonly, inactve) (miomrTens) @

TaRMayT omiganun RTCP-naeTon, ¢ W
3anpalidEseMLIA NepHO EDHTPONA CECCHI . -

(Session Expires, RFC 4028), ¢ &

Nepuog nposepis pafiowsro cepeepa, ¢

&0
(nocne 3aEepLeHIA NpeRLUTYLed TpaK Iz OPTIONS) &
Mepuog nposepi kepalouero cepaepa, © s
(nocne 3asepuIeHHA NPESBAUER TRaKIaK M OPTIONS) W
AyTeHTHpMKALMA SBC
Nk
Maperm,
Perscrpaysn SIP trunk
Tuint pefwcTpaymn || Her -

Mepuog perucTRaLN, ©

HinA nonLaoeaTenRHOMED
SIP-nomer
® ge3 OrPAHHUEHHA
CHNpEHAYEHNE YACNA OOHOSPEMEHHED CEOCHR O Monsocrsio 3ANPETHTE
" Mastamyw | 0 frlm=
Rule set || Met b
st

HoxpepTuposars RFC2833 Flash & SIP INFO

Pazpewwn s NepeHanpasieHne
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B. fob6asuTb SIP destination B HanpasBneHun Softswitch (none «Rule set» Ha paHHOM 3Tane

3aMoNHATL He TpebyeTcaA).

[ sattswitcn

[ 116113 5065

[192168.1665

| UpP-onty

P [un_

[

MepesasaTs KOHTAAT G083 MIMEHEHUA

TaiimayT osmganma RTP-naxetos, ¢ W

TaitMayT oxaHNR RTP-naketor nocne
nomysetin Slence-Suppression (MacsxTens) B

O

O

X0

TaiuayT coopansn RTP-NaxeTos & p
w3083 . inactive) unoxutens) €

TAFL Lin

TafimayT oxugakina RTCP-naxetos, ¢ @

X0

FANPALWBMARI NEPHOS KOWTPOMR CHCEMM
(Session Expires, RFC 4028), ¢ @

MNepwod nposepsr padouero Ccepespa.
(NOGNE 3280 PUIBHIA NPeLAYILER TRANIAYM OPTIONS) &

Mepuag nposep wipadouers cepepa, ¢
(nOCNE 338EPWEHAR NPeEAYILER TRaH3 A OPTIONS) &

KoHBepTHpOBATE RFC2833 Fash 8 SIP INFO

8] MoONHOCTL 2ANPETHTE

PaspewnTs NepeHanpagnesme

C. Tabnuua SIP-HanpaBneHun byaet MMeTb caeayrowmi Bua;

192.168.20.99

192.168.16.65
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5. KoHourypuposarue Habopos npasun (meHio Kondurypauma SBC/Rule set, pasaen 4.1.3.5).

Co3paTb gBa Habopa npasBua. B nepsom B none «SIP Destination» ykasaTb HanpaB/ieHWe, KoTopoe
KoHUrypuposanocb ans Softswitch. Bo BTopom yKasaTb HanpasieHMe Ha TPAHKOBbIN W03,

Rule set0
M to_softswitch |
| Coxpanuts || OTmenuTs
Rules
‘ Ne | Wmsn |A¢ﬁcﬂun
o | RouteRule00 |Send to destination “[1] softswitch” |
[ DoBaente || PenakTnposaTe ] [ Yoanute | * '
Rule set1
Wima |tu_trunk_gataway |
| Coxpanute || OTMenwTs
Rules
| Ne | ma |A¢i\|:m |
o | RouteRule01 |Send to destination "[0] trunk_gateway” |
| DOoBasute || PenaKTWpOEaTE J [ Yoanate | * '

6. MpuBA3aTb NPABMO K HaNPaBAEHUAM.

[na npuBA3KKM B HACTPOIMKax HanpasnaeHua ana Softswitch B pasgene «SIP Users» BbibpaTb Habop npasun,
Yy KOTOpOro B npasue, B none «SIP destination» yka3zaHO HanpaB/iieHNe Ha TPaHKOBbLINM W03, COOTBETCTBEHHO B
HacTpoWKax HanpaB/ieHWa A/ TPAHKOBOrO LWJt03a BblbpaTb Apyroi Habop npaBw/, HamnpasAAKOWMI BCE Ha
Softswitch.

Tabnuua SIP-HanpasBneHuit byaet UMeTb cneayoLmini BUA,:

Ne s sip Remote address 4 N Rule set
trunk_gateway 20.120_5067 192.168.20.99 - UDP-only to_softswitch
1 softswitch 16.113_5065 192.166.16.65 - UDP-only to_trunk_gateway

=]

( Do6Gasuts | | Pe gakTvposaTh ] [ Yaanuts

7. Ana npumMeHeHMs HaCTPOEK COXpaHUTb KoHourypaumio Bo Flash (meHio Cepsuc/CoxpaHutb
KoHdurypauumio Bo FLASH, pasgen 4.1.12).
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NMPUNOXKEHUE B. OGECNEYEHUE ®YHKLUN PESEPBUPOBAHUA SBC

HaunHan c Bepcum 1.7.0, Ha SBC peanmsoBaHa PpyHKLMA pe3epBUpoBaHUNSA. [JaHHan GyHKLUUA aKTUBUpPYeTCA
aBTOMATMYECKN YCTAHOBKOW A0NONAHUTENbHOM AnueHsnm SBC-RESERVE. MpuHuMn paboTbl 3aKA0YaETCA B TOM,
4YTO pe3epsupyloLlee YCTPOMCTBO HaxoauTCA B cnalem pexkume (SLAVE), He HecA HUKAKUX QYHKLMI U He umesn
cBoero IP-agpeca B ceTn, NOoCToAHHO HabAtogaeT 3a OCHOBHbIM ycTponcTBom (MASTER) u, Kak Tonbko MASTER
BbIXOAUT U3 cTpos, SLAVE npuHumaeT Bce GyHKUMM Ha cebA, NONHOCTbIO 3aMeHsAs Bbiweglero ns ctpoa MASTER.
[Ona nonHoro aybnupoBaHuMa ¢yHKUMM pesepBupylollee YCTPOMCTBO MOCTOAHHO MOJy4aeT OT OCHOBHOIO
aKTyanbHyl KoHoUrypaumio, 6asy gaHHbIX abOHEHTOB M Apyrue, Heobxoanmsble ans pabotel dainbl. B cayyae
cmeHbl ctapwmHctea MASTER-SLAVE Bce ycTaHOBAEHHble BbI30Bbl pa3pyLlatoTCA, HOBble BbI30OBbl HayMHaeT
06pabaTbiBaTb YCTPOWMCTBO, KOTOPOE CTaI0 MACTEPOM.

Ona obecneuennii GyHKLMIA pe3epBMPOBAHUA UCMONb3YIOTCA TONIbKO O4HOTUNHbBIE yCTpoiicTBa SBC-
2000 nn60 SBC-3000.

PeKomeHayemMblii nOpaAOK 06HOBAEHUA YCTPOUCTB B pesepse:

1. O6HOBUTb YCTPOMCTBO, KOTOpOe sBnseTcs SLAVE.

2. Y6eantbea, uTo peseps BcTan B paboty. MASTER BuanTt SLAVE Ha 0KanbHOM U r106anbHOM JIMHKAX.
3. Caoenatb cmeHy cTapwmHctea. Ha MASTER pasaen «PesepsupoBaHue».

4. Y6eamnTbCs, 4TO CMEHa CTapLUMHCTBA NPOLLAA YCnewHo 1 HoBbli MASTER paboTaerT.

5. O6HOBUTL HOBbIN SLAVE.

MNpu o6bHoBNEeHUM pe3epBa Ao sepcum 1.10.11, 6ubnnorek OpenSSH u ycrpoiictea SLAVE poctyn
. yepe3s web-uHTepdeiic K ycTpoiictey nponager, npu stom cBA3b MASTER-SLAVE coxpaHuTcA.
PeKomeHayeTcA 06HOBAATL YCTPOMCTBA NO C/eAyOLWeMy aropuTmy:

a.
b.

O6HOBUTbL YCTPOMUCTBO, KOTOpOe ABaseTca SLAVE.

Y6eputbca, uto peseps BcTan B paboty. MASTER Buaut SLAVE Ha noKanbHOM U rnobasibHom
NuHKax (aoctyn K web-nntepdgeiicy SLAVE nponager).

O6HoBUTb MASTER (nocne Ttoro kKak MASTER yipeTr B nepesanycK, aBTOMaTUuYeCKU
NPou3oiAEeT CMEeHa CTapLUMHCTBA).

[oxpatbca 3arpy3KuM yCTPOACTBA, ybeautbesa, UTo peseps BCTaa B paboTy u noAasuacA goctyn
K web-unrepdeiicy SLAVE.

PaCCMOTpMM CXeMbl NOAKNIHYEHUA!

SBC (master)

!JQQ y

SWITCH
(MES3124F

S,

" SBC (slave)

- — local link
3 === global link

PucyHok 33 — Cxema pe3epBMpPOBaHUA C OAHUM KOMMYTaTOpPOM
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in stack

SWITCH

SBC (master)

— |ocal link
---= global link

PucyHok 34 — Cxema pe3epBMPOBaAHNA OBYMA KOMMYTaTOPaMMn B CTEKE

Mpwu pesepBUpoBaHUM Ha yCTPOMCTBE BblaenaeTca 2 Tuna front-nopTa, 3To NOKanbHbIA U rNobanbHbI. Ha
SBC-2000 nokanbHble nopTbl — 310 0 U 1, rnob6anbHble — 2 1 3. Ha SBC-3000 noKanbHble nopTbl — 370 1 1 2,
rnobanbHble — 3 1 4. HaumHas c Bepcum 1.10.9 noaBmaacb BO3MOMKHOCTb HAaCTPOUTb Kakoi 13 front-nopTos byaget
JIOKasbHbIM, @ KaKkol rnobanbHbiM. HacTpoiikn nponssoaAaTcs B pasgene «Cetesaa noacmuctema» = «HacTpomku
front-nopTtoB ans pesepsuposaHus SBC».

Mpu coeanHEHUM YCTPOMCTB HEOOXOAMMA CBSA3b O4HOBPEMEHHO MO JIOKa/IbHOMY W FN06aNbHOMY JIMHKY.
Cxema pesepBupoBaHuA paboTaeT no npoTtokony IPv6, B npouecce paboTbl ycTpolicTBa 0b6MeHMBatOTCA
KOHPUIypaUMOHHbIMWU U APYTUMWU, HEOBXOAMMbIMU ANS NOAAEPKAHUA aKTyanbHOWU MHPopmaumm danamu. Ons
CBA3W MO NOKaNbHOMY /IMHKY mucnonb3yetca 4091 VLAN, no rnobanbHomy 4092 VLAN. B cnydyae paspbiBa no
JIOKaZIbHOMY IMHKY YCTPOMCTBa 06MeHMBatoTCcA pabounmm dpatnamm no rnobanbHomMy NNHKY. Palinbl, cBA3aHHbIE
€ 6€30NacHOCTbIO (KNtoum ssh, CNIMCKM guHamM4Yeckoro 6paHgmayapa u T. 4.), nepeatoTcs TO/bKO Mo SIOKasbHOMY
JIMHKY, T. K. OH NOAK/IOYAETCA HAMPAMYIO MEXAY YCTPOMCTBAaMM M cumTaeTcs BesonacHbiM. B ciyyae ecnm
NIOKasbHbIA NIMHK NOAKNIOYAETCA He Hanpsamylo mexagy SBC, a yepes KaKoe-TO YCTPOWMCTBO, TO HeEOBX0AMMO
obecneunTb 6€30MaCHOCTb aPXUTEKTYPON CETU.

Mpu paspbiBe CBA3M NO O4HOMY M3 IMHKOB YCTPOMCTBO MHULIMMPYET aBapuio.

Ecnu Tpebyerca UsmeHUTb peXxum pabotbl front-nopToB ¢ NOKaNAbHOro Ha rnob6anbHbI U HA060POT, TO
® | HacTpoiiKy Heob6xo4MMO MeHATb Ha 060oux ycTpoiicTBax (Beaywei (master) u Begomoii (slave) SBC).

Hanpumep, Tpebyetca cobpaTb cXxemMy C pe3epBom Taknm 06pasom, YToObl NOKasbHbIN ANHK Bbla Ha NopTax
2, 3 (ana SBC2000) nnm 3, 4 (ana SBC3000), a rnobanbHbiii Ha nopTax 0, 1 (ans SBC2000) unu 1, 2 (ans SBC3000).

[na 3Toro HE06X0ANMMO NOAKNOUMTLCA K NEPBOMY YCTPOMCTBY, MOMEHATL PeXxnm paboTbl front-nopTtos ana
pe3epBa, COXPaHUTb KOHPUrypaumio. 3aTemM MOAKAYMTLCA KO BTOPOMY YCTPOMCTBY, TaKKe MOMEHATb PEXUM
paboTbl front-nopToB A41A pe3epsBa M COXPaHUTb KOHUIypaLuio.

Mocne 3TOoro MOXHO cobupaTb pe3epB MO WHCTPYKUMKM, KOTOpas npusBedeHa HuxKe («lMopsaaok
NOAKAOYEHUA U HACTPOWMKK pe3epBan).

MopaaoK NoAKAIOYEeHUA U HAaCTPOIKK pe3epBa
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ByaeT paccMoTpeH c/iy4yal NoAKAOYEHUS K ABYM KommyTaTtopam MES B cteke (PucyHok 35). McxoaHoe
cocTosnHMe: aBe ogHoTUNHble SBC ¢ nueHsnen pesepsa, ABa KommyTtaTopa MES B cTeke. HacTpoiKa cTeka Ha
KOMMYTaTOpax NpOU3BOAUTCA COMIaCHO AOKYMEHTALMN Ha KOMMYTATOPbI.

[ns Hayana cnegyeT HAaCTPOUTb NpoxoxKaeHue cnyebHbix VLAN Ha kKommyTaTopax. Ha nopTax, Kyaa byayt
noakntoyeHbl global anHkn SBC, cnegyeT paspewmnTtb npoxoxkaeHne VLAN 4092. Mpu 3TomMm NOpTbl A0MKHbI
nponyckaTtb n npoune VLAN, HacTpoeHHble Ha SBC. Take nopTbl, K KOTopbiM ByayT noakntodatbca SBC, cneayet
06beanHuTb B port-channel. Utorosas cxema Ha 3TOM 3Tane byAeT BbIrAAETb TaK:

port-channel 1", )
: - gi1/0/1 MESZIJB214F
. cTek
SBC T
o gi1/0/2
port-channel 2.°" -+,
= gi2/0/1 MES3124F
SBC . . ctek ID 2
— gi2/0/2

PucyHok 35 — Cxema ob6begmHeHuMa noptos B port-chanel

[anee nponssoauTca nogkaoueHne segyuien (master) SBC. Ha aTom aTane noaknto4atoTcs ToabKo global
NnHKK. Mocne atoro SBC 3anyckaertca B paboTy v cTaHOBMUTCA Beaylei (master). Cxema Ha 3Tom 3Tane byaet
BbIFNAAETb TaK:

port-channel 1"+, ]
: - gi1/0/1 MES3124F
SBC (master) | global links Do crek D 1
: gi1/0/2
port-channel 2.°"+,
o - gi2/0/1 MES3124F
SBC : : crek ID 2
: gi2/0/2

PucyHok 36 — Cxema nogkntoueHus seayieii SBC (master)

Mocne atoro K Beaylei (master) SBC local ninHkom noaxntoyaetca Begombiii (slave) SBC. Ha atom aTane
cneayeT AOMAATbCA, MOKa YCTPOMCTBA He obHapy»KaT Apyr Apyra U He BK/AoYaTca B paboTy Kak napa BeAoMblit-
Beaywmin (cm. pasgen « MIOHUTOpPUHr» - «Pe3eps»). Cxema Ha 3TOM 3Tane 6yaeT BbIrNA4ETb TakK:

port-channel 1-""*. _
o - gi1/0/1 MES3124F
SBC (master) | globallinks S FISRIEA
W gi1/0/2
local link
port-channel 2.+,
z - gi2/0/1 MES3124F
SBC (slave) S Grek 1) 2
7 gi2/0/2
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PucyHok 37 — Cxema nogkntoueHus segomoro SBC (slave)

MNocne TOro, Kak napa BeAoOMbl-Beaywnin bbina obpasoBaHa, MOXKHO nogkatountb global nMHKK Ha
BEA0MOE YCTPOWCTBO:

port-channel 1"+, )
- gi1/0/1 MES3124F
SBC (master) global links crek ID 1
: gi1/0/2
local link
port-channel 2."" -, p——
— gi2/0/1
SBC (slave) global links : B crex ID 2
- gi2/0/2

PucyHok 38 — Cxema noakntodeHua global links

C6opKa pe3epBa Ha 3TOM 3aBepluaeTcs. B MoHMTOpUHre cneayet ybeantbea, uto obe SBC BuaaT apyr apyra
KaK Ha IOKaNbHOM, TaK 1 Ha rN06anbHOM JIMHKE.

B cnyyae BO3HWMKHOBEHWA NMPO6AEM C YCTaHOBNEHUEM OTHOLWIEHUI BedyLMA-BeAOMbIA UAN OTCYTCTBUS
BUAMMOCTM MO NOKA/IbHOMY U ro6asibHOMY IMHKaM cneayeT NpoBepUTb NPaBUIbHOCTb BbINOJIHEHUS BCEX 3TAMNOB
HACTPOMKMU.

OnpeaeneHue CTapLIMHCTBA
Mpun onpeaeneHnmn Kto ns yctponcts byget MASTER nan SLAVE ncnonbsyeTtcs cneayroLmnin anroputm:

— Ecnu npwm BKAOYEHWUM YCTPOIACTBA NOKANbHbIE IMHKU HE aKTUBHbI, TO YCTpoMcTBa ctTaHoBMTcA MASTER.

—  Ecnu npwm BKAOYEHWUK YCTPOIACTBA rN0OAbHBIE IMHKM HE aKTUBHbI, TO YCTPOMUCTBO cTaHoBUTCS SLAVE.

— Ecnn B npouecce paboTtbl K ycTpoicTBy, KoTopoe sasetca MASTER, nogkntoumTtb SLAVE, TO
CTapLWMHCTBO HE U3MEHMUTCA.

— Ecnn B npouecce paboTtbl K ycTpoiictBy, KoTopoe sABnsetca MASTER, noakntountb MASTER, TO
CTapLUMHCTBO ONpeaenMTCcA Ha OCHOBE CEPUMHOIO HOMEpPA, Y KOro CepPUIAHbIN HoMep H6osblue, TOT CTaHET
MASTER.

bnoK cxembl onpegeneHma CTaplLMHCTBA:

3anycK M HHMLMANMSaLMA

3anyck

Y MeHs ecTb

- FLOAT

B Cocep Cocen . ¥ ¥ WAN?
mactep? mactep? ObpaboTka ObpaboTka
NOAKMOYEHNS NogKNIYEHNs
LAN WAN

- MASTER

A mactep?

MASTER | | SLAVE
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O6paboTKa NogxAoUYEHUS MO FN06ANbHOMY UAN NOKASIbHOMY JIMHKY.

O6paboTka O6paboTka
nogKnioYeHns NOAKMIOYEHNs
LAN WAN

Hawnwm
coceqa B
WAN?

keep-alive

Onpenenexwe Cocen
CTEE ﬁanma AocTynsn no
p WAN?

[

| keeéfalive | 4

Cocen
[OCTYNeH no
LAN?

A mactep?

Cocen
OOCTYNeH no
WAN?

. Y MeHA ecTb )
WAN?

CmeHa ponei

+ Y MeHs ecTb ™

AN FLOAT

- MASTER

A mactep?

’,+
Mpu nogKnoYeHUN yCTPOMCTBA K yiKe paboTtatowemy, Heobxoamumo oTkaouuTb Bce WAN AMHKK Ha
noAKAloYaeMoM ycTpoiicTBe, noaknounTtb LAN nuMHK K pa6otatowemy (MASTER) SBC, aomxkpatbca

cornacosaHusa, nogkaoumtb WAN nuHku K SLAVE, uHaue BHOBb NOAK/O4Yaemoe YCTPOUCTBO MOXKeT
onpepenutca Kak MASTER 1 nepepaTtb cBOM HeaKTyanbHble pabouune ¢ainbl.

v

Paboune dalinbl nepepaloTca cpasy nocsae noaknwouveHma K MASTER, Kaxablit pas nocne 3anucu
KoHoMrypaumm Ha flash, cnycta 10 cekyHA nocne Kaxaoro UsMeHeHus KOHPUrypauum n nepmoamyeckm pas 8 180
CeKYHA.

CnucokK nepeaaBaembix ¢pannos:

¢daiin 3anucaroi Bo flash koHpUrypaunu;

daiin Tekywen 3anyweHHo KoHourypaumu;

KNoUM ans cosgaHma ssh-TyHHenew;

6a3a faHblX 3apPerncTpMpoBaHHbIX aBOHEHTOB;

dannbl nonb3oBatenei linux;

dannbl naponei nonb3osaTenei web-nHrepderica n CLI;
BCE CMUCKMN afpecoB AMHAMMYECKOro bpaHamayapa;
KNOUM 1 cepTUdUKaTbl ANs NnpoTokona https.

B npouecce paboTbl N0Nb30BaTE/Ib MOMKET 3aUTH Ha web-nHTepdeic SLAVE, gns sToro HeobxoaAnMmo 3amnTu

B 3aK/1aAKy « MOHUTOPUHr» = «Pe3epBuUpoBaHME» = «OTKPbITb Be6», 1nbo no cebike:
http://192.168.0.100:8080/login, rae smecto 192.168.0.100 ssectu IP-agpec MASTER.
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j JypHan aBapHItHLIX ¢oBeITHA
EH) Tpatcuposrm
j PCAP Tpacc wpoBK

Session Border Controller Kondurypatop © ABapmii HeT.

MHbOpMaLWA 0 CHCTEMe

Tekywee Bpema Tuesday December 06 12:49:21 GMT+6 2016
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MpuunHa nocneanei nepesarpysku Mo KOMaHAE NONL30BATENA
Bepcua NO 1.7.0.166
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CepuitHbin HoMep

MAC agpec

NyeH3mnm:
SBC
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NMPUNOXEHUE T. YNIPABNIEHUE U MOHUTOPUHT MO NMNPOTOKOJ/TY SNMP

SBC noanep»KMBaetT MOHUTOPUHT U KOHPUrypupoBaHue npu nomolum npotokona SNMP (Simple Network
Management Protocol).

PeannsoBaHbl cnegytowme GyHKLUMN MOHUTOPUHTA:

cbop obLei MHdopmaumm 06 ycTpoicTBe, MOKa3aHUAX A4ATYMKOB, ycTaHOBAEHHOM MO;
coctosnHue SIP-uHTepdeincos;
cbop cratmcTukm SIP.

PeannsoBaHbl cneaytolme GyHKLMMW yNpaBAeHUA:

0bHOBEHWE NPOrpaMMHOro obecnevyeHns yCTPOICTBa;
COXpaHeHue TekyLlen KoHpUrypauum;

nepesarpyska yCTpPoOmncTBa;

ynpasneHue SIP-aboHeHTaMu.

B Tabnnuax c onucaHuem OID B KoNOHKe “3anpockl” byaeT NpUHAT creayowmini dopmat onucaHms:

Get — 3HauyeHMe 06bEKTa MM AepeBa MOMKHO NpoUnTaTh, oTnpasmB GetRequest;

Set — 3HauyeHMe 06bEKTA MOMKHO YCTaHOBUTb, OTNPaBMB SetRequest (06paTMTe BHUMaHWe, Npu
yCTaHoBKe 3HayeHua Yepes SET K OID cneayet npusectu K suay “0O1D.0");

{} — nms obvekTa nnm OID;

N — B KOMaHAe MCNoNb3yeTCA YNCIOBOM NapameTp TMNa integer;

U — B KOMaHAge MCMNO/b3yeTcs YNCIOBOM NapameTp Tuna unsigned integer;

S — B KOMaHZe MCNoJIb3yeTcA CTPOKOBLIM NapameTp;

A — B KomaHge wucnonb3yetca IP-agpec (obpaTuTe BHMMAHME, HEKOTOPble KOMaHAbI,
NPUHMMAIOLLME KaK aprymeHT IP-agpec, MCNoNb3yoT CTPOKOBbLIN TUN AaHHbIX “s”).

Tabnunuya .1 — Mpumepbl KOMaHA,

OnucaHune 3anpoca KomaHaa
Get {} snmpwalk -v2c -c public -m +ELTEX-SBC Sip_sbc activeCallCount
Get {}.x snmpwalk -v2c -c public -m +ELTEX-SBC Sip_sbc pmExist.1
snmpwalk -v2c -c public -m +ELTEX-SBC Sip_sbc pmExist.2
nT.A
Set {} N snmpset -v2c -c public -m +ELTEX-SBC Sip_sbc \
sbcSyslogHistoryPort.0i 514
Set {} 1 snmpset -v2c -c private -m +ELTEX-SBC Sip_sbc sbcReboot.0 i 1
Set {} Ulll snmpset -v2c -c public -m +ELTEX-SBC Sip_sbc \
getGroupUserByID.O u 2
Set {} S snmpset -v2c -c private -m +ELTEX-SBC Sip_sbc \
sbcUpdateFw.0 s\
"smgl016m_firmware_sbc_1.9.0.51.bin 192.0.2.2"
Set {} "NULL"111l |snmpset-v2c -c private -m +ELTEX-SBC Sip_sbc \
getUserByNumber.0 s "NULL"
Set {} Alll snmpset -v2c -c private -m +ELTEX-SBC Sip_sbc \
sbcSyslogTracesAddress.0 a 192.0.2.44
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Mpumepbl BbINO/IHEHUA 3aNpPOCOB:

Huyke npuBeaéHHbIe 3anpocbl 3KBUBaNEHTHbI. Mpumep 3anpoca obbekTa sbcActiveCallsCount, KoTopbii
OTObOparKaeT YMC/IO TEKYLLMX BbI30BOB Ha SBC.

S snmpwalk -v2c -c public -m +ELTEX-SBC 192.0.2.1 sbcActiveCallCount
ELTEX-SBC::sbcActiveCallCount.0 = INTEGER: 22

S snmpwalk -v2c -c public -m +ELTEX-SBC 192.0.2.1 sbc.42.1

ELTEX-SBC::sbcActiveCallCount.0 = INTEGER: 22

S snmpwalk -v2c -c public -m +ELTEX-SBC 192.0.2.1 1.3.6.1.4.1.35265.1.49.42.1

ELTEX-SBC::sbcActiveCallCount.0 = INTEGER: 22

S snmpwalk -v2c -c public 192.0.2.1 1.3.6.1.4.1.35265.1.49.42.1
SNMPv2-SMI::enterprises.35265.1.49.42.1.0 = INTEGER: 22

Onwucanue OID us MIB ELTEX-SMG

Tabnuua .2 — O6uwas HGopmaLUA N AaTYUKK

Nma oID 3anpocbl OnucaHue
sbc 1.3.6.1.4.1.35265.1.49 Get {} KopHeBoli 06bekT ans aepesa OID
sbcDevName 1.3.6.1.4.1.35265.1.49.1 Get {} MmaA ycTpoictea
sbcDevType 1.3.6.1.4.1.35265.1.49.2 Get {} Tun ycTpoiicTsa
(scerma 49)
sbcFwVersion 1.3.6.1.4.1.35265.1.49.3 Get {} Bepcua MO
sbcUptime 1.3.6.1.4.1.35265.1.49.5 Get {} Bpems paboTbi MO
sbcUpdateFw 1.3.6.1.4.1.35265.1.49.25 Set {} S O6HoBneHue MO. Ana atoro cneagyet
coenatb 3anpoc Set ¢ napameTpamu
(pasaenutb npobenom):
- umsa ¢anna NO 6e3 npobenos;
- agpec TFTP-cepsepa
sbcReboot 1.3.6.1.4.1.35265.1.49.27 Set {} 1 Mepesarpyska obopyaoBaHua
sbcSave 1.3.6.1.4.1.35265.1.49.29 Set {} 1 CoxpaHeHue KoHdUrypaLumm
sbcFreeSpace 1.3.6.1.4.1.35265.1.49.32 Get {} CBob60oAHOE MECTO Ha BCTPOEHHOM
bnsw-namaTn
sbcFreeRam 1.3.6.1.4.1.35265.1.49.33 Get {} Konunuectso cBoboaHoM
onepaTMBHOM NamATH
sbcMonitoring 1.3.6.1.4.1.35265.1.49.35 Get {} OTobparkeHne JaT4NKOB
TemnepaTypbl U CKOPOCTU BpaLLeHuUA
BEHTUNATOPOB, KOPHEBOM 0O BEKT
sbcTemperaturel 1.3.6.1.4.1.35265.1.49.35.1 Get {} TemnepatypHbIi gaTumk 1
sbcTemperature2 1.3.6.1.4.1.35265.1.49.35.2 Get {} TemnepaTypHbIi AaTYMK 2
sbcFan0 1.3.6.1.4.1.35265.1.49.35.3 Get {} [JaTtunk obopoToB BeHTUAATOPA 1
sbcFanl 1.3.6.1.4.1.35265.1.49.35.4 Get {} [JaTtunk obopoToB BeHTUAATOPA 2
sbcFan2 1.3.6.1.4.1.35265.1.49.35.5 Get {} [JaTtunk obopoToBs BeHTUAATOPA 3
sbcFan3 1.3.6.1.4.1.35265.1.49.35.6 Get {} [atunk obopoTos BeHTUAATOpPA 4
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Nma OID 3anpocbl OnucaHue
sbcPowerModuleTable | 1.3.6.1.4.1.35265.1.49.36 Get {} MHpopmaLuma o cocTosiHMM 610KOB
NUTaHUA, KOPHEBOM OOBEKT.
Ona povepHux o6beKTOB
yKa3biBaeTca Homep bM: 1 nam 2
sbcPowerModuleEntry | 1.3.6.1.4.1.35265.1.49.36.1 Get {} cm. sbcPowerModuleTable
pmExist 1.3.6.1.4.1.35265.1.49.36.1.2.x Get {}.x YctaHosneH nu B
1 — ycTtaHoBAneH
2 — He yCTaHoOBNEH
pmPower 1.3.6.1.4.1.35265.1.49.36.1.3.x Get {}.x MNoaaétca nn nuTaHue Ha bl
1 — nopaétca
2 — He nogaéTca
pmType 1.3.6.1.4.1.35265.1.49.36.1.4.x Get {}.x Tun yctaHoBaeHHoro BI
1 — PM48/12
2 — PM220/12
3 — PM220/12Vv
4 — PM150-220/12
sbcCpulLoadTable 1.3.6.1.4.1.35265.1.49.37 Get {} 3arpyska CPU, KopHeBOW 06bEKT.
MoKa3bIBaeT NPOLLEHT 3arpy3Ku
npoLeccopa no Tunam 3agad. Ans
[o4YepHMX 06BEKTOB yKasblBaeTcA
HOMep npoLieccopa:
sbcl016M — 1
sbc2016 — 1..4
sbcCpuloadEntry 1.3.6.1.4.1.35265.1.49.37.1 Get {} cMm. sbcCpuloadTable
cpuUsr 1.3.6.1.4.1.35265.1.49.37.1.2.x Get {}.x % CPU, npuaoKeHnsa nosb3osaTtens
cpuSys 1.3.6.1.4.1.35265.1.49.37.1.3.x Get {}.x % CPU, npunoxkeHua agpa
cpuNic 1.3.6.1.4.1.35265.1.49.37.1.4.x Get {}.x % CPU, NpnAOKEHUA C USMEHEHHbIM
npuopuTETOM
cpuldle 1.3.6.1.4.1.35265.1.49.37.1.5.x Get {}.x % CPU, HaxoxAeHue B npocToe
cpulo 1.3.6.1.4.1.35265.1.49.37.1.6.x Get {}.x % CPU, onepauuu BBOAa-BblBOAA
cpulrg 1.3.6.1.4.1.35265.1.49.37.1.7 .x Get {}.x % CPU, o6paboTka annapaTHbIX
npepbiBaHUN
cpuSirq 1.3.6.1.4.1.35265.1.49.37.1.8.x Get {}.x % CPU, 06paboTKka nporpamMmHbIX
npepbiBaHUM
cpuUsage 1.3.6.1.4.1.35265.1.49.37.1.9.x Get {}.x % CPU, obLiee ncnonb3oBaHue
activeCallCount 1.3.6.1.4.1.35265.1.49.42.1 Get {} TekyLLee YMCI0 aKTUBHbIX BbI3OBOB
registrationCount 1.3.6.1.4.1.35265.1.49.42.2 Get {} TeKyLee Yncao pernctpaumi

HaunHan c Bepcun 1.10.16 gobaBneHa BO3MOKHOCTb MOHUTOPUHIa obLwein MHGopMaLMn U JAaTYNKOB Ha
SLAVE-ycTpoiicTBe B cxeme C pesepBrMpoBaHnem. MOHUTOPUHI ocyLlecTBaseTca no npoTokony TCP.

Mpumepsbl 3anpoca 414 MOHUTOPUHIa TenemeTpumn Ha SLAVE —ycTpoicrse:

S snmpwalk -v 2c¢ -c public tcp:192.0.2.1 .1.3.6.1.4.1.35265.1.49
Ssnmpwalk -v 2¢ -c public -m +ELTEX-SBC tcp:192.0.2.1 sbcTemperature2
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Tabnunua .3 — Hactpoliku syslog

Nma OoID 3anpocbl Onucanue
sbcSyslog 1.3.6.1.4.1.35265.1.49.34 Get {} HacTtpoiiku syslog, KopHeBOW 06beKT
sbcSyslogHistory 1.3.6.1.4.1.35265.1.49.34.2 Get {} HacTpoiku normposaHusa uctopmum
KOMaHA B syslog, KopHeBoON 06bEKT
sbcSyslogHistoryAddress 1.3.6.1.4.1.35265.1.49.34.2.1 Get {} IP-agpec cepBepa syslog ans npuéma
Set {} S NCTOPUMN KOMaHA,
sbcSyslogHistoryPort 1.3.6.1.4.1.35265.1.49.34.2.2 Get {} MopT cepBepa syslog ana npnéma
Set {} N MCTOPMM KOMaHZ,
sbcSyslogHistoryLVL 1.3.6.1.4.1.35265.1.49.34.2.3 Get YpoBeHb AeTanM3aumnm Ioros
Set {} N 0 — OTKANHOUYUTb NOTUPOBAHUE;
1 — cTaHOApPTHbLINK;
2 — MOJIHbIN
sbcSyslogHistoryRowStatus 1.3.6.1.4.1.35265.1.49.34.2.4 Get {} MpUMEHUTb U3MEHEeHMUA B
Set {} 1 JIOTUPOBAHUM UCTOPUM KOMAHJ,
sbcSyslogConfig 1.3.6.1.4.1.35265.1.49.34.3 Get {} HacTpoMKu cMcTeMHOro KypHana
sbcSyslogConfiglogsEnabled 1.3.6.1.4.1.35265.1.49.34.3.1 Get BKkntounTb BeaeHuMe 10ros
Set {} N 1 — BKAOUUTD;
2 — BbIK/IOYNTD
sbcSyslogConfigSendToServer [1.3.6.1.4.1.35265.1.49.34.3.2 Get {} OTnpaBaaTb COOOLLEHUA Ha cepBep
Set {} N syslog
1 — BKAOUUTD;
2 — BbIK/IOYUTD
sbcSyslogConfigAddress 1.3.6.1.4.1.35265.1.49.34.3.3 Get {} IP-agpec cepsepa syslog
Set {} S
sbcSyslogConfigPort 1.3.6.1.4.1.35265.1.49.34.3.4 Get {} MopT cepBepa syslog
Set {} N
sbcSyslogConfigRowStatus 1.3.6.1.4.1.35265.1.49.34.3.5 Get MPUMEHUTb U3MEHEHUSA B HACTPOMKAX
Set {} 1 CUCTEMHOTO XypHana

MpocmoTp MHd)OpMaLI,MM 0 3aperncTpmnpoBaHHbIX NOJib30BaTeNIAX

B onucaHun KomaHAabl Bbi3oBa yTuauT SNMP 6yayT npeacTaBfieHbl CAeAyOWMMU CKPUNTaMn Ans
KPaTKOCTU U HAarNAAHOCTU U3N0XKEHMUA:

Ckpunt swalk, peanusyowmin yteHme sHa4YeHUN:

#!/bin/bash

Jusr/bin/snmpwalk -v2c -c public -m +ELTEX-SBC 192.0.2.1 "s@"

CKpunT sset, peanunsytowmii yCTaHOBKY 3HaYEHU:

#!/bin/bash

/usr/bin/snmpset -v2c -c private -m +ELTEX-SBC 192.0.2.1 "$S@"

[na npocmoTpa TpebyeTca caenatb caeaytolme Wwarn:

1) C6pocuTb CcTaTyC NOMCKa;
2) 3apatb KpUTEPUKM NOUCKA (ONUMOHANBHO);
3) OTtobpa3nTtb MHOpMaUuio.
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Mpumep noucka aboHeHTa NO HOMepy

sset sbcSubResetSearch.0i 1 # cbpocuTb NOUCK

sset getSbcSubBySubstring.0 s 40012 # 3a4aTb KpUTEPUI

swalk tableOfSbcSubscribers # oTObpasnTb pesynbTaThbl
Pe3ynbrar:

ELTEX-SBC::subName.0 = STRING: 40012 @tau.domain:5060
ELTEX-SBC::subUserAgent.0 = STRING: TAU-72 build 2.13.1 sofia-sip/1.12.10
ELTEX-SBC::subUserAddr.0 = STRING: 192.0.2.32:5060
ELTEX-SBC::subContacts.0 = STRING: <sip:40012@192.0.2.32:5060>;expires=119
ELTEX-SBC::subRegAddr.0 = STRING: 192.0.1.22:5080

ELTEX-SBC::subSipUser.0 = STRING: Users with RTP in VLAN 609
ELTEX-SBC::subSipDest.0 = STRING: SMG

ELTEX-SBC::subBloked.0 = INTEGER: O

ELTEX-SBC::subRetries.0 = Gauge32: 0

ELTEX-SBC::subExpires.0 = Gauge32: 0

Tabnuua .4 — NpocmoTp MHPOPMALMKN O 3aPErncTPMPOBAHHbIX MO/Ib30BaTENAX

Nma oID 3anpocbl Onucanue
sbcSubSearchStatus 1.3.6.1.4.1.35265.1.49.44.1 Get {} CraTyc noucka no Kputepwuio.
Without search — nowck He
NPOU3BOAMUTCS;

Search by substring — pexum
MoMcKa No NoAcTPoKe

sbcSubResetSearch 1.3.6.1.4.1.35265.1.49.44.2 Set {} N Cbpoc noucka B coctoAaHne without
search. na cbpoca ycTaHOBUTb
ntoboe unMcnoBoe 3HayYeHme.

sbcSubCount 1.3.6.1.4.1.35265.1.49.44.3 Get {} ObLee YnCcNo 3aperncTPMPOBaAHHbIX
yepes SBC aboHeHTOB

getSbcSubBySubstring 1.3.6.1.4.1.35265.1.49.44.4 Get {} 3afaéT NoACTPOKY AN1A MOWCKa B

Set {} S CMUCKe perncrpaumnin u nepesoauT

NMOUCK B pexkum "search by
substring"

tableOfSbcSubscribers 1.3.6.1.4.1.35265.1.49.44.5 Get {} CnMCKOK 3apermcTpmpoBaHHbIX
aboHeHTOB.

B pexume "without search"
BbIBOAWUT BCEX aDOHEHTOB.

B pexkume "search by substring"
BbIBOAMT BCeX aDOHEHTOB, B
OMNUCaHWK KOTOPbIX BCTPeYaeTcs
3a/laHHas NOACTPOKa

subName 1.3.6.1.4.1.35265.1.49.44.5.1.2 Get {} Mmsa (SIP URI) aboHeHTa

subUserAgent 1.3.6.1.4.1.35265.1.49.44.5.1.3 Get {} User-Agent
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Nma oID 3anpocbl Onucanue

subUserAddr 1.3.6.1.4.1.35265.1.49.44.5.1.4 Get {} IP-agpec v nopT, OTKYAa
pernctpuposanca aboHeHT

subContacts 1.3.6.1.4.1.35265.1.49.44.5.1.5 Get {} KoHTaKTHbIM IP-agpec 1 nopT
aboHeHTa (M3 3aronosKka Contact)

subRegAddr 1.3.6.1.4.1.35265.1.49.44.5.1.6 Get {} Appec peructpatopa, ogobpesliero
perucTpaumio

subSipUser 1.3.6.1.4.1.35265.1.49.44.5.1.7 Get {} HanmeHosaHwume SIP Users, ¢
KOTOPOro 3aperncTpmMpoBasnca
aboHeHT

subSipDest 1.3.6.1.4.1.35265.1.49.44.5.1.8 Get {} HanmeHosaHme SIP Destination, co
CTOPOHbI KOTOpPOro Hbina ogobpeHa
perucTpaums

subBloked 1.3.6.1.4.1.35265.1.49.44.5.1.9 Get {} CraTtyc 610KMpOBKM aboHEeHTa

subRetries 1.3.6.1.4.1.35265.1.49.44.5.1.10 Get {} Konnyectso HeyAauHbIX NOMbITOK
gocTtyna

subExpires 1.3.6.1.4.1.35265.1.49.44.5.1.11 Get {} Bpems, yepes KOTopoe UCTEUET
perucTpaums

MpocmoTp ctatucTukm SIP
B onucaHun KomaHAabl Bbi3oBa yTuauT SNMP 6yayT npeacTaB/ieHbl CAeAyloWMMU CKpUNTamn ans
KPaTKOCTU M Harna4HOCTM U3/I0XKEHUA:
Ckpunt swalk, peannsyowmin 4teHmMe 3Ha4YeHUI:
#!/bin/bash
Jusr/bin/snmpwalk -v2c -c public -m +ELTEX-SBC 192.0.2.1 "s@"
CKpunT sset, peannsyowmin yCTaHOBKY 3HAYEHMIA:
#!/bin/bash
/usr/bin/snmpset -v2c -c private -m +ELTEX-SBC 192.0.2.1 "S@"
CTaTUCTMKa CrpynnupoBaHa B WeCTb rpynn no Tunam:
1. HakonutenbHble cyéTuynkm no SIP Users
2. MrHoBeHHble c4étumku no SIP Users
3. HakonutenbHble c4éTYMKKM no SIP Transport
4. MrHoBeHHble c4éTYmKmM no SIP Transport
5. HakonutenbHble cyéTynkn no SIP Destination

6. MrHoBeHHble cyéTumKK no SIP Destination

OID cuéTtumKa popmupyeTcs cneayrowmm obpasom:
1.3.6.1.4.1.35265.1.49.43 <TYPE>.1.<COUNTER>.<ID>, rae
TYPE — oAuH 13 WIeCTU TUNOB CYETUMKA;

COUNTER — naeHTUOMKATOpP CHETUMKA;

ID — naeHTMPUKaTOp 0OBEKTA, HA KOTOPbIM YKa3bIBAET CUETUMK.
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Y3HaTb AeHTUdUKaTop 06bEKTA MOXKHO U3 KoNoHKM ID B CLI. [1na 3TOro, HaxXo4ACb B peXMme peaakTmpo-

Mpumepbl:

BaHuA SIP destination, SIP users nawn SIP transport Hago gatb KomaHay show info. Bropoi cnoco6 — 3anpocutb
no SNMP cyétumk c COUNTER = 3 6e3 ykasaHus ID.

3anpoc uméH Bcex SIP Transport, 0bpaTuTe BHMMaHUE Ha TO, YTO B OTBETE C/ieaytoLan undpa nocie MmeHu,

swalk 1.3.6.1.4.1.35265.1.49.43.3.1.3

ELTEX-SBC::countStatTransportName.4 = STRING: 1.21 5068 rtp_69.121

ELTEX-SBC::countStatTransportName.5 = STRING: 118.164_5068

ELTEX-SBC::countStatTransportName.6 = STRING: user_0.21_5060_rtp_69 21

ELTEX-SBC::countStatTransportName.7 = STRING: user_0.21_5062
ELTEX-SBC::countStatTransportName.8 = STRING: trunk_1.21_5069
ELTEX-SBC::countStatTransportName.9 = STRING: trunk_0.21 5069
ELTEX-SBC::countStatTransportName.10 = STRING: 0.21_5066
ELTEX-SBC::countStatTransportName.12 = STRING: 2.21_5060
ELTEX-SBC::countStatTransportName.13 = STRING: 2.21_5065
ELTEX-SBC::countStatTransportName.14 = STRING: 2.21:5069
ELTEX-SBC::countStatTransportName.15 = STRING: 1.21_5061
ELTEX-SBC::countStatTransportName.16 = STRING: 172.30.0.1:5062
ELTEX-SBC::countStatTransportName.18 = STRING: test
ELTEX-SBC::countStatTransportName.19 = STRING: vlan609_dhcp

3anpocbl N0 CHETYMKaAM:

1.3.6.1.4.1.35265.1.49.43.3.1.9.20

TYPE = 3 — HakonuTenbHbIM c4éTumk no SIP Transport;

COUNTER =9 — Heypga4Hble BbI30Bbl, 3aBepLUEHHbIE SIP Kogamun 4xx;
ID = 20 — cuétumk no SIP Transport c uaeHTnpukatopom 20.
ELTEX-SBC::countStatTransportAnswSuccessCalls.20 = Gauge32: 21946
1.3.6.1.4.1.35265.1.49.43.5.1.408.14

TYPE = 3 — HaKkonuTenbHbIN c4ETYMK no SIP Destination;

COUNTER =408 — Heyaa4Hble BbI30BbI, 3aBepLléHHbIe SIP kogom 408;
ID = 14 — cuyéTumk no SIP Destination c naeHtudukatopom 14.

ELTEX-SBC::countStatDestUnansw408.14 = Gauge32: 33

3anpouweHHoro OID — naeHTUdUKATOP TPAHCNOPTa, KOTOPbIM MOXHO Aanee UCNOAb30BaTh B 3aNpocax:
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Tabnunuya .5 — MpocmoTp cTaTUCTUKK SIP

raoe CODE — oaHO 13 3HaYeHui:

400, 401, 402, 403, 404, 405, 406, 407,
408, 410, 413, 414, 415, 416, 420, 421,
422,423,480, 481, 482, 483, 484, 485,
486, 487, 488, 489, 490, 491, 493, 500,
501, 502, 503, 504, 505, 513, 580, 600,
603, 604, 606

1.3.6.1.4.1.35265.1.49.43.1.1.606

Nma oID 3anpocobl Onucanue
sbcCallStatistics 1.3.6.1.4.1.35265.1.49.43 Get {} Tabanua co Bcemun
c4Yétynkamm SIP
tableOfCallCountStatUsers 1.3.6.1.4.1.35265.1.49.43.1 Get {} Tabnuua co Bcemun
HaKoNUTENbHbIMM
cyétumkamm SIP Users
countStatUserindex 1.3.6.1.4.1.35265.1.49.43.1.1.2 Get {} MHpgekcob! SIP Users
countStatUserName 1.3.6.1.4.1.35265.1.49.43.1.1.3 Get {} HassaHua SIP Users
countStatUserElapsedTime 1.3.6.1.4.1.35265.1.49.43.1.1.4 Get {} Obuee BpeMa aKTUBHbIX
pa3rosopos
countStatUserIncCalls 1.3.6.1.4.1.35265.1.49.43.1.1.5 Get {} Yncno BxoasaLmx BbI3OBOB
countStatUserOutCallLegs 1.3.6.1.4.1.35265.1.49.43.1.1.6 Get {} Yucno ncxoaAawmx BbI3oBoB
countStatUserMsgRcv 1.3.6.1.4.1.35265.1.49.43.1.1.7 Get {} Yucno exoaamx SIP-
coobuweHumn
countStatUserMsgSend 1.3.6.1.4.1.35265.1.49.43.1.1.8 Get {} Yucno nexogawmx SIP-
coobueHum
countStatUserAnswSuccessCalls 1.3.6.1.4.1.35265.1.49.43.1.1.9 Get {} Yncno ycnewHo npuHATbIX
BbI30BOB
countStatUserAnswFinalErrCalls 1.3.6.1.4.1.35265.1.49.43.1.1.10 |Get {} Yncno OTKAOHEHHbIX
BbI30BOB
countStatUserUnanswOtherdxx 1.3.6.1.4.1.35265.1.49.43.1.1.11 |Get {} Yncno HeoTBEUYEHHbIX
BbI3OBOB C
SIP-kogamu 4xx
countStatUserUnanswOther5xx 1.3.6.1.4.1.35265.1.49.43.1.1.12 Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamm 5xx
countStatUserUnanswOther6bxx 1.3.6.1.4.1.35265.1.49.43.1.1.13 |Get {} Yncno HeoTBEYEHHbIX
BbI30BOB C
SIP-Kogamu 6xx
countStatUserUnanswOtherUndef 1.3.6.1.4.1.35265.1.49.43.1.1.14 |Get {} Yncno HeoTBEYEHHDIX
BbI3OBOB C
SIP-Kogamu, He
nonasLWMMK B gpyrue
CYETUYMKM
countStatUserRedirectCalls<CODE> 1.3.6.1.4.1.35265.1.49.43.1.1.300 |Get {} NHanBuayanbHble
raoe CODE — oaHO U3 3HaYeHui: CYETYMKM NO Kojam —
300, 301, 302, 305, 308 1.3.6.1.4.1.35265.1.49.43.1.1.308 4YMCNO NepeagpecoBaHHbIX
BbI30BOB (3aBepLueHbl SIP-
KoZamu 3xx)
countStatUserUnansw<CODE> 1.3.6.1.4.1.35265.1.49.43.1.1.400 |Get {} NHauBuayanbHble

CYETYMKM NO Kojam —
yncno nepeaspPecoBaHHbIX
BbI30BOB (3aBepLueHbl SIP-
KoZamu 4xx-6xx)
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Nma OID 3anpocobl Onucanue
tableOfCallPerSecStatUsers 1.3.6.1.4.1.35265.1.49.43.2 Get {} Tabnuua co Bcemun
MIHOBEHHbIMU CHETYMKAMM
SIP Users
perSecStatUserindex 1.3.6.1.4.1.35265.1.49.43.2.1.2 Get {} NHaekcol SIP Users
perSecStatUserName 1.3.6.1.4.1.35265.1.49.43.2.1.3 Get {} HaseaHus SIP Users
perSecStatUserElapsedTime 1.3.6.1.4.1.35265.1.49.43.2.1.4 Get {} Obuiee Bpema aKTUBHbIX
pa3rosopos
perSecStatUserIncCalls 1.3.6.1.4.1.35265.1.49.43.2.1.5 Get {} Yncno BxoAALMX BbISOBOB
perSecStatUserOutCallLegs 1.3.6.1.4.1.35265.1.49.43.2.1.6 Get {} Ymcno ncxoaaLmx BbiI3oBOB
perSecStatUserMsgRcv 1.3.6.1.4.1.35265.1.49.43.2.1.7 Get {} Yucno exopAamx SIP-
coobueHui
perSecStatUserMsgSend 1.3.6.1.4.1.35265.1.49.43.2.1.8 Get {} Yucno ncxogawmx SIP-
coobueHui
perSecStatUserAnswSuccessCalls 1.3.6.1.4.1.35265.1.49.43.2.1.9 Get {} Yncno ycnewHo npuHATbIX
BbI3OBOB
perSecStatUserAnswFinalErrCalls 1.3.6.1.4.1.35265.1.49.43.2.1.10 |Get {} YMCNo OTKAHOHEHHDIX
BbI3OBOB
perSecStatUserUnanswOther4dxx 1.3.6.1.4.1.35265.1.49.43.2.1.11 |Get {} Yncno HeoTBEYEHHbIX
BbI30BOB C SIP-Kogamm 4xx
perSecStatUserUnanswOther5xx 1.3.6.1.4.1.35265.1.49.43.2.1.12 |Get {} Yncno HeoTBEUYEHHbIX
BbI3OBOB C
SIP-kogamu 5xx
perSecStatUserUnanswOther6xx 1.3.6.1.4.1.35265.1.49.43.2.1.13 Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamum 6xx
perSecStatUserUnanswOtherUndef 1.3.6.1.4.1.35265.1.49.43.2.1.14 |Get {} Yncno HeoTBEUYEHHbIX
BbI3OBOB C
SIP-kogamu, He
nonaswuvmu B apyrue
CYETUMKM
perSecStatUserRedirectCalls<CODE> 1.3.6.1.4.1.35265.1.49.43.2.1.300 |Get {} NHavBuayanbHble
raoe CODE — oaHO U3 3HauYeHui: CYETYMKM NO Kojam —
300, 301, 302, 305, 308 1.3.6.1.4.1.35265.1.49.43.2.1.308 4YMCNI0 NepeapecoBaHHbIX
BbI30BOB (3aBepLueHbl SIP-
KoZamu 3xx)
perSecStatUserUnansw<CODE> 1.3.6.1.4.1.35265.1.49.43.2.1.400 |Get {} NHanenayanbHole
roe CODE — oAHO U3 3HaYeHUI: CYETYMKM MO KOJam —
400, 401, 402, 403, 404, 405, 406, 407, 1.3.6.1.4.1.35265.1.49.43.2.1.606 YMCNO NepeagpecoBaHHbIX
408, 410, 413, 414, 415, 416, 420, 421, BbI30BOB (3aBepLueHbl SIP-
422,423,480, 481, 482, 483, 484, 485, Kodamu 4xx-6xx)
486, 487, 488, 489, 490, 491, 493, 500,
501, 502, 503, 504, 505, 513, 580, 600,
603, 604, 606
tableOfCallCountStatTransport 1.3.6.1.4.1.35265.1.49.43.3 Get {} Tabauua co Bcemun
HaKoMUTe/IbHbIMMU
cyétymkamm SIP Transport
countStatTransportindex 1.3.6.1.4.1.35265.1.49.43.3.1.2 Get {} NHaekcobl SIP Transport
countStatTransportName 1.3.6.1.4.1.35265.1.49.43.3.1.3 Get {} HaseaHus SIP Transport
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Nma oID 3anpocobl Onucanue
countStatTransportElapsedTime 1.3.6.1.4.1.35265.1.49.43.3.1.4 Get {} Obuwee BpeMa aKTUBHbIX
pa3rosopos
countStatTransportincCalls 1.3.6.1.4.1.35265.1.49.43.3.1.5 Get {} Yncno BxoaALMX BbI3OBOB
countStatTransportOutCallLegs 1.3.6.1.4.1.35265.1.49.43.3.1.6 Get {} Yncno ncxogAawmx Bbi3oBoB
countStatTransportMsgRcv 1.3.6.1.4.1.35265.1.49.43.3.1.7 Get {} Yucno exogAamx SIP-
coobuieHuni
countStatTransportMsgSend 1.3.6.1.4.1.35265.1.49.43.3.1.8 Get {} Yucno nexogawmx SIP-
coobuieHui
countStatTransportAnswSuccessCalls 1.3.6.1.4.1.35265.1.49.43.3.1.9 Get {} Yncno ycnewHo npuUHATbIX
BbI3OBOB
countStatTransportAnswFinalErrCalls 1.3.6.1.4.1.35265.1.49.43.3.1.10 |Get {} Yncno OTKNOHEHHbIX
BbI30OBOB
countStatTransportUnanswOther4xx 1.3.6.1.4.1.35265.1.49.43.3.1.11 |Get {} Yncno HeoTBEUYEHHbIX
BbI3OBOB C
SIP-kogamu 4xx
countStatTransportUnanswOther5xx 1.3.6.1.4.1.35265.1.49.43.3.1.12 Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamm 5xx
countStatTransportUnanswOther6xx 1.3.6.1.4.1.35265.1.49.43.3.1.13 |Get {} Yncno HeoTBEUYEHHbIX
BbI3OBOB C
SIP-Kogamu 6xx
countStatTransportUnanswOtherUndef | 1.3.6.1.4.1.35265.1.49.43.3.1.14 |Get {} Ymcno HeoTBEYEHHbIX
BbI3OBOB C
SIP-Kogamu, He
nonaswuMmMu B Apyrue
CYETUYMKM
countStatTransportRedirectCalls<CODE> | 1.3.6.1.4.1.35265.1.49.43.3.1.300 |Get {} NHanBuayanbHble
raoe CODE — oaHO U3 3HauYeHui: CYETYMKM NO Kojam —
300, 301, 302, 305, 308 1.3.6.1.4.1.35265.1.49.43.3.1.308 4YMCNO NepeagpecoBaHHbIX
BbI30BOB (3aBepLueHbl SIP-
KoZamu 3xx)
countStatTransportUnansw<CODE> 1.3.6.1.4.1.35265.1.49.43.3.1.400 |Get {} NHanBuayanbHble
raoe CODE — oaHO 13 3HaYeHui: CYETYMKM NO Kojam —
400, 401, 402, 403, 404, 405, 406, 407, 1.3.6.1.4.1.35265.1.49.43.3.1.606 4YMCNI0 NepeapecoBaHHbIX
408, 410, 413, 414, 415, 416, 420, 421, BbI30BOB (3aBepLueHbl SIP-
422,423,480, 481, 482, 483, 484, 485, KoZamm 4xx-6xx)
486, 487, 488, 489, 490, 491, 493, 500,
501, 502, 503, 504, 505, 513, 580, 600,
603, 604, 606
tableOfCallPerSecStatTransport 1.3.6.1.4.1.35265.1.49.43.4 Get {} Tabnuua co Bcemun
MIHOBEHHbIMU CHETYMKAMM
SIP Transport
perSecStatTransportindex 1.3.6.1.4.1.35265.1.49.43.4.1.2 Get {} NHaekcol SIP Transport
perSecStatTransportName 1.3.6.1.4.1.35265.1.49.43.4.1.3 Get {} HassaHusa SIP Transport
perSecStatTransportElapsedTime 1.3.6.1.4.1.35265.1.49.43.4.1.4 Get {} Obuwee BpeMa aKTUBHbIX
pa3rosopos
perSecStatTransportincCalls 1.3.6.1.4.1.35265.1.49.43.4.1.5 Get {} Yncno BxoaALMX BbI3OBOB
perSecStatTransportOutCallLegs 1.3.6.1.4.1.35265.1.49.43.4.1.6 Get {} Yncno ncxogAaumx BbiI3oBoB
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Nma OID 3anpocobl Onucanue
perSecStatTransportMsgRcv 1.3.6.1.4.1.35265.1.49.43.4.1.7 Get {} Yucno exopAawmx SIP-
coobuieHui
perSecStatTransportMsgSend 1.3.6.1.4.1.35265.1.49.43.4.1.8 Get {} Yucno ncxogawmx SIP-
coobuieHui
perSecStatTransportAnswSuccessCalls 1.3.6.1.4.1.35265.1.49.43.4.1.9 Get {} Yncno ycnewHo npuHATbIX
BbI30OBOB
perSecStatTransportAnswFinalErrCalls 1.3.6.1.4.1.35265.1.49.43.4.1.10 |Get {} YMCNo OTKAHOHEHHDIX
BbI3OBOB
perSecStatTransportUnanswOtherdxx 1.3.6.1.4.1.35265.1.49.43.4.1.11 Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamm 4xx
perSecStatTransportUnanswOther5xx 1.3.6.1.4.1.35265.1.49.43.4.1.12 |Get {} Yncno HeoTBEUYEHHbIX
BbI3OBOB C
SIP-kogamu 5xx
perSecStatTransportUnanswOther6xx 1.3.6.1.4.1.35265.1.49.43.4.1.13 Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-Kogamu 6xx
perSecStatTransportUnanswOtherUndef | 1.3.6.1.4.1.35265.1.49.43.4.1.14 |Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamu, He
nonaswvmu B apyrue
CYETUYMKM
perSecStatTransportRedirectCalls<CODE>| 1.3.6.1.4.1.35265.1.49.43.4.1.300 |Get {} NHavBuayanbHble
roe CODE — oAHO U3 3HaYeHUI: CYETYMKM MO KoJam —
300, 301, 302, 305, 308 1.3.6.1.4.1.35265.1.49.43.4.1.308 4YMCNI0 NepeaspecoBaHHbIX
BbI30BOB (3aBepLueHbl SIP-
KoZamu 3xx)
perSecStatTransportUnansw<CODE> 1.3.6.1.4.1.35265.1.49.43.4.1.400 |Get {} NHanBuayanbHble
roe CODE — oAHO U3 3HaYeHUI: CYETYMKM MO KoJam —
400, 401, 402, 403, 404, 405, 406, 407, 1.3.6.1.4.1.35265.1.49.43.4.1.606 YMCNO NepeagpecoBaHHbIX
408, 410, 413, 414, 415, 416, 420, 421, BbI30OBOB (3aBepLueHbl SIP-
422,423, 480, 481, 482, 483, 484, 485, Kodamu 4xx-6xx)
486, 487, 488, 489, 490, 491, 493, 500,
501, 502, 503, 504, 505, 513, 580, 600,
603, 604, 606
tableOfCallCountStatDest 1.3.6.1.4.1.35265.1.49.43.5 Get {} Tabnuua co Bcemun
HaKoMUTe/IbHbIMMU
cyétymkamm SIP Destination
countStatDestIndex 1.3.6.1.4.1.35265.1.49.43.5.1.2 Get {} MHaekeol SIP Destination
countStatDestName 1.3.6.1.4.1.35265.1.49.43.5.1.3 Get {} HaseaHus SIP Destination
countStatDestElapsedTime 1.3.6.1.4.1.35265.1.49.43.5.1.4 Get {} Obuiee Bpema aKTUBHbIX
pa3rosopos
countStatDestIncCalls 1.3.6.1.4.1.35265.1.49.43.5.1.5 Get {} Yncno BxoaALMX BbI3SOBOB
countStatDestOutCallLegs 1.3.6.1.4.1.35265.1.49.43.5.1.6 Get {} Yncno ncxogAawmx BbiI3oBOB
countStatDestMsgRcv 1.3.6.1.4.1.35265.1.49.43.5.1.7 Get {} Yucno sxogawmx SIP-
coobuieHui
countStatDestMsgSend 1.3.6.1.4.1.35265.1.49.43.5.1.8 Get {} Yucno ncxogawmx SIP-

coobueHui
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Nma oID 3anpocobl Onucanue
countStatDestAnswSuccessCalls 1.3.6.1.4.1.35265.1.49.43.5.1.9 Get {} Yncno ycnewHo npuHATbIX
BbI3OBOB
countStatDestAnswFinalErrCalls 1.3.6.1.4.1.35265.1.49.43.5.1.10 |Get {} Yncno OTKNOHEHHbIX
BbI30OBOB
countStatDestUnanswOther4xx 1.3.6.1.4.1.35265.1.49.43.5.1.11 |Get {} Yncno HeoTBEUYEHHbIX
BbI3OBOB C
SIP-kogamu 4xx
countStatDestUnanswOther5xx 1.3.6.1.4.1.35265.1.49.43.5.1.12 Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamu 5xx
countStatDestUnanswOther6xx 1.3.6.1.4.1.35265.1.49.43.5.1.13 |Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamm 6xx
countStatDestUnanswOtherUndef 1.3.6.1.4.1.35265.1.49.43.5.1.14 |Get {} Yncno HeoTBEYEHHDIX
BbI3OBOB C
SIP-Kogamu, He
nonaswuvmmu B apyrue
CYETUYMKM
countStatDestRedirectCalls<CODE> 1.3.6.1.4.1.35265.1.49.43.5.1.300 |Get {} NHanBuayanbHble
raoe CODE — oaHO 13 3HauYeHu: CYETYMKM NO Kojam —
300, 301, 302, 305, 308 1.3.6.1.4.1.35265.1.49.43.5.1.308 4YMCNO NepeagpecoBaHHbIX
BbI30OBOB (3aBepLueHbl SIP-
KoZamu 3xx)
countStatDestUnansw<CODE> 1.3.6.1.4.1.35265.1.49.43.5.1.400 |Get {} UHamBmnayanoHble
raoe CODE — oaHO 13 3HauYeHui: CYETYMKM NO Kojam —
400, 401, 402, 403, 404, 405, 406, 407, 1.3.6.1.4.1.35265.1.49.43.5.1.606 4YMCNIO NepeaspecoBaHHbIX
408, 410, 413, 414, 415, 416, 420, 421, BbI30BOB (3aBepLueHbl SIP-
422,423, 480, 481, 482, 483, 484, 485, KoZdamu 4xx-6xx)
486, 487, 488, 489, 490, 491, 493, 500,
501, 502, 503, 504, 505, 513, 580, 600,
603, 604, 606
tableOfCallPerSecStatDest 1.3.6.1.4.1.35265.1.49.43.6 Get {} Tabnuua co Bcemun
MIHOBEHHbIMU CHETYMKAMM
SIP Destination
perSecStatDestIndex 1.3.6.1.4.1.35265.1.49.43.6.1.2 Get {} MHaekcol SIP Destination
perSecStatDestName 1.3.6.1.4.1.35265.1.49.43.6.1.3 Get {} HassaHusa SIP Destination
perSecStatDestElapsedTime 1.3.6.1.4.1.35265.1.49.43.6.1.4 Get {} Obuwee BpeMa aKTUBHbIX
pa3rosopos
perSecStatDestIncCalls 1.3.6.1.4.1.35265.1.49.43.6.1.5 Get {} Yncno BxoaALMX BbI3SOBOB
perSecStatDestOutCallLegs 1.3.6.1.4.1.35265.1.49.43.6.1.6 Get {} Yncno ncxogAawmx BbiI3oBoB
perSecStatDestMsgRcv 1.3.6.1.4.1.35265.1.49.43.6.1.7 Get {} Yucno exopamx SIP-
coobuieHuni
perSecStatDestMsgSend 1.3.6.1.4.1.35265.1.49.43.6.1.8 Get {} Yucno nexogawmx SIP-
coobuieHui
perSecStatDestAnswSuccessCalls 1.3.6.1.4.1.35265.1.49.43.6.1.9 Get {} Yncno ycnewHo npuUHATbIX
BbI3OBOB
perSecStatDestAnswFinalErrCalls 1.3.6.1.4.1.35265.1.49.43.6.1.10 |Get {} Yncno OTKNOHEHHbIX

BbI30BOB
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Nma OID 3anpocobl Onucanue
perSecStatDestUnanswOtherdxx 1.3.6.1.4.1.35265.1.49.43.6.1.11 Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamm 4xx
perSecStatDestUnanswOther5xx 1.3.6.1.4.1.35265.1.49.43.6.1.12 |Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamm 5xx
perSecStatDestUnanswOther6xx 1.3.6.1.4.1.35265.1.49.43.6.1.13 Get {} Yncno HeoTBEYEHHbIX
BbI3OBOB C
SIP-Kogamu 6xx
perSecStatDestUnanswOtherUndef 1.3.6.1.4.1.35265.1.49.43.6.1.14 |Get {} Ymcno HeoTBEYEHHbIX
BbI3OBOB C
SIP-kogamu, He
nonaswuMmmu B Apyrue
CYETUMKM
perSecStatDestRedirectCalls<CODE> 1.3.6.1.4.1.35265.1.49.43.6.1.300 |Get {} NHanenayanbHoble
roe CODE — oAHO U3 3HaYeHUI: CYETYMKM MO KoJam —
300, 301, 302, 305, 308 1.3.6.1.4.1.35265.1.49.43.6.1.308 4YMCNO NepeagpecoBaHHbIX
BbI30BOB (3aBepLueHbl SIP-
KoZamu 3xx)
perSecStatDestUnansw<CODE> 1.3.6.1.4.1.35265.1.49.43.6.1.400 |Get {} NHanBuayanbHble
roe CODE — oAHO U3 3HaYeHUI: CYETYMKM MO KoJam —
400, 401, 402, 403, 404, 405, 406, 407, 1.3.6.1.4.1.35265.1.49.43.6.1.606 4YMCNO NepeagpecoBaHHbIX
408, 410, 413, 414, 415, 416, 420, 421, BbI30BOB (3aBepLueHbl SIP-
422,423,480, 481, 482, 483, 484, 485, Kogamm 4xx-6xx)
486, 487, 488, 489, 490, 491, 493, 500,
501, 502, 503, 504, 505, 513, 580, 600,
603, 604, 606

Tabnuua .6 — MoHutopuHr SIP-Destination

NUma oID 3anpocbl OnucaHue

sbcSipDestMonitor 1.3.6.1.4.1.35265.1.49.45 Get {} NHdopmauma o goctynHocTu SIP
Destination

sipDestMonitorCount 1.3.6.1.4.1.35265.1.49.45.1 Get {} Konunyectso HacTpoeHHbIx SIP
Destination

tableOfSbcSipDestMonitorEntry | 1.3.6.1.4.1.35265.1.49.45.2 Get {} Tabnunua HacTpoeHHbIx SIP
Destination

sipDestID 1.3.6.1.4.1.35265.1.49.45.2.1.2 |Get {} ID SIP Destination

sipDestName 1.3.6.1.4.1.35265.1.49.45.2.1.3 |Get {} Mms SIP Destination

sipDestUsed 1.3.6.1.4.1.35265.1.49.45.2.1.4 |Get {} Hannuue SIP-tpaHcnopTta y SIP
Destination (0 — oTcyTtcTByeT, 1 —
NpUCYTCTBYET)

sipDestCheckAvailable 1.3.6.1.4.1.35265.1.49.45.2.1.5 |Get {} KoHTponb SIP Destination no SIP
OPTIONS (0 — BbikaoUeH, 1 —
BK/IIOYEH)

sipDestAvailable 1.3.6.1.4.1.35265.1.49.45.2.1.6 |Get {} HdoctynHocTb SIP Destination no SIP
OPTIONS (0 — HepocTyneH, 1 —
[OCTyneH)
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Ycrapeswwue OID

HekoTtopble OID 6b11M U3MEHEHbI U B MOC/NEAYIOWMX Pen3ax CTapble BETKUM MOryT ObiTb yOaNeHbl UK
3aMeHeHbl HOBbIMM HA3Ha4YeHMAM. PeKomeHAyeTcs NepeHAcTPOUTb CUCTEMbl MOHUTOPWUHIA U CKPUNTbI Ha
ncnonb3osaHue Hosbix OID.

Tabnuua .7 — Ycrapeswwue OID

NUma oID 3anpocbl OnucaHue
sbcCpuload 1.3.6.1.4.1.35265.1.49.17 Get {} 3ameHéH Ha smgCpuloadTable
(1.3.6.1.4.1.35265.1.49.37)
sbcTopCpuUsr 1.3.6.1.4.1.35265.1.49.17.1.x Get {}.x 3ameHEéH Ha cpuUsr
(1.3.6.1.4.1.35265.1.49.37.1.2.X)
sbcTopCpuSys 1.3.6.1.4.1.35265.1.49.17.2.x Get {}.x 3ameHEéH Ha cpuSys
(1.3.6.1.4.1.35265.1.49.37.1.3.x)
sbcTopCpuNic 1.3.6.1.4.1.35265.1.49.17.3.x Get {}.x 3ameHéH Ha cpuNic
(1.3.6.1.4.1.35265.1.49.37.1.4.X)
sbcTopCpuldle 1.3.6.1.4.1.35265.1.49.17.4.x Get {}.x 3ameHEH Ha cpuldle
(1.3.6.1.4.1.35265.1.49.37.1.5.X)
sbcTopCpulo 1.3.6.1.4.1.35265.1.49.17.5.x Get {}.x 3ameHEH Ha cpulo
(1.3.6.1.4.1.35265.1.49.37.1.6.x)
sbcTopCpulrg 1.3.6.1.4.1.35265.1.49.17.6.x Get {}.x 3ameHéH Ha cpulrq
(1.3.6.1.4.1.35265.1.49.37.1.7..x)
sbcTopCpusSirg 1.3.6.1.4.1.35265.1.49.17.7.x Get {}.x 3ameHéH Ha cpusSirq

(1.3.6.1.4.1.35265.1.49.37.1.8.x)

sbcTopCpuUsage 1.3.6.1.4.1.35265.1.49.17.8.x Get {}.x 3ameHEH Ha cpuUsage
(1.3.6.1.4.1.35265.1.49.37.1.9.x)

Noapep:xka OID MIB-2 (1.3.6.1.2.1)

SBC nogpepkusaet cnegytowmne setkn MIB-2:

— system (1.3.6.1.2.1.1) — obwas nHbopmaums o CUCTEME;
— interfaces (1.3.6.1.2.1.2) — uHdopmaums o ceTeBbIX MHTepdencax;
— snmp (1.3.6.1.2.1.11) — nHdopmaums o pabote SNMP.
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NMPUNOXEHUE Ai. OTPAHUYEHUE PECYPCOB SBC

Mapametp SBC-3000 SBC-2000 SBC-1000 MpumeyaHue

pynn LACP 4 4 5

3anucew B Tabauue 802.1q NA NA 1024

CTaTM4YeCKUX MapLpyToB B Tabaunue 255 255 255

mapLwpyTm3aunm (cBmTy)

CeTeBbIxX UHTEpdENCOB 40 40 40 Ona SBC2000 n
SBC3000 BO3MOXKHO
paclmpeHue 8o
500 npu Haan4nm
nnyeHsum 500VNI

SIP-TpaHcnopToB 256 256 256 Lna SBC2000 n
SBC3000 BO3MOXKHO
paclmpeHue no
500 npu HaAnuum
nnyeHsum 500VNI

SIP Destination 256 256 256 Ona SBC2000 n
SBC3000 BO3MOXHO
paclmpeHue 8o
500 npu Haanuum
nunueHsmm 500VNI

SIP Users 256 256 256 Jns SBC2000 n
SBC3000 BO3MOXKHO
paclmpeHue 8o
500 npu Haan4nm
nnyeHsum 500VNI

SBC Trunk 256 256 256 Jnsa SBC2000 n
SBC3000 BO3MOXKHO
paclmpeHue no
500 npu Haanuum
nnyeHsum 500VNI

Rule set 1000 1000 512

Mpasun ana Kaxgoro Rule set B 1500 1500 1000 HeT orpaHnyeHuna

OTAENbHOCTH Ha Kaxapli
npodunb, ectb
TONIbKO 0bLiee
orpaHuyeHune

Mpasun Rule set ana yctpoiicrea 1500 1500 1000

MNopTtos ana RTP AMnanasoH ana AnanasoH ana AnanasoH ana

HavyanbHOro HayasbHOro nopra: HavyanbHOro
nopra: 10000-65535 nopra:

10000-65535

KON-BO NMOPTOB:

10000-65535

KO/1-BO NOPTOB: 1-32000 KOJ/1-BO NOPTOB:
1-32000 1-32000
SNMP trap 16 16 16
Appecos kKanenTos ansa VPN/PPTP 5 5 5 SBC BbICcTynaeTt B

cepsepa

PO/IN KNNEHTa -
VPN/pptp client

Appecos KnneHTos gna L2TP cepepa

SBC He moxeT
BbICTYNaTb Kak L2TP
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client, TonbKo Kak
cepsep

MNonb3osatenenn VPN/PPTP/L2TP 255 255 255
Monb3osateneit WEB-uHTedelica 10 10 10
(sknagka besonacHocTb/

YnpasneHue)

3anucei B 6enom cnucke Fail2ban ND ND ND
3anucei B YepHom cnimcke Fail2ban 16384 16384 8192
3anucei B cnucke 3a610KMPOBaH-HbIX 16384 16384 8192
Fail2ban

3anuceit B KypHane 3ab610KMpoBaH- 10000 10000 10000
HbIX agpecos

Mpodwuneir Firewall 32 32 32
Mpasun ans BeTok 1000 1000 1000
BXOAALLEro/McxoaaLero/TpaH3nTHOro

Tpaduka, B npoduse n Bcero gns

yCTpoiicTBa

3anucen B cnucke paspelueHHbIx IP- 255 255 255
aapecos ([OoCTyn K ynpaBAeHuto ¢

onpeaeneHHbIX aapecos)

Mpodwnneir RADIUS 32 32 32

NA — not applicable;
ND — not defined.
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TEXHUYECKAA NOAAEPXKA

Ona  nonyyeHUAs  TEXHUYECKOW  KOHCyNbTauMM MO BOMpPOCAamM  3KchayaTauum  obopyaoBaHUsA
000 «lMpegnpuatne «/ITEKC» Bbl MoXKeTe 06paTnTbca B CEPBUCHBIN LLEHTP KOMMAAHUMK:

dopma obpaTHol cBA3K Ha caiTe: http://eltex-co.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha odunumanbHoOM caiite KOMMNaHUM Bbl MOXETe HaWTU TEXHUYECKYID AOKYMEHTALMIO U MporpammHoe
obecnevyeHne ana npoaykumm OO0 «Mpeanpuatne «INTEKC», obpaTutbca K 6ase 3HaHWI, OCTaBWUTb
MHTEPAKTUBHYIO 3a5IBKY WU/ MPOKOHCYNbTUPOBATLCA Y UHXKeHepoB CepBUCHOTO LEeHTpa.

OduumanbHbIA cant komnaHuu: http://eltex-co.ru/
Ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: http://eltex-co.ru/support/downloads
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