CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUuecKkoe onucaHue

— MapuwpyTusauma AaHHbIX

— MMbKoe KoHUryprpoBaHUe cepBucoB

— AnnapaTtHoe ycKopeHue 06paboTKu AaHHbIX

— MHoronpoToKkonbHasa KOMMyTauua no meTtkam (MPLS)

— NoctpoeHue 3awmwieHHoro nepumetpa cetu (NAT, Firewall)
— MOHUTOPUHT U NpeaoTBpalLeHue ceTeBbix ataK (IPS/IDS)
— MoHuUTOPUHT KauecTBa o6cnyrKusaHua (SLA)

— GunbTPaumA ceTeBbIX AAHHBIX MO Pa3/IMUHbLIM KPUTEPUAM:

— ®unbTpauma no 3arosnoekam L2/L3/L4
— dunbTpauma No NPUNOKEHNAM
— dunbrpauus no Kateropuam URL' S

— OpraHu13auma 3alMLLLEHHBIX CEeTeBbIX TYHHeNeU mexay dunrmanamum KoMmnaHuii

— YpaneHHoe NogKAoueHne COTPYAHUKOB K opucy

— YnpasneHue v pacnpeaeneHue WnpuHbl UHTepHeT-KaHana B odpuce nocpeacrsom QoS

— OpraHu3aumsa pesepBHOro coeguHeHua (nposogHoro unm nocpeacrsom 3G-/LTE-moaema)
— TepMUHMpPOBaHME KIMEHTOB M OFpaHMYeHuUit No nonoce nponyckanua BRAS (IPoE)’

— BO3MOXKHOCTb conpsiXeHuA ¢ 060pyaoBaHUEM BeayLLMX NPOU3BoAUTENEN

e T e L T

CepBucHble mapLupyTusaTtopbl ESR-1000, ESR-1200, ESR-1500, ESR-1511, ESR-1511 rev.B, ESR-1700 — 370 yCTpOICTBA, NpeacTaBasAtoLme coboM yHMBEPCA/IbHYHO annapaTHyto naathopmy
M CNOCOBHbIe BbIMONHATD LUMPOKMUIA KPYT 33434, CBA3aHHbIX C CETEBOM 3aLLMTON, LUMPPOBaHMEM NepeaaBaeMblX AaHHbIX, TEPMUHUPOBAHWEM NONb30BaTeNlel U T. 4.

B nnHelKe NpescTaBaeHbl MOAENWN, OPUEHTUPOBAHHbIE Ha MPUMEHEHME B CETAX Pa3/INYHbIX MACLLTaboB — OT ceTel NpeanpuATUIA L0 CETeN OnepaTopoB CBA3MN 1 AaTa-LEeHTPOB.
KntoueBbiMM 3/1eMeHTaMM cepum ABAAKOTCA CPEACTBA A1A NPOrPaMMHOM M annapaTHOM 06paboTKuM AaHHBIX.

' AKTMBMpYeTCA ANLLEH3NeN.

eltex.ru




CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUuecKkoe onucaHue

TexHUYEeCKUe XxapaKTepUCTUKU

T esraono ESR-1200 E5R.1500 EsR 1511 ESR 1511 rev ——

Combo 10/100/1000BASE-T/1000BASE-X (SFP) = 4 4 4 4 4
Ethernet 10/100/1000BASE-T (RJ-45) 24 12 4 4 4 —
10GBASE-R (SFP+)/1000BASE-X (SFP) 2 8 4 4 4 8
40GBASE-X (QSFP+) — — — 2 2 —
KoHconbHbIM nopT RS-232 (RJ-45) 1 1 1 1 1 1
00B — — 1 1 1 1
USB 2.0 2 2 2 2 1 2
Pasbem gna ycraHosku HDD — — — — — 2!
Cnot gna SD-KapT 1 1 1 1 1 —

Habop ¢yHKuMI cooTBeTcTBYET Bepcum MO 1.37.
'ByayT noaaepKaHbl B GyayLmMX BepCUaAX.

eltex.ru




CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUuecKkoe onucaHue

SHELTEX

TexHUUecKue xapaKTEPUCTUKK (NPOAONKEHUE)

_ ESR-1000 ESR-1200 ESR-1500 ESR-1511 ESR-1511 rev.B ESR-1700

MNMpoussoauTeNbHOCTb

MpoussoautenbHocTb Firewall/mapwpytusaumm (dperimbl 1518B)

MpoussoautensHocTb Firewall/mapwpytusaumm (IMIX)

MpoussoautensHocTb AppFirewall (EMIX)

MpoussoanTensHocTb IPsec VPN (dpeiimbl 1456B)

NpowussoguTensbHocTb IPsec (IMIX)’

Mpou3BoANTENLHOCTL OAHOTO |Psec-TyHHenA (dpeiimbl 1456B)°

Mpou3BoANUTENLHOCTL OAHOTO IPsec-TyHHenA (IMIX)’

MpoussoautenbHoctb IPS/IDS 10k npasua (IMIX)

MpounssoauTenbHocTb KommyTauun MPLS L2VPN (IMIX)

MpoussoguTenbHocTb KommyTauumn MPLS L3VPN (IMIX)

MaKcrmanbHOe KOIMYeCcTBO OAHOBPEMEHHbIX MOAK/OUEHU
K RA L2TP-cepsepy

Habop ¢yHKUMI cooTBeTcTBYeT Bepcum MO 1.37.

7,14 r6ut/c;
588k naketos/c

3,25 réur/c;
590k naketos/c

1,17 éut/c

2,04 reut/c;
175k nakeTtos/c

1,13 réut/c;
212k naketos/c

276 MbuT/c;
23,7k naketos/c

143 M6ut/c;
26,9k nakeTos/c

656 M6éuTt/c;
119k nakeTtos/c

4,84 Tout/c;
884k naketos/c

2,38 reur/c;
439k naketos/c

220

dopmat IMIX-TpaduKa (KoNMYECTBO B CEKYHAY : pa3mep Kaxaoro dpeiima) — 8:74; 5:512; 7:1518.

*MsmepﬂETCﬂ npu UCNOAb30BaHUM aNropuTma ayTeHTudumKaumm — MD5, anroputma wudposaHma — AES128.

eltex.ru

9,28 réut/c;
764k naketos/c

4,27 Téut/c;
776k naketos/c

1,54 Téut/c

2,56 I6ut/c;
220k naketos/c

1,43 réut/c;
268k naketos/c

351 M6éuTt/c;
30,1k nakeTos/c

186 M6uT/c;
34,9k naketos/c

837 Mbut/c;
151k naketos/c

6,05 réur/c;
1,10M naketos/c

3,11 réur/c;
570k nakeTtos/c

240

14,2 réut/c;
1,17M naketos/c

6,49 reuwt/c;
1,17M naketos/c

2,24 T6uTt/c 5,44 T6ut/c

3,94 T6ut/c; 1,60 réut/c;
338k naketos/c 138k naketos/c

2,21 reut/c; 1,24 Téut/c;
414k naketos/c 232k naketos/c

260 M6éuTt/c; 126 MbuTt/c;
22,3k naketos/c 10,8k naketos/c

137 M6ut/c; 89,4 M6éuTt/c;
25,6k naketos/c 16,7k naketos/c

1,19 réut/c;
216k naketos/c

8,30 réut/c;
1,51M naketos/c

4,62 Iéut/c;
846 k nakeToBs/c

210

39,0 reut/c;
3,21M nakeTos/c

24,4 Tbut/c;
4,43M nakeTos/c

12,7 réut/c;
1,09M naketos/c

6,86 reut/c;
1,28M naketos/c

388 M6éuTt/c;
33,3k nakeTtos/c

207 M6wuT/c;
38,9k naketos/c

4,31 réut/c;
783k nakeTos/c

10,1 éut/c;
1,85M naketos/c

12,7 Féut/c;
2,33M naketos/c

180




CepBUCHbIe MapLupyTU3aTopbl cepun ESR ’
TexHuueckoe onucaHue \e LTex
o

TexHUYeCcKHUe xapaKTepUCTUKK (NPOAONKEHUE)

_ ESR-1000 ESR-1200 ESR-1500 ESR-1511 (rev.B) ESR-1700

Konuuectso CPU no ponam

. 1 CPU-1-0-1
Ynpasnsawowmin CPU 0 0 CPU-2 —0-3
. 5 CPU-1—-
banaHcupytowmin CPU 4 4-5 CPU-2 — 4-11
. 5 CPU-1--
CepsucHbin CPU 1-3,5-15 1-3,6-31 CPU-2-12-79
bridge — 500
NHTepdelicol sub —2048
QinQ —2048
LLDP interfaces pc.:)r.t policies — 8
network policies — 64
Tabanua MAC-aapecos 16k 128k 128k 128k 128k

KommyTauua no metkam

LDP neighbors — 1024
pseudowires — 1024
pseudowire classes — 64
Ethernet over MPLS — 256

MPLS

CuUCTEeMHbIEe XapaKTEPUCTUKHU

MaKcrmanbHoe KoAn4ecTso

N, 3,13M 3,13M 2,43M 8,5M 8,5M
KOHKYPEHTHbIX ceccui
MNopaeprkka VLAN 00 4094 aktmsHbix VLAN B cooTBeTcTBum ¢ 802.1Q
Pasmep 6a3bl FIB 1,7M 1,7M 1,7M 1,7M 3M
VRF 32

instances — 50

PER rules for all instances — 512

Habop ¢yHKuwmii cooTBeTcTBYET Bepcum MO 1.37.

'iapo npoueccopa, Ha KOTopom paboTaeT onepaLMoHHan cucTema U obpabaTbiBaeTtca TpaduK controle-plane.
*OTnenbHoe AApo, BblAeNeHHOe A1A 6aNaHCUPOBKM TPAH3UTHBIX CeCCHit Mexay cepBucHbIMM CPU.

*Anpa, obpabatbiBatolime data-plane.

eltex.ru



CepBUCHbIe MapLupyTU3aTopbl cepun ESR ’
TexHUMueckoe onucaHue be LTGX
o
TexHUuecKue xapaKTepPUCTUKKU (NPOAONKEHUE)

_ ESR-1000 ESR-1200 ESR-1500 ESR-1511 (rev.B) ESR-1700
Object-groups

instances — 500 instances — 1024
Object-group network ip prefixes in group — 1024 ip prefixes in group — 1024
ip ranges in group — 1024 ip ranges in group — 1024

instances — 500

Object-group address:port address:port in group — 64

instances — 500

Object- i i
ject-group service ports ranges in group — 64

instances — 50

Object-group application apps in group — 128

instances — 64

Object- tent filt .
ject-group content filter categories per vendor — 500

instances — 31
Object-group URL plain URL in group — 32
regex URL in group — 32

instances — 500

ject- MA
Object-group © macs in group — 64

Habop ¢pyHKuwmii cooTBeTcTBYET Bepcum MO 1.37.

eltex.ru




CepBUCHbIe MapLupyTU3aTopbl cepun ESR ’
TexHUUYeckoe onucaHue be LTex
o
TexHUUecKne xapaKTepUCTUKK (NPOAONKEHUE)

] E5R.1000 E5R1200 E5R1500 ESR 1511 1) ER 1700

MapuwpyTusauma

CraTnyeckme mapLupyTbl 11k
instances — 64 instances — 64

BGP networks in instance — 128 networks in instance — 512
neighbors — 1k neighbors — 1k
RIB—-5M RIB—-5M
instance, neigbors in interface — 64 instance, neigbors in interface — 64
summaries in instance — 128 summaries in instance — 128
areas — 256 areas — 256

OSPFv3 networks in area — 64 networks in area — 64
virtual links — 1024 virtual links — 1024
RIB — 500k RIB — 500k

IS-1S instances, circuits — 64

RIB — 500k

neighbors — 16
summaries — 8
networks — 128
RIB — 10k

RIP(ng)

KauectBo 06cnykusaHma QoS

class-maps — 1024
OrpaHuyeHuns QoS policy-maps — 1024
classes in policy-map — 3072

IPIP - 500 IPIP - 500 IPIP - 500

GRE - 500 GRE - 500 GRE —3200

Ethernet over GRE — 500 Ethernet over GRE — 500 Ethernet over GRE — 500
KonnyecTtBo KoHOUryprpyembIx GRE SUB - 500 GRE SUB - 500 GRE SUB -500
VPN-TyHHenemn SoftGRE — 1500 SoftGRE — 8161 SoftGRE — 8169

L2TPv3 — 500 L2TPv3 - 500 L2TPv3 — 500

LT-128 LT-128 LT-128

IPsec VTI - 500 IPsec VTI =500 IPsec VTI —-500
KonnyectBo KoHOUryprpyembIx 500 3200

IPsec VPN-TyHHenewn

Habop ¢pyHKuwmii cooTBeTcTBYET Bepcum MO 1.37.

eltex.ru



CepBUCHbIe MapLupyTU3aTopbl cepun ESR

TexHUuyeckoe onMcaHue

TexHUYeCKUe XxapaKrepucTUKU (MPOAONKEHHUE)

] £5.1000 £5R 1200 £5R 1500 ESR 1511 rov5) £sR 1700

YaaneHHbIA aoctyn

L2TP tunnels (client) — 10
PPTP tunnels (client) — 10
Remote Access OpenVPN tunnels (client) — 10
OpenVPN remote addresses per tunnel — 8
OpenVPN concurrent users — 64

instance — 16

peers per instance — 256

local addresses — 1

addresses per peer
(address-range & obj-group) — 10k

instance — 16

peers per instance — 128

local addresses — 1

addresses per peer (address-range & obj-group) — 10k

WireGuard tunnel, RA

ruleset — 512 ruleset — 1024
Source NAT rules in ruleset — 512 rules in ruleset — 1024
pool =512 pool —1024
ruleset —512 ruleset — 1024
Destination NAT rules in ruleset — 512 rules in ruleset — 1024
pool —512 pool — 1024
pools — 100 pools — 100
DHCP Server pool size — 10k pool size — 10k
static address in pool — 1024 static address in pool — 1024

be3sonacHocTb

instances — 1533

ACL rules — 1533

zone — 128
Firewall zone-pair — 512

rules — 10k

user update servers — 32
IPS ips-categories — 20

rules — 500

Habop ¢yHKUMI cooTBeTcTBYeT Bepcum MO 1.37.
eltex.ru



CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUuecKkoe onucaHue

TexHUuecKne xapaKTepUCcTUKU (MPOAONKEHUE)

_ ESR-1000 ESR-1200 ESR-1500 ESR-1511 (rev.B) ESR-1700

Authentication

Encryption

Diffie Hellman

dusnueckne xapakTepUCTUKK

] £5R.1000 E5R1200 ESR1500 ESR 1511 (v £SR 1700

Habopb! wudpos IKE (v1/v2), IPsec (esp/ah)

md5, shal, sha2-256, sha2-384, sha2-512
des, blowfish128, aes128, camellial28, aes128ctr (IKEv2 only), blowfish192, aes192, camellial92, 3des, aes192ctr (IKEv2 only), blowfish256, aes256, camellia256,

aes256¢tr (IKEv2 only)

Regular Groups: 1, 2, 5, 14-18.

Modulo Prime Groups with Prime Order Subgroup: 22-24.
NIST Elliptic Curve Groups: 19-21, 25-26.
Brainpool Elliptic Curve Groups: 27-30.

Elliptic Curve 25519: 31

RAM

Flash-namatb

MaKcmanbHas n07pe6nﬂemaﬂ
MOLLHOCTb

Mutanne

WHTepBan pabounx TemnepaTyp

MHTepBan TemnepaTtypbl XpaHeHUs

OTHOCKTENbHAsA BNAKHOCTb
npu aKcnayaTauum

OTHOCUTEeNbHAA BNIAXKHOCTb
npu XpaHeHnn

FabapuTbl (L x B x T)
Macca

CpOK cny»Kbbl

476 DDR3

1 b NAND-Flash

78 BT

430 x 44 x 352 mm

4,319 Kkr

Habop ¢yHKUMI cooTBeTcTBYeT Bepcum MO 1.37.

eltex.ru

dur3nuecKkne XxapaKTepMCTUKN 1 YCI0BUA OKPY3KaloLwei cpeabl

4765 DDR3 476 DDR3

176 NAND-Flash 16 NAND-Flash

78 Bt 125 Bt

100-240 B AC, 50-60 Tu;
36-72BDC
[10 ABYX VUCTOYHMKOB MUTaHNA C BO3MOMXHOCTbIO ropAYeil 3ameHbl

oT-10 go +45 °C
oT-40 po +70 °C

He 6onee 80 %

o110 095 %

430 x 44 x 352 mm 430 x 44 x 425 mm
4,861 Kr 7 Kr

He meHee 15 net

86 DDR3

1 b NAND-Flash

130 Bt

430 x 44 x 425 mm

5,929 kr

326 DDR3

1 b NAND-Flash

235 Bt

200-240 B AC, 50-60 I'u;
36-72BDC

A0 ABYX NUCTOYHUKOB NMUTAaHUA C
BO3MOXHOCTbIO ropﬂqeﬁ 3aMeHbl

440 x 88 x 490 mm

11,635 kr



CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUuecKkoe onucaHue

(DYH KUUWOHaAbHblI€ BO3MOXXHOCTHU

KommyTauusa

—[o 4094 VLAN (802.1Q)

—Voice-VLAN

—Q-in-Q (802.1ad)

— MAC-based VLAN

— Bridge-gomeH

— LAG/LACP(802.3ad)

— CemelicTBO NPOTOKONOB stp: rstp, vstp, mstp (TonbKo
ans ESR-1000)

— Port-security, protected port

—Jumbo-kaapbl

— 3epkanunposaHue SPAN/RSPAN

KommyTtauua no metkam (MPLS)

— MNopaepxka npotokona LDP

—Nopgpepxka L2VPN VPWS

—Nopgaeprkka L2VPN VPLS Martini Mode,
Kompella Mode

—MNoapeprkka L3VPN MP-BGP (Option A, B, C)

— L2VPN/L3VPN over GRE, DMVPN

— Mpo3payHan nepegaya cnyxebHbIX NPOTOKONOB

Mapuwpytusaums

BGP:

— CemelictBo agpecos: IPv4, IPv6, VPNv4, L2VPN,
IPv4 label-unicast, Flow-spec

— BO3MOXKHOCTb rMBKOro ynpaBaeHUs mapLipyTHOM
nHdpopmauueri no atpmubytam. MNoaaepxKa
mexaHunamos Conditional Advertisement, Route
Aggregation u Local-AS

— BblcoKaa macwtabupyemMocTb U TMOKOCTb HACTPOMKMU:

nogaepkKa peer-group, dynamic neighbor,
as-range, Route-reflector n Confederation

— Fall over Ha ocHoBe npoTokona BFD u Fast Error Peer
Detection

— Graceful restart

Habop ¢yHKumii cooTBeTcTBYET Bepcum MO 1.37.

eltex.ru

— AyteHTndumKauma

— nbKana peauctpubslouma us/s npouecc BGP
MapLLpPYTOB APYrMX MPOTOKOI0B

— B03MOXXHOCTb 3anycka 0 64 npoueccos
O4HOBPEMEHHO

- ECMP

— MNoaaeprkka MapLupyTM3aumnmn Ha OCHOBE MOINTUK

OSPF(v3):

— 30HbI pa3nnyHbix TMNoB: Normal, Stub, Totally stub,
NSSA, Totally NSS

— PaboTa B pa3inyHbIX TUNax ceten: Broadcast, NBMA,
Point-to-point, Point-to-multipoint,
Point-to-multipoint non-broadcast

— Cymmapuszaums n duabTpauma mapLupyTHOM
nHdopmaumnm

— AyteHTUdUKayma

— ECMP

— [MaccuBHbIN MHTepdelic

— TnbKana peanctpubblouma us/s npouecc OSPF
MapLUpyTOB APYr1X MPOTOKO/0B

— BO3MOXKHOCTb 3anycka o 64 npoueccos
O4HOBPEMEHHO

— MNopaepka npotokona BFD

— MexaHu3m Auto cost calculation

—MNoaaeprKka MapLUpyTU3aLLMK Ha OCHOBE MOJIUTUK

IS-1S:

— PaboTa B pa3nnyHbIX TUMax ceTeli: Broadcast,
Point-to-point

— YcTaHoBKa coceactsa L1-/L2-ypoBHel

— Metric style: narrow, wide, transition

— AyteHTndumKayma

— ®GunbTpauma MapLIPYTHOM MHPOPMALLUN

— [MbKana peauctpubblouma ns/s npouecc IS-1S
MapLIpyTOB APYr1X MPOTOKO/10B

— Bo3MmOXKHOCTb 3anycka 8o 64 npoueccos
OZLHOBPEMEHHO
— MNopaepkKa mapLwpyTmsaumm Ha OCHOBE NOJNTUK

RIP(ng):

— Pabora B perkumax (RIP only): Broadcast, Multicast,
Unicast

— Cymmapusauma n dGunstTpaLma mapLupyTHom
MHbOopMaLUm

— YnpaBieHue MeTpMKon mapLupyTa

— AyteHTndmKaLmA

— MNaccuBHbIN MHTEPdEC

— InbKkana peauctpubobloums ns/s npouecc RIP
MapLLPYTOB APYrMX NPOTOKOI0B

— MNoapeprKka MapLUpyTU3aLMmM Ha OCHOBE MOINTUK

Static:

— MoaaepkKa npotokona BFD

— PeKypCcUBHbIV NOUCK

— YnpaBneHe MeTPMKON MapLLpyTa

— Bo3moxHOCTb BblbOpa BapuaHTa yBeOMIEHMUA
oTnpaBuTento npu 610KMpPoBKe TpadumKa

KauectBo o6cnyxuBaHusa (QoS)
— [o 8 NpuopUTETHbIX UM B3BELLEHHbIX oYepeaeit Ha
nopt

—L2- n L3-npmnoputmnsauma tpadmka (802.1p (CoS), DSCP,

IP Precedence (ToS))
— Uepapxmueckunit QoS

—YnpasneHue ovyepeaamu: RED, GRED, SFQ, CBQ, WFQ,

WRR
— MapK1poBKa Ha BXOAE 1 BbIXO4e

— YnpaBneHue nonocoli nponyckaHua (policing, shaping)




CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUuecKkoe onucaHue

QPyHKUMOHaAbHblEe BO3MOXHOCTU (MPOAONKEHUE)

IPsec

— Pexkumbl «policy-based» n «route-based»

— Pexkumbl nHKkancynsaumu: tunnel un transport

— Buapl ayteHTMdUKaumu: pre-shared key, public key,
xauth (ikev1 only), eap (ikev2)

— Noaaeprkka mobike (ikev2 only)

—Moaaeprkka HabopoB K/touel ayteHTUdUKaumm ike
keyring

YnaneHHbit goctyn (Remote Access)

— BO3MOXKHOCTb yAaneHHOro AocTyna
K KopnopaTtusHon cetn no PPTP, L2TP over IPsec,
OpenVPN, WireGuard

— Moaaeprkka PPPoE-/PPTP-/L2TP-knueHTa

— AyteHTndMKaLMA Nonb3oBaTene

— lndpoBaHue coegnHeHN

be3onacHocTb

—MNoaaeprKkka cnnckoB KOHTpoaa aoctyna (ACL) Ha 6ase
L2-/L3-/L4-nonei

— Zone-based Firewall B gByx pexumax: stateful
u stateless. JlornposaHue cpabaTbiBaHMA NpaBu/,
CYETYUKHM

— OGunbTpaLMA NO NPUNOKEHUAM

— 3awwmTa ot DoS-/DDoS-/Spoof-aTak 1 Ux 1orMpoBaHue

— Cuctema obHapyKeHua 1 NpeaoTBpaLLeHMs
BTOPKeHMit (IPS/IDS) 1 ux normposaHue’

— CuUrHaTypHblit aHanm3 nocpeactsom IPS B aByx
peXxnmax: aHasIn3 TPAH3UTHOTO M 3ePKaIMPOBAHHOIO
Tpaduka'

— B3amumogencteue c Eltex Distribution Manager ans
NoNy4YeHUsA INLEH3MPYEMOTO KOHTEHTa — Habopbl
npasun, npegoctasnaemble Kaspersky SafeStream II°

Habop ¢yHKunii cooTBeTcTBYET Bepcuum MO 1.37.
"AKTUBMPYETCA MLEH3NEN.

— dunbtpaums http-/https-tpadurka Ha ocHoBe KaTeropuii

web-pecypcoB. OnpegeneHne 92 pasanyHbIX
Kateropui URL no gaHHbim Kaspersky Security
Network’

MOHUTOPUHT 1 ynpaBneHue

— MNopaepKKa CTaHAAPTHLIX U pacwmpeHHbix SNMP MIB,
RMONv1

— Zabbix agent/proxy

— AyTeHTHdMKaLMA NoNb30BaTENElN NO IOKanbHOM 6ase
cpeacrteamm npotokonos RADIUS, TACACS+, LDAP

— 3awmTa oT OWNHBOK KOHOUTYPUPOBaHMUA,
ABTOMATMYECKOE BOCCTaHOBAEHME KOHGUTYypaLLMm

— UnTepdencol ynpasnenuma CLI

— Moaaeprkka Syslog

— MOHUTOP MCNONb30BaHMA CUCTEMHbIX PECYPCOB

— Ping, monitor, traceroute (IPv4/IPv6), BbiBOA,
MHbOPMALLMKM O MaKeTax B KOHCOU

— O6HoBneHue MO, 3arpy3Ka M BbIrpy3Ka KOHOUTypaLmum
no TFTP, SCP, FTP, SFTP, HTTP(S)

—MNoppepxka NTP

— Netflow v5/v9/v10 (3kcnopT ctatnctukm URL
ana HTTP, host ana HTTPS)

— JlokanbHOE ynpaB/iieHne Yepes KOHCObHbIN NopT
RS-232 (RJ-45) n OOB'

— YpaneHHoe ynpasaeHue, npoTokobl Telnet, SSH
(IPv4/IPv6)

— LLDP, LLDP MED

— JloKanbHOe W yaaneHHoe coxpaHeHne KoHGUrypaLmin
MapLipyTM3aTopa

ZHa6opb| npaBua NPeaoCTaBAATCA No nognucke. MUHMMANbHbIN CPOK AeNcTBUA nognuckm — 1 roa.
3 “ ) v
OnpeneneHune Kateropuii NpeaocTaBaatoTca no nognucke. MUHMManbHbI CPOK AeNcTBUA nognucku — 1 roa.

‘NMpumennmo ana mogeneit ESR-1500/1511/1700.

SLA
—SLA-responder gns Cisco-SLA-agent
— Eltex SLA:
— 3aaeprkKa (04HOCTOPOHHAA/ABYCTOPOHHAA)
— Jitter (npaAmoit/obpaTHbIit)
— MoTepa naketos (NpsaAmas/obpaTHan/aByCTOPOHHAR)
— Ob6HapyKeHne AybampyroLmMXca NakeTos
— ObHapyKeHWe HapyLIeHNa NocNea0BaTebHOCTH
[0CTaBKK naketos (NpaAmoe/obpaTHoe/ABYCTOPOHHER)

Pe3epBupoBaHue U Knactepusauyms

—VRRP v2, v3

— Tracking Ha ocHoBaHMK VRRP- nnu SLA-TecTa

—YnpasneHune napametpamm VRRP

—YnpasneHue napametpamun PBR

— YnpaBieHue afMUHUCTPATMBHbBIM CTaTyCOM
nHTepdeiica

— AKTMBAUMA M AeaKTMBALMA CTAaTUYECKOro MapLupyTa

— YnpasneHue atpndytom AS-PATH n preference
B route-map

— DHCP failover ana pesepsupoBaHua 6a3bl IP-agpecos,
BblgaHHbIX DCHP-cepsepom

— Firewall failover ana pesepsupoBaHus ceccuii Firewall
n NAT

— MultiwAN

— Dual-Homing

Omka3oycmolivueslii Knacmep:

— lMNpocToTa aAMUHUCTPUPOBAHNA U UHTErpaLLUN:
CUHXPOHM3aLUNA KOHOUTYpaALUMIA, BPEMEHU, BEPCUNA,
nvueHsnin; Zero Touch Provisioning (ZTP)

— PesepBupoBaHuMe Bcex coeguHeHUM B Knactepe

— PesepBupoBaHMe MapLIpyTU3aTOPOB (B TEKYLEN
BEPCUM NOALEPIKUBAETCA Pe3epPBUPOBAHME MO CXeMe
«1+1»)

eltex.ru




CepBuCHble MapLipyTU3aTopbl cepun ESR
TexHUuecKkoe onucaHue

QPyHKUMOHaAbHblEe BO3MOXHOCTU (MPOAONKEHUE)

CepBuchbl BRAS' DMVPN
— DHCP-knueHT, cepsep — TepmuMHaLmMA nonb3oBaTenemn — MNoppeprxka npotokona NHRP
— DHCP Relay Option 82 — benble/yepHblie cnucku URL — DMVPN phase 1,2,3
— DNS resolver — KBOoTMpoBaHMe nNo 06bEMY TpaduKa, Mo BpeMeHU — Per-Tunnel QoS
—NTP ceccuu, No ceTeBbIM NPUIOKEHNAM —lMoapeprka IPsec
— TFTP-cepsep — HTTP/HTTPS Proxy TVHHENMDOBANME
— E1/multilink, mogembl — HTTP/HTTPS Redirect YHHEMP
o —IPoGRE, EOGRE
— AKKayHTUHT ceccuin no npoTtokony Netflow
o —IPIP
— B3aumopgencrteue c cepsepamn AAA, PCRF
—L2TPv3

— YnpaB/ieHMe NosocoM NPonycKkaHua no opucam
1 SSID, ceccusim nonb3oBaTenemn

— AyteHTudumKauma nonbosateneit no MAC-
nnn IP-agpecam

— LT (inter VRF routing)

Cxema npuMeHeHuUs

NHTepHeT
LI,eHTpan bHbIN OdWIC ESR-1000, ESR-1200, ESR-1500,
E ? ESR-1511 (rev.B), ESR-1700

[pynna nonb3osateneit 1 lpynna nonb3osateneit N

é S
- = = | B

Softswitch&IMS
£CSS-10 Cepsepbl

CeTeBble cepBuchbl 1 CeTeBble cepBucbl N

Habop ¢yHKLMI cooTBeTcTBYeT Bepcum MO 1.37.
'AKTUBUpPYETCA NMLIEH3NEN.
eltex.ru




CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUuecKkoe onucaHue

UHPopmauumna paa 3akasa

HaumeHoBaHue OnucaHue

ESR-1000

ESR-1200

ESR-1500

ESR-1511

ESR-1700

CepBuCcHbIn mapwpyTusatop ESR-1000, 24xEthernet 10/100/1000BASE-T (RJ-45), 2x10GBASE-R SFP+, 1xKoHconbHbIi nopT RS-232 (RJ-45), 2xUSB 2.0, 1 cioT ans
SD-KkapT, 4 I'6 DDR3 RAM, 1 I'b NAND-Flash, 2 cnota ana mogynei nutanma 100-240 B AC unmn 3672 B DC.

CepBucHbIN maplupyTmsaTop ESR-1200, 4xCombo 10/100/1000BASE-T/1000BASE-X SFP, 8x10GBASE-R SFP+, 12xEthernet 10/100/1000BASE-T (RJ-45), 1xKoHconb-
HbI nopT RS-232 (RJ-45), 2xUSB 2.0, 1 cnot ana SD-kapT, 4 ' DDR3 RAM, 1 I'b NAND-Flash, 2 cnota gns moaynen nutaHua 100-240 B AC uam 3672 B DC.

CepBucHbIN maplupyTmsaTop ESR-1500, 4xEthernet 10/100/1000BASE-T (RJ-45), 4xCombo 10/100/1000BASE-T/1000BASE-X SFP, 4x10GBASE-R SFP+, 1XKOHCONbHbIN
nopt RS-232 (RJ-45), 1xO0B, 4 '6 DDR3 RAM, 1 'b NAND-Flash, 2 cnota ana mogynei nutaHua 100—-240 B AC unmn 36-72 B DC.

CepBucHbIN maplupyTmsaTop ESR-1511, 4xEthernet 10/100/1000BASE-T (RJ-45), 4xCombo 10/100/1000BASE-T/1000BASE-X SFP, 4x10GBASE-R SFP+, 2x40GBASE-X
QSFP+, 1xKoHconbHbIl nopT RS-232 (RJ-45), 1xO0B, 8 '6 DDR3 RAM, 1 I'b NAND-Flash, 2 cnota ana mogynei nutaHua 100—-240 B AC unmn 36-72 B DC.

CepBucHbIN MapwpyTusaTop ESR-1700, 4xCombo 10/100/1000BASE-T/1000BASE-X SFP, 8x10GBASE-R SFP+, 1xKoHconbHbIi nopT RS-232 (RJ-45), 1xO0B, 32 b
DDR3 RAM, 1 I'6 NAND-Flash, 2 pasbema ansa yctaHosku HDD', 2 cnota ana moayneit nutanua 200-240 B AC vam 36-72 B DC.

ConyTcTByloLEE NporpaMmMHoe obecneueHue

ECCM-ESR-1000
ECCM-ESR-1200
ECCM-ESR-1500
ECCM-ESR-1511
ECCM-ESR-1700
ESR-1000-1PS/IDS
ESR-1200-1PS/IDS
ESR-1500-1PS/IDS
ESR-1511-1PS/IDS
ESR-1700-1PS/IDS
ESR-BRAS

Onuma ECCM-ESR-1000 cuctembl ynpasneHua Eltex ECCM ans ynpaBieHMa U MOHUTOPUHIA ceTeBbiMU 3n1emeHTaMu Eltex: 1 ceteBolt anemeHT ESR-1000
Onuusa ECCM-ESR-1200 cuctembl ynpasneHus Eltex ECCM ana ynpaBaeHns 1 MOHUTOPUHTa ceTeBbIMM 3n1emeHTamu Eltex: 1 ceTeBoii anemeHT ESR-1200
Onuusa ECCM-ESR-1500 cuctembl ynpasneHus Eltex ECCM ana ynpaBaeHUs U MOHUTOPUHIa CETEBbIMM 3n1emeHTamu Eltex: 1 ceTeBoli anemeHT ESR-1500
Onuus ECCM-ESR-1511 cuctembl ynpasneHus Eltex ECCM ana ynpaBneHUs 1 MOHUTOPUHIa ceTeBbiMM 3nemeHTamu Eltex: 1 ceTeBoii anemeHT ESR-1511
Onuusa ECCM-ESR-1700 cuctembl ynpasneHus Eltex ECCM ana ynpaBneHWs U MOHUTOPUHTa ceTeBbiMM 3nemeHTaMu Eltex: 1 ceTeBoi anemeHT ESR-1700
Onuwms IPS/IDS ana cepsucHoro maplipytusatopa ESR-1000

Onuwus IPS/IDS gna cepsucHoro maplpytusatopa ESR-1200

Onuusa IPS/IDS ansa cepsucHoro mapiupytusatopa ESR-1500

Onuua IPS/IDS ansa cepsucHoro maplupytusatopa ESR-1511

Onuua IPS/IDS ana cepsucHoro mapiupytusatopa ESR-1700

Onuua ESR-BRAS Ha NO gna mapwpytmnsatopos cepum ESR

" ByayT noaaepskaHbl B 6yayLmMxX BEPCUSX.
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CepBUCHble MapLUpyTU3aTopbl cepun ESR

TexHUuecKkoe onucaHue

UHPopmauumna paa 3akasa

ConyTcTByloLEee nporpamMmMHoe obecneueHue

ESR-1000-1PS/IDS Kaspersky SafeStream Il J/luueHsua Ha npegocTasieHue goctyna K 6azam Kaspersky SafeStream 11 (IPS/IDS Kaspersky): 1 yctpoiictso ESR-1000

ESR-1200-IPS/IDS Kaspersky SafeStream Il  J/luueHsua Ha npegocTaBieHue goctyna K 6asam Kaspersky SafeStream Il (IPS/IDS Kaspersky): 1 yctporictso ESR-1200
ESR-1500-1PS/IDS Kaspersky SafeStream Il J/luueHsusa Ha npegocTtasieHue goctyna K 6asam Kaspersky SafeStream Il (IPS/IDS Kaspersky): 1 yctpoiictso ESR-1500
ESR-1511-IPS/IDS Kaspersky SafeStream Il  J/luueHsusa Ha npegocTtasieHue goctyna K 6asam Kaspersky SafeStream Il (IPS/IDS Kaspersky): 1 yctpoiictso ESR-1511
ESR-1700-1PS/IDS Kaspersky SafeStream Il J/luueHsusa Ha npegocTtasieHve goctyna K 6asam Kaspersky SafeStream Il (IPS/IDS Kaspersky): 1 yctporictso ESR-1700

ESR-1000-Kaspersky Web Filtering JInueH3na Ha npegocTaBaeHne AocTyna K dyHkumoHanbHoctu Kaspersky Web Filtering: 1 yctpoiicteo ESR-1000
ESR-1200-Kaspersky Web Filtering JlnueH3una Ha npeaocTaBaeHne AocTyna K dyHKkumMoHanbHocTn Kaspersky Web Filtering: 1 yctpoiicteo ESR-1200
ESR-1500-Kaspersky Web Filtering JInueH3sna Ha npeaocTaBaeHne agocTyna K dyHkumoHanbHocTu Kaspersky Web Filtering: 1 yctpoiicteo ESR-1500
ESR-1511-Kaspersky Web Filtering JInueHsna Ha npegocTaBaeHne AocTyna K dyHkumoHanbHoctu Kaspersky Web Filtering: 1 ycTpoiicteo ESR-1511
ESR-1700-Kaspersky Web Filtering JInueH3na Ha npeaocTaBaeHne AocTyna K dyHKumMoHanbHocTu Kaspersky Web Filtering: 1 yctpoiicteo ESR-1700

BAOKM nUTaHUs"

YcTponcTBo brok nutaHua AC Bbrok nutaHua DC

ESR-1000 PM160-220/12 PM100-48/12
ESR-1200 PM160-220/12 PM100-48/12
ESR-1500 PM160-220/12 PM160-48/12
ESR-1511 PM160-220/12 PM160-48/12
ESR-1700 PM350-220/12 PM350-48/12

3aKkasbiBaloTCA OTAENbHO.

Caenatb 3akas O komnaHuu Eltex

Mpeanpuatne «3/ITEKC» — BeayWwMil poCCMUCKUN pa3paboTuymnKk u

<‘ ﬁ {é;} Npov3BOAUTENb KOMMYHUKaLMOHHOro obopyaosaHusa ¢ 30-neTHei
+7(383) 274 10 01 cltex@eltex.ru eltex.ru ncropueit. KOMNAeKCHOCTb pelleHnii U BO3MOXKHOCTb MX BecluoBHOM
+7(383) 274 48 48 MHTErpaummn B HGPaCTPYKTypy 3aKasunka — NpUOPUTETHOE HanpasieHune

Pa3BUTUA KOMNAHNN.
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