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BBE/IEHUE

AHHOTAaIUA

Hacrosiliee pyKOBOZCTBO COZIEP>KUT OIIMCAaHWe MEeTOL0B HaCTPOMKU QYHKIIUHA MapIIpPyTH3aTOPOB
ELTEX cepuu ME. B paszesax pyKoBOJACTBa IIpUBe/eHbI IIPUMePbl HACTPOHUKU QYHKITMOHAIBbHBIX
6JIOKOB, IIOJIHO€ OITMCaHHe BCeX UMEIOIIUXCs KOMaH/ C II0ICHeHHeM UX IIapaMeTpOB COLeP KUTCSI
B "CripaBOYHMKe KOMaHJ".

HuTepderic komaHgHOM cTpoKUu (Command Line Interface, CLI) — uHTepdeltic, mpefHa3HaYeHHbIN
OIS yIIpaBJIeHUs, IIPOCMOTPA COCTOSIHHUS U MOHUTOPUHTA YCTPOMCcTBa. [Ijig1 paboThl moTpebyeTcs
Jrobas ycraHoBsieHHas Ha IIK mporpamMa, mopiep KuBarolast pabory 1o mpotokosy Telnet, SSH
WJIM TIPSIMO€ TIOAKJII0UEeHHe Yyepe3 KOHCOJIbHBIN opT (Hanpumep, Putty/SecureCRT).

IlesteBass ayauTOpHs

PyKoBOJCTBO II0 HACTPOMKe IIpeJHasHAUeHO i1 TeXHWYEeCKOro IIepCOHAaJa, BBIIIOJJIHSIOIIEIrO
HaCTPOUKY U MOHUTOPUHI MapLIpyTU3aTOpPoB cepuu ME 1ocpencTBOM MHTepderica KOMaHIHOMU
ctpoku (CLI). KBasmdukaiysg TeXHUUYECKOro IlepcoHasa IIpeAliojiaraeT 3HaHUE OCHOB PaboThl
cTeka npoTokoJioB TCP/IP 1 mpuHIUIIOB IocTpoeHus IP/MPLS-ceTe.

Vci10BHBIE 0003HaAYEeHUS

Tabauya 1. O603HAUEHUS 8 NPUMEPAX U ONUCAHUSX KOMAHO
O6o3HauYeHus OnucaHue

command example MOHOIIMPUHHBIM MIPUPTOM IIPUBEIEeHB] IIPUMeEPEI BBO/ia KOMaH 1
pesyJIbTaTOB UX BBIIIOJIHEHUS.

[1 B KBaZjpaTHBIX CKOOKaX /11 KOMaH/, YKa3bIBalOTC HeoOsg3aTe IbHbIe
rapaMeTpsbl.

{} B ¢urypHsbIX CKOO6KaX JJI1 KOMaH]| YKa3bIBalOTCS BOSMOJKHbBIE 00513aTeIbHbIe
IlapaMeTpsl, IIpUBeleHHbIe CIIMCKOM. Heo6X01uMO0 BBIOpaTh OZUH U3
IlapaMeTpoB.

JlaHHBIN 3HAK B OIIMCAaHUU KOMaH/Ibl 0003HavaeT "Uin'".

<> B YIJIOBBIX CKOOKax IJId KOMaH/[T YKa3bIBaeTCsA UM IIapaMeTpa, THII K
3Ha4YeHHeE KOTOpOoro 00'BSICHSIIOTCSI B OIIICAaHUH.

[IpuMeuaHusi cofiep>kaT TII0JIe3HYI0 HHGOpMaIyi, KOTOpYyI Heo6X0JHUMO

NOTE . o
YUYUTHIBATh IIPH HACTPOMKeE YCTPOMCTBA.

[IppMeuaHusi  cofepKaT Ba)KHYH  HHQOpPMAIHI0, COBETHl  HJIU

IMPORTANT . .
PEeKOMEeHAITHNH 110 MCII0JIb30BAHWIO M HACTPOHKE YCTPOHCTBA.

CAUTION [IpenyrpesxneHus HHGOPMUPYIOT I10JIb30BAaTEJI O CUTYallusIX, KOTOPbIe MOTYT



HaHeCTH BpeJl YCTPOHCTBY, IIPUBECTU K HEKOPPEKTHOH paboTe CHUCTEeMBI,
IoTepe TaHHBIX WU HapyIIeHUI0 IIPOX0KAeHUs U 06paboTKU TpadHKa.



OCHOBBI PAFOTHI C KOMAHJIHOHN
CTPOKOH

KoMaHaHBIN HHTEepPerC U JOCTYII K YCTPOHCTBY

OCHOBHBIM HHCTPYMEHTOM HAaCTPOMKHM MU YIIpaBJIe€HUSA YCTPONCTBOM sBJAETCA HHTepderc
KOMaHHOU cTpokH (CLI).

VUé€THOM 3alMChl0 II0 YMOJYAaHUK gBigeTcsd admin c maposieM password. /laHHOM y4€THOU
3allMChbI0 MOYKHO BOCIIOJIb30BaThC [JI1 aBTOPHU3allMX Ha YCTPOMCTBe M IIOJYyYeHHUs [OCTyla K
KOMaHHOMY UHTepQelCy B IIpoliecce IIepBOHAYaJIbHOM HACTPOUKHU.

OmepaljioHHas CHCTeMa YCTPONCTBAa HMeeT CHCTEMy pasjiesIeHHs
IMPORTANT IIPpUBUJIETUN II0JIb30BaTesied. Ilosb3oBaTesr0 admin II0 YMOJIYaHUIO
HasHauyeHbl MaKCUMaJIbHbIe IIPUBUJIETHUH - YPOBEHB p15.

KoMaHAHBIA HHTepQeNc YCTPOMCTBA IIOAJAep KUBaeT QYHKIIUI0O aBTOMAaTHYeCKOIO [JOIIOJIHEHHS
KOMaHZ. JTa OQYHKIMSA aKTUBUPYeTCd IIPU Ha)KaTUU KIaBUINM Tadbymanuu <TAB>. Taxoke
UHTepderic KOMaHIHON CTPOKHU HMMeeT QYHKIIMI0O KOHTEeKCTHOM ITO/cKasKU. Ha Jro6om 3Tarie
BBOZIJa KOMaH/Jbl MO’KHO ITIOJIyYHUTH IIOJICKA3Ky O CJIEeAYIOIIHX BO3MOJKHBIX 3JIeMeHTaX KOMaH[IbI
IIyTEM BBO/Ia BOIIPOCUTEJILHOIO 3HaKa <?7>.

Pe’XuMBbI KOMaHHOI'0 MHTep¢erica ¥ KOMaHAbI
HaBUTallUH

NHTepdeiic KOMaHIHOM CTPOKU MMeeT ABa OCHOBHBIX pPe)KUMa — IJI06aJIbHBIM PeXKUM U PEXXKUM
KoHQUTYpHUpoBaHUs. /I yZo6CTBA omepaTopa IIpU Ilepexofie MeXK[y pe>KMMaMM MeHseTcs
IIpUIJIallleHe KOMaH/HOY CTPOKH.

Buod npueaaweHust KOMaHOHOU CMPOKU 8 2/100A/TbHOM pexcume

0/ME5100: EOS#

Bud npuzaaweHus KOMAHOHOU CMpOKU 8 pexcume KOHPUYpUpo8aHus

0/ME5100:E0S(config)#

Tabauua 2. OCHOBHblEe KOMAHObL Hagu2ayuu U nepexodos 8 uHmepgetice KOMaHOHOU cmpoKU

Komanpga Pexxum JleficTBHEe KOMaH/bI

configure global-view ITepexop u3 m1o6aabHOro pexxuMa CLI B pesxum
KOHQUIYPUPOBaHUSI

exit config [Tepexoj; Ha BBIIIECTOSIIUA YPOBEHD

KOHOQUTYPHUPOBAHUS



Komanpga Pesxum JelicTBUe KOMaH/bI

logout config, global-view BBICTPBII BBIXO]] U3 CECCUU UHTepderica
KOMAaH/THOM CTPOKH

do <command_sequence> config BrinostHeHHEe KOMaH/Ibl II06aJILHOTO pesKuMa
CLI (command_sequence) 6e3 BbIX0OJja U3
pe’XuMa KOHQUTYPUPOBaHUSI

root config BBIX0/] Ha BepXHUU YPOBEHD pekKrMa
KOHQUTYPHUPOBaHUSI
end config BrIxon 13 JI060T0 YPOBHS pesKuMa

KOHQUTYPUPOBaHUA B IJIO0AIBEHBIN PeKUM

quit global-view BrIxof 13 ceccuu UHTepderica KOMaHIHOU
CTPOKH

PaboTa c r;106a71bHBIM PE>XHMOM

B miob6asbHOM pexuMe HHTepderica KOMaHZHOM CTPOKH [OCTYIIHBI KOMAaH/bl IIPOCMOTpa
OIIePaTHUBHOIO COCTOSAHUSA CHUCTeMBI (show-KOMaHZbI), KOMaHAbl VIIpaBJIeHUs KOMIIOHEHTaMH
cucTeMsl (Hampumep, reload, hw-module), 3arrycka pasjIMYHbIX JUAaTHOCTUYECKUX TECTOB U pabOThI
¢ o6pasaMu OIlepalfiOHHOMN CUCTEMBI.

JUIss yMeHBIIleHUs o0beMa OToGpa’kaeMbIX [JAaHHBIX B OTBeT Ha 3amlpoChl II0JIH30BaTessl U
o6JieryeHUs: IIOMCKa HeOOXOAMMON MHPOpPMAaIMM MOYKHO BOCIIOIB30BaThbCad QUUIbTpariuei. /s
OMILTpPAlIUM BBIBOJIJa KOMAaH][ HY)KHO M00aBUTb B KOHeEI] KOMaHHOM CTPOKM CHUMBOJ "|"
HUCII0JIb30BaTh OJJHY U3 ONINU QUIbTPAITUHU:

u

* begin— BBIBOJUTH BCE IIOCJIE CTPOKH, COZieprKallled 3alaHHbIN 111a06JI0H;
* include — BBIBOJIUTH BCE CTPOKH, COZleprKalllye 3aJaHHbIN 111abJI0H;

* exclude — BBIBOJIUTH BCE CTPOKH, He CcOoZieprKalliyie 3aJaHHbIN 111a6JI0H;
* count —IIpoM3BeCcTU MOJCUYET KOJIMYeCTBA CTPOK B BBIBOJIe KOMaH/IbI.

HpI/I H806X0,ILI/IMOCTI/I BKJIIOUHUTH B I1a6JIOH IIOKMCKa CHMBOJI HpOﬁEJIa H906X0,I[I/IMO 3aK/IIOUYHUTH
BecCh I1a0JIOH B /:[BOfIHI:IG KaBBIYKH.

PUIBLTPHI MOYKHO CTEKHPOBATh, YKa3blBasl HECKOJIBbKO GUIBTPOB Yepes CUMBOJIBL " | ".

IIpumep: ucnoav3osaHue Gu1bmpos

0/ME5100:E0S# show running-config | begin "telnet server"
Thu Mar 23 12:03:57 2017

telnet server vrf mgmt-intf
exit

user admin
password encrypted
$6$zMGqwSsQnYcfDrxH$6TGyBVbqUB8s2InhRT4QA5VADoCc4zGhILDK]jTxgVt7HATBZzxmbwNkpkHSKHNAU9qC



zdQ/Zeonl1I8EOrkII620
privilege p15
exit

0/ME5100: EOS#

PaboTa c pe>xuMoM KOHQUTYPHUPOBaHUA

B pexxuMme KOHOUIYPHUPOBAHHSI KOMAaHIHBIM HHTepdeMc CcHCTeMbl IT03BOJISET IIPOU3BOJUTH
HAaCTPOUKy ycTpoicTBa. Ilepexosi B peXXUM KOHOUTYPUPOBAHUS IIPOU3BOAUTCSI KOMaHOU
configure. B pesxuMe KOHQUTYPHUPOBAHUS HHTepdeHc IPUHUMAEeT U PacIo3HAeT KOMaH/IbI
HACTPOMKHU COOTBETCTBYIOIIUX Pa3/iesoB. Bce BBeleHHbIe KOMAaH/IbI, B CBOIO OUepe/lb, GOPMUPYIOT

0611y 0 KOHQUTYPAITUIO YCTPOMCTBA.

KoMaHHBIN UHTepdetic crucTeMbl paboTaeT ¢ ABYMSI 9K3eMILIIpaMU KOHQUTYpaIliu yCTPOHCTBa:

* Texymags xoHurypanus (running-config). Tekyiad KOHQUIrypalusa—3TO KOHQUIypaIusd,
KOTOpas B JaHHBIM MOMEHT IIpUMeHeHa U UCII0JIb3yeTCs Ha MaplLIpyTU3aTope.

» Kanpumat-koHdurypanusa (candidate-config). KanaumaT-KOHQUTYpaIds — 3TO KOHQUTYpaITUs,
KOTOpasi BKJIIOYaeT B cebGs1 HM3MeHEHUs, BHeCeHHbIE OIIEpaTOpOM B IIpoIlecce ceaHca
KOHQUTrypupoBaHud. KaHAumaT-KOHQUTypaluss MO)KeT OBITh IIpUMeHeHa B KadecTBe

TeKyIIeH.

Bce BBeqeHHEBIE

pexxrMe KOHQUIYPHUPOBaHWS KOMaHABI He

IMPORTANT IPUMEHSIOTCS II0 Mepe BBOJA, a 3aHOCATCI B KaHAUAAT-KOHQUIYPAITUIO

(candidate-config).

B O00BIYHOM COCTOSHUM CHCTEMBl KaHAWUJAT-KOHQUTypanus HAeHTHYHa TeKylled. Ilocie
BHeCeHUs] H3MeHeHUN B KaHUIaT-KOHQUTYpaIliio eé MOXKHO JIM00 IIPUMEeHUTH (CKOIIMPOBaTh B

TEKYIIYI), IU60 OTMEHUTb.

Tabauya 3. OCHO8HblE KOMAHObL paboMmbl € IKIEMNAAPAMU KOHPULYpauUuu

KomaHma Pexxum

configure global-view
show running-config global-view
show candidate-config global-view

show configuration changes  global-view

commit config

JlelicTBHe KOMaH/bI

[TeperiTu 13 1o6asbHOroO pexxruMa CLI B pesxuM
KOHQUIYPHUPOBaHUS.

BrIBECTH TeKYIIYI0 KOHQUTYpPAITHUI0
YCTPOMCTBA.

BrIBecTH KaHAUIaT-KOHQUTYPAITUI0
YCTPOMCTBA.

BeIBeCTH CIIMCOK M3MEeHEeHUU B KaHAUZAT-
KOHQUTYpaluyi OTHOCUTEJIBLHO TeKYIIei
KOHOQUTypaIuu yCTPOUCTBA.

[IpuMeHUTHh KaHAUAAT-KOHQUTYPALIHIO
(IpUMeHUTH U3MeHEeHUs], BHECEHHbIE BO BpeMsl
ceaHcCa pelaKTUPOBaHUs).



Komanpga Pesxum JelicTBUe KOMaH/bI

abort config OTMeHUTH U3MEeHeHHUs B KaHUuIaT-
KOHOQUTYpaIUU U BBIUTH U3 PeKUMa
KOHQUTYypUpOoBaHUs. [Ipy BBIIIOJIHEHUH 3TOHN
KOMaH/Ibl KaHIUJaT-KOHQUTyparus
CTaHOBUTCA UAEHTUYHOMN TeKyIlei (CTapTOBOM)
KOHQUTYpaIlUH.

[Ipy  BBIIIOJIHEHUWHW  KOMaHABI  commit  TeKkyljag  KOHQUIyparys
IMPORTANT aBTOMAaTHUYECKU COXpaHdIeTCd Ha YCTPOMCTBE B KauyeCTBe 3arpy30uyHON.
OThesIbHOM KOMaH/bl COXpaHeHUd KOHQUTYpaIiiy Ha YCTPOHCTBE HeT.

Texy1asi Bepcusi KOMaHZHOTO HHTEPIIpeTaTopa He I0/Iep>KUBaeT HeCKOJIBKO
KaHUJaT-KOHQUTYpariuii U He3aBUCUMOe KOHQUTYPHUPOBaHUe YCTPOHCTBA U3
pasHBIX ceccud. KaHaupaT-KoHOUTyparus B JII060M MOMEHT BpeMeHU
SIBJITETCS. €IMHOU 711 Bcero ycTpoicTBa. TakuM 06pa3oM, KOMaHABI commit U
abort, BBeJleHHBIE OIIEPATOPOM, MOTYT IIOBJIMSATH Ha U3MEHEHUs, BHECEHHEIE B
IPYTHUX CecCUSIX KOHQUTYPUPOBAHUS.

CAUTION

ITpumep: Hacmpolika cucmemHozo umeHu (hostname)

EOS login: admin
Password:

hkkhrkhhrhhhhhhkhhrhhhhhhrhrhhrhhrhhhhrhhrrhrkhkx

= Welcome to ME5100 k3

KRR R R R R R R R Rk R R R R R R R R R R R R R R R R R R R R R R R R R R R R

0/ME5100:EO0S# config

0/ME5100:E0S(config)# hostname Router
0/ME5100:E0S(config)# do show configuration changes
Tue Jan 18 21:37:19 2000

hostname Router
0/ME5100:E0S(config)# commit
Tue Jan 18 21:37:23 2000

Commit successfully completed in 0.031951 sec
0/ME5100:Router(config)# end
0/ME5100:Router#

HMeHOBaHNe HHTepPercoB

[Ipr paboTe MapUIPyTH3aTOpa WUCIIOIL3YIOTCSI CeTeBble WHTepeichl pasIMYHOr0 THIIA U
HasHaveHMs. CHcTeMa HMMEHOBAHUS II03BOJISIET OJHO3HAYHO a/[pecoBaTh HMHTepQeHChHl I10 X
GYHKIIMOHAJILHOMY Ha3HaUeHUIO0 M MECTOIIOJIOKEHHIO B cHcTeMe. /lasiee B TabiuIle IIpUBeJeH
IlepeyeHb TUIIOB UHTePdeCcoB.



Tabauya 4. IToddepacusaemsvle munst uHmepgeticos

Tun uHTepdeiica

dursryecKre UHTePPEeUChl

HHuTepdericel Ethernet
10r'éut/c

HnTepdericel Ethernet
40Tr6uT/c

HnTepdericel Ethernet
100T6uT/C

['pymIIs! arperaryuu
KaHaJIoB

O60o3HaueHye U GyHKIMOHAJI

O603HaueHUe GQU3UUECKOTO UHTepderica BKIKUYAET B Ce6s ero TUIL
U UeHTUPUKATOP.
Hpentudukarop uMmeeT BUj <UNIT>/<SLOT>/<PORT>, rxe:

* <UNIT> - HOMep yCTPOMCTBA B KJIacTepe YCTPOUCTB;
* <SLOT> - HOMep MOJyJIg B COCTaBe YCTPOMCTBA;

* <PORT> - IIOpIAKOBBIM HOMep HHTepdeiica JAaHHOIO TUIIA B
MOJyJIe.

dusuveckue uHmepdgelicvl cecoa npucymcmayrom g cucmeme.

tengigabitethernet <UNIT>/<SLOT>/<PORT>

[Ipumep o6o3HaueHud: 'tengigabitethernet 0/0/10'. JoryckaeTcs
HUCII0JIb30BaTh COKpallleHHYI0 GopMy € 06s3aTeJTbHBIM IIPOGesioM,
HampuMmep, 'te 0/0/10".

fourtygigabitethernet <UNIT>/<SLOT>/<PORT>

[Ipumep o603HavyeHus: 'fourtygigabitethernet 0/0/2'. JommyckaeTrcs
UCII0JIb30BaTh COKpallleHHYI $opMy C 00g3aTeJIbHBIM IIPOOEesIoM,
Hanpumep, 'fo 0/0/2".

hundredgigabitethernet <UNIT>/<SLOT>/<PORT>

[Ipumep 0603HaYeHUS: "hundredgigabitethernet 0/0/3".
JlomyckaeTcst HCII0JIb30BAaTh COKpAaIleHHYIO0 dopmy C
06s13aTeJIbHBIM IIpo6esioM, Harpumep, 'hu 0/6/3".

bundle-ether <BUNDLE _ID>

O603HaveHMe TPYIIILl arperaljiy KaHajloB BKJIKOYAeT B ce6s TUIL
unrepderica ("bundle-ether") W IOPSIAKOBBIA HOMEpP TPYIIIHL.
[Ipumep 0603HaYeHUS: "bundle-ether 8'.  [Jlomyckaetcs
UCII0JIb30BaTh COKpallleHHYI $opMy C 00g3aTeJbHBIM IIPOOEeIoM,
Hampumep, 'bu 8'.

I'pynnel aepezauuu KaHa/108 8 CUCMeMe MOXCHO c030asamb U
yoansaime.



Tun uHTepdelica

CabuHTepdercel

HHTepdelicrl JIOKaIbHOMN
TIeTIN

TyHHeJ/JIbHBIE UHTEePeChI

HHuTepdericer BVI (Bridge-
domain Virtual Interface)

0O603HaueHHe U QYHKIIMOHAJI

bundle-ether <BUNDLE_ID>.<SUBIF_ID>

tengigabitethernet <UNIT>/<SLOT>/<PORT>.<SUBIF_ID>
fourtygigabitethernet <UNIT>/<SLOT>/<PORT>.<SUBIF_ID>
hundredgigabitethernet <UNIT>/<SLOT>/<PORT>.<SUBIF_ID>

O6o3HaueHue cabuHTepdetica obOpasyeTca U3 0003HaUYeHUSA
6azoBoro uHTepderica U wuAeHTUOUKaTOpa cabuHTepderica,
paszesleHHBIX TOUKOM. /I cabuHTepdeiicoB 00s13aTeJIbHO 3a/iaHUe
TUIla WHKancyaanuu (‘encapsulation’). IlpuMep o0603HaYeHUS:

"tengigabitethernet 0/0/10.350'
Cabunmepdelicbl 8 cucmeme MONHCHO €030a8aMb U yOa1iMb.

loopback <ID>

BupTyaZlbHBIM HHTepQelCc JIOKaJIbHOM IleVIH. /JaHHBIA THII
IIpUMeHseTCsd B CJIydasiX, Korga TpebyeTcsl IIOCTOSIHHO aKTUBHBIN
Jlornuecku uHrepdeiic. [ipumep o603Hauenus: loopback 100°

Humepdelicbl 10Ka1bHOU nemau 8 cucmeme MONMCHO €030a8amb U
yoaname.

tunnel-ip <ID>

BuptyanbHbill uHTepdetic tunnel IP. BO3M0OKHBI pesKUMBI PaboThI
IP-IP u IP-GRE. [IpuMep o603HaueHus: ‘tunnel-ip 100°

TyHHe/ibHble UuHmMep@elicbl 8 cucmeme MONCHO €030asamsv U
yoaname.

bvi <ID>

BupTtyasbHbI uHTepderic BVI. /laHHBIN THI TIPUMEHSETCAd B
cay4dasx, Korga Tpebyercs [ob6aBiieHHMe MapIIpyTHU3HUPYIOIEro
uHTepdetica B OpuK-goMeH. [Ipumep o603HayeHud: ‘bvi 100°

Hnmepdelicvt BVI 8 cucmeme M0X4CHO €030a8amb U yoaisimb.



Tun unrepdeiica 0O603HaueHHe U QYHKIIMOHAJI

HHTGPQ)EIZCBI yIIpaBJIEHUS mgmt <UNIT>/<SLOT>/<PORT>

NHTepdericel out-of-band yIripaBiieHus - 3TO BblJeJleHHBIe ethernet-
UHTepQercel [UId A0CTyIla M YIIpaBJIeHHs MaplIpyTH3aTopoM. B
KauecTBe <SLOT> moryT BeIcTyIaTh 'fmc0' u 'fmcl', B 3aBUCUMOCTHA
OT aIIapaTHoOM KoH$Uurypanuu. [IpruMepsl 0603HaUYeHU:

e 'mgmt 0/fmc@/1" - gira ME5100;

e 'mgmt 0/fmc@/0' 1 'mgmt @0/fmc@/1" mast FMCO B MapIIpyTHU3aTope
MES5000;

e 'mgmt 0/fmc1/0"' m 'mgmt @/fmc1/1" mast FMC1 B MapIIpyTHusaTope
ME5000

Humepdeticbl ynpas.ieHUs 8ce20a npucymcmeayrom 8 cucmeme.

HHTepdericel yIIpaBJIeHUSA He
IIpeJHa3Ha4YeHbI [JIs Ilepefjladyd TPAaH3UTHOTO

IMPORTANT Tpaduka (He y4dyacTBYOT B pabore data-
plane) u >xecTko nmpuKperuieHs! K VRF 'mgmt-
intf".

1. KosmyecTBO QU3MYECKUX HHTepQEeHcOB B CHUCTeMe 3aBHUCUT OT MOJesH

MapIIpyTHU3aTOpa U YCTAHOBJIEHHBIX IMHEUHBIX MOYJIEH.
NOTE
2. Texymasg Bepcus 110 He Imojep KUBaeT KaacTepusariuio. HoMmep ycTpoiicTBa B

ki1acrepe <UNIT> MO’KeT IPUHUMATh TOJIBKO 3HaUYeHHe 0.



TOCTVII K VCTPOUCTBY

JIoKa/IbHBbIE Y4Y€THbIEC 3aIlNCH

YUETHOM 3aIlMChI0 110 YMOJYaHUIO ABJIAETCA admin ¢ IaposieM password ¥ YpOBHEM IIPUBUJIETUN
p15. 1A JIOKaJbHOIO [OCTyIla K YCTPOMCTBY pPeKOMEHIyeTCsd CO3[aTh YyUeTHBIe 3allliCU
II0JIb30BaTeJel, BO3MO’KHO, OTPaHHUYUB [JI1 HUX YpOBEeHb NpUBWIeruil. IIo yMos4aHUIO
I10JIb30BaTeJIb OTPaHUYEeH YPOBHEM IIPUBUJIETUH p1.

Tabauua 5. Hacmpoiika 10Ka/1bHOU y4emHoil 3anucu

KomaHnpa HasnaueHue
configure [Tepexof B pesKUM IV106a7IbHOU KOHQUTYpaIlUH.
user user_name [Tepexof B pesKUM KOHOUTYpaIlUU YUYeTHOM 3aIIKCH I10JIb30BaTeJIs.
password [encrypted] 3ajlaHue MapoJisl I0JIb30BaTessI B OTKPBITOM KU ITUGPOBAHHOM
password BUJIE.
privilege p1-p15 3azilaHue YPOBHS IIPUBUJIETUU I10J1630BaTEIS.
i1 pasJIMYHBIX YPOBHEM IIPUBUJIETHM [OCTYIIHBI CJIeAYIoIue
eVCTBUL:

* pl: TOJIEKO KOMaHAKEI ping U traceroute;

* p2-p9: KoMaHALl YPOBHA Pl IIFOC Bce Sshow-KOMaH[bI, KpoMe
show running-config, show configuration, show users;

* p10-p14: xOMaHABI IIPEABIAYIIINX YPOBHEH ILIIOC BCe KOMaH/bI
YPOBHS KOHQUIYpAIIMH, 3a UCKII0UYEeHHeM HacTPOeK II0[CUCTEeM
0e30IIaCHOCTH;

* p15: IOJTHBIN TOCTYII K YCTPOMCTBY.
exit (OnyroHanbHO) Bo3BpaT B peskuM 17106a/1bHOM KOHQUTYpaIUH.

commit [TprMeHeHMe IIPOM3BEAeHHBIX HACTPOEK.
IIpumep. Hacmpoiika y4emHotl 3anucu no./16308amesi.

user test
password test123
privilege p10
exit

Tax>ke MO>KHO 3aaTh JIOKAJIbHbBIHM ITapOoJib /I Ka>K0TO YPOBHS IIPUBUJIETHIA.
IIpumep.
enable p15

password highest
exit
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Tabauya 6. KomaHOa nepexoda Ha COOMEEMCMaywUil ypogeHb npusuie2uil 8 mekyuieti ceccuu
Komanpga HasHnaueHue

change-privilege { p1 | p2 [lepexop Ha COOTBETCTBYIOIHEI YPOBEHD IPHBUIEIHH.
| .. | p15 } [ PASSWORD
]

IIpumep.

0/ME5100:Router> change-privilege p15 highest
0/ME5100:Router#

NOTE [lepexof HAa MEHBIIINM YPOBEHb IIPUBUJIETUU IIPOU3BOAUTCS 6€3 IIapoJIs.

PoJsieBas MO/ieJIb YIIpaB/JIeHUS JOCTYIIOM

A 6osiee THOKOM HACTPOMKHU IIpaB II0JIb30BaTesJle Ha MaplIpyTusaTropax cepud ME
peassoBaHa poJieBass MOJesb VIIpaBJIeHUs [OCTylnoM. PosieBasg Mojesb paboTaeT IIOBepx
YPOBHEN MPUBUJIETHA.

Posb (role) - aTo HabOp MOJTHOMOYUM, ONMCAHHBIX KOMaHJaMU, AOCTYIIHBIMU I10J1b30BaTeN0 U
HeO00XO0IUMBIMHU [IJI BBITIOJITHEHU OIIpe/le/IEHHBIX pab0ouux 3aau. KaKablii I10J1b30BaTe/Ib MOXKET
UMeTh OJHY WJIH HeCKOJIbKO POJied, a Kakas poJjib MOXKET COZep>KaTh OT OZHOTO 10 MHO>KeCTBa
II0OJTHOMOYUU B paMKax 3TOM poJid. POJIM MOT'YT OBITH arperupoBaHbl B TPYIIILI (group). [pyIIs: u
POJI UMEIOT CJIeAYIOIe aTPUOYTHI:

* default - mo3BoJIsIeT 3a7jaTh IPaBUJIO 11 KOMAaH/[ 110 YMOJIYaHUIO;

° deny - 3alIPETHUTH I10JIb30BAaTEJII0 MCII0OJIE30BATh KOMaH/IbI;

* permit - paspeluTs I10/Ib30BaTeJII0 UCII0Ib30BaTh KOMaH/bL.
OTxesIbHO TPYIIIBI UMEIOT aTpUOyT role:

* role - 106aBUTH posib B IpymIly. IIpaBUIO U3 POJIM HaUMHAaeT [[eiCTBOBATh Ha I10JIb30BaTeJIel,
KOTOpEIe 06aBJIeHbI B IPYIIILY.

[To1b30BaTEIb MOXKET UMETh POJIb U (WIH) OBITH YUaCTHUKOM TPYIIIBL. ECJIM IS TPYIIIBI/POJIH He
3a/IlaHbI aTPUOYTHI, TO IIPaBa II0/Ib30BaTe e OIPEeeISTIOTCSI UX YPOBHEM IIPUBUJIETHH, 33/JaHHBIM
IIPH CO3JITaHUU YUETHOM 3aITHCH.

HacTpoiika poJjied U IpyIIll OnrcaHa B pasnesie "MexaHusm AAA".

ABTOpHu3anua nmo SSH-ki1rouy

Ha mapwpymusamopax cepuu ME noddepicaHa moabKo JIOKaJIbHASA agmopusayus no SSH-k/irouy.

Ha MapiipyTusaTope, UCIIOJIB3yeMOM B KauecTBe SSH-cepBepa, co3faeTcs JIOKaJbHas y4yeTHast
3aIIUCh I10JIb30BATENA C IIyOJIUYHBIM RSA-K/II0UOM, CTeHEPUPOBAaHHBIM SSH-KJIMEHTOM.

Tabauya 7. Hacmpoiika A0KaAbHOU yuemHoil 3anucu ¢ RSA-KarouoMm.
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Komanpga HasHaueHue

configure [Tepexof B pe>XUM IVI00aJIbHOM KOHQUI'YPaIlUHU.

user user_name

password [encrypted]

[Iepexof B pe)KUM KOHOUTYpaAITUU YUETHOU 3aITHCH IT0Th30BaTeJIS.

password BUJIE.

authorized-key key_name

description descr (OnIoHaIbHO) Jlo6aBUTH OITHICaHHE, obJeryaroiree

key-string rsa_key

KOHQUTYpaIHH.

UIeHTUQUKAIINIO I10JIb30BaTEIS.

KJIrogya HEO6XO,I[I/IMO 3aKJ/II0YaTh B KaBbIYKH.

exit (OnoHasIbHO) Bo3BpaT B pesKUM IJI00aIbHOU KOHQUTypaIiyH.

commit [IprMeHeHMe IIPOU3Be/IeHHBIX HaCTPOeK.

ITpumep. Co30amp yuemHyro 3anucb no0b308amens tester 041 nooK/A0UeHUs: 08yx ycmpoiicme no SSH-
KAHWy.

I 0603Hauum B KOH$Urypauunm opHo ycTpoiicTBo kak den (authorized-key den), mpyroe - kak
ivan (authorized-key ivan)

user tester
authorized-key den
key-string "ssh-rsa
AAAAB3NzaC1yc2EAAAADAQABAAAAGQCXDLKD1ivITf3WC28uhuUL1Lda0PsMOgbJI5nVUI11LhKmHntmRCPalb
Lqy853Wnz/iDTFe42X0aYfp19611V5u7aDCHrXPdmDIRIsnbiToa+u5uZK10cm37+L+010A883fniVIN/6zfaw
kbAamyBvAEtV1np3wiJXILnwIZX9rQ== tester_den"
exit
authorized-key ivan
key-string "ssh-rsa
AAAAB3NzaC1yc2EAAAADAQABAAAAGQC+3gnEwRXRucf5P/EwKjyw/Bf639w2Ih/sNB13hgjj2Xr5Vx7y5ovwge
PvSP0JTyzX65q08vXZx3EwVe0X/9T2GTYqzr+DSsy9SsVpzf+Lk@go3x7Vr9IMaQvjKTMGhcwewEWQuQNXySu
sLqQNwID2bs0CTudT27yeNISksq3Ww== tester_ivan"
exit
password encrypted
$68MttCGmTPooukMAq7$X328r SGtppDAJo44fu5G03a3HedTTCWEIF801rcjW262/Fj/m5WPW6r8/ZKIDUg2Mn
bkwUWFE3e/mE/xUPY/I1
privilege p15
exit

I'enepanusa SSH-k1ro4ya

I'e
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Hepanysa KJI4a IIPOU3BOLUTCA CIeLyI0Ieil KOMaH0u:

BaﬂaHI/Ie I1apoJid II0JIb30BaTeJd B OTKPBITOM HJIK HII/I(l)pOBaHHOM

3amanre wupeHTUQUKATOpa KJIIOYA UM IIepPeX0fl B PEXUM ero

3amaHue nyosnMuHOM yacTh RSA-kiroua 1024-11870 6uT. CTpOKy



Komanpga HasHaueHue

key generate {dsa | rsa | Co3zaTh KJIF0U YKa3aHHOIO TUIIA, ITe
rsal } [Label label J[modulus  1label - ugeHTUPUKATOP YCTPOMUCTBA, IO YMOJIYAHUI0 UCIIOJIL3YeTCH
value ] hostname;

modulus - pasMep KJroua B OUTaxX.

ITpumep. Cozdame SSH-k1rou RSA dauHotl 1024 6um ¢ udeHmugukamopom ycmpotiicmea "ME5100_mio”

0/ME5100:Router# key generate rsa modulus 1024 label ME5100_mio
You already have rsa keys.

Do you really want to replace them? (y/n): [n] y

Fri Nov 3 15:32:32 2023

Keys generated successfully

Elapsed time was 0.774307 sec

0/ME5100:Router#

IIpumep. Ilocmompems omkpwimyro uacms SSH-Karoua

0/ME5100:Router#t show ssh key
Fri Nov 3 15:31:21 2023

--------------- KEY #1-----ccemmeuunn
Keys type: rsa
Keys modulus: 4096 bits
Label: ME5100 _mio
Creation date: Fri Nov 3 12:06:20 GMT+7 2023
Public key:
ssh-rsa

AAAAB3NzaC1yc2EAAAADAQABAAACAQC4ye8ouer@37BakKghMtEfSsZMDMs8osPYfaTl/Kb2V4EoCnkXLRfNZvc
1+rsbW1yDfiJ+x9ehy8ai2YdwQpuMATUNSz@VD+V8Ho@md9DrU1c9+1POKpo+UbqoyBXYIwT2BZF/zMyo3Fi0i
2P1G8kUTdq38ekzYQXA6SINQjn4NtrgGed15kWoXMfmjEL8I3Zv2cbYn/ukjGrH3Z5xGny8YcxCLxijEgTtqPD
gmLhBJqaPNIr3/ek8F4/hAm41m7FxAq5UK4c6EkbvAbXVMUNt6aPonyxAcN4oLFI1UdX40xX25qm5T8wP1SAWP
BNhGHiTo7Nn1nGeng8cwr SKbIDDPu+INSYYLBUOERMss3kfDtxv5H5P1ruXuW6+mDfwjyhZNyootY+mn6oou02
GfmtbbvA7a9QsWdXD3vB2MgRAURNGLIA6SYxUOHKVO2YDs+I4r+MD4HU9zuR0771H/75KjK4hXfabto5zcD4fd
7pRZA7w80GR6GZfZDGO+IjbOHCKIKYJ/vR+VS8dmBs16/SzSv1eadWSeKIBI/EJaBrLzy609bYEIpAOhjh63FS
bOsdJee91YeoYpFi7+cx6110ZVXaZEAah+hjPUWPBD1zg6Yob1LKproAV2/xdtQBOzxtpnQgD6wwDpxUm2Bul@
193VzmOnOT 1mKBv/f2sBeSvMoQ== ME5100_mio

OTKphITas YacTh KJK04Ya KOIIUPYeTCcd U 06aBigeTcs B KOHQUIYpAIlUI0 BCTPEYHOIO YCTPOMCTBA
Kak SSH-KJIr04 /1714 JIOKaJIbHOM YUeTHOU 3aIlMCH I10JIb30BaTe .

ViajieHUe KIH0Uen IIPOU3BOIUTCA CIeIyI0Iell KOMaH0M:

Komanpga HasHaueHue

clear ssh key { all | dsa | ygamure KTI0Y yKa3saHHOTO THIIA MM BCe KIIIOUH.
rsa | rsal }
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Mexanusm AAA

[l obecrieueHus1 6e30MIaCHOCTH CHCTEMBI HCIIOIb3yeTcs MeXaHU3M AAA (ayTeHTHUQHUKAITUS,
aBTOpU3alUs, yueT):

* authentication (ayTeHTHdUKaIlMg) — COIIOCTaBJIeHHEe 3aIlpoca CyI[eCTBYIOIEH Y4YETHOM
3aIlMCH B CUCTeMe 6e30I1aCHOCTH;

* authorization (aBTOpM3aIyd, IIpoBepKa YPOBHA [OCTyIIa) — COIIOCTABJIEHNE YUETHOM 3aIUCU B
cucTeMe (Ipolealel ayTeHTUPUKAIINI0) U OIIpeieIEHHBIX II0JTHOMOYMI;

* accounting (y4éT) — y4éT [eliCTBUU I10JIb30BaTeJIs.

Tabauuya 8. Hacmpolika aymeHmugpukayuu
KomaHnpga HasHnaueHue
configure [Tepexof B pesXuM 171062/ IbHOM KOHQUTYPALIHH.

aaa authentication { login Cospganme crmcka ayTeHTHHKAIIUM.
| enable } list name
* 10gin — /1711 BX0O/Ia B CHCTEMY;

* enable — 11 CMeHBI YPOBHS IIPUBUJIETHUH.
method { ldapl local | 3ajlaHue MeTo/la ayTeHTHQUKAIlUU BHYTPU COOTBETCTBYIOIIETO
tacacs | radius } CIIMCKa ayTeHTUQUKAIIUU
* ldap —MeTop yCcTaHaBIWBAaeT ayTeHTUQUKAIUI0 Uepes
CKOHQUTYpUpOoBaHHBIe LDAP-cepBepHL;

* local —MeTo/ ycTaHaB/IMBAaeT JIOKAJIbHYI0 ayTeHTHU(QUKAIHIO,
TO eCTh ayTeHTH(QUKAIIMI0O COIVIACHO HacTpoMKaMm 'enable’ u
‘user' B TeKyIllel KOHQUIypaIiuy;

* tacacs —MeTO[ yCTaHaABJIUBAaeT ayTeHTUQUKAIIUI0 Yepes
ckoHpurypupoBaHHble TACACS+-cepBephl;

* radius —MeTOJ yCTaHaBJIWBaeT ayTeHTUQUKAIIUI0 Yepes
CKOHQUIrypupoBaHHbEIle RADIUS-cepBepEL.

ex1t Bo3BpaT B pe>kKuM I106aJIbHOM KOHQUTYpaITUH.
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Komanpga HasHaueHue

aaa authentication retry-  (OmmuomanpHO) HacTpoiika IapaMeTpoB HeyZaYHBIX IIOIBITOK

options { backoff-factor |
backoff-threshold | ayTeHTHQHKAIIIH

lockout-period | login-
grace-time | tries-before-
disconnect } value

* backoff-factor —BpeMsa B ceKyHAaxX MeXXIy IIOIILITKaMU
ayTeHTUQUKAIIUM II0CJIe HCYepllaHusg KOJIUYeCTBa IIOIIBITOK,
OIIpe/le/IeHHBIX 3HaUYeHHeM napaMmerpa backoff-threshold.

* backoff-threshold — kosmmuecTBO HeyTauHbIX TOIBITOK
ayTeHTUPUKAILIUU 10 YCTAHOBKU 3a/[eP>KKHU MeXKy IIOIIBITKaMU
ayTeHTU(QUKaAIIUHU.

* lockout-period—BpeMsa  OJIOKMPOBKHM  Y4YeTHOM  3alllCH
I10JIb30BaTe . YUeTHas 3allMChb OJIOKHMPYeTCs Ha BpeMsl HJIHU
HaBcerga (permanent). /IOIIOJHHUTEJBHO MOXKHO 3a/iaTh
uHTepBan BpeMeHH (fail-interval), B TeudeHHe KOTOPOTO
IIpeAIIPUHUMAJINCE HeyCIIelIHble ITOIBITKH ayTeHTUQUKAIUH.
Korga sajaHHOe BpeMsl 3aKOHUMTCS, y4eTHas 3allUChb OypeT
3abJI0KHpOBaHa.

* login-grace-time —MakcHUMaJIbHOE BpeMmd OKUTaHUSA
YCTPOMCTBOM HavaJjla BBO/ia JIOTMHA U I1apOJIsl.

e tries-before-disconnect —MakcuMaJIbHOE KOJIMYEeCTBO
IIOIIBITOK ayTeHTU(PUKaAITUU hi(o) paspbiBa
coequHeHUA(gePpoITHOE 3HaAUEHME-3).

commit [TprMeHeHHe IIPOU3BeNeHHBIX HACTPOEK.

[Ipu yrasmeHuu y3ia lockout-period nH$oOpMaIiys 0 HeYCIIeIIHBIX IIONIBITKAaX BXOAa

BCeX I10JIb30BaTesIel HesIBHO y/iajIseTcs.

BiiokupoBka paboTaeT co BCEMH JIOTMH-JIWCTaMU aaa authentication login, eciu
NOTE npucyrTcrByeT lockout-period.

BsIOKMpOBKa  HMCHOJIB3yeTCd I JIOKAJbHBIX  II0JIb30BaTesiel, HO  He

pacipocTpaHsieTcs Ha I10JIb30BaTeJIs root.

OYHKIIMOHAJ IIPUMEHUM [JI1 ayTeHTUQUKAITUU yepe3 ssh/telnet/console.

ITpumep. Hacmpoiika aymeHmugukauyuu 015 cepsuca telnet.

[Tocjle MSATHM HEYCHENIHBIX IIONBITOK ayTeHTUQUKAIIUM B TeUeHHe TpeX MUHYT II0JIb30BaTeJb
OyzeT 3a6JIOKMPOBAH Ha 4ac.

aaa authentication enable telnet
method tacacs
exit
aaa authentication login TAC245
method tacacs
method local
exit
aaa authentication retry-options lockout-period 360 fail-interval 3
aaa authentication retry-options tries-before-disconnect 5
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line telnet login authentication TAC245

HpI/I IIOIIBITKE ITIOJKJIIOUEHUA K YCTPOﬁCTBy I10CJ1e 6JIOKI/IpOBKI/I II0OABUTCA YBEJOMJIEHU E!

0/ME5100:Router login: tester

The account is locked due to 5 failed logins.
(360 minutes left to unlock)

Login incorrect

Bpems okoHUYaHUS 6JIOKUPOBKH I10J1b30BaTe I II0Ka)keT KoMaHza "show users lockout"”

0/ME5100:Router# show users lockout
Tue Dec 30 15:25:11 2025

User Consecutive Lock Latest failure Lockout end
failures status
tester 5 Locked 2025-12-30 15:24:52 2025-12-30 16:26:52

Tabauua 9. Hacmpolika /102upo8aHus

KomaHnpa HasnaueHue

configure ITepexo/i B pesXKUM IJ100aIbHOM KOHQUTYPALUH.

aaa accounting commands {  BxiroueHMe JOTMpOBaHMs KOMaHJ, II0Jb3oBaTens Ha TACACS+-
start-only | start-stop | cepBepe.

stop-only } tacacs

aaa accounting 1091"_1 start- Bxirouenme JorMpoBaHHS BXOJa II0JL30BaTeNsd B CHUCTEMY H
stop { tacacs | radius } ppivona us mee ma TACACS+ mum RADIUS-cepsepe.

exit (OnroHasbHO) Bo3BpaT B peskuM I7106a/1bHOM KOHQUTYpaLUH.
commit [IprMeHeHMe IIPOU3BEIEHHBIX HACTPOEK.

IIpumep. BkAoUeHUe 102UPOBAHUSL KOMAHO NO/16308AMEAS, 8X00a NOAb308AMENS 8 CUCTNEMY U 8bIX00a
u3 Hee Ha TACACS+-cepsepe.

aaa accounting commands start-only tacacs
aaa accounting login start-stop tacacs

Tabauya 10. Hacmpotika asmopusayuu
KomaHnpga HasHnauyeHue
configure [Tepexof B peskKUM IVI060aJIbHOM KOHQUIYpaIluHU.

aaa authorization commands BxjroueHMe aBTOpM3aI[MH KOMaH]| IT0JIb30BaTe s uepes TACACS+-
tacacs cepBep.
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Komanpga HasHaueHue

aaa authorization role CospaHue poJIk U IIepexo/i B pesKUM eé KOHQUIYpaIluu.
name
default { by-privilege | 3azaTh IpaBa A0CTyIIa II0 YMOJIUYaHHUI0.

deny | permit }
* by-privilege —mpaBa [OCTyIla OIIPeJesSIIOTCI YPOBHEM
IIPUBUJIETUH I10/Ib30BaTEIS;

» deny — JIr00BI€e IEeNCTBUS 3allpellleHbl;

* permit — Jr06bIe IeHCTBUS pa3peleHsl;

deny command VKasaTb 3alpellleHHble K BBOJY KOMaH/bIL.

permit command YKasaTh paspellleHHbIe K BBOY KOMaH/bIL.

no-configure 3anpeTuTh paboTy B peKuMe KOHQUTypaIUH.

priority value (OnoHaIbHO) YKasaTh IIPUOPUTET POJIH.

exit Bo3BpaT B pekXuM I7106a7IbHOM KOHQUTYpaITUH.

aaa authorization group CospaHue IPYIIIIBI U IIepeX0; B PesKUM e€ KOHQUIYPaI{UH.
name

default { by-privilege | 3azaTh IpaBa A0CTyIIa 10 YMOJIUYaHUI0.

deny | permit }

deny command YKasaTh 3alpeleHHbIe K BBOJY KOMaH/bL.

permit command YKasaTh paspellleHHbIe K BBOY KOMaH/bI.

no-configure 3anpeTUTh paboTy B peKuMe KOHQUTYpaIjUu.

priority value (OnruoHanbHO)YKa3aTh HPUOPUTET TPYIIIILL.

role name /106aBUTH POJIb B IPYIIILY.

exit (OnoHasbHO) Bo3BpaT B peskuM I7106a/1bHOM KOHQUTYpaITUH.
commit [IprMeHeHMe IIPOU3BEIeHHBIX HACTPOEK.

IIpumep. Hacmpoiika poaegoil modeau docmyna.

CKOHQUIYpPUPOBaHBI /Be POJIM U TIpyIIla. YYaCcTHUKAM IPYIIIbL, y4YeTHas 3allCh KOTOPBHIX He
IIpUBs3aHa K POJIH, JOCTYIIHBI KOMaH/bI U3 IPyIE] (permit "show clock”) 1 koMaH/EI posieit 1 u 2
(show running-config, show tech-support, show ntp status)

Hacmpolixa asmopu3zayuu

aaa authorization group test
default deny
permit "show clock"
role role-1
role role-2

exit

aaa authorization role role-1
default deny
permit "show running-config"
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permit "show tech-support"

exit

aaa authorization role role-2

default deny

permit "show ntp status"

exit

Hacmpolika noav3ogameaeil

user ul
role role-1
role role-2
exit
user u2
role role-2
exit
user user-0
group test
exit

Hactporika cepBepoB TACACS+ u RADIUS

Tabauuya 11. Hacmpotika cepgepa TACACS+

KomaHnpga

configure
tacacs-server host {
DOMAIN NAME |
_IP_serveraddr |

IPv6_serveraddr} [ vrf
vrf_name ]

password [encrypted]
password

priority priority

exit

tacacs-server timeout secs

tacacs-server dscp dscp_val

commit
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HasnaueHue
[Tepexof B pesXuM 171062/ IbHOM KOHQUTYPALIH.

3amaHue B KoH¢urypanuu cepBepa TACACS+ ¢ ykasaHHBIM IPv4
(IPv6)-agpecoM WIU JOMEHHBIM HMMeHeM B IJIO6AJILHOM TabJIvile
Mapipyrusaiuu (GRT) winu BHyTpHu yKazaHHOTO VRE.

3amanue maposda cepBepa TACACS+ B OTKpPBITOM  HJIHU
mu1GpoBaHHOM BUJIE.

3apaxue npuopurera TACACS-cepBepa.
Bo3Bpar B pekKuM IJI06aIbHOM KOHQUIYPALIUH.

(OnioHanbHO) 3ajlaHre BpeMeHU 0KHUIaHUS 0OTBEeTa OT CEPBEPOB
TACACS+, B CeKyH/1aX.

(OnmroHanbHO) 3asaHue 3HayeHUs 1oy DSCP, ¢ KoTopeIM OyayT
reHepupoBaThcs IP-I1akeThl, oTIIpaBgeMble Ha cepBephsl TACACS+.

HpI/IMEHeHI/Ie IIPOM3BENEHHBIX HACTPOEK.



ITpumep. Hacmpoiika cepgepa TACACS+.

tacacs-server timeout 10
tacacs-server dscp 7

tacacs-server host 192.168.16.245 vrf mgmt-intf
password encrypted 8FB1007FB51B43FED3

exit

Tabauua 12. Hacmpotika cepgepa RADIUS

KomaHnpa

configure

radius-server host {
DOMAIN NAME |
_IP_serveraddr |
IPv6_serveraddr} [ vrf
vrf_name ]

password [encrypted]
password

priority priority

source-address { IP_intf-addr
| IPv6_intf-addr}

acct-port port

auth-port port

timeout secs

exit

timeout secs

radius-server dscp dscp_val

radius-server timeout secs

radius-server retransmit val

commit

HasnaueHnue
[Tepexof B pesXUM IVI00aJIbHOM KOHQUIYPaIIHHU.

3azaHnve B KoHuryparmu cepBepa RADIUS ¢ ykasaHHBIM [Pv4
(IPv6)-agpecoM WIU JOMEHHBIM HMMeHeM B IJI06aJbHOM TabJivile
MapiupyTtusanuu (GRT) uiau BHyTpH yKasaHHOro VRF.

3amanue nmaposd cepBepa RADIUS B OTKPBITOM HMJIH IIUGPOBAHHOM
BU[IE.

3amanue npuopurera RADIUS-cepBepa.

3amanue IP (IPv6) aapeca, KOTOpPBIA OyIeT HCIIOJIb30BAaTHCSI B
KauecTBe [P-aspeca oTIIpaBUTesI IIpHM OTIpaBKe IIAKeTOB Ha
RADIUS-cepBep. CiiegyeT yKasblBaTh ajpec, IIPUHAAJIeKaIUN
HHTepdericy MapIIpyTH3aTOpPa B COOTBeTCTBYIOIEeM VRE.

(OmmmonanbHO) 3amaHue Homepa UDP-mopra I Ilepefayud
TaHHBIX yUeTa.

(OmmonanbHO) 3aZjlaHye HOMepa IIopTa Ui Ilepefadyu
ayTeHTUPUKAITMOHHBIX TaHHBIX.

(OmruoHanbHO) 3ajlaHve BpeMeHU 0)KUJIaHWS OTBeTa OT cepBepa
RADIUS, B ceKyH/1aX.

Bo3Bpat B peKuM IJI06aIbHOU KOHQUTYPaIIUH.

(OnroHanbHO) 3alaHKe BpeMeHU OXKHU/IaHUs 0TBeTa 0T CepBEPOB
TACACS+, B CeKyH/1aX.

(OnmoHanbHO) 3amaHue 3HaueHUs 11011 DSCP, ¢ KOTOpBIM OyAyT
reHepupoBaThcd IP-TIaKeThl, OTIPaBJIsieMble Ha cepBepbl RADIUS.

(OnroHanbHO) 3alaHKe BpeMeHU OXKHU/IaHUs 0TBeTa OT CepBEPOB
RADIUS, B cekyH1ax.

(OmroHasIbHO) 3ajaHMe KOJIMUYeCcTBa IIOIIBITOK oOOpallleHus K
RADIUS-cepsBepy.

[IppMeHeHUe IIPOM3BeJeHHbIX HaCTPOeK.
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ITpumep. Hacmpoiika cepgepa RADIUS.

radius-server host 10.1.1.10 vrf test
password radius-pass
source-address 5.5.0.0
timeout 10

exit

Hactporka cepBepoB SSH u telnet

ViaseHHBIN TOCTYII K YIIPABJIeHUI0 YCTPOMCTBOM OCYIIIeCTBJIsIeTCS 10 ITpoTokory SSH mtu telnet,
JIOKaJbHBIM - 4Yepe3 KOHCOJBHBIM IIOPT. [l y[aJeHHOTo AOCTyIa HeoO0XOJUMO yKa3aTh B
KOHQUTYpaITU COOTBETCTBYIOIIHE CEPBEPHI.

Tabauya 13. Hacmpolika telnet-cepsepa.

Komanpga HasHaueHue

configure [Tepexof B peskKUM IVI00aJIbHOM KOHQUIYpaIlUHU.

telnet server [ vrf CosmaHue B KoHOuUryparuu Telnet-cepBepa U IIepexo[ B PeXUM
vrf_name ] HACTPOUKH ero napamMeTpoB (config-telnet-server-vrf). IIpu 3amycke

Telnet-cepBepa B kakoM-1u60 VRF (in60 B 1o6asbHOM TabJivile
MapIIpyTHU3allii) YCTPOMCTBO HAUYUMHAET IIPUHUMATh COeTUHEeHUS
o 1mporokoay Telnet Ha TexX CBOMX HHTepdeicax, KOTOpbIe
BKJIOUEHBI B yKa3aHHbI VRF.

dscp dscp_val (OnmoHanbHO) 3amaHue 3HaueHUs 11011 DSCP, ¢ KOTOpBIM OyAyT
reHepupoBaThCA IP-ITaKeTHl.

session-limit val (OnIoHaIbHO) 3amaHue MaKCUMAaJIbHOTO KOJIMYeCcTBa
OTHOBPEMEHHO IT0K/JII0UEeHHBIX I10/Ib30BaTeIel

port val (OnnuoHanbHO) 3afaHHe HOMepa IIOpTa, II0 KOTOpoMy OyneT
IIPUHUMAaThb BXOJAIIIHE COeMTHEeHUSA COOTBETCTBYIOILIUI
JIOKaJILHBIH CepBep.

exit (OmmoHasIbHO) Bo3BpaT B pesKUM IJI00aIbHOU KOHQUTYPaIlHH.
commit [IprMeHeHMe IIPOU3BEIEHHBIX HACTPOEK.

MapipyTtusaTtopsl cepunt ME 1mofamep>kKuBarT TpPoTokKoa SSH Bepcuét 1 u 2. IIo yMOJIUaHUIO
HCII0JIb3yeTcsd IIPOTOKO0JI SSHV2

Tabauua 14. Hacmpotika SSH-cepgepa.
KomaHnpga HasHaueHue

configure [Tepexof B pesKUM IV1060aIbHOM KOHQUIYpaIluHU.
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KomaHnpa

ssh server [ vrfvrf name ]

version-1

dscp dscp_val

session-limit val

hostname-1lookup

paranoid disable

port val

exit

commit

Ha3umaueHue

CosmaHue B KoHOUryparuu SSH-cepBepa M Ilepexof B PEXUM
HacTpoWKH ero mapameTpoB (config-ssh-server-vrf). IIpu 3amycke
SSH-cepBepa B KakoM-1u60 VRF (160 B I106abHOM TabJivile
MaplIpyTHU3aI[uyi) YCTPONUCTBO HaUMHAeT IIPUHUMATh COeIUHEeHUS
10 IpoToKosay SSH Ha Tex CBOUX HHTepdelicaX, KOTOpbIe
BKJIIOUEHBI B yKa3aHHbIM VRF.

(He pexoMeHyeTcs) BryIroueHHe mofmep KKy SSHv 1.

(OnmroHasnbHO) 3asaHue 3HauyeHUs 101 DSCP, ¢ KoTopeIM OyayT
reHepUupoBaThLCA IP-ITaKeTEI.

(OHHI/IOHaJIBHO) BHIL&HI/IE MaKCHUMaJIbHOTO KOJIM4YeCTBa
OJHOBPEMEHHO IIOJAK/ITHOYEHHBIX II0JIb30BaTesIe

(OnoHanbHO) BKIIOUUTE paspelieHre DNS-uMeH

(OnmroHasbHO)  PaspemnTh  KCIIOJIB30BaHHWE  yCTapeBIIHUX
aJITOPUTMOB ITUPPOBaHUSL.

(OnnuoHanbHO) 3afaHHe HOMepa IIOpTa, II0 KOTOpoMy OyneT
IIPUHUMAaThb BXOJAIIIHE COoeMTHEeHUSA COOTBETCTBYIOILIUM
JIOKaJILHBIH CepBep.

(OmmoHasIbHO) Bo3BpaT B pesKUM IJI00aIbHOM KOHQUTYyPaIlHH.

HpI/IMEHeHI/Ie IIPOH3BEAEHHBIX HACTPOEK.

HacTpo¥ka mapaMeTpoB TepMHHAJJIBHBIX CECCUU

Tabauua 15. Hacmpotika Telnet-ceccuil.

Komanpga

configure

line telnet enable
authentication list name

line telnet login
authentication list name

HasnaueHue
[Iepexof B pesXuM 171062/ IbHOM KOHQUTYPAIIH.

BxiiroueHue enable-ayreHTHQUKanuu (ayTeHTHUQUKAUU IIPU
Iepexofie Ha pasHble YPOBHU IIPUBUJIETHMH) IIOSK/IOUYEHHBIX II0
IIPOTOKOJIY Telnet I10JIb30BaTe el yepes paHee
CKOHQUIYPUPOBAaHHBIN CIIMCOK MeTof0B AAA (aaa authentication
enable). TIlocie BBIIIOJIHEHHS [JaHHOM  KOMaHIbBI  enable-
ayTeHTHQUKAIUg  IIOAK/JIIOYEHHBIX 110 IIpoTokoay  Telnet
II0JIb30BaTesIell OyAeT IPOBOJUTHCA II0 MeTOZaM, YKa3aHHBIM B
9TOM CIIHCKe.

BxiiroueHre ayTeHTUQHUKAIMM BXOJAa IIOJb30BaTesed IIpu
IIOJK/II0UEeHUHN 110 nporokosy  Telnet yepes paHee
CKOHQUTYPUPOBAaHHBIN CIUCOK MeTOHOB AAA (aaa authentication
login). Ilocyie BBIIOJIHEHUS [TAHHOU KOMaHAbLI ayTeHTU(PUKAITUA
BXO/Ia IIOJK/IIOUEHHBIX 110 TpoToKoJIy Telnet moyib3oBaTesielt 6yeT
IIPOBOUTHCS II0 METOZaM, YKa3aHHBIM B 9TOM CIIHCKE.
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KomaHnpa

line telnet session-timeout
val

commit

Ha3umaueHue

(OmoHanbHO) 3aaHue IIepro/ia HeaKTUBHOCTH I10JIb30BaTe I (B
MHUHYTax), OTKpPBIBIIIEro telnet-ceccuro, o HCTEUEHUU KOTOPOTO
ceccud OyieT HIPUHYAUTEJIbHO 3aBepIlleHa.

[IppMeHeHMe IIPOH3BeJeHHBIX HACTPOEK.

Tabauya 16. Hacmpotika SSH-ceccuu.

KomaHma

confiqure

line ssh enable
authentication list name

line ssh login
authentication list name

line ssh session-timeout val

commit

HasunaueHue
[Tepexof B pe>KUM I7106aJIbHOU KOHQUTYpaIIUHU.

BxiroueHre enable-ayreHTHQUKanMM (ayTeHTUQUKAITUU  IIPU
Ilepexo/ie Ha pasHble YPOBHU IIPUBUJIETHUN) IOJK/IIOUYEHHBIX IIO
IIPOTOKOJIY SSH I10JIb30BaTeJIer yepes paHee
CKOHQUIYPUPOBaHHBIN CIIUCOK MeTOHoB AAA (aaa authentication
enable). TIlocisie BBIIIOJHEHHS JaHHOM KoMaHALI  enable-
ayTeHTU(PUKAITUA IIOIKJIIOYEeHHBIX 1o IIPOTOKOJIIY SSH
II0JIb30BaTeJIel OyzieT IIPOBOAUTHCA II0 MeTojaM, YKasaHHBIM B
9TOM CIIHCKe.

BkiroyeHue ayTeHTHQUKAIMM BXOZJa IIOJIb30BaTesled  IIpHU
IIOIKJIIOYeHUU 1o IIPOTOKOJIY SSH yepes pauee
CKOHQUIYPUPOBAaHHBIN CIIMCOK MeTof0B AAA (aaa authentication
login). Ilocse BBIIIOJIHEHUS [TAHHOW KOMAaHABLI ayTeHTHU(QUKAIIUA
BXO/la IIOJK/II0OUYEeHHBIX 110 IIPOTOKoJIy Telnet mosib3oBaTesieit OymeT
IIPOBOJUTLCS II0 METOZAM, YKa3aHHBIM B 3TOM CITHCKE.

(OmnoHanbHO) 3alaHue IIepro/ia HeaKTUBHOCTH I10JIb30BaTe I (B
MUHYTax), OTKpBIBIIEro SSH-cecCHio, IO HCTEUEHUH KOTOPOTO
ceccus OyeT IPUHYAUTEIHLHO 3aBepIlleHa.

HpI/IMEHeHI/Ie IIPOM3BEAEHHBIX HACTPOEK.

Tabauya 17. Hacmpoiika A0KAAbHOU KOHCO/bHOU Ceccull.

KomaHnpa

configure

line console enable
authentication list name
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HasHaueHnue
[Tepexof B pesXUM IVI00aJIbHOM KOHQUIYPaIIHHU.

BxitoueHue enable-ayTeHTUOUKAIUU (QyTeHTUQUKAIIUU TIPU
Iepexo/ie Ha pasHble YPOBHU IIPUBUJIETUM) II0JIb30BaTesled Ha
KOHCOJIbHOM II0PTY YCTPOMCTBA yepes paHee
CKOHQUIYPUPOBAHHBIN CIIMCOK MeToN0B AAA (aaa authentication
enable). TIlocie BBIIIOJIHEHHSA JAaHHOM  KOMaHIbBI  enable-
ayTeHTUQUKALUA Oy/leT IIPOBOJUTHCA II0 MeTojaM, YKa3aHHbIM B
9TOM CIIHCKe.



KomaHnpa

line console login
authentication list name

line console session-
timeout val

line console baudrate val

commit

Ha3umaueHue

BruitoueHre — ayTeHTUQUKAIlMM  BXOZJAa  IIOJIb30BaTesiell  Ha
KOHCOJTLHOM IIOPTY yCTPOMCTBA yepes paHee
CKOHQUTYPUPOBAHHBIN CIUCOK MeTOHoB AAA (aaa authentication
login). Ilocse BBIIOJIHEHUS [JAHHOU KOMaHAbLI ayTeHTU(PUKAITUA
BXO/Ia yepe3 KOHCOJIb OyeT IIPOBOAUTHCS 110 MeTOjaM, YKa3aHHBIM
B 3TOM CITHCKE.

(OmroHaIbHO) 3a/laHue ITePHUoia HEaKTUBHOCTH ITOAKIIOUEHHOTO
Ha KOHCOJBbHOM IIOPTY IIOJIb30BAaTesIsl, II0 HCTEUEeHHU KOTOPOTO
ceccus II0JIb30BaTesIsd OyeT IPUHYAUTEIbHO 3aBepIleHa.

(OnmmoHanbHO) 3a/laHue CKOPOCTH KOHCOJIFHOTO IIOpTa. 3HaYeHUe
110 ymosryaHui — 115200 6uTt/c.

[IppMeHeHMe IIPOH3BeJeHHBIX HACTPOEK.

ITpumep. Hacmpotika Telnet-ceccuu.

line telnet login authentication TAC245
line telnet enable authentication PRIO
line telnet session-timeout 40
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®YHKIINU YIIPABJIEHHWA

YcTaHOBKA CHCTEMHOI'O BpEeMECHHA

CucTeMHOe BpeMs MO>KHO YCTaHOBHUTH JIByMs CIIOCOGaMU:

* Bpyunyio;

* C rmoMoInslo Irporokosa NTP.

[Ipy HacTpoliKe BPYYHYIO B YCTPOMCTBE yCTaHABJIUBAeTCI BpeMsa U [aTa, HO OTCYTCTBYeT
BO3MO’KHOCTH IIPOBEpPUTH TOYHOCTH BpeMeHHU. [IpoTokos NTP orpefnesserca clienupukaliyeid
RFC1305 u mipeffocTaBiasgeT YCTPOUCTBAM B CeTH MeXaHU3M II0JyUYeHUsI TOUHOTO BpeMeHU 0T NTP-
cepBepa. Ilpum wmcrosb30BaHUM MIPOTOKOsIa NTP Bce yCTpoMcTBa CHHXPOHUSHUPYIOTCI U
IO Mep>KUBAaIOT TOYHOE BpeMs.

Tabauua 18. YemaHo8Ka cuCmemMHO20 8peMeHU 8PYUHYIO.

Komanpga

clock set HH:MM:SS DAY
MONTH YEAR

clock read-calendar

clock update-calendar

HasHaueHue

VcTaHOBKAa BpeMeHHM M JaThl B IIPOrPaMMHBIX Yacax CHUCTEMBI, B
dopMaTe: 4aChI:MUHYTHI:CEKYH/IbI IeHb MeCSI] TOf,

CI/IHXPOHI/I33.I_[I/IH IIPOTPaMMHEBIX 4YaCOB CHCTEMBI MW aIlllapaTHBIX
YacoB.

VcTaHOBKa B allapaTHBIE 4Yachl YCTPOMCTBA BpeMEeHU M [JIaThbl
IIPOrpaMMHBIX YacCoB.

IIpumep. YcmaHoeKa cucmemHo20 8peMeHU 8PYUHYH.

0/ME5100:Router# clock set 12:21:15 21 march 2019

Tabauya 19. YemaHo8Ka cCucmemMHO20 8pemMeHU nocpedcmaom npomokosia NTP.

KomaHma

confiqure

clock timezone gmt +/-12

ntp [ vrfvrf name ]

broadcast-client
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HasnaueHue
[Tepexof B pe>KUM IV106aJIbHOM KOHQUTYpaIIUH.
YcTaHOBKa 4acoBOM 30HBI

Cospmanue B KoHQurypamuu NTP-cepBepa U IIepexofi B PeEXUM
HacTpPOMKH ero IapaMeTpoB (config-ntp-vrf). IIpu samycke NTP-
cepBepa B KakoMm-1u60 VRF (6o B 1mI06asbHOM TabJivile
MapIIpyTHU3alliKh) YCTPOMCTBO HauWHaeT paborarb ¢ NTP-
cepBepaMH Ha TeX CBOMX HHTep¢ercax, KOTOpble BKJIIYEHHI B
yKasaHHBINA VRE.

PagpelieHre  mOJy4YeHUs  IIMPOKOBeIllaTeJbHBIX  IIAKETOB.
CraHoapTHO paBHOIpaBHBIe NTP-cepBepbl  OTIIPABJAKT U
IIPUHUMAIOT OJHOaJpecHbIe ITakKeThl. B ciaydae, eci HECKOJIBKO
NTP-cepBepOB pacIoJIoKeHbI B 00111el1 CeTH, BMECTO OHOApeCHBIX
IIaKeTOB MOTYT UCII0/Ib30BaTHCS MHOTOa/ipecHEbIe.



KomaHnpa

source-address { IP_intf-addr
| IPv6_intf-addr}

peer { IP_intf-addr |
IPv6_intf-addr }

authenticate

authentication-key key-
number

md5 [encrypted] password

trusted-key key-number
exit

server { IP_intf-addr |
IPv6_intf-addr }

maxpoll value

minpoll value

version { NTPv1 | NTPv2 |
NTPv3 | NTPv4 }

prefer

Ha3umaueHue

3amanue IP (IPv6) azpeca, KOTOpPBIM OyneT MCIIOJIB30BaTbCI B
KayectBe IP-ampeca otmpasutresnd. CilefyeT yKasblBaTb ajpec,
IIPUHAaJJIeKallui HHTepdercy MapIllpyTH3aTopa B
cooTBeTCcTBYyIOIIEM VRE.

3anmanue IP (IPv6) agpeca yganeHHoro NTP-cepBepa. NTP-cepBep Ha
MapIIpyTHU3aTope paboTaeT B pesKUMe [BYCTOPOHHEN aKTUBHOCTU
¢ ypaseHHBIM NTP-cepBepoMm, yKasaHHBIM B KoMaHpe. B ciyuae
IIOTEPH CBA3W OJHOIO0 M3 IMapTHEPOB C BeImIecToAmuM NTP-
CepBepoM, OH CMOXKeT CHHXPOHH3HPOBAaThL BpeMs II0 CepBepy-
IapTHepY.

(OnmonanbHO) OrpaHnuyeHue goctyna K NTP-ciay»xbe ¢ TOMOIIbIO
ayTeHTU(QUKaAIIUHU.

[Tepexon B pesKUM KOHQUIYPUPOBaHUA KJKOUYA ayTeHTUQUKAIIUU
(config-authentication-key).

BaﬂaHI/Ie I1apoJid B OTKPBEITOM HUJIA H_II/I(l)pOBaHHOM BH]IE.

VkasaHMe  KJII04Ya, II0 KOTOPOMY  CJlIefyeT  IIPOBOAMTH
ayTeHTUQUKAIIUIO.

BosBpart B pexuM KoHburypariuu NTP-cepBepa.

3amauue [P (IPv6) ampeca NTP-cepBepa W mepexof; B KOMaHIHBIN
pexxuM config-ntp-vri-server-ipv4. Mapiupytusatop paboraeTr C
YKa3aHHbIM NTP-cepBepoM B pesxuMe OJHOCTOPOHHEN
aKTHUBHOCTH. B JaHHOM  peXXuMme  JIOKAJbHBIE  YacChl
MapIIpyTHU3aTopa MOTYT CHHXPOHU3UPOBATHCA C yaaseHHBIM NTP
cepBepoM.

3afaHure MaKCHMaJIbHOIO0 3HAaUeHUs HMHTepBajla BpeMeHU MeXXIy
OTHpaBKOM coobimeHu NTP-cepBepy. IlapamMeTp KOMaH/IbI
UCII0JIb3yeTCsd KaK IT0Ka3aTesb CTeIleHU IBOMKHU IIPU BHIUUCIEHUU
[UINTEeJIBHOCTH  HUHTepBajsia B  CekyHmaXx. CaM  wHTepBasl
BBIUMC/IAETCA IIyTeM BO3BeJeHUsd OBOMKU B CTeIleHb, 3aJaHHYIO
mapaMeTpoM KoOMaH/[bI. [IppyHuMaeT 3sHaueHud 4..17.

3aslaHre MUHHUMAaJILHOTO 3HaUYeHW UHTepBaJsia orpoca. Ilapamerp
KOMAaH[Ibl MCIIOJL3YeTCs KaK II0Ka3aTesb CTelleHU IBOMKU IIPU
BBIUMC/IEHUY [UIMTEJILHOCTH WHTepBasia B CeKyHpaX. CaMm
UHTepBaJl BBIUUCILETCA IIyTEM BO3BeIeHHUs [BOMKH B CTeEIleHb,
3aJJaHHYI0 TapaMeTpoM KoMaH/bL. [IpyHuMaeT sHaueHud 4..17.

VkasaHue Bepcuu NTP-cepBepa.

Bribop Tekyinero NTP-cepBepa KakK IIpeAIIOYTHUTeJbHOro. IIpu
IIPOYMX pPaBHBIX YCI0BUAX NaHHBINA NTP-cepBep 6yzeT BrIOpaH 11
CUHXPOHU3AILUU Cpeau Bcex pabouux NTP-cepBepos.
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Komanpga HasHaueHue

key key-number YkasaHue

commit [IprMeHeHMe IIPOU3BEIEHHBIX HACTPOEK.

ITpumep. YcmaHoeKa 4acoeoll 30Hbl U Hacmpolika NTP-cepeepoas.

clock timezone gmt 7

ntp
server 10.115.0.5
key 4
exit
authentication-key 4
md5 encrypted 99B1063CE15E
exit
authenticate
trusted-key 4
exit
ntp vrf mng
server 192.168.16.113
exit
server 192.168.16.245
prefer
minpoll 4
exit
exit

CO3aHHOTIO
ayTeHTHGUKaTUU Ha NTP-cepBepe.

HCII0JIB3YEMOTO

Z[I/IaI'HOCTI/I‘IeCKI/Ie KOMaH/JAbI CHCTEMHOI'O BpEMEHHA

show clock detail

KOMaH/Ia BBIBOJIUAT I/IH(l)OpMaI_II/IIO 0 naTe, BpeMEHHU 1 YaCcoBOH 30HE.

ITpumep: show clock detail

0/ME5100:Router# show clock detail

Fri Aug 22 15:22:58 2025
Timezone: GMT7

show ntp status

KoMaHzia BEIBOAUT MHPOpMaILum o ctaTtyce NTP-cepBepa

IIpumep: show ntp status

0/ME5100:Router# show ntp status
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Fri Aug 22 15:18:05 2025

Clock is synchronized (associd=0 status=0614 leap_none, sync_ntp, 1 event,
freq_mode)

System peer: 192.168.16.245:123
System peer mode: client

Leap indicator: 00

Stratum: 3

Log2 precision: -20

Root delay: 24.923 msec

Root dispersion: 36.102

Reference ID: 192.168.16.245
Reference time: ec52a63a.f8cbdbel Fri, Aug 22 2025 15:18:02.971
System jitter: 0.000000

Clock jitter: 0.790 msec

Clock wander: 0.000 msec
Broadcast delay: -50.000 msec

Symm. auth. delay: 0.000 msec

VRF: mng

show ntp associations
KOMaH,ILa BBIBOJIUT I/IH(l)OpMaI_II/IIO 0 CMHXPOHH3alWHX C BBEIIMIECTOAIITNMHA CEpBepaMu

ITpumep: show ntp associations

0/ME5100:Router# show ntp associations
Fri Aug 22 14:33:22 2025

Fri Aug 22 15:22:30 2025

remote refid st t when poll reach delay
offset jitter auth vrf
*192.168.16.245 91.206.16.3 2 U 3 16 17 0.110
+2.083 +0.849 none mng
192.168.16.113 LINIT. 16 u - 64 0 0.000
+0.000 +0.000 none mng
10.115.0.5 LINIT. 16 u - 64 0 0.000
+0.000 +0.000 bad default-ns

Pe3epBHOE KOMUPOBAaHHE KOHPUTYPaAITUA

Pe3epBHOe KOIIMpOBaHUE KOHQUTYpPAITUU CETEeBBIX YCTPOMCTB — OfHA M3 06g3aTeIbHBIX Mep II0
COKpAIleHUI0 BpPeMeHH IIPOCTOSI CeTH. Pe3epBHbIe KOIMMHU KOHQUIYPAITUH IIOMOTYT OBICTPO
BOCCTAHOBUTB CETh KaK B cjydyae GU3UYECKOr0 BBIXO/[A YCTPOMCTB M3 CTPOS, TaK U IPU COOSX,
BBI3BAHHBIX OITHUOKaMU aIMUHUCTPATOPOB CETH.
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Tabauua 20. Hacmpotika pe3ep8upo8aHus KoHguaypauuu.

Komanpga

configure

backup to URL

daily HH:MM:SS

interval value

memory-limit value

post-commit

pre-commit

password [encrypted]

password

vrf vrf_name

source-address { IP_intf-addr

IPv6_intf-addr}

commit

HasnaueHue
[Iepexof B pesXyuM 171062/ IbHOM KOHQUTYPAIIH.

Co3pmaHue 3jIeMeHTa pe3epBUPOBAHUSA KOHQUIYPALTUU U I1epexo/i B
pe’XKuM  HACTpOMKHM  3Toro  asieMeHTa  (config-backup-to).
HpeHTHOUKATOPOM 3j1eMeHTa siBJisieTcss URL, yKasaHHBIN B TaHHOM
KoMaHpe. Ilocsie cos3gaHUs 3jIeMeHTa pPe3epBHPOBAHUSA IIOJIHAs
KOHQUIypaus yCTpoMCcTBa OyAeT BBITPYKaThbCA II0 YKa3aHHOMY
URL nieproguyecKu JiM60 II0CJIe IIpUMeHeHUs1 KOHQUIypalluu — B
3aBHCHUMOCTHM OT HAaCTPOMKH 3jieMeHTa. /JlOIIyCTUMO CO3JaHue
HeCKOJIbKUX 3JIeMEeHTOB.

YcraHoBKa BpeMeHH (B 24-yacoBOM ¢opMaTe) e>KeJHeBHOU
BBITPY3KHU aiiyia KOHQUTYPaAITUU.

3aZjlaHye 3HaYeHHs UHTepBaJsa (B MUHYTaX, IPUHUMAaeT 3HaYeHUs
oT 1 pgo 43200), uepe3 KOTOpPBIH OyAeT IIPOU3BOJUTHCSI
IepuoguyecKas BhITpysKa ¢paiia KOHQUTypaliyu.

3ajaHue orpaHUYeHUs Ha OOIIUM 060beM, 3aHUMaeMbli 63KallaMu
(B MerabamTax, npuHUMaeT 3HaueHud 0T 0 10 300) 119 yCTpOMCTBA.

BxiiroueHre BBIIPY3KH ¢aisla KOHQUIYpaIllMH II0C/Ie Ka’kKAoro
BBIIIOJIHEHUS OIlepalily comimit.

BkilroyeHUe BBITPY3SKH ¢aiia KOHQUIYpalluK Ilepell KarKAbIM
BBIIIOJIHEHHMEM oIepanuu commit. KomaHZa IIpUMeHseTcd B
pe’XuMe HaCTPOMKHU 3jIeMeHTa pe3epBHPOBaHUS KOHQUIYpaluu
"backup to".

3aaHue apoJis I10JIh30BaTesIs], KOTOPHIN 6y/IeT UCII0/IH30BaH IIPU
omepanusix BBITPY3KH O¢aisla KOHQUIypalluM Ha yIaJleHHBIN
cepBep B OTKPBHITOM MJIH ITUGPOBAHHOM BHJIE.

HwMms sk3emiuzsipa VRFE, B KOTOpOM OyZeT OCYILeCTBJISATHCSA CBI3b C
ykasaHHbIM URL.

3amanue IP (IPv6) azmpeca, KOTOpbIM OyAeT WUCIIOJIb30BATHCSI B
KauecTBe [P-azipeca oTIipaBUTe ISl IIPU OIlepallysax BRIIPY3KU daiiia
KOHQUIYpallUU Ha yJajIeHHBIU cepBep. CiefyeT yKasblBaTh aJpec,
IIpUHA/IeXKallui uHTepdercy MapIlIpyTUsaTopa B
cooTBeTCcTBYyIOIIleM VRF.

[IppMeHeHMe IIPOM3BeJeHHbIX HACTPOEK.

ITpumep: HacmpoliKa excedHegH020 COXpaHeHUs Pailia KOHPuUypauuu Ha yoa/1leHHOM cepeepe.
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backup to tftp://192.168.16.119/ME5100/

daily 24:00:00
vrf mng
exit



ITpumep: HaCMpOUKa a8MOCOXpaHeHUs Paillna KOHPU2ypauuu Ha ycmpoticmee noc.ie Kaxcoozo
8bINO/NIHEHUS onepayuu commit.

backup to fs://backups
post-commit
memory-Llimit 250
exit

CoxpaHeHHBIe QaiIbl KOHQUIYpallUM Ha YCTPOMCTBE MOYKHO IIOCMOTPETh C IIOMOIIIBLIO
CyIeIytoIel KOMaH/Ibl:

show configuration backup
ITpumep: show configuration backup

0/ME5100:Router# show configuration backup
Wed Apr 3 17:01:06 2019

ID Date Stage

0 20190403_165328 post_commit
1 20190403 _133440 post_commit
2 20190403 133322 post_commit
3 20190403 121717 post_commit
4 20190403 121708 post_commit
5 20190403_121638 post_commit

B ciydyae c60d MM HEKOPPEKTHBIX [eMCTBHUU IlepCOHaJa II0 H3MEHEHHI0 KOHQUTYpaIluu
CYII[eCTBYET BO3MO>KHOCTB OBICTPOTO BO3BpaTa K IIpebIAyIel paboueii KOHGUTYpaAITUH.

ITpumep: omkam KoH@uypayuu K npedsvloyuieli gepcuul

0/ME5100:Router#commit backup 1_

VnajneHre KOHQUIypalyu 1 BO3BpaT K 3aBOJACKHUM
HaCTpOUKaM

[Ipy IIOJTHOM IIOTepe VIIpPaBJIEHUS YCTPOMCTBOM CYII[eCTBYeT BO3MO>KHOCTH BEpPHYTHCSI K
3aBOJICKMM HacTpPOMKaM. /lJIsI 3TOT0 HEOOXOTUMO:

Ha ME5100/MES5200

* OTKJIIOUUTH IUTAHUE,;

* BKUIIOUHUTE ITUTaHUeE IIPU Ha)KaTOM KHOIIKe F (HaXoquTcd Ha IepefHel maHesu). YiepXuBaTh
KHOIIKY B TAKOM ITI0JIO’KEHUH HEOOX0UMO 10 HauaJjla MUraHusg uHgukatopa "RUN";

* [lepesarpysurs yCTPOMCTBO II0 IIUTAHUIO.

Ha ME5000
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* OTKJIIOUUTH IUTAHUE,;

* BKUIIOUNTH IHUTaHWe IIpU Ha)kaTol KHoIKe F Ha mwiate FMC, KoTopas B JTaHHBIA MOMEHT
SBJIIETCA MacTepoM. YIepKHBaTh KHOIIKY B TaKOM IIOJIOJKEHHMM HeOoOXOJMMO [0 Hauasa
MUraHusg uHIuKaTopa "STATUS";

o Ilepe3arpy3utrhb yCTPOMCTBO 110 IIUTAHUIO.

ViupasiieHue noacucremou SYSLOG

Syslog (cucTeMHBIH J)KypHaJsI) — CTaHAAPT OTIIPaBKU U PETUCTPAIUU COOOIIIeHUN O IIPOUCXOIAIITUX
B CHUCTeMe COOBITHUSX, TO eCTh CO3[JaHUSl COOBITUMHBIX >KYPHAJIOB, HCIIOJIL3YIOIIUUCA B CeTIX,
paboTaromux 1m0 IIPOTOKOoaYy IP. ®MIBTPOM 3aHOCHUMBIX B JKYpHal COOOIIEHUU SBJISIETCA
MUHUMaJIbHasl CTelleHb Ba)KHOCTHU (severity) coObITUN. Bce cucTeMHBIE COOBITHS, HMeIOIUe
BaKHOCThb PaBHYI0 WX 60Jiee BBICOKYIO, UeM 3aZjlaHHasd, II0fJjIe)KaT 3allMCU B JKypHasl COOBITUN
yCTpOIMCTBA.

CorracHo RFC3164, MMeroTcs CIeAyIolye CTaHfapTHRIEe 3HAUEHU CTelleHe Ba)KHOCTH:

Numerical Code Severity

0 Emergency: system is unusable

1 Alert: action must be taken immediately
2 Critical: critical conditions

3 Error: error conditions

4 Warning: warning conditions

5 Notice: normal but significant condition
6 Informational: informational messages
/ Debug: debug-level messages

Tabauya 21. Ouucmka cuCmemMHoO20 HCypHAAQ.

KomaHnpa HasHnaueHue
clear logging OYHCTHUTE JIOKAJIbHBIHA 5KypHaJ yCTPOMCTBA.
clear logging persistent O4ucTUTH Paiiibl, COXpaHEHHbIe Ha JUCKe YCTPOMCTBA.

[file file _name]

Tabauya 22. Hacmpotika cucmemH0o20 HCypHANa.
KomaHnpga HasHaueHue
configure [Tepexof B pesKuM 171062/ IbHOM KOHQUTYPALIHAH.

logging buffered severity  3amaTh MUHMMAaJIBLHYIO CTeIleHb Ba>KHOCTHU (Sseverity) coOOIeHUY,

severity COXpaHsgeMbIX B JIOKaJbHOM JKypHasle YCTpPOMCTBA. 3aZaHHas
CTeIlleHb Ba)XHOCTH HCIIOJIb3yeTCd B KauecTBe QUIbTPa— BCe
CUCTeMHbIe COOBITHS, HMeEWIMe Ba)KHOCTh PaBHYH WU 0Oojee
BBICOKYI0, YeM 3aJlaHHasi, Io/JjIe)kKaT 3allUCU B JKypHaJ COOBITHUU
yCTPOIMCTBA.
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KomaHnpa

logging size file_size

logging rotate file_count

logging crash-info rotate
file_count

logging cli-commands
disable

logging netconf-ssh disable

logging console severity

logging monitor severity

logging control-plane
internal

limit file_size
exit

logging control-plane
problem-detection

limit file_size

exit

Ha3umaueHue

3amaTh MaKCUMaJIbHBIM pasMep ¢aiioB KypHaJia, UCII0JIb3yeMBIX
CHCTeMOM >KypHaJMpPOBaHWA YCTPOMCTBA B IIpPoIlecce POTAaIlUMU.
[Ipu pmocTkeHUH GQamaIoM 3aJaHHOIO pasMepa OH IIO[JIEXKUT
poTranuy, IIpyU 3TOM CTapbld ¢ain ygasnsercd. Pasmep ¢aiina 1o
yMmosrdaHuio 10000 KiB.

3ajaTb  KOJIMYECTBO  (QaijoB,  HCIIOJb3yeMBIX  CHCTEMOM
JKYpHa/IUpOBaHUsd YCTPOMCTBAa B IIpollecce poTaluu (anaoB
)KypHasa. KosnuyecTtBo ¢aiyioB >KypHasa MOXKeET IIPUHUMAaThb
3HaueHusd oT 1 1o 1000.

KoMmaHzy peKoMeH/yeTCs UCII0Ib30BaTh COBMECTHO
¢ logging buffered size. Ha cuctemax, HaXOAAIIIUXCA
B 3KCIUTyaTalliH, He CJefyeT 3a/laBaTh 3HAa4YeHUS

NOTE
6osmee  10; BMeCTO 3TOTO0  PeKOMEHAYEeTCs
HCII0JIb30BaHUe ylaJIeHHBIX CepBepoB
>KYpPHaJIUPOBAHUS.

3a/laTh MaKCHMasJIbHOe KOJIM4YecTBO ailioB, cofeprKaliux
aBTOMAaTHUUeCKUH OTYeT 0 KPUTHUECKUX CO0sX ycTpoicTBa. Ilpu
IIPEBBIIIIEHUH 3TOT0 KOJIMYEeCTBa IIPOM3BOAUTCS pOoTarius ¢paiios.
KostmuecTBO $paityioB MOKeT IIPUHUMATh 3HaueHUs oT 1 710 50.

OTKJIIOUHUTH y4eT BBe[[eHHBIX I10Ib30BaTeIIMHA KOMaH]| B CUCTeMe
JKYpHaJIMPOBaHUA COOBITHU. 10 yMOI9aHUIO pesKUM JIOTHPOBaHUS
KOMaH]J, BKJIFOYEH.

OTKJIIOUHUTD yUeT BBeIeHHBIX II0JIb30BATEJISIMU 110 cecCHU "netconf
over ssh" koMaHZ B cHUCTeMe >KypHaJIUpPOBaHHsSI COOBITHH. IIo
YMOJTYaHHUIO PEXKUM JIOTUPOBAHUS KOMAaH]I BKTIOUEH.

3ajaTh MUHUMaJIbHYIO CTeIleHb BaXKHOCTHU (Severity) COOOIeHUH,
BBIBO/IMMBIX Ha allllapaTHYI0 KOHCOJIb YCTPOMCTBA.

3aaTh MUHUMAaJBHYI0 CTelleHb Ba)KHOCTH (severity) cooOIeHuUH,
KOTOpBIe 6yAyT 0To6pakaThbCsd B CECCHSIX yIaJleHHOIO YIIPaBJIEeHUS
ycTporictBoM (Telnet/SSH).

BKIIOUUTH  JKypHaJHpPOBaHHe  BHYTPEHHUX  TPacCUPOBOK
OCHOBHOIO IIPOTOKOJIBHOTO IIpoIlecca M TIIepedTH B PeKUM
KOHQUTYPHUPOBaHUS.

3asaTe MaKCUMaJ/IbHEIN pasMep apXuBa.
BBINTH U3 pesKuMa KOHQUTYPUPOBAHUS.

BKJIIOUUTH >KypHAJIUpPOBaHUE TPaCCUPOBOK OIIMO0K OCHOBHOIO
IIPOTOKOJILHOTO IpoIiecca u IepenuTu B pexum
KOHQUTYPUPOBaHUI.

3a/aTh MaKCUMaJIbHBIY pa3Mep apXuBa.

BBIUTH 13 pe’KUMa KOHPUTYPUPOBAHUSL.
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KomaHnpa

logging control-plane
signal

limit file_size
exit

logging persistent

file file_name

severity severity

match { regex regular-
expression | string string |
subsystem subsystem }

exit
exit

logging host { IP_intf-addr
| IPv6_intf-addr } [ vrf
vrf_name ]

description name

severity severity

match { regex regular-
expression | string string |
subsystem subsystem }

tep port

udp port

32

Ha3umaueHue

BKIIOUUTh  JKypHaJUPOBaHHe  CHUTHAJbHBIX  TPacCHPOBOK
OCHOBHOIO IIPOTOKOJIBHOTO IIpoIlecca M TIIepedTH B PeXUM
KOHQUTYPHUPOBAHUSL.

3aJjaTh MaKCUMaJIbHBIU pasMep apxuBa.
BBINTH 13 peskKMa KOHQUTYPUPOBaHUS.

BKJIIOUUTh PEXXUM >KYpHaJIUPOBaHUS Ha J[AUCKe YCTPOMCTBA U
IIepedTH B pe>KUM HaCTPOUKU ero mapamMeTpoB.

VkasaTb UMd O¢aiyla JKYpHaJIUpPOBAaHUSA U IIEpPeMTHU B pPeXKUM
HaCTPOMKH IIapaMeTpOB.

3alaTh MUHHUMAJIbHYI0 CTelleHb Ba)KHOCTH (Severity) COOOIeHHIH,
OTIIpaBJIieMBbIX B Gail.

3amaTh yciI0OBHeE, IIPA COOTBETCTBHU KOTOPOMY COOOIeHHe OyheT
OTIIPaBJIEHO B QaiI.
* regex - COJIEPIKUT 3a/laHHOe peryJIsIpHOe BhIpakKeHUe;
* string - COmep KUT 3aZlaHHYI0 CTPOKY;
* subsystem - coo0IieHHe YKa3saHHO! IIO/ICUCTEMBI.
BBIFTH U3 pesKHMMa HaCTPOMKU IIapaMeTPOoB 3allkCcH (aiia.
BrriiTu U3 pexkuma logging persistent.

BxuirounTh oTripaBKy SYSLOG-COOOIIeHHI Ha CepBep yIaJIeHHOIOo
JKYPHaJIUPOBaHUs M IIEPEeHUTH B PEXUM HACTPOMKHU IIapaMeTpOB
aToro cepsepa (config-logging-host). B koH$UTypaiuu yCcTpOHCTBa
MO>KHO 3aJjlaBaThb HEeCKOJIbKO CcepBepoB YAAJIEHHOI'O
JKypHaJIMPOBaHHUSL.

3amaTh UM XOCTa.

3ajaTh MUHUMAaJIbHYIO CTEeIIeHb Ba)KHOCTH (severity) cOOOIeHUH,
OTIIpaBJIsIeMBIX Ha y/jaJIeHHBIN cepBep KypHaJIUPOBaHHUS.

3amaTh ycJI0BHe, IIPU COOTBETCTBHUU KOTOPOMY COOOGIIleHHe OyeT
OTIIPaBJIEHO Ha Y/IaJIEeHHBIN CepBep *KypHATUPOBAHUS.

* regex - COJIEP’KUT 3aZJaHHOE PeryJIsIpHOe BRIpasKeHUe;

* string - comep>KUT 3aZJaHHYI0 CTPOKY;

* subsystem - coo6IIleHHe YKa3aHHOM O/ICUCTEMBL.

YCTaHOBUTH peXUM paboThl II0 IIpoToKoay TCP mId TeKyliero
yOaJIeHHOIO CepBepa JKYpHAJHPOBAaHUA M 3a4aTb HOMeEp
HCII0JIb3yeMOTO II0pTa.

VCTaHOBUTh PEXXUM PabOThl II0 IPOTOKOAY udp i1 TeKyIllero
yIAJIEHHOTO CcepBepa JKYpHAJIHPOBAaHHSI M 33JaTh HOMEDP
HCII0JIH3yeMOTO IIOPTa.



KomaHnpa

commit

Ha3umaueHue

[IppMeHeHUe IIPOM3BeJeHHbIX HaCTPOeK.

Ipumep: HacCMPpOUKA HCYPHAAUPOBAHUA HA YOANEHHOM cepgepe U 3anucu 8 (hailsl coobuweHutl

noocucmemsl if-mgr.

logging console debug

logging host 192.168.17.18 vrf mgmt-intf
description "ME EMS 17-18"

exit

logging monitor notice

logging persistent
file int

match subsystem if-mgr

exit
exit
exit
logging rotate 15
logging size 100

IIpoToKoJ1 yupaBjieHusa ceTbro (SNMP)

SNMP (Simple Network Management Protocol — IIpoCTOM IIPOTOKOJI CETEBOI0 YIIpaBJIEHUsS) —
CTaHZAPTHBIN HWHTEPHET-IIPOTOKOJ [JId YIIpaBJIeHUsa ycTpoMcTBaMU B [P-ceTAX Ha OCHOBe
apxutekTyp UDP/TCP. I[IpOTOKOJI OOBIYHO MCIIOJIb3YETCd B CHUCTEMAaX CETEBOIO YIIpaBJIEHUS MJIS
KOHTPOJIA IIOAK/IIOYEHHBIX K CETH YCTPOMCTB Ha IIpefMeT YCJIOBUM, KOTOpble TPeOyI0T BHUMaHUA

aIMUHHUCTPATOpA.

MapipyTusaTopsl cepud ME mogie psKUBar0T HPOTOKOI Bepcut SNMPv1, SNMPv2, SNMPv3.

Tabauya 23. Hacmpotika npomoxosaa SNMP.

KomaHma

confiqure

snmp server sysLocation
descr

snmp server sysContact descr

snmp server trapMode
{extended | standart}

snmp server dscp value

Ha3unaueHue
[Tepexof B pe>KUM IV106a7IbHOU KOHQUTYpaIlUH.

3ajlaHue OIIMOHAJbHBIX HapamMeTpoB SNMP-cepBepa. /J06aBUTH
uHGOpMaIMI0O O MeCcTe YCTaHOBKU YCTPOMCTBA WU JIHOOYIO
HHPOPMAIIUIO I UIeHTUQUKALIUM YCTPOMCTBA B CETH.

Jlo6aBUTh MHPOPMAITHIO O KOHTAKTaxX WX JIIOOYI0 MHPOPMAITHIO
IJIs1 aAIMUHUCTPATOpPa CETH.

OTmpaBIATh CTaHZApPTHBIE (II0 YMOJIYaHUIO) WKW pacCIllIupeHHBIe
(pesosButrca if-index wuHTepdelica B TeKcToBoe uMs) SNMP-
yBeOMJIEHUS.

3amanue 3HaueHUd 1oyl DSCP, ¢ KOTOpPBIM OYyT TeHEPUPOBAThCA
IP-rTakeTsl.
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KomaHnpa

snmp server client-list
name

prefix {ipv4address
|iv6address}

range {ipv4address range
|iv6address range}

exit

Snmp server view name

oid-tree {excluded |
excluded} oid oid

exit

snmp server [ vrf vrf_name]

community label name

community-name {encrypted

encrypted name | name}

address {ipv4address
|iv6address}

rights{ro | rw_}

version {any|v1|v2c}

view name

exit
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Ha3umaueHue

Co3maHue CIIHMCKA XOCTOB, KOTOPBIM paspelreH AocTyll k SNMP-
cepBepy U Ilepexofi B peKUM ero HacTpoMKH (config-snmp-server-
client-list).

VkasaHue ajapeca X0CTa.

VkasaHue quamasoHa aJpecoB XOCTOB.

Bo3Bpat B peKuM IJI06aIbHOU KOHQUTYPaIIUH.

(OrmIIoHaIbHO) CosmaHue CIIMICKa 0TOOpa’kaeMbIX
uneHTUGUKaTOpoB 00BeKTOB (OID) U Ilepexofy B pPeXUM ero
HacTpouku. OtBeToM Ha SNMP-3ampoc KiveHTa OYAyT TOJILKO
paspelleHHble aAMHUHHCTPATOPOM OOBEKTHl, UTO II03BOJIIET
IIOBBICUTH 6€30I1aCHOCTH CETH.

[lepexos, K ONHCAHUK paspellleHHbIX/3allpeleHHbIX Ui OIpoca
00bexTOB. OID 3aytaeTCs B TOUEUHOM HOTAITUH.

Bo3Bpat B peKuM IJI06aIbHOU KOHQUTYPaIlUH.

Ilepexos B pe’KUM HaCTPOMKH ItapaMeTpoB SNMP-cepsepa (config-
snmp-server-vrf). IIpu 3amycke SNMP-cepBepa B KakOoM-1r60 VRF
(inbo B mI06aJLHOM TabJ/UIlEe MAapIIPyTU3aIlMH) YCTPOMCTBO
HauMHaeT IIPUHUMATL COeAUWHEeHMd II0 IIpoTokoay SNMP Ha Tex
CBOMX MHTepdeiicax, KOTOpble BKIKYeHbl B yKasaHHBIA VRF.

/lo6aBUTH KpaTKoOe OIIMCaHWe IPYyNIIbl JocTyIa. I[lepexos B peXKuM
HaCTPOMKH IIapaMeTpOB IPYMIIBI JOCTymna. MMs IpyIIBl ocTylia
(community) oTo6pakaeTcd B KOHQUIypaIliyd MaplIpyTH3aTopa B
mudpoBaHHOM Buze. Eciu rpymm 6oJsiblile, 4eM OfHa, Jo0aBIeHHe
KpaTKoro OITMCaHUs (community label) obJieryaet
aJMHUHUCTPATOPY CeTH UAHTUQHUKAIIUIO community.

3aJjlaHrie IMeHH TIPyIIIIb] JOCTYIIa B OTKPHITOM KJIN ITUGPOBAHHOM
BU/E.

VKa3aHUe ajipeca X0CTa i1 o6palieHHs K community

3azaHue IIpaB LOCTyIIA.

* o — TOJILKO YTEeHUE;
* rW—4TeHHe U 3aIIUCh.
VkasaHre Mo/jieii 6e30I1aCHOCTH.
VKasaHHe CIIHCKa 0TOOpa’kaeMbIX 06beKTOB /I 3TOT0 community

(OnmroHasIbHO) Bo3BpaT B peskuM HacTpouKu SNMP-cepBepa.



KomaHnpa

host {ipv4 address
ipvdaddress | ipv6 address
ipvdaddress| hostname}

community {encrypted
encrypted name | name}

port value

user name

authentication access {auth
| priv}

authentication algorithm
{sha1l | md5}

authentication key
{encrypted value | value}

authentication access {auth
| priv}

privacy algorithm {aes128 |
des}

privacy key {encrypted
value | value}

rights{ro | rw_}

commit

HasxnaueHue

VKasaHHe ajipeca X0CTa, Ha KOTOPBIM OyAyT OTIIpPaBiaATbCA SNMP-
yBeZOMJIEHHU U IIePeX0/ B PesKUM HUX HAaCTPOMKH.

3ajaHue UMeHH IPYIIIILI JOCTYIa B OTKPBITOM HJIU IIHQPOBAHHOM
BUJIE.

(OnonanbHO) YKasaHue nopTa A prueMa SNMP-yBeomieHUM
Ha yZjaJIeHHOM cepBepe (110 yMOJI4aHUuI0-162).

[lepexof B pe’KUM KOHQUTYPAIIUU YUeTHOH 3aIlHCH I10JIb30BaTe s
SNMPv3

BrI60p perkrMa 6e30I1aCHOCTH I10JIb30BaTEJIs.

* auth — TOJIBKO ayTeHTUUKALIUA;
* priv—ayTeHTUQUKAIIUA U INUPPOBaHUEe JaHHBIX.

Bri60op asroputma mudpoBaHUsL.

3aZjaHpe  KIHO4Ya  ayTeHTHQHUKAIlUM B OTKPBITOM MU
M1 GpPOBaHHOM BHUJIE.

BrI60p peskrMa 6e3011aCHOCTH I10Ib30BaTeIs.

* auth — TOJIBKO ayTeHTUQUKAIIHS;
* priv—ayTeHTUUKAIIUA U IIHUPPOBaHUE JaHHBIX.

Beibop ajsropuTMa IIMGPOBaHUA [JIA Priv-pekuma 6e30I1aCHOCTHA
I10/Ib30BaTeJId.

3amaHue KiI04Ya ayTeHTUQUKAIIUHU IJIs1 Priv-peskuma 6e30I1acHOCTH
II0JIb30BaTeJsIsI B OTKPHITOM WJIM ITMGPOBAHHOM BUJIE.

3a/aHMe IIpaB AOCTYIIA IT0JIH30BaTEJIS.

®* 0 — TOJIBKO UTE€HHE,
* r'W—4YTeHHE U 3allHCh.

HpI/IMeHeHI/Ie IIPON3BEAEHHBIX HACTPOEK.

ITpumep: Hacmpolika SNMPv2 cepsepa 8 GRT

snmp server vrf default
community label public

community-name encrypted 8CA10161B960C

rights rw
exit
host 192.168.13.1

community encrypted 8CA10161B960C

exit
exit
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ITpumep: Hacmpolika yuemHoll 3anucu noavzosame.1st SNMPv3

user tester
authentication access auth
authentication algorithm shal
authentication key encrypted CDE65039E5591FA3
rights rw
exit

ITpumep: CozdaHue cnucka omobpadcaemvlx udeHmugpuxkamopos o6exmos

snmp server view entPhysicalContainedIn
oid-tree included
0oid 1.3.6.1.2.1.1
exit
oid-tree excluded
oid 1.3.6.1.2.1.1.9
exit
exit

Cea3ku xirouen (KEY-CHAIN)

Key chain - pyHKIIMOHAaJI, II03BOJIAIOIINMI CO3/1aTh OOIIYIO /I BCeX IIPOTOKOJIOB MapIlIpyTU3aIiuX
6a3y KiIoued ayTeHTHQUKaIUU. [I1 Ka)K[oro KJ/O4Ya YKasblBaeTCs IIEPHOJ, BpeMeHH ero
HCII0JIb30BaHUS U MeTO/| ayTeHTU QUK.

AyteHTHdUKAIUA ITOCPeACTBOM Key chain peasnzoBaHa s IpoToKosioB OSPFv2, OSPFv3, IS-IS.
Ecmm g ayTeHTHQUKaAIMKM MCIIOJIBb3yeTcd Key chain, TO HuKellepeuduCJIeHHbIE Y3JIbl
KOHQUI'YypaIiuU IIPOTOKOJI0B MapILIPyTU3allu UTHOPUPYIOTCA:

 authentication-id
» authentication-key

 authentication-type
Br160p kiarouelt u3 key chain 11 ayreHTHQUKAIIMY IIPOUCXOAUT CIEAYIOIIUM 06pa3oMm:
JUTSI BXOAsAIIero naketa OSPFv2/3

* UINEeTCd K04 C TAKUM >Ke uaeHTUGUuKaTopoM (ID), kak U B rtosiyueHHOM Hello-makeTe;
IUIA BXOoAIero maketra IS-IS

* I 0611er Kpunrorpadpuuecko ayreHTuukanuu (SHA1,256,384,512) anasmoruuno OSPFv2/3;

* niia HMAC-MD5 u Simple-password mepebuparoTcsd KJIKYH, XpaHAIIHecs B COOTBETCTBYIOIIEM
key chain, 10 Tex 1op I0Ka, He HalJeH TaKOM >Ke KJIKY KakK B IloaydeHHOM Hello-takere.
CBsA3aHO 39TO C TeM, UTO B IIaKeTe He cofepyxuTcd ID Kiroda, ¢ IIOMOIBI KOTOPOTO OBLI
BbIUKCIIeH digest;
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IUI UCXOJAIIUX ITaKeTOB IpoToK0JI0B OSPFv2, OSPFv3, IS-IS

* BbIOHMpAaeTCd KJIHY ¢ MaKCUMaJIbHBIM BpeMeHeM >KU3HU. EC/IM MMeeTcs HeCKOJIBKO KIIIoYeHr ¢
OIMHAKOBBIM lifetime, To IIpUMeHseTCd K104 ¢ HAaU60JIbIIUM ID.

HacTtpoiika key chain

Tabauya 24. [locaedosameibHOCMb Hacmpouku key chain

Komanpga HasHaueHue

configure Ilepexo[ B pesXUM I1006a/IbHOM KOHQUTYpAITUH.

key-chain name ITepexop B pexxuM KoHurypuposaHud key-chain.

key key-id 3asaHue UeHTUQUKAIIMOHHOI0 HOMepa KJIr4a U IIepexo/t

B Pe’KHUM ero HaCTPOMKH.
authentication-key [encrypted] key 3amaHue Kiroua B OTKPHITOM WJIN ITUPPOBAHHOM BHU/JIE.

authentication-type {hmac-md5 | BBIGOP aJrOPUTMa ayTeHTHPHUKALIHH.
hmacshal | hmacsha256 | hmacsha384

| hmacsha512 | simple-password}

accept-lifetime ITepexof B pe’KUM HaCTPOMKH IIepUo/ia BpeMeHU
HUCII0JIb30BaHUA KJII04a /I IIpreMa BXOJAIINX IIaKeTOB.

start-time value O6s3aTebHBIN ITapaMeTp! 3alaHue BpeMeHU HavaJjla
IelicTBUA Kiroda B popmare YYYY.MM.DD-hh:mm:ss.

duration value 3aylaHue BpeMeHH JIeHCcTBUS KIoUa B CeKyHAax. Ecu
IapaMeTp He 3a/IaH, TO KJII0Y IeHCTByeT 6eCKOHEUHO.

end-date-time value 3ajaHre OKOHYAHUA BpeMeHH [IefCTBUA KJII04a B GopMarte
YYYY.MM.DD-hh:mm:ss. Eciu tapaMeTp He 3a7jaH, TO KJIHY
JeCTByeT 6eCKOHEeYHO.

exit BosBpar B pesXKUM KOHOUTypaIL[UU KI04Ya.

send-lifetime ITepexo/| B pesKUM HaCTPOUKH IIEPHO/ia BpeMeHH!
HCII0/Tb30BaHMs KJTI0Ya /IS OTIPAaBKU MCXOJISIIIHX TaKeTOB.

start-time value O6s13aTeIbHBIN TapaMeTp! 3aZjlaHre BpeMeH! Hadaja
IericTBUsA Kiroda B popmare YYYY.MM.DD-hh:mm:ss.

duration value 3a/laHue BpeMeHU JIeMiCTBUS KJIr04a B CeKyHzax. Ecau
IapaMeTp He 33/laH, TO KJII0Y IeHCcTBYeT 6ecKoHedHO. [Ipu
3aJJaHUU OKOHYAaHUS BpeMeHH JIeMCTBUS KI4Ya ITapaMeTp
"duration" UTHOpHUpyeTCH.

end-date-time value 3ajaHre OKOHYAHUA BpeMeHH [IefiCTBUA KJII04a B GopMarte
YYYY.MM.DD-hh:mm:ss. Eciu tapaMeTp He 3aZjaH, TO KJIHY
JleCTByeT 6eCKOHEeYHO.

exit Bo3BpaT B pe;KUM KOHQUTYpaIlMU KJIHYa.
exit BosBpat B pe’kuM KoHpuUrypanuu key-chain.
exit BosBpart B pe’XuM I100a/IbHOU KOHQUTYpaIlHU.
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Komanpga HasHaueHue

commit ITprMeHeHMe IIPOKM3BEeIeHHBIX HACTPOEK.
ITpumep: koHPuzypauyus key-chain.

key-chain primero
key 10
accept-lifetime
end-date-time 2022.09.01-00:00:00
start-time 2022.08.01-00:00:00
exit
authentication-key encrypted 8CB1117FBF
authentication-type simple-password
send-lifetime
end-date-time 2022.09.01-00:00:00
start-time 2022.08.01-00:00:00
exit
exit
key 20
accept-lifetime
start-time 2022.08.02-12:12:45
exit
authentication-key encrypted 8CA60A60B1
authentication-type hmacshal
send-lifetime
start-time 2022.08.02-12:12:45
exit
exit
key 30
accept-lifetime
duration 30000
start-time 2022.08.02-20:00:00
exit
authentication-key encrypted 9EB5116FB9
authentication-type hmac-md5
send-lifetime
duration 30000
start-time 2022.08.02-20:00:00
exit
exit
exit

KOM&H/IBI AHAIrHOCTHKH

Huoxe IIepevYrcCJIeHbl ShOW-KOMaHﬂBI, II0OCPeaACTBOM KOTOPBIX MOKHO IIOJIYYHUTH HHq)OpMaHHIO 0
BaJIMTHOCTH KJII0OUeu B TeKYLHHfI MOMEHT BpeM€EHU.
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show key-chain

KOMaH,ILa BBIBOJIUT CTaTHUCTHUKY II0 BCEM key—chain’aM CHUCTEMBI

ITpumep: show key-chain

0/ME5100# show key-chain
Thu Aug 4 15:52:31 2022
Key-chain name : dos

Number of keys
Active send key-id

Active accept key-id :

Key-chain name : primero

Number of keys
Active send key-id

Active accept key-id :

Key-chain name : tres

Number of keys
Active send key-id

Active accept key-id :

Key-chain name : uno

Number of keys
Active send key-id

Active accept key-id :

show key-chain detailed

. hone

1, 2

: 10, 20

10, 20

1 30, 40

30, 40

110

10

KomaH/ia BEIBOJUT leTa/IM3UPOBaHHYI0 CTATUCTUKY BceM Key-chain’aM crcTeMBbl

IIpumep: show key-chain detailed

0/ME5100# show key-chain primero detailed - cTtatuctuka no BbibpaHHomy key-chain

Thu Aug 4 15:57:47 2022
Key-chain name : primero

Number of keys
Active send key-id

Active accept key-id :

Key ID
Key password
Send key validity :
Accept key validity :

12
: 10, 20

10, 20

110
: 8CB1117FBF

2022.08.01-00:00:00 to 2022.09.01-00:00:00
2022.08.01-00:00:00 to 2022.09.01-00:00:00
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40

Key ID
Key password
Send key validity :
Accept key validity :

120
: 8CA60A60B1

2022.08.02-12:12:45 to infinite
2022.08.02-12:12:45 to infinite



OBHOBJ/IEHHUE ITPOI'PAMMHOI'O
OBECIIEYEHMUSA

JIlaHHBIM pasfiesl COZEpP)KUT MHCTPYKIIMM II0 OOHOBJIEHHIO IIPOTPaMMHOIO 0b6eclieueHUus
mapupyrusaTopoB JITEKC cepuu ME.

IloarorToBka

/11 TIpoBeZileHWsI OOHOBJIEHMSI IIPOTPAMMHOIO obeclledeHHsI HeOOXOJUMBI CJIefyIollue
IIPOrPaMMBI:

* I[Iporpamma TepmuHasnoB (TeraTerm, PuTTY, SecureCRT u aHasi0TH);

 IIporpammMa TFTP-cepBepa, ycTaHOBJIEHHAas Ha paboyell CTaHITUU WIH YAaJeHHOM CepBepe.
[Ipu o6HOBIeHMH I10 HelroCpeICTBEHHO C paboyel CTaHIIUU TPeOyeTCs:

ITogKIIOUUTHCA KOHCOJILHBIM KabesieM K ITopTy Console MapIipyTHUsaTopa;
CoepuHuTs Ethernet-mopt pa6oyeir craHiuu ¢ uHTeppeiicoM OOB MapILIpyTH3aTOPa;

BHHYCTI/ITB TePMHUHAJIBHYIO IIPOIPaMMY;

= WMo

Hactpouts ciepnyrolnue ItapaMeTpbl COM-mmopTa pabouyeil CTaHIMU: CKOPOCTH Ilepefaydu
115200 60p, popMaT JaHHBIX 8 6UT, 6e3 mapuTeTa, 1 6GUT CTOIIOBLIM, 6€3 yIIpaBIeHUs II0TOKOM
(115200-8N1);

5. 3anyctuth Ha pabouell craHnuu InporpamMmy TFTP-cepBepa, B IIalIKy-KOpeHb CepBepa
CKOIIMpPOBaTh Qparit o6pasa I10 mapiipyTusaTopa, uMs Buza firmware_2.10.71.xxxR.me5100;

6. BK/IIOUMTH MapIIpyTHU3aTOp, IIPU IIOMOIIY TeEPMUHAJIbLHON IIPOrpaMMBbI JOXKAATHCS 3arpy3KU
U IIpumIamieHus 'login:';

7. ABTOpHU30BaThCSI Ha MapIIpyTH3aTope, WCIOJL3ysd CTaHAAPTHbIe YYETHBIEe [aHHBIE
admin/password;

8. HacTpouTs Ha paboueii craHiiuu IP-afpec, HaripuMep, 192.168.0.1/24;

9. Hactpouts Ha OOB-mmoptry MapupyTusaTopa IP-agpec M3 TOH ’Ke IIOACETH - HAIpHUMep,
192.168.0.10/24:

IIpumep

0/ME5100:EO0S# config
0/ME5100:E0S(config)# interface mgmt @/fmc@/1
0/ME5100:EO0S(config-mgmt)# ipv4 address 192.168.0.10/23
0/ME5100:EO0S(config-mgmt)# commit
Commit successfully completed in 3.246298 sec
0/ME5100:E0S(config-mgmt)# end
0/ME5100:EOS# show running-config interface mgmt @/fmc@/1
interface mgmt 0/fmc@/1

vrf mgmt-intf

ipv4 address 192.168.0.10/23
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exit
0/ME5100:EQSH

IIpy OOCHOBJIEHHMH YyyKe HACTPOEHHOIO MapIIpyTHU3aTopa AaHHbIe IIIard MOXKHO OIIyCTHTB,
OCHOBHBIM TpeGOBaHHEM SBJIAETCA HaJU4YHe CeTeBOM CBSISHOCTH MEXKAy MaplIpyTH3aTOPOM U
TFTP-cepBepoM.

Hepe,z; BEBEIIIOJTHEHH EM ﬂaﬂbHefILHHX IITaroB HY>KHO BBIIIOJIHUTHE KOMaHIY show firmware, CTaTyChlL
06pa30B JOJI>KHBI OBITH aHAJIOTUYHBI ciIeayroumiemMy BEIBOAY:

IIpumep

0/ME5100:EQS# show firmware

Unit Image Running Boot Version Date

@/ME5100 0 Yes * 2.11.0.35R 26-Sep-2022
04:22:16

@/ME5100 1 No 2.11.0.17 08-Aug-2022
04:50:02

0/ME5100:EOS#

3arpyska ¢aiiysia c 06pasoM mporpaMMHOI0
o0ecrneueHUs

Heob6xogumo 3arpysuTh ¢aiyi obpasa IIporpaMMHOro obecriedeHUsI C YyAAJIEHHOTO CepBepa B
aJIbTePHATUBHBIN pas3/ies IPOrpaMMHOTO0 06eclieueHUsI MapIIpyTHU3aTopa KOMaH/[0H copy.

,Z[JIH 3arpysKu IIOAAEP>KHUBAIOTCA pa3/IMYHBIE ITPOTOKOJIBI IT€epeaadyu (nx I1epedeHb [OCTYIIEH B
KOHTEKCTHOM II0ACKa3Ke KOMaH/IbI COPY).

ITpumep daa 3azpysku no TFTP

0/ME5100:EOS# copy tftp://192.168.0.1/firmware_3.0.0.177R.me5100 fs://firmware vrf
mgmt-intf

Downloading image file:
RN RN RN RN RN RN R NN NN

Verifying firmware image compatibility: ! OK

Firmware image MD5 checksum: 2703f324f7ed6dbcf@f1385b37776e44

Preparing partition: !! OK

Extracting firmware image:

RN RN RN RN RN RN R RN RN RN RN NN NN
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Writing firmware image: !! OK
Firmware has been copied and installed successfully
0/ME5100:EOSH

[Ipu BBIIOJHEHHUU OIlepalliy KOIHUPOBaHUS BCe OCTaJIbHBIe CeaHCHl PabGOThI C
YCTPOMCTBOM OJIOKHPYIOTCS X BO3MO>KHOCTH OTKPBITHSI HOBBIX ITOJKJIIOUEHUMN K
YCTPOMCTBY CTAHOBUTCS BpEMEHHO HeJJOCTYITHOH (C BBEIBOJIOM c00611ieHUs "Netconf
server doesn’t respond”). 3TO IBJIAeTCS HOPMaJIbHBIM II0Be/IeHUEeM.

NOTE

Jlasee ciiefiyeT IIPOBEPUTH, UTO 3arpy>KeHHBIN 06pa3 IIoMellleH B aJIbTepHAaTUBHBIN pasiest:

0/ME5100:EQS# show firmware

Unit Image Running Boot Version Date

@/ME5100 0 Yes * 2.11.0.35R 26-Sep-2022
04:22:16

@/ME5100 1 No 3.0.0.177R 23-Nov-2022
00:04:21

0/ME5100:EOS#

BIOOp aIbTEPHATUBHOIO pa3jesia B KauecTBe
3arpy3o4HOro 4 nmepesarpyska

[Ipu momoiu KoMaHAbl firmware select alternate ycTaHOBUTH asbTepHAaTUBHBINM pasfesal B
KayecTBe 3arpPy304YHOro U yoeqUThCS B pe3ybTaTe KOMaHZ0M show firmware:

IIpumep

0/ME5100:EQOS# firmware select alternate
0/ME5100:EQS# show firmware

Unit Image Running Boot Version Date

0/ME5100 0 No MIGRATE CUR* 3.10.0.771T 28-Jul-2025
16:34:43

0/ME5100 1 Yes FALLBACK 3.10.0.773T 29-Jul-2025
21:27:55

0/ME5100:EOS#

B ciyuae, ecaiu npousBoguTcd 06HOBIeHHe Ha I10 ¢ 6osiee cTapod Ma’KOpPHOM BepcHed (0TKaT),
MO>KeT IIOHAZ0OUTHCS COXpaHeHHe KOHQUTYpaIiiuu cTaporo o6pasa. ITo MOKHO C/iesIaTh, [06aBUB
napametp keep-config:
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IIpumep

0/ME5100:EO0S# firmware select alternate keep-config
0/ME5100:EO0S#show firmware

Unit Image Running Boot Version Date

@/ME5100 0 No KEEP ALT* 3.10.0.7717 28-Jul-2025
16:34:43

@/ME5100 1 Yes FALLBACK 3.10.0.773T 29-]Jul-2025
21:27:55

0/ME5100:EOS#

[lepesarpysuTb MapLIpyTU3aTOpP KOMaHZOM reload system, IOATBepAUB AeHCTBUE Ha)KaTHeEM
KJIaBUIIIY Y:

0/ME5100:EOS# reload system
Do you really want to reload system? (y/n): [n] vy

3amycK MapHoIpyTH3aTOPbhI U MOATBEP K/ IeHIEe HOBOM
BEpCHUHU

[Ioce yCIIENTHOTO 3allycka MapIIpyTH3aTopa Ha HOBOM BepCHH IIPOTPAMMHOT0 06ecIieueHUs
cJleflyeT CHOBA aBTOPHU30BAThCS HA HEM C HEOOXOJUMBIMH YUYETHBIMU JaHHBIMU U IIOJIYUUTH
TaKUM 06pa3oM JOCTYII K KOMaH/HOU CTPOKe YCTPOMUCTBA.

[Ipu aBTOpHM3anu Oy[eT BBIBeJEHO IIpeAyIIperkaarollee cooOIleHMe, UTO TeKylasd Bepcusa I10
HaxXOQUTCI B peskuMe ogHOKpaTHOro 3amnycka ('CONFIRMING') 1 fj1d UCII0JIb30BaHUS 3TOM BepCUU
IJIs1 TIOCJIEAYIOIIUX 3aITyCKOB YCTPOMCTBA HEOOXOJUMO BBIIIOJIHUTL KOMaHAy firmware confirm.

IIpumep

KRR R R R Rk R Rk R R R R R R R R R R R SRR R R R R R R R R R SRR R SRR R Rk

i System successfully started FkAFK
kkkkkhkhhkkkkkhkhkhhrhkkkhkhkhrhrhkkkkhkhhhrhrkkkhkhhrhrkkkkkikikkx

version 3.0.0.177R
EOS login: admin
Password:

kkkhkhkkhhkhkhhhkhhhkhkhhkhhhkhkhhkhhhkhkhrhkhkhkhkhkhrkhkhrkhkkkk*x

& Welcome to ME5100 3

hkkkhkkhhkkhhhhhkhhhhhhhhhhhhhhrhkhhkhkhhhhhkrkrkkx

Warning:
Firmware upgrade is in progress (consult 'show firmware' for details).
To finalize upgrade type 'firmware confirm'. Otherwise previous version
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will be used next time.
0/ME5100:EQSH

[Ipy 1oMoInM KOMaHABI show firmware IIPOBEPUTH COCTOSAHHE BepCUHl Ha aKTUBHOM H
aJIbTepHaTHBHOM pasfesax I10:

0/ME5100:EQS# show firmware

Unit Image Running Boot Version Date

0/ME5100 0 No FALLBACK* 2.11.0.35R 26-Sep-2022
04:22:16

0/ME5100 1 Yes CONFIRMING  3.0.0.177R 23-Nov-2022
00:04:21

0/ME5100:EOSH

HoBas Bepcus o/KHA HaX0aUThCA B craTyce Running/CONFIRMING (B mpeapIayIiux Bepcusax 110
craTyc o60o3Havasicad Kak Running/TESTING). B MmapIpyTrusaTope IpeyCMOTPeHa CUCTeMa OTKaTa
BepCHUHU — IIPH Ilepe3arpys3ke yCTPOMCTBA U3 TEKYI[er0 COCTOSTHUS OHO 3arpy3UTCs C IIPEABIAYIIEero
obpasa, Haxomduierocs B craryce FALLBACK. B ciydae, ecju TeKylasd Bepcus paboTaer
YI0BJIETBOPUTEJIEHO, ClIelyeT IIOATBEPAUTHL ee MCIIOJIb30BaHHWe KOMaHAoM firmware confirm u
IIPOBEPUTH pe3yabTaT KOMaHI0Hu show firmware.

IIpumep

0/ME5100:EQ0S# firmware confirm
0/ME5100:EQS# show firmware

Unit Image Running Boot Version Date

0/ME5100 0 No 2.11.0.35R 26-Sep-2022
04:22:16

0/ME5100 1 Yes * 3.0.0.177R 23-Nov-2022
00:04:21

0/ME5100: EOS#

[Ipy He06XOAMMOCTH BO3BpaTa K IIpeAbIAyIleld BepCUU CIefyeT Ilepe3arpysuTb MaplIpyTU3aTop
oo BbINOJIHeHUsA firmware confirm. O6paTWTe BHHMMaHHe, UTO 0OOpaTHOe IlepeKJ/II0OUeHHe Ha
IIpeABIAYINYI0 BEPCUIO B ClIyyae He0OX0AMMOCTH MOYKHO OCYIIeCTBUTh KOMaHI0H firmware select
alternate aHa/JIOTMYHO OIIMCAHHOMY B Hayajle MHCTPYKIIMU METOZY, OHAKO B 3TOM CJIydae MOKeT
OBITH yTepsHa 4YaCThb KOHQUIypaIlMy YCTPOMCTBA H3-3a Ilepexofila Ha 0ojlee CTapyr BepCHUIO.
CoxpaHHOCTb KOHQUIypallMX IIpU TaKOM IIepeKJIYeHWHW Bepcuu "BHU3"  CiefyeT
IIPOKOHTPOJIMPOBATh OT/[EJbHO, BBIIPY3UB IIpeJBapUTEJbHO TEKCTOBYI0 KOHQUIYpaIlUI0 Ha
BHEIITHUY cepBep KOMaHI0M copy.
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OOHOBJIeHHe 3arpy3uuKkoB X-Loader, U-Boot u
MHUKpoKkozxa FPGA

O6HOBJIEHIE 3aTPY3YHKOB IIPOU3BOIUTCS U3 KOMAaH/THOTO pesKUMa C UCII0/Ib30BaHUeM IIPOTOKOJIa
nepenayu Gpamios, K mpumepy tftp.

Heob6xonumo ob6ecrieuuTh Oecriepe60iiHOe MUTaHUe YCTPOMCTBA BO BpeMs
IMPORTANT 0OHOBJIEHUSI 3arpy3uMKoB. OTKJIIOUEHHE YCTPOMCTBAa BO BpeMs 3allCHU
3arpy3uyMKoOB MOJKeT IIPUBECTH K ero II0JJTHOM HepaboTOCIIOCOOHOCTH.

[l 06GHOBJIEHUSI HadaJbHOTO 3arpysumka X-Loader Heo6xommmo Ha tftp-cepBepe pasmMecTHTh
¢arin <VERSION>-me5100-xload.sec.img, T1I0CjIe 4Yero CKOIMUPOBaTH €ro Ha YCTPOMCTBO C
HCII0JIb30BaHNEM KOMaHBI COpYy.

IIpumep

0/ME5100:EOS# copy tftp://192.168.0.1/3.0.0.177R-me5100-x1oad.sec.img fs://x-loader
vrf mgmt-intf

!
X-loader has been copied and updated successfully
0/ME5100:EOS#

Heo6xX0M0O KOHTPOJIMPOBAThL COOOIIEHUsS yCTPOMCTBA IIPU OOHOBJIEHUU
3arpy3umnka X-loader. Ecoiu BMecTo coobieHus: "X-loader has been copied
and updated successfully" ycTpoicTBO oTBeuaeT ommbkou Bupa "Error:
failed to check image header', TO /I O0OOHOBJIEHUS CJeLyeT
BOCIIOJIb30BaThbCA 06pasoM 3arpysunka 06e3 wmopupukatopa  .Sec.
(Hanpumep, 2.10.1.5R-me5100-xload.img), aHAJIOTUYHO IIPOKOHTPOJIUPOBAB
Ha/jinyye CooOIleHUs 00 YyCIlellHOM OOHOBJIeHUHU. B ciydae, eciu
0OHOBJIEHHE 3arpysuMKa BCe-TaKM He IIPOMCXOJUT, He0oO6X0AuMOo
OCTaHOBUTH IIPOIleCC 0OHOBJIEHUS U 00PaTUTHCA B CIYKOY TeXHUUYECKOU
MOJIIeP>KKU IIPOU3BOJUTEIIS.

IMPORTANT

/111 06HOBJIeHUA 3arpysuunka U-Boot Heo6xoguMo Ha tftp cepBepe pasmecTuth ¢paiia <VERSION>-
me5100-u-boot.sec.img, 110CjIe Yero CKOIMMPOBaThL €ro Ha YCTPOMCTBO C UCII0JIb30BaHUEM KOMAaH/IbI

copy.

Ipumep

0/ME5100:EO0S# copy tftp://192.168.0.1/3.0.0.177R-me5100-u-boot.sec.img fs://u-boot vrf
mgmt-intf

U-boot has been copied and updated successfully
0/ME5100:EOS#
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Jloia  obHoBieHMs npomuMBKA FPGA Heob6xoguMmo Ha tftp cepBepe pasmecTUTh ¢aia
FPGA_ME5100_v<VERSION>.img (mu6o ME5100_and _ME5100_revX_FPGA_EP3C5_v7.img), T1i0C]e
Yero CKOIIMPOBAaTh ero Ha YCTPOMCTBO C UCII0JIb30BaHUEeM KOMaH/IbI COpY.

IIpumep

0/ME5100:E0S# copy tftp://192.168.0.1/ME5100_and_ME5100_revX_FPGA_EP3C5_v7.1img

fs://fpga vrf mgmt-intf
Hrnl

FPGA has been copied and updated successfully
0/ME5100:EOSH

VI0CTOBEPUTHCS, YTO BepCUU 3arpy3dyukoB xloader u u-boot coBmafaroT (B IPOTUBHOM Cydae
MOTYT BO3HUKHYTD IIP06GJIEMBI C 3aITyCKOM yCTPOMCTBA):

IIpumep
0/ME5100:EO0S# show system versions

ME5100
Firmware: 3.0.0.177R (23-Nov-2022 00:04:21)
X-Loader version: 3.0.0.177R (23-Nov-2022 06:14:21)
U-boot version: 3.0.0.177R (23-Nov-2022 06:14:14)
FPGA version: 0x07

0/ME5100:EOS#

J1711 BCTYILJIEHUSI U3SMEeHEHUU B CIUJIY He0OX0AUMO I1epe3arpy3suTh YCTPOMCTBO C UCII0JIb30BaHUEM
KOMaH/IbI reload system.
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HACTPOHMKA 3AIIIUTHI CONTROL-PLANE

Control-plane (IJT0CKOCTH yIIpaBJIeHUsI) B IPOTPaMMHOM apXUTEKType MapIlIpyTU3aTopa OTBedYaeT
3a paboTy pasJIUYHBIX IIPOTOKOJIOB U 00pabOoTKy ciay>keOHOro Tpadurka. Bce makeTsl IJIOCKOCTH
yrpasyeHus (control-plane) o6pabaThIBaloTCs HEIOCPEACTBEHHO IIeHTPaJbHBIM IIPOIECCOPOM
(CPU) wmapmpyTtusaTopa. HacTpoiika OQMJIBTPOB control-plane II03BOJIIET aJMUHHUCTPATOPy
yCTaHaBJWBaTh IIpaBHya 00pabOTKH BXOMAIUX IIAKETOB [JIA 3aIfUTHl OT CeTeBBIX aTaK U
HEeCaHKIIMOHUPOBAHHOIO OCTYIIA.

B laHHOM I71aBe paccMaTpUBAIOTCSI IPUHITUIIBI HACTPOMKY 3alIUTHI YPOBHS control-plane.

OcCHOBHEIE TPUHITHIIBI

1.

IIo yMos4aHUIO (IpH OTCYTCTBUHU B KOHQUrypanmu 6Ji0Ka 3amuThl control-plane) Bce
BXOJMINME COeNVHEHWs K YCTPOMCTBY paspelneHbl. COOTBETCTBEHHO, IIPU 3aIlyCKe KaKoro-
J1b0 cepBUCa (HallpuMep, telnet-server) K HeMy CMOI'YT IIOJK/JIHYATBHCI BCe XOCTHI, KOTOPHIE
UMeIOT CBI3HOCTD C YCTPOMCTBOM.

KonurypupoBaHue 3saiuThl control-plane gesuTcs Ha JABa JIOTUYECKUX 6JI0Ka — 3alliyTa
CEepBHCOB, KOTOpble paboTaroT B Global Routing Table 60 B cepBucHbIXx VRF ycTpoicTBa
(control-plane inband) m 3amuTa cepBHUCOB, paborarinux Ha Out-of-band uHTepdericax
(control-plane out-of-band).

BHyTpH Kakgoro u3 6JI0KOB in-band/out-of-band KoHQUTypUpyeTCcs Habop IIpaBHJ, KOTOpPbIE
IeMCTBYIOT Ha BXOJIIMeE CeTeBble COeJUHEHUs K YCTPOMCTBY. [IpaBuia MOIYT IIPUMEHSThCSA
KaKk Ko BceM wuHTepdeiicaM paHHoro VRF (xiarou interface all), b0 K OTHEeIbHBIM
yKasaHHBIM. /Iy IIpaBUI QuibTpalud He TpebyeTcs ykasaHue VRF (mpaBuia OyayT
aBTOMaTHU4eCKHU paboraTh B ToM VRF, K KOTOPOMY OTHOCUTCS UHTepderic).

[IpaBuiIa QUILTPAIIUHU IEeMCTBYIOT TOJIBKO Ha Layer3-uHTepdeiichl yCTPOMCTBA U IIPHU 3TOM He
IeMCTBYIOT HAa TPAH3UTHBIN TpadUK MapIIpyTHU3aTOPa.

BakHo! /l11 Ka’K[oro IIpaBHJiIa 3allfUTHI control-plane reilicTBHEM II0 YMOJIYAHUIK SBJISAETCS
"3aIIpeTUTH BCe OCTAJIbHbBIE BXOAIINE COeJUHEeHUT "

HacTpoiika 6a30BbIX IPAaBII 3aIIATHI

Tabauua 25. IlocaedosamenbHoCmMb Hacmpouku control-plane 015 uHmepdgetica out-of-band ynpasseHus
u inband unmepgeticos 8 GRT uau cepsucHbvlx VRF.

KomaHnpga HasHaueHue

configure [Tepexof B peskKUM IVI00aJIbHOM KOHQUIYpaIlUHU.

control-plane {out-of-band| TIlepexoy, B peXHUM HaCTpOUKH OGUIBTPOB  control-plane
inband} interface mgmt { uHTtepderica out-of-band yrpassenud wiu inband uHTepdericoB B
num| all} GRT wiu cepBucHBIX VRF.
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KomaHnpa

policy { drop | reject }

allow protocol

any

Ha3umaueHue

Bri6op [eliCTBUSL IIPU IIOJyYEeHUM I1aKeTa, IIOAIIAJAIOIEro IIOZ,
3arpelrampinee IIpaBWIoO: * reject - OTBETUTH coobOIeHHeM ICMP
Port wunreachable (o ymosmuaHuw); * drop - OTOPOCUTH
(pexoMeHzyeTcs).

VkasaTb IIPOTOKOJI M3 IIePeUYHCJeHHBIX HIDKe. Bxopdiue
coeHeHUs (maxeTsI) YKa3aHHBIX  IIPOTOKOJIOB oynyT
IIPUHUMATHCSI U 00pabaThIiBaThCd MapILIPyTU3aTOPOM, OCTaJIbHBIE -
0TOpachIBaTHCA.

* 3all -- BXofdIHe makeThl BCeX IIPOTOKOJIOB;

e bfd;

» dhep;

* dhcpvb ;

. ftp;

* http;

o ftp;

* icmp— C yKasaHUeM THIIa icmp-CO00IeHU;

* icmpvb — Cc yKasaHHeM THUIIA icmp-co00IeHus;

* igmp;

* ldp;

* netconf ;

* ntp;

* ospf;

* pim;

* rsvp;

* snmp ;

e ssh;

* tcp—tcp c ykasaHHeM HoOMepa II0pTa;

e telnet;

o tftp;

* udp—udp c yKkasaHHeM HOMepa IIopTa.

* Vrrp;

[IppHUMAaTh IIaKeThl (COeAWHEHMs) OT BCeX SOource-aJpecoB MAJIs
YKa3aHHOI0 IIPOTOKOJIA.

peer-list PEER-LIST NAME TlepelTH B peXUM HaCTPOUKU QUIbTPAIIUU CETEBBIX COeUHEHUN

(TTaxeTOB) U IHpa.
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KomaHnpa

peer PEER_NAME { source |
destination}

address { ipv4address |
ipv4address/mask |
ipv6address |
ipv6address/mask }

address-range { ipv4address-
ipv4address | ipv6address-
ipv6address }

commit

Ha3umaueHue

ITepeTH B pe>KUM BHOI'0 yKasaHUd source U destination-agpecos.

Vkasate IPv4 Jm60 IPv6-agpec, makeTbl OT KOTOPOro OyIyT
IPUHUMAaThCI MapIIpyTHU3aTOPOM.

VkasaTh nuarasoH IPv4- su6o IPv6-azpecoB, MakeTbl 0T KOTOPOTO
OyIyT IPUHUMAaTHCSA MapLIPyTU3aTOPOM.

HpI/IMEHeHI/Ie IIPOH3BENEHHBIX HACTPOEK.

ITIpumep. Hacmpotika control-plane da5 uHmepdgeiica out-of-band ynpagieHus — paspewums coe0uUHeHUs
no npomoxo.ty ssh ¢ duanasorHom adpecog omnpasumenetl 172.168.16.1-172.168.20.0, a maxaice
Ppunrvmposamuvcs 6ydem tcp mpagduk ¢ aopecamu omnpasumeneil 172.1.0.0/16.

control-plane out-of-band interface mgmt 0/fmc@/1

allow ssh

peer-list mgmt-network

peer main
source

address-range 172.168.16.1-172.168.20.0

exit
exit
exit
exit
allow tep 777

peer-list mgmt-network_ssh

peer tcp
source

address 172.1.0.0/16

exit
exit
exit
exit
policy drop
exit

HexoppeKkTHasd HacCTpoMKa control-plane Mo)XeT IIpUBeCTH K IIOTepe
IMPORTANT yIaJIEHHOI'O yIIpaBJIeHUs MaplUIpyTU3aTOPOM U YaCTUYHOM JIM60 II0JTHOM
HepaboTOCIIOCOOHOCTH COOTBETCTBYIOIIIMX CeTEBBIX CEPBHUCOB.

50



ITpumep. Hacmpoiika 3auiumsl control-plane daa unmepdgeiicos inband — Hacmpoiika pu1mpog 044
cab-unmepdetica te0/0/7.3501, 2de uabmpyromces nakemsl npomokosia LDP ¢ adpecom omnpagumens
7.7.7.7 u adpecom adpecama 99.99.99.99. Takce purbmpyromcs nakemsl nNpomokoaa ospfv2, ede nakemot
NPUHUMAOMC Mo/bKo om omnpasumeJieii ¢ adpecom 177.1.1.1-178.2.4.1.

control-plane inband interface tengigabitethernet 0/0/7.3501
allow 1ldp
peer-list 1dp_neighbor
peer one
destination
address 99.99.99.99
exit
source
address 7.7.7.7
exit
exit
exit
exit
allow ospf
peer-list ospf_neighbors
peer first
source
address-range 177.1.1.1-178.2.4.1
exit
exit
exit
exit
exit

HacTpo¥ka paciiupeHHBIX IPaBHUJI

[IpaBuna QuubTpani  control-plane Taxkke MOXXHO KOHQUIYPHUPOBaTbL C  y4eTOM
JOIIOJTHUTE/IbHBIX IIapaMeTpOB — pparMeHTanuu, TUNOB coobijeHuit ICMP, IPv4 onmui, IPv6
extension headers, TTL, a Tak>Xe ¢ orpaHUYeHMEeM II0TOKA JaHHBIX U KOJIMYeCTBa COeJUHEeHUA.

Hactpouika ¢pmasTpoB Control-plane g1 pparMeHTUPOBAHHBIX U
HedparMeHTHPOBAHHBIX IPV4-11aKeTOB

DyHKITMOHAT Control-plane I103BOJISIET co3/iaBaThb IIpaBuIa ¢ounbpTpalu  UId
$parMeHTHPOBAaHHBIX U HepparMeHTUPOBAHHBIX [PV4-TT1aKeTOB.

YT06hI OTOPOCUTL PparMeHTHUPOBAHHBIE ITAKEThl, HEOOXOAMMO BOCIOJIb30BAaThCS HACTPOMKOMU
fragmentation-ipv4 negation. Takum o6pasom mapuipyrusatop cepuu ME OGyzer o6pabaThiBaTh
TOJILKO HepparMeHTUPOBaHHBIE ITIAKETHI.

1151 akTuBaiuu QUIbTPa, UTO OyZeT oTOpacklBaTh HepparMeHTUPOBAaHHbIe ITaKeThl — TpebyeTcs
IPUMEHUTHh HaCTPOMKY fragmentation-ipv4.
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ITIpumep. Hacmpotika 3awjumsl control-plane 015 sawumsl om ¢pazmMeHmupo8aHHbLX
nakemoe — Hacmpotika npasua Ha uHmepdgeiice te0/0/15, 20e npuHumamscsi 6y3dym mo/1bKo
HedpazMeHMUPOBaHHblE NAKemMbl NPOMOK0AA SNMp U adpecom omnpasumens 6ydem 172.1.2.1.

control-plane inband interface tengigabitethernet 0/0/15
allow snmp
peer-list snmp_users
fragmentation-ipv4
peer firstone
source
address 172.1.2.1
exit
exit
exit
exit
exit

Hacrpoliika ¢HIbTPOB Ha OCHOBE THUIIOB CO00IIeHHi1 IpoToKosia ICMP

[IpaBusia Control-plane I03BOJMIOT QUJILTPOBATH COeJUHEHUs (IIaKeThl) Ha OCHOBE THUIIOB
coob1eHu npoTokosia ICMP, B ToOM 4yHc/Ie Ha OCHOBe ITapaMeTpa code.

VerpoiictBa cepun ME HMeIOT CiIefyloI[ie BO3MOYKHOCTH OQIUIBTpPAllUM Ha OCHOBE THIIOB
coo0b1ieHu rpoTokosia ICMP:

* address-mask-reply — Address mask reply type

* address-mask-request — Address mask request type

* all— All ICMP message types

* destination-unreachable — Destination unreachable type

» echo—Echo type

 echo-reply — Echo reply type

* information-reply — Information reply type

* information-request — Information request type

* parameter-problem — Parameter problem type

* redirect — Redirect type

* source-quench — Source quench type

* time-exceeded — Time exceeded type

* timestamp-reply — Timestamp reply type

* timestamp-request — Timestamp request type

JIJIs1 Ka>K/IOT0 THIIA COOOIIEHHH BO3MOYKHO TaKyKe 3aJ]aTh U KOJI THUIIA C TIOMOIIbI0 KOMaH/IbI code.
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ITpumep. Hacmpoiika ¢gunbmpa Control-plane Ha ocHoge munos coobweHuii npomokoaa ICMP — naxkembl
npomoxkosia ICMP Ha 8cex uHmepgeticax ynpagieHus 6ydym omopacsleamusCs 8ce, Kpome naxkemos ¢
munowm 0(echo reply) u 8(echo). luanazoH adpecos omnpagumeeii 172.1.1.1-173.2.1.1

control-plane out-of-band interface mgmt all
allow icmp
peer-list all_users
icmp-type echo-reply
exit
icmp-type echo
exit
peer enough
source
address-range 172.1.1.1-173.2.1.1
exit
exit
exit
exit
exit

Hacrpoiika ¢uiabTpoB Control-plane Ha ocHoBe IPV4 options

Peanusarus ¢yHKIoHasma Control plane mpejcTaBisieT BO3MOXKHOCTh QMJIBTPOBATh TpadUK 110
TI0JTIO Options B 3aroJI0OBKe ITaKeTa.

MapuipytusaTtopsl cepud ME HMMeT BO3MOXKHOCTHL QUIBTPOBATH BCe CyllecTByrolue [Pv4
option, a UMEeHHO:

* Isr—Loose Source Route Option

* mtup —MTU Probe Option

* mtur — MTU Reply Option

* no-op —No Operation Option

* rec-route — Record Route Option

* router-alert — Router Alert Option

* secur — Basic Security Option

* ssr —Time Stamp Option

* timestamp — Strict Source Routing Option

* traceroute — Trace Route Option
AprymMeHT any-specified I1103BOJIsIeT CMSITYUTH YyCI0BUS GuiibTpa. Ecim B KOHQUTIypaiuu
YCTAaHOBJIEHO KaKoe-JIM00 3HaueHHe option, TO COBMECTHO C apryMeHTOM any-specified 6ymem
IIPOIIyCKaTh ITaKeT, I7le B I10JIe Options HaXOQUTCSA YCTaHOBJIEHHOe HaMHU 3HaUeHMte WIH(H) Jro6oe
IpyTroe 3HaueHUe option. HampuMep: ecii UMeeM B KOHQUTYpaAITUU HaCTPOUKY option rec-route 1

any-specified, To 6ygyT IpUHUMAThCS IIAKeTHl, I7ie B I10JIe option IIpUCYTCTBYyeT 3Ha4YeHUe Record
Route u(uan) jiro60e Apyroe sHaueHUe option.
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ITpumep. Hacmpolika purbmpa, npeoHa3Ha1ueHHo20 011 omOpacbl8aHUs NaKkemos no 3HavdeHur IPv4
option — Hacmpolika npasusa Ha uHmepdgeiice te0/0/7, 20e 0mb6pacCLIBArOMC NaKemsl npomokoaa udp ¢
ZIH0OBIM NOPMOM, KOmopble He umerom 6 nose header onyuii Loose Source Route Option u Record Route
Option. Adpec omnpagumensn 172.5.1.44.

control-plane inband interface tengigabitethernet 0/0/7
allow udp all
peer-list udp_traffic
ipv4-options try
option 1sr
option rec-route
exit
peer first
source
address 172.5.1.44
exit
exit
exit
exit
exit

Hacrpoiika ¢uiabTpoB Control-plane a1 pparMeHTHPOBAHHBIX U
HepparMeHTHUPOBaHHBIX IPv6-n1akeTOB

DYHKITHOHA Control-plane II03BOJISIET coslaBaTh IIpaBUIa ¢mIbTpanuu I
$parMeHTHUPOBAHHBIX ¥ HehparMeHTUPOBaHHBIX IPV6-I1aKeTOB.

[lepeliTU K HAaCTPOMKe VyIIpaBJeHUs QparMeHTUPOBaHHBIMU U HedpparMeHTHUPOBaHHBIMU
HaKeTaMH BO3MO>KHO C IIOMOIIbI0 HacTporKH fragmentation-ipvé NAME.

MapIpyTusaTopsl cepuui ME HMeIOT BO3MO>KHOCTb QUILTPOBAThH ipv6 ¢parMeHTHpPOBaHHBIE
ITAKeTHI 110 CJIEYIOIIIHUM THITaM GpparMeHTaITHH:

ipv6-first — first fragment

ipv6-id —ID in range

ipv6-last — last fragment

ipv6-more — not last fragment

ipv6-res —reserve fields are zero

[Ipu HUCIIOJIb30BAaHUU apTryMeHTa ipv6-id Heo6XOAMMO 3aJaTh Aualla3oH GpparMeHTUPOBAHHBIX
I1aKeTOB, @ UMEHHO C IIOMOIIIbI0 HACTPOUKH ipv6-id-range {first /| last}.

ApryMeHT negation IpruMeHseTCs JIUIIb IIPU YKasaHUU QUIbTPaIiUH 110 TUILY ipv6-id-range.
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ITpumep. Hacmpoiika purbmpa, npeoHa3Ha1ueHH020 011 omopacbl8aHUsl PpazMeHmMuUpPOB8AHHBIX
nakemos — Hacmpoluika npasus Ha uHmepgelice te0/0/1, 20e ombpacwvlearomes pazmeHmupo8aHHbvle
IPv6-nakemst, kpome nocaeoHux 10 pazmenmos. Adpec omnpagumena 2008:192:199:114::56

control-plane inband interface tengigabitethernet 0/0/1
allow udp all
peer-list udp_trx
fragmentation-ipvb fragIPv6
ipvb-id-range

last 10
exit
type ipv6-id
exit
peer user_first
source
address 2008:192:199:114::56
exit
exit
exit
exit

exit

Hacrpoiika ¢uiabTpoB Control-plane Ha ocHoBe IPv6 extension headers

Peasniuzanysa ¢yHKIIMOHas1a Control plane mpezcraBiiseT BO3MOKHOCTb QUILTPOBATH II0 IIOJIXO
extension Header B header IPv6-1akeTa.

MapipyTusaTopsl cepud ME UMeT BO3MOKHOCTh QUILTPOBATH BCce IPv6 extension header, a
UMEHHO:

* auth— Authentication header

* dst— Destination Options header

* esp — Encapsulating Security Payload header

* frag— Fragment header

* hop — Hop-by-hop Options header

* none— No next header

» prot— Protocol header

* route— Time Stamp Option

* timestamp — Protocol header
AprymeHT any-specified 1mosBosisieT CMATrYUTH yCa0BUA uubTpa. EciM B KOHQUIypaluu
YCTaHOBJIEHO KaKoe-JIM60 3HaueHUe option, TO COBMeCTHO C apryMeHToM any-specified 6yzem
IIPOIlyCKaTh IIaKeT, IZle B IIoJle exXtension header HaxXogWTCA yCTaHOBJIEHHOE HaMHU 3HaueHUe
wi(y) jroboe Apyroe 3HaueHue option. Hampumep: ecsid MMeeM B KOHOUIYpPAITUU HACTPOMKY

option esp u any-specified, To 6yayT IpUHUMATHCSI IIaKeThl, I7le B IIoJie extension header
npucyTcTByeT 3HaueHUe Encapsulating Security Payload u(uin) jiro60e apyroe 3HadeHHe option.
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ApryMeHT negation 103BOJIIeT OTOpachIBaTh CO00IIeHUs ¢ extension headers kpome TeX, UTO
3a/laTi B KOHQUTYpaITUHU.

ITpumep. Hacmpolika purbmpa, npeoHa3Ha1ueHHo20 011 0omOpacbleaHUsl NaKemos no 3Ha4eHur ipve
extension header — Hacmpolika npasua Ha cab-unmepgetice te0/0/7.4000, 20e ombpacvlearomcs NaKembl
npomoko.a http, Komopbule umerom 8 nosie extension header onyuro Hop-by-hop Options header. Adpec
omnpasumes u adpecama /10601l

control-plane inband interface tengigabitethernet 0/0/7.4000
allow http
any
ipvb-options 1
negation
option hop
exit
exit
exit
exit

Hacrpoiika ¢uiabTpoB Control-plane Ha oCHOBe OrpaHHUYeHUsA CKOPOCTH
MIOTOKA JJAHHBIX U KOJIMYeCTBA COeJNHEeHM I

dyHkIvoHan rate-hashlimit I103BojIIeT HMCIOJIBL30BaTh CJAEAYIOIHE MHCTPYMEHTBI I
¢UIBTPALIU CKOPOCTH II0TOKA JaHHBIX:

burst — MUKOBBIA 00beM TpadrKa

expire — B TeyeHHe KaKOro BpeMeHHU QUIbTP Oy/leT HaXOLUThCA B TabJIMIle IIPaBUJI

hashlimit-value — 06’ beM HHPOpMaUU GUIbTPALTAU

mode {destination-ip | destination-port | source-ip | source-port} — pe>Xum X3IITUPOBaAHUS

period {day | hour | minute | second}-- efMHUIIA K3MePEeHU BPEMEHHU [IJIs1 pacuéTa CKOPOCTHU
II0TOKA JAHHBIX

type {above | up-to} — THUII OTpaHUYEHU CKOPOCTH II0TOKA JaHHBIX

NOTE burst wusmensierca B 6amrTax, ecau hashlimit-rate  usMmepserca B
b6aiTax/KuiobanTax/Merabairax B eJUHUILY BpeMeHH.

/1711 oTpaHUYeHUs KOJTMYeCTBa COeTMHeHHUN He0O6X0AMMO HCII0Ib30BaTh KOMaHy connection-rate

{per-second | per-minute}.

HaCTPOﬁKa connection-rate HCITIOJIB3YETCAd TOJIBKO IJId CIeAYIOIMHX ITPOTOKOJIOB:

NOTE
dhcp, dhcpv6, igmp, 1dp, ospf, pim, rsvp, ssh, tcp, telnet, udp, vrrp.
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IIpumep. Hacmpolika puabmpa Ha 0CHO8e 02PAHUHEHUSL CKOPOCMU NOMOKA OAHHBIX — NAKEeMbl
npomokoaa tcp ¢ nopmom 145 Ha unmepdgetice twe0/0/4 6ydym obpabamul8amsbCsi Mapupymusamopom
€O CKopocmbio He 601ee uem 100 mezabatim 8 cekyHAy €O 3HaueHueMm burst pasHvim 104915200 6aiim. B
meueHue MUHymMbl 803MOACHO OMKPbIMb AUlb 10 tcp-ceccuil. AOpec omnpagumens 171.1.2.1 u adpec
noayuameas 171.1.7.1

control-plane inband interface twentyfivegigabitethernet 0/0/4
allow tcp 145
peer-list tcp_traffic_banned

peer userlast
connection-rate per-minute 10
destination

address 171.1.7.1
exit
source
address 171.1.2.1

exit

exit

rate-hashlimit max
burst 104915200
hashlimit-value 100
period second
unit mbyte

exit

exit
exit
exit

HacTtpoiika ¢pmiasTpoB Control-plane Ha 0CHOBe BpeMeHH >KHU3HU IIaKeTa
TTL

[IpaBusia Control-plane 1mo3BosA0T QUILTPOBATH COeANMHEeHHs (IIaKeThl) Ha OCHOBE BpeMeHU
’Kn3HU r1aketoB TTL.

YcrpoucTBa cepurt ME UMeIOT cileyroliiye BO3SMOXKHOCTH QUIbTpaliiu Ha ocHoBe TTL:

ttl eq— TTL makeTa paBHO 3HAUEHUIO

o ttl greater — TTL nakeTa 60JibIlle 3HAYEHUS

ttl less — TTL makeTa MeHbIIIEe 3HAYEHUA

* ttlneq—TTL 1mmakeTa He paBHO 3HAYEHUIO

ITIpumep. Hacmpolika puabmpa Ha 0CHoge 8peMeHU HcusHu nakema TTL — nakemul npomokoaa tftp Ha
gcex uHmepdgeticax ynpag.ieHus ¢ adpecamu omnpasumeieti 192.168.1.0/24 6ydym ombpacsleamuCsi, eCau
He nonadarom g duana3oH TTL 240-250

control-plane out-of-band interface mgmt all
allow tftp
peer-list upload
peer oob_tftp
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ex
exit
exit

source
address 192.168.1.0/24
exit
exit
ttl less 250
ttl greater 240
it



MHTEP®EHCHI U AJIPECAIIUSA

ITapamMeTphl, HACTpauBaeMble Ha HHTepdeiicax

CuHTaKCHUC KOMaH/IHOM CTPOKH MapIlpyTHU3aTOPOB SIBJIAETCS $YHKITMOHAIBbHO-
OpPUEHTHUPOBAaHHBIM. JTO O3HayaeT, UTO HEIIOCPEeACTBEHHO Ha HHTepdelicaXx HaCTpauBaeTCa
TOJIBKO OTPaHUUYEeHHBIN CIIMCOK IlapaMeTpoB, IIPYU 3TOM IIPOTOKOJIbHBIEe HACTPOMKU (HAIIpUMeD,
uHTepdericHbIe HACTPOUKHU IIpoToKosIa OSPF) 3a71atoTcs B OTIeIbHBIX IIPOTOKOJIBHBIX 6/10Kax CLI.

Ha uHTepdeliicax KOHPUTypUpyeTC:

* CTpOKOBOe omrcaHue uHTepderica (111 BceX UHTepelicoB);

* HasHaueHue [P-aspecoB (in60 BkiIrOUeHMe IP unnumbered) u skseMiursipa VRF, K KoTopoMy
OTHOCHUTCS UHTepderTic;

* ITapaMeTpsl paboThl IpoToKoaa ARP (g BceX HHTepdeicoB, KpoMe JIOKAJIbHOM IIeTJIH,
TYHHeJIbHBIX U bvi-uHTepeticoB) U pesxxuma ARP proxy;

* BKUIFOUeHMe U OTKJ/II0OUeHUe OTIIpaBKU coobieHu ICMP unreachable u ICMP redirect;

* ITapaMeTphl MaKCUMaJIbHOIO pa3Mepa nakeToB — MTU KaHaJIbHOTO YPOBHS U IIPOTOKOJIbHbBIE
IP MTU (zy11 U3HUeCKUX, arpeTUPYIOIUX UHTep(ECcoB U cabuHTEepPeCcoB);

* lIHTepBasI MOACYETA CTATUCTHUKMU II0 TpaduKy (I BceX MHTepdelicoB, KpoMe JIOKaJIbHOMI
IeTJIX U bvi-uHTepdericoB);

» ITapaMeTphbl 6a30BBIX OTPAaHHUMUTENEH II0JIOCHI (/I BCceX MHTepdelicoB, KpoMe JOKaJIbHOU
IeTJIN, TYHHEeJbHBIX U bvi-uHTepdercoB);

* HasHaueHMe IIOJIUTUKHA QO0S M KJIAaCCUPUKATOPOB BXOAAIero Tpaduka (I BceX
UHTepdelicoB, KpoMe JIOKaJIbHOU IIeT/IU, TYHHEeJIbHBIX U bvi-uHTep(eicoB);

* AIMUHUCTPATHUBHBIU cTaTyC UHTepderica (shutdown);
* PesxuiMbl pab0Thl HHTEP(ECOB — CKOPOCTh U AyTIIeKC (11 Qu3ndecKux HHTepdercoB);

 [TapameTpsl MicroBFD (TOJIBKO [IJIs1 aTpeTUPYIOIIUX UHTEPPECoB).

Pe>XxuM MapHIpyTH3aIlud U PEsKUM KOMMYTAaI[NH

HHTepdelic MaplIpyTH3aTOpa MOXKeT HAaXOAUTHCI B OJHOM U3 JBYX PEKHUMOB—B PpeXUMe
Mapipyrusanuu (layer3 forwarding) 1r6o xommyTtanud (layer2 forwarding).

PexuM MapIipyTH3alliy O3HaydaeT, UTO Ha uHTepdelice ckoHPurypupoBaH IPv4/IPv6-ampec u
CKBO3Hag KoMmMmyTarug Ethernet-kagpoB uepes Hero HeBO3MOJKHa.

Pe>KMM KOMMYTallUM O3HayaeT, UTO Ha MHTepdelice He BKIOUeHA IP-MapIIpyTHU3alus U dyepe3
HeTro MOJKeT OCYIIleCTBJIATHCSI CKBO3Hast KoMMyTanus Ethernet-kagpos.

VHpopMaIus o pe)KUMe COIep>KUTCS B BBIBOJle KOMaHABI show interfaces:
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ITpumep: unmepdgeiic 6 pexcume layer3 forwarding

0/ME5100:Router# show interfaces tengigabitethernet 0/0/1.500
Wed May 27 16:28:58 2026

Tengigabitethernet0/0/1.500 is Up
Interface index is 61
Hardware is Tengigabitethernet, address is a8:f9:4b:8b:bc:21
Encapsulation: 802.1Q(0x8100) outer vid 500
Link is up for 1 weeks, @ days, 23 hours, 33 minutes
Description is not set
IPv4 address is 10.151.220.151/24
IPv6 address is 200:1:1::151/64
IPv6 link-local is fe80::aaf9:4bff:fe8b:bc21
Interface is bound to VRF default
Interface is in layer3 forwarding mode
ARP aging time is 240 minutes
Interface MTU is 9096
Interface IP MTU is 1500
300 seconds input rate is @ bit/s
300 seconds output rate is 64 bit/s
300 seconds input rate is @ pps
300 seconds output rate is @ pps

0 packets input, @ bytes received
127099 packets output, 5468206 bytes sent

[Io ymosuaHWI0 UHTepQeNChl YCTPOMCTBA HAXOJATCA B peXuUMe
KOMMyTaluu. PeXuM MaplIpyTH3aliiy BK/IKOYaeTCd aBTOMAaTHUYeCKH IIPU
HasHauyeHUU IPv4/IPv6-ampeca Ha uHTepdetice. [logpobHee 0 IPpUMeHEeHUHN

IMPORTANT pe’xuMa KoMMyTaliuu cM. pasgedt "L2VPN u cepBucsl Ethernet". UHTepdetic
B pexume layer2 forwarding He OCyI[eCTBJISeT HUKAaKON II€PeChLIKHU
IIaKeTOB [I0 TeX IIOp, II0Ka He Oy/JeT BKIIOUYEH B OPUK-IOMEH HJIH KpOoCc-
KOHHEKT.

Hactpoiika IP-aapecanuu, mapaMmeTpoB ARP,
onucaHus uHTepdeiica U pe>xuMa OTIpaBKU
cooomenuii ICMP unreachables/redirects

Ao Mapuipytusanuu IP-tpadrka yepe3 mHTepdeiic TpebyeTcs HasHauuUTh Ha HeM [Pv4/IPv6
ajpec ¥ HasHa4yuTh Jy1d uHTepderica VRF. Eciim VRF Ha uHTepdetice He CKOHQUIYPUPOBaH, TO
uHTepderic OTHOCUTCA K II06aJbHOM Tabumile MmaplupyTusanuu ycrpoicrBa (Global Routing
Table, GRT).

VRF (Virtual Routing and Forwarding instance) mpejcrasisieT CO00M BUPTYaJbHBIU 9K3eMILIIP
MapIIPyTHU3aLUH, UK IIPOCTOM BUPTYAJIbLHBIM MapIpyTusaTop. Kaxkaslii VRF MMeeT OTHe/IbHBIN
He3aBHCUMBIN CIIMCOK MHTepdericoB, TabIUIly MaplIpyTh3anuu U ARP-Ttabsuiy. Tpaduk Mexay
nHTepdericaMu pasHbIX VRF IIOJIHOCTBI HM30JMPOBAH Jpyr OT Jpyra M MapIIpyTH3UPYeTCd
HEe3aBUCHUMO.
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B ciydae, ecou paspesieHre 110 VRFE HcIiosb3yeTcsd B IIpefiesiaX OZHOIO MaplIpyTH3aTopa, MeTos
umMmeeT HasBaHue VRF lite. Opranusamus ogHoro VRF Ha HeCKOJIbKHUX CBS3aHHBIX YCTPOMCTBAX,
KakK IIpaBWIO, o0O603HauaeTcd Kak TexHosiorud L3VPN (Layer3 Virtual Private Network).
Hcniosib3oBaHue VRF Lite u L3VPN omricaHo B paspeste "L3VPN" nanHOro PykoBojcTBa.

JlokaJbHO Ha UHTepdericax TakKe MOKHO HasHAauUUTh nnapaMeTp ARP timeout. /laHHBIN TapaMeTp
3aJjaeT MaKCHMaJIbHOe BpeMs >KU3HU ARP-3amuceli Ha yKasaHHOM WHTepdelice. B TeueHue
BpeMeHU >KMU3HU 3allucell MaplIpyTHU3aTOp IEePUOJUUYECKHU IIPOU3BOSUT UX OOHOBJIEHHE IIYyTEM
pacceiku ARP-3amipocoB. B ciiydae, eciy ymajJeHHBIM XOCT He oTBeuaeT Ha ARP sampocel B
TeyeHUe YKa3aHHOI0 TaliMayTa, 3allUCh YAaIseTCs U3 TabJIUIIbL.

Tabauua 26. [locaedosameabHocms Hacmpouku IP-adpecayuu u VRF Ha uHmepdgetice

KomaHma

confiqure

interface type num
vrf vrf_ name

ipv4 address ipv4address/prefix

arp aging-time minutes

ipvb address ipv6address/prefix

description descr

ipv4 unreachables disable

ipvb unreachables disable

ipv4 redirects disable

HasnaueHue

[Tepexo[ B pesKuUM I7106a7IbHOM KOHQUTYpALUN.
ITepexo/ B pesKUM HaCTPOUKU UHTepderica.
HasHaueHue Ha uHTepderice sk3emrurapa VRE.

HasHaueHue Ha uHTepdetice IPv4-anpeca B popmate CIDR
(agpec/mmHa 1pedukca).

3amaHue BpeMeHU KU3HU ARP-3amvceit Ha uHTepderice.
ITapaMeTp sABJIsIeTCS ONIIMOHAIBHBIM U JIN00 HaCIeLyeTcs
0T I7106a/IbHOM HaCTPOMKU arp aging-time, 1160
yCTaHaBJIUBAaeTCsa PaBHBIM 3HAUEHUIO 110 YMOTYaHUI0 — 240
MUHYT.

HasnaueHue Ha uHTepderice IPv6-aapeca.

HasHaueHUe Ha UHTepelice UMeHU-ONIHUCcaHUA. OrcaHue
cIefyeT 3aKJII0UaTh B KaBBIUKHU B CIy4ae, eCJIM CTPOKa
COZIeP’KUT CUMBOJIBI IIpo6eJIa.

(OmoHanbHO) 3arpeTuTh popMUpoBaHue nakeToB ICMP
unreachable pu HegocTynmHOCTH [PV4-X0CTa.

(OnroHabHO) 3aIpeTuTs GopMUpoBaHue nakeTos ICMP
unreachable npu HegocTytHOCTH IPV6-X0CTA.

(OmmoHanbHO) 3arpeT GOpMUPOBAHUS YBELOMIEHUMN
XOCTY O TOM, UTO HY>KHBI eMy aJipec Ha3HaueHUs Tellepb
IocTyIleH yepes apyrou nurro3 (ICMP redirects).

IMPORTANT: BBUAy apXUTEeKTYPHBIX 0COOEHHOCTEMN
ycTpoticTBa oTipaBka ICMP redirect B psze ciay4daeB He
IIPOM3BOJUTCA — B YaCTHOCTH, IIPU MapIIPyTU3aIUU
IaKeTa KOMMYyTallMOHHBIM UHIIOM yCTPOMCTBaA 6e3
IepexBaTa Ha I[[eHTPaJIbHBIN IIPOIIeccop.
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Komanpga HasHaueHue

ipvb redirects disable (OnImoHaILHO) 3ampeT GOPMHUPOBAHUS YBeTOMICHHI
XOCTY O TOM, UTO HY>KHBIN eMy ajJipec Ha3HaueHUs Tellepb
IocTyreH yepes apyrou nuito3 (ICMP redirects).

IMPORTANT: BBUly apXUTEKTYPHBIX 0COOeHHOCTeH
ycTpoiicTBa otrpaBka ICMP redirect B psjie ciiydaeB He
IIPOU3BOJIUTCSI — B YaCTHOCTH, IIPU MapIIpyTU3aI[UH
IaKeTa KOMMYyTallMOHHBIM UHIIOM yCTPOMCTBA 6e3
IepexBaTa Ha I1eHTPaIbHBIN IIPOIleccop.

commit [IpMeHeHMe IPOU3BeIeHHBIX HACTPOEK.
ITpumep: HasHayeHUe adpeca, ONUCAHUA U Ik3emnasapa VRF

0/ME5100:Router# configure

0/ME5100:Router(config)# interface tengigabitethernet 0/0/2
0/ME5100:Router(config-tengigabitethernet)# vrf example_vrf

0/ME5100:Router (config-tengigabitethernet)# ipv4 address 10.0.0.1/24
0/ME5100:Router(config-tengigabitethernet)# ipvb address 2000::1/64
0/ME5100:Router (config-tengigabitethernet)# arp aging-time 10
0/ME5100:Router (config-tengigabitethernet)# description "Example interface"
0/ME5100:Router(config-tengigabitethernet)# commit

IIpumep: 3adaHue 2106a1bHOU KOHPUypauuu ARP-maiimayma:

0/ME5100:Router# configure
0/ME5100:Router(config)# arp aging-time 10
@/ME5100:Router(config)# commit

Hactpoiika IP unnumbered

JlaHHBIM (QYHKIIMOHAJ II03BOJIIeT BKJIIOUMTL PEXUM MapIIpyTH3allMd Ha HHTepdelice 6e3
HasHaueHUsa eMy IPv4/IPv6-agpeca, myreM sauMcTBoBaHuA IPv4/IPv6-ampeca, y>Ke HaCTPOEHHOIO
Ha OJHOM M3 HHTepdelcoB MapuipyThsaTopa. Heo6XogWMO IOMHHUTBL, 4TO unnumbered-
HHTepperCc 3aMMCTBYeT CBOM ajipec y 3alyllleHHOro U paboTarlero uHHTepdeiica, II0ITOMY
peKoMeHyeTcd YKasblBaTh B KauecTBe UcTOuHUKA [Pv4/IPv6-anpeca Loopback-unTepderic.

Eciin Ha uHTepdeiice Ucmoab3yercsa IP unnumbered, To Ha HeM He MOTYT OBITH Ha3HAYEHEI afjpeca
KoMaHzaMu "ipv4 address/ipv6 address".

Tabauua 27. [locaedosamenbHocms Hacmpouku IP unnumbered Ha uHmepdetice

KomaHnpa HasnaueHue

configure [Tepexo[ B pesKUM IV106aIbHOM KOHQUTYpaIlUHU.
interface type num [Tepexof B pe>KMM HaCTPOUKU HHTepderica.

vrf vrf_name HasHaueHue Ha uHTepderice sk3emiursapa VRE.
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Komanpga HasHaueHue

ipv4 unnumbered type num BxuiroueHue IP unnumbered Ha uHTepdetice U 3ajaHUe

uHTepodetica-ucTOUHUKA [Pv4-anmpeca.

ipvb unnumbered type num BxurroueHue IP unnumbered Ha nHTepdetice U 3alaHUe

nHTepderica-UCTOUHUKA [Pv6-azpeca.

arp aging-time minutes 3asaHue BpeMeHU Ku3HU ARP-3anmceit Ha UHTepderice.

[TapaMeTp sIBJISeTCS ONIIMOHAJIbHBIM U JILO0 HaCIeyeTCs
0T IJI06aJIbHOM HaCTPOMKU arp aging-time, 1160
yCTaHABJINBAETCA PAaBHBIM 3HAYEHUIO I10 YMOJIYaHUI0 — 240

MUHYT.
arp proxy BrurroueHue proxy ARP.
description descr HasHaueHue Ha uHTepderice UMeHU-OIIMcaHus. OIrcaHue

cIelyeT 3aKJI0YaTh B KaBBIYKHU B CIydae, eC/IM CTPOKa
COJlep>KUT CUMBOJIBI IIpoGeJIa.

commi t [IppMeHeHHe ITPOH3BeIeHHBIX HACTPOEK.

ITocieroBaTeILHOCTE HACTPOMKHU QyHKIMOHAaIA IP unnumbered

1
2.

CosmaTh Loopback-unTepderic, HasHauuTh Ha HeM [Pv4/IPv6 anpec.
Co3path cabuHTeperic.

BxuirounTs Ha cabuHTepderice ip unnumbered u ykasaTh uHTepdelic, IP-agpec KoToporo 6yzeT
UCII0JIb30BAaThHCA B KayecTBe Source B IP-ltakeTax (JIy4iile UCII0/1630BaTh Loopback)

[IpormicaTh CTaTHYeCKHUU MapIIpPyT A0 KJIMEHTCKOTO XOCTa, yKa3aB B KadecTBe IILTIO3a
CO3[IaHHBIN cabuHTEpPPETIC.

Eciii Hy’KHa CBSI3HOCTB MeXKIy KJIMEeHTCKHMMM XO0CTaMH, TO Ha cabuHTepdericax He0OX0JUMO
BKJIIOUHUTE PEsKUM Proxy ARP.

IIpumep:

B

VRF "client" Hy>)XHO BbIIe/UTH [P-afpeca TpeM KiaveHTaM. [IepBbIM KJIHEHT [OCTYIIEH Uepes

unrtepderic te 0/0/1.101, BTopoii-uepes te 0/0/1.102, Tpetuii-uyepes te 0/0/1.103. Me>Xay mepBBIM U
TPeTHUM XOCTOM JI0JDKHA OBITH CBSI3HOCTb.

Cozdaem Loopback-unmepdgetic, HasHauaem Ha Hem IPv4 adpec us cemu, 8bl0e/1€HHOIL 0151 KAUEHMCKUX
nookroueHull, HasHavuaem VRF.

0/ME5100:Router# configure

0/ME5100:Router(config)# interface loopback 100
0/ME5100:Router (config-loopback)# description "office"
0/ME5100:Router(config-loopback)# vrf client
0/ME5100:Router (config-loopback)# ipv4 address 100.1.1.1/24
0/ME5100:Router(config-loopback)# exit
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Co3daem caburmepdgeticvt 8 mom sce VRF, umo u Loopback, Ha nepgom u mpemuvem 8KAOUAECM PTOXY

ARP.

0/ME5100:
0/ME5100:
0/ME5100:
0/ME5100:
0/ME5100:
0/ME5100:
0/ME5100:

0/ME5100:
0/ME5100:
0/ME5100:
0/ME5100:
0/ME5100:
0/ME5100:

0/ME5100:
0/ME5100:
0/ME5100:
0/ME5100:
0/ME5100:
0/ME5100:
0/ME5100:

Router(config)#

Router(config)# interface te 0/0/1.101
Router(config-tengigabitethernet-sub)#
Router(config-tengigabitethernet-sub)#
Router(config-tengigabitethernet-sub)#
Router(config-tengigabitethernet-sub)#
Router(config-tengigabitethernet-sub)#

Router(config)#

Router(config)# interface te 0/0/1.102
Router(config-tengigabitethernet-sub)#
Router(config-tengigabitethernet-sub)#
Router(config-tengigabitethernet-sub)#
Router(config-tengigabitethernet-sub)#

Router(config)#

Router(config)# interface te 0/0/1.103
Router(config-tengigabitethernet-sub)#
Router(config-tengigabitethernet-sub)#
Router(config-tengigabitethernet-sub)#
Router(config-tengigabitethernet-sub)#
Router(config-tengigabitethernet-sub)#

IIponucvsleaem cmamuyecKue Mapupymaut

0/ME5100:

Router(config)#

description "office-1"
encapsulation outer-vid 101
ipv4 unnumbered loopback 100
arp proxy

exit

description "office-2"
encapsulation outer-vid 102
ipv4 unnumbered loopback 100
exit

description "office-1"
encapsulation outer-vid 103
ipv4 unnumbered loopback 100
arp proxy

exit

0/ME5100:Router(config)# router static vrf client
0/ME5100:Router(config-vrf)# address-family ipv4 unicast

0/ME5100:Router(config-unicast)# destination 100.1.1.101/32 0.0.0.0 interface te
0/0/1.101

0/ME5100:Router(config-tengigabitethernet-sub)# exit
0/ME5100:Router(config-unicast)# destination 100.1.1.102/32 0.0.0.0 interface te
0/0/1.102

0/ME5100:Router (config-tengigabitethernet-sub)# exit

0/ME5100:Router (config-unicast)# destination 100.1.1.103/32 0.0.0.0 interface te
0/0/1.103

0/ME5100:Router (config-tengigabitethernet-sub)# exit

0/ME5100:Router(config)# commit
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Hacrtpoyka MTU, pe>xxumoB ¢pusnueckoro uHrepgemca
U UHTepBaJia IoJcyeTa CTaTUCTHUKU

MTU (Maximum Transmission Unit) —MaKCUMaJIbLHBIN pasMep IepeflaBaeMbIX yepes UHTeperc
naketoB. Pasmep MTU orHocutca K miauHe Ethernet-¢perimMa (Kajgpa KaHaJIbHOTO YPOBHS) C
yueToM VLAN-TeroB. Hampumep, masa IP-takera pasmepoM B 1500 6aiiT kaHainbHbIE MTU
cocraBJiigeT 1522 6aiiTa C y4eTOM BO3MO>KHOI'O IBOMHOIO TeTUPOBAHUA.

VcraHoByieHHOe 3HaueHue MTU BiusgeT Ha Irepemady BCeX Ethernet-Ka,quB, He3aBHCHMO OT HX
IIPOTOKOJIBHOTO COZIEP?KUMOT0.

I[P MTU-—MakcuMaJbHBIM pasMep IiepefaBaeMbIX uYepe3 wuHTepdeiic IPv4/IPv6-mtakeToB.
3nauenue IP MTU mpuMeHsieTcsa IIpA paboTe HMHTepdelica B pesXxuMe MaplipyTusanuu (layer3
forwarding) [y TpaH3UTHOrO TpaduKa, a TarkkKe [JId IIaKeTOB, OTIIPAaBJI€MBIX CaMHM
MapIIPyTU3aTOPOM C JaHHOTO MHTepdetica — HalIpUMep, CUTHAJIbHBIM COOOIIeHHUAM IIPOTOKOJIOB
MapIIpyTHU3alliu.

[Io ymosmyaHHI0 Ha HHTepdercax MapIlIpyTu3aTopa ucooabdyercas MTU 1522

NOTE . -
6aitta 1 IP MTU — 1500 6aMT.
3HaueHnus MTU wu IP MTU 3ajawTcd I[eJIUKOM 111 (QHU3UUEeCKOro
uHTepderica (160 arperupyroiiero MHrepderica) ¥ HacJeAyHOTCI BCEMHU
IMPORTANT ero cabuHTepdericaMu. IIpy KOHQUIYPHUPOBAHUU  arperupyrolnero

uHTepdetica (bundle-ether) cienyet 3amaBath 3HaueHus MTU Ha HeM, 3TH
3HaueHUs OyAyT YyHac/JeLOBaHbl COCTABJAKIIUMU ero ¢GU3N4YeCKUMU
UHTepdericaMu.

MHTepBaJI I0/cYeTa CTATUCTHUKHU OIIpefiesiieT BpeMs, 3a KOTopoe Oy/leT YCpeAHAThCSI CTaTUCTHKA
Ilepe/JaHHbBIX/0TIIPAaBJIeHHBIX ITIaKeTOB M OaWT IIPHM BBIYMCIEHUM 3HAaUYeHUH TeKylllel 3arpysku
uHTepderica.

I[Io ymMo/sYaHUIO HHTepBaJsl IOJCYEeTa CTAaTUCTUKU cocTasysdeT 300 cexkyHp (5
NOTE MUHYT). YMeHBIIeHHe 3TOT0 WHTepBajia II03BOJIIeT YBEJWYUTH TOYHOCTH

Al

oIIpefiesIeHHs "MOMEHTAJILHOM " 3arpy3Ku HHTepderica.

K pecxumaMm ¢pusnueckoro uHTepderica 0THOCUTCA CKOPOCTh (speed) u aytuiekc (duplex).
[Io ymMoYaHUIO HHTepPQeMCchl YCTPOMCTBA HAXOAATCA B peKHMMe IIOJTHOTO aBTOCOIJIACOBAaHUS
(speed auto, duplex auto)

Tabuya 28. TlociegoBaTeIbHOCTE HacTpoliku MTU, pe>xuma nHTepdeiica u HHTepBaJja IojcJdeTa
CTaTUCTHKH

Komanpa HasHayeHmue

configure [Tepexof B pesKUM IV1060aIbHOU KOHQUTYpaIluH.
interface type num [Tepexof B pe’KUM HacCTPOMKU UHTepderica.

mtu [2_mtu_bytes YcraHoBKa KaHajibHOTro MTU B 6aiiTax.
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Komanpga HasHaueHue

ip mtu ip_mtu_bytes YcranoBka IP MTU B 6auTax.

speed {10 | 100 | 1G | 10G | 40G | 3amaHuUe CKOPOCTHU GU3NUECKOTO UHTepdertica.

100G | auto }

duplex { half | full | auto } 3amaHue ayiviekca pusmuyeckoro uHTepderica.

load-interval seconds YcTaHOBKa MHTepBaJia IIo/icyeTa 3arpy3sKu UHTepdeiica B
CeKyH/IaX.

commit [IprMeHeHMe IIPOU3BEIEHHBIX HAaCTPOEK.

IIpumep: Hacmpolika MTU, pexcuma unmepdgetica u uHmepeana noocuema Cmamucmuxu:

0/ME5100:Router# configure

0/ME5100:Router(config)# interface tengigabitethernet 0/0/2
0/ME5100:Router(config-tengigabitethernet)# mtu 9122
0/ME5100:Router (config-tengigabitethernet)# ip mtu 9100
0/ME5100:Router(config-tengigabitethernet)# speed 16
0/ME5100:Router(config-tengigabitethernet)# duplex full
0/ME5100:Router (config-tengigabitethernet)# load-interval 30
0/ME5100:Router(config-tengigabitethernet)# commit

A uHTepdeticoB 40G u 100G mopzmeprkaHa TeXHOJIOTUS KoppekKnuu omubok (Forward Error
Correction — FEC).

Croucok moffep KUBAaeMbIX PEKHMOB  OIIpefiesiIeTcss BO3MOXKHOCTSIMH —YCTaHOBJIEHHOIO B
uHTepderic TpaHcuBepa. PesxuM aBTocoriacoBaHusg FEC II0 yMOYaHUIO I PasHBIX THUIIOB
TPaHCHUBEPOB IIpPe/CTaB/IeH B Ta0IHUILe.

Tabuuya 29. Pexxum aBTocorinacoanus FEC myia uaTepdetricoB 100G B 3aBUCHMOCTH OT THIIA
TpaHCUBepa

COMPLIANCE CODE - Tum TpaHCcHBepa 3uauyenue FEC B
pe>xumMe auto

100G AOC (Active Optical Cable), retimed or 25GAUI C2M AOC. Providing a clol
worst BER of 5 x 10/-5

100GBASE_SR4 - 100GBASE-SR4 or 25GBASE-SR clol
100G_CWDM4_MSA_FEC - 100G CWDM4 clol
100G_PSM4_SMF - 100G PSM4 Parallel SMF clol

100G_ACC_RS_FEC - 100G ACC (Active Copper Cable), retimed or 25GAUI C2M  cl91
ACC. Providing a worst BER of 5 x 10A-5

100GBASE_CR4 - 100GBASE-CR4, 25GBASE-CR CA-25G-L or S0GBASE-CR2 clol

100G AOC, retimed or 25GAUI C2M AOC. Providing a worst BER of 10/-12 or clol
below

100GBASE_CR4 - 100GBASE-CR4, 25GBASE-CR CA-25G-L or S0GBASE-CR2 clol
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COMPLIANCE CODE - Tum TpaHcuBepa

100G_ACC_R_FEC - 100G ACC, retimed or 25GAUI C2M ACC. Providing a worst

BER of 107-12 or below

100GBASE_LR4 - 100GBASE-LR4 or 25GBASE-LR
100GBASE_ER4 - 100GBASE-ER4 or 25GBASE-ER
100GBASE_SR10 - 100GBASE-SR10

100GBASE_DR4 - 100GBASE-DR (Clause 140), CAUI-4 (no FEC)

3Hauenue FEC B
pexuMe auto

off
off
off
off

Tab.1uya 30. IlocieoBaTeIbHOCTH HACTPOMKHY peskuMa Koppeknuu omu6ok (FEC)

Komanpa HasHnaueHue

configure Tlepexof] B peskKUM IJI06aIbHOM KOHHUIYPaITHH.
interface type num [Tepexof B pe>XUM HaCTPOMKU MHTepodeiica.

fec { auto | c174 | cl91 | off } 3amaHue pesxrMa KoppeKIiuu omu6ok (FEC) ms

uHtepdericoB hundredgigabitethernet u
fortygigabitethernet, rme:

auto - pexxuM aBTooIpegeneHus FEC (eoTHBIN pesXum

st 100G-uHTEepdEricoB);
cl74 - noMexoycTOMYUBOE KOJAHMPOBAaHUE BKJIIOUEHO 110 Cl174

(R-FEQC);

c191 - moMexoycTOMYMBOE KOJUPOBaHKEe BKIIOUEHO 110 c191

(RS-FEO);

clo1

off - pe’xuM IOMexX0yCTOMYHMBOTO KOAUPOBAHUS OTKIIOUeH
(medourTHBIM pesxuM 11 40G-UHTepdecoB).

commi t [IprMeHeHHUe ITPOU3BEIEHHBIX HACTPOEK.

[Ipu o6HOBJIeHUH C BepcuH 3.9 Ha 6osiee mo3gHUE B KoHbUrypanuu 100G-
dagateb FEC 1o 1epesarpysku
MapiupyTtusaTopa. To ecTh 3HaueHUe «auto» 3aMeHUTh Ha OFF miu cl91.

IMPORTANT uHTepdercoB HeoOXOAUMO SIBHO

Texyiiee 3Hauenue FEC 100G-uHTepdeiica moKakeT KoMmaHa "show interfaces"

ITpumep: show interfaces hundredgigabitethernet 0/0/2:

0/ME5200:Router# show interfaces hundredgigabitethernet 0/0/2

Fri Mar 13 16:38:38 2026
Hundredgigabitethernet0/0/2 is Up
Interface index is 35

Hardware is Hundredgigabitethernet, address is e8:

Link is up for @ hours, 2 minutes, 43 seconds
Description: L

No IPv4 address assigned

No IPv6 address assigned

Interface is bound to VRF default

28:¢1:48:06:65
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Interface is in layer2 forwarding mode
ARP aging time is 240 minutes

Interface MTU is 1522

Interface IP MTU is 1500

Media type is 100G-Fiber

Current speed is 100G, FEC mode is auto
Configured speed 1is auto, FEC mode is off

HacTpoiika 6a30BBIX OrpaHUYHTE/IeH I10I0CHI
IIPOIyCKaHUA HHTepdenca

Jl711 orpaHUUYeHUs II0JIOCHI IIPOITyCKaHUs HHTepderica Iid BXOZAINEro TpaduKa MCIIOIb3yeTCs
KoMaHja rate-limit input, aaa wucxomgiero Tpadpuka —shape output. 3HaueHHe II0JIOCHI
IIPOITYCKaHUA 3a/1aeTCsd B KMJIOOUTAaX B CEKYH/Y.

[Ipu 3ajaHUU II0JIOCHI HAa QU3NYECKOM WM arperupyrolneM HHTepdelice JaHHOe OrpaHUYEHHe
IeMCTBYyeT Ha BeCh TpapUK MHTepderica, BKIOUYasd ero cabuHTepPEUCH.

Tabauua 31. IlocnegoBaTeILHOCTh HACTPOMKH 0a30BBIX OTPAHUYUTEJIEH I10I0CHI

KomaHnpga HasHaueHue
configure [Tepexof B pesKUM IV106aIbHOM KOHQUTYpaIluH.
interface type num ITepexof B pe’KUM HacCTPOMKHU UHTepderica.

rate-limit input input_rate_kbps YcTaHOBKa OTpaHUYEeHU I10JI0CH] 111 BXOAIIEro Tpaduka,
B KMJIOOUTAX B CEKYH]TY.

shape output output_rate_kbps VcTaHOBKa OrpaHUYeHUS II0JIOCHI JJI UCXO/ISAITET0
TpadurKa, B KWIOOHUTaX B CEKYHAY.

commit ITprMeHeHe IIPOKM3BeAeHHBIX HACTPOEK.
ITpumep: HacmpoliKa o2paHuuumeiell N010CbL 0151 8X00AULe20 U UCX00AWe20 mpaPuxa:

0/ME5100:Router# configure

0/ME5100:Router(config)# interface tengigabitethernet 0/0/2
0/ME5100:Router (config-tengigabitethernet)# shape output 30000
0/ME5100:Router(config-tengigabitethernet)# rate-limit input 30000
0/ME5100:Router (config-tengigabitethernet)# commit

HasHaueHue QOS-IIOJIMTHK M KJIaCCUPHUKATOPOB
TpadHuka Ha HHTEepdelice

/111 paboThI CUCTEMBI 0OOeclleueHMs KadyecTBa obcaykuBaHus (QoS, Quality of Service) TpebyeTcsa
HasHaueHHe KIaccCuPUKaATOPOB TpaduKa Ha MHTepdelice. JlaHHbIe KIaCCUPUKATOPEI II03BOJIAIOT
OIIpeJie/INTh IIPUHA/JIEXKHOCTh BCET0 BXOAAIIEro B HHTepdelc TpadprKa K CKOHQUTYPUPOBAHHBIM
Ha yCTpoucTBe KiaaccaM. HasHadyeHHas Ha BXOfe KIacCHQHUKaIlUA Oy[eT HCIIO0JIb30BaThbCAd IIPHU
06paboTke QOS-IIOJIMTHKAaMHU Ha BBIXO/le U3 MHTepdecoB MapIlIpyTU3aTopa.
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TakuMm o6pasoM, 1 00pabOTKM TpaduKa COIJIaCHO IIOJIUTHK QoS TpebyeTcs HasHadeHUe
KJ1acCUPHUKATOPOB Ha BXO/le B MHTepelchl (tc-map) ¥ HasHaveHHe IIOJIUTUK QOS Ha BBIXOZle U3
UHTepdelcoB (service-policy).

Tabauya 32. Iloc/1e0BaTEIFHOCT Ha3HAYEHH KIacCHUKATOPOB TpaduKa U MOTUTHK QoS

KomaHnpga HasnaueHnue

configure [Tepexof B pesKuM 171062/ IbHOM KOHQUTYPAIIHH.
interface type num [Iepexof B pe>KUM HaCTPOMKU UHTepdetica.

tc-map input tcmap_index YcTaHOBKa KilacCuGUKATOpa BXOJAIEr0 B MHTep(euc

Tpaduka. tcmap_index — HOMep IIpeIBapUTEIHLHO
CKOHQUTYPHUPOBAHHOTO KJIacCH$HUKATOPa.

service-policy output YcTaHOBKA IIOJIUTHUKU QOS I UCXOZAIEro U3 uHTepdetica
servicepolicy_name Tpaduka. servicepolicy_name — UM IIpeIBapPUTEIHLHO
CKOHQUTYPUPOBAHHOM ITOJUTHUKHU QOS.

commit [IpruMeHeHMe IIPOM3BeJeHHBIX HACTPOEK.
IIpumep: HasHaueHue Kaaccugukamopa mpaguxka u noaumuku QosS:

0/ME5100:Router# configure

0/ME5100:Router (config)# interface tengigabitethernet 0/0/2.300
0/ME5100:Router (config-tengigabitethernet)# tc-map input 3
0/ME5100:Router(config-tengigabitethernet)# service-policy output VPN_30Mbit
0/ME5100:Router (config-tengigabitethernet)# commit

BoJiee 1mofipo6HO ommxcaHue paboThl MOACHCTEeMBI QOS CM. B COOTBETCTBYIOIIEH IJIaBe JaHHOTIO
PyxkoBozcTBa.

HcIio/1b30BaHHE arperupyrouiux HHrep¢pencoB

Arperupympolinye HHTeppeMchl (IpyIbl arperanyuu KaHaIoB, WM HHTep¢eicsl bundle-ether)
IIpe/ICTaBJIAIT COO0M JIOTMUeCKHe MHTepQeNchl, KaXKAbIH U3 KOTOPBIX COCTOUT M3 HeCKOJIbKHUX
¢usuyeckux. Ilosroca IPONYCKaHUS arperdpyrolllero MHTepderica paBHa CyMMe IIPOIIYCKHBIX
CITOCOOHOCTEM COCTABJIAIOIINX er0 GU3NYECKHUX IIOPTOB C y4eTOM O0alaHCUPOBKU I10 3TUM IIOPTaM.

IIpH KCII0JIb30BAaHUHU arperdpyroiiux HHTepdeicoB ciaefyeT yaeaaTb 0c060e BHUMaHHUE BOIIPOCY
6asaHCUPOBKU TpaduKa M KOHTPOJII 3arpy3KH COCTABJISIIOIINX HHTepderCcOB — TOIBKO MPHU
IOCTaTOYHO paBHOMEpPHOM 6GasaHCUPOBKe TpadHUKa IO COCTaBHBIM IIOPTaM MOYKHO IIOJIYUUTH
MaKCUMaJIbHO BO3MOYKHYI0 IIPOITYCKHYI0 CIIOCOGHOCTh. BOSHUKHOBEHUE JKe IIeperpy3KH Ha 0JJHOM
WIN HEeCKOJbKUX HHTepdericax-yyaCTHUKAX arperHpyIOIero CoeIUHeHUs IIPUBeeT K IIOTepsiM
Tpaduka, X0Ts 06IIas 3arpyska arperupyrolnero uHrepderica Mo)KeT IIPHU 3TOM He JOCTUTATh
MaKCHUMyMa.

[pymmbel arperanjiy Takyke MOYKHO IIPUMEHATH C IIeJIbI0 OpraHU3allMd pPe3epBUPOBaHUA
KaHaJIOB —IIpU 0TKas3e OJHOI0 M3 MHTep(eMCOB-yUYaCTHUKOB (HallpuMmep, PU3HUEeCKOM OOpBIBe
coefHeHUs) TpaQHUK aBTOMaTHUUECKH Ilepepaclipe/ie/iieTcs Ha OCTaBIIMecs aKTUBHBbIe II0PTHI.
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i1 co3maHus arpervpyrolyux HWHTepQercoB MOXKHO IIPUMEHSTH /JBa II0[X0[a — CO3[aHue
CTaTUYEeCKHUX arperanui Ju60 arperamuy ¢ UCIojib3oBaHueM 1mporokosia LACP (Link Aggregation
Control Protocol).

[Ipu opraHusanuu MHTepdeiicoB ¢ UcIoab3oBaHKeM LACP paboToCIIOCOOGHOCTH COCTaBJIAIOIIUX
COeJMHEeHUN KOHTPOJIUPYeTCsd CUTHAaJIbHBIMHU CpefCcTBAMH JAaHHOIO IIPOTOKOJIA. Arperupyroiye
HHTepenCsl ¢ IIPOTOK0JI0M LACP pekoMeHyeTcs IIPUMeHATh B OOJIBIIMHCTBE CIy4yaeB, TaK KaK
IIPOTOKOJIbHBIEe MeXaHU3MBbl KOHTPOJIA I[eJIOCTHOCTH COeJUHEHUS TapaHTHUPYHT OOHapy’KeHHe
OOpBIBOB Jlake B TeX CjlydasdX, Kormga QusnyecKue HHTepdeMchl IIPOLOJ/DKAKT 0CTaBaTbCI B
aKTUBHOM COCTOSIHUH.

Hampumep, IIpyU OpraHU3aIlMU CTHIKAa MEXKIY ABYMS MapIIpyTH3aTOPaMHU TPaHCIIOPTOM MEXKIY
HUMU MOXKeT CJIY>KUTh KaKag-JIM00 IlepBUYHAsA CeTh, KOTOpas He OTK/IIOYUT KOHEUYHBIe IIOPTHI
TpakTa IIpu ero o6pbiBe. be3 wucmosb3oBaHWsa curHanusanuu LACP B [aHHOM cily4dae
MapIlIpyTHU3aTOPHI IIPOLOJDKAT OTCHLIATh YacTh TpapUKa B HEUCIIPABHBIN JIMHK, YTO IIPUBEEeT K
IoTepe 3TOro Tpadpuka.

CraTHuecKue IPYNIIBl arperamyy peKOMeHAyeTCs IIPUMEeHATh TOJIBKO IIPH HeOoOXOJUMOCTH U B
CIy4asiX, eCJId COefuHseMble YCTPOMCTBA COeJUMHEHBI "CIIMHA K CIHWHe", TO eCTh IIPIMBIMU
Ethernet-coeguHeHUAMU 6e3 y4acTHs KaKOTO-JIMO0 JOIIOJTHUTEILHOTO TpaHcIopTa. OJHAKo Jake
B TaKOM CJyyae BO3MOKHA CHTyallyd, KOIZa HEHCIIPABHOCTb JIMHHUK 3aTPOHET TOJIbKO OHO
HalpasJleHHe Ilepefadyy Tpaduka, U TOIZa OJHO M3 YCTPOMCTB He CMOXKeT OOHapy’KUThb O0TKa3 U
IIPOJIOJ/DKHUT OTCHIIATH TPaPUK B HePab0TOCIIOCOOHBIN UHTEPeC.

JlJ1s1 yCKOpeHUsT 00Hapy>KeHUs1 C60eB MeKTy CeTeBBIMH YCTPOHMCTBAMHU peKOMEH/IyeTcs 3aIlyCcKaThb
MeXaHU3M GBICTPOTrO JeTeKTUPOBaHUS 06pbIBa JIMHKA — IIPOTOKOJI MicroBFD.

[Ipy oO0begVHEHUU YCTPOMCTB arperupyrolivuMy HHTepdericaMu cjefyeT HCII0JIb30BaTh
O/IMHAKOBBIN pesKUM paboTsl (ctaTuuecKui 160 LACP) ¢ 06erX CTOPOH COefUHEeHUS.

[l Ka)K[0TO arperupyrolero uHTepderica MO>KHO BbIOpaTh MeTO[ 6aJlaHCUPOBKHU TpaduKa I10
cocTaBsgOIUM mopTaM — "hash" miu "round-robin". MeTog 6asancrupoBku "hash" o3HadaeT, 4To
Ka)K[bI OTIIpaB/seMBbIM IIaKeT OyZeT OTIIPaBJIATHCA B OJWH M3 COCTaBJAIOIIUX JIMHKOB Ha
OCHOBaHUHU X3II-QYHKIIMU OT 3ar0JI0BKOB 3TOr0 IlakeTa. [JJaHHBIN MeTOJ, II03BOJIAET HAIIPaBUTh
BCe IaKeThl Ka’KAOIO OTHEeJIbHO B3STOr0 IIOTOKAa Tpaduka (HapuMep, TpadukKa MeKAy OBYMS
OIIpe/le/IeHHBIM y3JIaMH1) B OJUH U TOT >Ke UHTepdelic-yyacTHUK arperariuu. Metoz "round-robin”
OTIpaBJsAeT KaKAbIN IIOCTIeYIOIUN ITIaKeT B CAeAYIOIINHI 10 OUepeau COCTaBJISIOIINMI JUHK (T.H.
IorakeTHas 6a/IaHCUPOBKA), HeB3Upas Ha ero IIPUHAJIeKHOCTh K KaKOMY-JIM00 II0TOKY.

Meton "round-robin" T1I03BOJIIET MAaKCUMaJIbHO PaBHOMEPHO paclpeesiuTh TpaduK 110
y4aCTHHUKaM arperupyrollero JWUHKA, OJHAKO, ero II060YHBIM 3PPeKTOM MOKeT SBJIATHCI
IepeyIopsi0YMBaHye IIaKeTOB BHYTPHU IIOTOKOB TpaduKa —B Ciay4ae, eCJId COCTaBJIAIOLIMe
CoeUHEHUs BHOCAT PpasHyW 33a7ep>XKy. B OOJBIIMHCTBe IIPUMEeHEHUU pPeKOMeHyeTCs
HUCII0JIb30BaTh MeTo[ 6ataHCcUpoBKU "hash", ripegBapUTeIbHO CKOHQUIYPUPOBAB Ha YCTPOMCTBE
MeTOJl yJyeTa IIOJIeM i1 BBIUYMCJIEHUS XII-QyHKIUU (kKoMaHza load-balancing hash-fields
[JI06a/JILHOI0 pesKruMa KOHQUIypaIiun).

TakuM o6pa3oM, Ha MapiipyTu3aTopax ME M0>XHO HCH0JIb30BaTh CIeAyH0IHe BO3MO>KHOCTH
HaCTPOMKM arperanuy KaHaJIOB:
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1. Co3maBaTh arperupoBaHHbIe HHTepdeHChl, BKI0OYAs B HUX QU3NUeCKUe II0PTHI;

2. VcraHaBIUBaTL MeTOZ pPabOoThI
Hcrob30BanueM LACP;

arperupyroIiero wuHTepdeiica—cTaTUUecKUH JHU60 C

3. Bribupats pexxum pa6otel LACP — "slow" mu "fast";

4. 3amaBaTh peXUM 0aJJaHCUPOBKH TpaduKa B arperupymoineM uHTepderice — "hash" wim
"round-robin";

5. HacTpauBaTh MaKCHMaJbHOe M MHHHUMAaJIbHOE KOJHUYECTBO AKTUBHBIX YYaCTHUKOB B
arperupymroileM UHTepderice;

6. BkuirouaTh ¥ HacTpauBaTh Ha arperupyroiieM UHTepderice TOIIOJTHUTEIbHBIA MeTO/ 6BICTPOTO
IleTeKTUPOBaHMs 00phIBa JIMHKA — IIPOTOKOJ MicroBFD.

o Iloce[[0BaTeIbHOCTD CO3TaHUs M HAaCTPOMKM arperupymolero uHTepdeiica. BkiroueHue

micro-BFD *
Komanpna HasHaueHnue
configure ITepexo[ B pesXKUM IJ1006a/IbHOM KOHQUTYpAITUH.

interface bundle-ether num Co3aTh arpeTUpPYOITUU UHTEPPENC U TIePeUTH

B Pe>KUM HaCTPOMKU IIpoToKoJa MicroBFD.

bfd address-family ipv4 fast-detect BxII0uMTEL MicroBFD Ha arperupyomemM

HHTepderice.

bfd address-family ipv4 local-address

ipv4address

bfd address-family ipv4 neighbor ipv4address

bfd rx-interval value

bfd tx-interval value

bfd multiplier value

commit

VKasaTh JIOKaJIbHBIN [Pv4-anipeca uHTepdetica,
KOTOPBIH OyZeT UCII0JIb30BaThCA I
ycTraHoBsIeHUud BFD-ceccun.

Vkasatb IPv4-asipec BCTpeuyHOro uHTepderca,
KOTOPBIH OyZeT UCII0JIb30BAThCA [T
ycTraHoBJsIeHUd BFD-ceccun.

(OnroHanbHO) YKasaTh HHTepBall (B
MUJLINCEKYH/IaX), C KOTOPBIM JIOKaJILHOE
YCTPOMCTBO TOTOBO IIPUHUMAThL BFD-T1aKeTHI.

(OmrmoHaIbHO) YKasaTh HHTEPBAJI (B
MUJIMCEKYH/IAX), C KOTOPBIM JIOKaJIbHOe
YCTPOMCTBO OyzeT mepefaBaTh BFD-TakeTsl.

(OnmuoHabHO) YKasaTh 3HaUEHMe
MHO>KUTeJISI micro-BFD - kosrrmuecTBa
nocsenoBarTeabHBIX BFD-11akeTOB, 110CI1€
HeI10JIy4eHus KoTopbIX BFD-cocefcTBO OyzieT
CUUTATHCS Pa3OpPBaHHBIM, a aTrPeTrUPYIOIITUNI
JIMHK- HepaboTOCIIOCOOHBIM.

[IpuMeHeHMe IIPON3BeJeHHBIX HACTPOEK.

Tabuya 33. Ilocsieq0BaTEILHOCTH CO3/faHMS IPYIIIBI arperaiuy KaHaJI0B U HACTPONKHU

InmapaMeTpoB arperamyum.
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KomaHnpa

confiqure

lacp interface tengigabitethernet
num

bundle id bundle_id

bundle mode { active | passive |
off }

timeout { short | long }

exit

lacp interface bundle-ether
bundle_id

active-links max max_links

active-links min min_links

HasHaueHnue
Ilepexo[ B pesXUM I106a/IbHOM KOHQUTYpPAITUH.

Jlo6aBeHre PU3NUECKOTO JIMHKA B arperupyroiui
uHTepdelic U Iepexo]] B pe>KUM HaCTPOUKU ero
ITapaMeTPOB arpeTarfyim.

IIpuBsg3ka GU3UYECKOTo UHTepdelica K yKasaHHOMY HOMepy
arperupymoiero uHTepderica CUCTEMBI.

VKkasaHue pexuMa paboTsl arperaiiul — LACP active, LACP
passive 160 cTaTUYecKas arperarus. Ba)kHo ykasbIBaThb
OJIMHAKOBBIU peKUM PabOoTHI /I BCeX YYaCTHUKOB O{HOIO
U TOTI'O JKe arperipoOBaHHOr0 UHTepdeica.

(OmronanbHO) Be160p peskrMa paboTsl LACP — "slow"
(long) mau "fast" (short).

BosBpaT B peskuM IVI06a/IbHOM KOHQUIypaliuu. laiee
MO>KHO IIOBTOPUTH IlepeyrcIeHHble II1ary, 106aBuB
TpebyeMble HHTePGEMUCHI B COCTAaB arperupyroInero
COeJMHEeHHUS.

CosmaHue BCIIOMOTraTe/JIbHOTI0 3ileMeHTa — 0JI0Ka
HaCTPOUKU IIapaMeTpOB arperaniuu uHTepderica bundle-
ether u 1iepexo/ B pe’KUM HaCTPOMKHU 3TUX ITapaMeTpPOB.
KomaH/a sgBJjisseTcsl 00513aTeIbHOMU.

(OnroHaNIbHO) YKasaHHe MaKCUMaJIbHO BO3MOYKHOTO
KOJIMUeCTBA aKTUBHBIX YUaCTHUKOB arperupyroiiero
uHTepderica. [Ipy HaTUUYUU 60JIBIIIETO KOJIUYECTBA
Y4aCTHUKOB OHU OyAYT IIePeBOAUTHLCI B HEAKTUBHOE
COCTOSITHUE.

(OmroHasIbHO) YKasaHUe MUHUMAJILHO TpeGyeMoro
KOJINYeCTBAa aKTUBHBIX YUaCTHUKOB arperupyrolero
uHTepderica. B ciyyae, ecid KOJIMYeCTBO aKTUBHBIX
Y4aCTHUKOB OITYCTUTCS HIDKe JaHHOI0 3HaYeHUs,
arperupyrINuN HHTepderc 6yIeT IIPUHYIUTEIHLHO
leaKTUBUPOBaH.

exit BosBpart B pesXuM I7100a/IbHOU KOHQUTYpaIlHU.
commit ITpuMeHeHMe IIPOU3BELeHHBIX HACTPOEK.
HasHauaTh ¢pusndeckue UHTePEMCHl B TPYIINY arperariiii KaHajJIoB MO>KHO JIM60
NOTE rnocje, Ju60 OJHOBpPEMEHHO C CO3/laHHEM B CHUCTeMe COOTBeTCTBYIOILIEro
uHtepderica bundle-ether.
ITo YMOJTYaHUIO pexum 6a1aHCUPOBKU arperupyroIero
uHTepderica— "hash". /[imga obecmeyeHusa TpebyeMol 6asaHCUPOBKU
IMPORTANT pe A pevy P

HeoOX0MMO BOCIOJIB30BaThCI KoMaHoM "load-balancing hash-fields"
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IJ106aJILHOTO pesKUuMa KOHQUTYPaTIHH.

[ToJlyueHHBIN arperupyrouIUui HHTeppelCc MOXKHO HCII0OJb30BaTh B CHUCTeMe HapaBHe C
OOBIYHBIMU QU3UUECKUMU IIOPTaMHU.

IIpumep: KoHgucypauus azpezupyrouiezo uHmepdgeiica, cocmosuwezo u3 08yx GuauuecKux:

load-balancing hash-fields mac-src
load-balancing hash-fields mac-dst
load-balancing hash-fields ip-src
load-balancing hash-fields ip-dst

lacp interface tengigabitethernet 0/0/8
bundle id 1
bundle mode active

exit

lacp interface tengigabitethernet 0/0/9
bundle id 1
bundle mode active

exit

lacp interface bundle-ether 1
active-links min 2

exit

interface bundle-ether 1
bfd address-family ipv4 local-address 11.11.11.1
bfd address-family ipv4 neighbor 11.11.11.2
bfd multiplier 5
ipv4 address 11.11.11.1/24
exit

Arperanus uHTepdeiicoB Ha HeCKOJIBKHUX ycTpoiicTBax (MC-LAG)

MC-LAG (Multi-Chassis Link Aggregation) — TeXHOJIOTUSI arperaniiyd KaHaJjIOB, I103BOJILOIAS
00BbeIUHUTL JIMHKWA  OT[eJbHBIX  CeTeBBIX YCTPOMCTB B  arperupoBaHHBIM  JIMHK,
OYHKIIMOHUPYINWM KaK OJUH JIOTUYeCKU asteMeHT — Redundancy Group (RG).

OcHOBHBIE XapaKTepuCTUKHU Redundancy Group

1. Active/Standby: oguH y3eJs paboTaeT, IPyrou >KAeT CBOeH ouepeay;

2. AKTUBHBIM CTQHOBHUTCS yYaCTHHUK TPyHIIBI C HaWMEHBIIUM IIpuopureToM (mclag-base-
priority), ecsii IPUOPUTET He 3a/1aH, TO C HAUMEHBIIIUM HOMepPOM y3JIa B rpytme (node-id);

3. MapuipyTh3aTopbl IIOCTOSSHHO OOMEHUBAKTCHd CUTHaJaMH, KOIZa CHUIHAJIBI OT aKTUBHOTO
YCTPOMCTBA HPOIIalaloT, TPyIllla MHUITUUPYeT nepekatoueHue (failover).
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R1 R2

Peer link:

Figure 1. Cxema opeaHusauuu MC-LAG

MapuipytusaTopbl R1 1 R2 coeUHSAIOTCA MeKAy COO0M clielfhaJbHBIM KaHasoM — Peer link, 1o
KOTOPOMY HJeT 06MeH IIPOTOKOJBbHBIMHU COOOIIEHUSIMU [JI II0OCTOSHHOIO KOHTPOJIS COCTOSHUSA
YCTPOMCTB.

OmyvH U3 MapLIpPyTH3aTOPOB y4yacTByeT B OOMeHe TpapUKOM, IPYyrol HaXOAUTCA B ropsgyeM
pesepse.

Ha mapuipyrusatope R3 link1 u link2 co6rparoTcs B OJUH arperupyroIirm.

Juia MapuipyTusaTopa Router3 mopgkiroueHHe K Iape R1—R2 BRIVIAAUT KaK IOLKJIIOUEHME K
O/THOMY YCTPOMCTBY.

Hactpoiika ¢pyHknuoHasra MC-LAG /11 IpUBeJeHHOH BBIIIEe CXeMBbI COCTOMT U3 CIeAYIOIINX
3TaIoB:

1. Ha mapurpytusaTtopax R1 1 R2 HacTpouTs Redundancy-rpyIimsr;

2. HactpouTts Peer link mexxzay R1 u R2, 3amaTs IPv4-anpeca (redundancy-groups local-address) Ha
uHrtepdericax te0/0/1;

3. Ha mapuipyTusaTopax Co3/iaTh arperupyrolinye nHTeppeuncsl ¢ ucroib3oBanreM LACP.

Tabauya 34. loc/1eA0BaTEIFHOCTH CO3JaHUsI M HacTpoiiku redundancy group

Komanpga HasHaueHue

configure ITepexof B peXuM Iv106a/IbHOM KOHQUTYPALIHAH.
redundancy-groups local-address 3azmats JoKaJabHBIU IPv4-anpec. IPv4-agpec Oyaet
ipv4address UCII0JIb30BaThCA B KayecTBe SRC-azpeca /111 BceX

redundancy-TpyImn ¥ y4acTHUKOB redundancy-rpyIiin
(member) MapipyTH3aTopa IpH ycraHoBJIeHUU TCP-
CoeMHEeHUd peer-JIMHKa. JIokaabHbIN [Pv4-afpec Takke
MO’KHO 3a/1aTh I KaXK oM redundancy-rpyIsl HIH I
Ka’KJI0To eé yyaCTHUKA.
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Komanpga HasHaueHue

redundancy-groups redundancy-group Co3sgaTk redundancy-rpyIimy U IIepeiTU B peXKUM eé

num KOHQUTypaIyiu.
local-address ipv4address 3azaTsh JoKaJabHBIN IP-agpec 1u1g redundancy-rpyIrisl.
member-id num 3aaTh BOCbMU3HAaYHbIN HIEHTUQUKAITUOHHBIN HOMED

y49aCTHUKA TPYIIIIEL.

redundancy-group-member-1list VKasaTh BOCbMH3HAUYHbIA HIeHTHOUKAI[HOHHEINA HOMEP

redundancy-group-member num y4aCTHUKA TPYIIILI COCETHETO YCTPOUCTBA U IIePEUTH B
pexuM KOHQUTypaIiuu I1apaMeTpPoB CIyKeOHBIX
COOOIIeHHNH.

local-port num 3a/1aTh JIOKaJbHBIU ITOPT.

remote-port num 3azaTh JIOKaJIbHBIHN IIOPT COCEHET0 YCTPOMUCTBA.
BaxHo! Local- u remote-port J0/DKHBI OBITH
OJMHaKOBbIMH.

remote-address ipv4address 3amatsk IP-azpec cocefa.

commit [IprMeHeHMe IIPOU3BEIEHHBIX HAaCTPOEK.

ITpumep. Kongueypayusa redundancy group Ha d8yx ycmpoiicmeax — yuacmHukax MC-LAG
Router 1

redundancy-groups local-address 192.168.15.151
redundancy-groups redundancy-group 11
member-id 10000003
redundancy-group-member-1list redundancy-group-member 10000001
local-port 20151
remote-address 192.168.15.200
remote-port 20151
exit
exit

Router 2

redundancy-groups local-address 192.168.15.200
redundancy-groups redundancy-group 11
local-address 192.168.15.200
member-id 10000001
redundancy-group-member-1list redundancy-group-member 10000003
local-port 20200
remote-address 192.168.15.151
remote-port 20151
exit
exit
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Tabauya 35. IlocegoBaTeIbHOCTH HacTpoiiku MC-LAG

Komanpga

configure

lacp interface bundle-ether
bundle_id

mclag-rg-id rd_id

mclag-base-priority value

exit

redundancy-groups redundancy-group
rd_id

node-id value

system-mac- addr XX:XXIXXXXIXXXX

commit

HasxnaueHue
[Tepexof B pesXuUM 171062/ IbHOM KOHQUTYPaIIH.

Co3paTh arperupyroni UHTepeunc U U IIepeiT B pesKuM
HaCTPOMKHU ero IrapaMeTpOB.

[IpuBs3aTh arperupyroinui uaTepderic K redundancy-
rpyIIIIe.

(OmroHaIbHO) VKa3aTh IPUOPUTET y3JIa.
Bo3BpaT B pe)KUM KOHQUTYpaIU arperarjuu.

[lepeiTH B pe)KUM HaCTPOUKHU ITapaMeTpoB redundancy-
TPYIIIIEL.

3ajaTh YHUKa/JILHBINM HOMEpP yCTpoMcTBa B redundancy-
IpyIIIIe.

Vkasate MAC-ajipec, KOTOPBIH OYy/IeT UCII0JIb30BATHCS B
IACPPDU.

Ba>xHo! Ha Bcex ycTpoucTBax, BXoaamux B MC-LAG,
IIOJKeH OBITh YKa3aH OAWH U TOT ke MAC-afpec.
Hampuwmep, cucteMHbIt MAC-aZpec 0fHOTO U3
MapIIpyTHU3aTOPOB.

HpI/IMEHEHI/Ie IIPOMN3BENEHHBIX HACTPOEK.

IIpumep: KoHPuzypayus azpezupyrowezo uHmepdgeiica Ha mapupymusamopax, exoosujux e redundancy-

epynny.
Router 1

lacp
interface bundle-ether 11
mclag-base-priority 15
mclag-rg-id 11
exit

interface tengigabitethernet 0/0/12

bundle id 11
bundle mode active
exit

redundancy-groups redundancy-group 11

node-id 5

system-mac-addr a8:f9:4b:8b:bc:20

exit
exit

Router 2

lacp
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interface bundle-ether 11
mclag-base-priority 15
mclag-rg-id 11

exit

interface tengigabitethernet 0/0/8
bundle id 11
bundle mode active

exit
redundancy-groups redundancy-group 11
node-1id 2
system-mac-addr a8:f9:4b:8b:bc:20
exit
exit

Ponp y3sma B redundancy-rpyImiie, COCTOSTHHE arperHpyroIlero HHTepdeiica IIOKa)keT BBIBOJ

koMmaHb! show lacp bundle-ether

show lacp bundle-ether

ITpumep: show lacp bundle-ether

0/ME5100:Router2# show lacp bundle-ether 11
Thu May 21 12:00:18 2026
Bundle-Ether 11, up

Bundle 0S index 69

Bundle MAC a8:f9:4b:8b:bc:20
Aggregation status up

Load balance type hash

MC-LAG information:
Redundancy group 11
Current port priority 15

Role of device

BFD Information:

active (local-best)

Status disabled

Source IP 1.1.1.2

Destination IP 1.1.1.1

Multiplier 3

Tx interval 100 ms

Rx interval 100 ms
Local information:
Port State Port ID
te0/0/8 collecting-distributing 15.40969

System ID

32768.e8:28:c1:48:06:40
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A - Port is in active mode. P - Port is in passive mode.

S - Port sends PDUs at slow rate. F - Port sends PDUs at fast rate.
U - Port is aggregated. Y - Port is synchronized

C - Port is collecting. D - Port is distributing

T - Port is using default values for partner information

E - Information about partner has expired

Partner's information:

Port TX state Port ID System ID

te0/0/8 PUYCD 32768.85 150.38:19:4b:8b:95:00

MC-LAG:

Mbr-id Bundle MAC Partner MAC Bundle info Partner info

Group/Bundle Status

10000003 a8:f9:4b:8b:bc:20 a8:19:4b:8b:95:00 rcvd rcvd
synchronized/synchronized

micro-BFD information:
Port State

te0/0/8 disabled

Aggregation status table:
Port Aggregation

te0/0/8 on

Hcnosb3oBaHue cabuMHTepdericoB

CabuHTepdericel (subinterfaces) mpeacTaBiSIOT COO0UM JOTHUeCKHe WUHTePQEeMCHl, SBJISIOINECS
II0TOMKaMH GH3HU4YeCKOro HHTepdeiica (MO0 IPymHIIbl arperalniy KaHajaoB) W paboTaroliue C
TerupoBaHHbIM Ethernet-rpapuxom.

HampuMep, Ha OJZHOM (QU3HUYeCKOM UHTepdeiice MOXXKHO CO3JaThb TPU JIOTUYECKUX
cabuHTepderica, HepBbIN U3 KOTOPHIX paboTaeT TOJIBKO ¢ TpapUKOM C MHKAICy et 802.1q u
noMeudeHHBIM TeroM 100, BTOpoi - ¢ TeroM 300 u TpeTui - ¢ TeroM 400. ITozg pa6oToi ¢ TpaQUKOM B
OAHHOM CcJly4ae II0fipasyMeBaeTcd IIpHeM COOTBETCTBYIOIET0 TerMPOBAaHHOIO TpadukKa H
Iepefaya Tpapuka C COOTBETCTBYIOIIIMMU TeraMy. Bcero Ha omHOM ¢(HU3MUYeCKOM HHTepderice
MOXHO cosfgaTh 10 4000 cabuHTepdeiicoB. MaKcHMaslbHOE KOJIUYECTBO CabUHTEep)ercoB B
CHUCTeMe 3aBHUCHT OT MOJe/JIM MaplIpyTH3aTopa M YKasaHO B COOTBETCTBYIOIEM TeXHHUYECKOM
OITMCaHUH.

NOTE UnentudukaTtop cabuHTepdeiica (ykasblBaeTcsl uepe3 TOUKY IIOCJIe HOMepa
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POIUTEIBLCKOTO HMHTepderica) —YKCI0, YHUKAJIbHOE B IIpefiesiaX POAUTEIHCKOTO
uHTepdetica. UeHTUOUKATOP IIPU 3ITOM MOXKeT OBITh IIPOM3BOJIBLHBIM U He
00s13aH COOTBETCTBOBAThH TeraM, 3aflaHHBIM [JIsI MHKAICYJAIUH. TeM He MeHee,
U1 yo6CTBAa PEKOMEH/IyeTCsl UCII0Ib30BaTh KaKyH-JIM00 CHCTEMY COOTBETCTBHUS
MeXIy UIeHTUPUKATOPaM U UCIIOIb3YeMbIMH TeTaMHU.

B kagecTBe KyIacCUPUKATOPA [IJISI MHKAIICYJISIINHA MOJKET UCII0Ib30BaThCS O[MH WU [IBa TeTa.

KiaccudukaTop MHKAIICY/ISIINU 3a/iaeTcs Ha cabuHTepderice KOMaHZOM encapsulation.

Jo Bepcuu IIO 2.0.1 BKJIOYUTEJBEHO B KauvecTBe VLAN-Teros
pacmosHaBasuCch ToJIBKO Teru ¢ TPID 0x8100. HaumHaga ¢ Bepcun 2.2.0, Ha
KaKI0M U3 QU3NUeCKUX MHTeppeicoB MOXKHO yKa3aTh TPID 1j1d BHEIITHHUX
U BHYTPEHHHUX TeroB IIpU IIOMOIIM KOMaH/b! "encapsulation-map outer-
type { 8100 | 88a8 | 9100 } [ inner-type { 8100 | 88a8 | 9100 } ]". /lanHasa
HacTporka  OyzeT  IIpUMeHAThCA  [JiId  BcCeX  cabuHTep¢eiicoB
COOTBETCTBYIOILIETO  QM3MYEeCKOro  uHTepdemca. IIo  ymMoI4YaHUIO
npumMmenseTtcs TPID 0x8100/0x8100.

IMPORTANT

CabuHTepdeiicbl MOTYT IIOJHOLIEHHO HCIIOJIb30BaThCd B CHUCTeEMe HapaBHe C QU3HUUYECKUMU U
CJIY>KUTB Kak 1 Layer3-MapiipyTusaliiy, Tak U 1151 Layer2-KoMMyTalluu.

CabunTtepd@elicel B pecxumMme L3-MapiapyTusanuu

CabuHTepdeiic, KaKk U OOBIYHBIM QU3WUEeCKHUU HHTepdelic, MOKeT paboTaTh B pekuMe layer3
forwarding npu HasHaueHUH Ha Hero [Pv4/IPv6-aipecos.

[Ipu nosiyuyeHun Ethernet-kagpa B L3-cabuHTepdelic Bce 3arojIOBKU BTOPOIO YPOBHS, BKJIIOUAs
VLAN-Tery, oTOpachIBaXOTCSA, U BJIOKEHHBIU [P-makeT MaplIpyTHU3UPYeTCs COIVIACHO TabJIulI]
MapIIpYTHU3alluH.

IIpu mepepmauye IP-rtaketa u3 L3-cabuHTepdelica ItakeT uKamncyaupyercs B Ethernet-kamp c
aBTOMaTH4YeCKUM JobaByieHHeM TeX VLAN-TeroB, KOTOphIe 3aflaHbl Ha cabuHTepdelice B KauecTBe
KJIaCCUQHUKATOPa MHKAIICYJIALHUH.

Tabauua 36. IlocaegoBaTeILHOCTD CO3/JaHMS U HacTpoiiku L3-cabunTepdeiica

Komanpa HasHayeHmue

configure [Tepexof B pesKUM IV1060aIbHOM KOHQUTYpaIluH.

interface { tengigabitethernet |  Cospmanme caGuHTepdeiica U Hepexof B PeXKUM HACTPOHKH
bundle-ether } num.subif_id ero rnapaMeTpoB.

encapsulation outer-vid outer-vid  3amaHue KyacCuPUKaTOpa — MHKAICYIAIIMM TpapuKa Ha
[inner-vid inner-vid ] cabuHTepderice.

outer-vid — 3HaueHUe BHellTHero VLAN-Tera.

inner-vid — 3HaueHue BHyTpeHHero VLAN-Tera.

ipv4 address ipv4address/prefix (OmmmmoHanbHO) 3amanue [Pv4-anpeca Ha UHTepderice.

ipvb address ipv6address/prefix (OnmonanbHO) 3amanue IPv6-ampeca Ha UHTEpderice.
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Komanpga HasHaueHue

commit ITprMeHeHMe IIPOKM3BEeIeHHBIX HACTPOEK.
ITpumep L3-cabunmepdgetica ¢ oouHapHsim VLAN-mezupogaHuem

interface tengigabitethernet 0/0/1.4036
vrf example_vrf
ipv4 address 10.10.36.1/24
encapsulation outer-vid 4036

exit

IIpumep L3-cabunmepdelica c d8oiiHblm VLAN-mezupogaHuem

interface tengigabitethernet 0/0/1.40000100
vrf example_vrf
ipv4 address 192.0.2.0/31
encapsulation outer-vid 4000 inner-vid 100
exit

NOTE Ha L3-cabuHTepdericax UTHOPUPYeTCs KOMaH/a rewrite ingress/egress tag.

CabunTtepd@eiicel B pe>xume L2-KoOMMyTaIuu

CabuHTepdeiic TakKe MOKeT paboTaTh B pekume layer2 forwarding, BK/IIOUYaTbCSI B CEPBUCHI
L2VPN (6puK-TOMeHbl MJIU KPOCC-KOHHEKTBI) U CJIY>KUTh I CKBO3HOM KommyTaruu Ethernet-
KaJpoB.

[Ipu paboTe B pekuMe L2-KOMMyTalliM eCcTh BaKHOe OT/IMYMe —IIPU Ilepefjlaue KaJApoB uepes
cabuHTepderc MapIIPyTU3aTOP He MPOM3BOAMT HHUKAKOM Momudukaruu VLAN-TeroB. Takum
obpa3oM, ecau TpebyeTca C IIPUHUMaeMbIX KaJpOB CHATH Terd, Ha3HAaUUThb Ha HUX
IOIIOJTHUTEJIbHbIE TeTH JIN00 U3SMEHUTD TeTd, — TO He0OX0IUMO 3a/1aTh TpebyeMoe JeiCTBUE IIPU
IIOMOIITY TOIIOJTHUTEJIbHOM KOMaHARI rewrite ingress/egress tag.

CeMmericTBO KOMaHJ, rewrite ingress/egress tag II03BOJIAET BBIIIOJIHUTL C TeraMU CJeLyIOIue
IEeVICTBUL:

* push — no6aBuTs B Ethernet-kazap oguH miu 1Ba VLAN-Tera ¢ 3agaHHbIM VLAN ID;

* pop — CHATE C KaJpa oguH uiau ABa VLAN-Tera;

* replace —3aMeHUTHL BHEIITHUM TeT Ha 3afilaHHbIN VLAN ID U (onIfoHa/IbHO) 3aMEeHUTh TaKXKe
BHYTPEHHUH TeT B Kafipe;

* exchange —110MeHATh MeCTaMH BHEIITHUY U BHYTPEHHUH TeTH.

Ha omHOM cabuHTepderice MOXKHO 3a7laTh TOJIBKO O/THO IIPpaBHJIO 'rewrite ingress

NOTE , U ,
tag' 1 ofiHO IpaBUJIO 'rewrite egress tag'.

Tabauua 37. IlocaedosameabHOCMb CO30aHUSL U Hacmpoliku L2-cabuHmepgetica
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KomaHnpa

confiqure

interface { tengigabitethernet |
bundle-ether } num.subif id

encapsulation outer-vid outer-vid
[inner-vid inner-vid ]

commit

HasHaueHnue
Ilepexo[ B pesXUM I106a/IbHOM KOHQUTYpPAITUH.

Co3maHue cabuHTepderica U Iepexosl B PeXKUM HaCTPOUKHU
€ro ImapaMeTpoB.

3ajaHue KiIaccupUKaTOpa — MHKAIICYJIAIIUHU TpadpHKa Ha
cabuHTepderice.

outer-vid — 3HaueHue BHelltHero VLAN-Tera.

inner-vid — 3HaueHre BHyTpeHHero VLAN-Tera.

[IpuMeHeHMe IIPOU3BeJeHHBIX HACTPOEK.

Tabauua 38. Hacmpotika npasua rewrite egress tag' Ha L2-cabunmepdetice

KomaHma

confiqure

interface { tengigabitethernet |
bundle-ether } num.subif id

rewrite egress tag pop {one | two}

rewrite egress tag push outer-vid
outer-vid [inner-vid inner-vid ]

rewrite egress tag replace outer-
vid outer-vid [inner-vid inner-vid ]

rewrite egress tag exchange

commit

Ha3unaueHue
[Tepexo[ B pesKuUM I7106a7IbHOM KOHQUTYpALUN.

Co3pmaHue cabuHTepdeiica U epexo/l B peXKUM HaCTPOUKHU
€ro mapaMeTpoB.

CHATH O[IVH WJIH /1Ba Tera C nepefaBaeMoro Ethernet-kazpa.

Jlo6aBUTH OJTUH WJIU IBA Tera Ha IiepeaBaeMblii Ethernet-
Kajp.

3aMeHUTH O/IVH (BepXHUI) WM /IBa Tera Ha liepe/jaBaeMOM
Ethernet-kazpe.

[ToMeHSITh MeCTaMU BHEIITHUHN U BHYTPEHHUN TEeTH Ha
nepegaBaeMoM Ethernet-kaspe.

HpI/IMeHeHI/Ie IIPOM3BEAEHHBIX HACTPOEK.

Tabauua 39. Hacmpotika npagua rewrite ingress tag' Ha L2-cabuHmepgetice

KomaHnpa

configure

interface { tengigabitethernet |
bundle-ether } num.subif id

rewrite ingress tag pop {one |
two}

rewrite ingress tag push outer-vid

outer-vid [inner-vid inner-vid ]

rewrite inress tag replace outer-
vid outer-vid [ inner-vid inner-vid ]

rewrite ingress tag exchange

commit

HasHaueHue
Ilepexo[ B pesKUM I1006a/IbHOM KOHQUTYpAITUH.

Co3maHue cabuHTepderica U Iepexol B PeXKUM HaCTPOUKHU
€ro mapaMeTpoB.

CHATH OJIVIH WJIH /1Ba Tera ¢ npuHaToro Ethernet-kazgpa.

Jlo6aBUTH OJIVH WJIU /IBA Tera Ha IIPUHATHIN Ethernet-kazp.

3aMeHUTh OUH (BepXHUIT) UJIU [[Ba Tera Ha IPUHATOM
Ethernet-kazpe.

IToMeHSITh MeCTaMU BHEIIIHUM U BHYTPeHHUU Terd Ha
npuHaToM Ethernet-kazpe.

HpI/IMEHEHI/Ie IIPOM3BEAEHHBIX HACTPOEK.
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VTwinsanus cabuHrepgericon

Kak Ha ¢U3MyeCKUX U arperupyroiux uHTepdericax, Ha cabuHTepdericax BeleTCsd CTaTUCTHUKA
IepefaHHbIX U IPUHATHIX IaKeTOB. TakyKe MMeeTCsI BO3SMO>KHOCTD II0/[cUeTa TeKYIled 3arpy3sku
uHTepderica B OuTtax B ceKyHAy. IlofcdeT 3arpysku st cabuHTepdeiricoB BKIHYAETCS
rJ106aIbHOM KOMaHAoM system subint-utilization.

Tab.uya 40. BkaroueHue nodcuema sazpy3ku cabunmepdeticos

KomaHnpa HasunaueHue
configure [Tepexof B pe>KUM IV106aIbHOU KOHQUTYpaIlUH.
[no] system subint-utilization BKJ/II0UeHHe IoficueTa 3arpy3KH /I BceX cabMHTepdeiicos

cucTteMsbl. OTpUIlaTeIbHag GopMa KOMaH/bl OTK/II0YaeT
nogcyeT. [To yMOJI9aHUIO IO CYET 3arpy3KH Ha
cabuHTepdericax BHIK/IIOUEH.

commit HpI/IMEHeHI/Ie IIPOM3BEAEHHBIX HACTPOEK.

KoMaHabI AUAarHOCTHKU UHTEePPENCOB

Hrmke mnepeyuciieHb ShOw-KOMaH[bI, IOCPEACTBOM KOTOPBIX MOKHO ITOJIYUYHUTH Pa3IHUHYIO
IMarHOCTHUeCcKyI0 HHGopMaIuio 06 mHTepdericax CUCTEMBI.

show interfaces

KomaHza, IpM YyKasaHMM HMeHHM U HoMepa WHHTepdelica, BBIBOAUT [[eTAJIM3UPOBAHHYIO
MHGOOPMAITHIO 0 COCTOSTHUU MHTepdelica U CTaTUCTUKY UHTepdelica. be3 ykazaHUsI KOHKPETHOTO
nHTepderica BELIBOAUTCS HHOOPMAIS 110 BceM HHTepdericaM CUCTEMBL.

ITpumep: show interfaces

0/ME5100:Router# show interfaces tengigabitethernet 0/0/6
Wed May 27 16:33:36 2026
Tengigabitethernet@/0/6 is Up
Interface index is 7
Hardware is Tengigabitethernet, address is a8:f9:4b:8b:bc:26
Link is up for 1 weeks, @ days, 23 hours, 38 minutes
Description: to MNG_ME 17.31 gi@/6
No IPv4 address assigned
No IPv6 address assigned
Interface is bound to VRF default
Interface is in layer2 forwarding mode
ARP aging time is 240 minutes
Interface MTU is 1522
Interface IP MTU is 1500
Media type is 10G-Fiber
Current speed is 1 Gbit/s, duplex is Full
Configured speed is 1 Gbit/s, duplex is auto
Flow control is rx
300 seconds input rate is 536 bit/s
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300 seconds output rate is @ bit/s
300 seconds input unicast rate is @ pps
300 seconds output unicast rate is @ pps
300 seconds input multicast rate is 0 pps
300 seconds output multicast rate is @ pps
300 seconds input broadcast rate is @ pps
300 seconds output broadcast rate is 0 pps
287484 packets input, 45628540 bytes received
57490 broadcasts, 229994 multicasts
@ input errors, @ FCS
oversize, @ undersize
pause, @ pause error
MTU exceed, @ symbol errors
packets output, @ bytes sent
broadcasts, @ multicasts
output errors, @ FCS
oversize, @ undersize
pause, @ internal MAC

(SRS RN INGS I S RN B GS I oS

show ipv4 interfaces brief

KomaHza BBIBOAUT B TabJMYHOM BHe HHOopMalyuio 060 Bcex L3-uHTepdeiicaXx CHUCTEMBI C
ykasaHueM ux IPv4-anpecos, cocTogHus U VRFE, K KOTOPEIM OHU OTHECEHHL.

ITpumep: show ipv4 interfaces brief

0/ME5100:Router#f show ipv4 interfaces brief
Wed Dec 15 15:43:49 2021

Interface IPv4 address State VRF

te 0/0/5 100.100.12.1/31 Up default
te 0/0/6 100.100.24.1/31 LowLayerDwn default
te 0/0/7 100.100.23.1/31 LowLayerDwn default
te 0/0/17.10004000 4.4.4.4/24 LowLayerDwn 13-1

te 0/0/17.10004001 1.1.1.1/24 Up 13-1

te 0/0/17.20004000 172.16.0.0/31 Up 13-1

lo 1 2.2.2.2/32 Up default
lo 7991 3.1.3.1/32 Up 13-1
mgmt@/fmcd/1 172.17.0.32/24 Up mgmt-intf

show interfaces description

KomaHfa BBIBOAMT B TaO/JMYHOM BHEe IlepedyeHb HHTep(eMcoB C yKasaHHUEeM HX OIHMCaHUH
(description), ckoHQUTypHUpPOBaHHBIX I10JIb30BaTesIeM. [Ipu no6aBieHuH Kiroda "with-ifindex" B
TabJvile 6yeT 0ToOpakaThCsl CUCTEMHBIN HHIEKC MHTepdeiica.

ITpumep: show interfaces description with-ifindex

0/ME5100:Router# show interfaces description with-ifindex
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Mon Mar 23 16:33:25 2026

Interface IF index Admin state Oper state Description

te0/0/1 2 up up -3 MES3124F te0/4

te0/0/2 3 up up to ESR-200 gi1/0/2

te0/0/3 4 up up trunk to 17.150 te
0/1/3

show interfaces counters

KomaHza BBIBOAUT B TaG/IMYHOM BH[e IlepedyeHb MHTep(}eiicOB U CTATHUCTHUKY II0 CYeTYHKaM
ImakeToB Ha HUX. IIpu pob6aBieHun kiawda "with-ifindex" B Tabsuile OyzeT oTo6pakaThbCs
CHUCTeMHBIN MHIeKC UHTepderica.

show interfaces status

KomaHia BEIBOAUT B TaOJIMYHOM BHJE IlepeuyeHb QU3NUECKUX U arpeTUPYIOIIUX HHTepPerCcoB U
nHPopManMi0 06 UX TEKYIIUX COCTOSHHSIX U pekuMe paboThl. [Ipu mo6aBieHUH Kiroda "with-
ifindex" B Tabsurie 6ygeT 0TOO6pa’kaThCs CUCTEMHBINA UHEKC UHTepderica.

show interfaces summary

KomaHia BEIBOAUT CBOJHYI0 TaOJIMITy II0 KOJIMYECTBY UHTepeiicoB/cabuHTepdeiicoB CUCTEMBI U
HUX COCTOSTHHMU.

show interfaces utilization

KomaHpa BBIBOOAUT B TaOG/IMYHOM BHJe HHOOPMAIIUI0 O TeKylleMd 3arpyske QU3MYeCKUX U
arperupyroiux uHTepdericoB. IIpu npobaieHun kiaroda "with-ifindex" B Tabiuiie Oyzer
0TOOpa’kaThCsd CUCTEMHBIN UHJIeKC UHTepderica.

HacTpouka nmporokosia VRRP

VRRP (Virtual Router Redundancy Protocol) — ceTeBOM HIpPOTOKOJI, IIpefHAa3HAaYeHHBIA I
yBeJIMUEeHUs JOCTYITHOCTH MapIIPyTU3aTOPOB, BHIIIOJTHSIIOIUX POJIb IIIIF03a 110 YMOJTYaHHUI0.

VBeslMueHUe TOCTYIIHOCTH JOCTUTaeTCd IIyTéM 00 beJUHEeHUs IPYIIIIbI MapIIpyTU3aTOPOB B OQUH
BUPTYaJIbHBIA MapLIpyTHU3aTOp M HasHaueHUs UM o6iiero IP-aapeca, KOTOpbli U 6yneT
HUCII0/Ib30BaThCA KakK IIUII03 II0 YMOJYaHWIO I YCTPOMCTB ceTH. PaKTHUYeCKH, BUPTYaJIbHBIN
MapIIpyTHU3aTOp — 3TO IpyIIia UHTepdericoB MaplIpyTU3aTOPOB, KOTOPbIe HAaXOAATCA B OJHOM
cetu, U pasgessoT Virtual Router Identifier (VRID) u BupTyasbHbit [P-ampec (VIP). OpgunH
MapIIpyTU3aTOP MOXKET COCTOATH B HECKOJIbKHUX IPYINIaxX, Kakaasd U3 KOTOPHIX J0/DKHA MMeTh
CBOI0 yHUKasbHyt Imapy VIP/VRID. Ilapa VIP/VRID po/pKHa OBITH OJUHAKOBOM Ha BCeX
MapIIpyTHU3aTopax OJHOM CEeTH.

VRRP umeert nBe Bepcuu: VRRPv2 1 VRRPv3. VRRPV2 IIpUMeHUM TOJIBKO K CeTSIM, UCII0JIb3YIIIUM
npoTokoJ IPv4. VRRPV3, B cBOI0 ouepe/b, paboTaeT Kak ¢ IPv4, Tak u ¢ IPv6. Ha MmapuipyTusaTopax
cepuu ME nopiep>kaHbl 00e BepCHU.
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VRRP Master — VRRP-MapIiipyTusaTop, KOTOPBIX OTBedaeT 3a OTIIPaBKy IakeToB Ha IP-azpec,
aCCOIIMUPOBAHHBIM C BUPTYaJbHBIM MAapIIPyTH3aTOPOM, M 3a OTBeTBl Ha ARP-3arpocel,
OTIIpaBJIeHHbIe Ha 3TOT azgpec. Ecim Biazeser IP-axgpeca gocTyleH, TO OH BCerja CTaHOBUTCA
MacTepOM.

VRRP Backup — 3T0 rpymniia MapIiipyTHU3aTOPOB, KOTOpPble HAaXOJATCSI B pPeXUMe OKUIaHUAd U
TOTOBBI B3STh Ha Ce0s1 poJIb MacTepa, KakK TOJIbKO TeKylnuii VRRP Master cTaHeT He[JOCTyIIHBIM.

VRRP-MapuIpyTH3aTOp MOXKeT HaXOAUTHCSI B OJHOM M3 TpeX COCTOAHUU: Initialize, Backup, Master.
JTU COCTOSHUS MapIIPyTU3aTOP I10CIe[0BAaTeIbHO MEHIET.

B coctosinum "Initialize" MapmipyTu3aTop OXKHJaeT Hadasa paboThl. ECIM 9TOT MaplIpyTHU3aTOp
saBysieTcs BiaagenablieM VIP agpeca, To ecTh IP-afpec nHTepdeiica TaKoM ke KaK U BUPTYaJIbHBIN
IP-agpec (IIpuopuUTeT paBeH 255), TO MapILIPyTHU3aTOP OTIPaBJisIeT COOOIIEHUS O TOM, UTO OH
CTaHOBUTCA MacTepoM. OH TakyKe oOTIIpaBJsieT Gratuitous ARP-sampoc, B koTopoM MAC-agpec
HCTOYHUKA paBeH aJpecy BUPTYaJbHOI0 MapIIpyTH3aTopa. 3aTeM OH IIepeXOJUT B COCTOSTHUE
"Master". Eciu MapuipyTHU3aTOp He gBJsgeTcd BjafesblieM VIP, TO OH IIepeXOaUT B COCTOSIHHE
Backup.

MacTep IOCTOSHHO pacchliiaeT COOOIeHUs Ha IUPOKOBelaTeJAbHbIN afgpec 224.0.0.18 g IPv4 u
FF02:0:0:0:0:0:0:12 mja IPv6, uTo6bl coobmUTh Backup-mapiipyTrusaTopaMm, 4TO OH paboTaer.
MacTep oTHpaBJisieT COOOIeHUsA ¢ MHTepBasioM (advertise interval), paBHBIM II0 YMOJYaHUIO
OgHOU cekyHpue a1 VRRPvZ u ogHOU MuiuiucekyHze 1yt VRRPv3. Ilpu aToM B KauecTBe MAC
ajzpeca OTIpaBUTeJdA HCIIOJL3yeTcs: agpec rpymrel 00:00:5E:00:01:xx, rme XX — VRID B
HIecTHaAlaTepUYHOM popMare.

Ecsii Backup-mMapiuipyTusaTop He IIoJydaeT COOOIeHUs B TeueHHe Tpex advertise interval’oB, To
OH oTIpasysieT VRRP-cooOiieHHe 0 TOM, YTO COOMpaeTcs CTaTb MacTepoM. 3aTeM OTIIPaBJISET
mpoKoselnatesbHoe VRRP-coobiieHre, B KoTopoM MAC-azpec UCTOUHMKA paBeH ajijpecy 3TOro
BUPTYaJIbHOIO MaplIpyTHU3aTopa. B JaHHOM COOOIeHUH MapIIpyTU3aTOp YKasblBaeT CBOU
IIPUOPUTET.

HoOBBIM MacTepOM CTaHOBUTCS MapIIPyTHU3aTOP C HAMOOJIBIITUM IIPUOPUTETOM. IIpH OZMHAKOBBIX
3HAUeHMSIX IIPUOPUTETa y HEeCKOJIbKHUX Backup-MapIIpyTH3aTOpPOB MacTepoM CTaHOBUTCS
MapIIpyTU3aTOp C Hau60JIBIIINM CO6CTBEHHBIM IP-atpecoM.

Tabauya 41. Co3darue u Hacmpotika poymepa VRRP

KomaHnpa HasnaueHue
configure [Tepexo/ B pesKUM IJ106aIbHOM KOHQUTYpaLUH.
router vrrp CosaHuve BUPTYaJILHOIO MapIIpyTH3aTOpa U IIepexolx B

Pe’XUM ero KOHQUTypaIluH.

gratuitous-arp refresh VALUE (OmmoHanbHO) 3aflaHUe UWHTEpBajlla B CeKyHJaX, C
KOTOPBIM VRRP-MapIpyTHsaTop, HaXO[AIHICA B
COCTOSSHMM  "master"  oTmpaBisgeT — gratuitous  ARP-
coobmenud. Ilo ymosyaHur gratuitous ARP-cooOiieHUs
OTIPAaBJIAITCA TOJBKO OAUH pas, B MOMEHT Ilepexoja B
cocTosgsHHe "master”.
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KomaHnpa

gratuitous-arp refresh-repeat

VALUE

interface TYPE NUM

address-family ipv4 vrrp VRRP-ID

description STRING

priority VALUE

timers advertise VALUE

preempt disable

preempt delay VALUE

virtual-ip IPv4 ADDRESS
source-ip IPv4 ADDRESS

version { 2 | 3}

shutdown

root

commit

Ha3umaueHue

(OmmmonanpHO)  3ajaHWe  4yucyaa  gratuitous  ARP-
co00IIeHUH, oTHpaBgeMblXx VRRP-MapIIpyTU3aTOPOM IIPU
repexoje B cocTostHUe "master"”. JleposTHOe 3HaUEeHME-2.

BxurroueHue ripoTokosia VRRP Ha L3-uHTepdeliice U miepexop
B Pe’KUM ero KOHQUTypaIiuu.

3amanue uneHtTudukaropa rpyamnsl (VRID) uatepdeiica mas
pa6oTsl ¢ IPV4 1 mepexo/i B pe>KUM ee KOHQUTYpaITUU.

(OmmmonanbHO) HasHaueHWe uMeHM-onucaHud Ay VRRP-
rpymirsl.  OIlMcaHue cjefyeT 3akKIodaTh B KaBBIYKH B
cy4dae, eCJIM CTPOKa COJlep>KUT CUMBOJIBI IIpobeJia.

3ajaHue IIPUOpPHTETa JIOKAJbHOIO MapIIpyTH3aTopa MAJIsd
VRRP-rpymmisl B guanasoHe  1-254. 3HaueHHe  II0
yMosr4aHu0-100.

(OmmuoHanbHO) 3ajlaHUe BpPeMEHHOro UHTepBaja (B
CeKyHJ[axX) MeXK[y OTIIpaBKoM mMacTepoM VRRP-cO06II[eHUIA.
JedosTHOoe 3HaueHMe - 1. Ha Bcex mapiipyTusaTopax VRRP
IOJKHBL OBITh OJMHAKOBBIE 3HaUeHU timers advertise.

BrylroueHue 3alpeTa IiepexBaTa poJsM Macrepa. Backup-
MapIIpyTHU3aTop ¢ 60jiee BHICOKUM IIPUOPUTETOM He OyzeT
OBITaThCA IIepexXBaThIBATH POJIb MacTepa Y TeKVILero
Master-mapuipytusaTopa ¢ 60jsee HU3KHUM IIPHOPUTETOM.
HckiroyeHue U3 3TOro IpaBuia — VRRP-mapiipyTusaTop
Bcerga Oy/ieT CTAaHOBUTBLCI MacTepoM, ecjId OH Biajesel IP-
azpeca, KOTOPBIN IIPUCBOEH BUPTYaJIbHOMY
MapIlIpyTHU3aTOPy He3aBUCKUMO OT 3TOr0 ¢uiara (IIpUOpUTeT
255)

VKkasaHHe BpeMeHM B CeKyHJaX, Koropoe Backup-
MapIIpyTHU3aTop OyAeT KAaTh, IIpeXKie ueM O0bABUTH Cebs
MacTepoM, B3dATh I10J, KOHTPOJIb BUPTYyaJbHBIN [P-ampec u
HayaTh MapIIpyTHU3aIUIo I1akeToB. lepoTHOe 3HaUeHue-0.

VkasaHue BUpTyajsbHoro IPv4-aapeca.
VKkasaHue co6cTBeHHOTO IPv4-aspeca nHTepderica.

(OnmmuoHanbHO, TOJMBKO A IPv4) Beibop Bepcuu
npotokosla VRRP. Bepcusi 3 He uMeeT 00paTHOH
COBMECTHMOCTH C BepcHueH 2.

(OnImoHaJIbHO) AIMUHUCTPATHUBHOE OTKJIIOUeHUe
rnpoTokosia VRRP Ha L3-uHTepdeiice.

Bo3BpaT B peKUM I7106aIbHOM KOHQUTYPaAITHHU.

HpI/IMEHeHI/Ie IIPOM3BEAEHHBIX HACTPOEK.

Hactpotika VRRP pmg IPv6 B 11eJIOM TPOM3BOAUTCA aHAJIOTUUYHO, HO OTJIUYAeTCsd 3ajlaHue
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mapamMeTpoB virtual-ip U source-1ip.

Tabauua 42. B pexcume koHPuypauuu npomokoa VRRP na L3-uHmepdgeiice IPv6
KomaHma HasHaueHue

interface TYPE NUM BxurroueHue 1poTokosia VRRP Ha L3-uHTepdeliice U I1epexor
B Pe’KHUM ero KOHQUTYpaIluu.

address-family ipvb vrrp VRRP-ID  3amaHue ugeHTUGUKaTopa rpymisl (VRID) uHTepdeiica ais
pa6oTel ¢ IPV6 U Ilepexof B pesKUM ee KOHQUI'YpaIluHU.

virtual-ip global IPv6_ADDRESS  VkasaHUe BUPTyaJbHOrO IJIo6asbHOro IPv6-ampeca.

virtual-ip link-local { VKasaHUe BUPTYaJbHOI0 JIOKAJIbHOTO [PV6-aipeca BpyUHYIO
IPv6_ADDRESS | autoconfig } Jub0 [OpH  INIOMOILIYW  aBTOKOHQUIypUpoBaHUd.  Ilo
YMOJIYaHUIO IIpUMeHsIeTCd 3HaueHue 'autoconfig'.

source-ip IPv6_ADDRESS VKasaHue CoO6CTBEHHOTO JIOKaJIbHOTO IPv6-ampeca

OTciie)kxuBaHHe COCTOSIHUA HHTep¢eicoB A1 usMeHeHus craryca VRRP

Ha Mmapuipytusatopax cepuu ME peasn3oBaH [OIIOJHUTENBLHBIM QYHKIIMOHAJ, I103BOJIAIOIIINAMN
OTCJIe’KUBaTh U3MeHEeHHe COCTOsSHHe JII060ro HHTepdeiica, He OTHOCAIIEIoCsd K 39K3eMILIIPY
VRRP —Hanpumep, SBJIAIONIEr0Cd IIIJIFO30M Ha TeKyIlleM MacTepe W H3MeHATh 3HauveHue
npuopureTa poyrepa VRRP B 3aBUCUMOCTHU OT COCTOSHUS OTC/IEKUBAeMOIo UHTepdeiica.

* MakcuMaJIbHOE KOJIMYeCTBO OTCIeKUBAaeMbIX HHTepdercoB: 16

* MakcyMaJIbHOe 3HaYeHHe IIPUOPUTEeTa C YUeTOM BCeX KOPPEKTUPOBOK: 254

* MuHUMaJIbHOE 3Ha4YeHUe IIPUOPUTETA C YUeTOM BCeX KOPPEKTUPOBOK: 1

* [Ipu TpeKUHTe HECKOJBbKUX UHTeP(eHCcOB KOPPEKTUPOBKU IIPHOPUTETA CYMMHUPYIOTCS.

Tabauua 43. Hacmpotika yHKUuUU mpekuHeaa 015 poymepa VRRP

KomaHnpga HasnaueHue
configure [Tepexof B pe>KUM IVI00aJIbHOM KOHQUI'YpaIlHHU.
router vrrp CosmaHue BHPTYaJILHOIO MAapIIPyTH3aTOpa H IIepexof] B

Pe’XUM ero KOHQUTYpaIIuH.

interface TYPE NUM BxurroueHue ripoTokosia VRRP Ha L3-uHTepdelice U miepexop,
B PeXXUM ero KOHQUIypaIruu.

virtual-ip IPv4_ADDRESS YKasaHue BUpTyaJbHOro IPv4-anpeca.
source-ip IPv4 ADDRESS® VkasaHue co6cTBeHHOTO IPv4-aspeca uHTepderica.
priority VALUE 3alaHue IIpHUOpHTEeTa JIOKAJIbHOI0 MapIIpyTH3aTopa I

VRRP-rpymmiel B guanasoHe  1-254.  3HauveHHe  II0
yMmosrdaHu0-100.
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KomaHnpa

track interface type num {increase
value | decrease value}

commit

Ha3umaueHue

YKasaThb OTC/IeKUBaeMbIl HHTeppenc U YucI0, Ha KOTopoe
U3MEHUTCS 3HayeHHe IIpUOpHTeTa IIPU H3MeHeHUU
COCTOSHUS UHTepdeltica.

* increase - YyBeJIWYWUThH 3HauyeHUe IIPUOpPUTETa Ha
3aJlaHHOe YHCJIO;

* decrease - YyMeHBIIUTL 3HauUeHHe IIPUOPUTeTa Ha
3aJlaHHOe YHCJIO.

[IppMeHeHMe IIPON3Be/IeHHBIX HACTPOEK.

ITpumep koHpueypauuu poymepa VRRP dsa5 IPv4 u IPv6 ¢ fyHKUUeT mMpeKuH2a.

router vrrp

interface tengigabitethernet 0/1/3.4091

address-family ipv4
vrrp 4
source-ip 40.91.40.150
track

interface tengigabitethernet 0/0/11

decrease 50
exit
exit
version 3
virtual-ip 40.91.40.1
exit
exit
address-family ipv6
vrrp b

source-ip fe80::a3af9:4bff:fe8b:9523
virtual-ip global 40:91:40::1
virtual-ip link-local fe80@::aaf9:4bff:fe8b:952

exit
exit
exit
exit

Z[I/IaI'HOCTI/I‘IECKI/Ie KOMaH/AbI

show vrrp

KoMaHzia BHIBOAUT UHGOPMAITUIO 0 COCTOTHUU VRRP-MapIipyTH3aTOPOB.

ITpumep. show vrrp

0/FMCO:Router# show vrrp
Fri May 29 16:47:45 2026

Interface VRRP ID  Master Priority Current Priority Config

Priority Virtual IP
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te0/1/3.4091 4 100 100 100

40.91.40.1 running backup
te0/1/3.4091 6 100 100 100
fe80::a3af9:4bff:fe8b:952 running master

show vrrp statistics
KomaHa BEIBOAUT MHGOPMAIIHIO 00 OTIIPaBJIeHHBIX U IIPUHATHIX ITaKkeTaX VRRP-rpymir.

ITpumep. show vrrp statistics

0/FMCO:Router# show vrrp statistics
Fri May 29 16:51:10 2026
te0/1/3.4091:
Address-family: IPv4
VRID: 4
Become master: 0
Release master: 0
Advertise send: 0
Advertise receive: 14
Priority zero send: 0
Priority zero receive: @
Errors:
Packet length errors:
IP TTL errors:
Invalid type errors:
Address list errors:
Advertise interval errors:
Router version errors:
Authentication failures errors:
Invalid auth type errors:
Authentication type mismatch errors:
Address-family: IPvb
VRID: 6
Become master: 0
Release master: 0
Advertise send: 1
Advertise receive: 0
0
0
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Priority zero send:
Priority zero receive:
Errors:
Packet length errors:
IP TTL errors:
Invalid type errors:
Address list errors:
Advertise interval errors:
Router version errors:
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Authentication failures errors:
Invalid auth type errors:
Authentication type mismatch errors:

0
0
0



IIOCTOSHHBIE MAPHIPVTBI
CTATUYECKAJ MAPHIPYTU3AIIUA

B 3TOM IIaBe JaeTcd IOHATHE IIOCTOSHHBIX MapIIpPyTOB, OIKMCAHBI METOABI UX AUArHOCTHUKU U
HaCTpOMKa CTaTU4YeCKOM MapIIpyTHU3aliuu AJI I106a1bHOM Tabsuisl (GRT) u skseMiiapoB VRE.

OCHOBHOe CPeJCTBO TUarHOCTHUKH TabJIuLy MapIIpyTH3aIluHu

NOTE .
ycTporicTBa — KoMaHza show route.

THUIIBI IIOCTOAHHBIX MapaoipyTos

ITocTosTHHBIE MAapIIPYTBI —3TO MAapILIPYTHl, He 3aBHUCAIHe OT paboTel IIPOTOKOJIOB
OJUHAMHYECKOM MapIIpyTHU3alliy M CYILIeCTBYIOIIME B CHCTeMe KaK pe3yJabTaT Py4YHOM
HaCTPOUKHU.

B cucrteme umeetcsa TPHU THUIIa TaKHUX MapIIPyTOB:

* IIpHUcoefrHeHHEIe (connected);
* JIOKaJIbHBIE (local);

e cTaTHueckue (static).

IIpucoegHEHHBIE MapPUIPYThHI

[IpucoenuHeHHBIe (connected) MapIIPyTHl — 3TO MapIIPyThl, COOTBETCTBYIOIIME Ha3HAaUeHHBIM
Ha IP-uHTepdeiicr! noaceTsIM. [lapaMeTphl IIPUCOeUHEHHOTO MapIIpyTa — 3TO HEIIOCPe/[CTBEHHO
azpec ceTu ¥ HTepdeiic, Ha KOTOPOM Ha3HAUYeHa IaHHAs IIO/ICETh.

HampuMmep, Inpu HasHauyeHUH Ha uHTepderice I[Pv4-ampeca 100.64.0.1/24 B Tabuuiy
MapuIpyTHUsanuu OyfeT BHeCeHO, UTO aKTHBeH MaplupyT 100.64.0.0/24, mpucoefyHeHHBIN K
COOTBETCTBYIOILIIEMY UHTepdeliCcy yCTPOMUCTBA.

[IpricoeMHEHHbIe MapIIPyTHl MOSIBJSIOTCI B TaOJIHMIle MapIIPyTH3aIlMH U HCIIOJIB3YIOTCS IS
IepechUIKU TpadUKa TOJIHLKO B TOM CJIydae, €CJIM COOTBETCTBYIOIIMM MHTepdeiic HaXOAUTCSI B
aKTUBHOM COCTOSTHUH.

JIoka/IbHbIE MaPIIPYTHI

JlokasbHble (local) MapHIpyTHl —9TO MaKCUMaJIbHO clieliu¢uuHble (/32 misg IPv4) MapIiupyThl,
COOTBETCTBYIOIIMe Ha3HaueHHBIM Ha IP-uHTepdelicel ycTpoicTBa ajpecaM. IlapaMeTpsl
JIOKaJILHOTO MapIIpyTa—3TO ajpec HHTepderica ¢ MaCKOM /32 W HeNOCpPeACTBEHHO caM
uHTepderic, Ha KOTOPOM afipec Ha3HaUeH.

Hampumep, npu HasHaueHWW Ha wuHTepderice I[Pv4-ampeca 100.64.0.1/24 B Tabauly
MaplIpyTHU3anuu OyJeT BHECEHO, YTO AaKTHWBeH MaplipyT 100.64.0.1/32, JIOKaJbHBIU [
COOTBETCTBYIOII[ETO MHTepdeiica yCTPOHCTBA.
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JIokasibHEBIE MapIIpyTHEI IIOABJIAIOTCA B TaﬁHHHe MapIIpyTHU3alliUK TOJIBKO B TOM CJjy4dae, €CJIIH
COOTBGTCTBYI-OI_L(I/IfI I/IHTep(l)efIC HaxoguTCd B AKTHBHOM COCTOSHHH. JlokaJIbHbIE MapIIpyThI
HCIIOJIB3YIKTCA B CUCTEME VI BHYTPEHHUX HYX]I.

CiemyeT € OCTOPOXKHOCTHIO IIPUMEHSITh PEJUCTPUOYIINIO JIOKQJIbHBIX
MapLIpyTOB B IIPOTOKOJBl [JUHAMHUUYECKOH MapIIpyTH3alluH, TaK Kak
IIOSIBJIEHHE TaKHUX CHEeNUQUYHBIX MAapIIPYTOB MOXKeT IIPUBECTH K
HeOoUYeBUIHOMY BBIOOPY JIYUIITUX ITyTeH B CETH.

CAUTION

B ciydae, ecyii Ha MHTepelc HasHayYeH ajpec ¢ MackKou /32 (HampuMmep,
OpyU UCHOJIL30BAaHUM UHTepPPercoB JIOKaJbHOM IeTiu — loopback),
IMPORTANT COOTBETCTBYIOIIIUU MapLIPyT Oy[eT paccMaTpUBaTbC CUCTEMOM Kak
JIOKaJIbHBIM, a He KaK IIpUCOeJIUHeHHbIN. [[aHHYI0 0COOEHHOCTHL CjeLyeT
YUYUTBIBATH IIPU PeJUCTPUOYIINHU azpecoB loopback-uHTepdericos.

IIpocMOTp NpHUCOETUHEHHBIX M JIOKAJIbHBIX
MAapIIpPyTOB

BrIBO/I BCeX UMENIMXCA IPUCOEIUHEHHBIX MapIIpPyTOB IIPOU3BOAUTCA KOMaHMAOM show route
[vrf NAME] connected.

BeIBOJ, BCeX UMEIOIIUXCS JIOKAJIbHBIX MapIIpyTOB IIPOU3BOAUTCI KOMaH0M show route [vrf NAME]
local.

[Ipeario105KuM, B CUCTeMe HacTpoeH IPv4-uHTepdeic:

interface tengigabitethernet 0/0/5
load-interval 30
description "to AR2(2.2.2.2) te 0/0/5"
ipv4 address 100.100.12.0/31

exit

Torma B Tabusmile MapuUIpyTHU3aliiu OyAyT IIPUCYTCTBOBATh CJIEAYIOIUe IIpUcoefuHeHHbIe (Ko, ()
U JIOKaJIbHBbIE (KOJ L) MapIpyThL:

C 100.100.12.0/31 is directly connected, 12h50m46s, te 0/0/5
L 100.100.12.0/32 is directly connected, 12h50m46s, te 0/0/5

CraTHyeckue MapHIIpyThbl

CraTuueckue MapHmpyTbl CO34al0TCA B CHUCTEME€ BPYUHYIO IIyTEeM 3adaHHA COOTBETCTBYIOITHUX
KOMaH[ KOH(l)I/II‘ypaI_[I/II/I. HpI/I CO3MaHUH CTaTHYECKHX MAapHIIPyTOB HMEIOTCSI 00s13aTeJIbHBIE U
OIIITHMOHAJIBHBIE ITapaMeTpPHhI.
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06s13aTeIbHbIE TapaMeTpPHI:

* CeTb Wiy npedpuKc HasHaueHud B popMarte CIDR;

» [P-azipec cienyroirero ysuaa (nexthop).

OHI.II/IOHaJIBHLIe IIapaMeTphbI:

* UHTepdelic, Uepe3 KOTOPHIN HAIIPaBIIeTCAd CTaTUUEeCKUN MapIIIpyT;

* BKUIIOUEeHMe/OTKJII0UeHHe OBICTPOTO IeTeKTUPOBaHUs 00pbiBa BFD;

* MeTpHKa MapIIpyTa;

* BHYyTpeHHUN YMCI0BOU TIT MaplLIpyTa.

HacTpoiika cTaTH4eCKHX MapIIpyTOB BHYTPH IVI00a/ILHOM TaO0 /IMITbI

MmapuapyTtusanuu (GRT)

Jlo6aBieHHe CTaTUYeCKUX MapILIPyTOB B IVI00aJIbHOM TabJ/IHIle IIPOU3BOAUTCA B MepapXUueCKOM
BUJIe B pasfese KOHUIypamuu router static.

Tabauuya 44. Hacmpotika cmamu4ecKux mMapupymos 8 GRT

KomaHnpa

confiqure

router static

address-family { ipv4 | ipvb }
unicast

destination ip_network ip_nexthop

description descr

interface { null |
tengigabitethernet | bundle-ether
| fortygigabitethernet |
hundredgigabitethernet | tunnel-ip
| tunnel-rsvp | mgmt |

twentyfivegigabitethernet} num
bfd fast-detect

metric

exit

HasHaueHnue
Ilepexo[ B peskKUM IJ106a/IbHOM KOHQUTYpAITUH.

[Tepexof B pe>KUM KOHQUTYPAITUH CTaTUUECKOH
MapIIPyTU3aIlUH B IJ106aIbHON TabIUILe.

ITepexop B peXxuM HacTpouKH IP unicast-MapIpyToB.

Co3faHIe CTaTUYeCKOT0 MapIIpyTa Ha IIO/ICETh ip_network ¢
a/IpecoM CJIeyIOIIETo y3Ja ip_nexthop v Iepexoj B PeXKUM
KOHOUTYpaIy ONIIHOHAIBHBIX IapaMeTPOB JAHHOTO
MapIIpyTa.

HasHaueHHe MaplIpyTy UMeHHU-0IIMCaHus. OnrcaHue
cyleflyeT 3aKJII0UaTh B KaBBIUKHU B CIydae, eCIU CTPOKa
COZlep>KUT CHMBOJIBI IIpo6eia.

(OmnmoHanbHO) YKasaHue uHTepderica, yepe3 KOTOPBIA
OyzeT HallpaBJIeH MapIIPyT U IIepeX0/ B pe)KUM HaCTPOUKHU
JaJIbHEUITUX OIIITHOHAIbHBIX [TapaMeTpPOB.

(OnroHaIbHO) BKiTtoueHUe 6BICTPOTO [eTeKTUPOBaHUSA
00pBIBa CBA3H 10 CIeAYIOIero y3Ja (nexthop).

He npuMmenseTcs Aj tunnel-ip-, tunnel-rsvp-, mgmt-
uHTepdecos.

(OmroHanIbHO) YeTaHOBKA METPHUKU MapIIIpyTa.

(OnroHasIbHO) Bo3BpaT B peskKUM HaCTPOUKU
OIII[MOHA/IbHEIX IIapaMeTPOB MapIIPyTa.
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KomaHnpa

tag tag

commit

Ha3umaueHue

(OnroHaIbHO) YKasaHKe BHYTPeHHero YHUCJI0BOI0 Tera,
KOTOPBIN MO>KeT OBITH BIIOCJIECTBUH HUCII0JIb30BaH IIPU
¢MIBTpany MapIIpyTa IpaBUIaMU PeJUCTPUOYIIUH.

[IppMeHeHMe IIPOM3Be/IeHHBIX HACTPOEK.

ITpumep: Hacmpolika cmamuuecko20 mapwpyma Ha cemb 100.70.0.0/16 uepes y3en 4.4.4.4, unmepdhetic
bundle-ether 1.21, c Mempuxkoii 15 u BHympeHHUM mezom 555:

router static
address-family ipv4 unicast

destination 100.70.0.0/16 4.4.4.4
description "the way to the unknown"
interface bundle-ether 1.21

metric 15
exit
tag 555
exit
exit
exit

HacTpolika cTaTUH4eCKUX MapUIpyTOB BHYTPH 3K3eMILtsipa VRF

JlobaBieHHe CTaTUYeCKHUX MaplIpyToB A 3K3eMILrgpa VRF IIPOM3BOAUTCA B HepapXU4eCKOM
BHU/JIe B pasjesie KOHQUIyparuu router vrf.

A BkiurodeHus I[P-mapmpytusanuu B 3k3eMIursipe VRF Heo6xomaumo
IMPORTANT Ha/Jiuuhe B KOHQUIypalluM KaK MHHHMYyM IIycToro 6sioka router vrf
VRF_NAME mj1g maHHOTO 9K3eMILIIpa.

Tabauya 45. Hacmpoiika cmamu4ecKux Mapupymos eHympu sk3emnasapa VRF

KomaHnga

configure

router vrf vrf name

static

address-family { ipv4 | ipvb }
unicast

destination ip_network ip_nexthop
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Ha3sHaueHue
[Tepexof B pesKuUM 171062/ IbHOM KOHQUTYPAIIAH.

BxirroyeHue MapIIpyTU3alluU B YKa3aHHOM 9K3eMILIIpe
VRF u 11epexof; B pesKUM HaCTPOMKH OCHOBHBIX IIapaMeTpOB
MapIIpPyTHU3AL[UH I HETO.

[Tepexof B pesKUM KOHQUTYpaIiiy CTaTUYeCKON
MapIIpyTHU3aliuU B TeKyIeM ak3eMIursipe VRE.

[Tepexof B pe>KUM HacTPOMKH IP unicast-MapIlpyToB.

Co3jaHre CTaTUYeCKOTr0 MapIIpyTa Ha II0/ICeTh ip_network ¢
aZipecoM CJIefIyIoIero y3Ja ip_nexthop U I1epexo/; B pesKuM
KOHQUTYpaIuy ONITHMOHAIbHBIX IIapaMeTPOB JaHHOTO
MapIIpyTa.



Komanpga HasHaueHue

description descr HaszaueHue MaplIpyTy UMeHU-oIIucaHusd. OllrcaHue
cefyeT 3aKJ/II0UaTh B KaBbIUKU B CIy4ae, eCJIM CTpOKa
COJZlep>KUT CUMBOJIBI IIpobeJia.

interface { null | (OmoHaIbHO) YKasaHue HHTepdeiica, uepe3 KOTOPHIH
tengigabitethernet | bundle-ether go oy yanpapsen MapipyT 1 MIepexos B peskuM HacTpOIKH

| fortygigabitethernet | .
hundredgigabitethernet | tunnel-ip AQ/IPHEHIINX ONIIHOHATLHEIX 1aPaMeTPOB.

| tunnel-rsvp | mgmt |
twentyfivegigabitethernet} num

bfd fast-detect (OTIIMOHAIBHO) BK/IIOUeHHe 6BICTPOTO /IeTeKTUPOBaHHA
00prIBa CBA3U 10 CIeAYIOIero y3Ja (nexthop).
He npuMeHseTcs A4 tunnel-ip-, tunnel-rsvp-, mgmt-

uHTepdeHcos.
metric (OnoHanbHO) YeTaHOBKA METPUKU MapIIpyTa.
exit (OniroHaIbHO) Bo3BpaT B peskKUM HaCTPOUKU

OIITMOHAJBbHBIX ITapaMeTPOB MapIIpyTa.

tag tag (OnmroHanbHO) YKa3aHHUe BHYTPeHHEeI0 YKUC/I0BOTO Tera,
KOTOPBIN MO>KeT OBITH BIIOCJIECTBUH UCII0JIb30BaH IIPH
¢HUIbTpaIuy MaplIpyTa IIpaBUIaMU PefUCTPUOYITUH.

commi t [IpruMeHeHHe ITPOU3BEIEHHBIX HACTPOEK.

IIpumep: Hacmpoiika cmamuueckozo mapuipyma eHympu VRF "example_vrf" Ha cemb 10.0.0.0/23 uepes
y3en 4.4.4.4, unmepgeiic tengigabitethernet 0/0/18.1, c mempuxkoii 15 u éHympeHHUM mezaom 65001:

router vrf example_vrf
static
address-family ipv4 unicast
destination 10.0.0.0/23 4.4.4.4
interface tengigabitethernet 0/0/18.1
metric 15
exit
tag 65001
exit
exit
exit
exit

KomMaH I IPpOCMOTPA MapHIPyTHOM HHPOpMAITUHA

show route [vrf VRF] [ connected | static | local ]

JlaHHasE KOMaH/la BBIBOJUT IIOJHBIM CIIMCOK MAapIIPyTOB YCTPOMCTBA B IVI0OOAJIbHOM TabJIvIle
MapLIpyTU3alluu JHU60 B yKasaHHOM 3Kk3eMmiursipe VRF. Ilpu ykasaHUM THIIAa MapIIpyTOB
(connected/static/local) BEIBOZ UIBTPYyeTCAd B COOTBETCTBUM C 3aJJaHHBIM ITapaMeTPOM.
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ITpumep: 861800 KOMaHObL Show route

0/ME5100:Router# show route
Wed Feb 7 00:20:01 2018
Codes: C - connected, S - static, 0 - OSPF, B - BGP, L - local

IA - OSPF inter area, EA - OSPF intra area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
ET1 - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
LET - ISIS levell external, LE2 - ISIS level2 external
BI - BGP internal, BE - BGP external, BV - BGP vpn

L 1.1.1.1/32 is directly connected, 13h41m48s, 1o 1

il2  2.2.2.2/32 via 100.100.12.1 [116/10], 13h39m57s, te 0/0/5

il2 3.3.3.3/32 via 100.100.13.0 [116/10], 13h41m22s, te 0/0/6

il2 4.4.4.4/32 via 100.100.14.0 [116/10], 13h38m@3s, te 0/0/7.14

i L2 5.5.5.5/32 via 100.100.13.0 [116/30], 13h41m@9s, te 0/0/6

il2 6.6.6.6/32 via 100.100.13.0 [116/20], 13h41m@9s, te 0/0/6

il2 9.9.9.9/32 via 100.100.13.0 [116/10], 13h41m22s, te 0/0/6

C 10.10.0.0/24 is directly connected, 13h41m30s, te 0/0/1.10

L 10.10.0.1/32 is directly connected, 13h41m30s, te 0/0/1.10

C 10.100.100.0/24 is directly connected, 13h41m30s, te 0/0/1.100

L 10.100.100.1/32 is directly connected, 13h41m30s, te 0/0/1.100

C 11.1.0.0/24 is directly connected, 13h41m30s, te 0/0/1.11

L 11.1.0.1/32 is directly connected, 13h41m30s, te 0/0/1.11

BBI 20.20.0.0/32 via 100.100.12.1 [200/0], 13h38m@5s, te 0/0/5

BBI 22.11.0.0/24 via 100.100.12.1 [200/0], 13h38m@5s, te 0/0/5

BBI 22.21.21.0/24 via 100.100.12.1 [200/0], 13h38m@5s, te 0/0/5
<ou>
NOTE [Ipy HaJUYHU B CHUCTEMe OOJIBIIOTO KOJHMYECTBAa MAapPIIPYTOB BHIBOJ| ITOJTHOM

Ta6JII/II_U:I MOKET 3aHHMAaTh SHAYUTEJIbLHOE BpeMsi.

show route [vrf VRF] { ipv4 | ipv6 } PREFIX

JlaHHasE KOMaH/Ia BBIBOJUT JleTaJbHYI0 HMHGOPMAIUI0 10 KOHKPETHOMY IpedHUKCy B TabJHIle
MapIIPyTU3AITUH.

ITpumep: 861800 KOMaHObL Show route ipv4 PREFIX

0/ME5100:Router# show route ipv4 6.6.6.6/32
Wed Feb 7 00:24:31 2018
Routing entry for 6.6.6.6/32
Last update: 13h45m39s
Routing Descriptor Blocks
100.100.13.0, via te 0/0/6
Known via isis, distance 116, metric 20
type isis-level2-internal, protection none, route-type remote
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Entries: 1

B KauecTBe apryMeHTa kKomaHga show route { ipv4 | ipv6 } mpuHHMaer
TOJIBKO TOYHBIM MaplipyT B ¢opmare CIDR, umerinuiica B TabJiuile

IMPORTANT MaplupyTusanuu. /Ui BBINIOJIHEHUS IIOMCKA MaplpyTa sl KaKoro-a1u6o
IP-ampeca (T.H. TIIpoIlecC TOYHOIO IIOMCKa MapIIpyTa) CJenyer
BOCITI0JIb30BaThCI KOMaHA0U show 13forwarding.

show route rib summary [detailed]

KOMaH,Il;a BEIBOJIUT CBOOHYIO I/IH(l)OpMaU;I/IIO 0 KOJIM4eCTBe MapPIIPyTOB B CHCTeEME C YKa3aHHEM HX
THUIIOB/HCTOYHHUKOB.

ITpumep: 861800 KOMaHOBL 'show route rib summary':

0/ME5100:Router# show route rib summary
Thu May 29 11:21:53 2025

Route Source IPv4 Routes IPv6 Routes
static 0 1
connected 153 8
local 155 10
ospf 5 4
isis 1 0
bgp 0 0
rip 0 1
1fa 0 0
summary address 0 0
default origin 0 0
FIB installed 310 21
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HACTPOHKA IIPOTOKOJIA OSPF

B maHHOH I71aBe OIMMCAaHbl HPUHIIHIIEI HACTPOMKHU IIPOTOKOJIA TUHAMHUYECKOM MapIIpyTHU3aI[ud
OSPFv2 (Open Shortest Path First, version 2).

JlaHHBIN IIPOTOKOJI IPUHAJJIEKUT K CeMeICTBY IIPOTOKOJIOB COCTOSIHUS COeUHEHUS U OTHOCUTCS
K rpynre IGP (Interior Gateway Protocol).

IIpuHIUNIBEI KOHQUTYPUPOBAHUA NIPOTOKOIa OSPFVv2

HacTpoiika 1mpoljecca [MHaMHUYeCKOM Mapiapytusaruu OSPF  IIpou3BOAUTCA B pasfesie
KoHQUryparuu router ospfvl. BHYTpM JaHHOTO KOHQUIYpPAITMOHHOr0 6JI0Ka HaCTpauBaeTCs
OSPFVv2 Kak /1 I7106a/IbHOM TaGJIUIIBI, TAK U [JI1 UMERIUXCI Ha MapIlIpyTU3aTope 3K3eMILIIPOB
VREF.

Ha ycTpoiicTBe BOSMOKHO CO3aTh 10 16 mporteccoB Mapurpytusariuu OSPF.

JanbHelIasg KoHQUrypanus Osioka router ospfvl IIpOM3BOAMTCA HepapXU4yecKU. BHyTpHU
TabJIMIIBl MapIIpyTH3allui KOHGUIypupyroTcss OSPF-30HEI (area), B KOTOpPBIe y>Ke HasHadyarOTCId
JIOTUYeCKHe U ¢u3ruUecKre HHTepdeCchl yCTPOHCTBA.

[Io yMO/JIlYaHUIO HU OJUH U3 HHTEepPQeMrCcOB YCTPOMCTBA He BKJIIYEH B
nporokos OSPF. [lyis 3amycka mporokosia OSPF Ha wHTepdeiice u/mium
cabuHTepderice TpebyeTCd IBHO yKas3aTh 3TOT UHTepderic B KOHQUTYpaIuu
COOTBETCTBYIOIIIEN 30HEI BHYTPH IIpoliecca OSPFv2.

IMPORTANT

Ha uHTepdetice, CKOHQUTYPUPOBaHHOM BHYTPU KaKOM-1n60 30HBI OSPF,
3alycKaeTcs MeXaHU3M IIPOTOKOJILHOI0 06HapykeHUss OSPF — HaunHaeTcqa
ornpaBka HELLO-ltakeToB ¥ IIpUMeM TaKHX IIaKeTOB. LCKiIoueHHe

IMPORTANT COCTABJIAIOT T.H. "NIaCCUBHBbIE" MHTepPperCchl — TaKue UHTEPPEHChl TOJIHKO
BKJIIOYAIOTCA B cocTaB 00bsABiaeHUM OSPF Router links mpu pacceuike
IIPOTOKOJIbHBIX COOOII[eHHM, COCe[CTBa 4Yepe3 TaKue HHTepQeirchl He
yCTaHaBJIUBAKTCH.

TaxuM 06pa3oM, oC/Ie0BaTEJIbHOCTE KOHGHUIypHpoBaHMs NPoToKoaa OSPF BRII/IAAUT
CJIeIyIOIIMM 00pa3om:

1. CospmaHue mporiecca MapIIpyTU3aIiHHI.
2. Obuas HacTpoMKa mpoTokosia OSPF Ha ycTpoiicTBe.

3. Co3manue Tpe6yeMmbix OSPF-30H BHYTpH 6JI0Ka IIpoliecca MapIIpyTH3allMy M HacTpoMKa
9THUX 30H.

4. lob6aByeHUe UHTep)EelCcOB B COOTBETCTBYIOIYE OSPF-30HbI.

IHopnep>kka Instance ID

Ha wMapmpyTusatopax cemeidictBa ME peaqn3oBaH MeXaHU3M TOJJIEP’KKH HECKOJIbKHUX
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9K3eMILIIPOB IIPOTOKOJIA, paboTarIUX Ha OJHOM HHTepdelice, omucaHHBIM B RFC 6549. 3TOT
noOKyMeHT paciuupseT RFC 2328 MmexaHusmoM guddepeHIMAlIUN MAKETOB [JI Pa3IUUYHBIX
9K3eMILIIPOB, OTIIPABJIIeMBIX U II0JIydaeMbIX Ha OJJTHOM U TOM >Ke UHTepderice.

Jid TIOAep>XKKW I9TOM BO3MOJXKHOCTH, H3MeHEHHBIM ¢opmaT 3arojioBKa IlakeTa C II0JIEM
"Authentication Type" paspaessieTcs Ha 1oJie "Instance ID" u mosie "AuType".

012345678901234567890123456789¢01
e T T B T S T T S T ok ot T s or F S e
| Version # | Type | Packet length
o S e T S e o T S e Bl ok o T S SRR e S
| Router ID |
N
| Area 1D |
e
| Checksum | Instance ID | AuType
e e T T B T T e o e o
| Authentication
e T T T A s ot ] o (o T S SR SR e e S SR SR e
| Authentication |
e T T B T S T T S T ok ot T s or F S e

CtpykTypa OSPFv2 Header

Bce moJsi, 3a UCKIIOYeHHEM IIOJs HAeHTHOUKaTopa 3sk3eMmiurgpa OSPFv2 (Instance ID),
oripeziesieHbl B RFC 2328. /lyis1 Instance ID BeifiesisiioTcd mepBhle 8 6UT mosid "AuType”, TeM caMbIM
rosie "AuType" yMeHbIIaeTcs 10 8 6UT 6e3 U3MeHeHU ! B 3HaUeHUH.

Instance ID 1103BOJIZIET HUCIIOJIB30BaTh HECKOJIBKO 3K3eMILIIpoB OSPFv2 Ha ofHOM HHTepderice.
KaxgoMy  9K3eMIUIIpy IIPOTOKOJIa Ha  MAapIIpyTH3aTOpe IIPHUCBAaWMBAaeTCd  OTHe/IbHBIN
UaeHTUPUKATOp sk3eMmIigpa OSPFv2.

B 3arosioBke OSPFv2-niakeTa ycTaHaBJIUBaeTCd UAeHTUOUKATOP sk3eMIursipa OSPFv2 uHTepderica
(Instance ID). Instance ID McIIosb3yeTcs I YIIPOILEHUA AeMyJIbTHUILIEKCUPOBAaHUA IIaKeTa U
CBSA3BIBAHUS €ro C IIpaBHJILHBIM 3K3eMILIgpoM OSPFv2. IlosiygeHHble mmakeThl ¢ Instance ID, He
paBHBIM HHU OJHOMY U3 HacTpoeHHLIX Instance ID sk3emriuiapoB OSPFv2Z Ha npuHUMAaRINEM
uHTepderice, 0TOPaCHIBAIOTCH.

OmnpepesieHs] caeAyIOLMe HAeHTUPUKATOPHI IK3eMILUTIPOB OSPFv2:

* 0 - 6a3oBbIf 3K3eMIUIAP IPv4 - 3TO 3K3eMILIAP MaplupyTu3anuu IPv4 1o yMoJI4aHHUIO,
COOTBETCTBYIOIIIUM OJHOALPECHOM MapuipyTusanuu IPv4 1o yMOJI4aHUI0O U Tabsuiie
MapuipyTusanuu IPv4 oreparopa. MCIIOJIb30BaHHE 3TOr0 HAEHTHHKATOpa 3K3eMILIIpa
obecrieurBaeT 0OpaTHYI COBMECTUMOCTD ¢ 6a30BoH crieruukarveit OSPF;

1 - 0a30BBIM 3K3eMILIAP MHOIOAQApPecHoON paccelIKU IPv4 - 3ToT 3k3eMIiurip IPv4
COOTBETCTBYET OT[e/JBHOM TabJ/HIle MaplIpyTHU3aliuu [Pv4, MCII0Ib3yeMON [JI IIPOBEPKU
nepecbIKA obpaTHOTO IyTH (RPF), BBINIOJIHSEeMOM [JII MHOroajgpecHoro tpaduka IPv4
(multicast traffic);

* 2 - yIpaBJieHHe in-band;
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e 3-127 - YaCTHOeE UCII0JIb30BaHUE, orpeaesieMoe aiMHIHHUCTPATOPOM JIOKaJIbHOH CeTH.

[TockoyibKy Iiosie 3arosioBkKa "AuType" OSPFv2 6bLJIO YMEHBIIIEHO C 2 OKTeTOB 10 1 OKTeTa,
MapIIpyTHU3aTOphl, He IojfepkuBaroliue RFC 6549, He CMOIYT BBIIIOJHUTH ayTeHTHQUKAIIHIO
IIaKeTOB /I JIIOOOI0 3K3eMILIApa, KpoMe 3sK3eMILIgpa II0 YMOJIYaHHI0 (TO ecTb 06asoBOro
akseMIutgpa IPv4 Unicast, ¢ Instance ID paBHBIM HYJIIO).

ba3oBas HacTpouka nporoxosia OSPFv2

HaCTpOﬁKa IIPOTOKOJIA ITPOMU3BOJIUTCA COIJIaCHO OIIHCAaHHOU BBIIIIE nuepapxuu.

Tabauua 46. bazosas Hacmpotika npomoxosaa OSPFv2

KomaHnpga HasHaueHue
configure ITepexo[ B pesXuM I7106a/1bHOM KOHQUTYpaIUN.
router ospfv2 OSPF_NAME CosmaHue 1porecca Mapupyrtusanimu OSPFv2 ¢ mMeHeM

OSPF_NAME ¥ 11epexo/i B pe;KUM ero HaCTPOMKH.

router-id X.X.X.X 3amaHue uneHTHGUKaTOpPAa y3s1a ceTH (Router ID) B popmare
IPv4-anpeca.

instance-id instance-id (OmmoHanbHO) YKasaHUe UIeHTUUKATOpa JSK3eMILIIpa
rpornecca OSPF (Instance ID).
[TpuuuMaet sHaueHud 0..127.
ITo ymosryanui sHaueHue Instance ID paBHO HYJIIO.

area Y.YYY Cospanue B KoHurypanmu OSPF-30HEI (area) U Iiepexof, B
pexuMm eé HacTpoMKHU. Backbone-30HOH sBJgeTcs 30HA C
HOMepoM 0.0.0.0.

nssa (OmroHanbHO) YKazaHUe TeKyllel 30HbI B KauecTBe OSPF
NSSA ('not-so-stubby area’).

stub (OmmoHanbHO) YKaszaHUe TeKyllei 30HbI B KauecTBe OSPF
Stub area.

interface { bundle-ether | bvi |  JloGaBieHme cooTBeTcTByIOmero wuHTepdeiica  (IH6O

fortygigabitethernet |

cabuHTepderica) B ykaszaHHyro 30HY OSPF u mepexopn B

gigabitethernet | - -
pe>xuM HacTporku OSPF-TtapaMeTpoB 3TOro HHTepderca.

hundredgigabitethernet | loopback
| tengigabitethernet | tunnel-ip |

twentyfivegigabitethernet } num

dead-interval { minimal | SECONDS (OmnIIHOHA/JIbLHO) YcTaHOBKa BPEMEHHOTO
} UHTepBasia— TaiMayTta mnoiaydeHus HELLO-makeToB OT
cocema, II0 MCTeYeHUU KOTOPOIO COCeN Ha [JaHHOM
HHTepderice OyeT CUUTATHCA IIOTEPSHHBIM.
Vka3zaHue mapaMeTrpa minimal BkIrouaeT peskuM OSPF fast
hello.

hello-interval SECONDS (OmmmoHanpHO) YeraHOBKAa MHTepBasia oTnpaBku HELLO-
IIaKeTOB Ha TeKyIlleM HHTepdeice, B CEKYH/aX.
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KomaHnpa

fast-hello-multiplier PACKETS

metric METRIC

use-address IPv4 address

vlan-pcp value

mtu-ignore

network { broadcast | nbma |
point-to-multipoint | point-to-
point }

Ha3umaueHue

(OnmuoHasmbHO) YcTaHOBKA KoJsmdecTBa HELLO-makeToB,
KOTOpBle OYyAyT OTIIPABJIATHCSA C UHTepderica 3a CeKyHIY
pu paborte B pexxuMe OSPF fast hello.

ITpuHmuMaeT sHaueHud 2..20.

(OnyoHaIbHO) YcraHaB/IMBaeT IIPOTOKOJILHYIO
"CTOUMOCTL" (MHaUe — MeTPUKY) UHTepdeiica.
I[IprHuMaet sHaueHud 0..65535.

B  Tekymer Bepcuu IIO  Bce

UHTEePPEHChI yCTPOMCTBA o
YMOJIYaHUI HMeT MeTpuky 10.
IMPORTANT HasuaueHue MeTPHUK Ha

UHTePEeNChI cIelyeT IIPOU3BOAUTE B
COOTBETCTBUU C IIPUHATOM Ha CeTH
TOJIUTUKOM [GP-MapiIpyTH3aIiun.

(OmmmonanbHO) VkKasaTh IP-ampec mHTepderica, KOTOPBINA
OyZleT HUCII0JIb30BaThCA A1 ycTaHoBJIeHUs: OSPF-cocecTBa.
Ecsii Ha uHTepderice HACTPOEHO HECKOJIbKO IP-agpecos, 110
YMOJUYaHUI [UII  YCTaHOBJIEHUS  COCeACTBa  Oyper
UCI0JIb30BaThCI HAUMEHBIITUN.

(OnuoHanbHO) YcTaHaBIMBaeT 3HaUeHUe Ipuopurera L2
CoS (p-bit) B oTmpaBisieMBIX C UHHTepdeiica IIaKeTax
nporokosa OSPF.

ITpuHuMaet sHaueHud 0..7.

(OrroHanbHO) C JaHHBIM IapamMeTpoM IIpHu
YCTaHOBJIEHUM  COCECTB  4Yepe3  UHHTepdeiic  OyneT
UTHOPUpPOBAThCA HHOopManus o0 pasMepe MTU B
00BABJIEHUSAX COCEJHUX MaplIpyTU3aTopoB. KomaHAy
cJle/lyeT HCI0JIb30BaTh IIPH HEBO3MOXKHOCTH BBIIIOJIHEHUSA
COIVIaCOBAaHHOM HaCTPOUKU MTU Ha COCeTHUX
MapIIpyTHU3aTopax.

(OnmuoHasmbHO) VKasaHwe Tuma  OSPF-iogceTd Ha
uHTepderice. 3HaueHUe 110 yMoJgyaHuo "broadcast”.

VckiaroueHHe  COCTaBJIAKT  unnumbered-uHTepQeucs],
KOTOpPBIe MOTYT pab0oTaTh TOJILKO B peskuMe "point-to-point”.

IIpyu ucrosib30BaHWM THUIIA point-to-multipoint ycTpoMCcTBO
MO’KeT paboTaTh TOJBLKO B IIAaCCMBHOM non-broadcast
pe’xrMe, TO eCThb yCTaHaBJIWBaTh COCENCTBO II0 (GakKTy
nonyyeHus unicast HELLO-coo6IeHWM OT CcOCelel.
B03MO’KHOCTH 1705050005 20005051 COeIMHEHUMN K
CKOHQUTYPUPOBAHHBIM  coceqaM OyjeT [IOCTyoHa B
oyayux pesusax I10.
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Komanpga HasHaueHue

passive (OnmmuonanbHO) IlepeBox wHHTepdeica B IIACCUBHBIN
pexum.
B pmaHHOM pexuMe wuUHTepdelic He OTIpaBjsdeT U He
npuHuMaeT HELLO-coobiieHMiT U 4epe3 HHTepdeic He
yCTaHaBJIUBaeTCd HUKAKUX COCEJCTB. Pe)KUM HCII0JIB3YeTCs
IIpU HeOOXOQUMOCTH aHOHcupoBaThb B OSPF 1mofcers
TaHHOTO uHTepdelica (Hampumep, 19 HHTepdericoB
JIOKaJIbHOM I1eTyiv loopback).

priority ROUTER_PRIORITY (OmmmoHanbHO) YCTaHOBKA IIPUOPHUTeTa MaplIpyTH3aTopa
IUId ydacTus B Beibopax Designated router.
ITpuHumaet sHaueHud 0..255.

exit BosBpaT B pesxuM HacTpOMKU OSPF-30HBEL.

exit BosBpaT B pesxuM HacTporKu OSPF-11poriecca.
exit Bo3Bpart B peKuM I71I06aIbHOU KOHQUTYpaITUU.
commit [IpuMeHeHMe IIPOM3BeIeHHBIX HACTPOEK.

ITpumep. Bazosaa Hacmpolika npomokoaa OSPFv2

router ospfv2 test
area 0.0.0.0
interface loopback 1
passive
exit
interface tengigabitethernet 0/0/12
network point-to-point
exit
interface tengigabitethernet 0/0/13
metric 20
network point-to-point
exit
exit
area 0.0.0.100
interface bundle-ether 7.400
metric 250
network point-to-point
exit
stub
exit
router-id 1.1.1.1
exit

Hactpoyka OSPF nisa sksemiuisipa VRF

JlJ1d 3amycKa mpoliecca Mapupytusanuu OSPF BHYTpH KaKoOro-JIu60 sk3eMIuisipa VRE He06X0quMOo
CKOHQUTYPUPOBATh COOTBETCTBYHOIIMNMN 610K vrf <NAME> BHYTpHU 3apaHee CO3[LaHHOIO IIpoliecca
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Mmapiipytusaiu router ospfv2. Ilportecc manbHeder HacTpoku OSPF BHyTpu VRF uieHTUUYEH
TAaKOBOMY JJIs1 IVI00a/IbHOM TabJIMIBI MapIIPyTU3aIlUHU.

NOTE
apyra.

[Iporiecchl MapIIpPyTH3aIllMM g pasHbIXx VRF pa6oTaroT He3aBUCUMO [pyT OT

Tabauya 47. Hacmpotika npomoxoaa OSPFv2 das sk3emnaspa VRF

KomaHnpga

configure

router ospfv2 OSPF_NAME

vrf VRFE_NAME

router-id X.X.X.X

area Y.Y.Y.Y

nssa

stub

interface { bundle-ether | bvi |
fortygigabitethernet |
gigabitethernet |
hundredgigabitethernet | loopback
| tengigabitethernet | tunnel-ip |

twentyfivegigabitethernet } num

Ha3HaueHue
ITepexof B pesXuM Iv106a/IbHOM KOHQUTYPALIHH.

Cospmanue mporjecca Mapiupyrusanuu OSPFv2 ¢ umeHeM
OSPF_NAME ¥ 11epexo/i B Pe;KUM ero HaCTPOMKH.

3anyck mporiecca Mapuipyrusanuu OSPFv2 B ykasaHHOM
VRF U 11epexof B peKUM HaCTPOMKHU 9TOTO IIpoIiecca.

3amaHue uaeHTUGUKaTOpa y3ia ceTu (Router ID) B popmare
IPv4-anpeca.

CozmaHue B KoHQuUryparuu OSPF-30HEI (area) U mepexof B
pe>xuM eé HacTporku. Backbone-30H01 gBJIg€TCSA 30HA C
HOMepoMm 0.0.0.0.

(OnroHasIbHO) YKasaHUe TeKyllel 30Hbl B KayecTBe OSPF
NSSA ('not-so-stubby area’).

(OnroHanbHO) YKasaHue TeKylei 30HbI B KauecTBe OSPF
Stub area.

Jlob6aBiieHHe COOTBETCTBYIOIEro HHTepderica (JIMO0
cabuHTepderica) B ykasaHHYI0 30Hy OSPF u mepexoj B
pe>xuM HacTporiku OSPF-mapaMeTpoB 3TOro uHTepderica.

dead-interval { minimal | SECONDS (OnirioHaJIbHO) YCTaHOBKA BPeMEHHOT0

}

hello-interval SECONDS

fast-hello-multiplier PACKETS

UHTepBasia — TauMayTa IoaydeHus HELLO-I1akeToB OT
cocezia, 110 KICTeYeHHH KOTOPOro cocesl Ha JaHHOM
nHTepderce 6yJeT CUUTATHCA IIOTEPSIHHBIM.

VkasaHue napaMeTpa minimal BKIrodaeT peskuM OSPF fast
hello.

(OnroHanbHO) YeTaHOBKA MHTepBasa oTiupaBku HELLO-
IIaKeTOB Ha TeKyIlleM UHTepdelice, B CEKYH/aX.

(OnmuoHabHO) YecTaHOBKa KostmdecTBa HELLO-1TakeToB,
KOTOpPBIe OYAYT OTIIPABJISATHCS C HUHTepderica 3a CEKyHIy
npu pabote B pexxuMe OSPF fast hello.

[IprmHuMmaet sHaueHud 2..20.
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KomaHnpa

metric METRIC

use-address IPv4 address

vlan-pcp value

mtu-ignore

network { broadcast | nbma |
point-to-multipoint | point-to-
point }

passive

priority ROUTER_PRIORITY

exit
exit
exit

exit
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Ha3umaueHue

(OnroHaIbHO) YeTaHaBIWBAET IIPOTOKOIBHYIO
"CTOUMOCTL" (MHaUe — MeTPUKY) UHTepdelica.
I[IprHuMaet sHaueHud 0..65535.

BAJKHO: B Tekyieii Bepcuu [10 Bce HUHTepdeiChI
YCTPOMCTBA I10 YMOJIYaHUI0 UMEIT MeTPUKYy 10.
HasHaueHUe MeTpUK Ha UHTePeIChI cefyeT
IIPOM3BOJAUTEH B COOTBETCTBUU C IIPUHATOMN Ha CeTH
IIOJIUTHUKOM IGP-MapIIpyTH3aIiyu.

(OnmoHanbHO) YKasaTs IP-agpec mHTepderica, KOTOPBIA
OyZeT HUCII0JIb30BaThCA [l ycTaHoBJIeHUs1 OSPF-cocecTBa.
Eciiv Ha MHTepdelice HACTPOEHO HeCKOJIbKO IP-afpecos, 110
YMOJIYaHHIO /I YCTaHOBJIEHU COCe/icTBaA OyieT
HCII0JIb30BAThCd HAUMEHBIIIUA.

(OnroHasbHO) YeTaHaBIMBaeT 3HaUeHUe IipuopuTeTa L2
CoS (p-bit) B oTIpaBsIsieMbIX ¢ ©UHTepderica makeTax
nporokoJsa OSPF.

ITpuHrMaeT 3Ha4yeHH 0..7.

(OrmmoHanbHO) C JaHHBIM IIapaMeTpOM IIpU
yCTaHOBJIEHUH COCEJICTB Uepe3 UHTepdelic OymeT
UTHOPHUPOBAThCA HHopMaLys o pasmepe MTU B
00BbABIEHUAX COCEJHUX MapIIpyTU3aTopoB. KomaHy
CJIe/lyeT HUCII0JIb30BaTh IIPU HEBO3SMOXXHOCTU BBHIIIOJTHEHUS
coryiacoBaHHOM HacTpouku MTU Ha coceTHUX
MapILpyTHU3aTopax.

(OmrumoHanbHO) VKasaHue Tuma OSPF-toficeTy Ha
uHTepodelice. 3HaUeHUe 110 yMo4YaHuo "broadcast”.

(OmmmonanbHO) [lepeBos UHTepelica B ITaCCUBHBIN
PeXuM.

B maHHOM pe)XrMe UHTep(eNC He OTIIpaBJIsieT U He
npuHuMaeT HELLO-coo61ieHU U yepes3 UHTepdeiic He
yCTaHaBJIUBAaeTCs HUKAaKUX COCe/CTB. PesKUM HCII0/IB3yeTC
IIpU HE0O6XOAUMOCTH aHOHCUpPoBaTh B OSPF mozceTh
JaHHOrOo MHTepdetica (HaIpuMep, AJI1 HUHTepdericoB
JIOKaJIbHOM I1eTyix loopback).

(OnroHasIbHO) YeTaHOBKA IIPUOPUTETa MaplIpyTU3aTOpa
I ygacTus B Beiobopax Designated router.
ITpunuMaet sHaueHud 0..255.

BosBpat B pexuM HacTporku OSPF-30HEI.
BosBpaTt B pexxum HacTporiku OSPF-miporiecca BHyTpu VRF.
BosBpart B pexum HacTporiku OSPF-miporiecca.

BosBparT B pesXuM I7100a/IbHOU KOHQUTYpaIlHH.



Komanpga HasHaueHue

commit ITprMeHeHMe IIPOKM3BEeIeHHBIX HACTPOEK.
ITpumep. Hacmpotika OSPFv2 daa sk3emnaapa VRF.

router ospfv2 test
vrf EXAMPLE
area 0.0.0.0
interface loopback 100
passive
exit
interface tengigabitethernet 0/0/2
mtu-ignore
network point-to-point
exit
interface tengigabitethernet 0/0/3
metric 20
network point-to-point
exit
exit
area 0.0.0.100
interface bundle-ether 6.400

metric 250
network point-to-point
exit
stub
exit
router-id 1.1.1.1
exit
exit
IMPORTANT CooTBeTCTBYOIIIUU 3K3eMIUIsIp VRF [o/pDkeH OBITH 3apaHee CO3JaH B

KOHQUTYparuy MapupyTusaTopa.

Pabora c npoToxosioMm BFD

[IpoTokos BFD (Bidirectional forwarding detection) cay>KuT 111 6bICTPOr0 0OOHapPy>KeHUsI 0TKa30B
CoeJUHEeHUU MeXy ABYyMs U 60J1ee COCeJTHUMHU YCTPOUCTBAMU.

MapipyTusaTopsl ceMmelictBa ME HWMeT anmnapaTHYH [TOAAep KKy BFD, 4To 1103BOJIAET
MaKCUMaJIbHO OBICTPO OOHapy’XKMBaTh OOPBIBBI COEUHEHUNW U IIPOU3BOAUTH IIEpeKJII0UeHUe
TpadrKa Ha pe3epBHbIe MapIIPYThI.

BxurroueHue IpoTrokosia BFD IpouMsBOAUTCA ITyTEM BBIIIOJIHEHWS KOMaHZb! bfd fast-detect Ha
COOTBETCTBYIOILleM HHTepdelice B KOHPUIypallMUOHHOM 0JioKe mpoTokosa OSPFv2. Ilpu sToMm
MapIIpyTHU3aTop OyAeT IbITaThCa yCTaHOBUTH BFD-ceccuu ¢ IP-afipecamMu Bcex cocefieil, KOTOPBIX
poTokoJsl OSPF o6HapyXUT Ha uHTepdeiice. B ciayyae yCIIEITHOTO YCTaHOBJIEHUS TAKUX COCEICTB
craTtyc OSPF-ceccuu CBSDKETCA CO CTaTyCOM COOTBeTCTBYIOIe BFD-ceccuu.
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Tabauua 48. Hacmpotika npomokoaa BFD 045 OSPF-cocedcma

Komanpga HasHnaueHue
configure Tlepexof] B peskKUM II06aIbHOM KOHGHUIYPaITHH.
router ospfv2 OSPF_NAME CospmaHue mporjecca MapuipyTusanuu OSPFv2 ¢ uMeHeM

OSPF_NAME ¥ 11iepexo/i B PesKUM ero HaCTPOMKH.

area YYYY Cospanue B KoHQuUrypanuu OSPF-30HEI (area) U riepexop B
PEeXHUM e€ HaCTPOMKH.

interface { bundle—etflwer | bvi | Ilepexox B peskum HacTpoitku OSPF-TTapaMeTpoB
fortygigabitethernet COOTBETCTBYIOIIEro HHTepetica
gigabitethernet | yIOH pe .

hundredgigabitethernet | loopback
| tengigabitethernet | tunnel-ip |

twentyfivegigabitethernet } num

bfd fast-detect BKJIIOUeHMe MeXaHHU3Ma yCTaHOBIeHHUs: BFD-ceccHii fyist
BCexX ITPOTOKOJILHEIX OSPF-coce/ieif Ha JTaHHOM HHTepdeiice.

root Bo3BpaT B peXUM IJ106aJIbHOM KOHQUTYPaITUH.

commit ITprMeHeHMe IIPOM3BEAeHHBIX HACTPOEK.
ITpumep. Hacmpotika npomoxo.ia BFD 0.5 OSPF-unmepdgeiica.

router ospfv2 test
area 0.0.0.0
interface tengigabitethernet 0/0/5
bfd fast-detect
exit
exit
router-id 1.1.1.1
exit

PegucTpuOynusa MapuipyTHOM HHpOopMaIuu

MexaHU3M pegUCTPpUOYIIUU I103BOJIeT IlepefaTb B OSPF MapLipyTel M3 OPYTUX IIPOTOKOJIOB
(IGP/EGP, craTM4eCKHX MapuIpyTOB U T.II).

[Io yMOJITYaHUI MapLIPyThI, IepefaHHble B OSPF IIpy mOMOIU MexXaHW3Ma pPegUuCTpUOyIiUY,
umMeroT Tyl OSPF External.

PepucTpubyIig HacTpauBaeTCs IIyTéM CO3JaHHWs Habopa MMeHOBaHHBIX IIPaBUJI, IIPU IIOMOIIHA
KOTOPBIX MOYKHO QMJIBTPOBATh MapIIPYTHI, IOJJIe)Kallliie PeAUCTPUOYIIUM, a TakyKe HasHauvaTh
Ha MapuipyThl IlapaMeTpshl, crnenueuuHble g OSPF. 11 KakKgoro W3 UCTOYHUKOB
(bgp/connected/local u T.II.) MOXXHO CO3[aTh HECKOJILKO IIpaBUJI, HasHAYWB UM IIPUOPUTET
KOMaHJ0# priority — faHHBIe IIpaBUJla OYAYT IPUMEHATHCS K MapIIPyTy 110 OYepelH /10 IIepBOIo
BXOXKJeHHUd. IIpaBUIa pelUCTPUOYIIMA MUMEIOT 110 YMOJTYaHHIO [eHCTBHe "paspellnuTh” — TaKHUM
o6pa3oM, IIyCTOe IIPaBHJIO aBTOMaTHYeCKU IIPOU3BOJUT PeAUCTPHUOYIIMI0 BCeX MaplIPyTOB M3
YKa3aHHOI'0 UCTOYHHUKA.
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HCTOYHHUKH PeIUCTPUOYITHHI:

1. bgp —MapipyTHas TabauIia IpoTokoaa BGP;

2. connected — MapIIpyThl, COOTBETCTBYIOII[ME II0/[CeTsIM, Ha3HAaUeHHbIM Ha IP-uHTepdeichl
Mapuipyrusaropa B fanHoM VRF (160 GRT);

3. isis —MapupyTHas TabuIia IpoTokoa IS-IS;

4. local —MapIIpyTE], ABJLOIIHecd clieliiduKaMu /32 [JId afpecoB, HasHAauYeHHBIX Ha IP-
uHTepdeNCchl MapIIpyTHU3aTopa.

5. rip — MapupyTHas Tabaura npoTokosia RIP;

6. static —cTaTHU4YeCKHe MapIIpyThI.

Tabauuya 49. Hacmpotika peducmpubyuyuu 8 OSPF mapupymHoil uHgopmayuu u3 opy2ux npomokoJ108.

KomaHnpga HasnaueHnue
configure ITepexop B peXuM Iv106a/IbHOM KOHQUTYPALIH.
router ospfv2 OSPF_NAME CospmaHue mporiecca Mapuipytusanuu OSPFv2 ¢ umMeHeM

OSPF_NAME v 11epexo/i B peKHUM ero HaCTPOUKH.

redistribution { bgp | connected | Cospmamue mpaBuiIa pefucTpUGYIHH ¢ UMeHeM RULE_NAME

isis | local | rip | static } 13 YKa3aHHOTO UCTOYHHKA

RULE_NAME (bgp/connected/isis/local/rip/static) & IIepexof; B pesKuM
HACTPOMKH 3TOr0 IpaBHIa.

match prefix IPv4PREFIX/MASK VKkaszaHue QUiabTpa, UCII0JIb3yeMOTO A1 TaHHOTO IIpaBUJIa.
[Ipu ykazaHUU TaKoro GUIbTpa IIpaBUIO OYeT
IeMCTBOBATh TOJIBKO HAa MapIIPYTHL, CTPOTO COBIIALAIOIIIHE C
3agaHHBIM IPV4PREFIX/MASK.

metric-type { ospf-typel-external HasmaumTe Ha MapIIPYTHI, IPOLIE/IIHE Yepes JaHHOe
| ospf-type2-external} IIPaBUJIO, METPHUKY TuIa "OSPF External 1" 60 "OSPF
External 2".

metric-value METRIC YcraHOBUTE 3HaueHHe OSPF-MeTpUKY 119 MapIIpyTOB,
IIPOLIeIIHNX Yepes JaHHOe IIPaBUJIo.

priority RULE_PRIORITY YCTaHOBUTH IIPUOPUTET JaHHOTO IIpaBUla PeJUCTPUOYITUH.
[TpaBuIa pefuCTPUOYIIMM BBIIIOJIHAIOTCS 110 OUepeH OT
HU3KOT0 3HAaUYeHUs IIPUOPUTETA K BLICOKOMY U
cpabaThIBalOT I10 IIEPBOMY BXOKIEeHUK. TaKUM 06pa3oM,
MapIlpyT, II0IaBIINH, HAaIIpUMep, B IIepBoe IIpaBUJIo, OyeT
nepenxaH B OSPF coracHO HaCTpPOEeK 3TOr0 IIpaBUjIa U He
O6yzeT o6pabaThIBaTHCS II0CIEeIYIOIUMHU IIpaBUIaMH.

redistribute disable 3aIpeTHTh PeIUCTPUOYIIMIO MapIIPyTOB, IONABIINX B
TeKyIllee TPaBUJIO. [IpH BBIIOJTHEHUH JaHHOH KOMaH/IbI
TeKyIllee TPaBUJIO CTAHOBHUTCS 3aIIPeIIatoIIHM.

exit BbIX0[1 M3 pesKrMa HaCTPOMKHU IIpaBUJIa PeAUCTPUOYIIUU.
Jlajlee MOKHO HaCTPOUTD CJIeyIOIye IIpaBuia — I TOTO
JKe caMOoro MCTOYHUKA, JTU00 JJI APYTUX UCTOYHUKOB
pesuCTpUOYIIHH.
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Komanpga HasHaueHue
root BBIXO/1 B pesKUM IJI00a/IbHOM KOHQUTYPaALH.

commit [IprMeHeHMe IPOU3BeIeHHBIX HACTPOEK.
ITIpumep. Hacmpoiika npouecca OSPF ¢ 0gymsa npasuiamu peducmpubyyuu connected-mapupymos.

router ospfv2 test
area 0.0.0.0
interface loopback 1
passive
exit
interface tengigabitethernet 0/0/5
bfd fast-detect
exit
interface tengigabitethernet 0/0/7
bfd fast-detect
exit
exit
redistribution connected CONNECT-OSPF
match prefix 100.65.0.0/24
priority 10
redistribute disable
exit
redistribution connected CONNECT-OSPF-20
metric-type ospf-typel-external
metric-value 300
priority 20
exit
router-id 1.1.1.1
exit

Multi-area link

[IpoTOKOJ TUHAMHUYeCKON MapiupyTtusaruu OSPF MokeT paboTaThk ¢ OJHOM 30HOM (single area)
U ¢ MHoruMu (multi area). C pocToM ceTH, paboTarolied B OJHOM 30He, JIaBUHOOOPasHO
yBeJIMUMBaeTcs TabJvila MaplipyThsanuy, 6asa JaHHBIX JUHKOB LSDB, BpeMs BBIIIOJTHEHUS
aJITOpUTMa IIOCTPOEHUs JiepeBa U IIOMCKa MaplIpyToB. KpoMe Toro, gr060e M3MeHeHUE B CETHU
(HarpuMep, ecu I7le-TO Ha YAaJIEHHOM yJacTKe JIMHK TO II0SIBJIIETCS, TO IIpoIlaZiaeT), IPUBOSUT K
HoJiHOMy Irepepacuéry OSPF Ha BceX MaplIpyTH3aTopaxX, 4YTO YyBeJIHWYHWBaeT HArpysKy Ha
rporteccop. CerMeHTUpPOBaHUeE CETH Ha 30HBI pelllaeT 3TH IIPo6JIeMBl.

OpHako, MOXKeT BO3HHUKATh HeOOXOAMMOCTH IIepechblIaTh TpaQUK MeskAy MaplIpyTh3aTopaMu
30HBI, OTJIMYHOU OT area 0, UCIIOJIb3ys] BBICOKOCKOPOCTHOM KaHal MeXKAy ABYMs I'PaHUYHBIMU
MapIIpyTusaTopamMu 30HbI (ABR).

IIpumep monosioeuu
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JIMHK Mexny R1 u R2 sgBiisieTCcd BRICOKOCKOPOCTHBIM, U JKeJlaTeJIbHO IlepechlyiaTh Tpaduk area 1
Mexay R1 1 R2 1o Hemy. OfHAaKO, IIOCKOJIBKY IIYThH BHYTPH 30HBI IIpeAIIOUYTHTe/IEHee, R1 Bcerga
OyzmeT HampasJsITh TpaduK K R4 uyepe3 area 1 1o KaHajaM C 6oJjiee HU3KOM CKOPOCTBIO U
repecslIaTh Tpaduk yepes R3 K ceTaM area 1, MOAKIIOUYEHHBIM K R2.

RFC 5185 1mpepjraraeT U3dIlHOe pellleHHe - CKOHQUIYpHUpPOBaTh multi-area JIMHK (Ha IIpuMepe
BBIIIIE - MeJK/ly MaplLIpyTusaTopamMu R1 1 R2), oTHocaIuiica Kak K area 0, Tak U area 1.

Tabauua 50. Hacmpotika multi-area AUHKa

KomaHnpga

configure

router ospfv2 OSPF_NAME

router-id X XXX

area 0.0.0.0

link-data { local-if-index |
local-address }

interface { bundle-ether | bvi |
fortygigabitethernet |
gigabitethernet |
hundredgigabitethernet | loopback
| tengigabitethernet | tunnel-ip |

twentyfivegigabitethernet } num
exit
exit

area Y.Y.YY

multi-area-interface {
tengigabitethernet | bundle-ether
| fortygigabitethernet |
hundredgigabitethernet | tunnel-ip

} num

neighbor ipv4address

HasnaueHue
ITepexof B pesXuM Iv106a/IbHOM KOHQUTYPAIIH.

CospaHue mnporecca Mapiupyrusanyu OSPFv2 ¢ umeHeM
OSPF_NAME ¥ 11iepexo/i B PesKUM ero HaCTPOMKH.

3amaHue uaeHTUQUKaTopa y3ia cetu (Router ID) B popmare
IPv4-anpeca.

Cospanue B koHQurypanuu OSPF Backbone-3oHrbI(area) u
Iepexof B peskKUM eé HaCTpOMKU. Backbone-3o0HoM gBJseTCq
30Ha C HOMepoM 0.0.0.0.

(OmmonanbHO) 3amanue ¢popmarta 1mosid "link data” B LSA
It BcexX Multi-area iMHKOB. ITo yMoJruaHuUIO B 110J1e Link
Data gy Multi-area JMHKOB cocedM aHOHcUpyeTcs IP-
azpec uHTepderica.

Jlo6aBJieHHe COOTBETCTBYIOIIEro MHTepderica (MO0
cabuHTepdelica) B ykasaHHYH 30HY OSPF u mepexon B
pe>xuM HacTporiku OSPF-mapaMeTpoB 3TOro uHTepderica.

BrIxop 13 pekuMma UHTeppelCcHBIX ITapaMeTpoB OSPF.
Brixoz B pesKuM KoHuUryparuu mporecca OSPF.

CozmaHue B KoHQuUryparuu OSPF-30HEI (area) U mepexoj B
pe’kuM eé HaCTPOMKU.

Jlo6aBiieHHe CKOHQUIYPUPOBAHHOTO paHee UHTepderica
backbone-30HBI K HacTparBaeMOM 30He.

(OmmoHanbHO) YKasaHue [P-afpeca cocenia.
Heli6op yka3ssiBaeTcs, ecau Tun OSPF-nmoaceTu Ha
HHTepdelce OTJIMYEH OT point-to-point.
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Komanpga HasHaueHue

link-data { local-if-index | (OmmmoHaIbpHO) 3amaHue popMmaTa 1o "link data" B Router

local-address } LSA. ITo ymostuaHuto B 1oJsie Link Data myig Multi-area
JIMHKOB cocefisiM aHoHcupyeTcs [P-anpec nHTepdertica (local-
address).

use-address IPv4 address (OnroHanbHO) YKasaTs IP-agpec nHTepderica, KOTOPBIA
OyZeT HUCII0JIb30BaThCA I ycTaHoBJIeHUs OSPF-cocecTBa.
Ecm Ha uHTepdelice HACTPOEHO HEeCKOJILKO IP-apecos, 1o
YMOJTYaHHIO /I YCTaHOBJIEHUS COCe/iCTBaA OyieT
HUCII0JIb30BAThCd HAUMEHBIIIUA.

commit [IpMeHeHMe IPOU3BeIeHHBIX HACTPOEK.
IIpumep. Hacmpotika multi-area AuHKa.

router ospfv2 1
area 0.0.0.0
interface loopback 5
passive
exit
interface tengigabitethernet 0/0/1.2
exit
exit
area 0.0.0.2
interface loopback 2
passive
exit
multi-area-interface tengigabitethernet 0/0/1.2
neighbor 100.2.2.150
exit
exit
router-id 5.5.5.31
exit
exit

V6emuThCs B pab0TOCIIOCOOHOCTH multi-area JIMHKa MOYKHO C TIOMOITbI0 Show-KOMaH]I.

B mpuBeeHHBIX IpuMepax uHTepdetic te0/0/1.2 mpuHazaiexuT area 0 1 area 2.

@/ME5100:Router# show ospfv2 neighbors

Routing Process: 1, ID 5.5.5.31
Router 1is an area border router

Neighbor ID Area ID Pri State BFD Dead Time Last
state change Address Interface
5.5.2.30 0.0.0.0 1 full-BDR active 00:00:35 02d03h29m
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100.2.2.150 te0/0/1.2
5.5.2.30 0.0.0.2 -- full == 00:00:34
100.2.2.150 MA te@/0/1.2

0/ME5100:Router## show ospfv2 neighbors detailed
Wed Oct 25 16:49:34 2023
Routing Process: 1, ID 5.5.5.31
Router 1is an area border router

Interface Loopback2, state: loopback, status: up Area 0.0.0.2

Interface Loopback5, state: loopback, status: up Area 0.0.0.0

02d03h29m

Interface Tengigabitethernet@/0/1.2, state: designated-router, status: up Area

0.0.0.0

Neighbor: 100.2.2.150, router-id: 5.5.2.30, permanence: dynamic
State: full, relationship has changed 5 time(s)
Priority: 1, oper-status: up
Router state of this neighbor: backup-designated-router
Retransmission queue length: 0
Hellos is not suppressed
LSAs awaiting a response: @
Dead time: 00:00:30
Last state change: 02d03h32m ago

Restart helper status: not-helping, time-remaining: @ seconds, exit reason:

none

Local OSPF interface address: 100.2.2.151, Interface Index: 366

BFD status: active

Multi Area Interface Tengigabitethernet@/0/1.2, state: point-to-point, status:

up, Area 0.0.0.2

Neighbor: 100.2.2.150, router-id: 5.5.2.30
State: full, relationship has changed 12 time(s)
Retransmission queue length: 0
LSAs awaiting a response: @
Dead time: 00:00:30
Last state change: 02d03h32m ago

Restart helper status: not-helping, time-remaining: @ seconds, exit reason:

none
Local OSPF interface address: 100.2.2.151, Interface Index: 366
Session authentication: disabled

Aytrentudpukamnus OSPF

MapIpyTusaTopsl ceMeiicTBa ME IT03BOJISIOT UCITOJIL30BATh ayTeHTHUUKaIuio OSPF-coceicTBa.
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AyTeHTHOHKAIMsg HacTpawuBaeTcsd IIOMHTepdeMcHO, i1 e€ paboThl HEOO6XOAMMO YyKas3aTh
TpeOyeMblil TUII KOMaH0U 'authentication-type', 3aaTh Kirou KoMaH0M 'authentication-key'.

Taxoke [y11 HACTPOMKM ayTeHTHQUKAIIMK MOYKHO BOCIIOJIB30BaThbCI KOMaHMoM 'authentication-
key-chain'. IIpx HCIIOJIb30BAaHUM 3TOM KOMAaHZBI y3Jbl KOHQUIypalluH, 3aJaHHble KOMaHAaMU
"authentication-key', "authentication-id ', 'authentication-type', urHOpHpyrOTCA.

Taxoke 11 HaCTPOMKH ayTeHTHQHUKAIIUM MOYKHO BOCIIOJIb30BaThCsI KOMaHZOM 'authentication-
key-chain'. IIpx HCIIOJIb30BaHUM 3TOM KOMAaHZbI y3Jbl KOHQUIypalluH, 3ajaHHble KOMaHJAaMH
"authentication-key', "authentication-id ', 'authentication-type', urHopupyroTCS.

Tabauua 51. Hacmpotika aymenmuguxkauyuu OSPFv2

Komanpa HasHnaueHue

configure Ilepexof B peXKUM IJI06aIbHOM KOHGHUIYPaITHH.

router ospfv2 OSPF_NAME Ilepexo/ B pesKHUM HACTPOMKH IIpoliecca MapIIpPyTH3AIIHH.
area YYYY ITepexof B pe’XUM HaCTPOUKU 30HBI OSPF.

interface { bundle-ether | bvi |  Ilepexon B pesxum HacTpoiiKu mapamMeTpoB OSPF
fortygigabitethernet |

TpebyeMoro nHTepderica.
gigabitethernet | Pevy po

hundredgigabitethernet | loopback
| tengigabitethernet | tunnel-ip |

twentyfivegigabitethernet } num

authentication-type { hmacshal |  BriGop Tuma OSPF-ayTeHTHGUKAIMY Ha
ngzn:ﬁg I QEECThﬁgﬁi I cino.. HHTeDOeitce — HMACSHAL HMACSHA256, HMAC-SHA384,
1 -
P HMAC-SHA512, MD5 1160 IIpoCTOM I1apoJib (simple-
password }
password).
3asaHue mapamMeTpa 'none' OTKJIHOYAeT ayTeHTUPUKAITUIO
Ha uHTepdelice, YTO COOTBETCTBYET II0BE/[EHUIO 110
YMOJTUYaHUIO.

authentication-key { KEY STRING | 3amaHue KJIKO4a AJIs1 ayTeHTUUKAITUH B OTKPHITOM
encrypted KEY_ENCRYPT } (KEY_STRING) nmu6o B 3amippoBaHHOM (KEY_ENCRYPT)
BH]IE.

authentication-id authentication-id 3amaHue ULeHTUQUKATOPA KIHOYA.
JebonTHOe 3HaUeHUe - 1.
ITpu BeIOOpE TUIIA ayTeHTUOUKALUU simple-password
napametp authentication-id urHOpUpyeTcs.

exit BrIxoz 13 pekuma HHTepperCcHBIX ITapaMeTpoB OSPF.
Jlajlee MO>KHO HaCTPOUTH ITapaMeTphl ayTeHTUPUKAIIUU Ha
IPYyTUX TpeOyeMbIX UHTepdencax.

root BBIX0/1 B pesKUM I7100a/IbHOM KOHQUTYPAITUU.

commit ITpuMeHeHMe IIPOU3BELeHHBIX HACTPOEK.

Tabauua 52. C ucnoawv3ogaHuem key-chain.
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Komanpga HasHaueHue

configure [Tepexof B pesXUM IVI00aJIbHOM KOHQUIYPAIIHHU.

router ospfv2 OSPF_NAME [Tepexon B pesKUM HACTPOMKHU IIpolfecca MapIIpyTHU3aIluu.
area YYYY [Tepexon B pesKUM HaCTPOUKU 30HBI OSPF.

interface { bundle-ether | bvi |  [lepexos B pesxum HacTpoiiku mapameTpoB OSPF
fortygigabitethernet |

6 7 .
gigabitethernet | Tpebyemoro HHTepdetica

hundredgigabitethernet | loopback
| tengigabitethernet | tunnel-ip |

twentyfivegigabitethernet } num

authentication-key-chain VKa3aHMe UMeHU CIIUCKa Kiroueit (key-chain), KOTOpBIA
KEY CHAIN_NAME Oy/leT UCII0Ib30BATHCS A1 ayTeHTUQUKAITAH.

root BBIXO/ B pesKUM I7106a/IbHOM KOHQUTYpaIUU.

commi t [IpMeHeHMe IPOU3BeIeHHBIX HACTPOEK.

IIpumep. Hacmpotika OSPF-aymeHmudgukayuu 8 pexcume MD5 Ha unHmepdelice.

router ospfv2 test
area 0.0.0.0
interface tengigabitethernet 0/0/5
authentication-key encrypted B98(224080236D
authentication-type md5
exit
exit
exit

IIpumep. Hacmpotika OSPF-aymeHmugukayuu ¢ UCn016308aAHUEM KAHOUA.

router ospfv2 test
area 0.0.0.0
interface tengigabitethernet 0/0/5
authentication-key-chain new

exit
exit

exit

Crimcoxk  kurroyert  (key-chain) fmgo/pkeH OBITH  3apaHee CO3[aH B
IMPORTANT

KOHQUTypaIiuy MapIipyTusaTopa.

Bce BBOUMBIE B OTKPBITOM BH/Ie KJIHYU aBTOMAaTHUECKU ITUPPYIOTCA B TEKYIler

NOTE KOHQUTypariuu U oTobpaskarorcs B Buje encrypted KEY ENCRYPT.

Kirroun MOKHO IIepeHOCUTH B 3alllMGpPOBaHHOM BUJle MeXXy MaplLIpyTHU3aTOpaMU
ME c ogmHaKoBOM1 Bepcueii I10.
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Graceful Restart (GR)

Graceful Restart (GR) B OSPF — 3T0 MeXaHHU3M, II03BOJITIOITUN MapIIpyTHU3aTOPy Iepe3arpy3uThb
nportecc OSPF (ILU1aHOBO MJIM aBapUMHO) 6e3 pasphiBa COCEICTB U IIpeKpallleHus Iepefayu
Tpaduka, UYTO IOBBIIIAET CTAaOMJIBHOCTh CETH 3a CUeT CHM)KEHUS YacTOThl IepeKOHQUryparuu
Tab6JINI] MapIIPYTU3aIIUH U CBI3aHHOU C 3TUM HeCTabMJIbHOCTH MapIIPyTOB.

MapIIIpyTH3aTOP MOKET BBICTYIIAaTh B POJIM PeCTApPTYIOIIEro WX B poJsu moMorHuka (Helper).
PecTapTyIOIIUM MOYKeT OBITh TOJBKO MOAYJIbHBIM MapHIpyTH3aTOp C pe3epBUpPOBaHUEM ILIaT
yIIpaBJIEHUS.

PecTapTyromui MaplIpyTU3aTop oTipasisieT LSA-coobimenus Graceful Restart cBouM cocezisiM 110
nporokoJsy OSPF. Coceiu TO/DKHBI OBITH HAaCTPOEHBI Ha PaboTy B pesknuMe IoMoIfHUKa Graceful
Restart.

[Ipu 3aIylaHUPOBAaHHOM pecTapTe, HallpUMeD, IIpU IepekaodeHuu poseid MASTER/SLAVE mexny
pesepBUpPYeMBIMU MOAY/IAMM VIIpaBJIeHUd M KOMMYyTAallUM YCTPOMCTBA, MapIIPyTH3aTOP
pacceuiaeT LSA-coobieHus Graceful Restart, uHbopMupyrOlye Xejmepa O TOM, 4YTO
pecTapTyrINN MapIIpyTHU3aTOp BBHIIIOJHUT KOPPEKTHBIN Iepesalryck OSPF-ceccuu B TeueHUe
yKa3aHHOI'0 IIepro/ia BpeEMeHH, OIIpe/iesIieMOoro Kak JbIroTHBIN Ilepuoy, (grace period).

[Ipy HesamIaHUpPOBaHHOM (unplanned) pecrapTe MapuIpyTu3aTOp paccbuiaeT LSA-cooOlneHUs
Graceful Restart 1mocJie repekJiroueHUs Ha pe3epBHBINA MO/YJIb YIIpaBJIeHUS.

B TeueHHe JILTOTHOIO IepHroza (He 6o0siee 1800 ceKyH[) COCeJHUU y3eJI IIPOJO/DKaeT IepechliaTh
MaplIpyThl Yepe3 PeCcTapTYyoLIWi  MapIIpyTH3aTOp M OTHpPaBiIdgTh  LSA-coo6IeHus,
00BABJIAIOIIIME MAapIIpPyThl Yepe3 Hero. ECIM pecTapTYIOIIUNA MaplIpyTH3aTOp BO30OHOBUT
paboTy 10 UCTeUeHHUs JIbTOTHOIO IIepHo/ia, IlepechblIKa TpaduKa IIPOJLO/DKUTCI KaK U IIpeXke 6e3
cboeB B ceTH. EciiM pecTapTyOIIMI MapIIPyTH3aTOp He BO30OHOBUT PaboTy IIOC/Ie HCTedYeHHs
JILTOTHOTO IIepHOfa, COCeJHHe Y3Jbl BBIWAYT M3 BCIIOMOIaTeJIbHOT0 peKUMa U BO30OHOBAT
HOpPMAaJIbHYI0 PaboTy, UTO IIOTpebyeT IlepeHacTPOMKH TabJIMIIBI MapILIpyTHU3alluu I obxona
MapIIpyTHUsaTopa.

[Io ymosmuanui Ha Bcex OSPF-uHTepdericax MapIIpyTH3aTOPOB cepurl ME BKJIIOUEH peKUM
XeJIiepa.

Tabauua 53. Hacmpotika Graceful Restart OSPFv2

KomaHnpga HasnaueHue

configure [Tepexof B pesKuUM 171062/ IbHOM KOHQUTYPAIIHH.

router ospfv2 OSPF_NAME Ilepexof B pesKUM HaCTPOMKH IIPOIiecca MapIlpyTHU3aI[UH.
graceful-restart [unplanned | BrurtounTh nojepkKy ¢pyHkimoHasa OSPF Graceful Restart

grace-period value ]
unplanned - He3alITaHUPOBAaHHBINU pecTapT;
grace-period - [UIMTeJIbHOCTE JIBIOTHOTO IIeproza (110
yMo4aHUI0 120 CeKyH[)
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Komanpga HasHaueHue

helper-mode-policy { reload | (He pexoMeHpyeTcs) OTKIIOYUTE IIOAAEPKKY QYHKITMOHAIA
software | switch | unknown } OSPF Graceful Restart B pe;xuMe xeJsirepa
disable

reload — 11pu Iepesarpyske yaJeHHOI'O YCTPOMCTBA;
software — 11pu 06GHOBJIEHUH yaJIeHHOT'0 YCTPOMCTBA;
switch — mpu cMeHe MacTepcTBa MeKIy aKTUBHBIM U
3aIlaCHBIM MOJYJISIMH YIIpaBJIEHUS;

unknown — 19 BceX 0CTaJIbHBIX CJIy4aeB.

area YYYY Ilepexof B pesKMM HaCTPOHKHU 30HEI OSPF.
interface { bundle-ether | bvi |  Ilepexonx B pexuM HacTpOIKH mapaMeTpoB OSPF
fortygigabitethernet |

TpeGyemoro mHTepderica.
gigabitethernet | PEvY Po

hundredgigabitethernet | loopback
| tengigabitethernet | tunnel-ip |

twentyfivegigabitethernet } num

graceful-restart max-grace-period (OIIIOHAa/JIBbHO) 3aaTh MaKCHUMaJJIbHOE BpeMs OKULaHUS
value XeJiiepoM Iiepesarpysku OSPF-iporiecca 1o HHUITUATUBE
pecTapTyrollero MapIpyTusaTopa.

graceful-restart unplanned { max- (OmmmomambHO) 3agaTh TaliMepsl graceful-restart
grace-period value | 1sa-resend unplanned

value }

max-grace-period - Bpemd 10 Hayasia oTchlIKH OSPF Hello
I10CJIe He3alIaHUPOBaHHOTO pectapTa (Unplaned Graceful
Restart);

Isa-resend - uHTepBaI MeXXAY OTChIIKaMHU LSA-CO0OIIIeHUHI
Graceful r1pu He3aIJTaHUPOBaHHOM pecTaprTe.

exit BrIxop 13 pekuma UHTeppelCcHBIX ITapaMeTpoB OSPF.
Jlajiee MO>KHO HaCTPOUTH ITapaMeTphl ayTeHTUPUKAIIUU Ha
IPYyTUX TpeOyeMbIX UHTepdemcax.

root BBIX0/1 B peKUM IJ100a/IbHOM KOHQUTYPAIUU.

commit [IpruMeHeHMe TPOU3BEIeHHBIX HACTPOEK.

IIpoBepka pa6oTsl OSPF 1 fuarHocTuyeckue
KOMAaH/IbI

show route ospf

KoMaHzia BBIBOOUT MapIUpyThl, UMeRIlUecsi B TabJdile MapIIpyTH3allUY, II0JyYeHHblEe U3
npotokosia OSPF.

ITpumep. show route ospf

0/ME5100:Router# show route ospf
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Codes: IA - OSPF inter area, EA - OSPF intra area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
ET1 - OSPF external type 1, E2 - OSPF external type 2

0 EA 1.1.1.1/32 via 100.100.12.0 [30/2], 06h17m31s, te 0/0/5

0 EA 4.4.4.4/32 via 100.100.24.0 [30/2], 06h@5m51s, te 0/0/6

0 ET 100.100.13.0/31 via 100.100.12.0 [110/301], 00h@2m54s, te 0/0/5
0 EA 100.100.14.0/31 via 100.100.12.0 [30/2], 06h10m24s, te 0/0/5

Total route count: 4

show ospfv2

KoMaH/1a BEIBOJUT 06I1lee COCTOSTHHE M CTATUCTUKY I10 BCeM ITporieccaM MapuipyTusanuu OSPFv2.

ITpumep. show ospfv2

0/ME5100:Router# show ospfv2

Routing Process: test, with ID 2.2.2.2
Router is not an area border router
Graceful restart: not-restarting, remaining time: @, reason: none
OSPF traffic engineering: not supported
The maximum delay before the Routing Table 1is recalculated: 0
Route max equal cost paths are stored: 5
External 1sa refresh interval: 1800
LSA timers (ms): 5000 min interval, 1000 min arrival, @ hold interval, @ max

interval
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Number of new LSA originated: 118
Number of new LSA received: 85
Number of external LSA (LS type 5): 3, checksum: 0x0001E204
Number of type-11 LSAs in the external database (opaque): @, checksum: 0x00000000
Number of LSA in LSD at checksum checked: 0
Number of updates @ pending, @ merged
Number errors:
instance id: @, bad IP header length: 0
header length: @, bad IP header length: @
no virtual link: @, version: 0
bad source: 0, resource errors: 0
Number of packets received have been dropped: 0

Area 0.0.0.0, up
Area can carry data traffic: false
SPF algorithm executed 19 times
Number of area border routers: @, Autonomous routers: 3
Number of Translator State changes: 0
NSSA Border router state: disabled
Number of LSA (LS type-1) count: 3, checksum: 0x0000AQE7
Number of LSA with LS type-2 count: 3



Number of LSA with LS type-3 count: @, checksum: 0x00000000

Number of LSA with LS type-4 count: @, checksum: 0x00000000

Number of LSA with LS type-7 (NSSA) count: @, checksum: 0x00000000
Number of LSA with LS type-10 (opaque) count: @, checksum: 0x00000000
Number of with LS type-7 (NSSA): @, checksum: 0x00000000

Total number of LSA: 6, checksum: 0x00016D09

Number of interfaces in this area is: 3

Jlis mpocMoTpa mHPopMaruu 06 otrmesbHOM OSPF mporiecce B show-komaHfie He06XOTHUMO
yKa3aTb UMs IIpoIiecca.

show ospfv2 instance new

KoMaHia BBIBOAUT 00Illee COCTOSHME M CTATHUCTUKY II0 IIpolleccy Mapiupyrusanuu OSPFv2 c
HMeEHEM "new".

ITpumep. show ospfv2 instance new

0/ME5100:Router# show ospfv2 instance new
Fri Mar 1 14:55:55 2024
Routing process: new, ID 5.5.5.31
Instance ID: 5
Router is not an area border router
Graceful restart: not-restarting, remaining time: @, reason: none
OSPF traffic engineering: disabled
Traffic engineering disabled, router ID: 200.151.1.1
The maximum delay before the Routing Table is recalculated: 5000
Route max equal cost paths are stored: 5
External LSA refresh interval: 1800 secs
Full SPF calculation: 00h10m46s ago
LSA timers:
Minimum time between originations: 5000 msec
Minimum time between receptions: 1000 msec
Time to increase minimum originations interval: @ msec
Maximum time to delay originations: @ msec
Number of new LSA originated: 6
Number of new LSA received: 21
Number of AS-External LSA (type 5): 19, checksum: 0x000a54a4
Number of AS-Opaque LSA (type 11): @, checksum: 0x00000000
Number of LSA in LSDB at checksum check: 0
Number of updates: @ pending, @ merged
Errors count:
Header length errors: 0
Header errors: 0
No interface for virtual link: @
Version field is invalid: 0
Invalid or unrecognized address: 0
Resource errors: 0
Packets dropped by unknown reason: 0
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Area 0.0.0.0, up
Area can carry data traffic: false
SPF algorithm executed, times: 6
Number of area border routers: 0, autonomous routers: 2
Number of translator state changes: 0
NSSA Border router state: disabled
Number of LSA type-1: 2, checksum: 0x00014612
Number of LSA type-2: @, checksum: 0x00000000
Number of LSA type-3: @, checksum: 0x00000000
Number of LSA type-4: @, checksum: 0x00000000
Number of LSA type-7: @, checksum: 0x00000000
Number of LSA type-10: 0, checksum: 0x00000000
Total count of LSAs: 2, checksum: 0x00014612
Number of interfaces in this area: 2

(SIS RN IS

show ospfv2 database

Komanza BeiBoauT copepxkumMmoe OSPF LSDB 1ig sk3emriuigpa VRF sr60 1151 1106a/IbHOM TaGJIUIThL
MaplipyTusanuu. Ilpy ykasaHum mnapamerpa 'detailed’ 6ymeT BBIBOOUTHCA JeTalbHOE
cozep>KuMoe umeromuxcesd LSA.

[Ipu ykasaHuu Tuna LSA 6yayT BbIBeleHbI TOJILKO LSA COOTBETCTBYIOIIIETO THIIA.

ITpumep. show ospfv2 database
0/ME5100:Router# show ospfv2 database
Routing Process: test, with ID 2.2.2.2

Area Link State Database:

Link ID ADV Router Age Seq# Checksum Area
Type

1.1.1.1 1.1.1.1 00:14:16  0x80000034 0x00003E58 0.0.0.0
router-1sa

2.2.2.2 2.2.2.2 00:02:25 0x30000036 0x00004C27 0.0.0.0
router-1sa

4.4.4.4 4.4.4.4 00:09:45 0x30000011 0x00001668 0.0.0.0
router-1sa

100.100.12.1 2.2.2.2 00:21:42 0x30000030 0x00000B37 0.0.0.0
network-1sa

100.100.14.1 1.1.1.1 00:14:16  0xB8000000D 0x00008DD1 0.0.0.0
network-1sa

100.100.24.1 2.2.2.2 00:14:23 0x8000000D 0x0000331A 0.0.0.0

network-1sa

Link State Database:
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External Link States:
Link ID ADV Router Age Seq#

100.100.12.0

100.100.14.0

show ospfv2 neighbors

1.1.1.1 00:06:50  0x30000001
100.100.13.0 1.1.1.1 00:06:50  0x30000001
1.1.1.1 00:06:50 0x30000001

Checksum Type

0x000OABA2 external-lsa
0x000OAPAC external-lsa
0x000095B6 external-1lsa

KomaHza BRIBOAUT B TaOJIUUYHOM BH/IE CITHCOK aKTUBHBIX OSPFv2-cocemeii.

[Ipu ykazaHuU napamerpa 'detailed' O6ymeT BBIBOAUTHCS AeTaJlbHas HHPOPMAITH 110 COCE/ISIM.

ITpumep. show ospfv2 neighbors

0/ME5100:Router#t show ospfv2 neighbors

Routing Process: test, with ID 2.2.2.2
Router is not an area border router

Neighbor ID Area ID Pri State
Address Interface

1.1.1.1 0.0.0.0 1 full-BDR
100.100.12.0 te 0/0/5

4.4.4.4 0.0.0.0 1 full-BDR

100.100.24.0 te 0/0/6

show ospfv2 interfaces [detailed]

BFD Dead Time
active 00:00:35
active 00:00:30

KOMaH/Ia BBIBOJJUT COCTOSIHHME M CTAaTHCTHKY IIO HHTep(l)eﬁcaM, Y4aCTBYIOIIIUM B IIpOITecce

OSPFEv2.

ITpumep. show ospfv2 interfaces detailed

0/ME5100:Router#t show ospfv2 interfaces detailed

Routing Process: test, with ID 2.2.2.2
Router is not an area border router

Interface Loopback 1, state: designated-router, status: up

Area 0.0.0.0, configured metric: 1

Changed state: 2 time, Administrative group @

Designated Router IP addr: 2.2.2.2

Backup Designated Router IP addr: 0.0.0.0
Subnet mask: 255.255.255.255

Remote peer index: 0

Number of LSA count: @, checksum: 0x00000000
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Interface Tengigabitethernet 0/0/5, state: designated-router, status: up
Area 0.0.0.0, configured metric: 1
Changed state: 2 time, Administrative group @
Designated Router IP addr: 100.100.12.1
Backup Designated Router IP addr: 100.100.12.0
Subnet mask: 255.255.255.254
Remote peer index: 0
Number of LSA count: @, checksum: 0x00000000

Interface Tengigabitethernet 0/0/6, state: designated-router, status: up
Area 0.0.0.0, configured metric: 1
Changed state: 2 time, Administrative group 0
Designated Router IP addr: 100.100.24.1
Backup Designated Router IP addr: 100.100.24.0
Subnet mask: 255.255.255.254
Remote peer index: 0
Number of LSA count: @, checksum: 0x00000000

Interface Tengigabitethernet 0/0/7, state: down, status: down
Area 0.0.0.0, configured metric: 1
Changed state: @ time, Administrative group 0
Designated Router IP addr: 0.0.0.0
Backup Designated Router IP addr: 0.0.0.0
Subnet mask: 255.255.255.254
Remote peer index: 0
Number of LSA count: @, checksum: 0x00000000

BhIlIenrpuBe/IleHHbIE KOMaH/[bl 0TO6paXkatoT HHGOpMAITHIO 0 BceX Iporieccax OSPF, HacTpOeHHBIX

m1o6aspHO (B GRT).

[l ipocMoTpa nHGopmanuu o npoiieccax B VRF B show-koMaHie Heo6xoauMo ykasaTh uMs VRF.

IIpu Br160pe VRF all 6yieT BBIBOGUTHCA 3alIpollleHHass MHGopMarus 1o sceM VRF.

show route vrf test ospf

KOMaH/Ia BBIBOJIUT MapIIPYyThl, MMEIOIIHECId B TaﬁﬂHHe MapmpyTHu3aliyy, IIOJIYyYEHHBIE W3

npotokosia OSPF B VRF test.
ITpumep. show route vrf'test ospf
0/ME5100:Router#t AR31-17-151# show route vrf test ospf

Tue Feb 20 15:09:50 2024
Codes: IA - OSPF inter area, EA - OSPF intra area

NT - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
ET - OSPF external type 1, E2 - OSPF external type 2
0E2 2 0/24 via 100.101.31.2 [110/0], 00h@Om20s, te@d/0/1.3

2.2,
0 EA  5.5.0.30/32 via 100.101.31.2 [30/2], 00h00m20s, te0/0/1.3
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0 E2 13.13.13.0/24 via 100.101.31.2 [110/0], 00h00m20s, te0/0/1.3
0 E2 28.1.1.0/24 via 100.101.31.2 [110/0], 00h00m20s, te0/0/1.3

JlOIIOJTHUTEe/IbHAasI JTUArHOCTHUKA

Unexpected non-zero DR

CoobureHre "Unexpected non-zero DR" oTobparkaeTcs IIpU IIOJYyYEeHUU I1aKeTa C HEHYJIEBBIM
3HayeHUeM B 11os1e DR.

ITpumep.

Ha 1Byx MapuIpyTU3aTOpax HacTpoeH npoTokosa OSPFv2, Ha 0o[fHOM cTOpoHe HacTpoeH broadcast
Ha uHTepderice, Ha APyroi CTOPOHe point-to-point.

IIpumep xoHpuUrypammuu R1

0/ME5100:R1# show running-config router ospfv2
router ospfv2 1
area 0.0.0.0
interface tengigabitethernet 0/0/4
exit
exit
router-id 1.1.1.1
exit
0/ME5100:R1#

IIpumep xoHPuUrypamum R2

0/ME5100:R2# show running-config router ospfv2
router ospfv2 1
area 0.0.0.0
interface tengigabitethernet 0/0/4
network point-to-point
exit
exit
router-id 2.2.2.2
exit
0/ME5100:R1#

[Ipu Takoi KOHGUIypaliuu Ha R2 6yayT coobIleHua BUAA:

0/ME5100:R2# 2025-09-23710:07:53+07:00 %0SPF_V2-I-ADJCHANGE: Unexpected non-zero DR
192.168.3.2 in hello packet from interface te0/0/4
0/ME5100:R2# 2025-09-23710:08:13+07:00 %0SPF_V2-I-ADJCHANGE: Unexpected non-zero DR
192.168.3.2 in hello packet from interface te0/0/4

121



HACTPOHKA ITPOTOKOJIA IS-IS

B maHHOM IyIaBe ONMCaHbI IPUHITUIIEI HACTPOMKH IIPOTOKOJIAa JUHAMUYECKON MapIIpyTHU3anuu IS-
IS (Intermediate System to Intermediate System).

JlaHHBIN IIPOTOKOJI IPUHAJJIEKUT K CeMeICTBY IIPOTOKOJIOB COCTOSIHUS COeUHEHUS U OTHOCUTCS
K rpynre IGP (Interior Gateway Protocol).

ITpuHIUIBEI KOHQUTYPHPOBAHUSA NIPOTOKOJIA IS-IS.

HacTpoiika 1pollecca [AMHaAMHUYeCKOM Mapiipyrusanuu IS-IS 1pousBoguTca B pasnese
KoHbUryparmuu router isis. BHyTpu gaHHOro KOHQUIryparlOHHOTO 6J10Ka HacTpauBaeTcs IS-IS
Kak JUIg I106a7IbHOM TabJIUIIBL, TaK U /IS UMEIOIINXCSI Ha MapIIpyTU3aTope sKk3eMILIIpoB VRF.

Ha ycTpoiicTBe BOSMO>KHO CO371aTh 10 16 IIpoIteccoB MapIiipyTusauu IS-1S.

JlajbHeMIasg KOHQUIyparys TakyKe IIPOU3BOSUTCI HepapXUyecKH.

BHyTpH TabiMIBl MaplUIpyTH3aliid KOHGUIypupyroTca mnapaMmeTpsl IS-IS (NET, level Bcemt
cucreMsl, IS-IS hostname U T.11.), a Tak>Ke 106aBJIAIOTCI HHTePPeChl, KOTOPhIe OyyT y4acTBOBaTh
B Mapurpyrusanuu IS-IS.

[Io yMO/JIlYaHUIO HU OJUH U3 HHTEepPQeMrCcOB YCTPOMCTBA He BKJIIYEH B
nporokos IS-IS. /g 3amycka mporokosia IS-IS Ha wuHTepdelice u/mim

IMPORTANT . .
cabuHTepderice TpebyeTCd IBHO yKas3aTh 3TOT UHTepderic B KOHQUTYpaIuu
mportecca IS-IS.
Ha wuHTepdelice, CKOHOUIYPUPOBAHHOM BHYTpU Iporecca IS-IS,
3alycKaeTcs MeXaHHW3M IIPOTOKOJIBHOT0 00Hapy»KeHud IS-IS —HaunHaeTca
orrpaBka makeroB IS-IS Hello u mpueM TakuxX IakeToB. HcKiaroueHue
IMPORTANT

COCTaBJIAIOT T.H. "IIaCCUBHBIE" MHTepdeliCchl — TaKue UHTepdelchl TOJIHKO
BKJIIOUAKOTCA B azfpecHele TLV B makerax LSP, cocexmcrBa uyepes Takue
UHTepdeChl He yCTaHaBJIUBAKOTCA.

IToceroBaTEIFHOCTH KOHGUIYPHPOBAaHUA NPOTOKOJIA IS-IS BEIT/ISIAUT CI€IYIOIIMM 00pa3oM:

1. CospmaHue mporiecca MaplupyTusanuu IS-IS.
2. O611ag HacTpoMKa IpoToKoJIa IS-IS Ha ycTpoiicTBe.

3. /lobaBiieHMe ¥ HACTPOUKA UHTePPEeNCOB B COOTBETCTBYIOIIME TaOJIUIIbI MAPIIPYTU3AIIHH.

basoBast HacTpouKa nmporokosia IS-IS

HacTpoiika IIpOTOKOJIa IIPOMU3BOSUTCS COIJIACHO OIIMCAHHOU BEHIIIIE HepapXUH.

/111 6a30BO¥ pab0oTOCIIOCOOHOCTH CUCTEeMBI HE0OX0AUMO yKasaTh IlapaMeTp 'net' (IS-IS Network
Entity Title). Takke pekoMeHAyeTcd 3agaTh mapaMeTp 'host-name' u, B ciydyae HCIIOJIb30BAHUS
TOJILKO OJTHOTO M3 YPOBHeH IS, BHIOpaTh COOTBETCTBYHOIUU YpOBEHH O0OIIeM HaCTPOMKOM 'is-
level'.
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Tabauua 54. bazosas Hacmpolika npomokxoaa IS-1S

Komanpga

configure

router isis ISIS NAME

net NET

is-level { level-1 | level-
1-2 | level-2 }

host-name HOSTNAME

set-overload-bit full-db
disable

level { level-1 | level-2 }

metric-style { wide | both
}

set-overload-bit on-startup
SECONDS

set-overload-bit persist

exit

interface type num

HasnaueHue
[Iepexof B pesXyuM 171062/ IbHOM KOHQUTYPAIIH.

CospmaHue 1porecca Mapuipyrusanuu IS-IS ¢ umeneM ISIS NAME u
IIepexo/i B pesKHUM ero HaCTPOMKH.

3amanue cucreMHoro IS-IS Network Entity Title (NET) B ¢popmarte
XX XXXXXXXX XXXX.XXXX.00. [laHHBIM IIapaMeTp VHUKAJIbHO
UaeHTUUIIMPYeT CUCTeMY BO BceM IS-IS-momeHe.

(OmonanbHO) BrI60p ypoBHA IS, B KoTOpoM OyzeT paboTaThb
cucreMa. [1o yMoI9aHMI0 UCII0JIbL3yeTcs 3HaueHue 'level-1-2".

(OmmonanbHO) 3amaHue IS-IS hostname —uMeHHU ysja, KOTOpoe
OyZeT yKasblBaThCsl B COOTBETCTBYHOIUX TLV ci1y>Ke6GHBIX I1aKeTOB
IS-IS. TIo yMOJYaHUI0 UCIOJIL3YeTCd CHUCTeMHOe MM$ YCTPOMCTBA
("hostname").

(OmmonanbHO) He ycraHasiauBaTh ¢uiar "IS-IS overload bit", korma
MaplIpyTusaTop Ileperpy’keH. IIo ymosiuaHuro overload bit
ycTaHaBJuBaeTcsd B LSP I OIIOBellleHUS cOoCeflel O TOM, YTO
MapILIPpyTH3aTOpP He MO)KeT MCII0Ab30BaThCAd [JId Ilepeflauud
TPaH3UTHOTO TpapUKa.

¢oar "IS-IS overload bit" He cHuMaeTcs
aBTOMAaTHYeCKHU pu MCYe3HOBEHUU
neperpysku. CHATH €ro MOXKHO KOMaHIOH
"clear isis overload".

IMPORTANT

Ilepexof B pe;KHUM HaCTPOMKHU IIapaMeTpPOB YPOBHA 1 MJIH YPOBHA 2
(11 060UX YPOBHEM TapaMeTphl HaCTPauBaKTCI OLUHAKOBO).

(OmroHasbHO) BrIO6Op THUIIAa METPUKHU JJI TeKYILero ypoBHs IS-IS.
I[To ymosyaHuio i1 MapupyToB IPv4 ucrosb3yercd pexxum "both”,
CMelllaHHbIM, METPUKHU KaK "narrow", Tak u "wide".

[Ipu a9rToM, IIpU IIOJIy4eHHUH Iinternal/external-mapiipyToB c
MEeTPHUKOU "narrow" MapIIpyTU3aTOp HPUBOAUT internal/external-
MapIIPyThl C METPUKOM "narrow" K Maplipyram 0e3 IIpHU3HaKa

internal/external, Ho ¢ MeTpuKOH "wide" U epenaét ux B SPF.

(OnmronasnbHO) Ilpu yKasaHUU AAaHHOIO IlapaMeTpa IIpU cTapTe
npornecca IS-IS B cucreme Oymer ycTraHaBauBaTbcsa ¢uar "IS-IS
overload bit" Ha SECONDS ceKyHZ, II0CJIe 3aIlyCKa.

(OnmronasnbHO) Ilpu ykasaHMM JaHHOro mapamerpa ¢uar "IS-IS
overload bit" 6yzeT ycTaHOBJIEH B CUCTEME II0CTOSTHHO.

BosBpaT B peKUM HaCTPOMKH IpoIecca IS-IS.

Jlob6aByieHUE COOTBETCTBYIOII[ETO uHTepderica (yrmbo
cabuHTepderica) B mporiecc IS-IS u 1epexop B pesXUM HACTPOMKU
IapaMeTpoB IIpoToKoJIa IS-IS 1 aToro uHTepderica.
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KomaHnpa

address-family { ipv4 |
ipvb } unicast

exit

circuit-level { level-1 |
level-1-2 | level-2 }

level { level-1 | level-2 }

csnp-interval SECONDS

hello-multiplier MULT

hello-timer SECONDS

lsp-interval MSEC

metric METRIC

priority PRIO

exit
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Ha3umaueHue

Bxuirouenue pa6otsl IS-IS ¢ IPv4 wiau IPv6 Ha JjaHHOM UHTepdetice
U IIepexX0l, B PeXHUM KOHOUIYPHUPOBAHUSA COOTBETCTBYIOIIIEN
AFI/SAFL

Ba)xHO: B OOJIBINIMHCTBE IIPUMEHEHU!N JaHHas1 KOMaH/a sBJISeTCS
06s3aTe/IbHOM — [i/I1 KOPPEKTHOTO0 BKJIIOUEHUs HUHTepdeiica B IP-
MapIIpyTHU3aliiio IIpoToKosa IS-IS 1oTpebyercs ykasaTh ipvé
unicast, ipvb unicast mam 06e AFI/SAFL.

Bo3BpaT B pe’KUM HacTpOMKU uHTepderica IS-IS.

(OnmroHanbHO) VKasaHWe YpoBHA IS, K KOTOPOMY OTHOCHUTCS
IaHHBIA UHTepPEC.

HHTepdelic 110 yMOTYaHUIO paboTaeT Ha BCeX (M TOJIBKO Ha TeX)
YPOBHSIX, KOTOpBIEe 3aZjaHbl o00Iell HacTpoukou 'is-level'.
Komanma ke 'circuit-level' 103BoJsizeT BrIOpaTh Cpegu
CUCTeMHBIX YPOBHeH TOT, KOTOPBIM TpebyeTcd Ij1 KOHKPETHOIO
uHTepderica.

[IpakTHyecKkoe MpUMeHeHNe KOMaH/la UMeeT B TOM CJIy4ae, Korja
3agaH 'is-level level-1-2'—B TakoM ciydyae KOMaHIOM 'circuit-
level' MO>XKHO BBIOpATH 11 HHTEepderica 6o level-1, 6o level-2.
HHTepdericHbIe IapamMeTpsl COOTBETCTBYIOIIETO YPOBHA
HaCTpauBaloTCI HHTepdecHOM KoMaH oM 'level' (cm. masee).

[lepexon B pexXuMm HacTpouku IS-IS mmapameTrpoB uHTepodeiica
COOTBETCTBYIOIIETO YPOBHS.

JlOCTyIIHBIe HACTPOMKU B JAHHOM PeXKUMe OJHUHAaKOBBI JJI1 060UX
ypoBHel IS, ogHaKO KOHQUIYPUPYIOTCA [AJI1 Ka’KAO0r0 YpPOBHSA
OTZIeJILHO.

(OnroHanbHO) 3alaHKUe HHTepBaja MeXK/Ay OTIIpaBKaMHU IIaKeTOB
CSNP.

(OmmoHanbHO) 3ajaHUe KosipyecTBa HoTepsaHHBIX IS-IS Hello,
Iocjie KOTOPBIX COCell Ha JaHHOM HHTepdelice OyLeT CUHUTATBLCA
II0TePSIHHBIM.

(OmmoHanbHO) 3alaHue UHTepBaJsia oTipaBku IS-IS Hello.

(OnroHanbHO) 3alaHKe UHTepBaja MeXAy OTIIpaBKaMHU IIaKeTOB
LSP.

(OnuoHanbHO) YKasaHue MPOTOKOJBHOM METPUKHU (CTOMMOCTH)
uHTepderica.

(OnroHasIbHO) YKasaHMe IIPUOPUTeTa YCTPOMCTBA IIPU BrIGOpax
DR Ha 1aHHOM HUHTepderice.

BosBpaT B peKUM HaCTPOMKU uHTepdeiica IS-IS.



KomaHnpa

passive

point-to-point

shutdown

exit

root

commit

Ha3umaueHue

(OnmroHasnbHO) IlepeBo MHTepetica B IIACCUBHBIN PEXKUM.

B maHHOM pe)kuMme HUHTepdelc He OTIIpaBjsieT U He IIPUHUMAeT
ITH-coo61ieHUH U Yepe3 UHTepdelic He yCTaHaBIUBaeTCd HUKaKUX
COCe/ICTB. PexM  HCIIOJIB3yeTCd  IIPHU He06X0UMOCTH
aHoHcHpoBaTh B IS-IS mozaceTs maHHOTO MHTepdetica (HalpuMep,
IUIs1 UHTepdelicoB JIOKaJIbHOM eTIHu loopback).

(OmmoHanbHO) BritoueHue Ha uHTepderice pexxuma "IS-IS Point-
to-point".

B JaHHOM pe’kuMe He IIPOU3BOAATCS BBIOOPEI DR U He co3garoTcs
IICeBJJOHO/BL.

IIo yMoiryaHHI0O Ha BceX HHTepdeiricaX, Kpome HHTepdelica
JIOKaJIbHOM IIeT/IX BKJII0UeH broadcast-pesxum.

Crenmyer ciefuTh 3a TeM, UTOOBI pesXKUM HHTepdeiica ObLI 3aJaH
OJJMHAKOBO /11 000MX KOHIIOB IS-IS coepyiHeHUs.

(OnmuoHanbHO) OTKiIO4YaeT [pPoToKos IS-IS Ha yKasaHHOM
UHTepderice ITOTHOCTHIO.

KoMaHja HMeeT IIpaKTHYeCKoe IIPUMeHeHHe B TeX CIy4asaX, KoIma
TpebyeTcsl BpeMeHHO UCKJIHYUTh UHTepderic us3 IS-IS, coxpaHUB
IIPX 3TOM BCHO eT0 KOHQUTYPaIIHIO.

BosBpaT B peXUM HaCTpOMKHU Iportecca IS-IS. /Jlamee MOXHO
BKJIIOUUTHL B IS-IS M HacTpouTh ItapaMeTphl APYyTUX TpebyeMBbIX
uHTepEnCcoB.

BBIXO/l B peKUM I7106aIbHOM KOHQUTYPAITHH.

[IppMeHeHMe IIPOH3BeJeHHBIX HACTPOEK.

ITpumep. basogas Hacmpolika npomokoaa IS-IS

router isis test
interface loopback 1

address-family ipv4 unicast

exit
passive
exit

interface tengigabitethernet 0/0/5
address-family ipv4 unicast

bfd fast-detect

exit

hello-padding disable
point-to-point

exit

interface tengigabitethernet 0/0/7
address-family ipv4 unicast

bfd fast-detect

exit

hello-padding disable
point-to-point
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exit

host-name Router

ipv4-te-level level-2

level level-2

metric-style wide

exit

net 49.0001.0010.0100.1001.00
exit

Hactpouka IS-IS gy sksemiursipa VRF

/17151 3aIlycKa IIpoliecca MaplipyTusanuu IS-IS BHyTpu Kakoro-au6o sk3emiuisipa VRF Heo6xoamumo
CKOHQUTYPUPOBATh COOTBETCTBYIOIIMNM 610K vrf <NAME> BHYTpPH 3apaHee CO3[LaHHOTIO IIpoliecca
MapuipyTusanuu router isis. Ilpoiecc manbHedIen HacTporku IS-IS BHyTpu VRF ugeHTHUUYeH
TAaKOBOMY JJIg TJI00a/IbHOM Ta6JIMIThl MapIIPyTHU3aI[UHU.

[Iportecchl MapIIPyTH3allMK 11 pasHbIX VRF paboTalOT He3aBHCUMO [PYyT OT

NOTE
opyra.

Komanpga HasHaueHue

configure [Tepexof; B pe>XUM IVI00aJIbHOM KOHQUI'YPAIIHHU.

router isis ISIS. NAME CospmaHue mpoljecca Mapiipyrusanuu IS-IS ¢ umenem
ISIS_NAME U 11epeXo0/ B Pe’KUM ero HaCTPOUKH.

vrf VRF_NAME 3alyck Ipoiiecca MaplIpyrusanuu IS-IS B ykasanHoMm VRF u
Iepexo/; B pesKMM HaCTPOMKH 3TOTO IIpoIiecca.

net NET 3amanue cucteMHoro IS-IS Network Entity Title (NET) B
dopMmaTe XX XXXX.XXXX.XXXX.XXXX.00. laHHbBI} ITapaMeTp
YHUKaJIBHO UeHTUQUITUPYeT CUCTeMY BO BceM IS-IS-
JlOMeHe.

is-level { level-1 | level-1-2 |  (OmmmonanbHO) BEIGOP YPOBHS IS, B KOTOPOM GYZIET

level-2 } pab6orats cucteMa. I1o yMOI4aHUIO UCII0/Ib3YeTCd 3HaUeHUe
level-1-2'.

host-name HOSTNAME (OmmmoHanbHO) 3aganue IS-IS hostname — uMeHH ysiia,
KOTOpOe Oy/ieT yKa3blBaThCS B COOTBETCTBYROIIUX TLV
CIIy>KeOHBIX ITakeToB IS-IS. I1o yMOTYaHUI0 UCII0Ib3YeTCS
CcHUCTeMHOe UM ycTporicTsa ('hostname"').

level { level-1 | level-2 } ITepexoyi B pe)KUM HACTPOMKH IIapaMeTPOB YPOBHsI 1 win
YPOBH4 2 (1151 060UX YPOBHeH IlapaMeTphl HaCTpauBarTCId
OINHAKOBO).

metric-style { wide | narrow | (OnmMoHaILEHO) BEIGOP peskuMa MeTPUKH JIJIsl TeKYIIIero

both }

ypoBH4 IS-IS. ITo yMO/T4aHHIO UCII0JIB3yeTcsd peskuM "both".
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KomaHnpa

set-overload-bit on-startup
SECONDS

exit

interface type num

address-family { ipv4 | ipv6 }

unicast

exit

circuit-level { level-1 | level-1-
2 | level-2}

level { level-1 | level-2 }

csnp-interval SECONDS

hello-multiplier MULT

Ha3umaueHue

(OnproHasnbHO) IIpH yKasaHWU JaHHOTO I1apaMeTpa IIpu
crapTe Iiportecca IS-IS B cucTteMe OyzieT ycTaHaBJIUBAThCS
¢uiar "IS-IS overload bit" Ha SECONDS ceKyHJ 110CI€e
3alrycka.

BosBpat B pesKHMM HaCTPOMKH IIporiecca IS-IS.

JlobaByieHHE COOTBETCTBYIOIIEro HHTepdetica (Jiribo
cabunTepderica) B mporiecc IS-IS u mepexo B pesKuM
HaCTPOMKHU IIapaMeTpoB IIpoTokoJIa IS-IS 11 sToro
UHTepderica.

Bxirouenue pabotsl IS-IS ¢ IPv4 wiu [Pv6 Ha JaHHOM
UHTepderice U Ilepexo]; B pesKUM KOHQUTYPUPOBaHUS
cootBeTcTBYIOIei AFI/SAFIL.

Ba)xHO: B 60JIBIIIMHCTBE IPUMeHEeHUH JaHHasd KOMaH/a
SIBJIsIeTCSL 06513aTeIbHOM — /I KOPPEKTHOTO BKIHOUEeHUS
uHTepderica B IP-mapuipyTusau mpoTokosia IS-IS
rnorpebyercsa ykasaTh ipv4 unicast, ipvb unicast niau obe
AFI/SAFL.

Bo3BpaT B pe’KUM HaCTPOUKHU UHTepdetica IS-IS.

(OnuoHanbHO) VKasaHue ypoBHA IS, K KoTopoMy
OTHOCHUTCH TaHHBIN HHTepderic.

HHTepdelic 10 yMOJIYaHUIO paboTaeT Ha BceX (U TOJIBKO Ha
TeX) YPOBHIX, KOTOPhIe 3a/laHbI 0011[el HACTPOUKOM 'is-
level'. KomaHpga e 'circuit-level' mmo3BosigeT BoIOpaTh
Cpeay CUCTeMHBIX YPOBHEM TOT, KOTOPBIU TpebyeTcs [
KOHKpPeTHOI'0 UHTepderica.

[IpakTHUYecKoe IIpUMeHeHNe KOMaH/la UMeeT B TOM CJIy4ae,
Korga 3azaH 'is-level level-1-2' —B TakoM ciy4dae
KOMaH/IOHN 'circuit-level' MOXKHO BBIOpaTh JJId
uHTepderica aubo level-1, 1u6o level-2.

HHTepdelicHbIe ITapaMeTPhl COOTBETCTBYIOIIET0 YPOBHS
HacTpauBaroTCsa UHTepdercHOM KoMaH0u 'level' (cM.
nIajee).

Ilepexof B pesKrM HacTpouku IS-IS mapamMeTpoB
HHTepderica COOTBETCTBYIOIIET0 YPOBHI.

JloCTyITHbIe HACTPOMKH B JAHHOM pesKHMe OJMHAaKOBBI JIJIs
060HX ypOBHei IS, 0fHaKO KOHQUTYPUPYIOTCS I Ka’K[0TO0
YPOBHS OTJEJILHO.

(OmruoHaNbHO) 3a/laHre UHTEPBala MeK1y OTIIpaBKaMU
rmaxkeToB CSNP.

(OmoHanbHO) 3aiaHue KOJIMUeCcTBa IIOTePSIHHBIX IS-IS
Hello, 110ciie KOTOPBIX coces Ha JaHHOM UHTepderice 6yeT
CYUTAThCS II0TEPSHHBIM.
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KomaHnpa
hello-timer SECONDS
lsp-interval MSEC

metric METRIC

priority PRIO

exit

passive

point-to-point

shutdown

exit

root

commit

IMPORTANT

HasHaueHnue
(OnroHanbHO) 3afaHue UHTepBasia oTipaBKy IS-IS Hello.

(OnruoHanbHO) 3a/laHre UHTEPBala MeK1y OTIIpaBKaMU
nnaxketoB LSP.

(OnroHasIbHO) YKa3aHUe IIPOTOKOJIbHOM METPUKU
(ctomMmocTH) UHTepdeiica.

(OnmmoHanbHO) YKa3aHUe IPUOPUTETA YCTPOMCTBA IIPHU
BbIOOpax DR Ha jaHHOM HUHTepderice.

Bo3Bpat B pe’KUM HacTpOMKU uHTepderica IS-IS.

(OnmmonasnbHO) IlepeBoy MHTEepdelica B ITaCCUBHBIN
pexum.

B maHHOM pe’KrMe UHTep¢euc He OTIIpaBJIgeT U He
npuHuMaet [TH-coo61eHUN U yepe3 UHTepderic He
yCTaHaBJIMBaeTCd HUKAKUX COCECTB. PeXKHUM HCII0/Ib3yeTCs
IIpY He0O6XOAMMOCTH aHOHCUPOBATh B IS-IS moziceTh
IIAaHHOTO MHTepdeiica (Harpumep, 111 UHTEPECOB
JIOKaJIbHOM I1eTyiv loopback).

(OnroHanbHO) BKiroueHue Ha UHTepderice pesxxuma "IS-IS
Point-to-point".

B maHHOM pe’kKuMe He IIPOU3BOAITCS BEIOOPHI DR 1 He
C03[,a0TCA IICEBLOHOEL.

ITo ymor4aHUIO Ha BceX MHTepdericax, KpoMe HHTepderica
JIOKaJILHOM I1eT/IM BKJIIOYeH broadcast-pesxum.

CienmyeT ciiefUTH 3a TeM, UYTOOBI pesKUM UHTepdeiica 6511
3a/IaH OJMHAKOBO JJIs1 000MX KOHIIOB IS-IS coemmHeHUS.

(OnroHanbHO) OTKIIIOYaeT IIPOTOKOJI IS-IS Ha yKasaHHOM
uHTepodetice MOJTHOCTHIO.

KoMaHzia MMeeT IIpaKTHYeCcKoe IIPUMeHeHHe B TeX Caydadx,
KoI7ia TpebyeTcs BpeMeHHO UCK/II0UYUTh UHTepdec us IS-IS,
COXPaHUB IIPU 3TOM BCIO €T0 KOHQUTYPALUIO.

BosBpaT B peKUM HaCTPOMKU Iiporiecca IS-IS BuyTpu VRF.
Jlasiee MOXHO BKJIOUUTE B IS-IS 1 HacTpOUTE ITapaMeTpbl
IPYTUX TpeObyeMbIX UHTePHEeCcoB.

BBIXO/] B pesKUM IJI00aIbHOM KOHQUTYPaLH.

HpI/IMeHEHI/Ie IIPOM3BENEHHBIX HACTPOEK.

CooTBeTCTBYOIIIUHA 3Kk3eMIUsIp VRF 1o/pkeH OBITH 3apaHee CO3aH B

KOHOUTYpalliu MapIIpyTU3aTopa.

ITpumep. Hacmpoiika IS-IS 6 sakzemnasipe VRE.

vrf 13-1
rd 100:31
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import route-target 100:31
export route-target 100:31
exit

interface tengigabitethernet 0/0/17.10004000
vrf 13-1
description "Some example interface"
ipv4 address 100.64.0.0/31
encapsulation outer-vid 1000 inner-vid 4000
exit

router isis test
vrf 13-1
interface tengigabitethernet 0/0/17.10004000789
address-family ipv4 unicast
bfd fast-detect
exit
hello-padding disable
point-to-point
exit
host-name AR1
is-level level-1
level level-1
metric-style wide
exit
net 49.0001.0010.0100.1001.00
exit
exit

Pabora ¢ npoToxosioMm BFD

[IpoTokos BFD (Bidirectional forwarding detection) cay>KUT 111 6bICTPOr0 0OHapPy>KeHUsI 0TKa30B
CoeUHEeHUU MeXy ABYyMsd U 60J1ee COCeJTHUMHU YCTPOUCTBAMU.

MapipyTusaTopsl ceMmelictBa ME HWMeT amnmapaTHYH NTOAmep>kKy BFD, 4To 1103BOJIsAET
MaKCHUMaJIbHO OBICTPO OOHApy’XMBaTh OOPHIBBI COEJUHEHUUW U IIPOU3BOAUTH IIEpeKJII0UeHUe
TpadrKa Ha pe3epBHbIE MapIIPYThI.

BxurroueHue Ipotokosia BFD IpouMsBOAUTCA ITyTEM BBIIIOJIHEHWS KOMaHZBl bfd fast-detect Ha
COOTBETCTBYIOIIleM HHTepdelice B KOHOUIYpPAIMOHHOM OJioke IipoTokosa IS-IS. IIpu artom
MapIIpyTHU3aTOP OYZAET IBITaThCI YCTaHOBUTEL BFD-ceccuu ¢ IP-afgpecaMu BcexX cocefieil, KOTOPBIX
IIPOTOKOJI IS-IS 06Hapy>XUT Ha UHTepdetice. B caydyae yCIIEITHOTO YCTAHOBJIEHUA TaKUX COCE/ICTB
cTaTyc ceccuu IS-IS cBSOKETCS CO CTaTyCOM COOTBeTCTBYIOIel BFD-ceccuu.

Tabauua 55. Hacmpotika npomoxoaa BFD das IS-1S-cocedcme
Komanpga HasnaueHue

configure [Tepexo[ B pe>KUM IVI06aIbHON KOHQUTYPAIIUH.
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Komanpga HasHaueHue

router isis ISIS NAME CosgaHue mporecca MapiIpyTusanuu IS-IS ¢ umenem
ISIS_ NAME U 11epexo/i B PeKUM ero HaCTPOUKHU.

interface type num [Tepexon B pe’KUM HaCTPOMKHU ITapaMeTpPOoB IIPOToKoJIa IS-IS
TpebyeMoro uHTepderica.

address-family { ipv4 | ipv6 } BxurroueHue pa6oTsl IS-IS ¢ IPv4 wu IPv6 Ha JaHHOM
unicast uHTepodetice U IIePexXo/l B PeKUM KOHOUTYPUPOBAHUS
coorBeTcTBYIOIe AFI/SAFIL.

bfd fast-detect { ipv4 | ipvb }  Bxmouenme MexaHm3Mma ycTaHOBIeHMs BFD-ceccuit ais
BCeX IIPOTOKOJILHBIX cocezeit IS-IS Ha JaHHOM UHTepdelice.

root Bo3BpaT B pekKUM IJ106aJIbHOM KOHQUTYPAITUH.

commit [IprMeHeHMe IIPOU3BEIEHHBIX HAaCTPOEK.
ITpumep. BkaroueHue npomokoaa BFD Ha paHee CKOH@U2ypUpo8aHHOM uHmepdgetice IS-IS.

router isis test
interface tengigabitethernet 0/0/5
address-family ipv4 unicast
bfd fast-detect
exit
exit
exit

PegucTpuOynusa MapuipyTHOM HHGoOpManuu

MexaHU3M peAUCTPUOYIIMU I103BOJILeT IlepefaTb B IS-IS MapipyTel W3 APYrUX IIPOTOKOJIOB
(IGP/EGP, craT4eCKHX MapuIpyTOB U T.II).

PegucTpuOyIvs HacTpauBaeTCsd IIyTEM CO3JaHHA Habopa MMEHOBAaHHBIX IIPaBUJI, IIPH IIOMOIIU
KOTOPBIX MOKHO QMIBTPOBATh MapIIPYTHl, IOJIeXKalllie PeAuCTPUOYIIUM, a TakyKe HasHadaTb
Ha MapIIPYyTHl ITapaMeTphl, CIellMUUHbIe [JId IPOTOKosa IS-IS. /Ig KaXk[oro M3 MCTOYHUKOB
(bgp/connected/local ¥ T.II) MOXHO CO3[aTh HECKOJBbKO IIpaBHWJI, HasHAa4YUB MM IIPUOPUTET
KOMAaH/ION priority —IIpU peJUCTPUOYIIMK MapIlIpyTa AaHHBIe IIpaBHUjIa OYAyT IMPUMEHATLCI K
HeMy II0 OYepeju /10 IIepBOro cpabaTsiBaHUA. IIpaBUIa peJUCcTPUOYIIMY UMEIOT 110 YMOJTYaHUI0
HeyicTBHe '"paspelMTh'—TaKHM 00pasoM, IIyCTOe IIPaBHJIO aBTOMATHYeCKH IIPOMU3BOJLUT
PeSUCTPUOYITUIO BCeX MapIIIPyTOB U3 YKa3aHHOI0 UCTOYHUKA.

HNCTOYHUKH peUCTPUOYIIHH:

1. bgp — MmapuipyTHas Tabsua npoTokosia BGP;

2. connected — MapLIPyTHl, COOTBETCTBYIOII[HE IIOJCETAM, Ha3HAaUeHHBIM Ha IP-uHTep¢eiichl
Mmapuipytusatopa B fanHoM VRF (160 GRT);

3. ospf— MmapuipyTHas Tabsauia npotokosia OSPF;

4. local —MapipyTel, gBjArOLIYecd crnerupuKkamMu /32 I afpecoB, Ha3HadyeHHBIX Ha IP-
HHTepQeMChl MapIIpyTU3aTOpa;
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5. rip — MapupyTHas Tabauia npoTokosia RIP;

6. static — cTaTHUYecKHe MapIIpyThI.

Tabauua 56. Hacmpotika peducmpubyuuu 8 IS-1S mapupymHoil uHgopmauuu u3 opy2ux npomoko/108.

Komanpaa

configure

router isis ISIS NAME

address-family ipv4 unicast

redistribution { bgp | connected |
ospf | local | rip | static }
RULE_NAME

match prefix IPv4PREFIX/MASK

metric-type { isis-levell-external
| isis-levell-internal | isis-
level2-external | isis-level2-
internal }

metric-value METRIC

priority RULE_PRIORITY

redistribute disable

exit

root

commit

Ha3sHaueHHue
ITepexo[ B pesKUM IVI06a/IbHOM KOHQUTYPALIHAH.

ITepexof B pe’XUM HaCTPOUKH IIPOIlecca MapIIpyTU3alliu
IS-IS c umenem ISIS_NAME.

ITepexof B peXvM HaCTPOUKU I1apaMeTPOB alpecHOTo
ceMeiicTBa IPv4 unicast.

Co3pmaHue mpaBUIa pegucTpudynuu ¢ uMeHeM RULE_NAME
U3 YKa3aHHOI'0 UCTOYHUKA
(bgp/connected/ospf/local/rip/static) 1 repexoz B pesKum
HaCTPOMKH 3TOr0 IIpaBHUJIa.

VKkasaHue QuiabTpa, UCII0JIL3yEeMOTO A1 JTaHHOTO IIPaBUJIa.
ITpu ykasaHUU TakKoro GuabTpa IIpaBuUIo OyeT
JelICTBOBATh TOJILKO Ha MapIlPyThI, CTPOTO COBIIaJAIOIIIHE C
3agaHHbIM IPv4PREFIX/MASK.

HasHayuTh Ha MapIIPyThl, IPOIIe/IINe Yepes JaHHOe
IIPaBHJIO, METPUKY COOTBETCTBYIOIIIETO THIIA.

YCTaHOBUTH 3HaUeHNE MEeTPUKH [IJI1 MapIIpPyTOB,
MIPOIIe/IIIINX Yepe3 JaHHOe IIPaBUJIO.

YCTaHOBUTH IPUOPUTET JaHHOTO IIpaBUla PeJUCTPUOYITUH.
[IpaBuia peAUCTPUOYIIUH BBIIIOIHAIOTCA 110 OUepey OT
HU3KOI'0 3HaUeHUs [IPUOPUTETA K BBICOKOMY U
cpabaThIBalOT I10 IIEPBOMY BXOKIEeHUK. TaKUM 06pa3oM,
MapIIpyT, II0IIaBIINH, HAalIpUMep, B IIepBOe IIpaBUJIo, OyAeT
nepezgaH B IS-IS cortacHO HaCTPOEK 3TOrO IIpaBUjIa U He
OyzeT o6pabaThIBaTHCA II0CIEeAYVIOIUMHU IIpaBUIaMU.

3ampeTUTh peAUCTPUOYITUIO MapIIPYTOB, ITOIIaBIINX B
TeKylllee IIPaBUJI0. IIpH BHIITOJTHEHUH JaHHON KOMaH/ bl
TeKylllee IIPAaBUJIO CTAHOBUTCS 3aIIPeIaloIiM.

BrIXof 13 peskrMa HaCTPOMKY IIpaBUJIa PeUCTPUOYIINH.
Jlajsiee MO>KHO HaCTPOUTD CJIeAYIOIIe IIpaBuIa — JIJII TOTO
’Ke caMOro UCTOYHUKA, JTU00 JJI51 APYTUX UCTOUHUKOB
pesucTpuOyIIH.

BBIX0O[I B pesKUM I7100a/IbHOM KOHQUI'YpAITUU.

HpI/IMEHEHI/Ie IIPOMN3BENEHHBIX HACTPOEK.
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IIpumep. Hacmpotixa npoyecca IS-IS ¢ dgyms npaguaamu peducmpubyyuu connected-mapupymos.

router isis eltex-test
address-family ipv4 unicast
redistribution connected CONN-ISIS
match prefix 100.65.0.0/24
priority 10
redistribute disable
exit
redistribution connected CONN-ISIS-20
metric-type isis-levell-internal
metric-value 300
priority 20
exit
exit
interface loopback 1
address-family ipv4 unicast
exit
passive
exit
interface tengigabitethernet 0/0/5
address-family ipv4 unicast
bfd fast-detect
exit
hello-padding disable
point-to-point
exit
interface tengigabitethernet 0/0/7
address-family ipv4 unicast
bfd fast-detect
exit
hello-padding disable
point-to-point
exit
host-name Router
ipv4d-te-level level-2
level level-2
metric-style wide
exit
net 49.0001.0010.0100.1001.00
exit

AytreHTudukamnusa IS-IS

MapIpyTH3aToOpsl ceMeiicTBa ME IO3BOJISIIOT HCIIOJIB30BaTh ayTeHTUUKAIIUIO B IIPOTOKOJIE IS-
IS.

Ju1g ripoTokoJia IS-IS mopepskuBaeTcs ABa BUa ayTeHTUPUKAIIUM:

» Iyo6aspHasag ayreHTHQUKanusa ypoBHA (level) —HacTpauBaeTca B pasfesne 'level' 6si0ka
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‘router isis';
* AyTeHTHUQUKAIIUA COCeICTBA — HacTpauBaeTcd ITOUHTepdercHO B 6y10Ke 'router isis’.
JI7191 ICTI0JTb30BaHUS KaXK[0TO U3 IIepPeUYrCIeHHBIX BU/I0B HEOOXOAMMO yKa3aTh TpeOyeMbId THII

KOMaHZIoM 'authentication-type', 3agaTh K04 KoMaHZ0M 'authentication-key' 1 ugeHTHOUKATOD
KJII0Ua KoMaHAoM 'authentication-id .

Taxoke 11 HaCTPOMKH ayTeHTHQHUKAIIUM MOYKHO BOCIIOJIb30BaThCsI KOMaHZOM 'authentication-
key-chain'. IIpx HCIIOJIb30BaHUM 3TOM KOMAaHZbI y3Jbl KOHQUIypalluH, 3ajaHHble KOMaHJAaMH
"authentication-key', "authentication-id ', 'authentication-type', urHopupyroTCS.

Tabauuya 57. Hacmpotika 2106a/1bHOU aymeHmu@ukauuu ypogHs IS-IS.

Komanpa HasHnaueHue
configure Ilepexof B peXKUM IJI06aIbHOM KOHGHUIYPaITHH.
router isis ISIS NAME ITepexof B peXvM HaCTPOMKU IIpoliecca MapLIpyTU3alluu

IS-IS ¢ umeHnewm ISIS NAME.

level { level-1 | level-2 } Ilepexo/ B PeKUM HaCTPOMKH ITapaMeTPOB YPOBHA 1 Mu
yPOBHA 2 (17191 000UX YPOBHEM ITapaMeTphl HaCTPauBaITCA
OINHAKOBO).

authentication-type { hmacshal |  BriGop Tuma ayTeHTHGUKAIMH IS BEIGPAHHOTO YPOBHS IS-

hmacsha2s6 | hmacsha3g4 | IS — HMAC-SHA1, HMAC-SHA256, HMAC-SHA384, HMAC-

hmacsha512 | md5 | none | simple-

password } SHA512, MD5 1160 IIpoCTOM I1apoJib (simple-password).

3aaHye apaMeTpa 'none’ OTKJIIOYAeT ayTeHTUOUKAITHIIO
IJIs1 yPOBHSI, YTO COOTBETCTBYeT II0BEJIeHUIO 110
YMOJIYaHHIO.

authentication-key { KEY_STRING | 3ajaHue KItoya A5l ayTeHTUPUKAIIUU B OTKPHITOM
encrypted KEY_ENCRYPT } (KEY_STRING) n1u60 B 3amtuppoBaHHOM (KEY_ENCRYPT)
BUJIE.

authentication-id authentication-id 3amaHue WAeHTUPUKaTOpa KIOYa.
root BBIX0[1 B pesKUM I7100a/IbHOM KOHQUIYpAITUU.

commi t [IpuMeHeHMe ITPOU3BeIeHHBIX HACTPOEK.

Tabauua 58. C ucnoawv3ogarHuem key-chain.
configure Ilepexop B pe>XuUM I7100a/1IbHOM KOHPUTYypaIUH.

router isis ISIS NAME ITepexof B pesKUM HaCTPOUKH IIPOIfecca MapIIpyTU3alliu
IS-IS c umenem ISIS_NAME.

level { level-1 | level-2 } I[Tepexof B pe’KUM HaCTPOMKH [TapaMeTpoB YPOBHS 1 MIu
YPOBHA 2 (111 060MX YPOBHEH I1apaMeTphl HAaCTPauBarTCA
OINHAKOBO).

authentication-key-chain YKasaHHe UMeHHU CIIUCcKa Kitoueit (key-chain), koTopsiit

KEY CHAIN_NAME OyZeT UCII0JIb30BaThCA LI ayTeHTUQUKAITUH.

root BBIX0/T B peXKUM IJ1I00a/IbHOM KOHQUTYPAITUH.
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configure

commit

ITepexon B pe>XuUM I/100a/IbHOM KOHPUTYypaIUH.

[IpuMeHeHMe IIPOKU3BeJeHHBIX HaCTPOeK.

Tabauua 59. Hacmpotika aymenmudgduxayuu cocedcmea IS-IS.

Komanpaa

router isis ISIS NAME

interface type num

authentication-type { hmacshal |
hmacsha256 | hmacsha384 |
hmacsha512 | md5 | none | simple-
password }

authentication-key { KEY _STRING |
encrypted KEY ENCRYPT }

authentication-id num

root

commit

Ha3sHaueHHue

ITepexof B pe’KUM HaCTPOUKH IIPOIfecca MapIIpyTU3aIlluu
IS-IS ¢ umeHewm ISIS NAME.

Ilepexof B pesKMM HACTPOMKHU IIapaMeTpOB IIPOToKoIa IS-IS
TpebyemMoro uHTepderica.

Br160p THUIIa ayTeHTUPUKALIUU JIJIS1 COCe/ICTBA Ha TeKyIlleM
uHtepderice —HMAC-SHA1, HMAC-SHA256, HMAC-SHA384,
HMAC-SHA512, MD5 1160 IIpoCTOM I1apoJib (simple-
password).

3asaHue mapaMeTpa 'none' OTKJIHOYAeT ayTeHTUPUKAITUIO
coceficTBa Ha MHTepdelice, YTO COOTBETCTBYeET II0BEJeHUIO
II0 YMOJIYaHUIO.

3aJaHue KJIr04a JIg ayTeHTUQUKAIIUU B OTKPHITOM
(KEY_STRING) n1u6o B 3amuppoBaHHOM (KEY_ENCRYPT)
BUJIE.

3agaHue uaeHTUGUKATOPa KIK0yYa.
BBIXOZ B peKUM I7106aIbHOU KOHQUTYpaIiH.

HpI/IMEHeHI/Ie IIPOM3BENEHHBIX HACTPOEK.

Tabauua 60. C ucnoawv3ogarHuem key-chain.

KomaHnpga

router isis ISIS NAME

interface type num

authentication-key-chain
KEY CHAIN_NAME

root

commit

HasHaueHue

ITepexof B pesKUM HaCTPOMKU IIpoliecca MaplIpyTU3alluu
IS-IS ¢ umeHewm ISIS NAME.

[Tepexof B pe>KUM HaCTPOMKH TapaMeTpoB IIpoTokoJia IS-IS
Tpebyemoro uHTepderica.

YKasaHHe UMeHHU CIIUCcKa Kiroueit (key-chain), KoTopsii
OyZeT UCII0JIb30BaThCA LI ayTeHTUQUKAITUH.

BBIXOI B peXKUM IJ106a/IbHOU KOHQHUTYPAITHUH.

HpI/IMEHeHI/Ie IIPOM3BEAEHHBIX HACTPOEK.

ITpumep. BkaroueHue uHmep@eticHoll aymeHmuguxkayuu IS-1S u aymeHmugukayuu coceocmea Ha

uHmepdgetice.

router isis test
level level-2
metric-style wide

authentication-type hmacshal

authentication-key 3
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exit
interface tengigabitethernet 0/0/7
authentication-key-chain test
exit
exit

[Ipr HecOBHaJeHUU KJIHUYEN/TUIIOB ayTeHTUQUKAIlUU CoceAcTBa (MHTEpdENC)
MeXZy [IBYMs MaplIpyTH3aTOpaMud He OyfeT YyCTaHaBJIMUBATLCA COCELCTBO
(ayTeHTHQHUKAIIMA pacipocTpaHsgeTcsa Ha makeTs! ISIS Hello).

NOTE [Ipy  HeCOBHAJeHWH  KJIIOUEH/TUIIOB  ayTeHTHUOUKanuu  ypoBHA  (level)
MapIIpyTHU3aTOPHl YCTaHABIUBAKT COCEACTBO APYT C APYroM, OJHAKO He MOTYT
00MeHUBAaTHCSI MapILIPYTHOM HHOpMaLel (ayTeHTUQUKALHAA PacIIpoCTpaHgeTCs
Ha nakeTsl LSP/CSNP/PSNP).

IIpoBepka padoTsI IS-IS 1 fUarHocTUYECKUe KOMaH/AbI

show route isis

KomaHfa BBIBOAUT MapIIpyThl, MMelolliecs B TabJivile MaplIpyTU3allUuU, IIOJly4YeHHbIe U3
npoTokoJa IS-IS.

ITpumep. show route isis

0/ME5100:Router#t show route isis
Tue Jun 12 00:44:30 2018
Codes: i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2
LET - ISIS levell external, LE2 - ISIS level2 external

i L2 4.4.4.4/32 via 100.100.14.0 [116/10], 00h12m42s, te 0/0/7
i L2 100.100.24.0/31 via 100.100.14.0 [116/20], 00h12m42s, te 0/0/7

Total route count: 2

show isis

KomaHta BEIBOAUT 0011iee COCTOSSHUE U CTAaTUCTUKY 110 UMERIIeMyCs IIPOoIleccy MapIIpyTU3aIiuu
IS-IS.

ITpumep. show isis

0/ME5100S:C_ME5100S_410_2-19# show isis
Tue Feb 10 09:03:03 2026
IS-IS Router 1
System Id: 1720.1612.7005
IS Levels: level-2
Net: 49.0001.1720.1612.7005.00
Hostname: C_ME5100S_410 2-19
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LSP full-suppress: external
LSP refresh-interval: 900 secs
LSP max-lifetime: 1200 secs
Area-address: 49.0001
Tx packets PCP fields: 7
Graceful-restart: Enable
Adjacency wait: 10 secs
Helper mode: Enable
Topologies supported by IS-IS:
IPv4 Unicast, IPv6 Unicast
level-2
Metric style (generate/accept): wide, lsp-max-size: 1492
Redistributed ipv4 unicast:
none bgp redistributed
none ospf redistributed
none static redistributed
Connected routes redistribution is enabled via 'CONN-ISIS' rule
Connected routes redistribution is enabled via 'CONN-ISIS-20' rule
none local redistributed
Redistributed ipv6 unicast:
none bgp redistributed
none ospf redistributed
none static redistributed
none connected redistributed
none local redistributed
Interfaces supported by IS-IS
Loopback® is up (passive in configuration)
Tengigabitethernet0/0/1.30 is up (active in configuration)
Tengigabitethernet@/0/1.31 is up (active in configuration)
Tengigabitethernet®/0/1.3986 is up (active in configuration)
Tengigabitethernet0/0/1.3987 is up (active in configuration)
Tengigabitethernet@/0/1.50 is up (active in configuration)
Tengigabitethernet@/0/1.51 is up (active in configuration)
Traffic Engineering:
Level-1: ipv4 disabled, ipv6 disabled
Level-2: ipv4 enabled, ipvb disabled
Router: ipv4 172.16.127.5, ipvb
0/ME5100S:C_ME5100S_410_2-19#

show isis database

KoMaH/1a BEIBOAUT COJepXKUMOe 6a3bl JaHHBIX IS-IS mua skseMiursipa VRF 6o mjg 11o06aabHOM
TabIuIlbl MaplIpyTUsanuu. Ilpu ykasaHuu napaMmerpa 'detailed' 6yzeT BBIBOLUTHCS JieTaJlbHOE
cozepxuMoe nMmeroruxcsa LSP.

ITpumep. show isis database.
0/ME5100:Router#t show isis database

IS-IS Router test
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IS-IS level-2 link-state database

LSP ID Sequence Checksum Lifetime Length Attributes
0010.0100.1001.00-00 0x11ab 0x632d 986 66 level-2
0010.0100.1001.00-01 0x11a8 0xa71b 517 57 level-2
0010.0100.1001.00-02 @x11c9 0xdof7 492 116 level-2
0040.0400.4004.00-00 @x11ac 0x24eb 726 66 level-2
0040.0400.4004.00-01 0x119f 0x57b1 719 64 level-2
0040.0400.4004.00-02 @x11bd 0x7848 692 116 level-2

Total LSPs: 6

show isis neighbors
KomaHia BEIBOJUT B TaOJIMYHOM BH/Ie CIIMCOK aKTUBHBIX COCe/leli IIpoToKoJia IS-IS.

ITpumep. show isis neighbors.
0/ME5100:Router# show isis neighbors
IS-IS Router AR31-17-151 adjacency:

System Id Interface State Type SNPA
(sec) NSF BFD  Hostname

0050.0500.0032  te@/0/1.12 up level-1 0013.8083.3671
true none AR32-17.32

show isis interfaces

Hold

27

KoMaH/ja BEIBOJTUT COCTOSTHHE UHTEP(PEMCOB, yUaCTBYIOIIHUX B IIPOIlecCe MapIIpyTU3aIiuu IS-18S.

ITpumep. show isis interfaces.

0/ME5100:Router# show isis int te@/0/1.6 detailed
Fri May 30 11:44:03 2025
IS-IS Router AR31-17-151 interface:

Tengigabitethernet@/0/1.6, circuit id: 54
Last up: 17h31m26s ago
BFD Fast detect: IPv4 disabled, IPv6 disabled
Operation state: up
Disabled creating neighborhood on this interface: false
Hello padding: enabled
Circuit 3 way: enabled
LDP-IGP synchronization: disabled
T1 timer status: stopped
Media Type: p2p
Used PDU: 1500
Administrative tag: 0

137



IPv4 Address Family: enabled
IPv6 Address Family: disabled
Circuit level: level-2

Level-1 Level-2
ID 0050.0500.0031 0050.0500.0032
Hostname none AR32-17.32
Priority 64 64
Metric 10 10
Key-chain none none
Authentication none none
Hello Multiplier 3 3
Hello Timer, sec 9 9
Minimum arrival interval, msec 0 0
CSNP retransmit interval, sec 10 10
LSP retransmit interval, sec 10 10

show isis interfaces statistics

KomaH[ia BBIBOJUT JleTaJIbHYI0 IIPOTOKOJIBHYIO CTaTUCTUKY II0 MHTepdeicaM, y4aCTBYHOIIUM B
Ipoiiecce Mapipyrusamnuu IS-IS.

ITpumep. show isis interfaces statistics.
0/ME5100:Router# show isis interfaces statistics
IS-IS Router test

Interface: Tengigabitethernet@/0/3.4094

Level-1 Level-2

Received Sent Received Sent

Hello IS-IS PDUs 1479 4422 1471 4416
Hello ES-IS PDUs @ 0 0 0
Hello ES PDUs 0 0 0 0

LSP 47 96 50 100

CSNP 1 1161 1 1161
PSNP 2 0 2 1
Unknown packet 0 0 0 0
Discarded IIH 0 0 0 0
Discarded LSP 0 0 0 0
Discarded CSNP 0 0 0 0
Discarded PSNP 0 0 0 0
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HACTPOHKA ITPOTOKOJIA BGP

B maHHOM IvIaBe OIIMCaH IIPOIeCC HACTPOMKM IIPOTOKOJA JUHAMHUUYEeCKOM MaplipyTusanuu BGP
(Border Gateway Protocol).

IIpuHIUNIBI KOHQUTYPUPOBAHUA IPOTOKO1a BGP

Hacrpoiika BGP-mponecca

HacTpoiika 1poljecca [IHHaMWYeCKOM Maplipyrtusanuu BGP ©pou3BOAUTCA B  pasfeile
koHGuUrypanuu 'router bgp <ASN>'. Ha ycTpoiicTBe BO3MOYKHO CO3[jaTh TOJIBKO OJHH IIPOIeCC
Maplpyrusaniiid BGP U, COOTBETCTBEHHO, 3a[aTh €QUHCTBEHHYIO JIOKAJIbHYI0 aBTOHOMHYIO
cucTeMy. BHYTpU JaHHOTO KOHQUTYpPaIllMOHHOIO 6J10Ka HacTpauBaeTcs BGP Kak /s 17106a/1bHOM
Tabsmmipl  Mapupyrusanuu  (Global Routing Table, GRT), Tak uW s HUMEWOIIUXCA Ha
MapuIpyTHusaTope sk3eMIIpoB VRE.

BHYTpH KaXk#0# U3 TabIu1l (r106a1bHOoM TabIuIlsl 1M60 VRF) MOKHO KOHQUIYPHUPOBATh:

 OGIITHe ITapaMeTpPhI paboThI ITPOTOKOIa BGP;
o IIpaBUJIa peAUCTPUOYITUHU MapIIPYyTHON HHPOPMAITUH;

* I[lepeyeHb IIPOTOKOJIBHBIX cocesield BGP, mocTynHbBIX B faHHOM VRF 11160 B GRT, U mapaMeTpsl
3TUX COCeflel.

GRT-cocenu u VRF-cocenu

JI1s1 co3maHus cocefla, CBI3SHOCTh C KOTOPBIM IIPOM3BOAUTCS Uepes3 ItobanbHyro Tabsuily (GRT-
cocesia), TpebyeTcd CKOHQUTYPHUPOBATh COOTBETCTBYIOIIMI OJIOK BHYTPH pasfesia 'router bgp
<ASN>".

ITpumep. Hacmpoiika coceda 8 GRT.

router bgp 65535

bgp router-id 1.1.1.1

neighbor 2.2.2.2
address-family ipv4 unicast
exit
remote-as 65535
update-source 1.1.1.1

exit

JlJ11 co3jaHus cocefia, CBI3HOCTH C KOTOPBIM IIPOM3BOAUTCS Uepe3 UMEIOIIUICT Ha YCTPOMCTBe
VRF (VRF-cocena), TpebyeTcsd CKOHPUIYPUPOBATh COOTBETCTBYIOIIUN OJIOK BHYTPH HOApasiesa
‘vrf <VRF_NAME>' pasmesia 'router bgp <ASN>'.

IIpumep. Hacmpolika coceda 8 ak3emnasipe VRF.

router bgp 65535
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vrf 13-2
bgp router-id 1.1.1.1
neighbor 172.16.0.0
address-family ipv4 unicast
exit
remote-as 65535
update-source 1.1.1.1
exit
exit
exit

B Tekymei Bepcuu II0 HeoO6XomuMO 3afaBaTh 'router-id' Kak B
IMPORTANT miobasbHOM  TabisMile  MapLIpyTH3allMM, TaK U 9 KaKaoro
CKOHQUTYpHUpOBaHHOTO B BGP sk3emriursapa VRE.

AnpecHble ceMelicTBa U UX UaeHTHUKATOPEI (AFI/SAFI)

Peasmsanys nporokosia BGP Ha MapiIpyTusaTopax ceprud ME moggep;KuBaeT IIpHueM, mepefady 1
006paboTKy IyTel pa3/IMUYHbIX THUIIOB (aJ[peCHBIX CEMEVICTB).

B Teky1ei Bepcuu [10 peasir3zoBaHa pa6oTa co CIeAYIOIIUMHU aipeCHbIMU CeMeHCTBaMHU:

IPv4 (unicast, labeled, multicast, mvpn, flowspec);

IPv6 (unicast, labeled, multicast, mvpn, flowspec);

VPNV4 (unicast, flowspec);

VPNvV6 (unicast, flowspec);

L2VPN (VPLS, EVPN).

YacTs HaCTPOMKU IIPOTOKO0JIa BGP M0’XHO IIPOU3BOSUTE OTHEIBLHO I Ka’KI0r0 M3 CEMEMCTB.
Kpome Toro, Mg Ka)XIOro M3 IIPOTOKOJBHBIX COCeler TIOofeprKKa KOHKpPeTHBIX AFI/SAFI
BKJIIOYAeTCs OT/EeIbHO.

[To ymMos4yaHUI0O Ha IIPOTOKOJIBHEIX cocefax BGP Bce azmpecHble ceMelicTBa
OTKJIIOUYeHbl. /[lmgd oOMeHa HyTAMHU  COOTBeTCTBYROIUX  AFI/SAFI
He00X0JMMO SIBHO BK/IOYUTH MX IOJAEP KKy KoMaHAoM 'address-family
<AFI> <SAFI>' B pasmesie koHGUryparuu BGP-cocena.

IMPORTANT

A VRF-cocemelt moaep>KuBarOTCs ceMeicTBa 'ipv4 (unicast, labeled, mvpn)' m
NOTE "ipvb  (unicast, Tlabeled, mvpn)'. OcTajbHBIe CeMeHCTBA MOIYT OBITh
HCII0JIb30BaHbI TOJIBKO 111 GRT-cocepet.

Ilepegaya mapamMeTpPoB community

[Io yMmoIyaHUIO IIapaMeTpel community W extended community He IlepeJal0TCa
CKOHQUIYPUPOBAHHBIM COCeiIM (YAaIATCI U3 aHOHCUPYEMBIX ITyTe).
/1711 TOro 4TOOBI COXpaHATh JaHHbIe ITapaMeTphl IIpU Ilepenade BGP-coceny, ciienyeT IpUMEHATH
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KoMaHJBI 'send-community' ¥ 'send-community-ext'.

ITpumep. BkaroueHue nepedayu napamempos community u extended community 045 GRT-coceda ¢
adopecom 2.2.2.2.

router bgp 65535
neighbor 2.2.2.2
send-community
send-community-ext
exit
exit

dunbTpanusa MaplIIpyTHON HHPOpMauu

JlIs yIIpaBJIeHUsI aHOHCAMU IIPHU UX OTIIPABKe U ITOJIYYeHUH UMEIOTCS /[Ba MeXaHHU3Ma — KapThl
MapuipyToB  (route-maps) W  cuucku — npedukcoB  (prefix-lists).  IIpegBapUTeSHLHO
CKOHQUTYpPUPOBaHHbIe KapThl MapIIPyTOB U CIUCKHA IIPpePHUKCOB MOKHO HCIO0JIH30BaTh IS
¢MIbTpaIUM KaK II0JIy4aeMbIX 0T COCe/ja, TaK U OTIIPaBJIIeMbIX eMy IIyTel.

CricKy IIpeUKCOB SBJISIFOTCS IPOCTHIMU QUIbTPaMU, B KOTOPBIX IIPU COBIIAJ[EHUU C YCI0BUEM
¢rIbTpa IMpoBepseMbIil IpedUKce 60 paspelnaeTcs, JJUO0 3alpemiaeTcd. YCIOBUEM [JII TaKUX
GUILTPOB SIBJIIETCSA TOJBKO COBIIa/ieHHUe IIpedUrKca (CeTh/MacKH).

KapTel MapIIpyTOB SBJIAITCA 0Oo0Jiee CIOKHBIMHA (QUIBTPaMM, KOTOpble IIOMHMO [eHCTBUA
"paspelInTh/3allpeTUTh" MOTYT TarkkKe MoaudunmpoBaTb BGP-aTpHOyTHI COOTBETCTBYIOIIETO
HyTH.

KapTel MapLIpyTOB ¥ CIHMCKHM IIPpeQUKCOB IIPU OJHOBPEMEHHOM
UCIIOJIb30BaHUU (B HallpaBJIeHUHW BXOJAa JHUO0 BBIXOJda) He UMeIOT

IMPORTANT IpyopuTeTa JApPyr Hag OPYyroM, OHU [PUMEHSKTCI K aHOHCAM
OZHOBpeMeHHO. TakuM 00pa3oM, aHOHC OyeT IIPUHAT (WU IlepefaH), eclIu
ero "paspelInan” ¥ KapTa MaplIpyToB, U CIIMCOK IIPepUKCOB.

ITo ymMor4aHHUIO IIPpUHUMAEMBIe OT COCeJla U OTIIpaBJsieMble eMy aHOHCHL He
¢mibpTpyrorca. TakuMm o6pasoM, IIycTras KoOHQUIypanus OQHUIBTPOB

IMPORTANT OpUBEIEeT K TOMY, YTO coceqy OyAyT OTIpaBJeHbl BCe HMEIOIIHECSd B
COOTBETCTBYIOIlEM aJIpeCHOM CeMeMCTBe MapIIpyThl; TakXe OyayT
IIPUHATHI BCe IIPOAHOHCUPOBAHHEIE COCEOM Iy TH.

basoBas HacTpouka BGP-miporecca

i1 6asoBoit paborocnocobHocTH BGP-Tiporiecca HEOOXOAUMO CO3[aTh €ro B KOHQUIrypalluu,
3amaThb router id oyl yCTPOMCTBA ¥ CKOHQUTYPUPOBAThH COCee.

Tabauya 61. Basosas Hacmpolika BGP-npouecca
Komaupa HasHaueHue

configure [Tepexof B pesKuUM 171062/ IbHOM KOHQUTYPAIIAH.
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KomaHnpa

router bgp ASN

bgp router-id A.B.C.D

address-family ipv4 unicast

aggregate-address IPv4_PREFIX [
summary-only ]

exit

dampening

redistribution { bgp-labeled |
connected | isis | local | ospf |

rip | static } RULE_ NAME

exit

exit

neighbor A.B.C.D | A:B:C:D::X

description "STRING"

ebgp-multihop ttl MULTIHOP-TTL

max-prefixes PREFIXES

remote-as ASN
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Ha3umaueHue

CoszmaHue mporiecca Mapiupyrusanyu BGP ¢ aBTOHOMHOM
CHUCTeMOM ¢ HoMepoM ASN U I1epexofi B PesKUM ero
HaCTPOUKHM.

HasHaueHUe JIOKAJILHOTO UleHTUUKATOpa
MapllpyTHU3aTopa. PeKoMeHyeTcs UCII0Ib30BaTh JJI 3TOMU
esiu [IPv4-anpec ogHOro us loopback-untrepdeticon
YCTPOMCTBA.

(OmoHanbHO) [lepexof B pesKUM HaCTPOMKU aipeCHOr0
cemerictBa [Pv4 Unicast.

CosfaHue arperupyroiero Mapuipyra. /laHHbIN MapIIpyT
OyZleT CYMMHPOBATh 60Jiee crieliupruyuHbIe IIpeGUKCHI IIPHU
nx Hajnnuuu. [Ipy yKasaHUM nmapaMeTpa 'summary-only' Bce
BXOZAIIHe Clle[MHUUHEBIe IIPePUKCh] Oy T II04aBJIeHEI (T.e.
He 6yZyT aHOHCUPOBATBLCS COCEISIM).

Bo3BpaT B pe’KUM HaCTPOUKHU ImapaMeTpoB BGP njg IPv4
Unicast.

BrUIrOUeHHMe MeXaHHU3Ma IT0/IaBJIeHUS MePITaHUs
MapIIPyTOB.

CospaHue IIpaBUIa pefUCTPUOYIIUU U IIePeX0/i B pPeXKUM
ero HacTpouku. [Togpo6Hee cM. paszes "Peguctpubynys
MapIIpyTHON MHGOpMAIIHU".

Bo3BpaT B pe’KUM HaCTPOUKHU ImapaMeTpoB BGP njg [Pv4
Unicast.

BosBparT B pesKMM HacCTPOMKH I1apaMeTpoB BGP. [laiee
MO>KHO HaCTPOUTH I1apaMeTpsl Apyrux AFI/SAFL

Co3maHue IPOTOKOJILHOTO cocenia (¢ IPv4- uiu IPv6-
azipecoM) U IIepeXxol B PesKUM HaCTPOMKHU ero rmapaMeTpPOB.

3azaHre TeKCTOBOU CTPOKU — OIIHCAHUA IIPOTOKOJIBHOI0
cocepa.

JlaHHas KOMaH/ia yKasbIBaeT, UTO JaHHLIU eBGP-coces He
SIBJIA€TCS HEIIOCPEICTBEHHO ITOAKI0UYeHHBIM K
MapIIpyTHU3aTOPy U U1 paboThl ¢ HUM Ha BGP-ceccuu
COOTBETCTBYIOIIIMM 06pa3oMm ciaenyeT yBeauduThb IP TTL co
cTaHAapTHOro 3HaueHud 1 10 ykasaHHoro MULTIHOP-TTL.

YcTaHaB/IMBaeT OrpaHUYeHHe Ha KOJIMYeCTBO I10JTydaeMbIX
0T cocefia IIpedUKCOB.

3azaeT HOMep aBTOHOMHOM cucTeMbl BGP-coceza. SIBisseTcsa
00s13aTeJIbHBIM I1apaMeTpOoM IIpU CO3[JaHUHU cocefia.



KomaHnpa

send-community

send-community-ext

address-family { ipv4 { unicast |
flowspec | labeled | multicast |
mvpn } | ipv6 { unicast | flowspec
| labeled } | 12vpn { vpls | evpn
} | vpnvd { unicast | flowspec } |
vpnvb { unicast | flowspec } }

next-hop-self

prefix-list { in | out }
PREFLIST NAME

route-map { in | out }
ROUTEMAP_NAME

route-reflector-client

soft-reconfiquration

exit

exit

root

Ha3umaueHue

BKJIFOUaeT OTIpaBKy MapaMeTpa community B OTChLIa€MBbIX
coce/ly aHOHcax. I1o yMoJIYaHUI0 TapaMeTphl community
YIQJISIOTCS U3 OTIIPaBJIIeMbIX aHOHCOB.

BxirouaeT OTIIpaBKy IlapameTpa extended community B
OTCBhLIIAEMBIX COCely aHOHCaxX. [Io yMoI4aHUI0 ITapaMeTphl
extended community yAanastOTCS U3 OTIIPABJIIEMbIX aHOHCOB.
11 KoppeKTHOU pa6oTsl AFI L2VPN, VPNv4/VPNvV6
OTIIPaBKYy extended community He0OX0JUMO BKJIHOYaTh.

BxurroueHue Ha JaHHOM cocCejie YKa3aHHOTIO aJpecHOoro
ceMelcTBa (00513aTeIHHO /I pa00THI COOTBETCTBYIOLIEH
AFI/SAFI) 1 ntepexo/i B pe>KUM HacTPOeK JaHHOTO0
CceMemcCTBa.

[Ipu yKa3aHUH JaHHOH KOMaH/IbI /IS BCEX OTIIPABJIIEMBIX
MapIIpPyTOB B KaUeCTBe ITapaMeTpa next-hop 6ymet
yCTaHABIMBATHCA aJjpec JAaHHOTO MapIIpyTU3aTopa.

YcTaHOBKa QUIbTPa IPepUKCOB I IIPUHUMAaEMBIX (in)
WUJIU OTIIpaBJIsieMbIX (out) aHOHCOB. COOTBETCTBYHOIIUN
GUIBLTP IIPePUKCOB 0JKeH OBITH CO3[JaH B KOHQUTYpaL[UU
MapLIpyTH3aTopa.

YcTaHOBKaA "KapThl MapILIPyTOB" I QUILTPAIH,
COOTBETCTBEHHO, IPUHUMAaEMBIX (in) WX OTIIPaBJIsIeMbIX
(out) aHoHCOB. KapTa MapIIpyTOB C UMEHEM,
COOTBeTCTBYIOIIIUM ROUTEMAP_NAME, noJKHA OBITh
co3/jaHa B KOHQUIYpaIluy MaplIpyTHU3aTopa.

YcTaHOBKA TEKYIIEero IIPOTOKOJIBHOIO0 cocefia B peskum RR-
kireHTa. Takomy iBGP-cocenry OyayT aHOHCUPOBAThCA Iy TH,
II0JIy4deHHBIe 110 iBGP 0T IpyTUX MapIIpyTU3aTOPOB CeTH.

BrurroueHHe BO3MO>KHOCTH MATKOM peKOHQUTYpaITUH ITyTeM
XpaHeHUs BCeX IIOJYUYeHHBIX 0T COCefla aHOHCOB B
IIPOMEXKYTOYHOU Tabsuite. [lapaMeTp He peKOMeHAYeTCsS K
IIPUMEHEHUI0 U3-3a [JOIIOJTHUTEJILHOTO pacxo/ia peCypcosB; B
COBpeMeHHBIX peanu3danusax BGP He06X0AUMOCTh JaHHOTO
OyHKIIMOHAaIa CHIDKeHa 6J1aro/japs CyIecTBOBaHUIO route-
refresh capability.

Bo3BpaT B pesKMM HaCTPOMKH IIapaMeTPOB IIPOTOKOJILHOTO
cocezna BGP. lasiee MOXKHO CKOHQUTYPHUPOBATH IpPyrue
aJipecHbIe ceMeMCTBa I YKasaHHOIo cocea.

Bo3BpaT B peKuUM HaCTPOMKHU ItapaMeTpoB BGP. [lasee
MOJKHO C03[aTh X HACTPOUTH APYIUX IIPOTOKOJIBLHBIX
cocefen.

BBIXOI B pe)KUM IJ106aIbHOU KOHQHUTYpaITUH.
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Komanpga HasHaueHue

commit ITprMeHeHMe IIPOKM3BEeIeHHBIX HACTPOEK.
ITpumep. bazosaa Hacmpolika npomoko.ia BGP.

router bgp 65530
address-family ipv4 unicast
dampening
aggregate-address 100.100.0.0/16
exit
aggregate-address 100.64.0.0/16
summary-only
exit
redistribution connected CONN-10
set local-preference 120
set origin igp
exit
exit
bgp router-id 4.4.4.4
neighbor 2.2.2.2
address-family ipv4 unicast
route-map in Client
route-map out FULL
exit
address-family 12vpn vpls
exit
address-family vpnv4 unicast
exit
remote-as 65532
send-community
send-community-ext
update-source 4.4.4.4
exit
vrf 13-2
address-family ipv4 unicast
redistribution connected CONN
exit
exit
bgp router-id 4.4.4.4
neighbor 172.16.0.0
address-family ipv4 unicast
exit
remote-as 65532
exit
exit
exit
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duIbTpanusAa MapIIpyToB CHIHCKaMH Ipe(pHKCOB

(prefix-lists)

Criuckd TIpedHUKCOB IPUMEHUMBI TOJBKO U1 GMJIbTPAIIMU MapIIPyTHON HHPOpMAIMU U He
IpeHa3HavYeH k! 11 QMUIbTPAITUU TpadHKa.

CricKy Ipe@UKCOB SABJIAIOTCA IIPOCTBIMH QUIBTPAMU C JeHCTBUAMH "3allpeTUTh" (IIpeduKC He
Ipoujger dYepes OQMILTP) M "paspellluTh” (IIpepHKC IIpoiAeT depe3d ouiabTp). /UL HUX
HUCII0JIb30BaHUS HeO0O0XOAMMO C03[aThb B KOHOQUIYpaIlMM CaM CIIMCOK IIPepHKCOB, II0CJIEe Yero
HasHAYMUTh er0 COOTBETCTBYIOIIIEMY COCesy.

Tabauua 62. Hacmpolika cnucka npegukcos.

Komanpaa

configure

prefix-list PREFLIST NAME

seq-num SEQ-NUM

prefix { AB.C.D/N | X:X:X:X::X/N }

action { permit | deny }

Ha3sHaueHHue
[Tepexof B pesKUM 171062/ IbHOM KOHQUTYPAIIHH.

Cospanue crivcka npeuxkcoB PREFLIST NAME U 11epexof B
PE’KHUM ero HaCTPOMKH.

COS,I[aHI/Ie 3JIEMEHTaAa CIIHCKa HPECI)I/IKCOB C
COOTBETCTBYIOIIIMM HOMEPOM H II€epexo; B PEXHM €ro
HaCTpOfIKH. HOMep JJIEMEHTA MOKET IIPUHUMAThb 3HAYEHHA
1-4294967295.

3amanre 1npedukca, CpaBHeHHe C KOTOPHIM GyaeT
IIPOU3BOJUTHCS JAHHBIM 3JIEMEHTOM CIIHCKa.

JleficTBUe, KOTOpoe oymet IIPOM3BOJUTHCS C
COOTBETCTBYIOIIMM IIPePUKCOM, €cJH OH TIIOMaa IIOf,
YCJIOBUSI IAHHOTO 3JIeMEHTAa CITHCKA.

[To yMO/TUaHHUIO YCTAaHOBJIEHO action permit.
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KomaHnpa

le1..128

ge 1..128

exit

root

146

Ha3umaueHue

VKasaHMe [OIIOJIHUTEJILHOIO YCJIOBUSI Ha [UIMHY IIpeduKca
(less or equal, "mpepuKc Kopoue JMO0O paBeH 3aJaHHOIO
3HayeHUd").

B [maHHOM ciaydae 9jeMeHT QMIbTpa CTaHOBUTCSA
HeCTPOTMM — B COYeTaHUM C 3aJaHHBIM prefix OH OyzeT
BKJIIOUAaTh B Ce0s1 Bce Oojiee crerupuUHbIe IIPePHUKCHI,
BXO/IAIIIMEe B HETO U UMeEIOIIYe MacKy He JJINHHee 3aJJlaHHOMU
ImapamMeTpoM le.

Hampumep, KOMOMHAITUA:

seq-num 10
prefix 100.64.0.0/16
le 24

exit

JacT OGUIBTP, B KOTOPBIM IIONALYyT BCe IIPePUKCHI,
nomnazatonire B 100.64.0.0/16 1 uMerolre Macky ot /16 10
[24.

VKasaHHe OMOJTHUTEIHHOTO YCJIOBUS Ha [VIMHY HpedHuKca
(greater or equal, "tipeUKc IIMHHEe MO0 paBeH 3aJaHHOTO
3HaueHUd").

B [maHHOM cCiy4ae 3jleMeHT QHMIbTpa CTaHOBUTCH
HeCTpPOTMM — B COYeTaHUHU C 3aJlaHHBIM prefix OH Oyzmer
BKJIIOUaTb B cebsA Bce OoJiee cremuQUUHBIE IIPEeUKCHI,
BXOJII[Fe B HETO U MMeIIlie MacKy He KOpode 3aJaHHOU
IapamMeTpoM ge.

KoMmbOuHaIus:

seq-num 10
prefix 100.64.0.0/16
ge 20

exit

mact GQuiIbTp, B KOTOPBIM IIONAAyT BCe IIPEPUKCHI,
nomnazgaromye B 100.64.0.0/16 1 uMeromue MackKy ot /20 1o
/32.

BBIXO/T M3 pekKUMa HAaCTPOMKH 3jJeMeHTa CIHcKa QUIbTpa
npedUKcoB. /lasee MO>KHO CO37aTh CIeAyIolue TpeGyeMble
3JIEMEHTHI CITHCKA.

B0o3BpaT B pexkuUM I7106aIbHOM KOHQUTYpaIiuu



Komanpga HasHaueHue

router bgp ASN [lepexon B pesKUM HaCTPOMKU Irporiecca BGP.
neighbor A.B.C.D | A:B:C:D::X [Tepexon B pesKUM HaCTPOUKU mapaMeTpoB BGP-cocepa.
address-family { ipv4 unicast | Ilepexoi B PeKUM HacTpoek Tex AFI/SAFI, /1 KOTODBIX

ipvb unicast | vpnv4 unicast |

; TpebyeTcs IIPUMEHUTHh QUILTP IIPePUKCOB.
vpnvb unicast } Pevy P ¢ p rpe¢

prefix-list { in | out } VcraHoBKa ¢UiIbTpa HPeUKCOB I IIPUHUMAaeMbIX (in)
PREFLIST NAME HUJIN OTIIpaBJIsieMbIX (0ut) aHOHCOB.

root BBIXO/ B pesKUM I7106a/IbHOM KOHQUTYpaIUH.

commit [IpuMeHeHMe IIPOU3BeIeHHBIX HACTPOEK.

ITpumep. Hacmpolika u HasHaueHue Ha coceda Guabmpa npedukcos, Komopslil 6ydem nponyckamsw
mo/tbko mapupymsl, exoosuwiue 8 109.171.0.0/17 ¢ dauHoll macku om /20 9o /24, a makace eOUHCMBEHHbL
mapuwpym 82.200.0.0/17:

prefix-list PREF-LIST-EXAMPLE

seq-num 10
prefix 109.171.0.0/17
ge 20
le 24
exit
seq-num 20
prefix 82.200.0.0/17
exit
exit

router bgp 65535
neighbor 100.64.28.1
address-family ipv4 unicast
prefix-list in PREF-LIST-EXAMPLE

exit
exit
exit
[Io ymMOI4aHUI0 KaKABIM 3JIeMeHT CIIHMCKa IIpepUKCOB HMeeT IIpaBUJIO
"permit". IIo yMOJYaHUIO KaKABIA CIIMCOK IPePUKCOB HMeeT HesIBHOe
IMPORTANT

3amperriaromiee IIPaBUIO B KOHIIE, TO €CTh IPOXO’K/eHHE BCeX MpedHUKCOB
3aIpeInaeTcs.

B cayuae, ecoiu BGP-coceq nogmep kuBaeT GQyHKIIMOHAI Route Refresh, He TpebyeTcs copoc ceccuu
(yim60 soft-pexoHOUIypallysg) OpU HU3MEHEHUM MapIIPyTHBHIX IIOJUTHUK; 9TH IIOJIUTHUKU OyAyT

3aHOBO IIpUMeHEeHHbl aBTOMaTHUUeCKHU. IIpoBepUTh BO3MO>KHOCTH COCe/la MOKHO KOMaH/IOM 'show
bgp neighbor':

0/ME5100:Router# show bgp neighbors 100.64.28.1 | i Capabilities
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Capabilities sent: mp-ipv4-unicast route-refresh route-refresh-cisco four-

octet-as enhanced-route-refresh

Capabilities received: mp-ipv4-unicast route-refresh graceful-restart four-

octet-as enhanced-route-refresh

Capabilities negotiated: mp-ipv4-unicast route-refresh four-octet-as enhanced-

route-refresh
0/ME5100:Routert

PwIbTpays MapIIPyTOB IOCPEACTBOM route-map

s

OCYIIleCTBJIEHUS OJJHOBpPeMeHHOMH ¢uIbTpanu u MOAUUKAITUHT

IMPUHUMAEMBIX/0TIIPAB/IIEMBIX AHOHCOB HCITOIbL3YIOTCS KapThI MapIIIPYTOB (route-maps).

IIpaBuiIa paGoTHI KapT MapUIPyTOB:

1

2
3
4.
5

. KapTshl coCTOAT 13 HYMepOBaHHBIX 3JIEMEHTOB (Seq-num).

. Kaskzplit a;1eMeHT MOYKeT CoZiepKaTh YCI0BU COOTBETCTBUA (match).

. KasKkplil ajileMeHT MOJKeT Co/iep>KaTh IIpaBuiia MogudUKaIiiu aHoHca (set).

KasKIbIi aJieMeHT I0JDKEH COoZlep>KaTh IIPaBUJIO0 "pas3pellnuTh” Wid "sanpeTUTs" (action).

. PUabTpyeMble AaHOHCHI IIPOXOJAAT IIOC/Ief0BaTeJbHO BCe 3JIEMEHTHI route-map, OT
MEHBIIIeT0 seq-num K 60JIbIIIeMy, 10 IIepBOro cpabaThIBaHUS YCI0BUS COOTBETCTBUA match.
[Ipu cpabaTbIBaHUU YCI0BUA COOTBETCTBUA K aHOHCY IIPUMEHSIOTCI
CKOHQUIYPUPOBaHHbBIe MOAUGUKAIIUM set U BBIZIaeTCd IIOMeTKa "paspeluTs” (permit) Mau
"3arpeTuTsh” (deny) B COOTBETCTBHUM C HACTPOMKOM 3jsleMeHTa. /lajibHeliasgs o6paboTka
aHOHCa I10CJIe 3TOI0 IIpeKpalaeTcs.

[To yMOJTYaHUIO B KOHITe KaXK/IOH KapThl MapIIPyTOB YCTAaHOBJIEHO HeIBHOE 3allpelrarolee
mpaBuio. TakuM 06pas3oM, IIycTas route-map 3alpeTHUT Bce IIPONYIeHHbIe uUepe3 Heé
MapIIPYTHI.

OGmIue IpaBHIa HACTPOMKH KapT MapIIPyTOB

Tabauua 63. Co3daHue route-map.

Komanpga HasHaueHue
configure [Tepexof B pe>XUM IVI00aIbHOM KOHQUIYPaIIHHU.
route-map ROUTEMAP_NAME CospmaHue KapThl MapIIpyToB ¢ uMeHeM ROUTEMAP_NAME

U IIepexo/] B pe>KUM ee HaCTPOUKH.

seq-num SEQ-NUM CospmaHue JJIeMeHTa KapTeI MapILIPYTOB c
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COOTBETCTBYIOIIIHM HOMEPOM H II€PEXOJl B PEXKHM €ro
HacTpoiku. HoMep sjleMeHTa MOKeT IIPUHUMATh 3HaYeHUs
1-4294967295.



Komanpga HasHaueHue

set { comm-list .. | community .. Hasmauenme mpaBHIa MOAMHUKAITMM aHOHCA. IlepedyeHb
| ext-comn-list .. | extcommunity  p.n0\erpon saBuCHT OT THITA IPABHUTA MOSEGUMKATIMH, CM.

| local-preference .. | med
| nexthop .. | prepend .. | remove B C/IEAYIOIIHX pasiesax.

.. | weight .. }
JIIT  KadKaoro 3jieMeHTa KapThl MOKHO HAa3HAYHUTh

HEeCKOJIBEKO PasHOTUIIHBIX  IIpaBWI  MOJAUPUKAIIUU,
HECKOJIbKO OJHOTHUITHBIX IIPaBUJI Ha3HAUUTH HEBO3MOXKHO
(HampuMep, AJ19 OLHOTO 3JIeMeHTa MOXKHO 3aaTh IIpaBUJIa
set community ® set remove, HO HeJIb3sd HA3HAUUTH
HeCKOJIBKO IIpaBUJI set community).

match { as-path .. | comm-list .. Hasmauenwue YCJIOBHSI COOTBETCTBHS aHOHca. IlepeueHb
| e;t—comm—hst .o | prefix-list  LopaMeTpoB 3aBHCHT OT THIIA YCTOBHS COOTBETCTBHS, CM. B
CJTeJTyIOIIUX pas/esax.

JUI1  Ka)kKOoro 9jieMeHTa KapThl MOXKHO HasHA4YUTh
HECKOJIbKO  pPasHOTHUIHBIX  YCJIOBUM  COOTBETCTBUS,
HEeCKOJIbKO OJJHOTUIIHBIX YCJIOBHUM HasHaYUTh HEBO3MOXKHO
(HammpuMep, I OZHOTO 3JleMeHTa MOYKHO 3aaTh YCJIOBUA
match prefix-list u match as-path, HO Hesb3s 3amaTh
HEeCKOJILKO yCI0BUM match prefix-list).

[Ipu HE06X0AUMOCTH QUIbTPAIIMH aHOHCOB C Pa3IMYHbIMU
OJHOTUIIHBIMU YCJIOBHUAMH match TpebGyeTcsl co3maBaTh
OTAeIbHbIe 3JIeMEeHTHl KapThl MaplIpyToB, II0 OJHOMY Ha
Ka’KJioe yCJIOBHE.

action { permit | deny } JleficTBUe, KOTOpPOe OyIeT IIPOM3BOIUTHCI C aHOHCOM, €CJIN
OH IIOIIAJI II0JT YCJIOBUA JaHHOTO 3JIEMEHTAa CIIKCKA.

exit Brixon M3 pekKMMa HACTPOHMKHM  3JIeMeHTa  KapThl
MapIIpyTOB. [lajiee MOXKHO CO3aTh CIefyrolre TpebyemMble
9JIEMEHTEI CITHUCKA.

root BosBpaT B pe’kuM IVI06aJIbHOM KOHQUIypaIiuu

commit ITpuMeHeHMe IIPOU3BELeHHBIX HACTPOEK.
IIpumep. Hacmpotika route-map ¢ 08ymMs 316 MeHMAaMU.

route-map EXAMPLE-RM

seq-num 10
match as-path 765054(_[0-9]+)*_21127%
set local-preference 80

exit

seq-num 20
match prefix-list destination EXAMPLE-PRFLIST
match as-path 765054(_[0-9]+)*_197728%
set remove as-path 3216
set local-preference 150

exit

149



exit

IIpaBuia MogupHUKaIII aHOHCOB

[IpaBmIa MogupUKAITMH aHOHCOB 3a/Ial0TCSI BHYTPH 3JIEMEHTOB KapThl MapIIIPYTOB ITI0CPECTBOM
KOMaH/HI 'set'. BUIBI IIpaBUJI MOTUPUKAITHY IIPHUBE/IEHEI B TaGJIUIIE.

Tabauya 64. Budsl npasun moduguxayuu aHoHcos 'set".

Komanpga

comm-1list { add | delete }
COMMLIST NAME

community remove-all

community remove-all-and-set value
{ 0-4294967295 | ©-65535:0-65535 |
accept-own | accept-own-nexthop |
blackhole | gshut | internet |
11gr-stale | local-as | no-
advertise | no-export | no-1llgr |
nopeer | route-filter-translated-
v4 | route-filter-translated-v6 |
route-filter-v4 | route-filter-vé

}

community set-specific value { 0-
4294967295 | 0-65535:0-65535 |
accept-own | accept-own-nexthop |
blackhole | gshut | internet |
11gr-stale | local-as | no-
advertise | no-export | no-1lgr |
nopeer | route-filter-translated-
v4 | route-filter-translated-v6 |
route-filter-v4 | route-filter-vé

}

ext-comm-1ist { add | delete }
EXTCOMMLIST NAME

extcommunity remove-all

extcommunity remove-all-and-set {

rt | soo } value { AS:Nr(0-65535:0-

4294967295, 0-4294967295:0-65535)
| IPv4:Nr(0-65535) }

extcommunity set-specific { rt |
soo } value { AS:Nr(0-65535:0-
4294967295, 0-4294967295:0-65535)
| IPv4:Nr(0-65535) }

local-preference LOCALPREF
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Ha3sHnaueHue

Jo6aBUTh WM YyAAJUTh M3 aHOHCa Habop community,
3aJJaHHBIM COOTBETCTBYIOIIIUM IIpaBH/IOM community-list
COMMLIST NAME.

VnaauTe Bce community H3 aHOHCa.

VoaauTh BCe community M3 aHOHCA U /I00aBUTH OIHY
HOBYIO.

Jlo6aBUTH K aHOHCY OZJHY HOBYIO cOmmunity.

Jlo6aBUTh WM YAAJIUThL W3 aHOHca Habop extended
community, 3aJaHHBI COOTBETCTBYHOII[UM IIPaBHJIOM
extcommunity-list EXTCOMMLIST NAME.

Voanuth Bce extended community U3 aHOHCA.

VoamuTh Bce extcommunity W3 aHOHCA U YCTaHOBUTH
yka3aHHYH RT- viu SOO-extcommunity.

Jlo6aBUTH yKazaHHYI0 RT- uiu SOO-extcommunity.

YCTaHOBUTEL COOTBETCTBYIOIllee 3HaueHue Itapamerpa BGP
Local Preference.



Komanpga HasHaueHue

med value MED YCTaHOBUTL COOTBETCTBYIOIllee 3HaueHue Itapamerpa BGP
MED.

nexthop IPv4_ADDR | IPv6_ADDR YCTaHOBUTH COOTBETCTBYIOIIIee 3HaUeHre BGP Nexthop

prepend as-path ASN YcTaHOBUTL IIpeleHAnl Ha HapaMeTp AS-PATH, cocrodiie

prepend times N H3 HOMepa aBTOHOMHOM cucTeMbl ASN, IIOBTOpeHHBIle N
pas.

remove as-path ASN Vnanuth u3 AS-PATH maHHOTrO aHOHCA yKasaHHbIe HOMepa

aBTOHOMHBIX cucTeM ASN.

remove private-as Voamuts u3s AS-PATH pgaHHOrO aHOHCA BCe IIpHUBaTHEBIE
HOMepa aBTOHOMHBIX crucTeM (RFC6996).

weight value WEIGHT YcraHoBUTH TapaMeTp weight.

Vc10BHUA COOTBETCTBHS aHOHCOB

VcI0BUS COOTBETCTBUS aHOHCOB 33/Jal0TCS BHYTPH 3JIEMEHTOB KapThl MapIIpyTOB IIPY ITIOMOIIHA
KOMaHABI 'match'. BUIBI yCJIOBUM COOTBETCTBUS IIPUBE/IEHBI B TaOJIHUIIE.

Tabauuya 65. Budsl yc08uil coomgemcmaust aHOHCo8 'set .
Komanpga HasnaueHue

as-path AS_REGEXP ITpoBepka AS-PATH aHOHCA Ha COOTBETCTBHE
IIPUBEJEHHOMY PEryJIsIpHOMY BbBIpaKeHHUI0 AS REGEXP.
JormmycTuMas [jiMHa PeryjagpHOro BhIpaskeHUs — a0 300
CHMBOJIOB.

comm-1ist name COMMLIST NAME IIpoBepKa Ilepe4yHs community B aHOHCe Ha COOTBETCTBHE
3aJJaHHOMY community-¢uabTpy (QUIBTP [LO/DKEH OBITh
CO3/laH KOMaHA0H " community-list® COMMLIST _NAME")

ext-comm-1ist name IIpoBepka IepeyHs paclIMpeHHbIX community B aHOHCe Ha

EXTCOMMLIST NAME COOTBETCTBHE 3alaHHOMY extcommunity-¢uasTpy (QUIbLTP
IOJDKeH OBITH CO3JaH KOMaHZoM " extcommunity-list
EXTCOMMLIST NAME")

prefix-list destination [IpoBepKa mpedHrKca aHOHCA Ha COOTBETCTBHE YKa3aHHOMY
PREFLIST NAME ¢ounbTpy npedukcoB. PUILTP NHPePUKCOB [O/DKEH OBITh
CKOHQUIYpUPOBaH OTHEeNbHO KoMaHjou " prefix-list

PREFLIST NAME".

prefix-list nexthop [IpoBepka mapamerpa BGP nexthop aHoHca Ha

PREFLIST NAME COOTBETCTBHE YKa3saHHOMY OQWIbLTPY IIpepUKCOB. PUIBLTP
IIpePUKCOB [O/DKEH OBITb CKOHQUIYPUPOBAH OTHEIbHO
KoMaHjou " prefix-list® PREFLIST NAME".
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Komanpga HasHaueHue

prefix-list source IIpoBepka agpeca BGP-crirkepa, OT KOTOPOrO IIOJIyYeH

PREFLIST NAME aHOHC, Ha COOTBETCTBUE YKa3aHHOMY QUILTPY IIPePUKCOB.
dUIbTp IIPePUKCOB [ODKEH OBITh CKOHOUIYPHUPOBAH
0TAeIbHO KoMaHoU " prefix-list™ PREFLIST NAME".

Internal BGP u External BGP

CormacHo crermuUKAIUAM IIPOTOKOJIA, BGP-ceccuu fesdTcsd Ha JBa THUIlIA — BHyTpeHHHeEe BGP-
ceccuu (Internal BGP, iBGP) u BHelltHUe BGP-ceccuu (External BGP, eBGP).

* BuyrpeHnHsas BGP-ceccusa — 3To ceccus Meskay BGP-cirmkepaMu 0HOM aBTOHOMHOM CHCTEMEL,;

* BHerrHasg BGP-ceccusa — aTo ceccus Mexxny BGP-crinkepaMu pasHbIX aBTOHOMHBIX CUCTEM.

MapurpyTusaTopsl cepur ME OIIpefesIfr0T THUII CeCCHMM aBTOMAaTHUYeCKH, COIIOCTAaBJIAA HOMeEp
CBOel aBTOHOMHOM CHUCTEMBI C HOMepOM aBTOHOMHOM CHUCTEeMBI cocefa.

OCHOBHBIE OT/IMYHUTEJILHBIE 0cO0eHHOCTH iBGP-ceccuii:

1. IIpx aHOHCUPOBAHUU IIyTHU 110 TAKOM CeCCUHU He U3MeHseTcd napameTp BGP nexthop;

2. AHOHCBI, IIOJydeHHBIe II0 ofHOM iBGP-ceccuu, BGP-crikep 00BSABSAET TOJNBKO eBGP-
coceqisIM, HO He npyruM iBGP-cocesaMm.

[l yupaByieHUs JaHHBIM II0BeJleHHeM CYIeCTBYHT KOMaHJbI-AUPeKTUBBI 'next-hop-self' u
'‘route-reflector-client'. IlepBag KoMaH[a IPUHYAUTEIHHO 3a7laeT B OOBSIBIIEMBIX aHOHCAX
cBor IP-ampec B kKauecTBe Imapamerpa BGP nexthop. Bropas KoMaH[a BKJIIOUaeT Ilepenady
COOTBeTCTBYIOIeMy iIBGP-cocery aHOHCOB, II0JIy4eHHBIX OT APYyrux iBGP-cocenei.

ITpumep. Hcnoavdosarue komaHo 'next-hop-self' u 'route-reflector-client’.

router bgp 65535
neighbor 2.2.2.2
address-family ipv4 unicast
next-hop-self
route-map in STANDART-CLIENT
prefix-list out ANY
exit
remote-as 65535
route-reflector-client
exit

AIMUHHUCTpPaATUBHAaA JUCTAHIIUA IPOTOKoIa BGP

AIMUHHUCTpPaTUBHAS JUCTAHITHS — 3TO ITapaMeTp, OIPe/ e ITIoITUN IPUOPUTET BCEX MapIIPyTOB,
IIOJTy4YaeMbIX M3 COOTBETCTBYIOIETO HCTOYHMKA. ECTM OMH M TOT J>Ke MapIIPyT CHCTEMaA
IIOJTyYaeT U3 Pa3HBIX HCTOUHUKOB (HAI[PUMEP, U3 IIPOTOKOJIA JHHAMHYECKOM MapIIPyTHU3aITUHA U
M3 CTaTHYECKU ITPOIHCAHHOTO MapIpyTa), TO OyAeT BBIOMPAThCS MAapUIPYyT U3 HCTOYHHUKA C
MeHbIle aJIMUHUCTPAaTUBHOM [qUCTaHITUel. B ykasaHHOM IIpUMepe II0 YMOJIYaHHUIO OyneT
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BBIOpAH CTaTUUECKUH MapIIpyT.

3HaueHUd a,II;MI/IHI/ICTpaTI/IBHOfI OUCTaHIIUKX II0 YMOJIYaHHUIO IIPUBEEHBI B Ta6JII/IHe (HpI/I
IIPUHATHUU pPEIleHrd MEHbIIIee 3HaUYEHUE ABJIAETCA JIY‘IH_II/IM)Z

Tabauya 66. 3HaA1UeHUST A0MUHUCMPAMUBHOL OUCMAHUULU.

ITpOTOKOJI/HCTOYHUK AaMuHHCTpaTHBHasA JucTaHuusa IIpuopurert

[TpucoeguHeHHEBIe (connected) MapiupyTsl 0 1

CraTuueckue (static) MapILIpyThI 1 2

Tunnel endpoint 2 3

BGP-LU external 19 4

External BGP 20 5

OSPF inter/intra-area 30 6

OSPF external 110 7

IS-IS levell internal 115 8

IS-IS level2 internal 116 9

IS-IS levell external 117 10

IS-IS level2 external 118 11

RIP 120 12

BGP-LU internal 199 13

Internal BGP 200 14

BGP aggregate 200 15

3HaueHUs aJMUHUCTPATUBHOMN AUCTAHITUH MO>KHO U3MEHUTh.

Tabauya 67. Hacmpotika ad MuHUcCmpamugHot ducmanyuu 0.1 npomokoaa BGP.

KomaHnpga HasnaueHnue

configure [Tepexof B pesKUM IVI00aJIbHOM KOHQUIYpaIlHHU.

router admin-distance IlepexoJl B Pe>KUM HACTPOMKH pasje/ia afMUHHUCTPaTUBHOMI
JUCTaHIIUU [IPOTOKOJIOB.

bgp external 0..255 3aZjaHre 3HAUeHUS aJMUHUCTPATUBHOU [UCTAHIIUU I
MapuIpyToB eBGP.

bgp internal 0..255 3azaHye 3HaUYeHUS aSMUHUCTPATUBHOU [UCTAHIIUU IS
MapuipyToB iBGP.

root Bo3BpaT B peXuM I106aJIbHOM KOHQUTYpaIiuu

commit ITprMeHeHMte IIPOM3BEAeHHBIX HACTPOEK.

ITpumep. H3meHeHUE A0MUHUCMPAMUBHOU ducmaHyuu 015 eBGP.

router admin-distance
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bgp external 112
exit

3HaveHUs aﬂMHHHCTpaTHBHOﬁ OUCTaHIINHY, 3alaHHbIE II0 YMOJIYaHUIO, ABJIAI0OTCA

NOTE .
OonTUMaJbHBIMU. He ciieffyeT U3SMeHITh UX 6e3 SBHOM He0OXOJUMOCTH.
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HACTPOHKA MPLS-KOMMYTAIINH U
ITPOTOKOJIA LDP

B maHHOM IvIaBe pacCMaTPUBAIOTCA IIPUHITUILI HACTPOUKH MHPpacTpyKTypsl MPLS (Multiprotocol
Label Switching) 1 mpoTokosia LDP.

Heo0xoauMpble Iaru

Jl11 oATOTOBKU UHGpaCTPyKTYyphl MPLS B kKadyecTBe TpaHcropTa 1yig L2VPN- u L3VPN-cepBUCcOB
TpebyeTcs IIPOU3BECTH CIIeAYIOIIHe NeMCTBUL:

1. OmpeziesiiTE UHTEPQENCh], KOTOPble OYAYT KMCIIOJIb30BAThHCA /I COeJUHEHUS C COCeLHUMHU
MPLS-MapiipyTusaTopaMy;

2. HacTpouTh Ha yCTPOMCTBE M HAa COOTBETCTBYIOIIMX MHTepdericax TpebyeMbli IIpOoTOKOI IGP
(OSPF 6o IS-IS);

3. HacTpouTh Ha YCTpPOMCTBE M Ha COOTBETCTBYIOIIUX HHTepdercax IIPOTOKos LDP mia
pacipocTpaHeHusa TPaHCIOPTHLIX MPLS-MeTOK.

KoHeYHBIM pe3ysIbTaTOM HaCTPOUKU SBJSIeTCS HaJIW4YHhe TPAHCIOPTHBIX METOK B TabJsmie mpls
ldp forwarding:

ITpumep. Bvigod 'show mpls 1dp forwarding':

0/ME5100:Router# show mpls 1dp forwarding

Codes:
R = Remote LFA FRR backup

Prefix Label(s) out Outgoing Interface Next Hop flags
2.2.2.2/32 ImpNull te 0/0/5 100.100.12.1
4.4.4.4/32 ImpNull te 0/0/7 100.100.14.0

0/ME5100:Routert

IIpeaBapuTesbHas HacTponka IGP

HacTpoiika IIpoToK0JI0B BHyTpeHHero 1uIr3a IGP (IS-IS u OSPF) ommcaHa B COOTBETCTBYIOLIUX
paszesax JaHHOTO PyKOBOACTBA. B 061ieM ciayyae TpebyeTcss IIpoBeCcTU 6a30BYH0 KOHQUIYpAIIUIO
U BKIroueHUe IGP Ha nHTepdelicax K COCeJHUM MapILIpyTHU3aTOpaM.

[ToMuMO 3TOro, HeOo6XOAWMO BBIOpaTh Ha YyCTpoMCcTBe loopback-uHTepderic B I106aJbHOM
TabJyvile MapIIpyTU3alllM, ajfpec KOTOporo OyheT HCIIOJIb30BAaTLCI B KauecTBe router-id masa
npoTokosioB IGP u LDP, ¥ TakyKe BKJIKOUUTH €ro B IIpoliecc MapuipyTusanuu IGP (bkesaTeJbHO B
IIaCCUBHOM pe’kKume).
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ITodzomosxka koHguzypauuu IGP Ha npumepe npomokoaa IS-IS:

interface tengigabitethernet 0/0/5
mtu 9192
description "to AR2(2.2.2.2) te 0/0/5"
ipv4 address 100.100.12.0/31

exit

interface tengigabitethernet 0/0/7
mtu 9192
description "to DR1(4.4.4.4) te 0/1/7"
ipv4 address 100.100.14.1/31

exit

interface loopback 1
ipv4 address 1.1.1.1/32
description "Main loopback"
exit

router isis test

interface loopback 1
address-family ipv4 unicast
exit
passive

exit

interface tengigabitethernet 0/0/5
address-family ipv4 unicast

bfd fast-detect

exit
hello-padding disable
ldp-igp-synchronization
point-to-point

exit

interface tengigabitethernet 0/0/7
address-family ipv4 unicast

bfd fast-detect

exit
hello-padding adaptive
point-to-point

exit

host-name Router

ipv4-te-level level-2

level level-2
metric-style wide

exit

net 49.0001.0010.0100.1001.00

exit

B mpomecce HacTpoWMKM NOpoToKosia LDP Heo6X0AMMO IIPOBEPUTH HaJIWyhe B Tabiulle
MapIIpyTHU3aluUu BCeX IIyTel, I KOTOPBIX IIpeAIIoaraeTcs BhlZieJleHUe TPaHCIIOPTHBIX MeTOK.
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TpaHcOpTHBIe MeTKU OYAYT BbIIeJeHBbl TOJBKO I TeX IIyTeld, KOTOpble UMEeIT KOPpPeKTHHIe
MapuIpyTsl B IGP U /11 KOTOPBIX IT0JIyYeHbl COOTBeTCTBYI0IME LDP Label Mapping.

HacTtporiika nporokosa LDP

/1714 3a1ryCcKa ¥ HaCTPOMKM IIpoToKosia LDP Heo6XoauMo:

1. 3agate router-id gja LDP (pekoMmeHzyeTcsa BBIOpaTh "OCHOBHOM" loopback-uHTepderic U B
KauecTBe Router ID B34Th ero agpec, komagzaa 'mpls ldp router-id');

2. BKIIOUUTH Ha UHTepdericax B CTOPOHY COCeZiel mporecc aBToo6HapykeHus LDP (komaHAaMu
'mpls ldp discovery interface');

3. BkirouuTh Ha HMHTep¢eiicax B CTOPOHY cocenei Iporiecc MPLS-KoMMyTanuu (KOMaHZaMH
'mpls forwarding interface');

4. BKiouuTh B HOpoTOKoa LDP coorBercTByromue loopback-uHTepdeiichl ycTpomcTBa
(xomaHgamu 'mpls forwarding interface').

Mapmpytusatopsl cepud ME aHoHcupyroT cocegaMm 10 LDP  ToJsibKO
uHTepderick BKItoueHHbIe B LDP komangou 'mpls forwarding interface'.

IMPORTANT B ciyuae, ecsii [U3adiH CeTH IIpeAliosiaraeT aHOHC B LDP TakyKe u agpecos
ceTeli OOBIUHBIX UHTepdelicoB, TpebyeTca OTAeJNbHas HaCcTpoMKa
peaucTpubyiu connected-ceteit koMaHZoMU 'mpls ldp address-family ipv4
unicast redistribution connected"'.

Tabauua 68. bazosast Hacmpotika LDP.

KomaHnpa HasnaueHue
configure Ilepexop B pesXUM I7106a7IbHOM KOHQUTYpaITUM.
mpls Ilepexon B pesKMM HaCTPOMKH IIapaMeTPOB M IIPOTOKOJIOB
MPLS.
router-id IPv4 ADDR 3azanue Router ID myrg rportecca LDP.
penultimate-hop-popping disable (ommuMoHaNbHO) OTKIIOUeHHe MexaHM3Ma MPLS PHP
(cHATHUA  TPaHCIOPTHOM MeTKW Ha IIpefrocaefHeM
MapIIpyTe).
[t IpuUMeHeHUd JaHHOM
HACTPOMKH IOTpPebyeTCd BPYUHYIO
IMPORTANT P pevy PYHy
IepeyCTaHOBUTH LDP-ceccun C
COCeIsIMU.
transport-address IPv4 ADDR (omoHaNbHO) 3aJaHue TPAHCHOPTHOTO ajpeca I
npotokosia LDP. PekoMeHyeTcd SIBHO 3a/laBaTh [JaHHBIA
azmpec.
Ldp Ilepexof B pesKHM HAaCTPOHMKHU IPOTOKoJIa LDP.
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KomaHnpa

discovery interface type num

bfd fast-detect

shutdown

exit

neighbor IPv4 ADDR

hello-holdtime SECONDS
holdtime-interval SECONDS

bfd fast-detect

shutdown

root

commit

Ha3umaueHue

JlobaBiieHHe  COOTBETCTBYIOIIlEr0  HHTepderica (6o
cabuHTepderica) B IIpoilecC aBTOOOHapyKeHuUs1 LDP u
mepexoZl B PeXWM HaCTPOMKU IapaMeTpoB LDP g
IaHHOTO UHTepdeica.

(ommmoHasbHO)  BritoueHwe — 1porokosta  BFD  maa
0O0Hapy>KeHHBIX coce/lel Ha JaHHOM UHTepderice.

(onmuoHasbHO)  [JeakTtuBanuss LDP  discovery  Ha
HHTepderice.

BosBpaT B pesKMM HaCTPOMKH IIpoTOoKojIa LDP.

Co3manue B KoHUTypaluu targeted-cecCHHM C yKa3aHHBIM
COCe/IoM U ITepexofl B pesKUM HaCTPOUKHU 3TOH CEeCCHUH.

CosnmaHue targeted-ceccuil TpebyeTCs TOJIBKO
B ciaydae wucnosb3oBaHua L2VPN c¢ LDP-
CUTHa/Hu3aIye, CM. COOTBETCTBYIOILIHMM
paszges PyKoBo/CTBA.

NOTE

(OnmmoHanbHO) HacTpoiika COOTBETCTBYIOIUX TaliMepOB
Ha targeted-ceccumu.

(OmmoHanbHO) BriltoueHWe Ha JaHHOM targeted-ceccuu
rnpotokoJsa BFD.

(OnnmoHanbHO) AIMUHHUCTPAaTUBHOE OTK/IIOUEHHEe NaHHOU
targeted-ceccuu.

BosBpart B pesXuM I100a/IbHOU KOHQUTYpaIlHU.

HpI/IMEHeHI/Ie IIPOMU3BENEHHBIX HACTPOEK.

Tabauya 69. BkaroueHue kommymavuu MPLS Ha uHmepdgelicax.

KomaHnga

configure
mpls

forwarding

interface type num
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Ha3sHnaueHue
ITepexof B pesXuM Iv106a/IbHOM KOHQUTYPALIHAH.

[Iepexo/; B peXKUM HACTPOHKHU ITapaMeTPOB M IIPOTOKOJIOB
MPLS.

Ilepexoy B peXUM HACTPOUKU IapamMeTpoB MPLS-
KOMMYTAaIllH Ha YCTPOMCTBeE.

BxiroueHnve MPLS-koMMyTaniy Ha JaHHOM UHTepdelice
6o cabuHTepdeiice. O6s13aTeILHO BKIOUEHNE B TaHHBIN
CIIUCOK Takke TeX loopback-uHTepdeiicoB, KOTOpBIE
IUIAHUPYeTCsI aHOHCUPOBATh cocensam 1o LDP.

MPLS-kommMmyTanyss He paboTaeT Ha
IMPORTANT cabuHTepdericax ¢ IBOMHBIM
TErMPOBaHUEM.



Komanpga HasHaueHue

commit ITprMeHeHMe IIPOKM3BEeIeHHBIX HACTPOEK.
ITpumep. Hacmpotika MPLS LDP Ha 08yx uHmepdgeticax.

mpls

forwarding
interface tengigabitethernet 0/0/5
interface tengigabitethernet 0/0/7

exit

1dp
discovery interface tengigabitethernet 0/0/5
exit
discovery interface tengigabitethernet 0/0/7
exit
neighbor 2.2.2.2

bfd fast-detect
exit
neighbor 4.4.4.4
bfd fast-detect

exit

exit

router-id 1.1.1.1

transport-address 1.1.1.1

exit

LDP-IGP cuHXpOHH3ausa

JlJ1d ceTel, UCIIOIL3YIOIUX LDP, MMeeTcq BCIIOMOraTe/IbHbIM MeXaHH3M, IIOMOTaroluii n3beXaThb
OIIMO0YHOI0 HaIllpaBjeHUd Tpaduka B HepaborTocrocobHoe coemuHeHUe (blackhole). /laHHBIM
MeXaHU3M HasblBaeTCd CUHXpoHu3anyed LDP-IGP u nipegHasHaueH /I HUCIIOJIL30BaHUSI Ha TeX
COeUHEHUSX, T7ie NOJ/LKHBI OTHOBpeMeHHO paboTaTh LDP 1 mpoToKoJIbI IGP.

MexaHU3M U IIPUHIUIIBI er0 paboThl ontricaHbl B RFC5443 ("LDP IGP Synchronization”).

CyTb paboThl JaHHOIO MeXaHM3Ma 3aKJI4aeTcs B TOM, YTO IIPH OTCYTCTBMM aKTHUBHBIX LDP-
cocefCcTB Ha TOM UHTepdeice, Ime OHU OBITH [JOJDKHBI, HpPoTOKoa IGP (IS-IS miau OSPF)
aBTOMaTH4YeCKH YBeJIMUYUBaeT CTOMMOCTD JaHHOIO HHTepderica C I1eJIbI0 MaKCUMaJIbHO HaZle)KHO
HUCKJIIOYHUTD eT0 U3 IIyTel IIPOX0KAeHHI TpadHKa.

ITOT MeXaHU3M II03BOJIAET UCK/IIOYUTH CUTYalluH, KOT/Aa M3-3a OINMOKU B KOHQUIYpAIIUU WIU
cbosix B paboTe cucteM TpaduK OyleT HAaIpaBJATHCSI B COeJUHEHUS, Ha KOTOPBIX IIPOAOJDKAeT
paboTaThk IGP, HO mepecTaJs paboTaTh LDP.

BruItoueHre JaHHOTO MeXaHHW3Ma IIPOU3BOAUTCS IIOMHTePPEeCHO B KOHPUTYPAITMOHHBIX OJI0KaxX
IpoTOoKO0JIOB IS-IS mm OSPF xomaHou '1dp-igp-synchronization'.
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ITpumep. BkaroueHue LDP-IGP cuHxpoHusayuu Ha uHmepdgeiice npomoko.a IS-IS:

router isis eltex-test
interface tengigabitethernet 0/0/5
1dp-igp-synchronization
exit
exit

ITpumep. BkaroueHue LDP-IGP cuHxpoHu3ayuu Ha uHmepgetice npomokoaa OSPFv2:

router ospfv2 test
area 0.0.0.0
interface bundle-ether 7.400
1dp-igp-synchronization
exit
exit
exit

Bxiarouenue B LDP nomnotHUTE/ILHBIX HHTEPPENCoB
(pegucTpuOyIHIA)

[Io ymosuanur IipoTrokos LDP ¢opmupyer label mappings Toiabko pajiaa angpecoB loopback-
UHTep(EerCoB CUCTEMBI.

B ciy4ae, ecoii [u3aliH CeTH IIpeAlrosiaraeT aHOHC B LDP Takoke M afpecoB ceTeld OOGBIUHBIX
uHTepdercoB (a TakKe MapIIPyTOB, ITOJy4eHHBIX OT BGP), TpebGyeTcsd OTHesibHAasE HaCTpPOMKa
penucTpubyruu  connected-ceted KoMmaHgoM 'mpls  1dp address-family  ipv4  unicast
redistribution connected'.

Tabauua 70. Peducmpubyuus 6 LDP.

Komanpga HasnauyeHue

configure [Tepexof B pesXKUM IVI00aIbHOM KOHQUIYpaIlUHU.

mpls Ilepexof, B pesKHM HACTPOMKH I1apaMeTPOB M IIPOTOKOJIOB
MPLS.

Ldp [Tepexon B pesKUM HaCTPOMKHU ITPOTOKoIa LDP.

address-family ipv4 unicast CosjlaHMe ITpaBUJIa pelucTpUOYIIUH ¢ uMeHeM RULE_NAME

redistribution { connected | bgp |

U3 yKasaHHOro ucroyHuka (bgp/connected/local) u mepexop
local } RULE_NAME

B peXuM HaCTPOﬁKH 9TOTO0 IIpaBHJIA.

match prefix IPv4PREFIX/MASK (onmuoHasbHO) VKazaHue QUIbTPA, UCIO0JIb3YeMOTO MJIsg
JaHHOIO IIpaBUJIA.
[Ipy yKasaHUM Takoro GQuUIbTpa IIPaBUIO OyAer
JlelICTBOBATh TOJIBKO Ha MapIIPyThI, CTPOTO COBIIAZAXOIIIHe
¢ 3alaHHBIM IPV4PREFIX/MASK.
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Komanpga HasHaueHue

priority RULE_PRIORITY YCTaHOBUTH IPUOPUTET JaHHOTO IIpaBUJjIa PeJUCTPUOYITUH.
[IpaBuIa pegUCTPUOYITUU BBIIIOJHAKTCA II0 O4Yepegu OT
HU3KOIO 3HAueHUs I[IpUopuUTeTa K  BBICOKOMYy U
cpabaThIBalOT II0 IIEPBOMY BXOXKIeHHI0. TakKvUM 06pasoM,
MapIlpyT, [I0IIaBIIUN, HAaIIpUMep, B IIepBOe IIpaBUJIO, OyJeT
nepegaH B LDP cortacHO HacTpOeK 3TOrO IIpaBUJIa U He
6yzeT o6pabaThIBaTHCA II0CIEeAYIOIUMU IIpaBUIaMU.

redistribute disable 3alpeTUTh PeJUCTPUOYIIHMIO MapIIPyTOB, IIOHNABIIMX B
TeKylljee IpaBUJIO. IIpH BBIIOJHEeHMH JAHHOH KOMAaHIBI
TeKylIlee IPABUJIO CTAHOBUTCS 3aIIpelIlaloIkM.

exit BBIXO/ M3 pe’KHMa HaCTPOMKHU IIpaBUJIa PeAUCTPUOYITHH.
Jlasiee MOKHO HAaCTPOUTH CJIeYIOIIHe ITpaBUIa — JIJIT TOTO
’)Ke €aMOro HCTOYHHKA, JUO0 I IPYTHX UCTOYHUKOB

penucTpuOyITUH.
root Bo3BpaT B peXkXuM IJ106a7IbHOM KOHQUTYpaITUH.
commit ITprMeHeHHe IIPOM3BEAeHHBIX HACTPOEK.

ITpumep. Hacmpolika peducmpubyyuu, komopas no3goum LDP 06s56849mb Memku 015 connected-
cemeil ecex uHmepdgeiicos, 3a uckaroueHuem 100.100.12.0/31.

mpls
1dp
address-family ipv4 unicast redistribution connected LDP-CONN10
priority 10
redistribute disable
match prefix 100.100.12.0/31
exit
address-family ipv4 unicast redistribution connected LDP-CONN20
priority 20
exit
exit
exit

IIpoBepka padoThI mpoTOKOJIa LDP 1
IUArHOCTUYeCKHe KOMaH/IbI

show mpls 1dp bindings

Komanjia BRIBOIUT JioKaJbHEIE ('local') u ynaneHHsie ('remote') FEC/MeTKHU. IOCTYIIHBI QUIbTPHI
110 MeTKaM, cocegaM wiu npedukcy FEC.

ITpumep. show mpls ldp bindings remote

0/ME5100:Router# show mpls 1dp bindings remote
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Prefix Peer ID Label State

10.0.0.26/32 10.0.0.134:0 312 mapping-liberally-
retained prefix

10.0.0.30/32 10.0.0.134:0 58 mapping-established
prefix bu1.4033

10.0.0.111/32 10.0.0.111:0 69 mapping-established
prefix bu1.4010

10.0.0.111/32 10.0.0.134:0 308 mapping-liberally-
retained prefix

10.0.0.134/32 10.0.0.111:0 229 mapping-liberally-
retained prefix

10.0.0.134/32 10.0.0.134:0 59 mapping-established
prefix bu1.4033

46.0.0.0/24 10.0.0.111:0 70 mapping-established
prefix bu1.4010

0/ME5100:Routertt

show mpls ldp forwarding

KoMaHzia BBIBOOUT Tab/MUIly aKTUBHBIX LSP. JlocTymHBI GUIBTPHEI 0 nexthop u 1o mpedukcy
HasHavYeHUd.

ITpumep. show mpls ldp forwarding
0/ME5100:Router1# show mpls 1dp forwarding

Codes:
R = Remote LFA FRR backup

Prefix Label(s) out Outgoing Interface Next Hop flags
2.2.2.2/32 437 te 0/0/5 100.100.12.1
4.4.4.4/32 ImpNull te 0/0/7 100.100.14.0

0/ME5100:Router1#

show mpls ldp igp sync
BriBog cocTosiHUg LDP-IGP cMHXpOHM3aIluy Ha UHTepdeicax.

ITpumep. show mpls ldp igp sync.

0/ME5100:Router1# show mpls ldp igp sync
Thu Jan 24 16:35:03 2019

LDP-ISIS sync
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LDP-OSPF sync

Interface LDP state Metric Hold-time duration Hold-time left

te@/0/5 up normal 0 0

0/ME5100:Router1#

show mpls ldp neighbors
BrIBOJ IIepeyHs, COCTOSITHUA U CTaTUCTUKU 110 LDP-coceiaM cHUCTEMBI.

ITpumep. show mpls ldp neighbors.
0/ME5100:Router# show mpls ldp neighbors detail

LDPv1 peer: 1.0.0.1:0
Current state: operational, role: active
TCP connection: 1.0.0.1, MD5 off
Label distribution method: downstream-unsolicited
Session uptime: 03h46m@6s
Keepalive interval: 7 secs
Session holdtime: 40 secs (own 40 secs, peer 40 secs)
Next keepalive in: 4 secs, session expires in: 37 secs
Established adjacencies:
link, bul, holdtime: 14 secs, bfd: none (not-required)
targeted, with 1.0.0.1, holdtime: 34 secs, bfd: none (not-required)
Negotiated maximum PDUs length: 4096 octets
Graceful Restart support: peer is false, local is false
Peer reconnect time: @ secs, recovery time: @ secs
Addresses bound to session:
1.0.0.1
192.168.55.2
192.168.55.5
192.168.55.17
Labels received from neighbor:
3, type: prefix, installed: yes, bul
27, type: prefix, installed: no
Stats:
0 unknown message count, @ unknown tlv count

LDPv1 peer: 1.0.0.2:0
Current state: operational, role: active
TCP connection: 1.0.0.2, MD5 off
Label distribution method: downstream-unsolicited
Session uptime: 03h46m47s
Keepalive interval: 7 secs
Session holdtime: 40 secs (own 40 secs, peer 40 secs)
Next keepalive in: 4 secs, session expires in: 37 secs
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Established adjacencies:

link, bu2, holdtime: 10 secs, bfd: none (not-required)
Negotiated maximum PDUs length: 4096 octets
Graceful Restart support: peer is false, local is false
Peer reconnect time: @ secs, recovery time: @ secs
Addresses bound to session:

1.0.0.2

192.168.55.6

192.168.55.13

192.168.55.22
Labels received from neighbor:

35, type: prefix, installed: no

3, type: prefix, installed: yes, bu2
Stats:

0 unknown message count, @ unknown tlv count

show mpls ldp parameters
BriBo uHGOpMAy 06 UMEIOIUXCS COCesIX U 3a7leiCTBOBAaHHBIX B LDP nHTepdericax CUCTEeMBL.

ITpumep. show mpls ldp parameters.
0/ME5100:Router# show mpls ldp parameters

LDP Parameters:
Router ID: 1.1.1.1
Transport address: 1.1.1.1
Graceful Restart:
Status: disabled
Reconnect Timeout: 200 sec, Forwarding State Holdtime: 200 sec

Neighbors:

Peer address: 2.2.2.2
BFD status: enabled
Holdtime interval: 40 sec
Hello interval: @ sec

Peer address: 4.4.4.4
BFD status: enabled
Holdtime interval: 40 sec
Hello interval: @ sec

Interfaces:
Interface Tengigabitethernet 0/0/5

BFD status: disabled
Holdtime interval: 40 sec
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Hello interval: 15 sec

Interface Tengigabitethernet 0/0/6
BFD status: disabled
Holdtime interval: 40 sec
Hello interval: 15 sec

Interface Tengigabitethernet 0/0/7
BFD status: disabled
Holdtime interval: 40 sec
Hello interval: 15 sec
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HACTPOHKA MPLS L3VPN

B maHHOM IJIaBe pacCMaTpPHUBAKOTCA IIPHUHIIMIIEI OpPraHW3alMd M HACTPOMKU BHPTYaJIbHBIX
YaCTHBIX ceTell TpeTbero ypoBHA (Layer 3 VPN, L3VPN), HCII0/Ib3YIOIUX B KauecTBe TPaHCIIOPTa
TexHoJIoru MPLS.

IToxr cepBucoM L3VPN 3mech W [Jajsee IiojpadyMeBaeTcs 000C00JIeHHOE IIPOCTPAHCTBO
MaplIpyTHU3anuy (C MCII0OJIE30BaHUEM IIPOTOKOJIOB ceMeicTBa IP). Takoe IIpOCTpPaHCTBO HMeeT
COOCTBEHHYI Tabuully MapuipyTusanuy, Tabauny ARP/ND U OTAeJbHBIM CIIMCOK L3-
UuHTepdelicoB, BKIHUYEHHBIX B Hero. CepBuc L3VPN 1o3BoJisieT ysJjaM, IIOAKIHYEHHBIM K ero
uHtepdericam, nmepegaBath IP-Tpaduk MeXxay (1 TOJIBKO MeKIy) COO0H.

Heo0xoauMpble 1aru

Ji1g obecrieueHus pabotsl cepBruca MPLS L3VPN TpebyeTcs BBIIIOJHUTD CIeLYIOIHe AeHCTBUL:

1. HacTpouTh HHOPACTPYKTYPy pacIpoCcTpaHeHUs TPAHCIIOPTHBIX MeTOK (CM. I1aBy "HacTpoiika
MPLS-komMMmyTanyyu U [OpoTokosia LDP"), ToO ecTh 00eCIeduTh CBSASHOCTHL C JPYTUMHU
YCTPOMCTBaMHU CETH;

2. CosmaTh M HAaCTPOUTH Ha MaplLIpyTH3aTope 3K3eMIUIAP VRF, BKIIOUUTH B 3TOT 3K3eMILIAD
TpebyeMble HHTePEUCH];

3. ObecreyuTh Iepeady MapIIPyTHOM HMHQOpMAIMHU JaHHOTO 3k3eMIuisipa VRF K ApyruM
YCTPOMCTBAM CETH IIPH IIOMOIIU IpoToKosa MP-BGP ¢ HCcII0/Ib30BaHHUEM aIpecHOTr0 CeMercTBa
VPNvV4 unicast.

KoHeuHBIM pe3yJIbTaTOM HACTPOMKH SBJIIETCA IIOIBJIEHHE CBA3HOCTH MEXAy V3JIaMH,
MOJAK/II0UeHHBIMHU K VRF Ha pas/IMuyHBIX MaplIpyTU3aTOpax CeTH, TO eCTb 00bequHeHUe VRF Ha
pasHBIX MaplIpyTusaTopax 4yepe3 MPLS-tpaHcriopT. IIpu 3ToM [o/DKHA OBITH oObecredyeHa
neperava cepBUCHBIX MPLS-meTok g cepsBuca L3VPN mocpemcrBomM MP-BGP u 1epemauda
TPaHCIIOPTHBIX METOK /I LOCTH)KeHUA nexXthop-afipecoB I10/Iy4YeHHBIX BGP-MapIpyToB.

Cospanue 3k3eMILIIpoB VRF u Texnosorus VRF Lite

Jl1s1 pa6oTsel cepBrca L3VPN Heo6X0UMO CO37jaTh B KOHQUTYpaIlUU yCTPOUCcTBa ak3eMILIsip VRF u
BKJ/IIOUMTDH B HETro TpebyeMble MHTep(eCh.

B ciyuae, ecim VRF IIpuMeHSIeTCS TOJILKO Ha OJHOM MapIlIpyTHU3aTOpe, TEXHOJIOTHUS HMeeT
Ha3BaHue VRF Lite ("o6serueHHbI" VRF).

Tabauya 71. Co3daHue u Hacmpotika sksemnaapa VRF.

Komanpga HasnauyeHue

configure [Tepexof B pesKUM IVI00aIbHOM KOHQUIYpaIluH.

vrf VRE_NAME CosmaHue B KOHQUTYpaIlMU yCTPOMUCTBA dKk3eMIuipa VRF ¢
umeHeM VRF_NAME U nilepex0]] B pe)KUM HACTPOUKHU 3TOTO
9K3eMILIApa.
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KomaHnpa

rd RD

maximum prefix MAX ROUTES

import route-target
RT COMMUNITY VALUE

export route-target
RT COMMUNITY _VALUE

description STRING

root

commit

NOTE .
UHTepPeChI.

Ha3umaueHue

3azmaHue Route Distinguisher i raHHoro skseMiuapa VRE.
ITapameTp siBJIsIeTCS 0093aTeJbHBIM IIpU co3naHuU VRE.

Jonyctumble GOPMEI 3a/IaHUS:

e ASN:Nr —co 3HaueHusMu [0..65535]:[0..4294967295],
[0..4294967295]:[0..65535];

e IPv4:Nr —co 3HaueHusasMu A.B.C.D:[0..65535]; 3mech B
KauecTBe IPv4-ajipeca peKOMeHyeTcs IIPUMEHSATh aJipec
0oCHOBHOTrO loopback-uHTepderica MapiIpyTHU3aTopa.

(ommroHa/JILHO) YCTaHOBKA OrpaHUYeHUs KOJIHUYeCcTBa
MapLIpyTOB BHYTpU sk3eMIiLigpa VRE.

(omroHasIILHO) YCTaHOBKA IlepeyHs 3HaUYeHUU route-target
extended community, VPNv4 BGP-nyTH ¢ KOTOPBIMU OyAyT
yCTaHaBJIUBAThCA B TabJIUIly MapIIPyTU3alluU 3K3eMILIsIpa
VRF (cMm. HUKe pasfen "Pazinurie Mexxay mapamerpamMu RT
u RD").

®opmar 3samaHuaz RT COMMUNITY VALUE aHaJlOoTU4YeH
dopmarty rmapametpa RD.

(omroHaIbLHO) YCTaHOBKA IlepeuHs 3HaUeHUU route-target
extended community, ¢ KOTOPEIMHU MapIIpyThl U3 JaHHOIO
sk3eMIugpa VRF 6yayT aHoHcupoBaThbcsa B VPNv4 BGP (cM.
HIDKe pasfe "Pasinune Mexay rmapaMmerpamMu RT u RD").
dopmar 3samaHua RT COMMUNITY VALUE aHajoTU4YeH
dopmarty mmapamerpa RD.

(omIIHOHAJIBLHO) 3agaHue CTPOKOBOTIO OITHCaHUS
skseMIuapa VRE.

Bo3Bpar B peXuM I7106aIbHOM KOHQUTYPaITHHU.

HpI/IMEHeHI/Ie IIPOM3BEAEHHBIX HACTPOEK.

[Tocse cosmaHUsL W HACTPOUKHU 9k3eMmiurgpa VRF MOXXHO [106aBiIATH B HETO

ITpumep. Hacmpolika sk3emnaapa VRF ¢ dgyms uHmepgeticamu 8 HEm. Hacmpoiika npouseooumcs Ha

‘ycmpoticmee Routerl.

vrf example

description "Example L3VPN service"

rd 1.1.1.1:100

import route-target 65535:100
export route-target 65535:100

exit

interface tengigabitethernet 0/0/17.1100
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vrf example
description "CE interface 1 on Router1"
ipv4 address 100.100.1.1/24
encapsulation outer-vid 1100

exit

interface tengigabitethernet 0/0/17.1200
vrf example
description "CE interface 2 on Router1"
ipv4 address 100.100.2.1/24
encapsulation outer-vid 1200

exit

IIpumep. luazHoCMuUKa c030aHHO20 IKIEMNASPA — 06Was uHPopmayus, mabauya mapupymos u ARP-
mabauya.

0/ME5100:Router1# show vrf example

Route distinguisher: 1.1.1.1:100

Description: Example L3VPN service
Import from route-target:
65535:100
Export to route-target:
65535:100
Interfaces:

Tengigabitethernet0/0/17.1100
Tengigabitethernet0/0/17.1200
Total entries: 2

0/ME5100:Router1# show route vrf example

Codes: C - connected, S - static, 0 - OSPF, B - BGP, L - local

IA - OSPF inter area, EA - OSPF intra area
NT - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
ET - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,

LET - IS-IS levell external, LE2 - IS-IS level2 external
BI - BGP internal, BE - BGP external, BV - BGP vpn,

BL - BGP labeled, R - RIP

100.100.1.0/24 is directly connected, 00h01m12s, te 0/0/17.1100
100.100.1.1/32 is directly connected, 00h01m12s, te 0/0/17.1100
100.100.2.0/24 is directly connected, 00h@1m12s, te 0/0/17.1200
100.100.2.1/32 is directly connected, 00h01m12s, te 0/0/17.1200

r o M

Total route count: 4
0/ME5100:Router1# show arp vrf example

ARP aging time is 240 minutes
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IP address Age Hardware address State VRF

Interface

100.100.1.1 00:00:00 a8:f9:4b:8b:bb:b1 Interface example te
0/0/17.1100

100.100.2.1 00:00:00 a8:f9:4b:8b:bb:b1 Interface example te

0/0/17.1200

Total entries: 2
0/ME5100:Router1#

B KadecTBe HJIIOCTpPAIlUM [JIs1 JaJbHeMNIell HaCTPOMKU IIpHUBeJeM TakKe IIPHUMep CO3JaHUS
TaKOro ke 3k3eMIIIpa VRF Ha [pyroM MapIIpyTH3aTope.

ITpumep. Hacmpoiika sk3emnaapa VRF ¢ 00HUM unmepdgeticom. Hacmpoiika npouseooumcs Ha
‘ycmpoticmee Router?2.

interface tengigabitethernet 0/0/17.1300
vrf example
description "CE interface 1 on Router2"
ipv4 address 100.100.3.1/24
encapsulation outer-vid 1300

exit

vrf example
description "Example L3VPN service"
rd 2.2.2.2:100
import route-target 65535:100
export route-target 65535:100

exit

IIpumep. Mapuwpymul 8 sksemnasape VRF Ha Router2.

0/ME5100:Router2# show route vrf example
Tue Jan 29 13:35:25 2019
Codes: C - connected, S - static, 0 - OSPF, B - BGP, L - local

IA - OSPF inter area, EA - OSPF intra area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
ET - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
LET - IS-IS levell external, LE2 - IS-IS level2 external
BI - BGP internal, BE - BGP external, BV - BGP vpn,
BL - BGP labeled

C 100.100.3.0/24 is directly connected, 00h01m21s, te 0/0/17.1300
L 100.100.3.1/32 is directly connected, 00h01m21s, te 0/0/17.1300
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Total route count: 2

Hacrtpoyka MP-BGP

Aa Iepefmadyud MapLIpyTHOM MHQopmanmu L3VPN Ha Apyrue ycTpoicTBa CeTH He0O6XOAHMO
HUCII0JIb30BaTh IpPoToKoJa MP-BGP. MHpopmalimsg o mapiipyrax L3VPN 6ymeT o6bIBIITHCI BGP-
cocelsIM I10 CeCCHSIM C aZipeCHbIM ceMercTBOM VPNV4 unicast.

TakuMm 06pa3oM, Ha YCTPOMCTBe JOJDKEH OBITH IIpefBapUTEIHLHO 3alyllleH U CKOHQUTYpHUpPOBaH
IIpoIlecc MapIIpyTU3aniuy BGP, mocse 4ero MOKHO £06aBJ/ISITh HE0OX0IUMBIX COCefIeH.

Tabauua 72. Hacmpotika BGP-coceda 019 nepedaqu mapupymos L3VPN.

Komanpga

configure

router bgp ASN
neighbor A.B.C.D

description "STRING"

remote-as ASN

send-community

send-community-ext

address-family vpnv4 unicast
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HasnaueHue
[Tepexof B pesXuUM 171062/ IbHOM KOHQUTYpaIlH.
[Tepexo[ B pe>KUM HaCTPOMKU IIpoIlecca MapIIpyTU3aI[UH.

Co3gmaHue MPOTOKOJBLHOTO coce/la B IVIO0AJIBHOM TabG/IHIle
MAapUIPyTH3allUN U TIepexo]] B PeKUM HACTPOUKU ero
ImapaMeTpPOB.

[lepemaua MapIIpPyTHOM!
nHoopmanuu  L3VPN  Bo3MOKHa
TOJILKO COCelsiIM B  TIJI0OAJIBHOM
TabJIMIle MapIIPyTU3aI[UuH.

IMPORTANT

(onmyoHasbHO) 3ajjaHue TeKCTOBOM CTPOKU — OIMCAHUSA
IIPOTOKOJILHOTO cocefia.

3azilaeT HOMep aBTOHOMHOM cucTeMbl BGP-cocefa.
L3VPN-ceccuu nofiep>KUBArOTCS TOJIBKO 111 iIBGP-cocezeri.

BkiIrogaeT OTIIpaBKY lapaMeTpa community B OTChLJIaeMBIX
cocefly aHOHcCax. IIo ymo/il4aHHIO IIapaMeTphl community
YAAJSIOTCS U3 OTIIPaBJIIEMbBIX aHOHCOB.

Jui1  KoppekTHOM pa6orsl L3VPN otmopaBky extended
community peKOMeHlyeTCsI BKJIYaTh.

BruirouaeT OTIIpaBKy [apaMeTpa extended community B
OTChUIAEMBIX cocelly aHOHcaX. [Io yMOT4YaHHUI0 apaMeTphl
extended community yRassF0TCS U3 OTIIPaBJIIEMBIX aHOHCOB.
Jia  KoppekTHO¥ pa6orel L3VPN oTmpaBKy extended
community He060X0JUMO BK/II0UaTh.

BkilroueHre Ha [JaHHOM COCefle aJpecHOro ceMeMcTBa
VPNvV4 unicast (06s3aTesbHO 111 pa6oTsl L3VPN/IPv4) u
IIepexof B pe>KUM HaCTpPOeK JaHHOTO CeMeNCTBa.

BHYTpH cemelcTBa IIpU HEOOXOJUMOCTH MOKHO IIPOBECTH
COOTBETCTBYIOIIYI0 HACTPOMKY IIOJIUTHUK MapIIpyTHU3alUHN
IJIS1 Tlepeflavy/IIpreMa aHOHCOB 0T TeKyIero BGP-cocea.



Komanpga HasHaueHue
exit Bo3BpaT B pe>KMM HacTpoek BGP-coceria.

update-source IPv4 ADDR 3amanue IPv4-ampeca, ¢ KOTOpPOro OymeT HPOU3BOAUTHCS
B3aUMOJeMiCTBHE €  cocemoM. /J[aHHBIM  I1apaMeTp
pexoMeHyeTcs BCerja yKasblBaTh 1A iIBGP-ceccuii.

root BBIXO/] B pesKUM IJI00aIbHOM KOHQUTYPaLH.

commit [IpMeHeHMe IPOU3BeIeHHBIX HACTPOEK.
IIpumep. Hacmpotika MP-BGP ceccuu medcdy Router1 u Router2, koHguzypayus Routerl1:

router bgp 65535

bgp router-id 1.1.1.1

neighbor 2.2.2.2
address-family vpnv4 unicast
exit
remote-as 65535
send-community
send-community-ext
update-source 1.1.1.1

exit

IIpumep. Hacmpotika MP-BGP ceccuu medcdy Router1 u Router2, koHguzypayus Router2:

router bgp 65535

bgp router-id 2.2.2.2

neighbor 1.1.1.1.
address-family vpnv4 unicast
exit
remote-as 65535
send-community
send-community-ext
update-source 2.2.2.2

exit

ITpumep. Konmpoas ycmaHoseHust BGP-ceccuu ¢ coomgemcmeyrowjumu AFI/SAFI:
0/ME5100:Router1# show bgp vpnv4 unicast summary

BGP router identifier 1.1.1.1, local AS number 12389
Graceful Restart is disabled

BGP table state: active

BGP scan interval: 120 secs

Neighbor AS MsgRcvd MsgSent Up/Down
St/PfxRcd
2.2.2.2 12389 54452 54462 04d22h20m 1
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0/ME5100:Router 14
0/ME5100:Router2# show bgp vpnv4 unicast summary

BGP router identifier 2.2.2.2, local AS number 12389
Graceful Restart is disabled

BGP table state: active

BGP scan interval: 120 secs

Neighbor AS MsgRcvd MsgSent Up/Down
St/PfxRed
1.1.1.1 12389 54469 54469 04d22h23m 2

0/ME5100:Router2it

ITpumep. IIpocmomp noayveHHvlx no VPNv4 unicast BGP-aHOHCO08:
0/ME5100:Router1# show bgp vpnv4 unicast neighbors 2.2.2.2 routes

BGP router identifier 1.1.1.1, local AS number 12389
Graceful Restart is disabled

BGP table state: active

BGP scan interval: 120 secs

Status codes: d damped, h history, > best, S stale, * active, u untracked, i
internal
Origin codes: 1 igp, e egp, ? incomplete

Received bgp routes from neighbor: 2.2.2.2

Route Distinguisher IP Prefix Next hop Metric Recvd/Lcl
label LocPrf Weight Path

u>i 2.2.2.2:100 100.100.3.0/24 2.2.2.2 0 34/-
100 0 ?

Total paths: 1

0/ME5100:Router2# show bgp vpnv4 unicast neighbors 1.1.1.7 routes

BGP router identifier 2.2.2.2, local AS number 12389
Graceful Restart is disabled

BGP table state: active

BGP scan interval: 120 secs

Status codes: d damped, h history, > best, S stale, * active, u untracked, i

internal
Origin codes: i igp, e egp, ? incomplete
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Received bgp routes from neighbor: 1.1.1.1

Route Distinguisher  IP Prefix Next hop Metric Rcvd/Lcl label
LocPrf Weight Path

i 1.1.1.1:100 100.100.1.0/24 1.1.1.1 0 67/-
100 0 ?

u>i 1.1.1.1:100 100.100.2.0/24 1.1.1.1 0 67/-
100 0 ?

Total paths: 2

ITpumep. Ilpocmomp Mapuipymos, yCmaHo8.,/1eHHbIX 8 madAuUyy Mapupymusauuul 3K3eMnaspa
VRF — Routerl.

0/ME5100:Router1# show route vrf example

Codes: C - connected, S - static, 0 - OSPF, B - BGP, L - local
IA - OSPF inter area, EA - OSPF intra area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
ET - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
LET - IS-IS levell external, LE2 - IS-IS level2 external
BI - BGP internal, BE - BGP external, BV - BGP vpn,
BL - BGP labeled, R - RIP

100.100.1.0/24 is directly connected, 01h54m@7s, te 0/0/17.1100

100.100.1.1/32 is directly connected, 01h54m@7s, te 0/0/17.1100

100.100.2.0/24 is directly connected, 01h54m@7s, te 0/0/17.1200

100.100.2.1/32 is directly connected, 01h54m@7s, te 0/0/17.1200
BV 100.100.3.0/24 via 2.2.2.2 [200/0], 01h@9m21s

Do OO M

Total route count: 5

ITpumep. Ilpocmomp mMapuipymos, yCmaHo8/1eHHbIX 8 madAULy Mapupymu3auuu 3K3emMnaspa
VRF — Router?2.

0/ME5100:Router2# show route vrf example

Codes: C - connected, S - static, 0 - OSPF, B - BGP, L - local

IA - OSPF inter area, EA - OSPF intra area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
ET - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,

LET - IS-IS levell external, LE2 - IS-IS level2 external
BI - BGP internal, BE - BGP external, BV - BGP vpn,

BL - BGP labeled, R - RIP
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100.100.1.0/24 via 1.1.1.1 [200/0], 01h11m@3s
100.100.2.0/24 via 1.1.1.1 [200/0], @1h11m@3s
100.100.3.0/24 is directly connected, 01h11m@3s, te 0/0/17.1300
100.100.3.1/32 is directly connected, 01h11m@3s, te 0/0/17.1300

Do @
<<

— M o W™
=

Total route count: 4

VcraHoBka BGP-myTel B KauecTBe MapuUIpyTOB
dk3eMIuIsspa VRE

Pasimnuue mecxay nmapaMerpamMu RT u RD

[Ipy KOppPeKTHOM KOHQUTypalluy II0Jy4yeHHble II0 BGP aHOHCHI HMeIOT HapaMeTpnl Route
Distinguisher (RD) u Route-Target (RT). O6a 3TH IlapaMeTpa UMeXT OJUHAaKOBBINM GpopMaT, OAHAKO
BBIIIOJIHAIOT pPasHble 3a1auu.

* RD gaBisercqa dacTblo mHGopMaruud MP-REACH NLRI U CIIyKUT U1 HU30JIAIUN PasIMYHBIX
IUIOCKOCTeM ¢popBapAuHTa (HarpuMep, pasHbIX VRF) Ipyr oT gpyra.

* RT gByseTCsa pacCIIMpeHHBIM cOmMMmunity ¥ KCII0JIb3yeTCd KOHEUYHBIMU MaplLIpyTH3aTOpaMH
IIPY UMIIOPTE/3KCIIOPTe MapIIpyToB U3/B VRE.

[TapameTp RD moMoraeT pasfe/JIMTL aHOHCHL IIPU Ilepegayve yepe3 TpaH3UTHBIe BGP-ciHKeprl K
KOHEUYHOMY MaplLIpyTHusaTopy. Hampumep, eciii B O4HOM U TOM Ke cepBuce L3VPN (T.e. B 0qHOM
VRF) Ha 11poMesKyTOUHBIN BGP-CIIMKep IIPUAYT ABa OAMHAKOBEIX MapIIpyTa C OAUHAKOBEIMHU RD,
TO 3TOT CIIMKep IIPOBe/ieT BLIOOP JIYUIIIeTro Cpefd HUX U aHOHCUPYET Jiajiee B CeTh TOJIBKO JIYYIITUHA
yThb. OZHAKO eCcId 3T MapuUIpyThl 6YAyT UMeTh pa3jdyHble RD, TO BBIOOP JIYUIIIEro Cpefy HUX
OyZeT IIPOBOAUTHLCA TOJBKO KOHEYHBIMH MaplIpyTH3aTOpaMH, KOTOpble Ha OCHOBaHUHU
HaCTPOEHHBIX IIOJIUTHUK wHMIOpTa RT IIpoBeAyT YCTaHOBKY I3TUX BGP-Ilyrell B KauecTBe
MapILIPyTOB BHYTPE COOTBETCTBYIOIMX VREF.

AW3aiH yCIyT, IPpX KOTOPOM pellleHHe O JIy4llleM IIyTH IIPUHUMAaeTCs I Ha KOHeUHOM YCTPOMCTBe,
ABJIIETCA 3a4acTylo Oosiee IIPeAIIOYTHUTENbHBIM, XOTd U MOYKeT IIPUBECTH K IIOBBIIIEHHOMY
II0TPe6JIEHUI0 PeCypPCOB TPAaH3UTHBIX BGP-CIIMKepoB.

YcTaHOBKa MapUIPpyTOB BHYTPE COOTBETCTBYIOIIHNX VRF

B mpumepax paHee ObLIa IIpHBeleHA HACTPOMKa, II03BOJILIOIAsl MOJNYYUTH 110 VPNv4-ceccuu
aHOHCHI MapUIPyTOB pasHbIX RD. B ciydae, eciu VRF Ha MapuipyTusaTopax ObLI HacTPOEH C
OIMHAKOBBIMU IIOJIUMTUKAMU import/export, To 3T aHOHCHI OyAyT YCTaHOBJIEHBI B TaOJIUILY
MapIIpyTHU3aIlfuu COOTBETCTBYIOIIMX VREF.

ITpumep. Tabauua mapwpymusauyuu VRF Ha mapwpymuzamope Routerl:

0/ME5100:Router1# show route vrf example
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Codes: C - connected, S - static, 0 - OSPF, B - BGP, L - local
IA - OSPF inter area, EA - OSPF intra area
NT - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
ET - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
LET - IS-IS levell external, LE2 - IS-IS level2 external
BI - BGP internal, BE - BGP external, BV - BGP vpn,
BL - BGP labeled, R - RIP

100.100.1.0/24 is directly connected, 02h38m30s, te 0/0/17.1100

100.100.1.1/32 is directly connected, 02h38m30s, te 0/0/17.1100

100.100.2.0/24 is directly connected, 02h38m30s, te 0/0/17.1200

100.100.2.1/32 is directly connected, 02h38m30s, te 0/0/17.1200
BV 100.100.3.0/24 via 2.2.2.2 [200/0], 01h53md4s

DO O M

Total route count: 5
0/ME5100:Router1#

ITpumep. Tabauua mapwpymusauuu VRF Ha mapwpymuzamope Router2:
0/ME5100:Router2# show route vrf example

Codes: C - connected, S - static, 0 - OSPF, B - BGP, L - local

IA - OSPF inter area, EA - OSPF intra area
NT - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
ET - OSPF external type 1, E2 - OSPF external type 2

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,

LET - IS-IS levell external, LE2 - IS-IS level2 external
BI - BGP internal, BE - BGP external, BV - BGP vpn,

BL - BGP labeled, R - RIP

=

100.100.1.0/24 via 1.1.1.1 [200/0], @1h54m58s
100.100.2.0/24 via 1.1.1.1 [200/0], 01h54m58s
100.100.3.0/24 is directly connected, 01h54m58s, te 0/0/17.1300
100.100.3.1/32 is directly connected, 01h54m58s, te 0/0/17.1300

—r o o @
Do o
<<

Total route count: 4
0/ME5100:Router2#

TakuMm 06pa3oM, B JaHHOM IIpUMepe MapIIPyThl OBLIM YCIIEITHO YCTAHOBJIEHBI B TabJIHITY
Mapripytusaruu VRE example. O6sg3aTeIbHBIM YCI0BUEM [IJISE 3TOTO TAaKoKe SBJISETCS HajUdue
TPaHCIIOPTHOM METKH /[0 nexthop-aipeca COOTBETCTBYIOIIETO MaPIIIPyTa:

IIpogepka HAAUUUS MPAHCNOPMHBLX MemoK 00 nexthop Ha Router1:
0/ME5100:Router14# show mpls 1dp forwarding | include 2.2.2.2

2.2.2.2/32 ImpNull te 0/0/5 100.100.12.1
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0/ME5100:Router1#

IIpogepka HAAUUUS MPAHCNOPMHbBLX MemoK 00 nexthop Ha Router?2:
0/ME5100:Router2# show mpls 1dp forwarding | include 1.1.1.1

1.1.1.1/32 ImpNull te 0/0/5 100.100.12.0
0/ME5100:Router2it

IIpouecc BGP aiisa sxkzemiursapa VRF u peaguctpudyus
MapHIIpyTOB

IIponecc BGP njiss VRF

Ha mapurpyrtusaTopax ceMercrsa ME cyiecTByeT 1oHdaTHE BGP-11pornecca B sk3eminsape VRE. 3To
IIOHATHE BKJIKOYaeT B Cebd OTHeJbHYI CTPYKTYpy B paboTaroled oIlepallduOHHOM CHCTeMe
YCTPOMCTBA, 3aHUMAIOIIYI0 HEKOTOPBbIE PeCYPChl ¥ BBIIIOIHAIOIIYIO OIIpe/ie/IeHHbIEe e CTBHUL.

JleMiCTBU, KOTOPBIe II03BOJIAET IIPOU3BOAUTE BGP-1iporiecc B sk3eMIuisape VRE:

1. Vcranoska BGP-cocencTB BHYTpH sk3eMiuapa VRFE. laHHag BO3MOXXHOCTb OTHOCUTCSA UMEHHO
K cocexnctBaM BHyTpu VRF (T.H. ceccun PE-CE), HoO He Kk L3VPN-cocencTBaM B I100a/JIbHOM
TabJIMIle MapIIPyTU3aLAH.

2. T'mbkagd HaCcTpoWKa pegucTpuOyIuu MapLIpyTHOM uHbopmanuu B  BGP-tabuuity
cooTBeTCTBYIOIIEro VRE.

3amyck BGP-miportecca mast sk3eminigpa VRE IIPOM3BOAUTCSA aBTOMAaTHYeCKH IIPH CO3JaHHH
KoH¢UryparoHHoro 6sioka 'vrf VRF_NAME' B pa3zesie HACTpOMKH 'router bgp' M cCO3JaHUM B HEM
KaK MUHHMYM OJTHOT'0 cocejia.

B ripumMepe HipKe 111 VRE example oTgesnpHOro BGP-iporiecca He 3amyineHo, a ajad VRE 13-1 Takoit
IIpollecc 3alylleH; KpoMe 3Ttoro, BHyTpu VRF '13-1' ckoHurypupoBaH BGP-cocen ¢ agpecoMm
172.16.0.1 ¥ peAUCTPUOYITNSA CTATUUYECKUX U IIPUCOETUHEHHBIX MapIIIPyTOB.

vrf example
description "Example L3VPN service"
rd 2.2.2.2:100
import route-target 65535:100
export route-target 65535:100

exit

vrf 13-1
rd 65535:1
import route-target 65535:1
export route-target 65535:1
exit
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router bgp 65535
bgp router-id 2.2.2.2
neighbor 1.1.1.1
address-family ipv4 unicast
exit
address-family vpnv4 unicast
exit
remote-as 12389
send-community
send-community-ext
route-reflector-client
update-source 2.2.2.2
exit
vrf 13-1
address-family ipv4 unicast
redistribution static STAT
exit
redistribution connected CONN
exit
exit
bgp router-id 2.2.2.2
neighbor 172.16.0.1
address-family ipv4 unicast

exit
remote-as 65530
exit
exit
exit
CospaHUe OTe/ILHBIX IIPOIIeCCOB Ha O0IBIINX KOHUTIYpaluiax (coTHU VRF)
IMPORTANT MOKeT IIPUBECTH K YpesMepHOMY OTPe6IeHUI0 pecypcoB

MapIIpyTU3aTopa.

Korma mponecc mapmpyrusanuu BGP He 3amyiieH BHyTpu VRF, BGP-Tabiuia B
COOTBETCTBYIOIIEM 3K3eMILISIpe TaKKe OTCYTCTBYeT (BBIBOJ KoMaH/, 'show bgp vrf

NOTE VRF_NAME' 6ymeTr mycThIM). OpmHako B Tabuuie Maplipyrusanuu VRF Moryr
OPUCYTCTBOBaTh MAapHIPYThl € IIOMeTKOM "BGP" B TOM ciaydae, eCcJad UX
UCTOYHUKOM siBJigeTcs AFI VPNv4/VPNV6 unicast.

ABTOMaTHUeCcKas pefUCTPUOYIHUA

ITo yMo/I4aHHIO Ha MaplIpyTHU3aTopax ceMerictBa ME paboTaeT aBToMaTH4ecKas peiUCTPUOYIIHA
Bcex uMeromuxcad B VRF MmapuipyToB (3a uckiroueHueM local-mapiipyToB) B AFI VPNv4/VPNv6
unicast ¥ aBTOMaTH4yeCKOe aHOHCHUpOBaHWe TakKUX IyTed VPNv4- u VPNv6-cocemaM. IIporecc
aBTOMAaTUYeCKUMN PeJUCTPUOYITUN MO>KeT ObITh OTK/IIOUEH IUPeKTUBOM 'redistribution manual' B
paszesiax KoHQUrypanuu 'address-family vpnv4/vpnvb unicast’, cM. IpUMepHI Jasee.

ABTOMaTHUecKas pegucTpubynysg He TpeOyeT 3allycka OTAeabHOro BGP-mporecca g
COOTBETCTBYIOIIEro sk3eMIuIapa VRE.
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/17151 Ha3HaYeHUsI IOIIOJTHUTEeIbHBIX aTpuOyToB BGP Ha MapIIIpyThI, II0IIa/IA0Ie B IPOCTPAHCTBO
VPNv4, HeoOX0oAMMO co3faBaTh OJIOK IpaBmi 'redistribution’ B pasmese 'router bgp <ASN>
address-family vpnv4 unicast' m HacTpawmBaTh TaM IIPOLECC PEAUCTPUOYIIMHU COOTBETCTBYIOIIINX
ceTell C HasHaueHHeM HY)XHBIX aTpUOYTOB M C OIILMOHAJbHBIM yKasaHueM VRF-UCTOYHUKa
(mpaBuito 'match vrf <VRF_NAME>') smb6o crimcka VRF-mcTouyHUKOB (rpaBmiio 'match vrf-list
<LIST_NAME>").

B mnpuMepe HHIKe ONKMCaHAa HACTpPOMKa OIpaHUYeHUs aBTOMaTUYeCKOM pegucTpUOYIIUU
connected-mapiipyroB u3 VRF 'VRFTEST' B L3VPN. 3pmecs g VRF 6ymeT paspelleHa
peaucTpuOyIg MapIIpyTOB B 13vpn IIpHU YCJIOBHUHM UX COOTBETCTBUA Ipedukc-mmucty TESTVRE-
PRFLST (3amuck "ALLOW-TESTVRF-PREFIXES" ¢ mpuoputeToM 10); A9 OCTaJbHBIX MapIIpPyTOB
pexucTpubyua B L3VPN 3anperraercs 3anucbio "ANNOUNCE-NONE" ¢ mpuopuTeToM 99.

IIpumep HacmpoliKu 02paHuUeHUs a8moMamu4eckoil peducmpubyuyuu connected-mapupymos

prefix-1ist TESTVRF-PRFLST

seq-num 10
prefix 10.2.2.0/24
exit
seq-num 20
prefix 10.9.1.0/24
exit
exit

router bgp 65535
address-family vpnv4 unicast
redistribution connected ALLOW-TESTVRF-PREFIXES
match prefix-list destination TESTVRF-PRFLST
match vrf TESTVRF
priority 10
exit
redistribution connected ANNOUNCE-NONE
match vrf TESTVRF
priority 99
redistribute disable
exit
exit
exit

IIpumep omk.t0UeHUS agmoMamuueckuil peducmpubyyuu mapuipymos us ecex VRF eHymps VPNv4 u
paspeweHust moabko omoeabHo20 npeguxca 10.0.0.0/24 usz VRF "Customer1":

router bgp 65535
address-family vpnv4 unicast
redistribution connected Connected to VPN
match prefix 10.0.0.0/24
match vrf Customer]
exit
redistribution manual
exit
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exit

Peguctpudynusa agpecon loopback-unrepdeiicon

OTmesbHBIM CJIydyaeM SBJSeTCS 3aZ[adya  aHOHCHUpPOBaHUSA anpecoB loopback-uHTepdeiicos,
oTHocAIuxcda K VRF.

JlaHHBIe afpeca, SBJILACH He IIPUCOEJUHEHHBIMH, a JIOKaJbHBIMU, He IIOAIIALal0T IIOf
aBTOMAaTUUYeCKYH peAuCTpUOyIHI0. B ciaydae, ecid HeOOXOQWUMO aHOHCHUPOBAaTh HX COCEJHUM
BGP-MmapiipytusaTopaMm B VPNvV4 unicast, He06X0[MO HacTpauBaTh PeIUCTPUOYIUIO BPYUYHVIO.

B mpuMepe HIKe BK/IIOYaeTCsd pefuCTpUOyIUg agpeca UHTepderica 107991, oTHOcAerocsa K vrf
13-1, B agpecHOe IIpOCTPaHCTBO Vpnv4 unicast [y JajabHeHIero aHOHCUPOBaHUA ero B 13vpn.
[Tocste maHHOrO PYy4YHOTO IIpaBUjIa cpabaThiBaeT paspellarllee IIPaBUIO aBTOMaTHUYeCKOM
pesuCTpUOYITMU BCeX OCTaJIbHBIX MapIIPYTOB.

Ipumep nHacmpoiixu peducmpubyuuu adpecos loopback-unmepdgeticos.

interface loopback 7991
ipv4 address 3.1.3.1/32
vrf 13-1

exit

router bgp 65535
address-family vpnv4 unicast
redistribution local LOCAL
match prefix 3.1.3.1/32
match vrf 13-1
exit
exit
exit
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HACTPOHKA MPLS L2VPN

B maHHOM IJIaBe pacCMaTpPHUBAKOTCA IIPHUHIIMIIEI OpPraHW3alMd M HACTPOMKU BHPTYaJIbHBIX
YaCTHBIX ceTel BTOporo ypoBHs (Layer 2 VPN, L2ZVPN), UCIIO/IB3YIOIUX B KayeCcTBe TPaHCIIOPTa
TexHoJIoru MPLS.

CepBuchl L2VPN M03BOJISIIOT OCYII[eCTBHUTH JIOKAaJbHYI0 KOMMYTAITUI0 Ha ypoBHe Ethernet kak
MeKly HeCKOJbKMMU HHTeppelicaMM OJHOIO YCTPOMCTBA, TaK M MeXAY HeCKOJIbKUMU
yCTpOMCcTBaMy, cCoefUHeHHLIMHU MPLS-TpaHCIIOPTOM.

CocraBHpbIe 37ieMeHTHhI L2VPN

HuTepdeiic 10KaIbHONM KOMMYTaLUU (Attachment circuit, AC) — uHTepdelic 1160 cabuHTEpPec
YCTPOMCTBA, HaXOAAIUICA B peKuMe L2-KOMMyTalliM, BKIIOUYEHHBIM B COCTaB OpPHUDK-IOMeHa
JIN60 KPOCC-KOHHEKTa U I03BOJIAIOIINMI IIPOU3BOAUTE CKBO3HYI0O KOMMyTaruio Ethernet-kagpos.
JIro60¥1 uHTepdelc ycTporicTBa 6e3 HasHaueHHbIX [P-azpecoB HaxomguTcd B pexuMme L2-
KoMMyTanuu. VHTepdelic ¢ HasHaueHHBIMUM Ha HeM [P-agpecaMy HeBO3MOXHO BKJIIOYUTH B
L2VPN B xauectBe AC.

[Ipu nipueme u nepegade Ethernet-kagpoB uepe3s AC II0 yMOJIYaHHUIO He
OCyIIeCTBJ/IIeTCA HUKAKOM MOogUUKaIlUU 3aroJ0BKOB KaJpoB. B 1mmepByro
oyepenb, UHTepeNChl JIOKAaJTbHOM KOMMYTAIlUU He IIPOU3BOJIAT CHATHUSA
VLAN-TeroB ¢ Tpaduka u pob6aBJieHHsI TaKHUX TeroB. Eciau Tpebyercsd

IMPORTANT IIPOU3BECTH OIlepalliu HaJ TeraMu (CHATUe, fobaBeHUe JU60 3aMeHy), TO
IJI1 3TOr0 HeoOXOJMMO SIBHO CKOHQUIYPHUPOBATh NaHHYI0 OIlepallii0 Ha
uHTepderice koMaHoU 'rewrite'. TakuMm o6pas3oM, TpadUK, IIOIABIIUHA B
OPYOKA-IOMeH JTUO0 KPOCC-KOHHEKT yepe3 uHTepderic AC, 110 YMOIYaHUI0
OyzeT KOMMYTHPOBAThLCS C COXpaHEHHEM BCeX TeroB.

KitaccupukaTopsl, 3aZlaHHble Ha cabuHTepdericax KoOMaHIoM 'encapsulation’', oTBe4arT TOJIBKO
3a OTHeCeHHe BXOJAIEro B POAUTENbCKUM HHTepdeic TpaduKa K JaHHOMY cabUHTepdericy.
Tpa¢uxk, BEIXOAAIIIUNA U3 cabuHTepdeiica COIIacCHO UMeloleiica KoHpuryparuu L2VPN-cepBHca,
He IIpOBepseTcsd Ha IIpeiMeT COOTBETCTBU TeroB KjlacCUPUKATOpy cabuHTepderica.

BpuK-A0MeH, KaK OVH U3 OCHOBHBIX 3jieMeHTOB L2VPN, 1103BoJ1geT 06 beIUHUTH B 0011y10 L2-
Cpely OOUH WM HECKOJIbKO WHTep(eMcoB JIOKaIbHOU KoMmyTanuu (AC), a TakyKe 31eMeHThI
cepBucoB EoMPLS (Ethernet over MPLS) —r1ceBpomnpoBoza (Pseudowire, PW) U BUpTyaJbHBIE
aK3eMILTIIpbl KoMMyTaruu (Virtual Forwarding Instance, VFI).

Kpocc-koHHEKT (point-to-point element, p2p) TakXKe SBJsIeTCd 3jeMeHTOM L2VPN U 1mo3BoJssieT
00beJUHUTL B OOIIYI0O Cpely CTPOro OAWH HHTepdelic JoKalbHOU KoMmmyTanuu (AC) ¥ ofuH
IICeBIOIIPOBOL (PW).

Mapmipytusupyemsbliii uarepdeiic (routed interface) sABsIeTCS ONITUOHAJIbHBIM 3J€MEHTOM
Opu/pK-IoMeHa. Ero posib BBIOJIHSAET paHee CO3JaHHBIM BVi-uHTepdeiic. OH 103BOJISET
BBIIIOJIHATHL 0O0MeH TpadUKOM MeXAy CUCTeMHBIMU IporeccamMu (ICMP, MapiipyTHU3UpyeMble
rporieccsl, Takyue Kaxk PIM, IGMP — QyHKIIMOHAJIBHOCTD PACIIHUPSIETCSI) U MeXKIy JIOKaJIbHBIMU
uHTepdericaMU H/WUIU IICEBIOIPOBOIaMU.
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[Ipy MCII0/Ib30BaHUU MapIIPyTU3UPYeMOIo UHTepderica B OpUIK-TOMeHe
BMeCTe C cabuHTepdeiicaMy, Ha [OCIeJHUX TpedyeTcs WUCII0JIb30BaATh

IMPORTANT KOMaHAy 'rewrite' mIs cHITHA (oIlepalius 'pop') BceX METOK IIPU Ilepejiaye
Tpaduka B OpHK-TOMEH U UX 06paTHOM HaBeIlIMBaHUM (oIepariys 'push')
pu 1epegave tpadpuka B AC.

Hcnosb3oBaHUe MapIIPyTU3UPYEMOTO HHTepderica BMecCTe C
cabuHTepdericaMu OJHOIO QU3UUECKOIO0 HHTepdeiica TpebyeT Haauyue

IMPORTANT I06AaJILHOM  HACTPOMKH "'system hw-extended-resources-mode’ u
HEBO3MOJXHO Ha JHWHeWHbIX Kaprax LCI18XGE pmma ME5000 m Ha
ycrporictBax ME5100 / ME5100S / ME5100rev.X

Bri6op ucnosb3yemoro st L2VPN-cepBuca MexaHH3Ma (6pUK-IoMeHa JUO0 KPOCC-KOHHEKTA)
3aBHCUT OT 3aJja4H, KOTOPYIO TpeOyeTCs BBIIIOJIHUTh.

HacTpoliika 0pumIK-T0MeHOB

Jog  opraHusanuu  L2VPN-cepBuca € HCIIOJIb30BAaHUEM  OpUDK-IOMEHa  He0O0X0ZUMO
CKOHQUIYPUPOBATh Ha YCTPOMCTBE caM OpUDK-IOMeH, co3xaTh Tpebyemble AC, PW u/unu VFI u
BKJIFOUUTH BCe HY KHbIE 3JIEMEHTHI B JaHHBIN OPUK-TO0MEH.

Mesky aJieMeHTaMH GpUHK-IoMeHa O6yIeT IPOHU3BOIUTHCSI KoMMyTaIus Ethernet-kaipos.

IIpaBWIa KOMMyTalnuu Tpaduka B OPpUIHK-TOMEHE

MeXKay aJieMeHTaMU OpPHUDK-IOMeHa OCYIECTBJISIETCS KOMMYTAIlHsl Tpaduka Ha OCHOBAaHUH
TIepevrCIeHHBIX ITPaBUIT:

1. [ KaXkK[oro OpHUpK-I0MeHa aBTOMaTU4YeCKH co3faeTcs Tabauiia MAC-afpecoB 110 aHAJIOTUH
¢ Ethernet-kommyTraTopaMu. Ethernet-kazpbl KOMMYTHPYIOTCI Ha OCHOBaHUM aHamsa MAC-
anpeca nosayvatess (DST MAQ).

2. Kagps! ¢ u3BecTHBIM DST MAC 6yIyT OTIIPaBJIATHCS B COOTBETCTBYOIIIHe AC/PW.

3. Kazps! ¢ HensBecTHBIM DST MAC, broadcast- 1 multicast-kazaps! (T.H. BUM-Tpadux, "Broadcast,
Unknown unicast © Multicast") 6yAyT OTIpaBJATLCI BO BCe 3JIEMEHTHI OpHUK-IOMeEHa, 3a
HUCKJII0YeHHneM Toro asieMeHTa (AC 11160 PW), ¢ KOTOPOI0 BOILIIA B OPU/DK-IOMEH.

4. IIpu xommyranuu yuutbiBaroTcad DST MAC B KazpaX, HO He yuyuThIBarTca VLAN-Terw,
HMeIlIyecs Ha KaJpaXx — TaKuM 00pasoM, KOMMyTallus BHYTPU OpUK-JOMeHa He SBJISeTCS
"VLAN-aware".

IIceBpompoBoaa (pseudowires)

[IceBHOIIPOBOJ — JIOTUUECKUU 3JIeMeHT, O0beIUHSIONINN 3K3eMIUISIphl L2VPN Mexnay AByMs
yCTpoMcTBaMH, 00befuHeHHbIMU MPLS-TpaHCIIOPTOM U IIO3BOJISIOIIUUN IepenaBaTh Ethernet-
Ka/ipel 1oBepx MPLS (TexHOJIOIrMg HOCUT HasBaHue Ethernet over MPLS, EOMPLS). AHaJOTUYHO
cepucaM L3VPN, mig ob6ecrieyeHus paboThHI IICeBAONPOBOAOB L2VPN Heo6X0AWMO Hadyue U
paboTocrioco6HOCT, MPLS-CBI3HOCTH MeXKAY YCTPOMCTBAMHU (JO/DKHBI OBITH  BbIJIEJIEHBI
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TPaHCIIOPTHBIe MeTKU MPLS /1/19 OCTH>KEHUS aJipeca COCeTHEro YCTPOMCTBA).

JUId Ka)kmoro IiceBpompoBoza cepsuca L2VPN BrinmessieTcd Takyke cepBucHad MPLS-merka
(HasHayaeTcs MOCPeCTBOM IPOTOKoJia LDP iy cTaTUYeCKUX IICeBIOIIPOBO/IOB JIMOO0 CpeicTBaMU
rporokosia MP-BGP gyt L2ZVPN ¢ aBToOO6Hapy >KeHHeM coce/iel).

[IceBmompoBo/a /it L2VPN-cepBHUCOB CO3/IaI0TCS U HACTPAUBAIOTCSI BHYTPU KOHQUTYPAITMOHHBIX
6JI0KOB GPUIK-TOMEHOB U KPOCC-KOHHEKTOB.

B mio6asbHOM KOHOUIypallMyd YCTPOMCTBA IIPU 3TOM HEOO0XOAMMO CO34aTh IIPOoQUIIb
rceBonpoBoga (pw-class) U ckoHGUIYpHpoOBaTh targeted-ceccuro LDP 10 ajgpeca yCTpOMCTBa, C
KOTOPBIM CO37jaeTcsl IICeBJOIIPOBOJ (targeted-cecchu He TpeOYHOTCA IIPU HCIIOJIb30BaHUU BGP

autodiscovery + signalling).

Tabauua 73. Hacmpotika npoguia nceadonpogood.

Komanpaa

configure

12vpn pu-class CLASS_NAME

encapsulation mpls signaling-type
{ manual | pseudowire-id-fec-
signaling }

encapsulation mpls mtu MTU SIZE

encapsulation mpls control-word {
preferred | non-preferred }

root

commit

Ha3HaueHHue
ITepexop B peKUM IVI06a/IbHOM KOHQUTYPALIHAH.

Co3maHue B KOHQUIypallUM yCTpoMcTBA  HIPOGHIIIL
IICEB/IONIPOBO/IAa U TIEPEXO[ B PEXUM 3aJaHUS  €ro
ImapaMeTpOB.

3ajaHue MeTOJa CHUTHa/JIM3alluM [JId IICEBJOIIPOBO/OB,
HUCIIOJIB3YIOIUX [NaHHBIA IIPOQMIIBL. /I MCII0JIb30BaHUSI
KJIACCHYeCKOM CHUrHasusanuu LDP ciemyeT HCIIONIBE30BaTh

rapaMeTp 'pseudowire-id-fec-signaling'. [Ipu
HCII0JIb30BaHUM MeTofa 'manual’ ~CcepBHCHBIE MeTKH
3alal0TCI  BPYYHYH) B KOHQUIypaluu  KaKAOIo
IICeBJOIIPOBO/A.

IZ[EIHHI:II‘/JI IIapaMeTp ABJISAETCA 00s13aTe/JIbHBIM.

(onmuoHasnbHO) 3amaHue 3HaueHus MTU, kotopoe Oymer
HUCIIOJIL30BaThCd TIIPU CHUTHAMH3AIlUH IICEBIOIIPOBOOB.
JaHHBIM IIapaMeTp BJMAET TOJBKO Ha  IIpoliecc
CUTHaJINU3alliy U He OTpaHUYHBaeT pasMep IepefaBaeMbIX
IIaKeTOoB.

(onmpoHaNIbHO) 3ajaeT 3HaueHUe IapameTpa control word
(mpeprounTaeMelii "preferred” 60 He IIpeAIIOUYNUTaeMBbIi
"non-preferred") I IpoI1iecca CUTHAJIU3aIUU
IICeBIOIIPOBO/A.

Bo3Bpar B peXuM I7106aIbHOM KOHQUTYPaITHH.

[IpuMeHeHMe IIPOHU3BeJeHHBIX HAaCTPOEeK.

ITpumep Hacmpoliku npo@Puasa ncegdonposooa.

12vpn pw-class example-class

encapsulation mpls control-word preferred
encapsulation mpls signaling-type pseudowire-id-fec-signaling
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exit

Tabauua 74. Hacmpolika targeted LDP-ceccuu (06s3ame/1bHO 0151 nceedonpogodos ¢ LDP-

cuzHaauzayuet).

KomaHma

confiqure

mpls ldp neighbor IPv4 ADDR

bfd fast-detect

root

commit

Has3xnaueHue
[Tepexop B pesKuM I106a7IbHOM KOHQUTYpALUN.

Co3panue targeted LDP-ceccuu 10 yCTPOMCTBA C YKa3aHHbBIM
azpecoM. Azpec, yKasaHHBIM IIPU CO3JaHUU CeCCHUH, T0JDKEeH
COBIIAZATHL C ajApecoM, HCIIOJIb3YeMBIM IIPH CO3JaHHU
CaMOro IICEBIOIIPOBOJiAa BHYTPH  COOTBETCTBYIOIIETO
ameMeHTa L2VPN. [yi1 ycoemrHOM YyCTaHOBKH targeted-
CeCcCUM [OJDKHBI OBITH IIpefBAapUTEJbHO YCTaHOBJIEHBI
TpaHCIIOPTHEIE LSP 10 yKasaHHOro ajgpeca.

(ommiuoHa/JIbHO) BkiaroyeHwme  MexaHmsMa BFD s
COOTBeTCTBYIOIIeH targeted LDP-ceccuu.

Bo3Bpar B peXuM I7106aIbHOY KOHQUTYPaITHH.

[IpuMeHeHMe IIPOKU3BeJeHHBIX HAaCTPOEeK.

ITpumep nacmpoiixu targeted LDP-ceccuu.

mpls 1dp neighbor 2.2.2.2
bfd fast-detect
exit

[Tocie BBINIOJIHEHUs JAHHBIX HAaCTPOEK MOYKHO IIPOM3BOAUTHL CO3[JaHHe U KOHOUIYPHUpPOBaHHE
IICeBAOIIPOBO/OB BHYTPH COOTBETCTBYIOIIUX L2VPN-cepBHUCOB.

Co3maHue OpUIK-JOMeHa

Tabauua 75. Co3daHue u Hacmpotika 6puddic-0oMeHa.

KomaHnpa

confiqure

12vpn bridge-group default bridge-
domain BD_NAME

interface { tengigabitethernet |
bundle-ether |
fortygigabitethernet |

hundredgigabitethernet } num |
num.subif id

Ha3umaueHue
[Tepexo[ B pesKuM I7106a/IbHOM KOHQUTYpPALUH.

Co3maHue B KOHOQUTYpAITUU YCTPOMCTBA OPHUK-TOMeHa U
IIlepexo/] B pe>KUM eTr0 HaCTPOUKH.

BxiroueHure yKasaHHOI'0O MHTepodetica b0 cabuHTepdetica
B COCTaB Opu/pK-IOMeHa B KadecTBe UHTepderica
JIOKaJIbHOM KoMMmyTaruu (AC).
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KomaHnpa

pw IPv4 PEER PW_ID

pw-class CLASS_NAME

mpls static label local
LOCAL_LABEL _VALUE
mpls static label remote
REMOTE_LABEL_VALUE

backup

pw IPv4 PEER PW_ID

pw-class CLASS NAME

exit
exit

ignore encapsulation-mismatch
ignore mtu-mismatch

exit
routed interface bvi PW_ID

transport-mode { ethernet | vlan }
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Ha3umaueHue

CosgmaHre BHYTPH OpHHK-IOMeHa IICEBJAOIIPOBOJA [0
YKa3aHHOIO YCTPOMCTBA M IIepeX0J; B PEeXUM HaCTPOMKHU
3TOTO IICeBOIIPOBOJA.

ITapameTrp PW_ID (Taxkke IIpuMeHseTcd TepMuUH VC ID,
Virtual circuit ID) CaOyXUT 9 UAeHTAUKAIUU
IICeBJOIIPOBOZA Ha YCTPOMCTBAX, OH MCIIOJIb3yeTCsd B
IIpoliecce CUTHa/JIM3al[iy ¥ HasHauYeHUs CePBHUCHBIX METOK
U JI0JDKeH OBITh OAWHAKOBBIM JIJI1 OJJHOTO U TOro >ke PW Ha
000HX yCTPOMCTBAX.

[IpuBsi3Ka paHee CO3JJaHHOTO B KOHQUTYpAITUHU MPOoPuUiIs K
IaHHOMY IICEBZIOIIPOBOY.

[IpuBsska Ipodmyd K  IICEBAOHPOBOAY  SBJISIETCS
00s13aTeJILHOM.

(omoHa/NIbHO) 3a/laHve  JIOKaJbHOWM W yAaJeHHOU
cepBucHOM MPLS-MeTKM [UI1 [TaHHOTO IICEBIOIIPOBOA.
IlapamMeTpbl UCIOJB3YIOTCI B Ciydae, KOTAa IIPOQUIbL
IICeBJOIIPOBOJIA IIpeAIoiaraeT MCI0JIb30BaHUe PYYHOTO
HasHauyeHUs CePBUCHBIX MeTOK ('manual').

(onmmuoHanbHO) Ilepexof B pekKMM HACTPOMKHU 3aIlacHOTO
(backup) riceBmompoBoza.

Cosmanue 3amacHoro (backup) mceBpompoBoma [0
yKa3aHHOTO YCTPOMCTBa U II€PeX0/l B PeKUM HaCTPOUKU
3TOTO IICEBJIOIIPOBOZA. 3allaCHOM IICEBAOMPOBOJ OyaeT
HCII0JIb30BaThCS B CIydae 0TKa3a OCHOBHOTO.

IIpuBsg3Ka paHee CO3LaHHOIO B KOHQUIYpAITUU IMPOPUIII K
JaHHOMY IICEBJIOIIPOBO/Y.

BosBpart B pexxuMm KoH¢urypamuu backup PW.
BosBparT B pesXKuM KOHQUI'YpaITUU OCHOBHOTO PW.

YcTaHOBKa peXuMa WIHOPUPOBAaHUA HECOOTBETCTBUSI
mapamMeTpPOB HHKAIICYJISIIIUU (THUIIA IICEBIOIIPOBOjA) JIMOO
3HauyeHUd MTU Iipu CUrHaIN3aIluy IICeBLOIIPOBO/IA.

Bo3BpaT B pe’KUM KOHQUTYpaIiuu OpUIK-TOMeHa.
Jlo6aBiieHHe MapILIPYyTU3UPYyeMOro HHTepderica.

YcraHOBKa TPaHCIIOPTHOTO pesxuMa I BCeX
IICEBJOIIPOBOIOB JNAHHOIO OpHIpK-IoMeHa (type4/'port" u
type5/"tagged” COOTBETCTBEHHO, COIVIACHO CIeIlMpUKAITUU
EoMPLS). TpaHCIIOPTHBIN peXUM 3afaeTcd JjId Iiejei
CUTHa/IM3alluU U He BJIMgeT Ha 00paboTKy Ilepe/aBaeMoro
I10 IICeBIOIIPOBOAY TpadUKa.



Komanpga HasHaueHue

mtu MTU_SIZE YcranasiuBaeT pasMep MTU B 6aiTax [y BCEro OpHIDK-
IoMeHa. HacTpoiika CIy>KUT [JId IieJled CUTHaIu3aljiu.

root Bo3BpaT B pekXuUM IJ106aJIbHOM KOHQUTYpaITUH.

commit [IprMeHeHMe IIPOU3Be/IeHHBIX HaCTPOeK.

ITpumep. CozdaHue 6pudic-domeHa ¢ mpems AC u 08yms ncegdonpogodamu (U3 HUX 00UH — € 3aNACHBIM
ncegdonpogooom)

12vpn
bridge-domain example-bd

interface tengigabitethernet 0/0/15
exit
interface tengigabitethernet 0/0/1.400500
exit
interface tengigabitethernet 0/0/17.5
exit
pw 2.2.2.2 400500

backup

pw 4.4.4.4 400500
pw-class example-class
exit

exit

pw-class example-class
exit
pw 3.3.3.3 400501

pw-class example-class
exit

exit

B nipuBeieHHOM IIpUMepe O6PUIK-A0MEH I103BOJIUT OCYILeCTBJIATh KOMMYTAaIlUI0 TpaprKa MeXXay
AC tengigabitethernet 0/0/15, tengigabitethernet 0/0/1.400500, tengigabitethernet 0/0/17.5 n pBymMs
IICeBOIIPOBOAAMU /10 cocele! ¢ aapecamu 2.2.2.2 1 3.3.3.3. IIceBLOIIPOBO 0 cocena 2.2.2.2 TaKKe
UMeeT pes3epBHBIN PW 110 cocena 4.4.4.4.

BupTyajbHble 3K3eMIUISIPbl KOMMYTaIlUU U pa3feIeHHbII TOPU30HT AJIA
IICE€BIOIIPOBO/IOB

Kak 6b1710 yKasaHO paHee, KOMMYyTalludA [IaKeTOB B OPHPK-JOMeHe MOYKeT IIPOMU3BOJUTHCSI MEXXKIY
BCeMH 3jIeMeHTaMH, BKJIIUEeHHBIMU B OpUPK-IOMeH, TO eCcTh B HalnpasieHusx AC-AC, AC-PW u
PW-PW.

OpHako, KOMMyTanug Tpapuka MeXKAy pPasHBIMU IICeBIOIIPOBOJAMU OJHOIO OpHUIK-TOMeHa
MOKeT OBITH He)KeslaTeJIbHOM B psfie cilydaeB (B 4aCTHOCTH, IIPU IIOCTPOEHUU IIOTHOCBSI3HBIX
TOIIOJIOTUM VPLS — B TaKUX ciydyasX KOMMYyTAaIlud I1aKeToB Mexxay PW IIpuBefieT K 3aKOJIBIIOBKE
Tpapuka).

JIJIs1 pertieHust JaHHOM 3a/JauM UCII0JIb3yeTcs IPUHITUIT "pasfieJIeHHOT0 Tropu3oHTa" (split horizon),
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KOI7a IICeBOIIPOBO/Ia COOMPAIOTCI B CIeIMaIbHYIO TPyIILy (split horizon group), 6yiaroaps 4yeMy
3alpeliaeTcs KOMMyTalusa Tpapuka MesK1y HUMH, OJHAKO O0CTaeTCs BO3MOKHOCTb KOMMYyTaI[UuH
MesK/1y IICeBIOIIPOBOAOM I'PyINIbl U HHTepdericaMu (AC) OpHIpK-TOMeHa.

B KoHQUrypaliu yCTpoMCTBa TaKHe TPYIIIbl HA3bIBATCI BUPTYAJIbHBIMU 3K3eMILIAIpaMU
kommyTtanuu (VFI, Virtual Forwarding Instance). B KaXXIbId 3K3eMIUISIP MOYKHO BKJIHOUUTH
IIPOM3BOJILHOE KOJIMYeCTBO IICEB/IOIIPOBO/OB.

Tabauua 76. Co30aHue u Hacmpotika sksemnasapa VFI eHympu 6pudic-0omeHa.
KomaHnpga HasHaueHue
configure [Tepexof B pesKUM IV106aIbHOM KOHQUTYpaIluH.

12vpn bridge-group default bridge- [Jepexop B pesxkuM HacTpPOHKHU GPUIK-TOMeHa.
domain BD_ NAME

vfi VFI. NAME Co3maHue BHYTpH OpHDK-IOMeHa JK3eMmIiuiipa VFI u
IIepexo/; B peKUM ero HaCTPOMKH.

pw IPv4 PEER PW_ID Cosmanue BHYTpH 3k3eMmiurapa VFI 1mceBmompoBoza [0
YKa3aHHOI'0 YCTPOMCTBA U IIepeX0f B PeKUM HaCTPOUKU
3TOr0  IICeBJAOIIpOBOZA. JlanbpHemInass KOHQUIyparus
IICeB/IOIIPOBO/A (BK/IOYad backup) aHajornyHa HacTpolKe
PW HeImocpe/iCTBEHHO B OpUDK-JOMEHE.

root Bo3Bpar B peKuUM IJI06aIbHOM KOHQUIYPALIUH.

commit [IpMeHeHMe IPOU3BeJeHHBIX HACTPOEK.
IIpumep. Bpudoic-0omeH ¢ mpems unmepdheticamu u 0OHUM IK3emnaspom VFL

12vpn
bridge-domain example-bd
interface tengigabitethernet 0/0/15
exit
interface tengigabitethernet 0/0/1.400500
exit
interface tengigabitethernet 0/0/17.5
exit
vfi VFI-A
pw 10.10.10.214 300
pw-class example-class
exit
pw 10.10.10.220 312
pw-class example-class
exit
exit
exit
exit

NOTE B 6pumpK-noMeHe MO>KeT OBITH He 60J1ee 0fHOro sk3eMIuigpa VFI
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HacTpo¥Ka KPpoCC-KOHHEKTOB

[ opraHusanuu L2VPN-cepBHca € UCII0JIb30BaHUEM KPOCC-KOHHEKTa HeOOXOJUMO C03/aTh Ha
yCTpOMCTBe HEOOXOAUMBIN AC, ajieMeHT KoHGUryparuu P2P, BKIIOUUTHL B JaHHBIA 3JIEMEHT
KOHQUT'YpaAITUU COOTBETCTBYIOIUN AC U CKOHQUTYPUPOBATh TaM >Ke IICeBIOIIPOBO/I.

Mexny AC 1 PW, BKIIFOUEeHHBIMH B KPOCC-KOHHEKT, Oy/ieT IIPOU3BOAUTELCI KoMMyTanus Ethernet-

KaJ[poB.

OCHOBHBIE IIPUHIIAIIBI PabOTBl KPOCC-KOHHEKTa aHaJIOTMYHBl IIPUHIMIIAM PaboTBl OPHK-
IlOMeHa, OTJINYMe 3aKJIHYaeTcs TOJAbKO B KOJIMYeCTBE BO3SMOJKHBIX 3JIEMEHTOB (B KPOCC-KOHHEKTe
MO>KHO 00BbeJUHATHL TOJILKO ofuH PW u oxuH AC), a TakyKe B OTCYTCTBHH IIpOIjecca U3yYeHUsd

MAC-aipecoB B KpOCC-KOHHEKTe.

Tabauua 77. Co30aHue u HacCmMpoUKa Kpocc-KOHHeKMa.

KomaHma
confiqure

12vpn xconnect-group
XCONNECT_GROUP_NAME

p2p P2P_NAME

interface { tengigabitethernet |
bundle-ether |
fortygigabitethernet |

hundredgigabitethernet} num |
num.subif _id

pw IPv4 PEER PW_ID

pw-class CLASS NAME

Ha3unaueHue
[Tepexof B pesKUM IV106aIbHOM KOHQUTYpaIIUHU.

Co3maHue B KOHQUTYpaIlMM YCTPOMCTBA HMeHOBAaHHOU
TPYHIIBI  KPOCC-KOHHEKTOB U  IIepexXofl B  PeXum
KOHQUTYPAITUH 3TOH TPYIIIIHL.

Co3maHue KpPOCC-KOHHEKTa BHYTPHU COOTBETCTBYIOIIEH
TPYHIIBI U IIepeXoj] B PEXXUM HACTPOHMKH 3TOro Kpocc-
KOHHEKTa.

BruIroueHMre yKa3saHHOI0 MHTepdeiica 1160 cabuHTepdeiica
B COCTaB KpOCC-KOHHEKTa B KauecTBe UHTepderlica
JIOKaJIbHOM KoMMmyTaruu (AC).

Co3maHHe BHYTPH KpPOCC-KOHHEKTa IICEBIOIIPOBOJA [0
YKa3aHHOI'0 YCTPOMCTBA U IlepeX0f B PeKUM HaCTPOUKU
9TOrO IICEBOIIPOBO/IA.

ITapametp PW_ID (TakXe mpumeHsieTca TepMuH VC ID,
Virtual circuit ID) CayXUT g UAeHTAUKAIUU
IICeBJOIIPOBOJIa Ha VYCTPOMCTBAaX, OH MUCIIOJb3yeTCd B
IIpollecce CUTHa/JIM3allUU U HasHaYeHUs CEPBUCHBIX METOK
U [0JDKeH OBITHh OJIMHAaKOBBIM [/ OJJHOTO U TOTO >Ke PW Ha
000HX yCTPOMCTBAX.

[IpuBsi3Ka paHee CO3[JaHHOTO B KOHQUTyparuu Ipoduis K
IAHHOMY IICEB/IOIIPOBO/Y.

[IpuBsg3ka IIpodmagd K  IICEBAONPOBOAY  SBJISIETCS
00s13aTeJILHOM.
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KomaHnpa

mpls static label local
LOCAL_LABEL_VALUE
mpls static label remote
REMOTE_LABEL VALUE

backup

pw IPv4 PEER PW_ID

pw-class CLASS_NAME
exit
exit

ignore encapsulation-mismatch
ignore mtu-mismatch

exit

transport-mode { ethernet | vlan }

mtu MTU_SIZE

root

commit

ITpumep. Hacmpolika Kpocc-KOHHeKma.

12vpn
xconnect-group EXAMPLE-GROUP
p2p PW-CUSTOMER-1

Ha3umaueHue

(ommyoHasbHO) 3ajaHuWe JIOKAJBHOM U yAaJeHHOU
cepBUCHOM MPLS-MeTKM [UI1 [TaHHOTO IICEBJOIPOBO/A.
[TapamMeTpbl HCIIOJB3YIOTCI B CJy4ae, KOorma IIPOQIIIb
IICeBJOIIPOBO/A IIpeAliojiaraeT MCIIOJIb30BaHUE PYYHOIO
HasHa4YeHUs CEPBUCHBIX MeTOK ('manual’).

(onmmmuoHanbHO) I[lepexof B peskKMM HaCTPOMKHU 3allacHOTO
(backup) riceBmompoBoza

Cosmanue 3amacHoro (backup) mceBmompoBoma [0
YKa3aHHOI'0 yCTPOMCTBA U IIEPeX0/l B PeKUM HAaCTPOUKU
3TOTO IICEBJIOIIPOBOZIA. 3allaCHOM IICEBIOMPOBOJ OyaeT
HUCII0JIb30BaThCS B CIydae 0TKa3a OCHOBHOTO.

[IpyuBsi3Ka paHee CO3aHHOIO B KOHQUTypalluy IIPOoPUIsa K
JaHHOMY IICeB/OIIPOBO/Y.

BosBpat B peXuM KoHQUTypariuu backup PW.
Bo3BpaT B peskKUM KOHQUTYpaIllid OCHOBHOTO PW.

YcTaHOBKa peskuMa UTHOPUPOBAHUA HECOOTBETCTBUA
IIapaMeTpOB HHKAIICYJIIIUU (THUIIA IICEBZOIIPOBOJA) JIHMOO
3HaueHUd MTU 11pu cUrHainu3aIiuu I1ceBI0IIPoOBOa.

Bo3BpaT B pe)KUM KOHQUTYpaIIuU KPoCC-KOHHEKTA.

VcTaHOBKA TPAaHCIIOPTHOTO peXUMa IICeBIOIIPOBOJA B
JaHHOM KpOCC-KOHHeKTa (type4/"port” u type5/'tagged”
COOTBETCTBEHHO, comlacHo creruoukaruu EoMPLS).
TpaHCIIOPTHBIN peXXUM 3a/jaeTcs [JId IjeJlel CUTHaJIU3aluu
U He BiUdgeT Ha 00paboTKy IiepefaBaeMoro IIO
IICeB/IOIIPOBOAY TpadHKa.

VcraHnaByimBaeT pasMmep MTU B 6amTax g JaHHOTO Kpocc-
KOHHeKTa. HacTpoMKa CIY>KUT [JId IleJIel CUTHaIM3aI[UH.

Bo3BpaT B peXuM I7106a71bHOM KOHQUTYpaAITUH.

[IppMeHeHUe IIPOX3Be/JeHHbIX HaCTPOeK.

interface tengigabitethernet 0/0/9.2001

pw 2.2.2.2 4012
backup
pw 4.4.4.4 4018

pw-class example-class

exit
exit
pw-class example-class
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exit
transport-mode vlan
exit
exit
exit
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HACTPOHKA MPLS TRAFFIC ENGINEERING

B maHHOM IVIaBe pacCMaTPHUBAIOTCA IIPUHIUILI OPraHU3allMd U HaCTPOUKU QyHKIMoHasa MPLS
Traffic Engineering.

[l Hayajia OIIpe/leJIUM HEKOTOphble TEePMHUHBI, KOTOpble OYAYyT HCIIOJH30BaHbBl B OMHCAHUU
Iporeayp KOHQUTypaIiuu:
 LSP—Label Switched Path. OmHOHanpaB/Je€HHBIN IIyTh, II0 KOTOPOMY KOMMYTHUPYIOTCS
ITaKeThl;

* TE-TyHHe/Ib — BUPTYaJbHBLIM OJHOHAIIPaBJIEeHHBIN HHTepdelc, KOTOPhIM MMeeT OLUH WU
HeCcKOJIbKO LSP;

* IGP — ceMeMCTBO IIPOTOKOJIOB AWHAMHUECKOM MapIIpyTH3aIluM Ha 6a3e IMPUHIMUIIOB Link-
state;

* LSR— Labeled Switching Router. MapiipyTusaTop, KOMMYTHPYIOIIIUN 110 MeTKaM;
* Ingress LSR — oH sxe Head-End Router. MapipyTusaTop, ¢ KOTOPOro crapTyetT LSP;
» Egress LSR — oH ke Tail-End Router. MapiupyTusaTop, Ha KOTOPpOM TepMUHUpyeTcsd LSP;

* RSVP — IpOTOKOJI, UCII0/Ib3yeMbIU QyHKIMOHaIoM MPLS TE mja pacrpocTpaHeHUsI MeTOK U
curHau3sauu LSP;

* CSPF — paclllMpeHHBIN aJTOPUTM BbIOOpa JIydlllero IIyTH. YMeeT, Kak u OSPF, cTpouthb
KpaTyaMlliie IIyTU Ha OCHOBE TOIIOJIOTMYECKOM 6a3bl JaHHBIX, HO IIPA 3TOM YUYHUTHIBATh
OTpaHUYeHUs, HaKJIalblBaeMble Tpe60BaHUIMU K TE-TyHHeIsIM.

HeoO0xoauMeble miaru ajis1 Hactpoinku MPLS TE

Ha mapmipyrusatopax Eltex cepuu ME 1 obecrieyeHus: pa6otsl ¢pyHKImoHasa MPLS Traffic
Engineering Tpe6GyeTcs BBIIIOJHUTE CJIeIVIOIIMeE eHCTBUL:

1. HacTtpouTh MHOPACTPYKTYPy PacIpOCTpaHEHUsI TPAHCIIOPTHBIX METOK U CIyKeOHBIX RSVP
COO0OIIeHUH, TO eCTh 06ecreYuTh [P-CBA3HOCTH C APYITUMHU YCTPOUCTBAMU CETH;
2. AxtuBupoBatsh paciupenus Traffic Engineering myst BCEX MCIIOJIB3YEMBIX npoTokosioB IGP;

3. AKTUBUPOBATH IPOTOKOJI RSVP Ha mHTepdeiicax MapIIpyTU3aTOPOB [JIs IIpHeMa U OTIPaBKU
CIIy>KeOHBIX COOOIEeHUN;

4. Hactpouthb MPLS TE-TyHHeJIb;

5. AKTUBUpOBaTh MexaHu3M CSPF.

KoHeyHBIM pe3yJbTaTOM HACTPOMKU sBJsIeTCd pPaboTocriocob6Hblt TE-TyHHeNIb, KOTOPBIN
aBJIgeTcs TpaHcnopToMm 1 L2/L3VPN-cepBHCOB.
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HacTpo¥yika "HQPaCTPYKTYPHI pacIpoCcTpaHeHUsI
TPAHCIOPTHBIX METOK

B nepByro ouepeqb, [JIs1 paclpoCTpaHeHUsI MeTOK He06X0AUMO 06ecrieuuTh [P-CBI3HOCTb MeXIy
loopback-uHTepdericaMu MapIIpyTU3aTOPOB, YTOOBI IIPOTOKOJI RSVP Mor OTIIpaBiIATh U 10Jy4aTh
cay>keOHBIe cooOIeHus. /i1 3TOr0 Heo6X0AMMO aKTHBUPOBATh IIPOTOKOJI IP Ha MHTepdericax
LSR-a u akTuBHpoBaTh pabory IGP mporokosa (ISIS mim OSPFv2) mia obMeHa MapIlIpyTHOMH
uHdpopmariyeii. Ilocae TOro Kak B CeTU MOsIBUIACH IP-cBASHOCTH MexXny loopback-unTepdeitcamu
LSR-0B, MOKHO CYUTATh, YTO UHOPACTPYKTYpa /I pacIipoCcTpaHeHUs MeTOK CO3/laHa.

BxirroueHue koMmmyrannuu MPLS-makeToB Ha
nHTepdeicax

Tabauua 78. BkarouenHue MPLS kommymavuu Ha uHmepdgeticax LSR.

Komanpa HasHayeHmue

configure [Tepexof B pesKUM IV1060aIbHOM KOHQUTYpaIluH.

mpls [Tepexof B pesKUM KOHQUTYpAITUU CEPBUCOB mpls.
forwarding Ilepexof B peskuM KoHurypanuu MPLS forwarding.
interface <type> BriiroueHve Ha uHTepdeiice QyHKIMOHAasa KOMMYTaIliK
<unit>/<dev>/<port>.<sub> labled IP makeToOB.

root Bo3BpaT B peXXuM I106a7IbHOM KOHQUTYPAITUH.

commit ITprMeHeHMe IIPOM3BEeAeHHBIX HACTPOEK.

ITpumep. BkaroueHue kommymayuu MPLS-nakemos Ha uHmepdeticax

mpls
forwarding
interface loopback 1
interface tengigabitethernet 0/0/17.353
interface tengigabitethernet 0/0/18.200
interface tengigabitethernet 0/0/20

exit
exit
B maHHOM HOpHMepe BHAHO, YTO B KOHQUIYpaIM IIPUCYTCTBYET HHTepQerc
loopback 1, mpu 3TOM ITaKeTsl Yepes JaHHBIM UHTep¢elic He epeparwTcd. OfHAaKo,
koMmaHzma ‘'mpls forwarding interface loopback N' BBIIOJIHIET BaKHYIO
NOTE GYHKITUIO — Ha MaplIpyTHhs3aTopax cepud ME MeTKU IeHepHUpPYIOTCA TOJBKO IS

Tex connected-mpepuKCcoB, UHTepdelrChl KOTOPHIX A006aBJIeHBI B paszgesn 'mpls
forwarding'. Ecsit Heo6xoxumo, uTo6bl Egress LSP mosiygasy COOTBETCTBYHOIIHE
MPLS MeTKH, HY>KHO 106aBaATh loopback unTtepdetic ¢ IP-agpecom, paBHbIM LSR-
ID B pasges 'mpls forwarding'.

191



AxTuBanua nogaep kK TE B IGP mpoTokoJie

Hamuuma IP-cBg3HocTH Mexay loopback-uHTepdericaMu  HeZOCTAaTOYHO 19 pabOThI
¢yuknmonana Traffic Engineering. Heob6xomumo, 4To6bI IIpoTOKOJ IGP pacmpocTpaHuI
IOIIOJTHUTEIbHYI0 HHPOpMaIltio 06 HHTepdelicax MapIIpyTU3aTOPOB (HallpuMep: max-resv-band,
available-resv-band, admin-group, te-metric). 3Ta AOIOJIHUTeJbHAasA HWHOPMAILWsA II03BOJIUT
MapIIpyTHU3aTopaM CeTH paccuuTaTh LSP ¢ ydyeToM orpaHUYeHUMN, HaKJaJblBaeMbIX Ha LSP
KoHurypanuent TE-TyHHeI4.

Tabauua 79. Akmusayus noddepacku Traffic Engineering 8 npomoxkose OSPF.

KomMmanpa HasnaueHue
configure [Tepexof B pesKUM IV106aIbHOM KOHQUTYpaIluH.
router ospfv2 NAME Cospmanue B KoHQurypanmu OSPFv2 1ipoilecca ¢ UMeHeM

NAME v mepexo[i B pe;KUM ero HaCTPOMKH.

te-router-id A.B.C.D B pexxume koHOuUryparuu Iporecca OSPFv2 Heo6XoquMo
yKa3aThb IPv4-asipec, UCII0Ib3yeMBbIN B KauecTBe LSR-id.

area A.B.C.D Cospmanue B KoHQurypammu OSPFv2 1mporecca 06j1acTH C
HoMepoM A.B.C.D. IlapaMeTp sBjgeTcqd 00g3aTeJIbHBIM IIPU
CO3[JaHUHU 06JIaCTH.

Jonyctumble $OPMEI 3a/TaHUS:

* A.B.C.D — co sHaueHusIMH [0..255] B Ka)K/IOM OKTETE;

* Number — co 3sHaueHueM [0..4294967295];

interface <type> [lepexon B peXuM KOHQUrypanuu IapamMeTpoB OSPF
<unit>/<dev>/<port>.<sub> uHTepderica.
te-support AKTHUBUpYeT NoaLep KKy ¢yHKimoHasta MPLS TE Ha OSPF-

uHTepdeltice. [Tocie akTUBAUU UHTepdelc 6yaeT crrocobeH
obpabaTeiBaTh T.H. Opaque LSA, B KOTOpPBIX U IlepefaeTcs
"uHpopManysg, HeobXoguMasl [JI TOIIOJIOTUYECKON 6asbl
maHHbIX (TEDB).

commit ITprMeHeHe IIPOM3BeAeHHBIX HACTPOEK.

Takum o6pasoM, miId akTuBanuu ¢yHKnuoHasa MPLS TE B mporokose OSPF
NOTE HeoOX0IMMO yKa3aTh IlapaMeTp 'te-router-id' ¥ BKJIIOUUTH 'te-support’ Ha Tex
uHTepdericax, yepes KoToprle 6yzeT uaTu oomeH OSPF LSA.

IIpumep. Akmusavyus MPLS TE 8 npomokosae OSPFv2.

router ospfv2 BackBone_Region1
area 0.0.0.0
interface loopback 1
exit
interface tengigabitethernet 0/0/17.353
te-support
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exit
interface tengigabitethernet 0/0/18.200
te-support
exit
interface tengigabitethernet 0/0/20.350
te-support
exit
exit
te-router-id 3.3.3.3
exit

Tabauua 80. Akmusayus noddepacku Traffic Engineering ¢ npomokoe IS-IS.

KomaHnpga HasHnaueHue
configure Tlepexof] B pesKUM IJI06aIbHOM KOHHUIYPaITHHL.
router isis NAME Cospmanue B KoHQuryparuu IS-IS nmporjecca ¢ umeHeM NAME

U IIepexo/] B pe>KHUM ero HaCTPOUKHU.

te-router-id A.B.C.D KomaHzia onpefessieT napameTp 'te-router-id' fyg mporjecca
IS-IS.

ipvd-te-level level-N KoMmaHza ompepessger, kKakou THUIl— 'level-1' mnm ‘'level-
2'—Hucroyb3yeTcss nOpu pabore ¢yHknuoHasa Traffic
Engineering.

JlonmycTMBble GOPMBI 3a/laHUS:

e level-1 —IS-IS wmapmpyTtusatop  sgBiagerca  level-1
YCTPOUCTBOM;

* level-2—1IS-IS wmapupytusatop gBiagerca level-2

YCTPOHCTBOM;
interface <type> [lepexony B peXuM KoHUrypanuu napaMeTpoB ISIS
<unit>/<dev>/<port>.<sub> uHTepderica.
address-family ipv4 unicast KoMaHjia aKTUBUpYeT IIPOoToKoJI IS-IS B peskuMe Integrated.

JlonmycTMBble GOPMBI 3a/laHUS:
* ipv4 unicast—IS-IS pa6oraer Ha uHTepdelice g
Mapupyrusanuu [Pv4 rmakeTos;

* ipv6 unicast—IS-IS paboraer Ha uHTepdelice aIA
MapuIpyTusanuu IPv6 rmakeTos.

commi t [IprMeHeHHUe TPOU3BeIeHHBIX HACTPOEK.

Takum obpasoMm, g akTuBanuu ¢yHKIpoHasrta MPLS TE B mporokose IS-IS

NOTE . .
Heo0X0/IMMO yKa3aTh IapameTp 'ipv4-te-level' u 'te-router-id'.
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IIpumep. Akmusauus MPLS TE 6 npomoxo.e IS-IS.

router isis BackBone_Region
interface loopback 1

address-family ipv4 unicast

exit
passive
exit

interface tengigabitethernet 0/0/17.353

address-family ipv4 unicast

exit
level level-2
metric 5

exit
exit
host-name Router1
ipv4-te-level level-2
is-level level-2

net 49.0000.0100.0001.9004.00

te-router-id 10.0.19.4
exit

AxTuBanusa nporokosia RSVP Ha nHTepgencax

g pa6oTsl ¢yHKIroHasa Traffic Engineering Heo6xomMa TakyKe paboTa mporokosia RSVP Bo
BceM IGP-moMeHe. /I 9TOro Ha Ka)KIoM MaplipyrusaTope B IGP-moMeHe He06X0AMMO BKIHYUTH
rpoTokoJ RSVP Ha nHTepdericax, ydacTBYIOIIUX B Ilepecblike MPLS-Tpaduka.

Tabauua 81. Akmusayusa noddepacku Traffic Engineering ¢ npomokoe IS-IS.

Komanpa

configure
mpls

rsvp

interface <type>
<unit>/<dev>/<port>.<sub>

maximum-reservable-bandwidth
BANDW

hellos hello-interval MILLISEC

commit
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HasHaueHue
[Tepexof B pe>KUM IVI00aJIbHOM KOHQUI'YPaIlHHU.
[Tepexof B pe>XUM KOHOUI'Ypaiuu IIpoTokosia MPLS

[J106a/1bHOE BKJIIOUEHHe IIpoTOKosa RSVP m mepexon B
pe’XuM ero KOHQUIypariuu.

BxurroueHue 11poTokosia RSVP Ha MHTepdeiice U Iepexor B
pe’xuM KOHQUTypaIriuu IrapaMeTpoB IIpoToKoJa RSVP.

(OnroHanbHO)  OIpefiesieHHe OHOTO U3 BO3MOYKHBIX
aTpubyToB HHTepderica— max-resv-band, KOTOpslli OymeT
pacmpocTpaHeH 1o TollosiorudyeckuM 6asam (TEDB) Bcex
MapuipyrusatopoB  IGP  goMeHa ¢ BK/IIOUEHHBIMU
pacuuperusamu g MPLS TE.

(OmmmonanbHO) BrurroueHue ¢yHKumM  rsvp-hello Ha
uHTepderice N — MHTepBaJs OTIIPaBKU B MUJIMCEKYHAX.

HpI/IMeHeHI/Ie IIPOMN3BENEHHBIX HACTPOEK.



IIpumep. BkaroueHue npomoko.ia RSVP.

mpls
rsvp
interface tengigabitethernet
hellos hello-interval 2000

0/0/17.353

maximum-reservable-bandwidth 200000

exit
interface tengigabitethernet
hellos hello-interval 2000

0/0/18.200

maximum-reservable-bandwidth 102400

exit
exit

Cosganue MPLS TE TyHHe 1A

[Tocste TIOATOTOBKM HMHQPACTPYKTYPHI, aKTHUBAIlMU IIPOTOKOJIBHBIX pacliupeHuit IGP misa
nopmepxku MPLS TE m passeprbiBaHus RSVP Ha Mapmipytusatopax IGP-momeHa MOXKHO
IPUCTYIIAaTh K HacTpouKe TE-TyHHe .

Tabauua 82. /lns kongueypayuu TE-myHHeAs He06X00uUMo:

KomaHa

confiqure
mpls

rsvp

tunnel Name

bandwidth BW

source A.B.C.D

destination A.B.C.D

tunnel-1sp Name

Ha3xnaueHue
[Tepexof B pesKUM 11062/ IbHOM KOHQUTYPAITHUH.
[Tepexof B pesKUM KOHQUTYpAITUU IIPOTOKOJIA mpls.

[7106a1bHOE BKJIIOUEHMe IIpoTOKosia RSVP u 1mepexon B
Pe’XuUM ero KOHQUIypariuu.

Co3maHue TyHHeS ¢ UMeHeM Name U IIepexof B Pe)KUM ero
KOHQUTYpaIUU.

(OnmuoHanbHO) KoMmaHIa  BRIIOJIHAETCI B peKUMe
KOHQUIypallUU TyHHeJNd U OIlpefesiseT TpeboBaHUe
pesepBUpOBaHUA I10JIOCHI IPOITycKaHUd i1 LSP-TyHHeJIs.

KomMmaHpa ykaseiBaeT IPv4-anpec, IpuHaIeXaluii OqHOMY
u3 loopback-untepdeiicoB Ingress LSR-a. PekoMeHI0BaHO
HCII0/Ib30BaTh Source IPv4, paBHbIN LSR-ID Ingress LSR.

Komanpa ykaseiBaeT IPv4-aipec, IIpUHAaAIeXKaAIUN 0OJJHOMY
u3 loopback-unrepgeiicoB Egress LSR-a. PekoMeH0BaHO
HUCII0sb30BaTh Destination IPv4, paBHbIit LSR-ID Egress LSR.

KomaHza ykaseiBaeT uMsa RSVP LSP, kortopoe Oyzmer
HUCIIOJIL30BaThbCA  IIpu  IoctpoeHunn RSVP  LSP wu
IIepeKJIIoYaeT B PesKUM ero KOHQUIypaIryu.
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Komanpga HasHaueHue

path-computation explicit { KoMaHzila  oOIpefieiieT  CHOCO6  BHIUMCAEHHS  IIYTH
partial | path } Name IpoxoxkmeHud RSVP LSP.

Jonyctumble GOPMEI 3a/IaHUS:

» partial —Ha Ingress LSR RSVP LSP 6ymeT HObITaThCA
CTPOUTHCH, Jaske ecyid CSPF He MO’KeT pacCYHTaTh Bce
hop-by-hop oT source mo destination (mpeprosaraeTcs
3amryck CSPF Ha Transit LSR);

» path —Ha Ingress LSR ripoToxos1 CSPF GyieT BBIUUCIATD
Bce Transit LSR hop-by-hop or source mo destination u
TOJILKO II0TOM CUrHasIu3upoBaTsh RSVP LSP.

bes ykasaHud maHHOM KoMmaHAbl RSVP LSP
NOTE oyzmet CTPOUTHCSA B II0JTHOCTEIO
aBTOMaTHUYeCKOM pesxuMe (dynamic).

commit ITprMeHeHMe IIPOM3BEeAeHHBIX HACTPOEK.
ITpumep. Hacmpoiika MPLS TE myHHeAas ¢ umeHem "41".

mpls
rsvp
interface tengigabitethernet 0/0/17.353
hellos hello-interval 2000
maximum-reservable-bandwidth 200000
exit
interface tengigabitethernet 0/0/18.200
hellos hello-interval 2000
maximum-reservable-bandwidth 102400
exit
explicit-path not_over_nebk
explicit-route-object @
exclude
ip-prefix 10.0.19.3
loose
exit
exit
tunnel 41
bandwidth 1000
destination 10.0.19.1
source 10.0.19.4
tunnel-1sp 1sp1
path-computation explicit path not_over_nebk
exit
exit
exit
exit
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Konouryparua TE-TyHHend 41 B IpuUMepe BBIINe OIIpefesdeT, UTO IpH pacuyere RSVP LSP
HaKJIaABIBAIOTCA CIeAYIOIHe OTPaHUYEeHA:

* IIpoxoguthk RSVP LSP [oJDKeH TOJIBKO 4Yepe3 Te UHTepeNChl, B KOTOPBIX eCTh BO3MOKHOCTH
3apesepBupoBaTh 1Mbps;

* RSVP LSP He mospKeH IpoxoauTh depe3 LSR c¢ IP-agpecom 10.0.19.3 (mupekTtuBa 'exclude ip-
prefix".

HacTpolika yc1oBUM M orpaHnueHuit 111 RSVP TE
TYHHeJIs

OmHOM U3 KIIHUYeBBIX BO3MOXKHOCTel ¢yHKIroHasma MPLS TE sgBiseTcsd ycTaHOBKA PasIUYHbIX
OTpaHUYEeHUN U yCJIOBUHU J1d IocTpoeHus TE-TyHHesel. IIpu KoHQUIyprpoBaHUU TE-TYHHe T y
I10J1b30BaTeJsI €CTb BO3MOJKHOCTH YKasaTh OIIpeJieJIeHHble OrpaHUYeHUs B 3aBUCUMOCTH OT
II0Tpe6GHOCTEN B Ilepefjaye CepBUCHOTO TpaduKa — HaIIlpUMep, IlepefaBaTh TpadUK TOJIBKO Uepes
Te WHTepdelchl, HA KOTOPBIX eCTh BO3MOJKHOCTBL 3ape3epBHPOBAThH II0JIOCY IIPOIyCKaHUSA B N
Mbps; win/u samper Ha Ilepefauy Tpadpuka udepes uHTepodeiic ¢ IP agpecom A.B.C.D; win/m
paspelleHue IPOXOXKAeHUs TpadpuKa udepe3 HHTep(elChl, KOTOpble IIpUHAajIeXaT perHoHy T
unu pervoHy 'N', HO 3alpeT Ilepefayd 4yepe3 HHTepQeNchl, KOTOpPble BKJIKYEHbl B PajgHo-
peJIerHYI0 TPaHCMUCCHUIO.

Kak paboTarT orpaHUYeHUs:

1. Kaxxzpiii LSR 0/KeH UMeTh TOIIOJIOTUYeCcKY 6a3y ceTH, B KOTOPOM [TO/DKHA IIPUCYTCTBOBAaTh
IOIIOJTHUTEeIbHas HHPOpPMaIlus 110 CPaBHEHUIO C TPaAUIIMOHHOM LSDB;

2. JUia TOro 4TOOBI BBIIIOJIHUJICA IIEPBBIM ITYHKT, HEOOXOAMMO IIPOIKCAThH [JOIIOJHUTeIbHbIE
aTpubyTel MHTepdeiicaM (max-resv-band/link attribute/te metric) Ha uHTepdeiicax LSR B IGP
IOMeHe;

3. Jluig TOro 4TOOBI BBIIIOJIHUIICA IIePBBIM IIYHKT, TaK)Ke HEe0OXOJUMO, UTOOBI [OIIOJIHUTeIbHbIE
aTpuOyTHl PacCIpPOCTPAHWINCH II0 TOIloJornyeckuM 6a3aM maHHBIX (TEDB) Bcex LSR B IGP
JOMeHe — JIJIs1 3TOr0 HY>KHO BK/IIOUUTE Hoamep>kky MPLS TE B mpoTokosie IGP;

4. Tlocsie Toro Kak Bce LSR IOJydYMIM UJeHTUUYHYK TOIIOJIOTUUYECKYH 6a3y O ceTH, Ha
ycTporicTBax 3amyckaerca aaroputM CSPF (Constraint Shortest Path First). OH BbIUHCIAET
KpaTuauimuit nyTh OT Ingress LSR go Egress LSR, KOTOpBIM yIOBJIeTBOpSeT HabGopy
OTpaHUYEeHUM, IIPOIIMCAHHBLIX B HacTporkaxXx TE TyHHesasd. EciM Takod IIyTh BBIYMCIUTH
yAAJI0Ch, TO pe3ysabTaToM paboTsl CSPF OGymeT CIIMCOK Y3JI0B, yepe3 KOTOpPble HeOOXOAVMO
postoKuTh RSVP LSP pyia TE-TyHHes1s. 9TOT crircoK HadbiBaeTcs Explicit Route Object (ERO);

5. Ha ocroBanuu ERO 1mpoTokoy RSVP HayHeT IIOIIBITKY YCTaHOBUTL RSVP LSP.

HacTtpoiika orpaHHYeHHI: pe3epBHPOBaHHE M0JI0CHI IPOIYCKAHUSA /]IS
RSVP LSP.
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Figure 2. Kongueypauyus TE-myHHeAas C

Komanpga

configure
rsvp

interface te@/0/17.353

interface te0/0/18.200

maximum-reservable-bandwidth 80000

exit

tunnel 41

bandwidth 85000

description from_ER@5_to_ER07
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mpe60o8aHueM pe3epeupo8aHus N0.10CbL NponyckaHus 85 Mbps.

HasnaueHue
ITepexof B pesXuM Iv106a/IbHOM KOHQUTYPALIHH.
Ilepexof B pesKMM HaCTPOHKHU IIPOTOKOJIa RSVP.

BxiroueHue nipotokosia RSVP Ha uHTepdetice te0/0/17.353.

O6paTuTe BHMMaHHE, UTO aTpPUOYT
IMPORTANT max-resv-band He yKasaH Ha
ucxogdieM uHtepodeiice te0/0/17.353.

BxuroueHue ripotokosia RSVP Ha uHTepdetice te0/0/18.200.

B pexxumMme xoHurypanuu RSVP mmapaMeTpoB HHTepdeiica
te0/0/18.200 3amaHa MAaKCHMaJbHO BO3MOYKHasI  [JIsd
pe3epBUpPOBaHUS 110JI0Ca IIPOITycKaHUs - 80Mbps.

BosBpart B pexxuMm KoHOuUrypauu RSVP ripoTokoia.

Cosmanue MPLS TE TyHHeada ¢ uMeHeM 41 U IIlepexof B
PEe’XHUM ero KOHQUTrypariuu.

Tpeb6oBaHUe pe3epBHUPOBaHUSA II0JIOCHI IIPOITYCKAaHUA 85
Mbps Ha ucxoganux uHrepdericax B IGP nomeHe ajsa LSP
TE-TyHHeJIA.

TexcroBoe omnucanue TE-tyHHess. KoMaHpma He uMmeer
(YHKIIMOHAJILHOIO 3HAUEHUs, HO IIOMOTaeT B aHaJu3e
KOHQUTypaIuu.



KomaHnpa
destination 10.0.19.1

source 10.0.19.4

tunnel-1sp ER05_to_ERO7

Ha3umaueHue

OmpepneseHue IPv4 azgpeca Egress-LSR-
a—MaplpyTrusaTopa, Ifge OymeT TepMuHUpoBaTbecs TE-
TYHHeJIb.

Omnpenenenue IPv4 agpeca Ingress LSR-a—uHTepdelica, ¢
KOTOpPOro OyzeT crapTroBaTh TE-TYHHeJIB.

Vkasanue umeHu RSVP LSP  TE-tyHHeasas  (OHO
CUTHAJIU3UPYeTCd IIPOTOKOJ0M RSVP) U mepexon B peXuMm
ero KoHurypamuu. Jlajee B peXuMe KOHOUIypaLTUU
tunnel-lsp MO>XHO yKasaThb CII0OCOO BBIUUC/IEHUSA IIYTH,
ykasatb eMy backup posb, mpuBg3aTh admin-TpyImnsl.
IToCKOJIbLKY pacuéT nyTU OyjaeT AUHAMHUYECKUM U 3TO
JeliCTBUEe II0 YMOJIYaHUIO, HUYEero KOHQUIYPHUPOBATHL B

9TOM peXKuMe He OyzieM.

exit BosBpaT B pe>xuM HacTpoeK TE-TyHHeJd.

exit Bo3BpaT B pe’kuM HaCTpOeK IIpoToKoIa RSVP.

root BBIXO[ B pesXuM 11062/ IbHOM KOHQUTYPAIIAH.

commit ITpMeHeHMe IIPOM3BeLeHHEIX HACTPOEK.
O6paTuTe BHUMaHWe Ha TO, KakK mmocrpomica LSP TE-tyHHesa 41. Ecjiid cUUTaTh,
4TO BCe JIMHKU HUMEKT OJUHAaKOBYH TE-MeTpHKy, TO KpaTU4aWIllMMH IIyTIMU
OymyT:
- ERO5 ~ ER06 — ERO7
- ERO5 —~ ERO8-ER07
OpHako LSP mocTpomsicsa 10 IyTH, W300pa>keHHOMY ITYHKTUPOM Ha pPUCYHKe 1.
[IppurHa B IIapaMeTpe max-resv-band, mnpomrcaHHOM Ha HHTepdericax

NOTE MaplIpyTU3aTOPOB CXeMbl, U TpebyeMoM II0JI0ce pe3epBUpoBaHUA [ TE-

TyHHeJsd. CiiefyeT 06paTUTh BHUMAaHUe, UTO y Pa3sHbIX BEHJOPOB 3HaUeHHEe max-
resv-band 110 yMoI4aHUI0 MOXKeT OBITH pazHoe. HammpuMmep, y MapIIpyTU3aTOPOB
Cisco u Huawei, HUCIIOJIb3yeMBbIX B BBIIIIEOIIMCAHHOM IIpuMepe, max-resv-band
uHTepdelica 110 YMOJIYaHUIO PaBeH HYJI0. Y MapIIpyTHU3aTOPOB Juniper max-resv-
band ©paseH  ¢usMyeckoll  1OJIOCe  IIPOIyCKaHUA  HHTepdeiica. Ha
mapiipyrusaropax Eltex ME max-resv-band mo ymosiyaHuio paBeH QU3NUeCKOU
I10JI0Ce IIPOITyCKaHUA UHTepderica.

Hactpoiika orpanudyenmuii: explicit path
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MES200
ER06
Id:10.0.19.2

ER08
1d:10.0.19.3

Figure 3. Kongueypauusa TE-myHHeAs ¢ oepaHu4veHueM 8 sude explicit path.

B maHHOM IIpHMepe PacCMOTPHUM APYroi THUII orpaHUYeHUN — explicit-path. IIpeAIos0XuM, 4o
HeoOX0IMMO SBHO yKa3aThb BCe XOIIbl, Uepe3 KOTOpble M0JDKeH mpouTu RSVP LSP. [y aToro B
npuMepe coszgaetrcd explicit-path over_er08, B koTopoM ykasaHBbI ipv4 azpeca BceX HHTepEeCoB,
yepes3 KOTOpPBIe No/DKeH IMpouTU LSP. B pexkxume koHurypanuu tunnel-1sp TE-ryHHesd 41_short
HUCII0JIb3yeTcs: MeTof path-computation dynamic (3To felicTBHe II0 YMOJYaHUIO, U II03TOMY
KOMaH/la He 0ToOpakaeTcsd B KOHQUTypaIrum).

Taxum o6pasom, LSP gja TE-ryHHess 41_short mexanusm CSPF mocTpouT 6e3 yuéTa KaKUx-TIu60
OTpaHUYEeHUIN CaMbIM OITHMMAJbHBIM IIyTéM (CM CHHHUM IIYyHKTHDP Ha cxeMe 2). B pexume
KoHurypanuu tunnel-lsp TE-ryHHesa 41_long nmpuMeHseM CKOHQUIYPUPOBaHHBIN explicit-path
over_er08, KOTOPBI OIIpefiesIsieT IYTh, 0TOOpa>kKeHHBIN GHOJIeTOBBIM IIYHKTUPOM Ha CXeMe 2.

Ha mpakThke ykasbiBaTb BCe hop-bl B KOoHOUryparuu explicit-path M36bITOUHO U HETrUOKO,
II03TOMY OOBIYHO YyKasbIBalOT TOJILKO ipv4 azapeca loopback mHTepdelicoB MapIlIpyTH3aTOPOB,
4Jepe3 KOTOpbIe 06g3aTeIbHO JOJDKeH IPouTH LSP, cHabxasa ux arpubyToMm 'loose’ BMecTo 'strict'.

ITpumep KOH@U2Ypauuu, NoKa3vlearoWUll pazaudus 8 nocmpoeHuu 08yx RSVP LSP (TE-myHHe b 41_short
cmpoum cegoil LSP 6e3 oeparuueHull, a TE-myHHeb 41_long cmpoum cgoii LSP ¢ yuémom oepaHuyveHull,
Komopble Hakaadvleaem explicit-path over_er08):

mpls
rsvp
interface tengigabitethernet 0/0/17.353
exit

200



interface tengigabitethernet 0/0/18.200
exit
explicit-path over_er@8
explicit-route-object @
ip-prefix 192.168.54.21
exit
explicit-route-object 1
ip-prefix 192.168.54.22
exit
explicit-route-object 2
ip-prefix 192.168.54.18
exit
explicit-route-object 3
ip-prefix 192.168.54.17
exit
explicit-route-object 4
ip-prefix 192.168.54.30
exit
explicit-route-object 5
ip-prefix 192.168.54.29
exit
exit
tunnel 41_long
description from_ER@5_to_ER@7
destination 10.0.19.1
source 10.0.19.4
tunnel-1sp 1spi
path-computation explicit partial path over_er@8
exit
exit
tunnel 41 short
description from_ER@5_to_ER@7
destination 10.0.19.1
source 10.0.19.4
tunnel-1sp 1sp1
exit
exit
exit
exit

[TocMoOTpeTs, uepes Kakue hop-bI mocTpomsicss RSVP LSP, MO)XHO KOMaH/I01:

0/ME5100:ERO5# show mpls rsvp Llsps tunnel 41_short
Wed Jan 11 15:36:30 2023
Tunnel: 41 _short, id: 7
LSP name: 1sp1, signaled-name: 41_short@lsp1, id: 1, Source: 10.0.19.4,

Destination: 10.0.19.1

State: up, Protection role: working

Direction: ingress, Node protect: disabled, Bandwidth protection requirement:
disabled
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Carrying the normal traffic after protection switching: no
Protected by a fast reroute: none
Downstream repaired: yes
Path recording is not desired
SE Style 1is desired
LSP rerouting is none
OAM MEP entities are not desired
OAM MIP entities are not desired
Downstream information:
Next hop: 192.168.54.22
Signaling interface: Tengigabitethernet0/0/17.353
Neighbor: 192.168.54.22
Label: 4358, type: mpls-label

Incoming ERO Outgoing ERO
hop@ 192.168.54.21/32 192.168.54.22/32
hop1 192.168.54.22/32 192.168.54.25/32
hop2 192.168.54.25/32 192.168.54.26/32

hop3 192.168.54.26/32

0/ME5100:ERO5# show mpls rsvp lsps tunnel 41_long
Wed Jan 11 15:36:35 2023
Tunnel: 41_long, 1id: 8
LSP name: 1sp1, signaled-name: 41_long@lsp1, id: 1, Source: 10.0.19.4,
Destination: 10.0.19.1
State: up, Protection role: working
Direction: ingress, Node protect: disabled, Bandwidth protection requirement:
disabled
Carrying the normal traffic after protection switching: no
Protected by a fast reroute: none
Downstream repaired: yes
Path recording is not desired
SE Style 1is desired
LSP rerouting is none
OAM MEP entities are not desired
OAM MIP entities are not desired
Downstream information:
Next hop: 192.168.54.22
Signaling interface: Tengigabitethernet0/0/17.353
Neighbor: 192.168.54.22
Label: 4361, type: mpls-label

Incoming ERO Outgoing ERO
hop® 192.168.54.21/32 192.168.54.22/32
hop1 192.168.54.22/32 192.168.54.18/32
hop2 192.168.54.18/32 192.168.54.17/32
hop3 192.168.54.17/32 192.168.54.30/32
hop4 192.168.54.30/32 192.168.54.29/32

hop5 192.168.54.29/32
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0/ME5100:ERO5#

Jasee nipuBefeM mpumep Ipo explicit-path c omrueit loose. [yt TOro, YTOOGHI He IIePEeUYUCTIATL B
JKeCTKOM 0uepemHOCTH perkuMa strict Bce ipv4-agpeca B explicit-path, ucmoabsyeM explicit-path
over_er08_new.

MES5200

ERO06
1d:10.0.19.2

i0/1.357
p: 192.168.54.26/30

Tunnel 41_Blue

1d:10.0.19.3

Figure 4. Konguzypauus TE-myHHesell ¢ explicit path u onyusamu loose u partial.

O6paTuTe BHUMaHue, 4yTo TE-TyHHe b 41_Violet B cBoell KOHQUTypalluy UMeeT OIIHIO partial, a
TE-TryHHesb 41 Blue —Het. Explicit-path oHH 06a UCIIOJIB3YIOT OJUH U TOT JXe - over_er08_new.
ITocTpomrick 06a LSP 110 0AMHAKOBOMY ITyTH, HO B BEIBOJIe KOMaH/bI show mpls rsvp Isps tunnel
HNms_tyHHensa o6bekTsl ERO oTobparkaroTcs mo-pasHoMmy. Omniug partial, mpu mcriosib3oBaHUN
path-computation explicit, faét ykasaHue IIpoTokosy CSPF paccuuTaTh BCe IIPOMEKYTOUYHBIE
y3abpl oT Ingress-LSR po Egress-LSR. TakuM o6pa3om ingress LSR ¢ 3rToil ommueint 6yzer
npeobpa3oBhIBaTh CKOHQUIypUpOBaHHBIM HaMu explicit-path over_er08_new c aBymsa loose
Explicit-Route o6beKTaMM B IIOCIe0BATENIbHOCTh U3 IATHU strict Explicit-Route 06beKTOB (CM.
610K "Outgoing ERO" B BEIBOZie KOMaH/ibI show mpls rsvp Isps tunnel <lmsa_TyHHeJIs>).

Ecin He ucnosib3oBaTh onnuio partial, To Ingress LSR paccuuraer mmpoMesxyToyHble Explicit-
Route 00BEKTHI TOJILKO [0 IEPBOr0 y3Ja, YKa3aHHOro Kak loose, u OymeT "mosaraTs", 4TO
yKa3aHHBIN Kak loose ciefyrolyii MaplipyTusaTop IIpu o6pabotke PATH-cooOIeHUs, 3aIlyCTUT
cBoM CSPF 1 106aBUT mocseiyrole Hepocraroye strict ERO.

Hactpoiika orpanuuyenuii: Affinity/Admin Group

CHauasia OaJIUM OIIpeae/IeHrue IIOHATUM KOTOpPBIMH 6YI(6M OIIEPUPOBATE JaJjiee:
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» IIpu3Hak - abCcTpaKTHOe yCJIOBHe IIPUHAJJIEKHOCTH HMHTepdeiica K olpefesleHHOMY KJaccy.
Hampumep, mOpu3HAK IIPUHAJIEKHOCTH K  YCJIOBHOMY  "IBeTy", JIMO0 IIPpU3HAK
IIPUHA/JIeSKHOCTH K OIIpefleIEHHOMY THIIy Ilepefaroliel cpefbl (paguopesieliHas cCpefa,
OIITOBOJIOKHO, MeJHas BUTasd Ilapa U T.J.), JU00 IIPU3HAK IIpaBOo0OJajaHusd JUHUEN CBA3HU
(co6cTBeHHad, apeHa y ISP1, apenza y ISP2 u T.11). [Ipr3aHaKOB MOXKHO IIPHUIyMaTh MHO>KECTBO
U OHHM OIIpefesIAI0TCI 3JKCIIepTaMH Ha 9JTale IUIAHUPOBAHWA [H3aliHa CeTU U
MOJUGUITUPYIOTCA Ha 3Talle IKCILIyaTalllU CeTH;

* Admin-Group - 32-OMTHBIM BeKTOpP, B KOTOPOM KaXAbIM OTAEJbHBIM OUT (MIM HX
KOMOMWHaIUs) oIpefessgeT TOT WJIM HHOM IIpU3HAK (COIVIACHO [U3aMH-IIPOEKTy Ha CeTh,
HLD/LLD), mnpumMmeHseTci Ha HHTeppelc U pacmpocTrpaHsgeTca BHyTpu IGP-momeHa
IIPOTOKOJIOM MapIupyTusanuu (IS-IS/OSPF).

 Affinity - 32-6UTHBIN BeKTOp, HagHadaeMbll RSVP LSP TE-TyHHe s U OIIpe/esIsaIolui, KaKue
uHTepdercrl 6yayT "poACcTBeHHBI" /11 KOHKpeTHOro RSVP LSP, a Kakue HeT.

* Mask - 32-6MTHBIM mapaMeTp, KOTOPBIU OIlpefesisieT, Kakue OUTHL Mexay Admin Group u
Affinity 1ojuie)xaT IIpoBepKe Ha COBIIaZileHHe (Ha30BEM 3TO 3JIEMEHTOM pPOACTBA), a
KaKye — He aHaJIU3upyrTcd. "EMUHUIIR" B MacKe OIIpeiesIeT YTO COOTBETCTBYIOIEe OUTOBBIE
nosuriu B Admin Group u Affinity q0/DKHBI COBIIaZiaTh, "HOJIB" B MacCKe OIIpefeJisieT, YTO
COOTBETCTBYIOII[HEe 6UTOBRIE ITO3UNMU B Admin Group u Affinity He aHaJIM3UPYIOTCA ¥ MOTYT
OBITH JIIOOBIMU.

CylecTBYIOT [Be KOHIenuu npumeHeHus Affinity/Admin Group Ha mnpaktuke. HasoBéM Hux
JlakoHMYHasA 1 MHTYyUTHBHAas.

JlakoHMYHasA — TpebyeT 3allMCH BCeX TPEX IlapaMeTpPOB B IIeCTHaZAIlaTepUYHOM BHfe. Admin
Group IIpuMeHseTCd Ha JIMHKU (110 yMosyaHUuwo AG = 0x0), Affinity 1 Mask - Ha RSVP LSP TE-
TyHHeJd. [Tocsie aToro CSPF MOXKeT MCKJ/IIOUUTEL M3 PaCCMOTPEeHMs Te JIMHKH, KOTOpble OYAyT He
poxcTBeHHBl TE-TyHHesro. I[UIyOMHY IIpOBEpPKM POJCTBA OllpefessdeT IlapameTp Mask (1o
yMmosruaHuio Mask = 0x0).

HuTyuTUBHAsA — TpelyeT KOAMPOBATH IIPU3HAKU OT[eJIbHBIMU OUTaMHU, a He UX KOMOUHAaIUSIMU,
B pe3yjbTaTe Yero BO3HHUKAeT B3aMMHO-OJHO3HAayHOe cooTBeTcTBHe IIpu3HakK - buToBas
nmo3unusi, KOTOPYH0 MOYKHO OTpasuTh B KOoHOUTrypaniuu. Takoe COOTBETCTBHUE VIIPOIIAeT
IIOHMMaHUe, KaKue OUTHI KaKue IIPU3HAKU KOJUPYIOT, HO IIeHOM 9TOr0 SBJIsIeTCd HeaQPeKTUBHOE
HUCII0JIb30BaHUe 32-0MTHOTO IIpocTpaHcTBa 3HaueHuit Affinity. Hanpumep, Heo6X0gUMO
3aKOIUpPOBaTh IIITH "I[BeTOB". EC/IM UCII0JIL30BaTh JIAKOHHMYHYIO KOHIIEIIINUI0, TO IIOHAZ006UTCA
TOJIBKO 3 6UTa, KOTOPHIMU MO>KHO 3aKOAUPOBAThH 5 IIBETOB, M eIllé 3 OCTaBUTh B pe3epBe Ha
cIydyad paciupeHus IoTpebHocTed. Eciau Mcmosib30BaTh HWHTYUTHBHYIO KOHIIEIIITHUIO, TO
IIOHAL005TCA BCe 5 OUT — 3TO HEIKOHOMHO, HO JIETKO YUTAeTCs oIlepaTopoM. BmecTo mmapamerpa
Mask BBOAUTCA TPU UHTYUTUBHO IIOHATHBIE IIOATPYIIIILI COOTBETCTBUA:

* include-all — Bce npusHaky, ykasaHHble B affinity, [OJDKHBI IIPHUCYTCTBOBAaThH B IIapaMeTpe
Admin Group unrtepderica ("ecim MHTepdetic-Ilama u TyHHesab-Callla UMET OJAMHAKOBEIE
IIPU3HaKU: [[BeT IV1a3, $opMy HOca U yIllel, TO OHU IIPU3HAKTCI POACTBEHHBIMU APYT APYTY');

¢ include-any —xoTs1 ObI OZWH IIPHU3HAK M3 3TOM IIOATPYIIIBI, yKasaHHBIM B Affinity, no/oxeH
coBIazaTtk ¢ Admin Group uHTepdeiica ("ecomu MHTepdeiic-Ilamma u TyHHesb-Callla UMEOT
OJIMHAKOBBIX POCT UJIH BeC, TO IIPU3HAIOTCA TPOPOIAHBIMU OpaThbaMu'");

* exclude —IpusHaKy, yKasaHHble B 3TOM IoArpymiie B Affinity, J0/DKHBI OTCYTCTBOBAThH B
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napaMeTrpe Admin Group uHTepodeiica ("ecsiu TyHHesb-Callla UMeeT IIPU3HaK 60JiesIbIIUKaA
@K IICKA u BHeCeH B COOTBETCTBYIOIYIO I'pymIry, To MHTepdetic-Ilamia He Ko/KeH 60JIeTh 3a
@K IICKA, 1 Toria OHU CHOBA SIBJIAIOTCA POJHBIMU APYT APYry").

RFC 3209 ompepeger I1ocjJIef0BaTeJILHOCTD IIPOBEPOK IIPHU3HAKOB, YKa3aHHBIX B Pa3HBIX IPyIIIax
(rak xak I omHoro RSVP LSP MOKHO yKasaTh IIPU3HAaKM B pPasHBIX IIOATpyIIax) Takux
IIPOBEPKHU TPH:

1. (admin-group & exclude-any) == 0 — IpoBepKa, UTO HUKAaKHe aTpUOYTHI, yKazaHHbIe B exclude-
group, He yCTaHOBJIEHBI Ha MHTepderice;

2. (include-any == @) | ((admin-group & include-any) != 0)—mpoBepka, uTo include-any
npusHaky y RSVP LSP He ycTaHOBJIEHBI JIMO0 Ha JIMHKE YKa3aH XO0Th OJMH U3 YCTaHOBJIEHHBIX
B rpy1ile include-any IIprsHaKoB;

3. (include-all == @) | (((admin-group & include-all) A include-all) == @) —IpoBepKa, UTO
include-all mpusHaku y RSVP LSP He ycTaHOBJIEHBI JIM60 Ha JIMHKE YCTaHOBJIEHBI BCe
Ipu3HaKy u3 rpymiisl include-all y RSVP LSP TyHHe

Ecyiy Bce TpH TecTa YCIIEIIHBI, TO TAKOM JIMHK IIPU3HAETCA POACTBEHHBIM TYHHEJII0 U I0ITyCKaeT s
K pacyéTy OIITUMAaJILHOIO IIyTH IIPOTOKOJIOM CSPE.

[Tepel1€M K IIpaKTUUeCKOMY IIpUMEpY:

MpUAYMaH Hble MHO i 2HaUeHHA GuToE Admin group, o6kiuHO
3Ta MHIOPMALMA eCTh B AW3aAH-NPOEKTE HA CETh
31-5 4 3 210

20 ‘.‘l
Ip: 102.168.5426/30

teior17 ‘
0/17.363
p:192.168.54. 22 :192.168.54.46130

ME5100

' EROs
+ Wd:10.0.194
\
'

T ~ge-00I0 35
1p:102.168.54.37130 EROY
1d:10.0.19.6

Figure 5. Kongueypauyus TE-myHHeAs ¢ 02paHudeHueMm 8 sude Admin-Group.

Ha pucyHKe Bblllle BUJHO:
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* RSVP LSP 42_Orange@lspl moCTpoUJICa eIUHCTBEHHO BO3MOXKHBIM IIyTEM — Uepes JIMHKHU, Ha
KOTOPBIX UMeeTcd ITpU3HaK "Orange" (opaHykeBasd IIYHKTHUPHAs JIMHUA);

* RSVP LSP 42 Violet@lspl mocTpousica efUHCTBEHHO BO3MOKHBIM IIyTeM — Uepes3 JIMHKU, Ha
KOTOPBIX UMeeTcs IIPU3HaK "Violet" (prosieToBas IyHKTUPHAs JIUHUA);

* RSVP LSP 42 _Red@Ilsp1l mocTpousicd eJUHCTBEHHO BO3MOYKHBLIM IIyTeM — Uepe3 JUHKH, Ha
KOTOPBIX OTCYTCTBYeT Ipu3HaK "Violet" (KpacHas IyHKTHUPHAas JIUHUA).

Komanpa HasHayeHue

configure ITepexof B pesXuM Iv106a/IbHOM KOHQUTYPALIHAH.

mpls rsvp Ilepexof B pesXrM HaCTPOMKHU IIPOTOKOJIa RSVP.

admin-group Red bit-position 0 HasHagaem 6uram 0 1 2 3 4 COOTBETCTBHE YCIOBHBIM

admin-group Violet bit-position 1 1pusHakam Red, Violet, Blue, Orange, Green COIJIaCHO

admin-group Blue bit-position 2 JWSaHHY CETH.

admin-group Orange bit-position 3

admin-group Green bit-position 4

interface te0/0/17.353 BK/II0YeHMe NPOTOKosIa RSVP Ha MHTepdelice U Iepexof B
pe’XKuM ero KOHQUTyparimuu

attribute-flags Blue B peskuMe KOHHryparuu RSVP-lapameTpoB MHTepdeiica
attribute-flags Violet te0/0/17.353 npucBauBaeM eMy npusHaku Blue, Violet.

exit BosBpat B pe’kuM KoHpuUryparuu RSVP rmpoTokoJia.
interface te@/0/17.363 BKJII0YeHHe IIpoToKojIa RSVP Ha uHTepdetice te0/0/17.363 u

IIlepexo/; B pe>KHUM ero KOHQUTypaIiuu.

attribute-flags Green B pexxnMe KoHQUTypanmu RSVP-mapameTpoB mHTepdeiica
attribute-flags Orange te0/0/17.363 mpucBauBaeM eMy IpusHaku Green, Orange.
exit BosBpat B pe’kuM KoHpurypanuu RSVP rmpoTokoJia.

tunnel 42_Orange Cosgaém 3 MPLS TE TyHHeJa ¢ iMeHaMmu 42_Orange, 42_Red,

42 _Violet 1 HacTpaWBaeM HX Ha HCIIOJb30BaHHe Admin-
Groups ¢ pasJuyHbBIMH BapuaHTaMu include-all-group,
include-any-group, exclude-group (zajsee IoBTOpPAOIIHECT
KOMAaH/IbI OITYCTHM).

tunnel 42 _Red

tunnel 42 Violet

destination 10.0.19.2 Ormpe/ie/ieHye IPv4-anpeca Egress-LSR-
a— MapIIpyTH3aTopa, Ife OyfeT TepMHHHpoBaThcs TE-
TyHHeJIb.

source 10.0.19.4 Ompezesienue IPv4-ampeca ¢ Ingress LSR-a — unTepdeiica, ¢

KOToporo 6yeT cTpouThbes TE-TyHHeIb.

tunnel-1sp 1sp1 CosgaeM y TE-TyHHess LSP ¢ uMeHeM Ispl U IepexofuM B
PEXKHM ero KOHQHUIYPHPOBAHHSL.
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Komanpga HasHaueHue

admin-groups include-all-group JuUt RSVP LSP 42_Orange@lspl IpuMeHsieM OrpaHHYeHIe

Orange yepe3 OUTOBBIM BEKTOP "COOTBETCTBHE BCeM IpHU3HAKaM".
[Iportecc CSPF 6ymeT UCIIOJIL30BATh I pacuyéra TOJIBKO Te
JIMHKY, KOTOpble OyAyT HMMeThb BCe OUTOBBIE IIPU3HAKU,
yKa3aHHble B KOMaH/ie. B 1aHHOM IIpuMepe 06s13aTeIbHBIN
IIpU3HaK Ha MHTepdeiicax oguH - Orange.

admin-groups exclude-group Violet iz RSVP LSP 42 Red@lspl IpuMeHsieM OrpaHUYeHHe
yepe3 OUTOBBINM BeKTOp "exclude-group”. IIpomecc CSPF
OyZeT HCIOJIb30BaTh [JId pacyéra TOJBKO Te JIMHKHY,
koTopele HE 6yayT MMeTh OGUTOBBIE IIPU3HAKHU, YKa3aHHbIe
B KOMaHJe. B jaHHOM IIpuMepe IIpHU3HAaK OOWH — "IiBeT"
Violet. RSVP LSP 42 _Red@lspl [0o/DKeH IIOCTPOUTHCH,
nsberas nHTepeKcoB ¢ IIpusHakoM Violet.

admin-groups include-any-group Jlis RSVP LSP 42 _Violet@lspl IprMeHsieM OrpaHHYeHHe

Violet yepes GUTOBHIM BEKTOpP "COOTBETCTBHE XOTS GBI OJHOMY
npusHaky". IIpomecc CSPF 6y/eT UCII0/IL30BaTh I pacyéTa
TOJILKO Te JIMHKH, KOTOPbIe 6yyT UMeTh XOTS GBI OHH H3
IepeyrcIeHHBIX B KOMaHJe OHTOBHIX IIPH3HAKOB. B
JaHHOM IIpHMepe >KeJlaeMblii IpHU3HAK Ha HHTepdeiicax
oH — Violet.

exit BosBpaT B pesxuM HacTpoek TE-TyHHeIs.
exit Bo3Bpart B pe’kuM HacTpoeK IIpoToKoa RSVP.
root BBIXO[ B pesKUM 11062/ IbHOM KOHQUTYPAIIAH.
commit ITprMeHeHMe IIPOM3BEAeHHBIX HACTPOEK.

[TocMOTpeTh TOIIOJIOTUYeCKYI0 6a3y gaHHBIX (TEDB) M0>XHO KOMaH0H "show mpls
te topology". B Hel miaa Kaxpgoro uHTepderica IGP-momMeHa ecTh IlapameTp
"Color/Resource class"—3aTo mpeacraBaeHue "Link Attribute” (oH ke "Admin
Group") B IlIeCTHaAIaTePUIHOM popmMare.

NOTE

Crioco0bI IepeHanpaB/JIeHUsI CEpBUCHOI0 Tpaduka B
TE-TyHHeEJIb

[Tocsie Toro xak LSP TE-TyHHeJ I YCIIEIITHO IIOCTPOMJICS IIPOTOKOJIOM RSVP, cepBUCHEBIN TpadUK B
Hero aBTOMaTHYeCKH IlepeflaBaThbCs IIO-IIpeKHeMy He OyzeT. /i1 TOro YTOOBI IlepeHalpaBUTh
Tpaduk B RSVP LSP, He06X0 MO BBIIIOJHUTS JOIIOJTHUTE/IbHbIE TeHCTBUS.

PaccMoTpHUM pas3/IMyYHble BapUaHTHI HalIpaBeHus Tpaduka B TE-TyHHeJIb:

* IGP shortcut—>sTo crioco6 mpencraBuTh TE-TyHHes b KaK HHTepdelc ¢ BKIHYEeHHBIM IGP-
IIPOTOKOJIOM M Ha3HaYeHHOM MeTPHUKOH, IIPH 3TOM HHPOpMalidd O JaHHOM HMHTepdelice He
aHoHcupyeTcss B IGP momeH; ciiefoBaTe/IbHO, JpPyrHie MapIIPyTH3aTOPHI He 3HAKT O €ero
CYIIIeCTBOBaHUHU U He MOI'YT IlepelpaBUTh TpadUuK yepe3 TE-TyHHeIIb;
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» Static route—>sTOT CII0CO6 1I03BOJIZET, MCIIOJB3ysl CTATUUYECKYH MapIIpyTHU3alliio,
IepeHarnpaBUTh TpaQUK Ha IOZCETh U3 II00aMbHOU Tabsmibl Mapiupyrusanuu (GRT) B TE-
TYHHEJIb.

* L3VPN Forwarding — /yig1 Toro, uro6sl RSVP LSP paccMmaTpuBajicd MapLIPyTH3aTOPOM Kak
BO3MOJKHBIN MHTepdelc A5 focTaBKU Tpaduka K nexthop’y mapuipyra B VRF, He06X01uMO
BBIIIOJIHUTH KOMaHAY '13vpn' B peskuMe KOHQUTypaIiuu IpoToKoJia RSVP;

* L2VPN switching — 1151 Tor0, YTOOBI CEPBUCHBIN TpadUK M3 xconnect wuau bridge-domain mor
ObITH IlepefiaH 4depe3 RSVP LSP, Heo6xXogumo B KoHuryparuu PW L2VPN-cepBuca ykKasaTb
KOMaHAy "transport rsvp tunnel NAME".

PaCCMOTpI/IM 3TH CII0COOBI 60JIee JeTaJIbHO.

dopBapaunr IP-rpadpuka GRT (r;106a/1bHOM Ta0/IUIBI MapLUIPyTU3aI[HH)
yepe3 TE-tryHHes MeToaoM IGP shortcut

Ha wMapmpyTusatopax cepurn ME wucnosnb3oBaHue Metoga IGP  shortcut mosBosisieT
nepeHanpaBuTh B TE-TyHHesb Tpaduk u3 GRT, HO He 3aTparuBaeT Tpaduk u3 L2- mianu L3VPN-
CEepPBHCOB.

3agaya: Heo6xoguMmo obecrieuuts IP cBg3HOCTh Mesxay CE1 u CE2 B GRT.

Tomosrorus:

ER06
1d:10.0.19.2

Ping OK

i . s
i :10.0.19, te0/DHg X i
: orfzsg @ e - - - el o :
vy BGP ;Jeer'm'é"n___
; : 3 te0/0/1425 6 :
1p:192.168.70.100/ ! ] Ip:192.188 S/ 3rs0

CE1 CE2
Ip:192.168.70.1/24 Ip:192.168.56.2/24

p:192.168.54.17/30

Ip: 192.168.54.18/24

-
il

e2/0/1.353
p: 192.168.54.22/24

Id:10.0.19.3

gp-shortcut metric-type absoluts
igp-shortcut metric-value 1

Figure 6. I[lepedaua mpaguxa u3 GRT uepe3 TE-myHHe b
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Ha mpomesxyTouHbIX P-MapipyTusaTopax (ERO6 1 ER08) HeT MapiipyTHOU HHGOPMAITUHU O CETIX
192.168.70.0/24 n 192.168.56.0/24. UudopMansi 0 HUX PaCIIPOCTPaHSETCd II0 IPOTOKoay BGP
Mexnay  PE-mapuipytusaTtopaMy; — CjefoBaTeJbHO, [JId  obecrieueHUss  CBI3HOCTU  PE-
MapIlIpyTHU3aTOPHI JOJDKHBI HHKAIICYJIMPOBATh 3TOT TpaduK B TE-TyHHeIH, ITIOCTPOEHHbIE MeXXIy
HUMU.

KomaHna HasunaueHue

configure [Tepexop B pesKuUM I7106a71bHOM KOHQUTYpaLUN.

mpls ITepexop B pesxuM KoHGUrypanuu ¢yHkioHaaa MPLS.
rsvp Ilepexof B pesXrM HaCTPOMKHU IIPOTOKOJIa RSVP.

interface te@/0/17.353 BrJIroueHHe IpoTokosia RSVP Ha uHTepdetice te0/0/17.353.
interface te0/0/18.200 BKJII0YeHHe ITPoToKoJIa RSVP Ha nHTepdetice te0/0/18.200.
exit BosBparT B pesKuM KOHQUTYpAITUU IIPOTOKoIa RSVP.

tunnel 41 CosmaeM TE-TyHHeJb ¢ ©MeHeM 41 U IIepeXo[M B PeXKHM

ero KOHQUIryparuu.

description from ER@5 to ERO7 TekcroBoe onucaHue TE-TyHHend [ 06JerdeHUs
HOHMMAaHHUs KOHQUTYPaIUH.

destination 10.0.19.1 KomaHpa ykasbiBaeT Ha LSR-ID Egress-MapIiupyTusaTopa. B
HaleM npumepe 3to ER07.

igp-shortcut metric-type absolute Komampma Brirouaer dyHKIHOHAT igp-shorcut u ompepeseT
THUII METPUKHU — absolute.

igp-shortcut metric-value 1 KoMmaHfa oIpefieisieT 3HaueHHe IGP-meTpuku pjs TE-
TYHHeJIA, paBHOM '1'".

source 10.0.19.4 KomaH/ja ycTaHaBauBaeT LSR-ID Ingress-MapIIpyTH3aTopa
B KauecTBe ucTouyHUKa TE-TyHHeJ .

tunnel-1sp ER@5_to_(7206 CospmaeM RSVP LSP ¢ curHaiabHBIM uMeHeM 'ER05_to_C7206'
U IIepexO0fIiM B PeXKHM er0 KOHGUIYPHPOBaHMSL.

path-computation explicit partial Komanpma HakiagpIBaeT orpaHMYeHHe Ha IocTpoeHHe LSP,

path over_er@b OH [O/DKeH IIPOXOJMTh dYepes hop-bl, yKasaHHbIE B

KoHurypanuu explicit-path 'over_er06'.

commit ITpuMeHeHMe IIPOU3BELeHHBIX HACTPOEK.

[Tocie Toro kak TE-TyHHe/b CKOHQUIYPUPOBAH CIIOCOO0M, OITMCAaHHBIM
BBIIIIE, OH BCe ellle He MO>KeT ObITh UCII0JIb30BaH I JO0CTaBKU TpaduKa 10
y3ua 10.0.19.1, gake ecyd ero MeTpyUKa paBHa 1, a y aJbTepHAaTUBHOIO IGP

IMPORTANT MapuipyTa MeTpuka 25. H3-3a apXUTeKTypHBIX 0COOeHHOCTeH
MapuIpyTusatopoB cepuu ME He0o0X0AMMO BK/IYUTH (PYHKIMOHAIL
ECMP uyepe3 KoOMaHJy pekKHMa IJ100a/1bHON KOHQUTypamuu 'router
equal-cost'.
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ITpumep. lemaavHasa KoH@Pu2ypauus npomoko.ia RSVP 0.9 gopeapoureza mpaguxka us GRT uepe3 TE-

MyHHeNb 41:

rsvp
interface tengigabitethernet 0/0/17.353
exit
interface tengigabitethernet 0/0/18.200
exit
explicit-path over_er@6
explicit-route-object 10
ip-prefix 10.0.19.2
loose
exit
exit
tunnel 41
description "from ER@5 to ER@7"
destination 10.0.19.1
igp-shortcut metric-type absolute
igp-shortcut metric-value 1
source 10.0.19.4
tunnel-1sp ER@5_to_(C7206

path-computation explicit partial path over_er@6

exit
exit
exit

router equal-cost

MapuipyTt Ha C7206 (ER07)

(7206VXR#show ip route 192.168.56.2
Routing entry for 192.168.56.0/24

Known via "static", distance 1, metric 0
(connected)

Routing Descriptor Blocks:

* directly connected, via Tunnell4

Route metric is @, traffic share count is 1
C7206VXR#

Mapuipyt Ha ME5100 (ERO5)

0/ME5100:ER05# show route 192.168.70.100
Wed Jan 18 12:20:36 2023

Routing entry for 192.168.70.0/24

Last update: ©2h53m37s

Routing Descriptor Blocks

192.168.54.5, via tu41@ER@5_to_C7206
Known via bgp, distance 200, metric 0
type bgp-internal, protection none, route-type
remote

Entries: 1

0/ME5100:EROS#

dopBapaunr IP-tpaduka GRT (1r7106a/1pHON Ta0/IUIIBI MaPIIPyTHU3AI[UH)
yepe3 TE-TyHHEJIb C IOMOIIBI0 CTATHYECKOI'0 MapuIpyra

Ha mapiipytusaTopax cepur ME HCIIOZIb30BaHHe JAHHOIO MeTOZA II03BOJIAeT IlepeHalpaBiIaTh
Tpaduk u3 GRT, HO He 3aTparuBaeT Tpaduk L2- vu L3VPN-cepBHCOB.

3agmaua: Heo6xonumo o6ecrieunts [P cBsisHOCTE Mexxay CE1 u CE2 B GRT

Tormosiorud:
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Ping OK

MES100

ER05
NG 1d:10.0.19.4

Gi0IL357
CE1 Ip:192.168,54.26/30
1p:192.168.70.1124

Ge2/011.353
p: 192.168.54.22i124

ER08
1d:10.0.19.3

Figure 7. [lepedava mpaguxa u3 GRT uepe3 TE-myHHeAb C NOMOUbI0 CMAMUHECK020 Mapupyma

Komanpga HasHaueHue

configure Ilepexof B pesKUM IJI06a/IbHOM KOHQHUIYPaITHH.

rsvp Ilepexo B pesKHUM HACTPOMKHU IIPOTOKOJIa RSVP.

tunnel 41 CosgaeMm TE-TyHHeJb ¢ IMeHeM 41 M IIepexofilM B PeXKHUM

ero KOHQUIryparumu.

description from_ER@5_to_ER07 TekcToBoe ommcaHue TE-TyHHeqs i 06JerdeHus
TIOHHMAaHUS KOHQUTYPAITHH.

destination 10.0.19.1 KomaHjia ykassiBaeT Ha LSR-ID Egress mapIipyTusaTopa. B
HaieM npumepe 3to ER07.

forwarding-adjacency KoMaHJla ycTaHaBJIUBaeT aTPHOYT BOSMOKHOCTH IIepelaur
cepBUCHOro Tpapuka uyepes RSVP LSP TE-TyHHeJIs.

JlaHHasg KOMaHfa o6s3aTesbHa MJIA
aKTUBAIlMU BO3MOJKHOCTH Ilepefadyur
IMPORTANT Tpaduka udepes TE-TyHHesb. be3 Heé
bopBapAUHT CEpPBUCHOTO Tpaduka
yepe3 TE-TYHHeJIb HEBO3MOKEH.
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KomaHnpa

routing-adjacency

source 10.0.19.4
tunnel-1sp ER@5_to_C7206
path-computation explicit partial

path over_er@8

commit

Ha3umaueHue

Komanga ycraHaBauBaeT IIpu3sHakK TE-TyHHesZ Kak
uHTepdelica, Yepe3  KOTOPHIX  MOXKHO  IIOJIyYaTh
MapIIPyTHYI0 HHPOPMAIIHIO.

JlaHHasg KoMaHpja o6s3aTesbHA [JId
aKTHUBAIIMM BO3MOJKHOCTH Ilepeadyir
Tpaduka uepe3 TE-TyHHesH. be3 Heé
CTaTHYeCKUU MapLIpyT,
ucnosab3yromul  TE-TyHHeNb  Kak
UCXOAIMN HHTepdeiic, He OyIeT
HHCTAJUIMPOBaH B TabuIly
MapIIpyTHU3aI[UH.

IMPORTANT

Komanpma ykaseiBaeT LSR-ID Ingress mapiupyrtusaTtopa B
KauecTBe ucTOYHUKa TE-TyHHeI.

Cosmaem RSVP LSP c¢ curHa/ibHBEIM nMeHeM 'ER05_to_C7206'
U IIepexX0/iM B Pe’KUM ero KOHQUTYpUpPOBaHUI.

KomaHpa HaKJIaJpIBaeT OorpaHUYeHHe B BHUJIE
HUCII0JIb30BaHUA explicit-path ¢ uMeHeM 'over_er08'.

[IpuMeHeHMe IIPOHU3BeJeHHBIX HAaCTPOEK.

Tabauua 83. [Ipumep KoHPuUypayuu cmamu4eckozo mapupyma uepe3 TE-myHHeNb:

KomaHma

confiqure

router static

address-family ipv4 unicast

destination 192.168.70.0/24
0.0.0.0

interface tunnel-rsvp 41

commit

Ha3HnaueHue
ITepexof B pesKUM IVI06a/IbHOM KOHQUTYPAIIHAH.

Ilepexof¥M B PpeXUM KOHQUIYpalM CTaTHYeCKUX
MapIIPyTOB.

Ompepesnsiem Tuil address-family ¥ mepexoguM B peXum
KOHGHUTYpAIH JOIIOJIHUTE/IbHBIX IIapaMeTPOB.

KOMaH,ZLa YKa3bIBaeT CeTh Ha3HAUYE€HU VI MapIIpyTa

Anpec 1uIr03a HeoOXOAMMO yKas3aTh
paBHBIM 0.0.0.0 B ciyyae
ucionb3oBaHug TE-TyHHesd  Kak
UCXOdI1Iero uHTepderica.

IMPORTANT

KomaHja ompesiesisieT ucoiab3oBaHue TE-TyHHe s Kak
HCXOJSIIEro HHTepderica B CTaTHYECKOM MapIIIPyTe.

[IpuMeHeHMe IIPOHU3BeJeHHBIX HaCTPOeK.

ITpumep. lemanvHasa KoH@Pu2ypauus npomokosia RSVP 0aa gpopsapournza mpaguxa uz GRT uepe3 TE-

MyHHeNb 41:

mpls
rsvp
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interface tengigabitethernet 0/0/17.353
exit
interface tengigabitethernet 0/0/18.200
exit
explicit-path over_er@8
explicit-route-object 0
ip-prefix 10.0.19.3
loose
exit
exit
tunnel 41
description "from ER@5 to ERO7"
destination 10.0.19.1
forwarding-adjacency
igp-shortcut metric-type absolute
igp-shortcut metric-value 1
routing-adjacency
source 10.0.19.4
tunnel-1sp ER@5_to_(C7206
path-computation explicit partial path over_er@8
exit
exit
exit
exit
router static
address-family ipv4 unicast
destination 192.168.70.0/24 0.0.0.0
interface tunnel-rsvp 41
exit
exit
exit
exit

[Ipumep. Tabsrita MapIIpyTU3ALUHU:

Cisco 7206 (ER07) Eltex ME5100 (ER05)
(7206VXR#show ip route 192.168.56.2 0/ME5100:ER05# show route 192.168.70.1
Routing entry for 192.168.56.0/24 Routing entry for 192.168.70.0/24
Known via "static", distance 1, metric 0 Last update: N/A
(connected) Routing Descriptor Blocks
Routing Descriptor Blocks: 192.168.54.22, via tu41@ER05_ to (7206
* directly connected, via Tunnell4 Known via static, distance 1, metric 1
Route metric is @, traffic share count is 1 type static, protection none, route-type
remote
Entries: 1

ITpumep. O6MmeH ICMP-nakemamu
C7206VXR#traceroute 192.168.56.2 source 192.168.70.100

Type escape sequence to abort.
Tracing the route to 192.168.56.2
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VRF info: (vrf in name/id, vrf out name/id)
1 192.168.54.30 [MPLS: Label 70 Exp @] 4 msec @ msec @ msec
2 192.168.54.6 @ msec @ msec @ msec
3 192.168.56.2 4 msec @ msec 4 msec

C7206VXR#

0/ME5100:ERO5# traceroute 192.168.70.1 source 192.168.56.1

Mon Oct 7 16:45:52 2019

Traceroute to 192.168.70.1 (192.168.70.1), 30 hops max, 60 byte packets
1 192.168.70.1 (192.168.70.1) 0.323 ms 0.312 ms 0.304 ms
0/ME5100:ERO5#

dopsapaunHr L3VPN-Tpaduka uepe3 TE-TyHHe Ib

Ha mapmpyrtusaTopax cepuud ME HCIIoJb30BaHHe TaHHOTO MeTO/ia II03BOJIsIeT IlepeHallpaBUTh
Tpaduk L3VPN-cepBucoB B TE-TyHHEJIb.

3azmaua: Heo6xogumo obecrieuuts [IP-cBg3HOCTh Mexxay CE1 1 CE2 B VRF 'TEST1'
Torosrorus:

ERO06
1d:10.0.19.2

MES100
ERO05

‘ -
»' ~"~.
4" ‘\
J' M -
. ’ N
- 1e0/01R
ER07 o358 .. ___
1d:10.0.19 1168.54. R
i Treal, T T=010/17.340
5 Tre.L. 4 E 7 Vit TEST1
a ; y ] 1p:192.168.56.1/24
59 y -
o

CE1 CE2
1p:192.168.70.1/24 1p:192.168.56.2/24

Ip: 192.168.54.18/24

Ge2i0/1.352

Huaw
ER08
1d:10.0.19.3

Figure 8. Ilepedaua cepgucHo2o mpaguxa uz VRF TEST1 uepe3 TE-myHHe k.

KomaHnpa HasunaueHue

configure [Tepexo[ B pesKuM I7106a7IbHOM KOHQUTYpALUN.

rsvp [Tepexof B pe’XUM HaCTPOUKHU IpoToKosia RSVP.

interface te@/0/17.353 BxurroueHue IpoToKosia RSVP Ha unTepdetice te0/0/17.353.
interface te@/0/18.200 BxJIroueHHe IpoTokosia RSVP Ha uHTepdetice te0/0/18.200.
exit BosBpart B pexuM KoHOUrypariuu RSVP 1ipoTokoJia.
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KomaHnpa

13vpn

tunnel 47

description "from ER@5 to ERO7"

destination 10.0.19.1

forwarding-adjacency

source 10.0.19.4

tunnel-1sp ERB5_to_ (7206

path-computation explicit partial
path over_er@6

Ha3umaueHue

BxurroueHue pexxuMa Inepenauun L3VPN tpaduka ydepes TE-
TYHHEJIH.

JlaHHasg KOMaHfa ob6s3aTesJbHa MIJId
aKTUBAIlMU BO3MOJKHOCTH Ilepefadyn
Tpaduka yepes TE-TyHHeI .
Komanpa pa6oTaet a1 Tpadpuka Bcex
VRE, CO3TaHHBIX  Ha TaHHOM
Mmapupyrusatope. Ilpu Hajauuyuu
RSVP LSP nmo koHKpeTHOro nexthop’a,
L3VPN MapuipyT ¢ TakuM nexthop’om
Ooymer wucmosb3oBaTh LSP g
OTIIPaBKHU CEPBUCHOTIO TpaduKa.

IMPORTANT

CosgaeM TE-TyHHeJIbE C MMeHeEM 41 U IIepexXofUuM B PEKUM
ero KOHQUIryparum.

TexcroBoe onucanue TE-TyHHeasa [Jid  oO6JieryeHUs
IIOHMMAaHUS KOHQUTYpaAITUU.

Komanpa ykaseiBaeT Ha LSR-ID Egress maprupyTtusaTopa. B
HaireM npumepe 3tTo ER07.

KomaHia ycTaHaB/IMBaeT aTpUOYT BO3MOKHOCTH Ilepefauu
cepBucHOro Tpadpuka uepes RSVP LSP TE-TyHHeJIs.

JlaHHasi KoMaHaa o60s3aTejabHa IJId
aKTUBAIIMU BO3MOJKHOCTH Ilepeadyu
Tpaduka uepe3 TE-TyHHesH. be3 Heé
BGP vpnv4 MapLIpyTbl, H3y4YeHHBbIE

oT YOaIE€HHBIX PE-
MapIIpyTU3aTOPOB, He oymyT
HHCTaI/IMPOBAHEI B TabIUIy

IMPORTANT
Mmapupyrudaruu  VRF, Tak Kak

paboTocrIoco6HOr0  TPAHCIIOPTHOIO
LSP 10 next-hop-oB, H3yUYeHHBIX
MapuIpyToB He 6yzeT (HecMOTpsd Ha
TO, 4TO TE-TyHHeJb B cocTogHUM UP).
KomaHa 'routing-adjacency’ B
NaHHOM CIleHapHUy He Hy KHa.

Komanpga ycraHaBiyBaeT LSR-ID Ingress-mapIiipyrusaTopa
B KauecTBe UCTOUHUKA TE-TyHHeJIS.

Cosmaem RSVP LSP c curHasibHBEIM mMeHeM 'ER05_to_C7206'
U IIepexXoiM B Pe’KUM ero KOHQUTypUpOBaHUs.

KoMmaHga HakIaAbIBaeT OrpaHUYeHHe Ha II0CTpOeHHe
LSP — 0H [o/DKeH IIPOXoAUTh uepe3 MaplpyrusaTop ERO6.
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Komanpga HasHaueHue

commit ITprMeHeHMe IIPOKM3BEeIeHHBIX HACTPOEK.

ITpumep. lemanvHaa KoHPu2ypauus npomokosia RSVP daa gpopsapourza mpaguxa uz VRF 'Test1' uepes
TE-myHHeb:

mpls
rsvp
interface tengigabitethernet 0/0/17.353
exit
interface tengigabitethernet 0/0/18.200
exit
explicit-path over_er@6
explicit-route-object 10
ip-prefix 10.0.19.2
loose
exit
exit
13vpn
tunnel 41
description "from ERO5 to ERO7"
destination 10.0.19.1
forwarding-adjacency
source 10.0.19.4
tunnel-1sp ER@5_to_C7206
path-computation explicit partial path over_er@6
exit
exit
exit
exit

Ipumep. Ilpocmomp mabauubl mapwpymudavyuu VRF 'TEST1':

0/ME5100:ERO5# show route vrf TEST1
Wed Jan 18 18:53:42 2023
Codes: C - connected, S - static, 0 - OSPF, B - BGP, L - local

IA - OSPF inter area, EA - OSPF intra area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
ET1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2,
LET - IS-IS levell external, LE2 - IS-IS level2 external
BI - BGP internal, BE - BGP external, BV - BGP vpn,
BL - BGP labeled, R - RIP

192.168.56.0/24 is directly connected, 00h17m29s, te0/0/17.340
L 192.168.56.1/32 is directly connected, 00h17m29s, te0/0/17.340
B BY 192.168.70.0/24 via 10.0.19.1 [200/0], 00h@8m58s

Total entries: 3
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0/ME5100:ERO5# show 13forwarding vrf TEST1
Wed Jan 18 18:54:32 2023

Prefix Nexthop Outgoing label Interface

192.168.56.0/24 attached o=l = te@/0/17.340
192.168.56.1/32 receive ==//== te0/0/17.340
192.168.70.0/24 192.168.54.5 73/43 te0/0/18.200

0/ME5100:ERO5# ping 192.168.70.1 source 192.168.56.1 vrf TEST1
Wed Jan 18 18:54:32 2023

Sending 4, 56-byte ICMP Echos to 192.168.70.1,
request send interval is 0.100 seconds,

response wait timeout is 2.000 seconds:
Henl

Success rate is 100 percent (4/4), round-trip min/avg/max = 0.282/0.303/0.314 ms
0/ME5100:ERQ5#

dopBapaunr L2VPN-Ttpaduka uepes TE-TyHHe I

Ha mapmipytusatopax cepur ME HcIiosb3oBaHHe JaHHOTO MeTO/[a IT03BOJISeT IlepeHallpaBUTh
Tpa¢uk LZVPN-cepBucoB B TE-TyHHeJIb.

3agmaua: Heo6xoxumo o6ecrieunTs [P cBsisHOCTE Mexxy CE1 u CE2 uepes VPLS cepsuc 'BD-TEST'
Tormosrorus:
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MES5200

ER06
1d:10.0.19.2

nelALPw-id:123 1. 192,168

D
ri: VRF3

Ip:192.168.70.100/24

MAC: 00:12:1e:24:64:1f

Juniper MT7i
CEl

1d:10.0.19.4

1p:192.168.70.1/24

Figure 9. Ilepedayua cepgucHozo mpaguxa uepes L2ZVPN u TE-myHHeb.

Cospanue 6pupK-moMeHa VPLS, iceBompoBoia U pw-class’a [j1d I1ceBIOIIPOBO/A:

KomaHnpma HasnaueHnue
configure ITepexop B pesXuUM I7106a/IbHOM KOHQUTYpaIUN.
12vpn pw-class pwclassOT CosmaeM pw-class ¢ umeHeM 'pwclassO1' UM IepexofuM B

PeXUM ero KOHQUTYPHUPOBaHUS.

encapsulation mpls signaling-type VkaspiBaemM Ha6op IIapaMeTpoB, HeOGXOJUMBIX IS
pseudowire-id-fec-signaling cuTHATH3ATIAYE PW

root BosBparT B pesXuM I7100a/IbHOU KOHQUTYpaIlHU.

L2vpn bridge-group default bridge- Cosgaém VPLS cepBuc ¢ umeHeM 'BD-TEST' U IIepexofuM B
domain BD-TEST PEKHM ero KOHGUIYPUPOBaHMSL.

interface te0/0/17.341 VkasbiBaeM uHTepdeiic kak AC-uHTepdetic B VPLS cepBHce.
exit BosBpart B pexxuM KoH¢urypanuu VPLS BD-TEST.
pw 10.0.19.1 123 Cosmaem VC mHTepdeiic s o6MeHa MeTKaMu ¢ ERO7 u

opraHusanuu PW-kaHanma s Ilepefadyd  CepBHCHOIO
Tpadpuka, a TakkKe IIepexXOqVM B  peXHUM  €ro
KOHQUTYpUPOBaHUI.

pw-class pwclassol VKasblBaeM  HCIIOJb30BaTh IIPH  IIOCTPOEHHH PW
napameTpsl U3 'pwclass01', KOTOPBIM MBI CO3[ja/IH PaHee.
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KomaHnpa

transport rsvp tunnel 41

commit

root

Ha3umaueHue

VKaspiBaeM HCIIOJIb30BaTh TE-TyHHeNL 41 B KauecTBe
TPAHCIIOPTHOIO [JIg 3TOT0 OpHPK-IOMeHa (3K3eMILIIpa
VPLS).

[IpuMeHeHMe IIPOU3BeJeHHBIX HACTPOEK.

BosBpaT B peskUM IVI06aIbHOM KOHQUI'YPAIIHHU.

Cospanue targeted LDP-ceccuu 1o cocemgHero PE:

KomaHnpa

mpls

1dp

neighbor 10.0.19.1

exit
exit

transport-address 10.0.19.4

commit

root

Cospmanue TE-TyHHeJIA C UMeHeM 41:

KomaHnpa

configure

rsvp

interface te@/0/17.353
interface te0/0/18.200
exit

tunnel 41

description from ERO5 to ERQ7

destination 10.0.19.1

HasHaueHue
ITepexop B peskuM KoHOUIypariuu ¢yHkoHasa MPLS.
Ilepexo[ B pesKUM KOHUIypaIluU IIpoToKoa LDP.

CozmaeM remote LDP cocema '10.0.19.1' (ER07) u niepexoum
B PeXXUM ero KOHQUTypaIuu.

BrixoguM 13 pexxuMa KoHurypanuu LDP cocena.
BrIXOAMM K3 peskuMa KOHQUIypaIruu IIpoToKosa LDP.

VkasriBaeM B KauecTBe source IP pia ycraHOBieHUs LDP
coce/icTB cOOCTBeHHBIN LSR-ID.

[IpuMeHeHMe IIPOU3BeJeHHBIX HACTPOEK.

Bosspart B pexxuM Global Config

HasunaueHue

ITepexof B pesXuM Iv106a/IbHOM KOHQUTYPALIH.

Ilepexof B pesKMM HaCTPOHKHU IIPOTOKOJIa RSVP.
BxurroueHue ipoTokosia RSVP Ha unTepdetice te0/0/17.353.
BxuroueHue rporokosia RSVP Ha uHTepdetice te0/0/18.200.
BosBpat B pe’kuM KoHpurypanuu RSVP rmpoTokoJia.

CospmaeM TE-TyHHeJIb ¢ HMeHeM 41 U IIepexoJuM B PesKHM
ero KOHQUIypaIuu.

TexcroBoe onwucanue TE-TyHHenss [uid  oO6JieryeHUs
IIOHMMAaHUS KOHQUTYpaAITUU.

Komanga ykaseiBaeT Ha LSR-ID Egress MapiipyrusaTtopa. B
HamreM rpuMepe 3to ERO7.
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KomaHnpa

forwarding-adjacency

source 10.0.19.4

tunnel-1sp ERO5_to (7206

path-computation explicit partial

path over_er06

commit

root

Ha3umaueHue

KoMaHia ycTaHaBIUBaeT aTpUOYT BO3SMOKHOCTH Ilepefayu
cepBucHOro Tpaduka yepes RSVP LSP TE-TyHHe 4.

JlaHHasg KOMaHfa ob6s3aTesJbHa MIJId
BKJIIOUEHUS BO3MOXKHOCTH Ilepefayu
Tpaduka yepe3 TE-TyHHeIH.
Ob6paThTe BHHUMaHHe, UTO KOMaH[a
'routing-adjacency’ B JaHHOM
ClleHapuHu He HY>KHaA.

IMPORTANT

Komanpma ycraHaBivBaeT LSR-ID Ingress-mapiipyrusaropa
B KauecTBe HCTOYHHUKA TE-TyHHeJI.

Cosmaem RSVP LSP ¢ curHasibHBEIM mMeHeM 'ER05_to_C7206'
U IIepexX0iM B Pe>KUM ero KOHQUTYPHUPOBaHUS.

KomaHpma HakiagplBaeT orpaHU4YeHMe Ha IocTpoeHue LSP,
OH [JOJ/DKEeH IIPOXOAUTE Uuepes MaplipyrusaTop ERO6.

HpI/IMEHeHI/Ie IIPOMU3BENEHHBIX HACTPOEK.

BosBpar B pexxum Global Config

[TocieqHU MOMeHT — KoHurypanusa AC-uHtepdeiica B LZVPN-cepBuce:

KomaHma

interface te@/0/17.341

encapsulation outer-vid 341

rewrite egress tag push outer-vid

341

rewrite ingress tag pop one

commit

root

IMPORTANT
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Ha3unaueHue

Co3gmaHue cabuHTepdelica U IIepexXof B PeXUM €ro
KOHQUTYpaIiuu

VKasplBaeM BHEIIHUU (0OH >Ke eNUHCTBEHHBIN B JaHHOM
rpuMepe) vlan-tar ¢ ID=341.

Komanga pob6aBissier vlan-Tar ¢ ID 341 K HCXOOSITUM
¢perimam cab-uHTEpPeiica.

Komanza yzransieT BHeITHUU vlan-Tar y BcexX BXOJAITUX Ha
cab-uHTepderic ethernet-ppeiMoB.

HpI/IMEHeHI/Ie IIPOMU3BENEHHBIX HACTPOEK.

BosBpar B pexxum Global Config

3ayeM HYKHBI KOMaH[bl push ¥ pop? 3TO He0OXOAUMO [eJslaTh II0 JABYM
npuurHaM. Bo-mepBriX, ER07 B TecTe—3T0 MapmpyTtusatop Cisco,
KOTOpBHIA ypansgeT VLAN-Tar y ethernet-gpeiimMa, Ipeskze 4yeM OTIIPaBUTH
ero yepes IICeBIOIIPOBOA. MapIiupyTusaTopsl cepur ME 110 yMOI4aHUIO He
IPOU3BOJAT IIpeoOpa3oBaHui ¢ ethernet-pperiMmamu, npuieguMu ¢ AC
wi VC KaHaJIOB (KaZphl YXOAAT C TeM >Ke TeraMH, C KAKUMU IIPUIILIN). Bo-
BTOpPBIX, VLAN ID y AC-uHTepdericoB pasHsle (342 co cropoHsl ER07, 341 co
ctopousl ERO05). B a3roMm ciay4yae, gake ecau PW TIOMHATE MeXIy
mapuipyrusatopamu ELTEX ME, push u pop omepamuu ¢ TaraMu



ITpumep. Heobxodumas KoHPuU2ypauus Ha mapwpymuzamope ER05 8 onucaHHOM cueHapuu:

inte
en

Heo0X0IMMBbI, YT0OBI HUBEJIUPOBATh pasHuily VLAN ID.

rface tengigabitethernet 0/0/17.341
capsulation outer-vid 341

rewrite egress tag push outer-vid 341

re
exit
mpls

fo

ex
1d

ex
ro
tr
rs

ex
exit
0/ME

write ingress tag pop one

rwarding

interface loopback 1

interface tengigabitethernet 0/0/17.353
interface tengigabitethernet 0/0/18.200
it

p

discovery interface tengigabitethernet 0/0/17.353

exit

discovery interface tengigabitethernet 0/0/18.200

exit
neighbor 10.0.19.1
exit
it
uter-id 10.0.19.4
ansport-address 10.0.19.4
vp
interface tengigabitethernet 0/0/17.353
exit
interface tengigabitethernet 0/0/18.200
exit
explicit-path over_er@6
explicit-route-object 10
ip-prefix 10.0.19.2
loose
exit
exit
13vpn
tunnel 41
description "from ER@5 to ERO7"
destination 10.0.19.1
forwarding-adjacency
routing-adjacency
source 10.0.19.4
tunnel-1sp ER@5_to_(C7206

path-computation explicit partial path over_er@6

exit
exit
it

5100:ER05#
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IIpumep. Ilpocmomp cmamyca VPLS-cepguca.

0/ME5100:ERO5# show 12vpn bridge-domain bd-name BD-TEST
Thu Jan 19 17:14:25 2023
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MM -- mtu mismatch Up -- up GUp -- going up

(M -- control-word mismatch  Dn -- down GDn -- going down

OL -- no outgoing label ST -- standby L1ld -- lower layer down
BK -- backup connection F1 -- failed Drm -- dormant

SP  -- static pseudowire SW -- switchover

Bridge group: default

Bridge domain: BD-TEST, state: up
MAC learning: enabled
Local switching: enabled
Flood replication point: ingress
Flooding Multicast: all

Unknown unicast: enabled

MAC aging time: 300 s, MAC limit: 4000, Action: all, MTU: 1500
Oper-status: up
ACs: 1 (1 up)
PWs: 1 (1 up)
Routed interface: none

List of ACs:

AC: Tengigabitethernet@/0/17.341
AC binding status: up, Interface oper state: up

List of PWs:

PW: Neighbor 10.0.19.1, pw-id 123, admin Up, oper Up

Status codes:
PW class: pwclass@1, type: ethernet, signaling: pseudowire-id-fec-signaling
PSN type: mpls, encapsulation: MPLS, control word: control-word-not-present
Redundancy state active
Vpn index: 1, type: 1s
Created: 2023-01-19 13:31:07, last state change: 02h20m40s ago

Local Remote

Label 19 37

Group ID 0 0

MTU 1500 1500
Forwarding true true
Customer-facing (ingress) recv fault false false
Customer-facing (egress) send fault false false
Local PSN-facing (ingress) recv fault false false
Local PSN-facing (egress) send fault false false
Switchover false false

Interface description string rcv: none
Remote capabilities:
VC status can be signaled: true



VCCV ID can be signaled : true
Remote node capability:
Manually set PW: false
Protocol has not yet finished cap. determination: false
Signaling the pseudowire: true
Sending the pseudowire: false

List of VFIs:
List of Autodiscovery PWs:

0/ME5100:ERO5#

ITpumep. IIpocmomp uzyueHHwvlx MAC-adpecos 8 VPLS-cepguce

0/ME5100:ERO5# show 12vpn mac-table bridge-domain BD-TEST
Thu Jan 19 17:15:18 2023

MAC address Type Learned from LC/1location Bridge-domain name
00:12:1e:24:64:1f Dynamic pw 10.0.19.1 123 0/0 BD-TEST
00:25:9e:b2:2b:57 Dynamic te@/0/17.341 0/0 BD-TEST

Total entries: 2
0/ME5100:EROSH

Hactpoiika MPLS TE Autobandwidth

B mmogpaszgese "PesepBUpOBaHUe II0JIOCHL IIPOITyCKaHUA A1t RSVP LSP" MEI y>ke HacTpauBaiu TE-
TYHHeJIU TakK, 4T00nI /i1 uX RSVP LSP pesepBupoBasiach 1osioca IIPOITYCKaHUA Ha HUCXOJALITUAX
uHTepdericax, yepes KOTOpble OHU IIPOXOAAT. OLHAKO, TaKoe TpebOBaHMWE II0JIOCHI CTaTUYHO
3aBUCUT 0T KoH¢uryparuu TE-TyHHesid. VUuThIBasg TOT GakKT, UTO pe3epBUPOBAHHE II0JIOCHI
IIpOIlyCKaHUsA ocyluecTBysieTcas B Control-Plane um Hukak He BiusgeT Ha Forwarding-Plane,
CTAHOBUTCA OYEBUJHO, UTO peaJbHBIN II0Jb30BATEJNLCKUM TpadUK B OIIpefeleHHBII MOMEHT
BpeMeHU MOKeT OUeHb CHJIbHO OTIMYaThCd OT TOM II0JIOCHI IIpoITycKaHUA TE-TyHHeJId, KoTopas
OplIa yKasaHa B KOHQUIypalluu yCTpoOMCTBa. B pesysbTaTe 93TOro Takoe "ciemoe"
pesepBUpOBaHME PeCypCcoB IlepecTaeT aJeKBaTHO OTpa’kaThb peasbHYH KapTHHY TpeOOBaHUM K
pecypcam, IpeoCcTaBIsIeEMBIM CETHIO I TpadpHrKa COOTBETCTBYIOIIIUX TYHHeJIeH.

Jl1s1 BBIXOZla M3 3TOM CUTyal[uu ObLIa padpaboTaHa TeXHOJIOTHS aBTOMAaTHYeCKON KOPPEKIINH
nosiocel mponyckaHusa (RSVP-TE Autobandwidth), cyTh KOTOpO¥ B IIepHOAMYECKOM H3MepPEHUU
3arpy>xkeHHOCTH TE-TyHHeJIS M IIOC/IeAYIONIUX IIONBITKAaX CHUTHAJIU3UPOBAThH YK€ HM3MEpPeHHYI0
(axTyasbHYI0 WIN TpeGyeMyI0) II0JI0CY IPOITyCKaHUS.

Texnosorust RSVP-TE Autobandwidth He gBgeTcs yHUBepcalbHOM; Ha OJHUX IIPOPUIIAX TpaduKa
OHa paboTaeT XOPOIIIo, a Ha APYTUX — MeHee OITUMAaJIbHO. TeM He MeHee OHa II0JTydnIa IITHPOKOoe
pacipocTpaHeHHe Ha IIPaKTHUKe, TaK KaK CTaTU4YeCKoe pe3epBHUPOBaHUE II0JI0CHI IIPOITYCKaHUS He
SIBJISIETCS JOCTATOYHO THOKUM MEeTOJ[OM.
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CHauasia OaJIUM OIIpeae/IeHre IIOHATHMH, KOTOPBEIMH 6y,qu OIIEPHUPOBATE OaJjiee:

Make Before Break —ocHoBomosiarawinuii npuHIUn paborel RSVP-TE. "lIpexume uem
paspyLIuTs cTapblii LSP, IOCTpPOM HOBBIN'. 3TOT IPUHITUII peajln3yeTcd B TaKUX CIleHapUaX,
kak MPLS TE Fast Reroute, MPLS TE Soft Preemption, a Takyke MPLS TE Autobandwidth, o

KOTOPOM U IIOWIET peUb.

Adjust interval —BpeMeHHOM HHTepBaJl, 10 UCTeUeHUN KOTOPOIro IIPUHUMAETCs PellleHHe 0
curHasmsanuu HoBoro LSP g RSVP-TE TyHHend C akTyaJbHBIMH TpeOOBaHUAMU K
pe3epBUPOBAHUIO II0JIOCHI IIPOITYCKAHHU.

Sample interval — BpeMeHHON MHTepBaJI, 10 UCT€UYeHUU KOTOPOro Ingress LSR IIpou3BOAUT
U3MepeHHe TeKYIero 3HauyeHus CKOPOCTH, IepefaBaeMoro yepe3 RSVP-TE TyHHesb Tpaduka.
HexkoHUTypHUpyeMBbIH ITapaMeTp, paBHbIM 60 CeKyH/,.

Requested bandwidth — BesimunHa 110JI0CHI IIPOITYCKaHUs, KOTOPYI M3Mepui Ingrss LSR 3a
Adjust nHTepBaJ U yKa3asl Kak >KeJlaeMyI0 /I pe3epBa I0JIOCY IMPONyCKaHUs A1 "HOBOro""
RSVP LSP.

Signaled bandwidth —BesM4yrHa I10JI0CHI TIPOIIYCKaHWSA, KOTOPYH YAaJOCh YCIIEIHO
IpocurHaausuposaTh oT Ingress LSR (Head-End) mo Egress LSR (Tail-End) myis Tekyijero LSP
paccMmatpuBaemoro RSVP-TE TyHHess.

Adjust-threshold — mopor cpabaThIBaHUSA aBTOMaTHUYeCKOM! KOppeKIIun I10JIOCHI
IponyckaHus. OnpefesseT cTenreHb abcomroTHOro (Kbit/s, Mbit/s, Gbit/s) Max 0THOCHUTEILHOTO
(%) ommuuuma Requested bandwidth ot Signaled bandwidth, mpm koToOpoM IIpOHCXOAUT
curHaysmsanusg HoBoro LSP  mma RSVP-TE TyHHend ¢ yXe aKTyaJIHU3UPOBAHHLIMU
Tpe60BaHUSIMU K Pe3epBUPOBAHUIO I10JI0CH IIPOITYCKaHUS.

Maximum bandwith — MakcuMasIbHOe 3HaYeHMe I10JI0ChI IIPOITyCKaHMUsI, KOTOpOe paspelleHo
npocurHaausupoBaHo a1 LSP RSVP-TE TyHHe1s.

Minimum bandwith — MyUHUMaNIbLHOE 3HaUeHMe II0JIOCHI IIPOITYCKaHUs, KOTOPOe pa3peleHo
npocurHaausuposaHo 11 LSP RSVP-TE TyHHeJIs.

Ecyiv 1o BceMy IyTH ciiefoBaHusa RSVP LSP Ha ncxogdiux uHTepdericax MaplipyTU3aTOPOB eCTh
I0OCTaTOYHOe KOJI-BO CBOOOHOM II0JIOCHI IIPOITYCKaHusd, TO Requested u Signaled bandwidth 6ynyT
paBHBL. Ecii TpebyeMOM ITOJIOCHI IIPOITYCKaHUS Ha KaKUX-TO HMHTepdeiicax He OKakKeTCs, TO
Requested u Signaled 6ynyT pasiauyaTtbcs. [IpuHiun "Make Before Break" onipefiesigeT, UTO CTapblid
LSP c Signaled-tiosoco#t BXogamui (Ingress) LSR He geMOHTHUPYeT 0 TeX II0P, II0Ka YCIIEITHO He
IIOCTpOUTCSI HOBBIM LSP ¢ Requested-iosiocoii. B atoM ciydae Requested u Signaled 6ynyTt
pasnuuatbesa. Ecim HOBBIA LSP OyzeT yCIIeIIHO IIOCTPOeH, TO 3aTeM cTrapblid LSP Oymer
IeMOHTHUPOBAH U ITapaMeTpkl Signaled 1 Requested cTaHYT OJWHAKOBBIMHU.

[Tokaxkem kKoHuUrypanuro MPLS TE Autobandwidth Ha KOHKpeTHOM IIpuUMepe:
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Te0l0/17.71 (vrf TEST2)
1p:192.168.71.2124

L.
_____ ” Lsp: ER05_to_ER09
= lexepayma <100 Mbps

Figure 10. HauasbHoe nososceHue RSVP LSP 46@ERO05_to_ER09 npu 2eHepauuu mpaguxa oo 100 Mbps.

KomaHnpga

configure
mpls rsvp
interface te@/0/17.353

maximum-reservable-bandwidth
100000

exit
interface te@/0/17.360

maximum-reservable-bandwidth
500000

exit
interface te0/0/18.200

maximum-reservable-bandwidth
1000000

exit

tunnel 46

HasnaueHnue

ITepexof B peXuM 11062/ IbHOU KOHQUTYPALIHAH.

Ilepexof B pesXMM HaCTPOHKHU IIPOTOKOJIa RSVP.
BxurroueHHe IIpoToKosia RSVP Ha uHTepdertice te0/0/17.353.

B pexxuMme koHurypanuu RSVP rapameTpoB uHTepderica,
yCcTaHaBJIUBaeM MaKCHMaJILHO BO3MOJKHYIO IJIsL
pe3epBUpPOBaHUA IIOJIOCY IIPONyCKaHUd (B KHJIOOUTAx B
cekyHZy) - 100 Mbps

BosBpat B pe’kuM KoHpuryparuu RSVP mpoTokoJia.
BxuroueHue riporokosia RSVP Ha uHTepdetice te0/0/17.360.

B pexxuMme xoHurypanuu RSVP mmapaMeTpoB HHTepdelica,
yCcTaHaBJIUBaeM MaKCHMaJILHO BO3MO>KHYIO IUIs
pesepBUpPOBaHUA I10JI0CY IIpoIycKaHud - 500 Mbps

BosBpart B pesxuM KoH¢uUrypauu RSVP ripoTokoia.
BxuroueHue nipotokosia RSVP Ha uHTepdetice te0/0/18.200.

B pexxuMe xkoHurypanuu RSVP mmapaMmeTpoB HHTepderica,
yCcTaHaBJIUBaeM MaKCHMaJIbHO BO3MO>KHYIO I
pe3epBUPOBAHUSA I10JI0CY IIPOITyCcKaHUA - 1 Gbps

BosBpat B pe’kuM KoHpurypanuu RSVP rmpoTokoJia.

CosmaeM TE-TyHHeJIb ¢ HMeHEM 46 U IIepexXoJHuM B PEeXKUM
ero KOHQUIrypaliuu.
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KomaHnpa
auto-bandwidth

adjust-threshold percent 20

interval 300

maximum-bandwidth 1000000

minimum-bandwidth 100

exit

description to_M7i

destination 10.0.19.6

forwarding-adjacency

routing-adjacency

source 10.0.19.4

tunnel-1sp ERO5_to_ERA9
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Ha3umaueHue

AxTHUBUpYeM QYHKIIMOHaa autobandwidth Ha ganHOM TE-
TYHHeJIe

VKasplBaeM  OTHOCHUTEJIBHBIM  IIOPOr  CcpabaThIBaHUA
TpUITepa CHUTHAJH3allMd HOBOTO pe3epBa  II0JIOCHI
IIpOITyCKaHUA B BUje 20%

VkaseiBaeM Adjust uHTepBaJ B Bujie 300 CeKyH/I, B TeUueHHe
KOTOpPOTO KaKable 60 cexkyHZJ OyzgeT IIPOBOSUTHCA
u3MepeHHe (COIMILUIMpPOBaHME) IlepegaBaeMoro uepes TE-
TYHHeJIb TpapuKa

VKa3plBaeM MaKCHMaJIbHOe 3HauyeHHe pe3epBUpPyeMOU
IIOJIOCHI IIPOITyCKaHHs KOTOPYH MOXKeT 3anpocutb TE-
TYHHeJIb - 1Gbps

VKasplBaeM MUHHMaJbHOe 3HaueHHEe pe3epBUPyeMOU
II0JIOCHI IIPOITyCKaHUS KOTOPYI0 MO>KeT 3ampocuTb TE-
TyHHeJIb - 100 Kbps

BosBpat B pe’kuM KoHouUryparuu TE-TyHHeIA.

TexcroBoe omnucaHue TE-TyHHess [uid  00JIeIrYeHUA
IIOHUMaHUA KOHQUTYPaLUH.

Komanpa ykaseiBaeT Ha LSR-ID Egress mapiupyTtusaTtopa. B
HaleM mpuMepe 3To ER09 (Juniper M7i).

KoMaHa ycTaHaBIUBaeT aTpUOYT BO3SMOKHOCTH Ilepefayu
cepBucHoOro Tpaduka yepes RSVP LSP TE-TyHHe 4.

JlaHHasg KOMaHfa ob6s3aTesJbHa MIJId
IMPORTANT BKJIIOUEHHsI BO3MOJKHOCTH Ileperadyu
Tpaduka yepe3 TE-TyHHeIH.

Komanga ycraHaBiauBaeT IIpusHakK TE-TyHHesIZ Kak
uHTepderica, UYepes  KOTOPBIM  MOXKHO  IIOJIy4aTh
MapILIPYyTHYI0 MHGOPMAIIHIO.

Komanpma ycraHasivBaeT LSR-ID Ingress-mapiipyrusaropa
B KauecTBe HCTOYHHUKA TE-TyHHe .

Cosmaem RSVP LSP ¢ curHasibHBIM uMeHeM 'ER05_to_ER09' u
IIePEeX0IUM B PEXKHUM eT0 KOHPUTYPUPOBAHUSL.

ITOCKOJIBKY HCII0JIb30BaTh KaKHe-TO
HaCTPOMKH, OTJIMYHbIE OT HAaCTPOeK
110 YMOJIYaHUIO, MBI B JaHHOM CJIy4ae

IMPORTANT He oyzmem, TO HUKaKHUX
IOIIOJTHUTEIbHBIX KOMaH]| B peKuMe
KoHburypanmuu tunnel-lsp 6ojiee He
TpebyeTcs.



Komanpga HasHaueHue
root Bo3Bpar B peskuM Global Config

system tunnel-statistic BxuiouaeM c60p CTaTUCTHUKH Ha TE-TyHHeJIIX

KomaHza oTpHUIlaTesIbHO BJIMSeT Ha
IMPORTANT cbop CTaTUCTUKU uepes service-policy
output <policy-map name> statistics.

system tunnel-utilization BxurogaeM oTo6paskeHHe 3arpysku TE-TyHHeJlel TpaguKoM

commit HpI/IMeHeHI/Ie IIPOMU3BENEHHBIX HACTPOEK.

N3 xoH¢urypanuu TE-TyHHess 46 BHAHO, YTO [JI9 HeEro akKTUBHUPOBAaH (YHKIMOHAI
autobandwidth co ciepyromumu rapaMmeTpaMu:

interval 300 — Adjust-untepBay 300 ceKyHZ. B TeueHue 3TOro BpemeHHU Ingress LSR Gyxper
Kaxzaple 60 cekyH7, (Sample interval) nsmepsath TpadUK, Ipoxoadinmii yepes TE-TyHHe b 46 U
COXpaHATh MaKCUMaJIbHOEe 3HaUeHHe U3 U3MEPeHHBIX 3a HUHTepPBaJl

* adjust-threshold percent 20 — nopor cpabaTsiBaHUS 20% OT YCIIEIITHO CUTHAJINU3UPOBAHHOU
II0JIOCEI TIpomnyckaHudA. T.e. ecad Ha TeKylleM Adjust-UHTepBajle MaKCHUMaJbHOe U3
U3MepeHHBIX 3HaueHUU Tpaduka OymeT OIMYATHCI OT YCIEIIHO CUTHaJIW3UPOBaHHOM
I10JIOCHI IIpoITyCcKaHud Ha 20%, To OyZeT IpeJIIpUHATA IIONBITKA IIPOCUTHAIU3UPOBATh HOBYIO
I10JI0CY IIpoIrycKaHud 111 TE-TyHHeJIs;

* maximum-bandwidth 1000000 —MakcuMasbHOEe 3HAaUeHHE pPe3epBHUPYEMOM  II0JIOCHI
IIPOITyCKaHUsA, KOTOPYI0 MOJKeT 3alIpocuTh TE-TyHHes b — 1Gbps;

* minimum-bandwidth 100 — MuHUMAaJILHOE 3HaYE€HUE I10JI0CHI IIPOIYCKaHUsI, KOTOPYI0 MOJKET
sanpocuts TE-TyHHeE b — 100Kbps.

UTO IIPOU30UIET, eC/IN IepeflaBaeMbI uepe3 aHHbIA TE-TyHHe b TpaduK yBeJaUuuTcs ¢ 45 Mbps
no 150 Mbps? Ingress LSR meTexTupyeT 3TOT GaKT U II0 HUCTeUyeHUU Adjust-WuHTepBasia OyzeT
BBIIIOJIHEHA IIONBITKA IIOCTPOMTHL HOBBIM RSVP LSP mma TE-tyHHena 46, HO yXe C
YI0BJIETBOPEHMEM pe3epBa JJIsd II0JI0CHI IIpolryckaHud 150 Mbps. Eciiu rmocMoTpeTs Ha PUCYHOK,
IPUBEIEHHBIN HIDKE, TO BUAHO, UTO nHTepderic te0/0/17.353 (Ha ERO5) He CMOKeT yI0BJIETBOPUTD
TaKoMy Tpeb60BaHMIO, IIOCKOJIbLKY Ha HeM max-resv-band paBeH ToabK0 100 Mbps. B pesysbTaTe
gToro Iporiecc CSPF Ha ERO5 MCKIFOUHT M3 ITOMCKA OIITHMAaJIbHOIO IIYTH JAjI1 HOBOro RSVP LSP
9TOT UHTepderic. Hioke IpuBeleH IIpUMep TOro, Kak nepecrpoutcss RSVP LSP Ha jtabopaTopHOM
CTeH/ie IIPY TaKOM yBeJIMUeHUHU TpaduKa.
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Te0/0/17.71 (vrf TEST2)
1p:192.168.71.2/24

0
Max-resv-harid 100M
19

MaoceTESV-band 108 R03
Ip: 192.168.54.38/30  Id:

Terepauua 150 Mbps Tpathuka B HANPABNEHUA OT KIIMEHTA K CepBepy

Figure 11. Kak nocmpoumcs RSVP LSP 46@ERO05_to_ER09 npu zeHepauuu mpaguxa 150 Mbps.

[IpruMep. HeckoJIbKUX KOMaH/, II0JIe3HBIX IIPU aHan3e paboTsl Autobandwidth

@/ME5100:ER@5# show mpls rsvp lsps autobandwidth
Mon Jan 23 20:22:14 2023
Tunnel: 46

Min BW: 100 Kbit/s, Max BW: 1000000 Kbit/s, Max AvgBW util: 85267 Kbit/s

Overflow limit: @, count: 0

Underflow limit: @, count: 0

Adjustment Timer: 300 sec, Adjustment Threshold: @

Time for Next Adjustment: 223 sec, Time of Last Adjustment: Mon Jan 23 20:20:57
2023

Last BW: 85267 Kbit/s, Last Requested BW: 155803 Kbit/s, Last Signaled BW: 155803
Kbit/s

Highest Watermark BW: 571280 Kbit/s

Total AutoBw Adjustments: 18

0/ME5100:ERO5#

ITosicHeHMs HEKOTOPBIM I1apaMeTpaM B BbIBOZie KOMaH/ibl Show mpls rsvp Isps autobandwidth:
* Min BW - —MuHHMaJIbHasg II0jIoca  IIPOIIyCKaHWs, KOTOPYH  MOXKeT  IIOIIBITaThCS
3ape3epBHPOBAaThb TYHHeJIb;

* Max BW —MakcuMaJbHasg II0JI0CA IIPOIIYyCKAHHA, KOTOPYIO  MOXKeT  IIOIIBITAThCA
3apesepBUpPOBAaTh TYHHEJIb;

* Max AvgBW util—MakcuMasibHOe 3HayeHHe IiepefjaBaeMoro TpapukKa 3a TeKyILUi
Adjustment interval, 6yfeT UCII0JIb30BaHO 110 UcTeueHUto Adjustment Timer u copoiieHo B 0;
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* Overflow limit — oTK/Ir04YeH, TaK KaK paBeH HYJIIO;
* Underflow limit — oTKJIt0ueH, TaKk KaK paBeH HYJIIO;

* Adjustment Timer —BpeMeHHON HHTepBaJ, B TeudeHHe KOTOPOro OyAeT IIPHMHUMATHCA
pelieHye 0 curHagusanuu RSVP LSP ¢ HOBBIMU Tpe6G0BaHUAMMU 110 pe3epPBUPOBAHUIO I10JI0CHI
IIPOITYCKaHHU;

* Adjustment Threshold — 3HaueHUte, Ha KOTOpPOe MOJDKEH OTIMYAThCI U3MEPEeHHBIN TpadUK,
nepegaBaeMblii uepe3 TE-TyHHeJIb, OT YCHEITHO CUTHAJIU3UPOBAHHOM II0JIOCHI IIPOITyCKAHUS,
4T00BI HHUITUUPOBATh CUTHAIMU3AIIHI0 C HOBBIM 3HAUEHUEM pe3epBa;

* Time for Next Adjustment — ocTaBiiieecs BpeMs /10 UCTeueHUs Adjust-uHTepBaJIa;

» Time of Last Adjustment — jaTa, KOIjja IIPOUCXOMIIO YCIIEIITHOe U3MeHeHHe pe3epBUpyeMoit
TT0JIOCHI IIPOITYCKAHHUS LI TYHHEJIS,

« Last BW —1ocieqHee u3MepeHHOe 3HaueHHe Tpapuka dyepe3 TE-TyHHesb. Tpaduk
HU3MepsieTcsa yepes HeKOHQUIypupyeMele Sampling-uHTepBasbl. Ha mapiipytusatopax ME oHU
paBHEIL 60 cexyHIaMm;

* Last Requested BW — 11ocJiefHs 3alIpollleHHas I10J10Ca IIPOoNycKaHu4 11 TE-TyHHeId;

 Last Signaled BW — mocJiefHsIg yCIIEIITHO CUTHAJIM3UpPOBaHHas 110J10ca IIpoITycKaHus st TE-
TyHHeJsis1. Ecaid 3TOT mapamMeTp paBeH Last Requested BW, 3HaUUT pPecypcoB II0 II0JIOCE
IIPOIIYCKAaHUA Y CeTH XBaTHJIO Aj11 TE-TyHHeI I,

* Highest Watermark BW —MakcuManbHBIM TpaduK, HU3MEpeHHBIM 3a BCe BpeMd
CyILlleCTBOBaHUA TYHHeJ A (C MOMeHTa KoHQurypanuu autobandwidth Ha Hem);

* Total AutoBw Adjustments —KoJ-BO cpabaThbIBaHUM TexHoJoruu autobandwidth wHa TE-
TyHHeJIe (C MOMeHTa KoHQuUrypanuu autobandwidth Ha Hem).

0/ME5100:ER@O5# show mpls rsvp statistics
Mon Jan 23 20:22:17 2023
Tunnel name Period, s Sent, Bytes Sent, Packets Sent, Kbit/s Frames sent,pps
46 300 37952748385 25234623 134596 11186
0/ME5100:ERO5# show mpls rsvp interfaces
Mon Jan 23 20:26:19 2023

Interface Max resv BW Available BW Hello SRefresh Auth BFD TE metric
te0/0/17.353  100.00 Mbps 100.00 Mbps Yes No No No 5
te@/0/17.360  500.00 Mbps 344.19 Mbps Yes No No No 10
te0/0/18.200 1000.00 Mbps 1000.00 Mbps Yes No No No 10

0/ME5100:EROSH#

PaccMOTpHUM H3MeHeHUs, BEI3BaHHEIe yBeJIMYeHUeM IlepeaBaeMoro tpa¢puka yepes TE-TyHHe b
46 c¢ 150 Mbps mo 550 Mbps. Ingress LSR meTeKTHpyeT 3TOT GaKT U II0 HUCcTedyeHUU Adjust
-uHTepBaJsa 6yJeT BBIIIOJIHEHA IIOIIBITKA IIOCTPOUTH HOBBIM RSVP LSP, HO y»Ke C yI0BJIeTBOPeHUEM
pesepBa I10J10CHI IIponryckaHus 550 Mbps. Ecaiv mocMOTpeTh Ha PUCYHOK, IIPUBEIEHHBIN BEIIIIE, TO
BUIHO, UYTO eJUHCTBEHHBLIN BapuaHT g ERO5 mocTtpouth RSVP LSP, ynoBIeTBOPSIONTUNA
TpeboBaHMIO pe3epBa B 550 Mbps —3To ucnosb3oBaTh UHTepderic te0/0/18.200. Hroke nmpuBeieH
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IIpUMep TOro, Kak Ilepectpoutcsa RSVP LSP Ha jtabopaTOpHOM CTeH/e IIPU YBeJIU4YeHUU Tpaduka
o 550 Mbps.

Te0i0i17.71 (vrf TEST2)
1p:192.168.71.2/24

arid 100M
168.54.21

T 550 Mbps B or K cepeepy

Figure 12. Kak nocmpoumcs RSVP LSP 46@ERO05_to_ER09 npu eeHepauuu mpaguxa 550 Mbps.

Overflow- u Underflow-IAMUTHI U 3a4eM OHU HY>KHBI.

Ha sa60opaTOpHOM CTeHZie, KOTOPBIM OBLI MCIIOJIB30BAH B KaudecTBe JeMOHCTpaliyd pPaboThI
Autobandwidth, MO’KHO yCTaHOBUTH MUHUMAaJIbHO BO3MOKHBIN Adjust-uHTepBaJs B 300 CEKyHI, U
TOIZA MOJKeT II0KasaTbCd, UTO 3TO O0eCIeYMT [OCTAaTOYHO OIlepaTHUBHOE pearupoBaHHe Ha
U3MeHeHHUs IlepefaBaeMoro Tpa¢uka. Ha peasbHOM CeTH TakKoe 3HaueHHe OyZeT BBISBIBATh
CIMIIIKOM YacTele IepecTpoeHus RSVP LSP, KoTOphle HIpHUBeAyT K H3JIUIIHENM Harpyske Ha
ycTpoiicTBa ceTH. KOHKpeTHBIe 3HaueHUsA Adjust-WHTepBasa BBIOMPAIOTCSA CIeIfAaIWCTaMHU II0
OU3alHy ceTed IIocsIe e€ AeTaJbHOT0 aHaau3a. O6BIYHO 3TO 3HaUeHHUe BBIOMpaeTcs 3HaYUTEeIbHO
6osbmuM, 4yeM 300 ceKyHZ, MU B I3TOM Cjydae IIpHU OIpeJeJEHHBIX IIPOQHIAX TpapHKa
cpabaTeiBaHusA QyHKIMOHasa autobandwidth 6yayr peryiaspHo 3amasabiBaTb H  He
COOTBETCTBOBATH aKTyaJbHOMY TpaUKY.
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Figure 13. IIpumep npoduns mpagpuxa u Adjust unmepegana 8 300 cekyHd ko2da yHKUUOHAA pabomaem
Xopouuo.
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Figure 14. IIpumep npoduns mpagpuxa u Adjust unmepegana 8 300 cekyHd Koz20a PyHKUUOHaA pabomaem
naoxo.

Kak BupHO 13 PrcyHKa BbIlIe, IPOQUIb TpadpruKa MOXKET OBITh TaKUM, UYTO MaKCHMaJbHOe U3
U3MepeHHBIX 3HAaueHUM Ha IpefblayiieM Adjust-MHTepBaje ILIOXO COOTBETCTBYET 3HAUEHUSIM
TpaduKa Ha ciefyroiieM Adjust-uHTepBaje, B pe3yJbTaTe Uero pesepBUpOBaHUe PecypcoB 6yzeT
HeaJleKBaTHBIM.

JlIs1 yMEeHBIIIeHUsT BJIUSHUS 3TOT0 3¢PeKTa MOXKHO aKTHBHPOBATH IOIIOJHUTEJIHHBIE YCIOBUS,
IIpU KOTOPBIX Adjust-WHTepBaJl CUUTAETCS UCTEKIIIUM:

* overflow limit N—rme N - 3TO 4YMC/I0 CieAyrOIIUX ITOApPs] sample-usMepeHuil Tpaduka,
3HaueHMUsd KaKJ0T0 M3 KOTOPBHIX IIpeBhIlIaeT 3HaueHHe Signalled bandwidth Ha BesuuuHy
adjust threshold, HeobxomuMmoe miIg 06HyseHHs TakiMepa Adjust-interval @ moCpoYHOrO
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3allyCKa MeXaHH3Ma CHUTHaJ/JIU3alliK HOBOTO LSP ¢ dKTYyaJIM3UPOBAaHHBIMH TpeﬁoBaHI/IHMI/I K
pe3ePBUPOBAHHIO IT0JIOCEI ITPOITYCKAaHUA;

* underflow limit N—rme N - 3T0 4MC/I0 CaefyrOINUX IIOAPAA sample-usMepeHUI Tpaduka,
3HaUeHUs Ka’K/[0ro U3 KOTOPBIX MeHbIlle 3HadyeHUs Signalled bandwidth Ha BesrmunHy adjust
threshold, Heo6xomuMoe i1 0OHyJIeHHUs TaviMepa Adjust-interval m mOCpOYHOTO 3amycka
MeXaHu3Ma CHUTHaJIW3allud HoBOro LSP ¢ akKTyaJUM3sUpOBaHHBIMH TpPeOOBaHUSAMHU K
Ppe3epBUPOBAHUIO I10JI0CHI IIPOITYCKaHUS.

Takum 06pa3oM, MeXaHU3M HCIIOJIb30BaHUA overflow- U underflow-TUMUTOB I103BOJISIET CllesIaTh
IIOJICTPOMKY IIOJIOCHI IPOIYyCKaHWS Ha TyHHeJle 0oJiee TOUHOM C COXpaHEHHeM JI0CTaTOYHO
O0JIBIIINX 3HAaYeHUU Adjust-uHTepBaJIa.
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HACTPOHUKA EVPN

B maHHOM IJIaBe pacCMaTpPHUBAKOTCA IIPHUHIIMIIEI OpPraHW3alMd M HACTPOMKU BHPTYaJIbHBIX
YaCTHBIX ceTel BTOporo ypoBHA (Layer 2 VPN, L2VPN), ucniosbsyroinux EVPN B kagecTBe criocoba
pacipocTpaHeHUss MapIIPYyTHOM HHOPMAIUH.

OmnpepesieHud U 6a3oBast HaCTpPolKa cepBUCOB L2ZVPN pacCMOTpeHEI B IIaBe
"HACTPOUMKA MPLS L2VPN".

OmpegesieHuss YW HacTpoWiKa IIpoTOKoJla BGP paccMOTpeHBI B IjIaBe
"HACTPOUKA ITPOTOKOJIA BGP".

IMPORTANT

CoctaBHbIe 3;71eMmeHThI EVPN

* 3x3emiusap EVPN (EVPN instance) — yHUKaJbHasl CYLTHOCTH B KOHQUIypalliy yCTPOMCTBA
IJIs1 YICII0JIb30BaHUS B CBsI3Ke C OpUpK-IoMeHOM. OIpefessieT, ¢ KAKUMU Route-target 6yayT
PacIIpoCTpaHATLCAI U IPUHUMATBLCI MapLIPyThI (import/export) I I10CJIeAyIoIie yCTaHOBKHU
B JaHHOM OpHpK-IoMeHe. TakyKe IIpeAliojiaraeTcsd HacTpoMka route distinguisher u Tuma
TpaHcropra — MPLS miu VXLAN.

* MapuapyTsl EVPN — MmapiipyTHasg nHopMmaiing BGP, pacnpocTtpansrolascsa ¢ AFI/SAFI 25/70;
* EVPN opumK-foMeH — 6pupK-fomeH tuiia EVPN-MPLS vt EVPN-VXLAN.

HacTpo¥ika OpH/IK-TOMEHOB

g opranusanuu L2VPN-cepBurca ¢ UCIIOJIb30BaHUEM OpUIK-IoMeHa ¢ TUiioM EVPN-MPLS wiu
EVPN-VXLAN He06X0ZMMO HaCTPOUTH Ha YCTPOMCTBE caM OpHPK-IOMEH, co34aTh TpedbyeMmsble AC,
U [06aBUTH TpebyeMbId sk3eMiurip EVPN. B ciyuae wucnosb3oBaHusg VXLAN-TyHHes
Heo0x0MO 106aBUTH HOMep VNI B OpHK-TOMEH.

TakuM 06pa3oM, HaCTPOMKa BBIIIOJIHIETCS B TPH JTalla:

* Co3maHue U HaCTpPOMKa ak3eMILIsipa EVPN;

* Co3maHue U TIpUBI3Ka OpHUK-ToMeHa K 3k3eMIursipy EVPN, HasHaueHwe VNI B ciaydae
ucnoab3oBaHug VXLAN;

* Hacrpoiika nmporokoJia BGP st pa6oTsl ¢ EVPN.

Tabauua 84. [lopsadok Hacmpolku sk3emnaspa EVPN.

KomaHnpga HasnaueHue

configure [Tepexof B pesKuUM 171062/ IbHOM KOHQUTYPAIIUH.

evpn [Tepexof B peskuM KoHOuUryparuu EVPN.

vxlan source-ip IPv4 HacTpoiika ajpeca HCTOYHHKA [y IogHATHUS VXLAN-
TYHHeJId, B ciaydae, ecid sk3eMIiurap EVPN mmeer VXLAN-
UHKAIICYJIALUIO.
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KomaHnpa

instance NAME

mpls

vxlan

rd RD

import route-target RT

export route-target RT

exit

static-type2-routes {static-mac-ip
MAC IP INTF | static-mac MAC INTF
}

exit

commit

Ha3umaueHue

CosmaHue skseMiuripa EVPN u mepexol B PeXHM €ro
HaCTPOUKH.

3ajaHue TUIla UHKAICyadaruu MPLS maa 6pupkeit Tuiia
EVPN-MPLS.

3amaHue Tuila MHKaNCyaauu VXLAN 1ig OpumpKe TUIlla
EVPN-VXLAN.

3amanue route distinguisher, ecsid OH [0J/DKEH OTIMYAThCA
0T aBTOMaTHUYeCKU Ha3HaueHHOoro (Buaa "{router-id-ip}:0").

PaspelluTs UMIIOPTHPOBATHL MapILIPYThl YKa3saHHOIo route-
target B TaHHBIU 9K3eMILIAP EVPN.

Pa3penIuTh sKCIIOPTUPOBAThL MapIIPYTHI YKa3aHHOIo route-
target 13 faHHOIO sk3eMILIApa EVPN.

BosBparT B pesKHM HaCTPOMKH 3k3eMILsipa EVPN.

Co3maHMe CTAaTHUYECKOr0 MapIIpyTa THIIa mac-ip-interface
i mac-interface.

BosBparT B pesKHMM HaCTPOMKH 3k3eMILsipa EVPN.

HpI/IMeHEHI/Ie IIPOM3BENEHHBIX HACTPOEK.

Tabauya 85. Ilopsidok Hacmpoliku 6pudxic-00MeHa.

KomaHnpga

configure
12vpn

bridge-domain NAME

interface NAME

exit
evi NAME
vxlan-config NAME

vni ID

commit

HasnaueHnue
ITepexof B pesXKUM IT106aIbHOM KOHQUTYPALIUH.
ITepexo[ B pesKHUM HaCTPOMKH 12vpn.

CospmaHue OpUPK-IOMEHa UM IIepexXoi B pPeXUM ero
HaCTPOUKH.

Jo6asyieHre nHTepderica TOKaIbHOU KoMMyTariuu (AC).
BosBpaT B pe’KUM HaCTPOMKHU OPUDK-IOMeHa.
[TpuBsa3ka sk3eMiursipa EVPN K jaHHOMY OpHUIK-TOMEHY.

ITepexony B pexum HacTpoiku VXLAN (st Ttuma EVPN-
VXLAN).

3amanue VXLAN Network Identifier (maa Tumma EVPN-
VXLAN).

HpI/IMEHeHI/Ie IIPOM3BENEHHBIX HACTPOEK.

IIpumep Hacmpotiku 6puddc-domeHa muna evpn-mpls.

evpn
instance test
export route-target 5:5
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import route-target 5:5
mpls
exit
exit

12vpn
bridge-domain test_evpn
interface tengigabitethernet 0/8/4.2000
exit
evi test
exit
exit

router bgp 65534
bgp router-id 10.0.0.26
neighbor 10.0.0.134
address-family 12vpn evpn
exit
remote-as 65534
send-community-ext
exit
exit

ITpumep Hacmpoiiku 6pudic-oomeHa muna evpn-vxlan.

evpn
instance test
export route-target 5:5
import route-target 5:5
vxlan
exit
vxlan source-ip 10.0.1.26
exit

12vpn
bridge-domain test_evpn
interface tengigabitethernet 0/8/4.2000
exit
evi test
vxlan-config
vni 1
exit
exit
exit

router bgp 65534
bgp router-id 10.0.0.26
neighbor 10.0.0.134
address-family 12vpn evpn
exit
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remote-as 65534
send-community-ext
exit
exit

IIpoBepka padoTrsl EVPN

show evpn
KoMaH/1a BEIBOJUT KpaTKyI HHopMaIuio 06 akseMIursipe EVPN

IIpumep. show evpn
0/FMCO:example_router@1# show evpn instance test

EVPN instance: test, evi: 1073741824
Oper-status: up, reason: none
RD: 10.0.0.26:0, AUTO RT: none (none)
RT:
5:5 (both)
Bridge-domain:
Oper-status: up, reason: none
MAC aging-time: 300, limit: 4000
VXLAN network identifier: none
Interfaces:
Tengigabitethernet@/8/4.2000 Oper-status: up, reason: none

show bgp 12vpn evpn
KomaH/1a BEIBOJUT IIOJIyUYeHHBIE U aHOHCHPYyeMble MapIlipyTel EVPN

ITpumep. show bgp L2vpn evpn

0/FMCO:example_router@1# show bgp 12vpn evpn
BGP router identifier 10.0.0.26, local AS number 65534
Graceful Restart is disabled
BGP table state: active
BGP scan interval: 120 secs

Status codes: d damped, h history, > best, S stale, * active, u untracked, i
internal
Origin codes: i igp, e egp, ? incomplete

Network Next hop Metric LocPrf Weight Path

u> [2][10.0.0.26:0][00:00:00:00:00:00:00:00:00:00][0][00:e1:a37:d0:06:40][50]

0 100 0 ?
u>i [2][10.0.0.134:0][00:00:00:00:00:00:00:00:00:00][0][00:e8:67:d0:06:40][43]
10.0.0.134 0 100 0 ?
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u>  [3][10.0.0.26:0][0][10.0.0.26]
0 100 0 ?
u>i [3][10.0.0.134:0][0][10.0.0.134]
10.0.0.134 0 100 0 ?

Total entries: 4

show 12vpn mac-table all
KoMmaHzia oTo6pasut udydeHHble MAC-azipeca B OpHIKe.

ITpumep. show 2vpn mac-table all

0/FMCO:example_router@1# show 12vpn mac-table all

MAC address Type Learned from Bridge-domain
name

00:e1:37:d0:06:40 Dynamic te0/8/4.2000 test_evpn

00:e8:67:d0:06:40 Evpn evi 10.0.0.134 1abel 43 test_evpn

show evpn mac-ip-table
KomaHa 0To6pasuT TeKyIye MaplipyThl 110 KaXKI0oMy sKk3eMIuiapy EVPN

IIpumep. show evpn mac-ip-table
0/FMCO:example_router@1# show evpn mac-ip-table

EVPN instance: test, evi: 1073741824
IP address MAC address Ethernet tag ESI
200.0.0.135 00:00:00:11:11:11 0
00:00:00:00:00:00:00:00:00:00
00:e1:a7:d0:06:40 0
00:00:00:00:00:00:00:00:00:00
00:€8:67:d0:06:40 0
00:00:00:00:00:00:00:00:00:00

show evpn vxlan-tunnel
KoMmaHzia oTo6pasut yctraHoBaeHHbIe VXLAN-TYHHe N

ITpumep. show evpn vxlan-tunnel

0/FMCO:example_router@1# show evpn vxlan-tunnel
Source Peer VNI Oper Status EVI
VRF
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10.0.1.26 10.0.1.134 1:1 up test
(1073741824)
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MHOTOAAPECHAS PACCBIZIKA TPA®HUKA
(MULTICAST)

B riraBe paccMaTpUBaKTCS IIPOTOKOJIBI, II03BOJILIOIIHE YCTPOMCTBY IIPUHUMATh, 06pabaThiBaTh U
IIpoIlycKaTh multicast-TpapuK, a TakKe CXeMbl IIPUMEHeHUs. YCTPOMCTBO IIOZJep>KUBaeT
npoTokossl IGMP, PIM 1 MSDP.

AfpecHsblIe JTUCTHI A1 multicast-mpoTokoJI0B

AnpecHble JIUCTBHI TIOJOGHBI aCCeSS-JIMUCTaM; UCIIOJIL3YIOTCA 711 yKa3aHUS [IeHCTBUS II0
OTHOIIIEHHIO K Ka’K[[OMY 3JIEMEHTY CITHMCKa, CO3JaHHOTO Ha OCHOBE OIIpefieJIeHHOrO IpU3HaKa U
IIOPSITKOBOTO HOMepa 3JieMeHTa B crIucKe. [[pU3HaKH, Ha OCHOBE KOTOPBIX GOPMHUPYIOTCSI 3TH
CIIMCKU, IIPHUBSI3aHbI K OIIpe/ieIEHHBIM KOMaHjaM multicast-TipoTokos1oB. st ciircka address-1list
IIPU3HAKOM SIBJISIETCS TIepeceueHHe TIIO/ICETH C aapecoM Tpynmbl. /JIjst coucka group-list
IIPU3HAKOM SBJISIeTCS IlepeceueHUe IIOJCeTH C aflpecoM TPYHIIbl MJIM B TIOJCETH C aZpecoM
3aIlpanImBaeMoro UCTOYHUKA.

Hacrpoiika address-list

Tabauua 86. [lopsadok Hacmpoltiku address-list

KomaHzga HasHaueHue
configure Ilepexof B PeXKUM II06aThHOM KOHGUIYPAITHH.
multicast address-list WORD Co3jlaHHe CITHCKA afipecoB ¢ UMeHeM WORD U IIepexo/] B PesKUM

€ro HaCTPOMKH.

seq-num 1 Co3ZaHMe 3JIeMeHTa B CITUCKe U IIEPEXO0J B PEXKUM €To
HAaCTPOMKHU. /IJIs CITHCKa 06513aTe/IbHO HAJIMYHe XOTSI GBI O{HOTO
3JIeMeHTa.

match address PREFIX VkasaHue npedHUKca, 11 KOTOPOro IpUMeHsIeTcs JaHHOe

mpaBusI0. OTCyTCTBUE ITpedUKCca B 3IeMeHTe 03HaYaeT
COBIIaJIeHMe 110 JII060MY afipecy.

action permit|deny YKa3aHUe THIIa JeHCTBUA: OTKJIOHUTD WU IIOATBEPAUTSE. I1o
YMOJIYaHUIO: permit.

exit BosBpart B pexxum KoHpuUryparuu multicast address-1list.

commit [IpuMeHeHMe IIPOU3BEIEHHBIX HACTPOEK.
ITpumep HacTpoiiku address-list

multicast address-list no-239
seq-num 1
match address 224.0.0.0/4
exit
seq-num 2
match address 239.0.0.0/16
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action deny
exit
exit

ITpoBepKa MPHUMEHEHHBIX CIUCKOB aJIPECOB:

show multicast address-list

BBIBOJ, CKOHQUIYPHUPOBAHHBIX CIIMCKOB ajpecos. [IpruMmep:

0/ME5100:Router# show multicast address-1list

address-1list cde
1 permit 232.0.0.0/8
2 permit 239.0.0.0/8

address-1list test

1 permit 232.1.1.1/32

Hacrpoiika group-list

Tabauya 87. [lopsidok Hacmpolku group-list

KomaHnpga
configure

multicast address-list WORD

seq-num 1

match group PREFIX/MASK
| ADDRLIST

match source PREFIX/MASK
| ADDRLIST

action permit|deny

exit

commit
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HasHaueHue
[Tepexof B pesXuM Iv106aJIbHOM KOHQUTYpALIUH.

CospmaHue crrcka agpecoB ¢ uMmeHeM WORD U 1mepexo/i B pesKum
ero HaCTPOMKH.

COB,Z[aHI/Ie 3JIEMEHTA B CITMCKE U IIEPEXO0/] B PEKKUM €TI0
HaCTpOﬁKH. ,Z[JIH CITHICKa 00513aTeIbHO HaJIUYHe XOTS ObI OQHOTO
JJIeMeHTa.

VKka3aHue IIpedrKca IPYIIIb, 11 KOTOPOIO IIPUMeHSeTCs
INaHHOe IpaBuiI0. OTCYyTCTBHe IIpeHKCca B 3leMeHTe 03HadaeT
COBIIaJIeHMe I10 JII060My afipecy. PaspellleHO yKasaHHUe HMeHHU
address-list B kayecTBe IIpH3HaKa.

Vka3aHue IIpedrKca UCTOUHHKA, /11 KOTOPOTO IIPUMeHSIeTCs
IaHHOe IpaBuiI0. OTCYyTCTBHe IIpeHKCca B 3leMeHTe 03HadaeT
COBIIaJIeHMe I10 JII060MY afipecy. PaspellleHo yKasaHUe HMeHHU
address-list B kayecTBe IIpH3HaKa.

VKasaHUe TUIIa [eHCTBUS: OTKJIOHUTh WIH IOATBEPAUTE. I1o
YMOJIYaHUIO: permit.

BosBpart B pexxum KoHpurypanuu multicast group-list.

[IppMeHeHMe IIPOX3BeJeHHBIX HACTPOEK.



IIpumep HacTpoiiku group-list

multicast group-list s101
seq-num 1
match group 225.54.205.0/24
match source 46.61.193.86/32
exit
seq-num 2
match group 224.0.0.0/4
match source 46.61.193.0/24
action deny
exit
exit

ITpoBepKa MPUMEHEHHBIX CIIMICKOB a/IPeCOB:

show multicast group-list

BBIBOJ, CKOHQUTYPHUPOBAHHBIX CIIMCKOB IPpyIIIL [Iprmep:

0/ME5100:Router# show multicast group-list
group-list cde
1 permit group cde

group-list s101
1 permit source 46.61.193.101/32
2 deny source 46.61.193.102/32

ITpoTroxos IGMP

[IpOTOKOJI COY>KWUT [JI1 COCTaBJIeHUs COOTBETCTBUA UHTepdercoB-TioaydaTeser multicast-
Tpaduka ("IIOAIIHCUYMKOB") U TPYIII (MK TPYIIIa-UCTOYHUK), Ha KOTOpPble HHTepdelC IO CaH.
Hupopmarniysd, IIpU HaJUYUU HajJle)kallle HacTpoeHHoro PIM-mporiecca, nmepeHocutTcd B PIM-
TOII0JIOrHI0 B BUJe (S,G) mu (%,G)-3anuceit. HacTpoMKa IIpOTOKOJIA BBITIOJIHSETCS B CEKIIUU router
igmp. Peasir3ariyig IIpoTOKOJIOB BBIIIOJIHEHA B cOOTBeTCTBUHU ¢ RFC 2236 1 RFC 3376.

CymiecTByeT psJ GyHKIIMOHATIHHBIX 0COOEHHOCTEH:

e HeT moamep>KKU IIpoKCcUpoBaHus IGMP-3a11pocos;

» Peasim3oBaH o¢yHKIMOHAM IGMP Querier: mopjmepskaH OGMeH COOOIIEHHSIMU MEXKIY
HECKOJIbKUMHM Querier B IITHPOKOBEIATEJLHOM CerMeHTe UM OOMeH COOOIeHUSIMH C
nmoJiyyaTesqsMu Tpaduka. Pa6oTa B HECKOJIBKHX PeXHMMax OJHOBpeMeHHO (V2-v3) He
TIO/ITeprKaHAa.

INopsagok HacTpoitku IGMP

1. BBITIOJTHUTH IIpe/iBApPUTEIbHYI0 HaCTPOHKY;

241



2. Ilpu HeO6XOAMMOCTH, U3MEHUTDH IIPOTOKOJIbHBIE HACTPOUKU Ha UHTep¢ericax, BEICTaBJIEHHEIE
10 YMOJTYaHUIO;

3. IIpu Heo6X0AMMOCTH, 0O6ABUTH 06pabOTKy SSm.

IIpeaBapuTesbHas HacTpoiika IGMP

Pabora IGMP Bo3MmoO)xHa ToOJIbKO Ha L3-uHTepdericax. TakuMm o6pasoMm, Ha HHTepdelicax,
BBIOpAHHBIX /11 paboThl B KauecTBe IGMP-Querier, He06X0AMMO 3a1aTh ip-azpec:

interface tengigabitethernet 0/0/7.10
description "Multicast receivers 1"
ipv4 address 192.168.10.1/24

exit

interface tengigabitethernet 0/0/7.400
description "Multicast receivers 2"
ipv4 address 192.168.100.1/24

exit

HacTtpoiika nporoxosa IGMP

Tabauua 88. [lopsidok Hacmpoliku IGMP

KomaHnpga HasHaueHue

configure [Tepexof B pesKUM IVI06a/IbHOM KOHQUIYpaIIUHU.

router igmp Cospganue IGMP 1poriecca U IIepexo/; B PeXUM ero HaCTPOMKHY.
vrf WORD (OmmmonanbHO) 3anyck IGMP-iporiecca B ykasaHHOM VRF 1

Iepexof B pe>KUM HaCTPOMKH 9TOTO IIpoIiecca.
Hipkecsiegyromiye KOMaH/ bl IPUMEHUMEI /I IIPoIiecca BHYTPHU
global table 1 BHyTpU crienuduuHoro vrf.

ssm addresses NAME (OmruoHanbHO) IlepeoripeiesieHHe CIIUCKa ajipecoB NAME,
cuuTaronlerocsa SSM-n1ranasoHOM.

ssm mapping source SRCADDR (OrmrroHaTbHO) IlepedTH B PesKUM HaCTPOUKH JHaIia3oHa
T'PYIIIL, IS KOTOPOro 6yzeT gobasyeH agpeca UCTOYHUKA
SRCADDR.

address-1list GROUPADDR (OrrTroHaIbHO) VKa3aHHe THara3oHa TPYIIL, 1T KOTOPOTo

OyzeT mobaBieH aspeca UCTOUHUKA SRCADDR
exit Bo3Bpart B pe;KUM KOHQUTypaIiu router igmp.

interface TYPE NUM BxiroueHue Querier Ha COOTBETCTBYIOIIEM (cab)uHTepdetice B
TIIPOTIECC ¥ TIEPEXO]T B PEXKUM HAaCTPOHKHU rapamMeTpoB LDP mis
JAHHOTr0 UHTepderica.

version NUM (OmrmoHaIbHO) YKa3aHUe, C KaKOM BepCHel BBITIOJHSITD
oTrpaBKy coobireHnit QUERY 1 o6pabaTsiBaTh COOOIIEHUS
REPORT.
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filter groups NAME

groups-limit NUM

sources-Limit NUM

immediate-leave

last-member-query-interval SEC

query-interval SEC

query-response-interval SEC

robustness NUM

promiscuous disable

static-group GROUPADDR

static-source SRCADDR

(OnnuonanbHO) [IprMeHeHMe crivcka ¢uabTparuu NAME.

(OnmuoHasIbHO) YCTaHOBKA MaKCHUMAaJIBHOI'O KOJIMYEeCTBa
YHUKaJIbHBIX aJ[pecoB Ipynn U3 Bcex IGMP-3arucei, 11o
HCYepIIaHUI0 KOTOPHIX HOBBIE 3aIIMCH C03/1aBaThCs He OyAyT. ITo
yMoJsigyaHuio: 0, He 3a7jaHO.

(OnmuoHasIbHO) YCTaHOBKA MaKCHMAaJIBHOI'O KOJIMYEeCTBa
YHUKaJIbHBIX a/IpeCOB UICTOYHUKOB 13 Bcex IGMP-3ammcel, 1o
HCUYepIaHNI0 KOTOPHIX, HOBBIE 3aIIUCH CO3jaBaThC He OYIyT.
ITo ymosruaHmro: 0, He 3a1aHO.

(OnuoHanbHO) YaaneHue IGMP-3amiicu ¢ HiHTepderica IIpu
noayuyeHuu coobmieHus LEAVE 6e3 ornpaBku GROUP SPECIFIC
QUERY.

(OnpoHanbHO) YcTaHOBKA TaiMepa BpeMeHHU OKHUIaHUA Ha
GROUP SPECIFIC QUERY, 110 “CTeYeHHI0 KOTOPOIo OyzeT
ynaseHa IGMP-3anuce.

(OmmroHasIbHO) YeTaHOBKA 3HaUEHUd TariMepa I1ocie
otrpaBku coobieHnss GENERAL QUERY. ITo ymosruanuto: 125
CeKyH[I,

(OmroHanbHO) YeTaHOBKA 3HaUEHU TaliMepa OTIIPaBJIieMOoro
B coobieHuaXx GENERAL QUERY. BiusieT Ha BpeMs, CIydaiiHbIM
o6pasoMm, HO B IIpe/iesiaX KOTOPOTO IIOAIIUCYUKHU J0JDKHBI
otrpaBuTh REPORT. M BiiusgeT Ha MaKCUMaJ/IbHBIA TaliMayT
HeoTBeTa Ha coob1ieHuss GENERAL QUERY, 1mocjie KOTOpOro
IGMP-3anuch OyzeT ygasieHa. [Io ymosyaHuto: 10 ceKyH,.

(OmroHasbHO) YeTaHOBKA 3HaUEHUSI MHOYKUTEJISI OTIIPaBOK
coobmeHu GENERAL QUERY u GROUP SPECIFIC QUERY. Bimset
Ha MaKCUMaJIbHBIN TallMayT HeoTBeTa Ha coob1ieHruss GENERAL
QUERY, ntocsie kotoporo IGMP-3anvice 6yzeT yaaseHa. I1o
YMOJIYAHHUIO: 2.

(OnoHanbHO) OTKIIIOUeHHe 06paboTKU coobieHuit REPORT
OT IIOJIIMCYHKOB C aJjpecoB, He IIpUHa/Ie)Kalliux ceTH Querier.

(OnmmonasnbHO) Co3maHue ctaTudeckor IGMP-3amucu ¢
yKasaHUeM ajipeca IPYIIIbL U IIepexof B pesKUM e€ HaCTPOMKU.

(OmroHasIbHO) YKasaHUe ajipeca UCTOYHUKA U1 CTaTUYeCKOU
IGMP-sarmucu.

exit BosBpart B pexuM KOHQUryparuu router igmp interface.
exit BosBpat B pe’KUM KOHQUTYpaIiiu router igmp.

commit [IpuMeHeHMe IIPOX3BeJeHHBIX HaCTPOEeK.

IIpumep HacTpoitku IGMP

router igmp
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interface tengigabitethernet 0/0/7.10
immediate-Tleave
robustness 3
version 2

exit

interface tengigabitethernet 0/0/7.400
filter groups s101
static-group 225.54.205.140
exit
static-group 232.1.1.1

static-source 77.77.77.77

exit
version 2

exit

ssm addresses ssm-addresses

ssm mapping source 46.61.194.55
address-1list k1

exit

exit

IIpoBepka paboTocrnoco6HOCTH IPOTOKOIa IGMP
show igmp groups

BBIBOJI, TEKYIITUX I'PYIIIL, 06paboTaHHBIX Querier MM 3aJaHHBIX CTaTUUeCcKU. [Ipumep:

0/ME5100:Router# show igmp groups
IGMP Connected Group Membership

Group Address Interface Uptime Expires Last
Reporter

225.54.205.135 te 0/0/7 00h00m42s 00h@4m19s
192.168.10.100

225.54.205.140 te 0/0/7 02h38m@1s never 0.0.0.0

225.54.205.140 te 0/0/7.400 02h38m@1s never 0.0.0.90

232.1.1.1 te 0/0/7.400 02h38m@1s never 0.0.0.0

show igmp interfaces

BEIBOJT HCIIOJIB3YIOIIUXCSI HACTPOEK BepCHH, TalMepoB Querier M CTaTHUCTUKA HIPHUHATHIX
coobiieHuit. [Ipumep

0/ME5100:Router# show igmp interfaces
Tengigabitethernet 0/0/7.10 IGMP status is up
IGMP is enabled on interface
Drop policy: None
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Filtering multicast group-list: None

Promiscuous mode is enabled

Current IGMP version is 3

Robustness is 2

Query interval is 125 seconds

Query timeout is @ seconds

Query response interval is 10 seconds

Last member query interval is 1 seconds

Querying router is 192.168.123.100 (this system)
Groups/sources limit: not set/not set

show igmp sources

BBIBOJ, TEKYIIUX IPYIII C 3alIPOIIeHHBIM HMCTOYHHUKOM, 06pab0TaHHBIX Querier MM 3aJaHHBIX
craTu4vecku. [Ipumep:

0/ME5100:Router# show igmp sources

Group Address Source Address Interface Origin
codes
232.1.1.1 17.77.77.77 te 0/0/7.400 static

show igmp ssm map

BbIBOJI TaGJIUITEI COOTBETCTBHSI afipecoB SSM-muallasoHa M NIPUMEHSIEMOTO K HeMy ajipeca
HUCTOYHUKA. [IpuMep:

0/ME5100:Router# show igmp ssm map

Source Address Address list

46.61.193.101 cde

show igmp summary

BriBoji 060011eHHOM HMHGOpMAIMM O IpyHrax Ha KakIoM BKIUYeHHOM IGMP-uHTepdelice.
ITpumep:

0/ME5100:Router# show igmp summary
IGMP summary

Total groups on each interface: 5
Total unique groups: 2
Enabled Interfaces: 3
Disabled Interfaces: 1
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Interface Grp No Max Grp No

te0/0/7.11 1 0
te 0/0/7 2 1000
te 0/0/7.10 0 0
te 0/0/7.400 2 0

show igmp traffic

BeiBoZ, cTaTUCTUKU 110 IGMP-coo61ieHusM. IIpuMep:

0/ME5100:Router# show igmp traffic
IGMP Traffic Counter
Processed messages:
Queries: 0
Reports: 239
Leaves: 0
Total processed: 239
Filtered messages:
Report version mismatch:
Query version mismatch:
Entries with limits excess:
Entries with not allowed sources:
Link local messages:
Other reasons:
Total filtered:
Incorrect messages:
Wrong checksum:
No router alert option:
SSM messages with EXCLUDE:
Other reasons:
Total incorrect:

-0 ) oo
S

S

(SIS RN IS I oS

Queries sent: 238

IIpoTokos PIM

IIPOTOKOJI CIY>KUT IJIg MaplIpyTU3aiy multicast, MCII0/Ib3yeT TabJ/IMIly MapIIpyTU3aiiy unicast
Ha ycTpoMcTBe. IIpOTOKOJI IIpejIioiaraeT yCTaHOBKY COCeZCTB Uepe3 BhIOpaHHble HHTepeMCchl U
dopmMHUpOBaHUe TOIIOJIOTHH Yepes IpoBepKy RPF, mocTpoeHue fepeBbeB U popMmupoBaHue (X,G) u
(S,G) sammceit. Peasisanyis IIPOTOKOJIOB BHIIIOJIHEHA B cOOTBeTCTBUU ¢ RFC 4601, RFC 3973 u RFC
3956.

Cy1iecTByeT psifi, GyHKIIHOHAIbHBIX 0COOEHHOCTEIH:

* VCTpOMCTBO IIOiep>KUBaeT TOJIBKO Sparse mode (SM) u Mo>KeT paboTaTh B pexkume ASM u
SSM;
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* B TekyIel BepcUH Ha YCTPOHCTBe MOjlep>KaHa HacTPOHKa IPOTOKoIa BSR;

 [Topgmep>xuBaeTcsa Anycast-RP 171 TTOBBIIIIEHUS 0TKAa30yCTOMYNUBOCTH.

IMTopsigok HacTpoiiku PIM

BBITIOJTHUTD IIPe/IBapUTEIbHYI0 HACTPOHKY;
VKa3aTh JUaIla30Hbl 06pabaThIBaeMbIX I'PYIII U PEXKUM UX PabOThI;
[Ipu HaTUYUU UHTepdecoB JJIs1 TOCTPOEHUSI COCe/ICTB IPUMEHUTh UX B KOHQUrypanuio PIM;

[Ipu Hasmmuuu IGMP-uHTepdericoB IPUMEHUTh UX B KOHQUryparuio PIM B pesxuMe passive;

SR A A

[Ipu HamUuuy UHTepderica ¢ MyJIbTHUKACT-IIOTOKaMU IIPUMEHUTH UX B KoHurypanuwo PIM B
peXxuMe passive;

6. IIpu HeOO6XOUMOCTH U3MEHUTH IIPOTOKOJIbHbIE HACTPOUKU Ha MHTepdelicax, BEICTaBIeHHbIE
I10 YMOJTYaHUIO;

7. HpI/I HEO6XO/’_'[I/IMOCTI/I HU3MEHHUTL IIpOYHE IIPOTOKOJILHBIE HaCTp0ﬁKH, BBICTaBJIEHHbIE IIO
YMOJ/JIYaHHIO.

IIpegBapuTebHasA HacTpo¥ika PIM

Pa6ora PIM ocHOBBIBaeTCd Ha TabJMIle MapILIpPyTH3allMHU unicast WU Hcroyb3yercd Aad RPF u
IIOCTpOeHUs JepeBbeB. TaKUM 006pasoM, JO/DKHBI OBITH CO3[aHbl ip-MHTepdelchl, Ha KOTOPBIX
OyAyT BIIOCIeACTBUU BKJIIOYeHBI PIM-coceficTBa, U Te, Ha KOTOpble IMPHUAET IMOTOK multicast. B
IocaegHeM ciay4dae g cospgaHus (S,G) sammced B TOIIOJIOTHHM, IIOACETh HMHTepdeiica HO/DKHA
OXBaTHIBATh aJjpeca UCTOYHUKOB multicast.

ITpumep Hacmpoliku uHmepgeiicos 0151 op2aHu3auuu coceocms u onpedesieHUs nomoka multicast

interface tengigabitethernet 0/0/9
description "Neighborhood with me5100_17_134 te 0/0/9"
ipv4 address 100.26.134.134/24

exit

interface tengigabitethernet 0/0/1.30
description "Obtain multicast with address 46.61.193.86"
ipv4 address 46.61.193.134/24
encapsulation outer-vid 30

exit

Hacrpoiika nporokosia PIM

Tabauua 89. [lopsidok Hacmpoliku PIM

KomaHnpga HasHauyeHue
configure [Tepexo/i B pe>XUM I7100aIbHOM KOHQUIYPALAH.
router pim Cospmanue PIM-11poriecca ¥ epexo/i B pesKUM ero HaCTPOMKH.
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vrf WORD

address-family ipv4
interface TYPE NUM

assert-override-interval SEC

bsr-border

dr-priority NUM

hello-interval SEC

join-prune-interval SEC

join-prune-holdtime SEC

sg-state-limit NUM

star-g-state-Tlimit NUM

triggered-hello-interval SEC

passive-interface

exit

248

(OnmuonanbHO) 3amyck PIM-miporiecca B ykasaHHOM VRF u
Iepexof B pesKUM HaCTPOMKHU 3TOrO IIpoliecca.
Hripkecsemyromie KOMaHbl TPUMEeHUMBI IJIs1 IIpoliecca BHYTPH
global table u BHyTpU cieriuuyuHOro vrf.

[lepexon, B pesKUM HaCTPOUKH afipecHOro ceMeucTna [Pv4.

Jlo6aBieHne UHTepdetica g 06paboTKHU IIPOTOKOJIOM Ha
YCTPOMCTBE U IIepexof B Pe)KUM ero HaCTPOHKH.

(OnmmoHaIbHO) 3aZjlaHre HHTepBaJla [0 CIeLyIoIeH IOIBITKH
OTIIPaBKH COOOIIIeHUs Assert, OT II0CIeJHeT0 IIPUHATOTO
coob1reHusa Assert, ecyId IIpoliecc Ha MHTepderice IIPOUrpasl
IaHHbIEe BEIOOPBI.

(OmrmoHasIbHO) 3ajaHue rpaHuIlbl paboThl BSR. I[Ipu HamMuuu
OIIIIUU MHTepdeuc IlepecTaHeT OTIIPABJILTh U 00pabaThIBaTh
coobireHusa Bootstrap. ITo yMoryaHuI0 HHTepec IPUHUMAaeT
u obpabaTsiBaeT BSR-co00IIIeHUS.

(OnyoHanbHO) 3alaHue IIpuopUTeTa A1 Bhi6opa Designated
router. IIpu paBHBIX DR B joMeHe BEIOHpPAETCA XOCT CO CTAPIIUM
agpecoM. Ilo ymosruanuro: 1.

(OmmmoHaIbHO) 3aZjlaHKe HHTepBaJia MeXK/Iy OTIIpaBKaMU
coobieHut PIM Hello ¢ Bei6paHHOTO HHTepdetica. I1o
ymosT4aHuio: 30 CeKyHI,

(OnuoHanbHO) 3alaHUe UHTepBasia MeX/y OTIIpaBKaMU
coobieHud PIM Join/Prune ¢ BbI6paHHOTO HHTepdeica
COIVIaCHO CBOEU TOII0JIOTUH. IIo yMosryaHuUo: 60 CEKyHJ,

(OnuoHanbHO) 3alaHe BpeMeHH yep KaHuA 3anuceid PIM
Join/Prune B cBoei1 Tomoioruu. O6HyIAeTCA IIPU II0JIyYeHU U
Join/Prune Ha COOTBeTCTBYIOIIYIO 3alIUCh. [To ymosryaHuto: 210
CeKyH/,.

(OnroHanbHO) 3ajaHre MaKCUMaIbHOTO KOJIMYeCTBa 3aluce
(S,G) obpabaTriBaeMBIX Ha yKasaHHOM HHTepdeiice. I1o
yMor4aHuIo: 0, TUMHUTA HeT.

(OmrmoHasIbHO) 3alaHue MaKCUMAJIbHOTO KOJIMYeCcTBa I'PYIILL,
IUI KOTOPBIX co3arTced 3anucu (%G, I) Ha ykasaHHOM
uHTepderice. [Io yMOTYaHUIO: 5 CEKYH],.

(OnoHanbHO) 3alaHre MaKCUMAaIbHOTO 3HaYeHUs
HHTepBaJla 0T CTapTa IIpollecca Ha MHTepdelice 0 IIepBOM
otripaBkd PIM Hello, BeI6MpaeTcs ciaydaitHBIM 06pas3oM ot 0 710
yKa3aHHOro sHaueHusd. IIo ymosrgaHuro: 30 CeKyH/I.

(OnmmoHanbHO) OTKIIIOUEHHE CO3[JaHUs COCe/ICTBA Ha JJaHHOM
uHTepderice.

BosBpart B pekuMm KoHQuUrypanuu router pim address-family
ipvd.



keep-alive SEC

multipath group-nexthop
hash|modulo

register probe-time SEC

register suppression-time SEC

trap interface state change

address-family ipv4
static-rp PREFIX/MASK

pim-mode asm|ssm

rp-address ADDR

exit

bsr candidate-bsr IP-ADDR

candidate-period NUM

hash-mask-1len NUM

priority NUM

exit

bsr candidate-rp IP-ADDR

address-1ist WORD

(OmrmoHasbHO) 3a/laHUe BpeMeHU yaep>KaHu4 3amucei (S,G)
IIPHA OTCYTCTBHHU CO00IeHUH (S,G)Join. ITo ymoruyanuro: 210
CEeKyH/I.

(OnpoHanbHO) 3afaHue crrocoba 6a1aHCUPOBKYU OTIIPABKU
PIM-coo61ienuii mexay ECMP-1uHKaMU.

(OmioHasIbHO) 3a/faHUe BpeMeHU 0XKUaHUs COOOIeHUS
Register-Stop mocste otpaBku Null-Register. 1o ucTeueHUI0
CcTapTyeT MHKaICyanug multicast-Tpaduka B cropoHy RP. ITo
YMOJIYaHUIO: 5 CEKYH/IL.

(OmioHanbHO) 3a/laHue MaKCUMaJIbHOTO UHTepBaja OT
II0JIy4eHUs coob11eHUs Register-Stop 10 IpeKpalleHus
HHKaICyaauu multicast-Tpadrka B cTopoHy RP. Bei6upaercs
cay4yarHBIM 00pa3oM oT 0 10 yKasaHHOro 3HadyeHus. 1o
YMOJIYaHUIO: 60 CeKyH/I.

(OnmrmoHabHO) BruItoueHue otripaBKu SNMP-TpamnoB mpu
u3MeHeHUU craryca PIM-unTepderica.

[lepexon B pesKUM HaCTPOUKH afipeCcHOTro ceMeucTna [Pv4.

(OnuonanbHO) Co3maHue AualasoHa rpymil 4y 00paboTKu
IIPOTOKOJIOM Ha YCTPOMCTBe U IIepeX0/| B PesKUM e€ HaCTPOUKHU.

Br160op perxrMa paboTsl PIM y11 HacTpauBaeMoro guaras3oHa
rpymil ITo ymosruaHuio: ASM.

3anmaHue aapeca Rendezvous Point 111 HacTpauBaeMoro
myaria3oHa IPYIIIL, ecJId BEIOpaH peskuM ASM.

Bos3Bpart B pexxuMm KoHQUrypanuu router pim address-family
ipv4.
(OnmonanbHO) Co3maHue sk3eMILIgpa oopaboTurka PIM

bootstrap-coo6ITIeHUM U ITIepeX0/] B pe>KUM ero HaCTPOUKH.

(OnyoHanbHO) 3alaHue Ilepruo/a OTIIpaBKU advertise-
coobieHuu. [To ymoruaHuio: 60 CeKyH/I.

(OmioHanbHO) 3ajaHue IJIUHBL MacKUy i hash-gyHkiy,
HCII0JIb3yeMOoH 11 Beioopa RP. ITo ymosrganuto: 30.

(OnmmoHanbHO) YKasaHue IIpHopuTeTa B advertise-
coobureHuax. candidate-bsr BeI6HpaeTcs 110 60JbIIeMY
3Ha4yeHH0. [Io ymorgyaHuro: 0.

BosBparT B pexuM KoHbUTryparuu router pim address-family
ipv4.

(OnuonanbHO) Co3maHue sk3eMILIgpa oopaborurika PIM CRP-
COOOIIeHUH U I1epexo]| B PeXKUM eTr0 HaCTPOMKH.

(OnmuoHaIbHO) 3alaHUe CITUCKA a/IpecoB /i1t aHoHca B CRP-
COOOIIIeHUSIX.
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hold-time NUM
interval NUM

priority NUM

exit

anycast-rp ANYCAST-ADDR RP-
ADDR
exit

commit

IIpumep HacTpoiiku PIM

router pim
address-family ipv4
static-rp 225.54.0.0/16
rp-address 10.0.0.134
exit

(OnuoHanbHO) 3alaHKe BpeMeHU coxpaHeHUs RP B BSR-
aHoHcax. [To yMosruaHuIo: 150 CeKyH/I,.

(OmmmoHanbHO) 3aZjlaHKe MHTepBaJia OTIIPaBKH coo6IieHui RP
Advertisement. ITo ymosgyaHuio: 60 CEKyH/I,.

(OmrmoHasIbHO) YKaszaHUe IpropuTeTa B advertise-
coobureHuax. candidate-rp BEIOMpaeTcs I10 MeHbIIIEMY
3HaueHU10. ITo ymosruaHuio: 0.

Bos3Bpart B pexxuMm KoHQUrypanuu router pim address-family
ipv4.

(OnuoHanbHO) 3alaHKUe COOTBETCTBUA afipeca RP 1 ob1ero ip-
azpeca.

Bo3BpaT B pe)KUM KOHQUTyparuu router pim.

[IppMeHeHMe IIPOX3Be/JeHHBIX HACTPOEK.

interface tengigabitethernet 0/0/9

exit

interface tengigabitethernet 0/0/1.30

passive-interface
exit
exit
exit

IIpoBepka paboTOCIIOCOOHOCTH IPOTOKOIa PIM

show pim bsr candidate-bsr

BeiBoz mHGOpMauu o rmobepuresie BSR-BEI6OPOB:

0/ME5100:Router# show pim bsr candidate-bsr

Address family: IPv4
Address: 10.0.0.33
Hash-mask: 30
Priority: 0
Candidate period: 60
Elected BSR: true

Bootstrap timer: 43 sec
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show pim bsr candidate-rp

BeIBOJ, CIIMiCKa aHOHCHUpPYeMBIX candidate-rp ¥ cOOTBeTCTBYIOINUX UM address-list:

@/ME5100:Router# show pim bsr candidate-rp
Address family: IPv4

Cand-RP Prio Bid Inte Hold-ti Adv Address-list
rity ir rval me (sec)
10.0.0.26 0 no 60 150 0 test

show pim bsr election

BriBo muHGOpMaIuu o Beibopax BSR-router:

0/ME5100:Router# show pim bsr candidate-rp

Address Prio Hash-ma Expiry-ti Uptime
rity sk me
10.0.0.26 0 30 00h0Omo3s 00ho6mO6S

show pim bsr rp-cache

BriBoy nHGOpMAIIUU 0 IlepelaBaeMbIX B BSR-coo011ieHMIX Tapax "RP-pedukc':

0/ME5100:Router# show pim bsr rp-cache

RP-Address Prio Holdtim Expiry-ti Group-prefix
rity e me

10.0.0.26 0 150 00h02m21s 232.0.0.0/8

10.0.0.26 0 150 00h02m21s 239.0.0.0/8

show pim neighbors

BriBog, Tekymux PIM-cocencTs:

0/ME5100:Router# show pim neighbors

Neighbor Interface Uptime Expires BFD
100.99.11.111 bu1.4010 00h17m@8s @0h@1m36s active
101.26.134.134  bu1.4033 00h17m15s 00h@Tm31s active

JleTasbHBIN BEIBOZ, 0 PIM-coceicTBax Ha HHTepderice:

0/ME5100:Router# show pim bundle-ether 1.4010

251



IPv4 neighbor 100.99.11.111 at Bundle-ether1.4010
Uptime: 00h18m19s, Expires: 00h@1m25s
BFD state is active
DR priority is 1
LAN prune delay options:
Suppression is disabled
Propagation delay is 500 msec
Override interval is 2500 msec

BriBoz craTrcTUKU 0 PIM-cocezicTBe Ha MHTepdelice:

0/ME5100:Router# show pim bundle-ether 1.4010
Bundle-ether1.4010

Message type Errors Received
Assert 0 0
Bootstrap 0 0
DF election 0 0
Graft 0 0
Graft Ack 0 0
Join/Prune 0 3
State Refresh 0 0
Hello N/A 40
Joined sources N/A 0
Pruned sources N/A 3

show pim topology

BeiBog, Tekymux PIM-3amuced ¢ UX THUIAMH, COCTOSIHUAMM, nexthop, rpf u CImcKoM HMCXOIAIITUX
uHTepdericoB. Harmpumep, BEIBOJ, TOIIOJIOTMH IS JIOKAJIBHOIO I10JIy4YaTess C II0OCTPOeHHBIM SPT-
IlepeBoOM:

0/ME5100:Router# show pim topology
IP PIM Multicast Topology Table
Entry state: (*/S,G)[RPT/SPT] Mode, Protocol, Uptime, Info
Interface state: Name, Uptime, Fwd, Info

(46.61.193.86, 225.54.205.135) SPT, asm, Up: 00h00m29s
JP: joined (00h0Om30s), RPF: Tengigabitethernet ©/0/12.10, nexthop:
110.26.134.134, protocol: isis, prefix: 46.61.193.0/24
No interfaces in immediate olist

(46.61.193.86, 225.54.205.135) RPT not-prune, Up: 00h@0m@0s
No interfaces in immediate olist

(*, 225.54.205.135) asm, Up: 00h00m29s, RP: 10.0.0.134 is not local (config)
JP: joined (00h00m30s), RPF: Tengigabitethernet 0/0/12.10, nexthop:
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110.26.134.134, protocol: isis, prefix: 10.0.0.134/32
te0/0/7 asm, Up: 00h00m29s is local

[IprMep BBIBOJa TOTIOJIOTHUH /I YCTPOMCTBA, IPUHUMAIOIIero 2 multicast-rpymist:

0/ME5100:Router#t show pim topology
IP PIM Multicast Topology Table
Entry state: (*/S,G)[RPT/SPT] Mode, Protocol, Uptime, Info
Interface state: Name, Uptime, Fwd, Info

(46.61.193.86, 225.54.205.135) SPT, asm, Up: 04h20m23s
JP: joined (never), RPF: Tengigabitethernet 0/0/1.30, nexthop: 46.61.193.86,
protocol: local, prefix: 46.61.193.0/24
No interfaces in immediate olist

(46.61.193.86, 225.54.205.136) SPT, asm, Up: 04h20m23s
JP: joined (never), RPF: Tengigabitethernet 0/0/1.30, nexthop: 46.61.193.86,
protocol: local, prefix: 46.61.193.0/24
te0/0/9.10 asm, Up: 00h0Om47s is not local

show pim interfaces

BeIBOZ, CKOHOQUIYPUPOBAHHBIX pim-HHTeppeMrCcoB: HUX COCTOSAHHUM, KOJIHUYeCTBa COCENCTB U
BbIOpaHHBIN DR B oMeHe.

0/ME5100:Router# show pim interfaces
Address family: IPv4

Address Interface Status Nbr (*,6) (S,6) DR

Designated
Count Count Count priority

Router

100.99.11.1 bu1.4010 up 1 0 0 1
100.99.11.111

101.26.134.26 bu1.4033 up 1 0 0 1
101.26.134.134

192.168.10.1 te@/0/7 up - 0 0 1
local

show pim summary

BriBoz; 0600111eHHOM MHPOPMAIIHH O 3aIIMCIX Pa3JIMYHOTO TUIIA.

@/ME5100:Router# show pim summary
PIM IPv4 State Counters
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Keepalive period is 210 sec
Register suppression time is 3 sec, probe time is 1 sec
PIM multipath mode is highest-neighbor (disabled)
Interface state change traps are enabled
PIM graceful restart status is timed-out
Backstop timer: 300 sec (@ remaining)
Join startup timer: 60 sec (@ remaining)
Different sources/RPs: 1/3
Groups now/max: (*,G): 1/not set (S,G): 1/not set
(*,6,I): 1/not set (S,G,I): @/not set

show pim group-map

BriBoji TaGIUIBI COOTBETCTBUS [IMAalla3oHOB multicast-rpymi, HasHaueHHOM RP u criocoba
3aJlaHUs COOTBETCTBUS.

0/ME5100:Router# show pim group-map
IP PIM Group Mapping Table
(* indicates group mappings being used)

Group Range Proto C(Client RP address
239.0.0.0/8* asm config 10.0.0.26
239.1.128.0/24* asm config 10.0.0.26
225.54.205.0/24* asm config 10.0.0.134
232.1.1.1/32 ssm config 0.0.0.0
225.0.0.0/8* asm bsr 10.0.0.3
232.0.0.0/8* ssm config 0.0.0.0
239.1.200.0/21* asm config 10.0.0.111
ffle::/32* ssm config ::

show pim summary statistics

BBIBOJ CTaTUCTUKMU 110 cO0b6111eHMSIM PIM Register pa3imuHoOro Buja.

0/ME5100:Router# show pim summary statistics
PIM IPv4 statistics

Message type Errors Sent Received
Assert 0 0 0
Bootstrap 0 0 0
C-RP-Advertisement @ 0 0
DF election 0 0 0
Graft 0 0 0
Graft Ack 0 0 0
Hello 0 391 97
Join/Prune 0 91 13
Joined sources N/A 72 0
Pruned sources N/A 48 15
S,G-updates w/MSDP N/A 0 80
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State Refresh 0 0 0
Register 0 0 0
Register Stop 0 0 0
Null Register N/A N/A 0
C-RP-Adv filtered 0 N/A N/A
Incorrect checksum @ N/A N/A
Short header 0 N/A N/A
Unsupported type 0 N/A N/A
Unknown type 0 N/A N/A
Unknown version 0 N/A N/A

ITporokos MSDP

[IpOTOKOJI CIIy>KUT 11 06MeHa uHbopMalet 06 UMeroluxcs 3anucsx (S,G,RP) mexzy cocensimy,
HaxXO[AIIUMUCSI B pasHbIX PIM-momeHax. VerpoucTtBo co3maéT TCP-ceccMM ¢ HaCTPOEeHHBIMU U
OOCTYIIHBIMU ITUpaMHU, UMIIOPTUPYET JIOKaJbHbIe (S,G)-3allMCU U3 TOIOJ0TUU PIM, IIpOM3BOAUT
PacChUIKY COIJIaCHO IpaBmwiaM ¢uibTpanuu U MESH-Momesud, UMIIOPTUPYET 3allUCH U3 UYKUX
Source-Active-coO0OIIeHUN W HWHCTA/UIMPYeT HUX B JIOKaJbHYI PIM-Torosioruwo. Peassarus
IIPOTOKOJIOB BHITIOJIHEeHAa B cooTBeTCcTBUU ¢ RFC 3618.

INopsizok HacTpoiiku MSDP

1. Ob6ecreYUTh [OCTYITHOCTH a/IPeCcoB IIMPOB COIJIAaCHO B TabJIMIle MapIIPyTHU3alX Unicast;

2. VkasaTh connect-source, CKOHQUIypUpPOBaTh COCeleld U pacrpeesauTh UX cormacHo MESH-
MOJIeJIN CeTH;

3. [Ipy Heo6XOAMMOCTH H3MEHUTH IIPOYHe IIPOTOKOJbHBIE HACTPOMKH, BBICTAaBJIEHHBIE II0
YMOJTYaHHUIO.

IIpegBapuTesibHas1 HacTpoiika MSDP

Pabora MSDP oCHOBBIBaeTCd Ha TabJHIle MaplIpyTH3alluM unicast, ucrosab3dyeTcsa a1 RPF u
IIOCTPOEHUA JiepeBbeB. B ciydae, eCcId YCTPOMCTBO BBICTYIIAeT B POJIM IIoJydaTesss multicast,
IIPOTOKOJI KCIT0JIb3YeTCs A1 UMITopTa 3arucei (S,G) us Torosoru PIM.

ITpumep Hacmpoiiku uHmepgeiicos 0.1 op2aHuU3ayuu coceocms u onpedesieHUs nomoka multicast

router pim
address-family ipv4 static-rp 225.54.0.0/16
rp-address 10.0.0.134
exit
address-family ipv4 interface tengigabitethernet 0/0/1.30
passive-interface
exit

ITpumep 8v1800a 0 docmynHocmu Mmapupyma coceda u 10Ka1bHblx (S,G) 3anucetl.

0/ME5100:Router# show route 10.0.0.26
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Routing entry for 10.0.0.26/32

Last update: N/A

Routing Descriptor Blocks
100.26.134.26, via te 0/0/9
Known via isis, distance 116, metric 20
type isis-level2-internal, protection N/A, route-type remote
0/ME5100:Router# show pim topology

IP PIM Multicast Topology Table
Entry state: (*/S,G)[RPT/SPT] Mode, Protocol, Uptime, Info
Interface state: Name, Uptime, Fwd, Info

(46.61.193.86, 225.54.205.135) SPT, asm, Up: 06h15m17s
JP: joined (never), RPF: Tengigabitethernet 0/0/1.30, nexthop: 46.61.193.86,
protocol: local, prefix: 46.61.193.0/24
No interfaces in immediate olist

(46.61.193.86, 225.54.205.136) SPT, asm, Up: 06h15m17s
JP: joined (never), RPF: Tengigabitethernet 0/0/1.30, nexthop: 46.61.193.86,
protocol: local, prefix: 46.61.193.0/24
No interfaces in immediate olist

Hacrpoiika nporokosia MSDP

Tabauya 90. [lopsidok Hacmpotliku MSDP

KomaHnpma
confiqure
router msdp

vrf WORD

connect-source ADDR

originator-id ADDR

keepalive SEC

holdtime SEC

cache-sa-holdtime SEC

peer ADDR
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HasHaueHue
[Tepexo[ B pesXUM IVI00a/IbHOM KOHQUIYPAIIUHU.
Cosganue MSDP 1iporiecca U I1epexo/; B Pe)KHUM eTr0 HaCTPOUKHU.

(OnmoHanpHO) 3anyck IGMP-iporiecca B ykazaHHOM VRF u
Iepexo/i B pesKUM HAaCTPOMKH 3TOTO0 IIpoIiecca.
Huoxecstegyroryie KOMaH/Abl IIPUMEHUMBI JIJIA IIpoliecca BHYTPU
global table u BHyTpHU cneriu$uaHOrO vrf.

VKasaTh ajipec, C KOTOPOTro 6yZeT CTPOUTHCS CeCCHs (B CTOPOHY
CTaplLIero asgpeca) UiIv KOTOPBIM Oy/IeT 0)KUAATh CO00IIleHU i (0T
MJIAJIIEro ajapeca).

(OnyoHanbHO) YKasaTh ajipec, KOTOPBIM O6yZeT yKas3blBaThCs B
KauecTBe RP B coob11ieHUsIX Source-Active. I1o ymMorgyaHuio
paBHfAeTCS connect-source.

(OnuoHanbHO) MHTEpBaJI 0TIpaBKU coo61ieHu TCP
Keepalive. ITo ymosruanuto: 60 ceKyHI.

(OnoHaIbHO) BpeMst )KU3HH CeCCHM C IIOJHATHIMY IIUPaMH.
ITo ymoryaHUIO: 75 CEKYH,

(OmroHasIbHO) BpeMs sKU3HU 3aIIMCH B Kallle Source-Active. ITo
yMosrgyaHuio: 150 ceKyHz,.

Co3aHue MHpa U BXOJ] B PeXKUM eT0 KOHQUTYpaITHH.



connect-source ADDR

mesh-group NUM

description STRING

shutdown

exit

commit

(OmrmoHasbHO) YKasaTh afjpec, C KOTOPOro OyAeT CTPOUThCI
ceccud (B CTOPOHY CTapILIero agpeca) UId KOTOPBIHA OyieT

0KHJIaTh COOGITIeHUH (0T MJIAIIIIETO ajipeca) 11 KOHKPETHOTO

nmpa.

(OnuoHanbHO) YKasaThk UHAeKC MESH-TpyIIIIE], B paMKax
KOTOPOH He 6YAYT pacchlIaThbCa COO0IeHUd SA.

(OmImoHaIbHO) 3a7laTh OIKCAHME ITHPA.

(OnmoHaIbHO) OTKIIOYUTH CO3/IaHHe CECCHUU C YKa3aHHBIM
TTHPOM.

BosBpat B pe;KUM KOHQUTypauu router msdp.

HpI/IMeHEHI/Ie IIPOU3BEAEHHBIX HACTPOEK.

Tabauya 91. Ilopsidok HacmpoUku aucmos guabmpayuu MSDP

KomaHnpga
configure

router msdp

peer ADDR
sa-filter in NUM

group-address
IPv4(A.B.C.D)/WCARD(A.B.C.D) |
any

source-address
IPv4(A.B.C.D)/WCARD(A.B.C.D) |
any

rp-address
IPv4(A.B.C.D)/WCARD(A.B.C.D) |
any

action permit|deny

exit

sa-filter out NUM

commit

HasHaueHue

[Tepexo[ B pesKUM IV106a/IbHOM KOHQUIYpaIlUH.

[lepexopn, B peskuM HacTpoUKu MSDP.

[Tepexo[ B pesKUM KOHOUTYpaIluy Iupa.

CospgaHue GUIbTPA Ha 3aIIMCHU U3 BXOAAIIUX SA-COOOIIIeHUHN.

3amanue wildcard-3amnuicu Ajig MaTYUHTA ajipeca IPyIIIIbL.

3anmanue wildcard-3amnucu Ay MaTYUHTA ajijpeca UCTOYHUKA.

3anmanue wildcard-3amnucu iy MaTyrHra agpeca RP.

JleficTBHe IS CO3JaHHOTO GMIILTPA: permit — paspeIurs,
deny — OTKJIOHUTS. [10 yMOTUYaHUIO: Pa3pelInuTh.

Bo3Bpat B pe;XUM KOHQUTypariuu router msdp peer.

Cospmanue ¢uibTpa 14 (S,G,RP) 3anucei mpu GopMUPOBaHUU

HUCXOsIIEero SA-coobieHus. [IpaBuia co3gaHus GUIbTPA
aHAJIOTUYHBI BBIIIEOTTUCAHHBIM.

[IppMeHeHMe IIPOX3BeJeHHBIX HACTPOEK.

IIpumep HacTpoiiku MSDP

router msdp
connect-source 10.0.0.134
keepalive 60
originator-id 10.0.0.144
peer 10.0.0.111
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sa-filter out 1
source-address any
group-address any
rp-address 10.0.0.134/0.0.0.0
exit
mesh-group 1000
exit
peer 10.0.0.26
mesh-group 1000
exit

IIpoBepka paboTOCIIOCOOHOCTHU IIPOTOKOJIa MSDP

show msdp source-active

BeiBoguT Tabsmiyy coorBeTcTBUA (S,G,RP) U MecTo IIpoucXokAeHUs. [IprMep JIOKaJIbHBIX Source-
active:

0/ME5100:Router# show msdp source-active

Group Address Source address  Peer address Originator Uptime
225.54.205.135 46.61.193.86 local 10.0.0.144 07h38m04s
225.54.205.136  46.61.193.86 local 10.0.0.144 07h38m04s

IIpuMep source-active IPUHATHIX OT cOCefa:

@/ME5100:Router# show msdp source-active

Group Address Source address  Peer address Originator Uptime
225.54.205.135  46.61.193.86 10.0.0.134 10.0.0.144 00h13m12s
225.54.205.136  46.61.193.86 10.0.0.134 10.0.0.144 00h13m12s

[Tpumep PIM-TOIOJIOTHH, COZleprKallleil UMIIOPTUPOBAHHBIE SA:

0/ME5100:Router# show pim topology
IP PIM Multicast Topology Table
Entry state: (*/S,G)[RPT/SPT] Mode, Protocol, Uptime, Info
Interface state: Name, Uptime, Fwd, Info

(46.61.193.86, 225.54.205.135) asm, Up: 00h11m23s
JP: not-joined (never), RPF: Tengigabitethernet 0/0/12, nexthop: 100.26.134.134,
protocol: isis, prefix: 46.61.193.0/24
No interfaces in immediate olist

(46.61.193.86, 225.54.205.136) asm, Up: 00h11m23s

JP: not-joined (never), RPF: Tengigabitethernet 0/0/12, nexthop: 100.26.134.134,
protocol: isis, prefix: 46.61.193.0/24

258



No interfaces in immediate olist

show msdp peers

BI)IBO/II/IT Ta6JII/ILIy HaCTPOEHHBIX ITNPOB, aApeCoB, COCTOAHHUA U CTaTUCTHUKHU. HpHMep:

0/ME5100:Router# show msdp peers
Peer Address Local address State Uptime/Downtime Active SA Count TLV
sent/recv Mesh-Group

10.0.0.26 10.0.0.134 ESTABLISHED ©1h@3m34s 0
128/64 1000

CepBucsrt MVPN

JTo Habop crocoboB Iepenaun multicast-Tpaduka ¢ ucrnosbzoBaHueM IP-VPN. B yerporictBax ME
ucronb3yerca NG-MVPN ¢ aHoHcUpoBaHueM MapupyToB B BGP SAFIS u mocrtpoeruem LDP-P2MP
TYHHeJIeH.

IIpeaBapuTebHass HacTpoitka MVPN

Pabora MVPN ocCHOBBIBaeTCd Ha aHOHCHpoBaHHe VPNv4-ipepUKCOB 19 IIOCJIEAYIOIEro
HCII0JIL30BAaHMA B KQUeCTBe Source-aJpecoB B IIOAIIMCKAX.

ITpumep nHacmpoiiku unmepgetica u uHcmauca BGP das aHoHcuposaHusi L3VPN-mapupymos

interface loopback 2
I Toopback-uHTepdeiic B VRF gna nogHatua B HEém S-PMSI-mapupyTa
ipv4 address 10.0.0.134/32
vrf mvpn
exit
interface tengigabitethernet 0/0/1.4030
encapsulation outer-vid 4030
ipv4 address 46.61.193.134/24
vrf mvpn
exit
router bgp 65534
neighbor 10.0.0.26
address-family ipv4 mvpn
exit
address-family vpnv4 unicast
next-hop-self
exit
remote-as 65534
send-community
send-community-ext
update-source 10.0.0.134
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exit
exit

Hacrpoiika MVPN

Tabauua 92. [lopsidok Hacmpolku MVPN

KomaHnpaa
confiqure

vrf WORD

mvpn

customer-site-type receiver-

only|sender-only|sender-
receiver

provider-tunnel-type 1ldp-
p2mp | rsvp-p2mp

originator-ip ADDR

spmsi-tunnel GROUP SOURCE

spt-only

exit

commit

Ha3sHaueHue
[Tepexof B pesXyUM Iv106a/IbHOM KOHQUTYPALIHH.

(OnnuonanbHO) [Tepexon B ykasaHHBINM VRF, B KOTOpOM OyzeT
BBIIIOJIHATECA paboTa ¢ multicast-MapIpyramMmu.

Cosmanue oopaborunka MVPN U Iiepexof B pesKUM eTo
HaCTPOUKH.

(OnuoHanbHO) YKasaHue criocoba IIpréM/aHOHCUPOBaHUA
MapILIpPyTOB

(OnuoHanbHO) YKasaHue THUIla TYHHeJIeH I IIOCTPOeHUs U
IpuBA3KU K MVPN-Mapmipyram

(OmrmoHasbHO) Affpec originating-router/root-node B aHOHCax S-
PMSI-mapiipyToB. IIo yMoI4aHuIo gBJIsgeTCsa router-id B JaHHOM
vrf.

(OnmnoHanbHO) Co3maHue cTaTUueckoro S-PMSI TyHHe Is.

(OnroHaIBbHO) BKIroOUeHHe peskuMa, KOIjja IIPOoITyCKaeTC s 9Tall
co3gaHuda Shared-zmepeBa

BosBpat B pexum KoHQuUryparuu vrf.

HpI/IMEHEHI/Ie IIPOU3BEAEHHBIX HACTPOEK.

HacrpoiiKa IPOTOKO0JIOB A1 nepesauyu MVPN-MapIipyToB

Ipumep nacmpoiiku PIM

router pim
vrf testl

address-family ipv4

I mHTepdeiic mctouHmka multicast
interface tengigabitethernet 0/0/1.4030

passive-interface

exit

I obpabatbiBaembie rpynmbl
static-rp 225.54.0.0/16
rp-address 10.0.0.134

exit
exit
exit
exit
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ITpumep nHacmpotiku BGP

router bgp 65534
neighbor 10.0.0.26
I nobasnaem SAFI mvpn Ha Bcex HeobxoauMbiX yCTPOMCTBAxX B CeTH
address-family ipv4 mvpn
exit
address-family vpnv4 unicast
next-hop-self
exit
remote-as 65534
send-community
send-community-ext
update-source 10.0.0.134
exit
exit

ITpumep nacmpoiiku LDP

mpls
forwarding
interface loopback 1
interface tengigabitethernet 0/0/1.4033
exit
1dp
discovery interface tengigabitethernet 0/0/1.4033
exit
exit
exit

ITpumep nacmpoiiku VRF

vrf testl
export route-target 5:5
import route-target 5:5
mvpn
customer-site-type receiver-only
exit
rd 5:5
exit

IIpoBepka padoTrocnmocooHocTy MVPN

show multicast counters vrf mvpn

BBIBOAUT Ta6GIUITY 3aperUCTPUPOBAHHBIX multicast-toTokoB. IIpumep:

0/ME5100:Router# show multicast counters vrf mvpn
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Source Address Group Address

Packets Recv Bytes Recv Status codes Interface
46.61.193.86 225.54.205.135
303880 414492320 te0/0/1.4030
46.61.193.86 225.54.205.136
303808 414394112 te0/0/1.4030
show bgp ipv4 mvpn

BeIBOAUT TabJIMIly aHOHCUPYeMbIX U IpUHUMaeMbIx MVPN-MapiipyToB. [Ipumep:

0/ME5100:Router# show bgp ipv4 mvpn

Network Next hop Metric LocPrf Weight Path

>i  5:5 [1][10.0.0.26]

10.0.0.26 0 100 0 1
> 5:5 [1][10.0.0.134]

10.0.0.134 0 100 0 i
> 5:5 [3][46.61.193.86][225.54.205.135][10.0.0.134]

10.0.0.134 0 100 0 i
> 5:5 [5][46.61.193.86][225.54.205.135]

10.0.0.134 0 100 0 i
>i 5:5 [7][65534][46.61.193.86]1[225.54.205.135]

10.0.0.26 0 100 0 1

show bgp ipv4 mvpn route-type

BeiBoguT 110Ap0o6HYI0 HHPopMaIrio 0 MVPN-MaplipyTax onpezeI€HHOTO TUla. Ilpumep:

0/ME5100:Router# show bgp ipv4 mvpn route-type source-active-ad

Route Distinguisher: 5:5
Multicast Source: 46.61.193.86
Multicast Group: 225.54.205.135
AS path:
10.0.0.134 from afm (0.0.0.0)
Origin 1igp, metric @, local-pref 100, weight @, inactive, best
Address family: ipv4/mvpn
NLRI pathID: @
Aggregator AS: 0, Address: 0.0.0.0, Atomic aggregate: absent
Extended Community: RT 5:5 (0.0.0.5)
Is not stale, is not history
Route flap penalty: @, flap count @, is not suppressed
Route flap time left: 00:00:00, time start: never
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Route is not ECMP

show pim vrf mvpn topology

BBIBOAUT TaGJIUITY 3aperucTpUPOBaHHBIX multicast-toTokoB. IIpumep:

0/ME5100:Router# show pim vrf mvpn topology

IP PIM Multicast Topology Table
Entry state: (*/S,G)[RPT/SPT] Mode, Protocol, Uptime, Info
Interface state: Name, Uptime, Fwd, Info

(46.61.193.86, 225.54.205.135) SPT, asm, Up: 01h53m@8s

JP: joined (never), RPF: Tengigabitethernetd/0/1.4030, (46.61.193.86)
pmsi/5:5/10.0.0.134/3 asm, Up: 00h00m26s is local

(46.61.193.86, 225.54.205.136) SPT, asm, Up: 01h53m@8s

JP: joined (never), RPF: Tengigabitethernet/0/1.4030, (46.61.193.86)

show mpls ldp bindings mldp

BeiBoguT Tab/IuIy MeTOK 11 P2MP-TyHHe el [IpuMmep:

0/ME5100:Router# show mpls 1dp bindings mldp

LSR Label Type Root node Opaque value
10.0.0.26:0 101 P2MP 10.0.0.134 1
10.0.0.26:0 106 P2MP 10.0.0.134 2

show mpls rsvp Isps p2mp

BeiBoguT TabsiuIly MeTOK 11 P2MP-TyHHesteit. [IpuMmep:

0/ME5100:Router# show mpls rsvp 1sps p2mp

Role: I - Ingress, T - Transit, E - Egress, * - Detour, # - Facility backup
Flags: E - Entropy Label Capability

Name Id Source P2MP-1ID
S2L Sub LSP Destination  In/Out Label Role Flags State

10.0.0.134:65535:mvpn:test2 65535 10.0.0.134 167772294
10.0.0.26 26/- E up
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CepBuc IGMP-snooping

B raBe ommcaH CII0C06 HaCTPOﬁKH MeXaHHu3Ma KOHTPOJIA MHOI‘OEI,QpECHOI‘/JI PacCCblVIKH B 6pI/I,IL>K-
JOMEHE 1 CII0c006 ero HHTerpanuy ¢ MyJIbTHUKaCTOM Ha YCTPOI‘;ICTBG.

IIpegBapuTesbHasA HacTpoiika IGMP-snooping

PaboTa QyHKIIMOHAaJIA IIpe/IIoaaraeT ero BKiardeHue B bridge-domain. IIpu 3ToM Ha yCTPOUCTBe
He JOJDKHO OBITH IIOPTOB Ha TOM >Ke YCTPOMCTBe (IMHEMHOM KapThl WM pizzabox), KOTOpble ObI
UCI10b30Banuch B EVPN-bridge-domain.

ITpumep Hacmpotiku 6puddc-domeHa, 8 Komopom te0/0/7.500 — amo AC 045 noonucuuxos, a te0/8/4.300 —
nopm 048 npuéma myasmuxkacm-mpag@uxa.

interface tengigabitethernet 0/0/7.500
encapsulation outer-vid 500
rewrite egress tag push outer-vid 500
rewrite ingress tag pop one

exit

interface tengigabitethernet 0/8/4.300
encapsulation outer-vid 300
rewrite egress tag push outer-vid 300
rewrite ingress tag pop one

exit

12vpn
bridge-group all
bridge-domain for_igmp_snooping
interface tengigabitethernet 0/0/7.500
exit
interface tengigabitethernet 0/8/4.300
exit
exit
exit
exit

Hacrpoiika IGMP-snooping

Tabauua 93. [lopsidok HacmpolKu npoPuas igmp-snooping

Komanza HasHaueHue

configure [Tepexof B pesKUM 11062/ IbHOM KOHQUTYPAIIHUH.
igmp-snooping Ilepexo/| B peKHM HaCTPOMKH igmp-snooping.

profile PROFILE Co3maHue IPOodUIISI HACTPOEK igmp-snooping.

querier-addr ADDR (OmrroHanbHO) Britouenrie IGMP Querier u 3ajjaHue ipv4-

agpeca UCXOISIITHUX COOBITeHUH.
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KomaHnpa
exit

commit

HasHaueHue
BosBpat B pe;KUM KOHQUTYpaIi|y igmp-snooping.

HpI/IMEHEHI/Ie IIPOU3BEAEHHBIX HACTPOEK.

IIpumep Hacmpoliku npoguasa igmp-snooping

igmp-snooping

profile test_profile
querier-addr 10.0.0.26

robustness 3
exit
exit

Tabauua 94. [lopsidok HacmpoulKu igmp-snooping 8 6pudic-0omeHe

Komanpga

configure

12vpn

bridge-group GROUP
bridge-domain BRIDGE
igmp-snooping
profile PROFILE_NAME
exit

interface IF
igmp-snooping

mrouter

exit
exit

commit

ITpumep nacmpoiiku PIM

12vpn

bridge-group all

HasHaueHue

[Tepexof B pesKUM Iv106a/IbHOM KOHQUIYpaIlUHU.

[Tepexof B pe>KUM HACTPOUKHU 12vpn.

[Tepexo[; B pesKUM HaCTPOMKHU OPUK-TPYIIIIBL.

[Tepexo[; B pesKUM HaCTPOUKHU OPUIK-TOMEHa.

BxurroueHue igmp-snooping B 6pUIpK-TOMeHe.

3asanue npoduiIg HaCTPOEK igmp-snooping.

Bo3BpaT B pesKUM KOHQUTYpaIi|y igmp-snooping.

[Tepexof B peXUM HaCTPOMKHU UHTepderica OpUIK-T0MeHa.
[Tepexof B HACTPOUKHU CBOMCTB igmp-snooping ropra

(OmrmoHasbHO) YeTaHOBKA peskuMa paboThl mopTa multicast
router.

Bo3Bpat B peXxuM KOHQUIypaliuy HHTepderica 6pHUpK-10MeHa.
Bo3BpaT B peXuM KOHQUIYpaIuy 6pUpK-JOMeHa.

HpI/IMeHEHI/Ie IIPOU3BEAEHHBIX HACTPOEK.

bridge-domain for_igmp_snooping
interface tengigabitethernet 0/0/7.500

exit

interface tengigabitethernet 0/8/4.300

igmp-snooping

mrouter
exit
exit
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flooding multicast disable
igmp-snooping
profile test_profile
exit
exit
exit
exit

HHTerpamnus ¢ MyJIbTUKacTOM Ha YCTpPOIiCTBe

[TogpasyMeBaeTcsa, 4TO MyJabTHKAcT u IGMP-sampocel 6yayT o6pabarsiBaTbca B PIM. 3T1O
rorpebyeT Hcoab30BaHusg BVI — L3-uHTepdeliica, KOTOPHIHM OyZeT IIpe/icTaBlIeH B OpUHK-I0MeHe
H router pim.

Hcmiosb30BaHUe routed-mHTepgeiica B OpUIK-IOMeHe NMOTpebyeT BHIPABHHUBAHHUSA KOJIMUECTBA
MeTOK Mexxny AC (ommmcaHue rewrite ingress/egress tag mpUBOAUTCA B IJIaBe interfaces).

IIpumep Hacmpotiku PIM

router pim
address-family ipv4
interface bundle-ether 1.4033
exit
static-rp 225.54.205.0/24
rp-address 10.0.0.30
exit
exit
exit

Tabauuya 95. JlobasaeHue BVI-unmepdeltica 8 2106a1bHyr0 KOHPuU2ypauuro, bridge-domain u router igmp

KomaHna HasHaueHue

confiqure [Tepexof B pesXyuM IVI06aJIbHOM KOHQUIYPALTHH.
interface bvi 100 Jlo6aBsieHne BVI-uHTepdetica

ipv4 address 200.0.20.1/24 Co3manue [Pv4-ampeca Ha HHTepderice

exit BosBpart B I7106aJILHBIN PeXXUM KOHQUTYpaIlUH.

12vpn bridge-group all bridge- TIlepexoj B paHee CO3MaHHBIN OGPHUIK-TOMEH.
domain for_igmp_snooping

routed interface bvi 100 Jlo6aBJieHHEe MapIIPyTU3UPYEMOT0 UHTepderica B OPHU/IK-
TOMEH.

root Bo3Bpart B I7106aJILHBIN PeXUM KOHQUTYpaIlUu.

router igmp Co3maHuUe 3K3eMIUIIPA U IIePexo]| B PeXKUM HaCTPOHUKHU

npotokosa IGMP.
interface bvi 100 Co3manue IGMP-unTepdetica bvi 100.

root Bo3Bpart B I7106aJIbHBIN PeXKUM KOHQUTYpaIlUU.
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Komanpga HasHaueHnue

router igmp CospmaHue sK3eMILIIpa U IIepexo/] B Pe;KUM HACTPOMKU
npotokosa IGMP.

commit [IprMeHeHMe IPOU3BeleHHbIX HACTPOEK.
ITpumep nHacmpoiiku PIM

interface bvi 100
ipv4 address 200.0.20.1/24
exit
router igmp
interface bvi 100
exit
exit
12vpn
bridge-group all
bridge-domain for_igmp_snooping
interface tengigabitethernet 0/0/7.500
exit
interface tengigabitethernet 0/8/4.300
igmp-snooping
mrouter
exit
exit
flooding multicast disable
igmp-snooping
profile test_profile
exit
routed interface bvi 100
exit
exit
exit

IIpoBepka padborocmocooHocTu IGMP-snooping

show igmp-snooping members

BBEIBOJUT y4aCTHUKOB TaO/IUIIEI igmp-snooping. IIpuMmep:

0/ME5100:Router# show igmp-snooping members
Memberships in Multicast Groups with running IGMP-snooping

Bridge domain Group Address Interface HW status Expires
for_igmp_snoopi 225.54.205.135 te@/0/7.500 enable 00h01m59s
ng
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Total entries: 1

show igmp groups

BBIBOJUT CIIMCOK aKTUBHBIX IPYIIII, 06pabaThiBaeMbIX router igmp B pesysbTaTe I1oaydyeHus IGMP
Report. [Tpumep:

0/ME5100:Router# show igmp groups
IGMP Connected Group Membership

Group Address Interface Uptime Expires Last
Reporter
225.54.205.135 bvi100 00h00mo4s  00h04m15s  50.0.0.1

Total entries: 1

show pim topology

BriBoguT criricok PIM-3amuceii. [Ipumep:

0/ME5100:Router# show pim topology
IP PIM Multicast Topology Table
Entry state: (*/S,G)[RPT/SPT] Mode, Protocol, Uptime, Info
Interface state: Name, Uptime, Fwd, Info

(46.61.193.86, 225.54.205.135) SPT, asm, Up: 00h00m@8s
JP: joined (00h@Om51s), RPF: Bundle-ether1.4033, (101.26.134.134)
No interfaces in immediate olist

(46.61.193.86, 225.54.205.135) RPT not-prune, Up: 00h00Om@0s
No interfaces in immediate olist

(*, 225.54.205.135) asm, Up: 00h0Om@9s, RP: 10.0.0.30 is not local (config)
JP: joined (00h0@m50s), RPF: Bundle-ether1.4033, (101.26.134.134)
bvi100 asm, Up: 00h0Om@9s is local
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3EPKAJINPOBAHUE TPA®UKA

3epkanupoBaHHe TpaduKa — TEeXHOJIOTHUS LyOJHMpOBaHUSA IIAaKeTOB OJHOTO MM HECKOJIbKUX
nopToB (1/miu VLAN) Ha apyrom. [IpegHasHaueHa /11 KOHTPOJISL CETEBOTO TpaduKa, A1 aHaIu3a
U OTJIaJIKU JTAaHHBIX WA AUATHOCTHUKU OIIMOG0K B CETSX IIyTeM IepPechbIKU KOIIMM BXOISAIUX
U/WIA UCXOJAIIUX I1aKeTOB C OJHOTO WJIM HEeCKOJbKHUX KOHTPOJIMPYEeMBIX IIOPTOB Ha OIUH
KOHTPOJIUPYIOIUHN TIOPT.

Ha mapurpyrusaropax cepuri ME BO3MO’KHO co3/jaHue 0 15 cecCH MOHUTOPHHTA.

JlokasnbHOe 3epkasupoBaHue SPAN (The Switched Port Analyzer) saBisercsa Haubo0Jee IIPOCTOM
¢dopmMoOI 3epKaIUPOBaHUA. Bce KOHTposMpyeMble (source) IIOPTHI PAacIIOJIOXKeHBI Ha TOM JKe
CeTeBOM YCTPOMCTBe, UTO KOHTPOJIUPYIOIUi (destination) ImopT.

SPAN

Tabauya 96. Hacmpolika ceccuu mMoHumopuHza SPAN

KomaHga Ha3HaueHmue

configure [Tepexof B pesKUM I7100a/IbHOM KOHQUIYpaIlUH.

monitor-session
session_name

[Tepexo/ B pesKUM KOHQUTYpaIluy CeCCU MOHUTOPHHTA.

description descr (OnimoHanbHO) /106aBUTH OITMCAaHKe HasHAUeHUsI CECCUU

destination interface type
num

source interface type num

direction { both | rx-only
| tx-only }

vlanvlan_tag

3aaTh KOHTPOJIUPYIOIUY OpT — MHTepderic, Ha KOTOPBIN 6yayT
OTIIPaBJISITHCS KOITUH IT€PEXBAYEHHBIX ITAKETOB.

[lepexo;, B  PpPeKUM  KOHQUIYpallMM  KOHTPOJIHPYEMOTO
ropTa — uHTepderica, C KOTOPOTo OYAYT ITepeXBaThIBATHCS ITAKETHI.

BeiOpaTh THI 3epKaJaupyeMoro Tpaduka: BXOAAIIUU (rx-only),
ucxopgammi (tx-only), Bech Tpaduk. I1o yMosTUaHUIO 3epKaIUuPyeTCs
Bechb Tpaduk (both).

VKasaTh KOHTpoaupyeMyro VLAN U IlepedTU B peXUM 3aJaHUs
TUIIa TpadpuKa.

ApXHUTeKTypa
HasHauvaTb He
KoHTposiipyeMbIX VLAN

yCTpOMCTBA II03BOJIIET
6osiee 6 YHHUKaJIbHBIX
CyMMapHO I

IMPORTANT .
OUKCUPOBAaHHBIX  YCTPOMCTB JKUO0  [JIA
KaXXION W3 JIMHEWHBIX KapT MOZIYJIBLHOTIO
yCTpOMCTBA.
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KomaHnpa

direction { both | rx-only
| tx-only }

exit

exit
shutdown
exit

commit

Ha3umaueHue

(omroHa/JIbLHO) BRIOpaThL THII 3epKaJHUpPyeMOro TpaduKa It
Tpaduka ¢ ykazaHHbIM VLAN ID: Bxogamnuit (rx-only), ucxoggaiiuii
(tx-only), Bech Tpaduk. IIo ymoUYaHHIO 3epKaJUpyeTcs Bechb
Tpadux (both).

ApxuTeKTypa YCTPOMCTBA I103BOJIZET
3epkayspoBath  mosHOCTHIO  (both) B
omnpepesieHHONM VLAN TOJIBKO TPaH3UTHBIHN
Tpaduk. Hcxomammuii Tpa¢uk B VLAN c
uHTepdelica He 3epKaJIUPyeTCs.

IMPORTANT

Bo3sBpaT B peXUM KOHQUIYpallud KOHTPOJIUPYEMBIX IIOPTOB.
MoyxHO po6aBUTH [JoIloJHUTeNbHBle VLAN ID mas mepexBarta
Tpaduka.

Bo3Bpat B pe’KUM KOHQUTYpaIiiy CeCCHX MOHUTOPHHTIA.
(OnmyroHanbHO) OTKIIIOUEHMe CeCCUY MOHUTOPHUHTA.
(OnroHasbHO) Bo3BpaT B peskuM I7106a/1bHOM KOHQUTYpaLUH.

HpI/IMEHeHI/Ie IIPOM3BEAEHHBIX HACTPOEK.

Remote SPAN (RSPAN)

3epKaJUpOBaHHBIM TpadUK TakyKe MOYKHO IlepeflaBaTh Ha YCTPOMCTBA MOHUTOPUHTIA, He

IIOAK/IFOYEeHHBbIEe

HeIIoCpeaCTBEHHO K
HWHKAaIICYyJIUPYyeTCd B IIAKETHhI

MapuIpyTHU3aToOpy.  3epKaJIMpOBaHHBIM  TpadUK
¢ BHemrHUM TeroM RSPAN VLAN u 1iepemaerca IIO CeTH

KOMMYTAaTOPOB K y/laJIeHHOMY YCTPOMCTBY MOHUTOPHHTIA.

Tabauua 97. Hacmpotika ceccuu MoHUmMopuHea RSPAN

KomaHnpa

confiqure

monitor-session
session_name

description descr

source interface type num
direction { both | rx-only
| tx-only }

vlanvlan_tag

direction { both | rx-only
| tx-only }
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HasnaueHue
[Tepexof B pesXyuM 171062/ IbHOM KOHQUTYPAIIH.

[Tepexo/ B pesKUM KOHQUIYpaIluy CeCCUM MOHUTOPUHTA.

(OmroHabHO) /I06aBUTH OIMCAaHUE Ha3HAUYeHHsI CeCCHH.
[lepexo/i B pe>KUM KOHQUTYpAIIU KOHTPOJIUPYEMOTO IIOpTa.

BeiOpaTh, Kakol TpadHUK OyZeT 3epKaJupoBaThbCsd. [10 yMOJIYaHUIO
3epkanupyetcs Bech Tpaduk (both).

VkasaTh KOHTposupyeMyro VLAN.

BelOpaTh THI 3epKaJvpyeMoro Tpaduka: BXOAAIIMNU (rx-only),
ucxopgammi (tx-only), Bech Tpaduk. I1o yMoTUaHUIO 3epKaaIUupyeTCs
Bech Tpaduk (both).



Komanpga HasHaueHue

exit Bo3BpaT B peXXuUM KOHOQUIYpallUHM KOHTPOJHUPYEMBIX IIOPTOB.
Mo>xHO nA06aBUTH [omnosHUTeNbHble VLAN ID o mepexBaTa
Tpaduka.

exit Bo3Bpat B pe’KUM KOHQUTYpaIIiy CeCCHX MOHUTOPHHTIA.

destination remote IlepexoJ] B pesKUM HacTpoiiku RSPAN VLAN,

interface type num VKa3aThb HHTepdenc, uepe3 KOTOPHIM KONUU NAKETOB OYIyT

OTIPaBJSITHCS K YaJIeHHOMY YCTPOMCTBY MOHUTOPUHTA.

vlanvlan_id 3agatb RSPAN VLAN — Ter, KOTOpBI# OyzieT 06aBIATHCA Ha KOIIUK
IlepexBayeHHBIX IIaKeTOB IIPpM MX OTIpaBKe K YJaJeHHOMY
YCTPOMCTBY MOHUTOPHHTA.

vlan-pcp value (OnroHanbHO) MisMeHUTH IIPpUOpUTeT TpaduKa, IepeaBaeMoro B
RSPAN VLAN (110 yM0O/JI9aHUIO, 3HaUeHUe IIPUOpUTeTa paBHoO 0).

commit [TprMeHeHHe IIPOM3BeIeHHBIX HACTPOEK.
ITpumep HacmpoliKu A0KAALHOU ceccuu MoHUmMopuHaa (SPAN)

monitor-session test
destination interface tengigabitethernet 0/0/16
source interface tengigabitethernet 0/0/1
direction rx-only
vlan 55
exit
vlan 103
exit
vlan 500
exit
exit
exit

IIpumep Hacmpoliku ceccuu yoaneHHo20 MoHumopuHaa (RSPAN)

monitor-session test2
destination remote
interface tengigabitethernet 0/0/9
vlan 1000
exit
source interface tengigabitethernet 0/0/3
vlan 4094
exit
exit
exit

HNHbopManysg 0 ceCCHsIX MOHUTOPHHTA COLEPIKUTCS B BBIBOJe KOMaHABI show monitor-session,
TaKyKe MOKHO BBIBeCTH MHQOPMAIIHIOo 006 OIIpe/ieIeHHOM CecCHH, yKa3aB eé UMs B show-KoMaH/e:

271



0/ME5100:Router#f show monitor-session
Mon Dec 14 15:11:55 2020

Session: test

Type: local

State: up
Source:

Interface: te0/0/1
Direction: rx-only
VLAN: 55
Direction: both
VLAN: 103
Direction: both
VLAN: 500
Direction: both

Destination:
Interface: te0/0/16

Session: test2

Type: remote

State: up
Source:

Interface: te@/0/3

Direction: both
VLAN: 4094
Direction: both

Destination:

Interface: te0/0/9
VLAN: 1000
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HACTPOHKA KAYECTBA OBCJIYKUBAHUA
QoS

B maHHOM IvIaBe pacCMaTpUBAKOTCA IIPUHIIUIIBI HACTPOMKHU CHUCTEMBI ObOeclleyeHUsl KadecTBa
obciayXxuBaHUS ceTH. IlapaMeTpbl KadecTBa ob6ciaykuBaHUs (Quality of Service) Io3BOJISIOT
IIPUOPUTHU3UPOBATh  IIPOXOXKJEHWe  OllpefiejleHHbIX  TUIIOB  Tpaduka, IIPOU3BOAUTH
IepeMapKUpPOBKY (M3MeHeHHe IPUOPUTETA) TPAH3UTHOMY TpPaduUKy, a TakKKe 3aJaBaTh II0JIOCY
IIPOITYCKaHUA I pasHbIX THUIIOB TpaduKa Ha pasjIUYHbIX MHTepdelicax. Ha MapuipyTusaTopax
cepur ME M0’KHO TUOKO peryJIMpoBaTh OJUTUKU IIPOX0KAEHU TpaduKa.

ITepemapkupoBka L3 Tpaduka

B mpuBefieHHOM HpuUMepe TpeOyeTCsd OTPAaHUYUTH KIUEHTCKUU Tpaduk no 20Mbit/s B o6oux
HampaBJIeHUSX, U, B TO Ke BpeMsl, He laBaTh BO3MOYKHOCTH IPUOPUTU3UPOBAHHOMY TPAaPHUKY OT
KJIMeHTa HCII0JIb30BaTh PECypChl KJIACCOB €S6 M cs7 (Hallpumep, B AU3aliHe MOJ AAHHBIE THUIII
KJIaCCOB 3aJI0KeHbI KaHaJ/Ibl MOHUTOPUHTA U YIIPaBJIeHUS CeTH).

Tabauya 98. Co3darue u Hacmpotika QoS-npogaiinos.

Komanpga HasHaueHue

configure [Tepexof B pesXUM IVI00aJIbHOM KOHQUI'YPAIIHHU.

qos [lepexon B peXUM KOHOUTYPUPOBAHUA U co3maHud QoS
IapaMeTpoB.

shape profile PROFILE_NAME Co3maHue OrpaHUYUTENILHOIO HPOQUMIIA IJI9 HCXOMAIIErO

Tpapuka. B pmaHHOM Bepcuu I[I0 IIEMIIMHTI IIPUMEHUM
TOJIBKO /I UCXOJAIIEro TpaduKa.

rate KBPS 3aZjlaHre OrpaHUUYUTEJbHON CKOPOCTH, IIPU IOCTHIKEHUU
KOTOPOM IIpeBHIIIAIIUN TpaUK 6yeT OTOPOIIIEeH.
JlaHHBIU ITapaMeTp SIBJIIeTCA 00513aTeIbHBIM.

exit BosBpaT B pexuMm KOHQUIYPHUPOBaHUA U co3fgaHUsg QoS
IIapaMeTpoB.

rate-limit profile PROFILE_NAME Co3gaHue OIpaHUYUTeJbHOIO IIPOQMIISA [ BXOIAIIETO
Tpapuka. B pmaHHON Bepcun IIO0 BxXopdmuil Tpaduk
BO3MOJKHO OTPaHUYUTH TOJIBKO IIOCPEICTBOM IIPUMeEHEeHUs
rate-limit.

rate KBPS 3ajaHrMe MaKCHMaJbHOM CKOPOCTH Ilepefayd TpadHKa.
Tpa¢uk co CKOPOCTHIO ITepefiayu, IIPeBLIIIaIoIel 3afaHHOe
3HayeHUe, OyJeT OTOPOIIIEH.

Z[aHHBIﬁ IIapaMeTp ABJISA€TCA 00s13aTeJTbHBIM.

exit Bo3BpaT B peXUM KOHQUIYPHUPOBaHUA U CO3maHUA QoS
IIapaMeTpOB.
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Temepb IS TOrO, YTOOGBI KAaK-TO IIOMEYaTh MPUXOAAIIUN KIMEHTCKUH TpaduK, HeoOXOTHUMO
co3zaTh tc-map (kapTa KiaccoB Tpaduka). Ha ocHOBe JaHHOM KapThl ITaKeThl OYAyT OMeYaThCs
BHYTPEHHUMH [IJIT YCTPOMCTBA MapKepaMU - t¢, U y’Ke Ha UX OCHOBE IIPOBOJUTHLCS BHIOPAHHOE
II0JIb30BaTeIeM JIeHiCTBHE - KiIacCUPUKAITUI B HEOOXOAUMBIN KJIacC C IIOMOIILIO class-map Wiu
IepeMapKUpPOBKa.

Tabauya 99. Co3daHue u Hacmpotika tc-map.

KomaHma

tc-map MAP_NUMBER

ipv4-dscp DSCP_VALUE

tc INTERNAL _TC VALUE

set ipv4-dscp DSCP_VALUE

exit

exit

Ha3unaueHue
Co3pmaHMe KapThl KJ1acCcoB TpapUKa.

OmnpenensgseM kKakoe 3HaueHue DSCP B IPv4 makere Oymer
II0MevaThCs MapKepaMH tc.

HasHauaeM HOMep BHYTpeHHero /s ycTpoicTBa tc-
Mapkepa.
JlaHHBIM TapaMeTp SIBJIeTCs 00513aTeTbHBIM.

[IpuMeHsieM 1epeMapKupoBKy DSCP Ha HeobxomuMmoe
3Ha4yeHHe I10 JU3aMHY.

Bo3BpaT B peXUM KOHQUIYPUPOBAaHHS U co3fjaHusT QoS
I1apaMeTpoB.

Bo3BpaT B pe’KUM I7106aIbHOM KOHQUTYPaITHH.

OcTtaércsa mocaegHUM IIar - IPUMeHeHWe Ha KIWeHTCKUM wuHTepdeiic shape profile s
OorpaHUYeHUs UCXO/SAIIel CKOPOCTH, rate-limit profile i1 orpaHUYeHUs BXO/ISAIIIeH CKOPOCTH U tc-
map 17151 IepeMapKHUPOBKH BXO/ISIIIETO OT KJIMeHTa MapKUPOBAaHHOTO TpadrKa B HYKHBIH KJIacc.

Ta6auya 100. IIpumeHeHuUe qos-Hacmpoek Ha uHmepdetic.

KomaHnpga

interface { tengigabitethernet |
bundle-ether } num | num.subif id

shape output profile
PROFILE_NAME

rate-limit input PROFILE_NAME

tc-map input MAP_NUMBER

exit

commit

HasHaueHue

[Tepexof B peXKUM KOHQUIYPHUPOBaHUS HHTepderica IU60
cabuHTepderica.

[IpuMeHeHHe TPOPUJIST OTPAaHUYEHHUST CKOPOCTH Ha
HUCXOJSIITUHN TpadUK.

[IpuMeHeHHe TIPOQMIA OIpaHUYEHUA CKOPOCTH Ha
BXOJAIIUM TpaHUK.

[IpuMeHeHHe TIpaBHWJIa MaTUMHTa MU IlepeMapKUpPOBKU
BXO/IsA11IeT0 TpaduKa.

Bo3BpaT B peXXuM I7106a1bHOM KOHQUTYpaAITUH.

[IppMeHeHUe IIPOM3BeJeHHbIX HaCTPOeK.

ITpumep. Co3daHue uHmepgelica ¢ nepemMapkupo8Koil KAUeHMCK020 mpa@uxa u3 csé u cs7 8 cs5

qos
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set ipv4-dscp 40
tc 5
exit
exit
shape profile 20Mbits
rate 20480
exit
rate-limit profile 20Mbits
rate 20480
exit
exit

interface tengigabitethernet 0/0/2.300
tc-map input 101
shape output profile 20Mbits
rate-1imit input profile 20Mbits
exit

AHaJIOTUYHBIM 00pasoM MOXKHO OTCTPOUTH UM CEpPBHUCH], IIpefocTaBiiieMble KIHMeHTaM
nocpenctBoM L2-VPN TexHOJIOTHM, oOeclleduB TpeOyeMbIl ypOBeHb KauecTBa O00CIYKMBAHUSA
cetu. OTiMuMe OyJeT JIMIIb B TOM, UTO Telleph HAaC HMHTEPeCyIOT L2-3arojIoBKU KJIMEHTCKHUX
¢periMoB U ux 3HayeHUud PCP-11o14 (priority code point).

MPLS-3aro/IoBOK, TaxKe MMeIOIUM B cebe 3 OuTa g IIPUOPUTU3ALIUY,
HacIeayeT 3HaYeHUs IIPUOPUTETOB B 3aBHCUMOCTH OT HHKAIICY/JIHPYeMOH
Harpysku. T.e. g L3-VPN cepBucoB 3HauyeHue 101 DSCP  Oyzer
TpaHcaupoBaHo B MPLS-TC u miepeiaHo B ceTh, 1yid L2-VPN 3a 0CHOBY OyzeT
B34TO mosie PCP. Heo6X0gWMO YYUTHIBAaTh JaHHBIM MOMEHT B II€JIEBOM
JU3arHe IIpe0oCTaBIeHHUs YCIYT.

IMPORTANT

ITlepemapkupoBka MPLS-Tpaduka

Ecm fusaiiH ceTH TpebyeT IIOJIHYI0 He3aBUCUMOCTh MPLS-cerMeHTa OT IIPHOPUTETOB BXOZAILIETO
B CeTMeHT TpadukKa, Torga Ha PE-MapuipyTusaTopax TpebyeTcs IIpUMeHATh rewrite-rpaBuia.

Tabauya 101. Co3oaHue u Hacmpolika rewrite-map 0.1 MPLS-unmepdgeticos.

KomaHnpga HasnaueHnue

configure [Tepexof B pesKuUM 171062/ IbHOM KOHQUTYPAIIHH.

qos ITepexof B peXKUM KOHOUIYPUPOBAHUA M co3faHUA QoS
ImapaMeTpoB.

rewrite-map MAP_NUMBER Co3aHue KapThl IIepeMapKHUPOBKHU TpapUKa.

ipv4-dscp DSCP_VALUE OrmpepiesiseM Ha OCHOBe Kakoro 3HaueHusa DSCP B IPv4

3aroJIoBKe Oy/ieT yCTaHOBJIEH IIpropuTeT B MPLS-1akeTe.
set mpls-tc TC_VALUE HaszauaeM npuopureT id ucxogdaiero MPLS-rakeTa.

ex1t Bo3BpaT B peskKUM KOHQUTYPUPOBAHUS rewrite-map.
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Komanpga HasHaueHue

exit Bo3BpaT B peXMM KOHQUIYPHUPOBaHUA U CO3maHUA QoS
IapamMeTpoB.
exit Bo3BpaT B peXuUM IVI06aJIbHOM KOHQUTYpPaIIHH.

[locyieTHUH IT1aT - IPUMEHUTH rewrite-map Ha Bce MPLS-uHTepdechl JaHHOTO MapIIIpyTU3aTOopa.

B ciayuae mosBiieHUMs HOBBIX MPLS-JIMHKOB, TpeOyeTcd HasHadyaThb U Ha HUX
NOTE IpaBUJIa IlepeMapKHUpPOBKH, TaK KaK rewrite-map sBiseTcs per-interface
00BEKTOM.

Tabauya 102. IIpumeHeHue QoS-npasun Ha MPLS-unmepdgeticbL.

KomaHa Ha3HaueHmue

interface { tengigabitethernet |  Ilepexom B peskuM KoHOUTYpHpOBaHHS HHTepdelica JHUGO
bundle-ether } num | num.subif id  ca6unTepdeiica.

qos rewrite output MAP NUMBER IIpyMeHeHUe KapThbl IIepeMapKHPOBKHA Ha HCXOIAIUN

TpadUK.
exit Bo3BpaT B peXuUM IVI06a/IbHOM KOHQUTYpPaIlHHU.
commit ITprMeHeHMe IIPOKM3BEeAeHHBIX HACTPOEK.

ITpumep. Ilepemapxuposka mpaguka, ucxodsuwezo us PE-mapwpymusamopa 8 MPLS-cecmeHm.

qos
rewrite-map 404
ipv4-dscp 0-63
set mpls-tc 1
exit
exit
exit

interface tengigabitethernet 0/0/1.400
qos rewrite output 404
exit

Takum obpasom, Bech ucxomamuu L3-VPN Tpa¢uk Oyzmer coxpaHsaTh IPv4 DSCP mpuopuTeT, HO
mpls-tc 6yzeT paBeH 1.

OrpaHu4YeHHe I0JIOCHI II0 IPUOPUTETAM TpadpHuKa

HeMmHOro yciaoXHuM 3ajgady. IlpexcraBuM, UYTO Heob6xXxogumo L3-TpaduKy  BBILE/IATH
OIIpe/le/IEeHHYI0 IIPOIIYCKHYIO IIOJIOCY, COIVIACHO IIPHOpPHUTeTaM, HalphuMep, csl orpaHUYUBATH
20Mbit/s, cs5 orpaHuumBaTh 10Mbit/s, cs7 orpaHnuuBaTh 5Mbit/s, a Becb ocTaBIIMiicd TpadukK
orpaHuumBaTh 60Mbit/s. TakuMm o06pasoMm, TOT TpadUK, IIPUOPUTET KOTOPOr0 MbI OyaeM
YUYUTBIBATh, HEOOXOAMMO 3aJleTeKTUpOBaTb C IIOMOIIBI tc-map, 3aTeM IIPOKM3BECTHU
KJIacCUPUKAITUI0 IIPUHATOTO TpadpuKa C IIOMOIIBIO class-map, a yXe II0oCje OTpPaHUYMBATH
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TpebyeMOoM IT0JI0COM C TOMOIIBI0 policy-map.

Tabauua 103. CozdaHue u Hacmpotika policy-map.

KomaHma

confiqure

qos

tc-map MAP_NUMBER
ipv4-dscp DSCP_VALUE

tc TC_VALUE

exit

class-map CLASS_ MAP_NAME
match tc INTERNAL_TC VALUE

match-mode { all | any }

exit

policy-map POLICY MAP_NAME

class CLASS MAP_ NAME
shape rate KBPS

exit

exit

exit

Ha3unaueHue
[Tepexo[ B pesKuM I7106a7IbHOM KOHQUTYpALUH.

Ilepexoq B peXUM KOHQUIYPUPOBAHUSA U co3maHUA Q0S
IIapaMeTpoB.

Co3zaHue KapThl KJIACCOB TpadHKa.

OmpepesiseM Kakoe 3HadeHue DSCP B IPv4 makere Oyzer
IIoMeyaThCsa MapKepaMH tc.

HasHauaeM HOMep BHYTpeHHero s YCTpOMcCTBa tc-
MapkKepa.
JIaHHBIH ITapaMeTp SIBJIIETCS 00sI3aTeTbHBIM.

BosBpaT B peXMM KOHOUIYPHUPOBAHUS M Co3maHUsA QoS
IIapaMeTpoB.

CospmaHue KapThl KJIaCCUPUKALIUU TpadHUKa.
HasHaueHUe BHYTpPeHHeTO /I yCTPOMCTBA tc-MapKepa.

(onmuoHa/IbHO) PeskuM paboThl KiiacCUPUKAIIUU - JIMOO
IOJKHBI OBITH COOJIIO/[€HBI BCe YCIIOBUS, JILO0 XOTS OBI O/THO
U3 YCJI0BUM (pPe’KUM 110 YMOJYaHUIO).

Bo3BpaT B peXUM KOHOUIYPUPOBaHUS U co3fjaHUsI QoS
I1apaMeTpoB.

CosgaHue IIOJIMTUKH M1 OTPaHHUYEHHS HCXOJALIETOo
Tpaduka.

HaCTpOﬁKa HCIIOJIb30BaHUMA KJIaCCOB Tpa(l)I/IKa B IIOJIMTHKE.

3azjaHye OrpaHUYMTEJbHONM CKOpPOCTH JJIs Kjacca, IIpH
IOCTIDKEHUHM KOTOPOM IIpeBBHIIAIOINUN Tpaduk Oyzer
0TOpOILIEH.

BosBpart B peXuM KOHOUI'YpUpOBaHUA policy-map.

BosBpaT B peXMM KOHOUIYPHUPOBAHUS M Co3maHUsA QoS
IIapaMeTpoB.

BosBpart B pesXuM I7100a/IbHOU KOHQUTYpaIlUU.

[TocsiefHUM 1I1aT - IPUMEHUTH policy-map Ha UHTep¢echl MapIIpyTHU3aTopa.

Tabauya 104. IIpumeHeHue policy-map Ha uHmepdgeticsLl.

KomaHnpma

interface { tengigabitethernet |
bundle-ether } num | num.subif_id

Ha3HnaueHue

[Tepexon B peXUM KOHQUIYpHUpOBaHUA HHTepderica JH60
cabuHTepderica.
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Komanpga HasHaueHue

tc-map input MAP_NUMBER [IpuMeHeHHe ITpaBUIa MaTYMHTA BXO/SINET0 TpadUKa.
service-policy output [I[puMeHeHMEe CEepPBUCHOM IIOJUTUKU HAa UCXOAIIAN
POLICY_MAP_NAME TpaduK.

exit Bo3BpaT B peXXuM I7106a71bHOM KOHQUTYpaAITUH.

commit [IprMeHeHMe IIPOU3BEJeHHBIX HACTPOEK.

IIpumep. OeparuueHue ucxodsueeo mpaguka coeAacHo NPUOPUMema.

qos
tc-map 202
ipv4-dscp 8
tc 1
exit
ipv4-dscp 40
tc 5
exit
ipv4-dscp 56
tc 7
exit
exit
class-map cs1
match tc 1
exit
class-map csb
match tc 5
exit
class-map cs/
match tc 7
exit
policy-map shape_cs_output
class class-default
shape rate 61440
exit
class cs1
shape rate 20480
exit
class csb
shape rate 10240
exit
class cs7
shape rate 5120
exit
exit
exit

interface tengigabitethernet 0/0/2.300

tc-map input 202
exit
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interface tengigabitethernet 0/0/1.400
service-policy output shape_cs_output

exit
T.K. B TaHHOM IpyMepe tc-map HACTPOeHAa Ha KOHKpeTHble 3HaueHus DSCP, To

NOTE af11, af31, ef u Bce ocTasbHBIe KJacChl Tpaduka OyAyT IOIIafaTh IIO[ IIPAaBUJIO
class-default 1 gesuTe mosiocy B 60Mbit/s. IIo yMosdyaHuwo class-default umeer
BHYTPeHHHUI Mapkep tc = 0.

NOTE Tpaduk, IpUHATHIN Ha UHTepelc ¢ HeHaCTPOeHHO! (He IIPpUMeHEHHOMN) tc-map,

OymeT KiIacCuUITUPOBaThCA Kak class-default.
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HACTPOHKA ITPOTOKOJIOB RIP X RIPng

B aHHOH IVIaBe OIIMCaHBI IIPUHIIUIIEI HACTPOMKHU IIPOTOKOJIA AUHAMHUYeCKOM MapIIpyTH3allhuu
RIP (Routing Information Protocol).

[IpOTOKOJI IIPUHAJJIEKUT K CEMENCTBY IIPOTOKOJIOB COCTOSTHUS COeJMHEHU U OTHOCUTCA K IPyIIIe
IGP (Interior Gateway Protocol). OcHoBaH Ha ajroputMe besuixama-®oppaa (BeKTOP pacCTOSHU).
[IpuMmeHsgeMass B INpoToKosie RIP MeTpuKa IIpefcTaBisieT COO0M KOJIWYECTBO TPAaH3UTHBIX
IIepexo/loB [0 ajpeca HasHa4yeHHWd. MaKCHUMaJIbHO [OIIyCTUMOEe KOJHWYeCTBO TPAaH3UTHBIX
nepexonoB 1y RIP paBHO 15. MeTpuka 16 cuuTaeTcsi O6eCKOHEUYHO OOJIBIIION, ajpec
HeJIOCTOKHUMBIM.

[To yMOJIYaHUIO MaplIPpyTU3aTOP OTIIpaBJsieT 0OHOBJIEHUSA UHOOPMAIIUM O MaplIpyTax KaKible
30 cexyHA. B 00HOBJIEHUSIX COZEpPrKaTCsd He TOJIBKO MaplIpyThl, KOTOpPbIe IOJKJ/IIYEeHbl K HEMY
HaIIPSIMYI0, HO U MapIIpyThl, II0JIydeHHEBIe 0T IPYIUX MapIlIpyTU3aTOPOB II0CPeLCTBOM IIPOTOKOJIA
RIP. Ecsik B TeueHue 180 ceKyHJ poyTep He II0JydaeT 0OHOBJIEHUM, TO MapIIPYThI, IOJIyYeHHbIe
IIPU IIOMOIIY IIPeABbIAYIIIUX 00HOBJIEHUM, IIOMeYarTCd KaK "Heo6HOBJIeHHbIe". [1o ucTeueHUH 120
CeKyH/J "He0OHOBJIEHHbIE" MapIIPYTHI YAAJIAH0TCA.

Bepcuu nnpotokosia RIP

* RIP version 1 - Mo)keT paboTaThb TOJBKO C KJIACCOBOU ajpecarueirt. IllMpokoBeniaTeabHast
pacchlIKa 06HOBJIEHUH.

e RIP version 2 - HIpOTOKOJ OGHOBJIEH, Ao06aBJjieHa IIOAJeprKKa OeCK/IacCOBOM aJpecariuu
(mopmep>kka VLSM, Variable Length Subnet Masks). O6HOBJIeHUsS Iepefal0TCs C IIOMOIIBIO
MHOT0a/ipecaTHOM, a He IITUPOKOBeIllaTeJIbHOMU pacChIKU (azmpec 224.0.0.9)

* RIPng (RIP next generation) - ro6aByieHa nmogaep-xkka IPve6.

B mapupytusaTopax cepuu ME nopageps>xkaHsel RIP version 2 u RIPng.

IIpuHIIUNBI KOHQUTYPUPOBAHUA IPOTOKOIa RIP

HacTpolika Ipoljecca /[AWHaMHU4YeCKOM Mapuipyrusanuu RIP  IpousBofuTca B pasielie
KoHUTyparuu router rip.

Ha ycTporicTBe BO3SMOKHO CO3/iaTh TOJIBKO OZMH IIPOIlecC MapIIpyTusanuu RIP.

BHYTpH JaHHOI0 KOHQUIYpPAIlMOHHOIO 6JI0Ka HacTpauBaeTcd RIP Kak /g I106aJIbHOM TaOJIUITE],
TaK U JJI1 UMeIOIUXCs Ha MaplIpyTHU3aTope 9Kk3eMILIIpoB VRE.

JlanbHeHIIast KOHQUTYpaIis TakyKe IIPOU3BOUTCS HepapXuyecKH.

[Io yMO/JIlYaHUIO HU OJUH U3 HHTEepPQeMCOB YCTPOMCTBA He BKJIYEH B
npotokos RIP. /Jliiga 3amycka IpoTokosa RIP Ha wuHTepdelice u/wiIu
cabuHTepderice TpebyeTCd IBHO yKas3aTh 3TOT UHTepdelic B KOHQUTypaIuu
BHYTpH IIporiecca RIP.

IMPORTANT

TaxuM 0Gpa3oM, OC/I€/J0BATETHbHOCTH KOHPUTIYPHUPOBAaHUS NPOTOKOJIa RIP BRIIISIAUT
CJIeIYIOIIUM 00pa3om:
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1. Co3maHue IIporiecca MapIIpyTU3AIIUH.

2. O611ag HacTporka npoTokosia RIP Ha ycTpoicTBe.

3. ZlobaBiieHHe HHTepP(EICoB.

IToc/ie0BaTEILHOCTD
NOTE

KOHQUTYPHUPOBaHUSA IIPOTOKOJIA RIPng

MapIIpyTusaTopax cepur ME aHaloTUYHa.

ba3oBas HacTpouKa nporokxosia RIP

HaCTPOﬁKa IIPOTOKOJIAa ITPOM3BOHUTCA COIJIACHO OITMICAHHOM BBIIIIE Hnepapxuvu.

Tabauua 105. Bazosaa Hacmpolika npomoko.a RIP

KomaHnpza

confiqure

router rip (router ripng)

interface { loopback |
tengigabitethernet | bundle-ether
| fortygigabitethernet |
hundredgigabitethernet | tunnel-ip

| twentyfivegigabitethernet} num

receive disable

send disable

dscp value

exit

timers { update-interval |
holddown-interval | flush-

interval} SECONDS

exit

commit

Ha3umaueHue

Ilepexo/ B pesXUM I106a/IbHOM KOHQUTYpAITUH.

Ha

CospmaHue nporiecca Mapuipytusanuu RIP (in6o RIPng) u

IIepexo/] B pe>KUM eTr0 HaCTPOUKH.

Jlo6aBiieHHe COOTBETCTBYIOIEro MHTepderica (JTM60
cabuHTepderica) IIepexof; B peKUM ero HaCTPOMKU.

(OmroHabHO) 3aIlpeTUTh IIPHUeM 0O0HOBJIEHUH Ha
HHTepderice.

(OnnuoHanbHO) 3alIPeTUTh OTIIPaBKY 0OHOBJIEHUH C
uHTepderica.

(OnuoHanbHO) 3amanue sHaueHUs 1ot DSCP, ¢ KoTopbIM

OyZyT reHepUpPOBaATHCA [P-T1aKeThl.

Bo3BpaT B peKUM HaCTPOUKH IIpoIfecca MapuIpyTU3AIHUH.

(OmruoHanbHO) 3alaHre TaUuMepPoB IIPOTOKoJIa RIP:
update-interval —MHTepBaJI OTIIPaBKKA OOGHOBJIEHUH.
ITpuHrMaet 3HayeHud 1...50000 cekyHz, ledoiTHOE
3HaueHue — 30 cexyH[;

holddown-interval — uHTepBaJ BpeMeHU C MOM€EHTa
I10JIy4eHUd I10C/IefJHero 0OHOBJIEHUS, 110 UCTeUeHUU
KOTOPOTO MapIIpyT OyAeT IIoMeYeH KaK "BO3MOYKHO
HeJOCTYIIHBIN". /leposITHOe 3HaUeHHe — 180 CeKyH[;
flush-interval — HUHTepBaJ BpeMeHH, I10CJIe KOTOPOTO
IIOMeYeHHBIW MapuIpyT OyzeT ygasieH. leboaTHoe

3HaueHHe — 120 ceKyHL,.
BosBpaT B peskUM IVI00aIbHOM KOHQUIYPaIIUHU.

HpI/IMeHeHI/Ie IIPOM3BEAEHHBIX HACTPOEK.
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ITpumep. Bazosaa Hacmpolika npomoko.aa RIP

router rip
interface loopback 1
exit
interface tengigabitethernet 0/0/5
exit
exit

Hactporika RIP pjsa sksemiuisapa VRFE

Jl14 3aImycka Iiporecca Mapuipyrusanuu RIP BHyTpH KaKoro-i1u6o sk3eMiuiipa VRF He06X0AHUMO
CKOHQUIYpUPOBATh COOTBETCTBYOIUM 6s10K vrf <NAME> BHyTpHU 3apaHee CO3JaHHOIO IIpoliecca
Mapuipyrusanuu router rip. IIporecc manbHewined HacTpoWku RIP BHyTpu VRF ugeHTHUUYEH
TAaKOBOMY JJIg TJI00a/IbHOM TabJIMIThl MapIIPyTHU3aI[UHU.

[Iportecchl MapIIPyTH3aIllMU 11 pasHbIX VRF paboTarOT He3aBUCUMO [PYT OT
apyTa.

NOTE

Tabauya 106. Hacmpoiika npomokoaa RIP das sksemnaapa VRF

Komanpga HasnaueHue
configure [Tepexof B peskKUM IVI00aIbHOM KOHQUIYpaIlHHU.
router rip CosmaHue mporecca Mapuipyrusaniuu RIP u Iepexon B

PEe’KUM ero HaCTPOUKH.

vrf VRFE_NAME BriiroueHue RIP B cooTBeTCTByIOIEeM 3k3eMiuraipe VRF u
Iepexo B pe>KUM ero HaCTPOUKH.

interface { loopback | JlobaBeHHe  COOTBETCTBYIOIero HHTepdeiica  (Iu60

tengigabitethernet | bundle-ether cabuHTepderica) mepexon B perKUM ero HaCcTPOMKHU
| fortygigabitethernet | pd ) TIEPEXO] B P )

hundredgigabitethernet | tunnel-ip
| twentyfivegigabitethernet} num

receive disable (OnmmoHaMLHO) 3alpeTHTh NpHeM OGHOBJIEHHH Ha
HHTepderice.

send disable (OmIIMOHAIbHO) 3alpeTHTh OTIPaBKy OGHOBIEHHMH C
uHTepderica.

dscp value (OmoHanbHO) 3afaHue 3HaueHUd 11011 DSCP, ¢ KOTOphIM

OyZyT reHepuUpoOBaThHCA IP-T1aKeThl.

exit Bo3BpaT B pe)KUM HACTPOMKH IIpoliecca MapIIpyTH3aITUH.
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KomaHnpa

timers { update-interval |
holddown-interval | flush-

interval} SECONDS

exit

commit

Ha3umaueHue

(OnroHasbHO) 3afaHue TalMepoB IIPOTOKoIa RIP:
update-interval — uHTepBaI OTIIPaBKH 00HOBJIEHUU.
[IppHuMaeT 3HaueHUs 1...50000 cexyHna. /[ledosTHoe
3HayeHue — 30 CeKyH[;

holddown-interval —uHTepBaJ BpeMeHHM C MOMEHTa
II0JIy4eHUs IIOCJIeJHero OOHOBJIEHUs, II0 HWCTeYeHUU
KOTOPOTO MapIlupyT OyZeT II0MedeH KakK "BO3MOKHO
HeJIoCTynHBIN". /leposrTHOe 3HaueHHe — 180 CeKyH[;
flush-interval —uMHTepBaJl BpeMeHH, II0CJe KOTOPOIO
IIOMeYeHHBIM MapumpyT OyzgeT ypajaeH. JedosTHoe

3HauyeHUe — 120 cexyH/.
Bo3BpaT B peXXuM I7106a7IbHOM KOHQUTYpaAITUH.

[IppMeHeHUe IIPOX3Be/JeHHbIX HaCTPOeK.

ITpumep. Hacmpotiika RIP 05 skzemnasapa VRF.

router rip

vrf example
interface loopback 1
exit

interface tengigabitethernet 0/0/5

exit
exit

IMPORTANT

CooTBeTCTBYOIIIUMA 3Kk3eMIUsIp VRF 1o/pkeH OBITH 3apaHee CO3JaH B

KOHOUTYpaIliu MapIIpyTU3aTopa.

Pa6oTa ¢ npoToxosioMm BFD

[IpoTokosa BFD (Bidirectional forwarding detection) cay>KUT [J1s1 6bICTPOr0 0O6HaPy>KeHHUsI 0TKAa30B
COeIMHEHUU MeXXy IBYMs U 60Jjiee COCEHUMHU YCTPOUCTBaAMHU.

MapurpytusaTopsl ceMeiictBa ME HMeIOT amnmapaTHYI MIOAAepKKy BFD, 4ro 1mo3BoJsiger
MaKCHUMaJIbHO OBICTPO OOHApPYy’KUBATh OOPBIBBI COEUHEHUNM U IIPOU3BOAUTH IIEpPEKJ/II0UeHUe

TpaduKa Ha pe3epBHBIE MapPIIPYTHL.

BxitoueHure mpoTokosia BFD mpousBoauTCd NMYyTEM BBIIOJIHEHUS KOMaHAbI bfd fast-detect Ha
COOTBETCTBYIOII[eM WHTepderice B KOHQUIypallTMOHHOM 06JioKe IipoTokosa RIP. Ilpu atom
MapIlIpyTHU3aTop Oy/eT IIbITaThCI YCTaHOBUTH BFD-ceccuu ¢ IP-aspecaMu BcexX cocefieil, KOTOPBIX
rpoTokoJ RIP o6HapyXUT Ha uHTepdelice. B ciyyae yCIeNIHOrO yCTaHOBJIEHUS TaKUX COCE/ICTB
craTyc RIP-ceccuu CBSKETCS CO CTaTyCOM COOTBETCTBYIOIle BFD-ceccuu.

NOTE Tosibko 111 mpoTokoJia RIP. Iloanepskka BED g1 RIPng oTCyTCTBYeT.
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ITIpumep. Hacmpotika npomoxoaa BFD das RIP-unmepdgeiica.

router rip

interface tengigabitethernet 0/0/5

bfd fast-detect
exit
exit

PegucTpuOynusa MapuipyTHOM HHpOpMaIuu

MexaHU3M pegUCTPUOYIIUU I103BOJISeT IepefaTb B RIP MapuIpyThl M3 JPYTUX IIPOTOKOJIOB
(IGP/EGP, craTM4eCKHX MapuIpyTOB U T.II).

B Tekylell BepCcHH IIPOTPaMMHOr0 obecliedeHHs1 QMUIbTPAIlMM MapIIPyTOB, II0/JIeXKAIINX
peuCTpUOYITUY He II0/leprKaHa, ITepejaloTcsl BCe MapuIPyTHl YKa3aHHOTO IIPOTOKOJIA.

HCTOYHUKH PeIUCTPUOYITHH:

1. bgp —MapuipyTHas Tabsuila IpoTokosa BGP;

2. connected — MapIIpyThl, COOTBETCTBYIOII[HE II0/[CeTSAM, Ha3HAaUeHHbIM Ha IP-uHTepdeichl
Mapuipyrusaropa B faHHoM VRF (160 GRT);

3. ospf — MmapuipyTHas Tabsuna nporokosa OSPFv2;

4. isis — mapuIpyTHasa Tabulia IIporokoJa IS-IS;

5. local —MapuIipyThl, SABJISAIOIIMECT creluGuUKaMu /32 Ui afpecoB, HasHAaUYeHHBIX Ha IP-
UHTepdeNCchl MapIIpyTU3aTOopa.

6. static —cTaTHU4YeCKHe MapIIpyThL.

Tabauya 107. Hacmpotika peducmpubyyuu 8 RIP mapwupymHoil uHGopmauuu u3 opy2ux npomoko./108.

Komanpga

configure

router rip

redistribution { bgp | connected |
isis | local | ospf | static }
RULE_NAME

match { prefix IPv4PREFIX/MASK |
nexthop IPv4PREFIX/MASK | prefix-
list NAME_prefix-list}

metric-value METRIC
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HasunaueHue
[Tepexof B pesKuUM 171062/ IbHOM KOHQUTYPAIIH.

CospmaHue mporiecca Mapiupyrusanuu RIP u riepexon B
Pe’XrM ero HaCTPOMKH.

Co3pmaHue mpaBUjIa pegucTpudynuu ¢ uMeHeM RULE_NAME
U3 YKa3aHHOT0 UCTOYHUKA
(bgp/connected/isis/local/ospf/static) u mepexon B pesxum
HaCTPOMKHU 3TOr0 IIpaBUJIa.

VkasaHue (l)I/IJII)Tpa, HCITIOJIB3YEeMOTO U JaHHOTO ITpaBXJId.

YcTaHOBUTEH 3HaueHMe RIP-MeTpHUKHU /19 MapIIPYTOB,
IIPOLIEAIIHX Yepes3 JaHHOe IIPaBUJIO.



Komanpga HasHaueHue

priority RULE_PRIORITY YCTaHOBUTH IPUOPUTET JaHHOTO IIpaBUJjIa PeJUCTPUOYITUH.
[IpaBuIa peUCTPUOYITUU BBIIIOJIHSATCS 110 0Uepesu OT
HU3KOI'0 3HaUeHUs [IPUOPUTETA K BBICOKOMY U
cpabaThIBalOT I10 IIEPBOMY BXOKIEHUIO.

route-map ROUTEMAP_NAME YcTaHOBKA "KapThl MapILIPYTOB" I QUIbLTPAIIMU aHOHCOB.
KapTa MapILIpyToB ¢ UMeHeM, COOTBETCTBYIOLIIUM
ROUTEMAP_NAME, nojpKHa O6bITh CO3/laHa B KOHQUTYPAITUU
MapILpyTHU3aTOpa.

redistribute disable 3alpeTUThL peUCTPUOYITUI0 MapIIPYTOB, IOMABIIHX B
TeKyIIlee IPaBUIO. IIpU BEIOTHEHUH JAHHOH KOMAaHIBI
TeKylIlee IPaBUJIO CTAHOBUTCS 3aITpelIlaloIkM.

exit BeIX0[ 13 pesKriMa HaCTPOUKHU IIpaBUJIa PeIUCTPUOYITUU.
Jlajiee MO>KHO HaCTPOUTH CJIeLYIOIe ITpaBUjla — JJId TOr0
’Ke CaMOT0 UCTOYHUKA, JIU60 AJI51 APYTUX UCTOUYHUKOB

pesucTpUOyIIH.
root BBIXO[ B pesXuM 11062/ IbHOM KOHQUTYPAIIAH.
commit ITprMeHeHMe IIPOKM3BEeIeHHBIX HACTPOEK.

ITpumep. Hacmpolika npouecca RIP ¢ npagusiom peducmpubyyuu connected-mapupymos.

router rip
interface loopback 1
exit
interface tengigabitethernet 0/0/5
bfd fast-detect
exit
redistribution connected CONNECT-OSPF
match prefix 100.65.0.0/24
priority 10
redistribute disable
exit
exit

IIpoBepka paooTsI RIP 1 AuarHocTHuecKue KOMaHAbI

show route rip

KomaHja BBIBOAUT MapIIpyThl, MMelolliecs B TabJMile MaplIpyTU3allUuW, IIOJly4YeHHbIe U3
npotoxkosia RIP.

ITpumep. show route rip

0/ME5100:Router# show route rip
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Codes: R - RIP

.5.0.
.5.0.

D X0 XX =0

5
5
1
1
Total route count: 4

show rip

148/32 via 100.101.31.3 [120/3], 01h46m30s, te0/0/5
200/32 via 100.101.31.3 [120/4], 01h46m30s, te0/0/5
6.1.1.7/32 via 100.101.31.3 [120/2], 01h46m30s, te@/0/5
7.0.1.0/24 via 100.101.31.3 [120/2], 01h46m30s, te@/0/5

KomaHta BEIBOAUT 0011iee COCTOSSHUE U CTAaTUCTUKY 110 UMERIIeMyCs IIPOIleccy MapIIpyTU3aIiuu

RIP.

ITpumep. show rip

0/ME5100:Router# show rip
Thu Oct 6 16:37:16 2022
Routing Information Protocol:

Timers:
Update interval: 30 sec
Holddown interval: 180 sec
Flush interval: 120 sec

Sent

updates

Recv Recv bad

updates  packets

Interface(s):
Interface Send Receive
Recv bad
routes
te0/1/2.3 enabled enabled
0
Neighbor(s):
IP address Interface
BFD status Recv bad Recv bad

packets routes

Last update

Version

100.101.31.3 te0/1/2.3
not-required 0 0
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HACTPOHKA ATEHTA DHCP RELAY

DHCP (Dynamic Host Configuration Protocol — IIpoToKoJ AMHaMUYeCKOM HACTPOMKHU y3Ja, RFC
2131) — ceTeBOM IIPOTOKOJI, II03BOJIAIOIIUN CeTeBBIM YCTPOMCTBAM aBTOMAaTHYeCKH II0y4aTh IP-
ajipec U Apyrue napaMeTpsl, HeobxoguMele 11 pa6oThl B ceTu TCP/IP. IIpoTokos DHCP pa6oTaer
110 IIPUHIUITY KJIMEeHT-CepBep, 0OMeH JaHHBIMU MeXKIy KJIHMEeHTOM U CEpBEPOM OCYILeCTBIISIETCS
yepes IOPTHI 67 U 68. /l1d 1iepegaur UHGOpMAIUU OT KiIreHTa K cepBepy DHCP ucmosnb3yeT mopT
67, B 00paTHOM HallpaBJIeHUH — 68.

Ilo ymosyaHuro, 3ampocsl IpoTokosia DHCP IepefmaroTcs B IIpefesax OLHOM IrozaceTH. IIpu
PacloJIO’KeHUW B pasHBIX IIIMPOKOBEIaTeJbHBIX [O0MeHaX KJIHEeHTOB U CepBepoB 00MeH
IIaKeTaMU IIPOU3BOUTCS Yepes CllelalbHbIN peTpaHcaaTop — DHCP Relay Agent.

JlJ1a epefadyu LOIIOJTHUTeJIbHOM MHpopMarimu o DHCP-kiueHTe Ha DHCP-cepBep, a Takke A
3aIlUTHI OT aTak C UCII0JIb30BaHUeM IIpoToKosia DHCP ucrionb3yeTces omnrus 82.

[ToJsie Option 82 B DHCP nakeTe uMeeT [iBe CTaHJapPTHbIE 00J1aCTH:

* Agent Circuit ID — cogep>XuUT MHGOPMAITUIO O TOM, C KaKOro IopTa mpuiies 3anpoc Ha DHCP-
peTpaHCIATop.

* Agent Remote ID — upgeHTudukaTop camoro DHCP-peTpaHcigTopa (KOTOPBIM 3amaeTcs IpH
HaCTpoMKe, HarIpuMep, MAC-azipec yCTpOMCTBa, KMs WU JII060e yA00HOe 3HaUeHHe).

Hactporka L2 DHCP Relay arexnra

Tabauya 108. IlocnedogamesibHocmb Hacmpoltiku L2 DHCP Relay azenma

KomaHnpa HasunaueHue

configure [Tepexof B pe>KUM IV106aIbHOU KOHQUTYpaIlUHU.

relay-agent name [Tepexop B peskxuM KoHOUurypruposanusa DHCP Relay Agent.
interface type num VKa3aTh UHTepQerc U IIeperuTH B Pe’KUM ero HaCTPOUKHU.
trusted ipvd JlobaBisieT uHTepdeiic B CIMCOK «J0BepPeHHBIX». DHCP-

IIaKeThI (DHCPOFFER, DHCPACK, DHCPNAK WIn
DHCPLEASEQUERY), OTIIpaBJIsIEMbIE DHCP-cepBepowM,
II0JIyYeHHBbIE C 3TUX UHTePPENCcOB He 0TOPACHIBAOTC.

exit Bosspart B pexxuM KoHurypanuu DHCP Relay Agent.
mode { append | discard | forward PsmenuTh croco6 oGpa6orky DHCP-IIaKeTOB C OIIHed 82,
| replace } IIOJIyYEeHHBIX C KJIMeHTCKUX (untrusted) mHTepdeiicon
* append — no6aButh B DHCP-11akeT onijuro 82;
¢ discard — or6pocuts DHCP-nnakeT;
» forward —nepenath 6e3 n3MeHeHHUH (110 YMOJIYaHHUIO);
* replace — 3aMeHUTH OIIIHIO 82.
exit Bo3BparT B peKuM IJI06aIbHOU KOHQUTYPaIIUH.
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Komanpga HasHaueHue

commit ITprMeHeHMe IIPOKM3BEeIeHHBIX HACTPOEK.
Ipumep: koHPuzypauus L2 DHCP Relay azenma. HHmepgeiicbl 06eduHeHbl 8 OpudiHc-00MeH.

interface tengigabitethernet 0/0/1.88
description "to DHCP-server"
encapsulation outer-vid 88
rewrite egress tag push outer-vid 88
rewrite ingress tag pop one

exit

interface tengigabitethernet 0/0/1.92
description client1
encapsulation outer-vid 92
rewrite egress tag push outer-vid 92
rewrite ingress tag pop one

exit

interface tengigabitethernet 0/0/1.93
description client2
encapsulation outer-vid 93
rewrite egress tag push outer-vid 93
rewrite ingress tag pop one

exit

12vpn bridge-group default bridge-domain DHCP
interface tengigabitethernet 0/0/1.88
exit
interface tengigabitethernet 0/0/1.92
exit
interface tengigabitethernet 0/0/1.93
exit
exit

relay-agent test

interface tengigabitethernet 0/0/1.88
trusted ipv4

exit
interface tengigabitethernet 0/0/1.92
exit
interface tengigabitethernet 0/0/1.93
exit

exit

Hactpotiika L3 DHCP Relay areHTa.

Tabauua 109. ITocnedogamenvHocms Hacmpotiku L3 DHCP Relay azeHma
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KomaHnpa

confiqure

relay-agent name

address-family ipv4

helper-address ipv4address

vrf vrf name

exit

interface type num

mode { append | discard | forward
| replace }

relay-source ipv4address

keep-relay-address

exit

commit

HasxnaueHue

[Tepexof B pesXUM IVI00aJIbHOM KOHQUIYPAIIHHU.

[Tepexopn B pexxuM KoHuryprupoBauus DHCP Relay Agent.
[Tepexopn B peskuM HacTpouku IP-agpeca DHCP-cepBepa.
Vkasats IP-agpec DHCP-cepBepa.

VkasaTh skseMIuiip VRF, B KoTopoM gocTyiieH IP-azpec
DHCP-cepBepa.

BosBpart B pexxum KoHpurypanuu DHCP Relay Agent.
VkasaTb uHTepdetic DHCP-kiHeHTa.
H3MeHuTH crroco6 o6paboTku DHCP-makeToB C omruei 82,
TIOJIYUEeHHBIX C KIMeHTCKUX (untrusted) uHTepdericoB

* append — no6aBuTh B DHCP-11akeT onijuzo 82;

* discard — or6pocutbs DHCP-11aKeT;

» forward —1iepefjaTh 6e3 U3MeHEHU;

* replace — 3aMeHUTH ONITUIO 82.

(OmmuonanbHO) 3amathk [P-ampec B KauecTBe I[P-afpeca
oTIpaBUTesId (src B IP 3arosioBke) U IP-azpeca KIMeHTCKOIO
uHTepderica (relay agent IP address) IIpu oTIIpaBKe IIaKeTOB
Ha DHCP-cepBep (DHCP discover).

Ana  obecrleyeHHWsT — KOPPeKTHOM
paboThl He06X0IUMO
BOCIIOJIb30BaThCsl KoMmaHou "keep-
relay-address" pe>xuMa
KOHQUTrypupoBaHud Relay areHrTa.

IMPORTANT

(OmmonanbHO) CoxpanuThk B DHCP-makeTte (DHCP discover)
B KauecTBe relay agent IP address agpec uHTepdelica, ¢
KoToporo npuittesr DHCP-3arrpoc 0T KJIMeHTa.

BosBpaT B peXXuM I7106a71bHOM KOHQUTYpaAIIUU.

HpI/IMEHeHI/Ie IIPOM3BEAEHHBIX HACTPOEK.

ITpumep: koHPu2ypauus L3 DHCP Relay azenma. HHmepgeiicbl 06eduHeHbl 8 bpuddc-domeH. B 6pudaic-
doMmeH 006a8/1eH Maxice Mapupymuaupyrowull supmyaibHslil unmepgetic (BVI)

relay-agent test

address-family ipv4 helper-address 88.1.1.119

vrf test
exit
interface bvi 23
exit
exit
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12vpn bridge-group default bridge-domain DHCP
interface tengigabitethernet 0/0/1.88
exit
interface tengigabitethernet 0/0/1.92
exit
interface tengigabitethernet 0/0/1.93
exit
routed interface bvi 23
exit
exit

interface bvi 23
ipv4 address 92.168.15.1/24

vrf test
exit

KoMaHIBI THAaTrHOCTHKH

Huoke mnepeuncieHbl Show-KoMaHABI, IIOCPEACTBOM KOTOPHIX MOYKHO IIOJIYUUTH PasIAYHYI0
IUarHocTuyecKyr nHpopmarnuro o DHCP Relay arenre.

show relay-agent counters
KOMaH,ILa BBIBOJIUT CTaTHUCTHUKY II0 BCEM Relay areHTaM CHUCTEMBI.

ITpumep: show relay-agent counters

0/ME5100:Routerfishow relay-agent counters

Relay agent name: test
IPv4 helper-address: 88.1.1.119

VRF name: test

Interface: bvi23

Interface oper state: up
IPv4 Counters
DHCP Packets:

Discover: 22
Offer: 9
Request: 45
Decline: 0
ACK: 45
NAK : 0
Release: 12
Inform: 0
Lease query: 0
Lease unassigned: 0
Lease unknown: 0
Lease active: 0

Failed packets
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Bad length:
To interface w/o IPv4:
TTL expired:
Unexpected type:
Bad Header length:
Add options fail:
Receive packet fail:
Send packet fail:
Deleted pending packet:
To deleted interface:
Strip options fail:
IPv6 Counters

DHCP Packets:
Solicit:
Advertise:
Request:
Confirm:
Renew:
Rebind:
Release:
Reply:
Decline:
Reconfigure:
Information request:
Relay forward:
Relay reply:
Lease query:
Lease query reply:
Lease query done:
Lease query data:
Lease query request:
Reconfiqure reply:
Query:
Response:

Failed packets
Unknown type:
To interface w/o IPv6:
TTL expired:
Unexpected type:
Receive packet fail:
Send packet fail:
Bad length:
Msg w/o relay options:
Unknown interface:

[SSEN SN IS NS IR RN S I S RN G B S I S )

(SSRGS IS IS G I S I S BIGGS IIGS B e G e B BGS B B S B GS BS B S AR S

[N IS RN CS I S RN G I G RN G B oS

show relay-agent state

KoMaH/ja BRIBOJUT UHGOPMAITHUIO 0 KOHQUTYpaliiu Relay areHTOB CUCTEMBL.
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IIpuwmep: show relay-agent state

0/ME5100:Router#show relay-agent state

Relay agent name:
IPv4 helper-address:
VRF name:
IPv6 helper-address:
VRF name:
Interface:
Interface oper state:
Interface is active
L3 IPv4 enabled
IPv6 disabled
Interface:
Interface oper state:
Interface is active
L3 IPv4 enabled
IPv6 enabled
Interface:
Interface oper state:
Interface is disabled

Relay agent name:
Interface:
Interface oper state:
Interface is active
L2 IPv4 trusted
Interface:
Interface oper state:
Interface is active
L2 IPv4 untrusted
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test

88.1.1.119
default
88:1:1::119
default
te0/0/1.55

up

te0/0/1.92
up

te0/0/1.95
down

new
te0/0/1.3001

up

te0/0/3.3335
up



HACTPOHKA DHCP-CEPBEPA

[1aBa mocBsIleHa HacTpoiike DHCP-cepBepa.

HacTpolika 3K3eMILIsIpa cepBepa

Jk3eMiuisip DHCP-cepBepa B VRF mpexacraBiasgeT Co60M IIpoIjecC, KOTOPBIM o6pabaThiBaer
BXopsIue U popmupyeT DHCP-3amrpockl Ha onpefie IEHHBIX UHTepdeticax.

MapiipytusaTtopsl ME I103BOJISIOT HAaCTPOUTH OAMH 3dK3eMIuisip DHCP-cepBepa B IV106aJbHOM
TabJInIle MapIIpyTU3al{uy U 110 OJHOMY 3K3eMILIAPY Ha Kakabii u3 VRF.

Koundurypanusa cepsepa

Tabauua 110. ITopsdok koHPuzypauuu dhcp-server

KomaHnpa HasHaueHue

configure [Tepexof B pesKUM IVI00a/IbHOM KOHQUIYpaIIUHU.

interface IF Cospganue L3-uHTepdetica

ipv4 address ADDR 3amaHue agpeca uHTepdeca.

root [Tepexof B pesKuM I7I06aIbHOM KOHQUTYpaLUH.

dhcp-server Ilepexo[, B peskxuM HacTpoiiku DHCP-cepBepa.

interface IF Jlo6aBJleHHe IPOC/IyIIIMBaHUs Ha HHTepelice.
default-lease-time value BpeMmsi apeHABl ajpeca B CeKYHJaX, €eCJId KJIHEeHT He

3allpalliuBaeT KOHKPETHOE BpeMd apeHIbI.

maximum-lease-time value MakcuMaJbHOe apeHbl ajpeca B CEKYHJAaX, KOTOPOE MOJKeT
OBITH IPEZOCTABIEHO KJIMEHTY B OTBET Ha €ro 3aIpoc.

address-family ipv4|ipvb|both 3amanme AFI, B pamkax KoToporo 6yzeT paboTaThk cepBep.

address-range RANGE 3amaHue AMamnasoHa apecoB, U3 KOTOPHIX GYJEeT IIPOUCXOAUTH
BBIJjavua. /[MAIla30H AOJDKEH SIBJSITHCS ITO[MHOKECTBOM CETH
uHTepderica. Obg3aTe/IbHBINA ITapaMeTp.

excluded-range RANGE 3amaHue paMamna3oHa ajpecoB W3 Auana3oHa address-range,
KOTOpBIe He MOTYT ObITH BbIIaHBI KJIeHTaM.
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options

exit
exit
static-bindings IP MAC

commit

Bxo[ B peKuM 3ajaHUs IIpe/JHaCTPOeHHBIX OIIITUH.

default-router - DHCP option 3 (Default router list)
dns-server - DHCP option 6 (DNS servers list)

domain-name - DHCP option 15 (Domain name)

filename - name of the initial boot file

netbios-name-server - DHCP option 44 (NetBIOS servers list)
next-server - next-server address

ntp-server - DHCP option 42 (NTP servers list)
tftp-server-address - tftp option 150 (TFTP server address)
tftp-server-name - tftp option 66 (TFTP server name)
v6-info-refresh-time - DHCPv6 option 32 (Info refresh time)
v6-nis-domain-name - DHCPv6 option 29 (NIS domain name)
v6-nis-servers - DHCPv6 option 27 (NIS servers addresses)

v6-nisp-domain-name - DHCPv6 option 30 (NIS+ domain
name)

v6-nisp-servers - DHCPv6 option 28 (NIS+ servers addresses)

v6-sip-servers-addresses - DHCPv6 option 22 (SIP servers
addresses)

v6-sip-servers-names - DHCPv6 option 21 (SIP servers
names)

v6-sntp-servers - DHCPv6 option 31 (SNTP servers).

BosBpart B pe;KuM KOHQUTryparuu interface.

BosBpart B pexuM KoHburypanuu dhep-server.

Co3maHue CTaTUYEeCKOU 3aIlkCH COOTBeTCTBUA IP-MAC.

[IppMeHeHMe IIPON3BeJeHHBIX HACTPOEK.

IIpumep HacTpoiiku dhcp-server A1 r71060aJ1bHOM Tab/IAIIBI

MapHIPpyTH3aluU

dhep-server vrf default

interface tengigabitethernet 0/0/4.2000300

address-family ipv4

address-range 200.0.20.2-200.0.20.100
address-range 200.0.40.2-200.0.40.100

exit
exit
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ITpoBepKa MPUMEHEHHBIX CIIMCKOB a/IPeCOB:

show dhcp-server interfaces

BeIBOJ MHTEP$ECcoB, Ha KOTOPHIX IIPOUCXOAUT 06paboTka DHCP-coobiieHuit. [Ipumep:

0/ME5100:Router# show dhcp-server interfaces

address-1list cde

1 permit 232.0.0.0/8
2 permit 239.0.0.0/8

address-1list test

1 permit 232.1.1.1/32

show dhcp-server bindings

BrIBOZ aKTUBHEIX apeH. [Ipumep:

0/ME5100:Router# show dhcp-server bindings

DHCP-server process is enabled in vrf default

IP address

Hardware address

00:e0:6f:7d:01:2c
9c:ef:5e:6f:ec:fc
00:11:38:28:84:d4
00:e7:64:31:3a:af

Type

dynamic
dynamic
dynamic
dynamic

Expires

16:21:43
16:25:55
16:26:07
16:26:10
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CIINCKH KOHTPOJIAI JOCTVIIA (ACL)

I'maBa IIOCBAIIIEHA HaCTPOﬁKe CITMCKOB AO0CTYVIIA.

Co3paHue cIIHCKa JOCTYyIIa

Crrcok pmocryna (gasee — "CIIMCOK") — 9TO CIIOCOO peryrpoBaTh IIPOXOXKAEHUE IIaKeTOB Uepes
uHTepdelic Ha OCHOBAaHUU 3HAUYEHUU 3aroJIOBKOB, IIOJIMTHUK U JeUCTBUM. OH IIpUMeHsdeTcsa Ha
uHTepderice 1 obpabaTeiBaeT BXOAAIINMN TpaduK. CIIMCOK COCTOUT U3 IpaBui ("seq-num"”, fajee
— "IIpaBuo"). IIpaBuiio 06Js1a/1aeT CaeYIOIUMU aTPUOYTaMU:

* lIMeeT NOPSAKOBBIN HOMED /I yKasaHUS MecTa B 00Iell o4yepefy COIIOCTABJIEHUS I eé
nepe6opa;

» COZlep’KUT KPUTEPUU [JIs1 COIlOCTaByIeHUs. Kak TOIbLKO 6ymeT HadaeHo [IpaBUIO, KPUTEpPUU
KOTOPOTO YA0BJIETBOPEHEI, IIepebop MpeKpaTUTCs;

* Coflep>KUT CIIMCOK JIeHMCTBUM, KOTOPHIH OyZeT IIPUMeHEH K IIaKeTy.

Ilopsapok co3manusa Cnucka

Tabauya 111. ITopsadok KoH@uzypauuu access-list

Komanpga HasHaueHnue

configure [Tepexof B pesXyuM Iv106aIbHOM KOHQUTYPALIUH.
access-list NAME [Tepexof B pesKUM HacTpOoMKHU CIIHCKa.

seq-num NUM [Tepexo[ B pe>KUM HacTpoMku [IpaBuia.

source NUM [Tepexof, B pe’KUM yKa3aHUsI aTpUOyTOB "UCTOUHUK"

PAa3/IMYHBIX 3aroJIOBKOB [JIsA COITOCTAaBJIEHUA.

ipvd A.B.C.D 3amaHue ipv4-apeca I COIIOCTaBJIEHUS C 3ar0JIOBKOM ipv4
I10J1eM "HCTOYHHUK"

exit BosBpaT B pe;KMM HacTpoHKH IIpaBuia.

destination NUM [Tepexo[; B pesKUM yKasaHUs aTpUOyTOB "IToIydaTesis”
PasJIMYHBIX 3ar0JIOBKOB JIJI COIIOCTaBJIEHHUS.

port eq 179 3asaHue aTpubyTa "mopTa mosy4daresis” AJjsl COII0CTaBIeHU C
COOTBETCTBYIOIIMM I10JIEM 3ar0JIOBKa TPAHCIIOPTHOI'O YPOBHA.

exit BosBpaT B pe;KHMM HacTpOHKH IIpaBHIIa.

action deny YcTaHOBKa 3alpeTa Ha IIPOXOXKeHHe ITaKeTa.

exit Bo3BparT B pesXuM HacTpoUKH CITHCKa.

exit BosBpart B peXuM I171060a71bHOU KOHQUTYpaIiuiu.
interface te 0/8/4.3000 Bxoz B pe’KuM HacCTpPOMKHU UHTepderica.

access-group ingress 1 3aganue CIMCKa JOCTyIIa Ha YKasaHHOM HHTepderice.
commit [IprMeHeHMe IIPOH3BEJeHHBIX HaCTPOEK.
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IIpumep HacTpoiiKu access-list

access-list 1
seq-num 10
action deny
destination
port eq 179
exit
log-enable
source
ipv4 10.0.0.26
exit
exit
seq-num 20
exit
exit

A pa6otel ACL Ha yCTpPOMCTBe HeOOXOAWMO BBICTABUTH COOTBETCTBYIOII[ME allllapaTHbIe
HaCTPOMKHU. X BKIIIOUeHHe U 3aZjlaHue JUMUTOB 3a7ieicTByeT pecypc TCAM uumIiia KOMMYyTaI{UHU.
Tabauua 112. ITopadok KoHPuU2ypauuu annapamHslx Hacmpoek 04 ACL

KomaHnpa HasHaueHue

configure [Tepexo[ B pesKUM Iv106a7IbHOM KOHQUIYpaIlUHU.

hw-module enable acl-counters  BxiroueHHe MOANEP)KKH CUETUNKOB cpabaThiBaHUSI ACL.
TpebyeT HaTMYHS YCTAaHOBJIEHHOTO MO/YJISI CTATUCTHKH

hw-module enable acl-default  BxsroueHHe HO/IEPKKH COIIOCTABJIEHHS C TAGIUIIEH
MapIIPyTHU3aIlHiy, C I0IIaflaHreM TpadrKa M0 JeficTBHe
MapIIpyTa I10 YMOTYAHHUIO.

hw-module enable acl-qos BruIroueHwHe I0/IepoKKH QOS /111 BO3MOKHOCTH 3afaHus TC,
DSCP.

hw-module maximum acl-entries 3amaHue MAKCHMaJIbHOTO KOJMUYECTBA IIPABUJI B pacyéTe Ha

10 OJIVH UHTepQeriC.

commit [TprMeHeHMe IPOM3BeeHHBIX HACTPOEK.

IIpuMep HACTPOMKHU almapaTHBIX HacTpoek A ACL

hw-module enable acl-counters
hw-module enable acl-default
hw-module enable acl-qos
hw-module maximum acl-entries 10

ITpoBepKa MPUMEHEHHBIX CIIMCKOB a/IPeCoB:
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show access-lists

BrIBoJ cOKpallléHHOM HHGOpMaIUH O CIIMCKe TocTyna. I[IpuMep:

0/FMCO:example_router@1# show access-lists 1
access-list 1
10, deny, any, src[10.0.0.26], dst[port eq 179] L2: @, IPv4: @, IPv6: @ hits
20, permit, any, src[any], dst[any] L2: @, IPv4: @, IPv6: 0@ hits

show access-lists detailed 1

BBIBOJL pacIIMpeHHOM HHGOPMAIIUH O CIIHCKe JocTyIa. [IpuMep:

0/FMCO:example_router@1# show access-lists detailed 1
Tue Mar 21 16:32:13 2023
HW resources: 0/10 acl entries at LC0/0
4/10 acl entries at LC0/8
0/10 acl entries at LCO/11

Access-list: 1
Configured on interfaces:
te0/8/4.3000, L2: @, IPv4: @, IPvb: @ hits
seq-num 10
action: deny
match:  proto any, tos any, no fragments, flow-label any, vid any, pcp any, dei
any, ethertype any
source: ipv4 10.0.0.26, ipvb any, port any, mac any
destination: ipv4 any, ipvb any, port eq 179, mac any

set: none
total: L2: 0, IPv4: @, IPv6: 0 hits
seq-num 20

action: permit
match:  proto any, tos any, no fragments, flow-label any, vid any, pcp any, dei
any, ethertype any
source: ipv4 any, ipvb any, port any, mac any
destination: ipv4 any, ipvb any, port any, mac any
set: none
total: L2: @, IPv4: 0, IPv6: 0 hits

Co3gaHue rpynnsl 00beKTOB

prnna 00bEKTOB — 3TO CITHCOK 3JIeMEHTOB OOHOTO YPOBHs, KOTOpPBIE MOTIYT IIPUMEHSATHECA B
KaueCTBe CChIVIKHU B IIPpaBUJIaX CIIMCKa JOCTYIIA.

ITopsAAOK CO3AaHUA IPyIIIbI 00 bEKTOB

Tabauua 113. ITopsadok KoH@Puzypauuu object-group
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Komanpga HasHaueHnue
configure [Tepexo[ B peskKUM IV100a/IbHOM KOHQUIYPAIIUHU.

object-group ipv4-group NAME  [Iepexom B pesKHM HAaCTPOMKH ['PYIIIILL.

address A.B.C.D/N 3amaHue ipv4-Io/CeTH.
exit BosBpart B peXuM I71060a71bHOM KOHQUTYpaIiuu.
commit [IprMeHeHMe IIPOU3BeJIeHHBIX HACTPOEK.

IIpumep HacTpoiiKu object-group

object-group network ipv4-group OUTER_NETWORKS
address 212.20.0.0/16
description "0G to match enemy's networks"
exit
access-list 1
seq-num 10
action deny
source
ipv4 OUTER_NETWORKS
exit
exit
exit
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TECTBI ELTEX IP SLA

IP SLA sgBisgercda OYHKIMEM IIpOrpaMMHOr0 oOOecIledyeHHs, KOTOpas IIpefoCTaBseT
I10J1b30BaTeIsIM BO3MOXKHOCTh aHAJIM3UPOBaTh YPOBEHb 00CHyKMBaHUA I[P I IIPUI0OKEeHUN U
cepBUCOB. IP SLA HCII01b3yeT MeTOJ, aKTUBHOI'O TeCTUPOBAaHUA 3a CUeT HelIpephIBHOM reHepaliuu
TpaduKa HaJe’KHBIM U IIpe/iCKadyeMbIM MeTOJ0M. AKTUBHOEe TeCTUpPOBaHUE JaeT BO3MOKHOCTH
OIleHUBAaTh Ba’KHbIe XapaKTepPUCTUKU KauecTBa IIepe/lauy JaHHBIX B CeTdAX, paboTarolux Ha 6ase
npoTokoJa IP.

Ha Mmapuipytusatopax cepuu ME mof1epy>KUBArOTCsI CJIeYIOIHe TUITH TeCTOB:

* icmp-echo;
* icmp-jitter;
* udp-echo;

* udp-jitter.
MapIpyTH3aToOp HOAJeP>KHUBaeT BOSMOKHOCTb KOHQUTYpAIUU 10 128 TeCTOB.

OnuH M3 caMBIX IIPOCTBIX IIPUMEPOB TecTa - IIPOBepPKa [JOCTYIIHOCTH pecypca C IIOMOIIBIO
rpocroro “ping” (orupasku ICMP-3anpoca u oxugaHus ICMP-oTrseTa).

BoJjlee CJIOKHBIM - MPOBepKa KadecTBa KaHa/Ia 10 TaKUM XapaKTepPHUCTHKaM Kak jitter u delay.
MapIIpyTH3aTOP OTIIPABJIIET CTeHEPUPOBAHHBIM ITaKeT BCTPeUHOMY YCTPOUCTBY. [Tocsie TOro Kak
TeCTUPYyeMbI MapUIpyTH3aTOP MOJydaeT ITaKeT, B 3aBUCUMOCTH OT Tula IP SLA u3MepeHUs, OH
OTIPABJISIET TECTOBBHIM IaKeT 0GPAaTHO HCTOUHUKY C BPeMEHHOM METKOM /I KaJbKYJISIIHH
CeTeBBIX MOKasaTesel. IP SLA BBHITIOJTHIET U3MepeHHe ITapaMeTPOB JIMHKA, UCII0JIB3YsI ITPOTOKOJI
UDP.

Ana pa6orbl UDP-TecTOB Ha OKOHEYHOM VYCTPOMCTBe [OJ/DKeH OBITH BKJ/IIOUEH PECIIOHZED,
II03BOJIAIOIIIMI CHCTeMe OTBeuaThb Ha TeCTOBble 3ampockl IP SLA, KkoTopkle mockliaeT sender. IP
SLA pecnioHzep pocrtymneH Ha ycrporictBaX ELTEX cepuu ME m ESR. I'e”epatop IP SLA Mosxet
OTIIPaBJIATH TECTOBBIE ITAKETHI TOJIBKO C ycTpouicTB ELTEX cepuu ME u ESR.

Pecmonzep IP SLA oXuzaeT Ha onpejesleHHOM IopTy (control-phase-dest-port) Tak Ha3bIBaeMoe
KOHTPOJIBHOE COO00IlleHMe II0 IIPOTOKOJIY YyIIpaBJjieHWs OT reHepartopa IP SLA TecTOB ceHpepa.
[Tocite moJiydeHUs KOHTPOJIBHOTO coobineHus, I[P SLA BkirouaeT cortacoBaHHbIM UDP wmiu TCP
IIOPT. PecrioHep IMpUHUMAaeT 3alIpOChl ¥ OTBeYaeT Ha HUX. B I1eyIX JOIIOJTHUTEJIbHOM 3al[UThI
IUI1 KOHTPOJIBHOTO COOOIIeHUs AOCTYIIHO IndpoBaHue. /[uid 3anycka IP SLA-TecTa HEO6XOLUMO
yKa3aTh:

¢ destination-address;

e source-address.

11 OCTaJIbHBIX IIapaMeTPOB HCIIOJIB3YIOTCA 3HAauYeHHsd II0 YMOJYaHHI. ITO MHHUMAaJIbHas
KOHQUTypaIlis TecTa icmp-echo, KOTOPBIM 3allyCTUTCA IIOCIe IIPUMEeHEHUs HaCTpoeK U OyneT
IJIATHCS 6€CKOHEUHO.
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IP SLA sender

Huoke onmuchiBaeTcsl KOHQUTYypaIlug yCTPoHCcTBA-UHUITMaTopa TecToB IP SLA (ceHpep, sender).

Tabauya 114. Hacmpotika IP SLA sender

KomaHma

confiqure

ip-sla sender

test num
vrf vrf_name

destination-address
ipv4address

destination-port value

source-address ipv4address

source-port value

type { icmp-echo | icmp-
jitter | udp-echo | udp-
jitter }

control-phase-dest-port
value

ip-sla-logging-traps

dscp value
disable

HasnaueHue

[Tepexof B pe>KUM IV106aJIbHOM KOHQUTYpaIIUH.

[Tepexop B pesxuM KoHOuUrypamuu IP SLA sender.

3aslaHue HOMepa TecTa U IIepeXxof; B PesKUM ero HaCTPOHKH.
[OnnuonanbHO] YKasaTe VRF, B KOTOPOM OyieT 3allyllieH TecCT.

3asanue IP-agpeca oIpanirBaeMoro XocTa.

[OnoHanbHO] 3ajaHuye II0pTa, Ha KOTOPBIM OYAYT OTIIPaBJIATHCS
SLA-T1aKeTHI.

3agath IP-agpec uHTepdeiica, ¢ KOTOPOro 0yAyT OTIIPABIAThLCA SLA-
IIaKeTkl.

[OnroHambHO] 3a4aTh IIOPT, C KOTOPOTo OYAYT OTIIPaBIATHCA SLA-
IIaKeTEkl.

BhIGpaTh THUII TeCTa.

[OmmonanbHO]  VKasaTb  IIOPT, KOTOPBIM  IIPOCJIYIIHMBAaeT
pecrmoHjep. Yepes 3TOT MOPT IIPOMCXOAUT  COIJIACOBAHHE
IIapaMeTpOB TecTa MeXKy CEH/IePOM U PeCIIOH/IepOM, B YaCTHOCTH,
naposad H crocoba mudpoBaHud. JedoysTHBIM IOpT - 1800.
HacTtpauBaeTcsa Ha ceHfiepe U pecroHjepe. MCII0ab3yeTcss TOJIbKO
Iuid TecToB UDP.

AKTUBHUpPOBaTh  QYHKITUIO
HM3MEeHEeHUU COCTOSIHUS TecCTa.

oTmpaBki  SNMP-TpamoB  Ipu

[OmuoHanbHO] 3amaTh 3HaueHHe DSCP makeToB IP SLA.

OTKIFOUUTH TecT IP SLA.

Tabauya 115. Hacmpolika 8peMeHHbIX U KOAUHECTN8EHHbLX napamempos. IIpou3eooumcs 8 pejxcume

Hacmpoliku mecma.
KomaHnpma
configure

ip-sla sender

test num

start-time { HH:MM |
HH:MM:SS | YYYY.MM.DD-
HH:MM:SS }

HasHaueHue

[Tepexo/i B pesXKHUM IJ100aIbHOM KOHQUTYPAIIUH.

[Tepexof B peskuM KoHouUryparuu IP SLA sender.

3asaHre HOMepa TecTa U I1epexof; B PesKUM ero HaCTPOUKH.

3aZlaHre BpeMeHU Hayvajsla TecTa. ECIM He yKashklBaTh BpeMs
HayvaJia, TeCT 3aIlyCTUTCS I10CJIe BBIIIOJTHEHUS KOMaHb! "commit”.
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KomaHnpa

lifetime value

recurring

number-of-packets value

packet-interval value

packet-size value
test-interval value

rep-hist-count value

ttl value

commit

Ha3umaueHue
3azaHue JINTeJIbHOCTHU TeCcTa B CeKYH/IaX.

3amyckaTh TecT pa3 B CyTKH B 3ajlaHHOe (start-time) BpeMs c
3amagHoH (lifetime) MpoA0/HKUTETBHOCTHIO.

3alaHue KOJIMYeCcTBa [IaKeTOB B TeCTe.

3a/laHre BPEeMEHHOT0 WHTepBaja MeXK/Iy OTIIPaBKOM OT/AeIbHBIX
I1aKeTOoB.

Ba/laHI/Ie pa3Mepa IIakKeTa.
BB,HHHI/IG BPEMEHHOTI'0O MHTEpPBaJa MeX1y TeCTaMH.

3a/laHre KOJIMYeCTBA TECTOB, pPe3yJIbTaThbl KOTOPHIX BOHAYT B
CTaTHUCTHUKY.

3anmarth 3HaueHue TTL maketoB IP SLA.

[IppMeHeHMe IIPOH3BeJeHHBIX HACTPOEK.

IP SLA responder

Huoke ommchiBaeTcs KOHQUIYpAIiUsl YCTPOMCTBA-OTBeTUHMKA M1 TecToB IP SLA (pecrioHpep,

responder).

Tabauya 116. Hacmpoiika IP SLA responder

KomaHnpga

configure

ip-sla responder

vrf _vrf name

address {ipv4address | all }

control-phase-dest-port
value

exit
disable

commit

HasHaueHHe

IIepexo/i B pesXUM II00aIbHOM KOHQUTYPALIUH.

[Tepexop B peskuM KoHOuUryparuu IP SLA responder.
[OnnuonanbHO] YKasaTe VRF, B KOTOpoU GyieT 3aIlyliieH TecCT.

3amaHue IP-agpeca uHTepderica, KOTOPHIM OyjeT OTBedyaTb Ha
TecTOoBbIe 3arpocekl IP SLA ceHpepa U Ilepexof; B PeXUM ero
HaCTPOMKH.

[OnmoHanbHO] VKasaTh IIOPT, KOTOPBIM "CiaylllaeT" pecIoH[ep.
JedosTHbIM TOPT - 1800.

(OnroHasIbHO) Bo3BpaT B peskuM KOHQUIYpaIluU pecIlioHzepa.
OTKJ/IDUUTE PecIIioOH/ep.

HpI/IMEHEHI/Ie IIPOHU3BEAEHHBIX HACTPOEK.

HacTpoliika ayreHTUPUKaAIIUHU

AyteHTUUKAIUA [OJ/DKHA OBITH HACTpOeHa Ha CeHfepe UM pecroHzepe. IIpu HacTpolike
He06X0MMO BBIOPATh TUII ayTeHTUPUKAITUU U 3a[aTh 11apoJib. [I0 yMOJI4aHUK ayTeHTUUKAIIUS
OTKJIIOUeHa. Ha ceHziepe ayTeHTHUKAIUg MOKeT OBIThH HacTpoeHa /I KaKAOoro TeCcTa B
OTZeJIbHOCTH, Ha pecIloOH/iepe - 11 BceX UHTepdeiicoB.
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Tabauua 117. Hacmpoiika aymeHmugukayuu IP SLA sender

Komanpga HasHnaueHue

configure Tlepexoy] B pesKUM IJI06aIbHOM KOHGHUIYPaITHHL.

ip-sla sender [Tepexon B pesxuM KoHOuUrypanuu IP SLA sender.

test num 3aJaHre HOMepa TecTa U IIepexo]; B PesKUM ero HaCTPOUKHU.

auth { hmac-sha256 | sha256 BrpiGop Tmma ayTeHTHOMKamuy. 3ajaHHe ITapaMerpa 'none'

| none } OTKJI0YaeT ayTeHTU(PHUKAIIHI0, YTO COOTBETCTBYET II0BEJEHUI0 II0
YMOJTYaHUI0.

password { KEY STRING | 3alaHue KJIo4Ya Ui ayTeHTUQUKAIUU B OTKPBITOM (KEY _STRING)

encrypted KEY_ENCRYPT } 60 B 3amnppoBaHHOM (KEY_ENCRYPT) BUpe.

commit ITprMeHeHMe IIPOM3BEAeHHBIX HACTPOEK.

Tabauua 118. Hacmpoiika aymeHmuguxkavyuu IP SLA responder

KomaHna HasunaueHue

configure [Tepexof B pe>KUM I7106a7IbHOU KOHQUIYpaIlUHU.

ip-sla responder [Tepexox B pesxuM KoHOUrypamnuu IP SLA responder.

auth { hmac-sha256 | sha256 BrpiGop Tmma ayTeHTHHKAmuH. 3ajaHMe IapaMerpa 'none'

| none } OTKJI0YaeT ayTeHTU(PUKAIIHI0, YTO COOTBETCTBYET II0BEJEeHUI0 II0
YMOJIYaHUIO.

password { KEY STRING | 3alaHue KJIro4Ya Ui ayTeHTUQUKAIUU B OTKPBITOM (KEY _STRING)

encrypted KEY ENCRYPT } 60 B 3aiti$ppoBaHHOM (KEY _ENCRYPT) Bufe.

commit [TprMeHeHHe IIPOM3BEeNeHHBIX HACTPOEK.

Ipumep nacmpoiiku mecma UDP IP SLA. JluHusa mecmupyemcs 60/4bWUUMU NAKeMAaMU, 8KAIUEHA
OMCHLIKA MPanos Ha yCmpoucmeo MOHUMOpPUH2a, HacmpoeHa aymeHmugukayus. Tecm 3anyckaemcs
edxceoHegHo 8 16:10 u daumces 1200 ceKyHO.

ip-sla sender
test 3
auth sha256
control-phase-dest-port 1808
destination-address 5.5.0.30
ip-sla-logging-traps
lifetime 1200
packet-size 1514
password encrypted CDE650
recurring
source-address 5.5.0.31
start-time 16:10
type udp-jitter
exit
exit
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Ha ecmpeuHoMm ycmpoticmee 00/19ceH 6blmb 8K/AH0UEH pecnoHaep.

ip-sla responder
address 5.5.0.30
control-phase-port 1808
exit
auth sha256
password encrypted CDE650
exit

JAHarHocTuyecKue KOMaHAbI

show ip-sla results
KoMaH/1a BBIBOAUT MHGOPMAITUIO 000 BCeX TeCTaX, 3allyllleHHbIX B TaHHBII MOMEHT.

ITIpumep. show ip-sla results

0/ME5100:Router# sh ip-sla results
Mon Jun 26 16:31:07 2023

Test ID: 2
Status: fail
Error description: control phase failed: timeout
Start time: 2023.06.26-16:31:00
Finish time: 2023.06.26-16:31:02
Number of successfull tests: 0

Number of failed tests: 1
Number of test packets: 0
Number of Sender->Responder samples: 0
Number of Responder->Sender samples: 0
Number of Sender->Responder packets sent: 0
Number of Responder->Sender packets received: 0
Jitter values:

Sender->Responder minimum: 0.000000 sec
Sender->Responder average: 0.000000 sec
Sender->Responder maximum: 0.000000 sec
Sender->Responder current: 0.000000 sec
Responder->Sender minimum: 0.000000 sec
Responder->Sender average: 0.000000 sec
Responder->Sender maximum: 0.000000 sec
Responder->Sender current: 0.000000 sec
Loss values:

Sender->Responder loss: 0
Sender->Responder loss percent: 0.000000
Responder->Sender loss: 0
Responder->Sender loss percent: 0.000000
Duplicate: 0

Late Arrival: 0

Skipped: 0

304



One way latency values:

Sender->Responder
Sender->Responder
Sender->Responder
Responder->Sender
Responder->Sender
Responder->Sender

minimum
average
maximum
minimum
average
maximum

Out of sequence values:

Sender->Responder:
Responder->Sender:

RTT values:
Minimum delay:
Average delay:
Maximum delay:

Test ID:
Status:

Error description:
Start time:
time:

Finish
Number
Number
Number
Number
Number
Number
Number
Jitter

of
of
of
of
of
of
of

successfull tests:
failed tests:

test packets:

Sender->Responder
Responder->Sender
Sender->Responder
Responder->Sender

values:

Sender->Responder
Sender->Responder
Sender->Responder
Sender->Responder
Responder->Sender
Responder->Sender
Responder->Sender
Responder->Sender

Loss values:

Sender->Responder
Sender->Responder
Responder->Sender
Responder->Sender
Duplicate:

Late Arrival:
Skipped:

minimum:
average:
maximum:
current:
minimum:
average:
maximum:
current:

loss:

loss percent:

loss:

loss percent:

One way latency values:

Sender->Responder
Sender->Responder
Sender->Responder
Responder->Sender
Responder->Sender
Responder->Sender

minimum
average
maximum
minimum
average
maximum

delay: 0.000000 sec
delay: 0.000000 sec
delay: 0.000000 sec
delay: 0.000000 sec
delay: 0.000000 sec
delay: 0.000000 sec

0

0

0.000000 sec
0.000000 sec
0.000000 sec

3
successful

2023.06.26-16:30:02
2023.06.26-16:30:12
19

0
100

samples: 100
samples: 100
packets sent: 100
packets received: 100

0.000028 sec

0.000032 sec

0.000039 sec

0.000030 sec

0.000028 sec

0.000032 sec

0.000039 sec

0.000030 sec

0

0.000000

0

0.000000

0

0

0
delay: 0.000197 sec
delay: 0.000223 sec
delay: 0.000272 sec
delay: 0.000197 sec
delay: 0.000223 sec
delay: 0.000272 sec
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Out of sequence values:
Sender->Responder:
Responder->Sender:

RTT values:

Minimum delay:
Average delay:
Maximum delay:

0/ME5100:AR31-17-151#

0.000394 sec
0.000446 sec
0.000543 sec

Taxoke MO>KHO BBIBECTH HHPOPMAIIUIO 110 OIIpefieIeHHOMY TeCTY

ITpumep. show ip-sla results test 3

0/ME5100:Router#t sh ip-sla results test 3
Mon Jun 26 16:33:53 2023
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Test ID: 3
Status: successful
Error description:

Start time: 2023.06.26-16:30:02
Finish time: 2023.06.26-16:30:12
Number of successfull tests: 19
Number of failed tests: 0
Number of test packets: 100
Number of Sender->Responder samples: 100
Number of Responder->Sender samples: 100
Number of Sender->Responder packets sent: 100
Number of Responder->Sender packets received: 100
Jitter values:
Sender->Responder minimum: 0.000028 sec
Sender->Responder average: 0.000032 sec
Sender->Responder maximum: 0.000039 sec
Sender->Responder current: 0.000030 sec
Responder->Sender minimum: 0.000028 sec
Responder->Sender average: 0.000032 sec
Responder->Sender maximum: 0.000039 sec
Responder->Sender current: 0.000030 sec
Loss values:
Sender->Responder 1loss: 0
Sender->Responder loss percent: 0.000000
Responder->Sender loss: 0
Responder->Sender loss percent: 0.000000
Duplicate: 0
Late Arrival: 0
Skipped: 0
One way latency values:
Sender->Responder minimum delay: 0.000197 sec
Sender->Responder average delay: 0.000223 sec
Sender->Responder maximum delay: 0.000272 sec
Responder->Sender minimum delay: 0.000197 sec



Responder->Sender average delay:
Responder->Sender maximum delay:

Out of sequence values:
Sender->Responder:
Responder->Sender:

RTT values:

Minimum delay:
Average delay:
Maximum delay:

S

[SEN SIS

.000223
.000272

.000394
.000446
.000543

sec
sec

sec
sec
sec
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HacTporka LLDP

LLDP (Link Layer Discovery Protocol, 802.1ab) —IIpoTOKO0JI KaHaJbHOI'O YPOBHS, II03BOJISIOIIINAMN
ceTeBOMy OOOpPYZOBaHHIO OIIOBeIl]aTh JIOKaJbHYK CeTb O CBOeM CYIIeCTBOBaHHU U
XapaKTepUCTUKaX, a Takyke CcOOMpaTh TaKWe >Ke OIIOBeIlleHUs, IIOCTYIIalolllie OT COCETHEro
060pyI0BaHM4.

B cetu ¢ nogmep>kKkor LLDP yCcTpo#CcTBO 0OBSBIISIET JIOKAJIbHYI0 HHOOPMAIHIO 0 cebe B 610KaX
naHHbIX LLDP (LLDPDU) HeIlOCpeACTBEHHO IIOAK/IIOYEHHBIM yCTpoMcTBaM. HHpopMalusd,
pacipocTpaHsaemasa yepes LLDP, XpaHUTCA ee II0JIy4aTe/JIMU B CTaHIAPTHEIX MIB, UTO I103BOJIIET
crucTeMe yrpaBiieHUs ceThbio (NMS) mosryuaTh JOCTYII K 3TOM HHopMaruu uepes SNMP.

B LLDPDU nepezaetcs ciaenyroias tHGopmalysa 06 yCTpOUCTBe:

* OCHOBHBIE BO3MO>KHOCTH CHCTEMEI,
» [P-azpec yrpaBjieHUsI CUCTEMOM;
* eHTUOUKATOP YCTPOUCTBA;

* UpeHTHUOHUKATOpP IIOPTA.

AreHTbI LLDP 1 pe>xumMsbl MoCTa

AreHT LLDP - 3T0 0TOO6pakeHre 06 beKTa IIPOTOKO0JIa, KOTOPBIH peanusyeT LLDP.
Heckosibko areHToB LLDP MoryT pa6oTaTh Ha 0HOM UHTepderice.

AreHThs!I LLDP miogpaszessroTcd Ha CaeQyrliue THUIIBL:

» Bovpkauinuii areHT Mocta (Nearest bridge)
» Bovpkadinuil areHT MocTa kKireHTa (Nearest customer bridge)
» Bovokaniuit areHT Mocta He-TPMR (Nearest non-TPRM bridge)
Ha cxeMe HIbKe IIpUBe[leH IIpUMep IIPUMeHeHHUs OJHOBPEeMEHHOI'O HCI0JIb30BaHUS PasHBIX

TUI0B LLDP-M0CTOB 1 mpo3pavHoro Tpansura LLDP-TpaduKa /11 yCTaHOBJIEHUS COCEICTB MEXKIY
COOTBETCTBYHIIIMMHU YCTPOHCTBAMH.

|Nearest | [Nearest |
JETSEEER S e e e e o e e e e |customer |
|bridge | |bridge |
| I | |
[Nearest | [Nearest | [Nearest |
|non-TPRM |------ |non-TPRM |-----------coommemoo |non-TPRM |
|bridge | |bridge | |bridge |
| | I R R |
[Nearest | [Nearest | |Nearest | [Nearest |
|bridge  |------ |bridge  |------ |bridge  |------ |bridge |
| | | | | | | |
| ;| [ TPMR-- - === ---- CB2
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lpumep ycTaHosneHna LLDP-cocencTsa.

O6opynoBaHue 1epefaeT Kaapbl LLDP mo cetu Ethernet yepes ompeqeseHHble HUHTEPBAsbI
BpeMeHU.

Kazgper LLDP miaa pexxuma mocrta "Nearest bridge" umeror Multicast MAC-azgpec ImosyyaTesst
01:80:C2:00:00:0E.

g pecxuMa mocta "Nearest customer bridge" — 01:80:C2:00:00:00.

g pecxuMa mocta "Nearest non-TPRM bridge” — 01:80:C2:00:00:03.

ITocegoBaTe ILHOCTE KOHQUIYPHPOBaHUS MPOTOKOIa LLDP BBIIJIAAUT CIeYIOLIHUM
obpasom:

1. Ob1as HacTporika IpoTokosia LLDP Ha yCTpOMCTBe;
2. JlobaBiieHHEe UHTeP(EMCOoB;

3. BrI6Op pekrMa MocTa Ha UHTepdeiicax.

basoBasg HacTpouKa nporoxosia LLDP

HacTporika IMpOoTOKOJIa ITPOU3BOIUTCS COTJIAaCHO OITHCAHHOM BHIIIIE UePapPXUH.

Tabauya 119. Fa3osas Hacmpolika npomokoaa LLDP

Komanpga HasnaueHue

configure [Tepexof B peskKUM IVI00aIbHOM KOHQUIYpaIluH.

11dp BruroueHre LLDP u miepexo/| B pesKUM er0 KOHQHUIypaIiyu.
hold-multiplier value (OnmuoHanbHO) 3alaHue MHOXKUTeNsI I pacuera

BpeMeHU >xu3HU (TTL) mHPopmarmuu o coceme LLDP c
MOMEHTa II0CJIefHeTr0 06HOBIeHUS. /leposTHOE 3HaUeHMe-4.
(TTL=(hold-multiplier*interval)+1)

interval value (OmuoHanbHO) 3alaHue WHTepBasia Iepemauud LLDP-
naxkeToB. [lepoaTHOe 3HaueHHe-30 CEKYH]I.

notification-interval value (OmmonanbHO) 3aZjlaHye BpeMeHU OTIIpaBKU  trap-
cooOb1ieHU mocsae usmMeHeHusa LLDP Ta6buurel. [ledposTHoe
3HaueHUe-30 CeKyH/I,

optional-tlv { mgmt-addr | port-  (OmmmonasmbHO) 3amper mepemaud mHopMaryu B TLV 0

desc | system-cap | system-desc | BBIG
; aHHOM ITapaMeTpe.
system-name} disable P P P

optional-tlv mgmt-addr set {ipv4  (Ommumomanbuo) 3amanme IPv4 (IPv6)-amipeca, KOTOPBIi

address | ipvb address} 6yZeT IepenaBaThCd KaK ajgpec  ympapiaeHHs. Ilo
ymosuyaHuio B LLDPDU mnepenmaerca IPv4-ampec Loopback-
uHTepdeiica ¢ HAMMEeHbIIUM IOPIIKOBEIM HOMEPOM.
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KomaHnpa

pps value

reinit value

disable

11dp interface {
tengigabitethernet |
fortygigabitethernet |
hundredgigabitethernet |

twentyfivegigabitethernet }
num_interface

agent { nearest-bridge | nearest-
customer-bridge | nearest-non-
tpmr-bridge }

neighbors-limit value

optional-tlv { mgmt-addr | port-
desc | system-cap | system-desc |
system-name} disable

optional-tlv mgmt-addr set {ipv4
address | ipv6 address}

port-id-type { interface-name |
local | mac-address}

notification device { enable |
disable }

notification tables { enable |
disable }

receive { disable | enable }

transmit { disable | enable }

commit

Ha3umaueHue

(OmmuoHabHO) 3aZaHHe MaKCHMaJbHOTO KOJIMYecTBa
nocsenoBaTesbHEIX LLDPDU B ceKyHIy, IepeaBaeMbIX IIPU
U3MEeHeHUHM JIOKaJlbHOU uHbopmanuu LLDP. [lebposTHOe
3HaYeHHe-S.

(OmmuoHa/bHO) 3agaHHe HHTepBaJsa
BpeMeHU B CeKYH/IaX Ilepe]l IIOBTOPHONM WHUITHAIH3AIlUeN
LLDP. leposTHOE 3HAUEHME-2.

MHWHHMAJIBHOTO

(OmoHanbHO) BeikitoueHue LLDP Ha MapuipyTusaTope.

BxurroueHue LLDP Ha mHTepdelice U IIepexo/; B PeKUM ero
KOHQUTYpaITUH.

3ajaHue peXuMa MOCTa, B KOTOpoM OyneT paboTaThb
UHTepdeliCc U Iepexo]] B pesKUM ero KOHQUTYPaAITUH.

(OmmmoHanbHO) 3ajaHHe MaKCHUMAaJIbHOTO KOJIUYecTBa
cocefen.

(OmmroHanbHO)  3arpet
BBHIOpAaHHOM I1apaMeTpe.

nepegayu  uHGOpMAIUU O

(OnmmmonanbHO) 3azaHue IPv4 (IPv6)-ampeca, KOTOpPBIH
OyzmeT TIlepefaBaThCid KakK ajpec ymopasieHus. Ilo
ymosuanuio B LLDPDU mnepepmaerca IPv4-ampec Loopback-
UHTepderica C HAUMEHBIINM II0PAAKOBEIM HOMEPOM.

(OnmroHanbHO) BheIGOP ITapaMeTpa, KOTOPBIM  Oyzer
HUCII0JIb30BaThCA [UII UeHTUQUKALIUU HHTepdetica:

- interface-name- ums1 uHTEpPdErica;

- local - Interface index

-mac-address - MAC-azpec uHTepderica.

PaspemuTs/3aripeTuTh  OTHpPaBKy SNMP-TpamoB  mpu
ycTaHOBJIeHHU HOBOro LLDP-cocencTBa.

PaspemnuTs/3anipeTUTs  OTHpaBKy SNMP-TpamoB  Iipu
IIOJIyYeHUU  yBefoMJyIeHHWd 00  u3MeHeHuu  LLDP-

HHPOpPMAIUH OT coce/ia.

3amnpeTutsh /paspemiuTs npueM LLDP PDU Ha uHTepderice.
ITo yMoT4aHUIO IIpHEM pa3perleH.

3ampeTuTh /paspemmTh Iiepegadyy LLDP  PDU Ha
uHTepderice. IIo ymMoI4aHUIO I1epefiava pasperreHa.

HpI/IMEHeHI/Ie IIPOM3BEAEHHBIX HACTPOEK.

ITpumep KoH@uypauuu npomokxoaa LLDP
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Ha mopty MapuipyThsaTopa HaCTpOeHBbI [Ba areHTa: agent nearest-bridge u agent nearest-
customer-bridge. /[loia areHTa nearest-customer-bridge ckoHQUrypupoBaH CBOM mgmt-agpec.
Taxoke 106aJIbHO 3a/laH Mgmt-azpec, KOTOPBIM Oy/IeT ImepeaBaThbCs CO BCeX ITIOPTOB, Ha KOTOPBIX
BKkJroueH LLDP.

11dp
interface tengigabitethernet 0/0/1
agent nearest-bridge
exit
agent nearest-customer-bridge
optional-tlv mgmt-addr set 5.5.0.31
exit
exit
optional-tlv mgmt-addr set 192.168.17.151
exit

AHarHocTu4yecKue KOMaHabI

Hioke mepeuncieHbl show-KoMaH[bIl, IIOCPEACTBOM KOTOPBIX MOJKHO IIOJIYYUTH Pa3JIUUYHYIO
MUAaTHOCTHUYEeCKYI0 MHpopMaIum o pabore LLDP Ha ycTpo¥icTBe.

show lldp

JlaHHasg KOMaHjla II0Ka3bIBaeT IVIoOaJbHble HACTPOMKU LLDP U B KpaTKoW TabJUYHOU dopme
crircok LLDP-rtapaMeTpoB BceX HHTepdelicoB, Ha KOTOPBIX BKJIIOUEH IIPOTOKOJL.

ITpumep: show lldp

0/ME5100:Router# show 11ldp
Fri Oct 3 15:12:38 2025
System information:

Chassis type : MAC address
Chassis ID : a8:19:4b:8b:bc:20
System name : AR31-17-151

System description : Eltex ME5100 carrier router

Global LLDP information:

LLDP tx interval : 30 seconds
LLDP hold multiplier 14
LLDP TTL : 121 seconds

LLDP reinitialization delay : 2 seconds
LLDP notifications interval : 30 seconds
LLDP pps : 5

Management address : 192.168.17.151

LLDP agent codes:

(N) Nearest Bridge, (NnT) Nearest non-TPMR Bridge
(NC) Nearest Customer Bridge
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LLDP optional TLV codes:
(MM) Enable management address TLV, (PD) Enable port description TLV
(SC) Enable system capabilities TLV, (SD) Enable system description TLV
(SM) Enable system name TLV

Port State TX State RX Optional TLVs Notifications tables
Notifications device Agent Mgmt-addr

te0/0/1 enabled enabled MM PD SC SD SM enabled enabled
N 192.168.17.151

te0/0/1 enabled enabled MM PD SC SD SM enabled enabled
NC 5.5.0.31

show lldp interface

JlaHHas KoMaHja II0KasblBaeT HacTpolku LLDP Ha wmHTepdelicax. Takyke MOXKHO IIOKa3aThb
KOHQUTYpAaIHIO0 OIIpeie/IeHHOI0 HHTepderica, yKasaB ero B KayecTBe KJIIYa.

0/ME5100:Router# show 11dp interface tengigabitethernet 0/0/1
show 11dp interfaces tengigabitethernet 0/0/1

Tue Oct 7 16:50:47 2025

System information:

Chassis type : MAC address

Chassis ID : a8:19:4b:8b:bc:20

System name : AR31-17-151

System description : Eltex ME5100 carrier router
Management address : 192.168.17.151

Capabilities Available : Bridge, Router

Interface : Tengigabitethernet@/0/1
Status Toup
Interface description : -a MES3124F 17.31 te@/4
Interface index 22
MAC address : a8:19:4b:8b:bc:21

Agent type : nearest-bridge

Port-id type : interface-name
Neighbor limit : 100
Management address : 192.168.17.151
Tx : enabled
Rx : enabled
Notification tables : enabled
Notification device : enabled

Optional TLV

Management address : enabled
Interface description : enabled
System capabilities : enabled
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System description
System name

Agent type
Port-id type
Neighbor limit
Management address
Tx
Rx
Notification tables
Notification device

Optional TLV
Management address
Interface description
System capabilities
System description
System name

show lldp local

: enabled
: enabled

: enabled
: enabled
: enabled
: enabled
: enabled

: nearest-customer-bridge
: interface-name

: 100

: 5.5.0.31
: enabled
: enabled
: enabled
: enabled

KoMaH/ia BRIBOAUT UHPOPMAIMI0 0 KoHQuUryparuu LLDP Ha uHTepdericax B KpaTKON TaGIMUHOM

dopme.

ITpumep: show lldp local

0/ME5100:Router# show 11dp local

Fri Oct 3 15:17:03 2025

Chassis ID Capabilities Port ID

a8:f9:4b:8b:bc:20 Bridge, Router te@/0/1

a8:f9:4b:8b:bc:20 Bridge, Router te@/0/1

Port Agent Mgmt-addr
Status Port description
te0/0/1 N 192.168.17.151
up -a MES3124F 17.31 te0/4
te0/0/1 NC 5.5.0.31
up -3 MES3124F 17.31 te0/4
show lldp neighbors

JlaHHass KOMaH/a IIoKa3blBaeT HHOopManuiw 06 LLDP-Helibopax B TaGIUYHOM BUJE.
Hcnosib3oBaHMe Kiroua "detail” 6e3 rmapaMeTpoB I103BOJISIET IPOCMOTPETH IIOJHYH UHGOPMAIIHI0
06 LLDP-Heli60pax /i1 BCeX UHTepercoB.

ITpumep: show lldp neighbors

0/ME5100:Router#t show 11dp neighbors

Tue Oct 7 16:44:55 2025
Capability codes:

(R) Router, (B) Bridge, (T) Telephone, (D) DOCSIS Cable Device
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(W) WLAN Access Point, (r) Repeater, (H) Host, (s) Station only
(TP) - Two Ports MAC Relay, (S) - S-VLAN, (C) - C-VLAN, (0) Other
LLDP agent codes:
(N) Nearest Bridge, (NnT) Nearest non-TPMR Bridge
(NC) Nearest Customer Bridge
Local port Chassis id Port id Capabilities Agent
System name

te0/0/1 a8:19:4b:8b:95:00 ted/1/2 B R NC
DR30-17-150

te0/0/1 £8:28:c1:48:06:40 ted/0/1 B R NC
R17-200

te0/0/1 a8:f9:4b:ab:4e:40 tel1/0/4 B R N

show lldp statistics

Komanza BriBOoAUT LLDP-cTaTUCTUKY II0 BceM HHTepdericaM MaplipyTh3aTopa. Taxke MO>KHO
BBIBECTU CTAaTHUCTUKY II0 OIIpe/ieIeHHOMY MHTepQecy, yKas3aB ero B KauecTBe KJIIo4a.

IIpuwmep: show lldp statistics

0/ME5100:Router# show 1ldp statistics
Tue Oct 7 16:54:32 2025

LLDP traffic statistics:

Last neighbor change: ©5h58m26s ago

Neighbor entries added: 3

Neighbor entries deleted: 0
Neighbor entries aged out: 0
Neighbor advertisements dropped: @

LLDP agent codes:
(N) Nearest Bridge, (NnT) Nearest non-TPMR Bridge
(NC) Nearest Customer Bridge)

Port TX frames total TX frames errors RX frames total RX frames
discarded Frames errors RX TLVs discarded RX TLVs unrecognized RX ageouts total
Agent

te0/0/1 731 0 2164 0

0 0 0 0 N
te0/0/1 726 0 1450 0

0 0 0 0
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BCTPOEHHBIN MEHE/KEP COBBITUH EEM

ITpuHIUI padoThI

Ha mapiipytusaTopax cepurd ME peann3oBaH QYHKITMOHAJ BCTPOEHHOTO MeHe/pKepa COOBITHH
(EEM, Embedded Event Manager), II03BOJIIIOIIIMM CO3[4aBaTh CIleHAapUM [JjIs1 aBTOMaTHU3alluU
paboThl o6opygoBaHMsA. OCHOBHOM 3ajjadued MaHHOTO QYHKIIMOHAJA SIBJSIETCS OTCAEKMBaHUeE
MIOSIBJIEHUSI OIIpejleJIEeHHBIX II0JIb30BaTejleM COOBITHHM (HaIpuMep, aBapHil) Ha YCTPOMCTBe U
BBITIOJTHEHHE eCTBUU B CIydae aKTHUBAIIUH WJIM HOPpMaIUu3aIuy JaHHBIX COOBITHM.

CreHapuii EEM MO’KHO IIpeicTaBUTH TakK:

Ecnn "cobbitue":
To "BbINONMHUTL fAeiicTteue (peiictsua)"

B 6u6smoTexe EEM IpUCYTCTBYIOT [iB€ TaOJIUITHL:

* Tracks - cofep>XuT Bce CKOHQUTYPHUPOBAHHbIE TPEKH.

 Conditions - cofiep>XUT O0TCIeKMBaeMble Alarm coo6IIIeHUs.
Tracks coiep KuT:

» Ki1ro4, KOTOpPBIN IIpefcTaBisieT OO0 id Tpeka.

» CaM Kutacc track, KOTOpBIH COLEP>KUT BCe KJII0UU OTCIeKMBaeMbIX condition ¥ Bce actions.
Conditions cozeps>Kurt:

» Kirou copeprkamuii: alarm_code, ParamN.

* Condition, B KOTOPOM COGCTBEHHO U XPaHUTCS COCTOSIHUE OTCIEKUBAaEeMOTO COOBITHS.

UT06BI CKOHQUTYPHUPOBAThH TPeK (track), HE06X0AUMO yKasaTh X0Ts Obl 0HO coObITHE (condition),
KOTOpOe MOKeT IIPOM30UTH Ha YCTPOMCTBE U XOTs ObI OJJHO JAeMCTBHE KaK peaKI[UI0 Ha COOBITHE.
action-on-event - UTO HY’KHO CJjeJIaTh, KOIZ[a COOBITHE HAaYaI0Ch,

action-on-dismiss - 4TO ciesIaTh, KOT/Aa 3aKOHYHJIOCh.

[Ipu 3amaHuu action alias HeobxoauMO, 4YTOOBI [AaHHBIM alias ObLI CKOHOUIYPUPOBAH Ha
YCTPOMCTBE, HaUYe KOHQUTypallus IpuMeHeHa He OyeT.

B HacTodAIMit MOMEHT Ha MapIipyTusaTopax ME mojep>kaH TOJIBKO OJUH BUJ IeUCTBUM (action)
- 9TO alias. To eCTh BBINIOJIHAKTCI CTaHAAPTHBIe KOMaHbl CLI, IlepeyeHb KOTOPBIX OIIpefiesieH
COOTBETCTBYIOIIUM ajiiacoM (alias).

Track paboTaeT B OHOM U3 JBYX PEKUMOB — and KU O

* B ciyuae and: peakiust action-on-event 3arryckaeTcs TOTJa, KOIJa ITPOM30IIIeN XOTS ObI OHUH
OTC/IE)KMBaeMBIM alarm, peakiiust action-on-dismiss 3allyckaeTcs TOI[a, KOTIa Bce
OTCJIE>KUBaeMbIe alarm’sl OUUCTHIIUCH.

*B ClIy4dae Or: peaxKmud THIIa action-on-event 3aIllyCKaeTCd ToOIla, KOIZa BO3HHKJ/IMX BCe
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OTCJIeKUBaeMble alarm’sl, peakiius action-on-dismiss 3amyckKaeTcd TOITIA, KOTAA IIPOM3O0IIIeNT
XOTs 6BI OJUH OTCJIeKUBaeMBbIN alarm.

ITo yMOJTYaHUIO 3a/IaH PEXKUM and.

Amnuac (alias) - IIceBLOHUM, KOTOPBIM II03BOJIAET II0JIb30BaTEII0 3allyCKaTh JIIOOYI0 KOMaHy WU
IPYIIIY KOMaHJ, BBOJOM BCEro OJHOTO CJI0Ba WJIH Jja’ke CUMBOJIA.

HacTporka ajimuaca

Tabauya 120. Hacmpolika aauaca

KomaHnpa HasnaueHue

configure [Tepexo/ B pesKuUM IJ100aIbHOM KOHQUTYpaLUH.

alias name IIepexo/ B pesKUM KOHQUIYpalluy ajauaca.

description string (OnronanbHO) HasHaueHre HMeHU-OIIMCaHUA [JI aIhaca.

OnwucaHue cieayeT 3aK/JII04aTh B KaBbIYKH B CiIy4dae, eC/Ik
CTPOKa COZEPIKUT CUMBOJIBL HpOGEJIa.

seq num CospmaHue sjleMeHTa CIIMCKa KOMaH[ U Ilepexo]] B PeKuM
€ro HaCTPOMKHU.

command string 3azlaHyre KOMaH/bl

commit [IprMeHeHMe IIPOU3BELeHHBIX HACTPOEK.
IIpumep. Konduzypayus anuaca, Komopwlil CHUMaem Ao2u u konupyem ux 8 nanky Ha TFTP-cepgepe.

alias logs
description tech-support
seq 10
command "show tech-support"
exit
seq 20
command "copy fs://logs tftp://192.168.16.119/1ogs/ vrf mgmt-intf"
exit
exit

JTOT ’Ke ajrac MOKHO CKOHQUTYPHUPOBAThH B pe)KMMe KOMaH/IHOHN CTPOKH.

@/ME5100:E0S# configure

@/ME5100:E0S(config)# alias logs
@/ME5100:E0S(config-alias)# description tech-support
@/ME5100:E0S(config-alias)# set

Insert commands as lines, insert AC to close edit mode

> show tech

> copy fs://logs tftp://192.168.16.119/1ogs/ vrf mgmt-intf
>

@/ME5100:E0S(config-alias)# commit
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[Ipu 3aIlycKe ajipiaca MO>KHO 33JlaBaTh IlapaMeTpbl. /IJIsi 3TOr0 BHYTPHU ajipaca IIPUMeEHSIeTCs
KOHCTPYKITUS Busia: {HOMep mapamMmeTpa}. BoaMoyKHO 3afaTh 24 mapameTpa.

ITpumep. Aauac, komopwlil KOHPuU2ypupyem BGP-Helibopa.

3amaeTcsi TpU ITapaMeTpa:

 1-IP-aspec Helibopa;
* 2 - address-family;

* 3 - HOMep yAaJIeHHOH aBTOHOMHOM CHUCTEMBI.

alias nei
seq 10
command configure
exit
seq 20
command "router bgp 32"
exit
seq 30
command "neighbor {1}"
exit
seq 40
command "address-family {2} unicast"
exit
seq 50
command exit
exit
seq 60
command "remote-as {3}"
exit
seq 70
command commit
exit
exit

IIpumep. 3adaHue napamempos U 8bINO0AHEHUe AAUACA.

0/ME5100:Router# nei 87.1.1.45 ipv4 60545

0/ME5100:Router# configure

0/ME5100:Router (config)# router bgp 32
0/ME5100:Router(config-bgp)# neighbor 87.1.1.45
0/ME5100:Router (config-neighbor)# address-family ipv4 unicast
0/ME5100:Router (config-unicast)# exit
0/ME5100:Router(config-neighbor)# remote-as 60545
0/ME5100:Router (config-neighbor)# commit

Thu Jun 4 16:52:18 2026

Commit successfully completed in 10.290684 sec
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HacTpo¥ka Tpeka

Jloig HacTporiku Tpeka EEM Heo6X0quMo yKasaTh:

1. condition - yciioBHe-COOBITHE
2. Tun peakiiuu Ha co6bITHe (action-on-event miu action-on-dismiss)

3. alias - fmelicTBHe, KOTOpOe [TOJ/DKHO BBIIIOJTHUTHCA IIPU HACTYIIEHHH (action-on-event) wmim
peKpaIieHuH YCI0BUSI-COOBITHA (action-on-dismiss)

4. (ommuoHaNIbHO) track-mode (or UM and)
B KauecTBe mpuMepa pa3bepeM CIeAYIOIINN CIIeHapUU.
JloIycTiM, HaM He06X0IUMO OTCJIeIUTh Ha MapIlIpyTHU3aTope COCTOsIHUe uHTepdetica te0/0/3.

B cayuae eciu uHTepderic te0/0/3 HaxomauTca B cocrossHUU UP, To uHTepdeiic te0/0/13 moimkeH
OBITH OTK/IIOUEeH. Ecoii nHTepdetic te0/0/3 yiazeT, To akTUBUPYeTcd uHTepderic te0/0/13.

[IpuMep KOHQUTYpALTUH.
.Co3nmaeM asimacsl.

alias down_3
seq 10
command config
exit
seq 20
command "interface te 0/0/13"
exit
seq 30
command "shutdown"
exit
seq 40
command commit
exit
exit

alias up_3
seq 10
command config
exit
seq 20
command "interface te@/0/13"
exit
seq 30
command "no shutdown"
exit
seq 40
command commit
exit
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exit

Janee omcaedxcugaem cocmosiHue uHmepgetica te0/0/3:

event-tracking
track 1
action-on-dismiss 1
alias down_3

exit
action-on-event 1
alias up_3
exit
condition 1
link-changed-oper-state-down  <==== Yka3biBaem napameTpsl UHTepdeiica. [pe:
paraml @  <================ Homep nnaTol. B Hawem cnyyae 310 0. (ansa
$MKCMPOBAHHBIX YCTPOIACTB, AePONTHOE 3HAUeHue)
param? 3  <================ Homep nopTa.
param3 2  <================ (kopocTb nopta. 1Gbit - 1; 10Gbit - 2; 25Gbit -
3, 40Gbit - 4; 100Gbit — 5. B Hawem cnyuyae 2.
exit
exit
exit
exit
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