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1 BBepeHue

* AHHOTauusa

* lcrnonb3oBaHve KOHTposIepa

+ LleneBas aygutopus

* YcnoBHble 0603HaYeHs

+ logckasky, npuMedyaHus 1 npeaynpexaeHus

®yHKkumoHas1 WLC MOXHO akTMBMpPOBaTb Ha CepBUCHbIX MapLupyTtusaropax ESR-15, ESR-15R, ESR-30 n
ESR-3200 no nHCTpyKuum.

1.1 AHHOTauus

WLC — aT0 nporpammHo-annaparHblii KOMM/IeKC 411 CaMOCTOSATE/IbHOIO yrnpas/ieHNss 6ecnpoBOAHbIMU CETAMU
KOpnopaTrBHOIo YPOBHA A1 Masl0ro U cpefHero busHeca. YCTpOMNCTBO MO3BOSET onepaTvBHO
KoHGourypupoBatb ceTb Wi-Fi n o6aBnsitb B Hee Toukn goctyna S/ITEKC pa3Hoi Nnpon3BoguTesIbHOCTU U
HasHayeHus. B faHHOM pyKOBOACTBE MO 3KCnyarauum U3NoXeHbl Ha3HavYeHne, TeXHNYeCcKne xapakTepucTukm,
NopsA0K YCTaHOBKM, peKOMeHAALMM Mo HaYalbHOM HACTPOWKe M 0GHOB/IEHUIO MPOrpaMMHOro obecnevyeHus
KOHTponnepa 6ecnpoBogHoro goctyna WLC (aanee "koHTponnep" nnu "ycTpoicTeo").

1.2 Ncnonb3oBaHue KOHTpoO//iepa

M3HavanbHO 3aBofckas KoHdurypauusa koHTponnepa WLC He coBceM nyctasn. OHa cofepxuT 6a3oBblil HAbop
napameTpoB, KOTOPbI NO3BONAET ObICTPO MNOAKIHOUNTL K KOHTPOI1EPY TOUKY AOCTyna 1 3anycTutb Ha Heil Wi-
Fi. Mpwn nogkto4eHnn K KOHTPO/IIEPY C 3aBOACKOW KOHGurypaumein Heobxo4MMo MCnonb30oBaThb Nepsblii NopT
ANs NNHKa ¢ IHTepHETOM, a BTOpoii ANnst Toukn aoctyna Eltex (TA). Mpw Takom nogxntoueHnn T nonyuut ot
KOHTponnepa IP-agpec, asToMarnyecky 3aperucTpupyercsa Ha Hem 1 nNosyumT Npodouan KoHdurypaumm,
koTopble cogepxat SSID (oTo6pa3uTcs Ha Ballem cmapTgoHe B pasaene Wi-Fi ceTeit). ns Toro yTo6bl
aBTopu3oBaTbCA Ha AaHHOM SSID 3aBeanTe yyeTHyH0 3annch nosnb3osarend Wi-Fi nocne nogknioyeHuns K
KOHTponnepy. bonee nogpo6Hyo MHpopMaLMo No aNropuTMy asTopusauun cM. B pasgene Quickstart. Ans
yrnpaB/ieHus KOHTposiiepom cM. pasgen Hactporika WLC, B KOTOpOM Nogpo6HO onvcaH npumep
KoHpurypuposaHusi cetn Wi-Fi ¢ GRE-TyHennuposaHnem aboHEHTCKOro Tpaduka Mexay TOUKOn goctyna u
KOHTPOJ11IEePOM, & TaKke NpuBeLeHbl BCe KOMaHbl, KOTOpble HEOOX0ANMbI A1 peasim3aunn Takon

cxembl. KoHurypuposaHue Hactpoek Wi-Fi BoamoxHo yepes CLI n WEB-nHTepdelic.

KoHdhurypupoBaHue Takmx HacTpoek kak Bridges, VLANSs, Object-groups n T. 4. B 4aCcTu CEPBUCHOIO
mMapuwpyTtusaTopa ESR He nogaepxaHbl B WEB-UHTephelice gaHHoi Bepcuun.

1.3 UeneBasa aygutopus

[laHHOoe pyKoBOACTBO Monb3oBarens npegHasHavyeHo A/19 TeEXHUYECKOro nepcoHasa, BbINoNHALWEro
yCTaHOBKY, HACTPOIiKy N MOHUTOPWHT YCTPOiCTBa NOCPeACTBOM MHTepdhelica komaHaHoli cTpoku (CLI), a Takke
npoueaypbl Mo 06CAYXMBaHUIO cucTeMbl 1 06HOBNEHMIO 0. KBanimdmkauma TEXHUYECKOro nepcoHana
npegnonaraet 3HaHWe OCHOB paboTbl cTekoB NpoTokonos TCP/IP, npuHuMnoB noctpoeHus Ethernet-ceteii.

1.4 YcnoBHble 0603HaYeHusA

OGo3HaueHne OnucaHue

[1 B kBagpaTHbIX CKOBKax B KOMaHAHOW CTPOKE yKa3biBAKOTCS
HeobGsi3aTe/bHbIE MApaMeTpPbI, HO UX BBOZ NPEeAOCTaBSET ONpeAesieHHble
[ONO/THNTENbHbIE ONUMUK.
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O603HaueHue OnucaHue

{} B churypHbIxX ckobKax B KOMaHAHOM CTPOKE YKa3blBalOTCSt BO3MOXHbIE
o6s3aTe/IbHble NapameTpbl. Heo6XoAMMOo BbIGPaTh OAVH U3 NapamMeTpoB.

«» [aHHble 3HaKn B oNncaHMn KOMaHgbl MCNosb3yHTCA /18 yKasaHus
Anana3oHoB.

«=»

«|» [aHHblIli 3HaK B onncaHum KOMaHabl 0603HaYaEeT «Uan».

MonyXupHbiii wpudT Mony>XMpHbIM LWPUGITOM BblAeIeHbl MPUMEYaHUs, NpeaynpexaeHms nnm
NHpopmaums.

<lMonyxupHbIli Kypcus> Mony>XMpHbIM KYPCUBOM B YI/1I0BbIX CKOOKax yKa3blBalOTCSA Ha3BaHS

KnaBull Ha KnaBunatype.

B PaMKax C TEKCTOM YKa3aHbl MPpUMeEpPbI N pe3y/ibTaTbl BbINMO/IHEHUA
TekCcT B pamke KOomaHg,

1.5 Mopckasku, npuMmevyaHus U npeaynpexaeHus

MpuMeYaHns cogepXxar BakHyH MHOpMaLuio, COBEThI U PEKOMEHAALMN MO NCMONb30BaHMI0 U
HacTpolike yCTpoicTBa.

€ nMpepynpexaenns MHHOPMUPYIOT NOML30BATENSA O CUTYALWMSIX, KOTOPble MOTYT HaHeCTH Bpes,
YCTPOIACTBY WU YEI0BEKY, NPUBECTUN K HEKOPPEKTHON paboTe yCTPOoCTBa UM NOTEPE AaHHbIX.

© VHdbopmaums cogepxUT cnpaBoyHble AaHHbIE 06 UCMONb30BAHUM YCTPOICTBA.

© nopckaskm coepxar coBeTbl N0 MCMO/ML30BAHMIO U HACTPOiike YCTpoiicTBa.
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2 Quickstart

3aBsopackas koHpurypauma WLC npegHacTpoeHa Takmm 06pasomM, YTo6bl OT Nosib3oBaTesis NoTpeboBasiochb
MUHMMYM HacTpoeK A5 nosyvyeHns nepsoii pabotocnoco6Hol Wi-Fi cetn. Ans 6bicTporo nogktoveHns WLC k
paboyemy cTeHay He0OX0AMMO BbINOMHUTL CrieAytoLme warm:

1.

Y6enutecb, uto WLC v nogkitodyaemas K HeMy Touka AoCTyna copoLleHbl A0 3aBOACKMX HAcTpoek. Ecnn
€CTb COMHEHMS B TOM, YTO KOHQpUrypaums yCTPOMCTB 3aBOACKas, coOpockTe Nx B AeonT nyTem 3axarus
kHonkn "F", pacnonoxeHHON Ha nepegHen nnn sagHeli naHenu, Ha 20 cekyHa, Nocne aToro npounsongert
nepesarpyska yCTPOICTBa 1 OHO 3arpy3uTcs ¢ 3aBOACKOIN KOHurypaumei.

MoAkmoumTe TOUKY AOCTYNa HanpsAMyt B nopt gi1/0/2. Ecnun ansa nutaHns TOYKK JOCTYNa UCNo/b3yeTcs
PoE-nHxekTtop, To nogxntounte Touky B nopt gi1/0/2 yepes PoE-nHxekTop. Ecnn ans nutaHna To4ku
foctyna ncnonb3yetcs PoE-komMyTaTop, TO TOUKa BKIHOYAETCH B aCCESS-NOPT KOMMyTaTopa, a
KoMmyTaTop Bktoyaetcs B nopt gi1/0/2 WLC gpyrim access-nopTom.

Bkntounte nopt gi1/0/1 WLC B nto60ii access-nopT BbILLECTOALWEN CceTn, rae MMeeTcsa AOCTyN B
NHTEepHeT 1 BblgaeTcs IP-agpec ¢ DHCP-cepsepa. MHTepdelic gi1/0/1 aBnseTcs aniMHKOM B 3aBOACKOA
KoHdpurypaumm n nony4daet agpec no DHCP. NHTepdeiic, nonyunswmin agpec no DHCP, ucnonb3yercs B
WLC ana NAT.

[nsa nogknioveHunsa k WLC B 3aBofcKoil KoHdmrypaumm no ssh nogkntounte MK k 1to6omy cBo6ogHoOMy
nopty, kpome gi1/0/1, nonyunte ot KoHTposnnepa agpec no DHCP v BbinonHuTe nogxitodeHune no ssh k
admin@192.168.1.1.

[lns KOppPEeKTHOW perncrTpauumn To4ek 4ocTyna Ha KOHTPO/I/iepe BPeEMS Ha BCeX YCTPOMCTBaXxX AO/MKHO
6bITb akTyasbHbIM. HacTpoute NTP-cepBep, UTOObI KOHTPOIEP NOJYYNU aKkTyaslbHOe BpeMs OT
BbILLECTOSALLEro cepeepa 1 TOUKM A0CTyna MOI/IM CUHXPOHU3MPOBATbL BPEMS C KOHTPOJIIEPOM.
HacTtpouTtb NTP-cepBep MOXHO cneayoLwmymy KomaHaamu:

#OTKNlOUNTEe pexum broadcast-client, KOTOpbIi BKAKYEH B 3aBOACKON KoHOUrypauum v npegnonaraet
CMHXPOHM3aLMi BpeMeHn No WWMpOKOoBelaTeNbHbM naketam OT cepBepa:
wlc(config)# no ntp broadcast-client enable

#3apaliTe agpec BblwecTosiero cepsepa NTP, C KOTOpbM 6yAeT OCYWEeCTBNATbLCS CUHXPOHU3aUuUs
BpPEMEHN :

wlc(config)# ntp server <IP-ADDRESS>

#roe

#<IP-ADDRESS> - IP-agpec NTP-cepBepa, 3afjaétca B Buge AAA.BBB.CCC.DDD, rpe kKaxgas 4acTb
npuHMmaeT 3HadeHusa [0..255].

#3apaiiTe IP-agpec NTP cepBepa, KOTOpbii 6yAeT AOCTyneH B CeTu A7 BaWero KoHTposaepa.

#3apaiTe MUHUMasIbHLIA MHTEpBan BPEMEHM Mexay OThnpaBKOW coobuweHuii NTP-cepBepy:
wlc(config-ntp-server)# minpoll 1

#3apaiTe MaKcuMasbHbIi MHTEpBasl BPeEMEHW MexAy OTnpaBKoOW coobueHuin NTP-cepBepy:
wlc(config-ntp-server)# maxpoll 4
wlc(config-ntp-server)# exit

#AKTUBUPYITE paboTy npoTokosia NTP:
wlc(config)# ntp enable

#IpUMEeHNTE N cCOXpaHUTe HaCTPOWKKM:
wlc# commit
wlc# confirm

6. Mocne nogkntoveHns kK WLC annnHka v TOYkM JOCTyna, ToYka [ocTyna asTomaruyecku nosyyunt ¢ WLC

agpec no DHCP n3 cetn 192.168.1.0/24, CMHXPOHU3UPYETCA BPEMS, 3aperncTpupyeTca Ha BCTPOEHHOM
Wi-Fi koHTponnepe, nonyunt koHdurypaumio, Bkmount SSID, noctpout GRE-TyHHens go WLC gnsa
nepegayv aboHeHTCKOro Tpadouka 1 6yaer rotosa 4J/19 NOAK/THYEHNSA enterprise-K/IMeHTOB.

7. [nsa ycnewHoi aBTopmsanmm KNMeHTa co3gainte ansa Hero yuyeTHyto 3anuck B b1 nokanbHoro RADIUS-

cepBepa, BcTpoeHHoro B WLC. Co3gaTtb ee MOXHO cnefytowmmMmn KoMmaHgamu:


mailto:admin@192.168.1.1
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#/lorvH gnga aBTopu3aumm B WLC: "admin", naponb: "password".

#Mocne aBTOopu3auuy HeO6XOAUMO MOMEHSITb MNaposib:
wlc(change-expired-password)# password newpassword
wlc(change-expired-password)# commit
wlc(change-expired-password)# confirm

wlc# configure

wlc(config)# radius-server local
wlc(config-radius)# domain default

#Co3paliTe ydeTHyw 3anucb nosb3oBaTena Wi-Fi gnsa nogkmodeHna K Enterprise SSID:
wlc(config-radius-domain)# user namel

wlc(config-radius-user)# password ascii-text passwordl
wlc(config-radius-user)# end

wlc# commit

wlc# confirm

Mocne aToro MoxHo noakntounTbest K SSID "default-ssid” ¢ nornHom "namel1" n naponem "password1" n
nonyunTb ycnyry VIHTepHerT.
MocMOTPeTb CTaTyC TOUKM AOCTYNa Ha KOHTPOIEPE MOXHO KOMaHZOIA:

wlc# show wlc ap

MonHas koHdurypaumst WLC onncaHa B pasaene Hactporika WLC. Best npuBeeHHada B pasaene Hactpoiika
WLC koHdurypaums yxe cogepxmtcs B 3aBoackoi koHdurypaumm WLC, kpome HacTpoek NTP 1 yyeTHoi
3anucu nonb3oBatens Wi-Fi, KoTopble 66111 npuBeaeHsb! Bobllle. VI3yyeHne nonHoii koHdurypaumm WLC paet
NMOHMMAaHKe, 3a YTO OTBEYAOT Pas/INYHble 0OBLEKTbI B 3TOW KOHMUIypaLmumn 1 Kakum o06pa3om OHU Mexay Coboii
CBSI3aHbl.
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3 OnucaHue nagenum

* HasHaueHue
s OYHKUUK
* DYHKUMKM NHTEPdEecoB
+ ®yHKUKMKM npu padote ¢ MAC-agpecamu
* @yHKUKMKM BTOPOro YpoBHSA ceteBoit mogenu OSI
* DYHKUWMM TPETLETO YPOBHSA ceTeBoit mogenu OSI
* OYHKUMM TYHHENMPOBaHUA Tpadinka
* ®YHKUMM yNpaB/ieHns U KOHQPUrypuposaHus
* OYHKLMM CETEBOW 3aLLUTHI
* OCHOBHble TEXHUYECKMNE XapaKTEepPUCTUKN
* KOHCTpYKTMBHOE UCMO/THEHWE
* KOHCTpykTUBHOE ucnosiHeHne WLC-15
* KoHCcTpykTUBHOE ucnosiHeHne WLC-30
* KoHCTpykTMBHOE ucnosiHeHne WLC-3200
+ KoMnnekT nocraeku

3.1 Ha3HaueHue

KoHTponnep 6ecnposogHoro goctyna WLC npegHasHaveH ans ynpasneHus 6ecrnpoBogHbIMU CETAMM.
YCTpPONCTBO NO3BOMSAET CAMOCTOATENIbHO KOHUryprposatb ceTb Wi-Fi 1 06aBsaTb B Hee TOYKM JocTyna
SNTEKC pa3Holi Npon3BoANTENIbHOCTU U Ha3HaYeHMS.

Enterprise-aBTopuzauus (WPA/WPA2/WPAS3 Enterprise, WPA/WPA2/WPA3 Personal) nonb3oBateneii ¢
LWndppoBaHneM Tpadumka NnponcxoamT Mo NorvHy/naposto. B 3aBMCMMOCTH OT 3aZia4 U CXeMbl CETU [laHHble
pelwleHns no3sondaeT nogkntodars Ao 50 Touek goctyna ana WLC-15, 150 touek goctyna gna WLC-30 n 1000
Touvek goctyna ana WLC-3200.

YcTpoicTBO 06ecneymBaeT MOHUTOPVHT BCEX TOYEK AOCTYNa, aHaIM3npyeT CTaTUCTUKY Tpadvka 1 Bpems
CeCCWiA, BbINOMTHAET UHANBUAYaIbHble HacTpoikn Wi-Fi.

Yctpoiicta cepum WLC ABNSHOTCA BbICOKONPOW3BOAMTENbHBIMU MHOTOLENEBbLIMU CETEBLIMU KOHTPO/1/1IEpaMM
N MapLupyTM3atopamMmu. YCTPOCTBO 06beanHSET B cebe TpaanUMOHHbIE CeTEBbIE (DYHKLMM U KOMMNIEKCHbI
MHOrOYpPOBHEBbIN NOAX0A K 6€30NacHOCTV MapLUpyTU3aLumm, YTO NO3BO/ISIET 06ECNEUNTb HAAEXHYIO 3aLlUnNTy
019 KOpNopaTUBHOI cpefbl.

YCTpONCTBO NogaepxuBaeT PYHKUMM MEXCETEBOI0O 3KpaHa A1 3aluTbl CETW OpraHn3auun 1 CBoeli CETEBON
NHPpaCTPYKTYpbl, & TaKKe COYeTaeT B cebe HoBelwne cpeacTea obecneyeHnss 6e30nacHOCTM JaHHbIX,
LUMhpOBaHUS, ayTEHTUINKALMM U 3aLLUTbI OT BTOPXEHWIA.

YCTPOMCTBO COAEPXUT B cebe cpeacTBa 4/19 NporpaMMHONM 1 annapatHoi 06paboTkn gaHHbIX. MakcmasibHas
NpOV3BOANTENLHOCTb AOCTUrAETCH 3a CYET ONTMMasIbHOTO pacnpegeneHns MyHKUuA 06paboTkM AaHHbIX
MEXAy YacTsaMu.



3.2 PYyHKUUU
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3.2.1 ®PyHKuumn nHtepdeiicos

B Tabnuue 1 npuBeaeH CNMCcoK dIyHKUWI MHTePMENCOB YyCTPOCTBA.

Tabnmua 1 — ®yHKUMM MHTEepdIENCOB yCTPONCTBA

OnpepgeneHue
NONSAPHOCTU
NoAKNIOYEHUSA
Kabens

(Auto MDI/MDIX)

Mopaepxka
oGpartHoro
[aBneHus
(Back pressure)

YnpaBneHue
NOTOKOM
(IEEE 802.3X)

ArpernposaHue
KaHanoB

(LAG, Link
aggregation)

ABTOMaTM4yecKoe onpegeneHune Tuna kabens — nepekpecTHblli Kabenb Uan Kabenb NPSAMoro
noaKNnr4YeHnA.

« MDI (Medium Dependent Interface — npsimoii) — cTaHaapT kabenen a5 NoAKIHUeHns
OKOHEYHbIX YCTPOIACTB;

+ MDIX (Medium Dependent Interface with Crossover — nepekpecTHblii) — cTaHAapT Kabenei
L1151 NOAK/THYEHNS KOHLEHTPATOPOB M KOMMYTAaTOPOB.

MeToz 06paTHOIO AaBMEHNS UCMOMB3YETCS HA NOJYAYNIEKCHBIX COEAVHEHUSIX A/1s
perynnpoBaHusi OTOKA AaHHbIX OT BCTPEYHOTO YCTPOCTBA NyTEM CO3AaHUst KONU3NiA. MeTog
no3Bo/ISeT n3bexaTb nepenosiHeHnst 6ydpepHoil NamsT YCTPOICTBA U NOTEPU AAHHbIX.

YnpaBneHne NoToKOM NO3BOMSIET COEAUHSTL HU3KOCKOPOCTHOE YCTPOICTBO C
BbICOKOCKOPOCTHbIM. [/151 NpefoTBpalleHnst nepenosiHeHuns 6ydepa HU3KOCKOPOCTHOE
YCTPOIACTBO MMEET BO3MOXHOCTb OTNPaB/sATh nakeT PAUSE, TeM cambiM MHchopMmupys
BbICOKOCKOPOCTHOE YCTPOIACTBO 0 HEOGX0AMMOCTM cAenaTb nay3y npu nepegaqe nakeTos.

ArperupoBaHue (06beAVHEHNE) KAHA/IOB NO3BO/ISIET YBE/IMUUTL NPOMYCKHYH0 CMOCO6GHOCTb
KaHasia CBSI3W U NOBbICUTb €0 HAAEXHOCTb.

KoHTponnep nogaepXxuBaeT cTatuyeckoe 1 AMHamMmuyeckoe arpermpoBaHve kaHasos. Mpu
ANHaAMNYEeCKOM arpermpoBaHumn ncnonbdyercs npotokon LACP gns ynpaBneHus rpynnoni
KaHaUs10B.

3.2.2 ®PyHKuum npu padorte ¢ MAC-agpecamu

B Tabnvue 2 npuBegeHsl yHKUMKM yCTpolicTBa npu pabote ¢ MAC-agpecamu.

Tabnmua 2 — ®dyHkumm pabotbl ¢ MAC-agpecamu

Ta6nuua MAC-
agpecoB

Pexxum o6yueHus

Tabnuua MAC-agpecoB ycTaHaBnnBaeT cooTBeTcTBME Mexay MAC-agpecamu u nitepdeicamm
YCTPOICTBA U UCMOMb3YETCH A1 MapLUpyTU3aUnm NakeToB AaHHbIX. KOHTponepbl umetoT
Tabnuuy emkocTblo oo 128k MAC-aapecoB 1 pe3epBupytoT onpeaeneHHble MAC-agpeca ans
NCMNOMb30BaHUS CUCTEMOIA.

MAC-Ta6n1ua MOXeT CoAepXaTh /IM60 cTaTnyeckne agpeca, iMb6o aapeca, U3ydeHHble npu
MPOXOX/AEeHUM NaKETOB AaHHbIX Yepe3 yCTPOCTBO.

M3yueHne npomcxoanT 3a cyeT pernctpauun MAC-agpecoB oTnpaBuTesneil NakeToB C NPUBA3KON
nx Kk noptam n VLAN. Bnocnegctsnm aTu AaHHble MCNOJb3YTCA 418 MapLipyTM3aumm BCTPEYHbIX
nakeToB. Bpems xpaHeHus 3apeructpupoBaHHbix MAC-aapecoB orpaHuyeHo, ero
NPOAO/IHKUTENBHOCTb MOXET HacTpamBaTbCa aAMUHUCTPATOPOM.

Ecnn MAC-agpec nonyyarens, ykasaHHblii B NPUHATOM YCTPOCTBOM NakeTe, OTCYTCTBYET B
Tabnuue, To Takol NakeT OTNPaBSETCS Aasiee Kak LMpoKoBellaTenbHblii B npegenax L2-
cermeHTa cetu.
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3.2.3 ®PyHKUUM BTOPOro ypoBHA ceTeBoii mogenu OSI

B Ta6nuue 3 npmBeaeHbl PYHKLMM U 0CO6EHHOCTU BTOPOro YpoBHS (ypoBeHb 2 OSI).

Tabnuua 3 — OnucaHne yHKLMI BTOPOro ypoBHs (ypoBeHb 2 OSI)

MNoppepxka VLAN

MpoTtokon
CBA3YIOLLEro
aepeBa
(Spanning Tree
Protocol)

VLAN (Virtual Local Area Network) — 310 cpecTBO pasfeneHns CeTV Ha N30/IMPOBaHHbIe
cerMeHTbl Ha ypoBHe L2. Ncnonb3oBaHme VLAN no3BossieT NOBbICUTL YCTOMUYMBOCTL PaboThl
KPYMNHbIX CeTell 3a cUeT AefeHns nx Ha 6osnee MesnkMe CeTu, M30N1MpPoBaTb Pa3HOPOAHbIA Tpadmk
JaHHbIX MexXay cob0ii 1 pelunTb MHOTME Apyrne 3ajaquun.

MapLupyT3aTopbl NOAAEPXMBAIOT Pa3/InyHbIe Cnoco6bl opraHusaummn VLAN:

+ VLAN Ha 6a3e MeTOK NakeToB AaHHbIX, B cooTBeTcTBUM C IEEE 802.1Q;
+ VLAN Ha 6a3e nopToB ycTpoiicTBa (port-based);
+ VLAN Ha 6a3e 1ucnosib30BaHns npasui Knaccudukaumm gaHHbix (policy-based).

3afaueii npotokosna Spanning Tree siBNSIETCS UCK/THOUYEHNE U3BbITOUYHbIX CETEBbIX COEANHEHWIA U
npvBeAeHNe TOMOJIONMN CETU K APeBOBUAHOI. OCHOBHbIE NMPUMEHEHNS NPOTOKO/1A CBA3aHbI C
npeaoTBpalleHeM 3aUuKIMBaHNA CETEBOrO TpaghuKa 1 C opraHM3almein pe3epBHbIX KaHanoB
CBA3N.

3.2.4 PyHKUMM TPETbEro ypoBHA ceTeBon mogenu OSI

B Tabnuue 4 npvBeaeHbl PYHKLUM TpeTbero ypoBHs (ypoBeHb 3 OSI).

Tabnuua 4 — OnucaHune yHKUMIA TpeTbero ypoBHsi (Layer 3)

Cratnuyeckue IP-
MapLpyTbl

AuHamunyeckas
MapLpyTusauus

Ta6nuua ARP

Knnent DHCP

AAMUHUCTPATOP MapLipyTM3aTopa UMeeT BO3MOXHOCTb J06aBNSThL U YAAISATL CTaTuyeckue
3anncy B TabnuLly MapLUpyTU3aLmu.

MpPOTOKO/bI AMHAMUYECKO MapLUPYTU3aLIMK NO3BOSISIIOT YCTPOCTBY 06MEHNBATLCS MAPLUPYTHOIA
MHopMaLMelt ¢ coceHMMU MapLUPYTU3aTOpaMn U aBTOMaTUHYECKN COCTaBNATL TabnuLy
MapLLpyTOB.

MapLupyTursatop nogaepxusaeT cregytolme npotokosnsl: RIPv2, RIPng, OSPFv2, OSPFv3, IS-IS,
BGP.

ARP (Address Resolution Protocol) — npoTokon a5 BbISCHEHUS| COOTBETCTBUSI afipeCoB CETEBOIO
N KaHaJ/IbHOTo ypoBHel. Tabnuua ARP cogepxut nidopmauuio 06 n3y4eHHOM COOTBETCTBUN.

CooTBeTCTBME YCTaHaBNNBAETCA Ha OCHOBE aHa/1M3a OTBETOB OT CETEBbIX yCTpOI\/JICTB, aipeca
yCTpOﬁCTB 3anpalmsaroTcA C NOMOLLBIO LLUMPOKOBELWATE IbHbIX MakKeTOB.

Mpotokon DHCP (Dynamic Host Configuration Protocol) gaét BO3MOXXHOCTb aBTOMATM3MPOBaTh
ynpas/ieHne ceTeBbIMY YCTPONCTBaAMU.

KnueHnt DHCP no3BonsieT maplipyTr3aTtopy nonyyarb CETEBOV afgpec 1 AONOHUTE/bHbIE
napametpbl oT BHelwHero DHCP-cepBepa. Kak npaBuio, aTOT cnoco6 ncnosnb3yeTtcs 4is
Mo/TyYeHNs CeTEBbIX HAacCTpoek onepatopa ny6nuuHoii cetn (WAN).
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Cepsep DHCP

DHCP Relay

TpaHcnayua
ceTeBbIX afjpeCOB
(NAT, Network
Address
Translation)

WLC-Series. PykoBoAcCTBO Mo akcnnyaTtauun. Bepcus 1.30.6

Cepsep DHCP npepgHasHayeH Ans asTomMarusaummn 1 LeHTpasim3aumm KOHUrypmpoBaHus
CeTeBbIX YCTPOWCTB.

PasmelueHne DHCP-cepBepa Ha KOHTpoepe NO3BO/ISET NOYUYNTb 3aKOHYEHHOE peLleHne ans
NoAAEPXKKM JTOKa/TbHOW CETU.

DHCP-cepBep, Bx0gALMii B COCTaB KOHTPO//1EPa, MO3BONSAET HasHavaTk IP-agpeca ceTeBbiM
ycTpoiicTBaM 1 nepeAasaTb AONOHUTENbHbIE CETEBbIE NapameTpbl — afpeca cepBepoB, agpeca
LL/THO30B CETU U ApYyrve Heobxo4vMble napameTpsbl.

®yHkumoHan DHCP Relay npegHasHayeH ans nepeHanpas/ieHns WwypokosewarensHbix DHCP
Discover-nakeToB U3 0HOTO LUNPOKOBELLLATE/IbHOMO IOMEHA B ofiHoaApecHsble (unicast) DHCP
Discover-nakeTbl B pyroM LUMPOKOBELLATENIbHOM JOMEHE.

TpaHCcAUMs CeTeBbIX afpPecoB — 3TO MeXaHu3M, KOTOpbIii NO3BOMSIET NPeobpasoBbIBaTh IP-
agpeca 1 Homepa NopTOB TPAH3UTHbIX MaKeToB.

®yHKuma NAT no3BonseT ucnosb3oBarb MeHbLLEe KonnyecTso IP-agpecos, TpaHcnnpys
HecKo/bKo |P-agpecoB BHYTpPeHHel CeTU B O4MH BHELUHWUIA Ny6nnuHblii IP-agpec. icnonb3oBaHue
NAT no3BonseT yBennunTh 3alMLLEHHOCTb SIOKasIbHON CETU 3a CHET CKPbITUS €€ BHYTPEeHHel
CTPYKTYPbI.

KoHTponnepbl nogaepxusatoT cnegytowme sapmaHtbl NAT:

+ Source NAT (SNAT) - BbINo/HSIETCS 3aMeHa afpeca, a Takke HoMepa nopTa UCTOUYHMKA Npu
NPOXOXAEHWW NakeTa B OHY CTOPOHY M 06paTHOl 3aMeHe agpeca Ha3HaYeHUs1 B OTBETHOM
nakerte;

- Destination NAT (DNAT) - koraa oGpalleHusi U3BHe TPaHC/IMPYOTCS KOHTPOI/IEPOM Ha
KOMMbIOTEP MO/b30BAaTESIS B /IOKASIbHOM CETU, UMEIOLLMIA BHYTPEHHWIA agpec 1 NoToMy
HeAoCTYMHbIN N3BHE ceTn HenocpeacTBeHHO (6e3 NAT).
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3.2.5 ®PyHKUMU TYHHeNupoBaHus Tpacuka

Tabnuua 5 — PYHKUMM TYHHENMpPOBaHus Tpadurka

Mpotokonbl TYHHe
nnpoBaHus

TyHHEeNMpoBaHMe — 3To cnoco6 Npeobpa3oBaHnsi NaKeTOB AaHHbIX NMPW Nepegaye ux no ceTu, Npu
KOTOPOM MPOUCXOANT 3aMeHa, MoaudMKaLys U Ao6aB/IEHE HOBOTO CETEBOIO 3aro/ioBka
nakeTa. Takoii cnoco6 MOXET GblTb MCMOMb30BaH [/1 COrIaCOBaHWsS TPAHCMOPTHBIX NPOTOKO/I0B
MNPV NPOXOXAEHUN AaHHbIX Yepe3 TPaH3UTHYIO CETb, /1 CO3aHUs 3alULLEHHbIX COeANHEHWIA,
NP KOTOPbIX TYHHENMPOBaHHbIE faHHbIE NOABEPralTCA LUNGPOBAHMIO.

KoHTponnepbl NoAaepX1BatoT creayowye BUabl TyHHenel:

+ GRE - nHkancynsauus IP-naketa/Ethernet-kagpa B gpyrovi IP-naket ¢ go6asneHvem GRE
(General Routing Encapsulation)-3aronoBka;

+ IPv4-IPv4 — TyHHeNb, NCMOSb3YIOLLMI MHKANCYNALMIO MCXOAHbIX IP-nakeToB B IP-nakeTsbl ¢
ApyrMMmn ceTeBbIMU NapameTpamu;

+ L2TPv3 - TyHHenb ans nepepaum L2-tpadmka ¢ nomoLbio IP-nakeTos;

+ IPsec — TyHHe b C WndpoBaHNeM nepefasaembix faHHbIX;

+ L2TP, PPTP, PPPoE, OpenVPN - TyHHenu, ucnonb3yoLmecs Ans opraHnsaummy yaareHHoro
[OCTyna KMeHT-cepsep.

3.2.6 PYHKUMM ynpaB/ieHNA U KOHQUrypupoBaHus

Ta6nuua 6 — OCHOBHbIE (OYHKLIMW YNPAB/IEHUS Y KOHPUIYPMPOBaHNSA

3arpyska u
BbIrpy3ka chaiina
HaCTPOWKMN

NHTepdpeiic
KOMaHAHOM
cTpoku (CLI)

Syslog

CeTeBble
YTUNUTBI
ping, traceroute

YnpasneHue
KOHTPONUpyemMbIM
[OCTyrnom -
YPOBHU
npuBuIerni

AyTeHTU(UuKaumsa

MapaMeTpbl YCTPONCTBA COXpaHATCA B (oaiisie HaCTPOKM, KOTOPbIA COQEPXUT AaHHbIe
KOHcpurypaumm Kak Bceii CUCTEMbI B LEE/IOM, TaK U ONpeAeneHHoro noprta ycTpoicTea. Ans
nepegaun gaisioB MoryT ucnonb3oBatbcs NnpoTokonsl TFTP, FTP, SCP.

YnpaeneHve nocpefctsom CLI ocylecTBasieTca nokasibHO Yepes nocnefoBartesibHbIA NopT
RS-232 nn6o yaaneHHo yepes Telnet, SSH. HTepdoelic komaHaHo cTpoku koHconm (CLI)
SIB/IIETCS NPOMBbILL/IEHHBIM CTaHAapToM. MiHTepnpeTatop CLI npegocTaBnsieT cnmcok KoMaHz 1
K/Il0YEBbIX C/I0B AJ151 MOMOLLM MOJSIb30BaTEN0 U COKpaLLEHUI0 06beMa BBOAMMBIX AaHHbIX.

MpoTokon Syslog o6ecneunBaeT nepegady MHPOPMaLMOHHBIX COOBLLEHNIA O MPOUCXOAALLMX B
cUCTeEME COOBbITUSIX N BEAEHNE XypHana COObITUN.

YTuUnuThl ping 1 traceroute npeAHasHaveHbl 4151 NPOBEPKUN [OCTYMNHOCTU CETEBbIX YCTPOWCTB 1
[Ns onpefieneHns MapLUIpPyTOB nNepeaaymn JaHHbIX B IP-ceTsx.

KoHTponnepsl NogaepxmsatoT ynpasneHne YpoBHEM JOCTyNa nosb3oBaTesneil K cuctemMe. YpoBHU
[0CTyna no3BosisiT yNpas/isaTb 30HaMU OTBETCTBEHHOCTM aAMUHUCTPATOPOB YCTPOICTB. YPOBHU
JocTtyna HymepytoTcs oT 1 4o 15, ypoBeHb 15 COOTBETCTBYET MOSIHOMY A0CTYMY K yrpaBneHunto
YCTPOWCTBOM.

AyTeHTUdUKaums — 310 Npoueaypa NPoBepKy NOAJIMHHOCTM Nosib3oBaTess. KOHTponepb!
NoAAePXUBAIOT CReayoLme MeTobl ayTeHTUUKaLMNA:

* NOKasibHaA — 4718 ayTEHTUMMKaLMM UCTIONb3YETCA NokanbHas 6a3a AaHHbIX Nosb3oBarenei,
XpaHsLLasacsa Ha caMoM YCTPOICTBE;

+ rpynnoBas — 6a3a JaHHbIX N0/Ib30BaTENEN XPaHNTCA Ha cepBepe ayTeHTudmkaumn. Ans
B3aVMOAECTBMSA C cepBepoM ncnosb3ytoTcs npotokonsl RADIUS n TACACS.
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CepBep SSH/
cepBep Telnet

ABTOMaTHueckoe
BOCCTaHOB/IeHUe
KOHcpurypauum
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®yHkumm cepBepa SSH un Telnet No3BoONSIOT YCTAaHOBUTL COEAUHEHNWE C YCTPOIMCTBOM A1
ynpaBneHns uM.

YCTPOCTBO NOAAEPXBAET aBTOMATUYECKYH0 CUCTEMY BOCCTAHOB/IEHUSI KOHGMIYypaLIMKW, KoTopast
npefoTBpallaeT cuUTyaLum noTepu yaaieHHoro A4oCcTyna K YyCTPORCTBY NOC/e CMEHbI
KOHGourypaumu. Ecnv B TeueHne 3aaHHOro BpemMeHu Noc/ie U3MeHeHnss KOHQUrypawmm He 6b110
BBEEHO NoATBEPX/AEHNe — NPOV30AET aBTOMATNYECKNIA OTKAT KOHUTypaLmm A0 NpeaplayLlero
CMOMNb30BABLUEr0Cs COCTOSIHMUS.

3.2.7 ®PyHKUUM ceTeBOI 3aWUThbI

B Tabnuue 7 npuBeaeHbl (OYHKLMM CETEBO 3aLUMTbI, BbINO/IHSEMbIE YCTPONCTBOM.

Tabnuua 7 — OyHKLMN CEeTEBO 3aLUTbl

30HbI
6e3onacHoCcTun

dunsTpauusn
AaHHbIX

Bce nHTepdeiickbl KOHTPO/Iepa pacnpeaensitoTcs No 30HaM 6e30MacHOCTM.

Ansa Ka)K,EI,OI‘/JI napbl 30H HaCTpamBakTCA npaBuna, onpegendarume BOSMOXHOCTb TN
HEBO3MOXXHOCTb MPOX0OXAEHNA OaHHbIX MEXAy 30HaMuK, npaBuia (pvmprau,mm TpaCbI/IKa AaHHbIX.

Onsi kakgoli napbl 30H 6e30MaCHOCTU COCTaB/AETCS HABOP NPaBUS1, KOTOPbLIE NO3BOSISAT
ynpaenaTb unsTpaumeli AaHHbIX, TPOXOASLLMX YepPe3 KOHTPOIep.

KomaHaHbIi nHTepdielic ycTpoiicTBa NpeAocTaBNseT cpeacTBa Ansi AeTa/lbHON HAaCTPOMNKM
npaBun knaccudmkauuy Tpadmka u gnst HasHaueHNUs pPesysIbTUPYIOLLEro peLleHns o Npomnycke
Tpadumka.

14



WLC-Series. PykoBoAcCTBO Mo akcnnyaTtauun. Bepcus 1.30.6

3.3 OCHOBHble TeXHn4Yeckmne XapaKTepnuctuku

OCHOBHblE TEXHMYECKME NapaMeTpbl KOHTPO//Iepa NpyBeAeHsI B Tabnuue 8.

Tabnuua 8 — OCHOBHble TEXHUYECKME XapaKTepPUCTUKK

O6wue napaveTpbl

VHTepgoeiichl WLC-15
WLC-30
WLC-3200
Twunbl ONTUYECKNX WLC-15
TpaHcuBepoB
WLC-30
WLC-3200

[ynnekcHbIin 1 NonyaynneKkCHbIi peXxnumbl
nHTepcpeiicos

4 x Ethernet 10/100/1000BASE-T
2 x T000BASE-X (SFP)

1 x KoHCONbHbIN nopT RJ-45
1xUSB 2.0

1 x Pa3beM /151 yCTaHOBKM XECTKOro ancka

4 x Ethernet 10/100/1000BASE-T

2 x T0GBASE-R (SFP+)/1000BASE-X

1 x KoHconbHbI nopT RJ-45

1xUSB 3.0

1xUSB2.0

1 x PazbeM A/151 yCTaHOBKM XECTKOro Ancka

1 x Cnot ana microSD-kapTbl

12 x T000BASE-X/10GBASE-R/25GBASE-R
1 x KoHconbHbIli nopt RJ-45

1 x MNopT OOB

1xUSB 2.0

1 x PasbeM 4151 yCTaHOBKM XECTKOro Ancka

1 x Cnot ana microSD-kapThbl
T000BASE-X SFP

TO00BASE-X SFP
TOGBASE-R SFP+

TO00BASE-X SFP
TOGBASE-R SFP+
25GBASE-R SFP28

* OynnekcHbI 1 NonyaynieKCHbIi Pexum s 3NEKTPUYECKUX NOPTOB
* OyNEeKCHbIV PeXxnum A5s onTUYECKNX NopToB

15



CkopocTb nepegaun
OaHHbIX

KonnyectBo
nogaepxneaeMbix TOUEK
poctyna

KonnuectBo SoftGRE-
TYHHeneik

Konuuectso VPN-TyHHenelk

KonmuecTBo cTaTuyeckmx
MapLIpyTOB

KonnyecTBo KOHKYPEHTHbIX
ceccui

Mopnepxka VLAN

Konnuecteo mMapLupyToB
BGPv4/BGPv6

Konvyectso mapLupyToBs
OSPFv2/0SPFv3/IS-IS

WLC-15

WLC-30

WLC-3200

WLC-15

WLC-30

WLC-3200

WLC-15

WLC-30

WLC-3200

WLC-15

WLC-30

WLC-3200

WLC-15

WLC-30
WLC-3200

WLC-15

WLC-30

WLC-3200

WLC-15

WLC-30

WLC-3200

WLC-15

WLC-30

WLC-3200

WLC-Series. PykoBoAcCTBO Mo akcnnyaTtauun. Bepcus 1.30.6

*+ anekTpuyeckune nHTepdeiicol 10/100/1000 M6uTt/c
+ onTuyeckune uHtepdelicol 1 Fémt/c

* anekTpuyeckme nHTepdeiicsl 10/100/1000 MéuT/c
+ onTuyeckune nHtTepdericobl 1/10 Féut/c

+ onTuyeckue nHtepdeicol 1/10/25 rémt/c
50, gocTynHo pacluupeHve no nuueHsun ao 100
150, pocTynHO paclumpeHue no nuueHsum ao 500
1000, pgocTynHo pacLumpeHue no nnueHsum go 3000
100
600
4000
10
250
500
1k

11k

4k

256k

512k

0o 4k aktnHbIx VLAN B cootBeTcTBMM ¢ 802.1Q
™

2,5M

5M

30k

300k

500k

16



KonnuecTso mMapLupyToB
RIP/RIPng

Tabnuuya MAC-agpecos

Pa3mep 6a3bl FIB

VRF

Konuyectso L3-
nHTepdeicos

CooTBeTcTBME CTaHgapTam

YnpaBsneHue

JlokanbHoe ynpasneHne

WLC-15

WLC-30
WLC-3200

WLC-15

WLC-30
WLC-3200

WLC-15

WLC-30

WLC-3200

WLC-15

WLC-30
WLC-3200

WLC-Series. PykoBoAcCTBO Mo akcnnyaTtauun. Bepcus 1.30.6

10k

2k 3anuceit Ha 6puak

16k 3anucei

™
1,4M

1,7M

32
200

4000

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u T00BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet
IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3cc 25GBASE-LR Ethernet

IEEE 802.3by 25GBASE-SR Ethernet
ANSI/IEEE 802.3 aBTOONpeaeneHne ckopocTtu
IEEE 802.3X KOHTPO/Ib NOTOKOB A@HHbIX

IEEE 802.3ad 06beanHeHune kaHanos LACP
IEEE 802.1Q BupTyasibHble nokasnbHble cetn VLAN
IEEE 802.1v

IEEE 802.3ac

IEEE 802.3ae

IEEE 802.1D

IEEE 802.1w

IEEE 802.1s

CLI

17



YaaneHHoe ynpaeneHue

WLC-Series. PykoBoAcCTBO Mo akcnnyaTtauun. Bepcus 1.30.6

TELNET, SSH, WEB

DU3NUECKNe XapakTePUCTUKN U YCIIOBUSA OKpYXXatoLleli cpeabl

VICTOUYHMKM NUTaHUA WLC-15
WLC-30
WLC-3200
MakcumasbHas WLC-15
notpebnsemMas MOLLHOCTb
WLC-30
WLC-3200
Macca WLC-15
WLC-30
WLC-3200
FabapuTHble pa3mepbl WLC-15
(WxBxT)
WLC-30
WLC-3200
MHTepBan paboumnx WLC-15
Temnepartyp
WLC-30
WLC-3200

WNHTepBan Temnepatypbl XpaHeHus

OTHOCUTENbHAasA BNAXHOCTb NPy
aKcnyatauun (6e3 o6pa3oBaHus
KOHZeHcaTa)

OTHOCUTENbHas BAAXHOCTb NPY XpPaHEHNM
(6e3 06pazoBaHus KOHAEHcaTa)

Cpok cnyx6bl

CeTb nepemeHHoro Toka: 100-264 B, 50-60 'y,

CeTb nepemeHHoro Toka: 100—-240 B, 50-60 'y,
CeTb NOCTOSAHHOTIO TOoKa: 36—72 B
BapuaHTbl nUTaHus:

* OAWH UCTOYHUK NMUTaHUA NOCTOAHHOIO U1 NepeMEHHOro TOKa,
* ABa NCTOYHUKa NUTaHnA NOCTOAHHOIoO Ui nepemMeHHOoro Toka, C
BO3MOXXHOCTbIO FOpFI‘—IGVI 3aMeHbl.

18 Bt

26 Bt

118 Bt

2,7 Kr

2,934 kr

6,08 kr

430 x 44 x 226 MM
430 x 40 x 225 Mm
430 x 44 x 330 Mm
ot 0 go +40 °C

or-10 go +45 °C

oT1-40 po +70 °C

He 6onee 80 %

ot 10 4095 %

He meHee 15 net
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WLC-Series. PykoBoAcCTBO Mo akcnnyaTtauun. Bepcus 1.30.6

3.4 KOHCTPYKTUBHOE NUCMNOJZIHEHNE

B gaHHOM pasgene onucaHo KOHCTPYKTMBHOE UCMOMTHEHME yCTpolicTBa. MNpeacTaBieHbl N306pakeHns
nepegHen, 3aHei n 60KOBbIX NaHenen yctpoinctea. OnnucaHbl pa3beMbl, CBETOANOAHLIE MHANKATOPbI U

OpraHbl ynpas/ieHUs.

YCTpOIACTBO BbIMO/IHEHO B META/I/IMYECKOM KOPMYCE C BO3MOXHOCTbH YCTAHOBKM B 19” KOHCTPYKTUB, BbiCOTa

kopnyca 1U.

3.4.1 KoHcTpyKTMBHOE ucnonHeHne WLC-15

MepeaHsnsn naHenb yctpoiictea WLC-15

BHelLHWi1 BUA, nepeaHei naHeny nokasaH Ha pucyHke 1.

1 2 "
(i . ’
uuuuu 4‘\_1 R

b b
3 4
e

v

2 3 45 6 7 8

PucyHok 1 - NepepHaa naHens WLC-15

Tabnuua 9 — OnnucaHve pa3beMOB, MHAMKATOPOB 1 OpraHoB ynpasnieHus nepegHeit naHenn WLC-15

Ne 3OnemeHT
nepepHewu
naHenu

1 110-250 V
AC 50-60 Hz

2 Power
Status
Alarm

User

3 Console

4 F
5 USB
6 [1.4]

OonucaHue

VICTOUYHUK nuTaHmA.

NHaukaTop NuTaHus ycTpoiicTea.
NHAyKaTop TEeKYLLEro COCTOSIHUA YCTPOICTBA.

NHAMKaTOp HaMUMA 1 YPOBHSI aBapumn yCTPOCTBA.

NHAMKaTOop, NCNOMb3YIOLMIACA AN NOSb30BaTe/IbCKUX CLEHAPUEB, KOTOPbIE MOXHO Ha3HAYNTb

B PEXMME KOH(IUTYpPUpPOBaHKs YCTpoiicTBa.
KoHconbHbIV nopT RS-232 (RJ-45) Ans nokasbHOro ynpaeieHust yCTPoiicTBOM.

®yHKUMOHasIbHast KHOMKa A/15 nepesarpysku ycTpoiicTea 1 cbpoca K 3aBOACKMM HacTpoiikam:
* MNpwv yaepXaHum KHomkn MmeHee 10 cekyHz, NPOMCX0AMT nepesarpyska yCTPoCTBa;
* MpW yaepxaHum kHonku 6osee 10 cekyHA, NponcxXoauT nepesarpyska ycTpoicTea u copoc
K 3aBOJCKMM HaCTpOWKam.

Pasbem USB 2.0 gns nogxnoueHns BHewHux USB-ycTpolicTs.

4 nopra Ethernet 10/100/1000BASE-T.
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WLC-Series. PykoBoAcCTBO Mo akcnnyaTtauun. Bepcus 1.30.6

OonucaHue

AnemeHT

Ne

~

nepegHeii
naHenu

2 nopta 1000BASE-X SFP.

[5-6]

7

Paszbem anis YCTaHOBKW XXeCTKOro AncKa namaTtun.

HDD

3eneHsblii nHAMKaTop:

* ANCK HE BCTaBJ/1IEH — HE FopuT,

* [AWNCK BCTaBJ1IEH — ITOPUT,

* €CTb aKTMBHOCTb Ha ANCKe — MUraeT.

KpacHblii niavkatop (6yaet nogaepxaH B 6yayLiyux BepCusix).

3apHaa naHenb yctponctea WLC-15

WLC-15 npuBefieH Ha pYCYyHKe HUXE.

v

 BUA 3a[Hei naHenm ycTpoicTea

v

BHeLwHu

VQO0000R88LLLBLVLBLVLBLVLO0000000C000C000000C00000000000d0000

Se0000000000000000000000000000000000000CU0ECCYCC00000000000000

COO00000C000C0000000000000000000USEHECoCUC00000000000N0000000a000000000000000

@)

CO0000000000000eC00000C000000C0CO00OCO00000000C000C0CO0C00JNO00000000000C8ag

CO000000C000C00CNO0000000000000NHCOCECCO0CCCCCVC000Ga00C0C0t000C000C000C000 ©

PucyHok 2 — 3agHaa naHens WLC-15

Tabnmua 10 — OnucaHne pasbeMOB 3aaHen naHenn koHTponnepa WLC-15

OonucaHue

Ne

Knemma ansi 3a3emsieHust ycTpoicTea.

1

BokoBble naHenu yctpoiictea WLC-15

WLC-15 npuBefeH Ha pyCyHKax HUXe.

i ycTpoicTea

V)

BHeLwHWiA B, 60KOBbLIX NaHesne

PucyHok 3 — NpaBas 6okoBas naHenb WLC-15
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WLC-Series. PykoBoAcCTBO Mo akcnnyaTtauun. Bepcus 1.30.6

OOOOOOOOOOOOOOOOOOOOOOOOOOOO@
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0000000 g COO0E ©

PucyHok 4 - JleBas 6okoBas naHens WLC-15

Ha 60KOBbIX NaHenNsix yCTPOCTBA PacrooXeHbl BEHTUSILMOHHbIE PELLETKM, KOTOpPbIE CNyXaT A/s1s 0TBoja
Tenna. He 3akpbiBaliTe BEHTUNSALMOHHbIE OTBEPCTUS MOCTOPOHHMMU NpeaMeTamMu. DTO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTb HapyLLeHusl B ero pabote. C pekomeHgauusamm no ycTaHoBke
YCTPOACTBA MOXHO O3HAKOMUTLCSI B pasgesie YCTaHoBKa 1 MOK/IHYEHNE.

3.4.2 KoHcTpyKTuBHOE nucnonHeHue WLC-30

MepepHAaa naHenb yctpoiictea WLC-30

BHeLLUHWiA BUA NepefHeit naHenv nokasaH Ha pucyHke 5.

X

PucyHok 5 — NepepgHaa naHens WLC-30

Tabnuua 11 — OnucaHme pa3beMOB, MHAMKATOPOB 1 OpraHoB ynpasieHnsa nepegHeri naHenn WLC-30

Ne 3OnemeHT
nepepHewu
naHenu

1 110-250 V AC 50-
60 Hz

2 Power
Status
Alarm

User

4 Console

OnucaHue

VICTOYHUMK nuTaHuSA.

NHaukaTop NuTaHust ycTpoiicTea.
NHAuKaTop TeKylLero CoOCTosIHUS YCTPOCTBA.
NHAMKATOp HA/IMUnS 1 YPOBHS aBapun yCTPOIACTBA.

MHAMKaTOop, UCNOMb3YIOLLMIACS A/15 N0/1b30BaTe/IbCKUX CLEEHAPUEB, KOTOPbIE MOXHO
Ha3HaUMTb B peXMme KOHOUryprpoBaHns YCTPOCTBa.

OyHKLUMOHA/TbHAs KHOMKA A1 Nepe3arpy3ku yCTpoicTBa U copoca K 3aBOACKAM HacTpoiKaMm:

* NPV yaepxaHun KHonkn meHee 10 cekyHA NpoucxoanT nepesarpyska ycTpoicTBa;
* Npuv ygepXaHun kHomku 6oee 10 cekyHA NPOMCXOAMT nepesarpyska ycTpoiicTea u copoc
K 3aBOACKUM HacTpoiikam.

KoHconbHbIi nopT RS-232 (RJ-45) Anst NOKasbHOTO yNpaB/ieHUst yCTPOWCTBOM.
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WLC-Series. PykoBoAcCTBO Mo akcnnyartauun. Bepcus 1.30.6

Ne 3neme|-|Tv OnucaHue
nepepHeii
naHenm
5 microSD Pa3sbem g9 yctaHoBKM microSD-kapT namaTu.
6 USB1 Pasbem USB 2.0 gns nogkntoueHuns BHewHnx USB-ycTpoiicTs.
7 uSB2 Pasbem USB 3.0 ansa nogkntoueHms sHewHnx USB-yCcTpoiicTB.
8 [1..4] 4 noprta Ethernet 10/100/1000BASE-T.
9 XG1,XG2 2 nopta T0GBASE-R (SFP+)1000BASE-X.
10 HDD Pa3beMm /1 yCTaHOBKM XXECTKOro Aucka namsaTu.

3eneHblil nHanKaTop:

* [OWCK He BCTaB/1IEH — HE ropuT,
* AWNCK BCTaBJ/IEH — TOpUT,
* €CTb aKTUBHOCTb Ha ANCKe — MUraer.

KpacHbliii niavikatop (6yaet nogaepxaH B 6yayLUmMx Bepcusix).

3agHaa naHenb yctpovictea WLC-30

BHeluHWIA BUA 3aaHen naHenu yctpoiictea WLC-30 npuBeaeH Ha PUCYHKE HIXKE.

CACC e
0 %5 I
5 -t}?} CICIC I

]

®

PucyHok 6 — 3agHaa naHens WLC-30

Tabnmua 12 — OnucaHne pa3beMoB 3aHel naHenn KoHTponnepa WLC-30

Ne OnwucaHue

1 Knemma g5t 3a3eMieHnsi ycTpoiicTea.

BokoBble naHenu yctpoiictea WLC-30

BHellHWi1 B, 60KoBbIX NaHeneli yctpoiictea WLC-30 npuBeieH Ha PUCYHKaX HUXE.

o o
EDE@@OQOQO@OOOOOOOQOOOOOOOO(DQOO
QODO0000O0O00000
OO0 U00O0D0

o o . @@@OIIIE -0800000 I

PucyHok 7 — MNpasasa 6okoBas naHesns WLC-30
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Ha 60KoBbIX NaHensx yCTpOI7ICTBa pacnosioXXeHbl BEHTUTIALMOHHBLIE PELUETKN, KOTOPbIE CyXaT Asd oTBo4a
Tenna. He 3aKprBal7ITe BEHTUNALNOHHbIE OTBEPCTUA NOCTOPOHHUMK NpegmMeTaMmn. 3T0 MOXKET NPUBECTU K

WLC-Series. PykoBoAcCTBO Mo akcnnyartauun. Bepcus 1.30.6

PucyHok 8 — JleBasi 6okoBas naHesnb WLC-30

neperpesBy KOMMNOHEHTOB YCTPOIICTBA W Bbi3BaTb HapyLLEHUs B ero pa6oTe. C pekoMeHaauusmu no ycTaHoBKe
YCTPOIACTBA MOXHO O3HAKOMUTLCS B Pasfene YCTaHoBKa Ui MO/K/IHUEHNE.

3.4.3 KoHcTpykTUBHOE ucnonHeHme WLC-3200

MepepgHAaa naHenb yctpoiictea WLC-3200

BHelLHWIA BUA nepeaHeli naHenu nokasaH Ha pucyHke 9.

PucyHok 9 — MNMepegHsaa naHens WLC-3200

Tabnmua 13 — OnucaHne pa3beMOB, MHANKATOPOB 1 OpraHoB ynpasneHust nepegHen naHenn WLC-3200

Ne

OnemeHT nepegHei

naHesnun

Status

Alarm

User

Flash

Power

Master

Fan

RPS

OnucaHue

NHauKaTop TeKyLLEro CoCTOSAHUA YCTPOICTBA.
NHayKaTop HanMumns 1 ypoBHSI aBapuu yCTPORCTBa.

NHapkaTop, NCnonb3ytowmiics 41s nofb30BaTe/lbCKUX CLEHAPVEB, KOTOPLIE MOXHO
Ha3HaUNTbL B PEXMME KOH(IUIYpUPOBaHUS YCTPOCTBA.

VHgukaTop akTMBHOCTM O6MEHA C HaKONUTeNeM AaHHbIX — microSD-kapToii nin USB
Flash.

NHAaMKaTop NMTaHus! ycTpoicTaa.

HavkaTop pa6oTbl ycTpoiicTea B failover-pexummax (He ncnonb3yetcsi B TEKyLLEi
BEPCUM).

NHaykaTop aBapv BEHTUISITOPOB.

NHAMKaTOp pe3epBHOro NCTOYHUKA 3/IEKTPONUTaHMS.
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WLC-Series. PykoBoAcCTBO Mo akcnnyaTtauun. Bepcus 1.30.6

Ne 3nemeHT nepegHeii OnucaHue

naHenv

2 F dyHKUMOHaTbHAA KHOMKa AJ151 nepesarpys3ku yCTpoiicTBa 1 cbpoca K 3aBOACKMM
HaCTpOWKamMm:

* NPV ygepXaHum kHomkn meHee 10 cekyHZ, NPOVCXOAMT nepesarpyska yCTpoicTBa;
* Npwv ygepXaHum kHornku 6onee 10 cekyHz, NPOMCXOAUT nepesarpyska ycTporcTea 1
cbpoc K 3aBOACKUM HaCTpOKam.

3 00B Ethernet-nopT ucnonb3yetcs TobKO A151 06HOBIEHMS MPOrPaMMHOI0 06ecneyeHus Yyepes
3arpysuvk U-Boot. [JaHHbIi MOPT HE NCNoNb3yeTcs A4/18 YAa/IEHHONo AoCTyna 1
yrnpas/ieHUS.

Console KoHconbHbIi nopT RS-232 (RJ-45) Anst NoKasibHOTo ynpaeneHust yCTPoicTBOM.

4 microSD Pa3sbem gna yctaHoBku microSD-kapT namaTu.

5 USB Mopt USB 2.0 gnsa nogkntodeHuns USB-ycTpoiicTs.

6 [1..12] Cnotbl 4ns yctaHoBKu TpaHcusepos 25G SFP28/10G SFP+/1G SFP.

7 HDD Pasbem 419 yCTaHOBKM XECTKOro AMcKa namaTu.

3eneHsblii MHAKKaTOp:

* [INCK He BCTaB/IEH — HE TOpUT;
* [MCK BCTaB/IEH — FOpwUT;
* eCTb aKTMBHOCTb Ha [MCKe — MUTraeT.

KpacHblii nugmkatop (6yaet nogaepxaH B 6yayLiyx Bepcusix).

3apHaa naHenb yctpoiictea WLC-3200

BHewHuin Bug 3agHen naHenun yctporictea WLC-3200 npvBefeH Ha pUCyHKe HUXeE.

PucyHok 10 - 3agHaa naHens WLC-3200

Ta6nuua 14 - OnucaHve pasbeMoB 3a4Heli naHenu koHTponnepa WLC-3200

Ne OnucaHune
1 OCHOBHO/ UCTOUYHUK NUTAHUA.
2 Knemma gns 3a3emneHus ycTpoicTaa.

3 CbeMHble BEHTUALNOHHbLIE MOAY/IM C BO3MOXHOCTbIO ropsiveii 3amMeHbl.

24



WLC-Series. PykoBoAcCTBO Mo akcnnyaTtauun. Bepcus 1.30.6

Ne OnucaHune

4 MecTo ANnsa yCTaHOBKM pe3epBHOIr0 UCTOUYHUKA NUTaHUS.

BokoBble naHenu yctpovictea WLC-3200

BHeluHWIA BUA 60KoBbIX naHenein yctponctea WLC-3200 nprBeaeH Ha PUCYHKAX HUXE.

® © o
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PucyHok 12 - JleBas 6okoBas naHens WLC-3200

Ha 60KOBbIX NaHensix yCTPOCTBA PacrooXeHbl BEHTUNSILMOHHbIE PELLETKM, KOTOPbIE CNYyXaT A/1s 0TBoja
Tenna. He 3akpbiBaliTe BEHTUSALMOHHbIE OTBEPCTUS NOCTOPOHHMMU NpeaMeTamu. OTO MOXET NPUBECTY K
neperpeBy KOMMOHEHTOB YCTPOICTBA 1 Bbl3BaTb HapyLLEHWs1 B ero pabote. PekomeHaauum no ycTaHoBKe
yCTpOIicTBa pacnosioXeHbl B pa3aesnie YCTaHoBKa 1 NOAK/IHYEHNE,

CBetoBas nHgukauymsa WLC-3200

CocTosiHne mefdHbIX nHTepdelicoB Gigabit Ethernet oto6paxaeTtcs AByMS CBETOANOAHLIMU UHAMKATOPAMW —
LINK/ACT 3eneHoro useta n SPEED aHTapHOro useTta. PacnonoxeHve MHAMKaTOpoB MeAHbIX MHTepdencos
nokasaHo Ha pucyHke 13. CoctosHue SFP-uHtepdelicos otobpaxaetcs Apymsa nHankatopamm RX/ACT n TX/
ACT n yka3aHo Ha pucyHke 14. 3Ha4yeHunsa CBETOBOI MHAMKALMM onMcaHbl B Tabnuuax 15 n 16 cOoTBETCTBEHHO.

LINK/ACT SPEED

PucyHok 13 — PacnonoxeHve nHankartopos pasbema RJ-45
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PucyHok 14 — PacnosoxeHne MHAMKaTOPOB ONTUYECKUX MHTEPCIECcOoB

Tabnuua 15 — CeeToBas MHAMKaLMA COCTOAHUS MefHbIX NHTepdeiicoB

CBeueHune nHgukaropa SPEED CseueHue uHgukaropa LINK/ACT CoctosiHue nHrepdeiica Ethernet

BblIktoueH BblIkntoueH IMopT BbIK/IKOYEH WU COEAVHEHNE He
yCTaHOB/IEHO.

BblIkntoueH FopnT NOCTOAHHO YcTaHOBNeHO coeuHeHre Ha ckopoctu 10

nnu 100 MéwuT/c.

[opuT NOCTOSAHHO ['opuT NOCTOSAHHO YCTaHOBNEHO COeANHEHNE Ha CKOPOCTH
1000 MéwuT/c.

X MwuraHue MaeT nepepaya faHHbIX.

Tabnuua 16 — CeeToBas nHankaumsa coctosHns SFP/SFP+/QSFP+-uHTtepdeiicos

CBeueHue uHgukaropa CseueHue uHgukaropa TX/ CocTosiHne nHtepdeiica Ethernet

RX/ACT ACT

BblIkntoueH BblktoueH MMopT BLIKNHOYEH UM COEMHEHNE HE YCTaHOBNEHO.
FopnT NOCTOAHHO FopnT NOCTOAHHO CoefnHeHne ycTaHOB/MEHO.

MwuraHue X VoeT npyem aHHbIX.

X MwuraHue VaoeT nepepaya AaHHbLIX.

B cnepytouleii Tabnuue npuBeAeHoO onMcaHne COCTOSHUIA CUCTEMHbIX MHAMKATOPOB YCTPONCTBA M UX

3HAYEHUI.

Tabnuua 17 — COCTOAHMA CUCTEMHbIX UHONKATOPOB

HasBaHue PYHKUNSA nHOUKaTopa CocTtosiHue

MHAuKaTopa mHAuKaTopa

Status VHOMKaTOp TEKYLLEero COCTOAHNA  3e/eHblii
yCTpolicTBa.

Muraet 3eneHbim

CocTtosiHue ycTpoiicTBa

YCTpoIicTBO paboTaeT HopMaslbHO.

YCTPOWNCTBO HaXO4UTCSA B
cocTosiHMM 3arpysku MO.
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Ha3BaHue

UHOUKaTOopa

Alarm

VPN

Flash

Power

Master

Fan

RPS

DYHKUUA NHAUKaTOpa

NHAMKaTOP Ha/MUMsl U YPOBHS
aBapum ycTpoiicTea.

VHOMKATOP Ha/IMums akTUBHbIX
VPN-ceccuin.

VHAmKaTop akTMBHOCTY 06MEHa
C Hakonutenem AaHHbIX: SD-
kapToii unu USB Flash.

WHgukaTop nutaHuns
yCTpolicTBa.

VHankaTop paboTbl ycTpoicTea
B failover-pexuvmax.

CocTosiHMe BeHTUAATOpa
oXNnaxXgeHus.

Pexunm paboTbl pe3epBHOIo
NCTOYHMKA NUTaHWS.

CeeToBasa uHgukauymus WLC-30

WLC-Series. PykoBoAcCTBO Mo akcnnyaTtauun. Bepcus 1.30.6

CocTosiHue
MHOUKaTopa

3eneHblit

3eneHbliit

KpacHblii

Bbikto4yeH

BbikntoyeH

KpacHbiii

3eneHbliit

BbikntoyeH

KpacHbiii

CocTosiHMe yCTpoiicTBa

BbinosnHeHvne onepauunii YteHuns/
3anncum no KoMaHze «copy».

MuTaHme ycTpoiicTBa B HOpME.
OCHOBHOIA UCTOUYHUK MUTaHUS, eC/n
OH yCTaHoB/EH, paboTaeTt
HOpMaJsibHO.

Hepa6oTocnoco6HOCTE OCHOBHOTO
WCTOYHVKA NUTaHWSI, aBapusi Un
OTCYTCTBWE NEPBUYHON CETH.

OTKa3 BHYTPEHHUX UCTOYHUKOB
NUTaHUs YCTPOIACTBA.

Bce BEHTMNATOPLI UCNpPaBHbI.

OTka3 ogHoro wnu 6onee
BEHTUNSATOPOB. [MNpnynNHOIA
BO3HMKHOBEHMS aBapuin MOXET
ObITb HEPABOTOCMOCOOHOCTL XOTSH
6bl OHOrO 13 BEHTUNSITOPOB —
OCTaHOBKa MM NOHMXEHHAsn
yacToTa 060pOTOB.

Pe3epBHbIil ICTOYHMK YCTaHOB/EH
M UCMPaBEH.

Pe3epBHbIil ICTOYHUK HE
YCTaHOB/IEH.

OTcyTCTBME NEPBUYHOIO NUTaHUA
Pe3epBHOro NCTOYHUKa Unn ero
HencnpaBHOCTb.

CocTosiHne megHbIX nHTepdelicoB Gigabit Ethernet oto6paxaeTcs AByMSA CBETOANOAHLIMU UHAMKATOPAMW —

LINK/ACT 3eneHoro ugseta u SPEED aHTapHOro Luseta.
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Tabnuua 18 — CeToBas MHAMKALMA COCTOAHNUA MeHbIX NHTepdeiicoB n SFP-nHTepdelicos

CBeueHune nHgukaropa SPEED CBeueHue nHgmkaropa LINK/ACT CoctosiHne uHtepdpeiica Ethernet

BbikntoueH BbikntoueH MopT BbIK/IOYEH WU COeQUHEHUNE He
yCTaHOB/IEHO.

BbikntoyeH ['opuT NOCTOsAHHO YcTtaHoBNeHo coeanHeHne Ha ckopocTtu 10

unv 100 MéwuT/c.

[opuUT NOCTOAHHO [opnUT NOCTOAHHO YcTaHOBNEHO coeAnHEHME Ha CKOPOCTH
1000 MéwuT/c.

X MwuraHune M oeT nepepaya AaHHbIX.

SRR O LK

() SPD

PucyHok 15 — PacnonoxeHne MHANKaTopoB pasbema SFP

LINK/ACT SPEED

W
T

L J

PucyHok 16 — PacnonoxeHue nHgmkaTtopos pasbema RJ-45

B cnepytowieii Tabnuue npuBefeHo onvcaHne COCTOSAHUIA CUCTEMHbIX MHAMKATOPOB YCTPONCTBA U UX
3HAYEHNIA.

Tabnuua 19 — CoCTOAHMA CUCTEMHBIX UHANKATOPOB

HasBaHue DYHKUUA nHAUKaTopa CocTtosiHne CocTtosiHMe ycTpoicTBa
MHauKaTopa MHAuKaTopa
Power WHavkaTop nuTaHus ycTpoiicTBa. 3eneHblii MuTaHne ycTpoiicTBa B HOpME.

McTouHuK nuTaHus pabotaet
HOpMaJsibHO, OcCHOBHOE MO

nporpyxeHo.
KpacHblii He nporpy»xeHo ocHosHoe [10.
BbikntoueH OTKa3s BHYTPEHHUX UCTOYHUKOB

nUTaHUA yCTpoIicTBa.

Status VHAMKaTOp TeKyLEero CoCTosiHUS 3eneHblit YcTpolicTBo paboTtaet
yCcTpoiicTBa. HOPM&J/TbHO.

28



Ha3BaHue
nHAuKartopa

Alarm

User

WLC-Series. PykoBoAcCTBO Mo akcnnyaTtauun. Bepcus 1.30.6

DyYyHKUUS nHauKaTopa CocTtosiHne CocTtosiHMe ycTpoiicTBa
nHAuKartopa
MwuraeT 3e/ieHbIM YCTpOWCTBO HaxoauTcs B

cocTosiHum 3arpy3skm MO.

NHAayKaTop Ha/mums 1 ypoBHS - -
aBapuu ycTpolicTBa.

WHavkaTtop, ucnonb3yowumiica gna - - -
NoNb30BaTENbCKUX CLIEHapUEB,

KOTOpbl€ MOXHO Ha3HaunTb B

pexnmMme KOHUIyprMpoBaHus

yCTpOWCTBAa.

CeeToBas uHgukauyms WLC-15

CocTosiHne megHbIX nHTepdelicoB Gigabit Ethernet oto6paxaeTcsa AByMSA CBETOANOAHLIMU UHAMKATOPAMN —

LINK/ACT 3eneHoro yseta n SPEED saHTapHOro useta.

Ta6nuua 20 - CBeToBas MHAUKALMA COCTOSAHNUA MeHbIX NHTepdeiicoB n SFP-nHTepdeiicos

CBeueHune nHgukaropa SPEED CseueHue nHgukaropa LINK/ACT CocTtosiHue nHtepdeiica Ethernet

BblIkoueH BblIkntoueH MMopT BbIK/IIOYEH WU COEAMNHEHNE He
yCTaHOBJ/1EHO.

BbikntoyeH [opuT NocTosiHHO YcTtaHoBNeHo coeanHeHre Ha ckopocTtu 10

[opnT NOCTOAHHO

B cnepytouleii Tabnuue npuBeAeHo onMcaHne COCTOSAHUIA CUCTEMHbIX MHAMKATOPOB YCTPONCTBA U UX

3HAUYEHUI.

nan 100 Méut/c.

[opuT NOCTOAHHO YcTtaHOBNEHO coeAnHEHME Ha CKOPOCTH

1000 M6uTt/c.

Mwuraet MaeT nepepaya AaHHbIX.

() LNK
() SPD

PucyHok 17 — PacnonoxeHne nHgmkaTtopos pasbema SFP
LINK/ACT SPEED

:
1=

PucyHok 18 — PacnonoxeHue nHgmkaTtopos pasbema RJ-45

29



WLC-Series. PykoBoAcCTBO Mo akcnnyaTtauun. Bepcus 1.30.6

Tabnuua 21 — COCTOAHMA CUCTEMHbIX UHANKATOPOB

Ha3saHue PYHKLUA UHAKKaTOpa CocTosiHue CocTosiHue ycTpoiicTBa
MHAMKaTopa MHAUKaTopa
Power WHAavkaTop nuTaHus ycTpoicTea. 3eneHblit MuTaHne ycTpoiicTBa B HOpMe. VICTOUHMK

nuTaHns paboTaeT HOpMasibHO, OCHOBHOE
MO nporpyxeHo.

KpacHbiii He nporpy»xeHo ocHosHoe 0.
BbiktoueH OTKa3 BHYTPEHHNX UCTOYHUKOB MUTaHWS
ycTpoiicTBa.
Status VHAMKaTOp TEKYLIEro COCTOSIHUS 3eneHblit YcTpolicTBO paboTaeT HOpMaslbHO.
yCTpolicTBa.
KpacHbiii YCTPOACTBO HAXOAMTCS B COCTOSIHWM
3arpysku 0.
Alarm WHaukaTop Hannums 1 ypoBHS - -

aBapuu ycTpoiicTea.

User WHavkaTtop, ucnonb3yowumiica ana - - -
N0Nb30BaTENbCKUX CLIEHApUEB,
KOTOpblE MOXHO Ha3HaunNTb B
pexvnmMe KOH(UrypmpoBaHus
yCTpOWCTBa.
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3.5 KomMmnneKT nocTtaBKu

B 6a30BblIit komniekT noctaBkn WLC-15 BxoaaT:

KoHTponnep WLC-15;

Kabenb NUTaHuS;

KOHCO/IbHbI Kabersb;

KOMMNAEKT A4/15 KPensieHns yCcTpoicTea B CTONKy 19
ceptudomkaT COOTBETCTBUS;

nacnopr;

AOKyMeHTauus (onuuoHasIbHo);

namaTKa 0 JOKYMeHTaLuuu.

B 6a30BbIit komniekT noctaBkn WLC-30 BxoaaT:

KoHTponnep WLC-30;

Kabesnb NUTaHuS;

KOHCO/IbHbI Kabersb;

KOMMNAEKT A4/15 KPensieHns ycTpoicTea B CTONKy 19
ceptMdomkaT COOTBETCTBUS;

nacnopr;

AOKyMeHTauus (onumuoHasIbHo);

namaTKa 0 JOKYMeHTaLun.

B 6a30BbIit komniekT noctaBkn WLC-3200 BxoasT:

KoHTponnep WLC-3200;

KOHCO/IbHbI Kabersb;

KOMMEKT A4/15 KpenseHnsa ycTpoucTea B CToliky 197
ceptudomkaT COOTBETCTBUS;

nacnopr;

AOKyMeHTauus (onumuoHasIbHo);

namaTKa 0 JOKYMeHTaLun.

WLC-Series. PykoBoAcCTBO Mo akcnnyaTtauun. Bepcus 1.30.6

Mo 3aka3y nokynarens ans WLC-3200 B KOMMNEKT NOCTaBKN MOXET ObITb BK/IHOYEH MOAY/1b NMUTaHUA

(PM160-220/12).

Mo 3aka3y nokynaTensi B KOMM/IEKT NOCTaBKN MOTYT 6bITb BK/toUeHbl SFP/SFP+-TpaHCcMBEpSI.
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WLC-Series. PykoBoAcCTBO Mo akcnnyartauun. Bepcus 1.30.6
4 YcTaHOBKa M noakn4veHne

+ KpensieHme KpoHLITENHOB
* YcTaHOBKa YCTpolCcTBa B CTOMKY
+ YctaHoBka moaynein nutaHus WLC-3200
+ lMogknoyeHne nuTatoLLein cetu
* YcTtaHoBka n yaganeHune SFP-TpaHcnBepoB
* YcTaHOBKa TpaHcusepa
* YpasieHve TpaHcuBepa

B paHHOM pasaene onncaHbl npoueaypbl YCTaHOBKU yCTpOVICTBa B CTOI7IKy N NOAKNHYEHNA K I'II/ITa}OLLIIGI7I ceTn.

4.1 KpenneHue KpOHLUTEAHOB

B KOMNNEeKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLUTEHbI 4151 YCTAHOBKM B CTOVKY Y BUHTbI 4151 KpEN/IeHWs
KPOHLUTENHOB K KOprycy ycTpoicTsea. [N1a yCTaHOBKN KPOHLLTENHOB:

PucyHok 19 — KpenneHne KpoHLWTeNHOB

1. CoBMeCTUTE YeTblpe OTBEPCTUSA 47151 BUHTOB Ha KPOHLUTENHE C TaKUMM Xe OTBEPCTUSIMU Ha GOKOBOW
naHenu ycTpoiicTsa.

2. C nomoLLbi0 OTBEPTKN NPUKPENNTE KPOHLUTENH BUHTaMM K KOpMycy.

3. MoBTopuTe aelicTeuA 1, 2 ANs BTOPOro KPOHLUTENHA.

4.2 YctaHOBKa yCTPOUCTBa B CTOMKY
[lns ycTaHOBKM YCTPOICTBA B CTOMKY:

1. MpuNoXuUTe YCTPONCTBO K BEPTMKA/IbHBIM HaNPaB/IAOLLM CTOMKM.

2. CoBMEeCTUTE OTBEPCTUSI KPOHLLTEMHOB C OTBEPCTMSIMU HA HANPAaB/SOLWMX CTOVKKW. Vicnonbayiite
OTBEPCTUSA B HANPaB/SALLMX HA OAHOM YPOBHE C 06eMX CTOPOH CTOMKM A/151 TOTO, YTO6bI YCTPOCTBO
pacnoniaranocb ropu3oHTasIbHO.

3. C nomouibto 0TBEPTKM NPUKPENUTE KOHTPOJISIEPA K CTOVKE BUHTAMM.
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PucyHok 20 — YcTaHOBKa yCTPOIACTBA B CTOIKY

€ BeHnTunsauus ycTpoiicTa opraHm3oBaHa no cxeme poHT-ThiN. Ha nepeaHeit 1 60KoBbIX MaHensx
yCTpOIiCTBA PacnosioXeHbl BEHTUNSILMOHHbIE OTBEPCTUS, C 3aJHEI CTOPOHbI YCTPOICTBA PaCno/IoXEHbI
BEHTUSIUMOHHbIE MOAyNW. He 3akpbiBaiiTe BXOAHbIE U BbIXOAHbIE BEHTUSALMOHHbIE OTBEPCTUS

NOCTOPOHHUMW NpeaMeTaMn BO M3bexaHve neperpeBa KOMNOHEHTOB YCTPOMCTBA U HAapYLLEHWS ero
paboThl.

4.3 YctaHoBKa mopgyneii nutaHna WLC-3200

KoHTponnep WLC-3200 moryT pabotarb C O4HMM UK ABYMSI MOAYNSAMU MUTaHUS. YCTaHOBKa BTOPOro Moay s

nUTaHNa HeobxoayMa B Clydae UCMo/b30BaHUS YCTPOWCTBA B YC/I0BUSAX, TPEGYIOLLMX NOBbILLIEHHO
HaAEeXHOCTH.

MecTa AN YCTaHOBKM MO/yNei NUTaHus C a/IEKTPUUECKOI TOUYKU 3pEHUS paBHOLLEHHBI. C TOUKM 3peHus
CMO/b30BaHNS YCTPOICTBA, MOAY/ b MUTAHUS MOXET HAXOAUTLCS B OCHOBHOM U PE3€PBHOM pasbeMe,
MHhOpPMaLIMs 0 NPUOPUTETHOCTM HAXoAUTCs B Tabnuue "OnvcaHne pasbeMoB 3aHel NaHenm KoHTponnepa'.
Moaynu NUTaHns MOTyT yCTaHAB/IMBATLCSA U 13B/IeKaTbCs 63 BbIK/OUYEHNS YCTpoicTBa. MNpu yCTaHOBKe UK
13BIEYEHNMN JONOMHUTENBHOTO MOYNS MIUTAHKS KOHTPO//Iepa Npofo/mkaeT paboTy 6e3 nepesanycka.
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PucyHok 21 — YcTaHoBKa mofynei nutaHus
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PucyHoK 22 — YcTaHOBKa 3ar/yLLUKu

@ VHpvkauma aBapuy MOAYNA NUTAHNA MOXET GbITh Bbi3BaHa HE TO/ILKO OTKA30M MOZY/S, HO 1

OTCYyTCTBMEM NEPBUYHOTIO MUTAHUA.

CocTosiHMe mMoayneli NUTaHNs MOXET GbITb NPOBEPEHO MO UHAMKALMM HA NepefiHei naHenn koHTponiepa (cm.
pasgen CBeToBas VHAMKALIMS) UK NO AWArHOCTMKe, AOCTYNHOW yepes nHTepdeiickl ynpasneHus
KOHTpo/nepa.

4.4 TMopknioveHne nuTaloLeii cetTn

1.

Mpexzae Yem K ycTpoicTBY ByAeT NOAK/IHOUEHA NMUTAKOLLAS CETb, HEOGXOAMMO 3a3EM/INTL KOPMYC
YCTpOIACTBa Yepes 3a3eM/isiiolwnii BUHT M4. 3azemneHne Heo6X0AMMO BbIMO/HATb M30/IMPOBaHHbLIM
MHOTOXW/TbHbIM MPOBOAOM. YCTPOIACTBO 3a3EM/IEHNS U CeYEHME 3a3eM/ISIOLLETO NMPOBOAA AO/MKHbI
COOTBETCTBOBATL TpeboBaHMsIMU [paBun yCTPoCcTBa 3/1EKTPOYCTaHOBOK (MYD).

Ecnv npegnonaraeTcsi NoAx/It04YeHe KOMMboTepa UM MHOTo 060pyA0BaHNs! K KOHCOIbHOMY MOPTY
KOHTPO/I/IEPa, 3TO 060PYLOBaHNE TAKKE AO/HKHO OblTb HALEXHO 3a3€M/IEHO.

MoakntounTe K yCTPOMCTBY Kabesb NMTaHus. B 3aBUCHMOCTY OT KOMI/IEKTALMW YCTPOICTBA, NUTaHne
MOXET OCYLLECTB/SATLCS OT CETV NEPEMEHHOT0 ToKa /IGO0 OT CETU NOCTOSIHHOIO ToKa. Mpw NoAK/IHoYeHUH
CETV NEePEMEHHOro Toka CrieAyeT UCNosb30BaTh Kabesb, BXOASLMIA B KOMMIEKT ycTpoiicTBa. s
MOAK/IOYEHNSA K CETU NOCTOSIHHOTO TOKA UCMOMb3YiiTe NPOBOJ, CeUeHeM He MeHee 1 MM,

BkntounTe nutaHue ycTpoiicTea 1 y6eamTech B OTCYTCTBUM aBapuii N0 COCTOSIHUIO MHAMKATOPOB Ha
nepegHeit naHenu.
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4.5 YctaHoBKa u yaaneHue SFP-TpaHcuBepoB
YcTaHOoBKa onTUYECKnNX Mop,yneﬁ MOXET NPOnN3BOANTLCA KaK NPn BbIK/TIOYEHHOM, TakK U Npu

BK/TIOYEHHOM YCTPOWCTBE.

4.5.1 YctaHOBKa TpaHcuBepa
1. BcTaBbTe BepxHUin SFP-moaynb B CNOT OTKPLITOM YacTbio pasbeMa BHU3, a HWXHWI SFP-MoAynb — OTKPbITOW

4acCTbi0 pa3bemMa BBEPX.
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PucyHok 23— YctaHoBka SFP-TpaHcuBepoB

2. HapgaBnTe Ha MoAy b MO HaNpPaB/eHWo BHYTPb KOpMyca yCTPOCTBa A0 NOSB/IEHNS XapakTepHOro LWenyka

chukcauum moayns.
at

PucyHok 24 — YctaHoBneHHble SFP-TpaHcuBepsb!

4.5.2 YpaneHue TpaHcuBepa
1. OTKMHBTE PYKOATKY MOAY/SA, 3TO NPUBELET K Pa3bN0oKNPOBaHUIO YAEPXKMBAIOLLEN 3aLlesku.

PucyHok 25 — OTKpbITHe 3awenkn SFP-TpaHcnBepos

2. M3BnekuTte Moaysb U3 cnota.
\\
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PucyHok 26 — 3BneveHne SFP-TpaHCcMBepoOB
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S5 WNHTepeincol ynpaBneHus

* VHTepdeiic komaHaHoli cTpoku (CLI)
« Tunbl ¥ NOPAA0K UMEHOBaHNS MHTEPHEICOB KOHTpO/IeEpa
« Tunbl 1 NOPAAOK UMEHOBaHWSA TYHHE/EW KOHTpO1epa

HaCTpOVIKa N MOHUTOPUHI yCTpOVICTBa MOTYT OCYLLECTBNATbLCA Yepes pa3/inyHble MHTep(beVICbI ynpaseHus.

[nsa poctyna K ycTpoiicTBY MOXET MCMOJ/Ib30BaTLCA CETEBOE MOAK/OYEHME No npoTokonam Telnet n SSH nnn
NPsSIMOE NOAK/MOYEHNE Yepe3 KOHCOJIbHbI NOPT, COOTBETCTBYOLMIA cneymdunkaummn RS-232. Mpu gocTtyne no
npoTtokonam Telnet, SSH 1 npy noakNOYEHUN Yepe3 KOHCO/IbHbI NOPT A5 yNpaB/ieHns YyCTPONCTBOM
NCNOMb3yeTcsa NHTEPAIeic KOMaH4HOM CTPOKN.

3aBoackast KOHMrypauusi CoAepPXnT onucaHue J0BEpPeHHO 30HbI trusted u IP-agpec ans goctyna k
ynpasneHuto yctporicteom — 192.168.1.1/24.
B f0BepEHHY0 30HY BXOAST NHTEPIENCHI:

« ana WLC-15: GigabitEthernet 1/0/2-5;

+ ana WLC-30: GigabitEthernet 1/0/2-4, TengigabitEthernet 1/0/1-2;

« ans WLC-3200: Twentyfivegigabitethernet 1/0/3-12;

B 3aBoACKOIi KOHGpMIypaLym no ymMmoiuaHuio cofaH nosib3oBatesib «admin» ¢ naponem «password».

Mpwn ncnonb3oBaHUM THO60r0 U3 NEPEUNCIEHHBIX MHTEPCIENCOB YNpaBneHNs AeNCTBYIOT e4NHbIE MPUHLMMBI
paboThbl C KOHUTypaumeit. lomkHa cobnioaaTbCs onpeaeneHHas, onucaHHas 34ech, Nocne0BaTe/IbHOCTb
M3MEHEHUS 1 MPUMEHEHNSA KOHMUIypaLmm, No3BOSIOWANA 3aWUTUTL YCTPONCTBO OT HEKOPPEKTHOTO
KOHCQUIyp1poBaHusi.

5.1 UHTepdeiic komaHgHoW cTpoku (CLI)

NHTepdpelic komaHaHoi ctpokn (Command Line Interface, CLI) — uHtepdeiic, npeaHasHaueHHbIl Ans
ynpasfeHus], NPOCMOTPa COCTOSAHUA U MOHUTOPUHIa ycTpoincTea. Ana paboTel noTpebyerca nobas
ycTaHoBneHHas Ha MK nporpamma, nogaepxusatowas padoty no nportokonam Telnet, SSH nnn npsamoe
NOJKMIOUEHME Yepe3 KOHCO/IbHbIN nopT (Hanpumep, HyperTerminal).

WNHTepcheiic komaHHOW CTPOKM 06ecneynBaeT aBTopu3aLnio Nonb3oBarteneil 1 orpaHnunMBaeT nux JocTyn K
KOMaHJaM Ha OCHOBaHWM YPOBHS AOCTYNa, 3aHHOr0 aMUHUCTPATOPOM.

B cucteme MOXeT 6biTb CO34aHO HEOOX0AMMOE KO/IMYEeCTBO Mosib30BaTesield, npaBa AoCcTyna 3a4atTcs
NHANBUAYANTbHO O/151 KAXA0r0 U3 HUX.

[na obecneyeHnss 6e30MacHOCTN KOMaHAHOIO MHTepdielica, Bce KOMaHAbl pa3feneHbl Ha ABe KaTeropum —
NPUBUNIETMPOBaHHbIE N HENPUBMNETMPOBaHHbIE. K NpuBUIerMpoBaHHbIM B OCHOBHOM OTHOCATCS KOMaHAbl
KOHUrypupoBaHus. K HenpmBmierMpoBaHHbIM — KOMaHAbl MOHUTOPUHTA.

CuvcTema No3BOJISET HECKONLKUM MOJb30BaTENAM OAHOBPEMEHHO NMoaKNt4YaTbCA K yCTpOﬁCTBy.
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5.2 Tunbl U NOPAAOK UMEHOBaHUA NHTeP)eliCOB KOHTpo iepa

Mpun paboTe KOHTPO/IIEPa NCMOMb3YITCA CETEBbIE MHTEPIENCHI Pa3/IMYHOTO TUNa 1 HasHadveHus. Cuctema
MMEHOBaHUSI NO3BOSIET OAHO3HAYHO aApecoBaTh NHTePIEChI MO MX PYHKLMOHAIBHOMY Ha3HAYEHWIO 1
MEeCTOMNO/OXEHMIO B cucteme. [lanee B Tabnmue NnpuBeSeH nepeyeHb TMNoB UHTePENCOB.

Tabnuua 22 — Tunbl 1 NOPSAOK UMEHOBaHUA NHTEPMECOB KOHTpOsIIepa

Tun nutepdeiica

dursnueckne nHTepeiick

MopTbl 1 F6UT/C

MopTbl 10 F6KMT/C

MopTbl 25 F6uT/C

Mpynnbl arperaumn kaHaoB

O6o03HaueHne

O603HauYeHNe (PM3NYECKOTO NHTEPPElica BKIHOUAET B Ce6SI €ro Tu
N naeHTudomkaTop.

NpeHTudmkatop dmsmuecknx nHtepdgeiicos nmeet sug <UNIT>/
<SLOT>/<PORT>, rae:

+ <UNIT> — HOMep yCTpolicTBa B rpynne yCcTPoIicTB,

+ <SLOT> - Homep Moy B cocTase ycTpoicTea nav 0 npu
OTCYTCTBUW fefieHns yCTPOCTBa Ha Moaynu,

+ <PORT> - nopsiakoBbIii HOMep nopTa.

gigabitethernet <UNIT>/<SLOT>/<PORT>
Mpumep o603HaveHus: gigabitethernet 1/0/12

[JonyckaeTcs ncnosnb3oBaTb COKpaLleHHOe HaMMeHOoBaHWe,
Hanpumep gi1/0/12.

tengigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o6o3HaveHus: tengigabitethernet 1/0/2

[JonyckaeTcs NCnosb3oBaTb COKPaLLeHHOe HaMMeHoBaHNe,
Hanpumep te1/0/2.

twentyfivegigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o6o3HaueHus: twentyfivegigabitethernet 1/0/2

[JlonyckaeTcsl MCMno/b30BaTh COKpalLeHHOe HaMMeHOBaHUE,
Hanpumep twe1/0/2.

O603Ha4YeHue rpynnbl arperaummn kaHas10B BK/IloYaeT B cebs ero Tvn
1 NOpAAKOBLIA HOMep nHTepdeiica:

port-channel <CHANNEL_ID>

Mpumep o603HaueHus: port-channel 6

JlonyckaeTcsa Mcnonb30BaTh COKpaLLleHHOe HaviMeHOBaHue,
Hanpumep, poTl.
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Cab-nHTepdeliichl

Q-in-Q uHTepdeiichbl

E1-uHtepdoeiicol

Ipynnbl arperaunu E1-kaHanos

JNlornyeckne nHTepgeicol

WLC-Series. PykoBoAcCTBO Mo akcnnyaTtauun. Bepcus 1.30.6

O603HaueHne

0O603HaveHne cab-nHTepdeiica obpasyeTcsi U3 0603Ha4YeHUs
6a3oBoro nHTepdeiica n ngeHTudukatopa (VLAN) cab-
UHTepdeiica, pa3aeneHHbIX TOUKON.

Mpumepbl 0603HaYEHNIA:

+ gigabitethernet 1/0/12.100

+ tengigabitethernet 1/0/2.123

+ twentyfivegigabitethernet 1/0/2.200
+ port-channel 1.6

VaeHTudmkatop cab-mHTepdeiica MoOXeT NpUHUMaTb
3HayeHus [1..4094].

0O603HayeHne Q-in-Q nHTepdeiica obpaslyeTcsa N3 0603HaYEHNS
6a30Boro nHTepelica, naeHTugnkatopa cepsmcHoro VLAN 1
naeHTudprkaTopa nonb3oBarenbckoro VLAN, pasgeneHHbIX TOUKOiA.

Mpumepbl 0603HaYEHNIA:

+ gigabitethernet 1/0/12.100.10

+ tengigabitethernet 1/0/2.45.12

+ twentyfivegigabitethernet 1/0/2.100.200
+ port-channel 1.6.34

VaeHTudomkatTop cepBucHOro 1 noss3osaresibckoro VLAN
MOXeT NpuUHUMaTh 3HadeHus [1..4094].

O603Ha4veHune ET-nHTepdeiica BkoyaeT B cebsi ero tun u
naeHTudmkarop.

NaeHTtndmkartop E1-nHtepdeicos umeet sug <UNIT>/<SLOT>/
<STREAM>, rae:

+ <UNIT> - Homep ycTpoiicTBa B rpynmne yCcTPOWCTB,
+ <SLOT> - Homep E1-moaynsi B cocTaBe yCTPOMCTBa,
+ <STREAM> — nopsgkoBbIii Homep ET1-noToka.

Mpumep o603HaveHus: e1 1/0/1

O603Ha4eHue rpynnbl arperaummn E1-kaHanoB BKKOYaEeT B cebs ero
TWN 1 NOPSIAKOBLI HOMEpP UHTepdeiica:

multilink <CHANNEL_ID>
Mpuvmep o603HayveHuns: multilink <CHANNEL_ID>

O603Ha4YeHNe NOrnyYeckoro nHTepdeiica ABNSETCA NOPALAKOBbLIM
HOMepoM MHTepdelica:

Mpumepbl 0603HaYEHNIA:

+ loopback 4
+ bridge 60
+ service-port 1
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Tun nHtepdpeiica OGo3HauyeHue

MocnegoBatefbHble UHTEpdIelichI O603HaueHve NocneaoBaTeNlbHOro0 MHTepdeiica BKoUaeT B cebs
€ro T1n 1 naeHTMdrKaTop.

MaeHTudmkatop nocnegoBaTtesibHOro nHTepdelica MMeeT Bug,
<UNIT>/<SLOT>/<STREAM>, rae:

« <UNIT> - Homep ycTpoiicTa B rpynne yctpoiicTs [1..1],

+ <SLOT> - HoMep MoayNns B cocTase ycTporicTea wam 0 npu
OTCYTCTBUW efieHnst yCTPOCTBa Ha Mogynu,

+ <PORT> — nopsakoBbIii HOMEp nopTa.

Mpumep ob6o3HaueHus: serial 1/0/1

USB-mMopembl O603Ha4yeHne USB-mogema Bk/itoHaeT B ce6s ero Tvn 1 nopsiaKoBbIii
HoMep:

cellular modem <MODEM-NUM>

Mpumep 0603HaYeHusi: modem 1

1. KonnyecTBo MHTEPDENCOB KaX/A0ro TUna 3aBMCUT OT MOZENIN KOHTPOs/1epa.

2. Tekywas Bepcusi MO He NoaaepXMBaeT CTEKMPOBaHME YCTPOICTB. Homep ycTpoiicTea B rpynne
YCTPOIACTB Unit MOXET NPUHUMATL TOMIbKO 3HaueHue 1.

3. HekoTopble KoMaH/bl NoAAepXBatoT OIHOBPEMEHHYH PaboTy C rpynnoii uHTepdoeiicos. Ans
yKazaHusl rpynnbl MHTEP(ENCOB MOXET ObITb UCMOMb30BAHO NEPEUMC/IEHNE Yepes 3ansTyo Unn
yKazaHve auanasoHa UaeHTU(MKaTOPoB Yepes Aeduc «-».

MpuMepbl yKazaHus rpynn nHTepdeiicos:

interface gigabitethernet 1/0/1, gigabitethernet 1/0/5
interface tengigabitethernet 1/0/1-2

interface twentyfivegigabitethernet 1/0/3-4

interface gil/0/1-3,gi11/0/7,tel/0/1,fol/0/1
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5.3 Tunbl U NOPAAOK UMEHOBAHUA TYHHe el KOHTponnepa

Mpy paboTe KOHTPO/I/Iepa UCMOb3YIOTCH CETEBbIE TYHHEN Pa3/IMYHOIO TMNa u HasHaveHus. Cuctema
MMEHOBaHUs NO3BO/SET OLHO3HAYHO a[pecoBaTb TYHHENMN MO NX (PYHKLMOHa/IbHOMY Ha3HauveHuio. [anee B
Tabnuue npuBefeH nepevyeHb TUNOB TYHHENE.

Tabnuua 23 — Tunbl M NOPSLOK UMEHOBaHUSI TYHHeNel KOHTponnepa

Tun TyHHens

L2TP-TyHHENb

L2TPv3-TyHHENb

GRE-TyHHenNb

SoftGRE-TyHHeNb

IPv4-over-IPv4-
TYHHENb

IPsec-TyHHenb

Nornyeckuii TyHHENb
(TyHHENb Mexay
VRF)

PPPoE-TyHHenNb

O6o03Ha4YeHne

0O603HayeHne L2TP-TyHHeNnsi cocTomT 13 0603HaYeHUS TUMa 1 NOPSiAKOBOro HOMepa TYHHENS:
12tp <L2TP_ID>

Mpvmep o603HaveHus: 12tp 1

O603HauveHune L2TPv3-TyHHena coctomT u3 0603HavyeH1s Tuna 1 nopsaKoBoro HoMepa TyHHenNs:
12tpv3 <L2TPV3_ID>

Mprvmep o603HaveHus: 12tpv3 1

O603HauveHne GRE-TyHHensa coctonT u3 0603HavYeHns Tuna n NopsiIKoBoro HoMmepa TyHHenNs:
gre <GRE_ID>

Mpumep o603HaveHns: gre 1

0O603HadeHne SoftGRE-TyHHensi cocTomT 13 0603HaYeHMs TUNa, NOPSIAKOBOr0 HoMepa TyHHEeNs
n, onumoHanbHo, VLAN ID BupTyasibHOro nHtepdeiica:

softgre <GRE_ID>[.<VLAN>]

Mpumepsbl 0603HaveHus: softgre 1, softgre 1.10

O603HauveHue IPv4-over-IPv4-TyHHEeNs coctouT 13 0603Ha4YeHus Tina 1 nopsiikoBoro Homepa
TYHHens:

ip4ip4 <IPIP_ID>

Mpumep 0603HaYeHus: ip4ip4 1

O603Ha4YeHne BUPTYasibHOTO IPsec-TyHHENs COCTOUT U3 0603HaUeHUst TUMna 1 NopsiAKoBOro
HoMepa TyHHess:

vti <VTL_ID>

Mpumep 0603Ha4veHns: vti 1

O603Ha4YeHne NOrMYEeCcKoro TYHHeNs COCTOMT 13 0603HaYeHnsl Tuna 1 NopPsiAKOBOro HoMepa
TYHHEnNs:

It <LT_ID>

Mpumep o6o3HaueHus: It 1

0O603HayeHne PPPoE-TyHHENS1 cocTOUT M3 0603HAYEHMS TUNa 1 NOPSAKOBOr0 HOMepa TyHHENS:
pppoe <PPPOE_ID>

Mpumep 0603HaueHVs: pppoe 1
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Tun TyHHens OGo3HauyeHune
OpenVPN-TyHHeNb 0O603Ha4veHne OpenVPN-TyHHENA cCOCTOMT U3 0603HaYeHMA T1MNa 1 NOPsAKOBOro Homepa
TYHHensA:

openvpn <OPENVPN_ID>

Mpvmep 0603Ha4YeHUs: openvpn 1

PPTP-TyHHEND O603Ha4veHne PPTP-TyHHeNs coCcTouT 13 0603HaYeHNs Tvna 1 NnopsiAKoBOro Homepa TyHHens:
pptp <PPTP_ID>

Mprmep 0603Ha4eHus: pptp 1

KonmuecTBo TyHHeneli Kaxaoro Tvna 3aBucuT oT Mogenu u MO KoHTponnepa.
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6 HauanbHas HacTpolika yCTPOWCTB

+ 3aBojckas KoHurypaums ycTponcTs
* OnucaHve 3aBOACKON KOHIUrypawmm
*+ lMogknoyeHne 1 KOHPUrypuposaHue ycTpoicTea
* lMogkntoyeHme K yCTponCTBY
+ MopxntoueHne no nokanbHol cetn Ethernet
+ oaknoveHne Yepes KOHCO/bHbIN NopT RS-232
* [MpyMeHeHne n3mMeHeHna KoHurypauum
+ basoBasi HacTpoiika YyCTPOUCTB
* /3meHeHwne napons nonb3osarens «admin»
+ CosfaHune HOBbIX Nofb3oBaTesnei
* HasHaueHue nmeHun ycTponcTsea
+ HacTpoiika napameTpoB nyo6/MUYHON CeTU
* HacTtpoiika yganeHHoro gocryna K ycTponcTBy

6.1 3aBopckas KOHhUrypaumsa ycTpomcTs

Mpw OTrpy3Ke YCTPOMCTBA K/IMEHTY Ha YCTPOMCTBO OyAeT 3arpyeHa 3aBojckas KoHdurypauus, kotopas
BK/1HO4AET MUHMM&/TbHO HEOOX0AVMble 6a30Bble HACTPONKM. 3aBoAcKas KOHpUrypaumsa no3sonser
NCNo/b30BaTh KOHTPO/I/IEP B KadecTBe wWito3a ¢ oyHKumei SNAT 6e3 He06X0AMMOCTU NPUMEHSTb
[l0NO/THUTENbHbIE HACTPOMKK. KpoMe Toro, 3aBofckas KOHUrypaunus CoaepXuT HacTPonKK, N03BO/IAIOLLME
NOyYnNTb CETEBOW AOCTYN K YCTPONCTBY /19 BbINO/IHEHUS PaCLLUMPEHHOTO KOH(UTYpPUPOBaHUS.

6.1.1 OnucaHue 3aBOACKOIT KOHhurypauymm

[N noaknioYeHns K cetam B KOHdMrypauum onmcaHbl 2 30Hbl 6€30NacHOCTU C HAMMEHOBaHUSIMU «Trusted»
ANs NoKanbHOW cetn n «Untrusted» ana ny6nunyHoin cetun. Bce nHtepdoelickbl pasaeneHsl mexay AByX 30H
©e30nacHoOCTU:

1. 3oHa «Untrusted» npegHasHaueHa ans noakntoueHus K nyénunyHoii cet (WAN). B 3Toli 30He OTKPbITbI
noptel DHCP-npoTokona ans nonyyeHus guHammyeckoro IP-agpeca ot npoBaiigepa. Bce Bxoasiume
COefMHeHNs U3 faHHOW 30Hbl Ha KOHTPOJI1ep 3anpeLueHsbl.

B naHHy0 30HY 6€30MacHOCTN BXOAAT UHTEpPhelicChl:
+ ans WLC-15: GigabitEthernet1/0/1; GigabitEthernet1/0/6;
+ ans WLC-30: GigabitEthernet 1/0/1, TengigabitEthernet 1/0/1-2;
« ana WLC-3200: Twentyfivegigabitethernet 1/0/1-2;

VHTepdeiicbl 30HbI 06beANHEHBI B 0AMH L2-cermeHT yepes ceTeBoii MocT Bridge 2.

2. 3oHa «Trusted» npegHasHayeHa Anst noaknNoueHus K nokanbHoi cetn (LAN). B 3Toli 30He OTKpPbIThI
nopTbl NpoTtokonos Telnet u SSH ans ynaneHHoro goctyna, ICMP-npoTokona Anst NpoBepKu
AOCTYNHOCTUN KOHTponnepa, DHCP-npoTokona gns nonyyeHus kaneHtamu IP-agpecoB OT KOHTposisiepa.
Ncxopsawme coegmHeHns 3 gaHHOM 30HbI B 30HY «Untrusted» paspelueHsl.

B naHHy0 30HY 6€30MacHOCTN BXOAAT UHTephelichl:
« ana WLC-15: GigabitEthernet 1/0/2-5;
« ana WLC-30: GigabitEthernet 1/0/2-4;
« ana WLC-3200: Twentyfivegigabitethernet 1/0/3-12;

VHTepdheiicbl 30HbI 06beANHEHBI B 0AMH L2-cermeHT yepes ceTeBoii MocT Bridge 1.

Ha nHTepdeiice Bridge 2 skntoueH DHCP-knneHT ansa nonyyeHns AvHammyeckoro IP-agpeca ot npoBaiigepa.
Ha nHTepdoeiice Bridge 1 ckoHdpuryprpoBaH ctatnyeckuin IP-agpec 192.168.1.1/24. Co3gaHHbIii IP-uHTepdeic
BbICTYMaeT B Ka4ecTBe LU03a 418 KMEHTOB JI0KasTIbHOW ceTu. [Ns K/IMEHTOB JI0Ka/IbHOM CETU HaCcTPOEeH
DHCP-nyn agpecos 192.168.1.2-192.168.1.254 ¢ mackoii 255.255.255.0. [1na nonyyeHnst KnneHtamm
NokasibHOI ceTn gocTtyna K Internet Ha KOHTponnepe BkAUeH cepeuc Source NAT.

MoNnTVKM 30H 6€30MacHOCTM HACTPOEHbI CleayoLLIMM 06Pa3oM:
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Tabnuua 24 — OnucaHne NONUTUK 30H 6e30MacHOCTH

30Ha, U3 KkoTopoii uget Tpaduk  30Ha, B KOTOpylo uaeT Tpadhuk  Tun Tpadmka OelictBue
Trusted Untrusted TCP, UDP, ICMP paspelLueH
Trusted Trusted TCP, UDP, ICMP paspeLueH
Trusted self TCP/22 (SSH), ICMP, UDP/67 paspelLueH

(DHCP Server), UDP/123 (NTP)

Untrusted self UDP/68 (DHCP Client) pa3pelLueH

@ [na obecneueHns BO3MOXHOCTY KOHCDUTYPUPOBAHUS YCTPOICTBA NPV NEPBOM BK/IIOYEHUN B
KOHpurypaumm KOHTposi/iepa co3faHa y4étHasa 3anicb agMmuHucTparopa "admin” ¢ naponem
"password".

Monb3oBaTtento 6yaeT Npea/IoKeHO N3MEHUTL Naposib agMUHUCTPATOPA NPU Ha4yaIbHOM
KOHJOUIypmnpoBaHne KOHTPO/I1epa.

€ [ns ceteBoro gocTyna K ynpaBneHWo KOHTPOI/IEPOM NPV NEPBOM BK/TIIOYEHUM B KOHADUIypaLmmn 3aAaH
cTatnueckuii IP-agpec Ha nHtepdeiice Bridge 1 — 192.168.1.1/24.

6.2 MopakntoueHue n KOHUrypupoBaHue ycTponcTea

KoHTponneps! 6ecnposogHoro goctyna WLC npeaHasHaueHbl ANs1 BbINO/IHEHWS (RYHKLMIA NOTrPaHUYHOro
LUt03a U 06ecneyeHnst 6e30nacHOCTM CETU NOJIb30BaTENS NPU NOAK/IUYEHNN €ro K Ny6ANYHBIM CETSM
nepefayn faHHbIX.

BasoBas HacTpolika AaHHbIX YCTPOCTB A0/MKHA BK/IHOYATb:

* HasHauyeHue IP-afpecoB (CTaTUYecknx UM AMHAMUYECKNX) MHTepdelicam, yYacTBYOLMM B
MapLUpyTU3aLUMn JaHHbIX;

* co3faHue 30H 6e30nacHOCTM 1 pacnpeseneHne nHtTepdelicos no 3oHaw;

* cO3aHue NosMTUK, PEryIMpPYOLUX NPOXOXAEHNE AaHHbIX MEXAY 30HaMK;

* HacTpoiika cepBKCOB, CONYTCTBYOLLMX MapLupyTusaummn gaHHsix (NAT, Firewall n npoune).

PacluMpeHHble HacTPOViKM 3aBUCST OT TPEOOBaHMIN KOHKPETHOW CXEMbI MPUMEHEHUST YCTPOACTBA U TIETKO MOTYT
6bITb f06aBNEHBI U/IN U3MEHEHBI C MOMOLLLI0 UMEILLMXCS UHTEPIECOB yNpaBieHus.

6.2.1 MNopknouyeHue K yCTPOUCTBY
MpenycMoTpeHbl cneayoLime cnocobbl NOAKIYEHMS K YCTPOMCTBY:

MNopxnioueHne No nokansHoii cetu Ethernet

Mpu NnepBoHaYasibHOM CTapTe YCTPOICTBO 3arpyXaeTcsi C 3aBOACKOI KoHdurypaumeit. Onvcadue
3aBO/ICKOI KOHUIypauum NpMBeAeHo B pasaene HavasibHas HacTpoiika yCTPolicTE 4aHHOTO
PYKOBOACTBA.

MoakntounTte ceTeBoli kabenb nepegaqn AaHHbIX (NaTy-Kopa) K N06oMy NOPTY, BXOAALLEMY B 30HY «Trusted», 1
K KOMMNbiOTepy, NpeiHazHaueHHOMY [/11 yNpaB/eHus.

B 3aBoackoi KoHdurypauumn KoHTponnepa aktnsuposaH DHCP-cepsep ¢ nynom IP-agpecos B noacetn
192.168.1.0/24.
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I_Ipl/l noagkntyeHnn ceTeBoro MHTepcbeﬁca ynpaBnAawLWero KoMmnbrTepa OH A0/DKEH NOMYYNUTb CceTeBol aapec
OT cepBepa.

Ecnwn IP-agpec He nonyyeH no kakor-mbo NpuynHe, TO CneayeT Ha3HauuTb agpec nHTepderica BpyUHyto,
ncnonb3ysa nboi agpec, kpome 192.168.1.1, B noacetn 192.168.1.0/24.

MopkntoueHue yepes KOHCOJIbHbIW NOPT RS-232

Mpu nomowum kabens RJ-45/DBF9, KoTopblil BXOAUT B KOMMEKT NOCTaBKU YCTPONCTBA, COeANHUTE NOPT
«Console» KoHTponiepa ¢ noptom RS-232 komnbioTepa.

3anycTuTe TepMUHa/bHYo nporpammy (Hanpumvep, HyperTerminal nnn Minicom) 1 co3aaiite HoBoe
noakstodeHve. JlomkeH 6biTb CMNONb30BaH pexum amynauum tepmmHana VT1100.

BbinonHute cneaytoume HacTpovikn nHtepgeinca RS-232:

CkopocTb: 115200 6UT/C
BuUTbl AaHHbIX: 8 GUT
YeTHOCTb: HET

CtonoBble 6uThI: 1
YnpasneHne noToKOM: HET

6.2.2 MpumeHeHne U3MeHeHUs1 KoHdurypauum

Niobble N3MEHEHUS, BHECEHHbIE B KOH(DUTYpaLWIo, BCTYNAT B AeCTBME TOMBbKO NOC/e NPUMEHEHNS KOMaH/bI:

wlc# commit
Configuration has been successfully committed

Mocne npuMeHeHNs1 JaHHOW KOMaH/bl 3anyckaeTcs Talimep "oTkata" KoHdurypaumn. s ocTaHOBKM Taiimepa
1 mexaHu3Ma "oTkara"’ ucnonb3yercs kKoMaHaa:

wlc# confirm
Configuration has been successfully confirmed

3HaueHve Taiimepa "oTkata" no ymonuaHuio — 600 cekyHz,. [na N3MeHeHUs JaHHOro Talimepa M1Crnosb3yeTcst
KOMaHga:

wlc(config)# system config-confirm timeout <TIME>

+ <TIME> — uHTEpBa/ BPEMEHW OXWAaHUSA NOATBEPXKAEHUS KOH(UIYPaLMI, MPUHUMAET 3HAYEHKE B
cekyHaax [120..86400].

6.2.3 BbasoBas HacTpoiiKa YCTPOUCTB
Mpoueaypa HacTPOIiKN YCTPOMCTB NPU NEPBOM BK/THOUEHMM COCTOUT U3 CNeayroLmnx aTanos:

* VI3meHeHve napona nonb3osarens «admin.

+ Co3faHve HOBbIX Nofb30BaTene.

*+ HasHaueHue umenn yctpoiictea (Hostname).

* YcTaHOBKa napameTpoB NOAK/OUEHNS K My6INYHON CETU B COOTBETCTBUM C TpeboBaHUsIMU NpoBaligepa.
* HacTpolika yfa/ieHHOro focTyna K KOHTposiiepy.

* NpumMeHeHne 6a30BbIX HACTPOEK.
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N3meHeHne napons nonb3oBaTtens «adminx»

ﬂ'ﬂﬂ 3alumeHHoro exoga B CI/ICTeMy HeO6XOp'|/|MO CMEeHUTb ﬂapOﬂb I'IpI/IBVU'IerVIpOBaHHOFO nonb3o0Bartend
«admin».

YuyeTHas 3anuck techsupport Heobxoarma ansa yaaneHHoro 06¢nyxmBaHusi CEPBUCHLIM LLEHTPOM;
YueTHas 3anuncb remote — ayteHTudmnkauuna RADIUS, TACACS+, LDAP,

YpanuTb nonb3osareneii admin, techsupport, remote HeNb3s. MOXHO TO/IbKO CMEHUTL Naposib U
YPOBEHb NPUBUIETNIA.

@ Ecnv vrdopmaums o nonb3osatene "admin” He 0To6paxaeTcs B KOH(UrypaLyy, 3Ha4MT napameTpbl
[laHHOTrO NoNb30BaTe s HACTPOEHbI N0 yMon4YaHuto (naposb "password”, ypoBeHb NpuBuUIernii 15).

ms nonb3oBatensa 1 Naposib BBOAATCS NpU BXOA4E B CUCTEMY BO BPEMSI CEaHCOB agMUHNCTPMPOBaHUS
yCTpOWCTBA.

[Nsi nameHeHusi Naposist Nosb3oBaTtesis «<admin» NCNO/b3YTCS CeaytoLMe KOMaHbl:

wlc# configure

wlc(config)# username admin
wlc(config-user)# password <new-password>
wlc(config-user)# exit

Co3paHue HOBbIX NoJib30oBaTe el

[na co3gaHna HOBOToO Nosib30BaTesNa CUCTEMbl NN HaCTpOVIKM n6oro un3 napamMmeTpoB: UMEHWN MNMOJIb30BaTe/l4,

naposs, ypoBHS NpuBUAErniA — NCNOMb3YHTCA KOMaH/bI:

wlc(config)# username <name>
wlc(config-user)# password <password>
wlc(config-user)# privilege <privilege>
wlc(config-user)# exit

YpoBHM npuBunernii 1-9 paspeluatoT AOCTYN K YCTPOCTBY 1 NPOCMOTP €ro onepaTtuBHOIO COCTOSIHUS,

HO 3anpeLLarT HacTpoliKy. YpoBHU npusuiernii 10-14 paspeLuatoT Kak AOCTYn, Tak U HACTPOIKY
60/bLLUEeR YacTV (YHKLMIA yCTPONCTBA. YPOBEHb NpuBuUAernin 15 paspeluaer kak AOCTYn, Tak U
HacTpOWKy Bcex (OyHKLMI1 yCTpolicTBa.

Mpumep KomaHa Ana cosgaHuns nonb3oatens «fedor» ¢ naponem «12345678» 1 yposHeM npvBunernin 15 n

c034aHusA Nosib3oBaTesns «ivan» ¢ naponem «password» 1 ypoBHEM Npusuneruii 1:

wlc# configure

wlc(config)# username fedor
wlc(config-user)# password 12345678
wlc(config-user)# privilege 15
wlc(config-user)# exit

wlc(config)# username ivan
wlc(config-user)# password password
wlc(config-user)# privilege 1
wlc(config-user)# exit
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YpoBHU npusuneruii 1-9 paspeLuatoT 4OCTYN K yCTPOWCTBY M NPOCMOTP €ro onepaTnBHOrO COCTOSIHNS,
HO 3anpeLLatT HaCTPOWKy. YpoBHu npueunernii 10-14 paspeLuaroT Kak AOCTYM, Tak U HACTPOIiKy
6onbLUel YacTy OYHKLMIA YCTPONCTBA. YPOBEHb NpUBUAETNIA 15 pa3peLlaeT Kak AOCTYM, TakK 1
HACTpPOIiKy BCcex (PyHKLMIA yCTpOoIicTBa.

Mpumep KomaHa ans co3aaHmsa nonb3oBatens «fedor» ¢ naponem «12345678» 1 ypoBHeM npuBuiernin 15 un
c034aHusA nosib3oBartens «ivan» ¢ naponem «password» 1 ypoBHem npusunernii 1:

wlc# configure

wlc(config)# username fedor
wlc(config-user)# password 12345678
wlc(config-user)# privilege 15
wlc(config-user)# exit

wlc(config)# username -ivan
wlc(config-user)# password password
wlc(config-user)# privilege 1
wlc(config-user)# exit

Ha3HaueHue umeHu ycTpoiicTBa

[na HasHauyeHna MMeHn yCTpOI7ICTB8. MCNoJsib3yrTCA criegyroune KoMmaHabl:

wlc# configure
wlc(config)# hostname <new-name>

Mocne NPUMEHEHUST KOH(UTYPaLMKM NPUTNALLIEHNE KOMAHAHOW CTPOKMN U3MEHUTCS Ha 3HAYEHWe, 3aaHHoe
napameTpoM <new-name>.

HacTtpoiika napameTpoB ny6/1M4HOI ceTu

[ns HacTpolikn CeTeBOro MHTEepdienca KoOHTponepa B Ny6/AMYHON CETU HEOBXOAMMO Ha3HaUNTb YCTPONCTBY
napameTpsbl, onpeaenéHHble npoBanaepom cetn — IP-agpec, Macka NoAceTy n agpec Wwiko3a no yMoNYaHuio.

Mpumep KomaHA, HacTpolikn ctatmdeckoro IP-agpeca ana cab-uHtepdgeica Gigabit Ethernet 1/0/2.150 ans
aocTtyna K KoHTponnepy vyepes VLAN 150.

MapameTpbl MHTEpdeiica:

+ IP-agpec — 192.168.16.144;
+ Macka nogcetn — 255.255.255.0;
+ IP-agpec wo3a no ymonyaHuio — 192.168.16.1.

wlc# configure

wlc(config)# interface gigabitethernet 1/0/2.150
wlc(config-subif)# ip address 192.168.16.144/24
wlc(config-subif)# exit

wlc(config)# ip route 0.0.0.0/0 192.168.16.1

[nsa Toro 4to6bl Y6eanTbCs, UTO aApec Obls1 Ha3HavYeH MHTepdeicy, Nocne NPUMEHEHNS KOHUrypaumm
BBEAMTE C/eAYHOLLYH0 KOMaHAy:

wlc# show ip 1interfaces
IP address Interface Type

192.168.16.144/24 gigabitethernet 1/0/2.150 static
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MpoBaiaep MOXET NCNONb30BaTb ANHAMUYECKN Ha3HavYaeMble agpeca B cBoei cetu. Ansa nonyyvenus IP-
azpeca MOXeT ucnosib3osarbcsa npotokos1 DHCP, ecnn B cetn npucytcTeyeT cepsep DHCP.

MpvMep HaCTPOIikK, NpeAHa3HaYeHHO AN nosyyYeHns anHamuyeckoro IP-agpeca ot DHCP-cepsepa Ha
nHtepdpeiice Gigabit Ethernet 1/0/10:

wlc# configure

wlc(config)# interface gigabitethernet 1/0/10
wlc(config-if)# ip address dhcp
wlc(config-if)# exit

[nsa Toro 4To6bl yoeanTbes, YTo agpec Obisl Ha3HayYeH HTepdelicy, BBeaMTe CrieaytoLwyo KomaHay nocrne
NPUMEHEHUA KOHpUrypauuu:

wlc# show ip 1interfaces
IP address Interface Type

192.168.11.5/25 gigabitethernet 1/0/10 DHCP

HacTtpoiika yganeHHoro goctyna K ycTpoiicTBy

B 3aB0O/ACKOIi KOHCpMIypaLmmn paspeLleH yaaneHHblil 4oCTyn K KOHTposinepy no npotokonam Telnet unm SSH u3
30HbI «trusted». 151 TOro YTOGLI paspeLlnTb YAANIEHHbI AOCTYN K KOHTPONIEPY W3 APYTUX 30H, HANpUmMep, 13
nyG6/IMYHOI ceTn, HeobxoAVMOo co3/aTb COOTBETCTBYHOLME npasuna B firewall.

Mpu KOHUIYPUPOBaHUK AOCTYMA K KOHTPO//1epy NpaBuia co3aatoTcs A1s Napbl 30H:

*+ source-zone — 30Ha, U3 KOTOPOW ByAEeT OCYLLECTBASATLCS YAANIEHHbIA JOCTYN;
+ self — 30Ha, B KOTOPOI HaxoAMTCA UHTEpPAIEC ynpaBieHns yCTPOCTBOM.

[nsi co3maHns paspeLuaroLlero npasuia Ucnosb3yTes CeaytoliMe KOMaHIbl:

wlc# configure

wlc(config)# security zone-pair <source-zone> self
wlc(config-zone-pair)# rule <number>

wlc(config-zone-rule)# action permit

wlc(config-zone-rule)# match protocol tcp

wlc(config-zone-rule)# match source-address <network object-group>
wlc(config-zone-rule)# match destination-address <network object-group>
wlc(config-zone-rule)# match destination-port object-group <service object-group>
wlc(config-zone-rule)# enable

wlc(config-zone-rule)# exit

wlc(config-zone-pair)# exit
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Mpumep KomaHa ANsa paspeLleHuns nosb3oBaTensm ns 30Hbl «untrusted» ¢ IP-agpecamu
132.16.0.5-132.16.0.10 nogxnovarbCa K MapLipytusatopy nnu koHTponnepy c IP-agpecom 40.13.1.22 no
npoTtokosny SSH:

wlc# configure

wlc(config)# object-group network clients
wlc(config-addr-set)# ip address-range 132.16.0.5-132.16.0.10
wlc(config-addr-set)# exit

wlc(config)# object-group network gateway
wlc(config-addr-set)# ip address-range 40.13.1.22
wlc(config-addr-set)# exit

wlc(config)# object-group service ssh

wlc(config-port-set)# port-range 22

wlc(config-port-set)# exit

wlc(config)# security zone-pair untrusted self
wlc(config-zone-pair)# rule 10

wlc(config-zone-rule)# action permit

wlc(config-zone-rule)# match protocol tcp
wlc(config-zone-rule)# match source-address clients
wlc(config-zone-rule)# match destination-address gateway
wlc(config-zone-rule)# match destination-port object-group ssh
wlc(config-zone-rule)# enable

wlc(config-zone-rule)# exit

wlc(config-zone-pair)# exit
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/7 OG6HOBNEHMe nNporpamMmHOro obecrneyeHuns

+ OGHOB/EHKe NporpamMmmHOro o6ecrneyeHns cpeacTeaMy CUCTEMbI
+ OGHOB/EHVe NporpamMmmHOro o6ecrneyeHns 13 HadyasibHOro 3arpysdvka
+ OGHoBNeHve BTopuyHoro 3arpysumka (U-Boot)

7.1 OGHOBNEHWe NPOrpaMMHOro o6ecrneyeHusi cpeacTBaMu CUCTEMbI

€ [ns 06HOBNEHUSA NPOrpPaMMHOr0 o6ecneyeHrs NOHaA06UTC OAWH U3 cneaylolmx cepsepos: TFTP,

FTP, SCP. Ha cepBep f0/mkHbI 6bITb NOMELLEHbI dhalisibl NPOrpaMMHOro obecneyeHns yCTpomncTsa,
MolyYeHHbIe OT NPOV3BOAUTESS.

Ha ycTpolicTBe xpaHuUTCcs ABe Konuv NporpaMMHOro obecneyeHns. s obecneyeHns HagexHoCTu
npoweaypbl 06HOBNEHNSA NMPOrpamMMHOro obecnevyeHns AOCTyNHa 4151 OOHOBNEHUSI TOMbKO KOMUS,
KOTOpas He 6blna ncnonb3oBaHa A5 NOC/eAHEro cTapTa yCTpolicTaa.

Mpy 0GHOBMEHMM NPOrPAMMHOI0 06ecrneyYeHnss KOHUrypaLuus KOHTposiepa KOHBEPTUPYETCS B
COOTBETCTBMM C HOBOW BEPCUEN.

Mpwu 3arpy3ke KOHTpoOsepa c 6osiee CTapoit Bepcueli nporpammHoOro obecneyeHus, YeM 3arpyxeHHas
paHee, KOHUrypauus He KOHBEPTUPYETCSA 1 BNOCNEACTBUAM yAaNSEeTCs.

O6HoBneHue MO ¢ 6onee paHHUX BEPCUIA MOXXHO NPOM3BECTU, BOCNO/1b30BaBLUMCH UHCTPYKLMEN,
npusBeseHHo B pasgene O6HOBNEHME NPOrPaMMHOI0 06ecneyeHus.

O6HOBNEHME NPOrpaMMHOro obecneyeHns Ha yCTPoUCTBe, paboTatoLLeM nog ynpassieHnem onepawMoHHOM
CUCTEMbI, BbIMOSIHAETCS B C/IeAytoLLeM NopsifKe.

1.

2.

MogrotosbTe A/19 paboTbl BbIOPaHHbIN cepep. Jo/mkeH ObiTb M3BECTEH afpec cepBepa, Ha cepaepe
[O/MKEH ObITb pa3MeLLeH AUCTPUOYTUBHbINA thaiin NPorpaMMHOro obecneyeHus.

KoHTponnep fgomxeH 6biTb NOArOTOB/IEH K paboTe B COOTBETCTBUM C TPEOOBAHMAMN LOKYMEHTaUUN.
KoHchurypauusa KoHTponnepa Ao/mkHa No3BosATb 06MeHMBaTbCA AaHHbIMY No npoTokosiam TFTP/FTP/
SCP 1 ICMP ¢ cepsepom. Npun 3TOM fo/HKHA ObITb YYTEHA NPUHALIEXHOCTL CepBepa K 30HaM
6e30MacHOCTV KOHTpos1epa.

MoAkouMTECH K KOHTPOJIEPY JIOKA/IbHO Yepes KOHCO/bHbIN nopT Console uin yaaneHHo, ncnosnb3ys
npokonel Telnet unn SSH.

MpoBepbTe AOCTYMHOCTb CepBepa A/ KOHTPOsI1epa, UCnosb3ys KoMaHay ping. Ecnv cepsep He
[I0CTyneH, NpoBepbTE NPaBU/IbHOCTb HACTPOEK KOHTPOJI/Iepa U COCTOSIHUE CETEBLIX MHTEpPecoB
cepsepa.

[ns 06HOBNEHMA NporpaMMHOro obecrneyeHns yCTporicTea BBeANTe CneayoLyo KomaHay. B kavecTse
napameTpa <server> fo/KeH ObITb ykasaH IP-agpec ncnons3yemoro cepsepa. [ns o6HoneHus ¢ FTP
nnu SCP-cepBepa notpebyeTcs BBECTU MMsI NO/Ib30BaTeNs (NapaMeTp <user>) 1 naposb (napameTp
<password>). B kauecTBe napametpa <file_name> ykaxuTe nmsa gaiina nporpaMMHoro o6ecrnedeHus,
NoMeLLieHHOro Ha cepsep (npw ncnonb3oBaHMn SCP HYXHO ykasaTb NOJHbIN NyTb — napameTp <folder>).
Mocne BBOAA KOMaHAbl YCTPONCTBO CKONUPYET haiil BO BHYTPEHHIOK NaMsiTb, MPOBEPUT LIENIOCTHOCTb
[laHHbIX N COXPAHUT ero B 3HeproHe3aBUCUMYI0 NaMaTb YCTPOWCTBA.

TFTP:

esr# copy tftp://<server>:/<file_name> system:firmware

FTP:

esr# copy ftp://[<user>[:<password>]@]<server>:/<file_name> system:firmware

SCP:
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esr# copy scp://[<user>[:<password>]@]<server>://<folder>/<file_name>system:firmware

SFTP:

esr# copy sftp://[<user>[:<password>]@]<server>:/<file_name> system:firmware

[na npumepa o6HoBMTE ocHOBHOE MO yepes SCP:

esr# copy scp://adm:passwordl123@192.168.16.168://home/tftp/firmware system:firmware

. [Ans Toro 4To6bl YCTPOICTBO paboTano nof ynpas/eHnemM HOBOV BEPCUM NPOrpaMMHOro o6ecneyeHus,
HEeo6X0IMMO NPOU3BECTU NepPek/ioUeHne akTMBHOro o6pasa. C NoMoLLb0 KoMaHabl show bootvar
cnepyeT BbISICHATL HOMep 06pasa, cogepxallero o6HosneHHoe MO.

esr# show bootvar

Image Version Date Status After reboot
1 1.0.7 build 141[f812808] date 18/02/2015 time Active *

16:12:54
2 1.0.7 build 141[f812808] date 18/02/2015 time Not Active

16:12:54

[nsi BbIGopa o6pasa Ucnosb3yiiTe KoMaHay:

esr# boot system image-[1]|2]

. [Ana 06HOBNEHUs BTopuyHoro 3arpysunka (U-Boot) BBeauTe cneayoLyto KomaHay. B kauecTse
napameTpa <server> fofxeH 6bITb yKkasaH IP-agpec ncnonb3yemoro cepeepa. s o6HoBneHus ¢ FTP
nnn SCP-cepBepa noTpebyeTcst BBECTU UMS NOMb3oBaTens (napameTp <user>) 1 naposb (napameTp
<password>). B kauecTBe napameTpa <file_name> ykaxute ums paiinia BTOPUYHOTO 3arpy3urka,
MoMeLLEeHHOro Ha cepBep (Npu ucnosnb3oBaHnn SCP HyXHO ykasaTb NO/HbIA NyTb — napameTp <folder>).
Mocne BBOZAA KOMaHAbI KOHTPO//IEP CKOMMPYET dhaiisl BO BHYTPEHHIOK NamsiTb, MPOBEPUT LIeIOCTHOCTb
AAHHbIX U COXPAHWUT €ro B 3HEPrOHE3ABMCHMYHO NamsiTb YCTPOICTBA.

TFTP:

esr# copy tftp://<server>:/<file_name> system:boot-2

FTP:

esr# copy ftp://<server>:/<file_name> system:boot-2

SCP:

esr# copy scp://[<user>[:<password>]@]<server>://<folder>/<file_name>system:boot-2

SFTP:

esr# copy sftp://<server>:/<file_name> system:boot-2
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7.2 OGHOBNEHWE NPOrpaMMHOro oGecrneyeHns U3 HaUaIbHOro 3arpy3umka

MporpaMmMHoe obecneyeHre KOHTPos/iIepa MOXHO OGHOBUTbL M3 HAYa/IbHOTO 3arpy3ymka criefyoLym
ob6paszom:

1. OcTaHoBUTE 3arpy3Ky yCTPOCTBA NOC/ie OKOHYaHWs MHULManmn3aumm ycTpoictea 3arpysdmkom U-Boot,
Haxkas Knasuwy <Esc>:
Configuring PoE...
distribution 1 dest_threshold Oxa drop_timer 0x0
Configuring POE 1in bypass mode
NAE configuration done!
initializing port 0, type 2.
initializing port 1, type 2.
SMC Endian Test:b81fb81f
nae-0, nae-1
=======Skip: Load SYS UCORE for old 8xxB1/3xxB0® revision on default.
Hit any key to stop autoboot: 2

2. Ykaxute IP-agpec TFTP-cepBepa:

BRCM.XLP316Lite Rev BO.u-boot# serverip 10.100.100.1

Ons Bepcumn 1.5 n Bblle:

BRCM.XLP316Lite Rev BO.u-boot# serverip 10.100.100.1

3. YkaxuTe IP-agpec koHTponnepa:

BRCM.XLP316Lite Rev BO.u-boot# ipaddr 10.100.100.2

[na sepcumn 1.5 v BblILWE:

BRCM.XLP316L1ite Rev BO.u-boot# +dipaddr 10.100.100.2

4. YkaxuTe nmsa paiina nporpaMMHOro obecrneveHus Ha TFTP-cepsepe:

BRCM.XLP316Lite Rev BO.u-boot# firmware_file firmware

[na sBepcum 1.5 v BblWwe:

BRCM.XLP316Lite Rev BO.u-boot# firmware_file firmware

5. MOXHO COXpaHUTb OKpPY)XXeHNe KoMaHAol «saveenv» A5 OyayLimnx 06HOBNEHWIA.
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6. 3anycTtuTe npouenypy 06HOBMEHMA NPOrpaMMHOro oéecneyeHuns:

BRCM.XLP316L1ite Rev BO.u-boot# run tftp_update_imagel

Using nae-0-3 device

TFTP from server 10.100.100.1; our IP address 1is 10.100.100.2
Filename 'esrl000/firmware'.

Load address: 0xa800000060000000

Loading: TftpStart:TftpTimeoutMsecs = 10000, TftpTimeoutCountMax = 6
HAHAHAHHAHAHTHHARAHHAH AR HH AR S AR AR H AR H AR AR B AR SRR R R
HAHAHAHHAHAHTHHARAHHAH AR HH AR S AR AR H AR H AR AR B AR SRR R R
HAHAHAHHAHAHTHHARAHHAH AR HH AR S AR AR H AR H AR AR B AR SRR R R
HAHAHAHHAHAHSHH AR SR AR HAHS

HAHAHFHHAHAHIABARAHHAHAHHABARAHHAHAH

done
Bytes transferred = 64453909 (3d77d15 hex)
Device 0: MT29F8GOS8ABBCAH4 ... 1is now current device

NAND erase: device 0 offset 0x1440000, size Ox6400000
Bad block table found at page 262080, version 0x01
Bad block table found at page 262016, version 0x01
Erasing at Ox7800000 -- 1895825408% complete..

OK

NAND write: device 0 offset 0x1440000, size Ox6400000
104857600 bytes written: OK

7. YcTaHoBUTE 3arpy)eHHoe nporpaMMHOe o6ecrneyeHre B kauecTse obpasa A/1s 3anycka CUCTEMbI U
nepesarpysuTe poyTep:

BRCM.XLP316Lite Rev BO.u-boot# run set_bootpart_1

[na sBepcumn 1.5 v BblWwe:

BRCM.XLP316L1ite Rev BO.u-boot# boot_system imagel
BRCM.XLP316L1ite Rev BO.u-boot# reset

7.3 OGHoOBNEeHMe BTOpUYHOro 3arpysuuka (U-Boot)

BTOpUYHbII 3arpy3unk 3aHMMaeTcs nHuumanmsaumein NAND koHTponnepa. Mpu 06HOBEHNM HOBBII chaiin
BTOPUYHOIO 3arpy3umka coxpaHsietcsi Ha flash Ha mecTe cTaporo.

[nsi npocMoTpa Tekyllei Bepcum 3arpy3o4Horo goaiina, paboTatolLero Ha YyCTPOoCTBE, BBEAUTE KOMaHy
«version» B CLI U-Boot, Takke Bepcusi oToGpaxkaeTcsl B MpoLecce 3arpy3ku yCTpoicTea:

BRCM.XLP316L1ite Rev BO.u-boot# version
BRCM.XLP.U-Boot:1.1.0.47 (29/11/2016 - 19:00:24)
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Mpoueaypa o6HoBNEHUS MO:

1. OcTaHoBWTE 3arpy3Ky YCTPOICTBA NOC/Ie OKOHYaHMS MHULManmM3aummn yctTpolictea 3arpysunkom U-Boot,

o

HavkaB KnasuLly <Esc>:

Configuring PoE...
distribution 1 dest_threshold 0xa drop_timer 0x0
Configuring POE in bypass mode
NAE configuration done!
initializing port 0, type 2.
initializing port 1, type 2.
SMC Endian Test:b81fb81f
nae-0, nae-1
=======Sk1ip: Load SYS UCORE for old 8xxB1l/3xxB0® revision on default.
Hit any key to stop autoboot: 2

YkaxuTte |IP-agpec TFTP-cepsepa:

BRCM.XLP316L1ite Rev BO.u-boot# setenv serverip 10.100.100.1

[nsa sBepcumn 1.5 v BblWwe:

BRCM.XLP316L1ite Rev BO.u-boot# serveripl0.100.100.2

Ykaxute IP-agpec KOHTposiepa:

BRCM.XLP316Lite Rev BO.u-boot# ipaddr 10.100.100.2

Ykaxknte nms aina sarpysdvka Ha TFTP-cepsepe:

BRCM.XLP316L1ite Rev BO.u-boot# uboot_file u-boot.bin

MOXHO COXpaHUTbL OKPY>XEHME KOMaH/0ii «saveenv» s 6yayLimx 06HOB/IEHUIA.
3anyctuTte npoueaypy 06HOB/IEHUSI MPOrPaMMHON0 06eCneyeHus:

BRCM.XLP316L1iteRevBO.u-boot# run tftp_update_uboot

Using nae-1 device

TFTP from server 10.100.100.1; our IP address is 10.100.100.2
Filename 'esrl000/u-boot.bin'.

Load address: 0xa800000078020000

Loading: #########H#H#H#H##HHHHHHHHHHHHHAHAHHHHHHHAHHHHHAHAHHHH AR HHH
done

Bytes transferred = 852648 (d02a8 hex)

SF: Detected MX25L12805D with page size 256, total 16777216 bytes
16384 KiB MX25L12805D at 0:0 is now current device

7. Mepe3arpysute yCTPOIACTBO:

BRCM.XLP316L1ite Rev BO.u-boot# reset
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8 PekomeHpaunn no 6e3onacHoin HacTpPoKKe

+ Obuwme pekoMmeHZaLMN
+ HacTtpoiika cuctemsl /IOrMpoBaHns COObITUI
* PekomeHpaunu
+ lNpepynpexaeHns
* Mprmep HacTpPOViKK
* HacTpoiika nonnTnkn ncnosb3oBaHnsa naposnen
* PekomeHpaunmn
* Mprmep HacTpPOKiKK
+ HacTpoiika nonutnkmn AAA
* PekomeHpauunu
+ lNpepynpexaeHns
* Mprmep HacTpPOKiKK
+ HacTtpoiika yganéHHoro yrnpasneHus
* PekomeHpauunu
* Mprmep HacTpPOViKK
* HacTpoiika MexaHM3MOB 3al1Tbl OT CETEBbIX aTak
* PekomeHpauunu
* Mprmep HacTpPOKiKK

PekomeHaaLmm no 6e30nacHoii HacTpolike HOCAT 06LLMI XxapakTep U NoaxoAsT ANst 60/bLIMHCTBA
NHCTaNNAUMIA. HacTosilme pekoMeHaauuy B 3HaUnMTeNbHO CTENEHN NOBbIWAT 6€30MacHOCTb 3KCnAyaTauum
YCTPOIACTBA, HO HE SIBNAIOTCS MCYEPrbIBAOLLMMU. B 3aBUCUMOCTU OT CXEMbI NPYMEHEHNs YCTPOCTBA
Heob6xoAMMO HacTpamBaTb 1 Apyrme napameTpbl 6e30MacHOCTM. B HEKOTOPbIX Cneumgrueckmx craydanx
BbIMO/IHEHME AaHHbIX peKoMeHaauuii MoOXeT NPMBECTU K HepaboToCNoCOBHOCTH ceTu. Mpu HacTpoiike
yCTpOIiCTBa CTOMT B NEPBYI0 oYepeb CNeaoBaTb TEXHUYECKMM TpeboBaHNsaM 1 periameHTaM ceTeid, B
KOTOPbIX BYET 3KCMN/yaTUpPOBaTLCA AaHHOEe YCTPOWCTBO.

8.1 OO6wue pekomeHgaUnu

+ PekomeHAyeTcs Bcerga oTKNoYaTb HencnosiblyemMble ansmnyeckne nHTepdericbl C NOMOLLbI0 KOMaHbl
shutdown. KomaHga nogpo6Ho onucaHa B pasgene KoHdhuryprposaHme n MOHUTOPUHT nHTepdericoB
crnpaso4yHuKa komaHg CLI.

+ PekomeHAyeTcs Bcerga HacTpamBaTb CUHXPOHN3ALMI0 CUCTEMHbIX YAacOB C JOBEPEHHbLIMWU UCTOYHUKAMU
ceteBoro BpeMeHun (NTP). Anroputm HacTpoliku NTP npuBeaéH B pasaene Hactpoiika NTP HacTosiLero
pykosogcTsa. lNMogpobHas nHdpopmaumns o kKomaHgax ans Hactpoiiku NTP npuseneHa B pasgene
YnpasrieHne cuctemMHbIMY Yacamy cnpaBoyHnka komaHg, CLI.

+ PekomeHpgyetcs oTknodatb NTP broadcast client, BK/11OUEHHbIV N0 yMOMYaHUIo B 3aBOACKOM
KOHpurypauuu.

+ He pekomeHpgyeTcs ucnonb3osaTb komaHay ip firewall disable, oTkntouatowyto mexcereBoe
3KpaHupoBaHue. CnefyeT Bcerga HasHayartb MHTepdelicaM COOTBETCTBYIOLLME 30HbI 6e30MacHOCTU U1
HacTpamBaTb KOPPEKTHbIE MpaBu/ia MeXCceTeBoro akpaHa. ANropuTM HaCTPOMKN MEXCETEBOIo aKpaHa
npuBeféH B pasgene KoHdurypuposaxuve Firewall HacTosiwero pykosoacTsa. MNogpobHas nHdopmaums
0 KOMaHAax 411 HaCTPOIKM MEXCeTeBOro aKpaHa npuBefeHa B pasgerne Yrpas/ieHve
Firewall cnpaBouHuka komaHg CLI.

8.2 HacrTpoliika cuctemMbl JIOrMPOBaHUA COObITUIA

ANropyTMbI HACTPOIiKM CUCTEMbI NTOFMPOBaHMs CobbITWIA NpuBeAeHbI B Nnoapasaene «HacTpoiika Syslog»
pasgena MoH/UTOPYHT HACTOSLLIErO0 PYKOBOACTBA.

MogpobHas MHopmaums o KomaHgax A/19 HACTPOMKN CUCTEMbI JTOTMPOBaHNSA COObITUIN NprBeAeHa B pasaene
YnpaeneHne SYSLOG cnpaBo4vHuka komaHg, CLI.
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8.2.1 PekomeHpgauun

+ PekomeHAyeTcst HACTPOUTbL XpaHeHme CoobLLEeHNn 0 cobbITMAX B thaiin syslog Ha ycTpolicTee u
nepegady aTux cobbITUIA Ha BHeLHWI syslog-cepsep.

+ PekomeHayeTcs orpaHnunBaTb pasmep syslog-thalina Ha ycTpoicTse.

+ PekomeHayeTcs HacTpamBaTb poTaumto syslog-thainnos Ha yCcTponcTse.

+ PekomeHAyeTcs BK/IoYaTh Hymepaumio coobLieHunin syslog.

+ PekomeHayeTcs BktoyaTb gobasrieHne metok timestamp msec Kk syslog-coobLieHmam Ha yCcTponcTBax

ESR-1500 n ESR-1511.

8.2.2 MpepynpexaeHus

« [aHHble, XpaHsimecst B paiinoBoii cucteme tmpsys:syslog, He coxpaHsiloTCcst Npy nepesarpyske

yCTpoOIicTBa. ATOT TUM haiiNioBoii CUCTEMbI PEKOMEHAYETCS UCNOMb30BaTh /151 XPaHEHUS ONepaTUBHbIX

J10TOB.

+ He pekomeHayeTcs ncnonb3oBath dhaiinosyto cuctemy flash:syslog ans xpaHeHus noros, Tak kak aT10

MOXET MPVBECTU K NPEXAEBPEMEHHOMY BbIXOly U3 CTPOS YCTPOICTBA.

8.2.3 Mpumep HaCTPOIAKU

3agauva:
HacTpouTb XxpaHeHMe coobLeHMt 0 CObbITUAX YpOBHS info 1 Bbilwe B dhaiin syslog Ha ycTpolicTBe 1

HacTpouTb nepeaavy 3TMx cobbITUlA Ha BHELLHWiA syslog-cepBep. OrpaHnunTb dhaiin pasmepom 512 Kbaiir.

Bkntountb potaymio 3 dpainnos. BknounTb Hymepaumio coobueHnii syslog.
PeuleHue:

HacTpanBaem xpaHeHue syslog-coobuieHunin B chaiine:
wlc(config)# syslog file tmpsys:syslog/default info
HacTpanBaem orpaHuyeHne pasmepa u potayuio gaiinos:

wlc(config)# syslog max-files 3
wlc(config)# syslog file-size 512

HacTtpanBaem nepegayy coobLeHNIA Ha BHELLHWIA cepBep:
wlc(config)# syslog host mylog 192.168.1.2 info udp 514
Bkntovyaem Hymepauuto coobuieHnin syslog:

wlc(config)# syslog sequence-numbers

8.3 HacTtpoiika NoNUTUKM NCNoNbL30BaHUA naposnei

ANropuTMbl HACTPOIKN NOMIUTUKM UCMOMb30BaHWs Naposel NpuBeAeHsbl B pasgene HacTtpoiika
AAA HacTosLLero pykosoacTtsa.

MoapobHas MHpopmMmaumsi 0 KomaHgax A1 HACTPOVKX NOUTUKN NCNOMb30BaHNsS Naponel npuseaeHa B
pasgene Hactporika AAA cnpaBoYHuKa KomaHg CLI.
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8.3.1 PekomeHpgauun

+ PekomeHayeTcs Bcerga BkIUaTb TPe60BaHNA Ha CMEHY Naposisi Mo YMO/I4aHuo nosib3oBarens admin.

+ PekomeHAyeTcs orpaHMuMBaTh BPEMS XWU3HM Naposiei 1 3anpeLtaTs NOBTOPHO UCMO/b30BaTb, Kak
MUHUMYM, NpeblayLuniA napossb.

+ PekomeHAyeTcs BbICTaBNsATb TPEGOBAHUA MUHUMASILHOW A/IMHbI Naposs 60sbLue 8 CMMBOJIOB.

+ PekomeHAyeTcs BbICTaBsATb TPEGOBAHUS HA MCMOMb30BaHME CTPOUHBIX U MPOMNUCHBLIX BYKB, LGP 1
CNeLCcrMBO/SIOB.

8.3.2 Mpumep HACTPOIKMK

3agava:

+ HacTpouTb NaposbHy NONUTUKY C 06s13aTe/NbHLIM TPEGOBAHMEM CMEHbI NMaposis No YMOIYaHUIo,
BpPEMEHeM [eiicTBISA napons 1 MecsL, 1 3anpeTom Ha UCnosb3oBaHve 12 nocneaHx naponeii.

+ 3agaTb MUHUMasbHYH AVHY Napons 16 CMMBOMOB, MakCMMasibHy0 — 64 cMBONA.

+ Maponb [0MKEH CofepXaTb HE MeHee 3 MPOMNUCHbIX BYKB, HE MEHEE 5 CTPOUHbIX GYKB, HE MeHee 4 umndp
1 He MeHee 2 cneLcyMBOJIOB. Maposb B 06s3aTeNlbHOM NOPSiZIKE A0/MKEH COAEPXaTb BCe 4 Tuna
CUMBOJIOB.

PelwleHue:

Bkntouaem 3arnpoc Ha CMeHy naposAa no ymonyaHnio na nosib3oBaresia admin:
wlc(config)# security passwords default-expired
YcTaHaBnvMBaem BpPeMsi Xu3Hu napons 30 gHeli 1 3anpeT Ha 1cnosib3oBaHve npeabiaywmnx 12 naponei:

wlc(config)# security passwords lifetime 30
wlc(config)# security passwords history 12

YcTtaHaBnmBaeMm orpaHnyeHunsa Ha AanHy napons:

wlc(config)# security passwords min-length 16
wlc(config)# security passwords max-length 24

YcTaHaBnMBaeM orpaHnyeHus no MMHUMaslIbHOMY KOSIMYECTBY CUMBOJ10B COOTBETCTBYIOLLNX TUMOB:

wlc(config)# security passwords upper-case 3
wlc(config)# security passwords lower-case 5
wlc(config)# security passwords special-case 2
wlc(config)# security passwords numeric-count 4
wlc(config)# security passwords symbol-types 4

8.4 Hacrtpoiika nonutukn AAA
ANrOpUTMbI HacTpolikn nonuTkn AAA npuBeseHbl B pasaene Hactpoliika AAA HACTOALEro pyKOBOACTBA.

MogpobHas nHopmaums o KomaHgax A/1a HacTporiku nonutukn AAA npuseseHa B pasgene Hacrporika
AAA cnpaBoyHuKa komaHg CLI.

8.4.1 PekomeHpauum

* PekomeHayeTCAa MCNOJ/1b30BaTh POJIEBYO MOAE/Nb AOCTYyna Ha yCTpOVICTBO.
* PekomeHayeTCcAa NCNOb30BaTh NepcoHaslbHble YYeTHble 3annucu Ans ayTeHTI/Id.)I/IKaLl'I/II/I Ha yCTpOI7ICTB€.
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8.4.3
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PekomeHAayeTcs BKIHOYaTh /1I0rMpoBaHe BBOAMMbIX NO/Ib30BaTeNIeM KOMaHz,
PekomeHayeTcs NCNoNb30BaTh HECKO/IbKO METOA0B ayTeHTU(MKaum 4719 BXo4a Ha YCTPOKCTBa Yepes
KOHCO/b, YAA/IEHHOIO BX0O4a Ha YCTPOMCTBA M NOBbIWEHUS npusBunernii. ONTuMasibHOM cunTaeTcs
KOMOUHaUmMa 13 ayteHTudmkaumm no ogHomMy 13 npotokonos RADIUS/TACACS/LDAP 1 nokasbHo
ayTeHTudukaumn.
PekomeHayeTcs NOHU3UTbL YPOBEHb NPUBUIETNA BCTPOEHHON YYETHOW 3anvcy admin go 1.
PekomeHayeTca HacTPoOUTb I0rMpoBaHe N3MEHEHUI NTOKasIbHbIX YHETHbIX 3anucen.
PekomeHayeTcs HaCTPOUTb NI0rMpoBaHe U3MeHeHU NoUTUKN AAA.

MpepynpexaeHus

BCTpoeHHyto Y4ETHYI0 3anmcb admin yaanntb Hesb3s.

KomaHga no username admin He yaanseT nosb3osartenia admin, copacbiBaeT ero KoHurypaumio B
3Ha4YeHust No ymon4yaHuio. Nocsie NnpuMeHeHns 3TO KOMaHAbl Nosib3oBarte/ib admin He 6yaeT
0TO6paXaTbCs B KOHGUrypaLun.

KomaHga no password a15 nonb3osarens admin Takke He yganseT naposib nosb3osarensa admin, a
cbpacbIBaeT ero B 3Ha4eHne no ymosnyaHuio. lNocne npyMeHeHus 310 KOMaH4bl Naposib Nosib30Barens
admin nepecTaét oTobpaxarbcs B KOHhMrypaumm n ctaHosuTcs ‘password'.

Mepepn ycTaHOBKOW Mosib3oBaTento admin NOHWKEHHbIX NPUBWUIETNIA Y Bac JO/DKEH OblTb HACTPOEH
nosb3oBartesib C ypoBHeM npusunernii 15 nnm 3agaH ENABLE-naposb.

Mpumep HacTpoiiku

3apava:
HacTtpontb nonntuky AAA:

[na ynanéHHoro Bxoga no npotokony SSH ncnonb3oBatb ayteHTUdMKaumm yepes RADIUS.

[nsa Bxoga yepes NoKanbHYH KOHCO/b UCMOMb30BaTh ayTeHTUdmkaunn yepes RADIUS, B cnyyae
oTcyTcTBuUsA cBA3n ¢ RADIUS-cepBepamMu NCNOMb30BaTh /IOKa/IbHYO ayTEHTU(UKALNIO.
Vcnonb3osate ENABLE-naponb 3agaHHbI yepes RADIUS, B ciyyae otcyTcTBusA cBAsn ¢ RADIUS-
cepBepamMu Ncnonb3oBaTtb NoKanbHbIi ENABLE-napons.

YcTaHoBWTb Nosib3oBatento admin NOHMXEHHbI YPOBEHb NPUBUIETUIA.

HacTpouTb /iormpoBaHne n3mMeHeHu JI0KasibHbIX YH4ETHbIX 3anuncei.

HacTpouTb nornpoBaHme M3MeHeHU NonuTuk AAA.

HacTpouTb nornposaHne BBOAUMbIX KOMaHA.

PelwleHue:

Co3pnaem nokanbHoro nonb3oearens local-operator ¢ ypoBHeM npuBuneruii 8:

wlc(config)# username local-operator
wlc(config-user)# password Pa$$woOrdl
wlc(config-user)# privilege 8
wlc(config-user)# exit

3agaém nokasnbHbli ENABLE-napons:

wlc(config)# enable password $6e5c4r3e2t!
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MoHWXaem npusuierum nosib3oBaresns admin:

wlc(config)# username admin
wlc(config-user)# privilege 1
wlc(config-user)# exit

HacTtpausaem cBa3b ¢ ABymMs RADIUS-cepsepamu, ocHoBHbIM 192.168.1.11 1 pe3epsBHbiM 192.168.2.12:

wlc(config)# radius-server host 192.168.1.11

wlc(config-radius-server)# key ascii-text encrypted 8CB5107EA7QQ5AFF
wlc(config-radius-server)# priority 100 wlc(config-radius-server)# exit
wlc(config)# radius-server host 192.168.2.12

wlc(config-radius-server)# key ascii-text encrypted 8CB5107EA7TQQ5AFF
wlc(config-radius-server)# priority 150

wlc(config-radius-server)# exit

HacTtpanBaem nonntnky AAA:

wlc(config)# aaa authentication login CONSOLE radius local
wlc(config)# aaa authentication login SSH radius
wlc(config)# aaa authentication enable default radius enable
wlc(config)# aaa authentication mode break

wlc(config)# line console

wlc(config-line-console)# login authentication CONSOLE
wlc(config-line-console)# exit wlc(config)# line ssh
wlc(config-line-ssh)# login authentication SSH
wlc(config-line-ssh)# exit

HacTtpavBaem fornposaHue:

wlc(config)# logging userinfo
wlc(config)# logging aaa
wlc(config)# syslog cli-commands

8.5 HacTtpoiika yaanéHHOro ynpasrieHus

MogpobHast MHhopmaumsi 0 KOmaHAax HaCTPOVKK yaanéHHOro 4ocTyna npuBeAeHa B pasaene Hacrtpoiika
poctyna SSH, Telnet cnpaBoyHuka komaHg CLI.

8.5.1 PekomeHpgauun

* PekomeHAyeTCsa OTK/IUUTL YaanéHHoe yrnpas/ieHne no npotokosny telnet.

+ PekomeHAyeTcst UCroNb30BaTb KPUNTOCTOMKNE alropuTMbl ayTeHTudmkaumm sha2-512 n otknioumnTb BCe
OCTaJ/IbHble.

+ PekomeHAyeTcst UCMoNb30BaTb KPUNTOCTOMKNE a/lTOPUTMbI LUMGPpOBaHKs aes256Ctr 1 OTKII0UNTL BCe
OCTaJ/IbHble.

+ PekomeHAyeTcs MCrnonb30BaTb KPUNTOCTOMKNIA anroputm obmeHa kitodamu wundgposarus dh-group-
exchange-sha256 n oTkNIOYMTL BCe OCTasIbHbIE.

+ PekomeHAyeTcs MCnonb30BaTb KPUNTOCTOMKMIA anropntm Bepudrkaumm Host-Key ana SSH rsa n
OTK/1H0UUTb BCE OCTasIbHbIE.

* PekomeHAyeTcsa pa3peLwnTb AOCTYN K YAa/IEHHOMY YrpaB/ieHU0 YCTPOUCTBOM TOMbKO C OnpeaenéHHbIX
IP-appecos.

* Nepepn Hayas10M 3KCnyaTauum pekoMeHAyeTCa nepereHepmMpoBaTth KI4umn LWMAPOBaHUSA.
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8.5.2 Mpumep HacTpPOKu

3agaya:

OTkntounTb NpoTokon telnet. CreHeprpoBaTb HOBbIE KUK LWIMGIPOBaHMSA. Icnonb30BaTh KpUNTOCTOMKNE
anropuTMbl.

PelleHue:

OTKNoYaeM yaanieHHoe ynpasneHne no npoTtokony telnet:
wlc(config)# no ip telnet server
OTKNOYaeM ycTapeBLUne U He KPUNTOCTONKME aniropUTMbI:

wlc(config)# ip ssh server

wlc(config)# ip ssh authentication algorithm md5 disable

wlc(config)# ip ssh authentication algorithm md5-96 disable
wlc(config)# ip ssh authentication algorithm ripemd160 disable
wlc(config)# ip ssh authentication algorithm shal disable
wlc(config)# ip ssh authentication algorithm shal-96 disable
wlc(config)# ip ssh authentication algorithm sha2-256 disable
wlc(config)# ip ssh encryption algorithm 3des disable

wlc(config)# ip ssh encryption algorithm aesl128 disable

wlc(config)# ip ssh encryption algorithm aesl28ctr disable
wlc(config)# ip ssh encryption algorithm aesl192 disable

wlc(config)# ip ssh encryption algorithm aesl92ctr disable
wlc(config)# ip ssh encryption algorithm aes256 disable

wlc(config)# ip ssh encryption algorithm arcfour disable

wlc(config)# ip ssh encryption algorithm arcfourl28 disable
wlc(config)# ip ssh encryption algorithm arcfour256 disable
wlc(config)# ip ssh encryption algorithm blowfish disable
wlc(config)# ip ssh encryption algorithm castl128 disable

wlc(config)# ip ssh key-exchange algorithm dh-group-exchange-shal disable
wlc(config)# ip ssh key-exchange algorithm dh-groupl-shal disable
wlc(config)# ip ssh key-exchange algorithm dh-groupl4-shal disable
wlc(config)# ip ssh key-exchange algorithm ecdh-sha2-nistp256 disable
wlc(config)# ip ssh key-exchange algorithm ecdh-sha2-nistp384 disable
wlc(config)# ip ssh key-exchange algorithm ecdh-sha2-nistp521 disable
wlc(config)# ip ssh host-key algorithm dsa disable

wlc(config)# ip ssh host-key algorithm ecdsa256 disable

wlc(config)# ip ssh host-key algorithm ecdsa384 disable

wlc(config)# ip ssh host-key algorithm ecdsa521 disable

wlc(config)# ip ssh host-key algorithm ed25519 disable

FeHepupyeM HOBbIE K/THOUM LUIMPOBAHUS:

wlc# update ssh-host-key rsa
wlc# update ssh-host-key rsa 2048

8.6 HacTtpoliika mexaHN3MOB 3aluTbl OT CeTeBbIX aTak

ANTOPUTMbI HACTPOWKN MexaHW3MOB 3alLMTbl OT CETEBbIX aTak NpuBeeHbl B pasaene Hactpoiika
NOMIPOBaHNS 1 3aLLMThI OT CETEBLIX aTak HACTOSLLEro PyKOBOACTBA.

Moapo6Has MHGopPMaLMa 0 KOMaHAaX A/1s1 HACTPOWKU NOSMTUKI UCTONb30BaHUS Naposieil npueeaeHa B
pasgene YrpasieHune 0ripoBaHnem 1 3alliyToli 0T CETEBLIX aTak cnpaBoYHMKa komaHg CLI.
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8.6.1 PekomeHpgauun

+ PekomeHAyeTcs Bcerga BkUaTh 3almTy oT ip spoofing.

+ PekomeHpyeTca Bcerga Bkaoyarh 3awmty ot TCP-nakeToB ¢ HenpaBW/ibHO BbICTaB/IEHHbIMU dosiaramu.

+ PekomeHpyeTcs Bcerga Bkayarh 3amuTy oT oparMeHTMpoBaHHbIX TCP-nakeToB ¢ BbICTaB/I€HHbLIM
donarom SYN.

+ PekomeHpyeTca Bcerga Bk/awyaTh 3awmTy ot goparMeHTupoBaHHbIX ICMP-nakeTos.

+ PekomeHpyeTcs Bcerga Bkntoyarb 3awmTty ICMP-naketoB 60/1bLWOr0 pasmepa.

* PekomeHAyeTcs Bcerga BKoYaTh 3alluTy OT He3aperncTpupoBaHHbIX |P-NpoToKo1oB.

* PekomeHAyeTCs BK/0YaTb /IOTMpOBaHMe MexaHn3ma 3allmTbl OT CETEBbIX aTak.

8.6.2 Mpumep HACTPOIKMK

3agava:

HacTpouTb MexaHu3m 3almTbl OT CETEBbIX arak B COOTBETCTBUM C peKOMeHAaLNAMMN.
PelleHue:

Bkntouaem 3aluTy oT ip spoofing 1 normpoBaHve MexaHnu3ma 3allyThi:

wlc(config)# ip firewall screen spy-blocking spoofing
wlc(config)# logging firewall screen spy-blocking spoofing

Bkntoyaem 3alnTy ot TCP-nakeToB ¢ HemnpaBu/ibHO BbICTaB/1IEHHLIMA Cb.l'lal'aMl/I n nornpoBaHmne mexaHmsma
3alUnThbl:

wlc(config)# ip firewall screen spy-blocking syn-fin
wlc(config)# logging firewall screen spy-blocking syn-fin
wlc(config)# ip firewall screen spy-blocking fin-no-ack
wlc(config)# logging firewall screen spy-blocking fin-no-ack
wlc(config)# ip firewall screen spy-blocking tcp-no-flag
wlc(config)# logging firewall screen spy-blocking tcp-no-flag
wlc(config)# ip firewall screen spy-blocking tcp-all-flags
wlc(config)# logging firewall screen spy-blocking tcp-all-flags

Bkntoyaem 3alumTy ot pparMeHTMpoBaHHbIX ICMP-NakeToB 1 0rMpoBaHne MexaHn3ma 3aLuTbl:

wlc(config)# ip firewall screen suspicious-packets icmp-fragment
wlc(config)# logging firewall screen suspicious-packets +dicmp-fragment

Bkntouaem 3awmty ot ICMP-nakeToB 60/1bLUO0I0 pasmepa u iorMpoBaHne MexaHm3ma 3allnThbl:

wlc(config)# ip firewall screen suspicious—-packets large-icmp
wlc(config)# logging firewall screen suspicious-packets large-icmp

BkouaeM 3awmTy OT He3aperncTpmMpoBaHHbIX |[P-NPOTOKOI0B U /TIOTMPOBaHME MeXaHU3Ma 3aLumnThbl:

wlc(config)# ip firewall screen suspicious-packets unknown-protocols
wlc(config)# logging firewall screen suspicious-packets unknown-protocols

60



WLC-Series. PykoBoACTBO No akcnayaTaumu. Bepcus 1.30.6
9 YnpaBneHue nHTepdgencamm

ANTOPUTM 1 NPUMEPbI HACTPOWKN hyHKLMIA ynpaBneHus nHtepdeicamu cm. B JokyveHTaumm ESR.

A\ 3HaueHus napameTpos a8 WLC-15/30/3200 ngeHTuyHbl 3HaueHusam ana ESR-15/15R/30/3200
COOTBETCTBEHHO.

10 YnpasneHune koHTponnepom WLC

+ Hactpoiika WLC
* YnpasneHue yepe3 WEB-nHTepdelic

10.1 Hacrtpoiika WLC

+ HacTtpoiika koHTponnepa WLC
* Mprmep HacCTPOIiKK
+ 3agava
* PeweHue
+ HacTtpoiika nHtepdelicos, ceTeBbIx NnapameTpoB K firewall
+ Hactpoiika NTP-cepsepa
+ Hactpoiika DHCP-cepsepa
+ Hactpoiika RADIUS-cepsepa
* HacTtpoiika mogyns ynpasneHus Toukamu goctyna WLC
+ Hactpoiika SSID
+ HacTtpoiika npodunei KoHurypaumm
+ HacTtpoiika nokauum
+ OnpepgeneHve nogceteit 06CyXMBaeMbIX TOHEK AOCTyna
+ ABTOpermcTpayusa Todek gocryna
* BkwoveHne doyHkumoHana WLC
+ Web-uHTtepdeiic
+ OGHOB/EHNE TOYEK AOoCTyna
* ASITOPUTM HaCTPOWKM
+ HacTtpoiika AirTune
* AnropuTtm paboTsl
* ASITOPUTM HaCTPOWKM
* Mprmep HacCTPOIiKK
* Mcnonb3yemble NOpPT U NPOKOSIbl

10.1.1 HactpoWika koHTponnepa WLC

A dyHkymoHan WLC MOXHO akTMBMPOBATL Ha CepBUCHbIX MapLupyTusaropax ESR-15, ESR-15R, ESR-30 u
ESR-3200 no nHcTpyKummn.

Mpumep HaACTPOIIKK

3adaua

OpraHun3osarb yrpaeneHne 6ecnpoBoAHbIMU ToYKaMK A0CTYMNa ¢ NomMoLLbo koHTposinepa WLC. B yacTHoCTH,
HeobXo4UMO HaCTPOUTL NOAK/IOHEHNE TOUYEK [OCTYNa, OOHOBUTL N CKOHAIUIYpUpoBaTb UX A1s
npegocTasneHnsa goctyna go pecypcos ViHTepHeT aBTopu3oBaHHbIM nonb3osarenam Wi-Fi.

© npumep HacTpPOIikM NPUBEAEH Ha OCHOBE 3aBO/ACKOM KOHAUIypaLMW /1 CXEMbI C MOCTPOEHNEM
SoftGRE-TyHHenel.
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WLC

/ \ L2/L3 ceTb npegnpuaTus
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. N
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access VLAN 2 ’ '

gi 1102 e . WEP
-\} --------- \,‘“’"’fﬂn‘;‘a.ge,nenr
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Bridge 2 | gi 1/0/3 ' FooStee e _
Uplink ! SOfGRE iay SSID 1 (VLAN 3)
VLAN 2 ‘ " @ tunne|
| gi 1/0/4 ‘\ - ’_,’
\ #
N .
‘ DHCP cepBep ‘ | Radius cepeep |
PeweHue

ApXMTEKTYpa peLleHnst NnpeanonaraeT aBToMaTu4yeckoe NOAKIKYEHE ToYek focTyna K KoHTponnepy WLC.
Mpwn NOAKMYEHUN K CETU TOUKA JOCTyna 3anpatunsaet agpec no DHCP 1 BMecTe ¢ HAM A0/DKHA NONyYnThb
URL cepsuca nHnynanusaumm touek goctyna B 43 (vendor specific) onyuu DHCP.

Mony4ymB AaHHYI ONuuio, TOUKa A0CTyna NPUXOAUT Ha KOHTPO/I/Iep 1 NosiBNsSeTcs B 6a3e 06CNyXmBaemblx
Touek gocTyna (komaHaa A1t MOHUTOpUHIa cnucka show wic ap). lanee KOHTPONIEP MHULMANN3UPYET ee B
COOTBETCTBMM CO CBOEWN KOHpUrypaLmei:

1. BbinonHsieT o6HoBNEeHWE, eciiv Bepcus MO Ha Touke [OCTyna He COOTBETCTBYET BEPCUN, KOTOpas
pasMelLieHa Ha KOHTposiepe.

2. YctaHaBnuBaEeT naposib AOCTyna.

3. BbINOSHSET KOH(PUIYPMPOBaHWE B COOTBETCTBUM C HACTPOIKaMu A5t 4aHHO nokauwmm (ap-location):
BblOpaHHbIMY Npohmnsamu KoHdpurypaumm n SSID.

Touku gocTtyna mMoryT 6bITb NOAKMOYEHbI K KOHTposiiepy WLC yepes L2- nunu L3-ceTb npeanpuatms.

BbliaeneHune n Hactpoiika VLAN npy NnogKIt04YEHNM HOBbLIX TOYEK AOCTYNa MOXET OKa3aTbCs TPYA0EMKOA
3aayeld, 0CO6EHHO eCc/v Ha CETU NPEeAnpUATUSA MeXay To4KaMy LoCTyna v KOHTPO/I/IeEpOM UCMOMb3YeTCs
60/1bLIOE KONMMYECTBO KOMMYTATOpOoB. No3aTomy 3asoackas koHdurypaums WLC npegnonaraeT nocrpoeHue
SoftGRE DATA TyHHenen ansa nepegayv nonb3oBaTeibCkoro Tpaduka. Takoe pelleHue gaxe B L2-cetu
NO3BOJIAET YNPOCTUTbL NOAKNIOUEHME TOYEK AOCTYNa, Tak Kak OTCYTCTBYEeT HeooXoauMOoCTb npokuabieats VLAN
ans kaxgoro SSID yepes Bce KOMMyTaTOPbI.

Mpwn opraHn3aunm cBasn B L3-cetn Heobxoammo obecneunTb HacTpoiliky DHCP-relay Ha o6opyaoBaHum cetu
npegnpuatTna ana nepeHanpasneHns DHCP-3anpocos Tovek goctyna Ha WLC, rae HacTtpoeH nyn IP-agpecos
ONA ynpasneHnsa Toukamm 4ocTyna, a Takke Bblgada 43 onumm 15 nogonummn DHCP, cogepxawan URL
KOHTpoepa.

MocnegoBaTenbHOCTb HACTPOIKN KOHTponnepa 6ecnpoBogHbix ceteii WLC:

1. HacTpoiika uHTepcpeiicos, ceTeBbix napameTpoB u firewall.
2. HacTtpolika koHTponnepa ansa opraHmsaumm SoftGRE DATA TyHHeneld.
3. Hactpoliika DHCP-cepBepa.
4. Hactporika RADIUS-cepsepa.
5. Hactpoiika mogyns ynpasneHus Todkamu goctyna WLC:
+ HacTtpoiika SSID.
* HacTtpoiika npodmnein KoHurypaumm.
+ CospaHue nokauuu (ap-location) 1 onpegeneHne npasui KOHUIypMpOBaHUSl TOUEK AOCTYNA,
BXOAALLMX B AAHHYIO JIOKAUMIO.
+ Onpegenexve noacetein 06CnyxnBaembix TOYEK AOCTyNaA.
6. Hactpoiika 06HOBNEHMA TOYek JocTyna.
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Hacmpolika uHmepgbelicos, cemesbix napamempos u firewall

HacTpoiite npodmnn TCP/UDP-nopToB ANnsi HEO6X0AMMbIX CEPBUICOB:

wlc# configure

wlc(config)# object-group service
wlc(config-object-group-service)#
wlc(config-object-group-service)#

wlc(config)# object-group service
wlc(config-object-group-service)#
wlc(config-object-group-service)#

wlc(config)# object-group service
wlc(config-object-group-service)#
wlc(config-object-group-service)#

wlc(config)# object-group service
wlc(config-object-group-service)#
wlc(config-object-group-service)#

wlc(config)# object-group service
wlc(config-object-group-service)#
wlc(config-object-group-service)#

wlc(config)# object-group service
wlc(config-object-group-service)#
wlc(config-object-group-service)#

wlc(config)# object-group service
wlc(config-object-group-service)#
wlc(config-object-group-service)#

wlc(config)# object-group service
wlc(config-object-group-service)#
wlc(config-object-group-service)#

wlc(config)# object-group service
wlc(config-object-group-service)#
wlc(config-object-group-service)#

wlc(config)# object-group service
wlc(config-object-group-service)#
wlc(config-object-group-service)#

Co3gaiite Tpy 30HblI 6€30MaCHOCTM: 30Ha Nosib3oBaTeneii (Users), AoBEPEHHas 30Ha AN1A ToUek AocTyna
(trusted) n HepoBepeHHast 30Ha A71s BbIxoAa B MIHTEpHET (untrusted):

wlc(config)# security zone users
wlc(config-zone)# exit

wlc(config)# security zone trusted
wlc(config-zone)# exit

wlc(config)# security zone untrust
wlc(config-zone)# exit

ssh
port-range 22
exit

dns
port-range 53
exit

dhcp_server
port-range 67
exit

dhcp_client
port-range 68
exit

ntp
port-range 123
exit

netconf
port-range 830
exit

radius_auth
port-range 1812
exit

sa
port-range 8043-8044
exit

airtune
port-range 8099
exit

web

port-range 443
exit

ed
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HacTtpolite npaBuna firewall:

wlc(config)# security zone-pair trusted untrusted
wlc(config-zone-pair)# rule 1
wlc(config-zone-pair-rule)# action permit
wlc(config-zone-pair-rule)# enable
wlc(config-zone-pair-rule)# exit
wlc(config-zone-pair)# exit

wlc(config)# security zone-pair trusted trusted
wlc(config-zone-pair)# rule 1
wlc(config-zone-pair-rule)# action permit
wlc(config-zone-pair-rule)# enable
wlc(config-zone-pair-rule)# exit
wlc(config-zone-pair)# exit

wlc(config)# security zone-pair trusted self

wlc(config-zone-pair)# rule 10

wlc(config-zone-pair-rule)# action permit
wlc(config-zone-pair-rule)# match protocol tcp
wlc(config-zone-pair-rule)# match destination-port object-group ssh
wlc(config-zone-pair-rule)# enable

wlc(config-zone-pair-rule)# exit

wlc(config-zone-pair)# rule 20

wlc(config-zone-pair-rule)# action permit
wlc(config-zone-pair-rule)# match protocol -{icmp
wlc(config-zone-pair-rule)# enable

wlc(config-zone-pair-rule)# exit

wlc(config-zone-pair)# rule 30

wlc(config-zone-pair-rule)# action permit
wlc(config-zone-pair-rule)# match protocol udp
wlc(config-zone-pair-rule)# match source-port object-group dhcp_client
wlc(config-zone-pair-rule)# match destination-port object-group dhcp_server
wlc(config-zone-pair-rule)# enable

wlc(config-zone-pair-rule)# exit

wlc(config-zone-pair)# rule 40

wlc(config-zone-pair-rule)# action permit
wlc(config-zone-pair-rule)# match protocol udp
wlc(config-zone-pair-rule)# match destination-port object-group ntp
wlc(config-zone-pair-rule)# enable

wlc(config-zone-pair-rule)# exit

wlc(config-zone-pair)# rule 50

wlc(config-zone-pair-rule)# action permit
wlc(config-zone-pair-rule)# match protocol tcp
wlc(config-zone-pair-rule)# match destination-port object-group dns
wlc(config-zone-pair-rule)# enable

wlc(config-zone-pair-rule)# exit

wlc(config-zone-pair)# rule 60

wlc(config-zone-pair-rule)# action permit
wlc(config-zone-pair-rule)# match protocol udp
wlc(config-zone-pair-rule)# match destination-port object-group dns
wlc(config-zone-pair-rule)# enable

wlc(config-zone-pair-rule)# exit

wlc(config-zone-pair)# rule 70

wlc(config-zone-pair-rule)# action permit
wlc(config-zone-pair-rule)# match protocol tcp
wlc(config-zone-pair-rule)# match destination-port object-group netconf
wlc(config-zone-pair-rule)# enable

wlc(config-zone-pair-rule)# exit
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wlc(config-zone-pair)# rule
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair)# rule
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair)# rule
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair)# rule
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair)# rule
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair)# exit
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80

action permit

match protocol tcp

match destination-port object-group sa
enable

exit

90

action permit

match protocol udp

match destination-port object-group radius_auth
enable

exit

100

action permit

match protocol gre

enable

exit

110

action permit

match protocol tcp

match destination-port object-group airtune
enable

exit

120

action permit

match protocol tcp

match destination-port object-group web
enable

exit

wlc(config)# security zone-pair users self

wlc(config-zone-pair)# rule
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair)# rule
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair)# rule
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair)# rule
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair)# exit

10

action permit

match protocol icmp

enable

exit

20

action permit

match protocol udp

match source-port object-group dhcp_client
match destination-port object-group dhcp_server
enable

exit

30

action permit

match protocol tcp

match destination-port object-group dns
enable

exit

40

action permit

match protocol udp

match destination-port object-group dns
enable

exit

wlc(config)# security zone-pair untrusted self

wlc(config-zone-pair)# rule
wlc(config-zone-pair-rule)#

1
action permit
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wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair)# exit
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match protocol udp

match source-port object-group dhcp_server
match destination-port object-group dhcp_client
enable

exit

wlc(config)# security zone-pair users untrusted

wlc(config-zone-pair)# rule
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair-rule)#
wlc(config-zone-pair)# exit

HacTpolite NAT:

wlc(config)# nat source

1

action permit
enable

exit

wlc(config-snat)# ruleset factory
wlc(config-snat-ruleset)# to zone untrusted
wlc(config-snat-ruleset)# rule 10

wlc(config-snat-rule)# description "replace 'source ip' by outgoing interface ip address"

wlc(config-snat-rule)# action source-nat interface
wlc(config-snat-rule)# enable

wlc(config-snat-rule)# exit

wlc(config-snat-ruleset)# exit

wlc(config-snat)# exit
Cospaitte VLAN ans uplink:

wlc(config)# vlan 2
wlc(config-vlan)# exit

Cospaitte nonb3oBarenbcknin VLAN:

wlc(config)# vlan 3
wlc(config-vlan)# force-up
wlc(config-vlan)# exit

Co3paiite uHTepdeiickbl ANa B3aMMOAENCTBUS C NOACETAMM yNpaBieHnst ToUKaMmn [oCTyna, No/b30BaTe/NsiMu

Wi-Fi v ceTbto VIHTepHeT:

#KoHOUryprupyem napameTpbl MHTepdeiica Ans Toyek fgocTyna:

wlc(config)# bridge 1
wlc(config-bridge)# vlan 1

wlc(config-bridge)# security-zone trusted
wlc(config-bridge)# ip address 192.168.1.1/24
wlc(config-bridge)# no spanning-tree

wlc(config-bridge)# enable
wlc(config-bridge)# exit

#KoHOUryprpyem napameTpsl ny6AMYHOrO UHTepodeica:

wlc(config)# bridge 2
wlc(config-bridge)# vlan 2

wlc(config-bridge)# security-zone untrusted
wlc(config-bridge)# ip address dhcp
wlc(config-bridge)# no spanning-tree

wlc(config-bridge)# enable
wlc(config-bridge)# exit
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#KoHOUrypupyem napameTpbl MHTepdelica Ana nonb3oBaTeneinn Wi-Fi:
wlc(config)# bridge 3

wlc(config-bridge)# security-zone users

wlc(config-bridge)# ip address 192.168.2.1/24
wlc(config-bridge)# no spanning-tree

wlc(config-bridge)# vlan 3

wlc(config-bridge)# mtu 1458

wlc(config-bridge)# enable

wlc(config-bridge)# exit

HacTpoliTe nopTbl:

#KoHdurypupyem untepoeicol gnsa uplink:
wlc(config)# interface gigabitethernet 1/0/1
wlc(config-if-gi)# mode switchport
wlc(config-if-gi)# switchport access vlan 2
wlc(config-if-gi)# exit

wlc(config)# interface tengigabitethernet 1/0/1
wlc(config-if-te)# mode switchport
wlc(config-if-te)# switchport access vlan 2
wlc(config-if-te)# exit

#KoHOUrypupyem uHTepdeicel 19 MNOAK/MOYEHUA TOouyeK gocTtyna:
wlc(config)# interface gigabitethernet 1/0/2
wlc(config-if-gi)# mode switchport
wlc(config-if-gi)# exit

wlc(config)# interface gigabitethernet 1/0/3
wlc(config-if-gi)# mode switchport
wlc(config-if-gi)# exit

wlc(config)# interface gigabitethernet 1/0/4
wlc(config-if-gi)# mode switchport
wlc(config-if-gi)# exit

wlc(config)# interface tengigabitethernet 1/0/2
wlc(config-if-te)# mode switchport
wlc(config-if-te)# exit

Bkntounte paspelteHne DNS-nveH:
wlc(config)# domain lookup enable

HacTtpoiite cepsep SSH ansa goctyna K KOHTpOnnepy:
wlc(config)# ip ssh server

HacTpoiite npocunb ansa NoAHATUS TYHHENen:

wlc(config)# tunnel softgre 1
wlc(config-softgre)# mode data
wlc(config-softgre)# local address 192.168.1.1
wlc(config-softgre)# default-profile
wlc(config-softgre)# enable

wlc(config)# exit
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Hacmpotika NTP-cepsepa

Heo6xoaMmo 06513aTe/lbHO CUHXPOHU3MPOBAThL BPEMSI Ha KOHTPO/1I/1IEPE M ToYKax A0CTyna, T. K.
KOPPEeKTHOe BpeMmsi NMo3BO/ISIET NPOTU NPOBEPKY BA/IMAHOCTN CEPTUIMKATOB.

[N KOPPEKTHOI perncrTpaumm To4ek AoCTyna Ha KOHTposiepe TpebyeTcs CUHXPOHN3aLMS BPEMEHMW.
HacTtpoiite NTP-cepBep, 4TOObl KOHTPOIIEP NOAYYN/ aKTyaslbHOE BPEMS OT BbILLECTOSWENO cepBepa. 3aTem
yKaxuTe agpec KoHTponnepa B kayectBe NTP-cepBepa a1t Touek goctyna B 42 onuun DHCP (npumep
HacTpolikv NpeacTaBeH B pasgene Hactpoiika DHCP-cepeepa), 4To6bl TOUKM AOCTYNa Takke CMOIN
Nnosly4ynTb aKTyasibHOe BPeMS.

#0TKNlo4aeM pexum broadcast-client, KOTOpbIi BKAKYEH B 3aBOACKON KoHOUrypauum v npegnonaraet
CMHXPOHM3aLMi BpeMeHn No WWMpOKOoBelaTeNbHbM naketam OT cepBepa:
wlc(config)# no ntp broadcast-client enable

#3apaem agpec BbluecToswero cepsepa NTP, c KOTOpbM 6yAeT OCYWeCcTBAATbLCA CUHXPOHU3AUUA BPEMEHMU:
wlc(config)# ntp server 46.146.231.187

#3a4aeM MUHUMaNbHbLIA UHTEpBa/s BPEMEHU MexAy OTNpaBKO coobweHuin NTP-cepsepy:
wlc(config-ntp-server)# minpoll 1

#3a4aeM MaKCUMasbHbIA UHTepBas BPEMEHU Mexay OTnpaBKOi coobueHuin NTP-cepBepy:
wlc(config-ntp-server)# maxpoll 4

wlc(config-ntp-server)# exit

#AKTUBUPYeEM paboTy npoTokona NTP:
wlc(config)# ntp enable

Hacmpotika DHCP-cepsepa
HacTpoiiTe agpecHoe NpoCcTpPaHCTBO AJ/18 YCTPONCTB, KOTOpble ByayT NOAKNKOYEHbI K KOHTPONIepy:

wlc(config)# ip dhcp-server pool ap-pool

#0npegensiem noAceThb:
wlc(config-dhcp-server)# network 192.168.1.0/24

#3agaeM Auana3oH BbligaBaemblX IP-aapecoB:
wlc(config-dhcp-server)# address-range 192.168.1.2-192.168.1.254

#llno3 no ymonyaHuw. UM aBnaetca agpec 6puaxa ynpasneHua Th:
wlc(config-dhcp-server)# default-router 192.168.1.1

#Bblgaem agpec DNS-cepBepa:
wlc(config-dhcp-server)# dns-server 192.168.1.1

#Heob6xoaumo o06si3aTeNlbHO yKas3biBaTb NTP-cepBep, T.K. KOpPpPEKTHOe BpemMsi Mo3BONseT MNpPOoiTuM MpOBEpKy
BaNMAHOCTN CepTUPMKATOB.

#Bblgaem 42 onuuio DHCP, copepxawyw agpec NTP-cepBepa, AN CUHXPOHU3ALWW BpemMeHM Ha TouKax
gocTtyna:

wlc(config-dhcp-server)# option 42 ip-address 192.168.1.1

#Bblgaem 43 vendor specific onuuio DHCP, KOTOpas COLEPXWUT:

- 12 nogonuuiw, Heobxogumyl Ana nocTtpoeHus SoftGRE data TyHHenen. Onuua copepxuT IP-agpec

softgre-uHTepdeiica KoHTponnepa.
wlc(config-dhcp-server)# vendor-specific
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wlc(config-dhcp-server-vendor-specific)# suboption 12 ascii-text "192.168.1.1"

- 15 nogonuui, HeobxoAuMyw ANA TOro, 4YTob6bl Touyka AOCTyna aBTOMATUYECKU MpUWaa Ha KOHTpoanep u
BK/loYMnacb B paboTy nof ero ynpasneHuem. Onums cogepxuT HTTPS URL KOHTponnepa.
wlc(config-dhcp-server-vendor-specific)# suboption 15 ascii-text "https://192.168.1.1:8043"
wlc(config-dhcp-server-vendor-specific)# exit

wlc(config-dhcp-server)# exit

HacTpoiiTe agpecHoe NpoCcTpPaHCTBO 4/19 NO/b30BaTeNe:

wlc(config)# ip dhcp-server pool users-pool

#0npegensiem noAceThb:
wlc(config-dhcp-server)# network 192.168.2.0/24

#3ajaeM AMana3oH BbigaBaeMblx nonb3oBaTensm Wi-Fi IP-agpecoB:
wlc(config-dhcp-server)# address-range 192.168.2.2-192.168.2.254

#lM03 No ymonyaHuio:
wlc(config-dhcp-server)# default-router 192.168.2.1

#Bbinaem agpec DNS-cepBepa:
wlc(config-dhcp-server)# dns-server 192.168.2.1
wlc(config-dhcp-server)# exit

Bkntounte DHCP-cepsep:

#Bknwyaem DHCP-cepBep:
wlc(config)# ip dhcp-server

Hacmpoliika RADIUS-cepsepa
HacTpoiite nokanbHblin RADIUS-cepBep.

wlc(config)# radius-server local

#HacTpanBaem NAS ap. CofaepXuT MNoACeTM TOYeK AOocTyna, KOTopble 6yAyT 06CAYyXMBATbCSA IOKabHbIM
RADIUS-cepBepomMm npu Enterprise-aBTopu3auyun nosib3osatenein Wi-Fi:

wlc(config-radius)# nas ap

wlc(config-radius-nas)# key ascii-text password

wlc(config-radius-nas)# network 192.168.1.0/24

wlc(config-radius-nas)# exit

#HacTpanBaem NAS local. Wcnonb3lyeTcsa npu obpaweHun WLC K nokanbHomy RADIUS-cepsepy npwu
noctpoeHnn SoftGRE-TyHHenei:

wlc(config-radius)# nas local

wlc(config-radius-nas)# key ascii-text password

wlc(config-radius-nas)# network 127.0.0.1/32

wlc(config-radius-nas)# exit

#Co3gaeM AOMeH A/ nonb3oBaTeneii:
wlc(config-radius)# domain default

#Co3faem y4yeTHyl 3anucb nosib3oBaTtena Wi-Fi gnga nogknwdeHus K Enterprise SSID:
wlc(config-radius-domain)# user namel

wlc(config-radius-user)# password ascii-text passwordl
wlc(config-radius-user)# exit

wlc(config-radius-domain)# exit
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#HacTpoiikn BUPTYyanbHOro CepBepa CoAepxaT HOMepa MOPTOB A1 ayTeHTUPMKauum M akKayHTUHra,
HaCTPOVKN MpPOKCUpoBaHWSA Ha BHewHWin RADIUS-cepBep. Wcnonb3oBaHue cTaHAapTHbIX nopToB (1812 ans
ayTeHTUdMKaumm n 1813 ANA aKKayHTMHra) He TpebyeT HaACTpOWKM. B TakoM c/yyae AOCTAaTOYHO MPOCTO
BK/loUEHNS BUpTyanbHOro cepBepa (enable).

wlc(config-radius)# virtual-server default

wlc(config-radius-vserver)# enable

wlc(config-radius-vserver)# exit

#Bknwyaem RADIUS-cepBep:
wlc(config-radius)# enable
wlc(config)# exit

€@ B 3aBopcKoit KOHUIypaLMK yueTHas 3an1ch Nob30BaTeNs He HacTpoeHa B Liensax 6e30nacHocTy,
noatomy As1s nogkntodeHns K Enterprise SSID B 3aBOACKOI KOHpUrypauumn Heobxoaumo co3aaTtb
YUYETHYI0 3amnuchb.

Onpepaenute napamMmeTpbl A5 B3anmopeiicTems ¢ RADIUS-cepeepom: IP-agpec u kntou. Tak kak RADIUS-
cepBep HaxoaMTCA NoKaslbHO Ha KOHTPO/Epe, B KayecTBe aapeca xocta 3againte 127.0.0.1. Koy gomkex
coBnagaTtb C K/IYOM, yKasaHHbIM g5 nas local.

wlc(config)# radius-server host 127.0.0.1
wlc(config-radius-server)# key ascii-text password
wlc(config-radius-server)# exit

[o6aBbTe npodnnb AAA, yKaxnuTe afpec cepBepa, KOTopblii GyAeT MCMNOMb30BaTLCS:

wlc(config)# aaa radius-profile default_radius
wlc(config-aaa-radius-profile)# radius-server host 127.0.0.1
wlc(config-aaa-radius-profile)# exit

HacTtpoiiTe 1 BKounTe (PYHKLMOHA aBToMaTnyeckoro nogHsatust SoftGRE-TyHHeneii:

wlc(config)# softgre-controller

#Tak kak RADIUS-cepBep HaxoAWTCS NOKanbHO Ha KOHTponnepe, ykasbiBaem nas-ip-address 127.0.0.1:
wlc(config-softgre-controller)# nas-ip-address 127.0.0.1

#Bblbpaem pexmm co3paHusa data SoftGRE TyHHenein - WLC:
wlc(config-softgre-controller)# data-tunnel configuration wlc

#Bblbpaem co3faHHbii paHee AAA-NpodUNb:
wlc(config-softgre-controller)# aaa radius-profile default_radius
wlc(config-softgre-controller)# keepalive-disable

#Pa3pewaem Tpaduk B Monb3oBaTeNbCKOM vlan:
wlc(config-softgre-controller)# service-vlan add 3
wlc(config-softgre-controller)# enable
wlc(config-softgre-controller)# exit
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Hacmpotlika modysisa ynpasneHus moykamu docmyna WLC
Mepengute K HACTpoOVikaM Moayns ynpasneHus KoHurypaumuen Touek goctyna:

wlc(config)# wlc
wlc(config-wlc)#

HacTpoiite npodmnb RADIUS-cepBepa, KOTopbii ByAeT NCnob30BaTbCs /18 ayTeHTUdIMNKaLmMm 6ecnpoBOfHbIX
knueHToB Enterprise SSID Touek goctyna Wi-Fi. Ecnv npegnonaraetca ayTeHTUhMKaUns KITMEHTOB Ha
BHelwHeM RADIUS-cepBepe 6e3 NPoKCHpOBaHus, TO 3eCb YKasblBaeTCs ero agpec v kitod (npy Takoi
HacTpolike Touka AoCTyna 6yaeT NPoBOAMTb ayTeHTUdMKaLMo KnMeHToB 6e3 yuactus WLC).

wlc(config-wlc)# radius-profile default-radius

#Tak Kak RADIUS-cepBep HaxoguTcCs JIOKa/bHO Ha KOHTpoO//nepe, yKasbiBaem agpec KOHTpossiepa B MOACETH
To4ek pgocTyna:
wlc(config-wlc-radius-profile)# auth-address 192.168.1.1

#Knou RADIUS-cepBepa AONXeH coBnafjaTb C KJ/OYOM, yKa3aHHbiM gns NAS ap:
wlc(config-wlc-radius-profile)# auth-password ascii-text password

#YKa3biBaem fomeH RADIUS. JTOT AOMEH AO/MXeH coBnafjaTb C [OMEHOM, B KOTOPOM CO3A4aHbl y4YeTHble
3anucu nonb3oBaTteneli Enterprise.

wlc(config-wlc-radius-profile)# domain default

wlc(config-wlc-radius-profile)# exit

Hactpoliika SSID

Mpodomnnb SSID cogepxut HacTpoiikn SSID Toukn gocTyna. [ns npumepa npueegeHa HacTpolika Enterprise
SSID:

wlc(config-wlc)# ssid-profile default-ssid

#Description MoxeT cofepxaTb KpaTKoe onucaHue npoouns:
wlc(config-wlc-ssid-profile)# description default-ssid

#SSID - HasBaHMe 6GecnpoBOAHON ceTu, KoTopoe OGYyAyT BUAETb MOMb30BATENN MPU CKaHMpPOBaHUM 3dupa:
wlc(config-wlc-ssid-profile)# ssid default-ssid

#VLAN ID - Homep VLAN fans nepefgauun nonb3oBaTenbckoro Tpaduka. Mpu nepepade Tpaduka Wi-Fi
KAMeHTaM MeTKa 6yAeT CHMMATbCS TOYKOW gocTyna. Mpu NpoxoxaeHun Tpaduka B 06paTHYW CTOPOHY Ha
HeTerupoBaHHbIAi TpaduK OT KAWEHTOB MeTKa 6yaeT HaBewnBaTbCS:

wlc(config-wlc-ssid-profile)# vlan-id 3

#Security mode - pexum 6e3onacHoOCTU focTyna K 6ecnpoBofHOi ceTu. Ans Enterprise aBTopusauun
BblbepuTe pexum WPA2_1X:
wlc(config-wlc-ssid-profile)# security-mode WPA2_1X

#YKa3biBaeM npodunb HacTpoek RADIUS-cepBepa, KOTOpbii 6yaeT MCNOAb30BaTbCA ANA aBTopu3lauuu
nonb3oBaTtenei Wi-Fi:

wlc(config-wlc-ssid-profile)# radius-profile default-radius

#BKNYaeM POYMUHI Mo cTaHgapTam 802.11k u 802.11v:
wlc(config-wlc-ssid-profile)# 802.11kv

#anee Heo6XOAUMO yKasaTb XOTS Obl OAWMH AManasoH, B KOTOPOM 6yaeT pa6oTaTb SSID: 2.4/5 ITuy:
wlc(config-wlc-ssid-profile)# band 2g
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wlc(config-wlc-ssid-profile)# band 5g

#AkTMBMPYem npodunb SSID. B cnydyae HeobxoammocTu OTk/loveHus SSID Ha Bcex nokaumsx, SSID-npo¢wnb
MOXHO BBLIK/IOYNTb KOMaHAolh 'no enable':

wlc(config-wlc-ssid-profile)# enable

wlc(config-wlc-ssid-profile)# exit

HacTpoiika npocpuneii koHdurypauum

Cospaitte npothnib 06LMX HACTPOEK TOUEK AOCTyna:

wlc(config-wlc)# ap-profile default-ap

#3agaem naposb ANA NOAKKYEHUA K TOouke pgocTyna:
wlc(config-wlc-ap-profile)# password ascii-text password

#Mo ymonuyaHuio AOCTYN A0 TouykaM AocTyna 3akpbliT. Mpu HEo6XOAMMOCTU, MOXHO aKTUBMPOBATb AOCTYM MO
ssh/telnet u web-uHTepdeiic:

wlc(config-wlc-ap-profile)# services

wlc(config-wlc-ap-profile-services)# ip ssh server

wlc(config-wlc-ap-profile-services)# ip telnet server

wlc(config-wlc-ap-profile-services)# ip http server

wlc(config-wlc-ap-profile)# exit

Co3spaiite npodomav KoHpUrypaumm Touek goctyna:

© [1na kax/oii TouKM JocTyna MOXHO NepeonpeaennTb napamMeTpbl OTAENbHO Yepes MHANBUAYabHbI
npocunb. Moapo6Hy0 MHGOPMALMIO O TOUYKaX AOCTyNa MOXHO HaliTW B 0hULMaIbHOW AOKYMEHTaLMK
MO CChI/IKE.

Co3spaiite npodounsib KOHUIYPUPOBaHUS paavonHTepdeiica, paboTaloLLero B YacTOTHOM AuanasoHe 2.4 I,

wlc(config-wlc)# radio-2g-profile default_2g
#3a4aeM CMMCOK KaHaoB, M3 KOTOPLIX TOYKa AoCTyna GyAeT aBTOMAaTWYeCKU BbIGUpPaTb HauMeHee
3arpyxXeHHblii paguokaHan:

wlc(config-wlc-radio-2g-profile)# limit-channels 1,6,11

#Bblbupaem IEEE 802.11 pexum paboTbl paguouHTepodeinca:
wlc(config-wlc-radio-2g-profile)# work-mode bgnax

#3aaeM WWPUHY pajMoKaHana:
wlc(config-wlc-radio-2g-profile)# bandwidth 20

#BbicTaB/isseM MOWHOCTb CUrHasa nepegatTyunka:

wlc(config-wlc-radio-2g-profile)# tx-power maximal
wlc(config-wlc-radio-2g-profile)# exit

Co3spaiite npodunsib KOHUTYpUPOBaHMs paavonHTepdelica, paboTaloLLero B YacTOTHOM guanasoHe 5 M,

wlc(config-wlc)# radio-5g-profile default_5g

#MNepeBoAVM peXVMM AWHAMUYECKOro BbibOpa 4acTOTbl B MPUHYAUTENbHbIA PEXuM:
wlc(config-wlc-radio-5g-profile)# dfs forced

#3aJaeM CMMUCOK KaHa/loB, M3 KOTOPbLIX ToukKa AocTyna 6GyAeT aBTOMAaTWYECKU BhIGUpPaTb HauMeHee
3arpyxXeHHblii paguokaHan:

72


https://docs.eltex-co.ru/pages/viewpage.action?pageId=38021531

WLC-Series. PykoBOACTBO No 3aKcnayaraunn. Bepcusa 1.30.6
wlc(config-wlc-radio-5g-profile)# limit-channels 36,40,44,48,52,56,60,64

#Bblbvpaem IEEE 802.11 pexum paboTbl paguouHTepdeiica:
wlc(config-wlc-radio-5g-profile)# work-mode anacax

#3afaem wWWpUHY pajnokaHana:
wlc(config-wlc-radio-5g-profile)# bandwidth 20

#BbicTaB/nsieM MOWHOCTb CUrHana nepejaTyuka:
wlc(config-wlc-radio-5g-profile)# tx-power maximal
wlc(config-wlc-radio-5g-profile)# exit

HacTpoiika nokauuu

Mop, nokauuein NOHMMAaETCA rpynna To4ek [oCTyna, NnpegHasHadyeHHasa onsa npefocTaB/ieHnsa cepBrca BHYTpH
TonorpagnyYeckoro U/vnmn NorMyeckoro cermeHTa CeTu, KoTopble B 06LLEeM cnyyae ByayT KOHpUrypmpoBaTbCs
no oAHUM 1 TeM xe npasunam (Nnpodnnsm). Jlokauus ana Touku (ap-location) onpeaensietcst npu
NOAK/THOYEHMMN TOUKM K KOHTPOJI1epy B 3aBUCUMOCTM OT aZipeCHOro npocTpaHcTea. VckioyeHre coctaBnset
nepeonpenenetue (override) napametpoB u/wnu ap-location B uUHAMBMAYaIbHO CO3/laHHOM LLA6GIOHe ANt
Toukun goctyna no ee MAC-agpecy.

Co3paiiTe nokauuio 1 onpeaenvTe npasuia KOHUIYpUpPoBaHMs TOYEK A0CTYNa, BXOASALIMX B JaHHYHO
NoKaLmio:

wlc(config-wlc)# ap-location default-location

#Description MOXeT cogepxaTb KpaTKoe onucaHue sokauun:
wlc(config-wlc-ap-location)# description default-location

#YKasbiBaem npoduin KOHPUrypupoBaHus pagnounHTepdelicos:
wlc(config-wlc-ap-location)# radio-2g-profile default_2g
wlc(config-wlc-ap-location)# radio-5g-profile default_5g

#YKa3biBaem npodusib oOWUX HACTPOEK TOo4vek pocTyna:
wlc(config-wlc-ap-location)# ap-profile default-ap

#YKasbiBaeM npoounn 6ecrnpoBOfHbIX CeTel, KoTopble 6yayT NpefocTaBAsiTb YCAYryM B [AaHHOW noKauuu:
wlc(config-wlc-ap-location)# ssid-profile default-ssid

#TaKk Kak cxema npegnonaraeTt nepegayy nofb3oBaTeNbCKOro Tpadumka 4veped SoftGRE-TyHHenu, TO
Heob6xo4MMO yKa3aTb, UYTO NoKauusa paboTaeT B pexume TYHHEIMPOBaHUA:

wlc(config-wlc-ap-location)# mode tunnel
wlc(config-wlc-ap-location)# exit

OnpegeneHue nogcereii 06CNyXUBaeMbIX TOYEK 4OCTyna

Onpepenute agpecHoe NPOCTPAHCTBO NOAK/IHYAEMbIX TOUEK A0CTYNa:

wlc(config-wlc)# ip-pool default-ip-pool

#Description MOXeT cofepxaTb KpaTKOe onucaHue nyna afpecoB:
wlc(config-wlc-ip-pool)# description default-ip-pool

#MopceTb IP-afpecoB TOo4veK AOCTyna yKasbiBaeTcsi B napameTpe network. Ecnu gaHHbIA napameTp He
onpegeneH, TO BCe TOYKM gocTyna 6yayT nonagaTtb Noj AaHHOe npaBuaio. WCKwYeHuMe cocTaBAT TOYKM
fOCTyna, ANs KOTOpbIX CO34aH WHAMBUAYANbHbIA Npodunb KoHGurypauun no MAC-agpecy. MpaBuna B
WHAMBUAYA/TbHOM Mpoduie MMelT MNpuopuUTeT.
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#YKa3biBaeM fokauumio, B KOTOpyw OyayT monagaTb TOYKM AOCTyna AaHHOro nyna ajpecos:
wlc(config-wlc-ip-pool)# ap-location default-location
wlc(config-wlc-ip-pool)# exit

Mo ymonyaxuto napametp network nmeet 3HaveHune 0.0.0.0/0, To ecTb nog npasuno nonagaet nboui IP-
agpec. YBUAEeTb 3Ha4YeHre napaMerpa no yMon4aHuio MOXHO C MOMOLLBI0 KOMaHAbl show running-config full
wic ip-pool.

Ecnu ip-pool orpaHnyeH KOHKpPETHON noAceTblo 1 IP-agpec Toukn AOCTyna He nonazaeT B 3Ty NOACETb, a Takke
[N5 3TOM TOYKM OOCTyNa He Co3faH MHAUBMAYanbHbIA npodunnb no ee MAC-agpecy, Takas Touka He byaeTt
06CNYXNBaATLCHA KOHTPOJI/IEPOM.

ABTOperucTpaumsi Touek gocryna

AKTVBUPYITE aBTOPErMCTPAaLIMI0 TOYEK OCTYNa HA KOHTPO/EpE:

wlc(config-wlc)# service-activator
wlc(config-wlc-service-activator)# aps join auto

Mpu NOAKMNOYEHNN HOBbIX TOYEK [OCTYNa He NOTpeGyeTcs A0MNOMHUTENbHbIX AeCTBUIA, TOUKM AocTyna 6yayT
3aperucTpupoBaHbl B aBTOMATUUYECKOM PeXVME.

BknioueHne yHkymoHana WLC

AktuBupyite paboty WLC, ykaxxnTe IP-agpec KoHTpoiepa 418 Touek focTyna U coXpaHUTe HaCTPOMKK:

wlc(config-wlc)# enable

wlc(config-wlc)# outside-address 192.168.1.1
wlc(config-wlc)# end

wlc# commit

wlc# confirm

Web-uHmepagpelic

[ns KoHUrypmpoBaH1a Moaynsi ynpas/ieHns To4Kkamy A0CTyna, a Takke MOHUTOPUHIra npeaycMoTpeH web-
NHTepec, KOTopbIn AocTyneH no npotokony HTTPS B 3aBoAckoi KoHurypauuun. doctyn no HTTP MoxHO
BK/IOUNTL KOMaHAoM (aononHuTensHO notTpedyertcs HacTpouTsb firewall ana nponycka Tpadmka no nopty 80):

#lobaBnsem B rpynny cepsuca WEB nopT 80:
wlc(config)# object-group service web
wlc(config-object-group-service)# port-range 80,443
wlc(config-object-group-service)# exit

#Bknodaem HTTP-cepBep
wlc(config)# ip http server
wlc(config)# end

wlc# commit

wlc# confirm

Web-uHtepdpeiic no ymonuanuto éyaet goctyneH no URL: https://<IP-address_wlc>, ¢ yueTHoI 3anuchblo:
admin/password.
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B KOHpurypauumn no ymoayaHuio npu nogxkaovyeHmMm Touka 4ocTyna cpasy aBToMaTtuyeckm 06HOBUTCA Ha
NpoLUMBKY, KoTopas 3arpyxeHa Ha WLC. Ecnu Touka gocTyna yxxe Haxogutcs nog yrnpasneHnem WLC, To
06HOB/IEHNE NPOM3ONAET Npu paboTe MmeHemxepa 06HoBeHUs MO nav npun nepenogkntodedn T4 k WLC.
MepenoakyeHne MOXHO BbINOIHUTbL Yepes3 KomaHay clear wic ap <mac>.

s 3arpy3ky NpPoLUMBKM UCNOMb3YITE KOMaHAY:

#IP-agpec TFTP-cepBepa - 192.168.1.2, WEP-1L-1.2.5_build_16.tar.gz - Ha3BaHue o¢aiina MO.
wlc# copy tftp://192.168.1.2:/WEP-1L-1.2.5_build_16.tar.gz system:access-points-firmwares

Ecnu Ha WLC 3arpyxeHo Heckosnbko haiinos MO, To Touka goctyna 6yaeT 06HOBMNATLCS Ha camyto
nocnefHow Bepcuto. NogpobHee 06 0O6HOBNEHUM TOUEK AOCTYNA MOXHO NpounTaTb B cTatbe OOGHOBNEHNE
TOYeK gocTyna.

ANropuTm HacTpPoOKun

Paznen coaepxut anroputm Hactpolikn moayns WLC, RADIUS-cepsepa 1 SoftGRE-koHTponnepa.

LWar

OnucaHue

HacTponTb noKasibHbIi
RADIUS-cepsep n
nepeiiTn B pexvm ero
KOHhurypmpoBaHus.

AKTUBMpPOBaTb paboTty
nokanbHoro RADIUS-
cepsepa.

[No6aBnTtb NAS n
nepenTn B pexum ero
KOHQIUIYpMpOBaHWs.

3agarb Knou
ayTeHTudumkaunu.

YKa3aTtb CeTb.

Co3garb AOMEH.

[ob6aBuTb
BMpTYyanbHbIii RADIUS-
cepBep 1 nepeinTu B
pexum ero
KOHJUrypmpoBaHus.

KomaHpa

wic(config)# radius-
server local

wic(config-radius)#

wic(config-radius)#
enable

wic(config-radius)#
nas <NAME>

wic(config-radius-
nas)#

wic(config-radius-
nas)# key ascii-text

{ <KEY> | encrypted
<ENCRYPTED-KEY> }

wic(config-radius-
nas)# network <ADDR/
LEN>

wic(config-radius)#
domain <NAME>

wlc(config-radius)#
virtual-server <NAME>

wic(config-radius-
vserver)#

Knoun

<NAME> - Ha3BaHue NAS, 3agaeTcs CTPOKOit Ao
235 cuMBO/OB.

<KEY> — cTpoka u3 [4..64] ASCII-cumeonos;

<ENCRYPTED-KEY> — 3alumdpoBaHHbIli koY, 3a4a6Tcs
CTpoKoii [8..128] cumBo/IOB.

<ADDR/LEN> - IP-agpec 1 macka nogcetu, 3afaétcs B Buae
AAA.BBB.CCC.DDD/EE, roe kaxgasn yacts AAA — DDD
npuHUMaEeT 3HaueHus [0..255] n EE npuHMMaeT 3HaueHus
[1..32].

<NAME> — ngeHTndmkaTop AoMeHa, 3a4aeTcs CTPOKOI A0
235 cumBonos.

<NAME> - Ha3BaHue BupTyansHoro RADIUS-cepsepa,
3a,aeTcsa CTPOKOW A0 235 CMMBO/IOB.
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10

11

12

13

14

15

OonucaHue

AKTMBUpOBaTbL paboTy
BUpTYasibHoro RADIUS-
cepBepa.

Jo6asuTtb RADIUS-
cepsep B CMCOK
NCNOJb3yeMbIX
CepBeEPOB 1 NepeinTn B
pexum ero
KOHpurypmpoBaHus.

3agartb Knou
ayTeHTUrkaumm.

Co3patb npodusib
AAA v nepeiitn B
pexum ero
KOHhMrypmpoBaHusi.

B npocpune AAA
ykasaTb RADIUS-
cepsep.

MepeiTn B HACTPOIiKn
KOHGpMryprpoBaHus
SoftGRE-koHTponnepa.

Onpepenutb IP-agpec
NAS

YCTaHOBUTL PeXnM
KOHchurypavmu
SoftGRE DATA
TYHHenew.

KomaHpa

wic(config-radius-
vserver)# enable

wic(config)# radius-
server host

{ <IP-ADDR> | <IPV6-
ADDR>}

[ vrf <VRF>]

wic(config-radius-
server)#

wlc(config-radius-
server)# key ascii-text
{ <KEY> | encrypted
<ENCRYPTED-KEY> }

wic(config)# aaa
radius-profile <NAME>

wic(config-aaa-radius-
profile)#

wic(config-aaa-radius-
profile)# radius-server
host

{ <IP-ADDR> | <IPV6-
ADDR>}

wic(config)# softgre-
controller

wic(config-softgre-
controller)#

wic(config-softgre-
controller)# nas-ip-
address <ADDR>

wic(config-softgre-
controller)# data-

tunnel configuration
{local | radius | wic}

WLC-Series. PykoBoAcCTBO Mo akcnnyaTtauun. Bepcus 1.30.6

Knioun

<IP-ADDR> - IP-agpec RADIUS-cepBepa, 3aaé1ca B BUae
AAA.BBB.CCC.DDD, rae kaxgasi 4aCTb NPUHNMAET 3HaYEeHUs
[0..255];

<IPV6-ADDR> - IPv6-agpec RADIUS-cepsepa, 3aaéTca B
Buge X:X:X:X::X, rge kaxaas 4acTb NPUHUMAET 3HAUEHUs! B
wecTHaguaTepuyHom chopmarte [0..FFFF];

<VRF> - ums aksemnnspa VRF, 3agaetca ctpokoii go 31
CMMBOSa.

<KEY> - cTpoka u3 [4..64] ASCII-cuMB0nOB;

<ENCRYPTED-KEY> — 3alumdpoBaHHbIli koY, 3a8aéTcs
CTPOKOIA [8..128] cumBo/oB.

<NAME> - nmsa npodomns cepsepa, 3agaeTcs CTPoKo Ao 31
cMmBONa.

<IP-ADDR> - IP-agpec RADIUS-cepBepa, 3aaé1ca B BUAe
AAA.BBB.CCC.DDD, rae kaxaasi 4aCTb NPUHNMAET 3HaYEeHUs
[0..255];

<IPV6-ADDR> - IPv6-agpec RADIUS-cepsepa, 3aaéTca B
Buae X:X:X:X::X, rge kaxgas yacTb NPMHUMAET 3HA4YEHUS B
WwecTHaguaTepuyHom chopmarte [0..FFFF].

<ADDR> - IP-agpec nctouHuka B otnpasnsembix RADIUS-
naketax, 3afaétcs B suae AAA.BBB.CCC.DDD, rge kaxnas
yacTb NPUHMMAaET 3HadeHus [0..255].

local — pexum koHdurypawumm, npu KOTOPOM NapameTpbl
SoftGRE DATA TyHHeneit nonyyatoTcst U3 /I0KasIbHOM
KOHhurypauum mapLipytnsaropa;

radius — pexum, npu koTopom napameTpbl SOftGRE DATA
TyHHenei 3anpawmsatotca y RADIUS-cepBepa;

wlc — pexxum, npy koTtopom napameTpbl SoftGRE DATA
TyHHeneli 3anpawwusatotes y WLC.
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16

17

18

19

20

21

22

23

24

OonucaHue

Ykazarb npochunb
AAA.

OTKIOUNTE O6MEH
ICMP-coo6LeHnamu,
KoTopble
NCNosb3yTcsa ANns
NpoBEpPKN
[OCTYMHOCTH
y[a/IEHHOrO LNH3a
TyHHeneli Wi-Fi
KOHTpoO/epa.

Pa3pewnTtsb Tpadvk B
Nnosib30BaTe/IbCKOM
vlan.

AKTMBMpOBaTb paboTy
KOHTposnnepa
Wi-Fi.

MepeiTn B HACTPOIikn
SoftGRE-TyHHeNS.

3agartb pexum padoThbl
SoftGRE-TyHHenNs.

YctaHoBuTb IP-agpec
NIOKasIbHOTO LWo3a
TYHHEnNS.

AKTMBMpPOBATb
NCMNo/ib30BaHme
KOHdpurypavmu
naHHoro SoftGRE-
TYHHENs ans
aBTOMAaTMYeCKOro
cO30aHusA TYHHeNei ¢
Takumu e mode un
local address.

BKNWOYNTL TYHHEND.

KomaHpa

wic(config-softgre-
controller)# aaa
radius-profile <NAME>

wic(config-softgre-
controller)# keepalive-
disable

wic(config-softgre-
controller)# service-
vlan add {<VLAN-ID> |
<LIST_ID> |
<RANGE_ID> }

wic(config-softgre-
controller)# enable

wic(config)# tunnel
softgre <TUN>

wic(config-softgre)#
mode <MODE>

wic(config-softgre)#
local address <ADDR>

wic(config-softgre)#
default-profile

wic(config-softgre)#
enable

WLC-Series. PykoBoAcCTBO Mo akcnnyaTtauun. Bepcus 1.30.6

Knioun

<NAME> - nmsa npodomns cepsepa, 3agaeTcs CTPoKo a0 31

cnmBoOa.

<VLAN-ID> — Homep vlan, B KoTopom npoxogauTt
no/ib30BaTeNbCKUI Tpaduk, NpUHUMAaET 3HadveHust [2..4094];

<LIST_ID> - cnucok vlan, yka3biBaeMmblit Yepes 3anaTyto
(1,2,3), npuHnMaeT 3HaueHus [2..4094];

<RANGE_ID> - gnana3oH vlan, yka3sbiBaeTcs yepes Tmpe
(1-3), npuHumaeT 3HaueHus [2..4094].

<TUN> — nms TyHHenNs ycTpoiicTBa, 3aaéTcs B BUAE,
onvcaHHOM B pasgesne Tunbl 1 Nopsaaok MMeHoBaHusA
TyHHenel MapLupyTunsaropa.

<MODE> - pexum paboTbl TYHHESS, BO3MOXHbIE 3HAYEHUS:

+ data — pexum AaHHbIX;
* management — pexum ynpas/ieHus.

<ADDR> - |IP-agpec /iokasIbHOro Lw03a, 3a4aéTcs B
Bnge: AAA.BBB.CCC.DDD, rge kaxxgast 4acTb npuHMMaeT
3HayeHus [0..255].
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25

26

27

28

29

30

31

32

OonucaHue

MepeiiTn B pasgen
KOHhurypmpoBaHusi
KOHTposnepa.

Co3patb npodusib
KOHQUrypmpoBaHus
06LWMX HACTPOEK TOUKM
poctyna.

3apjarb naposb ans
NOAK/THOYEHNSA K
TOYKaM gocTyna.

Cozpgatb npodusib
KOHpurypmpoBaHusi
pagnounHTepdeiica,
paboTalLlero B
4acTOTHOM guanasoHe
241T1Tu,

HacTpouTb pa6oty
pexuma
aBTOMATNYECKOro
YMEHbLLEHUS LUNPUHBI
KaHana npw
3arpy)>XeHHOM

pagnoadgupe

YCTaHOBUTb pPeXnm
paboThl
paguouHTepdelica.

3agaTb Cnmncok
KaHas10B Ans
AVHaMU4ecKoro
BblGOpa KaHana.

HacTpouTb LNpUHY
KaHana.

KomaHpa

wic(config)# wic

wic(config-wic)# ap-
profile <NAME>

wic(config-wlc-ap-
profile)#

wic(config-wlc-ap-
profile)# password asc
ii-text { <CLEAR-TEXT>
| encrypted
<HASH_SHA512>}

wic(config-wlc-ap-
profile)# exit

wic(config-
wic)# radio-2g-profile
<NAME>

wic(config-wic-
radio-2g-profile)#
obss-coexistence {on |
off}

wic(config-wic-
radio-2g-

profile)# work-mode
<WORK-MODE>

wic(config-wic-
radio-2g-profile)#
limit-channels
<CHANNEL>[,<CHANN
EL>]

wic(config-wic-
radio-2g-

profile)# bandwidth <B
ANDWIDTH>

WLC-Series. PykoBoAcCTBO Mo akcnnyaTtauun. Bepcus 1.30.6

Knioun

<NAME> — Ha3BaHue npocuns, 3a4aeTcsa CTPOKOI A0
235 cumBonos.

<CLEAR-TEXT> - naposb, 3a3/laéTcsl CTPOKOVi [8-64]
CVMBO/IO0B.

<HASH_SHAS512> - xew napons no anroputmy sha512,
3a7aéTcs CTPOKoit [16-128] cuMBONOB.

<NAME> — Ha3BaHue npodnss, 3agaeTcs CTPOKOR [0
235 cumBonos.

on — pexnmMm aBtoMmaTtnyeckoro ymeHblleHNA LWNPWHDbI
KaHasia akTUBMpPOBaH,

off — pexum aBTOMaTNUYECKOro YMEHbLLEHUS LUNPUHBI
KaHas1a BbIK/TIOUEH.

<WORK-MODE> - pexum paboThbl, LOCTYMHble 3HAYEHUSA:

* bg, nax, bgnax — gns yactoTHoro guanasoHa 2.4 I'Tuy,

<CHANNEL> — HoMep ncrnonb3yemMoro KaHasna, 4OCTYnHble
3HaveHus:

[nsa 2g kaHasnbl U3 gnanasoHa:

[1..13].

<BANDWIDTH> — wupnHa kaHana, 4OCTYMHble 3Ha4YeHUS:

« 20;
« 40L;
« 40U.
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33

OonucaHue

HacTpouTb ypoBeHb
MOLLHOCTU AnA
paguonHTepdeiica.

KomaHpa

wic(config-wic-
radio-2g-profile)# tx-
power {minimal | low |
middle | high |
maximal}

WLC-Series. PykoBoAcCTBO Mo akcnnyaTtauun. Bepcus 1.30.6

Knioun

BO3MOXHble 3HAYEeHVs1 NapamMeTpa B 3aBUCMMOCTMN OT
MOZleNn TOUKM [OCTyNna ycTaHaB/IMBAtOT creaytolye
3HAYEHVS MOLLIHOCTY B 1BM:

Mopaenb

WEP-1L

WEP-2L

WEP-3L

WEP-200L

WEP-30L

WEP-30L-
NB

WEP-30L-Z

WEP-3ax

WEP-550K

WOP-2L

WOP-20L

WOP-30L

WOP-30LS

WOP-30LI

WEP-2ac

WEP-2ac
Smart

WOP-2ac

WOP-2ac:re
v.B

WOP-2ac:re
v.C

WOP-3L-EX

2,41y

minimal

11

low

13

10

12

middle

10

10

14

11

14

10

12

11

11

11

11

11

14

high
13
13
15
10
12

12

12
14
15
13
14

12

12
14

14

14

14

14

15

maximal

16

16

16

16

16

16

16

16

16

16

16

16

11

16

16

16

16

16

16

16
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34

35

36

37

38

OonucaHue

Co3patb npodusib
KOH(purypmposaHus
pagnounHTepdgeiica,
paboTatoLero B
4acTOTHOM AmanasoHe
5T,

HactpouTb paboty
pexuma
aBTOMAaTMNYeCKOro
YMEHbLLEHNS LIVPUHBI
KaHana npm
3arpy>eHHoMm

paanoadmpe

YCTaHOBUTL PEXUM
paboThl
paguonHTepdeiica.

3agarb Cnucok
KaHas10B ans
AVHaMn4eckoro
BblGbOpa KaHana.

HacTpouTb WnpuHy
KaHaua.

KomaHpa

wic(config-
wic)# radio-5g-profile
<NAME>

wic(config-wic-
radio-5g-profile)#
obss-coexistence {on |
off}

wic(config-wic-
radio-5g-

profile)# work-mode
<WORK-MODE>

wic(config-wic-
radio-5g-profile)#
limit-channels
<CHANNEL>[,<CHANN
EL>]

wic(config-wic-
radio-5g-

profile)# bandwidth <B
ANDWIDTH>

WLC-Series. PykoBoAcCTBO Mo akcnnyaTtauun. Bepcus 1.30.6

Knioun

<NAME> — Ha3BaHue npocuns, 3a4aeTcsa CTPOKOIA A0
235 cumBonos.

on — pexnmMm aBToMmatnyeckoro ymeHblleHUA LWWNPUHDbI
KaHana akTuBMpoBaH,

off — PEXNM aBTOMaTN4e€CKOro yMmeHblLIeHNA WNPUHBI
KaHaula BbIK/THOYEH.

<WORK-MODE> — pexum paboThbl, LOCTYMHblE 3HAYEHUS:

* anacax — 4/19 4aCTOTHOro guanasoHa S 'y,

<CHANNEL> — Homep 1cnosnb3yemMoro KaHasna, A0CTyMnHbIe
3HaYeHus:

[ns 5g kaxapiii 4 kaHan 13 ananasoHoB:

[36.. 64]

[132..165]

<BANDWIDTH> — wupuHa kaHana, AOCTYNHble 3HAYEHUS:

« 20;
« 40L;
« 40U;
- 80.
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39

OonucaHue

HacTpouTb ypoBeHb
MOLLHOCTU AnA
paguonHTepdeiica.

KomaHpa

wic(config-wic-
radio-5g-profile)# tx-
power {minimal | low |
middle | high |
maximal}

WLC-Series. PykoBoAcCTBO Mo akcnnyaTtauun. Bepcus 1.30.6

Knioun

BO3MOXHble 3HAYEeHVs1 NapamMeTpa B 3aBUCMMOCTMN OT
MOZleNn TOUKM [OCTyNna ycTaHaB/IMBAtOT creaytolye
3HAYEHVS MOLLIHOCTY B 1BM:

Mopaenb

WEP-1L

WEP-2L

WEP-3L

WEP-200L

WEP-30L

WEP-30L-
NB

WEP-30L-Z

WEP-3ax

WEP-550K

WOP-2L

WOP-20L

WOP-30L

WOP-30LS

WOP-30LI

WEP-2ac

WEP-2ac
Smart

WOP-2ac

WOP-2ac:re
v.B

WOP-2ac:re
v.C

WOP-3L-EX

5Ty

minimal

11

11

11

10

11

11

11

11

1

11

low

13

13

13

11

12

13

13

13

13

13

middle

15

15

15

14

10

10

10

15

15

15

15

10

10

10

15

10

10

10

15

high

17

17

17

17

15

15

15

17

17

17

17

15

15

15

17

15

15

15

17

maximal

19

19

19

19

19

19

19

19

19

19

19

19

11

19

19

19

19

19

19

19
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40

41

42

43

44

45

46

47

48

OonucaHue

HacTpouTb pexum
AVHaMU4ecKoro
BbIGOpa 4YacToThl.

Cosgatb npogusb
KOHUrypmpoBaHus
RADIUS-cepsepa.

Ykasatb IP-agpec
RADIUS-cepBepa,
KOTOpbIii OTBEYaeT 3a
ayTeHTudmkaumio.

Ykasartb naposnb
RADIUS-cepBepa,
KOTOpbIii OTBEYaeT 3a
ayTeHTUdmKaLmio.

YKa3zaTtb JIOMEH.

Cosgatb npogusb
KOHOMIrypmpoBaHms
SSID.

3agaTb onvcaHue
npogounsi.

HacTponuTb 4acTOTHbI
[nanasoH, B KOTOPOM
6y4eT NpoucxoanTb
BeLlaHne SSID.

Ykazartb
Nosib30BaTe/bCKUIA
vlan.

KomaHpa

wic(config-wic-
radio-5g-profile)# dfs
{auto | disabled |
forced}

wic(config-wic)#
radius-profile
<RADIUS-ID>

wic(config-wlc-radius-
profile)#

wic(config-wlc-radius-
profile)# auth-
address <ADDR>

wic(config-wlc-radius-
profile)# auth-
password ascii-text

{ <CLEAR-TEXT> |
encrypted
<HASH_SHA512>}

wic(config-wlc-radius-
profile)# domain
<NAME>

wic(config-wlc)# ssid-
profile <NAME>

wic(config-wlc-ssid-
profile)#

wic(config-wlc-ssid-
profile)# description
<DESCRIPTION>

wic(config-wlc-ssid-
profile)# band <BAND>

wic(config-wlc-ssid-
profile)# vlan-id <ID>

WLC-Series. PykoBoAcCTBO Mo akcnnyaTtauun. Bepcus 1.30.6

Knioun

auto — mexaHn3M BKJTHOYEH;

disabled — mexaHn3m BbikntoueH. DFS-kaHabl He AOCTYMHbI
[ANs BbIOOPa;

forced — mexaHu3m BbiktoueH. DFS-kaHasbl 4OCTYNHbI A/15
BbIOOPa;

<RADIUS-ID> — ngentundpmkatop RADIUS-cepBepa, 3agaetcs
CTPOKOIA ao 235 CMMBO/OB.

<ADDR> - IP-agpec RADIUS-cepBepa, 3a0aétca B
sBuae: AAA.BBB.CCC.DDD, rage kaxaas yacTb npuHUMaeT
3HaueHus [0..255].

<CLEAR-TEXT> — naponb, 3a4aéTcsi CTPOKoiA [8-64] cumsona.

<HASH_SHA512> — xew napons no aaroputmy sha512,
3aaéTcsA CTpoKoit [16-128] cuMBO/OB.

<NAME> - ngeHtndmkarop gomMeHa, 3a4aeTcs CTPOKOW A0
235 cuMBO/IOB.

<NAME> - Ha3BaHue npoduns SSID, 3agaeTca CTPOKon Ao
235 cuMBO/IOB.

<DESCRIPTION> — npoun3BosibHOe onncaHue, 3agaeTcs
CTPOKOI oo 255 CMMBOMOB.

<BAND> — gmanasoH 4acToT, JOCTYMNHble 3HaYEeHUS:

* 2g;
+ 5g.

<ID> - npgeHtudpmkartop vlan, npuHUMaeT 3HauYeHus B
AvanasoHe [0-4094].
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49

50

51

52

53

54

55

OonucaHue

YCTaHOBUTb PEXUM
6e30nacHoCTU
nogxntodeHuns kK SSID.

Ykazatb npocunb
RADIUS-cepBepa.

3apaTtb HasBaHue
SSID, koTopblii byaeT
BeLaTbCs
nosib30BaTeNsAM.

AKTMBUpOBaTbL paboTy
SSID.

Co3patb npodusib
noKaummn.

3agaTb onvcaHue
nokauun.

Yka3aTb
CyLlecTByLME
npocnan HacTpoek
pagnonHTepdgencos
To4ek gocTyna.

KomaHpa

wic(config-wlc-ssid-
profile)# security-
mode <MODE>

wic(config-wlc-ssid-
profile)# radius-profile
<RADIUS-ID>

wic(config-wlc-ssid-
profile)# ssid <NAME>

wic(config-wlc-ssid-
profile)# enable

wlc(config-wlc)# ap-
location <NAME>

wlc(config-wlc-ap-
location)#

wic(config-wlc-ap-
location)# description
<DESCRIPTION>

wic(config-wlc-ap-
location)# radio-5g-
profile <NAME>

wlc(config-wlc-ap-

location)# radio-2g-
profile <NAME>

WLC-Series. PykoBoAcCTBO Mo akcnnyaTtauun. Bepcus 1.30.6

Knioun

<MODE> — pexum 6e30MnacHOCTH, OCTYMNHbIE 3HAYEHUS:

« OWE

+ WPA;

+ WPA2;

« WPA2_1X;

« WPA2_WPAS;

« WPA2_WPA3_1X;
+ WPAS;

« WPA3_1X;

« WPA_TX;

« WPA_WPA2;

« WPA_WPA2_1X;
« off.

Pexunm 6e3onacHocTn WPA3 nogaepXuBaeTcs TO/bKO Ha
Toukax goctyna mogenenn WEP-3ax, WEP-30L, WEP-30L-NB,
WEP-30L-Z, WOP-30L, WOP-30LS, WEP-3L, WOP-3L-EX,
WOP-30LI, WEP-550K.

Mpu BbIGOPE CMELLAaHHOTO pexrmMa 6e30nacHoCTU
(Hanpumep, WPA2_WPA3) WPA3 GyaeT NpUMEHEH TO/MbKO
A5 Tex Tovek A0CTyna, KOTopble ero NoAAepXxusatoT, 415
oCTa/bHbIX ByAeT NpuMeHeH BTopoii pexum (WPA2).

<RADIUS-ID> — ngeHtuncpmnkatop RADIUS-cepBepa, 3agaetcs
CTpOKoI1 oo 235 cMMBOJIOB.

<NAME> - Ha3BaHue SSID, 3agaeTcs cTpokoii go 32
CMMBOJI0B. Ha3BaHusl, cogepxalyue npoben, HeobxoaMmo
3aK/1oYaThb B KaBbIYKM.

<NAME> - Ha3BaHve Npodhnasa /I0KaIbHOro
KOHhUrypmpoBaHus, 3agaeTcs CTpokoli go 235 cumBo/ioB.

<DESCRIPTION> - npou3BonbHOE onucaHve, 3ajaetcs
CTpOKoit go 255 cnmBOsIOB.

<NAME> — Ha3BaHve npocuns, 3agaeTcs CTPOKOI A0
235 cnmBonoB.
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56

57

58

59

60

61

62

63

64

65

OonucaHue

Yka3aTb
CYLLIECTBYHOLL WA
npocnib o6LMnX
HaCTpOEeK.

YkazaTb npothnnib
SSID, koTopbIii 6yaet
Ha3HauyeH To4YKam
focTyna.

BKAHOUYNTL pexum
TYHHenMpoBaHusa Ans
TO4Yek focTyna
nokauuu

Cospgarb agpecHoe
NpoOCTPaHCTBO AN
JocTyna K
KOHTpO/Nepy.

YKasaTb noaceTb
TO4Yek focTyna.

YKasaTb Ha3BaHue
nokaumu, B KOTOpPYH
nonagyT TOYKK
JocTyna c agpecamu
13 3aaHHOl noaceTu.

MepeiTn B HACTPOIiKK
cepBuc-aKkTMBaTopa.

HactpouTb
aBTOMAaTNYeCKyHo
perncrpaumio To4ek
JocTyna Ha
KOHTposnepe.

Ykasartb IP-agpec
KOHTpO/I/iepa B CeTu
Touek gocTtyna

AKTMBMpOBaTb paboTy
KOHTposnepa.

KomaHpa

wic(config-wlc-ap-
location)# ap-profile
<NAME>

wic(config-wlc-ap-
location)# ssid-
profile <NAME>

wic(config-wlc-ap-
location)# mode
tunnel

wic(config-wlc)# ip-
pool <NAME>

wic(config-wlc-ip-
pool)#

wic(config-wlc-ip-
pool)# network
<ADDR/LEN>

wic(config-wlc-ip-
pool)# ap-
location <NAME>

wic(config-wic)#
service-activator

wic(config-wic-
service-activator)#

wic(config-wic-
service-activator)#
aps join auto

wic(config-wic)#
outside-address
<ADDR>

wic(config-wic)#
enable

WLC-Series. PykoBoAcCTBO Mo akcnnyaTtauun. Bepcus 1.30.6

Knioun

<NAME> - Ha3BaHue npodnss, 3aJaeTcst CTPOKoi o 235
CMMBOJIOB.

<NAME> - Ha3BaHue npoduns SSID, 3agaeTca CTpPoKon Ao
235 cMMBO/IOB.

<NAME> - Ha3BaHuMe afpecHOro NPoOCTpaHCTBa, 3a4aeTcA
CTPOKOi1 fo 235 CMMBOJIOB.

<ADDR/LEN> - IP-agpec 1 macka noacetu, 3afaétcs B Buae
AAA BBB.CCC.DDD/EE, rge kaxpagasa yactb AAA - DDD
npuHuMaeT 3HaueHus [0..255] n EE npuHuMaeT 3HaueHus
[1..32]. Nopg cetb 0.0.0.0/0 nonagatoT BCe agpeca.

<NAME> — Ha3BaHue fiokauuu, 3aaeTcs CTPOKoi 0o 235
C/MBOJIOB.

<ADDR> - |IP-agpec KOHTpos/iepa, 3a4aéTcs B
suae: AAA.BBB.CCC.DDD, rae kaxaas yacTb NpuHUMaeT
3HayeHus [0..255].
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10.1.2 HacTtpotika AirTune

OfHUM 13 NPUOPUTETHbLIX HaNpaseHuii No pasBUTUIO Tovek aocTyna B o6nacTtu Enterprise&High-Density Wi-Fi
ABNseTCA peasmsauus cepauca AirTune, OCHOBHOM oyHKLMeN KoToporo siensetca Radio Resource
Management (RRM).

Radio Resource Management no3BosisieT aBToMaTtnyeckm onTMMmN3MpoBaTb XapakTePUCTUKM TOYEK 4OCTyna B
3aBMCUMOCTN OT TeKyLLmX ycrioBuii. Cepsuc AirTune He 3amMmeHsieT co60W npoueaypbl
paguonnaHMpoBaHUA, HO NO3BOJISET NPOBECTU (PUHA/TBbHBIN 3TaN ONTUMU3ALUNK CETH, a TaKXe BECTU
NMOCTOSIHHbIA KOHTPO/Tb.

I/Icnonb3ye|v|b|e TEXHONOIMN N aJIrTOPUTMbI:

+ Dynamic Channel Assignment (DCA) — anroputmM aBTOMaTU4eCcKoro pacnpeaeseHunsi YacToTHbIX
KaHa10B KaxJO0M TOUYKM JOCTYNa B CETU AN n3bexaHns NHTepepeHLun Mexay HUMmuy;

+ Transmit Power Control (TPC) — anroputm ynpas/eH1si MOLLHOCTbIO NepeaaTunkoB C LeNbio
obecrneyeHns ONTUMasIbHOW 30HbI MOKPBLITUS CETU U MUHUMU3ALIMN «KOH(DIMKTHBIX» 06n1acTel, rae
K/IMEHT HaXOAUTCA B 30HE YBEPEHHOIO NpremMa HEeCKOMIbKMX COCeAHMX TOYEK [OCTYNa;

+ Load Balancing — anroputm aBTomMarmyeckoro pacnpefeneHnst KIMeHTCKUX YCTPOUCTB MeXay TOUKaMu.
B cnydyae neperpysku cepsuc onpegenvt 6onee ontumasbHyto T 415 NOAKNHOYEHUSA KIMeHTa U BblaacTt
pekomeHJaLmMn Ha TOYKN OOCTYNa, KNUeHT ByaeT BuaeTb B acoupe Tonbko 1 T, pekoMeHA0BaHHY0 A5
aBTopu3auuu;

+ Roaming — nogaepxka ctaH4apToB 6eclloBHOro poymuHra 802.11r/k/v.

OCHOBHbIMM 3aa4amn PYHKLMOHaa SIBNAIOTCS:

+ ABTOMaTMYecKasi HacTpolika pabounx kaHasI0B Mexay To4kaMu AOCTyna;

+ ABTOMaTM4eckasi NoAcTpoiika U3iyyaemMoii MOLWHOCTM A5 CTabWNbHOCTY 30HbI MOKPbITUS («COTbI»);
+ OnTMMKM3aLmMa NPONyCcKHON CNOCOBHOCTN 6ECNPOBOAHONM CeTw;

* MyHUMUM3aUMA «KOH(PNUKTHBIX» 06/1acTen Mexay Toukamu AOCTyna;

+ PaBHOMEpHOE pacnpefeneHve Harpy3ki Mexay Toukamun 4oCcTyna;

+ ouck oNTUMasIbHOM TOYKM AO0CTyNa [A/18 KIMeHTa HaX04ALLEerocs B «<HeyBEPEHHOM» 30He Npuema;

* MyHUMUM3aUMSA «CyYaiHbIX» NepenoakioHeHU KNIMEHTOB Ha rpaHnLLax «CoT»;

+ MNMopaepxka 6eCLIOBHOTO POYMUHra K/IMEHTOB MeXAy To4KaMu AocTyna.

Mpu pabote dyHkumoHana TPC/DCA Toukn goctyna no KomaHge OT cepBuca C MOMOLLbI0 CheumasibHbIX
naketoB (Action Frame) co6upatoT MHGOpMaUUilo O paguocpede B TeKyWWUii MOMEHT BpeMeHu. 3atem
nepefalwT MHQOpMaUmMio Ha CepBUC, KOTOPbIA BbINOHAET aHasiM3 «kKadyecTBa pagmoadhupa» v NpoBOAUT
ONTMMM3aLMIO NapaMeTpoB 415 KaKA0W TOUYKM JOCTyna, YTo obecrnevmBaeT paBHOMEPHOCTb 30HbI MOKPLITUSA 1
MUHUMU3ALNIO0 MHTEpPepeHumun.

Takxe cepBuC BK/THOHAET B CE6S DYHKLMOHAN POYMUHTa:

+ CMHXpOHM3aLMs CUCKOB coceaHnx Todek goctyna ctaHgapta 802.11Kk, KOTOpbIil NO3BOMSET K/IMEHTY
npu ocnabeeBaHnn cUrHana c TekyLen ToUkn JoCTyna uckatb 6onee NoAXoAALLY0 TOUKY AoCcTyna u3
peKkoMeHyeMOoro Crmcka, a He aHaIM3npys Becb agump.

+ CornacoBaHue KN4en mexay Toukamu goctyna ans poymuHra ctaHgapta 802.11r, KOTopbIi NO3BONSAET
3HauMTE/IbHO YCKOPSATH NPOLEeCC NePeKItoYEHNS KITMeHTa MexXay To4Kammn AOCTYynNa, T. K. KITMEHTY He
HY>XHO ByieT NPOXOANTb NOBTOPHYHO MOJTHYH0 aBTOPU3aLMI0 Ha BCTPEYHOW TOUKE A0CTYNa, TO/IbKO
YCKOPEHHYIO.

© .15 pa6oTbl poymutra ctaHgapTos 802.11k/r Heo6xoaMMa NoAAepX)Ka CTaHAapTa CO CTOPOHbI
K/INEHTOB.
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rlpOCTOI7I npumep pa6OTbI onTmMmsauymm cetm ¢ NoMoLbO cepBuca rnpeactabB/ieH Ha KapTUHKeE (beHKLI,I/IOHaI'I
DCA+TPC):

BblCOKMIA ypOBEHDb UHTEPDEpPEeHLUK CHUEHHbIN YpOBEHb MHTepdepeHL MM
00 ONTUMM3ALIUK nocne onNnTUMMU3aLuu
@ 1Channel
| 6 Channel
\!
((u |‘-, ((l . l))
11 Channel

N

'

Za\
(D)
DT )

ANnroputm pa6oThbl

T/, npv noakntoueHun k cepeepy (coeanHeHve mexay T/, 1 cepBepoM OCYLLECTBISIETCSA MO NPOTOKO/Y
WebSocket) otnpaBnsiet coobuieHue "subscribe-request’, rae nepegaet cBou napaMeTpbl, Takme Kak:

* 3aBO/ICKMEe YyCTaHOBOYHbIE NapameTpbl (CEPUiiHbLIA HoMep, TUN ycTpoiicTBo, MAC-aapec);
* uMa nokauum (reorpacmyecknii JomMeH);

* paamo HacTpoliku (KaHasl, MOLLLHOCTb);

* cnucok SSID;

* CMWCOK NOAK/MOYEHHbIX K/TMEHTOB.

Mocne Toro kak T/l nocTponna Ceccuto ¢ cepBmcoM, Ha AirTune TOUKM rpynnupyoTcs no gomeHam. Ecnv Ha
cepBuce HET JoMeHa, KOTOPOMY NPUHAANEXUT Touka, AirTune oTnpaBnseT 0TKas B 06CYXMBAHUM.

Ecnu Ha AirTune goMeH HacTpoeH, To cepBep oTnpasnseT "subscribe-response” ¢ ykazaHnem kakune oyHKLUN
(DCA, TPC, Load Balance) HacTpoeHbl 411 3TOro AoMeHa.
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OonTtumusauyus (DCA, TPC) npoxoanT BHYTPU 10KaLMK MO C/eAyoLWweMy CLeHaputo:

o s

Access Point WLC

Subscribe-Request with AP domain

MogknioueHwe T k cepeucy

Subscribe-Response

RRM-Mode-Response

onTUMnaaUrei

CHHXPOHW3AUNA NapaMeTpoe
mexny T W cepBMCOM Nepen

CrkaHupoBaHne
acpupa

Mpouecc
onTUMUaaLNN

RRM-Response

RRM-info

Ha nepsom aTane npoucxoant aBTopmsaums T Ha cepsuce AirTune, a4ns 3Toro cuctemMa ynpa/ieHus
nocpeactsom SNMP-set 3anpoca koHdurypupyet Ha Toukax goctyna URL cepsuca AirTune.

T/l nogHMMAOT CECCUIO C CEPBUCOM, 0OMEHSsIBLLUMCL NnakeTamm Subscribe-Request/Subscribe-Response,
B KOTOpbIX T nHhopmupyeTt cepBuc o TekyLLen KoOHurypauuu. B criydae, ecnm Ha cepeuce He
CylLleCcTBYeT reorpaddnyecknini AOMeH, nepeAaHHbli B COOOLLIEHNN OT TOYKM, CEPBUC BYAET UTHOPMPOBATb
3anpockl. Ecnu gomeH HaiaeH, NoakadeHe NpoucxoamT yCneLwHo.

CepBep oTnpasnseT Ha T/ 3anpoc «rrm-request-mode», 4Tob6bl akTyaNnM3npoBaTh TEKYLLYIO
NHbopMaLMIO O HUX, T. K. ONTUMM3ALNA MOXET HaYaTbCA HE TOJIbKO NOC/1e NOAKIOUYEHNS TOUKY, a Takke
naaHoBO NGO MO KOMaH4e agMUHUCTPATopPa CNycTa A0/roe BpeMsi Nocsie NePBUUYHOIO NOAK/IYEHMS.
T/, oTBEYatOT «rrm-response-mode», B KOTOPOM NepeaatT CBOU TeKyLMe paano napameTpsbl.

CepBep oTnpaB/isieT 3anpoc Ha CKaHMpPOBaHMe OKpyXeHus «rrm-update». B 3aBUCMMOCTM OT onuuu eltex-
rrm-scan CKaHWpPOBaHVe MOXET GbITb «06blYHbIM» (TOUKA NepebupaeT A0CTYNHbIE KaHaslbl U
[leTEKTUPYET BCE BMAUMbIE TOUKM) NGO cneuuasbHbIM, Koraa ToNbKO TOUKU U3 AoMeHa nepegatoT
crneyunanbHble action-nakeTbl B O4UH 3apaHee onpefeneHHbIni MOMEHT BpEMEHWN.

Toukn OTNPaBAT pesynbTaT CKaHPOBaHWS Ha cepBep COOBLLEHMEM «ITM-reSPoNse».

Monyuns pesynstaTbl OT BCex T/ B siokauun, cepsep B 3aBUCUMOCTU OT HACTPOEK onpeaenseTt ans
KaoK[0M TOYKN ONTUMasIbHYH0 MOLLHOCTb, ONTUMasIbHbIV KaHasl, CNMCOK coceeil n oTnpasnseT
coo6LeHne «rrm-infox.

T/ NpUMEHAIT peKOMeHA0BaHHbIE HACTPOWKM, N ONTUMMU3AUUSA CHUTAETCA 3aBEPLLUEHHON.
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© OnTumuzaums npovcxoauT B CreayWmX cnyyasx:
* HOBasi Touka go6aBuiach B 10KaLMIO;
* ogHa 13 T[] 6blna OTKAYEHS,
* Ha OAHOI1 N3 TOYEeK ObINM N3MEHEHBI PO NapaMeTpbl
* no Taiimepy (optimization time);
* N0 KOMaHAe agMuHMcTpaTopa.

OonTnmMmnsauna He NPOUCXoauUT B Cnyyae:
* nepesanycka T[4,
* KOPOTKOro nponajaHua cBaAsvn mexay T/ n cepsucom;
* 00HOBNeHuA TA,.

CueHapuii 6anaHCMpPOBKN KNneHToB Ha TA;

Client Access Point WLC

Subscribe-Request with AP domain

Mogkntovenwve T[1 Kk cepsrcy

Subscribe-Response

B e e R
o RRM-Request-Mocde
=S R L e
e RRM-Mode-Response
2 RRM-Update
o fmmmmmmmmemmammmmmmemammmmmmmm . ——————
T
e
x =
g i
z it
5 £
< RRM-Response
3
3 RRM-Info
= e
x
g Assoc-Request
@
=]
% S Assoc-Response RRM-Client-Assoc
¥ > Wrmmmmmsmsdmmmees (Mac, RSSI, SSID)
£ 3 . RRM-client-Assoc-Ack (AnA nopTanoieix SSID)
) ‘
g g Disassoc-Request
s @
e Disassoc-Response
R
-] RRM-Client-Disassoc
S =

Assoc-Request

Assoc-Response
A —— [P RRM-Client-Assoc
(Mac, RSSl, SSID)

RRM-Probe-Request (ko Bcem T/], Kpome UCXOLHOIA)

CLeHapuii NOAKMIIOYEHUA KIUEHTa C HU3KUM RSSI
n1BO NOAKIOYEHWE Ha Neperpy)eHHyto T

Disassoc-Request 4= == ---=-------------o--o---oo--oooaes
................ RRM-Blacklist (Ha Bce T/, Kpome onTMManbHOM)
e e )
Assoc-Request RRM-Client-Assoc
K pekomengyemoii T[] (Mac, RSSl, SSID)

RRM-Client-Assoc-Ack (a7 nopTanbHbix SSID)
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B cnyuae, ecnu anroputmbl TPC/DCA BKNOYEHBLI BMECTE C 6a1laHCMPOBLUUKOM, /MO0 BK/IKOUEHA ONuns
«optimization candidate neighbors», ToO nepBbIM 3TanoM NPOUCXOAMT MOUCK COCEACTBYOLNX TOUEK B

athupe.

© B cnyuae, ecnn BrroueHa onuus «optimization candidate all» B npodoune AirTune, To NyHKT
«lMounck coceacTByOLMX TOUEK B adhupe» OyaeT NponyLleH, paccblsika 6yaeT OCyLecTBIATbCA
BceM T[], HaxoAsLWMMCA B OAHOI foKauun.

HaunHatoTca cueHapumn paboTbl 6anaHcnpoBLymka. Mpu NoAKAYEeHUM HOBOTO KneHTa ¢ T/, Ha cepsep
oTnpasnsercsa cooblieHne «rrm-client-assoc», B koTopom cogepxuntcs MAC-agpec knveHTa SSID, k
KOTOPOMY K/IMEHT NOAKN0UNICA. B cnydae ecnm NOAK/IHOYEHHBIN K/TMEHT HAXOAUTCA B 30HE YBEPEHHOTO
npuema, n T, He ABNAETCA 3arpy>KEHHOWN, CEPBMCOM HUKaKUX AEACTBUIA He NpeanpuHUMaeTcs,
oTnpasnsercs T0/1bko coobueHne «RRM-Client-Assoc-Ack» ansa noptasibHbIX KNneHToB. Mocne atoro T/,
pas3GIoKNPYET KIMEHTOB AJ1s1 AOCTYNa B MHTEPHET (C/ NO/Ib30BaTE/lb Y)Ke aBTOPU30BaUICS Ha
noprasne).

Ecnv npy NogkMtUYeHNN KIMeHTa AaHHasi ToUKa SIBSETCS 3arpy)eHHo! (NpeBbIeH IMMUT KIMEHTOB),
NN KITMEHT UMEET CUTHAUT HXXE YCTaHOB/IEHHOIO YPOBHS, CepBep MHULMMPYET npoLecc 6a1aHCcMpoBKy
3TOr0 KNMeHTa.

Cepsuc oTnpasseT «cocefHum» T/, Ha KOTOPbIX HACTpoeH Takol xe SSID, coobLeHre «rrm-probe-
request», YTo6bI ONpPefennTb C KakuM YpoBHEM curHana T/ «BUAAT» JaHHOIO K/IMeHTa.

T/[ oTBevaroT coobuieHreM «rrm-probe-response», B KOTOPOM yKa3biBatoT YpoBeHb curHana RSSI.

Ecnu cepsep He Haluen noaxoAsLLein TOUKN AN KNNEHTa, OH OCTaB/IAIET ero Ha TekyLer. Ecnn
onTMMasibHasa ToYKa HangeHa, OTK/IoHaeM KnneHTa ot Tekywen T komaHgo«rrm-disassoc-requesty,
Ha BCeX OCTaslbHbIX, KDOME ONTUMasIbHOW, 6110KMpyeM KiimeHTa koMaHgoi «rrm-blacklist». Takum
06pas3om K/IMeHT BUAUT B achmpe Tonbko 1 Lenesyto T 1 NPOM30MAET NepektoyeHre KameHTa

(poyMuHr).

BanaHc/poBKa KMEHTOB MeX/y ToukaMu A0CTyna NpoucXoamT B pamkax oAHOro nHtepdeiica (2.4
My vnm 5 w).

Ecnu knneHT noaknounnca B 2.4 Ty, K 3arpy>xeHHoi T/, To ero 6asiaHCMpOBKa Ha CBOOO/HbI
nHTepdeiic 5 ML, BTOPOI TOUKM A0CTYyNa NpoMcxoAnTb He BYAET, TO/IbKO Ha aHasI0rMYHbIN NHTepdelic
(2.4TTw).

Ecnun kMeHTCKoe YCTPOICTBO noaaepkmBaeT (hyHKUMoHan paHgomusaumn MAC-agpeca B Probe
Request, TO A1s TakMx KIMEHTOB (DYHKLMOHa1 paboTaTb He ByAeT, T. K. aHa/IN3 YPOBHS cCUrHana ot
K/IMEHTA Ha COCeHMX TOUKax JOCTyna OCHOBLIBAETCA HA MEHeMKMEHT-NakeTax ot knneHTa (Probe
request).
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WLC-Series. PykoBoAcCTBO Mo akcnnyaTtauun. Bepcus 1.30.6

Mo ymonuyaHuo Bce HeO6X0AVMbIE HACTPOViKM AN paboTbl cepBrca BbINOHEHbI, HY)XHO TOMbKO ykasaTb |P-
afipec KOHTPO/I/Iepa, KOTOPbIA BUAEH TOYKAM AOCTYnNa, BKIOUMTL CEPBUC, CO34aTb NPohusb 1 NpUBSi3aTb ero K
nokauum.

HacTpoiiku npon3BoasTcs B pexmme KoHduryprpoBaHus (config) pasaena HacTpolikvu koHTponnepa WLC
(config-wlc).

LWar

OnucaHue

MepeiTn B pasgen
KoHdourypuposaHus WLC.

Cospgartb npoduns AirTune.

MepeliTy B ToKaLuio, A5t KOTOPOiA
TpebyeTcs aBToMaTnveckas
ONTUMU3ALIMS HACTPOEK TOUEK
joctyna.

MpuBsi3aTb CO3AaHHbI NPOUsIb K
nokauuu.

MepeiiTn B pasgen o6wmx
HacTpoek cepBuca.

AKTUBMpPOBaTL paboTy cepauca.

KomaHpga

wic# configure
wic(config)# wic

wlc(config-wic)#
wlc(config-wlc)# airtune-profile
<NAME>
wlc(config-airtune-profile)#exit
wic(config-wic)#
wlc(config-wlc)# ap-location
<NAME>

wlc(config-wlc-ap-location)#

wlc(config-wlc-ap-location)#
airtune-profile <NAME>

wlc(config-wlc-ap-location)#exit

wlc(config-wlc)#

wlc(config-wlc)# airtune

wlc(config-airtune)#

wlc(config-airtune)# enable

wlc(config-airtune)#end

Knoun

<NAME> - Ha3BaHue npoduns,
3aaeTcsa CTPOKOW Ao 235
CVMBOJIOB.

<NAME> - Ha3BaHune npodunsa
fokauum, 3a4aeTca CTPoKoi Ao
235 cmBonOoB.

<NAME> - Ha3BaHune npodunsa
fiokauumm, 3a4aetca CTPoKoi Ao
235 cumBonos.
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Mpumep HACTPOIKK

#Co3gaem npoduab airtune, Mo yMON4yaHWI B HEM YyXe yKasaHbl ONTUMasibHble HACTPOWKWM cepBuca, MO3TOMY
[lOCTATOYHO MPOCTO €O034aTb cam MNpodub:

wlc# configure

wlc(config)# wlc

wlc(config-wlc)# airtune-profile default_airtune

wlc(config-airtune-profile)#exit

#[06aBnsieM npodunb B foKauuio, 4YTOGb paspewnTb ONTUMU3ALMIO B BbIGPAHHON sloKaUun:
wlc(config-wlc)#

wlc(config-wlc)# ap-location default-location

wlc(config-wlc-ap-location)# airtune-profile default_airtune
wlc(config-wlc-ap-location)#exit

#nobanbHO akTuBUpYyeM OYHKUMOHAN airtune B KOHTposnepe (onTumusauus 6yaeT NPOXOAUTb TOMbKO B
nokaymax c npodunem airtune):

wlc(config-wlc)# airtune

wlc(config-airtune)# enable

wlc(config-wlc)# end

wlc# commit
wlc# confirm

10.1.3 WUcnonb3yemble NOPT U NPOKOSIbI

B Ta6nuue onvcaHbl NOPThbl U MPOTOKO/IbI UCMOMb3yemMble npu pa6ote WLC.

NcToUHnK HasHaueHue Mopt Mpotokon OnucaHue
Ha3Ha4vyeHus

MopTbl gNna ynpasneHns U nogxkntodueHns T4

AP WLC 8043,8044 TCP Vicnonb3yetca npu nogknoveHne
TO Kk WLC

AP WLC 8099 TCP Wcnonb3yetca ana AirTune

AP WLC 1812 UDP RADIUS-nopt ansa asTopmsaymm

AP WLC 1813 UbDP RADIUS-nopT 