MorpaHunyHbLIN KOHTpOANep ceccui ESBC
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— BuptyanbHoe (VESBC) 1 annapaTtHoe (ESBC-3200) ucnonHeHue
— 3awmra 6M3Hec-npoLeccos

o Ae
ESBC — komnoHeHT VolP-ceTu, yyacTBywLWMin B npouecce lTex

06C/yKMBaHMA BbI30BA B KAYECTBE NOrPaHNMYHOIO KOHTPOEPA
ceccuii. YCTpoiCcTBO obecneymBaeT HOPMaAN3aLLMIO CUTHAIbHOTO
NPOTOKONA, 3aLLMTY CETU ONepaTopa OT HeCAHKLMOHUPOBAHHOTO VvESBC
[0CTyNa v pas/iMyHbIX aTak, cobop CTaTUCTUKM.

NMpumeHeHune -
ESBC vcnonb3yeTca Ha rpaHuuax IP-ceTei: " S N
— MeXAy CEeTAMU 0MnepaTopoB CBA3MY;

— MeXAy CeTblo onepaTopa U KOPropaTUBHOM CETbIO

KnneHTa; ESBC-3200

— MeXay CeTblo onepaTtopa v NybanYHOM ceTbio.

dJyH KUMOHAa/IbHbl€ BO3MOXHOCTU

— ObecneyeHune 6e30MNacHOCTM CeTU onepaTopa CBA3M — Moaaepxka GyHKUMK poTaumn Homepos (Cg/CdPN) npu
— TpaHcnauma nybamuHbix IP-agpecos OCYyLLECTBNEHNN UCXOAALLNX BbI3SOBOB
— MMbKoe pacnpeeneHne pes3epBHbIX MapLIPyTOB — Wcnonb3oBaHue TEroB ceccuu ANs NOBbIWEHMA TMBKOCTU Mnpw
— Mopaepka SIP-aboHeHTOB MapLupyTusaumu/moandukaumm SIP-coobuieHui
— AHann3 1 Bepudukauma SDP — YnpaBneHuwe napametpom Expires ona KOHTpona aboHeHTOB M
—MbKoe pacnpeseneHne BbI3OBOB Ha OCHOBE MpaBu 3aLUMTbI OT NEPETPY3OK
— Moaundunkaums SIP-3aro/l0BKOB C MOMOLLLIO PerynspHbIX — NoaaeprKa MeXaHM3MOB yNpaB/ieHNs PErMCTPaLMAMM abOHEHTOB:
BblpaxkeHuit PCRE —nNpUHYAUTEeNbHAA pa3perncTpaumna;
— MNopgaeprKa rMbKoi MapLUpyTU3aLMn BbI3OBOB —NpUHyauTEIbHAA NepepPErncTpaulns.
— MapLupyT1saLma Ha rpynny HanpasAeHWl ¢ NOALEPIKKOM
pwpy L pynny p a40ep 06xo0a NAT

norvku 6anaHcmposku (RR n WRR)
— MopaepKa AMHAMUYECKOTO pexnma paboTbl TPaHKOB Yepes
DNS, RADIUS
— MoaaepykKa nepemapLupyTmMsaLmm npm HeygauHom Bbi3oBe
(KoHTpONb Mo Kogam oteeToB SIP)
— MNopgaepxKa 06paboTkM oTBeTOB 3XX AN8 yNpaB/ieHua
nepeHanpasjeHMEM BbI30BOB
— KoHTponb goctynHocTn HanpasieHuii no OPTIONS
— KOHTpOAb yCTaHOB/IEHHbIX CECCUiA:
— no Hananuuio RTP/RTCP
— C Ucrnonb3oBaHMem TalimepoBs ceccun (RFC4028)
— XpaHeHue 1 BOCCTaHOB/EHME 3aMm1celt 0 3aperncTpuMpoBaHHbIX
aboHeHTax B B/}
— TpaHcKoaMpoBaHMe/NpoKcMpoBaHue meama (ayamo n Buaeo)
— Nopgaepxka WebRTC+ICE ana 6pay3sepHbIx NPUIOKEHN
— Nogpaepkka QoS (HasHaveHwue Diffserv) ana SIP u RTP
— 3anuce 6unamHrosoi nHpopmauymm 8 CDR-dpaiin, napannens-
HanA 3anncb CDR-¢daina Ha NoKanbHbIN HOCUTENb U YAANEHHbIN
cepsep (FTP, SFTP, SCP)
— MNopaep:kKa ayTeHTUPUKaALMK:
— ayTeHTUdMKaLMs pernctpaumii aboHeHToB Yepes RADIUS
— JIOKa/NIbHOe XpaHeHWe AaHHbIX ayTeHTUdMKaLMm
— perucTpaumsa TPaHKOB B PeXMME K/IMEHTa Ha
BbllwecToswei IP ATC
— Moaaepka TpaHauta ISUP (SIP-1/SIP-T)
— MNopaepkka TyHHennposaHuAa PPTP u L2TP over IPsec gna
nepegauu SIP u meanatpaduka

PyHKLMA, HeobxoaMMasn ana obecneyeHMA Npo3payHocTym IP-ceTel
A9 TO10COBOTO M BUAeoTpadumKa.
—noAfepKKa pexmma nat-comedia
—noaaepxkKa Public-IP
—nopaepxKa paboTbivepes yaaneHHbli STUN-cepsep
—nokanbHbIi STUN-cepBep
—noaaepkka "sip.instance" n "reg-id" (RFC5626)

be3sonacHocTb
ESBC obecneynBaeT 3alWuTy CeTM onepaTopa OT HECAHKLMOHUPO-
BaHHOro foctyna. MHcTpymeHTamu gna obecneyeHna 6e3onacHoc-
TW CNYXKaT MHTENNEeKTyasbHOe ynpasieHWe AOCTYNOM U CKpbiTue
Tononoruu cet. icnonb3osaHue WndposaHua curHanmsaumm SIP n
MeamnanoToKkoB obecneyvmBaeT KoHPUAEHUMANbHOCTL M 6e3onac-
HOCTb NepesiaBaembIX JaHHbIX.
— OMHAMUWYECKUIA BpaHamaysp
—3awmTa ot SIP-dnyaa
—3awmTa ot SIP-spoofing aTak
—610kupoBKa no AOR, User-Agent
— JIOKMPOBKa No coaepkmumomy SIP-coobuieHunn
—noaaepiKKa WndpposaHua curHanmnsaumm (TLS)
1 megmanotokos (SRTP SDES, DTLS-SRTP)
— peanu3oBaH GyHKLMOHAN BbIrPY3KM COBLITUIA MHPOPMALIMOHHOM
6e30MnacHOCTM B CTOPOHHUE SIEM-cucTembl B pexnume
peanbHOro BpemeH#u



MorpaHunyHbLIN KOHTpOANep ceccui ESBC

TexHUuyeckoe onucaHue ._"e LTeX

®yHKUMOHaNbHbIe BO3MOXXHOCTU (NpoaoniKeHue)

KoHTponb Tpadumka MepguanpoTtokonbl
ESBC no3BosifeT ynpaBaaTb KOJIMYECTBOM BXOAALIMX U ucxogawmx — RTP
SIP-3anpocoB B 3aBMCUMOCTM OT HaNpaB/IeHUA: —RTCP

— ynpaBaeHne KoANYeCcTBOM YCTaHOB/IEHHbIX CECCUM, — SRTP (SDES, DTLS)

orpaHuyeHune sBxoaaumx/mexoaawmx CPS, RPS

— noaAaepxKa A0NONHUTENNbHbIX OFpaHMHEHMVI TpaHC"OpTHble NPOTOKO/IbI

- -TCP
(rps, regps, session pps 1 Ap.)
ps, regp pPs v Ap _Ubp
COKprTMe TOMNOJZIOTUN CetTn —TCP/UDPinterworking

ESBC vcnonb3yeTcs gna npeaoctaBieHus AoCTyna B onepaTopckyto —TLS
WM KOPMOPATUBHYIO CETb M3 BHELLHeN HefoBepeHHoM cetn, obecne- —WS/WSS
4YMBaA 3aLLUTY KOMMEPYECKNX MHTEPECOB KOMMAaHUMU.

MNopaepKunBaroTca cnegyrome mexaHu3mbl: Ceresble MPOTOKO/IbI

— WHTE/IeKTYa IbHas TpaHCAALMA IP-a4pecos Ais CUrHaibHoro M-~ lPV41
meamaTpadmka —IPv6
— nosiHoueHHbIM B2BUA nna obecneveHus Tpebyemoro yposHs NoppeprKuBaemMble BUAEOKOAEKM (B pexume
MsonALMM ceTen TpaHCKOAMPOBaHMﬂ)
MoHuTopUHr —H.263-1998
— MoHwuTopuHr ycTpoiictea no SNMP, otnpaska SNMP-Tpanos —H.264
npu aBapuax - VP8
— NpocmoTp MHGOPMaLMKM O 3aperncTPMPOBaHHbIX aboHEHTax - VP9
— MOHUWTOPUHF COCTOAHMA TPAHKOB PesepBupoBaHMe

— NocTtpoenue SIP Call Flow Diagram
— MpocmoTp 1 ynpasieHne yCTaHOBAEHHbIMU COeANHEHNAMM
— MpocmoTp v ynpassieHne 6enbim/yepHbiM Crivickamm
— Cratuctuka CPS, RPS
— Cratuctuka SIP-coobuieHmni
—Ytuauta Sngrep
— MoHuTOpUMHI NnapameTpoBs Tpaduka (KPI):
— aKTWBHbIE BbI30OBbI

MpUMeHeHMEe Cxembl KAacTepHOro pesepsBuMpoBaHus U aybam-

POBAHHbIX MCTOYHMKOB 31EKTPONUTaHMA obecneynmBaeT NOJIHO-

LeHHOe pe3epBMpoOBaHMe:

— OTKa30yCTOMYMBbLIN KNacTep B perkmnme oberyeHHOro pesepsa
no cxeme 1+1

— NPOCTOTa aA4MUHUCTPUPOBAHUA U UHTEMPALLMMN: CUHXPOHM3ALMA
KoHbUrypauuii, BpemeHu, sepcuin; Zero Touch Provisioning

TP
— cpeaHas AnuTenbHoCTb BbizoBa (ACD) (2TP)
— BXogawme/ncxogaLLme nonbiTKM BbI30Ba Be3sonacHocTb
— KO/IMYECTBO 3aPErnCTPMPOBaHHbIX aBOHEHTOB/KOHTAKTOB —3awmTa ot DoS

MpoToKonbI CUrHaNU3aLUm ~ 3awwa or VolP-atak

-SIP Mepepava dpakKca

®dyHKLMOHaNbHOCTb NpoTokona SIP 138

—RFC-3261 -G

—RFC-3264 (Offer/Answer) MoppepkmBaemble ayANOKOAEKHM (B pexxume
—RFC-3311 (Update Method) TPaHCKOAUPOBaHMSA)

—RFC-4566 (SDP) —G.711 (a-law, p-law), G.729, G.722, G.726, iLBC, opus, speex,
—RFC-1889 (RTP) AMR, GSM, L16-mono

—RFC-2833 (Telephone Event)

—RFC-3515 (Refer Method) YnpasneHue

—RFC-3265 (Subscribe) — MML-KkoHconb (SSH/Telnet)

—RFC-6086 (INFO Method) — Web-unrepdeiic?

—RFC7118 (WebSocket) — BblaeneHHbli nopt ynpasneHms (O0B) 10/100/1000BASE-T (RJ-45)
—RFC 8445 (ICE) kpome STUN/TURN (Tonbko gnsa ESBC-3200)

—RFC5768 (ICESIP)

~RFC8839 (SDPICE) Ninuensuposatue

—B2BUA peering — BupTyanbHoe pelueHue (VESBC) MueH3MpyeTcs ¢ UCnoib3oBaHnem
—RFC4028 ELM (Eltex Licence Manager)

—RFC5168 — AnnapatHoe peLueHue (ESBC-3200) nMUEH3MNpPYeTCA C UCNO/Ib30BAHMEM
—RFC 3489 (Classic STUN) ELM nan dainom nnueHsnm

—RFC8489 (STUN)

—RFC5626

"He noddepxcusaemca e mexyweli eepcuu [10.
2 B paspabomke. B mekyweli eepcuu M0 docmyrHbl He 8ce PyHKUUU.

eltex.ru
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TexHnyeckmne xapaktepuctukmn ESBC-3200

1000BASE-X/10GBASE-R/25GBASE-R 12
Console RS-232 (RJ-45) 1
00B 1
USB 2.0 1
Cnot gnsa microSD-kapT 1

Konunuectso CPU

CPU 24
RAM 24Tb

Flash-namaTb 86 eMMC

MakcumanbHasa notpebasemas MOLLHOCTb 118 Bt

100-240 B AC, 50-60 Iy,
MutaHue 36-72 B DC
[0 ABYX NCTOYHUKOB NMUTAHMUA C BOSMOXKHOCTbIO ropaYveit 3ameHbl

WHTepBan paboumx Temnepatyp Ot -10 go +45 °C
NHTepBan TemnepaTypbl XpaHEeHUA Ot -40 go +70 °C
OTHOCUTENbHAA BAAXKHOCTb NPU 3KCAyaTaLmm He 6onee 80 %
OTHOCUTENbHAA BNIAXKHOCTb NPU XpPaHEeHUU 01101095 %
labapwutbl (LU x B x ) 430 x 44 x 330 mm
Macca 5,3 Kr

CpoK cny»K6bl He meHee 15 net

MuHMManbHble cUcTeMHble Tpe6oBaHUA ANA BUPTYanbHOro pelwenusa VESBC'

ApxutekTypa x86-64, TakToBaa Yactota He meHee 1,8 T,
Mpoueccop Moanep:kka Habopa MHcTpykrumit MMX, SSE, SSE2, SSE3, SSSE3, SSE4.1, SSE4.2
(nokonenue npoueccopos Intel Nehalem nan AMD Barcelona CPU nnu Bbiwe)

OnepaTuBHaA NamATb He meHee 3 Tb

JvcKkoBoe NpoCcTpaHCTBO He meHee 2 T'b

VirtualBox 6.0, ESXi 6.7.0, QEMU/KVM 2.6.2, Proxmox 8.1.4,

fnepsusopbl (ykasaHel MMHAMAIbHbIe Bepchk) GNS3 2.2.53, EVE-NG 6.2.0, PNETLab 4.2.10, Xen 4.16, zVirt 5.0

dIMynauma:
Intel E1000, Intel E1000E,
VMXNET2, VMXNET3

MapasupTyanusaumsa:
VirtlO

PCI Pass-through:

Moaaepxunsaemble |/O Intel XL710 Ethernet Controller (2x40/1x40/4x10/2x20/2x10/1x10),

Intel X722 Ethernet Controller (2x10/4x10),
RTL8169 PCl Gigabit Ethernet Controller,
RTL810xE PCI Express Fast Ethernet controller,
RTL8110SC/8169SC Gigabit Ethernet,
RTL8111/8168/8411 PCI Express Gigabit Ethernet Controller,
RTL8100/8101L/8139 PCI Fast Ethernet Adapter

"MpusedeHHble mpebosaHUA M0360/A10M npoussecmu ycmaHosky VESBC u nepeuyHsiii 3anyck ¢ 6a3osoli HacmpoUikod.
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MpowussogutenbHoctb VESBC 1 ESBC-3200

Pexxum pabortbl vESB(C' ESBC-3200

MaKkcmanbHoe KONNYecTBo OA4HOBPEMEHHbIX BbI30OBOB

lMpoKcmMpoBaHMe ¢ Ucnonb3oBaHMEM KogeKa G711a £0 18500 40 6000

TpaHcKogmposaHue G711a <---> G729 no 2000 no 280

MpoKcnpoBaHMe ¢ ucnonb3oBaHnem Kogeka G711a
1 npeobpasosBaHnem RTP <---> SRTP (SDES) £0 14000 [0 5000

MaKcumanbHOe KOMYECTBO Bbi30BOB B ceKyHAy (CPS)
[MpoKkcmpoBaHMe ¢ ucnonb3oBaHMem Kogeka G711a 40 950 no 350

TpaHckoaupoBaHue G711a <---> G729 00 950 no 200

lMpoKcmpoBaHMe ¢ ucnonb3oBaHMeM KogeKa G711a 950 350
1 npeobpasoBaHmnem RTP <---> SRTP (SDES) AO AO

Cxembl NpUMeHeHUA

MerkonepaTopcKoe B3aumogeincreme

JlokanbHas cetb 1

JlokanbHas cetb 3

S§7
SMG-1016M  Q.931

Ny6nuynas
ceTb

ECSS-10
Softswitch

ECSS-10
Softswitch

ECSS-10
Softswitch

JlokanbHas cetb 2

" Xapakmepucmuku cepsepa: CPU — 2 x Intel(R) Xeon(R) Gold 6230 CPU @ 2.10GHz, 64 GB RAM, NIC — Intel X710 for 10GbE SFP+.
Xapakmepucmuku supmyansHol mawuHsl: 75 CPU, 32 GB RAM, PCl Pass-through.

eltex.ru
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Cxembl npumeHeHua (npogonxkeHue)

MNpepocraBneHue ycnyru «BuprtyanoHaa ATC»

ECSS-10
Softswitch
ESBC
SIP/WebRTC
SIP SIP
TAU-8 My6nuyHasa IP-renedoH
ABOHEHTCKMIA ceTb
wn3
IP-tene¢poH
o o IP-TenedpoH
AHanorosbln AHanorosbIn
TenedoH TenedoH WebRTC I:a
Od¢uc1
¢ Oduc3

bl /\G0HeHTCKMI

L]
Elph Desktop
Bpay3epHblii KANEHT

Elph Android/iOs
Mo6UNbHBIN KANEHT

IP-TenedoH Ananorosbiii  AHanorosbiii  IP-Tenedon
TenedpoH TenepoH

Oduc 2
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UHPopmauuma pna 3akasa

VESBC MporpamMHbIN MOrPaHUYHbIA KOHTpoanep ceccuii VESBC.
ESBC-3200 MorpaHuyuHbIN KOHTpoANep ceccuin ESBC-3200.

ESBC-CC-10 AkTnBauma 10 ogHOBpEeMEHHbIX BbI3OBOB.

ESBC-CC-50 AkTtneauma 50 ogHoBpEeMeEHHbIX BbI30OBOB.

ESBC-CC-100 AkTmBauma 100 ogHOBpPEMEHHbIX BbI3OBOB.

ESBC-CC-500 AkTMBauuna 500 ogHoBpeMeHHbIX BbI30OBOB.

ESBC-CC-5000 AkTneauma 5000 ogHOBpEeMEHHbIX BbI3OBOB.

ESBC-CPS-20 AKTUBaLMA NOALEPHKKN MHTEHCMBHOCTM BXoAALLeln Harpy3ku 20 CPS.
ESBC-CPS-40 AKTUBaLMA NOALEPHKKN MHTEHCMBHOCTM BXoAALLen Harpy3ku 40 CPS.
ESBC-CPS-60 AKTMBaAUMA NOAAEPHKKM MHTEHCMBHOCTM BXOAALLEN Harpy3km 60 CPS.
ESBC-CPS-80 AKTMBALMA NOAAEPKKM MHTEHCMBHOCTU BXoAALEeN Harpy3skm 80 CPS.
ESBC-CPS-100 AKTUBaLMA NOALEPHKKN MHTEHCUMBHOCTM BXogALLen Harpyskmn 100 CPS.
IPS AkTuBauma dyHKUMoHana IPS/IDS.

BAOKU NUTaHUA"

YcTpoiictBo Bnok nutaHua AC Bnok nutaHua DC

ESBC-3200 PM160-220/12 PM160-48/12

TOnyuu ESBC-CC u ESBC-CPS 0613amesibHbl 011 8K/HOYEHUS 8 3AKA3.
2 Onpedensemca npu 3aKkase.

Caenatb 3aKkas 0 KomnaHuu Eltex

Mpegnpusatue «NTEKC» — Beaywmii pOCCUIACKUIA pa3paboTunk 1 Npoms-

t‘ ﬁ ::é?:: BOAMTENlb KOMMYHWKaLMOHHOTo obopyaosanua c 30-neTHeit uctopuei.

+7(383) 274 10 01 eltex@eltex.ru eltex.ru KOMNAeKCHOCTb pelleHnii M BO3MOXHOCTb MX 6ecllOoBHOM MHTerpaumm

+7 (383) 274 48 48 B MH(PACTPYKTypy 3aKasuMka — MPUOPUTETHOE HanpaBieHWe Pa3BUTUA
KOMNaHWK.

eltex.ru
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