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Bepcua AOKyMeHTa

[ara Bbinycka

CogeprKaHne U3MEHEHMA

Bepcusa 8.5

05.2026

CuHxpoHM3aumsa c sepcueit MO 10.4.4

MN3meHeHus B pasgenax:

- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTEPUCTUKM

- 1.4 KOHCTPYKTMBHOE UCMNONHEHNE

- 4.14.1 Hactpolika npoTtokona ARP

- 1.4.5 CseToBasa MHAMKaumA

- 2.2 YcTaHoBKa Ha DIN-peliky U gemoHTax ycTpoinctea MES3710P

[o6asneHbl pasgensi:
- 2.3 MoakNtoUYeHne NPoMbIWAEHHOTro KommyTaTtopa MES3710P K 610Ky nuTa-
HuAa DRS-270-56

Bepcua 8.4

03.2026

CuHXpoHM3auma ¢ Bepcueit M0 10.4.3.4

Bepcusa 8.3

02.2026

CuHXpoHM3auma c sepcueti N0 10.4.3.3

Bepcusa 8.2

12.2025

CuHXpoHM3auma c sepcueli N0 10.4.3.1

Bepcua 8.1

10.2025

CuHxpoHM3aumsa ¢ sepcumeit MO 10.4.3
[ob6aeneHa nHdopmauma o6 yctponctee MES2420D-24DP

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHM

- 1.4 KOHCTPYKTMBHOE UCNONHEHNE

- 4.8.2 HacTpoiika VLAN 1 peXxnmoB KoMmMyTaumn nHTepoencos

- 4.18 ¥ypHan aBapwuit, npoTokon SYSLOG

- 4.21.7 MNposepKa NOANMHHOCTU KIMEHTA HAa OCHOBE NopTa (cTaHaapT 802.1x)

Bepcua 8.0

08.2025

CuHXpoHM3aumsa ¢ sepcueli N0 10.4.2.1

M3meHeHUsA B pa3genax:

- 1.3 OCHOBHble TEXHNYECKME XapaKTEPUCTUKN
- 1.4 KOHCTPYKTMBHOE UCMONHEHNE

- 4.18 ypHan aBapuii, npotokon SYSLOG

Bepcua 7.9

05.2025

CuHxpoHu3auua c sepcueli MO 10.3.6.13

Bepcua 7.8

04.2025

CuHxpoHu3auma ¢ sepcuert MO 10.3.6.11

M3meHeHusA B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapaKTEPUCTUKHN
-4.17.1 MexaHusm AAA

- 4.18 ypHan aBapuii, npotokon SYSLOG
-4.27.1 Hactpoiika QoS

Bepcna 7.7

12.2024

CuHxpoHM3aumsa ¢ sepcueli MO 10.3.6.6

MN3meHeHus B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTepUCTUKM

- 4.15 HacTpoiika npotokona OAM

- 4.28 KoHpurypaums npoToKO/I0B MapLUIpyTU3aLmm

Bepcua 7.6

09.2024

CuHXpoHM3auma c sepcuei M0 10.3.6.3
Job6asneHa nHdpopmauma o6 ycrpoicteax MES3400-48F, MES2420B-24D

MN3meHeHus B pasgenax:

- 1.2.4 ®yHKLMM TpeTbero ypoBHs ceTeBol mogenu OSI

- 1.3 OCHOBHble TeXHUYEeCKNE XapaKTepPUCTUKM

- 1.4 KOHCTPYKTMBHOE UCMNONHEHNE

- 2.2 YcTaHoBKa Ha DIN-peliky 1 gemoHTax ycTpoictea MES3710P

Bepcua 7.5

06.2024

CuHxpoHM3aumsa ¢ sepcumeit MO 10.3.6
[ob6asneHa nHpopmauma 06 yctponcteax MES2410-08DP, MES2410-08DU,
MES34001-24

Bepcua 7.4

03.2024

CuHxpoHu3auun ¢ sepcuel MO 10.3.5

N3meHeHwuA B pasgenax:

- 1.2.4 ®yHKLMM TpeTbero ypoBHs ceTeBolt mogenu OSI

- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKM

- 2.2 YcTaHoBKa Ha DIN-peliky 1 gemoHTax yctponctea MES3710P

[JobasneHbl pasgensl:
- 4.14.3.3 Hactpoika npoTtokona Rapid-PVST+

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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Bepcua 7.3

11.2023

CuHXpoHM3aumsa ¢ Bepcuelt M0 10.3.4
[ob6asneHa nHdopmauma o6 yctporictee MES2420-48P

M3meHeHusA B pasgenax:

- 1.3 OCHOBHble TeEXHNYECKME XapaKTEPUCTUKN

- 1.4 KOHCTPYKTMBHOE UCNONHEHNE

- 4.25 KoHourypauma ACL (cnnmckmn KOHTpona gocTtyna)

Bepcua 7.2

06.2023

CuHxpoHM3aumsa ¢ sepcumeit MO 10.3.3.1
Job6asneHa nHdpopmauma o6 yctpoiicteax MES3400-24, MES3400-24F,
MES3400-48.

M3meHeHusA B pasgenax:
- 1.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKM
- 1.4 KOHCTPYKTMBHOE UCNONHEHNE

Bepcna 7.1

06.2023

CuHXxpoHM3auma ¢ Bepcumeit MO 10.3.3
[ob6asneHa nHbopmauma o6 yctpoicteax MES2424FB, MES3710P.

MN3meHeHus B pasgenax:
- 1.3 OCHOBHble TEXHUYECKNE XapaKTEPUCTUKHN
- 4.28.2 Hactpolika Virtual Router Redundancy Protocol (VRRP)

[ob6asneHbl pasaensi:

- 4.28.3 Hactpolika npoTtokona OSPFv2
- 4.28.4 Hactpolika npoTtokona OSPFv3
- 4.28.5 Hactpolika npoTtokona RIP

Bepcua 7.0

12.2022

CuHxpoHM3aumsa ¢ sepcumeit MO 10.3.1

M3meHeHUA B pasgenax:
- 1.2.4 ®yHKLMYM TpeTbero ypoBHA ceTeBolt mogenu OSI
- 1.3 OCHOBHble TeXHUYEeCKNe XapaKTepUCTUKM

[ob6asneHbl pasaensi:
- 4.28 KoHourypauma npoTOKON0B MapLLpyTU3aLmm

Bepcua 6.5

11.2022

CuHXpoHM3auua ¢ sepcueit MO 10.2.10
[ob6asneHa nHpopmauma o6 yctporictee MES2448P

M3meHeHusA B pasgenax:

- 1.2.6 ®yHKLMYK 0becneyeHnn 6esonacHOCTH
- 1.3 OCHOBHble TeXHUYECKNe XapaKTepUCTUKM
- 4.22 ®dyHkuun DHCP Relay nocpegHuka

[ob6asneHbl pasgensi:
- 4.30.6 KomaHapb! ana otnagku npotokona DHCP

Bepcus 6.4

10.2022

CuHxpoHM3auma ¢ sepcueli MO 10.2.9.4

Bepcusa 6.3

08.2022

CuHXpoHM3aumsa ¢ sepcueit MO 10.2.9

N3meHeHuA B pasgenax:

- 4.4 KomaHabl ynpasaeHus cuctemon
-4.17.5.1 Telnet, SSH

-4.30.8 OTtnaaka ¢yHKumm DCS

Bepcua 6.2

06.2022

CuHXpoHM3auma ¢ sepcueli MO 10.2.8.2
Job6asneHa nHpopmauma 06 yctpoictee MES2424P.

M3meHeHuA B pasgenax:

- 1.3 OCHOBHble TEXHUYECKME XapPaKTEPUCTUKN

-4.17.1 MexaHusm AAA

-4.21.6 HacTpolika ¢oyHKummn MAC Address Notification

[ob6asneHbl pasgensi:
-4.16.5 KoHdurypaumsa IGMP proxy

Bepcusa 6.1

11.2021

CuHxpoHM3auma c sepcueti MO 10.2.7.2

N3meHeHun B pasgenax:
- 4.18 ¥ypHan aBapwuit, npoTokon SYSLOG
-4.21.8 Hactpoliika ¢pyHKumm IPv6 RA Guard

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

-4.21.9 Hactpoiika ¢yHKumm IPv6 ND Inspection

Bepcua 6.0

10.2021

[ob6asneHa nHdopmauma o6 yctpoiictee MES2411X

Bepcua 5.9

10.2021

CuHXxpoHM3aumsa ¢ Bepcueit M0 10.2.7

M3meHeHUsA B pasgenax:

- 4.3 HacTpoiKa MaKpOKOMaHz,

- 4.4 KomaHapbl ynpaB/ieHUs CUCTEMOM
-4.30.8 OTnaaka ¢yHKumm DCS

- 4.30 Pexxum oTnagKkun

[ob6asneHbl pasgensi:
-4.21.7 NpoBepKa NOA/JMHHOCTM KANMEHTA Ha OCHOBe nopTa (cTaHgapT 802.1x)

Bepcua 5.8

07.2021

CuHXpoHM3auma c sepcueli MO 10.2.6.3

Bepcua 5.7

05.2021

CuHxpoHu3auma ¢ sepcumeit M0 10.2.6

N3meHeHuA B pasgenax:

- 4.11 F'pynnbl arperaumn kaHanos — Link Aggregation Group (LAG)
- 4.12 HactpoWika IPv4-agpecaumm

-4.21.8 Hactpoiika ¢yHKumn IPv6 RA Guard

-4.17.4 Cnucku poctyna ACL gna ynpaBneHuns ycTpoMCTBOM
-4.21.6 Hactpolika ¢yHKkummn MAC Address Notification

- 4.25 KoHowurypauma ACL (cnmMcku KoHTpoAs goctyna)

-4.27.1 Hactpoiika QoS

[ob6aBneHbl pasgenbl:
-4.21.9 Hactpoliika ¢yHKumm IPv6 ND Inspection

Bepcua 5.6

03.2021

CuHxpoHM3auma ¢ sepcumeit M0 10.2.5.2

Bepcua 5.5

11.2020

CuHxpoHM3aumsa ¢ sepcueit MO 10.2.5
Job6asneHa nHpopmauma o6 ycrponcteax MES2448 DC, MES2448B.

M3meHeHusA B pasgenax:

- 1.1 HasHauyeHue

- 1.3 OCHOBHble TeXHUYECKNE XapaKTepUCTUKM

- 1.4.1 BHewWwHuWI’ BUA, 1 onvcaHne nepegHei naHeamn ycTpomncTs
-1.4.2 3a4HAA 1 BepXHAA NaHeNn ycTpomncTs

- 1.5 KomnnekT noctaBku

- 4.4 KomaHabl ynpasaeHUsa cuctemon

- 4.8.1 Napametpbl Ethernet-untepdeiicos, Port-Channel n Loopback-uHtep-
deiicos

- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMMYyTaumMn nHTepdeincos
-4.21.8 Hactpoiika ¢yHKumn IPv6 RA Guard

- 4.15 Hactpoiika npotokosna OAM

-4.27.1 Hactpolika QoS

- MpwnoxeHue B. Ouepeaun ansa npuHumaemoro Ha CPU Tpaduka

Bepcua 5.4

10.2020

M3meHeHuA B pasgenax:

- 1.3 OCHOBHble TEXHNYECKME XapPaKTEPUCTUKN

- 4.4 KomaHabl ynpasaeHus cuctemon

- 4.8.1 Napametpbl Ethernet-uHtepdeitcos, Port-Channel u Loopback-uHTep-
deiicos

- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMMYyTaumMn nHTepdencos
-4.11 Fpynnbl arperaumm KaHanos — Link Aggregation Group (LAG)
- 4.21.8 HacTpolika ¢oyHKumm IPv6 RA Guard

-4.14.3.1 Hactpoka npotokona STP, RSTP

- 4.15 HacTpovika npotokosa OAM

- 4.18 ¥ypHan aBapwuit, npoTokon SYSLOG

-4.21.6 Hactpolika ¢oyHKummn MAC Address Notification

- 4.27.1 Hactpoiika QoS

Bepcua 5.3

08.2020

Job6asneHa nHpopmauma o6 ycrpoctee MES3708P.

N3meHeHwuA B pasgenax:

- 1.3 OCHOBHble TeXHUYECKNE XapaKTePUCTUKM

- 3.6.2.3 HacTtpoiika napameTtpos npotokona SNMP ansa poctyna K ycTpoincrey
- 4.4 KomaHapbl ynpaB/ieHUss CUCTEMOM

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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- 4.8.1 Napametpsbl Ethernet-nntepdeiicos, Port-Channel n Loopback-uHrep-
deiicos
- 4.8.2 HacTpolika VLAN 1 pexxnmoB KOMMyTaumn nHTepdencos
-4.17.1 MexaHusm AAA
-4.17.3 MNpotokon TACACS+
-4.21.2 KoHTponab npoTtokona DHCP u onuua 82
-4.21.4 3awmTa IP-agpeca kamnenTa (IP Source Guard)
[ob6asneHbl pasgensi:
- 4.3 HacTpoiKa MaKpoOKOMaHz,
Bepcua 5.2 07.2020 M3meHeHUsA B pasgenax:
- 3.6.2.2 HacTtpoiika ctatuyeckoro IP-agpeca, Macku NOACETU U W03 NO YMO-
YaHuIo
- 3.6.2.3 HacTtpoiika napameTtpoBs npotokona SNMP ansa gocTyna K ycTpoicTey
- 4.6.2 KomaHab! ana pabotbl ¢ pannamm
- 4.8.2 Hactpoiika VLAN 1 pexxMmoB KoMmyTaLmu nHTepdericos
-4.21.8 Hactpoiika ¢yHKumn IPv6 RA Guard
- 4.15 Hactpovika npotokona OAM
- 4.18 ¥ypHan aBapwuit, npoTokon SYSLOG
-4.20.2 dneKkTponuTaHue no anHuam Ethernet (PoE)
-4.21.3 DSLAM Controller Solution (DCS)
-4.21.4 3awmTa IP-agpeca kamnenTa (IP Source Guard)
-4.27.1 Hactpoliika QoS
[ob6asneHbl pasaensi:
- Mpunoxenue I'. PacundpoBsKa cnmcka npoueccos
Bepcua 5.1 06.2020 Job6asneHa nHpopmauma o6 ycrponicteax MES2424, MES2424B.
MN3meHeHus B pasgenax:
- 1.3 OCHOBHble TEXHMYECKME XapaKTEPUCTUKHN
- 1.4.1 BHEWHWI BUA M ONMCaHWE NepesHel NaHenm ycTponcTs
- 4.6.3 KomaHabl ANns pesepBMpoBaHuns KoHOUrypaumm
Bepcua 5.0 03.2020 M3meHeHUsA B pasgenax:
- 1.3 OCHOBHble TeXHUYECKNe XapaKTepUCTUKM
- 3.6.2.1 3agaHue napons gns nosb3osatens «admin» U co3gaHue HOBbIX NOJb-
3oBaTenen
- 3.6.2.3 HacTpoliika napameTpos npotokona SNMP ans goctyna K ycTpoicray
- 4.4 KomaHabl ynpasaeHus cuctemon
- 4.6.2 KomaHab! ana pabotol ¢ pannamm
- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMMyTaumMn nHTepdencos
-4.17.1 MexaHusm AAA
- 4.30.4 XypHanupoBaHue 0TAa404YHbIX COOBLLEHNI
[ob6asneHbl pasgensi:
- 3.4 3arpy304Hoe MeHto
- MpwunoxkeHne B. Ouepeaun ans npuHumaemoro Ha CPU Tpaduka
Bepcusa 4.5 12.2019 M3meHeHusA B pasaenax:
- 3.6.2 ba3oBaA HaCTpoOMKa KoMmyTaTopa
- 4.8.2 HacTpoiika VLAN 1 pexxnmoB KOMMYyTaumMn nHTepdencos
- 4.9 Selective Q-in-Q
-4.20.1 AnarHocTMka megHoro Kabens
-4.21.2 KoHTponb npotokona DHCP v onuua 82
Bepcua 4.4 11.2019 M3meHeHUsA B pasgenax:
-4.17.5.2 HacTtpowka napameTpos npoTokona SNMP gns goctyna K ycTpomncTay
- 4.20.2 dnekTponuTaHue no AMHuam Ethernet (PoE)
Bepcua 4.3 10.2019 M3meHeHUsA B pasgenax:
- 1.3 OCHOBHble TeXHUYECKNE XapaKTepPUCTUKM
- 4.4 KomaHapbl ynpaB/ieHUsi CUCTEMOM
- 4.20.2 dnekTponuTaHue no MHuam Ethernet (PoE)
-4.21.3 DSLAM Controller Solution (DCS)
Job6asneHbl pasgensi:
- 4.2 dunbTpaumsa coobLEeHN KOMaHAHON CTPOKM
- 4.5 KomaHZabl Ana HAacTPOMKM NapameTpoB 414 3aaHnA naposiei
- 4.6.3 KomaHAabl ANnA pe3epBUpPoOBaHMA KOHOUIypaumm

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 5
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- 4.30 Pexxum oTnagKkun
Bepcusa 4.2 08.2019 M3meHeHuA B pasgenax:
- 3.6.2.3 HacTtpotika napameTtpoBs npotokona SNMP ansa gocTyna K ycTpoicTBy
- 4.8.2 HacTpoiika VLAN 1 peXXxmmoB KOMMYTaumMn nHTepdencos
-4.17.3 Npotokon TACACS+
-4.21.2 KoHTponb npotokona DHCP u onuua 82
Bepcusa 4.1 06.2019 M3meHeHusA B pasaenax:
— Storm Control gns pasnnuHoro TpaduKa (broadcast, multicast, unknown
unicast)
Bepcua 4.0 06.2019 M3meHeHUA B pasgenax:
— HayanbHana HacTpoiKa KommyTaTopa
— Hactpoiika napameTtpos npotokona SNMP ana noctyna K ycTpoincTsy
— dneKkTponuTaHue no anHusam Ethernet (PoE)
Bepcusa 3.0 03.2019 [ob6asneHa nHdopmauma 06 yctponcteax cepmum MES2408x n MES2428P.
[ob6asneHbl pasaenoi:
— ABTOMaTMYECKas HACTPOliKa MapaMeTpoB KOMMYTaTopa
(Zero Touch Provisioning)
— Selective Q-in-Q
— HacTpolika npotokona OAM
—MpoTtokon TACACS+
— JneKTponutaHue no anHuam Ethernet (PoE)
—MpoTtokon UDLD
— 3awwmTa IP-agpeca knuneHTa (IP Source Guard)
Bepcua 2.0 01.2019 Bropas nybaunkaums.
Bepcua 1.0 12.2018 MNepsasa nybavkaums.
Bepcua nporpammHoro obecneveHus 10.4.4

6 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx
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HELTEX

YC/NTOBHbIE O6O3HAYEHUA

0O603HauyeHue

OnucaHue

[]

B KBaZpaTHbIX CKOBKax B KOMaHAHOM CTPOKe YKa3blBaloTCA HeobszaTenbHble
napameTpbl, HO MX BBOJA NpeaocTaBAAeT onpeaeneHHble A0MNOAHUTENbHbIe
onuuu.

{}

B purypHbix ckobKkax B KOMaHAHOM CTPOKE YKa3blBalOTC BO3MOXKHble 0653a-
TeNbHble napameTpbl. Heobxoanmo BblI6paTh 0AMH U3 MapaMeTpos.

«,»
«-»

ﬂ,aHHbIe 3HaKM B ONNCaHNN KOMaHAbl UCMNONb3YOTCA ANA YKa3aHUA ANaNa30-
HOB.

«|»

[aHHbIN 3HaK B ONUCAaHMM KOMaHAbl 0603HaYaeT «Uany.

«/»

l£|,aHHbIl\;1 3HaK B ONNCaHne KoMaHA4bl YKa3biBae€T Ha 3Ha4Y€HUNE NO YMO/TYAHUIO.

Kypcue Calibri

Kypcusom Calibri yka3sbiBatloTca nepeMeHHble AKX NapamMeTpbl, KOTopble Heob-
XOZAMMO 3aMEHUTb COOTBETCTBYHOLLMM CIOBOM WU/ CTPOKOW.

MonyXupHbI Kypcue

MonyXMpHbIM WPUEOTOM BblAENEHBI NPUMEUYAHUA U NPesyNpPeXaeHUS.

<MonyxcupHolii
Kypcue>

MoNYyXMPHBIM KYPCUBOM B YI/I0BbIX CKOBKAX YKa3blBalOTCA HAa3BaHUA KNaBULL
Ha KfnaBuaType.

Courier New

MonyxupHbim LW pndtom Courier New 3anuncaHbl NpUMepbl BBOAA KOMAHA,

Courier New|

WpunopTtom Courier New B pamKe C TEHbIO YKa3aHbl Pe3yabTaTbl BbIMOJAHEHMSA
KOMaHa,

NPUMEYAHUA U NPEAYNPEXAEHUA

Y

MpumeyvaHuA coaeprKaT BaXKHYIO MHPOPMaLUIO, COBETbI UM PEeKOMEHAAL MU NO UCNOJIb-
30BaHUIO U HACTPOKe YCTPOMUCTBA.

1 MpeaynpexageHna MHGOPMUPYIOT NOb30BaTENA O CUTYALUAX, KOTOpPble MOTYT HaHeCTU
’ Bpepa, yCTPOMCTBY UM YeNI0BEKY, MPUBECTU K HEKOPPEKTHOU paboTe ycTpoiicTBa Mam no-
Tepe AaHHbIX.
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HELTEX

BBEAEHUE

B nocnegHue ropbl Habnogaetca TEHOEHUMA K OCYLWLECTBAEHWUIO MAcCWTAbHbIX MPOEKToB Mo
NOCTPOEHMUIO ceTel CBA3U B COOTBETCTBMMU € KoHUenuneit NGN. OaHol M3 OCHOBHbIX 3a4a4 Npu peaansauum
KPYMHbIX MY/JbTUCEPBUCHDBIX CETEN ABAAETCA CO34aHME HALEXKHbIX W BbICOKOMPOU3BOAUTENbHBIX
TPAHCMOPTHbIX CETEN, KOTOPblE ABAAKOTCA ONOPHLIMW B MHOTOCNOMHOM apXMTEKTYpe CeTei cnepyowero
NOKONEHMUA.

[NA pOCTUNKEHUA BbICOKMX CKOPOCTEN WMPOKO MPUMEHAIOTCA TEXHOIOTUM Nepesadn nHGopmMaLmm
Gigabit Ethernet (GE). Nepegaya MHGOpMaLMM Ha BbICOKMX CKOPOCTAX, OCOBEHHO B CETAX KPYMHOro
MacwTaba, noapasymeBaeT Bbl6Op TaKoOW TOMNOMOMMKM CeTM, KOTOpas Mo3BOAAET IMBKO OCYLLecTBAATb
pacnpefeneHne BbICOKOCKOPOCTHbIX MOTOKOB.

KommyTatopsbl cepuit MES14xx, MES24xx, MES34xx n MES3708P moryT Mcnosb30BaTbCA Ha CETAX
KPYNHbIX NpeanpuaTUii U NpeanpuaTuii manoro u cpegHero busHeca (SMB), B onepatopckux cetax. OHu
obecneynBaloT BbICOKYID NPOM3BOAMUTENBHOCTb, MOKOCTb, 6€30MacHOCTb, MHOFOYPOBHEBOE KayecTBO
obcnyxumeaHua (QoS).

MpomblwneHHble KommyTaTtopbl MESS34001-24, MES3708P, MES3710P npeaHasHayeHbl AnA
OpraHM3aLmMn 3aLWMLLEHHBIX OTKA30yCTOMUYMBBIX CETEN Mepenayn AaHHbIX Ha 06beKTax, rae Heobxoanmo
BbiNO/SIHEHWEe TpeboBaHMI NO 0b6ECcneYeHUo YCTOMYMBOCTM K BO3AEUCTBMAM pPas3NMYHOMO BUAA:
TeMnNepaTypHbIM, MEXAHUYECKUM U APYTUM.

B HacToAWeEM pPYKOBOACTBE U3/10XKEHbI HAa3HAYEHWNE, TEXHUYECKNE XapaKTEPUCTUKM, peKOMeHAALNN
MO Ha4ya/NbHOW HACTPOMKE, CUHTAKCUC KOMaHA, AnA KOHUrypauuum, MOHUTOPWHra W obBHOBAEHMA
nporpammHoro obecneyeHns KommyTaTopa.
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HELTEX

1 OMNWUCAHUE U3AENUA

1.1 HasHauyeHue

YctpoiictBa cepuit MES14xx n MES24xx ABAAOTCA ynpaBAseMbliMM KOMMYTaTOPaMM, BbIMOHAD-
MMM CBOM KOMMYTALLMOHHbIE GYHKLUMM HA KaHA/IbHOM M CETEBOM YPOBHAX moaenm OSI.

CeTteBble KommyTaTopbl MES1428 nmetoT B cBOEMm cocTaBe 24 anieKTpuyeckmx nopta Fast Ethernet u
4 onTtnyeckunx nopta Gigabit Ethernet ana yctaHoBKku SFP-TpaHcmeepos (Combo-nopTbi).

CeTteBble KOmMyTaTOpbl MES2408X MMetOT B CBOEM cOCTaBe 8 aneKkTpuyeckux noptos Gigabit Ethernet
M 2 onTuyeckux nopta Gigabit Ethernet ana ycraHoBku SFP-TpaHcMBepoB.

CeteBble KommyTaTopbl MES2411X mMmeloT B CBOEM cocCTaBe 8 3/eKTpuuyeckux nopTtoB Gigabit
Ethernet 1 11 ontnuyeckmx noptoB TenGigabit Ethernet ans yctaHoBKku SFP+-TpaHcMBEpOB.

CeTteBble KommyTaTopbl MES2420B-24D, MES2420D-24DP nmetoT B cBOeM cocTase 24 3NeKTPUYECKUX
nopta 2,5 Gigabit Ethernet n 4 ontTnyeckux nopta TenGigabit Ethernet gns yctaHoBKM SFP+-TpaHcHMBEpOB.

CeTteBble KOMmMyTaToOpbl MES2428x MMetoT B CBOEM cocTaBe 24 aneKkTpuyeckunx noprta Gigabit Ethernet
1 4 onTnyeckmx nopta Gigabit Ethernet ana ycraHoBku SFP-TpaHcnepos (Combo-nopTsl).

CeteBble KommyTaTtopbl MES2424x, MES3400-24, MES34001-24 umeroT B CBOEM cocTaBe 24
3/IeKTpMYecKmx noprta Gigabit Ethernet n 4 ontuyecknx nopta TenGigabit Ethernet gna ycraHoBku SFP+-
TpaHCUBEPOB.

CeTteBble KommyTaTopbl MES2410-08DU, MES2410-08DP nmetot B cBoOEM COCTaBe 8 3/1EKTPUYECKUX
noptos 2,5 Gigabit Ethernet n 2 ontuyecknx nopta TenGigabit Ethernet gns yctaHoBKkM SFP+-TpaHcMBepOB.

CeteBble KommyTaTopbl MES2424FB nmetoT B cBOEM cocTaBe 24 onTuyeckmx nopTa Gigabit Ethernet
Ans yctaHoBKM SFP-TpaHcuBepoB M 4 onTudeckux nopta TenGigabit Ethernet ana ycraHoBKkM SFP+-
TpaHCMBepos.

CeTteBble KommyTaTopbl MES2420-48P, MES2448 DC, MES2448B, MES2448P nmetoT B CBOEM cOCTaBe
48 anekTpuyeckmx nopTtoB Gigabit Ethernet n 4 ontuyecknx nopta TenGigabit Ethernet ana ycraHoBKku SFP+-
TPaHCUBEPOB.

CeteBble KommyTaTopbl MES3400-24F nmetoT B CBOEM cocTaBe 24 onTuyeckmx nopta Gigabit Ethernet
Ans yctaHoBKM SFP-TpaHcuBepoB M 4 ontudeckux nopta TenGigabit Ethernet gna ycraHoBKM SFP+-
TpaHCUBEPOB.

CeteBble kKommyTaTtopbl MES3400-48 nmetloT B CBOEM cocTaBe 48 aneKkTpuyeckmx noptos Gigabit
Ethernet n 4 onTnueckmx nopta TenGigabit Ethernet gns yctaHoBKM SFP+-TpaHcMBepoB.

CeteBble KommyTaTopbl MES3400-48F nmetot B cBOEM cocTaBe 48 onTuyeckmx nopta Gigabit Ethernet
Ana yctaHoBKM SFP-TpaHcuBepoB M 4 onTuyeckmx nopTta TenGigabit Ethernet gns yctaHoBKM SFP+-
TpaHCUBEPOB.

CeteBble KommyTaTopbl MES3708P mmeloT B CBOEM cocCTaBe 8 3/eKTpuyeckux noptosB Gigabit
Ethernet u 2 onTnyeckmx nopta Gigabit Ethernet gns yctaHoBku SFP-TpaHcuBepos.

CeTteBble KommyTaTopbl MES3710P mMmeloT B CBOEM cocTaBe 8 3/1eKTpuyeckux nopTtosB Gigabit
Ethernet u 4 onTnueckux nopra Gigabit Ethernet ana ycraHoBkn SFP-TpaHcrBepos.
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1.2 ®dyHKUMKM KOMMYyTATOPA

1.2.1 ba3oevie pyHKYUU

B Tabanue 1 npuseseH cnncok 6a3oBblx GYHKUMIA YCTPOMUCTB, AOCTYMNHbIX 414 agMUHUCTPUPOBAHMA.

Tabanua 1 — basoBble GyHKUUM YCTPOMCTBA

3awuma om
6510KUpoBKuU o4Yepedu
(HOL)

BNIOKMPOBKa BO3HMKAET B C/ly4asx Neperpysku BbIXOAHbIX MOPTOB YCTPOWCTBA Tpadu-
KOM OT HECKOJIbKMX BXOAHbIX MOPTOB. ITO NPUBOAMT K 33aJePKKaM nepesaum faHHbIX
M NoTepe NaKeToB..

Moddepxka
ce8epXx0/1UHHbIX KAOpOoe
(Jumbo frames)

CnocobHocTb NoaAepKnBaTh nepesady CBEPXA/AMHHBIX KagpoB, YTO MO3BONAET ne-
pefaBaTb AAHHbIE MEHBLIMM YMC/IOM MAKETOB. ITO CHUXKAET 06BEM C/yKEOHOMN UH-
dopmaunm, sBpems 06paboTKM 1 NepepbIBbI.

anaeneHue MoOMOKOM
(IEEE 802.3X)

YnpaB/iieHne NOTOKOM NO3BOJIAET COEAUHATb HU3KOCKOPOCTHOE YCTPOMCTBO C BbICO-
KOCKOPOCTHbIM. [nA npepoTBpalleHuA nepenonHeHusa bydepa HU3KOCKOPOCTHOe
YCTPOMCTBO MMEET BO3MOXKHOCTb OTNPaBAATb NakeT PAUSE, Tem cambim MHPopMMpya
BbICOKOCKOPOCTHOE YCTPOICTBO O HEOBXOAMMOCTU cAeNaTb Naysy npu nepegave na-
KeTOoB.

1.2.2 ®yHKYyuu npu pabome c MAC-adpecamu

B Tabsmue 2 npuBeaeHbl GyHKUMM YCTPOWUCTB Npu paboTte ¢ MAC-aapecamu.

Tabnunua 2 — PyHKuMKM paboTbl c MAC-agpecamm

Tabauya MAC-adpecos

KommyTaTtop cocrasaser B namatv Tabauuy, B KOTOPOW yCTaHaBAMBAETCA COOTBET-
cteune mexay MAC-agpecamu 1 y3namu nopToB KOMMyTaTOpa.

Pexcum obyyeHus

B oTcyTcTBME 0OYYeHMA, AaHHble, NOCTyNalwoLlmMe Ha Kakon-1mbo nopT, nepeaatoTcs
Ha BCe OCTasIbHble NOPTbI KOMMYTaTOPa. B pexkume 0by4eHMs KOMMYTATOP aHaNU3U-
pyeT Kagpbl U, onpegenvs MAC-aapec oTnpasuTens, 3aHOCUT ero B Tabamuy mapLu-
pyTv3auunn. Bnocneactsum kagp Ethernet, npegHasHaveHHbIN gns xocta, MAC-agpec
KOTOPOrO y»e ecTb B Tabanue, nepenaetca TONbKO Yepes yKa3aHHbIW B Tabauue noprt.

Moddepicka nepedayu
Ha HecKosnbKo MAC-
adpecos (MAC

[daHHaa ¢yHKUMA NO3BONAET YyCTaHaBAMBATb COEAMHEHUA «OAMH KO MHOFMM» U
«MHOTME KO MHOrMm». Takum o6pa3om, Kagp, afpecoBaHHbI MHOroagpecHom
rpynne, nepefaeTcsa Ha KaxkAblil NOPT, BXOAALLMI B rpynny.

Multicast Support)

AsmomamuyecKoe

epemsa xpaHeHua MAC- | Ecnv ot ycTpoiicTea c onpefeneHHbM MAC-agpecom 3a onpeaeneHHbli nepuog, spe-

adpecos MEHMU He MOCTyNalT NaKeTbl, TO 3anNucb 414 AaHHOTO agpeca ycTapesaeT U yaanaeTtcs.

(Automatic Aging for 370 NO3BONAET NOAAEPHKMBATD TAOAMLY KOMMYTALMW B aKTyalbHOM COCTOAHUU.

MAC Addresses)

CmamuyecKue 3anucu .

MAC CeTeBoM KOMMYTaTOp MO3BOJIAET MO/Ib30BATENIO ONpeaenuTb CTaTUYecKue 3anucu
. . cooTBeTcTBMIN MAC-aapecoB, KOTOpble COXPaHAIOTCA B Tabaunue MapipyTusauuu.

(Static MAC Entries)
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1.2.3 ®yHKyuu emopozo yposHa cemeeoii modenu OSI

B Tabanue 3 npmeeseHbl GyHKLMM U 0COBEHHOCTU BTOPOro ypoBHA (yposeHb 2 OSI).

Tabnunuya 3 — OnucaHme PyHKUMM BTOporo ypoBsHs (yposeHb 2 OSI)

Peanusauusa npotokona IGMP no3sBonsier Ha ocHoBe WMHGOPMaLMK, NOAYYEHHON
npu aHanuse cogepxunmoro IGMP-nakeTos, onpeaennTb, Kakue yCcTponcTea B ceTm

®yHkyusa IGMP Snooping .

YYaCTBYHOT B Fpynnax MHOroaZpecHOM paccblikK, U agpecoBaTtb TPadMK Ha COOTBET-

CTBYIOLLME MOPTHI.

. Peannsauma npotokona MLD no3sosseT yCcTpoOACTBY MUHUMU3NPOBATb MHOT0aA-

®yHkyua MLD Snooping batl P yerp y P A

pecHbIi IPv6-Tpaduk.

®yHKLMA, NO3BONAOWLAA NEPeHanpPaBaATb MHOroaapecHbl TpaduK M3 oAHOro
®yHkyua MVR VLAN B pgpyryto Ha ocHoBaHuMM IGMP-coObLLEHNI, YTO MNO3BOAAET YMEHbLWUTL

HarpysKy Ha uplink-nopty. NMpumeHaeTca B pelweHusax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast Storm
Control)

«LTopm» — 370 pasmHoKeHMe broadcast-, multicast-, unknown unicast-nakeTos B
KaXK40M y3/e, KOTopoe NPUBOAUT K 1aBUHOOBPA3HOMY POCTY MX YMC/Ia U Napanu-
3yeT paboTy ceTn. KoMMyTaTopbl UMEIOT GYHKLNIO, MO3BOAIOLLYIO OFrPaHUYUTb CKO-
pOCTb NepeAaYm MHOroaApPECHbIX U LLIMPOKOBELLATENbHbIX KaApOoB, MPUHATbIX M ne-
peaaHHbIX KOMMYTaTOPOM.

3epKanuposaHue
nopmos
(Port Mirroring)

3epKanMpoBaHWe NOPTOB NO3BOASET Ay6ANpPOBaTh TpadUK HabogaeMbIX MOPTOB,
nepecbiias BXOAALME U/UAN UCXOSALIME NAaKEeTbl HA KOHTPOAMPYIOLWMI nopT. Y
No/sb30BaTeIn KOMMYTaTOPa €CTb BO3MOXKHOCTb 334aTb KOHTPOAUPYIOLWMIA U KOH-
TpoAMpyemble NOpPTbl U BbIGPATb TMN TpaduKa (BXOAALLMI /UK UCXOLALLMIA), KO-
TopbIi ByaeT nepeaaH Ha KOHTPOAUPYHOLWMIA NOPT.

U3zonayua nopmos
(Protected ports)

OanHaa GyHKUMA NO3BONAET Ha3Ha4uTb NopTty ero uplink-nopT, Ha KoTopbin 6es3-
YC/0BHO ByAeT nepeHanpasBAAaTbCA Becb TpaduK, obecneymsan Tem cambim U30AA-
UMIO C APYrMMM NopTamu (B Nnpeaenax o4HOro KOMMYTaTopa), HAXOAALLMXCA B 3TOM
e wupokoselwatensHom gomeHe (VLAN) B npegenax 04HOro KOMmyTaTopa.

lMooddepxcka npomoKona
STP (Spanning Tree
Protocol)

Spanning Tree Protocol — ceTeBol NPOTOKO/, OCHOBHOW 3aZa4yeit KOTOPOro ABASA-
eTcsA npuseaeHune cetu Ethernet ¢ M3BbITOYHBIMU COEAUHEHUAMM K APEBOBUAHOM
TOMNOAOMUK, UCKNtOYatoLLel NeTan. KommyTaTopbl 06MeHUBaOTCA KOHUIYpaLMOH-
HbIMW COOBLLEHNAMM, UCMONB3YA Kaapbl cneumansHoro dopmata, U BbIBOPOUHO
BK/IOYAIOT M OTK/ILOYAIOT Nepesady Ha NopTbl.

Mooddepxcka npomoKona
RSTP

(IEEE 802.1w Rapid
spanning tree protocol)

Rapid (6bicTpbiit) STP (RSTP) — AaBnsieTcA ycoBeplUeHCTBOBaHMEM NpoTokona STP, xa-
PaKTepPU3yeTca MeHbLWMM BpEMEHEM NPUBEAEHNA CETU K APEBOBUAHOMN TONOAOMMM
n uMmeeT 60/1ee BbICOKYH YCTOMYMBOCTD.

Mooddepxcka npomoKona
ERPS (Ethernet Ring
Protection Switch)

MpoToKOA NpeAHa3HayYeH 414 NOBbIWEHNA YCTOMYMBOCTU U HALEKHOCTM CETU Nne-
pegayn AaHHbIX, UMeloLel KONbLEBYIO TOMOJIOMUIO, 3a CHET CHUMXEHWUA BPEMEHM

BOCCTAHOB/IEHWA CETM B C/ly4ae aBapuu. Bpems BocCcTaHOBAEHUA He npesbiwaeT 1
CEKYHAbI, YTO CYLLLECTBEHHO MEHbLUE BPeMeHU NepecTpoiiku ceTn Npu UCNob3o-

BaHUM NPOTOKO/I0B CEMECTBA spanning tree.

Moododepxcka VLAN

VLAN —3T0 rpynna nopToB KOMMYyTaTopa, 06pa3yowmx o4HY LUMPOKOBELLLATE/IbHYO
obnactb (aomeH). KommyTaTop noanep1BaeT pasnyHble CpeacTsa Kaaccuopuka-
LMW NaKeTOoB ANA onpeAeneHna Ux NnpuHaanexXHoctTu Kk onpegeneHHoro VLAN.

Mooddepxcka npomoKona
OAM

(Operation,
Administration and
Maintenance,

IEEE 802.3ah)

Ethernet OAM (Operation, Administration and Maintenance), IEEE 802.3ah — ¢yHK-
LUK YPOBHA KaHafa nepeaayn AaHHbIX, NpeacTasasowme coboin NpoToKoN MOHU-
TOPWHIA COCTOAHMA KaHana. B aTom npoTokose gns nepegaydn MHPopmalmm o co-
CTOSIHUM KaHafa Mexay HenocpencTBeHHO MNOAKAHOYEHHBIMM YCTPOMCTBAMM
Ethernet ncnonb3yotca 610K gaHHbIX npoTokona OAM (OAMPDU). O6a ycTpoii-
CTBa A0NKHbI NoaAepKuBaTb cTaHaapT IEEE 802.3ah.

Moddepxcka VLAN Ha
6aze nopmoe
(Port-Based VLAN)

Pacnpepenernue no rpynnam VLAN BbinonHAeTcA No BXoAAawMm noptam. [laHHoe
pelleHMe NO3BONAET UCMO/Ib30BaTb Ha Ka*KAOM NOpTy TONbKO oAHy rpynny VLAN.
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IEEE 802.1Q — OTKpbITbIVA CTaHAAPT, KOTOPbLIN ONKUCbIBAET NpoLeaypy TerMpoBaHua
Moddepxka 802.1Q TpaduKa gna nepegaum nHbopmauumn o npuHagaexHoctn K VLAN. MNossonseT umc-
nonb3oBaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.

Mpotokon LACP obecneynBaeTt aBTomatTuyeckoe ob6beAMHEHNE OTAE/bHbIX CBA3EN
MeXay ABYMA YCTPOWCTBaMM (KOMMYTaTOP—KOMMYTATOp WM KOMMyTaTop—cep-
Bep) B e4MHbIM KaHa nepesaym AaHHbIX.

B NpoTOKONE NOCTOAHHO ONpPEeAENseTca BOSMOXHOCTb 06 begMHEHNA KaHANOoB, U B
C/ly4ae O0TKa3a coeguHeHUA, BXogALLero B 06begMHEHHDBIN KaHas, ero TpaduK aBTo-
MaTUYeCKU nepepacnpeaenseTca no He OTKa3aBLIMM KOMMNOHEHTaM 06beauHeH-
HOro KaHana.

O6veduHeHuUe KaHan08 ¢
ucnonv3zosaHuem LACP

B ycTpoicTBax nogaepkmeaetca GyHKLMA CO34aHMA FPYNN KaHaaoB. Arperauma Ka-
Hanos (Link aggregation, trunking) nnu IEEE 802.3ad — TexHosorMa o6beanHeHus
HECKOIbKMX GUINYECKMX KAHANOB B OAMH JIOTMYECKUI. ITO CNOCOOCTBYET HE TO/IbKO
YBENMYEHMNIO NPONYCKHOM CMOCOBHOCTM MArMcTpasbHbIX KaHa/oB KOMMyTaTop—
Co3daHue epynn LAG KOMMYTATOp WM KOMMYTaTOP—CepPBEP, HO M MOBbLIWEHUIO UX HAAEXHOCTU. Bo3-
MOHbl TPM TMNa 6anaHCMpPOBKM — Ha ocHoBaHMKM MAC-agpecos, Ha OCHOBaHuMM |P-
aflpecoB 1 Ha OCHOBaHMM nopTa (socket) HasHayeHus.

lpynna LAG cocToMT U3 NOPTOB C OANHAKOBOM CKOPOCTbIO, PaboTalowWmx B AynaeKc-
HOM peXnme.

Mo3BonseT HasHa4aTb BHewHMi VLAN SPVLAN (ServiceProvider's VLAN) Ha ocHoBe
CKOHPUIYPUPOBAHHBIX MpaBua oGuabTpauMmM No Homepam BHyTpeHHux VLAN
Selective Q-in-Q (Customer VLAN). MpumeHeHune Selective Q-in-Q nossonseTt pasobpatb Tpaduk
aboHeHTa Ha HeckonbKo VLAN, nameHntb metky SPVLAN y naketa B oTAE/bHOM
yyacTKe ceTu.

1.2.4 ®yHKYuu mpemoe2o ypoeHa cemesoli moodenu OSI|

B Tabnumue 4 npuseaeHbl GyHKUMM TpeTbero ypoBHsA (yposeHb 3 OSI).

Tabnunua 4 — OnucaHme GyHKUMIN TpeTbero ypoBHaA (Layer 3)

Cmamuyeckue IP- AAMUHUCTPATOP KOMMYTaTopa MMeeT BO3MOXHOCTb A06aBAATb U yaanaTb cTaTuye-
mapwpymeol CKMe 3anuncu B Tabimuy mapLipyTmsaumm.
KnueHmeoi BootP u v . 6 P
. cTpoicTBa CnoCOBHbI  aBTOMATUYECKM MoJyyYaTb -afpec Mo MPOTOKON

DHCP (Dynamic Host Boorch /DHCP Y AP P 4
Configuration Protocol) '
lpomokon ARP ARP — npoToKos conocTaBnieHua IP-agpeca u pusndeckoro agpeca ycrporictea. Coort-
(Address Resolution BETCTBME YCTAHAB/IMBAETCA Ha OCHOBE aHa/M3a OTBEeTa OT Y3/1a CeTW, agpec y3/a 3a-
Protocol) npalmMBaeTca B LUMPOKOBELLLATE/IbHOM MaKeTe.

IGMP Proxy — HKUMA YNPOLWEHHOW MapLlupyTU3auumM MHOroaapecHbIX AaHHbIX
®yHKyus IGMP proxy y — oyHKumMa ynpouy ppyTH3aL, ap it

MeXAy ceTamu. s ynpaBieHMa mapLipyT13aumein ncnobsyertcs npotokon IGMP.

MpoTtokon VRRP npegHasHavyeH gna pesepBMpoOBaHNA MApPLLIPYTM3aTOPOB, BbIMNOJIHA-
OLLMX POAb W33 NO YMOAYaHUI0. ITO JocTuraeTcsa nyTém obbeguHeHua IP-nHTep-
¢delicoB rpynnbl MapLLpPyTU3aTOPOB B OANH BUPTYasbHbIN, KOTOPbIV ByaeT MCnosb3o-
BATbCA KaK LW/I03 MO YMONYaHUIO /19 KOMIMbIOTEPOB B CETU.

lpomokon VRRP

OSPF (Open Shortest Path First) — npoTokon gMHaMn4yeckon mapLupyT13aLmm, OCHo-
BaHHbI Ha TEXHONOIMU OTC/AEXKMBAHMA COCTOAHUA KaHana (link-state technology) u
MCMO/b3YIOWMINCA ANA HAXOXKAEHUA KpaTyaliwero nyTu anroputm [eikcTpbl. MNpoTo-

Mpomokon OSPFv2 .

P kKon OSPF npeactaBnset coboi NpoToKoa BHyTpeHHero wnto3a (IGP). MpoTtokon
OSPFv2 pacnpocTtpaHaeT MHGopmMaLmio 0 AOCTYNHbIX IPv4-mapLlupyTax mexay mapLu-
pyTU3aTopamu ogHOM aBTOHOMHOW CUCTEMbI.

MpoToKon gnHamuyeckol mapwpyTtmnsauum OSPFv3 pacnpocTpaHsaeT MHbopMaLmio o
lpomokon OSPFv3 AOCTYNHbIX IPV6-MaplupyTax mexay MapluipyTM3aTopamu OA4HOM aBTOHOMHOMN CU-

CTeMbl.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 15



HELTEX

lpomokoan RIP

RIP (Routing Information Protocol) — npoTokon maplpyTHOM MHOPMaLMK, OTHOCA-
WMIACA K BHYTPEHHMM MNPOTOKO/IAM MapLIpyTM3aLMM AUCTAaHULMOHHO-BEKTOPHOrO
™na.

1.2.5 ®yHKyuu QoS

B Tabnuue 5 npuBeaeHbl OCHOBHble GyHKLUUM KadecTBa obcaykmnsaHus (Quality of Service).

Tabnnua 5 — OcHOBHble PYHKLUMM KadecTBa 06C/yKnBaHUA

IModdeprcka
npuopumemHoix
ouepedeli

YCTpOICTBO NoaaepKnBaeT NPUOPUTE3aLMI0 UCXOAALLEro TpaduMKa No ovepessam Ha
KaXAoM nopTy. PacnpegeneHve nakeTos No o4epeasm MOXeT NPOoM3BOANTLCA B pe-
3y/ibTaTe KAaccudrKaLumMm NaKeToB Mo Pas/IMYHbIM MOJIAM B 3aro/I0BKax NaKkeTos.

IModdepixka Knacca
obcnymwueaHusa 802.1p

CraHgapT 802.1p cneumdpuumnpyeT MeToq yKasaHUa NpuopuTeTa Kaapa v anroputm
MCMNONb30BaHMA NPUOPUTETA B LENSAX CBOEBPEMEHHOM AOCTaBKM YyBCTBUTENbHOTO K
BPEMeHHbIM 3a4epKkam Tpaduka. CtaHaapT 802.1p onpenenset BOCEMb YPOBHEN
npuoputeTos. KOMMyTaTopbl MOTyT MCNONb30BaTb 3Ha4YeHue npuoputeTa 802.1p anA
pacnpeaeneHunsa Kagpos NO NPUOPUTETHLIM ovepeaam.

1.2.6 ®yHKYuu obecnevyeHus 6ezonacHocmu

Tabnunuya 6 — PyHKUMKM obecneyeHma 6e30nacHOCTU

DHCP snooping

PyHKUMA KOMMYTaTOpPa, NpeHa3Ha4YeHHana A4 3alnTbl OT aTak C UCNO/Ib30BAHUEM
npotokona DHCP. O6ecneumBaer ¢punbTpaumto DHCP-coobuieHnin, NOCTYNUBLUUX C
HeHaZeXHbIX MOPTOB NyTEM MOCTPOEHUA U NoAdepKaHua 6asbl JaHHbLIX NMPUBA3KM
DHCP (DHCP snooping binding database). DHCP snooping BbinonHAeT aAenctsus
6paHaMayspa MeXay HEHaAEKHbIMU MopTamn 1 cepsepamu DHCP.

Onyus 82 npomokKona
DHCP

Onuwua, KoTopas nossonseT npouHbopmuposaTb DHCP-cepsep o Tom, € Kakoro
DHCP-peTpaHcnaTopa 1 Yepes Kakoi nopT npuLlen 3anpoc.

Mo ymo4yaHUO KOMMYTaTOp, Ucnosb3yowmin pyHkumio DHCP snooping, obHapyXu-
BaeT u oTbpacbiBaeT Atob6oin DHCP-3anpoc cogepkalumnii onumto 82, KOTOPbIN OH Mo-
Ny4unn yepes HeHadExHbIN (untrusted) nopr.

Dynamic ARP
Inspection (Protection)

PyHKUMA KOMMYTaTOpa, NpeAHa3HaYeHHasa A1A 3aWmUTbl OT aTaK C UCNOb30BaHUEM
npoTtokosa ARP. CoobLieHne, KOTOpPOe NOCTyNaeT ¢ HEHAAEKHOro NOpTa, Noagepra-
eTcA NpoBepKe — cooTBeTcTBYeT M IP-agpec B Tene npuHAaToro ARP-naketa IP-agpecy
oTnpasuTens.

Ecnv agpeca He coBnagatoT, TO KOMMyTaTop OoTbpacbiBaeT NakerT.

L2-13-L4 ACL (Access
Control List)

Ha ocHoBe MHdOpMaLMK, coaepsKaLlleinca B 3arosI0BKax yposHeit 2, 3 u 4, y aAMUHK-
CTpaTopa ecTb BO3MOXHOCTb HacTpouTb 40 100 Npasu, COrnacHo KOTOPbIM Naket 6y-
AeT 0bpaboTtaH, MMbo oTbpoLLEH.

IP Source address
Guard

PyHKUMA KOMMYTaTOpa, KoTopasa orpaHudunsaeT IP-Tpaduk, drunbTpys ero Ha OCHOBa-
HUM TabMLbI COOTBETCTBUI 6a3bl AaHHbIX NpunBA3KKM DHCP — DHCP snooping 1 ctaTu-
YeCKM CKOHOUTYpPUpPOBaAHHbIX IP-aapecoB. PyHKUMA ncnonblyeTca ans 6opbbbl c noa-
meHoW IP-agpecos.

1.2.7 ®yHKyuu ynpasaeHUa Kommymamopom

Tabnuua 7 — OcHOBHble PYHKLMM YIPABIEHNA KOMMYTAaTOPaMM

3azpy3Ka u ebi2py3Ka
¢haiina Hacmpoliku

MapameTpbl YCTPOMCTB COXPaHAOTCA B daline HacTPOMKK, KOTOPbIM COAEPKUT AaH-
Hble KOHPUIYpaL MK KaK BCE CUCTEMbI B LLE/IOM, TaK M onpese/ieHHOro nopTa ycTpoi-
cTBa.

Mpomokon TFTP (Trivial
File Transfer Protocol)

MpoTokon TFTP ncnonb3yertca Ana onepauui 3anmcu u yteHma ¢ainos. NpoToKon oc-
HOBAH Ha TpaHcNopTHOM npoToKone UDP.

YcTpoiicTBa NoOAAepKMBAOT 3arpysky M nepegady no gaHHOMy npoTtokony ¢dannos
HaACTPOWKKM 1 06pa3oB NporpaMmmHoro obecneyeHums.
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MpoTtokon SNMP ucnonb3yetca ANs MOHUTOPUHIA U yrnpaBJeHUsa CeTeBbIM YCTPOM-

lNpomokon SNMP cTBOM. 1A ynpasaeHUA AOCTYNOM K CMCTEME ONpeaensaeTca CIMCOK 3anucei coob-
LEeCTBA, KaXK4an U3 KOTOPbIX COAEPKUT NPUBUAETMM AOCTYNa.
YnpasneHue kommyTtatopamu nocpeactsom CLI ocywiectsnaeTca I0KabHO Yepes no-
Unmepdpeiic cneposaTtesibHbI nopT RS-232, anbo ypnaneHHo yepes Telnet. UHTepdeiic KomaHa-

KOMaHOHOL cmpoKu
(CLI)

HOW CTPOKK KoHconu (CLI) sBnseTcs NpoMbIWAEHHbIM CTaHAapToM. MHTepnpeTaTop
CLI npegocTaBnfaeT CNMCOK KOMAHA, U KAOYEBbIX CN0B AN NOMOLLM NONb30BATENIO U
COKpaLLLEeHNI0 06bemMa BBOANMbIX SAHHbIX.

Syslog

Syslog — npoTokon, obecneynBatoLLMin Nepesady coobLEHNI O NPOUCXOAALLUX B CU-
cTeme cobbITUSAX, a TaKKe yBeAoMAeHNN 06 olwMbKax yaaieHHbIM cepBepam.

SNTP
(Simple Network Time
Protocol)

Mpotokon SNTP — NnpOTOKOAN CUMHXPOHU3ALMK BPEMEHMU CETU, rAPAHTUPYET TOYHOCTb
CUMHXPOHM3ALLMM BPEMEHW CETEBOIO YCTPOMCTBA C CEPBEPOM 0 MUNINCEKYHAbI.

Traceroute — cnykebHas GyHKLMA, NpegHa3HauYeHHan 414 onpeaesieHns MapLupyTos

Traceroute
nepefaye AaHHbIX B IP-ceTax.
Ynpaenexue .
AZMMHUCTPATOP MOXET onpeaennTb ypoBHM NPUBUAETMIA A0CTyNa A4 NO/b30oBaTe-
KOHMponupyemoim . . -
Neli YCTPOMCTBA M XapaKTEPUCTUKU O/1A KaXKL0r0 YPOBHA NPUBUAETUIA (TONbKO ONA
docmynom — ypoeHu o
. yTeHuns — 1 ypoBeHb, MNOHbIN A0CTyN — 15 ypoBEHb).
npusunez2uu
KommyTtaTop cnocobeH ycTaHaB/AMBaTb 3anpeT AOCTyna K KaxKaomy uHTepodeicy
Bnokupoeka ynpasneHusa (SNMP, CLI). 3anpeT moxKeT 6bITb YCTaHOB/IEH OTAENbHO AN KaXKA0ro
unmepdeiica TMNa gocTyna:
P e Telnet (CLI over Telnet Session);
ynpaesneHuUua . SNMP:
e SSH.
JlokanbHasa [na nokanbHol ayTeHTUMKaALMM NoAAEPKUBAETCA XPaHEHWe Naposieit B base AaH-
aymeHmudguKkayus HbIX KOMMYTaTOpa.
dunompayus IP- JocTtyn no SNMP paspewaeTca ana onpegeneHHbix |P-agpecos, ABNAIOLWNXCA Yne-
adpecos 013 SNMP Hamu SNMP-coobecTsa.
DHCP-cepBep ocyliecTBaneT LeHTpaIn30BaHHOe ynpaBaeHne ceTeBbIMK aapecammn
W COOTBETCTBYHOLMMMU KOHOUTYPALMOHHBIMM NapaMeTpaMu, aBTOMaTUYECKU Npeso-
CTaBAAA UX KIMEHTAM.
®yHkyuu DHCP-
cepsepa l DyHKLMA noaaepKUBaETCA TONIbKO Ha mopgenax MES2424, MES2424B,
peep . MES2424FB, MES2424P, MES2410-08DP, MES2410-08DU, MES2420-
48P, MES2420B-24D, MES2420D-24DP, MES2448, MIES2448B,
MES2448P, MES2411X, MES3400-24, MES3400-24F, MES3400-48,
MES3400-48F, MES3710P.
Mpotokon RADIUS ucnonbsyetca ana ayteHTMdMKaLmMm, aBTopmsaumm m yyeta. Cep-
Knuenm RADIUS Bep RADIUS ucnonbsyet 6a3y AaHHbIX NO/b30BaTe/Ie, KOTOPaA COAEPHKUT AaHHbIe
NPOBEPKM NOAAMHHOCTU ANA KAXKA0ro nosb3osatensa. KommyTtaTopbl cogepat Kaum-
E€HTCKYH YacTb npoTokoaa RADIUS.
TACACS+ YCTpOICTBO NpesoCcTaBaAAeT NOAAEPKKY NPOBEPKM NOAJAMHHOCTM KNMEHTOB Nocpes-
. ctBom npoTokona TACACS+. MpoTtokon TACACS+ obecneynBaeT LEeHTPaIM30BaAHHYO
(Terminal Access cuctemy 6esonacHocTM A NPOBEPKM NO/Mb30BATENEN, NOAYYAKOLWMX AOCTYN K
Controller Access w AR nposep ’ yHaiotx pocty
YCTPOMCTBY, @ TAKXKe LeHTPA/AM30BaHHYI0 CUCTEMY ynpasaeHua npu cobntoaeHun
Control System)

cosmectumocTtm ¢ RADIUS u gpyrumu npoueccamm NpoBepPKM NOSAMHHOCTM.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 17




HELTEX

1.2.8 [onoaHumesnbHble hyHKYuu

B Tabaunue 8 npmseaeHbl AONOAHUTEbHbIE GYHKLMWN YCTPONCTBA.

Tabnunuya 8 — [lononHUTeNbHble GYHKLMM YCTPOMCTBA

BupmyansHoe CeTeBble KOMMYTATOPbI UMEIOT B CBOEM COCTaBe NPOrpaMMHble U annapaTHble cpes-
mecmupoeaHue Kabess | cTBa, NO3BONAKOLIME BbINONHATL GYHKLMM BUPTyanbHOro Tectepa kabena — VCT. Te-
(VCT) CTep NO3BO/IAET ONpeAe/InTb COCTOAHNE MeAHOro Kabensa cBA3u.
AuazHocmuka YCTpoCTBO NO3BONAET TECTMPOBATL ONTUYECKMI TpaHcMBep. MNpu TECTUPOBAHUN OT-
onmuyecKoz0 CNIeXKMBAIOTCA TaKMe NapaMeTpbl, KaK TOK M HanpaxeHwe NWUTaHWA, TemnepaTtypa
mpaHcueepa TpaHcuBepa. [lna peanusaummn TpebyeTtcsa nogaepkKa sTnux GyHKUUI B TpaHcHBepe.
UDLD (Unidirectional MpOTOKON BTOPOrO YPOBHA, CO34aHHbIN A1 aBTOMAaTUYECKOro obHapyeHua notepu
Link Detection) OBYXCTOPOHHEN KOMMYHMUKALUKN Ha ONTUYECKMX IMHUAX CBA3U.
KommyTaTop obnasaeT Bcemn HEObXOAMMbIMU XapaKTEPUCTUKAMM A/1A paboTbl €
npoTtokonamm MMS, GOOSE, SV:
Coomeemcmeue e Manas BennumHa 3agepkkn GOOSE-coobueHns npu nepegave;
e  VYmeHue pacnosHaBaTb Ethertype GOOSE-coobuieHuns;
cmaHdapmy M3K P P 8 -
61850 o  YmeHue paboTaTb C TEFOM BUPTyasibHOM CETU U Terom npuopuTeTa IEEE
802.1Q GOOSE-coobueHuns;
o [opaep:kka nepegaym multicast-coobuieHnit 1 BO3MOXKHOCTb paboTbl ¢
onpeaeneHHbiM ctaHgapTom M3K 61850 gmManasoHom rpynn BewaHma.

1.3 OcHOBHbIe TeXHUYECKME XapaKTepPUCTUKH

OCHOBHblE TEXHUYECKME napamMeTpbl KOMMYTAaTOpPOB NpmuBeaeHbI B Ta6nv1u,e 9.

Ta6m4u,a 9 — OCHOBHbIe TeEXHUYECKME XapPaKTePUCTUKHU

06wme napameTpbl

24 x 10/100BASE-TX (RJ-45)

MES1428 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopT RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)

ME:%ZB 2 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
8 x 10/100/1000BASE-T (RJ-45)

MES2408C 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopT RS-232 (RJ-45)
8 x 10/100/1000BASE-T (PoE/PoE+)

MES2408CP 2 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MkTepdeico! mg:;zgglpp DCL | g x 10/100/1000BASE-T (PoE/PoE+)

2 x 100BASE-FX/1000BASE-X (SFP)

MES2408PL 1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES3708P
8 x 10/100/1000BASE-T (PoE/PoE+)

MES3710P 4 x 100BASE-FX/1000BASE-X (SFP)
1 x KoHconbHbI nopTt RS-232 (RJ-45)

MES2428 24 x 10/100/1000BASE-T (RJ-45)

MES2428B 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopt RS-232 (RJ-45)
24 x 10/100/1000BASE-T (PoE/PoE+)

MES2428P 4 x 10/100/1000BASE-T/100BASE-FX/1000BASE-X (Combo)
1 x KoHconbHbI nopTt RS-232 (RJ-45)
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24 x 10/100/1000BASE-T (RJ-45)

m:iiifm 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
24 x 100BASE-FX/1000BASE-X (SFP)
MES2424FB 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)
24 x 10/100/1000BASE-T (PoE/PoE+)
MES2424P 4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)

1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES2410-08DP

8 x 10/100/1000/2500BASE-T (PoE/PoE+)
2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES2410-08DU

8 x 10/100/1000/2500BASE-T (PoE++)
2 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES2420B-24D
MES2420D-24DP

24 x 10/100/1000/2500BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES2448 DC
MES2448B

48 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES2420-48P
MES2448P

48 x 10/100/1000BASE-T (PoE/PoE+)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES2411X

8 x 10/100/1000BASE-T (RJ-45)
11 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopTt RS-232 (RJ-45)

MES3400-24

24 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIN nopTt RS-232 (RJ-45)

MES3400I-24

24 x 10/100/1000BASE-T (RJ-45)

4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)
1xUSB2.0

MES3400-24F

24 x 1000BASE-X/100BASE-FX (SFP)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3400-48

48 x 10/100/1000BASE-T (RJ-45)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MES3400-48F

48 x 1000BASE-X/100BASE-FX (SFP)
4 x 1000BASE-X (SFP)/10GBASE-R (SFP+)
1 x KoHconbHbIM nopT RS-232 (RJ-45)

MponyckHas cnocob-
HOCTb

MES1428

12,8 réut/c

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

20 Féut/c

MES3710P

24 T6ut/c
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MES2428
MES2428P 56 6ut/c
MES2428B

MES2410-08DP

MES2410-08DU | /8 FouT/c

MES2424

MES24248B
MES2424FB
MES2424pP 128 rout/c
MES3400-24
MES34001-24
MES3400-24F

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES3400-48
MES3400-48F

176 T6ut/c

MES2420B-24D

MES2420D-24pp | 200 M/c

MES2411X 236 [out/c

MES1428 9 MPPS

MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES3708P

14,88 MPPS

MES3710P 17,8 MPPS

MES2428
MES2428P 41,658 MPPS
MES2428B

MES2410-08DP

MpoussoauTens- MES2410-08DU

59,5 MPPS

HOCTb Ha NaKeTax

LNMHOW 64 Baiital MES2424

MES2424B
MES2424FB
MES2424pP 95,2 MPPS
MES3400-24
MES34001-24
MES3400-24F

MES2420-48P
MES2448 DC
MES2448B
MES2448P
MES3400-48
MES3400-48F

130,95 MPPS

MES24208B-24D

MES2420D-24pp | 488 MPPS

1 3HaueHuA yKa3aHbl AN8 OAHOCTOPOHHEN nepeaaun
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MES2411X

175,5 MPPS

O6bem bydepHol
namaTu

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES24288B
MES3708P

512 K6ant

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

1,5 Mbant

MES2420-48P
MES24208B-24D
MES2420D-24DP
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3710P
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F

2 Mbaunt

O6bem O3Y
(DDR3)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

256 Mbaunt
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MES2424
MES24248B
MES2424FB
MES2424pP
MES24208B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3710P

512 Mb6aunt

MES2410-08DP
MES2410-08DU
MES2420-48P
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F

1 réamr

O6vem N3Y
(SPI Flash)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

32 Mbaunt

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

64 M6aunt

22

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

Tabnmua MAC-
aapecos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

8192

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

16384

MES2420-48P
MES24208B-24D
MES2420D-24DP
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

32768

Konnyectso ARP-3anucei

1000

Nopnepxka VLAN

cornacHo 802.1Q ao 4094 aktneHbix VLAN

KonnuecTso rpynn
L2 Multicast
(IGMP snooping)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES24288B
MES3708P

509

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

1023
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MES2420-48P
MES24208B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448pP
MES2411X 4094
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

MES2424

MES2424B
MES2424pP 512
MES2410-08DP
MES2410-08DU

MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X 2048
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

Konnyectso rpynn
L3 Multicast
(IGMP proxy)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
Konnuectso npasun | MES2428
MAC-based VLAN MES2428P
MES2428B
MES3708P

128 Ha ntoboe KonyecTso MHTepdencos

MES2424
MES2424B
MES2424FB
MES2424P
MES2410-08DP
MES2410-08DU

1024 Ha toHuT ¥ 2

! lo6aBneHne NpaBuaa Ha KaxkAbli NOPT pacxoAyeT annapaTtHble pecypcbl obuiero nyna.
2 Mac-based vlan 1 SQinQ ncnonb3yloT obwue annapaTHble pecypcbl.
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MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

2048 Ha toHuT ¥?

KonnuecTso npasun
Protocol-based VLAN

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P
MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES24208B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

100 Ha toHuT ?

! lo6aBneHne npaBmaa Ha Kaxablid NOPT pacxoayeT annapaTHble pecypcbl obuiero nyna.
2 Mac-based vlan 1 SQinQ ncnonb3yloT 06wue annapaTHbie pecypcbi.
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MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

128 (ingress)/256 (egress)

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

Konunyectso npasun 1024 (ingress®?)/512 (egress)

SQinQ

MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X 2048 (ingress?)/1024 (egress)
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1 MAC - 381
MES2408P IPv4/IPv6 — 227/128
MES2408PL
Konnuectso npasun | MES2428
ACL MES2428P
MES2428B
MES3708P

MES2424
MES2424B
MES2424FB MAC - 509
MES2424P IPv4/IPv6 — 384/192
MES2410-08DP
MES2410-08DU

! lo6aBneHne NpaBuaa Ha KaxkAbli NOPT pacxoAyeT annapaTtHble pecypcbl obuiero nyna.
2 Mac-based vlan 1 SQinQ ncnonb3ytoT obume annapaTHbie pecypcbi.
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MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

MAC-765
IPv4/IPv6 — 640/320

Konunyectso npasmn ACL B ogHom ACL

Konnyectso mapuu-
pyTos L3 IPv4
Unicast

MES2424
MES24248B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

496

MES2420-48P
MES24208B-24D
MES2420D-24DP
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

2048

Konnyectso
mapupyTtos L3 IPve
Unicast

MES2424
MES2424B
MES2424FB
MES2424p
MES2410-08DP
MES2410-08DU

124

MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES24488B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

512
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Konnyectso VRRP-
MapLpyTN3aTOPOB

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

32

Konwnuectso L3-uH-
Tepdencos

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

20 vlan, po 5 IPv4-agpecos B Kaxaom vlan, go 300 IPv6 GUA cym-
MapHo ana Bcex vlan

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU

20 vlan, po 5 IPv4-agpecos B Kaxgom vlan, go 124 IPv6 GUA cym-
MapHo ana Bcex vlan

MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

20 vlan, po 5 IPv4-agpecos B Kaxkgom vlan, no 512 IPv6 GUA cym-
MapHO ana Bcex vlan

Konnuectso BnpTyanbHbix Loopback-nH-

TepdelicoB

10
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MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

8 rpynn, o 8 noptos B ogHOom LAG

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC 64 rpynnsbl, Ao 8 noptos B ogHom LAG
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I1-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

Arperau,Mﬂ KaHa/10B
(LAG)

Konunyectso akszemnnapos MSTP 64

Konunuectso sksemnnapos RPVST+! 64

Konnuectso DHCP pool! 5

Kosimuectso aapecos, BblaaBaemMbIx

4096
DHCP-cepsepom?

Konnuectso cTatnyeckmx 3anmnceit DHCP- | 512, Bkatoyan Bce cTaTUyecKue 3anmcu aasa ogHoro
cepsepa’ naeHTudmMKaTopa

npuopuTnsaLma Tpaduka, 8 yposHe
KauecTtBo 06cnyxnBaHus QoS 8 BbIXOAHbIX oyepeael C pasHbIMU MPUOPUTETAMM ANA KAXKLOMO
nopTta

1 dyHKuma noaaepunsaetca ToNbKO Ha mogdensx MES2424, MES2424B, MES2424FB, MES2424P, MES2410-08DP,
MES2410-08DU, MES2420-48P, MES2420B-24D, MES2420D-24DP, MES2448, MES2448B, MES2448P, MES2411X,
MES3400-24, MES3400-24F, MES3400-48, MES3400-48F, MES3710P.
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CBepxg/IMHHbIE

Kagpsl
(jumboframes)

MES1428
MES2408
MES2408B
MES2408C
MES2408CP
MES2408IP DC1
MES2408P
MES2408PL
MES2428
MES2428P
MES2428B
MES3708P

MaKCMManbHbIN padmep naketos 10000 6ant

MES2424
MES2424B
MES2424FB
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420B-24D
MES2420D-24DP
MES2448 DC
MES2448B
MES2448P
MES2411X
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F
MES3710P

MaKCUMManbHbIM pasmep naketoB 12288 6ant

CooTBeTCTBME CTAHAA pTam

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)

IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2408CP,
MES2408IP DC1, MES2408P, MES2408PL, MES2424P, MES2410-
08DP, MES2410-08DU, MES2428P, MES2420-48P, MES2420D-
24DP, MES2448P, MES3708P, MES3710P)

M3K 61850

YnpasneHue

JNlokanbHoe ynpaeneHune

Console

YaaneHHoe ynpasneHue

SNMP, Telnet, SSH, Web
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dusnuyeckme xapakTepucTUKU U yCNOBUA OKpYKaloLeit cpeabl

MES2408C

MES2408CP ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
MES2408PL

MES2411X

MES2410-08DP ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,
MES3708P

MES2410-08DU ceTb nepemeHHoro Toka: 200240 B, 50-60 Iy,
ME>1428 ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
MES2408

MES2428 CeTb NOCTOAHHOIO TOKa: 18-72 B

MES2424 ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,

CeTb MOCTOAHHOIO TOKa: 18-72 B

MES2408IP DC1
MES2448 DC

CeTb MOCTOAHHOIO TOKa: 36—72 B

MES2424pP

ceTb NnepemeHHOoro Toka: 176—264 B, 50—-60 Iy,

MES2420-48P

ceTb nepemeHHoro Toka: 100-240 B, 47-63 Iy,

CeTb NOCTOAHHOIO TOKa: 3672 B

BapuaHTbl MUTAHUA:

- OAUH UCTOYHUK NUTAHNA NOCTOAHHOIO NN NepemMeHHOro ToKa;

- ABAa UCTOYHMKA NUTAHMA MOCTOAHHOIO MAN NEePEeMeHHOro ToKa C
BO3MOXHOCTbIO ropAYein 3aMeHbl

MES2420D-24DP

ceTb nepemeHHoro Toka: 100-240 B, 47-63 Iy,

ceTb NnepemeHHoro Toka: 100—240 B, 47-63 Iy, (ans PM450-220/56,
PM380-220/56)
ceTb NOCTOAHHOrO ToKa: 36—72 B ana PM380-48/56

MES2448P
- OAMH UCTOYHMK NUTAaHWNA NOCTOAHHOIO UM NEPEMEHHOTO TOKa;
- ABa UCTOYHMKA NUTAHWUA MOCTOAHHOIO UAM NEepPEeMEHHOro ToKa C
BO3MOXHOCTbIO ropaYein 3aMeHbl
MES2408P CeTb NnepemeHHOoro Toka: 176—250 B, 50-60 Iy,
CeTb NOCTOSAAHHOTO TOKa: 36—-72 B
CeTb NepemMeHHOro Toka: 176—264 B, 50-60 Iy,
MCTO”””;‘” MES2428P ceTb MOCTOAHHOTO TOKa: 36-72 B
nUTaHNA ceTb nepeMeHHoro Toka: 100-240 B, 47-63 'y, (ana PM165-220/12,
_ _ 2
MES30024 | o e 3672 5 s PM100.48/12
MES34001-24 BapWaHTbl NUTaHUA: . :
MES3400-24F - op WUH UCTOYHUK nv;Tava NOCTOAHHOIO NN NEPEMEHHOrO TOKa;
MES3400-48 A P '

- ABa UCTOYHUKaA MUTAaHMUA NMOCTOAHHOIoO AN NepemMeHHOro Toka C
BO3MOMHOCTbIO I'Opﬂ‘-lel‘;l 3aMeHbl

MES3400-48F

ceTb nepemeHHoro Toka: 100-240 B, 47-63 'y, (ana PM165-220/12,
PM160-220/12)

CeTb MOCTOAHHOrO TOKa: 36—72 B gna PM100-48/12

BapuaHTbl MUTAHMUA:

- O4MH UCTOYHMK NUTAHWNA NOCTOAHHOIO UM MEPEMEHHOTO TOKa;

- 1BA UCTOYHMKA NUTAHUA MOCTOAHHOTO WM NEepPEeMEHHOro TOKa C
BO3MOXHOCTbIO ropsyeit 3ameHbl

! ina ycrpoitcts MES1428 AC, MES1428B AC, MES2408 AC, MES2408B AC, MES2408C AC, MES2428 AC, MES2424 AC,
MES2424B AC, MES2424FB AC, MES2411X AC, MES2420B-24D AC, MES2448B AC pgonycKaeTca aneKTponutaHue oT
CeTW NOCTOAHHOrO TOKa C HanpAXeHnem B gnanasoHe 120-370 B DC.

2 Ina 6noka nutaHma PM65-220/12 aonyckaeTcsa aNeKTPOnNUTaHMne OT CeTW NOCTOAHHOMO TOKa C HanpAXKeHWeM B Ana-

nasoHe 120-370 B DC.
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CETb MNOCTOAHHOTIO TOKaA:

MES3710P C BK/ItOYEHHOM dyHKumnen PoE: 48-57 B
C BblKAtoYeHHOW yHKuUmel PoE: 18-57 B
ceTb nepemeHHoro Toka: 100—-240 B, 50-60 Iy,
aKKymynaTopHas 6atapes: 12 B DC
XapaKTepUCTUKM 3apsaHOIo YCTPOMCTBA:
- TOK 3apaga:
MES2408B 1,6£0.1 A — MES2408B, MES2424B, MES2428B;
MES24248 1+0.1 A — MES2424FB, MES2420B-24D, MES2448B.
MES2424FB &gi:g)s;m;we cpabaTbiBaHMA pacuenuTens Harpyskn —
MES2428B e
- NOPOroBoe HanpaA*KeHne NHANKALMM HMU3Koro 3apaga — 11 B
MES2420B-24D =
MES2448B V CeueHue nposopga ana noaknoueHna AKb He me-
Hee 1,5 mm. [Ona MES2408B, MES2424B,
MES2428B pekomeHpyetca mucnonb3osatb AKb
eMKOCTbl0 He meHee 12 Ah, gna MES2424FB,
MES2420B-24D, MES2448B peKkomeHAayeTca UC-
nonb3oBaTb AKb emKoCTblo He meHee 9 Ah.
AC: SPM30-220/12,50 A, 5 mc
MES1428 DC: SPM30-48/12, 120 A, 0,6 mc (72 B)
MES1428B AC: SPM45B-220/12, 15 A, 6 mc
AC: SPM30-220/12,50 A, 5 mc
MES2408 DC: SPM30-48/12, 120 A, 0,6 mc (72 B)
MES2408C AC: SPM30-220/12,50 A, 5 mc
AC: SPM270-220/56, 36 A, 4 mc
MES2408P DC: SPM270-48/56, 115 A, 5 mc
MES2408CP AC: SPM160-220/56, 40 A, 4 mc
MES2408PL AC: SPM80-220/56, 50 A, 4 mc
MES2408B AC: SPM45B-220/12, 15 A, 6 mc
AC: SPM30-220/12,34 A, 6 mc
MES2428 DC: SPM30-48/12, 120 A, 0,6 mc (72 B)
MES2428B AC: SPM45B-220/12, 15 A, 6 mc
AC: SPM380-220/56, 25 A, 6 mc
MES2428P
MyckoBble TOKM DC: SPM380-48/56, 200 A, 5 mc (72 B)
MES2424 AC AC: SPM30-220/12,50 A, 5 mc
MES2424 DC DC: SPM30-48/12, 120 A, 0,6 mc (72B)
MES2424P AC: SPM380-220/56, 25 A, 6 mc
MES2424B AC: SPM45B-220/12, 15 A, 6 mc
MES2424FB AC: SPM60B-220/12,40 A, 1 mc
MES2448B AC: SPM60B-220/12, 40 A, 1 mc
AC: PM380-220/56, 25 A, 6 mc
MES2448P AC: PM450-220/56, 15 A, 4 mc
MES2411X AC: SPM35-220/12, 34 A, 6 mc

MES2410-08DP

AC: SPM290-220/56, 20 A, 8 mc

MES2410-08DU

AC: SPM750-220/56, 90 A, 6 mc

MES2420B-24D

AC: SPM60B-220/12, 40 A, 1 mc

MES2420D-24DP

AC: PM450-220/56, 15 A, 4 mc

MES2420-48P

AC: PM950-220/56, 40 A, 10 mc
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MES3400-24

AC: PM65-220/12, 30 A, 4 mc

AC: PM160-220/12, 50 A, 8 mc

AC: PM165-220/12, 23 A, 5 mc

DC: PM100-48/12, 200 A, 4 mc (72 B)

MES3400-24F

AC: PM65-220/12,30 A, 4 mc
AC: PM165-220/12, 23 A, 5 mc

AC: PM65-220/12,30 A, 4 mc
AC: PM160-220/12, 50 A, 8 mc

MES34001-24 AC: PM165-220/12, 23 A, 5 mc
DC: PM100-48/12, 200 A, 4 mc (72 B)
MES3400.48 AC: PM65-220/12, 30 A, 4 mc

AC: PM165-220/12, 23 A, 5 mc

MES3400-48F

AC: PM160-220/12, 50 A, 8 mc
AC: PM165-220/12, 23 A, 5 mc
DC: PM100-48/12, 200 A, 4 mc (72 B)

MES3710P DC: DRS-270-56, 300 A, 1 mc
MES1428 AC
MES2408C 108t
MES1428 DC 11 Bt
MES2408 AC 7 BT
MES2408 DC 8,6 BT
MES2408B 33 Bt
MES3708P 150 BT (c yueTom Harpysku PoE)
MES2408CP 150 BT (c yueTom Harpysku PoE)
MES2408IP DC1 135 BT (c yueTom Harpysku PoE)
m:;;‘gii AC 275 BT (c yueTom Harpysku PoE)
MES2408P DC 280 BT (¢ y4yeTom Harpysku PoE)
MES2408PL 80 BT (c yueTom Harpysku PoE)
MES2428 18 Bt
MES2428B 45 Bt
MES2428P AC 420 BT (c yueTom Harpysku PoE)
MakcumanbHan MES2428P DC 450 BT (c yueTom Harpysku PoE)
MOTPEOMAEMAR  \1ec)424 AC 25 Br
motiHocTe MES2424 DC 26 Br
MES2424B 49 Bt
MES2424FB 75 BT
MES2424P 420 BT (c yueTom Harpysku PoE)
MES2420-48P 1600 BT (c yueTom Harpysku PoE)
MES2420B-24D 60 BT
MES2420D-24DP 860 BT (c yueTom Harpysku PoE)
MES2448 DC 48 Bt
MES2448B 66 BT
MES2448P 820 BT (c yueTom Harpysku PoE)

MES2410-08DP

275 BT (c yueTom Harpysku PoE)

MES2410-08DU

810 BT (c yyeTom Harpysku PoE)

MES2411X 35 Bt
MES3400-24 37 Bt
MES3400I-24 32 Bt
MES3400-24F 55 Bt
MES3400-48 52 Bt
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MES3400-48F 105 Bt
MES2408P AC
MES2408CP 9 Bt
MES2428P DC
MES2408P DC 4 BT
MES2408PL
MaKcumanbHas MES2428P AC 11 BT
nortpebnsemas MES2424p
MoLHOCTb 6e3 MES2410-08DP 10 Bt
y4yeTa Harpysku MES2410-08DU
PoE MES2420D-24DP
31Bt
MES2420-48P AC
MES2448P 33 Bt
MES2420-48P DC 30 Bt
MES3708P 9 Bt
MES3710P 13 BT
MES2408B 7 Bt
MES2424B 25 Bt
Makcumanshan | yec)go4r8 47 Br
nortpebnsemas
MOWHOCTb 683 | (oo 1oeg 20 BT
y4yéta 3apaga AKb
MES2420B-24D 45 Bt
MES2448B 48 Bt
MES2408CP
MES2408IP DC1 120 Bt
MES3708P
MES2408P
MES3710P 240 B
MES2408PL 65 Bt
bioakeTt PoE MES2424pP
MES2428P 370 B
MES2420-48P 1450 Bt
MES2420D-24DP 720 BT
MES2448P 720 Bt
MES2410-08DP 240 Bt
MES2410-08DU 720 Bt
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BeHTunayma

MES1428
MES2408
MES2408C
MES2408CP
MES2408B
MES2408IP
MES2408P
MES2408PL
MES2428
MES2428B
MES2424
MES24248B
MES3708P
MES3710P
MES3400I-24

MaccmBHOE

MES2428P
MES2424pP
MES24208B-24D
MES2448
MES24488B
MES2411X

Front-to-Back, 2 BeHTMNATOpPaA

MES2424FB
MES2410-08DP
MES2410-08DU
MES2420-48P
MES2420D-24DP
MES2448P
MES3400-24
MES3400-24F
MES3400-48
MES3400-48F

Front-to-Back, 4 sBeHTMNATOpPA

MaKcumanbHbI
YPOBEHb
aKyCTUYEeCKoro
wyma

MES1428
MES2408B
MES2408P
MES2408PL
MES2408C
MES2408CP
MES2428
MES2424
MES3708P
MES3710P
MES3400I-24

C nepeaHei naHenu, 33 ab
C 3agHelt naHenun, 33 ab

MES2411X

C nepeaHen naHenu, 53,2 nb
C 3apHelt naHenu, 54,1 nb

MES2428P

C nepeaHen naHenu, 52,8 nb
C 3apHelt naHenu, 54,1 nb

MES2424FB

C nepeaHen naHenu, 52,8 nb
C 3apHelt naHenu, 54,2 nb

MES2420-48P

C nepeaHen naHenu, 58,2 nb
C 3agHelt naHenu, 61,1 b

MES2424pP

C nepeaHei naHenu, 53 ab
C 3apHelt naHenu, 54,2 nb
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C nepegHe naHenn, 52,4 nb

MES24488 C 3agHelt naHenu, 54,1 nb

C nepegHen naHenn, 51,2 ab
MES2448P C 3agHelt naHenu, 54,2 nb
MES3400-24 C nepegHen naHenu, 53,6 ab
MES3400-24F C 3agHelt naHenu, 54,2 nb
MES3400-48 C nepegHen naHenn, 52,2 nb

MES3400-48F

C 3agHelt naHenu, 54,2 nb

MES2410-08DP
MES2410-08DU

C nepegHen naHenu, 53,9 ab
C 3agHelt naHenu, 54,2 nb

MES2420B-24D

C nepegHew naHenun, 53,8 ab
C 3agHel naHenu, 54,2 nb

MES2420D-24DP

C nepegHen naHenun, 51,1 gb
C 3aaHeit naHenu, 54,1 nb

MES1428 AC 10 Bt
MES1428 DC 11 Bt
MES2408 AC 7 Bt
MES2408 DC 8,6 BT
MES2408B 11 Bt
MES2408C 10 Bt
MES2408CP 30 Bt
MES2408IP DC1 15 Bt
MES2408P AC 35 Bt
MES2408P ACW 30 Bt
MES2408P DC
MES3710P 40 BT
MES2408PL 15 Bt
MES2411X 35 Bt
MES2424 AC 25 Bt
MES2424 DC 26 Bt
MES2424B 27 Bt
MES2424FB 62 BT
TennosblAe- MES2424P 50 BT
nienne MES2428 18 BT
MES2428B 23 Bt
MES2428P AC 50 Bt
MES2428P DC 80 Bt
MES2420-48P 160 Bt
MES2420B-24D 48 Bt
MES2420D-24DP 140 Bt
MES2448 DC 48 Bt
MES2448B 53 Bt
MES2448P 100 Bt
MES2410-08DP 35 BT
MES2410-08DU 90 Bt
MES3708P 30 Bt
MES3400-24 37 Bt
MES3400I-24 32 Bt
MES3400-24F 55 Bt
MES3400-48 52 Bt
MES3400-48F 105 Bt
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AnnapaTtHas
noanepXKa
Dying Gasp

MES1428 AC
MES2408C
MES2408CP
MES2428 AC
MES2428P AC
MES2424
MES2424pP
MES2410-08DP
MES2410-08DU
MES2420B-24D
MES2448B

eCTb

MES1428 DC
MES2408
MES2408B
MES2408IP DC1
MES2408P
MES2408PL
MES2428 DC
MES2428B
MES2428P DC
MES24248B
MES2424FB
MES2420-48P
MES2420D-24DP
MES2448 DC
MES2448P
MES2411X
MES3708P
MES3710P
MES3400-24
MES3400I-24
MES3400-24F
MES3400-48
MES3400-48F

HeT

UHTepsan
pabounx
Temneparyp

MES2420-48P
MES2448P

o1 -10 pgo +50 °C

MES1428
MES2408 DC
MES2408B
MES2408C
MES2408P
MES2408PL
MES2424pP
MES2428
MES24288B
MES2428P
MES2420D-24DP
MES2448 DC
MES2448B
MES2411X

ot -20 go +50 °C
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oT-20 go +50 °C

MES2424 -
Mpwm aKcnayaTaumumu yCTPOMUCTB Npu TemnepaTtype Bbille
MES24248 45 °C Heo6x04MMO MCNOb30BaTb MHAYCTPUanbHble SFP+
MES2424FB A Ayerp
TpaHCcUBepbI.
oT-20 go +50 °C
MES2408CP Mpu aKcnayaTauuu yCTpoIiCTB Npu TemnepaTtype Bbiwe

MES2408P DC

45 °C Heo6Xx04MMO MUCNO/b30BaTb UHAYCTPUANbHbIE SFP
TPaHcUBeEpbI.

MES2408 AC

oT1-20 go +60 °C

MES2408IP DC1
MES3400I-24
MES3708P

oT-40 go +60 °C

MES3400-24
MES3400-24F
MES3400-48
MES3400-48F

ot-10 go +45 °C

MES3710P

oT-40 go +70 °C

MES2410-08DP
MES2410-08DU
MES2420B-24D

o1 -15 go +50 °C

WHTepBan TemnepaTypbl XpaHeHUA

oT-40 po +70°C
(oT-50 po +85 °C — ansa MES3708P, MES3710P)

OTHOCUTE/IbHAs BNAXKHOCTb NP
aKcnayataumu (6e3 obpasoBaHuA

KOHAeHcaTa)

He 6onee 80 %
(o710 % 0o 90 % — ana MES3708P, ot 5 % a0 95 % ansa MES3710P)

OTHOCWUTE/IbHAA BNAXKHOCTb NPU
XpaHeHuu (6e3 obpasoBaHus

o110 % 0o 95 %
(o1 5% no 95 % — ana MES3708P, ana MES3710P)

KOHAeHcaTa)
MES1428
MES2408IP DC1
MES2408P 430 x 44 x 178 mm
MES2428
MES2428B
MES2408
MES2408B
MES2408C 310 x 44 x 177 mm
MES2408CP
MES2408PL
MES2428P AC 430 x 44 x 204 mm
FabaputHble MES2428P DC 430 x 44 x 305 mm
pasmepbl MES2424
(WxBxT) MES2424B 430 x 44 x 203 Mm
MES2411X
MES2424FB 430 x 44 x 243 mm
MES2424pP
MES2420B-24D 430 x 44 x 225 mm
MES2420D-24DP 440 x 44 x 424 mm
MES2420-48P 440 x 44 x 490 mm
MES3708P 152 x 550 x 85 mm
MES3710P 85x 175 x 115 mm
MES2448 DC
MES24488 440 x 44 x 280 mm
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MES2448P

440 x 44 x 447 mm

MES2410-08DP
MES2410-08DU

430 x 44 x 243 mm

MES3400-24
ME23400.24F 430 x 44 x 275 mm
MES34001-24 430 x 44 x 278 MM
MES3400-48
MES3400-48F 440 x 44 x 330 mm
MES1428 2,26 Kr
MES2424 AC 2,44 kr
MES2424 DC 2,42 kr
MES2424B 2,54 Kr
MES2424FB 2,69 Kr
MES2424P 3,36 Kr
MES2408 1,72 kr
MES2408B 1,78 kr
MES2408C
MES3710P 1,77 ke
MES2408CP 2,16 kr
MES2408IP DC1 2,38 kr
MES2408P 2,69 Kr
MES2408PL 1,9 kr
MES2428P 3,27 kr

Macca MEs24288 2,35 kr
MES2420-48P 9,55 Kr
MES3708P 4,2 Kkr
MES2448 DC
MES2448B 3,98 kr
MES2448P 7,46 Kkr
MES2410-08DP 3,48 Kkr
MES2410-08DU 3,74 Kkr
MES2420B-24D 3,16 Kr
MES2420D-24DP 7,01 kr
MES2411X 2,57 kr
MES3400-24 4,63 Kr
MES34001-24 5,2 kr
MES3400-24F 4,69 Kr
MES3400-48 5,6 Kr
MES3400-48F 5,53 Kr

CpoK cnyxb6bl

He meHee 15 net

V Tun nUTaHMA YCTPOICTBa onpeaenneTca Npu 3aKkase.

1.4 KOHCTPYKTUBHOE UCNO/IHEHUE

B faHHOM pa3fesie onnMcaHo KOHCTPYKTUBHOE MCMOJIHEHWeE YCTPOoICTB. MpeacTtasaeHbl M306paxeHna
nepeaHemn, 3aaHein 1 6OKOBbIX NaHene yCTPONCTBa, ONMCaHbl pa3beMbl, CBETOAMOAHbIE NHANKATOPbI U Op-

raHbl ynpasaeHus.
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Ethernet-kommyTtaTopbl cepuint MES14xx, MES24xx, MES34xx BbINOAHEHbI B METa/I/IMYECKOM KOPp-
nyce ¢ BO3MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

MpombiwneHHbI Ethernet-kommyTtatop MES3708P BbINONIHEH B META/I/IMYECKOM KOPMYCe C BO3-
MOXHOCTbIO NOABELIMBAHUA HA WUTAHTY TONLWMHON He 6onee 8 mm. CTeneHb 3awWmMTbl Kopnyca IP55.

Ethernet-kommyTaTop MES3710P BbINONHEH B META/I/IMYECKOM KOpnyce ans KpenneHua Ha DIN-

peWnKy.

1.4.1 BHewHuli sud u onucaHue nepedHeli naHeau ycmpolicme

BHewHM BUA NnepeaHen naHenn ycTponcts cepum MES1428 nokasaH Ha pucyHke 1-2.

110-250 VAC 60/50Hz max 14 A i

Jul

AELTEX MEs1428

9 1 13 15 17 19 21 23 25 27
[ Y ¥ e ] e e Y | W T e ] R o
f i or 00BASE FX/1000BASE X
i
CIT:I :ITEI DTD =y =) J_'I‘w—rél IJ:H—HZLI
n 2 2

T ]

PucyHok 1 —NepeaHas naHenb MES1428 AC

5 6 7

AeLTex Mes1428

1 3 5 7 9 11 13 15 17 19 21 23 25 27
[ Yt Y | s | e ™ R W | (ot
Eﬂ et
Console

—J

=8 (it ot gl i gl el
Aarm O S e Sy o S e [ 5 oSy o S S w5 [ S5 e Sy e e S o

5 6 7

PucyHok 2 — lNMepeaHasa naHenb MES1428 DC

B Ta6nv1u,e 10 npueeaeH nepevyeHb pa3bemMoB, CBETOANOOHbBIX UHAUKATOPOB U OPraHOB ynpaBieHUA,

PaCcnoN0XXeHHbIX Ha nepe,u,Heﬁ naHe/In KOMMYTATOpPOB.

Tabnavua 10 — OnucaHMe pa3bemMoB, MHAMKATOPOB M OPraHOB YNpaB/AeHUsA NepesaHel NaHean KOMMYTaTo-
pos cepmun MES1428

No dnemeHT nepeaHen Onucanme
naHenm
1 ~110-250VAC, 60/50Hz max | Pasbem Ans MOAKAOYEHUA K UCTOUYHMKY ISMEKTPOMUTAHUA NepemMeHHOro
1A TOKa.
1.1 | ~18-72VAC, max 1A Paszbem Ana NnoAKNOYEHNA K UCTOYHWUKY 31IEKTPONUTAHMA MOCTOAHHOIO TOKA.
Power NHAMKATOp NUTaHMA YCTPOMCTBA.
2
Alarm MHauKaTop neperpesa.
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3 Console

KOHCONbHbIM NOPT ANA NOKANbHOIO yNpaB/ieHUA YCTPOUCTBOM.
PacnuHoBKa pasbema cneayrowan:

He ucnonbsyetca

He ucnonbsyetca

RX

GND

GND

TX

He ucnonbsyeTca

He ucnonbsyetca

He ucnonbsyeTca

Pacnaiika KoHconbHoro kabensa npusegeHa B MNMpunoxerHue A. KOHCONbHbBIN
Kabenb.

O oONOOUD WNR

PyHKLMOHaNbHAA KHOMKA A/1A Nepe3arpysku yCTpoicTBa U cbpoca K 3aBoa-
CKMM HaCTpoOMKam:
- NPU Ha*kaTUM Ha KHOMKY ANNTEeNbHOCTbIO MeHee 10 ¢ npoucxoaut nepesa-

4 F .
rpy3sKa yCcTpoicTBa;
- MPM Ha)KaTUM Ha KHOMKY AautesnbHocTbto 6osee 10 ¢ npoucxoaut cbpoc
HaCTPOEK YCTPOMCTBA 40 3aBOACKON KOHdUIrypaumu.

5 [1-24] MopTbl 10/100BASE-TX (RJ-45).

6 25, 26, 27,28

Combo-noptbl: noptbl 10/100/1000BASE-T (RJ-45).

7 25, 26, 27, 28

Combo-nopTbl: cnoTbl gAs ycTaHOBKM TpaHcmueepos 1000BASE-X Combo.
LNK/SPD — cBeToBas MHAMKALIMA COCTOAHUA ONTUYECKUX UHTEPdENCOoB.

BHewWwHM BMA NnepegHer naHenn yctponcts cepmm MES2408 nokasaH Ha pucyHkax 3—11.

110-250 VAC 60/50Hz max 0.5A

@ (Cr)

s e LELTEX MES2408
18

1 3 5 7
[P N e 8 e ¥
o | (] 1m0 (o] (]
putt et Y i il
Alarm () ol ey gy g
— L2 4 6 8

3 4 5 6 7

PucyHok 3 — MNepepHaa naHens MES2408 AC

A\ e 1 3 s 7 AELTEX MES2408
S0 O 10 OF 10 SE 0| 35 oo mrioomsex
e [Thun] o] ] L]
, 9 10
— el bt el | 5 ] i
Alarm O = T HTO HTOHTO [ o[ ]os
2 4 6 8 l |

3 4 5 6 7
PucyHok 4 — MNepeaHAasa naHenb MES2408 DC

110-250 VAC 60/50Hz max 1A

classt
A\ ustrotner

power O

Console

LHELTEX MES24088

1 3 5 7

18-
9,10 - 100BASE-FX/1000BASE-X

Aarm O

9 10
F:-mqu:mthM
[jolL[_J o=
L

=

e | i ET] Eﬂ“‘i‘lﬂ DI'IZWIg EU'IWZI'WHE
T 51 ey 8 S gy 8 S )
2 4 6 8

3 4 6 7

PucyHok 5 — NepeaHas naHens MES2408B
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110-250 WAC 60/50Hz max 0.5A L s e s 7 9 SELTEX MES2408C

@ @. - S T
® gty ["-“L']ETM.TEQEE il e g

L 5 S L2 |

1 2 3 4 5 6 6.1 7.1

0

18-
9,10 10/100/1000BASE-T
100BASE-£X/1000BASE-X

om

(o]

PucyHok 6 — lMepeaHaa naHenb MES2408C

110250 VAC G0/50Hz max 24 Rl 3 s 7 9 AELTGX MESIAOBCP

[/@\] e coml mmﬁmm

’.Ml 10/100/1000BASE-T
‘or 100BASE-FX/1000BASE-X

@ i:nﬁ, ;;gg @ LTE [ ol [} 835
1 2 3 34 4 5 6 6.1 %A
PucyHok 7 — lNMepeaHaa naHeno MES2408CP
A uiliien 1 3 s 7 A?:Ie':( MES24081P

noo i
Pok Console
1357 £
=5, 4684 [0 [T
AemQ, OO00O0 =] (=]
8 —_2 4 3 8

PucyHok 8 — NepeaHAasa naHenb MES2408IP DC1

176250 VAC 60/S0H max 24 A s, N N s N AELTex Meszaosp

E
[ L%i

i

~
AN 1 3 s 7 JuELTEX MES2208P

18 802 30t Pok+
[= SERO O RO TR0 o0 100t oyiocoensex
e
. TS
= O oD D
2 4 [ 8

B
o—t{1]
OO~

[:88 ?
=00

@

31 4

110-250 VAC 60/50Hz max 1A A class 1

= s
® (1) il
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F
L

1 2 3 31 4 5 6 7

PucyHok 11 — NepeaHasa naHenb MES2408PL

B Tabauue 11 npueeaeH nepeyeHb pa3beMoB, CBETOAMOAHbIX MHANKATOPOB M OPraHOB yNpaBaeHuUA,
PacnofioXKeHHbIX Ha nepegHel naHean KommMmyTaTopos cepun MES2408.
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Tabnnuya 11 — OnucaHne pa3bemMoB, MHANMKATOPOB M OPraHOB YNPaB/ieHMA NepegHen naHean KOMMYTaTo-
pos cepun MES2408

Ne | dnemeHT nepeaHel NnaHenu OnucaHue
1 Knemma 3azemnenuna = Knemma ana 3asemneHuns ycTpomncTea.
) ~110-250VAC, 60/50Hz max | Pa3zbem Ans NOAKNOYEHWUA K MCTOYHWUKY 3S/EKTPOMUTAHUA NepemMeHHOro
1A TOKa.
21 | 18-72 VDC max 10A Pasbem AnAa NOAKNOYEHUA K UCTOYHMKY 3SJIEKTPOMUTAHUA MOCTOAHHOIO
TOKa.
2.2 | 36-72 VDC max 1A/10A Pasbem A1 NOAKNOYEHUA K WMCTOYHUKY SNEKTPONUTAHWA MOCTOAHHOrO
TOKa.
2.3 | 12VDC max 2A Pasbem g5 NOAKNIOYEHMA K aKKYMYNATOPHON BaTapeu.
Power NHAMKaTOp NMTaHMA YCTPOWMCTBA.
3 Alarm UHpuKaTop neperpesa.
Battery (ana MES2408B) NHanKaTop paboTbl akkymynsaTopHon baTapeu.
3.1 | PoE1-8 NHanKkaTopbl coctoaHua PoE-nopTos.
KoHCO/bHbIM NOPT AR IOKANbHOIO YNPaB/AeHUA YCTPOMUCTBOM.
PacnuHoBKa pasbema cneayrowan:
1 He ucnonb3yetca
2 He ucnonb3yetca
3 RX
4 GND
4 Console 5 GND
6 TX
7 He ucnonbsyetcA
8 He ucnonb3yetca
Pacnaiika KoHconbHOro Kabens npueeaeHa B MpunoxeHve A. KOHCO/bHBbIM
Kabenb.
PyHKLMOHaNbHAA KHOMKa A/1A nepe3arpyskun ycTpoicTea n cbpoca K 3aBoa-
CKMM HacCTpoMKam:
5 r - MPW HaXaTUM Ha KHOMKY ANUTeNbHOCTbIO meHee 10 ¢ nponcxoauT nepesa-
rpy3Ka yCTpOWCTBa;
- NPV HA)KaTUKM Ha KHOMKY AAnTeNnbHOCTbio 6onee 10 ¢ npoucxoauT cbpoc
HACTPOEK YCTPOMCTBA L0 3aBOACKOM KOHOUIrypauuu.
6 [1-8] MopTtbl 10/100/1000BASE-T (RJ-45).
6.1 | 910 Combo-nopTbi: noptbl 10/100/1000BASE-T (RJ-45).
Cnotbl AN YCTaHOBKM ONTUYecKux TpaHcusepos 100BASE-FX/1000BASE-X
7 9, 10, LNK/SPD (SFP).
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX MHTEpPECOoB.
- : 1000BASE- .
7.1 | 9,10, LNK/SPD Combo-nopTbl: cAOTbI ANA yCTaHOBKM TpaHcueepoB 1000BAS )f Combo
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX UHTEPDENCOB.

BHewWwHMI BUA, NnepegHel naHenn ycTtponcts cepmmn MES2428 nokasaH Ha pucyHKax 12-16.
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PucyHok 14 — MepeaHaa naHenb MES2428B

170-264 VAC 60/50Hz max 3A AELTEX MES2428P A i
L4

7, 802 30t Poks
] o

1] ] Aam O

Console

e R
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=
AETEX MES2428P
36-72 VDC max 154 134~ 10/100/1000BASE-T, 801 3t Poks
- 25.28 - 10/100/ 1000RASE.T
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PucyHok 16 — NepeaHas naHenb MES2428P DC

B Tabanue 12 npueeaeH nepeyeHb pasbeMoB, CBETOAMOAHbIX MHAMKATOPOB M OPraHoOB yrnpaBaeHus,
Pacno/IoXKEeHHbIX Ha nepegHel naHean KoMMyTaTopoB cepun MES2428.
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Tabnvua 12 — OnucaHne pa3bemoB, MHOMKATOPOB M OPraHOB yNpaB/eHUA NepeaHen naHe M KOMMyTaTo-
pos cepun MES2428

No dnemeHT nepeaHen Onucanme
naHenm
~110-250VAC, 60/50Hz max
1 1A Pasbem gnA NOAKNOYEHMA K WCTOYHUKY 3NEKTPOMUTaHMA MNepeMeHHOro
(170-264 VAC 60/50 Hz max | ToKa.
3A ana MES2428P)
1.1 | 12vDC max 2A Pasbem gns NogKAtoUYeHMA K aKKyMyIATOPHOM BaTapen.
18-72 VDC max 2A
1.2 | (36-72 VDC max 15A ann Pasbem a4na noaKNOYEHNA K UCTOYHWUKY 3/1€KTPONUTAHNA NOCTOAHHOIO TOKaA.
MES2428P DC)
Power MNHAMKaTOp NUTAHMA YCTPOMCTBA.
Alarm MNHavkaTop neperpesa.
2
PoE NHankaTop paboTbl PoE.
Battery (ana MES2428B) NHAanKaTop paboTbl aKKYMyNATOpHOM HaTapen.
KOHCONbHbIM NOPT ANA NOKANbHOIO YNpaB/eHUA YCTPOUCTBOM.
PacnuHoBKa pa3bema cnegytowan:
1 Hewncnonb3yeTtcA
2 He ucnonb3syeTca
3 RX
4 GND
3 Console 5 GND
6 TX
7  He ncnonb3yeTcA
8 He ucnonbsyetca
Pacnaiika KoHconbHOro Kabensa npusegeHa B NMpunoxeHue A. KOHCONbHbIN
Kabenb.
PyHKLMOHANbHAA KHOMKa ANA nepe3arpyskun ycTponcTea n cbpoca K 3aBoa-
CKMM HaCTpoOMKam:
4 . - MPW HaXKaTUKN HA KHOMKY AAUTEeNIbHOCTbIO MeHee 10 ¢ npoucxoauT nepesa-
rpy3Ka yCTpOWCTBa;
- NPW HaXXaTUM Ha KHOMKY AauTenbHocTbio 6onee 10 ¢ npoucxoamTt cbpoc
HaCTPOEeK YCTPOMCTBA 4,0 3aBOACKON KOHbUTypauuu.
5 [1-24] MopTbl 10/100/1000BASE-T (RJ-45).
6 25, 26, 27, 28 Combo-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45).
7 25 26, 27, 28, LNK, SPD Combo-nopTbl: cNOTbl ANA YCTAaHOBKM TPaHCMBEPOB 1OOOBASE—)U( Combo.
LNK/SPD — cBeToBas MHAMKALIMA COCTOAHUA ONTUYECKUX NHTepdeincoB.
8 T1 4 napbl BXOAHbIX CyXMX KOHTAKTOB.

BHewHMn BMA nepeaHen naHenwm yctpoincts MES2424 AC, MES2424 DC, MES2424B, MES2424P,

MES2420-48P, MES2448 DC, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-241, MES3400-48
NOKa3aH Ha pUCYHKax 17-28.

23 465

PucyHok 17 — MepeaHaa naHenb MES2424 AC

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 45




HELTEX

18-72VDC max 1A 1.24. 30/300/3 v
61364 - J00ORASE-X/10GRASER (it D)

78

power QOO

Aam OO O

wMaster QOO

A\ s omice 8'2

D250 VAC S0/50r max A

I=‘l %
[

PucyHok 19 — NepeaHaa naHeno MES2424B
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PucyHok 20 — NepeaHAs naHenb MES2424P
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PucyHok 22 — NepeaHaa naHenb MES2448B
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PucyHok 24 — MNepeaHAasa naHenb MES2420-48P
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PucyHok 28 — MNepeaHaa naHenb MES3400-48

B Tabnuue 13 npmBeaeH nepeyeHb pasbemoB, CBETOANOAHbIX MHAMKATOPOB U OPraHOB YNpaB/eHus,
pacnonoXeHHbIX Ha NnepegHel naHenn kommyTtaTtopos MES2424 AC, MES2424 DC, MES2424B, MES2424P,
MES2420-48P, MES2448 DC, MES2448B, MES2448P, MES2411X, MES3400-24, MES34001-24, MES3400-48.

Tabnnua 13 — OnuncaHMe pasbemoB, MHAMKATOPOB W OPraHOB YNpPaB/ieHUA NepegHel NaHean KOMMYTaTo-
pos MES2424 AC, MES2424 DC, MES2424B, MES2424P, MES2420-48P, MES2448 DC, MES2448B,
MES2448P, MES2411X, MES3400-24, MES3400I-24, MES3400-48

No dnemeHT nepepHei Onucanme
naHenm
1 ~110-250VAC, 60/50Hz max | Pasbem Ana MNOAKNOYEHUA K WUCTOYHMKY 3/IEKTPONUTAHUA NepemMeHHOro
1A TOKa.
1.1 | ~18-72 VDC max 2A Paszbem ansa noaknto4eHNA K UCTOYHUKY 3NEKTPONUTAHNA NOCTOAHHOTO TOKA.
1.2 | 12VvDC max 2A Pasbem gns NnogKntouYeHna akKyMyIATOpHOM 6aTapen.
Power MHAWKaTOp NUTAHUA YCTPOMCTBA.
PS1 MHAWKaTOp COCTOAHUA NepBoro 6710Ka NUTaHKUA.
2 PS2 MHAMKaTOp COCTOAHUA BTOPOro 610Ka NUTaHKUA.
Status MHAauKaTop cTaTyca ycTpolcTaa.
Alarm MHanKaTop neperpesa.
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Master NHauKaTop pexuma paboTbl ycTpoiicTBa (Beayumii/seaombiii).
Fan NHauKaTop paboTbl BEHTUAATOPOB.
RPS NHOMKaTOp pe3epBHOro 3/1eKTPONUTAHUA.

Battery (gna MES24248B,
MES2448B)

NHamKaTop paboTbl akKymynsTopHoi baTapen.

3 Unit ID

MHAMKaTOp HOMepa YCTPOICTBA B CTEKeE.

4 Console

KoHCO/IbHbIM NOPT 415 IOKANbHOTO YNPAB/AEHUA YCTPOUCTBOM.
PacnnHoBKa pa3bema cnegytowlas:

He ucnonbsyetca

He ucnonbsyetca

Pacnaiika KoHconbHOro Kabens npuseaeHa B MNpunoxeHve A. KOHCONbHbIV
Kabenb.

1 Hewucnonb3yetca
2 He wucnonblyetca
3 RX

4 GND

5 GND

6 TX

7

8

dyHKLMOHaNbHAA KHOMKA AN Nepesarpysku ycTpoincTea U cbpoca K 3aBoa-
CKMM HaCTpoMKam:

- MPU HaXKaTUM Ha KHOMKY AAUTeNbHOCTbIo MeHee 10 ¢ npoucxoaunT nepesa-
rpy3Ka yCTpOWCTBa;

- MPM HA)KaTMM Ha KHOMKY AauTenbHoCTblo 6onee 10 ¢ npoucxoamt cbpoc
HaCTPOEK YCTPOMCTBA [0 3aBOACKOM KOHOUIypaLuuu.

6 [1-8], [1-24], [1-48]

MopTbl 10/100/1000BASE-T (RJ-45).

7 | [XG1-XG4], [XG1-XG11]

Cnotbl gna yctaHoBKM TpaHcnsepos 1000BASE-X (SFP)/10GBASE-R (SFP+).

8 USB

USB-nopr.

BHewHW BuA, nepegHent naHenn yctporicts MES2424FB, MES3400-24F, MES3400-48F nokasaH Ha

puUcyHKax 29-31.

AELTEX MES2024F8 (55 a500¢

I — c
= T AuSE 3 =il
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- @
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JelTex
MES3400-24F

PucyHok 30 — NepeaHAas naHenb MES3400-24F
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PucyHok 31 — NepeaHasa naHenbo MES3400-48F

Tabanuya 14 — OnucaHne pasbeMOoB, MHOVMKATOPOB M OPraHOB YNpPaB/ieHMA nepegHein naHean KOMMYTaTo-
pos MES2424FB, MES3400-24F, MES3400-48F

Ne

dnemeHT nepepHei
naHenu

OnucaHue

~110-250V AC, 50-60 Hz

Paszbem ONnA NOAKNYEeHUNA K UCTOYHUKY INEKTPONUTaHMA nepemeHHOoro
TOKa.

12v DC

Pazbem AN NoAKAOUYEHUA aKKYMYyIATOpPHOM H6aTapen 12V.

Power

MNHAMKaTOP NUTaHMA YCTPOMCTBA.

Alarm

NHaukaTop aBapuu.

Master

NHAaMKaTop pexkmma paboTsbl ycTpoicTea (BeayLumii/segombiii).

Battery (ans MES2424FB)

NHAanKaTop paboTbl aKKyMmynsTopHol 6atapeu.

Fan

UHamKkaTop paboTbl BEHTUAATOPOB.

RPS

NHAMKaTop pe3epBHOro 3/1eKTPONUTaHMUA.

UnitID

MHAMKaTOp HOMepa YCTPOWCTBA B CTeKe.

Console

KOHCONbHbIM NOPT AN5 NOKANbHOFO YNpaBAeHUA YCTPONCTBOM.
PacnuHoBKa pasbema cnegytowan:

1 Hewucnonb3yeTca
2 He ucnosb3syeTtca

3 RX

4 GND

5 GND

6 TX

7  He ncnonb3yeTtcA

8 He ucnonb3syetca

Pacnaiika KoHconbHoro kKabensa npusegeHa B MNpunoxerHne A. KOHCONbHbIN
Kabenb.

dDyHKLMOHaNbHAA KHONKA N8 nepe3arpyskun ycTpoicTea U cbpoca K 3aBo-
ACKMM HacTpoMKam:

- NPW HaXKaTUK Ha KHOMKY ANUTeNbHOCTbO MeHee 10 ¢ npoucxoauT nepe-
3arpysKa ycTpoucTBa;

- MPU Ha¥KaTUM Ha KHOMKY AnuTenbHocTblo 6onee 10 ¢ nponcxoauT cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKON KoHdUrypaumu.

[1-24], [1-48]

CnoTbl A4 YCTaHOBKU ONTUYecKux TpaHcusepos 100BASE-FX/1000BASE-X
(SFP).

[XG1-XG4]

CnoTbl ANA ycTaHOBKM TpaHcueepoB 1000BASE-X (SFP)/10GBASE-R (SFP+).

BHewHW BMA nepegHux naHenen ycrponcts MES2410-08DP, MES2410-08DU noKasaH Ha pUCYHKax
32-33.
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PucyHok 33 — lNepeaHasa naHenb MES2410-08DU

Tabnnua 15 — OnurcaHue pa3bemMoB, MHAMKATOPOB U OPraHOB ynpas/ieHUs nepegHen NnaHem KOMMyTaTo-
pos MES2410-08DP 1 MES2410-08DU

dnemeHT nepeaHen

Ne OnucaHue
naHenu
100-240 V AC, 50-60 Hz
1 (ans MES2410-08DP) Pazbem AnA NOAKAOYEHMA K UCTOYHWUKY 3S/1IEKTPOMNUTAHUA NMepemeHHOro
200-240 V AC, 50-60 Hz TOKa.
(ans MES2410-08DU)
2 UnitID NHANKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKaTOp NUTaHMA yCTPOMCTBA.
Alarm NHAanKaTop aBapuu.
3
Master MHAMKaTop pexkrMma paboTol ycTpoicTea (BeayLumit/segombiii).
PoE NHamkaTop paboTbl POE.
PyHKLMOHaNbHAA KHOMKa A1A nepe3arpysku ycTpoictea u cbpoca K 3aBos-
CKMM HacTpoMKam:
4 r - MPY HAXaTMM Ha KHOMKY ANUTeNbHOCTbIo MmeHee 10 ¢ npoucxoauT nepe-

3arpysKa ycTpoWncTBa;
- NPY HaXKaTUW Ha KHOMKY AnuTenbHocTbio 6onee 10 ¢ nponcxoaut cbpoc
HaCTPOEK YCTPOMCTBA A0 3aBOACKON KOHUIypaLuu.

KoHCO/IbHbIM NOPT 4N1A OKANBHOIO YNPaB/AEHUA YCTPOUCTBOM.
PacnnHoBKa pasbema cneayroLlan:

9 He ucnonbayetcA

10 He ucnonb3yetca

11 RX

12 GND

13 GND

14 TX

15 He ucnonbsyetca

16 He ucnonb3yetca

17 He ucnonb3yetca

PacnaiKka KoHCO/IbHOrO Kabens npueeneHa B NPUNOXKeHUn A.

5 Console

6 [1-8] NMopTbl 10/100/1000/2500BASE-T (RJ-45).

7 [XG1, XG2] CnoTbl 4na ycTaHoBKM TpaHcneepos 1000BASE-X (SFP)/10GBASE-R (SFP+).

BHewHM BUA nepeaHen naHenm yctpoiicte MES2420B-24D, MES2420D-24DP noKasaH Ha pUCyHKax
34-35.
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PucyHok 35 — NMepeaHaa naHeno MES2420D-24DP

Tabnnua 16 — OnncaHMe pPasbeMOoB, MHAMKATOPOB W OPraHoOB YNPaB/ieHUA nepegHel NaHean KOMMYTaTo-
pos MES2420B-24D, MES2420D-24DP

nem 7
Ne dnemeHT nepeaHen Onncanme
naHenu
1 100-240 V AC, 50-60 Hz Pasbem gnA NOOKAOYEHMA K UCTOYHWKY 3S/1EKTPOMUTAHUA NMEepemMeHHOro
TOKa.
1.1 | 12vDC max 2A Pasbem gns nogKntoyeHma akkyMynaTopHoi 6aTapen.
Power MHAMKATOp NUTaHMA YCTPOMCTBA.
Alarm MHanKaTop neperpesa.
Master MHAaMKaTop pexkrnma paboTbl ycTpoicTea (BeayLumii/segomblit).
2 Battery NHAanKaTop paboTbl aKKYMynAaTopHOM BaTapen.
Status MHanKaTop cTaTyca ycTpoKcTsaa.
PS1 NHAMKaTOp COCTOAHUA nepBoro 610Ka NUTaHuA.
PS2 MNHAMKATOP COCTOAHMA BTOPOro 610Ka NUTaHMA.
3 Unit ID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
KOHCONbHbIV NOPT ANA NOKANBHOMO YNPaBAEHUA YCTPONCTBOM.
PacnuHoBKa pasbema cneaytowan:
1 Heucnonb3yetca
2 He ucnosb3syeTca
3 RX
4 Console 4 GND
5 GND
6 TX
7  He ucnonb3yeTcA
8 He ucnonbsyetca
Pacnaiika KoHconbHOro Kabena npueeneHa B NpUIOKeHUU A.
PyHKLMOHaNbHAA KHOMKAa A/1A Nepe3arpysku yCTpoicTea 1 cbpoca K 3aBoa-
CKMM HacCTpoMKam:
5 r - MPY HAXKATMM HA KHOMKY A/NTENbHOCTbIO MeHee 10 ¢ nponcxoanT nepesa-
rpy3Ka yCTpOKNCTBa;
- NPWU HaXXaTUM Ha KHOMKY A/uUTenbHocTbio 6onee 10 ¢ npoucxoauT cobpoc
HaCTPOEK YCTPOWCTBA A0 3aBOACKOM KOHGUrypaumu.
6 [1-24] MopTbl 10/100/1000/2500BASE-T (RJ-45).
7 [XG1 - XG4] CnoTbl AnA yctaHoBKM TpaHcusepos 1000BASE-X (SFP)/10GBASE-R (SFP+).
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HELTEX

8 LNK/SPD CBeToBas MHAMKALUMA cOCTOAHUA MHTepdelicoB XG1-XG4.

BHewHW BUA nepeaHen naHenn yctponctea cepum MES3710P nokasaH Ha pucyHKe 36.
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JveLTEX
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Console

1..8 - 10/100/1000BASE-T PoE+
9..12 - 100BASE-FX / 1000BASE-X

PucyHok 36 — lNepeaHaa naHenb MES3710P

Tabnunuya 17 — OnucaHune pasbemoB, MHANMKATOPOB M OPraHoOB ynpasaeHuns nepegHen naHenn MES3710P

. -

Ne AnemeHT nepeaHen Onncanme
naHenm

1 [1-8] MopTtbl 10/100/1000BASE-T (RJ-45).

2 [1-8] CeeToBaa nHAMKauma PoE.

CnoTbl ANA YyCTaHOBKM ONTUYECKUX TPAHCUBEPOB
3 9, 10, 11, 12, LNK/SPD 100BASE-FX/1000BASE-X (SFP).
LNK/SPD — cBeToBas MHAMKALMA COCTOAHUA ONTUYECKMX UHTEPhENCOoB.

PWR1, PWR2 NHAMKaTOpbl NUTAHWUA YCTPOICTBA.
4 Alarm MHAanKaTop aBapuu.
Temp MHAnKaTop Temnepartypbl.

PyHKLMOHaNbHaA KHOMKa A1A Nepe3arpy3Kku ycTponcTea u copoca K 3a-
BOACKMM HaCTpOMKam:

- NPW HAXKaTUW HA KHOMKY ANMTeNbHOCTbI0O MeHee 10 c. nponcxoamT ne-
pesarpyska ycTpoucTBa;

- NPW Ha)KaTUW Ha KHOMKY AauTenbHocTblo 6osee 10 c. npoucxoaut
cbpocC HACTPOEK YCTPOMCTBA 4,0 3aBOACKOM KOHPUTYypaLuu.
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HELTEX

KOHCONbHbIM NOPT ANA NOKANbHOTO yNpaB/ieHNA YCTPOUCTBOM.
PacnuHoBKa pasbema cneayrowan:

He ncnonb3yeTca

He ncnonb3yeTca

RX

GND

GND

X

He ncnonb3yeTca

He ncnonb3ayeTca

Pacnaiika KoHconbHOro Kabensa npuseaeHa B MpunoxkeHune A. KoHconb-
Hbll Kabenb.

6 Console

0O NOOULEA, WN P

1.4.2 3adHAA u sepxHAA naHenu ycmpoiicme

BHewHWN BUA, 3agHel naHenn kommytatopoB MES14xx, MES24x, MES34xx (BepxHei ana 3710P)
npuBeAEeH Ha PUCYHKAX HUKe.
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PucyHok 37 —3aaHAaa naHenb MES1428, MES2428, MES2428B, MES2408IP DC1, MES2408P, MES2424 n
MES2424B
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PucyHok 39 —3aaHAaa naHenb MES2424P, MES2428P, MES2420B-24D
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PucyHok 40 — 3agHaa naHenb MES2448 DC
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PucyHok 41 —3agHAaa naHenb MES2448B

100-240 V AC 50-60 Hz
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PucyHok 46 — 3agHaa naHenb MES2420D-24DP, MES3400-24, MES34001-24, MES3400-48, MES3400-48F
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PucyHok 48 — 3agHaa naHenb MES2410-08DP, MES2410-08DU

TaTOPOB.

B Tabanuax 18 n 19 npuBeaeH nepeyeHb Pa3sbemMoB, PACMOJIOMKEHHbIX HA 3aZlHEN NMAHENN KOMMY-

Tabnmua 18 — OnucaHuMe pasbemMoB 3afHel naHenu kommyTtatopos MES1428, MES2428, MES2428B,
MES2408IP DC1, MES2408P, MES2424 n MES2424B

Ne

dnemeHT 3agHeii naHenu

OnucaHue

1

[ .
Knemma 3asemnenuva =

Knemma g/1a 3a3emneHuns ycTpomncTea.

Tabnnua 19 — OnucaHne pa3beMoB 3agHen naHenu KommyTtatopa MES2424FB, MES2424P, MES2428P,
MES2448 DC, MES2448B, MES2448P, MES2410-08DP, MES2410-08DU, MES2420-48P, MES2420B-24D,
MES2420D-24DP, MES2411X, MES3400-24, MES3400I1-24, MES3400-24F, MES3400-48, MES3400-48F

Ne dnemMeHT 3agHeil naHenun OnucaHue
1 BeHTMNATOPbI ANA OXNaXAEHUA YCTPOMCTBA.
2 Knemma 3azemnenns = Knemma gna 3a3emneHus ycTpomncraa.
3 36-72 V DC Pasbem gnA NOAKNOYEHMA K MCTOUYHUKY 3MEKTPOMUTAHMA MOCTOAHHOrO
TOKa.
4 ~110-250VAC, 60/50Hz max Pasbem ana NoAKNOYEHUA K UCTOYHWUKY SNEKTPOMNUTAHMA MEPEeMEHHOro
1A TOKa.
4.1 12VDC max 5A Pasbem gns NnogKAouYeHns akkyMynaTopHoOM baTtapee.
5 CNOTbI ANA yCTaHOBKM 6710- CnotT ans ycTaHOBKM pe3epBHOro 61oKa nutaHma AC nnm DC.
6 KOB NUTaHNA CnoT ANnA ycTaHOBKM OCHOBHOTO 610Ka nutaHua AC uam DC.
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HELTEX

BHewHMI BUA BepxHel naHenn kommyTtatopa MES3710P npuBeaeH Ha pucyHKe 49.

PWR2

s
PWR1

NC-COM-NO)
Dry contact

PucyHok 49 — BepxHaa naHenb MES3710P

B Tabnunue 20 npuBeaeH nepeyeHb PasbeMoB, PaACNoIOKEHHbIX Ha BePXHEW NaHenn KoMmmyTatopa
MES3710P.

Tabnunuya 20 — OnucaHne pasbeMOB BEpPXHEN NaHenn Kommytatopa MES3710P

Ne dnemeHT 3agHel naHenu OnucaHue
[ — o
1 Knemma 3asemnenHuns = Knemma pns 3a3emneHuns ycTponcTBaa.
PaszbeMbl g1a NOAKAOYEHMA K UCTOYHMKAM 3N1EKTPONUTAHMUA NOCTO-
2 48 (45~ 57) VDC AJIA noA P
AHHOTO TOKa.
3 12VDC max 5A PeneiHbiN BbIxO4 aBapuUiiHOM curHanmnsaumm: 1 A 24 V DC.

1.4.3 bokoevle naHesau ycmpolicmea
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PucyHok 51 — flesaa 6okoBas naHenbs MES1428
PucyHKn 60KOBbIX MaHenen ANA OCTaNIbHbIX YCTPOMUCTB aHAN0TUYHbI.

Ha 60KoBbIX NnaHensx yCTPOVICTBa PacnonoXxeHbl BEHTUNAUMOHHbDbIE pelleTKN, KoTopble CAyXaT AnAa
oTBoAa Tenna. He 3aKprBal‘;1Te BEHTUNAUNOHHbIE OTBEPCTUA MOCTOPOHHMMU NpeaMeTaMu. 3TO0 MmoXKeT
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HELTEX

NPMBECTU K Neperpesy KOMMOHEHTOB YCTPOMCTBA M BbI3BaTb HapyleHWs B ero paboTte. PekomeHgaumm no
YCTaHOBKE YCTPOMCTBA Pacno/oxKeHbl B pasgene «YCTaHOBKa M NOAKIOYEHMEY.,

1.4.4 KoHcmpykmueHoe ucnosnHeHue Kommymamopa MES3708P

B gaHHOM pasgenie onnMcaHo KOHCTPYKTUBHOE ucnonHeHue Ethernet-kommytatopa MES3708P.

YCTPOMCTBO COCTOMT M3 OCHOBHOM NAaThbl, NAaTbl 6/10Ka NUTaHUA U moaynein 3awnTbl nopTtos Ethernet
10/100/1000BASE-T oT nepeHanpsa>keHuit. MnaTtbl pacnofioxeHbl B MeTaJIMYeCcKom Kopryce.

Ona KpenneHus yCTPOMCTBA Ha Kopnyce npeaycMOTPEH MeTaN/IMYecknin Kptok. KpenneHue
NnoABEeCHOE, Ha LWTAHry To/WMHOM He 6onee 8 mm. lMogKatouyeHWe NUTAHUA M ceTeBblXx MHTepdelicoB
npou3BoAUTCA K pa3bemam, PacnosioKEeHHbIM BHYTPU Kopnyca. BbiBoa, NpoBOAOB HapyKy BbiNOAHAETCA
yepes npefHa3HaYeHHble 4N1A 3TOro OTBEPCTMA B Kopnyce.

Ha pucyHKe 52 noKa3aHbl OCHOBHbIE KOMMNOHEHTbI U pazbembl MES3708P.

Il

1 SH20000000% |

9

PrcyHOK 52 — OCHOBHble KOMMNOHEHTbI U pasbembl MES3708P
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HELTEX

B Tabnnue 20 npuBeaeHoO onncaHMe OCHOBHbIX KOMMOHEHTOB M pazbemoB MES3708P.

Tabnmua 21 — OnucaHne OCHOBHbIX KOMMNOHEHTOB U pa3bemos MES3708P

OnucaHue

Pasbembl 415 YCTaHOBKM ONTUYECKUX TpaHcuBepos 100BASE-FX/1000BASE-X (SFP).

OcHoBHa#A naaTa yCTPOMCTBa.

MnaTa 610Ka NUTaHUA.

Pasbem gna NoaKnoYeHUA K UCTOYHUKY 31IEKTPONUTAHMA NEPEMEHHOrO TOKa.

Pasbembl 415 NOAK/IOYEHNA MoAy el 3awmTbl nopTos Ethernet 10/100/1000BASE-T oT nepeHanpsasKeHui.

Moaynu 3awmTbl noptos Ethernet 10/100/1000BASE-T oT nepeHanpaKeHni.

Knemma gna 3azemneHus yCTpOﬁCTBa.

Pasbembl 415 NOAK/IIOYEHNA YCTPOWCTB /IoKasibHOM ceTu Ethernet.

O | (I NV | W|IN|RFP

FepmosBoA ana Kabens 31EeKTPpONUTaHUA.

[
o

fepmoBBOA 418 MeAHbIX U ONTUYECKUX Kabenelt nokanbHon cetu Ethernet.

[y
=

Paszbem gna NOAKAOYEHUA K KOHCO/IM YCTPOMCTBA Yepes nHTepderic RS-232.

1.4.5 Ceemosasn uHoukayusa

CocrosiHue nHTepdeincos Ethernet nHguumMpyeTca AByma cBeTOAMOAHbIMU UHANKATOPamu, LINK/ACT

3eneHoro useta n SPEED aHTapHOro ugeTa. PacnonoeHue cBeToAN0A0B NOKAa3aHO Ha pUcyHKax 53-55.

(O LNK

ey | (O) SPD

PucyHoK 53 — BHellHKWI1 BUA ogMHapHoro pasbema SFP/SFP+

LINK/ACT  SPEED

PucyHOK 54 — BHewHWI B1A, CABOEHHOro pasbema SFP/SFP+

LINK/ACT SPEED

)
000000 7

PucyHoK 55 — BHewwHuin Bug, pasbema RJ-45

58
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DHELTEX

Tabnuua 22 — CsetoBas nHAuKauma coctoaHna Ethernet-nopros 10/100/1000/2500BASE-T

BbikntoueH BbikntoueH MopT BbIKNOYEH MW COeANHEHUE HE YCTaHOBEHO.
YcTaHoBeHO coeanHeHmMe Ha ckopocti 10 M6uT/c uam
lopwuT nocToAHHO BbikntoueH
100 M6wuT/c.
YcTaHOB/MIEHO coeaMHeHue Ha ckopoctu 1000 M6uTt/c
FopnT NnocToAHHO [opuT NnocToAHHO
nnmn 2500 Méut/c.
Mwuranue - NaoeT nepepava gaHHbIX.

Tabnunua 23 — CeeToBas MHAMKALUMA COCTOAHUA UHTepdeicos SFP

BbikntoyeH BbikntoueH MopT BbIKNOYEH AN COeANHEHME HEe YCTaHOB/IEHO.
lopwuT nocTtoAHHO BbikntoueH YcTaHOB/IEHO coeanHeHne Ha ckopoctu 100 M6ut/c.
lFopnT nocToAHHO FopuT NnocToAHHO YcTaHoOB/IeHO coeMHeHne Ha ckopocTu 1 Iéut/c.
Mwuranue - MpoeT nepepaya AaHHbIX.

Tabnunuya 24 — CeeToBas MHAMKAUMSA COCTOAHUA UHTepdencos SFP+

BbikntoueH BbikntoueH MopT BbIKNOYEH AN COEAUHEHUE HE YCTaHOBJIEHO.
lopwuT nocTtoAHHO BbikntoueH YcTaHOB/IEHO coeanHeHue Ha ckopocTtu 1 Meut/c.
lopuT nocToAHHO [opuT noctoAHHO YcTaHOB/IEHO coeanHeHue Ha ckopocTtu 10 Feut/c.
MwuraHune - NpoeT nepegava gaHHbIX.

CuctemHble MHauKatopbl (Power, Alarm) cnyxaT gns onpeaeneHusa cocTosHusa paboTbl y310B

KommyTaTtopos cepum MES14xx, MES24xx, MES34xx.

Tabnunua 25 — CBeToBas MHANKALMA CUCTEMHbIX MHANKATOPOB

CocToaHue BbikntoyeH

MuTaHMe BbIKAOYEHO.

MUCTOYHUKOB
NMUTaHUA

3eneHbll, roOpUT NOCTOAHHO

MWTaHWe BKAOYEHO, HOpMabHasn
paboTa ycTpolicTBa.
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MES1428
MES2408
MES2408B
MES2408C
MES2408P
MES2408IP DC1
MES2408CP
MES2408PL
MES2428
MES2428B
MES2428P
MES2424
MES2424B
MES2424pP
MES2424FB
MES2411X
MES2410-08DU
MES2410-08DP
MES2420B-24D
MES2448B
MES2448 DC

KpacHbliit

ABapuAa BTOPUYHOIO UCTOYHUKA.

MES3400-24
MES34001-24
MES3400-24F
MES3400-48
MES3400-48F

KpacHbii

OTcyTCTBME NEPBUYHOrO NUTAHUA
OCHOBHOFO UCTOYHMKA (NPY NUTAHMK
YCTPOWCTBA OT pe3epBHOI0 UCTOYHMKA)
WM aBapus BTOPMYHOTO UCTOYHMKA.

MpusHak 3eneHblIii, FOPUT NOCTOAHHO YCTPOKNCTBO ABNAETCA KMAcTEPOM» B
’
Master! Beg,yu.ul.ero CTeKe.v
yCTpOICTBa Npwm BbIKIOYEH YCTPOMCTBO He ABNAETCA «MacTepom»
paboTe B cTeke B CTEKE.
3enewbii, Bce BHyTpeHHMe cucTeMbl paboTatoT B
MES2448P roput
MIHpuikaTop MES2420D-24DP I'IOF::TOHHHO HUTATHOM PEXUME.
Status COCTOAHUA ”
yCTpoiicTsa MES2420-48P KpacHbin, Bo3moxHasa HemcnpaBHOCTb
roput BEHTUNATOPOB.
NOCTOAHHO InobanbHas owmnbKa PoE.
CocTosiHMe 3eneHbli, ropuT NOCTOAHHO Bce BEHTUNATOPbBI UCMPABHbI.
Fan BEHTMNATOPA N OTKa3 ogHoro unu 6onee
KpacHbli1, ropuT NOCTOAHHO
oXNaxkaeHuA BEHTU/IATOPOB.
Alarm CocTosiHMe BkntoueH HopmanbHasa paboTa ycTponcTsa.
ycTpolicTBa KpacHbIi, ropuT NOCTOSHHO Meperpes nan aBapua BEHTUNATOPOB.
Pe3epBHbIN UCTOYHMK YCTAHOBAEH,
P 6 3eneHbliA, FOPUT NOCTOAHHO nuTaHue BKAOYEHO, paboTaeTt
eXunm paboTbl
pesepsrforo HOPMa/bHO.
RPS HCTOUHMKA OTcyTCcTBME NEPBUYHOMO NUTAHMUA
TaHUS KpacHbIi, roput NOCTOAHHO pe3epBHOro NCTOYHMKA UK ero
HEWCnpPaBHOCTb.
BbIkntoueH Pe3epBHbIN NCTOYHUK HE NOAKIOYEH.
3eneHbli
MES2408P ropuT ! MopgKntoyeH notpebutens PoE xoTa 6bl
PoE MES2408PL B OZMH NOPT.
MES2408CP MIOCTOARHO
KpacHbliit
CocrosaHue Pok MES2428P r: T ! Asapwua PoE (nopT B coctoaHUM
MES2424P P neperpysku, rnobanbHana aBapus PoE).
MES2410-08DP nocToAHHO
MES2410-08DU BbikntoueH Motpebutenun PoE He nogKAtoYeHbI.

! KommyTatopbl MES1428, MES2408, MES2408B, MES2408C, MES2408CP, MES2408P, MES2408PL, MES2408IP DC1,
MES2428, MES2428P, MES2428B, MES3708P, MES3710P He nogaepXMBatOT PEXMM CTEKMPOBAHUA.
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3eneHbln, AKB nogKkntoyeHa, NUTaHWe B HOpMe.
MES2408B
ropur
MES2428B 1
NOCTOAHHO
Batter CoctoaHne AKb MES24248 KpacHbii OcHoBHOE NUTaHMe OTKAoYeHO, AKb
’ MES2424FB 3:neHbu7| paspaxaerca ,
MES2448B S P '
MES2420B-24D n
BbIkntoueH AKB oTKntoueHa.
3eneHbln,
ropuT BNOK NUTaHWA NOAKNOYEH U 3aNNTaH,
€CTb BbIXOAHOM TOK C 6/10Ka NUTaHMUA.
c 6 MES2448P NOCTOAHHO A
ocTosaHne 6a0Ka "
. MES2420D-24DP | KpacHbin, BNOK NUTaHWA YyCTaHOBAEH, HO
nutaHua Main
PSs1 MES2420-48P roput OTCYTCTBYET BXOAHOE HanpsxeHne/
NOCTOAHHO HeT BbIXO4HOr0 TOKa ¢ 6/10Ka NUTaHuA.
BbikntoueH BNOK NUTAHMA HEe NOAKNOYEH.
3eneHsbin,
ropuT BNOK NUTAaHWA NOAKNOYEH U 3aMNTaH,
€CTb BbIXOAHOM TOK C 6/10Ka NUTaHuUA.
CoctosAHune bnoka | MES2448P NOCTOAHHO
nuTaHuA MES2420D-24DP | KpacHbii, BNOK NUTaHWA yCTaHOB/EH, HO
pPS2 Redudant MES2420-48P ropur OTCYTCTBYET BXOAHOE HanpseHune/
NOCTOAHHO HET BbIXOAHOro TOKa ¢ 6/10Ka NUTaHuUs.
BbikNtoyeH BNOK NUTAaHUA He NOAK/OYEH.
3eneHsbin,
roput MNopaHo nutaHue Ha BBog PWR1.
PWR1 UHamnKaTopbl NOCTOAHHO
COCTOAHUA BbikntoyeH MutaHue Ha BBog PWR1 He nogaHo.
nuTanna 3enieHbll,
ycTpounctea roput MopaHo nuTaHue Ha BBoa PWR2.
PWR2 NOCTOAHHO
BbikntoueH MutaHue Ha BBog PWR2 He noaaHo.
KpacHbii,
ropuT Meperpes nan nepeoxnaxaeHue
CTpoiicTBa.
Whankatop NOCTOAHHO yerp
Alarm aBapuun MES3710P
BbikntoyeH HopmanbHana paboTa ycTpoicTsa.
KpacHbii,
Meperpes nnu nepeoxnaxaeHue
NHgukaTop roput N
Temp yCTpOoMcTBa.
TemnepaTypbl NOCTOAHHO
BbikNtoyeH HopmanbHana paboTa, neperpesa Her.
3eneHbii
- ’ MoakntoueH notpebutens PoE B
NHAanKaTopbl COOTBETCTBYHOLWMI NOPT.
Pot A P NOCTOAHHO yiou P
cocTtoAHnA PoE
MoTpebutenb POE He noaKAtOYEH B
BbikntoueH o
COOTBETCTBYHOLWMI NOPT.

! Mpu nogkntoueHnn AKB BO3MOXHa 3a4epKa CMeHbl MHAMKaLUUK A0 5 MUHYT.
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1.5 KomnaeKT noctaBKku

B 6a30BbIli KOMNAEKT NOCTABKM BXO4AT:

Ethernet-kommyTaTop;

KomnnekT Kpenerka B cTOnKy (Kpome MES3708P, MES3710P);

WHyp nutaHusa EBpoBunka-Cl3, 1.8m (Tonbko gns MES2408C, MES2408CP, MES2408PL,
MES2428B, MES2408B, MES2420B-24D, MES1428 AC, MES2408 AC, MES2428 AC, MES2408P
AC, MES2428P AC, MES2410-08DP, MES2410-08DU, MES2424 AC, MES2424P, MES2424B,
MES2424FB, MES2448B, MES2411X);

LLHyp nuTaHua MBC 2x1.5, 2m (Tonbko ana moaenei MES2408I1P DC1, MES1428 DC, MES2408
DC, MES2424B, MES2424FB, MES2428 DC, MES2408P DC, MES2428P DC, MES2424 DC,
MES2448 DC, MES3710P);

CbemHble KnemmHble Konogku (1 Pos. — 1 wrT., 2 Pos. — 2 wr.) (Tonbko ans MES3710P)
MamaATKa 0 AOKYMEHTaLMK;

CepTudmKaTt/aeKknapauma COOTBETCTBUS;

Macnopr.

Mo 3aKa3y NoKynaTena B KOMMNJIEKT NOCTaBKM ONUNOHAIbHO MOTYT ObITb BKAIOYEHDI:

PykoBoAacTBO No 3Kcnayataunm Ha CD-gucke;

WHyp nutaHma EBposunka-C13, 1.8m (B cayyae KomnaeKtauuMm moaynem nutaHusa PM160-
220/12 nnn PM380-220/56);

LWHyp nuTaHua NBC 2x1.5, 2m (B ciydae KOMNieKkTaumMm moaynem nutaHmua PM100-48/12);
Moaynb nutaHua PM65-220/12 (ana MES3400-24, MES3400-24F, MES34001-24, MES3400-48);
Moaynb nutaHua PM160-220/12 (ana MES3400-24, MES34001-24, MES3400-24F, MES3400-
48, MES3400-48F);

Moaynb nutaHua PM165-220/12 (ana MES3400-24, MES3400-24F, MES34001-24, MES3400-
48, MES3400-48F);

Mogaynb nutaHna PM100-48/12 (ana MES3400-24, MES34001-24, MES3400-24F, MES3400-48,
MES3400-48F);

Mogaynb nutaHna PM380-220/56 (ana MES2448P);

Mogaynb nutaHna PM450-220/56 (ana MES2448P, MES2420D-24DP);

Mogaynb nuTaHns PM950-48/56 (ana MES2420-48P);

Mogaynb nuTaHna PM950-220/56 (ana MES2420-48P);

KoHco/bHbIM Kabenb;

SFP/SFP+ TpaHcuBepbl.
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2 YCTAHOBKA U NOAKNIOYEHUE

B ngaHHOM pasaene onucaHbl NpoLeaypbl YCTAaHOBKM 060pyA0BaHUA B CTOMKY M NOAKAOUYEHUSA K NK-
Talowen cetu.

2.1 YcTaHOBKa YCTPOMCTB B CTOMKY

B KOMMN/IEKT NOCTAaBKU YCTPOWCTB BXOAAT KPOHLUTEMHbI /1 YCTAHOBKW B CTOMKY U BUHTbI 418 Kpene-
HUA KPOHLITENHOB K KOPNYCY YCTPOMCTB. Ha KPOHLWITENHAX PACNON0OMKEHbI LECTb KPeneXKHbIX 0TBEPCTMI 1A
pa3HbIX BAPUAHTOB KPEMJEHMA, YTO NO3BOIAET PErYANPOBATb PAaCCTOAHUE MeXAy nepenHein naHenbto u
ABepuen cepsepHoro WKada (pucyHkn 56-57). [ina yCTaHOBKM KPOHLWITENHOB BblbepuUTe 04MH M3 BapuaH-
TOB KpenneHus:

PucyHok 57 — BapuaHT KpenaeHua KpoHWwTenHoB No2
1. BblbepuTte HeobXoaMMble MONOXKEHMA KPOHLWTEWHA, NOKa3aHHble Ha pUCyHKax Bbiwe. Cos-
MecCTUTe BbibpaHHbIE YeTblpe OTBEPCTUA A1 BUHTOB HA KPOHLUTEMHE C TAKUMMU }Ke OTBEpPCTU-
AMKM Ha BOKOBOM NaHenn yctponcTea. C NOMOLLbIO OTBEPTKU MPUKPENNTE KPOHLLUTENH BUH-

TaMu K Kopnycy.
2. ToBTopuTe War 1 A4na BTOPOro KPOHLWTenHa.
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3. CoBMeCTUTe OTBEPCTUA KPOHLITEMHOB C OTBEPCTUAMM HA NepeaHNX BEPTUKabHbIX Hanpas-
NAOWMX CTOMKM (pUCYHOK 58). Mcnonb3yiiTe 0TBEPCTUA B HAMPABAAIOWMX HA OAHOM YPOBHE
€ 06enx CTOPOH CTOMKM, AN5 TOTO YTO6bI YCTPOMCTBO pacnosiaraiocb ropusoHTanbHo. C no-
MOLLbIO OTBEPTKM MPUKPENUTE YCTPOMCTBO K CTOMKE BUHTaMM.

PucyHoK 58 — YcTaHOBKa yCTPOICTBA B CTOMKY

Ha pucyHke 59 npusegeH npumep pasmeweHnAa Kommytatopos MES14xx, MES24xx n MES34xx B
CTOWKe.

o MES14xx/MES24xx N1 o]
o KabenbHbIn opraHainsep (o]
o|  MES14xxMES24xx N2 o
o KabenbHbIn opraHainsep o
o|  MES14xxMES24xx N3 o
o KabenbHbIin opraHainsep o
o|  MES14x<MES24xx N4 o
o KabenbHblin opraHainaep o
o|  MES14x<MES24xx N5 o
o KabenbHblin opraHainaep o

PucyHok 59 — PaameleHne KommyTtaTopoB MES14xx, MES24xx n MES34xx B cTOlKe
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’1 He 3aKpbliBaliTe BEHTUNALUOHHDbIE OTBEPCTUA, @ TaKKe BEeHTUNATOPbI, PACNO/IONKEHHbIE HA
i 3aAHeli naHean, NOCTOPOHHUMU NpeameTamu Bo M3berKaHue neperpeBa KOMMNOHEHTOB
KOMMYTaTOpa M HapyLeHuA ero paboTbl.

2.2 YcrtaHoBKa Ha DIN-peiiKy u gemoHTax yctpoiictea MES3710P

'1 Ycrpoiicteo MES3710P yctaHaB/MBaeTcA BePTUKaNbHO, TaK Kak 6oKoBble naHenu obecne-
i YMBaIOT TENNIOOTBOA,

[ns yctaHoBKK ycTpolicTBa Ha DIN-peliky:

1. HaKNoHWUTb KOpNyC YCTPOMCTBA BEPXHEM YacTbio OT cebsi MU NPUIOKUTL KpPenieHue Ha 3a4-
Hei naHenu K DIN-peiKe Tak, 4Tobbl €€ BEPXHASA KPOMKa OKa3a/siacb 3a NPOBOJIOYHOMN Npy-
KUHOM.

2. HagaBuTb Ha KOPMyC YCTPOMCTBA CBEPXY, KaK NpeacTaB/eHo Ha pucyHKe 60.

PucyHok 60 — MepBbIn 3Tan nHctannaumm MES Ha DIN-peliky

3. He cHMMas gaBneHus, NPUXKaTb HUMKHIOK YacTb Kopnyca ycTpolicTea K DIN-peike go 3a-
LEIKMBAHWA, KaK NPeaCcTaBNeHO Ha PUCYHKe 61.

PucyHok 61 — Bropo# atan uHcrannauymm MES Ha DIN-peliky

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 65



DELTEX

Ons pemoHTaxKa ycrporictea ¢ DIN-peiiku:

1. HapaBWTb Ha KOpPMYC YyCTPOMCTBA CBEPXY.
2. He cHMMasA faBneHuA, NOTAHYTb HUMKHIOK YacTb YCTPOMCTBA Ha cebs.
3. TMpunoaHss Kopnyc, CHATb ycTponcteo ¢ DIN-peliku.

2.3 NoaknioueHme NnpombilwNneHHOro Kommytatopa MES3710P K 610Ky nuTa-
HuA DRS-270-56

1. Y6eautbca, yto NnuTaHue 230 B oTkAtoueHO oT 610Ka nuTaHua DRS-270-56.

2. CoepMHUTb Kabenem oTpuUATENbHLIN NOAOC BA0KA NUTAHMA U OTPULATENBHBIA NOAOC
KOMMYyTaTOpa Yepes KAeMMHble KONOAKM.

3. AHaNoOrMyHbIM 06pasom CoeAMHUTL NONOKUTENbHbBIE NOAHOCHI.

4. HapeHo 3aTAHYTb BUHTbI Ha KAEMMHbIX KONOAKAX U YCTaHOBUTb UX B COOTBETCTBYIOWME
pasbembl Ha 610Ke NUTAHUA U KOMMyTaTope. Pe3ynbTaT NpeacTaBAeH Ha pUCyHKe 62.

PucyHok 62 — MNoakatoveHne nutaHna KommyTtaTopa ot DRS-270-56

5. MNogknounTtb Kabenb nutaHma 230 B K KnemmHon Konoake DRS-270-56 ¢ cobatogeHmem

¢dasbl (L), Hyns (N) 1 3a3emneHus (@). HageHo 3aTAHYTb BUHTbI Ha KNEMMHOM KonoaKe
M YCTaHOBUTb ee B pa3bem C MapKkuposkoi 110-240 B ~ 3 A, 50-60 Ty, Ha 6/10Ke NUTaHuA
B COOTBETCTBUM C PUCYHKOM 63.

PucyHok 63 — lMoakntovyeHne nutaHma K DRS-270-56
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6. YbeauTbca, YTO BCE KOHTAKTbI MOAK/OYEHbI BEPHO, U MEXAY HUMM UCKIIOYEHO 3aMblKaHMe,
nocne 4yero noAatb NuTaHmMe Ha DRS-270-56. MNMprmep NogKAHOUYEHUA NPOMbILLAEHHOTO KOM-
MyTaTopa oT oAHoro 6,10Kka nuTaHuA DRS-270-56 npeacTaBieH Ha pUCyHKe 64.

PucyHoK 64 — MoakntouyeHME NUTaHMA KOMMYyTaTopa oT ogHoro 610Ka nutaHus DRS-270-56

7. Mpumep NOAKNHOYEHMA MPOMbILNIEHHOrO KOMMYTaTOpa OT ABYX 6/10K0B NUTaHMa DRS-270-
56 npeacTaBneH Ha pUcyHKe 65.

PucyHoK 65 — MoakntouyeHne NMTaHMA KOMMyTaTopa oT AByx 610KkoB nuTaHuMa DRS-270-56

2.4 NopaKknioueHue NUTAIOLWEN CETU

1. Mpexae, 4yeM K ycTpoicTey OyaeT noak/aoveHa nuTatowas ceTb, HEOBXOAMMO 3a3eMINUTb
KOPMyC YCTPOMCTBa. 3a3emneHne HeobxoAMMO BbINOJIHATL WU30/IMPOBAHHBIM MHOTOXW/Ib-
HbIM MPOBOAOM. YCTPOMCTBO 3a3eM/IEHUA U CeYEHME 3a3eMIAIOLLErO NPOBOAA AOJIKHbI CO-
OTBETCTBOBaTb TpeboBaHUAMM Y.

' I MopKnoyeHUe A0MKHO OCYLLECTBAATLCA KBAMMPULMPOBAHHBIM CNELUANNUCTOM.

2. Ecam npepnonaraetca NOAKAOMEHME KOMMbIOTEPa MAM MHOro 060pyAoBaHMA K KOHCOJb-
HOMY MOPTY KOMMYTaTOpPa, 3TO 060pPYA0BaHME TaKXKe A0/KHO BbITh HaEKHO 3a3eMJIEHO.

3. TMoaxntounTe K ycTpoinctey Kabenb nuTaHmA. B 3aBUCMMOCTM OT KOMMIEKTaLMM YCTPONCTBA,
NMUTaHME MOMKET OCYLLECTBAATLCA OT CETM NepemeHHOro Toka, AM6o OT CeTU MOCTOAHHOro
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TOKa. |_|pVI NOAKNTHOYEHNN CETU NEPEMEHHOTIO TOKa CsieayeT Ncnosib3oBaTtb KaGeJ'Ib, BXO,CI,F!LLI,VIVI
B KOMNNEKT YCTPOﬁCTBa. Ana nogKkntoveHUA K ceTn NOCTOAHHOIO TOKa MCﬂOﬂb3y1>'1Te nposoA
ceyeHnem He meHee 1 mm2.

' ' Bo usbe)kaHMe BO3HUKHOBEHMUA KOPOTKOro 3aMbiKaHUA NpuU NOAK/NIOYEHUUN K CeTUu
- NOCTOAHHOIO TOKa peKomeHAyeTcA Npon3secTtu 3a4UCTKY Nposojda Ha AJIUHY 9 mm.

' ' Lienb NUTaHUA NOCTOAHHbIM TOKOM [,0/1)KHA COAEPKaTb YCTPOUCTBO OTKAIOUEHUA NUTAHUA C
H dusnyeckum pasbegMHeHMeM coeANHEHUA (BbIKAOYaTe b, pa3bem, KOHTAKTOp, aBTOMaTh-

YecKuii BbiKAoYaTenb U T. N.).
4. Bkaounte NUTaHue yCTpOﬁCTBa n YGe,D,MTer B OTCYTCTBUU aBapMﬁ Nno COCTOAHUIO MHONKATO-

pPOB Ha nepeaHen NaHesnun.

/”;_" Ona nogknoueHna K MES3708P nutatowieit ceT HEO6XOAMMO CHATb KPbILKY YCTPOMCTBA,
OTKPYTMB OTBEPTKOI 18 BUHTOB, PACNO/IOXKEHHbIX MO KPasam.

2.5 YcraHoBKa u yganeHue SFP-tpaHcuBepoB

YcTaHOBKa ONTUUYECKMX MOAYNE MOXKET NPOU3BOAUTLCA KaK NPU BbIKAIOYEHHOM, TaK U Npu
BKJIIOYEHHOM YCTpOlCTBE.

/':f‘ PekomeHgyeTcA pasgenbHoe nogkatoveHue SFP-TpaHcMBepa M ONTUYECKOro naty-kopaa B
- cnor.

1. BcTaBbTe BepXxHUit SFP-MoAynb B CNOT OTKPLITOM YaCTbO pasbema BHU3, @ HUXHM SFP-mo-
OYyNb OTKPbLITON YaCTblo pa3bema BBepX.

PucyHok 66 — YcTtaHoBKa SFP-TpaHcmBepoB

2. Hapasute Ha moaynb. Korga oH BCTaHeT HAa MeCTOo, Bbl YC/bIlWNTE xapaKTeprlﬁ LeN4yoK.

PucyHoK 67 —YcTtaHoBneHHble SFP-TpaHcuBepbl
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[na yaaneHus TpaHcueepa:

1. OTKpoiiTe 3aLenKy moayns.

PucyHok 68 — OTKpbITHe 3awenkn SFP-TpaHcuBepos

2. W3Bnekute moaynb M3 cnoTa.

PucyHok 69 — N3BneveHune SFP-TpaHcuBepos
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3 HAYA/IbHAA HACTPOMKA KOMMYTATOPA

3.1 Tlopauue Knasuwm

CouyeTaHue KnasuLl OnucaHue
Ctrl+A BepHYTbCA K Hayany CTPOKM.
Ctrl+E BepHyTbCA K KOHLY CTPOKM.
Ctrl+F MpoaBnHyTbCA BNnepea Ha 0 ANH CUMBO.
Ctrl+B MpoaBWHYTLCA Ha3ad Ha OAUH CUMBO.
Ctrl+D YaanuTb AaHHbIN CUMBOJI.
Ctrl+U,X Y4anutb Ha4ano CTPOKKU A0 CMMBOAA.
Ctrl+K YAanntb KOHeL, CTPOKM nocse CMMBOAA.
Ctrl+wW Ypaannte npegblayuiee cnoso.
Ctrl+T MepemecTuTb NpeablayLLINIA CUMBOA.
Ctrl+P MepenTn K NpeablayLLen CTPOKe B UICTOPUN KOMaHA,
Ctrl+N MepenTu K cneaytoLLelt CTPOKe B UCTOPUN KOMaHA,
Ctrl+z Bo3spat K KopHesomy pexumy CLI.

3.2 Hactpoiika TepmuHana

Ha KomnbloTepe 3anyCcTUTb NPOrpammy smynsauumn tepmunana (HyperTerminal, TeraTerm, Minicom)

1 NPOMU3BECTU CeAYIOLLIME HACTPONKMN:

— BblbpaTb COOTBETCTBYIOLWMI NOCAEA0BaTENbHbIN NOPT;

—  YCTaHOBWTb CKOPOCTb Nepeaayn aaHHbix — 115200 604,

— 3a4aTtb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 cTONOBbLIV 6UT, 6€3 KOHTPO/IA YETHOCTY;

—  OTKNKYUTb annapaTHOE U NporpamMmmHoe ynpasaeHme NOTOKOM AaHHbIX;

— 330aTb PeXUM 3sMynauuMu TepmuHana VT100 (MHOrMe TepmMMHaNAbHble MPOrPaMMbl
NCMOb3YIOT AAHHbIN PEXUM IMYIALUN TEPMUHANG B KAYECTBE PEXKMMA MO YMOYAHMIO).

3.3 BkaoueHue ycTpoiicTBa

YCTaHOBUTb CoOeANHEHNE KOHCOM KoMmmyTaTopa (nopT «console») ¢ pasbemMom nocnesoBaTe/IbHOro
nHTepdeiica KoOMNbloTepa, Ha KOTOPOM YCTaHOBAEHO NPOrpammMmHoe obecneyeHne amynaLUM TepMUHaNa.

BKkAlounTb  ycTpoicTBo. [lpu  KarKAOM  BK/OYEHMM  KOMMyTaTopa

3aMNyCKaeTca npouecc

WMHUUMANM3ALMM YCTPOICTBA, MOC/AE KOTOPOM HeobxoAMMO MpOMTM npoueaypy asTopu3aumMu Ans

AanbHelwwe paboTbl C KOMMYTAaTOPOM:

ISS login:admin
Password: *x*x* (admin)
console#
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3.4 3arpy3o4yHoe MeHIo

Ona BXxoda B 3arpy3oyHoe MeHlo ciedyeT NOAKAOUYUTLCA K YCTpoMcTBy Yepes uHtepdeinc RS-232,

nepesarpysutb YCTPOMCTBO M BBECTM Maposib A/ 3arpy304HOro MEHI0 B TeyeHue 3-X CeKyHZA, nocse
MOABNEHUA CTPOK:

U-Boot 2011.12.(2.1.5.67086) (Feb 18 2019 - 06:43:17)

CPU:500MHz LXB:200MHz MEM:300MHz

DRAM: 256 MB

SPI-F: 1x32 MB

Loading 65536B env. variables from offset 0x110000
chip index= 23

Switch Model: MES2428 board (Port Count: 28)

KA A K A AR AR A AR A AR AR A AR A AR AR A AR A AR AR AR AR A A AR A A A kA Ak ok k

Now External 8218B

KA A KA AR AR A IR A AR AR A AR AR A AR A AR AR A AR AR AR A A AR AR A AR A X kK

Now Internal PHY

KA KA K A AR AR A IR A AR AR A AR A A A AR A AR A A A AR AR AR A A AR A A hA Ak Ak kK

Now External 8218B
khkkhkkhkhkhkhkkhkkhkhkhkhhkhkhkhrhhkkhkhkhkhhkhkhkhkhkhkkhhkhkhrhkkhkhkhrhkhkkhkkhhrhkkhhhxhkhkh*k
Now External 8214FC

Net: Net Initialization Skipped

Autobootin 3 seconds..

’ I'Iaponb OT 3arpy3o4yHoOro meH no ymos4aHuUio anAa scex yCTpOFICTB «eltex».
7 8

Bupg, 3arpy3o4yHoro mMmeHto:

Startup Menu

[1] Restore Factory Defaults

[2] Boot password

[3] Password Recovery Procedure

[4] Image menu

[5] Serial bandwidth

Enter your choice or press 'ESC' to exit:

Tabnnua 26 — PyHKUMK MHTepdelica 3arpy304HOro MEHIO

DyHKYUA OnucaHue

Restore Factory Defaults BoccTaHOBUTL 3aBOACKME HACTPOMKM.
Boot password MN3meHeHne napona Ha 3arpy3oyHOe MeHHo.

Password Pecovery Procedure BoccTaHoBeHWE yTpayeHHoOro napons. Mpu cnepytouen 3a-

rpyske ocHosHoro MO nonb3oBaTenb Cpasy NoOMageT B PEKUM
Privileged EXEC 6e3 BBOAa napons.

Image menu Bbi6paTb aKTMBHbIV 06pa3 cuctemHoro MO. Ecan HOBbIN 3arpy-

KeHHbI ¢dain cuctemHoro MO He BbIBPaH aKTUBHbLIM, TO
YCTPOWCTBO BbIMOAHUT 3arpy3Ky C MCNO/b30BaHMEM TeKyLLero
aKTMBHOro obpasa.

Image menu
[1] Show current image — npocmoTp akKTUBHOTIO cnoTa c obpasom
Mno;
[2] Set current image —BbI6Op aKTUBHOTO c/10Ta cnucTemHoro MO;
[3] Back.

Serial bandwidth BbI6Op CKOPOCTU NocneaoBaTeNlbHOro MHTepdeica.

[na sbixoga us 3arpy3o4HOro MeHw " nNpoaoIKeHnA 3arpyakim oCHOBHOIo o6pa3a no HGO6XOAMMO

HaXaTb <Esc>.

’ | Ecnm B TedeHUne 1 MUHYTbI He BbiIGPaH HM OAWH U3 NYHKTOB MEHI0, 3arpy3Ka ycTpoiictea npo-

vadRCl)

BONXKUTCA.
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3.5 PexXumbl paboTtbl KOMMYyTaTOpa

KommyTaTtopsl cepuit MES24xx, MES3400-xx, MES2410-08, MES2420-24 paboTaloT B pesKnUMe CTEKU-
poBaHuA.
’ ' KommyTatopbi MES2408, MES2408B, MES2408C, MES2408CP, MES2408P, MES2408PL,
e MES2408IP DC1, MES2428, MES2428P, MES2428B, MES3708P, MES3710P He nopaepu-
BalOT PeXXUM CTEKUPOBAHUA.
, KommyTtatopol MES2424, MES2424B, MES2411X, MES2448B noaaepKMBaloT CTEKUPOBaHUE
! C QHANIOrMYHbIMM YCTpOiicTBaMM rev.B. Bce ocTanbHbie YCTPOMUCTBA MOrYT 6biTb 06beAUHEHDI
B CTEK TO/IbKO NPU YCA0BUM COBNAAEHUA PeBU3UIA.
CTekmMpoBaHMe No3BoaseT 06beANHUTL A0 8 KOMMYTAaTOPOB OAHOM U TOM e MoAenIn B OAHO JIoTn-
yecKoe YCTPOMCTBO. N1 YCTPOMCTB, BXOAALWMX B COCTAB CTEKA, NPEeAYCMOTPEHbI Cieaytolme posiun:

— Master (UID yctpoiictBa oT 1 Ao 8) — ocyllecTBAseT ynpaBieHue BCeMWU YyCTPOUCTBaMn B
cTeke. Posib MacTepa NpMHMMaET TONbKO O4HO YCTPOMCTBO, BCE OCTa/IbHbIE YCTPOICTBA NOY-
yaloT posib Backup. B ciyyae oTkaoueHus yctpolictea Master U3 ycTpoliicTs ¢ poJibio Backup
BblGMpaeTca HOBbIM MacTep.

— Backup (UID ycTpoictea oT 1 Ao 8) — yCTpPOICTBO, NOAYUHSAIOLLEECA YCTPOUCTBY C PO/bHO
Master. YctpolicTBo ¢ posabto Backup aybamnpyet koHdurypaumio, HbopmaLmio 0 No1b30Ba-
TensAx, akTUBHbIN 06pa3 MO. B ciyyae BbIxoAa U3 CTPOA YNPaBAAOLWEro yCcTpoicTea bepeT Ha
ceba pyHKUMM ynpaBaeHMA CTEKOM.

/ UHTepdeiicbl B pexkume CTEeKMPOBaHUA PaboTAlOT TO/IbKO HA MAKCUMaNbHOM CKOPOCTU UH-
Tepdeiica.
l | YcTpoiicTBa € 0auHAKOBbIMU uaeHTudukatopamm «Unit ID» He moryT paboTtatb B ogHOM
- cTeke.

B pexknme CTEKMPOBAHMSA YCTPOMCTBA UCNOb3YIOT XG-NOPTbI 418 CUHXPOHM3aLMK. [py 3TOM yKasaH-
Hble MOPTbl He y4yacTBYlOT B Mepefaye AaHHbIX. BO3MOMKHbI ABe TOMOMOMMU CUHXPOHM3UPYIOLLMXCA
YCTPOMCTB — KOJIbLLEBAA U INHEHAA. [1N5 NOBbILWEHNA OTKAa30YCTOMYMBOCTM CTEKA PEKOMEHAYETCA UCNONb-
30BaTb KOJIbLLEBYIO TOMOAOIMI0. PN UCNOAb30BaHUN TMHENHOW TONONOTUM B CXEME U3 ABYX FOHUTOB CTEKO-
Bble NopTbl 06beanHAOTCA B LAG, YTO NO3BOAAET MOBbLICUTL MPOMNYCKHYO CNOCOBHOCTbL KaHana. Mpu ncnonb-
30BaHUU KOJIbLLEBOM TOMOMOMMM OAMH CTEKOBbIM NMHK BaoKupyeTca ana Broadcast, Multicast, Unknown
Unicast-Tpaduka n He 6aokunpyetca gna obydyeHHoro Unicast-Tpaduka, YTo N03BOIAET NOBLICUTbL MPOMYCK-
HYH0 CNOCOBHOCTb CTEKOBBIX JIMHKOB.

MaTpuua cTeknposaHua kommytatopos MES2424

MES2424 MES2424 rev.B | MES24248B MES2424B rev.B MES2424FB MES2424P
MES2424 + + - - - -
MES2424 rev.B + + - - - -
MES24248B - - + + - -

MES2424B
rev.B
MES2424FB - - - - + -

MES2424pP - - - - - +

MaTtpuua ctekmpoBaHma KommyTtatopos MES2410-XX n MES2420-XX

MES2410-08DP MES2410-08DU MES2420B-24D MES2420-48P MES2420D-24DP
MES2410-08DP + - - - -
MES2410-08DU - + - - -
MES24208B-24D - - + - -
MES2420-48P - - - +
MES2420D-24DP - - - - +
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MaTtpuua cTeKMpoBaHma KommyTtatopos MES2448 n MES2411X

MES2448 DC

MES2448B

MES2448B rev.B

MES2448P MES2411X MES2411X rev.B

MES2448 DC +

MES24488B -

+

+

MES2448B
rev.B

+

+

MES2448P -

MES2411X -

MES2411X
rev.B

MaTtpuua cTekmpoBaHma KommyTtatopos MES3400-XX

MES3400-24

MES34001-24

MES3400-24F MES3400-48 MES3400-48F

MES3400-24 +

MES34001-24 -

+

MES3400-24F -

+ - -

MES3400-48 -

MES3400-48F -

Hacmpolika cmeKuposaHuUs KOMMymamopos

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoOM KOHPUIypaLmm:

console (config) #

Tabnunua 27 — KomaHAabl A5 HACTPOMKK CTEKA

3HayeHue/3HayeHue no

no stack persistent-mac

KomaHoa Aelicmeue
yMOAYaHUIO
. . o HasHaunTb Homep ycTpoicTBa «unit-id» oKanbHOMY
stack configuration unit-id - o
unit-id unit_id: 1-8 YCTPOWCTBY (Ha KOTOPOM BbINO/IHEHA KOMaHAa). CMeHa Homepa
YCTPOMCTBA NPOU3ONAET NOCAE Nepesarpyskn KOMMyTaTopa.
' . . HasHaunTb MHTepdeichbl AnA CUHXPOHM3aLUK PaboTbl
stack configuration {links pd A P U p
L. - KOoMMyTaTopa B cTeke. MUHUManbHOe Konnyectso — 1,
tengigabitethernet 1-4}
MaKcMmanbHoe — 2.
no stack configuration - YoanuTb CTEKOBYHO KOHOUTypaLmio.
. BkntounTb noctoaHHbIM MAC-agpec. MAC-agpec cTeka byaeT co-
stack persistent-mac AP AP VA
oTBeTcTBOBaTH MAC-aipecy M3Ha4YabHOro MacTepa.
-/BKAKOYEHO

OTKNOUNTL NOCTOAHHLIM MAC-agpec. MAC-agpec cteka byaer
cooTBeTcTBOBaTb MAC-azpecy TeKyLero macrepa.

Mpumep KOMaHA CTEKOBOW KOHOUIypaumm Ana HacTPoMKK nepBoro Homepa Unit n ncnonbsoBaHuA
nHTepodelicos Te 1/0/1-2 B KaUecTBe CTEKOBbIX.

console#configure terminal
console (config) #stack configuration unit-id I
console (config) #stack configuration links tengigabitethernet 1-2

KomaHOb! pexcuma privilege EXEC

3anpoc KOMaHAHOW CTPOKU MMEET Caeayiolmii BUA,:

console#

Tabnunua 28 — ba3oBble KOMaHAbl, AOCTYMHbIE B pexume privilege EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show stack

0OT06pa3nTb MHPOpPMaLMIO 06 YCTPOMCTBAX, BXOAALLMX B CTEK.
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OT06pasnTb MHPOPMALUIO O CTEKUpYOWMX WHTepdelicax u
show stack configuration - naeHtndukatope Unit ID, a TakkKe 0 3HaYEHUAX ITUX NapameTpoB
noc/se nepesarpysku.

PacwupeHHoe oTobparkeHne MHGOPMALMM O CTEKMPYIOLLMUX WH-
Tepdelicax.

show stack links [details] -

3.6 HacTtpoiKa pyHKUMA KOMMyTaTOpa

®PyYHKUMM NO HaYaNbHOMY KOHPUIYPMUPOBAHMIO YCTPOICTBA MOXKHO Pa3AenunTb Ha ABa TMna:

— ba3oBasA HacTpoiKa — BK/oYaeT B cebs onpeaeneHne 6a3oBbIX PyHKUMIA KOHPUTypaL UM 1
HaCTPOWKY AMHamMmnYecKux IP-aapecos.

— HacTpoiika napameTpoB cucTtembl 6€30MacHOCTM — BK/lOYaeT ynpaB/ieHWe CUCTEeMOMN
6e3onacHOCTM Ha ocHoBe mexaHu3ma AAA (Authentication, Authorization, Accounting).

HUA N06bIX BHECEHHbIX U3MEHEHUIM B HAaCTPOIMKY KOMMYyTaTopa UCNob3yeTca cieayowasn
KOMaHAaa:

V Mpu nepesarpysKe ycTPoOCTBa BCe HECOXPaHEHHbIe AaHHble 6yayT yTepaHbl. A coxpaHe-

console# write startup-config

3.6.1 AsmomamuyecKaa Hacmpolika napamempoe Kommymamopa
(Zero Touch Provisioning)

B uenax aBTomMaTM3auMu ynpaBieHUA KOMMYTATOPOM Ha yCTpoicTBe noaaepkaHa ¢yHkuma ZTP

(Zero Touch Provisioning). laHHaA GpyHKLMSA NO3BOASET MNOAYYUTb HACTPOMKY HEKOTOPbIX onuuii oT DHCP-
cepBepa Ha 3Tane NoAKAOYEHUA yCTpolcTBa. 1o ymonyaHuio ZTP BKAKOUYEH aBTOMATUUECKN.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOWM CTPOKM pexknma rnobanbHom KoHbUrypauum:
console (confiqg) #

Tabnunua 29 — KomaHabl perknma rnobanbHo KoHPUrypaumm

3HavyeHue/3Ha4veHue no .

KomaHda / Aeilicmeue

YMOAYAHUIO

ztp enable BKAtounTb paboty dyHKumm ZTP.

V‘ Mo ymonuaHuio ZTP nogpepiKusaer nepegady on-
umii 43, 66, 67. Noaonuun ana 43 onuun:

-/BK/IlOMEHO, 3anycKaeTcn -1-image
BHayvane cTtapTa NPOLIMBKHK - 2 —bootfile
- 3 — config-file
- 4 — tftpserver
ztp disable OTKNOYUTL paboTy pyHKuUMM ZTP.

3.6.2 baszoeaa Hacmpolika Kommymamopa

[na Hayana KoHGUrypaumm yctTporictea Heob6xo04MMO NOAKAYUTL YCTPOMCTBO K KOMNblOTEPY Yepes
nocnaefoBaTeNbHbI NOPT. 3aNyCTUTb HAa KOMMNbIOTEPE NPOrpaMmmy SMyASALMU TEPMUHANA COTACHO NMYHKTY
3.2 «HacTtpolika TepMUHaNa».

74 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




D ELTEX

Bo Bpemsa HavyanbHOM HAaCTPOMKM MOXKHO onpeaennTb MHTepdenc, KoTopbii byaeT MCNoNb30BaTbCA
ONA NOAKAOYEHMA K YCTPOMCTBY YAaNEHHO.

basosan HaCTpOVIKa BK/IIOYaEeT cheaytouee:

1. 3agaHue napona ans nonbsosatens «admin» (c ypoBHem npusunernin — 15).
2. Co3paHue HOBbIX MO/b30BaTeNEeN.

3. Hactpoika ctatuyeckoro IP-agpeca, Mackv NoaceTv 1 Wk03a N0 YMOMYAHUIO.
4. HacTpolika napameTpoB npoToKosa SNMP.

3.6.2.1 3adaHue naponsa a1 nosnv3oeamena «admin» u co30aHuUe HOBbIX Noab3osameneli

[Ona o6ecneyeHus 3alMULLEHHOrO BX0O4a B cCUCTEMY HEOO6X04MMO Ha3HAUMTb Napo/ib NPUBHK-
N NerMpoBaHHOMY noJsb3oBaTtento «adminy».

MmA nosib3oBatens W naposb BBOAUTCA MPU  BXOAE B CUCTEMY BO BpPemMa CeaHcoB
aAAMUHUCTPUPOBAHMA yCTpoicTBa. [NA Co34aHNA HOBOrO NO/Ib30BaTENA CUCTEMbI UM HAaCTPOMKK Nto6oro
13 NapameTpoB — UMEHM M0/1b30BaTENA, NapPOAs, YPOBHA NMPUBUNETMIA, UCMO/b3YHOTCA KOMaHAbI:

console# configure terminal
console (config)# username name password password privilege {1-15}

V’ YpoBeHb npusunaerunii ¢ 1 no 14 paspeluaer goctyn K yCTPOUCTBY, HO 3anpeLLaeT HaCTPOIiKy.
YposeHb npuBuaeruii 15 paspeluaer Kak A0CTyn, TaK U HACTPOMKY YCTPOIACTBA.

Mpumep KOMaHA onA 3a4aHuA nosnb3osaTento «adminy» napona «Eltex_1» 1 cosgaHna nonb3osaTens
«operator» c naponem «Pass_2» 1 ypoBHeM npusuaerui 1:

console# configure terminal

console (config) # username admin password Eltex 1

console (config) # username operator password Pass 2 privilege I
console (config) # exit

console#
/' MHPopmauma O NOKaNbHbIX YYETHbIX 3aNUCAX XPaHUTCA B 3HEProHe3aBUMCUMOI NamATU U
MoKeT 6bITb oumLLeHa KomaHAoi 'delete startup-config'.
’ ‘ Heobxoaumo 6paTb B KaBbIUKU MMEHA YUYETHbIX 3aNuceil U Napo/u, cogepKalyme cneucum-
- BOJbI.

3.6.2.2 Hacmpolika cmamu4ecKozo IP-adpeca, macku nodcemu U wisno3d o yMmoa4YaHuto

[na BO3MOXHOCTU yrNpaBNeHUA KOMMYTaTOPOM M3 CETU HeobXOoAMMO HasHauuTb ycTponctsy IP-
ajpec, MacKy NOACeTU U, B C/y4ae ynpasBaeHUsa M3 APYroi ceTu, W3 Mo yMon4YaHuto. IP-agpec MoXKHO
Ha3HauuTb nHTepdeiicy VLAN (no ymonuyaHuio Ha uHtepderice VLAN 1 HasHaueH IP-aapec 192.168.1.239,
macKa 255.255.255.0). IP-agpec wnto3a A0NXKEH NPUHaA/IeXaTb K TOM Ke noacetu, 4YTo U oauH u3 IP-
nHTepdelicoB ycTPonCTBa.

V IP-appec 192.168.1.239 cywecTByeT A0 TeX Nop, NOKa Ha Atob6om uHTepdeiice cTtaTuyecku
uam no DHCP He co3paH ppyroii IP-agpec. Mpu atom Ha interface vlan 1 gonkeH 6biTb BKAIO-
yeH dhcp-KnueHr.
V’ Mpu ypaaneHuun Bcex IP-agpecoB KommyTaTopa A0CTYN K Hemy 6yaeT ocywecTBnaTbca no IP-
agpecy 192.168.1.239/24. NMpu 3tom Ha interface vlan 1 gonxeH 6biTb BKAtoueH dhcp-knu-
€HT.
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lpumep KomaHO Hacmpoliku IP-adpeca 019 uHmepagelica VLAN 1

MapameTpbl MHTEpPdelica:

IP-adpec, HazHa4yaemblll 0a5 uHmepgpelica VLAN 1 —192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec winto3a no-ymonyaHuro —192.168.1.1

console# configure terminal

console (config)# interface vlan I

console (config-if)# ip address 192.168.16.144 255.255.255.0
console (config-if) # exit

console (config) #ip route 0.0.0.0 0.0.0.0 192.168.16.1

Ons Toro ytobbl ybeantbca, 4to aapec 6ol HasHavyeH UHTepdelicy, BBEaUTE KOMaHAy:

console# show ip interface

vlanl is up, line protocol is up
Internet Address is 192.168.16.144/24
Broadcast Address 192.168.16.255
Vlan counters disabled

3.6.2.3 Hacmpoiika napamempoe npomokoaa SNMP dns docmyna K ycmpolicmey

KommyTaTopbl No3BOAAOT HAacTPoUTb paboTy npotokona SNMP ana yaaneHHOro MOHUTOPUHIA U
ynpaB/ieHMA YCTPOMCTBOM. YCTPOICTBO NOAAEPKNBAET NPOTOKO/Ibl Bepcuii SNMPv1, SNMPv2, SNMPv3.

[ns BO3MOMKHOCTU agMUHUCTPUPOBAHMA YCTPOMCTBA NocpeacTBOM npoTokona SNMP, Heobxoanmo
€034aTb XO0TA Obl 0AHY CTPOKY coobuiecTsa.

B KauectBe npumepa bygem mcnonb3oBaTb Bepcuto snmpv2c. Co3maamm nonb3osatena USER,
npuHagnexauwero rpynne GROUP. [aHHbI nonb3oBaTenb AOMKEH MMETb BO3MOXKHOCTb MCNOAb30BaTb
community NETMAN, Kotopol npucBoum uHaekc 1. Fpynne GROUP 6yaeT paspeweH [ocCTyn Ha
yTeHue/3anncb/nonydeHme snmp-trap No o6bEKTaM, NPMHAANEKAWMM view iso. OBBbEKTbI, 414 KOTOPbIX
paspelleHa oTnpaBKa TPanos, AO/KHbI NPUHaANeXKaTb Ter-nucty TAG, oTNpaBAATbLCA Ha rpynny agpecos
ADDR, B koTOpYyto BXoguT IP-agpec 192.168.1.1. MapameTpbl OTNPaBKM yKa3biBatoTcA B targetparam TRAPS,
onpeaensemom ana nonb3osartena USER.

console (config) #snmp user USER

console (config) #snmp community index 1 name NETMAN security USER

console (config) #snmp group GROUP user USER security-model v2c

console (config) #snmp access GROUP v2c read iso write iso notify iso
console (config) #snmp view iso I included

console (config) #snmp targetaddr ADDR param TRAPS 192.168.1.1 taglist TAG
console (config) #snmp targetparams TRAPS user USER security-model v2c
message-processing vZc

console (config) #snmp notify USER tag TAG type Trap

3.6.3 Hacmpoliika napamempos cucmemoi 6e3onacHocmu

Ona obecneyeHns 6e30MacCHOCTU CUCTEMbI MCMOAb3YyeTcA MexaHuam AAA (ayTeHTUUKaLmsS,
asTopu3aums, ydet). Ansa wndpoBaHUA AaHHbIX UCNOb3YETCA MexaHuU3m SSH.

— Authentication (ayTeHTUdUKauma) — comnocTaBAeHWe 3anpoca CYLEecTBYIOLWEN YYETHOM
3anuncu B cucteme 6e30nacHOCTU.

— Authorization (aBTopr3aLms, NPOBEPKA YPOBHA A0CTyMNa) — CONOCTaBAeHNe YYETHOM 3anucu
B cucTeme (npoweawen ayTeHTUOMKaLuMIo) M onpeaenéHHbIX MOAHOMOUYNNA.
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— Accounting (y4€T) — cnexeHue 3a noTpebaeHnem pecypcos No/b30BaTeNieMm.

HpI/I MCIIOJIB30OBaAHMM HACTpPOEK yCTpOIZCTBa I1I0 YMOJIWAHMK MVMA II0JIB30BATEJIA — admin,
rnapojsi — admin.
/ Monb3osatenb no ymonuauuio (admin/admin) cywiecteyer Ao Tex nop, Noka He co3AaH Jto-
6011 apyroii nonb3oBaTenb ¢ ypoBHEeM npusuaeruin 15.

« Bcerpga p0/13KeH cywecTBoBaTb N0/1b30BaTe b C YPOBHEM npusunerui 15.

3.6.3.1 Hacmpolika docmyna 0o cepeepoe RADIUS u TACACS+

Ons ncnonb3osaHma Radius u TACACS+ cepBepoB HEOOXOAMMO BbINOHUTD CAeaytoLmne HaCTPOMKM
Ha KommyTaTtope:

— HacTtpoutb IP-agpec cepsepa;

— HacTpouTb KAtoy A0CTyna, 3a4aHHblil AN HacTpanBaemoro cepsepa (Mpu Haamumm).

[Mpumep KomaHO 018 Hacmpoliku RADIUS u TACACS+ cepsepos:

console# configure terminal
console (config) # radius-server host 192.168.16.3 key KEY
console (config) # tacacs-server host 192.168.16.3 key KEY

3.6.3.2 Hacmpolika AAA 011 pa3HbIX MPOMOKO0s108 ynpaesneHus
HacTtpoutb cnmncok AAA no ymonyanmio. Cnncok AAA No YMONYaHUIO NPUMEHAETCA KO BCEM JIMHUAM

(console, telnet, SSH), ecan gna yKasaHHOM IMHMM He YKa3aHO MHOrO. B NpuBeaeHHOM Npumepe ANA ANHUM
console goctyn 6yaeT ocyLWecTBAATLCA TONbKO Yepes /I0KanbHYo 6a3y AaHHbIX.

[Mpumep KomaHO 018 Hacmpoliku AAA:

console (config)# aaa authentication default radius tacacs local
console (config)# aaa authentication user-defined cons local
console (config)# line console

console (config-line)# aaa authentication login cons

console (config-line)# aaa authentication enable cons
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4 YNPABNEHUE YCTPOMUCTBOM. MUHTEP®EMUC KOMAHAHON CTPOKU

[NA KOHPUrypaLMM HacTPOeK KOMMYTaTOpa UCMO/Ib3YETC HECKOJIbKO PEXKMMOB. B KaxKaoM pexume
[AOCTyrneH onpeaeseHHbl CMUMCOK KoMaH4,. BBog cMMBOMa «?» CAYKUT ANA NpocmoTpa Habopa KomaHa,
OOCTYMHbIX B KaXXA0M M3 PEKMMOB.

[na nepexoda U3 OA4HOrO pe)KMma B APYrol UCMONb3YIOTCA cneumanbHble KomaHabl. MepevyeHb
CYLLECTBYIOLWMX PEKMMOB M KOMaHS, BXOZa B PEXUM:

KomaHOdHbiii pexcum (EXEC), naHHbI peXXMm AOCTyNeH cpasy noc/se yCcnewHon 3arpy3kmM KommyTa-
TOpa M BBOAA MMEHM NONb30BaATENA U NAPOAs (41a HENPUBMAETMPOBAHHOTO NoAb30BaTens). MpurnaweHue
CUCTEMBI B 3TOM PEXMME COCTOUT U3 UMEHM ycTpoicTea (host name) u cumsona “>”.

console>

Mpusune2upoeaHHbIii KOMaHOHbIl pexcum (privileged EXEC), naHHbIN peXMm AOCTyneH cpasy no-
C/le yCNeLwHoM 3arpy3kM KOMMyTaTopa, BBOAa MMeHW Nob3oBaTena U naponsd. MpurnaweHne cucTemMbl B
3TOM peXXMMe COCTOMT U3 UMeHM ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanbHoli KoHgpuypayuu (global configuration), naHHbIN peXxum npeaHasHayeH ana 3a-
AaHuA 06LWKMX HacTpoek KommyTaTtopa. KomaHabl pexmma rnobanbHon KOHGUIypauum A0CTYMHbI U3 Jio-
6oro nogpexunma KoHpuUrypaumun. Bxoa B pexknmm ocyLlecTBaseTca KoMaHaon configure terminal.

console# configure terminal
console (confiqg) #

Pexcum KoHguaypayuu mepmunHana (line configuration), naHHbIN pexnm npegHasHavyeH A1A KOH-
burypaumm, cBasaHHoM ¢ paboTon TepmMuHana. Bxos B pexMm OCyLLeCTBAAETCA U3 perrMma rnobanbHOM
KOHOUIypaumm KomaHaoM line console.

console (config)# line console
console (config-line) #

4.1 ba3oBble KOMaHAbI

KomaHOwbi pexcuma EXEC

3anpoc KoMaHAHOWM CTPOKM B pexkume EXEC nmeet cnegyowmin BuA:

console>

Tabnunua 30 — ba3oBble KOMaHAbl, AOCTYMHble B pexkmme EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no yMmoan4YaHuto
enable [priv] priv: (1..15)/15 MepekntounTbCA B NPUBUNETMPOBAHHBIN PEXUM (€C/IU 3HAYEHUe
He YKa3aHo — To ypoBeHb npusunernii 15).
logout - 3aBeplLueHMe TEKyLLEN CECCUM U CMEHa NOob30BaTeNs.
exit - 3aKpbITb aKTUBHYIO TEPMUHAJbHYIO CECCUIO.
help 3anpoc cnpaBo4YHOW WMHPopmaumm o paboTe uHTepdelica Ko-
) MaHZHOW CTPOKMU
show privilege - MoKasaTb ypoBEHb NPUBUAETUIA TEKYLLETO NONb30BATENS.
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KomaHObi pexcuma Privileged EXEC

3anpoc KoOMaHAHOM CTPOKU MMeeT ceayowmii BUAa,:

console#

Tabnunua 31 — basoBble KOMaHAbI, AOCTYNHbIe B pexkume Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuwo

Aelicmeue

disable [priv]

priv: (1, 7, 15)/1

BepHyTbCA B HOPMANbHbIW PEXKUM U3 MPUBUNETUPOBAHHOTO.

configure terminal

MepeiTn B pexxum KoHPUrypawumm.

KomaHOb1, docmyrniHbie 80 8cex perumMmax KoOHgu2ypauuu

3anpoc KOMaHAHOVI CTPOKN nmeeT O 4nH U3 cheagyroumnx suaos:

console#

console (config) #

console (config-line)#

Tabanua 32 — ba3oBble KOMaHAbI, A4OCTYMHbIE BO BCEX peXUMax KOHOUTypaLmm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro

exit ) BobIliTn 13 noboro pexmma KoHPUrypaLmm Ha ypoBeHb Bbllle B
nepapxmm Komang CLI.

end BbIiTn U3 noboro perkmuma KoOHOUTypaLum B KOMaHAHbIN pexrum

i (Privileged EXEC).

do ) BbINONHUTL KOMaHAY KomaHgHoro ypoBHa (EXEC) 3 noboro pe-
KUMa KOHOUTypaLmm.

help - BbIBECTM cnNpaBKy MO MCNOJIb3yeMbIM KOMaHAAM.

4.2 dunbTpayma coobieHnit KoOMaHAHOMN CTPOKMU

®unbTpaums coobLeHni N03BOAAET YMEHbLINTL 06BeM 0TOBpaXKaeMbIX AaHHbIX B OTBET Ha 3aMpOChI
nosib3oBaTens U 06aerynTb NOUCK Heobxoanmon nHpopmaumu. Ana dunbTpaumm Tpebyerca nob6asuTh B
KOHeLl, KOMaHAHOW CTPOKM CMMBOJI « |» M UCMONIb30BaTb OA4HY U3 ONUMIA GUNbTPALUN, NEPEYUCIEHHDBIX B
Tabanue 33. PunbTpauua paboTaeT ToNbKO AnA show-KomaHa,

KomaHOwbi pexcuma Privileged EXEC

3anpoc KOMaHAHOW CTPOKU MMEET Caeayiolmii BUA,:

console#

Tabnunua 33 — ba3oBble KOMaHAbl, AOCTYMHble B pexkmume Privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

grep

BbiBecTn Bce CTPOKMU, cogepKaiue WabnoH.

grep-v

BbiBECTW BCe CTPOKM, He copepxalime WabnoH.

grep -c "regexp"

BbIBECTM BCe CTPOKM, CoAeprKallme perynspHbie BblpaxKeHus:

. — COOTBETCTBYET Nt060MY OTAEbHOMY CUMBOAY;

* — npeaplAyLmMii cumBon cooTseTcTyeT O Mnu bonee pas;

A — cooTBETCTBYET Npobeny B Hayane CTPOKMU;

\b — cooTBercTByeT npobeny B KOHLE CNOBa;

[l — BbIBOAWT BCE CTPOKM, B KOTOPbIX COAEPIKATCA CUMBOJIbI U3
KBagpaTHbIX CKOBOK;

\ — UrHopUpyeT CMMBOA, CNEAYIOLWMIA 33 PErynsapHbIM BbipaKe-
HUEM.
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4.3 HacTpoiiKa MaKpOKOMaHp,

[aHHas QyHKLMA NO3BONSET CO34aBaTb YHUPUUMPOBaAHHbIE HabOPbl KOMaHA — MaKpPOChI, KOTOpble
MOXHO BMOC/NeACTBUMN NPUMEHATb B NpoLecce KoHOUrypaumm. MakcMmanbHOe KoNMYecTBO MaKpoCoB —
15.

KomaHObI pexcuma 2a06aa6HolU KOHu2ypayuu

Bua 3anpoca KOMaHAHOW CTPOKM peXknma rnobanbHoM KoOHPUrypaumu:
console (confiqg) #

Tabnunuya 34 — KomaHabl perkuma rnobanbHo KoHpUrypaumm

3HayeHue/3HayeH
KomaHoa ue no Aelicmeue
yMOAYaHUIO
macro name word Co34aTb HOBbIM Habop KOMaHA, ecnn Habop ¢ TaKUM UMeHeM
cylLecTByeT —nepesanucatb ero. Habop KomaHg BBOAUTCA NO-
CTPOYHO. 3aKOHUYMTb MAKPOC MOMKHO C MOMOLLbIO CMMBO/A
word: (1..32) “
@”. MakcMmanbHaa aanHa makpoca — 510 cumBonios. B Tene
cMmBonoB MaKpoca MOXHO MCNO/Ib30BaTb 40 TPEX NEPEMEHHbIX B KOH-
durypauum.
no macro name word YAanuTb YKasaHHbIA Makpoc.
macro apply word MpUMeHNTb YKa3aHHbIA MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wWabnoH, COCTOALMA U3 0OBABNEHUA, HAaNpUMepP
value2] [pattern3 value3] CMMBOJ/I0B cumBona "%", n nepemMeHHON, HanMcaHHbIX CIMTHO;
- value — nepeMeHHasn KoHdUrypaumuu.
macro trace word OTo6pa3unTb NpoLecc BbINOJHEHWUA MaKpOCa.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabaoOH, coCTOAWMIN N3 06BABNEHNA, HAaNpUMep
value2] [pattern3 value3] CMMBO/IOB cumBona "%", u nepemeHHoM, HanUCaHHbIX CIMTHO;
- value — nepemeHHasn KoHdUrypaumuu.

KomaHOowb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKK pexxnma EXEC:
console#

Tabnuua 35 — KomaHab! pexkuma EXEC

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4aHuro

macro apply word MpPUMEHUTb YKa3aHHbIN MaKpoc.
[patternl valuel] [pattern2 word: (1..32) - pattern — wabnoH, COCTOALLMI U3 0OBABNEHUS, HAaNPUMep
value2] [pattern3 value3] CMMBO/IOB cumBsona "%", u nepemeHHoM, HanUcaHHbIX CIMTHO;

- value — nepemeHHasn KoHOUTypaLmu.
macro trace word OTo6pasnTb NpoLLecC BbINOJHEHMA MaKpoOCa.
[patternl valuel] [pattern2 word: (1..32) - pattern — wWabA0OH, cOCTOALMIN U3 06BABNAEHUA, HaNpUMepP
value2] [pattern3 value3] CUMBOJI0B cumeona "%", U nepemeHHOM, HanMUCaHHbIX CIMTHO;

- value — nepemeHHasn KoHOUTypaLmu.
show macro OTo6pasnTb MNapameTpbl HACTPOEHHbIX MaKpPOCOB Ha

i ycTpoiicTse.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Buza 3anpoca KOMaHZAHOW CTPOKM peXxnma KoHouUrypaumm nHtepdeica:

console (config-if) #
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Tabnnua 36 — KomaHabl pexkuma KoHourypauum uHtepdelica

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

macro apply word MprUMeHNTb YKa3aHHbIA MaKpoc.
[pattern1 valuel] [pattern2 word: (1..32) - pattern — wab0OH, COCTOALWMMN U3 06BABNEHMSA, HANPUMEP
value2] [pattern3 value3] CMMBOJI0B cumBona "%", n nepemMeHHON, HaNMCaHHbIX CIUTHO;

- value — nepemeHHas KoHoUrypauuu.
macro trace word OT06pasnTb NPOLLECC BbIMOJHEHUA MaKpoca.
[patternl valuel] [pattern2 word: (1..32) - pattern — wab0OH, COCTOAWMMN U3 06BbABNEHUSA, HANPUMEP
value2] [pattern3 value3] CMMBONOB cumBona "%", v nepemeHHOM, HaMUCaHHbBIX CAUTHO;

- value — nepemeHHas KoHoUrypauuu.

[pumep UCNoaAb308AHUA MAKPOKOMAHO:

console (config) #fmacro name 1234

Enter macro commands, one per line. End with symbol '@'.
conf t

interface gil/0/%1

switchport mode access

switchport access vlan %2

description %3

@

consolef#macro apply 1234 %1 6 %2 10 %3 "gil/0/6"

4.4 KomaHAapbl ynpaBaeHUa cUCTeMmomn

KomaHOwbI pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>

Tabnnuya 37 — KomaHAabl ynpasaeHna cuctemon B pexkume EXEC

Komanda 3HayeHue/3HayeHue o Neiicmeue
YMOAYAHUIO
ping {A.B.C.D | host | ipv6 KomaHgza cnyuT ans nepegaym 3anpocos (ICMP Echo-Request)
AAAA::BBBB} [size size] npotokona ICMP yKkasaHHOMY y3/ly CETU, a TaKKe AN KOHTPoAA
[Fount count] [timeout host: (1..158) cUMBONOB; nocrtynatowmx otsetos (ICMP Echo-Reply).
timeout] . N - A.B.C.D — IPv4-apgpec y3na cetu;
size: (36..2080)/64 6aiT;
- AAAA::BBBB — IPv6-agpec y3na cetu;
count: (0..10)/3; - host — pomeHHOe UMs y3na ceTu;
timeout: (1..100) ) ’ .
- Size — pa3mep NakeTa ANs OTNPaBKK, KOAMYecTBO BaWT B NakeTe;
- count — KONIMYECTBO NAKETOB ANA Nepesayu;
- timeout — Bpema 0XXnAaHWA oTBeTa Ha 3anpoc.
traceroute {A.B.C.D | host | OnpeaeneHne maplpyTta TpadurKa 40 y3na HazHaAYeHus.
ipvé AAAA::BBBB} [size size] - A.B.C.D — IPv4-apapec y3na cetu;
[ttl tt/] [count count] - AAAA::BBBB — IPv6-aapec y3na cetu;
[timeout timeout] host: (1..63) cumBONOB; - host — pomeHHOEe UMA y31a ceTu;
size: (64..1518)/64 6aiit; | - size — pasmep nakeTa A4/ OTNPaBKM, KOAMYeCTBO BaiiT B NakeTe;
ttl: (1..255)/30; - tt/ — MaKCcMManbHOE KOIMYECTBO Y4aCTKOB B MapLLpyTe;
count: (1..10)/3; -count — KONMYECTBO MOMbITOK Mepefayn MakeTa Ha KaxKaom
timeout: (1..60)/3 c y4acTke;
- timeout — Bpema 0XMAaHWA OTBETa Ha 3anpoc.
OnucaHue oWwM60K NpU BbINOJIHEHUU KOMaHA U pe3yb-
V TaToOB NpuBeaeHo B Tabauue 39.
show users OT06pasnTb UHPOPMALMIO O NO/b30BATENAX, UCMOb3YIOLWMX pe-
) CypCbl YCTpOMCTBA.
show system information - BbIiBOA, CUCTEMHOWN MHPOPMALUN.
show system id OT06pasnTb cepuiiHbIA HOMep YCTPOMCTBA, PeBM3NIO NaaTbl U ba-
i 308Bbl1 MAC-agpec.
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show nvram

OT06pasnTb MHPOpPMaLMto 06 yCTPOMCTBE B SHEPrOHE3aBMCUMOW
namaTu.

show tech-support

BbiBOA KOMaHAbI NpeacTaBafeT coboi KoMOMHALMIO BbIBOAOB
nepeyvncaIeHHbIX HUXE KOMaHA,:

- show clock

- show system information

- show bootvar

- show running-config

- show ip interface

- show ip route

- show ipv6 interface

- show spanning-tree

- show etherchannel summary

- show etherchannel load-balance
- show interfaces status

- show interfaces counters

- show interfaces utilization

- show interfaces

- show ip arp

- show env all

- show mac-address-table count summary
- show fiber-ports optical-transceiver
- show cpu rate limit

- show errdisable interfaces

- show vlan

- show ip igmp snooping groups

- show ip igmp snooping forward

- show ip igmp snooping mrouter
- show ipv6 mld snooping groups

- show ipv6 mld snooping forward
- show ipv6 mld snooping mrouter
- show stack

- show stack configuration

- show stack links

- show stack links details

- show logging

- show logging filename-one

- show logging filename-two

- show logging filename-three

- show users

- debug show tcam

KomaHOwbi pexcuma Privileged EXEC

3anpoc KomaHaHoOM cTpoku B pexkumme Privileged EXEC nmeeT cneaytowmin sua;

console#

Tabnunua 38 — KomaHabl ynpasneHuns cuctemon B pexkume Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue

no ymosi4yaHurw

Aeiicmeue

reload [unit-id unit_id]

unit_id: (1..8)/-

KomaHgza cnyxkuT Ans nepesarnycka ycTpoicTsa.
- unit_id — Homep ycTpolicTBa B cTeke.

reload at hh:mm:ss [day month]

hh: (0..23);
mm:(0..59);

ss: (0..59);
day: (1...31);
month: (1..12)

YcTaHOBKa BpemeHu nepesarpysku ycTpoiicTaa.

reload in {hours minutes}

hours: (0..168);
minutes: (0..59)

YcTaHOBKa BPeMEHMU, Yepes KOTOPOe NPOM30MAET Nepesarpyska
yCTpOMCTBa.

reload cancel

OTMeHa OTNOXKEHHOM NepesarpysKku.

show reload

MpOCMOTpP BPeMeHU, Ha KOTOPOe Ha3HayYeHa nepesarpysKa.

show env {CPU}

MoHuTopuHr ytnamnsaumm CPU.
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show env {tasks}

MoHuTopuHr ytuausauum CPU no npoueccam.

show env {RAM}

MoHuTOpUHI yTansaumm RAM.

show env {temperature}

MOHWUTOPUHT TepMOZaTUMKa.

show env {flash}

MoHuTopuHr flash-namaTu.

show env {power}

MOHWTOPUHT NUTaHUA n AKB.

show env {all}

MOHUTOPUHT BCEX NAapPaMeTPOB OKPYKEHWS.

show env {dry-contacts}

MOHUTOPUHI TEKYLLLEro COCTOAHUA CYXMX KOHTAKTOB.

show env {fan}

MOHUTOPUHI COCTOAHMA BEHTUNATOPOB.

show env {fan thresholds}

OT06pasunTb TabauLy ¢ AONYCTUMBbIMKU CKOPOCTAMM BPaALLEHUA
BEHTU/IATOPOB.

show iss-startup status

Otobpa3sunTb cTaTyc 3anycka yctpoicTea (cold/warm) u cratyc
KoHburypauuu startup (default/success/failed)

telnet {A.B.C.D | host |
AAAA::BBBB |
AAAA::BBBB%interface} [-| name]

host: (1..63) cumBonos

OTKpbITMe TELNET-ceccuun ana ysna cetu.
- A.B.C.D — IPv4-apgpec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na cetn

- interface - nntepdelic;

- name — mA NONb30BaTeNA.

show telnet-client

Oto6pasunTb cTaTyc KAneHTa Telnet n KoAIMYECTBO aKTUBHbIX cec-
cun.

ssh [@] {A.B.C.D | AAAA::BBBB |
AAAA::BBBB%interface} [-l name]
[-v]

OTKpbITMeE SSH-ceccumn gna ysna cetu.

- A.B.C.D — IPv4-apgpec y3na cetu;

- AAAA::BBBB — IPv6-agpec y3na cetn

- interface — nntepdelic;

- name — uma Nonb3oBaTens;

-V —nopapobHo oTobparkaTb NpoLecc NOAKNHOYEHMUA.

show ssh-client

OT0b6pa3mnTb cTaTyc KAneHTa SSH 1 KOIMYECTBO aKTUBHbIX cec-
cun.

create ssl crypto key rsa [1024 |
2048]

CreHepupoBaTb NPMUBATHbLIV KoY Ana SSL-cepBepa Ha KOMMy-
TaTope.

create ssl cert-req algo rsa sn
[string]

CreHepupoBaTb 3aMNpoc Ha CEPTUPUKAT OT KOMMYTATOpPA.

create ssl server-cert

BK/I1OUMTL pexmnm BBoga cepTudmKara.

Mpw BbINONHEHUN KOMAHAbI t raceroute MOTYT I'IpOM3Ol71TM OLUM6KM, onucaHue oWnboK npmueeaeHo

B Tabanue 39.

Tabnnua 39 — OWMBKKM NpU BbINOJHEHUN KOMaHAbl traceroute

Cumeon owubku OnucaHue
* TalimayT Nnpu NonbITKe Nepesayn nakeTta.
? HewnsBecTHbI TMN NaKeTa.
A AZMUHUCTPATUBHO HeaocTyneH. O6bIYHO MPOUCXOAUT NPU BNOKMPOBAHMMU UCXOAALLETO
Tpaduka no npasuaam B Tabanue goctyna ACL.
F TpebyeTcs pparmeHTaums n yctaHoBka 6umtos DF.
H Y3en cetm HegOCTyNeH.
N CeTb HepOCTyMHa.
P MpoToKon HepoCTyNeH.
Q MNcToYHMK noaaBieH.
R MNcTekno Bpems NOBTOPHOMN cObopKu dparmeHTa.
S OwunbKa ncxoaalero mapLupyTa.
U MopT HepocTyneH.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 83




HELTEX

KomaHObI pexcuma 2106as1bHoU KOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKU B pexkmme rnobanbHON KOHPUTypauum nmeeT cneayowmii Bua:

console (config) #

Tabaunuya 40 — KomaHAbl ynpaBaeHUsa cCUCTEMON B pexkume rnobanbHoM KoHGUrypaumum

3HaveHue/3HavyeHue "
KomaHoa / Aeiicmeue
no yMoa4YaHuro
hostname name name: (1..128) KomaHaa cny»KuTt ana 3aaaHmaA CETEBOrO UMEHW YCTPOMCTBA.
no hostname CMMBONIOB/- BepHyTb ceTeBOe MMA YCTPOMCTBA B 3HAUYEHME MO YMONYAHMIO.
system location name name:(1..255) .
3apaTb MHOOPMALMIO O MECTONO/IOKEHNN YCTPONCTBA.
CMMBO/I0B
system contact name name:(1..255) .
3a4aTb KOHTAKTHYIO MHPOPMaLMIO YCTPOMCTBA.
CMMBO/10B
system description name name:(1..255) N
3apaTb onNucaHue yCcTpomncTea
CMMBOIOB
cpu rate limit queue queue YCTaHOBWUTb OFPaHNYEHME CKOPOCTU BXOSALLMX Kagpos (frame) gna
maxrate pps onpeaeneHHol ouepeam
- pps — NAKeTOB B CEKYHAY.
V Peanusyet ¢pyHKumio CoPP (Control plane protection).
queue: (1-8)

cpu-rate limit queue queue
maxrate 128

-pps: 1..2000/128

V PacnpepeneHue ouepegeii AnA npuHUMaemoro Tpadpmka
Ha CPU npusepeHo B NMpunoxkeHue B. Ouepegu ana npu-
HMmaemoro Ha CPU Tpaduka.

BOCCTaHOBMTL 3HaYeHWe pps NO YMOAYAHMUIO A/1A OnpeaesieHHOM
ouepeam.

reset-button {enable | disable
| reset-only}

- enable — npu HaaTUM KHOMKKM F gainTenbHoCcTbio meHee 10 ce-
KYHA, NPOUCXOAMT Nepesarpyska yCTpoicTBa; Npy HaXaTim Ha
KHOMKy 6onee 10 cekyHA, NponcxoauT cbpoc ycTpolcTea A0 3a-

-/enable o
BO/CKOM KOHOUrypaumm;
- disable — kHonKa F oTKAtoYeHa (He pearMpyert Ha HaxKaTue);
- reset-only — TonbKO nepesarpyska.
set telnet-client enable Bkntountb paboty TELNET-knmeHTa.
- - -/BKOYEHO
set telnet-client disable BbIkntounTb paboty TELNET-knneHTa.
set ip http enable .
BkatounTte HTTP-cepBep Ha ycTpolicTae.
-/BKNKOYEHO
set ip http disable Bbikntountb HTTP-cepBep Ha ycTpoiicTse.
HasHauuTb nopT, npocaywmsaembli HTTP-cepsepom.
ip http port port 80 Tpebyetca nepesanyck HTTP-cepBepa A4/1A NpUMeHeHusA
. Hacrpoiiku.
set ssh-client enable BKkntoumTb paboTty SSH-kAneHTa.
-/BKNIOYEHO

set ssh-client disable

BbIKkntounTb paboTy SSH-KnneHTa.

env dying-gasp enable

env dying-gasp disable

-/BbIK/IOYEHO

BKAtOUMTb OTNpaBKy coobuieHunit dying gasp.
V TonbKo gna ycrpoiictea MES2448B.

V Mpu BKAOYEHMU OTNPABKKU coobueHnii dying-gasp Bbik-
niovaetca moHutopuHr AKB.
!

dyHKUMA He nogfepikaHa B CTEKe B TeKylieil Bepcuu
no.

BbIKNOUNTL OTNPABKY coobLieHuit dying gasp.

env battery monitor enable

env battery monitor disable

-/BKAIOYEHO

BkntounTb MOHUTOPUHT AKB.
Tonbko ana ycrpoiicte MES2424FB, MES2420B-24D,
MES2420D-24DP, MES2448B.

Mpu BkAOYEHUU MOHUTOPUHTa AKB BbiKatoYyaeTca oTn-
V paBKa coobuenunii dying-gasp.

BbIkntounTb MOHUTOPUHT AKB.
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env maximum CPU threshold

percentage:1-100/100

HaCTpOMTb nornmposaHuMe O npesbllWeHNUN 3a4aHHOrN0 B NPOLUEHTax

percentage nopora ytnausaumm CPU.
env maximum RAM threshold percentage:1-100/100 HacTpouTb norMposaHue o NpesbllEeHUN 334aHHOrO B NPOLEeHTax
percentage nopora ytunaunsaumm RAM.

env maximum flash threshold
percentage

percentage:1-100/100

HacTpouTtb I0rMpoBaHmne O NpesbleHUN 334aHHOMO B MPOLEHTaxX
nopora ytunusaumu flash.

banner exec [string]

no banner exec

-/BbIK/IIOYEHO

HactpouTb npuBeTcTBUE 418 NONb30BaTENEN NOC/Ee aBTOPU3aLNN.

string — TeKCT NpUBETCTBUSA A/IMHON A0 256 cimBOIOB.

Mpu BBOAE KOMaHAbl 6€3 nmapameTpa string NPUBETCTBUE MONKET
mmeTtb annHy go 1023 cumsonos. BBog npuBeTcTBUA NpepbiBaeTca
C nomolbio cumsona "'@".

YaanuTtb npMBeTCTBME A7 aBTOPU30BAHHBIX NO/b30BaTENEN.

banner login [string]

no banner login

-/BbIK/IOYEHO

HacTpouTb npuBeTcTBME AN HEaBTOPM30BaHHbLIX NOJb30BaTEsEN
npu NOAKAOYEHUN K KOMMYTATOPY.

string — TeKCT NPUBETCTBMA AJIMHON A0 256 CUMBONOB.

Mpw BBOA4E KOMaHAbl 6e3 napameTpa string NpPUBETCTBUE MOXKET
MmeTb AnnHy ao 1023 cumBonoB. BBOA NpMBETCTBUA NpepbiBaeTca
C NomolLbio cumeosa "@".

Ypanutb npuBeTcTBME AN1A HEaBTOPU3OBAHHbIX nonb3osaTeniei.

logging events reload

no logging events reload

-/BKNIOYEHO

BKAtOUUTL OTNPaBKY snmp Tpanos u syslog coobuieHnit npu nepe-
3arpysKe ycTponcTea no KomaHge «reload» nnm yepes SNMP.

BbIK/OYMTL OTNPABKY SnMp TPanoe U syslog coobueHnin npu nepe-
3arpysKe ycTponctea no KomaHge «reload» nnm yepes SNMP.

ip http secure server

no ip http secure server

-/BbIK/IOYEHO

BKkatountb HTTPS-cepBep Ha ycTpoiicTBe.

OTkntounTs HTTPS-cepBep Ha ycTpoiicTse.

Tabnunuya 41 — KomaHabl pexkmuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

clear cpu rate limit counters

OuynCTUTL cHeTUYMnKM rate limit Ha CPU.

show cpu rate limit

OTobparkeHne cyeTymKoB rate limit Ha CPU.

set cli pagination on

BK/IIOYMTb NOCTPAHUYHbIN BbIBOA KOHOUIYypaLmu.

set cli prompt off

—— -fon -
set cli pagination off OTKNOUYUTL NOCTPAHUYHBIN BbIBOA, KOHOUTYpauuu.
. BKAlouMTL noATBepXKAeHWe nepes BbINOAHEHMEM HEKOTOPbIX KO-
set cli prompt on
MaHa,
-/on

OTKNOUYUTD NOATBEPNKAEHME MNepes, BbINMOJHEHUEM HEKOTOPbIX KO-
MaHZ.

4.5 KomaHAabl ANA HACTPOMUKU NapaMeTpPoB ANA 3a4aHUA Naponen

[aHHbIN pa3aen npegHasHayeH ANA HACTPOMKM 3aZlaHNA Napoielt ana nonb3oBartenei.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

3anpoc KOMaHAHOM CTPOKM B pexkume rnobasibHoM KOHOUNypaLMmM MMEET CieayoWmin BUA,:

console (config) #

Tabnnuya 42 — KomaHabl ynpaBieHNa CUCTEMOW B pexxume rnobanbHoM KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

password validate char
[lowercase | numbers |
symbols | uppercase]

no password validate

-/BbIK/IIOYEHO

BKIOUUTL MexaHW3M NPOBEPKMU Naponei.

- lowercase — naponb AOMKEH COAEPHKATb CUMBOJIbI HUKHETO peru-
cTpa;

- numbers — Naponb AOMKEH COAEPKaATb XOTA 6bl 0AHY LMdpY;

- symbols — naponb [OMKEH CoXKepyKaTb XOTA Bbl O4UH CUMBOJT;

- uppercase — Napo/ib AO/MKEH COAEPHKATb CUMBOJIbI BEPXHETO pe-
rucrpa.

OTKAOUUTb MEXAHU3M NPOBEPKU Naposei.
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password validate length

3aaTb MMHUMANbHYIO ANUHY NapONs.

length length: (0..20)/0

no password validate YCTaHOBUTb 3HAYEHME MO YMOIYaHUIO.

login block-for timer attempts YCTaHOBUTD:

value - timer — Bpemsi 6/1I0KMPOBKM NOKANbHOM YYETHOM 3anncy Noab3o-

BaTens;
- value — KONMYeCTBO MAYWMX NOAPAL NOMbITOK BBOAA Napons ¢
oWwnbKoM A0 B6NIOKMPOBKM JIOKANIbHOM YYETHOM 3anncy nosib3oBa-
Tens.

timer: (30-1800)/30 cek
value: (1-10)/3

no login block-for

YCTaHOBWUTb 3HAYEHME NO YMON4YaHUIO.

3anpoc KomaHaHoM cTpoku B pexkmme Privileged EXEC nmeeT cneaytowmn sua;

console#

Tabnunua 43 — KomaHabl gns paboTbl ¢ pannamm B pexkmume Privileged EXEC

KomaHoa

3HayeHue/3HayeHue

Aelicmeue
10 yMoA4YaHuio

show password validate rules - MpocMOoTp TeKyLLEN HAaCTPOMKN MeXaHM3Ma NPOBEPKN Naponen.

4.6 Paborta c paitnamu

4.6.1 OnucaHue ap2ymeHmMoe KOMaHO

Mpun ocywecTeaeHnn onepaumn Hag dannamm, B Ka4eCcTBe apryMeHTOB KOMaHJ, BbICTYMNatoT ajapeca
URL — onpegenutenn MmecTOHaxoxgeHua pecypca. OnucaHue KAK4YeBbIX C/I0B, WMCNOAb3YEMbIX B
onepauuax, npuseseHo B Tabaunue 44.

Tabnnua 44 — CnnCcoK K/to4YEeBbIX C/I0B U UX ONUCAHKUE

Kniouesoe cnoeo

OnucaHue

flash://

McxoaHbli agpec MaM agpec Mecta HasHauyeHUsa ANA SHepProHe3aBMCMMON NamaTh. JHeproHesasu-
CMMasn NamATb UCMOJb3YeTCA Mo ymonyaHuio, ecam agpec URL onpeneneH 6e3 npedukca (npeduk-
camu ssastoTes: flash:, tftp:, scp:...).

running-config

daiin Tekywen KOHPUrypaumm.

startup-config

®aitn nepBoHavYanbHON KOHGUTypauuu.

active-image

®daiin c aKTMBHbIM 06pasom.

inactive-image

®aiin c HeakTMBHbIM 06pasom.

tftp://

UcxopHbIV agpec unv agpec mecta HasHavyeHusa ana TFTP-cepsepa.
CuHTakcuc: tftp://host/[directory]/ filename.

- host — IPv4-agpec unu ceteBoe MmA yCTPOICTBa;

- directory — Kkatanor;

- filename — uma daiina.

usb://

McxoaHblv agpec nam agpec mecta HasHadeHus gaa USB-HakonuTens.
CuHTakcmc: usb://[directory]/ filename.

- directory — kaTanor;

- filename — uma daiina.

logging

daiin c uctopmen KomaHa,

4.6.2 KomaHObI 0511 pabomei ¢ palinamu

3anpoc KomaHAHOM cTpoKKM B pexxkume Privileged EXEC nmeeT cnegytowmin BUA:

console#
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Tabnuua 45 — KomaHapl ana pabotbl ¢ pannamm B perknme Privileged EXEC

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

copy source_url [:port]
destination_url [:port]

copy startup-config
destination_url [:port]

copy running-config
destination_url [:port]

copy source_url [:port]
running-config

copy source_url [:port]
startup-config

copy source_url [:port] image

copy source_url [:port] boot

source_url: (1..160)
CUMBOJI0B;
destination_url: (1..160)
CMMBOJIOB;
port: (1..65535)

KonuposaHue ¢aina n3 MectonosioxKeHns UCTOYHUKA B MECTOMNo-
IO¥KEHWE Ha3HaYeHUs.

- source_url — mecTononoxeHune Konvpyemoro ¢aiina;

- destination_url — agpec mecTa Ha3HayeHus, Kyaa ¢paiin byaeT cko-
NUPOBaH;

- port — TCP-noprt.

CoxpaHeHWe NepBoHa4YaNbHOW KOHOUIypaLum Ha cepsepe.

CoxpaHeHWe TeKyleln KoHoWrypaumMu ycTpoicTBa Ha cepsep.

KonupoBaHune KoHOUrypaumm ¢ cepBepa B TeKyLLy KOHdurypa-
LMI0 YCTPOMCTBA.

KonupoBaHne KoHPUrypaumm c cepsepa B NepBOHAYaNbHYIO KOH-
durypaumio ycTpoicTaa.

KonupoBsaHue daiina MO 13 MeCTONONOKEHNA UCTOUHMKA.

KonuposaHue cbal‘fma Ha4a/IbHOro 3arpy34ymka n3 mectononoxeHua
UCTOYHUKaA B CUCTEMY.

dir [flash:path | dir_name]

OT06pa3nTb CNMCOK dalinos B yKazaHHOM KaTasiore.

more [flash:path | file_name]

OT06pa3unTb cogepkumoe daina.

pwd

OT06pasnTb NyTb A0 TEKYLLEWN AUPEKTOPUN.

cd [flash:path | dir_name]

M3MEHUTb ANPEKTOPUIO Ha YKa3aHHYH.

mkdir [flash:path | dir_name]

Co34aTb AMPEKTOPUIO C YKa3aHHbIM Ha3BaHMEM.

rmdir [flash:path | dir_name]

Yaanutb ANPEKTOPUIO C YKa3aHHbIM Ha3BaHUEM.

erase [flash_url]

Yaanute dann

erase startup-config

Yaanutb daiin nepsoHayanbHoM KoH$Urypaumu.

erase nvram:

C6pocuTb A0 AeDONTHON SHEProHe3aBUCUMYIO MAMATD.

erase flash:/LogDir/filename

Ypanute ¢ain 3anmcu aBapunHbIX M OTIa404HbIX COODBLLEHNNA.

boot system inactive

3arpysutbca ¢ HeakTMBHOro obpasa MO.
l | KomaHnpgbi boot system He meHsalOT 06pa3 Ha 63Kkanax.

boot system active

3arpy3unTbcsa ¢ akTMBHOro obpasa MNO.

delete startup-config

Ypanute dpaiin nepBoHa4abHON KOHOUIYpPaLMM BMECTE C O4MCTKOM
rnobanbHbIX HACTPOEK NVram W yaaseHnem nosb3oBaTtesiei.

show running-config
[interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port |
port-channel group | vlan
vlan_id] [module]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
vlan: (2..4094);
module: (igs, la, stp..)

OTtobpasnTb cogeprrumoe TeKylwen KoHourypauum
(running-config).

- interface — KoHdUrypauma nHTepdeincoB KommyTaTopa - dpusnye-
CKMX MHTepdeicos, rpynn nHtepdericos (port-channel), VLAN-uH-
Tepdelicos, MHTepdelica 3amblkaHUA Ha cebs;

- igs — IGMP snooping;

- la - link-aggregation;

- stp — spanning-tree.

danna

show startup-config

OT06pasnTb cogepxumoe daiina nepBoHavanbHOW KoHoMrypa-
uuu.

show bootvar

MoKas3aTb aKTMBHbIN ¢ain cuctemHoro MO, KOTopbI YCTPONCTBO
3arpyyaert npu 3anycke.

write {startup-config | url}

COXpaHWTb TEKYLLYHO KOHUrypaLumio B Gaini nepBoHaYaNbHOM KOH-
durypauum.

replace running-config
[flash:path]

3ameHuTb running-config KoHpUrypaumein ns paiina.

clear running-config

OunCTUTL TEKYLLYIO KOHUrypauuio (running-config).

diff [flash:path] [flash:path]

CpaBHWTb ABe KOHOUrypaLuu.

Cepsep TFTP He MoXeT 6bITb aApPecoOM UCTOUHMKOM U aapecom HasHauyeHUa aNa ogHoMu
e KOMaHZAbl KONUPOBaHMUA.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx 87




HELTEX

KomaHObI pexcuma 2106asa6HolU KOHpuU2ypayuu

3anpoc KOMaHAHOM CTPOKM B peXxume rnobasibHoN KoHOUrypaLmm:

console (config) #

Tabaunuya 46 — KomaHabl perkuma rnobanbHom KoOHPUrypaumm

KomaHoa

3HayeHue/3HayeHue
o ymon4aHuro

Aeiicmeue

ip tftp retransmit retransmit
interval interval

retransmit: (1-30)/3;
interval: (1-30)/8
CEKYHS,

no ip tftp retransmit

YcTaHOBUTbL NapameTpbl NOBTOPHOM nepeaayn TFTP-nakeTos.

- retransmit — MaKcMmanbHOE YMCN0 NMOBTOPHbIX MOMbITOK MNepe-

[a4uM NaKeTa;

- interval — BpemMAa OXMAaHUA MeXAy MOBTOPHbLIMM MOMbITKAMMU
B CeKyHAax.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

boot Heobxoamnmo BBecTU:

Sy ey,

MpocMoTp aKTUBHOIO U HEAKTUBHOTO o6pasa AO0CTyneH ns u-boot. [nastoro 8 KOMaHAHOﬁ CTpOKe U-

MES2428# bootimg print

KomaHaa gns cmeHbl akTuBHOro obpasa us u-boot:

MES2428# bootimg inactive

KomaHaa «bootimg inactive» npumeHsaetca 6e3 o)kugaHua noaTsepKaeHuUs.

Mpu 3arpy3ke ¢aitna KoHPUrypauum c yganeHHoro cepsepa B «startup-config» B Hauane
daitna Heobxogumo [06aBUTL CTPOKY C CUMBOIOM «I».

®aitn KoHpUrypauum JonxKeH umeTtb paclumpeHume «.confr».

4.6.3 KomaHObI 0018 pe3epsuposaHuUa KOHGuU2ypayuu

B gaHHOM pasgene onucaHbl KOMaHAbl, MO3BONAIOWME Pe3epPBMPOBaTL KOHUIypaLmMIo Ha cepaep.
[na pesepBnpoBaHMA KOHPUTYpaLMM HEOBXOAMMO YKa3aTb agpec cepsepa.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOM KoHUrypaumm:

console (config) #

Tabnunua 47 — KomaHabl perkrma rnobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

backup server destination_url
[:port]

no backup server

destination_url:
(1..160) cumsonos;
port: (1..65535)

YKa3aTb agpec cepsepa, Ha KOTopbli ByaeT Npou3BOAMTLCA pe-
3epBMpoBaHue KoHdurypaumu. CTpoka B popmare:
«tftp:// XXX XXX XXX XXX »;

«sftp://username:password @XXX.XXX.XXX.XXX».

- port —TCP noprt.

Ypanutb agpec cepsepa.

backup path path YKazaTtb NyTb pacnonoxeHua daina Ha cepsepe c npedpuKcom
- mmeHu daiina. NMpu coxpaHeHUU K npedukcy byaer nobasneHa Te-
KyLlas AaTta v Bpems B popmaTe rmrrmmagyymmcc.
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no backup path YpanuTe NyTb ANA pe3epBUpOBaHuA.
backup auto BKkAOUYMTL aBTOMaTUYECKOE pe3epBMpoBaHue KoH$Urypaumu.
no backup auto BbIKNtOUNTL aBTOMATMYECKOE pe3epBrpPOBaHME KOHOUTYpaLIUK.
backup history enable BKNHOUYMTbL COXpaHEHUE UCTOPUM Pe3EPBHbIX KOMUIA.
no backup history enable BbIK/IIOUNTb COXPAHEHWE UCTOPUN PE3EPBHBIX KOMUN.
backup time-period timer ) YKasaTb NMPOMENKYTOK BPEMEHM, MO UCTEYEHUWU KOTOporo byaer
timer: OCYLLECTBNATLCA aBTOMATUUYECKOE pe3epBMpOBaHMe KOoHdUrypa-
(1..35791394)/720 mu-
Lmu.
B 3 HYT
no backup time-period YCTaHOBWTb 3HAYEHME NO YMOYAHMIO.
backup write-memory BkntoyeHne pesepBMpOBaHMA KOHPUrypaumm npu COXpaHeHUu
-/BbIK/IIOYEHO nosibsoBatesem KoHpurypaumm Ha flash-Hakonutens.
no backup write-memory YCTaHOBWTb 3HAYEHME NO YMOYAHUIO.

KomaHOb1 pexcuma Privileged EXEC

3anpoc KomaHgHOM cTpoKK B pexume Privileged EXEC nmeeT cneayrowmin ua;
console#

Tabanua 48 — KomaHgbl pexkmuma Privileged EXEC

3HaveHue/3HavyeHue ”
KomaHoa / Aelicmeue
Mo ymon4aHuio

backup running-config - Co34aTb pe3epBHYH KOMUIO KOHUTypaLmIo Ha cepBepe.

4.7 HacTpoiika CMUCTEeMHOro BpemeHu
/ Mo yMmon4yaHuio aBTOMaTUUYECKUM nepexon Ha zieTHee BpemMA ocyLwiecTtsifdeTca B COOTBeT-
cTBUM co ctaHgapTamu CLLUA n Esponbl. B KOHGUrypauum moryT 6biTb 3agaHbl Ntobble pgaTta

U BpemMsa AnA nepexoga Ha 1eTHee Bpema u 06paTHO.

KomaHObI pexcuma Privileged EXEC

3anpoc KomaHAHOM cTpPoku B pexxunme Privileged EXEC nmeet cnegyownin Bua;:
console#

Tabnunua 49 — KomaHAabl HACTPOMKM CUCTEMHOIO BpemeHu B pexkmume Privileged EXEC

3HayeHue/3HavyeHue ”
KomaHda / Aeilicmeue
Mo ymMmoa4aHuro
clock set hh:mm:ss day month hh: (0..23); Py4Has ycTaHOBKa CUCTEMHOrO BpPeMeHM (KoOMaHAa AOCTynHa
year mm: (0..59); TONIbKO ANA NPUBUIETMPOBAHHOIO NOb30BaTeNs).
ss: (0..59); - hh —4acbl, mm — MUHYTbI, SS — CEKYHAbI;
day: (1..31); - day — peHb; month — mecau; year —rog.
month: (Jan..Dec);
year: (2000..2037)
KomaHOb! pexcuma EXEC
3anpoc KomaHAHoOM CTPoKM B pexkxnume EXEC nmeet cneaytowmin Bua;
console#
Tabnuua 50 — KomaHabl pexkmma Privileged EXEC
KomaHda 3HayeHue/3HayeHue Aelicmeue
o ymoa4aHuio
show clock - MNoKasaTb cuCTEMHOE Bpemsa 1 aary.
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| show clock properties

| OT06pa3nTbL CBOMCTBA.

KomaHObI pexcuma 2106aabHOU KOHPU2ypayuu

3anpoc KOMaHAHOM CTPOKU B pexkmme rnobanbHON KOHPUTYpaLUum nmeeT cheayowmii Bua:

console (config) #

Tabaunuya 51 — CnMcoK KoMaHA, oA HAaCTPOMKM CUCTEMHOIO BpEMEHMU B pexume rnobanbHom KoHUrypa-

umm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

clock time source ntp

no clock time source

YctaHoBuTb SNTP-cepBep MCTOYHMKOM CUHXPOHWU3ALUKN BpeMeHMU
ANA ycTponcTea.

YCTaHOBWTb 3HaYeHMe N0 YMOJIYaHUIO.

clock utc-offset utc

no clock utc-offset

utc: (+00:00..+14:00)

YCTaHOBMWTb YacoBOE CMeLLeHMe OTHOCUTENbHO HY/1eBOro Mepuam-
aHa.

YCTaHOBUTb 3HAYEHUeE Mo YMO/I4aHUIO.

KomaHObI pexcuma KoHguaypauuu SNTP

[na nepexoaa B pexxmnm KoHourypaumm SNTP Heob6XxoAMMO MCNONb30BaTb KOMaHAY:

console (config) #sntp

3anpoc KOMaHAHOM CTPOKU B pexkmme KOHPUrypauum nHtepdeinca MeeT caeayowmn sua;:

console (config-sntp) #

Tabnuua 52 — CNUCOK KOMaHA, ANA HAaCTPOMKM CUCTEMHOTO BPEMEHU B PeXXMMeE KOHbUrypaumm sntp

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

set sntp unicast-server auto-
discovery enabled

set sntp unicast-server auto-
discovery disabled

-/disabled

BKntouMTb aBTOMaTM4Yeckuit nonck SNTP-cepsepa B pexkmme
unicast.

BbIKNOUNTL aBTOMaTHYecKuiA nouck SNTP-cepsepa B pexxvme
unicast.

ipv6 | host} ip_addr [priority

udp_port]

set sntp unicast-server {ipv4 |

priority] [version version] [port

no sntp unicast-server {ipv4 |
ipv6} ip_addr

MOXeT bbITb 3aZ1aH0 A0
4 cepBepoB
priority: (1..15);
port: (1025..36564);
version: (3..4);
host: (1..63) cumBonos

YKasaTb IP-agpec SNTP-cepsepa.

Yaanutb IP-agpec SNTP-cepsepa.

set sntp client enable

set sntp client disable

-/disabled

BkntounTb paboty SNTP-knuneHTa.

BbIkntounTb paboTy SNTP-KkAMeHTa.

set sntp client addressing-
mode unicast

-/unicast

YKazatb pexkum pabotbl SNTP-KnmneHTa.

key key md5 parametrs

set sntp client authentication-

key: (0..65535)

YCTaHOBUTb KAtoY ayTeHTUdMKaumm ana SNTP-kiveHTa.

set sntp client clock-format
{ampm | hours}

-/hours

YctaHoBUTb popmat yacos ansa SNTP.

set sntp client port port_num

port_num: (123, 1025-
65535)

YcraHosutb UDP-nopt ansa SNTP-kauneHTa.

set sntp client time-zone zone

zone: (+00:00 to
+14:00)

3a4aTtb 3HaYeHWe YacoBOro noAca.

set sntp client version version

version: (v1,,v4)

3azaTb Bepcuio NpoTokoa A pabotobl SNTP-KnveHTa.
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Tabnuua 53 — KomaHabl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

show sntp statistics

MokasaTtb cTaTUCTUKy npoTokona SNTP.

show sntp status

Mokasatb cTaTyc npoTtokona SNTP.

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume Privileged EXEC:

console#

[Mpumep Hacmpoliku SNTP-kaueHma 011 cepsepa 192.168.1.1:

console (config)# sntp

console (config-sntp) #
console (config-sntp) #

console (config-sntp)# exit

(
(
(
console (config-sntp) #
(
(

console (config) #clock

set sntp client enabled
set sntp client addressing-mode unicast
set sntp unicast-server ipv4 192.168.1.1

time source ntp

4.8 KoHdurypaumusa nntepoeiicos n VLAN

4.8.1 [Mapamempeoi Ethernet-unmepdgelicos, Port-Channel u Loopback-unmepdgelicos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos)

console# configure terminal
console (config) # interface { fastethernet fa port | gigabitethernet
gi port | twopointfivegigabitethernet two port | tengigabitethernet

te port | port-channel group |

console (config-if) #

range (..} | loopback loopback id }

[aHHbIA pexnm JOCTyneH U3 pexkuma KoHOUrypaumm 1 npefHasHavyeH Aaa 3afaHuA NapamMeTpos
KOHdUrypaumm uHTepdeiica (nopta KoMmyTaTtopa WAM Tpynnbl MOPTOB, paboTaloWuUx B pexume
pasaeneHus Harpysku) ainbo ananasoHa nHTepdencos.

Bblibop MHTepdeica ocyLwecTBAAETCA NPU NOMOLLM KOMaHA, NpuBeaEHHbIX B Tabauue 54:

Tabnunua 54 — KomaHabl Bbibopa uHTepdelica ana MES14xx, MES24xx, MES37xx

KomaHoa

Ha3HauyeHue

interface fastethernet fa_port

[na HacTpolikn nHtepdelicos Fast Ethernet.

interface gigabitethernet gi_port

[na HacTpoikn 1G-uHTepdeiicos.

interface twopointfivegigabitethernet two_port

[na HacTponku 2,5G-nHTepdeicos.

Interface tengigabitethernet te_port

[na HacTpoikn 10G-nHTepdelicos.

interface port-channel group

[lna HacTpoiKu rpynn KaHanos.

interface loopback /oopback_id

[na HacTpoIKM BUPTYanbHbIX MHTEpPdencos.

roe:

— fa_port — nopaaxosbliit Homep 100MB-uHTepdeliica, 3agaetca B suge: 1/0/1;

— gi_port — nopaaKkoBbln Homep 1G-uHTepdeiica, 3agaetca B Buae: 1/0/1;

— two_port — nopsakosbiit Homep 2,5G-nHTepodelica, 3agaetca 8 suge: 1/0/1;

— te_port —nopagxosblit Homep 10G-nHTepdeiica, 3agaetca B suae 1/0/1;

— group — nopsAKoBbIA HOMep rpynnbl, obLee KOAMYECTBO cornacHo Tabamue 9 (cTpoKa «Arperaums

KaHanos (LAG)»);
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— loopback_id — nopsakoBbIi HOMep BUPTYyabHOIo MHTepdelica, obliee KOANYECTBO COrNacHo Tab-
nmue 9 (ctpoka «Konnuectso BupTyanbHbix Loopback-uHtepdeiicosy).

KomaHabl, BBeAeHHble B perKuMme KoHdUrypauuu uHTepdelica, NPUMEHAIOTCA K BblbpaHHOMY

nHTepdelicy.

Tabnnua 55 — KomaHapl pexxmuma KoHourypaumnm nHtepoericos Ethernet n Port-Channel

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

shutdown

no shutdown

-/BKAIOYEHO

BbIKNOUNTE  KOHOUTYpUpyembiii (Ethernet,

channel).

MHTepodelic port-

BKNHOUMTL KOHPUTYPUPYEMbBIA MHTEPDENC.

description description

description: (1..128)

[Oob6asutb onucaHue nHtepoeiica (Ethernet, port-channel).

— cMMBONOB/HET
no description onucanmsa YaanuTb onuncaHue uHtepdeiica.
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepeaaun aaHHbIX (Ethernet).
no speed 10000) YCTaHOBMUTb 3HAUEHUE MO YMOJIHAHWIO.

duplex mode

no duplex

mode: (full, half)/full

3ajaTb pexum aynaekca uHtepdelica (nosHoaynaeKcHoe coeau-
HeHue, NoayaynaeKkcHoe coegnHeHme, Ethernet).

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

negotiation [capl
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f)

Y

Bk/toYaeT aBTOCOrnacoBaHWe ANA CKOPOCTU M AyNAeKca Ha HacT-
pavBaemMom uHTepoeice. MoOXKHO yKa3aTb onpeaeneHHble COBMe-
CTMMOCTM NapameTpa aBTOCOr/iacoBaHuA. Ecnm napameTpbl He 3a-
AaHbl, TO NOAAEPKMBAIOTCA BCE COBMECTUMOCTY.
ABTOCOrN1acoBaHUe HaCTPanBaAETCA TONIbKO Ha UHTepdeil-
cax Ethernet.

BblKNtOYaeT aBTOCOr/IacOBaHWE AN CKOPOCTM WM Aynaekca Ha
HacTpanBaemom MHTepoeiice.

media-type { force-fiber |
force-copper | prefer-fiber }

-/prefer-fiber

Bbl6op TMNa KOMBO-MOPTa B KAYeCTBE OCHOBHOMO HOCUTENS.

- force-fiber — pa3spelweHa akKTMBHOCTb TONILKO ONTMYECKOM YacTu
KOMb0-MopTa;

- force-copper — paspelieHa aKTMBHOCTb TO/IbKO MEAHOM 4YacTu
KOMb0-MopTa;

- prefer-fiber — npenmyLLeCcTBO ONTUYECKOTO SINHKA.

mtu size YCTaHOBWUTb 3HaYeHMe maximum transmission unit (MTU) gna uH-
Tepdelica
- size — pasmep nakema, Kosu4ecmao b6alim e nakeme.
l KomaHga goctynHa TonbKo gns ycrpoiicte MES2424,
H MES2424B, MES2424FB, MES2424P, MES2448, MES2448B,
MES2448P, MES2410-08DP, MES2410-08DU, MES2420-
48P, MES2420B-24D, MES2420D-24DP, MES2411X,
size: (128..12288)/ MES3400-24, MES3400-24F, MES3400-48, MES3400-48F,
12288 6aut MES3710P.
' Ecam Ethernet-untepdeliic Bxogut B coctas Port-Channel,
H TO Ha HeM HeNb3A U3MEHATb 3HayeHne MTU.
' DedontHoe 3HaueHne MTU agna Ethernet u Port-Channel
H UHTepdeiicoB paBHO 3HAYEHUIO 3aJaHHOMY KOMaH-
Aol system mtu B pexxume rnobanbHoii KOHPUrypauuu.
no mtu YCTaHOBWTb 3HAYEHME MO YMOYAHUIO.
MapameTp HACTPOMKM ANA NAPAMETPOB rX-4acT¥ ONTUYECKMX UH-
Tepoericos.
hardware serdes rx leq value
value: 0-31/8 ! KomaHga A0CTynHa ToNbKO Aans ycrpoiicts MES2424,
no hardware serdes rx leq BepHyTb HaCT[iOVIKM Mo YMONYaHMIO NAaPaMeTPOB rx-4acTu onTuye-
CKUX MHTepdencoB.
hardware serdes rx leq check BKnIO‘-WI;rb aBTOMOACTPOMKY NapameTpoB  BKAlYeHuA DAC-
Kabenen.
-/BKtO4EHO BblknounTb  aBTONOACTPOMKY NapameTpoB BkAodeHna DAC-

no hardware serdes rx
leq check

Kabenen gna nsbeaHua BEPOATHOCTM BO3HWKHOBeHMA link flap-
ping Ha Kabensax 601bLWOM ANHBI.
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KomaHObI pexcuma 2106aa6Hol KoOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKUMe r106anbHOM KOHPUTYpaLLMK:

console (config) #

Tabnnua 56 — KomaHabl pexkmma rnobanbHoM KoHpUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

errdisable recovery interval
interval

no errdisable recovery
interval

interval: (30..86400)/300

YCTaHOBWUTb BPEMEHHON MHTEpBas 418 aBTOMaTUYeCcKoro
NOBTOPHOro BKAloYeHUA WHTepdelica. MNpu cmeHe uHTep-
Bana Tailimep o6HOBAseTCcA AnA Bcex 3ab6/0KMPOBaHHbLIX
MOPTOB, Ha KOTOPbIX BK/NOYEHO aBTOCOr/1acoBaHue.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

errdisable recovery cause
{storm-control|loopback-
detection | udid | port-se-
curity}

no errdisable recovery
cause {storm-control | loop-
back-detection | udid

| port-security}

-/3anpelueHo

BK/IOUMTL aBTOMATUYECKYHO aKTUBALMIO MHTepdelica nocne
€ro OTK/II0YEHUA B CIEAYIOLLMX CYYAnX:

- loopback-detection — o6Hapy:keHue netens;

- udld — akTMBaums 3awmTol UDLD;

- storm-control — WxpoKoBeLaTebHbIN WTOPM;

- port-security — HapyweHue 6e3onacHocTn gas port
security.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

system mtu size

no system mtu

size: (128..10000)/10000 6ait
size: (128..12288)/12288 6aiit
(Tonbko ana MES2424,
MES2424B, MES2424FB,
MES2424P, MES2448,
MES2448B, MES2448P,
MES2410-08DP, MES2410-
08DU, MES2420-48P,
MES2420B-24D, MES2420D-
24DP, MES2411X, MES3400-24,
MES3400-24F, MES3400-48,
MES3400-48F, MES3710P)

YCTaHOBWTb 3HaYeHMe CUCTEMHOrO maximum transmission
unit (MTU)
- size — pa3amep naketa (KonnuyecTBo 6alT B NakeTe).
' 3HaueHue system mtu BKAwouaeT B ceba 18 6aitr,
- npuxogAwmeca Ha 3aronoBoK Ethernet U KoH-
TponbHyto cymmy (FCS).

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

default interface [range]
{fastethernet fa_port | giga-
bitethernet gi port | two-
pointfivegigabitethernet
two_port | tengigabitether-
net te_port | port-channel
group | vlan vian_id | loop-
back loopback_id }

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
vlan_id: (1..4094);
loopback_id: (1..10)

Cbpoc HacTpoek uHTepdelica am rpynnbl MHTEPPENCOB Ha
3HaYeHuA, YCTaHOB/IEHHbIE MO YMONYAHMIO.
' Bo Bpems BbINONHEHUA KOMaHAbI MHTepdeiic by-
L AET OTK/IOYEH.

KomaHOb1 pexcuma EXEC

BunAa 3anpoca KomaHAHOM CTPOKM B pexxknume EXEC:

console#

Tabnunua 57 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMoA4YaHuio

Aeiicmeue

clear counters

- C6poc CTaTUCTMKKM AN BCeX UHTepdeiicos.
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clear counters { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

Cbpoc cTaTucTnKKM ansa nHtepdelica.

show interfaces { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

MoKa3aTb CBOAHYIO MHOPMALIMIO O COCTOSHUM, HACTPOIKe U CTaTh-
CTMKe nopTa.

show interfaces status

MokasaTb cocTosHMe Bcex MHTepdencos.

show interfaces description

MoKa3aTb ONUcaHUA BCeX MHTepdencos.

show interfaces counters

MoKa3aTb CTaTUCTUKY ANA BCEX UHTEpdENCcoB.

show interfaces counters {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group |
vlan vian_id }

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
vlan: (1..4094)

MoKasaTb CTaTUCTUKY ANA MHTepdeiica.

show errdisable interfaces {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MoKasaTb NPUYMHY OTK/OYEHMA NOPTa, FPYnnbl NOPTOB, 3a6/10KU-
pOBaHHblE MOPThI.

show errdisable recovery

MoKa3aTb HAaCTPOMKM ANA aBTOMATUUYECKOM NMOBTOPHOM aKTMBAL MK
nopra.

set interface active {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port }

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

AKTMBMpPOBaTb MHTepdeic nocne errdisable.

show interfaces utilization {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port } {interval interval}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
interval: (5, 60, 300) cek

MoKasaTb CTaTUCTUKY NO Harpyske ana uHTepdelica.
- interval — uHTepBan B cekyHaax.

4.8.2 Hacmpoiika VLAN u pexcumos kommymauyuu uHmepdgeiicoe

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Buz 3anpoca KOMaHAHOWM CTPOKM B peXnume rnobasbHon KoHdUrypaumm:

console (config) #

Tabnnuya 58 — KomaHzabl perknma rnobanbHoM KoHGUrypaumm

3Ha4yeHue/3HayeHue ”
KomaHoa / Aeilicmeue
o ymMoa4YaHuto
vlan vian_id vlan_id: (2..4094) MepeiTn B pexnm KoHOUIrypupoBaHuUAa yKasaHHoro VLAN
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map protocol {ip | other}
{enet-v2 | licOther | snap} pro-
tocols-group group-id

no map protocol {ip | other}
{enet-v2| licOther | snap}

group-id:
(1..2147483647)/-

HacTpouTb rpynny nNpoTOKo/0B, NO KOTOpbiM OyaeT npousso-
AMTbCA KnaccudurKauma Kaapos. B oaHy rpynny mMoxHo obbeau-
HUTb HECKO/IbKO MPOTOKO/I0B, YKa3blBaA A8 HUX OOUH U TOT e
Group ID. Homep npoToKona MOXKHO BblbpaTb M3 CNMCKa npea-
YCTaHOB/IEHHbIX 3HAYEHUIN UM 3a4aTb BPYUHYIO Yepes napameTtp
other B popmate XX:XX. PacnonokeHune nons c HOMeEPOM NpoTo-
KOJ1a 3aBUCUT OT TUNa L2-3aros10BKa 1 MHKaNCcynaumm:

- enet-v2 — kaap c 3aronoskom Ethernet I, npotokon onpepens-
etca no noato EtherType. Mpu Hannumm VLAN-Teros Bbibupaertca
camblit nocnegHuin EtherType, ¢ Hanbonblwmm odpdceTom.

- llcOther — kagp ¢opmata RFC1042 (IEEE 802). [iByx6alTHbIN HO-
mep npoTtokona cootsetcTByeT nonam DSAP:SSAP B LLC-3aro-
NOBKe.

- snap — Kaap c LLC/SNAP-uHkancynsumein. Homep npotokona co-
oTBeTcTBYeT nosto Protocol ID B8 SNAP-3aronoeke.

Ypanset protocol-group ¢ KommyTaTopa.

map mac {host | mac-address
mask} macs-group group-id

group-id:
(1..2147483647)/-

HacTtpouTb gnanason MAC-agpecos, no KoTopbim byaeT npomsBo-
OUTbCA Knaccudpukauma. Ans pasHbix MAC-agpecoB MOXKHO Bbl-
6paTb OAHY M Ty XKe rpynny.

no map mac {host | mac-ad-
dress}

Ypanutb ykasaHHbit MAC-agpec n3 macs-group.

shutdown garp

no shutdown garp

-/MOAyNb BbIK/AOYEH

OTKAouNTb paboTy moayns GARP Ha ycTpoiicTse.
l [DaHHasa KomaHpa oTKAwuaeT paboty moayna GARP c
H 6e3B03BpaTHbIM yAaNeHUEeM BCEX HacTpoeK 610Ka
GARP.

BkatounTte moayib npotokona GARP.
DOna pa6otbl moayna GARP pesepsupyerca 15 M6aiit
. onepaTMBHOMN NAMATU.

gvrp enable

gvrp disable

-/BbIK/IIOYEHO

BKkntoumTb npoTokon GVRP rnobanbHo.
’ | ODyHKUMA He NOAAEPIKAHA B CTEKe B TEKyLLel Bepcuun
o no.

BbIkNtounTb NpoTtokon GVRP rnobanbHo.

voice vlan id vian_id

no voice vlan id

vlan_id:(1..4094)

YctaHoBUTb naeHtuomkatop VLAN ans Voice VLAN

Ypanutb ngeHtuonkatop VLAN ans Voice VLAN

voice vlan oui-table {add
oui | remove oui}
[descriprion word]

word:(1..32)
CUMBOJI0B

PaspewunTb pegakTMposatb Tabamuy OUI.
- oui — neps.ble 3 6aiiTa MAC-agpeca;
- word — onvcaHue oui.

KomaHObl pexcuma kKoHgpuaypayuu VLAN (duanasoH VLAN o8)

console# configure terminal
console (config)# wvlan 1,3,7
console (config-vlan-range) #

Tabnnua 59 — KomaHgb! pexkmma KoHourypauym VLAN

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

vlan active

AKkTMBMpPOBaTb vlan nau rpynny vlan’os.

set unicast-mac learning
{enable | disable}

set unicast-mac learning
default

BK/110UNTb/BbIKNIOUYUTL U3yuyeHne MAC-aapecos ansa VLAN.

YCTaHOBUTb 3HaYeHue no YMO/I4aHUIO.
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KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanaszoHa uHmepaeticos) Ethernet, uHmep-

¢elica epynmnsl nopmos

Bua, 3anpoca KomMaHAHOW CTPOKM B pexxume KoHourypaumm mHtepdeiica Ethernet, nntepdeitca

rpynnbl NOPTOB:

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port | twopointfivegigabitethernet two port | tengigabitethernet
te port | port-channel group}

console (config-if) #

[aHHbI peXknm A0CTyneH 13 pexmma KoHoUrypauum n npegHasHavyeH Aas 3a4aHuA napameTpos

KOHUrypaummn nutepoeiica.

MopT MOXeT paboTaTb B YETbIPEX PEXKMMAX:

— access — uHTepdelic AocTyna — HETErMPOBaAHHbIN UHTepdelic ana ogHoro VLAN;

— trunk — nHTepdeic, NpMHUMAIOLWNI TO/IBKO TETMPOBaHHbIN TpaduK, 38 UCKIIOYEHNEM O4-
Horo VLAN, KOTopbIli MOXKeT ObITb A06aBNEH C MOMOLLbIO KOMaHApbl switchport trunk
native vlan;

— general — nHTepodeiic c nonHol noaaepkkon 802.1q, NPUHMMAET KaK TErMPOBAHHbIN, TaK U
HeTermpoBaHHbIN TpaduK;

— dotlq tunnel — Q-in-Q uHTepdelic.

Tabanua 60 — KomaHgpl pexnma KoHdurypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport mode {access
|trunk | general}

no switchport mode

mode: (access, trunk,
general)/general

3apath pexkum paboTbl nopta 8 VLAN.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

switchport access vlan vian_id

no switchport access vlan

vlan_id: (1..4094)/1

Oob6asutb VLAN ansa nHtepdeica goctyna.
- vlan_id — wpeHTndnKaumnoHHbIi Homep VLAN.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

switchport dotlq tunnel

MepesecTn NopT B pexum paboTbl ¢ BHewHMm VLAN-Terom. Ko-
MaHAa Ucnosb3yeTca ANa HAacTPOMKKM dyHKLMKM Q-in-Q.

switchport trunk native vian
vlan_id

no switchport trunk native
vlan

vlan_id: (1..4094)/1

Job6asutb Homep VLAN B Kayectse Default VLAN ana gaHHoOro uH-
Tepdelica. Becb HeTerMpoBaHHbIN TpaduK, NOCTYNAOWMI Ha AaH-
HbIV NOpPT, onpeaensercs B AaHHbIN VLAN.

- vlan_id — wpeHTndMKaunoHHbI Homep VLAN.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

switchport general allowed
vlan add vian_list [untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094)

[Oo6asutb cnuncok VLAN ana nHtepoeiica.

- vlan_list — cnucok VLAN ID. Aunana3oH VLAN MOXKHO 3azaTb nepe-
yncneHmem 4yepes 3anATYIO MAM YKa3aTb Haya/lbHOE U KOHeYHoe
3HayeHuna AuManasoHa Yepes gepuc "-".

Ypanute cnucok VLAN gns uHtepdeiica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 -
ecnu yctaHosneH VLAN
no YyMOAYaHUIO

HOob6asutb naeHtuounkatop VLAN nopta (PVID) 4N OCHOBHOrO MH-
Tepdelica.
- vlan_id — wpeHTndmKaunoHHbIi Homep VLAN nopra.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

switchport ingress-filter

no switchport ingress-filter

-/dunbTpauma
BK/tOYEHa

BkntounTb GUAbTPaLMIO BXOAALLMX NMAaKETOB HA OCHOBE NPUCBOEH-
Horo um 3HauveHua VLAN ID. Ecan dunbTpaums BraOYEH], U NaKeT
He BxoauT B rpynny VLAN ¢ npucBoeHHbIM nakeTy 3HavyeHnem VLAN
ID, To naKeT oTbpacbiBaeTcs.

BbIK/MOUNTD GUNBTPALMIO BXOAALLMX MAKETOB HAa OCHOBE NMPUCBOEH-
HOro um 3HadveHuna VLAN ID.
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switchport acceptable-frame-
type {tagged | all
| untaggedAndPrioritytagged}

-/all

- untaggedAndPrioritytagged — Ha nopTy paspeluaeTca npuem
TONbKO HETErMPOBaHHbIX Kagpos (frame);

- tagged — TONIbKO TErMpPOBAHHbIX;

- all — nobbix Kagpos (frame).

switchport forbidden vlan add
vlan_list

switchport forbidden vian
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspelueHbl nopTy

3anpeTtutb gobasneHue ykasaHHbix VLAN Ha noprt.

- vlan_list — cnucok VLAN ID. Ouana3oH VLAN moxkHO 3aaaTb nepe-
YMcNeHMeMm yepes 3anATY0 WKW yKasaTb Haya/ibHOE U KOHe4YHoe
3HayeHuA gmanasoHa Yepes gedpuc "-".

PaspewunTtb gobasneHue ykasaHHbIx VLAN Ha noprt.

switchport forbidden default-
vlan

no switchport forbidden
default-vlan

Mo ymon4yaHuio
YNEHCTBO B AedONTHOM
VLAN paspelueHo

3anpeTtutb gobasneHue gedponTtHoro VLAN Ha nopr.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

switchport protected

no switchport protected

MepeBecTy NOPT B PEKMUM U30ALMUM BHYTPU rPynMbl NOPTOB.

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

port-isolation { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

Co3paTtb MAK nepesanucaTb rpynny M30aaUMKM NOPTOB, B KOTOPOM
KaZpbl MOTyT ObITb NepeAaHbl TO/IbKO B YKa3aHHbIW CMMCOK NOPTOB.

port-isolation {add | remove} {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);

[06aBUTb M yAaUTb NOPTbI B CYLLECTBYIOLLEN rpynne U3onauum
nopTosB.

te_port | port-channel group} group: (1..64)

switchport default-vlan tagged YCTaHOBWTb NOPT Kak Ternpytowmii 8 aedontHom VLAN.

no switchport default-vlan - YCTaHOBWTb 3HaYeHMeE N0 YMOYAHMIO.

tagged

switchport map protocols- group_id: HasHauutb VLAN ID naketam, nonaaatowmm B yKasaHHyw Group ID

group group-id vlan vian-id

no switchport map protocols-
group group-id

(1..2147483647);
vlan_id: (1..4094)/no
ymonyanHuto PBV
BKJIFOYEH Ha BCex
nopTax

Ha 3TOM nopTy. Pa3Hble NOPTbI OAHOM U TON *Ke rPynMnbl MOTYT COOT-
BeTCTBOBATb pa3Hbim VLAN.

BbikntounTb PBV Ha nopry.

switchport map macs-group
group-id vlan vian-id

no switchport map macs-
group group-id

vlan_id: (1..4094)/-
group-id:
(1..2147483647)/-

OcylecTBuTb HaszHaveHue vlan-id ana macs-group.

OTMeHUTb Ha3HayeHue vlan-id gns macs-group.

gvrp enable

gvrp disable

-/BbIK/IOYEHO

BKkatounTb npotokon GVRP Ha nHTepdeiice.
©  ®yHKUuMA He NnoAAepiKaHa B CTEKe B TEKYLLEel Bepcum
Sl no.

BbikntounTb NpoTokon GVRP Ha nHtepdeiice.

vlan restricted enable

vlan restricted disable

-/BbIK/IOYEHO

BK/loUMTbL 3anpeT Ha m3ydeHue vlan-aTpubyTOB, MOAYYEHHbIX OT
npotokona GVRP, Ha nHtepdelice.

BbIKNOUMTbL 3anpeT Ha M3ydeHue vlan-aTpubyToB, NOAYYEHHbIX OT
npoTokona GVRP, Ha nHTepdeiice.

set garp timer {join | leave |
leaveall}

join: msec/200
leave: msec/600
leaveall: msec/10000

YcTaHOBUTL 3HaYeHuA Tamepos GVRP Ha nHTtepdelice.

switchport unicast-mac
learning enable

BkntounTb nsyyeHne MAC-aapecoB Ha UHTepdelice.

- x -/BKAOYEHO
switchport unicast-mac .
. . Bbikntountb nsyyeHne MAC-agpecos Ha uHTepdelice.
learning disable
switchport egress-filter BkatoyaeT ¢uabTpaumio mcxoaawmx Kagpos (frame) Ha ocHoBse
NPUCBOEHHOTro MM 3HadyeHuaA VLAN ID. Eciv ¢unbTpaLuma BKAOYEH],
-/BKAKOYEHO

M NaKeT He BXOAMT B rpynny paspeLleHHbix Ha nHtepdelice VLAN ID,
TO Naket oTbpacbiBaeTca.
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no switchport egress-filter

BbIK/MIOUNTL GUNbTPaALMIO UCXoaALWmMX KagpoB (frame) Ha ocHoBe
npucesoeHHoro um 3HaveHma VLAN ID.

switchport egress TPID-type
{portbased | vlanbased}

3agatb TPID ana ncxoaAwmx Kagpos.

switchport voice vlan [vian_id]

vlan_id: (1..4094)

no switchport voice vlan

Bkatoumntb Voice VLAN ana nopra.
- vlan_id — yctaHoBuTb naeHtnoukatop VLAN gns nopra.

OTkntounTtb Voice VLAN gna nopra.

voice vlan authentication
bypass

no voice vlan authentication
bypass

-/BbIK/IIOYEHO

Paspewuntb Tpaduky Voice VLAN UrHopmpoBaTb ayTEHTUDUKALUIO
802.1x.

3anpetutb Tpaduky Voice VLAN uUrHopupoBaTb ayTeHTUPUKALMIO
802.1x.

' Mpu coBmecTHOM paboTe port-isolation u port-protected gonxHo cobaoaatbca npasuno:

ANA 3aWULWEHHOrO ingress NOPTa, B CNUCKe pa3peLléHHbIX, KOMaH4bl port-

isolation, He moxeT 6biTb A4PYroro 3aWMLWEHHOro NOPTa. ITo NoAapasymeBaer
BO3MOXHOCTb AileNaTb 33U EHHBIMU egress NOPTbl B U30AALUU UAM ingress NopT, HO He
ingress 1 egress NOpPTbl 0AHOBPEMEHHO.

Mpumep HacTpoiikn Q-in-Q ¢ gobasneHnem meTtkm 99 VLAN:

consolef#configure terminal
console (config)# interface gi 1/0/1

console (config-if)# switchport mode access
console (config-if) # switchport access vlan 99

console (config) # interface gi 1/0/2

(
(
console (config-if) # switchport dotlqg tunnel
(
(

console (config-if)# switchport mode trunk

’ KnueHTtcKkuia nopt gna pabotbl Q-in-Q o6a3arenbHO A0AXKeH BbITb B pexxume access.
.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXxnume rnobasbHoN KoHOUrypaumm:

console (confiqg) #

Tabnunuya 61 — KomaHabl perknuma rnobanbHoM KoHpUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

mac-address-table static
unicast mac_add vlan vian_id
interface [fastethernet fa_port
| gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port] status [deleteOnRe-
set | deleteOnTimeout | per-
manent | secure]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

[o6asunTb ncxoaHbii MAC-agpec B Tabnuuy.

- Permanent — gaHHbIi MAC-agpec ocTaeTcs B Tabavue agpeca-
LMK Nocne nepeknoyeHuns ctaTyca nHTepdeica;

- Deleteonreset — gaHHbIM agpec yaanuTca nocne nepesarpysku
YCTPOMCTBA;

- Deleteontimeout — gaHHbIV agpec yaanutca no Tanm-ayry.
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no mac-address-table static
unicast mac_add vlan vian_id

Ypanute MAC-agpec 13 1abauupi.

mac-address-table aging-time
seconds

no mac-address-table aging-
time

seconds: (10..400)/300

3apaTb Bpems xpaHeHuna MAC-agpeca B Tabauue rnobanbHo.

CeKYHA

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHON CTPOKK pexnma Privileged EXEC:

console#

Tabanuya 62 — KomaHgbl pexkmuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

show mac-address-table
address mac_addr [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port }]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MpocmoTp Bcent Tabanybl MAC-agpecos.

show mac-address-table count

MokasaTb Konuyectso 3anucei 8 Tabamue MAC-agpecos.

show mac-address-table count
summary

MoKas3aTb CyMMapHYyo CTaTUCTUKY no Tabanue MAC-agpecos.

show mac-address-table
dynamic unicast [vlan vian_id]
[address mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port }]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MokasaTtb Tabanuy ¢ aguHamudeckummn MAC-agpecamu.

clear mac-address-table
dynamic [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port }]
[vlan vian_id]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

Y8anuTb AMHamuyeckune 3anucu 13 Tabamubl MAC-agpecos.

show mac-address-table
secure

MokasaTb Tabanuy c 3awwmuieHHbiMM MAC-agpecamu.

show mac-address-table
secure recovery-file

MokasaTb Tabaunuy ¢ 3awmweHHbimn MAC-agpecamu, KOTopble Co-
XPaHATCA NpU NepesarpyskKe.

show mac-address-table
secure [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MokasaTb Tabauuy ¢ 3awmeHHbIMUM MAC-agpecamu ans yKasaH-
HOro uHTepodelica.

show mac-address-table ad-
dress mac_add [interface
{fastethernet fa_port | giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitether-
net te_port}]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MoKasaTb Tabnnuy MAC-afpecoB AN yKa3aHHOTO MHTepdeica.
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clear mac-address-table secure
[interface

{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |

tengigabitethernet te_port} ]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

Yaanuto 3awmweHHble MAC-agpeca 13 Tabiuubl Ha nHTepdelice.

show mac-address-table static
unicast [vlan vian_id] [address
mac_add] [interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

Mokasatb Tabsmuy co ctatmyeckummn MAC-agpecamu.

show mac-address-table [vlan
vlan_id] [address mac_add]
[interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

Mokasatb Tabamuy MAC-agpecos ana ykasaHHoro VLAN.

show garp timer [port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}]

vlan_id: (1..4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

group: (1..64)

OTob6pa3nTb 3HaueHuA Tarimepos GVRP Ha nHtepdericax.

show gvrp statistics [port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)
group: (1..64)

OT06pasnTb CTAaTUCTMKY NpoToKona GVRP.

clear garp counters{all | port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)
group: (1..64)

OumncTUTb CTaTUCTUKY NpoTokona GARP.

show vlan

MokasaTtb uHopmauuto o Bcex VLAN.

show vlan id vian_id

vlan_id: (1..4094)

MoKka3aTb MHdopMaLMio No KoHKpeTHomy VLAN.

show vlan protocols-group

MoKa3aTb MHOPMALMIO O HACTPOEHHBIX FPYNMax U MPOTOKONAX.

show protocol-vlan

Mokaszatb nHpopmaumto o VLAN, cooTBeTCTBYOLWMX rpynnam npo-
TOKOJIOB Ha Pa3HbIX MOPTax.

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnnuya 63 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show interfaces switchport {
fastethernet fa_port|
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

Moka3aTb KOHGUrypaL Mo NopTa, rPynbl NOPTOB.
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4.9 Selective Q-in-Q

[JaHHaa ¢yHKUMA NO3BONAET Ha OCHOBE CKOHOUIYPUPOBAHHbLIX NPaBua GUAbTPALUM NO HOMEepam
BHyTpeHHMX VLAN (Customer VLAN) npousBoauTtb aobasneHune BHewHero SPVLAN (Service Provider’s
VLAN), nogmeHaTb Customer VLAN.

[nAa ycTponcTBa co34aeTca CNUCOK NpaBu/l, Ha OCHOBaHMM KOTOpbIX byaeT o6pabaTtbiBaTbcA TpadUK.

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma KoHdurypaumm nHtepdelica KoHdurypaumu:

console# configure terminal
console (config) # interface{fastethernet fa port | gigabitethernet gi port | gi
tengigabitethernet te port| port-channel group|range{..}}

console (config-if) # -

Tabnnua 64 — KomaHabl pexkxuma KoHourypauum nHtepdelica (amanasoHa nHtepdeicos) Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

selective-qinq list ingress
override-vlan vian_id [ingress-
vlan ingress_vlan_id]

no selective-qinq list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094)
ingress_vlan_id:
(1..4094)

Co3aaTb NpaBuiIO, Ha OCHOBAHWM KOTOPOFO BHELLHASA METKa
ingress_vlan_id Bxopsawero nakeTta byaeT 3ameHaTbea Ha vlan_id.

Ypanutb yKasaHHoe npasuno selective ging ana BxogAawmx nake-
TOB.

selective-qinq list egress
override-vlan vian_id ingress-
vlan ingress_vilan_id

no selective-qinq list egress
[ingress-vlan vian_id]

vlan_id(1..4094);
ingress_vlan_id:
(1..4094)

Co3paTb NPaBMIO, Ha OCHOBAHMM KOTOPOTO BHELIHAA MeTKa
ingress_vlan_id ncxopgauwero naketa 6yaet 3ameHATbCA Ha vlan_id.

Ypanutb cnmcok npasua selective ging gn1a ncxoAawmMx NakeTos.

selective-ginq list ingress add-
vlan vian_id [ingress-vlan
ingress_vlan_id]

no selective-qing list ingress
[ingress-vlan vian_id]

vlan_id: (1..4094);

ingress_vlan_id:
(1..4094)

Co3aaTtb NpaBuUIO, Ha OCHOBAHUM KOTOPOro Ans Tpaduka ¢ BHeL-
Hel meTKkoW ingress_vlan_id 6ypeT nobasnaTbca meTka ¢ vlan_id.

Ypanutb yKasaHHoe npasuno selective ging ana Bxogalmx nake-
TOB.

selective-qinq list ingress
{deny | permit} [ingress-vlan
ingress_vlan_id]

no selective-qinq list ingress
[ingress-vlan ingress_vian_id]

vlan_id (1..4094);
ingress_vlan_id:
(1..4094)

Co34aTtb NpaBu/Io, Ha OCHOBAHMM KOTOPOTO TPadUK C BHELLHEN MeT-
KoM ingress_vlan_id nponyckaetcs 6e3 usmeHeHU uan otbpachbl-
Baetca. Ecam ingress_vlan_id He yKka3aH, ToO NponycKaTbCa Uau OT-
bpacbiBaTbcs byaeT Becb TpaduK.

- deny — 3anpelLLaeT NPoxoxKaeHNe NaKeToB C YKa3aHOM BHeLLHEeN
METKOM;

- permit — paspeLsaeT NPOXoXKAEHME NAKETOB C YKa3aHHOM BHeL-
Hel MeTKOW.

YaanuTb yKkasaHHoe npasuno selective qing ans Bxogawmx nake-
TOB.

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnuya 65 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymoan4aHuro

Aelicmeue

show selective-ging
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

OTob6pa3unTb cnucok npasun selective sqing.
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4.10 Storm Control ana pasnunuHoro Tpaduka (broadcast, multicast, unknown
unicast)

«LlUTopm» BO3HMKaeT BCAeACTBME 4Ype3MepHOro KosuyectBa broadcast-, multicast-, unknown
unicast-coobLeHnin, 04HOBPEMEHHO NepeaaBaeMbix MO CETM Yepes OA4MH NOPT, YTO NPUBOAUT K Meperpyske
PECYPCOB CETU M MOABMEHUIO 3a4epKeK. «LLITopm» MOXKET BOSHUKHYTb NPU HaIMUYMKN «3aKO/IbLLOBAHHbIX»
cermeHToB B ceTu Ethernet.

KommyTatop wu3mepAeT CKOPOCTb MNPUHMMAEMOrO LWWMPOKOBELLATE/IbHOr0, MHOroagpecHoro u
HensBeCTHOro oaHoagpecHoro Tpadwu(a AnAa NopToB C BK/IKOYEHHbIM KOHTPOJZIEM LWLNPOKOBELLATE/IbHOIO
«wTopma» m OT6paCbIBaeT NaKeTbl, €eC21I CKOPOCTb NpesbillaeT 3a4aHHOE MaKCMMa/IbHOE 3Ha4YeHUe.

KomaHObI pexcuma 2a0banabHol KOHuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM B peXxnume rnobanbHon KoHoUrypaumm:
console (config) #

Tabaunua 66 — KomaHabl perknuma rnobanbHoM KoHPUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
storm-control mode {kbps | YCTaHOBUTb N106a/1bHO Kakne eanHULbI U3MepeHna HeobxoaMmMo
pps} / MCNONb30BaTb.
/pps - pps — 06bem TpaduKa NAKETOB B CEKYHAY;
- kbps — 06bem TpaduKa KOUT B CEKYHAY.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Buga 3anpoca KOMaHAHOM CTPOKU B pexnme KoHourypauum uHtepdelica Ethernet, nHrepdeiica
rpynnbl NOpPTOB:

console (config-if) #

Tabnunua 67 — KomaHabl pexkuma KoHourypaumm nHtepdelica Ethernet

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o ymMmona4aHuro
storm-control multicast level BKNOYNUTL KOHTPOb MHOFOaAPECHOro TpaduKa:
o 1003 o 1. 26000 | B SEaem eab s o oy
- kbps: (16..4194272)
no storm-control multicast BbIKNHOUYMTb KOHTPOIb MHOTOAAPECHOro TpaduKa.
level {pps | kbps}
storm-control dif level {pps | BK/IOUNTL KOHTPOIb HEM3BECTHOIO OAHOAAPECcHOro TpaduKa.
o o 1262y | BB oAb o ey
kbps: (16..4194272)
no storm-control dif level BbIKNOUMTb KOHTPOJIb OA4HOAAPECHOTO TPadUKa.
{pps | kbps}
storm-control broadcast level BK/IIOUMTL KOHTPOIb LWUMPOKOBELLATENIbHOTO TpadumKa.
{pps | kbps} ops: (1..262142); —Ess——o6gem1pa¢wkanageTOBBCEKyHAy
kbps: (16..4194272) - kbps — o6bem TpaduKka KOUT B cekyHAy.
no storm-control broadcast BbIKOUNTb KOHTPOJIb LIMPOKOBELLATENBHOIO TPaduKa.
level {pps | kbps}
storm-control {multicast | dif | HasHauuTb aeicTene, BbINOSHAEMOE NpY NPEBbILWEeHUM 3a4aHHOro
broadcast} action {shutdown | MMUTa 06bema MHOroaZpPecHoOro, HeM3BeCcTHOro O4HOAAPECHOTO
trap | trap-and-shutdown} VAW WnpoKoBeLatenbHoro Tpaduka. Mpu obHapyKeHUn npesbile-
HWA 334aHHOTO IMMUTA UHTEePdENC MOXKET BbITb OTK/OYEH
) (shutdown), otnpasned SNMP-trap (trap) uam moryT 6biTb BbINoA-
HeHbl 06a aelicTeuA (trap-and-shutdown).

no storm-control {multicast | OTMeHUTb AeicTeure npm obHapyKeHMU MHOr0aAPECcHOro, Heuns-
dIf | broadcast} action BECTHOI0 OAHOAAPECHOrO UMW LIMPOKOBELLATENbHOIO TpaduKa.
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KomaHObl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnmua 68 — KomaHabl pexkuma EXEC

3Ha4yeHue/3HayeHue

KomaHoa Aelicmeue
no yMmon4aHuro

show interface [fastethernet MoKa3aTb KoHOUrypaumio GYHKUMN KOHTPOA WMPOKOBELLATE b
fa_port | gigabitethernet fa_port: (1..8/0/1..24); | Horo «wTOpMa» ANA yKasaHHOro nopta, mMb6o Bcex NopTos.
gi_port | gi_port: (1..8/0/1..48);
twopointfivegigabitethernet two_port: (1..8/0/1..8);
two_port | tengigabitethernet te_port: (1..8/0/1..11)
te_port | port-channel group] group: (1..64)

storm-control

show storm-control - OTob6parKaeT TeKYLLYI HAaCTPONKY eANHNL, USMEPEHUS.

4.11 Tpynnbi arperayumn KaHanos — Link Aggregation Group (LAG)

KommyTtaTopbl obecneunsaloT Nogaep KKy rpynn arperaummn KaHanos LAG B Ko/an4ecTBe COrnacHo
Tabnnue 9 (ctpoKa «Arperauus kaHanos (LAG)»). Kaxaas rpynna nopTos A0NXKHA COCTOATb U3 UHTepdelicos
Ethernet c ogMHaKoBOI CKOPOCTbIO, paboTatowmx B gynaekcHom pexmme. ObbegmMHeHMe NOPTOB B Fpynny
yBe/IMUMBAET MPOMYCKHYIO CNoCOBHOCTb KaHajfa MeKay B3aMMOAENCTBYIOWUMN YCTPOUCTBAMU U
MOBbILWAET OTKAa30yCTOMYMBOCTb. [pynna NopToB ABAAETCA AN KOMMYTaToOpa O4HMM IOTMYECKMM NOPTOM.

YcTpoiicTBO noaaeprKMBaeT ABa pexmma paboTbl rpynnbl NOPTOB — CTaTMYeCKadA rpynna u rpynna,
paboTatowas no npotokony LACP. PaboTta no npotokosny LACP onucaHa B COOTBETCTBYHOLLEM pa3aene
KOHbUrypaumu.

/ Ecnam ana nHtepdeiica nponsseaeHbl HaCTPOMKKU, TO ANA A06aBNeHUA ero B rpynny ciegyet
BEPHYTb HAaCTPOMKM NO YMONUYAHMUIO.

[obasneHne nHTepdeicos B rpynny arperauymn KaHanoB AOCTYNHO TONbKO B peXKMMe KOHOUrypaumum
nHTepdelica Ethernet.

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdeliica Ethernet:

console (config-if) #

Tabnunua 69 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

3HayeHue/3Ha4yeHue "
KomaHda / Aeiicmeue
1o ymon4aHuio

channel-group group mode {on [o6asutb Ethernet-uHTepdeiic B rpynny nopTos.
| active | passive} - On — n06aBuUTb MHTEpdEIC B CTaTUHECKYIO FPynny NOPTOB;
- Active — o6aBuUTb MHTepdeENiC B rpynny NOpTOB, paboTaroLLmx
no npotokoay LACP, npu atom otnpaska PDU ocywiectenaetca
BCeraa;

group: (1..64); - Passive — n06aBuTb UHTepdENC B rpynny nopTos, paboTatoLwmx
mode: (on, active, no npotokony LACP, npu atom oTtnpaska PDU ocyuiecTensetca

passive) TO/IbKO B TOM C/ly4ae, ecam ycTpoictso nosyyaet PDU ot cocep-

Hero ycTpowucTBa.

’ Ecnu 3HaueHne MTU gnsa Ethernet u Port-Channel un-
H TepdeiicoB oTanualoTca, To 406aBUTb AaHHbIN
Ethernet-uHtepdeiic B rpynny nopToB Henb3A.

no channel-group Yaanutb Ethernet-nHtepdeiic n3 rpynnbl NOpTOB.
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KomaHObI pexcuma 2106aabHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console# configure terminal
console (confiqg) #

Tabanuya 70 — KomaHabl pexkmma rnobanbHoi KoHpurypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no ymon4aHuro

shutdown port-channel o
OTKAtouNTL paboTy moayns port-channel Ha ycTpolicTse.

, JaHHaA KomaHAa oTKAoYaeT paboTty moayns port-
o channel c 6e3B03BpaTHbIM yAaneHUem BCex HaCTPOeK

-/MOoAYNb BKAOYEH 6noKa LAG.

no shutdown port-channel BkatoumTb paboTy moayna port-channel Ha ycTpoiicTse.

port-channel load-balance 3apaTb MmexaHn3m 6anaHCcMpPoBKKU Harpysku ans ctpaternm ECMP
{src-dest-mac-ip | src-dest-mac W ANA TPYNNbl arpernpoBaHHbIX NOPTOB.

| src-dest-ip | - src-dest-mac-ip — mexaHu3m 6anaHCUPOBKM OCHOBbIBAETCA Ha
src-dest-mac-ip-port | MAC-agpece n IP-agpece NCTOYHWKA M NoyYaTensa;

dest-mac | dest-ip | src-mac | - src-dest-mac — mexaHu3m 6anaHCMPOBKM OCHOBbIBAETCA Ha
src-ip} MAC-agpece UCTOYHMKA M Nony4vaTens;

- src-dest-ip — mexaHM3m 6anaHCMpPOBKM OCHOBbLIBAETCA Ha IP-aa-
pece UCTOYHUKA M NosyyaTens;

- src-dest-mac-ip-port — mexaH1M3m 6anaHCMPOBKM OCHOBbIBA-
-/src-dest-mac etca Ha MAC-agpece, IP-agpece UCTOYHMKA M nonyvaTens, a
Takke TCP-nopTe Ha3HayeHus;

- dest-mac — mexaH13m H6anaHCMpPOBKM OCHOBbLIBaeTcs Ha MAC-
agpece nony4yatens;

- dest-ip — mexaHW3m 6anaHCMpPOBKKM OCHOBbIBaeTcA Ha IP-ag-
pece nony4yartens;

- Src-mac — mexaHu3m 6anaHCMpPOBKM OCHOBbIBaeTcA Ha MAC-
agpece UCTOYHUKA;

- Src-ip — mexaHu3m 6anaHCcMpPOBKM OCHOBbIBaeTCA Ha IP-agpece

NCTOYHUKaA.
set port-channel enable BkntoumTb paboTty LAG rnobanbHO Ha KOMMyTaTope.
set port-channel disable BbIkntounTb paboTy LAG rnobanbHO Ha KommyTaTope.
set port-channel independent- -/OTKNIOYEHO BKAOUNTL aBTOHOMHbIN pexmMm paboTbl LAG.
mode enable
set port-channel independent- BbIK/IIOUNTb aBTOHOMHbIN pexkum paboTbl LAG.

mode disable

' Ha yctpoictBax MES2424 u MES2448 Bbl6paHHbIA anroputm 6anaHCcMPOBKU

= 6yaet paboTtaTb TONbKO Ana TpaduKa ¢ obyyeHHbIM agpecom B MAC-Tabnuue.
Ecan MAC-agpec HasHaueHua TpaduKa oTcyTcTByeT B Tabaunue, 6anaHcMpoBKa
6yAeT NpousBoAUTLCA NO METOAAM:
— L2-Tpaduk - src-dest-mac;
— L3-tpaduK (IPv4/IPv6) — src-dest-ip.

4.11.1 Cmamu4eckue 2pynnel azpe2ayuu KaHanoe

CDYHKLI,MEﬁ CTaThdecKkux rpynn LAG asnaetca OG'bEAI/IHEHI/Ie HECKOJIbKUX d)I/I3VI‘-IECKVIX KaHa/10B B O4UH,
YTO NO3BONIAET YBE/IMYNTDb NPONYCKHYIO CNOCOBHOCTb KaHasla U NOBbLICUTb €ro OTKa3OYCTOﬁ‘-IMBOCTb. Ana
CTaTUYECKUX rpynn NnpnopmuTeT MCNOJ1Ib30BaHNA KaHa/10B B 06'be,£l,MHeHHOM ny4yKke He 3a4a€eTCA.

DOna BkaoueHna paboTbl UHTepdeiica B cocTaBe CTaTUYECKOM rpynnbl UCNOb3YyiiTe KOMAHAY
channel-group {group} mode on B pexxume KOH$Urypaumnm cooTBeTcTByOLLEro MHTepdeiica.

104 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



HELTEX

4.11.2 lpomokon azpezayuu KaHanoe LACP

dyHKUMen npoTokona Link Aggregation Control Protocol (LACP) sBnsietca 06beanHEHNE HECKONbKUX
dU3NYeCKMX KaHanoB B OAMH. ArperMpoBaHMe KaHa/fo0B MCMOMb3YeTcA ANA YBe/NMYEHUs MPOMYCKHOM
CNOCOBHOCTM KaHafa M NOBbIWEHUA ero oTkasoyctonmumsocTu. LACP nossonseT nepegasatb TpaduK no
06beANHEHHDBIM KaHanam B COOTBETCTBUM C 3a4aHHbIMU NPUOPUTETAMMU.

Dna BKAoueHUa paboTbi

uHTepdenca no nportokony LACP wucnonb3ynte KomaHay

channel-group {group} mode active/passive B pexxnme KOHPUrypaumm coOTBETCTBYIOLLErO

uMHTepdeinca.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peXxmnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunua 71 — KomaHgpl pexunma rnobanbHon KoHoUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

lacp system-priority value

no lacp system-priority

value: (0..65535)/1

YCTaHOBUTb NPUOPUTET CUCTEMDbI.

YCTaHOBUTb 3HAYeHMe Nno YMOI4aHUIO.

lacp system-identifier
mac_addr

no lacp system-identifier

YcTaHoBuUTb id yyacTHMKa lacp.

Yaanutb id yyacTtHuKa lacp.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume KoHPurypaumnm nHtepdelica Ethernet:

console (config-if) #

Tabnnua 72 — KomaHabl pexkmma KoHourypauum nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

lacp timeout {long | short}

no lacp timeout

-/long

YCTaHOBWTb afiMUHUCTPATUBHbIN TalimayT npoTokona LACP:
- long — pnuTtenbHoe Bpema TalimayTa;
- short — manoe Bpems TalimayTa.

YCTaHOBUTb 3Ha4YeHMe N0 YMOHYAHWIO.

lacp port-priority value

no lacp port-priority

value: (1..65535)/1

YcTaHoBWTb npuopuTeT uHTepdeiica Ethernet.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Tabnunua 73 — KomaHabl pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

show lacp {port_chanel_id}
{neighbor [detail]| counters}

MokaszaTtb uHopmauuio o npotokone LACP.

show etherchannel summary

MpocmoTp Hpopmauum o LAG.

show etherchannel detail

MpocmoTp nogpobHoi nudopmaumm o LAG.

show etherchannel load-
balance

MpocmoTp anroputma 6anaHcuposku LAG.
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show etherchannel protocol -
show etherchannel port -
show etherchannel port-
channel

MpocmoTp npoTtokona LAG.
MpocmoTp MHOpMaummn o nopTtax B cocTase LAG.

MpocmoTp MHbopmaumm o LAG.

MNpumep HacTPOMKMU:

console (config)# set port-channel enable

console (config)# interface port-channel I

console (config-if)# no shutdown

console (config-if) # exit

console (config) # interface range gi 1/0/1-2

console (config-if-range)# no shutdown

console (config-if-range) # channel-group 1 mode active

4.12 Hacrpoiika IPv4-apgpecauymm

B gaHHOM pasgene OnucaHbl KOMaHAbl A8 HAaCTPOMKM CTaTUYecKux napametpos |P-agpecauum,
TaKuX Kak IP-agpec, Macka NoAceTH, W3 No YMOAYAHMIO.

KomaHObI pexcuma KoHgu2ypauuu uHmepgpetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B perknme KoHourypaumm nutepdeinca VLAN:

console (config-if) #

Tabnunua 74 — KomaHabl perknuma KoHoburypaumm nHtepdeiica

KomaHoa

3Ha4yeHue/3HayeHue
no ymoa4aHuo

Aeiicmeue

ip address ip_address
{ip_mask

|prefix_length} [secondary
{ip_address {in_mask

| prefix_length} }]

no ip address [ip_address]

HasHaueHue 3agaHHOMy UHTepdelicy IP-agpeca M Mackv noaceTu.
- secondary — no3Bo/IAET HAaCTPOWUTb AOMNONHUTENbHbIE |PV4-
aapeca Ha Tekywmit interface vlan. ns HacTpoliku TpebyeTca
Ha/mume ocHosHoro IPv4-agpeca Ha uHTepdelice.

Yaanenue IP-agpeca nHtepdelica.

ip management outer-vlan
vlan_id

no ip management outer-vlan

vlan_id: (1...4094)

BktoyeHne obpaboTkm QinQ-TpadurKa ynpasneHus Ha CPU. MNapa-
meTp vlan-id HasHavaeT BHewwHW Ter 802.1Q.

l [Ona KoppeKTHo paboTbl GYHKLUN HEO06X0ANMMO HaNKU-
- yue aKTuBHoOro vlan_id Ha KommyTaTope. Mpu 3aTom one-
paTuBHoe coctoaHue interface vlan, Ha KoTopom HacTpaunBaeTca
YyHKUMUA, AONKHO 6bITb Up.
JlaHHble HACTPOWKKU BbIMOJIHAIOTCA HAa UHTepdeice C-
. VLAN.

BblkntoveHne o6paboTkmn QinQ-Tpadmka ynpasneHmsa Ha CPU.

ip address dhcp [client-id
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port

| tengigabitethernet te_port |
vlan vian_id}] [hostname
name]

no ip address dhcp

vlan_id: (1-4094);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
name: (1..32) cumBona

MonyyeHwne IP-agpeca ot DHCP-cepBepa. YcTaHOBKa onumii 12 un
61.

3anpet ncnonb3osaHuA npotokona DHCP gna nonyyeHus IP-
agpeca ot DHCP-cepsepa.

ip dhcp client vendor-
specific string

no ip dhcp client vendor-
specific

string: (1..256)/moaenb
KOMMyTaTopa

YCcTaHOBUTb 3HaYeHMe onuum 60.

YCTaHOBUTb 3HaYeHME N0 YMONHYAHWUIO.
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No-ymonuaHuio, uHtepgeiicol Vlan Haxogatca B coctoaHnm Admin down. Mpueectu B co-
ctrosiHue Admin Up nx moxxHo komaHaoi no shutdown.

Mpumep HacTpolikn 06paboTkmM Tpaduka ¢ S-vlan 10, C-vlan 20 Ha CPU:

console# !
console (config)# interface vlan 20
console (config-vlan)# ip management outer-vlan 10

KomaHOb1 pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKKM B pexume Privileged EXEC:

console#

Tabanua 75 — KomaHgbl pexkmma Privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

renew dhcp vlan vlan_id

vian_id: (1..4094) OTtnpasuTb 3anpoc K DHCP-cepBepy Ha o6HoBNEeHMe IP-agpeca.

show ip interface vlan vian_id

MoKasaTb KoHdUrypaumio IP-agpecauun 418 yKasaHHOTo UHTEp-

vlan_id: (1..4094) devica

!

dyHKuMa mapipyTtusauum IPv6 He noaaepikaHa B cTeke B TeKyuieid sepcum MO.

4.13 HacTtpoiiKa IPv6-agpecauum

4.13.1 lNpomokon IPv6

KommyTaTopbl NoanepkMBatoT paboTy no npoToKkony IPv6, uTo ABNsSETCA 60NbLLIMM NPEUMYLLLECTBOM,
T.K. NIpoToKoA IPv6 paspaboTaH gns Toro, Yytobbl B byayLiem NoNHOCTHHO 3aMEeHUTb agpecaLmio NPoToKoa
IPv4. Mo cpaBHeHuto ¢ IPv4 npoTokon IPv6 umeeT pacluMpeHHOe agpecHoe npocTpaHcTBo — 128 6uT BmecTo
32. Agpec IPv6 npegcTtasnneT coboit 8 6/10K0B, pasaenieHHbIX 4BOETOYMEM, B KarKaom 6n1oKke 16 6wur,
3aMuMcaHHbIX B BUAE YeTblpex WecTHaaLuaTePUYHbIX Yucen.

MoOMMMO YyBEAMYEHMA aAPECHOro MPOCTPAHCTBA MPOTOKOA IPV6 MMeeT MepapXuUyecKkyro cxemy
agpecaumn, obecneuymBaeT arperauuio MaplUpyToB, ynpowaeT Tabauuy MapuwpyTMsaumu, npu 3Tom
a3 deKTUBHOCTb PaboTbl MapLIPYTU3aTOPa NOBbIWAETCA 33 CYET MEXAHM3MA 0BHaPYKEHNA COCeAHMX Y3/10B.

Y

v

Ecnu 3HayeHue rpynnbl UM HECKOJIbKUX FPYNN Noapaa B agpece npoTtoKkona IPvé paBHoO HyAto
— 0000, TO pMaHHble rpynnbl MoryT ObiTb onyweHbl. Hanpumep, agpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moxeT 6biTb cOKpaleH ao FE40::AD21:FE43. Co-
KpalueHUto He MmoryT 6bITb NoaBeprHyTbl 2 pasgeneHHble HyaeBble rpynnbl U3-3a BOSHUKHO-
BeHMUA HeoAHO3HAYHOCTU. CoKpalaeTca caman 60nbluas HyneBaA rpynna.

EUI-64 — at0 npeHtudukarop, cosgaHHblii Ha 6ase MAC-agpeca uHtepdeiica, ABnatoWMincA
64 mnapgwumn 6utamun IPvb-agpeca. MAC-agpec pa3buBaerca Ha ABe 4actTm no 24 6ura,
meXXay KoTopbimu aobasnaerca KoHcTaHTa FFFE.
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4.13.2 Hacmpoiiku npomokona IPv6

KomaHObI pexcuma 2a06aa6HolU KOHu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunuya 76 — KomaHabl perknma rnobanbHo KoHpUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ipv6 unicast-routing

no ipv6 unicast-routing

-/BKIOYEHO

BK/IIOUMTL MapLLIpYTU3aLMI0 MeXAY ipv6-npedukcamm.

OTKNOUUTD MapLLPYTU3ALMIO MEXAY ipVE-npedukcamm.

ipv6 neighbor ipv6_address
vlan vian_id MAC-address

no ipv6 neighbor ipv6_address
vlan vlan_id MAC-address

ipv6_address:
XXXX:: XXXX;
vlan_id: (0...4094);
MAC-address:
XX XXXX XX XX XX/ -

Co3aaTb cTaTMYeCKyto 3anuchk ipvb neighbor.

Y4anuTb CTaTMYECKYHO 3anuch ipv6 neighbor.

ipv6 route ipv6_address prefix-
length {vlan vian_id |
next_hop_ipv6_address}
[administrative_distance]
[{unicast | anycast}] [ next-
hop-ipv6-address}

no ipv6 route ipv6_address
prefix-length {vlan vian_id |
next_hop_ipv6_address}
[administrative_distance]
[unicast | anycast]

ipv6_address:
XXXX:XXXX;
prefix-length: (0-128);
vlan_id: (1..4094);
next_hop_ipv6_address:
XXXX:: XXXX:
administrative_distance:
(1-255)

HacTpouTb cTaTUYECKMn MapLUpyT A0 YKasaHHoro ipv6-npedukca.

Y8anuTb CTaTUYECKUI MapLipyT A0 YKa3aHHOro npedukca.

KomaHObI pexcuma KoHguaypauuu uHmepagetica VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B perKnme KoHourypaumm nutepdenca VLAN:

console (config-if) #

Tabnunua 77 — KomaHabl pexkruma KoHourypaumm nHtepdelica

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipv6 enable

-/BbIKNtOYEHO

BkntounTb paboTy npoTokona IPv6 Ha nHTepdeiice. FeHepupyeT
ipv6 link-local agpec Ha saHHOM UHTepdelice.

OTKNouNTL paboTy npoToKkona IPv6 Ha nHTepdelice.

ipv6 address ipv6_address
prefix-length link-local cga

no ipv6 address ipv6_address
prefix-length link-local

ipv6_address:
XXXX::XXXX;
prefix-length: (0-128)

YcTtaHoBuTb ipv6 link-local agpec Ha faHHOM MHTepdeiice.

Yaanuts ipv6 link-local agpec Ha faHHOM MHTepdeiice.

ipv6 address ipv6_address
prefix-length [unicast |
anycast | eui64]

no ipv6 address ipv6_address
prefix-length [unicast | anycast
| eui64]

ipv6_address:
XXXX::XXXX;
prefix-length: (0-128)/-

HacTpouTb yKasaHHbIV ipv6-aapec Ha nHTepdeiice.
- eui64 — ucnonb3osaTb anroputm EUI-64 ana reHepaumm agpeca.

YaanuTb yKasaHHbIi agpec ¢ uHtepderica.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKKM pexunma EXEC:

console#
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Tabnmua 78 — KomaHabl pexkmma EXEC

Komanoa 3HayeHue/3Ha4yeHue Neiicmeue
no yMmoa4YaHuro
show ipv6 interface [vlan ) OTOb6Pa3nTb COCTOSIHUE U HACTPOLiKKM IPV6-uHTEpdeiicos.
vlan]
show ipv6 route OT06pa3nTb Tabanuy mapwpyTmsaumm ana IPve.

[connected | static | -
summary | ipv6-prefix]

show ipv6 traffic [interface OTO6pPa3nTb CTAaTUCTMKY MO MPUHATBIM U OTMPABIAEHHBIM
vlan {vian-id/vfi-id}] [hc] IPv6-naketam.

4.14 HacTpoiiKa NPOTOKO/0B

4.14.1 Hacmpolika npomoKona ARP

ARP (Address Resolution Protocol — npoTokon paspelleHus aApecoB) — NPOTOKOA KaHalbHOro
YPOBHS, BbiNoNHAWWMI GyHKUMIo onpegeneHns MAC-agpeca Ha OCHOBaHUM COAEpPIKaLLerocs B 3anpoce
IP-agpeca.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKM B pexnume r1ob6asibHOM KoHdUrypaumm:

console (config) #

Tabnuua 79 — KomaHab! pexxkmma rnobanbHon KoHGuUrypaumm

3HayeHue/3HavyeHue "
KomaHoa / Aelicmeue
o ymMmon4aHuio
arp ip_addr hw_addr [vlan [o6aBunTb cTaTUUeckKyto 3anncb cootsetcTeus IP- u MAC-agpecos
vlan_id] B Tabnnuy ARP ana ykasaHHon VLAN.

bopmar ip_addr: - ip_address — IP-agpec;

A.B.C.D;
dopmar hw_address: - hw_address — MAC-aapec.
- H.H.H
no arp ip_addr H:H:H:H:H:H Ypanutb ctaTMyeckyto 3anucb cootseTcTtemnaA IP- n MAC-agpecos
H-H-H-H-H-H: W3 Tabanubl ARP 418 yKasaHHOTo B KomaHae IP-agpeca.

vlan_id: (1..4094)

arp gratuitous interval seconds YCTaHOBUTb MHTEPBAN MEXK Ay OTNpaBKoM gratuitous arp coobuue-
seconds: HURA.
no arp gratuitous interval (15..86400)/150 cekyHA | ycraHosuTh 3HaueHMe no YMONYaHMUIO.
arp timeout seconds ds: HacTpouTb Bpems *KU3HM gMHAMUYecKux 3anmcein B Tabamue ARP
seconds: (cex).
- (30..86400)/60000 cek
no arp timeout YCTaHOBUTb 3HaYEHME N0 YMOYAHMUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepagpetica VLAN

BunAa 3anpoca KOMaHAHOWM CTPOKM B pexxnume KoHpurypaumnm nHtepoeiica VLAN:
console (config-if) #

Tabnmua 80 — KomaHabl pexkmuma KoHpurypaumm nHtepdeica

3HayeHue/3Ha4eHue ”
KomaHda / Aelicmeue
no yMmoa4YaHuro
ip arp gratuitous periodic / BK/OYMTL OTNPaBKy gratuitous arp-coobLeHuni.
-/BKNtOYEHO
no ip arp gratuitous periodic BbIK/MIOUNTL OTNPABKY gratuitous arp-coobuweHnin.
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KomaHObI pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM cTpoKM B pexxkume Privileged EXEC:

console#

Tabaunuya 81 — KomaHabl perkmma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue
Mo ymon4YaHuro

Aeiicmeue

show ip arp [ip-address
ip_address] [mac-address
mac_addres] [vlan vian_id]

dopmar ip_address:
A.B.C.D
dopmaT mac_address:
H.H.H nan H:H:H:H:H:H
nnun H-H-H-H-H-H;
vlan: (1..4094)

Moka3saTtb 3anucn ARP-Tabanubl: Bce 3anucu, dunbTp no IP-aapecy;
dunbtp no MAC-aapecy; dunbTp no nHTepdeiicy.

- ip_address — IP-agpec;

- mac_address — MAC-agpec.

show ip arp statistics

MoKasaTb TEKYLLYH CTaTUCTUKY MPOTOKOA arp.

clearip arp

Ypanutb Bce AnHammyeckue 3anucu ns ARP-tabamupbl.

4.14.2 MexaHu3m obHapyxceHusa nemens (loopback-detection)

[aHHbIN MexaHU3M NO3BOJIAET YCTOUCTBY OTC/IEXKMBATb 3aK0/1bLLOBaHHbIE NOPTLI. [1eT14 Ha NopTy 06-
HapPY»KMBaETCA NyTEM OTCbI/IKM KOMMyTaTOpoM Kaapa (frame) c MAC-agpecom nopta KOMmMmyTaTopa B noJie
Source MAC v lwinMpoKoBeLllaTenbHbIM (N0 yMon4aHuMio) agpecom B nose Destination MAC.

KomaHObI pexcuma 2n106anbHol KoOHpuU2ypayuu

Buz 3anpoca KoMaHAHOM CTPOKM B peXXnume rnobasbHon KoHdUrypaumm:

console (confiqg) #

Tabnuua 82 — KomaHgbl pexxkuma rnobanbHon KoHurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuwo

Aeiicmeue

shutdown loopback-detection

no shutdown loopback-
detection

-/MOoAYNb BKAOYEH

OTKAtounTb paboty moayns loopback-detection Ha ycTpoiicTse.

' [aHHasa KomaHAa oTKAoYaeT paboty moayna loopback-

L detection c 6e3803BpaTHbIM YAANEHMEM BCEX HACTPOEK
6n0Ka LBD.

BkntoumTb paboty moayns loopback-detection Ha ycTpoiictse.

loopback-detection enable

loopback-detection disable

-/BbIK/IIOYEHO

BKOUNTL MeXaHM3M 06Hapy)KeHWil neTesb 413 KOMMYTATOopa.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

loopback-detection interval
seconds

seconds: (1..60)/30

YcTaHOBUTbL MHTepBaa mexay loopback-kagpamm.
- seconds — vHTepBan BpemeHu mexay LBD-kagpamu.

mac_address

CeKyH
no loopback-detection interval YHA BocCCcTaHOBUTbL 3HaUYEHME MO YMOYAHUIO.
loopback-detection Onpeaennts MAC-agpec HazHauyeHusn, yKasaHHbIl B LDB-Kkagpe.
destination-address - [T ffffffFfff

/| Mo ymonuanuio MAC-aapec HasHaueHUA LIMPOKOBeLLa-
Te/NbHbIN.

loopback-detection vian-based

no loopback-detection vlan-
based

BKAOUNTL pexkum obHapykeHus netenb 8o VLAN. Mpu Hannumm
netnn Bo VLAN pgaHHasa VLAN 6yaeT 3abnoKupoBaHa Ha NopTy, Ha
KOTOpOM bblna obHapyKeHa netns.

OTKNOUYNUTL perkum 0b6HapyKeHua netenb 8o VLAN.

loopback-detection vlan-based
recovery-time value

no loopback-detection vlan-
based recovery-time

value: 30..604800
/BbIKNIOYEHO

3agaTtb Bpema 610KkMpoBku VLAN.
- value — Bpems, no ucreyeHme Kotoporo VLAN aBTOMaTMYeCcKu
pasbnokupyeTca.

3abnokmpoBaHHble VLAN He 6yayT BOCCTaHaB/AMBATbCA aBTOMaTh-
YecKu.
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KomaHObI pexcuma KoHduaypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-
gelica epynnsl Mopmos

Bua 3anpoca KOMaHAHOW CTPOKU B pexume KoHourypaumm mHtepdeinca Ethernet, nntepdeitca
rpynnbl NOPTOB:

console# configure terminal

console (config) # interface { fastethernet fa port | gigabitethernet
gi port | twopointfivegigabitethernet two port | tengigabitethernet
te port}

console (config-if)#

Tabanua 83 — KomaHabl pexkmma KoHourypauum nHtepdeiica Ethernet

3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue
M0 YMOAYAHUIO
loopback-detection enable BKNOUUTL MexaHM3M 0BHapYKeHUA NeTenb Ha NOpPTy.
" - -/BbIKNOYEHO

loopback-detection disable BoccTaHOBWTb 3HaYEHWE MO YMOHAHMIO.

KomaHOb! pexcuma EXEC
Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:
console#
Tabnnua 84 — KomaHabl pexkmuma EXEC
3HaveHue/3Ha4yeHue "
KomaHoa / Aelicmeue
Mo YMOAMYAHUIO

show loopback-detection OTob6pa3unTb cocToAHne mexaHM3Ma loopback-detection.

[fastethernet fa_port | fa_port: (1..8/0/1..24);

gigabitethernet gi_port | gi_port: (1..8/0/1..48);

twopointfivegigabitethernet two_port: (1..8/0/1..8);

two_port | tengigabitethernet te_port: (1..8/0/1..11)

te_port | statistics]

debug loopback-detection [all BKAtounTb 0TNpaBKy coobuieHunii no cobbitnam loopback-detec-

| buffer-alloc | control | -/OTKNOHYEHO tion

critical | pkt-dump | pkt-flow ]

4.14.3 Cemeiicmeo npomokonoe STP (STP, RSTP, MSTP, RPVST+)

OcHoBHoOW 3agaveit npotokosa STP (Spanning Tree Protocol) AaBnsetca npuseaeHue cetu Ethernet c
MHOXECTBEHHbIMW CBA3AMM K APEBOBMAHON TOMOAOMMKN, UCKAOYAIOWEN LMKAbI NakeToB. KommyTaTopbl
0b6MeHMBalOTCA KOHPUIYPaLUMOHHBIMM COOBLLEHMAMM, UCNONb3YA Kagpbl cneunanbHoro d¢opmara, U
BbIOOPOYHO BK/IOYALOT M OTK/KOYAIOT Nepeaayy Ha nopTol.

Rapid (6bicTpbiii) STP (RSTP) ABnseTca ycoBepllieHCTBOBaHMEM MNpPOTOKona STP, xapakTepusyetcs
MEHbLWMM BpEMeEHeM MNPUBELEHNA CETU K LPEBOBMAHOM TOMONAOMMM U UMeeT 6osee BbICOKYHO
YCTONYMBOCTD.

Mpotokon Multiple STP (MSTP) sBndeTcA Haubonee coBpemeHHoOW peanusaumein STP,
nogaeprkmpatoweir umcnonb3osaHne VLAN. MSTP npegnonaraer KoHourypauuio Heobxogmmoro
KO/IMYECTBA IK3EMM/ISIPOB CBA3YIOLLEro AepeBa (spanning tree) BHe 3aBUCMMOCTU OT uncna rpynn VLAN Ha
KommyTaTope. Kaxablii aK3eMniap MOKeT cogepaTb HeckonbKo rpynn VLAN. HegocTtaTkom npoToKona

1 dyHKuMA noadepuBaeTca TONbKO Ha mogenax MES2424, MES2424B, MES2424FB, MES2424P, MES2420-48P,
MES2420B-24D, MES2420D-24DP, MES2448, MES2448B, MES2448P, MES2411X, MES3400-24, MES3400-24F,
MES3400-48, MES3400-48F, MES3710P.
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MSTP sBnsieTca To, YTO Ha BCEX KOMMYyTaTopax, B3anmogencTeyoLwmx no MSTP, fonKHbl OblTb 04MHAKOBO
CKOHPuUrypuposaHbl rpynnbl VLAN.

V MakcumanbHO aonyctumoe Konm4yecrtso aksemnaapos MSTP — 64.

4.14.3.1 Hacmpoiika npomokona STP, RSTP

KomaHObI pexcuma 2n0bas1bHoOU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobasbHOM KOHPUrypaLmm:

console (config) #

Tabanua 85 — KomaHgbl pexknma rnobanbHoi KoHoUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

shutdown spanning-tree

-/MoAy b BK/IOYEH

OTKAoYNUTbL paboTy moayns STP Ha ycTpoincTee.
[aHHas KomaHga oTKA4YaeT paboty mogyna STP c 6es-
. BO3BPaTHbIM yAaneHueMm Bcex HacTpoek 6noka STP.
’ Mogpaynb STP BK/lOYaeTca KOMaHAoM spanning-tree.

spanning-tree

Paspewuntb ncnosib3oBaHMe KOMMYTAaTOPOM NpoTokona STP.

- -/BKAKOYEHO
no spanning-tree 3anpeTnTb MCNOb30BaHME KOMMYTAaTOPOM NpoTokoaa STP.
spanning-tree mode { rst | YcTaHOBUTb peXxum paboTbl NpoTokona STP:
mst | rapid-pvst} - rst — |[EEE 802.1W Rapid Spanning Tree Protocol;
-/MSTP - mst — |EEE 802.1S Multiple Spanning Tree Protocol;

no spanning-tree mode

- rapid-pvst — Rapid Per-Vlan Spanning Tree Protocol.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

spanning-tree forward-time
seconds

no spanning-tree
forward-time

seconds: (4..30)/15 cek

YCTaHOBWTb MHTEPBAN BPEMEHM, 3aTPAYMBAEMbIA Ha NPOCAYLUMBA-
HME W U3ydyeHUe COCTOAHUI nepes nepekNoYeHnem B COCToAHUE
nepegauu.

YCTaHOBUTb 3HAYE€HME N0 YMONYAHMIO.

spanning-tree hello-time
seconds

no spanning-tree hello-time

seconds: (1..2)/2 cek

YCTaHOBWTb UHTEPBA BPEMEHWN MEXKAY NepeaadaMu LMPOKOBELLA-
TeNbHbIX cooblieHmnit «Hello» K B3aMmogencTByOWMM KOMMYTaTO-
pam.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWUIO.

spanning-tree max-age
seconds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTb BpeMA KMU3HM cBA3ytoLero aepesa STP.

YCTaHOBWTb 3HaYeHMEe N0 YMOYAHWIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTpouTb npuopuTeT ycTPOICTBA B CBA3ytowem aepese STP.
3HayeHune npuopuTeTa AONKHO ObITb KpaTHO 4096.

YCTaHOBUTb 3HaYeHMEe N0 YMOYAHWIO.

spanning-tree pathcost
dynamic [lag-speed]

BK/IIOUMTL IMHAMMYECKOe onpesesieHue LLeHHOCTU NyTy.
- lag-speed — onpepneneHvie LEeHHOCTVM NyTU ByaeT BbIYUCAATLCA

-/Brnioveno npu usmeHeHuun ckopoctn LAG.
no spanning-tree pathcost YCTaHOBUTb 3HAYEHMUE MO YMONYAHUIO.
spanning-tree pathcost YCcTaHOBUTbL MeToZ onpeaeneHusa LLeHHOCTU NyTH.
method {long|short} - long — 3HavyeHMe ueHHoCTH B AnanasoHe 1..200000000;
-/long - short — 3HayeHue LeHHOCTU B AManas3oHe 1..65535.
no spanning-tree pathcost YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.
method
spanning-tree compatibility Bepcua coemectumoctun STP.
{mst | rst | stp} -/BKNIOYEHO

no spanning-tree
compatibility

YCTaHOBUTb 3HaYeHMe N0 YMOYAHWIO.

spanning-tree flush-
indication-threshold value

value: (0..65535)

MNoporosoe konnyectso TCN BPDU, npu KoTopom 3anyckaeTca Tan-
Mep, KOTopbIl paBeH 3HaveHwuto flush-interval.
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no spanning-tree flush-
indication-threshold

YCTaHOBUTb 3HaYeHME N0 YMOIHYAHMUIO.

spanning-tree flush-interval YCTaHOBWUTb 3HayeHWe WHTepBasa, Mocae KOTOPOro npou3onaér

interval . ouncTka MAC-Tabnunupl nocne nonyyeHnsa TCN BPDU.
- interval: (0..500)/0

no spanning-tree flush- YCTaHOBWTb 3HaYeHME N0 YMONYAHUIO.

interval

spanning-tree transmit
hold-count count

3T0 3HaYeHWe YKa3blBaeT MaKCUMaslbHOE KOIMYECTBO MaKeToB, KO-
TOpble MOTYT 6bITb OTNPAB/AEHbl B 33aZaHHbIN MHTEPBaN BPEMEHMU

count: (1..10)/6 hello-time.

no spanning-tree transmit
hold-count

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

Mpu 3agaHum STP napametpos forward-time, hello-time, max-age Heo6xogumo BbinonHeHUe
e ycnosua: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepaelica epynnsl Nopmos

Bua 3anpoca KOMaHOHOW CTPOKU B pexume KoHourypaumm mHtepdeinca Ethernet, nntepdeiica
rpynnbl NOPTOB:

console (config-if)#

Tabnnua 86 — KomaHgpl pexnma KoHdurypaumm nHtepderica Ethernet, rpynnel noprtos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

3anpeTutb paboTy npotokona STP Ha KoHOUrypupyemom UHTep-
deiice.

- - -/paspeLeHo
no spanning-tree disable /pasp Paspewntb paboty npotokona STP Ha KOHUIyprpyemom MHTep-
deiice.
spanning-tree cost cost cost: YCTaHOBUTb LLEHHOCTb NYTU Yepes AaHHbIW MHTepdeic.
) - COSt — LLeHHOCTb NyTU.
: (1..200000000)/cm. 4 y
no spanning-tree cost Ta6nuLly 87 YCTaHOBWUTb 3HAYeHue, onpefensiemoe Ha OCHOBAHWW CKOPOCTU

nopTta M MeToAa onpeaeneHna LeHHOCTU NyTu, cMm.Tabanuy 87

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YcTaHOBUTL NpuopuTeT MHTEpdeiica B cBasylollem aepese STP.

V 3HaueHue NpuopUTETa AONXKHO 6bITb KPaTHO 16.

YCTaHOBUTb 3HAYEHME MO YMOIYAHUIO.

spanning-tree portfast

no spanning-tree portfast

BKOUYNTL PEXKMM, B KOTOPOM MOPT NPY NOAHATUM HA HEM SIMHKA
Cpasy CTaHOBWTCA B COCTOAHME Mepesayu, He AOXMUIAAACh ucTeye-
HUA Talimepa.

BbIkntounTh PEXNUM MOMEHTA/IbHOIO nepexoaa B COCTOAHUE nepe-
Aa4n NO NOAHATUIO KJIUHKA».

spanning-tree loop-guard

no spanning-tree loop-guard

-/3anpelleHo

PaspelunTtb Ha MHTepdelice 4ONOAHUTENbHYIO 3aLLMTY OT neTenb. B
cnyyae, ecnn UHTepdeinc HaxoaMTCA B COCTOAHUM, OTIMYHOM OT
Designated u npu aTom nepecTaeT nonyyatb BPDU, nHtepdeiic 610-
Kupyetca.

3al'lpeTVITb AONOTHUTE/IbHYHO 3alNTY OT BOSHUKHOBEHUA NEeTe b.

spanning-tree guard {root |
loop | none}

no spanning-tree guard

-/vcnonb3oBaHue
rnobanbHOM HAaCTPOIKK

BK/IIOUNTD 3aLUTY «KOPHA» ANA BCeX CBA3YIOLWMX AepeBbeB STP BbI-
6paHHOro nopra.

- root — 3anpeuaet uHTepoeiicy 6bITb KOPHEBLIM MOPTOM KOMMY-
TaTopa;

- loop — BKAtOYaeT Ha MHTepdelice AONONHUTE/bHYIO 3aLLMTY OT
netenb. B cnyyae, ecnim nHTepdeic HaxoAUTCA B COCTOAHUN, OTANY-
Hom oT Designated n npu aTom nepectaer nosay4yato BPDU, uHTep-
deiic bnokupyertcs;

- none — oTKAto4YaeT Bce Guard-pyHKUMM Ha nHTepdeiice.

Mcnonb3oBaTh r106a/bHY0 HACTPOMKY.

spanning-tree bpduguard
{enable [admin-down |
disable-discarding] | disable |
none}

-/BbIK/IIOYEHO

PaspewnTb 3awwmTy, BbIKAIOYAOLWYIO MHTEPdENC Npu Nnpuéme nake-
TO08 BPDU.
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no spanning-tree bpduguard

3anpeTuTb 3aLMTy, BbIKNOYAKOLLYO UHTEepdENC Npy Npuéme nake-
ToB BPDU.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

-/8na pynnekcHoro
nopTa «TOYKa-TOYKaY,
ONA NONYAYNAEKCHOro

— «Pa3BETB/IEHHbIN»

YcTaHoBUTbL NpoToKkon RSTP B nepegatoliee cocToAHME U onpeae-
JIUTb TN CBA3M ANA BbIBpaHHOIo nopTa:

- point-to-point — TouKa-TouKa;

- shared — pa3BeTBNEHHDIN.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

spanning-tree restricted-tcn

no spanning-tree restricted-tcn

-/BbIKNOYEHO

3anpetutb npuem BPDU ¢ ¢pnarom TCN.

PaspewwnTtb npuem BPDU c ¢pnarom TCN.

spanning-tree bpdufilter

3anpetutb/paspewnTts Npuém m nepegady STP BDPU Ha uHTep-

{disable | enable } -/disabled deiice.
no spanning-tree bpdufilter YCTaHOBUTb 3Ha4YE€HNE NO YMOAYAHUIO.
spanning-tree auto-edge /BKntoueHO BK/IIOYNTb aBTOMATUYECKOE OnpeaeneHne KAMeHTCKUX NoPTOB.
no spanning-tree auto-edge BbIK/IOYNTL aBTOMATUYECKOE ONpeaeneHne KAMEHTCKUX NOPTOB.
spanning-tree {bpdu-receive | BK/IOUMTb peum Npuéma u/unm nepesaun Ha uHTepodeiice.
bpdu-transmit} enable

-/BKAOYEHO

spanning-tree {bpdu-receive |
bpdu-transmit} disable

BbIK/OUNTL peXnM Npréma 1/unam nepesadun Ha nHtepdeice.

spanning-tree pseudoRootld
priority priority mac-address
mac_add

no spanning-tree
pseudoRootld

priority: (0..61440)

HacTtpouTb npuoputet ana pseudoRoot Ha nHTepdeiice.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

spanning-tree {restricted-role
| restricted-tcn}

no spanning-tree {restricted-
role | restricted-tcn}

BkntounTb Ha UHTepdelice GyHKUMIO 3aLLMTbI OT aTak.

OTKNOYNTbL Ha UHTepdelice GYHKUMIO 3aLLMTbI OT aTak.

Tabnnua 87 — CTOMMOCTb NyTK, YCTAHOBAEHHAA MO YMOYaHUIO (spanning-tree cost)

Memod onpedeneHus yeHHocmu nymu

Unmepdeiic Long Short

10M 2000000 100

100M 200000 19

1G 20000 4

10G 2000 2

LAG 10M 1000000 56

LAG 100M 100000 12

LAG 1G 10000 3

LAG 10G 1000 2

4

CroumocTb nyTv ANAa rpynnbl KaHaAo0B No metoay Iong no ymon4yaHUIO onpeapenaeTca
AeneHnem CtommocTtu MHTepcbeﬁca Ha KO/2In4ecCcTBO JIMHKOB B rpynne. 3HaueHue cost

ana LAG npuBeaeHo ¢ yYETOM UNIEHCTBA B HEM 2 ¢pusnueckux nHrepdeiicos.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPpoKM pexkmma Privileged EXEC:

console#
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Tabnmua 88 — KomaHabl pexkmma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4YaHuo

Aelicmeue

show spanning-tree interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port| port-channel group}
[bpduguard | cost | detail |
inconsistency | portfast |
priority | restricted-role |
restricted-tcn | rootcost |
state | stats]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

MoKasaTb cocTosHMe NpoToKona STP Ha uHTepdeiice.

show spanning-tree detail

Moka3aTb NoAPO6HYI0 MHPOPMaLMIO O HACTPOIMKaX NPOTOKONA
STP.

show spanning-tree active
[detail]

MoKa3aTb MHGOPMaLUIO O COCTOSIHMM O HAacTPOMKax STP Ha akTUB-
HbIX NOPTax.

show spanning-tree bridge

[address | detail | forward-
time| hello-time | id | max-
age | priority | protocol]

OTob6pa3unTb HacTpoiku STP Ha bridge.

show spanning-tree pathcost
method

0OT06pa3sunTb MHGOPMaLMIO O MeTOAE OnpeaesieHNUs CTOMMOCTU
nyTu.

show spanning-tree root
[address| cost | detail |
forward-time | id | max-ege |
port | priority]

OTo6pa3unTb MHPopmaLmio o root B Tonosorum STP.

show spanning-tree summary

OT0bpa3unTb cocTosHMe NpoTokona STP oTHocUTeNbHO MHTepbei-
COB.

4.14.3.2 Hacmpolika npomokona MSTP

KomaHObI pexcuma 2a0b6aab6Hol KoOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHoOM KOHOUrypaumm:

console (config) #

Tabanua 89 — KomaHapl pexunma rnobanbHon KoHoUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree mst instance_id
priority priority

no spanning-tree mst
instance_id priority

instance_id: (1..63);
priority:
(0..61440)/32768

YCTaHOBUTb NPUOPUTET AN1A AaHHOrO KOMMYTaTOpa nepes, ocTab-
HbIMW, UCNONb3YIOLLMMM 06LWMI SK3emnnap MSTP.

- instance_id — sk3emnnap MST;

- priority — npnopuTeT KOMMyTaTopa.

V 3HauyeHuMe npuopuTeTa AO0/MKHO 6bITb KpaTHO 4096.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

spanning-tree mst instance_id
flush-indication-
threshold threshold

instance_id: (1..63);
threshold: (0..65535)/0

YctaHoBuTb noporosoe 3HavyeHne TCN BPDU ana aksemnnapa MST,
npu KOTOPOM 3anycKaeTca Taimep.

spanning-tree mst max-hops
hop_count

no spanning-tree mst
max-hops

hop_count: (6..40)/20

YCTaHOBUTb MaKCMMasibHOE KOIMYECTBO TPAH3UTHbIX Y4aCTKOB AN
naketa BPDU, Heobxoanmbix gaa GopMMpoBaHMA AepeBa U yaep-
*KaHUA HGopMaLMKM O ero cTpoeHMU. Eciv nakeT yxKe npoLuen mak-
CMMaNbHOE KONMYECTBO TPAH3UTHbIX YHaCTKOB, TO Ha cleayloLlem
yyacTke OH oTbpacbiBaeTca.

- hop_count — maKcMManbHOE KONIMYECTBO TPAH3UTHbIX YHaCTKOB
AnAa naketa BPDU.

YCTaHOBUTb 3HAYeHue no YMOIHaHUIO.
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spanning-tree mst Bxopg, B pexxum KoHburypauum npotokosna MSTP.

configuration

KomaHObI pexcuma KoHgpuaypayuu npomokosaa MSTP

Buz 3anpoca KoOMaHAHOWM CTPOKM B pexnume KOHPUrypaumnm npotokona MSTP:

console# configure terminal
console (config)# spanning-tree mst configuration
console (config-mst) #

Tabnunua 90 — KomaHabl perknuma KoHourypaumm npotokona MSTP

3HayeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

KomaHoa

Co3paTtb COOTBETCTBME MeXAy IK3emMniapom npoTtokona MSTP u
rpynnamu VLAN.

- instance-id — ngeHTUdMKaTOpP 3K3emnaapa npoTokosaa MSTP;

- vlan-range — Homep rpynnbl VLAN.

instance instance_id vlan

vlan_range
instance_id:(1..63);

vlan_range: (1..4094)

no instance instance_id vlan YAanuTb COOTBETCTBME MENKAY IK3eMNAApOM npoTokona MSTP u

vlan_range rpynnamu VLAN.

name string 3agaTb MMA KoHpUrypaumm MST.
string: (1..32) cumBona | - string — vma KoHourypaumum MST.

no name Yaanutb uma KoHourypaumm MST.

3apaTb HOMep peBM3uK KoHoUrypaumm MST.
- value — Homep peBu3nn KoHoUrypaumm MST.

revision value
value: (0..65535)/0

no revision YCTaHOBWTb 3HaUYeHWe No ymondaHuio (value).

exit Bbixog M3 peruma KoHodurypaumm npotokona MSTP c coxpaHe-
HUEM KOHOUrypaumm.

KomaHObI pexcuma KoHgpu2ypayuu uHmepagelica Ethernet, uHmepagelica 2pynnsl NopmMos

Bua 3anpoca KOMaHAHOWM CTPOKU B pexume KoHourypauum uHtepdelica Ethernet, untepdeliica
rpynnbl NOPTOB:

console (config-if) #

Tabanua 91 — KomaHgpbl pexnma KoHpurypaumm nHtepoeiica Ethernet, rpynnel noptos

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree guard root

no spanning-tree guard

-/3au.|,v1Ta BbIK/1lO4EHa

BK/IIOUNTD 3aLUUTY KKOPHA» 1A BCEX CBA3YIOLLMX AepeBbeB STP Bbl-
6paHHOro nopra. [aHHaa 3awmTa 3anpewaet uHTepdency bbiTb
KOPHEBbIM NOPTOM KOMMYTaTOpa.

YCTaHOBUTb 3HaYeHue No YMONYaHUIO.

spanning-tree mst instance_id
port-priority priority

no spanning-tree mst
instance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YCTaHOBWUTb NpUOpUTET UHTEpdElica B Ik3emnaape MSTP.
- instance-id — vaeHTUdMKaTOp s3K3emnaspa npotokona MSTP;
- priority — npuopuTeT MHTepdeica.

V 3HaueHue NpuMopuTeTa J0/KHO 6bITb KpaTHO 16.

YcTaHaBAMBaeT 3HaYeHne Mo YMONAYaHUIO.

spanning-tree mst instance_id
cost cost

no spanning-tree mst
instance_id cost

instance_id: (1..63);
cost: (1..200000000)

YCTaHOBUTb LEHHOCTb NyTWM 4Yepe3 BblbpaHHbIN WHTepdelic ans
onpeaeneHHOro aksemnasapa npotokona MSTP.

- instance-id — naeHTUOUKATOP 3K3emMNAApa NpoTokona MSTP.

- coSst — LLleHHOCTb NyTW.

YCTaHOBWUTb 3HayeHWe, onpeaesnsemoe Ha OCHOBAHUWM CKOPOCTU
nopTa u MeToza onpeaeneHns LeHHOCTU NyTH, CM. Tabauuy 87.

spanning-tree port-priority
priority

no spanning-tree port-priority

priority: (0..240)/128

YCTaHOBWUTb NpUOPUTET UHTEpPdElica B KOPHEBOM CBA3YIOLLEM Ae-
pese MSTP.

V 3HauyeHMe NpUopuTETa AONMKHO 6bITb KPaTHO 16.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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pseudoRootid priority priority

instance_id: (1..63);
mac-address mac_add

priority: (0..240)/128

spanning-tree mst instance_id YcTaHOBUTb NpuopuTeT pseudoroot B aksemnnspe MSTP.

no spanning-tree mst YCTaHOBWTb 3HaYEHME NO YMOYAHMIO.

instance_id pseudoRootid

spanning-tree mst instance_id instance_id: (1..63); BKNIIOYUUTL MM OTKAOUUTL spanning-tree Root Guard B ykazaHHOM
guard {root/none} -/none aKsemnnsape MST.

KomaHOwb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexnma Privileged EXEC:

console#

Tabanua 92 — KomaHgbl pexkmma Privileged EXEC

KomaHda 3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show spanning-tree
interface {fastethernet fa_port |
gigabitethernet gi_port |

twopointfivegigabitethernet fa_port: (1..8/0/1..24);
two_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port two_port: (1..8/0/1..8);
| port-channel group} te_port: (1..8/0/1..11);
[bpduguard | cost | detail | group: (1..64)

inconsistency | portfast | priority
| restricted-role | restricted-tcn |
rootcost | state | stats]

Mokas3aTb KoHbMrypaumto npoTokona STP.

show spanning-tree mst

instance_id [detail] instance_id: (1..63)

MNMokasaTb NogpPobHY0 MHPOPMALLMIO O
HacTpolike npoTokona STP.

show spanning-tree mst
configuration

MNokaszaTb MHPOPMALMIO O CKOHOUTYPUPOBAHHbIX
ak3emnnapax MSTP.

clear spanning-tree mst
instance_id counters {interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port| port-channel group}}

Instance_id: (1..63);
fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);

group: (1..64)

OuuncTKa cueTtumkos STP.

4.14.3.3 Hacmpolika npomokona Rapid-PVST+ !

Bcero nogpep:KaHo 64 RPVST-uHctaHca. NMpu 3Tom HyneBon ncnonb3yeTtca ANa Bcex
VLAN, B KoTOpbIX OTKAOUYeH RPVST. Kaxkgomy VLAN ¢ BKAtoueHHbim RPVST

cootBeTtcTeyeT oauH RPVST-uUHCTaHC.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma rnobanbHoM KoHbUrypaumm:

console (config) #

1 ®dyHKUMA noanepuBaeTca TONbKO Ha mogensx MES2424, MES2424B, MES2424FB, MES2424P, MES2410-08DP,
MES2410-08DU, MES2420-48P, MES2420B-24D, MES2420D-24DP, MES2448, MES2448B, MES2448P, MES2411X,
MES3400-24, MES34001-24, MES3400-24F, MES3400-48, MES3400-48F, MES3710P.
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Tabnnua 93 — KomaHabl perknma rnobanbHoM KoHGUrypaumm

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aelicmeue

spanning-tree vlan vian

no spanning-tree vlan vian i

vlan: (1..4094)

BkntounTb STP B BbIGpaHHOM vlan.
-vlan — Homep VLAN.

BbIkntounTb STP B BbibpaHHOM vian.

KomaHObI pexcuma KoHgpuaypayuu VLAN (duanasoH VLAN o08)

console# configure terminal

console
console

(config)# wvlan 1,3,7
(config-vlan-range) #

Tabnnua 94 — KomaHabl pexkmuma KoHourypaumm VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree forward-time
seconds

no spanning-tree forward-time

seconds: (4..30)/15 cek

YCTaHOBUTb MHTEPBA/I BPEMEHM, 3aTPayYMBaEMblii Ha NPOC/YLLNBA-
HWEe U U3yYyeHWe COCTOAHWI Nepes NepeKkItoyeHNem B COCTOAHME
nepegauu.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

spanning-tree hello-time sec-
onds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YCTaHOBUTb MHTEPBA/l BPEMEHN MEXKAY Nepefayamu WKMpoKose-
LwaTesbHbIX coobuieHnit «Hello» K B3anmoaencTByOWMM KOMMY-
TaTopam.

YCTaHOBWUTb 3HaYEeHME N0 YMOAYAHMUIO.

spanning-tree max-age sec-
onds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTL BpeMA XU3HU cBA3ytowero aepesa STP.

YCTaHOBUTb 3HAYeHMe No YMO4aHUIO.

spanning-tree priority prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTpouTb npropuTeT yCTpoiicTBa B cBA3yloLeM aepese STP.
3HayeHue npuopuTeTa AOMKHO 6bITb KpaTHO 4096.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

spanning-tree hold-count
count

no spanning-tree hold-count

count: (1..10)/6

3TO 3HaYeHMe yKasblBaeT MaKCMMasibHOE KONMYECTBO NaKeToB, KO-
TOpble MOryT ObiTb OTNPaBAEHbl B 3aZl@aHHbIA MHTEPBAN BPeMEHMU
hello-time.

YCTaHOBUTb 3HAYEHME MO YMOHYAHWUIO.

’ MNpu 3agaHum STP napametpos forward-time, hello-time, max-age Heo6xoanumo BbiNnoAHeHUe

ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepagelica 2pynnsi NIopmMos

Bua 3anpoca KOMaHAHOM CTPOKU B pexnme KoHourypauum uHtepdeiica Ethernet, nHtepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabanua 95 — KomaHgpbl pexnma KoHpurypaumm nHtepodeiica Ethernet, rpynnel noptos

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree vlan vian cost
cost

no spanning-tree vlan vian cost

cost:
(1..200000000)/cm.
Tabnauuy 87;
vlan: (1..4094)

YCTaHOBUTb LLEHHOCTb NYTU Yepes AaHHbIN nHTepdeiic.
- COSt — LLeHHOCTb NyTH;
- vlan — Homep VLAN.

YCTaHOBWUTb 3HAueHWe, onpeaesnsemoe Ha OCHOBAHUWM CKOPOCTU
nopTa u MeToZa onpeaeneHns LeHHOCTU NyT1, cM.Tabanuy 87.

spanning-tree vlan v/an port-
priority priority

no spanning-tree vlan vian
port--priority

priority: (0..240)/128;
vlan: (1..4094)

YcTaHOBUTb NpUOPUTET UHTEpdElica B cBA3yioLLeEM aepeBe STP.
- vlan — Homep VLAN.

V 3HauyeHMe npuopuTeTa A,O0/MKHO 6bITb KPaTHO 16.

YCTaHOBUTb 3HaYeHMe nNo YMON4YaHUIO.
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KomaHObl pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 96 — KomaHabl pexkmma Privileged EXEC

KomaHda 3HG‘4€HU€/3HCI'-I€HU€ no ymondya- ,Lleiicmeue
HUL
show spanning-tree vlan vian MokasaTb KoHUrypaumto npotokona RPVST B
[{active | blockedports}] [detail] KOHKPETHOM BnaHe.
- vlan — Homep VLAN;
- active — oTobpakeHue aKTUBHble UHTepbel-
vlan: (14094) coB;
- blockedports — oTo6paxkeHne 3abnokMpoBa-
Hble nHTepdelicsl;
- detail — noapobHaa nHdopmauus.
show spanning-tree inter- MokasaTb KoHdurypaumio npotokona RPVST B
face {fastethernet fa_port | giga- vlan: (1..4094); KOHKPETHOM BnaHe Ha uHTepdeiice.

bitethernet gi_port | twopoint-
fivegigabitethernet two_port |
tengigabitethernet te_port

| port-channel group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);

- vlan — Homep VLAN;

- active — oTobpakeHue aKTUBHbIe UHTepdel-
coB;

- blockedports — oTob6paxkeHne 3ab10knpoBa-

[{active | blockedports}] [detail] group: (1..64) Hble MHTepdeichl;
- detail — nogpobHan nHpopmaumsa.
h ing-t lan v/
:a(t)r‘:::::zrr;n;::o;ee vian vian vlan: (1..4094) MokasaTtb KoHbUrypaumto pathcost.
sh-ow spanning-tree vlan vian vian: (1..4094) MokasaTb KOHPUIrypaLMIO TEKYLLETO KOMMYTa-
bridge TOpa.
show spanning-tree vlan vian vian: (1..4094) MokasaTb KOHdUrypaL Mo KOPHEBOFO KOMMYyTa-

root

Topa.

4.14.4 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKumMA Layer 2 Protocol Tunneling (L2PT) no3sonseT nponyckatb cyXebHble NakeTbl Pa3/IMyHbIX

L2-npoTokonos (PDU) yepes ceTb NpoBaiiaepa, 4To NO3BOJIAET «MPO3PaAYHO» CBA3ATb KNIMEHTCKME CETMEHTbI
ceTu.

L2PT uHkancynupyet PDU Ha rpaHM4YHOM KOMMyTaTope, nepefaeT MX Ha APYror rPaHUYHbIN
KOMMYTaTOpP, KOTOPbIA OXWAAeT cneunanbHble MHKANCY/IMPOBAHHbIE Kagpbl, @ 3aTEM AEKanNCyaupyeT ux,
YTO NO3BO/AET NOJIb30BaTENAM NepesaBaTb MHPOPMALLMIO 2-F0 YPOBHSA Yepes ceTb Nposanaepa.

KomaHObI pexcuma 2a06asab6Hol KoOHgu2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnob6anbHoM KoHbUrypaumm:

console (config) #

Tabnnua 97 — KomaHabl pexkuma rnobanbHo KoHGUrypaumum

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

lacp-tunnel-address multicast-mac-address/ | YcTaHOBUTbL agpec HasHaYeHUn A8 MHKANCY/IMPOBaHHbIX Kaapos

multicast-mac-address

01:00:0c:cd:cd:d4

(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

stp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d0

YCTaHOBUTb agpec HasHaYeHUs 419 UHKaNCyMpPOBaHHbIX Kaapos
(frame) cooTBeTCTBYIOLLErO NPOTOKONA.

lidp-tunnel-address
multicast-mac-address

multicast-mac-address/
01:00:0c:cd:cd:d8

YCTaHOBUTb agpec HasHauYeHUsa 419 UHKaNCyMPOBaHHbIX Kaapos
(frame) cooTBeTcTBYIOWErO NPOTOKONA.
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multicast-mac-address

01:00:0c:cd:cd:e3

(frame) cooTBeTCTBYIOLLETO NPOTOKONA.

isis-l1-tunnel-address multicast-mac-address/ | YcTaHOBUTb agpec HasHayYeHUa 41A MHKAMNCY/IMPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:dc (frame) cooTBeTCTBYIOLLErO NPOTOKONA.
isis-12-tunnel-address multicast-mac-address/ | YcTaHOBUTL afpec HasHa4YeHUa A7 UHKANCyMPOBaHHbIX Kagpos
multicast-mac-address 01:00:0c:cd:cd:dd (frame) cooTBeTcTBYHOLLETO NPOTOKOAA.
vtp-tunnel-address multicast-mac-address/ | YcTaHOBUTb agpec HasHaYeHUA A48 MHKaANCY/IMPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:e0 (frame) cooTBeTcTBYHOLLETO NPOTOKOAA.
ospf-tunnel-address multicast-mac-address/ | YcTaHOBUTL aApec HasHa4YeHUa A7 UHKaNCyIMPOBaHHbIX Kagpos
multicast-mac-address 01:00:0c:cd:cd:el (frame) cooTBeTCTBYIOLLErO NPOTOKONA.
rip-tunnel-address multicast-mac-address/ | YcTaHOBUTL afpec HasHa4YeHUa A7 UHKaANCy/MPOBaHHbIX Kagpos
multicast-mac-address 01:00:0c:cd:cd:e2 (frame) cooTBeTcTBYHOLLETO NPOTOKOAA.
fctl-12-tunnel-address multicast-mac-address/ | YcTaHOBWTb agpec HasHaYeHUA A8 MHKANCY/IMPOBaHHbIX Kaapos
multicast-mac-address 01:00:0c:cd:cd:de (frame) cooTBeTcTBYHOLLETO NPOTOKOAA.
igmp-tunnel-address multicast-mac-address/ | YcTaHOBUTb afpec Ha3sHaYeHWUsa ANA UHKaNCY/IMPOBaHHbLIX KaapoB
multicast-mac-address 01:00:0c:cd:cd:db (frame) cooTBeTCTBYIOLLETO NPOTOKONA.
vrrp-tunnel-address multicast-mac-address/ | YcTaHOBUTb aApec Ha3sHayYeHWUsa A8 UHKaNCy/IMPOBaHHbIX Kaapos

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

Buz 3anpoca KoMaHAHOM CTPOKM B pexume KoHurypaunmn nntepoeiicos Ethernet:

console (config-if) #

Tabanua 98 — KomaHgbl pexknma KoHpurypaumm nHtepoeiicos Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

12protocol-tunnel {stp | lacp |
lidp | isis-11 | isis-12 | fctl |
ospf | rip | vtp | igmp | vrrp}

no I2protocol-tunnel {stp |
lacp | lldp | isis-11 | isis-12 |
fctl | ospf | rip | vtp | igmp |
vrrp}

-/BbIK/IIOYEHO

BKAKOUUTbL pexxnum nHkancynaumm PDU.

BbIkntouNTb pexkmum nHkancynaumm PDU.

Mpun BKAOYeHUU UHKancyaauuu ana VTP nHKancyampoBaTtbca 6yaeT Bca rpynna NpoToKo-
. nos ¢ MAC-agpecamum HasHauyeHusa 01:00:0C:CC:CC:CC.

KomaHObi pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxmnma Privileged EXEC:

console#

Tabnunua 99 — KomaHabl pexkmuma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show I2protocol-tunnel
[interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}] |
[summary] | [vlan vian_id]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

OT06pasnTb KoHdUrypaumio L2PT cymmapHO v Mo OTAENbHbIM WUH-

Tepoeiicam.

show I2protocol tunnel-mac-
address

OT06pasunTb agpeca HasHaYeHNA AN MHKAMNCYIMPOBAHHbIX Ka4poB

(frame).
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4.14.5 Hacmpoliika npomokKosna LLDP

OcHoBHoW ¢yHKUMei npoTokona Link Layer Discovery Protocol (LLDP) saBnsetca obmeH mexay
CETEBbIMW YCTPOICTBAMM O CBOEM COCTOAHUM U XapaKTepucTukax. MHpopmauma, cobpaHHaa nocpeactsom
npotokona LLDP, HakananBaeTca B yCTPOMCTBAX M MOMKET ObITb 3aMpoLLeHa YNPaBAAIOLLMM KOMMIbIOTEPOM
no npotokony SNMP. Takum o6pa3om, Ha OCHOBaHWM COBpPAHHOM MHPOPMALMKU, Ha YMNPaABASAIOLLEM
KOMMNbtoTEPE MOXKET BbITb CMOAENMPOBAHA TONONOTUSA CETU.

KommyTaTopbl noanepKusBatoT nepenady Kak CTaHZAPTHbIX MAapameTpoB, TaK U OMNUMOHANbHbIX,

TaKUX KaK:

—  WMA YCTPOMCTBA M ero onucaHue;
—  MMA NOpTa U ero onucaHue;
—  uHbopmauma o MAC/PHY;

- UT.A.

KomaHObI pexcuma 2a06ana6HolU KOHguU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMmMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabanuya 100 — KomaHgb! pexuma rnobanbHoi KoHdUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

shutdown lidp

no shutdown lidp

-/MoAynb BK/IKOYEH

OTKAtoYnTbL paboTy moayns LLDP Ha ycTpolicTBe.
JaHHaa KomaHAa oTKAloYaeT paboty moaynsa LLDP ¢
. 6e3803BpaTHbIM yAaneHMem Bcex HacTpoek 610Ka
LLDP.

BkntounTtb paboTy moayns LLDP Ha ycTpoiicTse.

set lidp enable

set lidp disable

-/BbIK/IIOYEHO

Pa3pewntb KoMMyTaTopy UCNOb30BaHWe NpoToKoaa LLDP.

3anpeTnTb KOMMYTATOPY MCNOIb30BaHWe NpoToKoaa LLDP.

set lldp-med enable

set lldp-med disable

-/BbIK/OYEHO

Bkntountb otnpasky LLDP-MED.

OTKAtounTb oTNpasky LLDP-MED.

lidp lldpdu filtering

set lldp version {v1 | v2} -/vl 3apaTtb Bepcuto npoTtokona LLDP.
lldp mac_address YKkazatb MAC-agpec, Ha KoTopbit ByayT oTcbinatecs lldp-Kkagpol.
- lldp-Kagpbl TaK ke 6yayT Ay6AamMpoBaTbca Ha cTaHAAPTHbIN MAC-ag-
pec.
lidp lldpdu flooding ffiltering YCTaHOBUTb pexxum dpuabTpaumm naketos LLDP BPDU.

YCTaHOBWTb 3HAYeHue no YMOIYaHUIO.

lldp chassis-id-subtype
{chassis-comp string | if-alias |
if-name | local string | nw-
addr | port-comp string}

lldp chassis-id-subtype mac-
addr

string: (1..255)
CUMBO/IOB;
-/mac-address

3agatb chassis-id-subtype ans lldp-kagpa.

BepH\/Tb K 3Ha4YeHUIO N0 YMOYaHUIO.

lldp reinitialization-delay
delay

delay: (1..10)/2

YCTaHOBUTL 3a4epXKKy MOBTOPHOW WMHMUMANM3aumMu (Bpems 3a-
OEPXKKU, BbinosHAemoe LLDP ana noBTOPHON MHMUMANU3aLMM Ha
ntobom nHTepdelice).
V Y106bl OTMEHUTb HACTPOIKY Heo6XoAMMO BbICTaBUTb
3HaYeHue No YyMONYaHUIO.

lldp transmit-interval interval

interval: (5-32768)/30

YcTaHOBWTbL MHTepBan nepeaauu lldp-kagpos.
/| UTo6bl OTMEHUTb HACTPOiKYy Heob6XOAMMO BbICTAaBUTbL
3HauYeHne No YMONUYAHMIO.

lldp notification-interval
seconds

seconds: (5-3600)/5

YCTaHOBUTb MaKCMMasIbHYH CKOpoCTb nepegauu lldp-kagpos.
Seconds — nepunog, BpemMeHU B Te4EHWM KOTOPOro YCTPOMCTBO MO-
JKEeT 0TNpaBuTb He 6onee ogHoro Kagpa (frame).
V YTo6bl OTMEHUTb HACTPOKY HEeobXxoAuMO BbICTaBUTb
3HauYeHne No YMONYAHMIO.
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lidp tx-delay value

value: (8192)/2

YCTaHOBUTb MUHUMAbHYO AJUTENBHOCTb 334EPKKNU, Mexay no-
cnepoBaTenbHbIMKM Kagpamm LLDP.
Y106bl OTMEHUTb HACTPOIIKY HEeo6XoAMMO BbICTAaBUTb
V 3HaYeHUe No YyMON4YaHHUIo.

lidp txCreditMax value

YctaHoBUTb 3HaveHune Credit Max (MakcMMaibHOE KOAMYECTBO no-

value: (1..10) cnepoBatenbHbix LLDPDU, KoTopble MoryT 6biTb NepesaHbl B ito-
6oe Bpems).
lidp txFastlnit value value: (1.8) YCTaHOBUTb YMCNO MaKeTOB, KOTOpoe ByayT OTNpaBAATbCA B ne-

puogp fast init.

KomaHObI pexcuma KoHgpu2ypayuu uHmepagelicos Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM B pexMme KoHdurypaummn nHtepdelicos Ethernet:

console (config-if) #

Tabnunuya 101 — KomaHabl pexkmma KoHpurypauum nnitepdelica Ethernet

KomaHoa

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

lldp dest-mac mac_address

no lldp dest-mac
mac_address

-/BbIK/IIOYEHO

3apgatb MAC-agpec, Ha KoTopbI byayT oTcbinaTteea lldp-Kagpsbi.

Yaanutb MAC-agpec, Ha KoTopbl 6yayT oTcbinatees lldp-kaapbl.

lidp transmit [mac-address
mac_addr]

no lidp transmit [mac-
address mac_addr]

-/BKNIOYEHO

Pa3spewaeTt nepepayy naketos no npotokony LLDP Ha uHTep-
deiice.

3anpeTnTtb Nepepadvyy nNaketoB No NpoTokony LLDP Ha uHTep-
deiice.

lldp med-app-type type
{none | vlan {untagged|
vlan-id vian_id}} {priority
priority | dscp dscp}

no lidp med-app-type type

type: (guestVoice, guestVi-
oceSignaling, softPhone-
Voice, streamingVideo, vid-
eoconferencing, voice,
voiceSignaling);
vlan_id: (1..4094);
priority: (0-7);
dscp: (0-63)

HasHauutb npasuno network-policy saHHOMY MHTepdeicy.

Ypanutb npasuno.

lldp med-location {civic-
location | coordinate-
location | elin-location}
location-id {coordinate
civic_address_data |
elin_data}

no lidp med-location {civic-
location | coordinate-
location | elin-location}

-/BbIK/OYEHO

3a4aTb MEeCTOMNON0XKEeHME YCTPOWCTBA ANs NpoTokoaa LLDP (3Ha-
YyeHune napameTpa location npotokona LLDP MED).

- coordinate — agpec B cucteme KOOPAWNHAT;

- civic_address_data — agMUHUCTPATUBHbBIN agpec yCTPOMCTBa;
- elin_data — agpec 8 popmare, onpegeneHHom ANSI/TIA 1057.

Y[anutb mectononoxKeHume.

lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

no lidp med-tlv-select {ex-
power-via-mdi | inventory-
management | location-id |
med-capability | network-
policy}

-/BbIKAOYEHO

CroHdurypmposaTb TLV LLDP-MED Ha gaHHOM nHTepdelice.

Yaanutb HacTpoinky TLV LLDP-MED Ha uHTepdelice.

lidp notification {mis-
configuration | remote-
table-chg} [mac-address
mac_addr]

no lldp notification

BK/tOUMTbL OTNpaBKy Tpanos no cobbitusam LLDP.

OTKNOYUTbL OTNPABKY TPanos no cobbitusam LLDP.

lidp port-id-subtype
{if-alias, if-name, mac-addr,
local string}

no lldp port-id-subtype

string: (1..255);
-/ if-name

3agatb ID Port Subtype gns kagpa LLDP.

YCTaHOBUTb 3HaYeHMe N0 YMOJIHAHUIO.
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lidp receive [mac-address
mac_addr]

no lldp receive [mac-address
mac_addr]

-/BKAIOYEHO

PaspewunTtb nHTEpdelicy npuHMMaThb Kagpsl LLDP.

3anpeTuTb MHTepdency NPUHMMaTb Kagpbl LLDP.

lidp tlv-select basic-tlv tiv_list

no lidp tlv-select basic-tlv

tlv_list: (port-descr, sys-
capab, sys-descr, sys-name)

Onpeaenntb Kakne 6a3oBble onuuoHanbHble TLV-nons 6yayt
BK/IlOYEHbI YCTPOMCTBOM B NepegaBaembliii LLDP-naker.

YCTaHOBUTb 3Ha4YeHME N0 YMOIYAHMUIO.

lidp tlv-select {dot1tlv |
dot3tlv} tiv_list

no lidp tlv-select {dot1tlv |

dot3tlv}

tlv_list: (link-aggregation,
macphy-config, max-
framesize, power-via-mdi)

OnpepenvTb Kakue cneumasnbHble onuuoHanbHble TLV-nona 6y-
OyT BK/IIOYEHbI YCTPOMUCTBOM B nepenasaemblit LLDP-nakeT:

- link-aggregation — BkntovaeT nogaep:ky TLV, coaeprKaltero
MHGOPMaLMIO O BO3MOMKHOCTM arperaumm KaHana u o Tekylem
cTaTyce arperaumv nopTa, ANAA KOTOPOro BKAOYEHa AaHHaA
HACTPOWKa;

- macphy-config — BknoyaeT nopaepky TLV, cogeprKalero Te-
KyLLe HaCTPOMKM CKOPOCTU U Ayn/ieKca U CBeAeHWA O TOM, 3a-
AaHbl M OHWU BPYYHYIO UM NOAYYeHbl B pe3y/bTaTe aBTOCOMNa-
COBaHUA;

- max-framesize — BkAtOYaET NnoaaepkKy TLV, cogepKalero nH-
dbopmaLmio 0 MaKCMManbHO AOMNYCTUMOM pa3mepe Kagpa;

- power-via-mdi — BKAlo4aeT nogaep:kky TLV, ncnonbsyemoro
[ANA COTNAacoBaHWA NapamMeTpoB NMTaHMA PoE-ycTpoicTs.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

v/
v/

nopT rpynnbi.

KomaHOwbI pexcuma Privileged EXEC

MaKketbl LLDP, npuHATble Yyepes rpynny NopToB, 3aNOMMHAIOTCA MHAMBUAYAJIbHO NOPTaMU
rpynnbl, NPUHABWIMMM cooblieHuna. LLDP oTnpaBaseT pasanyHble cOO6LIEeHUA Ha KaXKabli

Pabota npotoKona LLDP He 3aBUCUT OT COCTOAHMA NpoToKona STP Ha nopTy, naketbl LLDP or-
NpPaBAAKTCA U NPUHUMAIOTCA HA 3a6/10KMpPOBaHHbIX NPOTOKONOM STP-nopTax.

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 102 — KomaHgb! pexkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show lidp local
[gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port] [mgmt-addr]

MokasaTtb LLDP-nHpopmaLmio, KOTOPY aHOHCUPYIOT MNOPTbI.

show lidp neighbors [detail]

MokasaTb MHPOPMALMIO O COCEAHUX YCTPOMCTBAX, HAa KOTOPbIX pa-
60T1aet npoTtokon LLDP.

show lldp statistics

MNMokasaTtb cTaTUcTUKy LLDP.

_|

abanuya 103 — OnucaHue pesynbTaTos
Mone OnucaHue
Timer OnpeaenseT, Kak YacTo ycTpoicTso weT LLDP-o6HoBAEHMA.
Onpeaenset BeandunHy spemenu (TTL, Time-To-Live) ans npuHMMaloLLEro yCTPOMCTBa,
Hold Multiplier B TEYEHME KOTOPOro HYXKHO yAEepKMBATb NPUHMMaeMble nakeTbl LLDP nepepg, nx cbpo-
com: TTL = Timer * Hold Multiplier.
Reinit dela Onpeaensetr MMHUMaNbHOE BPEMSA, B TEYEHWE KOTOPOro NOPT ByAET 0XXNAaTh Nepes,
y nocbinkol cneaytowero LLDP-coobuieHus.
Tx delay OnpepenseT 3a4epKKy Mmexay nociaegyrowmmmn nepegadyamu LLDP-Kagpos, MHULUK-

POBaHHbIX U3MEHEHUAMM 3HAYEHU MBO cTaTyca.
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Port

Homep noprta.

State

Pexum paboTbl nopTa gns npotokona LLDP.

Optional TLVs

TLV-onuum, KoTopble nepeaatoTca
BO3MOKHble 3HaYeHUA:

PD — OnucaHue nopTa;

SN — CuctemHoe nms;

SD — OnucaHune cuctemsl;

SC — BO3MOXXHOCTM CUCTEMDI.

Address

Aapec ycTpoicTBa, KoTopblii nepegaetcs B LLDP-coobuweHusx.

Notifications

YKa3blBaeT, pa3pelleHbl nau 3anpeweHbl ysegomneHma LLDP.

Tabnunuya 104 — OnucaHue pesynbTaToB
Mone OnucaHue
Port Homep nopTa.
Device ID Nma nnn MAC-agpec cocegHero ycTpomncrsa.
Port ID NaeHTMdMKaTOp NopTa coceHero ycTpoicTaa.

System name

CucTemMHoe MMA yCTPOMCTBA.

Capabilities

[aHHoe none onucbIBaeT TMN yCTPOMCTBa:

B — Mocr (Bridge);

R — MapuwpyTtusatop (Router);

W — TouKa goctyna WI-FI (WLAN Access Point);
T-TenedoH (Telephone);

D — DOCSIS-ycTpoticto (DOCSIS cable device);
H — CeTeBoe ycTpolicTBo (Host);

r — NosTopuTenb (Repeater);

O — Tun HeunssecTteH (Other).

System description

OnucaHune coceaHero ycTpoicTea.

Port description

OnucaHue nopTa cocefHero YCTpOVICTBa.

Management address

Appec ynpasneHus yCTponcTBom.

Auto-negotiation support | OnpegenserT, NOALAEPKMBAETCA M aBTOMATUYECKOE ONpeaeneHne pexrma nopra.

Auto-negotiation status OnpepenseT, BKAOYEHA M NOALEPKKA aBTOMATUYECKOrO ONnpeaesieHna pexmnma

nopra.

Auto-negotiation
Advertised Capabilities

Onpegenset peskumbl, NoaaepKmBaemble QyHKLMEN aBTOMATUYECKOTO onpeaesieHuns
nopra.

Operational MAU type Pabouunit MAU-TMN ycTpolicTaa.

Mpumep HacTpoikm TLV-onunin Ha nHtepdeiice Gigabitethernet 1/0/1:

console (config) # set 1lldp enable
console (config) # interface gigabitethernet 1/0/1

(

(
console (config-if)# 1l1ldp tlv-select basic-tlv port-descr
console (config-if) # 1lldp tlv-select basic-tlv sys-name
console (config-if) # 1lldp tlv-select basic-tlv sys-descr
console (config-if) # 1lldp tlv-select basic-tlv sys-capab
console (config-if) # 1lldp tlv-select basic-tlv mgmt-addr ipv4 10.0.0.1
console (config-if)# 11ldp tlv-select dotltlv port-vlan-id
console (config-if) # 1lldp tlv-select dotltlv protocol-vlan-id all
console (config-if)# 1lldp tlv-select dot3tlv macphy-config
console (config-if) # 1lldp tlv-select dot3tlv link-aggregation
console (config-if)# 1lldp tlv-select dot3tlv max-framesize
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4.14.6 Hacmpoliika npomokona G.8032v2 (ERPS)

MpoTtokon ERPS (Ethernet Ring Protection Switching) npegHasHaueH gaa NoBbIWEHMA YCTOMYMBOCTU
N HAZEXHOCTM CeTU nepenayun AaHHbIX, UMeoLWen KOMbLEBYH TOMOMOMMUIO, 33 CYET CHUMKEHUA BPEMEHM
BOCCTAaHOB/IEHMA CETU B CAydae aBapuun. Bpems BOCCTAaHOBNEHMA He npeBbllwaeT 1 CeKyHAabl, Y4TO cylue-
CTBEHHO MEHbLUE BPEMEHWN NEPECTPOMKM CETU NPU UCMOSIb30BAHNN NPOTOKO/IOB CEMEICTBA spanning tree.

ERPS noppepaH TonbKo Ha mopenax MES2424, MES2424B, MES2424FB, MES2424P,

V MES2448, MES2448B, MES2448P, MES2410-08DP, MES2410-08DU, MES2420-48P,
MES2420B-24D, MES2420D-24DP, MES2411X, MES3400-24, MES34001-24, MES3400-24F,
MES3400-48, MES3400-48F, MES3710P.

KomaHObI pexcuma 2a06ana6HolU KOHguU2ypayuu

Buza 3anpoca KOMaHAHOW CTPOKM peXxnma rnobanbHoM KoOHPUrypaumu:
console (config) #

Tabanuya 105 — KomaHgb! pexkruma rnobanbHoi KoHdurypaumm
3HayeHue/3HayeHue no

KomaHoa Aelicmeue
YMOAYAHUIO
shutdown aps ring OTkntounTb paboty moayns ERPS Ha ycTpoii-
cTBe.
JAaHHaA KomaHAa OTKAYaeT paboty
.’ moayna ERPS c 6e3Bo3BpaTHbIM yaa-
-/Mopy b Bbik04eH NeHnem Bcex HacTpoek 6noka ERPS.
no shutdown aps ring Paspewntb paboty moayna ERPS Ha yctpoir-
cTBe.
aps ring enable Paspewntb paboTy npoTtokona ERPS.
- -/BbIKNIOYEHO
no aps ring enable 3anpeTtutb paboTy npoTtoKosa ERPS.
aps ring vlan-group-manager {erps | Bbibop MeHeaKepa rpynnupoBKu vian.
mstp} -/mstp
aps ring group ring_id Co3pgatb ERPS-konbLO.

ring_id: (1..4294967295)

no aps ring group ring_id Yaanutb ERPS-konbuo.

aps group name name ring group name: (1..35) cumBonos 3a4aTb UMSA KOJbLy.

ring_id ring_id: (1..4294967295)

aps ring notification enable BKAtounTb cobbiTmA paboTbl Konbua ERPS.
-/BKOYEHO

no aps ring notification enable OTKAtoUnTL CobbITMA paboTbl Konbua ERPS.

aps ring map vlan-group vian-group-id | d: (0.6 Co3zgatb vlan-rpynny ¢ pobasneHve unu
{add | remove} vian_list vian-group-ia: (0..64) yaaneHvem vlan.

- - vlan_list: (1..4094)
no aps ring vlan-group vian-group-id Yganutb vlan-rpynny.
aps ring proprietaryClearFS {enable |
disable}

M3MeHUTb peXxnum BOCCTaHOB/IEHMA KOJIbL,A NPU

-/BKNtOYEHO .
/ ounctke forced switch.

KomaHObI pexcuma KoHguypayuu npomokonaa ERPS

BuAa 3anpoca KOMaHAHOWM CTPOKM B pexxume KoHPurypaumm konoua ERPS:

console# configure terminal
console (config)# aps ring group 1
console (config-ring)#

Tabnmua 106 — KomaHabl pexmma KoHpurypaumm konbua ERPS:
3HayeHue/3HayeHue no
YMOAYAHUIO
aps clear - Ypanutb HacTpoiku force/manual switch.

KomaHoa Aelicmeue
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! Tonbko ana Bepcum v2.

aps compatible version {v1 | v2}

-/v2

Bbibop pekuma COBMECTUMOCTU C  ApYrvMmu
BepcMAMKM NpoTokoaa G.8032.

aps force {gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po}

no aps force

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
po: (1..64);
-/BbIKNIOYEH

Bkatountb pexkum force switch ¢ 6n10kmMposKoit
YKa3aHHOro nopra.

OTkAtounTh pexkum force switch.

! TonbKo ana sepcum vl.

aps manual {gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po}

no aps manual

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
po: (1..64);
/BbIK/OYEH

BKAtounTb perkmm manual switch ¢ 610kuMpoBKoi
yKasaHHoro nopra.

BbIkNtounTb pexkum manual switch ¢ 610Kknpos.-
KOW yKasaHHOro nopra.

! Tonbko ana sepcum v1.

aps main ring id ring-id

ring-id: (1..4294967295)

YKasaTb OCHOBHOE KO/bLO A4/ AAHHOro noag-
KONbLA.

aps map vlan-group vian-group-id

vlan-group-id: (0..64)

MpuBAsaTb vlan-rpynny K Kosbuy.

’ TonbKo gna pexxuma service-based.
.

aps neighbor {gigabitethernet gi_port
| twopointfivegigabitethernet
two_port | tengigabitethernet te_port
| port-channel po}

no aps neighbor

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
po: (1..64);
JOTKNO4EHO

HactpouTb ponb cocega ans rpl-nopra.

C6pocuTb ponb rpl-nopTa.

aps owner {gigabitethernet gi_port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po}

Nno aps owner

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
po: (1..64);
/OTKAOYEHO

Hactpouts posb Bnagenbua rpl-nopra.

C6pocuTb ponb rpl-nopTa.

aps propagate-tc [status {enable |
disable} | ring-ids ring_id]

no aps propagate-tc

ring_id: (1..4294967295)
/OTKAOYEHO

BKAOUMTbL OTNpaBKy curHana oumctkm MAC-
TabAnupbl B OCHOBHOE KOJIbLLO MPU NepecTpoeHnn
nogKonbLa.

OTKAIOYUTL OTNPaBKY curHana ounctkm MAC-
TabAMLpbl B OCHOBHOE KOJ/IbLLO NPU NepecTpoeHnm
noAKonbLa.

aps protection-type {port-based |
service-based}

-/port-based

MN3MeHWTb TN 3aWuTbl KOoNbLA

- port-based — PaboTaeT ToNbKO C HyneBow
vlan-rpynnoi;

- service-based — Mcnonb3yertca ¢ KOHKPETHbIMMU
vlan-rpynnamm.

aps revert Bbibop perkmma paboTbl KobLa.
-/BKNIOYEHO
no aps revert
aps subring-without-virtualchannel . OTKAtounTh virtualchannel B paboTe ¢ sub-ring.
. -/disable
{enable | disable}
aps group active AKTUBaLMA KOMbLA.
no aps group active -/OTKAOYEHO OTKAlOYEHME KObLa.

aps timers guard value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) munyT

(0..86400) cekyHa, /500 mc

YcTaHoBKa Taimepa 6/10KMpyloLLero ycTapesLlumne
R-APS coobuieHus.

aps timers hold-off value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cekyHa /0 mc

YcTaHOBKa Talimepa 33afeprKKM peakuun Kom-
MYTaTopa Ha U3MEHEHWEe B COCTOAHUMN.
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aps timers periodic value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cekyHz /5000 mc

YcTaHOBKa MHTepBana nepegauv RAPS pdu.

aps timers wtb value {hours |
milliseconds | minutes | seconds}

value (0..24) yacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cekyHg /5500 mc

YcTaHOBKa TaliMepa 3a4epiKKM Moc/ie OYUCTKU
coctosaHua force/manual switch.

aps timers wtr value {hours |
milliseconds | minutes | seconds}

value (0..24) vacos
(0..86400000) mc
(0..1440) muHyT
(0..86400) cekyHa /300 ¢

YcTaHOBKa Talimepa, KOTOpbIA 3anyckaetcs Ha
RPL Owner kommyTaTope B revertive-pexxmme.
Ucnonb3yetca AnAa npepoTBpaALLeHUA  YacTbixX
3aWMTHBIX NEPEKNOYEHUN U3-32 CUTHANOB O
HEWCMNPABHOCTSAX.

aps working level Jeve/

no aps working level

level: (0..7)/0

HacTtpoiika yposHs Maintenance domain (MD).

Yaanutb fomeH Maintenance domain (MD).

aps working west {gigabitethernet
gi_port | twopointfivegigabitethernet
two_port | tengigabitethernet te_port
| port-channel po} east
{gigabitethernet gi _port |
twopointfivegigabitethernet two_port
| tengigabitethernet te_port | port-
channel po} vlan vian-id

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
po: (1..64);
vlan-id: (1..4094)

Hactpoiika west, east nopToB c yKasaHuem
cnyxkebHoro vlan (R-APS VLAN). B nepsyto
o4yepenb 3agaeTca west-noprt, 3aTem east-nopr.

KomaHObI pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabnnua 107 — KomaHgbl pexkuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue no
YMOMYAHUIO

Aeiicmeue

show aps ring

BbiBoa MHbOpmMmaLmmn 06 obwem coctosHun ERPS
N COCTOAHWUM BCEX HAaCTPOEHHbIX KoseLl,.

show aps ring configuration

BbiBog MHGOPMaUUMKM O KOHOUTYPALMK KOJbLA.

show aps ring global info

BbiBog MHGOpMaumm o coctosiHum moayns ERPS.

show aps ring group ring id

id: (1..4294967295)

BbiBoA MHGOPMALMM O COCTOSHUU KOHKPETHOTO
KO/bLA.

show aps ring statistics

BbIBOA, CTAaTUCTUKM AN1A BCEX KOMbLEBbIX nopTOB.

show aps ring timers

BbiBoA MHPOpMauUmm o Bcex Tarimepax ERPS.

show aps ring vlan-group {vian-group-
id}

vlan-group-id: (0..64)

BbiBoA MHPopmaumum o vlan B vlan-rpynne.

[Mpumep Hacmpotliku ERPS

HacTtpounTb KonbLo ¢ naeHTMdrKaTopom 1. [1na NpoxoxaeHUs cnyKebHoro erps-TpaduKa B KOAbLLE UCMOJb-
3yetca vlan 1000 (r-aps vlan), vlan 1-999 3awmuieHHble (protected) gobasnensbl B 1 vlan-rpynny. MNopt
te1/0/1 asnaetca west-nopTtom, east-nopt te1/0/2, rpl-owner te1/0/1.

console (config) #vlan 2-1000

console (config-vlan) #vlan active

console (config-vlan) #exit

console (config) #no shutdown aps ring

console (config) #aps ring enable

console (config) #aps ring vlan-group-manager erps
console (config) #aps ring map vlan-group 1 add 1-1000
console (config) #aps ring group 1

console (config-ring) #aps working level 1

console (config-ring) #faps working west tengigabitethernet 1/0/1 east
tengigabitethernet 1/0/2 vlan 1000
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console (config-ring) #aps
console (config-ring) #aps

owner tengigabitethernet 1/0/1
protection-type service-based

( )
( )

console (config-ring) #aps map vlan-group 1
( )

console (config-ring) #aps

4.15 HactpoiKa npotokona OAM

group active

! ®dyHKuua Ethernet OAM He noapaep:kaHa B cTeke B TeKywieid Bepcum MNO.

OOJIKHbI nogaep*kmnsaTb ctaHaapT IEEE 802.3ah.

Ethernet OAM (Operation, Administration and Maintenance), |IEEE 802.3ah — ¢yHKUMKN YpPOBHSA
KaHana nepezayn AaHHbIX MPeacTaBAAOT cObOW NMPOTOKONA MOHMTOPUHIA COCTOAHWMA KaHana. B atom
NpoTOKoNe ANa nepeaayn MHGOPMAaLLMM O COCTOAHUM KaHana MeXAy HenocpeacTBEHHO MOAKNOYEHHbIMM
ycTpoiicteamm Ethernet ucnonwsyiotcs 6710KM gaHHbIX npotokona OAM (OAMPDU). O6a ycTtpolicTBa

KomaHObI pexcuma KoHgpu2ypayuu uHmepgeticos Ethernet

Buz 3anpoca KoMaHAHOM CTPOKM B pexxnume KoHurypaunmn nntepoeiicos Ethernet:

console (config-if) #

V Hactpoiika Ethernet OAM Tpebyetca ana ornpasku snmp-trap no cobbiTuio Dying Gasp.

Tabanua 108 — KomaHapl perkuma KoHourypaumm nHtepdeiica Ethernet

KomaHda

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

shutdown ethernet-oam

no shutdown ethernet-oam

-/MoAyNb BKAOYEH

OTkntounts paboty moayna Ethernet OAM Ha ycTpoWcTse.
JaHHaA KomaHAa oTKAlouaeT paboty moayna Ethernet
OAM c 6e3B03BpaTHbIM yAaNeHUEM BCEX HACTPOEK
6n0ka OAM.

Bkntountb paboty mopyna Ethernet OAM Ha ycTpolicTBe.

shutdown fault-management

no shutdown fault-
management

-/MOoAYNb BKAOYEH

OTKAounTb paboty moaynsa Fault-management Ha ycTpoiicTse.

[aHHaA KoMaHA[a oTKilovaet pabory mogyna Fault-

! management ¢ 6e3803BpaTHbIM yAaJeHUeM BCeX Hac-
Tpoek 6n10kKa Fault-management.

BkntoumTb paboty moayna Fault-management Ha ycTpoiicTee.

ethernet-oam enable

ethernet-oam disable

-/BbIKNIOYEHO

PaspewunTb paboty OAM.

3anpetutb paboty OAM.

ethernet oam link-monitor
frame threshold count

no ethernet-oam link-monitor
frame threshold

count: (1..900)/1

YCTaHOBWUTbL MOPOr KOAMYECTBa OLMBOK 3a YKasaHHbIM nepuog,
(nepnog, ycraHaBanBaeTca KomaHgo ethernet oam link-monitor
frame window).

BocctaHOBUTL 3HaYeHMe no YMONYaHULO.

ethernet-oam link-monitor
frame window window

no ethernet-oam link-monitor
frame window

window: (10..600)/100 mc

YCTaHOBWUTbL BPEMEHHOW MPOMENKYTOK AJ/1A MoACUYETa KOMYecTsa
owmnboK.

BoccTaHOBUTL 3HaYeHWe NO YMONYAHMUIO.

ethernet-oam link-monitor
frame-period threshold count

no ethernet-oam link-monitor
frame-period threshold

count: (1..900)/1

YcTaHoBWTb nopor gna cobbitna «frame-period» (nepuog, ycra-
HaBnMBaeTca KomaHgol ethernet-oam link-monitor frame-pe-
riod window).

BoccTaHOBUTL 3HaYeHWe NO YMOYAHMUIO.

ethernet-oam link-monitor
frame-period window window

no ethernet-oam link-monitor
frame-period window

window:
(Oxffff../123456..)

YCTaHOBWUTb BPEMEHHOM NPOMENKYTOK Ans cobbitua «frame-
period».

BoccTaHOBUTL 3HaYeHMe no YMONYaHUIO.
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ethernet oam link-monitor
frame-sec-summary threshold
count

no ethernet-oam link-monitor
frame-sec-summary threshold

count: (1..900)/1

YcTaHoBUTL nopor A5 cobbitna «frame-sec-summary» (nepuog,
ycTaHaBAuBaeTca KomaHgol Ethernet-oam link-monitor frame-
sec-summary window), B cekyHzax.

BoccTaHOBMTb 3HaUYeHMe no YMONYaHULO.

ethernet-oam link-monitor
frame-sec-summary window
window

window: (100..9000)/100

YCTaHOBWUTb BpEMEHHOM NPOMEXKYTOK ana cobbitna «frame-sec-
summary».

no ethernet-oam link-monitor me BoccTaHOBUTbL 3Ha4YeHWE N0 YMOAYaHUIO.

frame-seconds window

ethernet-oam mode YCTaHOBUTb perkum paboTbl NpoTokoana OAM:

{active| passive} Jactive - active — KOMmyTaToOp NOCTOAHHO oTnpasndaeT OAM PDU;

- passive — KOMmyTaTop HauyMHaet otTnpasnAaTe OAM PDU Tonbko
npu Haanumm OAM PDU co BCTpeYHOM CTOPOHbI.

ethernet oam
remote-loopback {deny |
disable | enable | permit}

-/BbIK/IIOYEHO

KomaHpaa ana ynpasneHua noagepkon GyHKUUKM 3aBOpoTa Tpa-
duka.

- deny — urHopupyet KomaHabl loopback;

- disable — 6nokupyeT loopback;

- enable — BkntouaeT KoHTpoIb AnA loopback;

- permit — BkatoYaeT 06paboTKy loopback.

ethernet-oam uni-directional
detection

no ethernet-oam
uni-directional detection

-/BbIK/OYEHO

BKAOUNTL PYHKLMIO OBHapYKeHWA O4HOHANPaB/iEHHbIX CBA3EM
Ha 6a3e npoToKkona Ethernet OAM.

BoccTaHaBnvBaeT 3HauYeHMe No YMOAYaHUIO.

ethernet-oam uni-directional
detection action
{log| errdisable}

no ethernet-oam
uni-directional detection
action

-/log

OnpegennTb pPeakuMio KOMMYTaTopa Ha OZHOHanpas/eHHYH
cBA3b:

- log — 3anuco B XKypHan;

- errdisable — nepesog nopTa B cocToAHne «error-disable», 3a-
NUCb B XKypHan u otnpaska SNMP trap.

BoccTaHOBUTb 3HaYeHME N0 YMONYAHUIO.

ethernet-oam uni-directional
detection agressive

no ethernet-oam
uni-directional detection
aggressive

-/BbIK/OYEHO

BK/OUYNTD arpeccuBHbIV pexnm onpepeneHna ogHoOHanpaBneH-
HOM cBA3K. Ecnv OT coceiHero ycTporcTea nepecTtatoT NpuxoanTb
Ethernet OAM-co0bLeHNs — IMHK MOMeYaeTCcs Kak O4HOHANpPaB-
JIEHHBIN.

BoccTaHOBUTL 3HaYeHMe N0 YMOHAHMUIO.

ethernet oam uni-directional
detection discovery-time time

no ethernet-oam
uni-directional detection
discovery-time

time: (5..300)/5 cek

YCTaHOBUTb BPEMEHHOW UHTEPBaA A5 ONpeaesieHUa TUMa CBA3n
Ha nopry.

BoccTaHOBUTL 3HaYeHMe no YMONYaHULO.

KomaHObI pexcuma 2n06asab6Hol KOHpuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOM KOHGUrypaumm:

console (config) #

Tabnnua 109 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuro

Aelicmeue

set ethernet-oam
{enable|disable}

-/disable

BkntounTb/BbikNounTs OAM B cucteme.

set ethernet-oam oui oui

oui: (aa:aa:aa)

3apatb OUI s OAM.
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KomaHObI pexcuma Privileged EXEC

Bce KomaHAabl AOCTYnNHbI ANA NPpUBUNETMPOBAHHOIO NOsIb30BaTENA. Bua 3anpoca KOMaH,D,HOVI CTPOKU

pexxknma Privileged EXEC:

console#

Tabanuya 110 — KomaHgb! pexknma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4YaHuro

Aelicmeue

show port ethernet-oam

OT06pasnTb MHGOPMALMIO O TEKYLLLEM COCTOSHUM 0am.

show port ethernet-oam
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

OT06pasnTb MHPOPMALMIO O TEKYLLEM COCTOAHUM O0am A/1A KOH-
KpeTHoro uHtepdeiica.

show port ethernet-oam
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port] neighbor

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

OT06pa3mnTb COCTOAHME CcOCeacTBYOWEN KOHbUrypauuu.

show port ethernet-oam
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
twopointfivegigabitethernet
two_port |tengigabitethernet
te_port] statistics

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

OT1o6pasuntb ctatuctuky OAM ana uHtepdeiicos/KOHKPETHOrO UH-
Tepdelica.

show port ethernet-oam{
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port } event-notifications

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

OT1o6pa3nte OAM HacTpoiKkK nopTa.

show ethernet-oam global
information

OT06pasunTb rnobanbHble HACTPOWKM 610Ka OAM.

Mpumep HacTpolikun Ethernet OAM:

console (config) # set ethernet-oam enable
console (config) # interface gigabitethernet 1/0/1
console (config-if) # ethernet-oam enable

4.16 lpynnosas agpecauums

’ ®yHKuuu IGMP 1 MLD He noaaepiKaHbl B cTeKe B TeKyweii Bepcum MO.
L ]

4.16.1 ®dyHKyusa nocpedHuka npomokona IGMP (IGMP Snooping)

®dyHKuMA IGMP Snooping Mcnosib3yeTcs B CETAX rPynmnoBon paccbiiku. OCHOBHOM 3agadveit IGMP

Snooping ABNAETCA npeaocrtaBieHne MHOroagpecHoro Tpad)VIKa TONbKO AnA Tex nopTtosB, KOTOpPble
3anpocunau ero.
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%

Moapep:uBarTca Bepcuu npotokona IGMP — IGMPv1, IGMPv2, IGMPv3.

’ ®dyHKuma rpynnosoii punbrpauum «bridge multicast filtering» BknoueHa no ymonyanuio.

ol

PacnosHaBaHWe NOPTOB, K KOTOPbIM NOAKAOYEHBI MHOFOA4PECHbIE MapLIPYTU3aTOPbl, OCHOBAHO HA

cneayrowmx cobbITUAX:

— IGMP-3anpocbl NPUHATBI HA NOPTY;

— naketbl npoTokosa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;

— MaKeTbl NPOTOKO/la MHOroaapecHoi mapwpyTtunsaummn Distance Vector Multicast Routing Protocol
(DVMRP) npuHATbI Ha nopTy;

— naketbl npoTokona MRDISC npuHATbI Ha NopTy;

— nakKeTbl NpoTokona Multicast Open Shortest Path First (MOSPF) npuHsTbI Ha NOpTY.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM peRmnma rnobanbHom KOHPUrypaLmm:

console (config) #

Tabnnua 111 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

shutdown snooping

no shutdown snooping

-/MO,CI,y}'Ib BKO4YeH

OTkAouUTL paboty moayns IGMP/MLD Snooping Ha ycTpocTse.
' JaHHaA KomaHpa oTKA4YaeT pabotry mopynA
= IGMP/MLD Snooping ¢ 6e3B03BpaTHbIM yAaneHnem

Bcex HacTpoek 6;10ka IGMP/MLD Snooping.

BkatounTtb paboty mogyns IGMP/MLD Snooping Ha ycTpoiicTse.

ip igmp snooping

no ip igmp snooping

-/BbIK/OYEHO

Paspewuntb ncnonb3osaHue dyHKkumn IGMP Snooping KommyTa-
TOpOM.

3anpeTutb ncnosib3oBaHue ¢yHKLMM IGMP Snooping KommyTaTo-
pom.

ip igmp snooping vlan vian_id

no ip igmp snooping vian
vlan_id

vlan_id: (1..4094)/8bI-
KNHOUEHO

PaspewnTtb ncnonb3osaHue dyHkumn IGMP Snooping KommyTa-
TOPOM AN1A AaHHOTro MHTepderica VLAN.
- vlan_id — vapeHTMdPnKaumoHHbIn Homep VLAN.

3anpeTutb ncnosib3oBaHue ¢yHKLMM IGMP Snooping KommyTaTo-
pom ans gaHHoro uHtepderica VLAN.

snooping authentication

no snooping authentication

-/BbIK/IIOYEHO

BkntounTb aBTopusaumto IGMP join rnobanbHo.

BbikntounTb aBTopmsaumtio IGMP join rnobanbHo.

snooping authentication
cache-time timeout

no snooping authentication
cache-time

timeout: (20-10000)
/600

HactpouTb TalimayT ans cache-tabanubl IGMP-agTopusaumu.

BepHyTb 3HaYeHWe No YMONYaHUIO.

ip igmp snooping vlan vian_id
mrouter {fastethernet fa_port
| gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

no ip igmp snooping vlan
vlan_id mrouter interface {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

Onpepenntb NOPT, K KOTOPOMY MOAK/AOYEH MapLupyTu3aTop
MHOroaZpecHoOM paccbiNkn ana 3agaHHoro VLAN.
- vlan_id — naeHTMdMKaumoHHbIn Homep VLAN.

YKasaTb, YTO K MOPTY He NOAKNOYEH MApLIPyTM3aToOp MHOroas-
PECHOW paccbINKu.

ip igmp snooping vlan vian_id
fast-leave

vlan_id: (1..4094);
-/BbIK/IIOYEHO

BkatounTb npouecc IGMP Snooping Immediate-Leave Ha Tekywei
VLAN. O3HayaeT, 4To NopT A0/IXKEH ObITb HEMeANIeHHO yAaieH U3
rpynnsl IGMP nocne nonyyexuns coobuieHma IGMP leave.
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no ip igmp snooping vlian
vlan_id fast-leave

OTKAounTb npouecc IGMP Snooping Immediate-Leave Ha Teky-
wewn VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_addr

vlan_id: (1..4094)/8bI-

BKAtOUMTb NOAMEHY KOMMYTAaTOPOM agpeca NCTOYHMKA Ha 3a4aH-
HbIN IP-agpec B nakeTax IGMP-report B ykazaHHom VLAN.
- ip_addr — IP-agpec, KoTopbiit byaeT ncnonb3oBaTbCs 414 Noa-
MEHbI.

MoameHa Ha 3aAaHHbIM agpec ANA TPaH3UTHOro Tpa-

! ¢$UKa NPOMUCXOAUT NPU BKAIOYEHHOM ip igmp snooping.

K/loeHo MoameHa Ha 3agaHHbIA agpec ana TpadukKa, ucxoaa-
wero c CPU KommyTaTtopa, — NPy BK/AOYEHHOM ip igmp
snooping u ip igmp snooping proxy-reporting.

no ip igmp snooping vian BbIKNtOUNTL NOAMEHY KOMMYTaTOPOM ajpeca MCTOYHUKA Ha 3a-
vlan_id replace source-ip AaHHbIN IP-agpec B naketax IGMP-report.
ip igmp snooping group-query- YCTaHOBWUTb MHTEPBa/N BPEMEHM B CEKyHAAX, Moc/ie KOToporo
interval value YCTPOMCTBO OTNPABAAET group-query Ha mrouter.

value: (2..5)

ip igmp snooping group-query-
interval

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

ip igmp snooping port-purge-
interval value

no ip igmp snooping port-
purge-interval

value: (130..1225)

YCTaHOBUTb MHTEPBAN BPEMEHW B CEKYHAAX, MO UCTEYEHUU KOTO-
poro mrouter yaanaetca, ecnm He nony4vaet IGMP reports.

OTKOUYNUTL HAaCTPOIMKY.

ip igmp snooping query-
forward all-ports

ip igmp snooping query-
forward non-router

-/non-router

BKHOUNTB OTNPABKY query BO BCe MOPTbI.

BKOUMTB OTNPABKY query B non-router-nopTol.

ip igmp snooping report-
suppression-interval value

no ip igmp snooping report-
suppression-interval

value: (1..25)/5

3agaTb MHTepBan (B cekyHaax), gna kotoporo IGMPv2 report ans
OJHOW M TOM e rpynnbl He ByayT nepeHanpas/ieHbl.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.

ip igmp snooping retry-count
value

no ip igmp snooping retry-
count

value: (1..5)

MaKcMasibHOE KOJIMYECTBO query, OTHOCALLMXCA K rpynne, oT-
npas/ieHHbIX HAa mrouter.

OTKAOUYUTL HACTPOMKY.

ip igmp snooping send-query
enable

ip igmp snooping send-query
disable

PaspelunTb Nnepegayy query-nakeTos Ha YCTPOCTBe.

3anpeTuTb Nepeaayy query-nakeTos Ha ycTpoMcTBe.

ip igmp snooping source-only
learning age-timer interval

no ip igmp snooping source-
only learning age-timer

interval: (130..1225)

YCTaHOBWUTb UHTEPBaA (B CEKYHAAX), NOCNe KOTOPOro NOPT yAans-
eTca, ecnn IGMP reports He nony4yeHbl.

OTKNOUUTL Talimep.

ip igmp snooping filter

no ip igmp snooping filter

-/BbIKNOYEHO

PaspewunTb ncnonb3oBaHue GyHKUMi unbtpaumm IGMP Ha vH-
Tepdelicax.

3anpetTuTb Mcnonb3oBaHue GyHKUMIN dunbTpaumm IGMP Ha mH-
Tepodelicax.

ip igmp snooping proxy-report-
ing

no ip igmp snooping proxy-re-
porting

-/BbIKNIOYEHO

BKAOUMTL NPOKCMpOBaHUE KAMeHTCKnX IGMP-3anpocos, a Takxke
camocToATenbHoe GpopPMUPOBaHME 3aMNpPOCOB B C/ly4ae HAaCTPOMKK
cratuyecknx IGMP-rpynn.

OTKAOUYNTL NPOKCUpPOBaHME KAneHTCKnX IGMP-3anpocos, a Tak-
e camocToaTenbHoe GopmMMpoBaHMe 3anpocoB B CAy4Yae HacT-
POWKK cTaTnyecknx IGMP-rpynn.

KomaHObI pexcuma kKoHgpuaypayuu VLAN (duanasoH VLAN 08)

console# configure terminal
console (config)# vlan 1,3,7
console (config-vlan-range) #
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Tabnnuya 112 — KomaHab! pexmuma KoHpurypauum VLAN

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ip igmp snooping replace
source-ip ip_addr

BKOYNTL MOAMEHY KOMMYTAaTOPOM aZpeca UCTOYHWMKA Ha 3a-
AaHHbIN IP-agpec B nakeTax IGMP-report.
-ip_addr — IP-agpec, KoTopblit byaeT Mcnonb30BaTbCA AN NOA-
MEHbl
MoameHa Ha 3aAaHHbIN agpec ANA TPaH3UTHOrO Tpa-
! $MKa nNpoUCXOAUT nNpU  BKAKOYEHHOM ip igmp
snooping. MogmeHa Ha 3apaHHbIA agpec AnA Tpa-
duKa, ucxogsawero c CPU kommyratopa, — nNpu BKAIO-
YeHHOM ip igmp snooping 1 ip igmp snooping proxy-
reporting.

no ip igmp snooping replace
source-ip

BbIKNOUMTb NOAMEHY KOMMYTAaTOPOM apeca UCTOYHMKA Ha 3a-
AaHHbIN IP-agpec B nakeTax IGMP-report.

ip igmp snooping cos cos

YcTaHOBUTbL 3HayeHue 802.1p gnsa IGMP-nakeTos, KoTopbie 6y-
AYT MCNo/Ib30BaTbCA KOMMYTAaTOPOM Ha MHTepdeice VLAN.

ip igmp snooping

no ip igmp snooping cos cos: (0..7)/- Ypanaet 3HaueHne metkn 802.1p gna IGMP-nakeToB Ha UHTep-
¢deiice VLAN.

ip igmp snooping version {v1 | YcTaHoBUTb Bepcuto npoTokona IGMP B VLAN.

v2 | v3} -/v3

YCTaHOBWTb 3HaY€HMEe MO YMOJIYAHUIO.

ip igmp snooping fast-leave

no ip igmp snooping fast-leave

-/BbIK/IIOYEHO

Bkntouaet pyHKumto fast-leave gns VLAN.

BbikntouaeT pyHKumio fast-leave ana VLAN.

ip igmp snooping max-
response-code value

no ip igmp snooping max-
response-code

value: (0..255)

YCTaHOBWTb MaKCMMasibHOE BpemsA OTBETa Ha 3anpoc, 3ajatoLue-
eca B Kode, rae of4Ha eanHMua Koda paBHa O4HOW AeCcATON ce-
KYHAbI.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

[time-out time]

no ip igmp snooping mrouter-
port {fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
time: (60..600)

CTaTMyecKn HacTpOUTb NOPTbI MappyTusatopa ana VLAN.
- time-out — MHTepBan OXMAAHUA 4O OYMCTKM NOPTA MAPLUPYTH-
3aTopa ana uHTepdeica VLAN.

Ypanutb yKasaHHble NopTbl mapwpyTtusatopa ana VLAN.

ip igmp snooping mrouter-port
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port } version {v1 | v2 | v3}

no ip igmp snooping mrouter
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port} version

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

Hactpoutb Bepcuto IGMP ana nopTta mapwpyTtusatopa gnsa VLAN.
-vl — IGMP snooping Version 1;
-v2 — IGMP snooping Version 2;
-v3 — IGMP snooping Version 3.

YCTaHOBUTb BEPCUIO MO YMONYAHUIO.

ip igmp snooping multicast-vlan
profile index

no ip igmp snooping multicast-
vlan profile

index: (1..4294967295)

MpwueasaTb multicast-npodunb ¢ 3agaHHbIM MHAEKCOM K VLAN.

Ypanutb npmeAsky K VLAN.

ip igmp snooping querier

-/BbIKNIOYEHO

BKkntounTb noapep KKy Bblgayumn 3anpocoBs igmp-query KommyTa-
TOpom BO VLAN.
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no ip igmp snooping querier

BbIkntOUNTL NOAAEPKKY BblAAUYM 3aNPOCOB igMp-query KommyTa-
Topom 8o VLAN.

ip igmp snooping query-interval
interval

no ip igmp snooping query-
interval

interval:
(60..600)/BbIKNtO4EHO

YCTaHOBWTb TalimayT, MO KOTOPOMY CMCTEMA OTNPABAAET OCHOB-
Hble 3anpocbl BCEM y4aCTHMKaAM rpynnbl MHOrOaApecHoi nepe-
Aaun AnA NPOBEPKM UX aKTUBHOCTH.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

ip igmp snooping sparse-mode
enable

ip igmp snooping sparse-mode
disable

-/BbIK/IIOYEHO

BKAIOUNTE pexMM OUAbTPaLUKM He3aperMcTpMpoBaHHOMO Tpa-
¢duka B VLAN.

OTKAIOUUTDL perUM GUAbTPALMU HE3apPErucTPMPOBaHHOMO Tpa-
¢duka B VLAN.

ip igmp snooping static-group
ip_addr [ports ports]

no ip igmp snooping static-
group ip_addr

Co3faTb CTaTMYECKYHO 3anNuCh B TabauLLe rpynnoBoi agpecaunm.

Y4anutb cTaTMYeckyto 3anucb u3 Tabauubl rpynnoBoli agpeca-
Lmn.

ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

no ip igmp snooping blocked-
router {fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port port-channel group}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

BkntounTb oTOpacbiBaHMe Query Ha HTepdelice.

BbIkntounTb oTbpackiBaHne Query Ha nHTepdelice.

KomaHObI pexcuma KoHgpu2ypayuu uHmepaeltica (QuanaszoHa uHmepgelicos) Ethernet

Buz 3anpoca KOMaHAHOW CTPOKM peXnma KoHouUrypaumm nHtepdeica:

console (config-if) #

Tabanua 113 — KomaHapl perkuma KoHourypaumm nitepdeiica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport multicast-tv vilan
vlan_id [tagged]

no switchport multicast-tv vian

vlan_id: (1..4094)

BkaounTtb nepeHanpasneHve IGMP-3anpocoB M3 KAMEHTCKMX
Vlan B Multicast Vlan n mynbTuKkactoBoro Tpaduka B KAMEHTCKUe
Vlan B HeTermposaHHOM BUZE.

- tagged — BkntounTb nepeHanpasneHne IGMP-3anpocoB 13 Kau-
eHTckux Vlan B Multicast Vlan u mynbTuKactoBoro TpadumKa B Kau-
eHTcKkMe Vlan ana nHtepdeiica B TerMposaHHOM Buae.

BbikntounTb nepeHanpasneHne IGMP-3anpocoB C KAMEHTCKMX
Vlan B Multicast Vlan n mynbTuKkactoBoro Tpaduka B KAMEHTCKUE
Vlan gna nHtepdeica B pexmme «access».

limit

ip igmp snooping limit groups

no ip igmp snooping limit

-/BbIK/OYEHO

YCTaHOBWTb OrpaHMYeHne No KOAMYECTBY rpynn Ha uHTepdeiice.
Ana pabotbl TpebyetcA KomaHga ip igmp snooping
e filter.

CHATb OorpaHu4eHune Ha KoOInYecTBo rpynn.

ip igmp snooping filter-
profileld filter-id

no ip igmp snooping filter-
profileld

-/BbIK/IOYEHO

Bknatountb dunbTpaymio no filter-id Ha nHtepdeiice.

OTkNtounTL dunbTpaumio no filter-id Ha nHTepdeiice.

ip igmp snooping leavemode
{exp-hosttrack | fastleave |
normalleave}

-/normalleave

YCTaHOBUTL peXkuM leave Ha UHTepdelice.

- exp-hosttrack — c oTcnexnsaHvem xocTos;

- fastleave — ypaneHuve cpasy nocne nonyyeHus leave;

- normalleave — peXXum no ymonyaHmio.

[Ona paboTbl TpebyeTcs KomaHAa snooping leave-process config-
level port.
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ip igmp snooping trusted

no ip igmp snooping trusted

-/BbIKNOYEHO

BkntounTb pexkum posepua IGMP Snooping Ha uHTepodeiice.

Ha poBepeHHbIl MHTepdec He pacnpoCcTpaHAeTcs AeNCTBUE KO-
MaHg, ip igmp snooping proxy-reporting u ip igmp snooping
replace source-ip.

BbIK/IOUNTb PEXUM L0BEPUA HA MHTepdelice.

ip igmp snooping authentica-
tion radius [required]

no ip igmp snooping
authentication

-/BbIKOYEHO

BkntounTtb IGMP-aBTOpM3aumio Ha nHtepdeiice.
- required — 3anpeTnTb 06paboTKy IGMP join npu HegocTynHO-
ctn RADIUS-cepBepa.

BepHyTb 3Ha4YEHME MO YMONYaHUIO.

ip igmp snooping
authentication forward-first

no ip igmp snooping
authentication forward-first

-/BbIKNOYEHO

Bkatounts onuuto forward-first, npu koTopoii IGMP join 6yayT 06-
pabatbiBaTbCA NEPeA, UX aBTOpU3aLMeit Ha cepeepe.

BepHyTb 3HaYeHMe Mo YMOAYaHUIO.

ip igmp sn authentication
exception mcast profile profile
no ip igmp sn authentication
exception mcast profile

MpueasaTb multicast-npodune ana IGMP-aBTopusaumnm Ha MH-
Tepdelic.

BepHyTb 3HaYeHWe No yMmoa4YaHuio.

[pumep HacMpPoUliku MOONUCKU HO CMamuyYecKkue 2pynmnbi

console# configure terminal
console (config)# wvlan 10
console (config-vlan)# wvlan active
console (config-vlan)# ip igmp snooping static-group 232.0.0.1
(
(

console (config) # ip igmp snooping

console (config) # ip igmp snooping proxy-reporting

Mpumep Hacmpoliku MVR

B npumepe gigabitethernet 1/0/1 - mrouter-port, fastethernet 1/0/1 - KnMeHTCKUIt nopT

console (config)# wvlan 10,100

console (config-vlan)# vlan active

console (config-vlan)# exit
console (config)# ip mcast profile I

(

(

(

(

console (config-profile)# permit
console (config-profile)# range 232.0.0.1 232.0.0.5
console (config-profile)# profile active

console (config-profile)# exit

console (config) # snooping multicast-forwarding-mode ip
console (config) # ip igmp snooping

console (config)# ip igmp snooping vlan 100

console (config)# ip igmp snooping multicast-vlan enable
console (config)# wvlan 100

console (config-vlan)# ip igmp snooping multicast-vlan profile 1
console (config) # interface gigabitethernet 1/0/1
console (config-if)# switchport mode trunk

console (config-if)# exit

console (config) # interface fastethernet 1/0/1

console (config-if)# switchport mode access

console (config-if)# switchport access vlan 10

console (config-if)

console (config-if)

switchport multicast-tv vlan 100
exit

#
#

KomaHOwbi pexcuma EXEC

Bce KOmaHAb! AOCTYMNHbI TOALKO 414 NPUBUAETMPOBAHHOIO NO/Ib30BaTENA.

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#
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Tabnunua 114 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue

Aelicmeue
1o ymon4aHuio

show ip igmp snooping mrouter

MNokasaTtb nHpopmaLmtio 06 nsyyeH-
- HbIX MHOTOaAPeCcHbIX MapLIpyTM3a-
TOpax B yKasaHHou rpynne VLAN.

show ip igmp snooping groups

MNokasaTtb nHpopmaLmio 06 n3yyeH-

HbIX ~ MHOrOaZpecHbIX  rpynnax,
y4acTBylOLWMX B TrPynnoBon pac-
Cbl/IKe.

clear ip igmp snooping groups [vlan vian-id]

Ounctute Tabauuy rpynn nosaHo-

vlan_id: (1..4094) CTbO U/IM B yKa3aHHOM VLAN.

show ip igmp snooping authentication cache
[interface {fastethernet_fa_port_| gigabitethernet gi port |
twopointfivegigabitethernet two_port |

tengigabitethernet te_port | port-channel group}]

fa_port: (1..8/0/1..24); IGMP-
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);

group: (1..64)

MpocmoTp cache-Tabanubi
aBTOpU3aLMM.

4.16.2 Mpasuna 2pynnosoli adpecayuu (multicast addressing)

[aHHbIA KnacCc KOMaHA npeAHasHayeH AnA 3afaHua npasuAa rpynnoBON agpecaunm B CeTU Ha
KaHaNbHOM M ceTeBOM ypoBHAX moaenm OSI.

KomaHObI pexcuma 2a06anab6HolU KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peXxnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnunua 115 — KomaHabl pexkmma rnobanbHol KoHUrypaumm

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ip igmp snooping multicast-
vlan enable

ip igmp snooping multicast-
vlan disable

-/BbIK/IIOYEHO

BkAtounTb GyHKLMIO rpynnosoi puabTpaumm.

BbIKNHOUNTL GYHKLMIO rPYNNoBoMn GpuabTpauuu.

snooping multicast-
forwarding-mode ip

HacTtpausaet perkum 06paboTkm multicast-tpaduka no IP-agpecy.
B gaHHOM pexXume yactb multicast-tpadpuka nepexsatbi-

snooping leave-process config-
level vlan

-/mac H BaeTcA ycTpoiictBom Ha CPU.
snooping multicast- HactpaunBaet pexum obpaboTkm multicast-tpadpmka no MAC-aa-
forwarding-mode mac pecy.
snooping leave-process config- OnpepenseT ypoBeHb KOHPUrypaLmm mexaHM3moB 06paboTku oT-
level port _Avlan nycka (KoHourypaumm Ha ocHose VLAN niv Ha ocHoBe nopTa).

YCTaHOBUTb 3HaYeHue no YMOI4aHUIO.

snooping report-process
config-level all-ports

snooping report-process
config-level non-router-ports

-/non-router-ports

YKasblBaeT Ha Kakux noptax obpabaTbiBatoTca nosyyeHHble IGMP
report ot xocta. IGMP report moryt o6pabatbiBaTbCA Ha BCEX MOP-
Tax UM Ha NOPTax, KOTOPble He ABAAIOTCA mrouter-nopTamu.

YCTaHOBUTb 3HaYeHMe N0 YMOJTHAHUIO.

4.16.3 MLD snooping — npomoKos1 KOHMpPoaa MHO20a0pecHo20 mpaguka e IPvé

MLD snooping — MexaHM3M MHOroafpecHOM Paccbi/IKM COOBLEHNA, MO3BONAOWMNIA MUHUMU-
3MpOBaTb MHOTOaApPecHbIN TpaduK B IPv6-ceTax.

v/

B TeKyuwieii Bepcum MO He nogpepKusaerca Ha moaenax MES2448B, MES2411X, MES3710P.
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KomaHObI pexcuma 2106aa6Hol KoOHGuU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexknma rnobasnbHoM KOHPUrypaLmm:

console (config) #

Tabnnuya 116 — KomaHgbl rnobanbHOro perkmma KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuio

Aelicmeue

ipvé mid snooping

no ipvé mld snooping

-/BbIK/IOYEHO

Bkatountb MLD snooping.

OTkAto4MTL MLD snooping.

ipvé mld snooping group-
query-interval interval

no ipvé mld snooping group-
query-interval

interval: (2..5)/2

YCTaHOBWTb TaliMayT, MO KOTOPOMY CUCTEMA OTMNPAB/IAET OCHOBHbIE
query-3anpochi.

YCTaHOBWTb 3Ha4YeHMe N0 YMOYAHMUIO.

ipvé mld snooping mrouter-
time-out time

YCTaHOBUTb BPEMA OXMAAHMA OYMUCTKM MOPTa OTCAENKMBAKOLLETO
MapLlupyTsaTopa MLD, nocie KOTOPOro NopT yAanaerca, ecnm He

time: (60..600) nosy4eHbl controlpackets mapwpytusatopom MLD.
no ipv6 mid snooping mrouter- YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.
time-out
ipvé mid snooping port-purge- 3apaTb MHTEPBaa BpEMEHM OYUCTKM NopTa oTcaexkmBaHua MLD, no-
interval interval interval: cne KoToporo nopt yganaetca, ecnm MLD-reports He nosyyeHbl.

no ipvé mld snooping port-
purge-interval

(130..1225)/260

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

ipvé mld snooping proxy-
reporting

no ipv6 mid snooping proxy-
reporting

-/BbIK/IIOYEHO

BkntounTb GyHKLMIO proxy-report Ha ycTponcrse.

BbIKNtOUNTb GYHKLUMIO proxy-report Ha yCTpoiicTBe.

ipvé mld snooping report-
forward {all-ports | router-
ports}

no ipvé mld snooping report-
forward

-/router-ports

YKasaTb HanpasneHue IGMP report: Bo Bce noptbl VLAN wan
TONbKO Ha NOPTbl poyTepa.

YCTaHOBUTb 3HAYEHME MO YMOJIHAHUIO.

ipvé mld snooping report-
suppression-interval interval

no ipvé mld snooping report-
suppression-interval

interval: (1..25)

YCTaHOBWTb BpEMEHHOM MHTEpPBa 3anpeTa nepegayn MLDvSnoop-
ing-reports, B Te4eHMe KOToporo cooblueHunsa otyeto MLDv1 He by-
OyT NepeHanpaBaAaTbCA Ha MOPTbl MaplipyTU3aTopa A/1A TOWN Ke
rpynnol.

YCTaHOBUTb 3HAYEHME MO YMONHYAHMUIO.

ipvé mld snooping retry-count
interval

no ipvé mld snooping retry-
count

interval: (1..5)/2

YCTaHOBUTb MaKCMMa/IbHOE KOIMYECTBO rPynnoBbIX 3aMpocoB, OT-
npaB/seMbiX Ha MOPT NPW Nosy4YeHumn coobweHna MLDv1.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipvé mld snooping send-query
enable

ipvé mld snooping send-query
disable

-/disable

BKAtounTb dyHKLMIO Nepesayum 3anpocos MLD npu usmeHeHUn To-
nosoruu.

BbIkNtoUnTb GyHKLMIO Nepesaum 3anpocos MLD npu nsmeHeHum
TONONOTMN.

KomaHOb1 pexcuma KoHguaypayuu VLAN (duanasoH VLAN og)

console# configure terminal
console (config)# wvlan 1,3,7
console (config-vlan-range) #
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Tabnunua 117 — KomaHabl pexxmma KoHourypauum VLAN

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

ipvé mid snooping mrouter {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

No ipv6 mld snooping mrouter
{ fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);

MpuBA3aTbh NOPT OTCAEXKMBaAtOWero mapwpytmusatopa MLD K VLAN.

two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

YaanuTb NopT oTCAeXusatowero mapwpytnsartopa MLD us VLAN.

ipvé mld snooping version {v1
| v2}

ipvé6 mld snooping version

-/v2

HacTtpoutb Bepcuto otcnexkmsanna MLD B VLAN.
-vl — MLD snooping Version 1;
-v2 — MLD snooping Version 2.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

KomaHOwb! pexcuma EXEC

Bce KomaHAbl AOCTYMHbI TO/ILKO ANS MPUBUNETMPOBAHHOIO MO/1b30BaTeNA.

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console#

Tabnunua 118 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuo

Aelicmeue

show ipv6 mid snooping global

OT06pasunTb rnobanbHble HacTpoiku MLD.

show ipv6 mid snooping vlan
vlan_id

OTobpasnTb MHPopMmaLuuio o KoHburypauumn MLD-snooping ana
naHHou VLAN.

4.16.4 ®dyHkyuu ozpaHuveHusa multicast-mpaguka

®yHKUMKM orpaHuyeHma multicast-Tpaduka ncnonbsyloTca Ana yaobHOM HAcTPOMKM orpaHuMYeHun
NPOCMOTPa onpeaeneHHbIX rpynn MHOTOaAPECHOW PACChINKU.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobasbHOM KOHPUrypaumm:

console (config) #

Tabnnua 119 — KomaHabl pexkmuma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

ip mcast profile index
[description]

no ip mcast profile index

index: (1..4294967295);
description: (1..128)
CMMBOJ/I0B

Co3gaTtb multicast-npodunb 1 nepeinTn B pexknm ero KoHdu-
rypUMpoBaHus.

Ypanute multicast-npoduns.
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KomaHObI pexcuma KoHgu2ypayuu multicast-npogunsa

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm multicast-npoduns:

console (config-profile) #

Tabnnua 120 — KomaHab! pexkuma KoHdurypaumm multicast-npodunsa

Komanda 3HaveHue/3HayeHue Onucanue
no ymosn4aHurw
range first_group_ip 3apaTb AMana3oH afpecoB-UCcTOYHMKOB multicast-Tpaduka.
last_group_ip Ecnv 3apaTb TONbKO OAMH afpec, OH CTaHeT eaUHCTBEHHbIM UC-
- TOYHWUKOM MY/IbTUKACTA.
no range first_group_ip YAanuTb AMana3oH aApecoB-UCTOYHMKOB multicast-Tpadumka.
last_group_ip
permit B cnyyae HecooTBeTCTBMA OAHOMY M3 334aHHbIX AMANas’oHOB,
-/deny IGMP-report 6yayT nponycKaTbes.
deny B cnyyae HecooTBeTCTBMA OAHOMY M3 33[aHHbIX AMANas’oHOB,
IGMP-report 6yayT oTbpacbiBaTbCA.
profile active AKTMBMpPOBaTb paboTy npopuns.
no profile active ) [eakTnBmpoBaTtb paboTy npodpuns.

KomaHObI pexcuma KoHguaypauuu VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmMme KoHdurypaumm VLAN:

console (config-vlan) #

Tabnnua 121 — KomaHabl pexuma KoHpurypauum VLAN

3HaveHue/3HayeHue
KomaHda / OnucaHue
10 yMoA4aHuio

ip igmp snooping multicast-
vlan profile profile

index: (1.. 4294967295) MpuBA3aTb YKaszaHHbIN npoduab K VLAN.

4.16.5 KoHndpuzypayus IGMP proxy

®PyHKUMA MHoroagpecHon mapwpytnsaumm IGMP Proxy npegHasHayeHa Afa peanusauumu
YNPOLLEHHOW MapLUPYTM3aLMN MHOTOAAPECHbIX AAHHbIX MEXAY CETAMMU, yNpaBiseMon Ha OCHOBAHUU
npotokona IGMP. C nomouwpto IGMP Proxy ycTpoicTBa, He Haxogsalwmeca B O4HOM CETU C CepBEPOM
MHOT0aZpeCHOM PACCbIIKM, UMEIOT BO3MOXKHOCTb NOAKAOYATLCSA K MHOTOaAPECHbIM Fpyrnam.

MapLpyTm3auma OCYLLeCTBAAETCA Mexay WHTepdeincom Bbiwectosawen cetu (uplink) u
nHTepdelricamm HuxectoAawmx ceteli (downlink). Mpu saTom Ha uplink-uHTepdeitice kKommyTaTop BegeT
ceba Kak 06bl4HbIV NoslyYaTeNb MHOroagpecHoro TpaduKka (multicast client) u popmmpyeTt cobcTBEHHBIE
coobueHns npotokona IGMP. Ha untepdeiicax downlink kKommyTtatop BbiCTynaeT B KayecTBe cepsepa
MHOTroagpecHOM paccblikn n obpabaTbiBaeT coobeHusa NnpoTokoaa IGMP oT ycTpoicTs, NOAKNOYEHHbIX
K 3TUM MHTepdercam.

l dYHKUMA noanepKUBaeTCA TONAbKO Ha moagenax MES2424, MES2424B, MES2424FB,

N MES2424P, MES2410-08DP, MES2410-08DU, MES2420D-24DP, MES2448, MES2448B,
MES2448P, MES2411X, MES3400-24, MES34001-24, MES3400-24F, MES3400-48, MES3400-48F,
MES3710P.

KomaHObI pexcuma 2a06asabHol KoOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHOM KOHGUrypaunm:

console (config) #
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Tabnnua 122 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3Ha4yeHue no
YMOMYAHUIO

Aelicmeue

set ip igmp enable

set ip igmp disable

BkntoumTtb moaynb IGMP rnobansHo.

-/BbIK/IOYEHO

BbIkntounTb moaynb IGMP rnobanbHo.

ip igmp proxy-service

no ip igmp proxy-service

BkntounTb PpyHKUMIO IGMP proxy rnobansHo.

-/BblK/IOYEHO

BbIKkntounTb GpyHKUMIO IGMP proxy rnobanbHo.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgeticos VLAN

Buza 3anpoca KoMaHAHOM CTPOKM B pexknume KoHdurypaumm nutepoeicos VLAN:

console (config-if) #

Tabnunuya 123 — KomaHgbl pexkmma KoHpurypaumum nHtepoericos VLAN

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

set ip igmp enable

-/BbIK/OYEHO

set ip igmp disable

Bkntounte moaynb IGMP Ha uHTepdetice. UHTepdeiic
nosyyaet ponb Downstream ana ¢yHKkuumn IGMP proxy.

BbIkntounTb Moaynb IGMP Ha nHTepodeiice.

ip igmp-proxy mrouter

-/BbIK/IOYEHO

no ip igmp-proxy mrouter

Onpegenutb ponb Upstream ana uHTepdeitca IGMP
proxy.

Y6paTtb ponb Upstream ¢ nHtepdelica.

ip igmp-proxy mrouter-version
version

version (1..3)/3

YctaHoBUTb Bepcuto IGMP Ha Upstream-untepdelice.

ip igmp-proxy mrouter-time-out
timeout

timeout (60...600)c/125

YcTaHOBWUTL Taimep mrouter purge, nocne UCTeYeHus
KoToporo sepcua IGMP Ha Upstream-uHTepdeiice cme-
HUTCA Ha CKOHOUIYpUMPOBaHHYKD KOMaHAoMW ip igmp-
proxy mrouter-version. Tamep nepesanyckaeTca Kax-
Obli pas nocne nonyvyeHua Query Ha Upstream-
UHTepodelic.

ip igmp immediate-leave

no Ip igmp immediate-leave

-/BbIK/OYEHO

Bkntountb PpyHKumto IGMP fast-leave Ha Downstream-
nHTEpodelice.

Bbikntountb PpyHKuMo IGMP fast-leave Ha Downstream-
nHTepodelice.

ip igmp explicit-tracking

no ip igmp explicit-tracking

-/BbIK/OYEHO

BKAOUNTE  OYHKLMIO OTCAEKMBAHWUA KAMEHTOB ANA
6bICTPOro yAaneHua NOAMUCKM npu nonyvyeHun IGMP
leave Ha Downstream-uHTepdeiice.

BbIKNOUNTL PYHKLUUIO OTCNEKMBAHUA KAMEHTOB ANA
6bICTPOro yzAaneHua NOANUCKM npu noaydyeHun IGMP
leave Ha Downstream-uHTepdeiice.

Ip igmp query-interval interval

no Ip igmp query-interval

interval (30...31744)c/125c¢

YcTaHOBWUTL MHTepBan otnpasku IGMP General Query
Ha Downstream-uHTepodeiice.

BepHyTb MHTepBan otnpasku IGMP General Query Ha
Downstream-uHTepdeiice No ymonyaHutio.

ip igmp last-member-query-
interval value

no ip igmp last-member-query-
interval

value (1-255 )mc/10 mc

YcTaHOBUTL 3HaYyeHue B Mc last-member-query-interval
B coobueHuax IGMP group specific query.

BepHyTb 3HayeHue last-member-query-interval B coo6-
weHunax IGMP group specific query no ymonyaHutio.

ip igmp query-max-response-time
value

no ip igmp query-max-response-
time

value (1-255) mc/100 mc

YCTaHOBWUTbL 3HaYeHWe max-response-time B coo60Lue-
Husax IGMP general query.

BepHyTb 3HauyeHWe max-response-time B coobLuieHUaAxX
IGMP general query no ymonyaHuto.

ip igmp robustness robustness

no ip igmp robustness

robustness (2..7)/2

YCcTaHOBUTb 3HaYeHWe napameTpa ycronumsoctn IGMP.

BepHyTb 3HaYeHue ycTonunsocTn IGMP no ymonyaHuio.

140

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

KomaHOwbi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK pexxkunma Privileged EXEC:

console#

Tabnnua 124 — KomaHgbl pexkuma Privileged EXEC

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

show ip igmp-proxy mrouter [vlan
vlan-id ]

vlan-id: (1..4094)/-

MpocmoTp nHpopmaumm 06 Uplink-uHtepdeicax.

show ip igmp-proxy forwarding-
database [vlanvian-id | group

vlan-id: (1..4094)
group-ip: multicast ip-

MpocmoTtp MHPOPMaUMM O Monyvaembix rpynnax wu
Ha/IM4MKU NOANUCOK ANA HUX.

group-ip | source source-ip] address
source-ip: unicast ip-
address/-
show ip igmp global-config MpocmoTp nHpopmaumm o rnobasbHOM COCTOAHUN MO-
i ayna IGMP v ¢yHKummn IGMP proxy.
show ip igmp groups / MpocmoTp MHPopmauMM 06 aKTUBHBIX NOAMNMCKaxX Ha

rpynnol.

show ip igmp interface [vlan vian-
id]

vlan-id: (1..4094)/-

MNpocmoTp nHPopmaumm o coctoaHnn moaynsa IGMP Ha
nHTepdencax.

show ip igmp statistics [vlan vian-
id]

vlan-id: (1..4094)/-

MpocmoTp cTatucTMkmM moayna IGMP Ha nHtepdeliicax.

4.17 ®yHKUuUM ynpasneHuna

4.17.1 MexaHu3m AAA

Ona obecneyeHns 6e30MACHOCTU CUCTEMbI MCMOAb3yeTcs MexaHusm AAA (ayTeHTUdUKaLus,

aBTOpU3aLMA, yYeT).

— Authentication (ayTeHTUdUKaUMA) — conocTaBieHMe 3aNpoca CyLWEecTBYIOLWEN YY4ETHOM 3a-
nncu B cucteme 6€30MacHoOCTMU.

— Authorization (aBTopu3auma, NpoBepKa ypoBHA A0CTyNa) — CONOCTaB/eHNe YYETHOM 3anncK
B cucTeme (npowealiein ayTeHTUOUKALMIO) U onpeaeiEHHbIX NOJTHOMOYUIA.

— Accounting (y4éT) — cnexeHue 3a noTpebeHMeM pecypcoB NoJib30BaTeNEM.

Ona WwndppoBaHNa AaHHbIX MCNONb3YETCA MeXaHU3M SSH.

KomaHObI pexcuma 2106aa6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHOM KOHGUrypaumm:

console (config) #

Tabnunua 125 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

3HayeHue/3HayeHue no

no enable [level /evel]
password

KomaHoa Aelicmeue
yMOAYaHuro
enable password [level YCTaHOBUTbL Naposib A1 KOHTPOAA U3MEHeHUs NPUBUAETUIA [o-
levell password cTyna nonb3oBaTenen.
- level — ypoBeHb npusunerunis;
level: (1..15)/1; P P
- password — naponb.
password: (5..20) .
Bkatouatowmii B cebs cneucumsosibl Naposb Tpebyerca
CUMBOJI0B

L YKa3blBaTb B KaBbl4KaX.

YAanuTb Napob ANa COOTBETCTBYIOLLETNO YPOBHSA NMPUBUAETUIA.
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username name password
password [privilege level]
[algorithm {des | sha512}]

no username name

name: (1..20) cumBoNOB;
password: (5..20)
CUMBO/IOB;
level: (1..15);
algorithm/ des

[o6aBnTb N0sIb30BaTENA B JIOKa/IbHYIO 633y AaHHBIX.
- level — yposeHb npusuneruis;
- password — naposb;
Bkntouatownii B ce6a cneucmmeosbl naponb Tpebyetca
e yKasbiBaTb B KaBbl4Kax.
- name — MMsA NO0Nb30BaTeNSA;
- algorithm — HacTpoiika wudposaHna naponein nosnb3osaTenen
B CLI. B TokeHe des ncnonbsyetca anroputm des-cbc.

Y4anuTb Nob30BaTeNn U3 NOKaAbHOM 6a3bl AaHHbIX.

aaa accounting dotlx start-
stop default group radius

no aaa accounting dotlx
start-stop default

-/no ymon4aHuio
BeJleHMe yyeTa 3anpeLeHo

PaspewnTtb BegeHune yyeta (akkayHTa) gns ceccuin 802.1x.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

aaa authorization
command /evel tacacs
[local]

no aaa authorization
command /eve/

level: (1..15)/Bbiknto4eHO

Pa3spewnTb aBTOpU3aL MO KOMaHA Nob30BaTeNneN.
- level — ypoBeHb NnpuBuneruii nonb3osatenen.
/ B TeKyuweit Bepcum MO npu N0KaNbHOM aBTOpU3aLUm
paspelueHbl Bce KOMaHAbl.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

aaa authentication mode
{chain | break}

-/break

YCTaHOBMWTb a/IFOPUTM ONPOCa METOA0B ayTEHTUDUKALUMN.

- chain — nocne HeyaayHOM NONbITKM ayTeHTUdMKaLMM NO
nepBoMy MeToAy B CNUCKe ceayeT NonbiTka ayTeHTUdmKa-

LK No cnepyroLemy meToay B Liernoyke;

- break — nocne HeypayHOW ayTeHTUGUKALMKM NO NePBOMY Me-
TOAY NPOLECC ayTeHTUPUKAL MM OCTaHaBAMBaeTCA. AyTeHTUdU-
Kaumsa no cieayowemy MeToay A0MNyCTMMA TONbKO B C/lyYae He-
BO3MOXKHOCTM ayTEHTUDUKALMM NO NpeablayLLemy meToay.

aaa authentication default
{[local | radius | tacacs |
nonel}

-/local

HactpouTb Lenesble cepsepbl AAA gna CNUCKA ayTEHTUOUKALMK
Mo YMOAYaHUIO.

aaa authentication user-
defined /ist {[local | radius
| default | none]}

no aaa authentication list
list

list: (3..32) cumsonos/-

HacTpouTb N0Ab30BaTENbCKUIA CMIMCOK CEPBEPOB A/1A ayTEHTU-
duKaumm.

YAanuTb NoNb30BaTeNbCKUIM CNUCOK CepPBEpPOB AN ayTeHTUdU-
Kaumun. CNUCOK Henb3s yaanuTb, eCNn OH NPUBA3AH K TepMU-
Hany.

ip http authentication
login list

no ip http authentication
login

list: (3..32)
cumsonos/default

3afaTh CMMCOK C MeTOA4aMM ayTeHTUdUKaLUK Npu Bxoae yepes
web.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

aaa authentication dotlx
default {group radius |

YcTaHOBWTb 633y AaHHbIX, K KOTOPOM HY*KHO 0bpalLaTbca Npu
ayTeHTUOUKAUMM KNneHTa dotlx.

local} -/local

no aaa authentication YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

dotlx default

dotlx mac-auth password BK/tOUMTbL MCNOIb30BaHWeE Napons ayTeHTUdUuKaunm 802.1X, oc-
password HoBaHHOro Ha MAC-agpece, Ans Bcex NOPTOB.

no dotlx mac-auth
password password

password:(1-32) cumBonos

BbIKNtOUMTL MCNONb30BaHME Napona ayTeHTudmKaumm 802.1X,
OCHoBaHHoro Ha MAC-aapece, Ana Bcex NOPTOB.

Tabnnua 126 — ATpubyTbl coobLeHNI BeaeHMa yyeTa npoTokona RADIUS ansa ceccuin ynpaBneHun

Hanauyue Haau4ue
ampubyma e | ampubyma s
Ampubym pudy pudy OonucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) EcTb EcTb NaeHTuduKaumsa nonbsosartens.
NAS-IP-Address (4) Ectb Ects IP-agpec lfommyTaTopa, KOTOpPbIMA MCNob3yeTca
ons ceccuin ¢ Radius-cepsepom.
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Mpoun3BoAbHOE 3HaYEeHWNE, BK/IIOYEHHOE BO BCE CO-
Class (25) EcTb EcTb .
obueHnA yyeTa ceccuit.
. IP-a c ) 7 -
Called-Station-ID (30) Ecto Ecro v,qpe KOMMYTATOpa, MCNONb3yeMbIN ANA cec
CUI ynpaBneHus.
Calling-Station-ID (31) EcTb EcTb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) EcTb EcTb YHWUKaNbHbIA nAEHTUPUKATOP yUeTa.
. YKa3blBaeT MeTos, N0 KOTOPOMY KJMEHT A0/KEH
Acct-Authentic (45) EcTb EcTb A POMy A
6bITb ayTEHTUPUUMPOBAH.
. . MokasblBaeT, KaK A0Aro nosib3oBaTesnb 6bla noa-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpuymMHa 3aKpbITUA ceccuu.
Tabnunua 127 — AtpubyTbl coobuieHunli BegeHun ydeta npotokona RADIUS ana ceccmin 802.1x
Haau4ue Hanauyue
ampubyma e | ampubyma e
Ampubym pudy pudy OnucaHue
coobweHuu coobweHuu
Start Stop
User-Name (1) Ectb EcTb NaeHTndumKauma nonb3oBaTens.
IP-agpec KomMmyTaTopa, KOTOpPbIA MCNO/b3yeTcd
NAS-IP-Address (4) EcTb Ectb AP o y. P P y
ana ceccnin ¢ Radius-cepsepom.
MopT KOMMyTaTopa, Ha KOTOPOM NOAKAOUMACA
NAS-Port (5) Ectb Ectb P Y P P A
nosib30BaTeNb.
Mpoun3BoabHOE 3Ha4YeHNe, BKIIOYEHHOE BO BCE CO-
Class (25) EcTb EcTb P .
obLLeHna yyeTa ceccui.
Called-Station-ID (30) Ectb Ectb IP-agpec kKommyTaTopa.
Calling-Station-ID (31) Ectb Ectb IP-agpec nonb3oBaTens.
Acct-Session-ID (44) Ectb Ectb YHWUKaNbHbIA MAEHTUPUKATOP y4eTa.
. YKa3blBaeT MeTos, N0 KOTOPOMY KAMEHT A0/KEH
Acct-Authentic (45) EcTb EcTb A pomy A
6bITb ayTEHTUPUUMPOBAH.
. . MoKasblBaeT, Kak A0Aro nosb3osaTtenb Hbla noa-
Acct-Session-Time (46) Het EcTb A A
K/IIOYEH K cucTeme.
Acct-Terminate-Cause (49) | Het EcTb MpunymMHa 3aKpbITUA ceccuu.
Nas-Port-Type (61) Ectb EcTb lNokKa3sbiBaeT TMN NOpTa KAMEHTa.

Tabnunua 128 — AtpubyTtbl coobuieHunit Radius-cepsepa ana ceccuii dotlx

Ampubym

OnucaHue

Session-Timeout

ATpuMbBYT ycTaHaB/AMBaET 3HaYeHWe Talimepa ANa peayTeHTUPUKALLMK, ecn
Ha MHTepdelice NpPUCYTCTBYET HacTpolka dotlx reauthentication.
MpuHMMmatoTca 3HavyeHua ot 1 go 65535:

- Npu nonyyYyeHun aTpubyTa session-timeout, pasHoe 0, AelcTBYOWME 3HA-
YeHus Talimepa He U3IMEHATCA, aTpubyT ByAeT NPOUrHOPUPOBaAH;

- NP NOJly4eHNN 3HaYeHuns 6onblue 65535, Talimep peayTeHTUDMKaLmmM by-
OeT N3MeHéH ao 65535.

Termination-Action

Onpenenset aencrene, BbINOJHAEMOE KOMMYTaTOPOM NPU UCTEYEHUN
Session-Timeout:

- Npy nonyyeHun atpmbyTta Termination-Action paBHoe 0, akTMBHble dotlx
ceccum ByayT OTKAOYEHDI;

- NpW Noay4YeHnmn aTpubyTa co 3Ha4YeHnem 1, byaeT 3anpolleHa NoBTOpPHas
aBToOpmM3auma nocpeacteom radius-request.
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KomaHObI pexcuma KoHgu2ypayuu mepmuHana

Buza 3anpoca KOMaHAHOM CTPOKM B peXXnme KOHGUrypaLmm TepMmmHana:
console# configure terminal

console (config)# line {console | telnet | ssh}
console (config-line) #

Tabnnua 129 — KomaHAabl pexxmma KoHpUrypauum tTepMmuHana

3Ha4yeHue/3HayeHue "
KomaHoa / Aelicmeue
no ymon4aHuro
aaa authentication login /ist list: (3..32) 3a4aTb CNUCOK C MeTOZ4aMU ayTeHTUdMKaL MM NpU BXoAe ANA
ISt 3. KoHconun, Telnet, SSH.
— - cumsonos/default
no aaa authentication login YCTaHOBWTb 3HAYEHME MO YMOHAHUIO.
aaa authentication enable /ist list: ( ) 3apaTb CNMCOK C METOAaMM ayTeHTUOUKALMM NPU NOBbILEHUN
ist: (3..32

YPOBHSA NpuBunernii Ansa koHconu, Telnet, SSH.

cumsonos/default

no aaa authentication enable YCTaHOBWTb 3HaYeHMe N0 YMOAYAHWUIO.

aaa authorization command Pa3spewnTb aBTOpU3aLMI0 KOMaHA ans KoHconu, Telnet, SSH.
{tacacs | local}

—— -/BbIK/IlOYEHO
no aaa authorization YCTaHOBUTb 3HAYEHME MO YMOYaHUIO.

command

4.17.2 lpomokon RADIUS

Mpotokon RADIUS ucnonb3yetcs ana ayteHTUdUKauum, astopusaumm u ydeta. Cepsep RADIUS
ncnonodyetr 6asy AaHHbIX NONAb30OBaTeseN, KOTOpadA COLEPHUT AaHHble MPOBEPKU MNOAJMHHOCTM ANA
KaXgoro nosb3oBatens. Takum o06pasom, ucnonb3oBaHMe npoTtokona RADIUS obecneumBaet
OONONIHUTENbHYIO 3aLLUTY NPK AOCTYNe K pecypcam CEeTH, a TaKXKe Npu A0CTyne K Camomy KOMMYTaTopy.

KomaHObI pexcuma 2n106anabHol KoOHpuU2ypayuu

Buz 3anpoca KOMaHAHOM CTPOKM B peXXnume rnobasbHon KoHbUrypaumm:
console (config) #

Tabnuua 130 — KomaHapl pexknuma rnobanbHom KoHdUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
o yMOAYAHUIO
[06aBUTb yKas3aHHbIMA cepBep B CMMCOK Mcnosab3dyembix RADIUS-
cepBepos.
- ip_address — IPv4 unu IPv6-agpec RADIUS-cepBepa;
- timeout — MHTepBan 0XXnaaHUA OTBETA OT CepBepa;
radius-server host (0..65535)/1813; - retries — KONMYECTBO NOMLITOK Noncka RADIUS-cepsepa;
{ipv4-address | ipv6-address } t|meot,_|t: (1..30) cek; - secret_key — kntoy gns ayteHTUdOMKALMU U WNPPOBAHNA BCETO
[timeout timeout] [retransmit retries: (1..15); obmeHa AaHHbIMM RADIUS; .
retries] [key secret_key] secret_key: (0..128) - primary — onf)ep,enﬂeT HdaHHbI RADIUS-cepBep Kak Haubonee
[primary] [usage type] CMMBO/I0B; NPUOPUTETHBIN;
type: (dotlx, enable, - usage — TMN ncnonb3osaHua RADIUS-cepsepa.
igmp, login) B cnyyae oTcyTcTBMA B KOMaHAe napameTpoBs timeout m retries ans
baHHoro RADIUS-cepBepa MCNO/b3YHOTCA 3HAYeHUA MO ymonva-
HUtO.
no radius-server host YAanuTb yKasaHHbIN cepBep U3 cnucka ucnosbyembix RADIUS-
{ipv4-address | ipv6-address } cepBepos.
;1‘:::::?;‘:1?&5 nas-id user- name: (1..64) 3apatb 3HaveHune nona NAS-ID.
- - - cumsonos/FutureNAS
no radius attributes nas-id BepHyTb 3HayeHne No ymoa4aHuto.
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KomaHObi pexcuma Privileged EXEC

BunAa 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunuya 131 — KomaHgb! pexkumma Privileged EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymosn4aHuro
show radius server OT06pa3nTb NapameTpbl HacTpolikn RADIUS-cepBepoB (KomaHaa
i [OO0CTYMHA TOIbKO 1A NPUBUIETMPOBAHHBIX NO/Ib30BaTeNElN).
show radius statistics OT06pasnTb CTaTUCTUKY NpoToKona Radius, MHGopmaLuio o nonb-
) 3oBaTensax, kKoHdurypaumto RADIUS-cepsepa.

4.17.3 lpomokon TACACS+

MpoTokon TACACS+ obecneuyMBaeT LEHTPANU30BaHHYO cucTeMy 6e30MacHOCTM AN MPOBEPKU
No/b30BaTesIei, NONYYalOLWMX AOCTYN K YCTPOWCTBY, NPU 3TOM NoAAeprKMBas coBmecTumocTb ¢ RADIUS n
APYrMMM NpoLLeccammn NpoBepKu noannHHocTi. TACACS+ npefocTaBaseT cneaytowme cnyKobbi:

— Authentication (nposepka nodsauHHocmu). ObecneymBaeTca BO Bpemsa BXoAa B CUCTEMY MO
MMeHaMm NoJib3oBaTeNeit n onpeaeneHHbIM Nob30BaTENAMM MAPOJIAM.

— Authorization (asmopusayus). Obecneumsaetrca BO Bpems Bxoda B cuctemy. [ocne
3aBeplleHMa ceaHCa MNPOBEPKM MOAJAMHHOCTM 3aMyCKAaeTcs CeaHC aBTopu3auum ¢
MCNO/Ib30BaHMEM MNPOBEPEHHOr0 MMEHW MNO/b30BATENA, TAKXKe CepBEepOM MNpPOBEPAOTCA
nNpMBMUIErMN NONb30BATENSA.

KomaHObI pexcuma 2a06anbHol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUME r106anbHOM KOHPUrypaLmm:

console (config) #

Tabnunua 132 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
10 yMoA4aHuio

tacacs-server host {ip_address}
[single-connection] [port port]
[timeout timeout] [key
secret_key]

[06aBUTb yKasaHHbIV cepBep B CMMUCOK ucnosb3dyembix TACACS
cepBepos.

- ip_address — IP-agpec TACACS-cepBepa;

- single-connection — B KaxAblll MOMEHT BpemMeHW UMeTb He
60/bLIe 0gHOro coefmHeHna ana obmeHa faHHbimm ¢ TACACS-cep-
port: (0..65535)/49; BEPOM;

timeout: (1..30) cek; - port — Homep nopTa Ana obmeHa gaHHbimKU ¢ TACACS-cepBepom;
secret_key: (0..128) - timeout — HTepBan OXUAAHUA OTBETa OT cepsepa;
CMMBO/IOB - secret_key — Knto4y gns ayTeHTUdUKaumm n wndposaHma Bcero 0b-

meHa gaHHbimu TACACS;
Mpn HacTpolike cepBepa: «tacacs-serverhost ip_address key se-
cret_key» aBTOMaTU4eCcKuM BKAOYaeTcs accounting.

no tacacs-server host YOanuTb yKasaHHbl cepBep M3 cnucka ucnonbdyembix TACACS-

{ip_address} cepBepos.

tacacs-server retransmit YKazaTb KO/IMYecTBO aKTMBHbIX TACACS-cepBepoB, K KOTOpbIM by-

number number: (1..5)/2 AeT noouyepeAHO MNOAKAYATLCA KAMEHT, B C/Ayvyae HeyaauyHowm
ayTeHTUOMKaLmK.

no tacacs-server retransmit YOanuTb HaCTPOWMKY.

tacacs use-server address

{ip_address | hostname} i BbibpaTb cepBep U3 Tabaunubl cepsepos A Tacacs-KaveHTa.

no tacacs use-server OTMeHUTb NCMONb30BaHNE 3aaHHOTO cepBepa.
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tacacs authentication type
{ascii | pap }

no tacacs authentication type

-/pap

OnpegenuTb MeTos, ayTeHTUPMKALMKM, KOTOPbIV ByaeT Ucnonb3o-
BaTbCA Npu B3aumogenctamm c cepsepom TACACS+.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

tacacs attributes port {console
| ssh | telnet} identifer

identifer (1..255)
CMMBO/10B/1Wa6N0HBI
%n %%

no tacacs attributes port
{console | ssh | telnet}

YcTaHoBUTL aTpubyTa port B popmate cBO6OAHOM CTPOKM onpeae-
NIeHHOM nosb3oBaTenem. Bo3MOXHO Mcnonb3osaHue WabaoHOB.
- %N — HOMEep /IMHMW, COOTBETCTBYHOLLMIA BbIBOAY KOMaHAbI show
users;

-%% — cumeon %.

YCTaHOBUTb 3HA4YeHUA No YMONYaHUIO.

KomaHObl pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM cTpoKM B pexxume Privileged EXEC:

console#

Tabaunua 133 — KomaHgb! pexkmma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show tacacs

OTob6pa3nTb napameTpbl HacTpolikm TACACS-cepBepoB, MeTop,
ayTEHTUOUKALMM M CTATUCTUKY NPOTOKONA (KOmMaHAa AOCTynHa
TONbKO ANA MPUBMAETMPOBAHHbIX NO/b30BaTENEN).

4.17.4 Cnucku docmyna ACL dns ynpaeneHus ycmpolicmeom

B ISS nogaeprkmBaeTca ¢punbTpaumus ynpasastolero Tpadmka ¢ NOMOLLbIO CMIMCKA aBTOPMU30BAHHbIX

IP-meHenkepoB (IP Authorized Managers). B ¢unbTpe MOXHO 3a4aTb agpec MAM NoaceTb MCTOYHMKA,
VLAN, nHTepdeic 1 cnyby, c KOTopbix byAeT paspeLlleHo ynpaB/ieHne YyCTPOACTBOM.

KomaHObI pexcuma 2n106anabHol KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHOM KOHPUrypaumm:

console (confiqg) #

Tabnnua 134 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3Ha4yeHue/3HayeHue
no yMmon4aHuwo

KomaHoa Aelicmeue

authorized-manager ip-
source {ipv4_addr [mask | /
ipv4_prefix] | ipv6_addr
[ipv6_prefix]} [interface
interface_list] [vlan vian_list]
[ service snmp | telnet | http
| https | ssh]

no authorized-manager ip-
source {ipv4_addr [mask| /
ipv4_prefix] | ipv6_addr
[ipv6e_prefix]}

Y

’ | MMocne yka3aHua xoTta 6bl ogHoro npasuna authorized-manager ana Bcex ycTpoiicTs,
= KoTopble UCKAIOYEeHbl NpaBuaom, byaert geiicteosatb npasuno deny any any.

OrpaHuWynTb ynpaBneHne yCTPOUCTBOM MO 33aJaHHOMY GUb-
TPy AocTyna.

ipv4_prefix: (0..32);
ipv6e_prefix: (1..128)
vlan_id: (1..4094)

OTMEHUTb OrPaHMYEHMNE HA YNpaB/eHWe YCTPOMCTBOM.

Ha ycTpoiticTBe MOXKHO CKOHUrypuposaTb He 6onblie 100 npasua. Mo ymonyaHuio, ecnam
He 334,aHO HU OAHO NPaBUAO, YyNpaBAeHUE YCTPOMCTBOM AO0CTYNHO € H060ro UCTOYHUKA.
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KomaHOwbi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnunuya 135 — KomaHgb! pexkumma Privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuwo

Aelicmeue

show authorized-managers [ip-
source ip_addr]

MoKasaTb CNMCKM JOCTyNa ANA YNpaBAeHuA.

4.17.5 Hacmpolika npomoKonos ynpassneHus

4.17.5.1 Telnet, SSH

JaHHble KomaHapl

npegHasHavyeHbl gns

HaCTPOMKM cepBepoB AOCTyna Ans ynpas/ieHus

KommyTaTtopom. lMoaaeprkka cepsepos TELNET 1 SSH kommyTaTopom no3sondaeT yganeHHO NOAKA0YaTbCA
K HEMY A8 MOHUTOPWUHIA U KoHoUrypaumm. KoHourypmposaHue ycTponctea Yepes Telnet Ha ycTpolictee

pa3peweHo No ymoa4aHuto.

. Mocne o6HOoBNeHMA KommyTaTtopa Ao Bepcun MO 10.4.4 6yper MCNoAb3oBaTbCA
’ npeablaywmMini creHepupoBaHHbIA Kaou RSA pnuvHoii 1024 6ut. Mpu HeobxogumocTu

reHepauyuun Kiarua 6onblei ANNHDbI nmbo Apyroro tTuna HEOGXOAMMO BOCMNO/1b30BaTbCA

cooTBeTcTByloWeli KomaHaou. MNpu OTCYTCTBMMU HA YCTPOMCTBE KAKOYa MO YMOAYaHUIO
6yaeT creHepupoBaH Katou RSA ganHoit 3072 6ur.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHoOM KOHOUrypaumm:

console (config) #

Tabnuua 136 — KomaHapl pexknuma rnobanbHom KoHdUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuwo

Aelicmeue

ssh enable

ssh disable

-/BKNIOYEHO

Pa3pelwnTb yaaneHHoe KOHUIrypmMpoBaHMe ycTpoicTBa yepes
SSH.

3anpeTuTb yaaneHHoe KoHUrypupoBaHUe ycTpoOWCTBa yepes
SSH.

ssh server-address ip_addr port
port

no ssh server-address

port: (1..65535)

3apaTb IP-agpec SSH-cepsepa 1 TCP-nopT, Ucnonb3yemblii SSH-
cepBepom.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ssh mac {hmac-md5 | hmac-
md5-96 | hmac-shal | hmac-
shal-96 | hmac-sha2-256 hmac-
sha2-512 | all}

hmac-shal, hmac-sha2-
256, hmac-sha2-512

BbIbpaTh TMN ayTEHTUOMKALLMM MO NPOTOKOAY SSH.

ip ssh cipher {3des-cbc | aes128-
cbc | aes128-ctr | aes192-cbc |
aes192-ctr | aes256-chc |
aes256-ctr | all}

aes128-ctr, aes192-ctr,
aes256-ctr

BbI6paThb WP ayTeHTUDUKALMM NO NPOTOKOAY SSH.
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ip ssh kex {all | curve25519-
sha256 | diffie-hellman-group-
exchange-shal | diffie-hellman-
group-exchange-sha256 | diffie-
hellman-group1-shal | diffie-
hellman-group14-shal | diffie-
hellman-group14-sha256 |
diffie-hellman-group16-sha512 |
diffie-hellman-group18-sha512 |
ecdh-sha2-nistp256 | ecdh-sha2-
nistp384 | ecdh-sha2-nistp521}

-/all diffie-hellman-
group-exchange-
sha256,diffie-hellm
an-groupl4-
sha256,diffie-hellman-
groupl6-sha512,diffie-
hellman-group18-
sha512,curve25519-
sha256,ecdh-sha2-
nistp256,ecdh-sha2-
nistp384,ecdh-sha2-
nistp521

BbibpaTb anropMTm obmeHa Kntouamu no Nnpotokony SSH.

crypto key generate {ecdsa |
ed25519 | rsa} [length length]

rsa:
(1024..8192)/3072;
ecdsa: -/256;
ed25519: -/256

CreHepupoBaTb npuBaTHbIM Katod (RSA, ECDSA, Ed25519) ans
SSH-cepsuca.

feature telnet

PaspewunTtb KOHOUTYpUpoBaHUe ycTpoiicTBa Yepes Telnet.

no ip ssh auth-type

-/BKNOYEHO —
no feature telnet 3anpeTuTb KOHOUrypUpoBaHue ycTpoictea yepes Telnet.
ip ssh authorized-key 3a4aTb KoY ssh-aBTopuM3aumum, Npy NOMOLLM KOTOPOro MOXKHO
YCTaHOBWTb 3aLUMLLEHHOE COeAMHEHME.
no ip ssh authorized-key i YpanuTb Kntod ssh-asTopusauum.
ip ssh auth-type {password | 3agatb NocnegoBaTeNbHOCTb METOAOB ayTEHTUOMKALMU MO
publickey} - /password ssh.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

KomaHOowb! pexcuma EXEC

KomaHZabl 4aHHOrO pas3gena AOCTYMHbl TONbKO A8 NPUBUNETMPOBAHHbIX NONb30BaTeNEN.

Buza 3anpoca KomaHAHOM CTPOKKM pexxnma EXEC:

console#

Tabnunua 137 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aeiicmeue

show ip ssh

MokasaTb KoHOUrypaumio SSH-cepBepa, a TaKXKe aKTUBHbIEe BXO-
pAwme SSH-ceccuu.

show telnet server

OTob6pasunTb cTaTyc cepsepa Telnet.

sh ip ssh authorized-keys

OT06pasnTb CKOHOUIYPUPOBAHHBIE KAHOUM.

4.17.5.2 Hacmpoiika napamempoe npomokoaa SNMP dasa docmyna K ycmpolicmey

SNMP — TexHosnOrvs, NpusBaHHas obecneunTb ynpasBaeHUEe U KOHTPOJIb Hag, YCTPOWCTBaMMU U

NPUNOXKEHUAMM B CETU CBA3M NyTéM obmeHa ynpasastowelr uHGopmauvein mexay areHTamw,
Pacrosio}KEeHHbIMM HA CETEBbIX YCTPOMCTBAX, M MEHEeAKepamMM, Haxo4AWMMMUCA Ha CTaHUMAX
ynpasneHusa. SNMP onpegenseT ceTb Kak COBOKYMHOCTb CETEBbIX YNPABAAIOLWMNX CTAHLMI U 31€MEeHTOB
ceTu (rnaBHble MALIMHbI, WO3bl U MapLPYTU3aTOPbI, TEPMUHA/bHbIE CEPBEPbI), KOTOPbIE COBMECTHO
obecneyrBaloT agMUHUCTPATUBHbIE CBA3M MEMKIY CETEBbIMU YMNPaBAAIOWMMMU CTAHLUUAMMU U CETEBLIMU
areHTamu.

KommyTaTopbl NO3BOAAKT HACTPOUTb paboTy npotokona SNMP ans yaaneHHOro MOHUTOPUHIa U
ynpaB/ieHMA YCTPOIMCTBOM. YCTPOMCTBO NoanepKnBaeT npotokosbl Bepcnin SNMPv1, SNMPv2, SNMPv3.

[nA BO3MOMKHOCTV agMUHUCTPUPOBAHUA YCTPOMCTBA NOCPEACTBOM NpoTokona SNMP, Heobxoanmo
co34aTb X0oTA 6bl 04HY CTPOKY coobuiecTsa.
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KomaHObI pexcuma 2106aabHol KOHuU2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma rnobanbHoOM KOHPUrypaLmm:

console (config) #

Tabnnua 138 — KomaHab! pexuma rnobanbHoM KoHduUrypaumm

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

snmp notify notify_name tag
tag_name type {trap |
inform}

no snmp notify notify_name

notify_name: (1..32)
CMMBONA;
tag_name: (1..32) cumBona
-/BbIKNOYEHO

AKTMBMPOBATL OTNPaBKY Tpanos no cobbituio login/logout.

OTKANOUUTL OTNPABKY TPanos no cobbiTuio login/logout.

snmp-server enable traps
dry-contacts

no snmp-server enable traps
dry-contacts

-/BbIK/IIOYEHO

AKTVMBMPOBaTbL OTNPABKY TPANos No cobbITUIO 3amblKkaHus/ pas-
MbIKaHWUA CyXMX KOHTAKTOB.

OTKAIOYMUTL OTNPaABKY TPanos Mo cobbITHIO 3aMbIKaHVIﬂ/
Pa3MblKaHUA CYXUX KOHTAKTOB.

snmp enable traps coldstart

AKTMBMpPOBaTb OTNPABKY TPANoB No cobbiTUio “*KecTKol’ nepe-
3arpysku.

no snmp enable traps /BrniodeHO OTKNOYUTL OTNPABKY TPanos No cobbITUIO ‘}KecTKoin’ nepesa-
coldstart rPYy3KMU.
snmp enable traps warmstart AKTMBMPOBATb OTNPaBKY TPanos No cobbITMIO Nepe3arpysku
no KomaHae ‘reload’.
-/BKAKOYEHO

no snmp enable traps
warmstart

OTKNOYUTL OTMNPABKY TPANoB Mo cobbITMIO Nepesarpysku no
KomaHge ‘reload’.

snmp user user_name [auth
{md5 | sha} [encrypted]
passwd [priv {DES |
AES_CFB128 [encrypted]
passwd | None}]] {EnginelD
EnginelD}

no snmp user name

user_name: (1..32)
CYMBO/10B

Cospatb SNMP-nonb3oBsartens.
- auth — HacTpoiika anropuTma ayTeHTMdUKaumK;
- priv — HacTpolika wndposaHus;
- EnginelD — ngeHtnduratop SNMP-ycTpoiicTea
Bkntoualouyee B ceba cneucMmsonbl user_name
H TpebyeTca yKasbiBaTb B KaBblYKax.

Ypanntb SNMP-nonb3osaTensa.

snmp community index

index name

[encrypted] name security
user_name [context

name] [transporttag
TransportTagldentifier |
none] [contextengineid
ContextEnginelD] [ip_address]

no snmp community index
index

index: (1..32) cumBonoB;
user_name: (1..32) cumso-
nos;
TransportTagldentifier:
(1..255) cumonos
ip_address A.B.C.D

MpuBA3aTb COOBLLECTBO C 3aaHHbIM MHAEKCOM K paHee co-
34aHHOMY M0/1b30BaTEN!O.
YT106bl paspewnTb MCMoAb3oBaHWE MHOro cneunanbHoro
CMMBO/IA B Ha3BaHWM U MHAEKCe cOObLLEeCTBa, YKaXKUTE ero B
[BOVHbIX KaBblyKax. Ecnn HasBaHWe M MHAEKC coobluecTBa co-
OepXKaT TONIbKO OYKBbI U UMPbI, TOrAa ABOVHbIE KAaBblYKW He
HYKHbI.
l BKatoualouee B ceba cneucMmeosibl community Tpe-
° 6yeTcA yKa3bIBaThb B KaBbIYKaX.

Yaanute SNMP-coo6LecTBO ¢ yKazaHHbIM MHIAEKCOM.

snmp group group_name user
user_name security-model
{v1 | v2c |v3}

no snmp group group_name
user user_name security-
model {v1 | v2c |v3}

user_name: (1..32)
CUMBO/IOB;
group_name: (1..32)
CUMBOJI0B

Co3pgatb SNMP-rpynny uam tTabnaunuy cootsetctenin SNMP-
nosib3oBaTenew 1 npasua obo3peHnin SNMP.

Yaanutb SNMP-rpynny.

snmp access group_name {vl
| v2c |v3} {auth | noauth |
priv}} [read view | none]
[write view | none] [notify
view | none] [context
context)]

no snmp access group_name
{v1 | v2c |v3 {auth | noauth |
priv}}[context <string(32)>]

group_name: (1..32) cum-
BO/IOB;
view: (1..32) cumB010B;
context: (1..32) cumBonos

Paspewuntb SNMP-rpynne A4ocTyn Ha YTeHWe, 3anuncb 1 oT-
NpPaBKy SNMp-TPanos No 06beKkTamM, NPUHAAAENKALLMM
read/write/notify-view.

3anpetntb SNMP-rpynne 4ocTyn Ha YTeHue, 3anucb 1 oT-
NpPaBKy SNMP-TPanoB No 06beKkTaM, NPUHAANENKALLUM
read/write/notify-view.
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snmp view view_nameOID
{included | excluded}
snmp view view_name
OIDTree [mask OIDMask]
{included | excluded}

snmp view view_name OID

view_name: (1..32)
CMMBOJI0B

Co3gaTb MM pefaKkTUpoBaTb Npasuio 06o3penHna gaa SNMP-
paspeluatoLee NpaBuao Mbo orpaHUYMBalOLLEE cepBEpPY-
obo3spesaTento goctyn K OID.

- OID — vaeHTndukatopa obekta MIB, npencTaBneHHbIN B
Buae gepesa ASN.1

- included — OID BKato4eHa B npaBu/o 418 0603peBaHus;

- excluded — OID uckntoyeHa 13 npasuna ansa obospesaHus.

YpanuTe npasuno obospenua ana SNMP.

snmp targetaddr targetAddr
param targetParamlP_addr
taglist taglList

snmp targetaddr target_ad-
dress param param_name
{ucast_addr | IP6Address |
dns_host_name} [timeout
seconds] [retries rRe-
try_Ccount] [taglist tag_Iden-
tifier | none] [port port_num-
ber]

no snmp targetaddr
targetAddr

target_addr: (1..32) cumso-
Nos;

param_name: (1..32) cum-
BOJIOB;

taglist: (1..255) cumBonos
seconds:

(1..1500) cumBonosB;
retry_count:

(1..3) cumBonos;
port_number:
(1..65535) cumBonoB;
tag_ldentifier: (1..255)
CUMBOJI0B

Co3zatb rpynny agpecos, Ha KOTopble byAyT OTNPaBAATLCA
Tpanbl COrNacHO NapameTpam Ter-aucTa.

YaanuTb rpynny agpecos, Ha KoTopble 6yayT OTNPaBAATLCA
Tparbl COrNAcHO NapameTpam Ter-aucra.

snmp targetparams tar-
get_param user user_name
param security-model {v1 |
v2c | v3 {auth | noauth |
priv}} message-processing
{v1 | v2c | v3} [filterprofile-
name profile_name]

no snmp targetparams
target_param

user_name: (1..32)
CUMBOJIOB;
target_param: (1..32)
CMMBOJIOB;
profile_name: (1..32)

YKasaTb NapameTpbl OTNPaBKM TpPanos, onpegensemble NoAb-
30BaTesiemM.

Ypaanutb napameTpbl OTNPaBKKU Tpanos, onpeaenaemblie NoONb-
30BaTesiemM.

4.17.5.3 KomaHObl KOHpU2ypayuu mepmuHana

KomaHabl KOHGUrypaLmm TepMUHANa CYXKaT AN HAacTPOMKM NapameTpos paboTbl TEPMUHAMOB.

KomaHObI pexcuma 2106anabHol KOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM peknma rnobanbHoOM KOHPUrypaumm:

console (config) #

Tabnunua 139 — KomaHabl pexkmma rnobanbHol KoHdUrypaumm

3HayeHue/3Ha4yeHue .
KomaHoa / Aeilicmeue
no ymon4aHuo
line console - Bxopa B pexkvm COOTBETCTBYIOLLEro TepMUHANA.
line telnet - Bxopa, B peXXnum cooTBETCTBYIOLWEro TepMmnHana.

line ssh

Bxoga B pexXnm COOTBETCTBYHOLLENO TEPMUHANA.

KomaHObI pexuma KoHgu2ypayuu mepmuHana

Bua 3anpoca KOMaHAHOM CTPOKM B peKMMe KOHdUrypaumm TepMmmHana:

console# configure terminal

console (config)# line {console |

console (config-line) #

telnet |

ssh}
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Tabnmua 140 — KomaHAabl pexruma KoHpurypaumm tTepmmHana

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

exec-timeout seconds

no exec-timeout

seconds:
(1..18000)/1800 cek

3apatb MHTepBana, B Te4eHMe KOTOPOro CMCTeMa OXXnaaetT BBoAa
OT nonb3osaTtensa. Ecam B TedeHne gaHHOro WUHTEepBana NONAb30-
BaTe/Nb HUYEro He BBOAUT, TO KOHCOJ/1b OTKNKOYaeTCA.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

speed {4800 | 9600 | 19200 |
38400 | 57600 | 115200}

(4800, 9600, 19200,
38400, 57600, 115200)/
115200 6uT/c

YCTaHOBWUTb CKOPOCTb Mepefayv Ana NocnefoBaTe/IbHOrO UH-
Tepdelica.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 141 — KomaHab! pexkuma EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoa4aHuo

Aelicmeue

show line exec-timeout

MoKa3aTb 3HaYeHUA napameTpa exec-timeout gna Bcex Tepmu-
Hanos.

show line exec-timeout
current

MoKasaTb 3HaYeHUA napameTpa exec-timeout gna TekyLwei cec-
cuun.

4.18 YXypHan aBapui, npotokon SYSLOG

CUCTeMHbIE KYPHa bl MO3BONAIOT BECTU UCTOPUIO COBBLITMIA, NPOU3OLLEALLNX HA YCTPOMCTBE, a TaKkKe
KOHTPO/IMPOBaThb NpousoLlesme cobbiTua B peasbHOM BpemMeHU. B KypHan 3aHocATCA cobbiTUA BOCbMM
TUMNOB: Ype3BblYaiHble, CUTHA/Ibl TPEBOTU, KPUTUYECKME N HE KPUTUYECKMEe OWnBKK, npeaynpeskaeHns,
yBeAOMIEeHNA, UHPOPMALMOHHbBIE M OTNAZ0UHbIE.

KomaHObI pexcuma 2a06anb6Hol KoOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B pPeXKMUME r106anbHOM KOHPUIypaLmm:

console (config) #

Tabnnua 142 — KomaHgbl pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

logging on

no logging on

-/perMCTpa LUnA BKNKOYEHa

BK/OYNTbL PerMcTpaLmio 0TAaAouHbIX CO0bLEeHMI U cooblue-
HWUI 06 olwmbKax.

BbIK/IIOUYNTb PErUCTPALLMIO OTAAL0UHbIX COOBLLEHMI 1 coobLe-
HWUI 06 oLInBKax.
Mpu BbIK/IIOYEHHOW perucTpaLum oT1Iag0uHble c006-
weHMa U cooblieHna o6 ownbkax 6yayTr nepepa-
BaTbCA Ha KOHCONb.

logging-server facility
{facility} severity {severity}
{ipv4 | ipv6 | host}
ip_address [msg-format
{default | cef}]

host: (1..63) cumsonos,
facility:(localO...local7),
severity:(0...7),
ipv4_address A.B.C.D,
ipv6_address:
XX XXX Xe X X/-

BkAtounTb nepeayy aBapUMHbIX U OTNAA0YHbIX COOBLLEHNI

Ha yaaneHHbl SYSLOG-cepsep.

- ip_address — IPv4- unu IPv6-agpec SYSLOG-cepBepa;

- msg-format — 3agaét popmat nora CEF nam no ymonyaHuio.

Ecnn KomaHaa BBegeHa 6e3 ykasaHus facility, To

V 6yAeT UCNO/Ib30BaH TEKYLUNIT HACTPOEHHDI

facility.

Ecnu KomaHaa BBeaeHa 6e3 ykasaHus severity, To

6yayT yKasaHbl Bce severity, Kpome debugging.
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no logging-server facility
{facility} severity {severity}
{ipv4 | ipv6} ip_address

Y8anuTb BbIGpaHHbIN cepBep U3 CNMUCKA MCNOb3yeMblX
SYSLOG-cepsepos.
Ecnn KomaHga BBeaeHa 6e3 yKasaHua facility, To
6yper ykasaH Tekywmii facility.
Ecnn KomaHpa BBeaeHa 6e3 ykasaHusA severity, TO
6yayT Mcnonb3oBaHbl BCe severity, BKAOYas
debugging.

logging console

no logging console

-/BKAOYEHO

BK/IIOUMTL Nepesady aBapuiiHbIX UM OTNALOUHBIX COOBLLEHNI
Ha KOHCO/Ib.

BbIKNOUMTb Nepeaady aBapuinHbIX UM OTAaZ04HbIX coobLie-
HUWI Ha KOHCO/Ib.

logging buffered size

no logging buffered

size: (1..200)50

M3MeHNTb KONMYecTBO coobLLEHMI, 3aNOMUHAEMbIX BO BHYT-
peHHem bydepe. HoBoe 3HayeHMe pasmepa bydepa npume-
HWUTCA Mocne nepesarpysku ycTpoucTBa.

YCTaHOBWUTb 3HAYeHME NO YMO/IHaHUIO.

syslog file {1 | 2 | 3} filename

filename: (1..32)/-

Co3patb ¢aiin 3anncy aBapuHbIX M OTNAL04HbIX COOBLEHWUN.

logging-file [facility] [severity]
file{1]2] 3}

no logging-file [facility]
[severity] file {1 | 2 | 3}

facility:(localO...local7),
severity:(0...7)

BK/ItOUMTL Nepeaayy aBapuiiHbIX UM OTNAL0UHbIX COOBLLEHUI
B daiin }KypHana.
Ecnn KomaHaa BBegeHa 6e3 ykasanusa facility, To 6y-
AeT yKasaH Tekywuii facility.
Ecnu KomaHaa BBegeHa 6e3 ykasaHus severity, To
6yAyT ncnonb3oBaHbl Bee severity, Bkalouaa debugging.

Pasmep daitna orpaHuueH 1 M6aiit, npu npesbille-
HUU IMMTa CO3[aeTca HOBbIN ¢aitn c popmatom bk,
KOTOpbI B AaNbHellleM nepe3anucbiBaeTcsa.

BbIKNHOUMTL Nepepady aBapuiHbIX UAM OTAAL0UHbIX CO0bLLe-
HUI BbIBPAHHOTO YPOBHS Ba*KHOCTM B YKa3aHHbIW dain Kyp-
Hana.
Ecnn KomaHaa BBegeHa 6e3 yKkasanusa facility, To 6y-
beT yKasaH Tekywmi facility.
Ecnu komaHAa BBeAeHa 6e3 yKasaHus severity, To
6yAayT ucnonb3osaHbl Bee severity, kpome debugging.

Pa3smep ¢aiina orpaHuyeH 1 M6aiit, npu npesbilue-
HUM NIMMTa cO3AaeTca HOBbI daiin c popmatom
.bk, KoTopbIii B ganbHeliluem nepesanucbiBaeTca.

logging severity severity

no logging severity

severity:(0...7)/6

3afaTb YPOBEHb IOTVPOBaHMA.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

logging facility facility

no logging facility

facility:(local0...local7)/local0

3apaTb KaTeroputo normposaHuA.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

syslog localstorage

no syslog localstorage

-/BKAIOYEHO

AKTUBMPOBATb OTNPABKY aBapPUIAHbIX MAN COOBLLLEHMI HA CKOH-
durypmpoBaHHble dalinbl 3anucu.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

logging hostname-format [
hostname | ip | ipv6 | string
string 1

no logging hostname-format

string: (1..128)
-/Het

3apaTb NapameTp, KOTopbii ByAeT UCNoNb30BaTbCA B KayecTse
naeHTudmkaTopa xocta B SYSLOG-coobueHuax.

Mcnonb3oBaTtb 3HaYeHue no YMONYaHUIO.

Kaxpoe cooblieHre MMeeT CBOM ypoBeHb BaKHOCTU. B Tabanue 143 npuseaeHbl TUMbl COOBLLEHNIA
B nopaakKe ybbiBaHNA NX BaXKHOCTU.

Tabnuua 143 — Tunbl BaXKHOCTU cO0bLLEHNI

BaxtHocmeb Tun saxHocmu OnucaHue
coobweHuli coobweHuli
0 YpessblyaiiHble B cucTeme npomsoLina Kputudeckas owmnbKa, cuctema moxet paboTaTtb He-
(emergencies) npasuabHO.
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CurHanbl Tpesoru

1 (alerts) Heobxoanmo HemeaneHHOe BMELLATeNbCTBO B CUCTEMY.
Kputnyeckue

2 - B cucTteme npounsolwna Kputnyeckas owmnbKa.
(critical)

3 OwunbouHble (errors) B cucTteme npousowna owmrbKa.
MpepynpexaeHnn

4 . MpepynpexaeHue, HeaBapuiiHoe cooblueHue.
(warnings) peaynpexn ) p Ly
YBegomneHusa .

5 e YBegomneHue cucTemMbl, HeaBapuimtHoe coobuieHmne.
(notifications)
NHPopmaLMOHHbIe

6 . bop _u, NHpopmaumoHHble COOBLEHMA CUCTEMDI.
(informational)

7 OTnafouyHble OTnagoyHble coobLeHnA, NPeaoCcTaBaAT N01b30BaTENO MHbOPMALMIO ANA
(debugging) KOPPEKTHOM HACTPOMKM CUCTEMBI.

[pumep Hacmpoliku logging-file:

Co3magnm NoKanbHbI dain ¢ umeHem sll, Kyga 6yayT 3anncbiBaTbCA COBLITUA C BAXKHOCTbIO OT
Yype3sBblYaHbIX 40 MHPOPMALMOHHBIX.

console (config) # syslog file 1 sl1I
console (config)# logging-file file 1

lpumep Hacmpoliku logging-server:

YKaxkem agpec syslog-cepsepa, Kyga byayT oTnpaBaaTbca cO06LLEHNA O COBbITUAX C BaXKHOCTbIO OT
Ype3sBblYaHbIX 40 MHPOPMALMOHHBIX.

console (config)# logging-server ipv4 192.168.1.1

KomaHOwb1 pexcuma Privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 144 — KomaHga pexuma Privileged EXEC ana npocmoTpa dalina KypHana

3Ha4yeHue/3HayeHue »
KomaHoa Aelicmeue
Mo ymMoa4YaHuro
clear logs - YaanuTb Bce coobLLIEHNA U3 BHYTPeHHero bydepa.
show logging-file - OT06pPa3nTb HACTPOMKM JIOTMPOBAHUSA B IOKAJIbHbIE Babl.

show logging file file_name OT06pPa3nTb COCTOAHME }KYPHANa, aBapuiiHble U 0TNaA04Hble CO0b-

file_name: (1..3) .
LLEeHKA, 3anucaHHble B daiine.

show logging-servers - OT06pa3nTb HACTPOWNKK ANA yaanéHHbIx logging-cepsepos.

4.19 3epKanupoBaHue (MOHMTOPUHT) NOPTOB

®YHKUMA 3epKaNMpoBaHMA MOPTOB MpeAHasHayeHa ANA KOHTPOAs ceTeBoro TpaduKka nytem
NepecbINKKU KOMUI BXOAAWMX M/UAN UCXOOALMX MAKETOB C OAHOMO WM HECKO/bKUX KOHTPOJIMPYEMbIX
NOPTOB HA OAMH KOHTPOJIMPYIOWMI NOpPT.

BO3MOHO 3epKasupoBaHue n60oro KoauuyectBa WHTepdeiicoB. OTcyTcTBME MNOTEpb
’ rapaHTUpPyeTcsa, eCv NPONYCKHAaA cnocobHOCTb MHTepdelica HasHaYeHUs He npeBbiweHa. MNpu
MCNo/sib30BaHUM U3NUYECKUX NeTe/Ib Ha KOMMYTaTope 3epKasMpoBaTbca byaeT ToNbKO o4HA
Konua Kaapa (frame), ecnn 3amkHyTble nHTepdeiicbl npuHagaexar ogHomy VLAN.
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K KOHTpo/MpytoLWemy NOPTY MPUMEHAIOTCA CAeayloLne OrpaHUYeHnn:

— TopT He MOXKET bbITb KOHTPONUPYIOLMUM U KOHTPOJIMPYEMbIM MOPTOM OZIHOBPEMEHHO;
— IP-uHTepdeic gonrKeH oTCyTCTBOBATb A/1A 3TOro NopTa;

K KOHTPO/IMpyEMbIM NOPTaM NPUMEHAKOTCA chegyrowme orpaHn4YeHnA:

— [MopT He MoXKeT BbITb KOHTPOMPYIOLLMM U KOHTPOIMPYEMbBIM MOPTOM O4HOBPEMEHHO.

KomaHObI pexcuma 2106aabHOU KOHU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B peXKMMe rnobanbHOM KoOHUrypaumm:

console (config) #

Tabnunua 145 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4YaHuro
monitor session session_id YKa3aTb 3epKanvpyoLmii nopT Ana BbIOBpaHHOMN ceccum MOHUTO-
destination interface puHra.
[fastethernet fa_port | fa_port: (1..8/0/1..24); ®YHKLMA MOHMTOPUHIA MOXKeT BbITb HACTPOEHA Ha YeTbl-
gigabitethernet gi_port | gi_port: (1..8/0/1..48); V PEX nopTax 04HOBPEMEHHO.
twopointfivegigabitethernet two_port: (1..8/0/1..8);
two_port | tengigabitethernet te_port: (1..8/0/1..11);
te_port] session_id: (1..4)
no monitor session session_id BbIKNHOUNTb GYHKUMIO MOHUTOPUHIA HA HACTPaMBAeMOM WHTep-
destination deiice.
monitor session session_id YKaszaTtb cnyKebHbii vlan ana 3epkanvposaHuAa Tpaduka C 3afaH-
destination remote vian Horo pedaiekTop-nopTa AN BbIOPaHHOW ceccuu.
vlan_id vlan_id: (1..4094); - remote vlan — cnyxebHbil vlan ana 3epkannposaHns TpaduKa
no monitor session session_id session_id: (1..4) BbIKNHOUNTb YHKLMIO MOHUTOPUHIA HA HAaCTPaNBaEMOM UHTEp-
destination remote vlan deiice.
vlan_id
monitor session session_id [06aB1Tb yKa3aHHbIN 3epKanvpyemblii NOPT A0 BbIOBpaHHOM ceccum
source interface [fastethernet MOHUTOpPMHra.
fa_port | gigabitethernet - X — KONMMpPOBaTb NaKeTbl, NPUHATbIE KOHTPOIMPYEMbIM NMOPTOM;
gi_port | - tX — KOMMPOBATb NaKeTbl, NepeflaHHble KOHTPONPYEMbBIM MOPTOM;

twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]
[rx | tx | both]

- both — KonupoBaTb Bce NakeTbl C KOHTPOIMPYEMOTO NopTa.
fa_port: (1..8/0/1..24); P poamMpy P

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);

no monitor session SESSIOH_Id group: (1..64);

BbikntounTb d)yHKLI,MIO MOHUTOPUHIA Ha HaCTpanBaemMom UHTepP-

source interface [fastethernet Lo deiice.
e session_id: (1..4)
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port]
monitor session session_id YKasaTb vlan, ¢ KoToporo 6yaeT 3epkannposaTtbcs TpaduK C 3a4aH-
source remote vlan vian_id . Horo pedaeKkTop-nopTa Ana BbibpaHHOM ceccuu. Mpum 3Tom cam vian
vlan_id: (1..4094);
— v byaeT cHAT.
- - — session_id: (1..4)
no monitor session session_id BbIK/M0YNTb QYHKLMIO MOHUTOPMHIA Ha HAacTpanBaeMoM UHTep-
source remote vlan vian_id deiice.

KomaHOowbl pexcuma EXEC

3anpoc KomaHAHOM CTpoKK B pexume EXEC umeeT cnegyowmii Bua;

console>
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Tabnmua 146 — KomaHabl, 4ocTynHble B pexkume EXEC

K 3HayeHue/3Ha4yeHue .
omanda Aelicmsue
o yMOAYAHUIO
show monitor session L BbiBECTU MHDOPMALMIO NO CKOHOUIYPUPOBAHHOW CECCMM MOHMTO-
ion i session_id: (1..4) bopmav, durypup
session_id - puHra.

[pumepbl 8b1M0AHEHUS KOMAHO

console# configure terminal
console (config)# monitor session 2 destination interface gigabitethernet

1/0/1
BbIBECTU MHPOPMALMIO MO KOHTPOAMPYIOLWMM Y KOHTROIMPYEMbIM NOPTaM.

console# show monitor session 2

Mirroring is globally Enabled.
Session I

Source Ports

Rx : None

Tx : None

Both : None
Destination Ports : Gil/0/1
Session Status : Inactive

4.20 PyHKLUMU ANATHOCTUKU PU3NYECKOrO YPOBHA

CeTeBble KOMMYTATOpbl COAEPXAT annapatHble M NporpaMmmHble CpeacTsa A1a AMArHOCTUKM
dunsnyeckmx nHTepdeincoB 1 INHKIK CBA3KU. B nepeyeHb TeCTUPYEMbIX NAPaMETPOB BXOAAT Cneaytowme:

[ns aneKkTpuyecknx nHTepdencos:
— AAuvHa Kabens;
—  paccTonHWe A0 MeCTa HEMCNPaBHOCTU — 06pblBa MM 3aMblKaHWUA.

Ona ontnyeckmx nutepdencos 1G:
—  napameTpbl NUTaHWA — HaNpAXKEHUE U TOK;
—  BbIXOAHasA oNTUYeCcKaa MOLWHOCTb;
—  ONTUYecKas MOLLHOCTb Ha Npueme.

4.20.1 Aua2Hocmuka medHo20 Kabens

KomaHOowbl pexcuma EXEC

3anpoc KoMaHAHOW CTPOKK B pexxknme EXEC nmeet cneayowmin Bua;

console#
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Tabnnua 147 — KomaHapbl ANArHOCTUKN MeZIHOTo Kabens

Komanoa 3HayeHue/3Ha4yeHue Leiicmeue
no ymon4aHurw
test cable-diagnostics BbINONHWUTL BUPTYasibHOE TECTUPOBaHUE Kabens Ans yKasaHHOro WH-
fastethernet fa_port | fa_port: (1..8/0/1..24); | Tepdeiica.
gigabitethernet gi_port | gi_port: (1..8/0/1..48);

twopointfivegigabitethernet two_port: (1..8/0/1..8);
two_port | tengigabitethernet | te_port: (1..8/0/1..11)
te_port]

/ Mpu nonyyeHun coobweHuna 'Fail to get cable test result for port GiO/X. Status: 3'
pekomeHayeTca nposBeputb media-type wuHTepdeiica M coctosHMe UHTepdeiica Ha
YAANEeHHOM CTOpoHe.

4.20.2 3nekmponumaxue no aAuHuam Ethernet (PoE)

Mogenn kKommytaTopoB MES2408CP, MES2408IP DC1, MES2408P, MES2408PL, MES2424P,
MES2428P, MES2448P, MES2410-08DP, MES2410-08DU, MES2420D-24DP, MES3708P, MES3710P noaaep-
YKMBAIOT 3N1EKTPONUTaHNE YCTPOICTB No AMHMK Ethernet B cooTBeTcTBUM € pekomeHgauuamm |IEEE 802.3af
(PoE) n IEEE 802.3at (PoE+). Tun pacnnHoBKK A.

KommyTtatopbl MES2408PL xapakTepusyoTcs MeHbUM 6104KeTOM MOLLHOCTM, OTHOCUTENIbHO ApY-
rUX.

KomaHObI pexcuma 2a0baabHol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pPeXKMME rn1obanbHOM KOHPUrypaLmm:

console (confiqg) #

Tabnnua 148 — KomaHgb! pexruma rnobanbHoi KoHduUrypaumm

3HayeHue/ 3HayeHue .
KomaHoa Aelicmeue
no ymon4aHuro
set poe enable BKNOUMTL 31eKTponmMTaHue no amHuam Ethernet.
set poe disable BbIKNOUYUTL 3NEKTPONUTaHMeE No AnHUAM Ethernet.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Buza 3anpoca KoMaHAHOW CTPOKM pexnma KoHoUrypaumm nHtepdeica:

console (config-if) #

Tabnnua 149 —KomaHabl pexkuma KoHourypaumm nHtepdeiica Ethernet

Komanoa 3HayeHue/3HayeHue Leiicmeue
no ymMmoa4YaHuro
power inline auto PaspewunTb paboTy npoToKkona obHapyKeHus PoE-ycTpoicTB Ha
/ UHTepdeice 1 BKAOYAET NOAaYY INEKTPONUTAHMA Ha UHTEpdeiC.
power inline never “/auto 3anpetnTb paboTy NpoToKona obHapyKeHua POE-ycTpoicTs Ha
UHTepdeiice N OTKAOYAET NoAaYY INEKTPONUTAHUA.
power inline priority {critical | 3agaTtb npuopuTeT uHTepdelica POE npu ynpasieHUmn anekTponu-
high | low} TaHuem.
- critical — ycTaHaBAMBaeT HaUBbICLIMI NPUOPUTET INEKTPONUTA-
Jlow HUA. DNEeKTPONUTaHWe NOPTOB C TaKUM NpuopuTeTom ByaeT npe-
KpallaTbCA B MOCNEAHION ouyepedb MpU Neperpyske cCUCTEMbI
PoE;
- high — yctaHaBnvBaeT BbICOKMI NPUOPUTET 3N1EKTPONUTAHUSA;
- low — ycTaHaBAMBaeT HU3KUI NPUOPUTET INEKTPONUTAHMA.
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| user-defined wattage}

power inline limit-mode {class

no power inline limit-mode

wattage: (200..31200)
munnmsartt/ class

BbI6paTb peXxnm orpaHMYeHna MOLLHOCTM.

- class — IMMUT MmaKkcmanbHoW NoTpebaemoit MOLWHOCTH onpe-
AenaeTca KAaccom NoaK/I4aeMoro yCTponcTsa;

- user-defined — AMMUT MaKcMManbHOWM NOTPEBNAEMOW MOLLHO-
CTW BbICTABAAETCA BPYYHYIO, € warom 200 mBT.

BbIB6paTh peKMM Mo YMONYaHMIO.

KomaHOowbl pexcuma EXEC

3anpoc KoMmaHAHOM CTpoKK B pexkume EXEC umeet cneagytowmii Bua;

console#

Tabnuua 150 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show power inline
[gigabitethernet gi_port]

gi_port: (1..8/0/1..48)

OTO6pPa3nTb COCTOSIHME 3NEKTPONUTaHUA UHTEPPENCOB, NOAAEPKU-
BaOLWMX NUTaHME No AnHum PoE.

show power detail

OT06pasnTb 06wy MHPOPMaLMIO NO COCTOAHMIO POE M cocToAHMIO
MCTOYHMKA.

show power inline
consumption

OT06pasnTb XapaKTEPUCTUKM NOTPebAeHUA MOLLHOCTM, TOKa M
HanpsaXXeHusa.

4.20.3 lMpomokon UDLD

UDLD (Unidirectional Link Detection) — 3To NPOTOKOA BTOPOro YPOBHA CO34aHHbIN ANA aBTOMaTUYe-
CKOro 06HapyXeHUs NoTepu ABYXCTOPOHHEN KOMMYHMKALMMN Ha ONTUYECKUX IMHUAX CBA3MN.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxmnma KoHburypaumm nHtepdeica:

console (config-if) #

Tabnunua 151 — KomaHabl pexkmuma KoHpurypauum nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ethernet-oam uni-directional
detection

no ethernet-oam uni-
directional detection

-/BbIK/IOYEHO

BKAOUUTbL AMArHOCTUKY COCTOAHMUA ONTUYECKUI IUHUIA.

BbikntounTb ANArHOCTUKY COCTOAHUA ONTUYECKUIA IUHUIA.

ethernet-oam uni-directional
detection aggressive

no ethernet-oam uni-
directional detection
aggressive

-/BbIK/IOYEHO

BKNIOUUTL arpeccuBHbIN pexmnm, npu kKotopom TLV oTnpasnseTca
B NtobOM cnyyae, faxKe eciv OHa He bblna NosyyeHa oT yaaneH-
HOrO YCTPOMICTBA.

BbIKNOUUTb arpeccuBHbIN pexkum, npu Kotopom TLV otnpasns-
eTca B 1t06OM cnyyae, faxke ecnun oHa He Bblia NoayeHa oT yaa-
NeHHOTO YCTPOWCTBa.

ethernet-oam uni-directional

detection discovery-time time

no ethernet-oam uni-
directional detection
discovery-time

time: (5..300)/5

BbicTaBMTL Talimep, No KoTopomy ByaeT nponcxoauTs onpeaene-
HME TeKyLLLero COCTOSHUA IMHKA.

YCTaHOBWTb 3HaYeHMe MO YMOJIHaHUIO.
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ethernet-oam uni-directional
detection action {errdisable |
log}

-/log

no ethernet-oam uni-
directional detection action

BbibpaTb pexknm paboTbl npoTtokona UDLD.

- errdisable — nepesgava Tpadurka 610KMpyeTCA NPU OTCYTCTBUM
npuema B O4HOM U3 HanpaB/ieHUI B KaHane;

- log — coobueHne o 610KMPOBKE NOABAAETCA B KypHae.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

KomaHOwb! pexcuma EXEC

3anpoc KomaHAHOM CTpoKK B pexkume EXEC umeeT cnegyowmii Bua;

console>

Tabnunuya 152 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show port ethernet-oam uni-
directional detection

OT06pa3MTb COCTOAHME ONTUYECKOTO JINHKA.

4.20.4 fluaezHocmMuKa onmu4YyecKo20 mpaHcuesepa

®PyHKUMA [AMarHOCTUKM MO3BONAET OLEHUTb TEKyllee COCTOAHWE OMTUYECKOro TpaHCMBepa W

ONTMYECKOM NIMHUM CBA3MU.

Bo3MoOXKeH aBTOMATUYECKUIA KOHTPOAb COCTOAHMA JIMHWUIA  CBA3M.

Ona storo KommyTaTtop

nepuoamnyeckm onpawnBaeT MapameTpbl ONTUYECKMX WMHTEPdENCOB M CpPaBHMBAET MX C MNOPOrOBbIMM
3HaYEeHWUAMM, 334aHHBIMM NPOU3BOAMTENAMM TpaHCMBEPOB. Npu BbIXOAE NapamMeTpoB 3a AOMYCTUMble
npegenbl KOMMyTaTop GopMUpPYET NpeaynpexaatoLme U aBapuinHble CoobLLeHMS.

KomaHOwb! pexcuma EXEC

3anpoc KoMaHAHOW CTPOKM B pexkume EXEC nmeeT cnegytowmin BuA:

console#

Tabnmua 153 — KomaHAapl AMarHOCTUKM ONTUYECKOro TpaHcuBepa

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show fiber-ports
optical-transceiver [ {
fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}]

OT06pa3MTb pe3ynbTaTbl ANArHOCTUKM ONTUYECKOTO TPpaHCHUBEpPa.

Tabnunua 154 — MapameTpbl ANArHOCTUKM ONTUYECKOTo TpaHCcUBepa

Mapamemp 3HaueHue
Temp Temnepatypa TpaHcmsepa.
Voltage HanpsaxeHune nuTaHMA TpaHcuBepa.
Current OTKNOHEHME TOKa Ha nepeaave.
Output Power BbIxoZHas MOLLHOCTb Ha nepegadye (mBT).
Input Power BxogHaa molLHOCTb Ha npueme (MBT).
LOS MNoTtepa curHana.
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3HauyeHMA pe3yNbTaToB ANATHOCTUKM:
— N/A - HepocTynHo,

— N/S - He noaaepunsaertcs.
4.21 ®yHKummn obecneveHns 6esonacHoOCTU

4.21.1 ®dyHKyuu obecneyeHua 3auUmoi NOPMoe

C uenbto nosbiweHUsa 6e30NacHOCTU B KOMMYTATOpPe CYLLEeCTBYET BO3MOXKHOCTb HAaCTPOUTb KaKoWn-
MBO NopT TaK, YTobbl AOCTYN K KOMMYTATOpy 4Yepe3 3TOT MOPT NpeaocTaBfANCs TONbKO 3aAaHHbIM
ycTponcTeam. PyHKLMSA 3alMTbl NOPTOB OCHOBaHa Ha onpeaeneHn MAC-agpecoB, KOTOPbIM pa3peLlaeTca
poctyn. MAC-agpeca moryT 6biTb HaCTPOEHbl BPYYHYIO MM U3y4eHbl KOMMyTaTopoMm. ocne msydeHus
HeobXxoaMMbIX afpecoB MNopT cneayeT 3ab6/0KMPOBaTb, 3alUUTMB €ro OT MOCTYN/NeHUs MaKeToB C
HensydyeHHbIMM MAC-agpecamu. Takum 06pasom, Koraga 3ab10KMPOBaHHbIV NOPT nosyyaeT naket, 1 MAC-
agpec NCTOYHMKA NaKeTa He CBA3aH C 3TMM NOPTOM, aKTUBU3MPYETCA MEXAHM3M 3aLUTbl, B 3aBUCUMOCTM OT
KOTOPOro MOryT 6bITb MPUHATLI CAeAyHOLWME Mepbl: HECAHKLMOHUPOBAHHbIE MaKeTbl, NocTynatwowme Ha
3a6710KMpPOBaHHbIM NOPT, NepecbiNatoTca, oTbpackiBaloTCs, MO0 Ke NOPT, NPUHABLUUI NaKeT, OTKAKYaEeTCs.
®dyHKuua 6esonacHoctn Locked Port no3BonseT COXpPaHWUTb CMMCOK M3ydeHHbix MAC-agpecos B ¢daine
KOHdUrypaummn, Takmm o6pasom, aTOT CMMCOK MOXKHO BOCCTAaHOBUTbL NOC/IE Nepe3arpysku ycTponcTaa.

/ CyuwiecTByeT orpaHuyeHue Ha Konmdecrso MAC-agpecoB, KOTOpoe MOXKeT U3y4UTb NOPT, UC-
nonb3yowmii GyHKLUMIO 3aLLUTDI.

KomaHObI pexcuma KoHguaypauuu uHmepgpelica (duanaszoHa uHmepgelicos) Ethernet, uHmep-
gelica epynnbl nopmos

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumum uHtepdelica Ethernet, uHtepdelica
rpynnbl NOPTOB:

console (config-if) #

Tabnnua 155 — KomaHabl pexkuma KoHpurypauum nHtepdelrica Ethernet, rpynnbl uHtepdelicos

3Ha4yeHue/3HayeHue »
KomaHoa Aelicmeue
no yMoan4YaHUIo
switchport port-security ena- BKAtoUNTb GYHKLMIO 3aLWMTLI Ha MHTepdeiice. BAoKMpyeT QyHK-
ble LMI0 U3y4eHMA HOBbIX agpecoB ans nHtepderica. MakeTbl ¢ He-
-/BbIK/NIOYEHO n3yyeHHbIMU MAC-afpecamm UCTOYHUKA OTOpacbIBAtOTCA.
no switchport port-security en- OTKNOUNTL GYHKLMIO 3aWMTbI Ha MHTepdeiice.
able
switchport port-security mac- 3a4aTb MaKCMManbHOE KOJIMYECTBO a4 PECOB, KOTOPOE MOXKET
limit o M3Y4UTb NOPT.
- - limit: (0..8192)/1
no switchport port-security YCTaHOBUTb 3HAYEeHUE NO YMOJTHAHUIO.
mac-limit
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switchport port-security mode 3afaTb peXnm orpaHnyeHna nsydeHna MAC-agpecos 41a HacTpa-
{max-addresses | lock | se- nBaemoro nHtepdeiica.

cure-delete-on-reset | secure- - max-addresses — yganser Tekylue AUHAMUYECKU U3yYeHHble
permanent} afpeca, cBA3aHHble C MHTepdencomM. PaspelleHo U3yyeHne mak-

CMMasIbHOTO KO/IMYEeCTBa aApecos Ha nopTy. [loBTopHOe U3ydeHne
W CTapeHue paspeLleHbl.

- lock — coxpaHseT B dpaiin TeKkywme ANHAMNYECKN U3YYEHHbIE aj-
peca, cBA3aHHble C MHTepdeincom u 3anpeLiaet obyyeHne HoOBbIM
afipecam v CTapeHme y>Ke U3yYeHHbIX agpecos.

- secure-delete-on-reset — yaanaeT Tekylwme AMHAMUYECKN U3y-
-/lock YyeHHble agpeca, CBA3aHHble C MHTepdeicom. PaspelueHo M3yye-
HMEe MaKCMMaNbHOTO KOAMYecTBa aApecos Ha nopTy. MoBTopHoe
M3yyeHme 1 CTapeHue 3anpeLleHbl. Agpeca CoOXpaHaTCsa 40 nepe-
3arpysKu.

- secure-permanent — yganfeT TeKylimMe AMHAMUYECKM WU3y4yeH-
Hble agpeca, CBA3aHHble C MHTepdelicom. PaspelueHo n3ydeHne
MaKCMMabHOTO KOAMYecTBa agpecoB Ha nopTy. MosTopHoe m3y-
YeHue U CTapeHue 3anpelleHbl. AApeca COXpPaHATCA Npu nepe-

3arpyske.
no switchport port-security YCTaHOBWTb 3HaYeHME MO YMONYAHMUIO.

mode

switchport port-security viola- 3a4aTb PeXKUM pearnpoBaHua Npu HapyweHun 6e3onacHoCTU.
tion [restrict | protect | dis- - restrict — B JaHHOM pexXvMe Npu HapylleHWn 6e3onacHoCcTH oT-
card-shutdown] npasnaetca SYSLOG-coobuweHune Ha SYSLOG-cepsep.

- protect — B J@HHOM peXKMMe OMOBELLEHUA O HapyleHun bes-
onacHoCcTM HeT. Bknwovaetr nepexsaT MAC-agpecoB, KOTopble

-/restrict OOMKHbI 6bITb 0T6pOLWeHbl, Ha CPU, nocne yero MAC-agpeca no-
MEeYatoTCcA Kak 3absoKMpoBaHHble U OTOPACbIBAOTCA B TeYeHUU
aging-time;

- discard-shutdown — B faHHOM pexnme Kagpbl C HEM3yYeHHbI-
Mu MAC-agpecammn UCTOYHUKA OTOpachbiBaAlOTCA, NOPT OTKAOYa-
eTca.

4.21.2 Kormpons npomokosaa DHCP u onyusa 82

DHCP (Dynamic Host Configuration Protocol) — ceTeBoil NpOTOKO/, NO3BONAOLWMNIA KANEHTY MO
3anpocy nonyyaTb IP-agpec n apyrue Tpebyembie napameTpbl, Heobxoanmble ansa pabotbl B cetn TCP/IP.

Mpotokon DHCP mokeT ncnonb3oBaThbCA 310yMbILLAEHHUKAMW A1 COBEPLUEHNA aTaK Ha YCTPOMCTBO,
KaK CO CTOPOHbI KAneHTa, 3acTaBnaa DHCP-cepBep BblgaTb BCE AOCTYMHble afapeca, Tak U CO CTOPOHbI
cepsepa, nyTem ero noameHsbl. MNporpammHoe obecneyeHne KOMMyTaTopa NO3BOAET 06ECNeYnTb 3aLUnTy
YCTPOICTBA OT aTak C UCMosb3oBaHMeM npoToKosa DHCP, anAa yero npumeHsaeTcA QyHKUMA KOHTPOAA
npotokoaa DHCP — DHCP snooping.

YcTpoicTBO CNOCOBHO oTcnexuBatb noseaeHne DHCP-cepBepoB B ceTW, paspewas Ux
MCNONb30BaHME TO/MIbKO HA «A0BEPEHHbIX» UHTepdelicax, a TakKe KOHTPOAMPOBATb AOCTYMN KAMEHTOB K
DHCP-cepBepam no Tabnuue CoOoTBETCTBUIA.

Onuusa 82 npotoKkosa DHCP (option 82) ncnonbsyetca ana Toro, 4Tobbl NponHbopmuposaTs DHCP-
cepBep 0 ToM, oT Kakoro DHCP-peTpaHcasaTopa (Relay Agent) 1 yepes Kakoi ero nopT 6611 Noay4YeH 3anpoc.
MpumeHseTca ANA yCTaHOBNEHWUA COOTBETCTBUN IP-aapecoB M NOPTOB KOMMYTATOPa, a TaKKe A1 3alunTbl
OT aTak C ucnonb3oBaHMem npotokona DHCP. Onuums 82 npeacrtaBnsetr cobol OOMNOAHUTENbHYHO
MHPopmaumio (Mms yCTPOICTBa, HOMep MopTa), A0b6aBAAEeMYyt0 KOMMYTAaTOPOM, KOTOpbI paboTaer B
pexxknme DHCP Relay areHTa, B Buge DHCP-3anpoca, NpMHATOro oT KAnMeHTa. Ha OCHOBaHUM JaHHOM onuuuy,
DHCP-cepBep Bblgensier IP-agpec (ananasoH IP-agpecoB) u gpyrve napameTpbl MopTy KOMMyTaTopa.
Monyume Heobxogumble gaHHble oT cepsepa, DHCP Relay areHT BbiaensieT IP-agpec KAMEHTY, a TaKxke
nepegaer emy gpyrue Heobxoanmble NapameTpsbl.
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Tabnuua 156 — ®opmat none onunmn 82

lone

lMepedasaemas uHgpopmayus

Circuit ID

MmaA xocTa ycTponcTsa.
cTpoka Buaa eth <stacked/slotid/interfaceid>:<vlan>

MocnepHuin 6aiT — HoMep NopTa, K KOTOPOMY NOAK/IOYEHO YCTPOMUCTBO, OTNpaBAastoLLEE
dhcp-3anpoc.

Remote agent ID

Enterprise number — 0089c1
MAC-agpec ycTponcTsa.

’ . [Ona KoppeKTHoii pabotbl ¢yHKuum DHCP Snooping Bce ucnonbsyemble DHCP-cepBepbl

e BONXKHbI ObiTb MOAK/IOUYEHbl K «40BepeHHbIM» MopTam KommyTtatopa. [Ona po6asneHus
nopTa B CMUCOK «A0BEepPEeHHbIX» UCNONb3YIOTCA KOMaAHAbI port-security-state trusted, set port-
role uplink B pexxume KoHdurypauumn uHtepdeiica. Ana obecneyeHusa 6e3onacHoCTU Bce
OCTa/sibHbie NOPTbl KOMMYTaTOpPa AO0/IXKHbI O6bITb «HeA0BEPEeHHbIMUY.

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKnmMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabnnua 157 — KomaHgb! pexkuma rnobanbHoi KoHdurypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

ip {dhcp| dhcpv6} snooping

no ip {dhcp| dhcpv6}
snooping

-/BbIK/IIOYEHO

Pa3spelwmnTb KOMMyTaTOPYy KOHTPOAMpPOBaHWe npoToKkosia DHCP.

3anpeTnTb KOMMYTaATOPY KOHTPOIMPOBaHUe npoTokoaa DHCP.

ip {dhcp| dhcpv6} snooping
vlan vian_id

no ip {dhcp| dhcpv6}
snooping vlan vian_id

vlan_id:
(1..4094)/BbIKNtO4EHO

Pa3spewunTb KOHTpOAMpOBaHWe npoTtokoaa DHCP B npegenax yka-
3aHHoro VLAN.

3anpeTnTb KOHTPOAMpPOBaHWe npoTokona DHCP B npepenax yKa-
3aHHoro VLAN.

ip dhcp snooping verify mac-
address

no ip dhcp snooping verify
mac-address

-/BKNOYEHO

BkntoumTb Bepuoukaumnto MAC-agpeca knmeHta 1 MAC-agpeca uc-
TOYHMKa, NpuHATOro B DHCP-nakeTe Ha «HeA0BEPEHHbIX» MopTax.

Bbikntountb BepudmKkaumio MAC-agpeca kameHTa 1 MAC-agpeca
MCTOYHMKA, NpuHAToro 8 DHCP-nakeTe Ha «HeA0BEPEHHbIX» Mop-
Tax.

ip dhcp snooping information
option allowed-untrusted

no ip dhcp snooping
information option allowed-

Nno YMONYaHMIO Npuem
DHCP-nakeToB ¢
onuueri 82 ot
«HEHALEeXHbIX» NOPTOB

PaspewwnTb NpMHMMaTb DHCP-nakeTbl ¢ onuuen 82 oT «HeHaaex-
HbIX» MOPTOB.

3anpetuTb NnpuHMMaTb DHCP-nakeTbl ¢ onuuelt 82 oT KHEeHAA4eX-
HbIX» NOPTOB.

dress]

no ip source binding
{client_mac} {vlan vian_id}
{interface gigabitethernet
gi_port | tengigabitethernet
te_port | port-channel po}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..4);
po: 1..64;

gw_address: A.B.C.D

untrusted 3anpeLueH
ip binding port-down action OnpeaennTb peakumio KOMMYTaTopa Ha NageHune uHTepoerica:
{clear|retain} Jretain - retain — coxpaHseT 3anucu B Tabaunue npu NnageHuu.
- clear — ypanser Bce AMHaMMYecKMe 3anncu, co3gaHHble Ann
ynaBuwero uHtepderica.
ip source binding {client_mac} [06aBuUTb CTaTUYECKYIO 3aNnUCb MW U3MEHWUTb TUM 3aNWUCK C au-
{vlan vian_id} {interface giga- HaMMYECKOro Ha CTaTUYeCcKui B TabiMLe COOTBETCTBUA KOHTPO/IA
bitethernet gi_port | tengiga- client_mac: npotokosa DHCP.
bitethernet te_port | port- aa:bb:cc:dd:ee:ff;
channel po} [gateway gw_ad- vlan_id: 1..4094;

YanuTb 3anuck 13 TabaunLLbl COOTBETCTBUA KOHTPOIA NPOTOKONA
DHCP.
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KomaHObI pexcuma Privileged EXEC

Buz 3anpoca KomaHAHOM CTPOKM pexxnma Privileged EXEC:

console#

Tabanuya 158 — KomaHgb! pexknma Privileged EXEC

Komanoa 3HayeHue/3Ha4yeHue Neiicmeue
no ymoa4aHuro
show ip {dhcp | dhcpv6} i OT06pasunTb cooTBeTcTBMA U3 daiina (6asbl) KOHTPOAA NPOTOKONA
snooping DHCP.
show ip dhcp snooping global - OT06pa3mnTb rnobanbHyo HacTpolriky DHCP Snooping.
show {ip | ipv6} binding ) Moka3aTb Bce cooTBETCTBUA U3 daiina (6a3bl) KOHTPOA NPOTOKONA
DHCP.
clear {ipv4 | ipv6} binding vlan_id: (1..4094) Ounctntb cooTseTcTBUA U3 daina (6asbl) KOHTPOAA NPOTOKONa
[mac_addr vian_id] DHCP.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanaszoHa uHmepgelicos) Ethernet, uHmep-
gelica epynnel nopmos

Bupa, 3anpoca KomaHAHOW CTPOKM B pexxume KoHoburypaumum mHtepdeiica Ethernet, nnrepdeiica
rpynnbl NOPTOB:

console (config-if) #

Tabnunua 159 — KomaHabl pexkmma KoHourypauum uHtepdeliica Ethernet, rpynnsi uHTepdelicos

3Ha4yeHue/3HayeHue ”
KomaHoa / Aelicmeue
no ymoa4aHuio
ip binding limit /imit BKAtOUUTb orpaHuyeHme Konmndectsa DHCP-KMEHTOB Ha NopTy.
no ip binding limit limit (0..1024) BbIK/IHO4MTb OrpaHuyeHme Konnyectsa DHCP-kn1neHTOB Ha
nopry.

YcTaHOBNEHHOe orpaHuyeHue no Koauudectesy DHCP-kaneHTOB 6yaeT pacnpocTpaHATbCA
TONbKO Ha HOBble 3anucu. PeKomeHpyeTcA nepes, HaCTPOMKOM OrpaHUYEHUA OUYUCTUTD
Tabaunuy knnentos DHCP snooping.

4.21.3 DSLAM Controller Solution (DCS)

C nomouwpto AaHHOM (YHKUMM HaCcTpauMBaloTCcA 3HaAYyeHWA UAeHTUPUMKATOpOoB UHTepdenca u
peTpaHcaaTopa npu KoHourypuposaHum DHCP snooping, DHCPv6 snooping n PPPoE Intermediate Agent.
Circuit-id — naeHtTuduKaTop uMHTepdelica, ¢ KoToporo npuwen 3anpoc, remote-id — naeHtTuduKaTop
peTpaHCcaATOpa, C KOTOPOro npuLwesn 3anpoc.

Mpw BKAtoYeHUN GYHKLMM Ha MHTepdelice circuit-id n remote-id 6yayT BctaBnaTbesa Bo Bcex VLAN, Ha
KoTopbIx BKAtoueH DHCPv4/v6 snooping, DHCP Relay, PPPoE-IA. Mpu BkatoueHnmn B VLAN circuit-id n remote-
id 6yayT BcTaBNATbCA TONbKO B AaHHOM VLAN Ha Bcex nHTepdeiicax.

KomaHObI pexcuma 210b6anabHol KOHuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM pexkmnma rnobanbHoM KoOHPUrypaumu:

console (config) #

162 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



HELTEX

Tabnnua 160 — KomaHabl pexkuma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

dcs information option [dhcp |
dhcpvé | pppoe-ia | dhcp-
relay] enable

dcs information option [dhcp |
dhcpvé | pppoe-ia] disable

-/BbIKOYEHO

BkatounTb aobasneHue circuit-id + remote-id ana scex onuuii (1.e.
dhcp | dhcpv6 | pppoe-ia | dhcp-relay) ninbo 3agaTb KOHKPETHbIN
NPOTOKOAN ANA BCTaBKM remote-id u circuit-id.

BbIkNtounTb AobasBneHune remote-id u circuit-id.

dcs agent-circuit-id user-
defined {dhcp | dhcpv6 |
pppoe-ia | dhcp-relay}
identifier [hex]

no dcs agent-circuit-id user-
defined {dhcp | dhcpv6 |
pppoe-ia | dhcp-relay}

identifier (1..63)
cMmBonos/WwabnoH
%h%i%v

YcTaHOBUTD circuit-id B dopmate cBo60oAHOM CTPOKK, onpeaeneH-
HOW nosnb3oBaTeseM. BO3MOXHO MCNOAb30BaHMe WaboHOB.
- hex — nponsBonbHan cTpoka B HEX-popmare.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

dcs agent-circuit-id format-
type {dhcp | dhcpv6 | pppoe-
ia | dhcp-relay} [identifier-
string] identifier option format
[delimiter delimiter]

no dcs agent-circuit-id format-
type {dhcp | dhcpvé | pppoe-
ia | dhcp-relay}

identifier (1..48)
cumBosios/dopmar spv,
pasgenutens std,
identifier NULL

HacTpowurTb circuit-id cornacHo pekomeHgaumam TR-101.

NpeHTndukatop:
- identifier — nponsBonbHan cTpoKa 6e3 wabaoHoB..
dopmar:

- pv —Homep nopTa u VLAN;
- Sp — HOMep €n10Ta M NopTa;
- SV — Homep cnota u VLAN;
- Spv — Homep cnoTa, nopta u VLAN.
Paspenutenu:
-comma-—"“";

-dot—"";

- hash — “#”;

- semi-colon - “;”;

- slash—“/”;

-space—"“";

- std — “slot:port/vlan”.

V HauuHasa c Bepcum 10.4.2, cnot umeeT popmat Homep
IOHUTA, CNOoT.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

dcs agent-circuit-id suboption-
type {dhcpv4 | dhcpvé |
pppoe-ia | dhcpd-relay} {tr-
101 | user-defined} [binary]
[add-subtypes]

no dcs agent-circuit-id
suboption-type {dhcpv4 |
dhcpvé | pppoe-ia | dhcp4-
relay}

-/tr-101

YcTaHoBUTL GopMaT circuit-id.

dopmaTbl:

- tr-101 — nobasneHue circuit-id B popmaTte cornacHo pekomeHaa-
umam TR-101

- user-defined — gobasneHue circuit-id B ¢popmate csobogHoOM
CTPOKM C BO3MOKHOCTbO MCMOb30BaHNA LWABNOHOB.
[JononHuTtenbHble NapameTpsbl:

- binary — gaHHbIV napameTp yKasblBaeT, YTO YUCAOBble WABAOHbI
6yayT npeobpasosaHbl B popmat HEX.

- add-subtypes — gaHHbIV NapameTp yKasbIBaeT, YTO B UAEHTUDU-
KaTop byaeTt pobaBneH AONONHUTENbHbIA NoaTUN (2X-6aliTOBbIN
ona DHCPv4 n PPPoE u 4x-6aiTtoBbii ana DHCPv6), B KOTopom
onpeaensetca dopmat ctpoku (ASCII-0x01, HEX-0x00) u gauHa
naeHTudmKatopa.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

dcs remote-agent-id user-
defined {dhcp | dhcpvé6 |
pppoe-ia | dhcp-relay}
identifer [hex]

no dcs remote-agent-id user-
defined {dhcp | dhcpvé6 |
pppoe-ia | dhcp-relay}

identifer (1..63)
cMmBo10B/WwabnoH %m

YcTaHoBUTbL remote-id B popmaTe cBOOOAHOM CTPOKM, onpesenéx-
HOW nosnb3oBaTesieM. BO3MOXHO MCNONb30BaHMe WaboHOB.
- hex — npousBonbHan cTpoka B HEX-popmare.

YCTaHOBUTb 3HaYeHMe nNo YMONYaHUIO.
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dcs remote-agent-id YcTaHoBUTbL popmat remote-id

suboption-type {dhcpv4 | dopmartbl:

dhcpv6 | pppoe-ia | dhcpa- - user-defined — go6aBneHne remote-id B popmate cBoboAHOM
relay} user-defined [binary] CTPOKM C BO3MOXKHOCTbI UCMNO/1b30BaHUs Wab0HOB.
[add-subtypes] [ononHUTeNbHbIE NAapamMeTpbl:

- binary — naHHbIN napameTp yKasbiBaeT, YTO YNC/I0BbIE LWABOHbI
6yayT NnpeobpasosaHbl B popmat HEX.

- add-subtypes — naHHbI napameTp yKa3blBaeT, YTO B UAEHTUDU-
KaTop byget pobaBneH AONOAHUTENbHBIN NoaTUN (2X-6akTOBbIN
ana DHCPv4 u PPPoE u 4x-6aiToBbii gns DHCPv6), B KoTopom
onpepensetca ¢opmat cTpokmn (ASCII-0x01, HEX-0x00) u gavHa
naeHTuduKaTopa.

-/user-defined

no dcs remote-agent-id YCTaHOBWTb 3HAYEHME N0 YMONYAHMIO.
suboption-type {dhcpv4 |
dhcpv6 | pppoe-ia | dhcpa-
relay}

Tabnnua 161 — LWabnoHbl, gocTynHble Ana HacTporku user-defined naeHTndmkatopos

LWabnoH OnucaHue

%a IP-agpec. laHHbIl WabnoH moxKeT bbiTb NpeobpasosaH B popmat HEX. ECTb BO3MOXKHOCTb YKa3aTb HOMep
VLAN c IP-agpecom (Hanpumep, VLAN 2: %a2).

%h Mmsa ycTpoiicTsa.

%p KopoTkoe ums nopta, Hanpumep, gil/0/1.

%P [nuHHOE ma nopTta, Hanpumep, gigabitethernet 1/0/1.

%t Tun nopta, Hanpumep, gigabitethernet.

%n Homep nopta Ha nnueBoi naHenn. aHHbii wabnoH moxeT bbiTb NpeobpasoBaH B popmaT HEX.

%m MAC-agpec nopta B popmate H-H-H-H-H-H-H. JaHHbI wabnoH moxkeT 6biTb NpeobpasosaH B popmat HEX.

%M MAC-agpec cuctembl B popmate H-H-H-H-H-H-H. JaHHbIN WwabaoH moxKHO npeobpasosaTtb B popmat HEX.

%u Homep toHMTa. [JaHHbIV WwabnoH MmoKeT bbiTb NpeobpasosaH B popmaT HEX.

%s Homep cnota. [laHHbIN WwabnoH moxeT 6bITb NpeobpasosaH B dopmat HEX.

%i ifindex nopTta. JaHHbll WwWabaoH moeT bbiTb NpeobpasosaH B dpopmaTt HEX.

%cC MAC-agpec aboHeHTcKoro yctponctea B popmate H-H-H-H-H-H-H. JaHHbi wabnoH moxkeT 6biTb Npeobpa-
30BaH B popmat HEX.

%V NpeHTndukatop VLAN. JaHHbIN WwabnoH moxeT 6biTb NpeobpasoBaH B popmat HEX.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Buz 3anpoca KoMaHAHOW CTPOKM B pexnume KoHurypaummn nntepdeiica Ethernet:

console (config-if) #

Tabnnuya 162 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

Komanda 3HayeHue/3Ha4yeHue leiicmeue
no ymoa4YaHuro
dcs agent-circuit-identifer YcTaHoBUTb circuit-id B popmaTte cBoO6OAHON CTPOKM, onpese-
circuit_id [hex] circuit_id: (1.63) NEéHHOM nonb3osaTesiem. BO3MOXKHO MCNo/Ib30BaHMe WaboHOB.
- [aHHasa HacTpoliKa MMeeT NpUopuTET nepes aHaNorMYHOM r1o-
CMMB%h(Z:i{A”ia&OH 6anbHOM HacTpoMKoW popmarTa circuit-id.
- hex — npousBonbHas cTpoka B HEX-¢popmarTe.
no dcs agent-circuit-identifer YCTaHOBUTb 3HAYEHUA MO YMOIYAHUIO.
dcs remote-agent-identifier YcTaHoBUTbL remote-id B dopmaTte cBO6OAHONM CTPOKM, onpese-
remote_id [hex] NEéHHOM nonb3osaTesiem. BO3MOXKHO MCNo/Ib30BaHMe WaboHOB.
remote_id: (1..63) [aHHasa HacTporKa MMeeT NpUopUTET nepes aHaNorMYHOM r10-
cMmBON0B/WabnoH %m 6anbHOM HacTpoMKon popmaTa remote-id.
- hex — npousBonbHas cTpoka B HEX-dpopmarte.
no dcs remote-agent-identifier YCTaHOBWTb 3HAYEHWUE MO YMONYAHUIO.
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dcs information option {dhcp | BkntounTb pobasnenue circuit-id + remote-id 4na KOHKpETHOTO
dhcpv6 | pppoe-ia | dhcp- npoToKona.
relay} enable
-/BbIKIIOYEHO V BcraBKa circuit-id/remote-id gonkHa 6bITb OTKAIOUEHA
rnobanbHo.
dcs information option {dhcp | BbIkNounTb fobaBneHue remote-id 1 circuit-id gns KOHKpPeTHOro
dhcpvé | pppoe-ia} disable npoToKona.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica L2VIan

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-vlan) #

Tabnunua 163 — KomaHabl pexxuma KoHdurypaumm nntepoeiica L2Vlan

Komanoa 3Ha4yeHue/3HayeHue no Neiicmeue
YMOAYAHUIO
dcs information option {dhcp | BrkntounTb gobasneHue circuit-id + remote-id gns KoHKpeT-
dhcpv6 | pppoe-ia | dhcp- HOro NpoTOKo/a.
relay} enable
-/BbIK/IIOYEHO V BcraBKa circuit-id/remote-id gonkHa 6biTb OT-
KntoyeHa rnobanbHo.
dcs information option {dhcp | Bbikntountb gobasneHne remote-id u circuit-id gna KoH-
dhcpvé | pppoe-ia} disable KPEeTHOro NpPoToKoAa.

KomaHObl pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexxunma Privileged EXEC:

console#

Tabnnua 164 — KomaHgbl pexkuma Privileged EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o yMOAYAHUIO
show dcs-port-config OT06pPa3nTb TEKYLLYIO KOHOUTYpaLMio NAEHTUOUKATOPOB remote-
[interface fastethernet fa_port | fa_port: (1..8/0/1..24); | id u circuit-id gna uHtepdeiicos.
| gigabitethernet gi_port | gi_port: (1..8/0/1..48);
twopointfivegigabitethernet two_port: (1..8/0/1..8);
two_port | tengigabitethernet te_port: (1..8/0/1..11)
te_port] vlan_id: (1..4094)
[vlan vian_id]
show dcs-global-config OT06pasunTb rnobanbHyo KOHOUTypaunto naeHTMduKaTopa circuit-
id.

Mpumep Hactpolikm DHCP Snooping Bo VLAN10 c HacTtpoikoi DCS-onumin Ha wuHTepdeice
Gigabitethernet 1/0/13.

console (config) # interface gigabitethernet 1/0/10
console (config-if)# port-security-state trusted
console (config-if) # set port-role uplink

console (config-if)# switchport mode trunk

console (config-if) # exit

console (config) # ip dhcp snooping

console (config)# wvlan 10

console (config-vlan)# ip dhcp snooping

console (config) # interface gigabitethernet 1,/0/13
console (config-if)# switchport general allowed vlan add 10 untagged
console (config-if) # switchport general pvid 10

console (config-if)# dcs remote-agent-identifier enable
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console (config-if)# dcs agent-circuit-identifier "3v $%p Sh"
console (config-if)# dcs remote-agent-identifier "3M"

Mpumep HacTponkm DHCP Snooping Bo VLAN10 c HacTpoikoi DCS-onunit ana scex uHTepdeiicos B
¢dopmarte HEX.

console
console
console
console
console
console
console
console

config)# !

config)# interface gigabitethernet 1/0/10

config-if) # port-security-state trusted

config-if) # set port-role uplink

config-if)# switchport mode trunk

config-if) # exit

config)# ip dhcp snooping

config)# dcs remote-agent-id suboption-type dhcpv4 user-defined binary

N~ o~~~ e~~~ o~~~ o~~~ o~~~ —~

)
console (config) # des agent-circuit-id suboption-type dhcpv4 user-defined binary
console (config) # des agent-circuit-id user-defined "$igv"
console (config)# dcs remote-agent-id user-defined "3M"
console (config)# !
console (config)# vlan 10
console (config-vlan)# ip dhcp snooping
console (config-vlan)# !
console (config)# interface gigabitethernet 1,/0/13
console (config-if)# switchport general allowed vlan add 10 untagged
console (config-if) # switchport general pvid 10

4.21.4 3awuma IP-adpeca knueuma (IP Source Guard)

dyHKuMA 3awmThl IP-agpeca (IP Source Guard) npeaHasHadeHa ans dunbTpaumm Tpaduka, NPUHATOrO
¢ uHTepdelica, Ha ocHoBaHMM Tabanubl cooteeTcTBM DHCP snooping mn ctatuyeckux cooTseTcTBuid IP
Source Guard. Taknum obpasom, IP Source Guard nossosnseTt 6opoTbcaA ¢ NoameHon IP-agpecos B NakeTax.

V' MocKonbKy PYyHKLMA KOHTPOAA 3awuThbl IP-agpeca ucnonbayer Tabanubl COOTBETCTBUMA
DHCP snooping, umeeT cMbIC/1 UCMOJ/Ib30BaTb AAHHYIO GYHKLMUIO, NpeaBapuUTe/ibHO
HacTtpous u BKAouns DHCP snooping.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Buz 3anpoca KOMaHAHOM CTPOKM:
console (config-if) #

Tabnunua 165 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

3HayeHue/3HayeHue o .
KomaHnoa P —— Aelicmeue
{ip | ipv6} verify source port- BKAoUNTb  PyHKUMIO 3almTbl IP-uHTepdeica ans
security nopTa. Mocne BKAOYEHMA Ha UHTEpdelice Bce 3anucu
B Tabauue IP Binding yctaHasnumBatotca B TCAM B Ka-
-/BbiknioveHo YecTBe pa3peLlatoLLero npasumna.
no {ip | ipv6} verify source KomaHpga yganaet 3anucu us TCAM 1 oTKAtOYaeT OT-
port-security bpacbiBaHue IP-nakeToB Ha NOPTY.
{ip | ipv6} verify source port- OTkAtounTb NpoBepky VLAN-3arosoBKka B NpuHMMae-
security ignore-vlan MbIXx nakeTax ans IP Source Guard.
no {ip | ipv6} verify source /BeiknIOYeHO BepHyTb npoBepKy VLAN-3aro/sioBKka B NpMHUMAEMBbIX
port-security ignore-vlan naketax ans IP Source Guard.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgetica L2Vlan

Bua 3anpoca KOMaHAHOM CTPOKM:
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console (config-vlan) #

Tabanua 166 — KomaHgbl pexkuma KoHdurypaunm nntepdeiica L2Vian

3HayeHue/3Ha4yeHue no »
KomaHoa / Aelicmeue
YMOAYAHUIO
{ip | ipv6} verify source port- Bratounte dyHKUMo 3awmtel IP/IPv6-uHTepdeiica ans
security VLAN. Mocne BKAOYEHUA Ha MHTEpdelice BCe 3anucu B Tab-
nuue IP Binding yctaHaBamBatotcs B8 TCAM B KayecTBe pas-
-/BbIK/IIOYEHO
pellatolLero npasuna.
no {ip | ipv6} verify source KomaHgaa yganset 3anucu us TCAM u oTKAto4aeT oTbpachl-
port-security BaHue IP/IPv6-naketos 8o VLAN.

KomaHOb1 pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOM cTPOKKM pexxnma Privileged EXEC:

console#

Tabnnua 167 — KomaHgbl pexkuma Privileged EXEC
3HayeHue/3HayeHue
no ymoa4YaHuro
show { ip | ipv6} verify source OT06pa3snTb HacTpolikm IP/IPv6 source Guard Ha nHTepdeiicax.

[interface { fastethernet |
gigabitethernet |
twopointfivegigabitethernet |
tengigabitethernet} interface |
vlan [vian-id]]

KomaHoa Aelicmeue

show running-config ip-source- OTo6pasnTb KOHPUrypaumto mogyna IP source Guard.
guard

4.21.5 KoHmpons npomokona ARP (ARP Inspection)

®yHKUMA KoHTpons npotokona ARP (ARP Inspection) npepgHasHayeHa gns 3aWmTbl OT aTaKk C
ncrnosb3oBaHWem npoTtokosna ARP (Hanpumep, ARP-spoofing — nepexsat ARP-Tpadwuka). KoHTposnb
npotokosaa ARP ocyliecTBaseTca Ha OCHOBE CTaTUYeCKMX cooTBeTcTBui IP- 1 MAC-agpecos, 3afaHHbIX 1A
rpynnbl VLAN.

’ ‘ MNopT, ckoHPUrypMupoBaHHbIN «HepzoBepeHHbIM» ana ¢yHKuMn ARP Inspection, gonkeH
rad TaK}Ke 6bITb «Hep0BepeHHbIM» anA ¢yHKunn DHCP snooping uam coorserctene MAC-agpeca
u IP-agpeca ANa 3TOro Nopra A0NMXKHO 6bITb CKOHQUIYPUPOBAHO CTaTUYECKU. MHave AaHHbIN
nopTt He 6yaeT oTBeuaTb Ha 3anpocbl ARP.

V [Ona HeHageKHbIX NOPTOB BbINOJIHAIOTCA NPOBEPKU cooTBeTcTBMIA IP- 1 MAC-agpecos.

KomaHObI pexcuma 210baabHol KOHGuU2ypayuu

BuAa 3anpoca KOMaHAHOWN CTPOKM pexxmnma rnobanbHoOn KoHbUrypaumm:
console (config) #

Tabnmua 168 — KomaHabl pexkmma rnobanbHon KoHPUrypaumm

3HayeHue/3Ha4yeHue .
Aelicmeue
o ymMona4YaHuro
ip arp inspection enable BK1t0UNTL KOHTPOb NpoToKona ARP (pyHKumio ARP Inspection).
-/BbIK/IIOYEHO
ip arp inspection disable BbIKNOUMTL KOHTPOAL NpoToKona ARP (dpyHKumto ARP Inspection).
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ip arp inspection vlan vian_id

no ip arp inspection vlan
vlan_id

vlan_id: (1..4094)/
BbIK/IOYEHO

PaspewnTb NpoBepKy NpoTokosa ARP, ocHOBaHHyt Ha 6ase cooT-
BetcTBuii DHCP snooping, B Bbi6paHHoM rpynne VLAN.

3anpeTuTb NPOBEPKY NPOTOKo/1a ARP, ocHOBaHHYto Ha 6a3e cooTBeT-
ctBuii DHCP snooping, B BbibpaHHo rpynne VLAN.

ip arp inspection validate
{dstmac | dstmac-ipaddr |
ipaddr |srcmac | srcmac-
dstmac | srcmac-dstmac-
ipaddr | srcmac-ipaddr}

no ip arp inspection validate

MpepoctaBuTb cneunduyHbie NPOBEPKN A1 KOHTPOASA NPOTOKONA
ARP.

- srcmac: Jna ARP-3anpocos 1 OTBETOB NpoBepAeTCcA COOTBETCTBUE
MAC-agpeca B 3aronoske Ethernet MAC-agpecy MCTOYHMKA B CO-
Aepxumom npotokosa ARP.

- dstmac: Ana ARP-otBeTOoB nposepseTtca cootsetcTBue MAC-aa-
peca B 3arosioBke Ethernet MAC-agpecy HasHauyeHUs B COAEPHKMU-
mom npoTokona ARP.

- ipaddr: Mposepsaetca cogepxunmoe ARP-nakeTa Ha Hannume He-
KOppeKTHbIX IP-agpecos.

3anpetuTb cneunduyHbie NPOBEPKU AN KOHTPOAA NpoTokona ARP.

KomaHOowb! pexcuma EXEC

Bupa, 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnunua 169 — KomaHabl pexkmma EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

show ip arp inspection globals

OTo6pasnTb cUcTEMHYIO KOHPUrypaumuio dyHKLUMKM KoHTpona ARP
npoToKona.

show ip arp inspection vlan
[vian_id]

vlan_id: (1..4094)

OTtobpa3unTb cnucok VLAN, Ha KoTopbix akTueeH ARP Inspection.

show ip arp inspection
statistics [global | interface

{ fastethernet | gigabitethernet
| twopointfivegigabitethernet

| tengigabitethernet} interface

| vlan vian_id]

vlan_id: (1..4094)

MoKasaTb CTAaTUCTUKY ANA CNeAylowWwmX TUMOB MaKeToB, KOTopble
66111 06paboTaHbl Npy nomoLm GyHKuum ARP:

- nepefaHHble nakeTbl (forwarded);

- noTepsAHHbIe NakeTbl (dropped);

- owmn6kKu B IP/MAC (IP/MAC Failures).

clear ip arp inspection statistics
[global | vlan vian_id]

vlan_id: (1..4094)

OumnCTUTb CTaTUCTUKY KOHTPONA npoTokona ARP Inspection.

4.21.6 Hacmpolika ¢pyHkyuu MAC Address Notification

®yHKuma MAC Address Notification no3sonseT oTcnekmMBaTb NOABAEHME N UCYE3HOBEHME aKTUBHOTO
060py0BaHUA Ha CeTU NyTeM COXpaHeHuAa wuctopum usyvyeHns MAC-agpecoB. Mpu oBHapyKeHUMU
M3MeHEeHWA B cocTaBe M3ydeHHbIx MAC-afpecoB KOMMYTATOp COXpaHsfeT uHpopmauuio B Tabauue u
usgewaer o6 aTtom ¢ nomouplo coobuieHnit npotokona SNMP. O®yHKLMA MMeeT HacTpauMBaemble
napametpbl — rAybuHa UCTOpUM O COBBLITUAX U MUHUMANbHBIN MHTEPBAN OTNPaBKK coobuieHnin. Cepsuc
MAC Address Notification oTKAO4YEH NO YMOAYAHUIO U MOXKET ObITb HACTPOEH BbIBOPOYHO A1A OTAENbHbIX

NopTOB KOMMYTATOpa.

KomaHObI pexcuma 2106anabHol KoOHpuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM B peXnume rnobasibHon KoHbUrypaLmm:

console (config) #
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Tabnmua 170 — KomaHabl pexkmma rnobanbHomn KoHpuUrypaumm

KomaHoa

3HayeHue/ 3HayeHue
no yMmoA4aHuio

Aeiicmeue

mac-address-table notification
change

no mac-address-table
notification change

-/BbIK/IIOYEHO

KomaHaa npefHasHayeHa a1 rnobanbHOro ynpasneHus GyHk-
umneirt MAC notification. KomaHga paspeluaeT perucrpaumio co-
6bITMIA gobasneHus u yganeHuna MAC-agpecos 13 Tabamu, Kom-
MyTaTopa v OTNPaBKy YBeAOMIEHMA O COBbITUAX.

Ona paboTbl GYHKLUMM HEOBXOAMMO AONONHUTENLHO paspe-
LWaTb reHepaumio yBe4OMAEHUIN HA UHTepdercax (CM. HUXKe).

BbikntounTb dyHKUMo MAC notification rnobanbHO M OTMEHUTL
COOTBETCTBYHOLIME HACTPOMKKN Ha BCex MHTepdeicax.

mac-address-table notification
change interval value

no mac-address-table
notification change interval

value: (0..604800)/1

MaKcMManbHbI NPOMENKYTOK BPEMEHWU MeXAy OTnpaBKamwu
SNMP-yBegomneHuii. Ecnn 3HayeHme WHTepBasna BpPEeMEHMU
paBHo 0, TO reHepauus yBeAOMNEHUI U COXpaHeHMe CObbITUIA
B UCTOPUIO BYyAEeT OCyLLEeCTBAATLCA HEMEA/IEHHO NO Mepe BO3-
HUKHOBEHUSI COOBLITUN 06 M3MEHEHUW COCTOAHMA TabauubI
MAC-agpecos. Eciv 3HauyeHuMe nHTepBana BpemeHn 6osbwe 0,
TO YCTPOKCTBO ByAeT HaKanMBaTb CObbITUA 06 U3MEHEHUN CO-
CTOAHUA Tabnmubl MAC-afpecoB B TeYEHME 3TOrO BPeMeHH, a
3aTem OTnpaBaATb yBegomaeHusa npotokona SNMP u coxpa-
HATb COBbITUA B UCTOPUN.

BoccTtaHOBUTL 3Ha4YeHWe No YMONYaHUIO.

mac-address-table notification
change history value

no mac-address-table
notification change history

value: (0..500)/1

KomaHga 3agaeT makcMmanbHOe Koan4yecTBo cobbiTuii 06 ms-
MEHEHUM cocToAHMA Tabanubl MAC-agpecoB, KOTOpoe coxpa-
HAeTCA B UCTOpUU. ECiM ycTaHOBNEH pasmep UCTOPUM PABHbIN
0, To cobbiTMA He coxpaHatoTca. Mpu nepenonHeHun bydepa
MUCTOPUM HOBOE CObBbITME MOMeLLaeTcAa Ha MecTo CaMoro cTa-
poro.

BoccTtaHOBUTL 3HaYeHWe nNo YMONYaHUIO.

logging events mac-address-
table change

no logging events mac-address-
table change

-/BbIK/OYEHO

BKNOUMTL OTNpaBKy TPanos B syslog o cobbITUAX U3yYeHUs uam
yoanenna MAC-agpecos.

BbIKNOUMTb OTNPABKY Tpanos B syslog o cobbITMAX U3yyeHus
nnu yaanenma MAC-agpecos.

mac-address-table notification
flapping

BkntounTb oTcnexunsanme MAC Flapping.

no snmp-server enable traps
errdisable { storm-

control | loopback-

detection | udid}

-/BKIOYEHO -
no mac-address-table BbikntounTb otcnexkmeanue MAC Flapping.
notification flapping
logging events mac-address- BkntounTb normposaHune MAC Flapping.
table flapping
- -/BKAtOYEHO -
no logging events mac-address- Bbikntountb nornposarHmne MAC Flapping.
table flapping
snmp-server enable traps BKNIOUUTL reHepauunio yBeaoMAeHUN Npu 610KMpPOBKe nopTa
errdisable {storm- no cobbITnaAm:
control | loopback-detection| - loopback-detection — 06Hapy»keHWe netenb;
udid} - udld — aktuBauus 3awmTtel UDLD;
-/BKNOYEHO - storm-control — WrpoKoBeLaTeNbHbIN LUTOPM.

OTKNOUUTL reHepaLumio yBeaoMAeHni Ha nHTepdelice.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKM:

console (config-if) #
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Tabnnuya 171 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

KomaHda

3HayeHue/3Ha4yeHue no
YMOAYAHUIO

Aelicmeue

snmp trap mac-address-table
change [learnt | removed]

-/BbIK/IIOYEHO

no snmp trap mac-address-table
change [learnt | removed]

BK/lOUMTbL reHepaLuio YBeAOMIEHUIN Ha KaXKAOM WHTep-
delice o cobbITUAX U3MeHeHUA cocTosHUAa MAC-agpecos.

- learnt — yBegomnenusa 06 nsyuyeHnun MAC-agpecos;

- removed — yBegomneHus o6 yaaneHnm MAC-agpecos.

OTKNOYUTL reHepaLmio yBeA0MIEHUIA Ha UHTepdelice.

KomaHObi pexcuma Privileged EXEC

Bua 3anpoca KomaHAHOM cTPOKM B pexxkume Privileged EXEC:

console#

Tabnnua 172 — KomaHgb! pexxuma Privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

show mac-address-table
notification change history

OTobpakeHne BCEX yBEAOMIEHUIN 06 M3MEHEHUM COCTOA-
HMAa MAC-agpecoB, COXpaHEHHbIX B UCTOPUMN.

show snmp-server traps

MpocmoTp cobbITUIA, MPU KOTOPbIX FEHePUPYOTCA Tpansbl.

4.21.7 lNpoeepKa NodAUHHOCMU KaAueHmMa Ha ocHose nopma (cmaxHdapm 802.1x)

AyTeHTUdMKaLMA Ha

OCHOBe CTaHAapTa

802.1x

obecneumBaeT MPOBEPKY MNOAJMHHOCTU

nosb3oBaTesiell KOMMYTaTOPa Yepe3 BHELLHUI cepBep Ha OCHOBE NOPTA, K KOTOPOMY MOAK/IOYEH K/UEHT.
Tonbko ayTeHTUPUUMPOBAHHbIE M aBTOPM30BAHHbIE MO/b30BATENM CMOTYT NepeAaBaTb U MPUHUMATb
OaHHble. MpoBepKa NOAJMHHOCTM NOMb30BaTeNen NOPTOB BbiNoaHAETcA cepsepom RADIUS nocpeactsom
npoTokona EAP (Extensible Authentication Protocol).

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnunua 173 — KomaHabl perknma rnobanbHoM KoHGUrypaumum

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aeiicmeue

shutdown dotl1x

no shutdown dotl1x

BbIkNtounTb Mogynb dotlx.

-/MO,D,yﬂb BK/OYEH

BkatounTtb moaynb dotlx.

dotlx system-auth-control

no dotlx system-auth-
control

BkntounTb pexkum ayteHTUdMKaumm 802.1x Ha KommyTaTope.

-/BbIKAOYEHO

BbIkntounTb pexkum ayteHTudumKaumm 802.1x Ha KOMmyTaTope.

KomaHObI pexcuma KoHgu2ypayuu uHmepaelica Ethernet

Buz 3anpoca KOMaHAHOW CTPOKM B pexknume KoHurypaummn nntepoeiica Ethernet:

console (config-if) #
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Tabnunua 174 — KomaHabl pexkuma KoHdurypaumm nntepdeiica Ethernet

3HayeHue/3HayeHue no

KomaHoa Aelicmeue
yMon4aHuio
dotlx host-mode {multi-host PaspelwmnTb Hann4me HeCKONbKMUX KIMEHTOB Ha aBTOPU3NPOBaH-
multi-session . Hom nopTy dotlx:
I } -/multi-host Ty

- multi-host — HECKO/IbKO KNMEHTOB;
- multi-session — HeCKo/IbKO ceccuit.

dotlx max-req number

no dotlx max-req

number: (1..10)/2

YCTaHOBUTb MaKCMMasibHOE YMC/I0 MOMbITOK Nepeaaqn 3anpo-
coB npoTokona EAP-KMeHTy nepes HOBbIM 3aMyCKOM npouecca
NPOBEPKM NOAJAMHHOCTH.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

dotlx port-control {auto |
force-authorized | force-
unauthorized}

no dotlx port-control

-/force-authorized

HacTpoutb ayTeHTUdMKaumio 802.1X Ha uHTepdelice.
PaspelwunTb py4yHOI KOHTPObL 32 COCTOAHWEM aBTOPU3ALLUN
nopra.

- auto — ncnonb3zosaTb 802.1X A U3MEHEHUA COCTOAHUA KAn-
eHTa MeKy aBTOPM30BaHHbIM Y HEAaBTOPU30BaHHbIM;

- force-authorized — BbikntoyaTh ayTeHTMOUKaLMIO 802.1X Ha
nHTepodelice. Mepexoa nopTta B aBTOPU30BaHHOE COCTOAHME He3
ayTeHTUdUKaumu;

- force-unauthorized — nepesog nopta B HeaBTOpM30BaHHOE
cocToaHue. UrHopupytoTcs BCe NOMbITKM ayTeHTUPUKALUN KNn-
€HTa, KOMMYTaTOp He NpeAoCTaBAAET cepBUC ayTeHTUMKaLUM
ANA 3TOoro nopra.

YCTaHOBUTb 3HaYeHMe NO YMOIHYAHMUIO.

dotlx auth-method {802.1x |
mac}

no dotlx auth-method

-/802.1x + mac

Bbibop meToaa ayTeHTUdUKaLUM:

- mac — BKAKOYAET ayTeHTUMKALMIO, OCHOBaHHY Ha MAC-aa-
pecax;

- 802.1x — BK/ItOYaET ayTeHTUPMKALMIO, OCHOBAHHYO Ha 802.1x.

YCTaHOBUTb 3HaYeHMe NO YMOYAHMUIO.

dotlx reauth-max number

no dotlx reauth-max

number: (1..10)/2

3a4aTb MaKCMManbHoOe KOIMYeCcTBO NOMbITOK aBToOpM3aLmm ana
KNneHTa.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx reauthentication

no dotlx reauthentication

-/BbIKNIOYEHO

BKAOUUTBL Neproamyeckne NOBTOPHbIE NPOBEPKM
NoA/IMHHOCTU (NepeayTeHTUdUKaALMIO) KANEHTa.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx timeout quiet-period
sec

no dotlx timeout quiet-
period

sec: (0..65535)/60

YCTaHOBWUTL Nepuoa, B TeUeHe KOTOPOro KOMMYTaTop OCTaeTcA
B COCTOAHUW MONYAHUA NOC/AE HeyAa4YHON NPOBEPKU NOA/NH-
HOCTW.

B TeyeHMe nepnoaa MoYaHMA KOMMYTATOP He MPUHUMMAET U
He MHULMMPYET HUKAKMX ayTEHTUOUKALMOHHbIX COODLLEHW.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx timeout reauth-period
sec

no dotlx timeout reauth-
period

sec: (1..65535)/3600

YKa3aTb NPOMEKYTOK BPEMEHU, N0 UCTEYEHUWN KOTOPOTO KOM-
MyTaTOp nonpobyeT peayTeHTUGULMPOBATL KANEHTA.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

dotlx timeout server-timeout
sec

no dotlx timeout server-
timeout

sec: (1..65535)/30

YCcTaHOBUTb Nepros, B Te4eHMe KOTOPOro KOMMYTATOP OXKM-
AaeT OTBETa OT cepBepa a\/TeHTMd)MKa uun.

YCTaHOBUTb 3Ha4YeHME N0 YMOIHAHMUIO.

dotlx timeout supp-timeout
sec

no dotlx timeout supp-
timeout

sec: (1..65535)/30

YCTaHOBUTbL Nepros Mexay NoBTOPHbIMM Nepegayamm 3anpo-
COB nNpoTokona EAP-knneHTy.

YCTaHOBUTb 3HaYeHue no YMOANYaHULO.

dotlx timeout tx-period sec

no dotlx timeout tx-period

sec: (1..65535)/30

YKasaTb NPOMEKYTOK BpEMEHMU, B Te4eHNEe KOTOPOro KOMMyTa-
TOp oXuaaet oteeTta Ha EAP-3anpoc/Kaap naeHTMdmKaumm ot
KAVeHTa.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.
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dotlx guest-vlan vian_id

no dotlx guest-vlan

vlan_id: (1..4094)/
BbIK/IOYEHO

Onpepgenntb roctesyto VLAN.
OTKpbIBaeT HEABTOPM30BaHHbIM M0JIb30BaTeNsaM UHTepdeica
poctyn K roctesoit VLAN.

YCTaHOBWTb 3HaYeHMe MO YMOJIHaHUIO.

dotlx unauthenticated-vlian
vlan

no dotlx unauthenticated-
vlan

vlan_id: (1..4094)/
BbIK/TKOYEHO

Onpenenntb HesapernctpmposaHHyto VLAN.
OTKpbIBaeT nosb3oBaTensim nHtepdeica goctyn Kk VLAN, ecam
cepBep ayTeHTUPUKaL MM HeJOCTyNEH.

YCTaHOBWUTb 3HAYeHME NO YMOI4aHUIO.

dotlx radius-attributes {filter-
id / vlan} [optional]

no dotlx radius-attributes
{filter-id / vlan}

-/BbIK/IIOYEHO

Bbi6bpaTb 06paboTKy onumm B coobuieHunsax Radius-cepsepa:

- filter-id — BkNtounTL 06PabOTKY Onumu Filter-1d (11);

- vlan — BKAtounTb 06paboTKy onuum Tunnel-Private-Group-I1D
(81);

- optional — pa3pewnTb ayTeHTUPMKALMIO KIMEHTA, eC/IN B CO06-
weHnax RADIUS-cepsepa OTCYTCTBYET COOTBETCTBYIOLLAA ONLMA.

BbIKN0UMTb 06paboTKY COOTBETCTBYIOLWEN ONLMA B coobLLe-
Huax RADIUS-cepsepa.

dotlx local-database
username password password
permission {allow | deny}
[auth-timeout] [interface in-
terface-typel

no dotlx local-database
username

username: (1..20)
CMMBOJIOB;
password: (1..20)
CMMBOJIOB;
auth-timeout: (1-7200)

[06aBUTb B NOKaNbHYO 633y AaHHbIX MHGOPMALMIO O
nonb3osaTene.

YpanuTb HbopmaLmio 0 Nosb3oBaTeNe U3 JI0KanbHOM 6asbl
OaHHbIX.

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console#

Tabnunua 175 — KomaHabl pexkuma EXEC

KomaHda

3HaveHue/3HayeHue
1o ymon4aHuwo

Aeiicmeue

dotlx re-authenticate
interface {fastethernet fa_port
| gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

OcCyLLecTBUTb BPYYHYIO MOBTOPHYIO NPOBEPKY NOANMHHOCTU YKa-
3aHHOrO MopTa B KOMaHAe.

show dotlx

MokasaTtb KoHOUrypaumto dotlx.

show dot1x all

MokasaTb KoHdUrypaumio dotlx ans Bcex uHTepbdeiicos.

show dotlx interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MoKas3aTb HacTpoliKkM npoTokona 802.1x Ha uHTepdelice.

show dotlx mac-info [address
mac]

mac_address:
(aa:aa:aa:aa:aa:aa)

MokasaTb napameTpbl ceccun dotlx no Bcem mac-agpecam uam
Nno KOHKpPeTHOMy mac-aapecy.

show dotlx mac-statistics
[address mac]

mac_address:
(aa:aa:aa:aa:aa:aa)

MoKasaTb napameTpbl ceccum dotlx No NopTam UAKM NO KOHKPET-
HOMy mac-agpecy.

show dot1x statistics interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

MoKas3aTb cTaTUCTUKY 0bMeHa nakeTamu dotlx Ha uHTepdelice.
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[Mpumep 8kA0YeHUA pexcuma aymeHmugukayuu 802.1x HQ KOMMymamope

Ucnonb3osaTb RADIUS-cepBep ana npoBepKku NogAMHHOCTU KANMEHTOB Ha MHTepdencax IEEE 802.1X. [na 8
nHTepdelica Ethernet ncnonbsosatb pexxum ayteHTnduKaumm 802.1x.

console# configure terminal

console (config)# dotlx system-auth-control

console (config)# aaa authentication dotlx default group radius
console (config)# interface gigabitethernet 1/0/8

console (config-if)# dotlx port-control auto

4.21.8 Hacmpolika ¢pyHKyuu IPv6 RA Guard

®yHKumMA IPv6 RA Guard npeaocTaBnseT 3alMTy OT aTaK, OCHOBaHHbIX Ha paccbliike nogaebHbixX na-
KeToB Router Advertisement, pa3speluas OTCblIKY COOOLLEHNI TO/IbKO C AOBEPEHHbIX NOPTOB.

KomaHObI pexcuma 2106a016H020 KOHU2YPUPOBAHUSA

Bug, 3anpoca KOMaHAHOM CTPOKM pekmnma rnobanbHOro KOHGUIrypnpoBaHusa:

console (config) #

Tabnunua 176 — KomaHabl pexkuma rnobanbHOro KOHGUrypmupoBaHus

KomaHoa

3Ha4yeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

shutdown ipv6 snooping

no shutdown ipv6 snooping

-/MOoAYNb BKAOYEH

OTKAtounTbL paboty mopyna IPv6 RA Guard Ha ycTpoicTse.

' [aHHasa KomaHAa oTKAloYaeT paboty moayns IPve

H RA Guard c 6e3Bo3BpaTHbiM yAaneHMem Bcex
HacTpoek 6n10Ka IPv6 RA Guard.

BkntounTb paboty moayns IPv6 RA Guard Ha ycTpolicTse.

ipvé nd ra-guard enable

no ipv6 nd ra-guard enable

-/BbIK/IIOYEHO

PaspelnTb KOMMYTaTOpy KOHTPO/AMPOBaHWE MNOCPeaCcTBOM
dyHKumm IPv6 RA Guard.

BbikntoueHue dyHKuum IPv6 RA Guard.

ipv6 nd ra-guard policy pol-
icy_id

no ipv6 nd ra-guard policy
policy_id

policy_id: (1..65535)

Co3aaTb U ckoHdUrypuposaTb policy IPv6 RA Guard.

Ypanuts policy IPv6 RA Guard.

ipv6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

no ipvé6 rag-acl-list ac-
cess_list_num seq se-
gmac_addr

access_list_num:
(1..65535);
seq: (1..100)

Co3aatb 3anuck B cnincke goctyna RA Guard Ha ocHose link
layer agpeca.

YfanuTb 3anucb B cnucke goctyna RA Guard.

ipv6 rag-prefix-list list_id seq
seq prefix

no ipv6 rag-prefix-list list_id
seq seq [prefix]

prefix: (2000::1/64)

Co3paTtb 3anuch B cnmcke goctyna RA Guard Ha ocHose IPv6-
npedwukca.

YaanuTb 3anucb B cnmucke goctyna RA Guard.

ipv6 rag-src-ipv6-list ac-
cess_list_num [seq seq]
src_ipv6_link-local_address

no ipv6 rag-src-ipvé-list ac-
cess_list_num [seq seq]
src_ipv6_link-local_address

access_list_num:
(1..65535);
seq: (1..100)

Co3aaTtb 3anuch B cnucke aoctyna RA Guard Ha ocHose link-
local IPv6-agpeca.

YaanuTb 3anucb B cnmucke goctyna RA Guard.
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KomaHObI pexcuma 2106aa6H020 KOHu2ypuposaHug policy IPvé RA Guard

Buz 3anpoca KoMaHAHOM CTPOKM pexxnma KoHourypmposaHus policy IPv6 RA Guard:

console (config-rag) #

Tabnunuya 177 — KomaHabl pexkmma KoHpurypuposanma policy IPv6 RA Guard

3HayeHue/3HayeHue no

dium | high | none}

KomaHoa Aelicmesue
yMoAn4YaHuro
device-role {host | router} Bbibop pexvma paboTbl nopTa.
/host - host — 610KkMpoBKa Bcex BxoaALmx RA-coobuieHmit;

- router — punbTpaumns RA-coobuieHnit B COOTBETCTBUM C

HaACTPOEHHbIMU NPABUAAMM.
other-config flag {on | off | Ynpasnatb O-6utom B RA-cO0bLLEHMAX.
none} -/none
managed-config flag{on | off Ynpasnate M-6utom B RA-co0bLLEeHUSAX.
| none} -/none
router-preference {low | me- _/none Ynpaenatb nonem router-preference 8 RA-coobLueHmsx.

match rag-acl-list ac/_num

acl_num: (1..100)

no match rag-acl-list

OcyuiecTBuTb NpMBA3Ky acl K policy IPv6 RA Guard.

Ypanute npueasky acl K policy IPv6 RA Guard.

match rag-prefix-list pre-
fix_id

prefix_id: (1..100)

no match rag-prefix-list

OcyuwectBuTb ¢unbTpaumto coobuwenunin IPv6 RA Guard no
npeduKcy.

Yaanutb dunbtpaymio no npedukcy IPvé RA Guard.

match rag-src-ipv6-list
ipv6_prefix_id

no match rag-src-ipv6-list

ipv6_prefix_id: (1..100)

OcyuwectBuTb ¢unbTpaumto coobuwenunin IPv6 RA Guard no
IPv6-npeduKcey.

Ypanute dunbvTtpaumio coobueHunit IPv6 RA Guard no IPv6-
npedukcy.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepgelica Ethernet

Bua 3anpoca KOMaHAHOM CTPOKM pexknma KoHOUrypupoBaHua nHTepdeiica:

console (config-if) #

Tabnunua 178 — KomaHabl pexkuma KoHPUrypmposaHua nHtepoeiica Ethernet

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aelicmeue

ipv6 nd ra-guard

no ipvé6 nd ra-guard

-/BbIKNIOYEHO

PaspewnTb KOMMYTaTOPY KOHTPOANPOBaHWE GyHKUMK IPv6 RA
Guard Ha uHTepodelice.

Bbikntountb dyHKUMo IPv6 RA Guard Ha nHTepodeiice.

ipv6 nd ra-guard trust-
state trusted

ipv6 nd ra-guard trust-
state untrusted

Mo YMON4YaHUIO BCE NOPTbI
AaBnaTCA untrusted

,ﬂ,OﬁaBMTb NopT B CNUCOK AOBEPEHHDbIX.

Yaanutb nopt u3 trusted-list.

ipv6 nd ra-guard attach-
policy policy_id vlan {add |
remove | none} vian_list]
no ipv6 nd ra-guard attach-
policy policy_id

policy_id: (1..65535);
vlan_list: (1..4094)

MpuBA3aTb cCKOHOUIypMpoBaHHbIW policy IPv6 RA Guard K uH-
Tepoeiicy.

Yaanutb policy IPv6 RA Guard Ha nHtepdelice.

KomaHObI pexcuma Privileged EXEC

Buza 3anpoca KomaHAHOM CTPOKM B pexxkume Privileged EXEC:

console#

Tabnnuya 179 — KomaHgb! pexunma Privileged EXEC
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3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show ipv6 nd ra-guard
[interface fastethernet
fa_port | gigabitethernet
gi_port | -
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

MokasaTtb HacTpoiiku IPv6 RA Guard Ha uHTepdelicax.

show ipv6 nd ra-guard policy MoKas3aTb HaCTPOMKM NoanTUK IPv6 RA Guard.

[policy. id] policy_id: (1..65535)

show ipv6 nd ra-guard global - Mokasatb rnobanbHble HacTpoiku IPve RA Guard.

4.21.9 Hacmpolika ¢pyHkyuu IPv6 ND Inspection
®yHKuus IPv6 ND Inspection npegocTaBaseT 3aWMTy OT aTaK, OCHOBAHHbIX Ha paccbiike NoAAeNbHbIX
Neighbor Advertisement, paspelas OTCbINIKY COOBLLEHNI TONBKO C AOBEPEHHbIX NOPTOB UAN MPU COOTBET-

CTBUU NAKETa HaCTpOEHHOﬁ NONNTUKE.

KomaHObI pexcuma 2106as16H020 KOHGU2YPUPOBAHUSA

Bug 3anpoca KOMaHAHOM CTPOKU peXKnma rnobasibHOro KOHPUrypmpoBaHus:

console (config) #

Tabanua 180 — KomaHabl pexkuma rnobanbHOro KOHGUrypupoBaHms

KomaHoa

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

shutdown ipv6 snooping

no shutdown ipv6 snooping

-/MO,D,yﬂb BK/O4EH

OTKntounTb paboty moayna IPv6 ND inspection Ha ycTpoi-
cTBe.
_ DaHHaa KomaHAa oTKAtovaer paboty moaynsa IPv6
' RA Guard u IPv6 ND Inspection c 6e3B03BpaTHbIM
o yAaneHuem Bcex Hactpoek 6noKa IPv6 RA Guard n
IPv6 ND Inspection.

BkntounTb paboty moayns IPv6 ND Guard Ha ycTpoiicTse.

ipv6 nd inspection

no ipv6 nd inspection

-/BbIK/IIOYEHO

BkntounTb dyHKuMIo IPv6 ND Inspection.

BbikntoueHne pyHkumto IPv6 ND Inspection.

ipvé nd inspection policy
policy_id

no ipv6 nd inspection policy
policy_id

policy_id: (1..65535)

Co3aaTb U ckoHdUrypuposaTb policy IPv6 ND Inspection.

Ypanutb policy IPv6 ND Inspection.

ipv6 nd inspection src-addr-
acl src-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection src-
addr-acl src-addr-acl_num

[seq seq] prefix/prefix-len

src-addr-acl_num:
(1..65535);
seq: (1..100)

Co3paTtb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
Huu src ipv6-prefix B 3aronoske IPv6.

Ypanutb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
Huw src ipv6-prefix B 3aronoske IPv6.

ipvé nd inspection tgt-addr-
acl tgt-addr-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
addr-acl tgt-addr-acl_num
[seq seq] prefix/prefix-len

tgt-addr-acl_num:
(1..65535);
seq: (1..100)

Co3aatb 3anuck B cnvcke goctyna ND Inspection Ha ocHoBa-
Huwu target ipv6-addr 8 3aronoske ICMPV6.

Ypanutb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
Huu target ipv6-addr 8 3aronoske ICMPV6.

ipvé nd inspection tgt-mac-
acl tgt-mac-acl_num [seq
seq] prefix/prefix-len

no ipv6 nd inspection tgt-
mac-acl tgt-mac-acl_num
[seq seq] prefix/prefix-len

tgt-mac-acl_num:
(1..65535);
seq: (1..100)

CospgaTb 3anuce B cnucke goctyna ND Inspection Ha ocHoBa-
HUK target mac-addr B 3aronoske ICMPv6.

Ypanntb 3anuck B cnucke goctyna ND Inspection Ha ocHoBa-
HuM target mac-addr B 3aronoske ICMPvV6.
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KomaHObI pexcuma KoHgu2ypuposaHusa policy IPv6 ND Inspection

Buz 3anpoca KOMaHAHOM CTPOKM peXxnma KoHOUrypmpoBaHus policy IPv6 ND Inspection:

console (config-ndi) #

Tabaunuya 181 — KomaHabl pexkmma KoHpurypuposanuma policy IPv6 ND Inspection

3HayeHue/3HayeHue no

KomaHda Aelicmeue
yMoAn4YaHuro
override-flag {on | off | OnpepenuTb 3Ha4YeHue ¢dnara override 8 NA-coobLLeHUAX.
none} -/none
router-flag {on | off | none} -/none OnpeaennTb 3HayeHue dnara router 8 NA-coobLieHUnAX.
solicited-flag {on | off | _/none Onpegenutb 3HauyeHue ¢dnara solicited B NA-coobeHusx.

none}

match src-addr-acl src-addr-
acl_num

src-addr-acl_num:

no match src-addr-acl src-
addr-acl_num

(1..65535)

OcyuwectBuTb NpmeA3sKy src-addr-acl K policy IPv6 ND Inspec-
tion.

Ypanute npusasky src-addr-acl K policy IPv6 ND Inspection.

match tgt-addr-acl tgt-addr-
acl_num

tgt-addr-acl_num:

no match tgt-addr-acl tgt-
addr-acl_num

(1..65535)

OcyuwectauTb NpusaAsKy tgt-addr-acl K policy IPv6 ND Inspec-
tion.

Yaanutb npussasky tgt-addr-acl k policy IPv6 ND Inspection.

match tgt-mac-acl tgt-mac-
acl_num

tgt-mac-acl_num:

no match tgt-mac-acl tgt-
mac-list_num

(1..65535)

OcyuwectBuTb NpuBAsKy tgt-mac-acl Kk policy IPv6 ND Inspec-
tion.

YpanuTe npueasky tgt-mac-acl k policy IPv6 ND Inspection.

KomaHObI pexcuma KoHgu2ypuposaHusa uHmepagelica Ethernet

Buza 3anpoca KOMaHAHOM CTPOKM pexnma KoHOUrypUpoBaHUA MHTepdeica:

console

(config-if) #

Tabnvua 182 — KomaHapl pexkmma KoHourypuposaHua nHtepoeiica Ethernet

KomaHda

3Ha4yeHue/3HayeHue no
YMOAYAHUIO

Aeiicmeue

ipv6 nd inspection

no ipv6 nd inspection

-/BbIK/IIOYEHO

Bkntountb dyHKuMio IPv6 ND Inspection Ha uHTepdelice.

BbikntounTb dyHKumMto IPv6 ND Inspection Ha uHTepdeiice.

ipv6 nd inspection trust-
state trusted

ipv6 nd inspection trust-
state untrusted

Mo ymonyaHuio Bce NopTbl
aBnAwTca untrusted

[06aBWTb NOPT B CMUCOK LLOBEPEHHBIX.

Ypanutb NopT U3 CNNCKa A0BEPEHHbIX.

ipv6 nd inspection attach-
policy policy_id

no ipv6 nd inspection at-
tach-policy policy_id

policy_id: (1..65535)

MpwuBeasaTb ckoHOUryprpoBaHHbIi policy IPv6 ND Inspection K
NHTEpoeiicy.

Monutnka He moxkeT 6biTb NPUBA3aHa K HTepdeiicy,
. HaxoAALeMYycA B CNUCKe A0BEPEHHbIX NOPTOB.

Yaanutb policy IPv6 ND Inspection ¢ nHtepdelica.

KomaHObI pexcuma Privileged EXEC

Bupa 3anpoca KomaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#
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Tabnuua 183 — KomaHabl pexkmma Privileged EXEC

3HaveHue/3HayeHue .
KomaHda / Aeiicmeue
no yMmoA4aHuo

show ipv6 nd inspection MokasaTtb HacTpoliku IPv6 ND Inspection Ha nHTepdericax.
[interface fastethernet

fa_port | gigabitethernet
gi_port | -
twopointfivegigabitethernet

two_port | tengigabitethernet
te_port | port-channel group ]

show ipv6 nd inspection policy MokasaTtb HacTpolikn noantuk IPvé ND Inspection.

policy_id: (1..65535)

[policy_id]

show ipv6 nd inspection src- src-addr-acl_num: Mokasatb HacTpoliku IPv6 ND Inspection src-addr-acl.
addr-acl [src-addr-acl_num] (1..65535)

show ipv6 nd inspection tgt- tgt-addr-acl_num: MokasaTtb HacTpoliku IPv6 ND Inspection tgt-addr-acl.
addr-acl [tgt-addr-acl_num] (1..65535)

show ipv6 nd inspection tgt- tgt-mac-acl_num: MokasaTb HacTpoliku IPv6 ND Inspection tgt-mac-acl.

mac-acl [tgt-mac-acl_num] (1..65535)

show ipv6 nd inspection global - MokasaTtb rnobanbHble HacTponku IPv6 ND Inspection.

4.22 ®dyHKkumu DHCP Relay nocpeaHuka

KommyTtaTtopbl noaaep*unsatoT GpyHKumm DHCP Relay areHTa. 3agaueit DHCP Relay areHTta siBnaetca
nepegaya DHCP-nakeToB OT KAMEHTA K cepBepy M 06paTHO B caydae, ecnm DHCP-cepBep HaxoamMTcs B 04HOM
CeTU, a KAMEeHT B apyroi. Opyroi ¢yHKunen asnsetca pobasneHue AONOAHUTENbHbIX onuuii 8 DHCP-
3anpocbl KANEHTa (Hanpumep, onunn 82).

MpuHumn pabotbl DHCP Relay areHTa Ha KOMMyTaTope: KOMMYTaToOp NPUHMMAET OT KaneHTa DHCP-
3anpocbl, NepesaeT 3TM 3anNpoChl CepBEPY OT MMEHM KMEHTa (OCTaBaAA B 3anpoce onuumn ¢ TpebyembiMu
KIMEHTOM MapameTpamMm W, B 3aBUCUMOCTM OT KOHIUrypaumm, aobasnsa ceoun onuuu). Monyyms oTeeT oT
cepBepa, KOMMYTaTOp NepeaaeT ero KAUeHTY.

KomaHObI pexcuma 2106aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KoMaHAHOM CTPOKM pexxnma rnobanbHoM KoOHbUrypaumm:

console (config) #

Tabnnuya 184 — KomaHgb! pexnuma rnobanbHoi KoHduUrypaumm

3HaveHue/3Ha4eHue ”
KomaHoa / Aeilicmeue
o ymon4yarHuro

ip dhcp relay BkntounTb pyHKumMio DHCP Relay areHTa Ha KommyTaTope.

7 Ecnmn DHCP Relay BkatoueH rnobanbHo, HO He BK/IIOYEH HA

-/BbIKAOYEHO otaenbHbix VLAN, To Relay 6yaet paboTtaTtb Ha Bcex aKTUB-

HbiX VLAN.
no ip dhcp relay Bbikntountb pyHKumo DHCP Relay areHTa Ha KommyTaTope.
ip dhcp relay server ip_add 3apatb IP-agpec goctynHoro DHCP-cepsepa ana DHCP Relay
src_port: (1..65535);
[source-port src_port] areHTa.

[destination-port dst_port] dst_port: (1..65535);

MoeT 6bITb 3343aHO A0

no ip dhcp relay server ip_add NATH CepBepoB Yaanutb IP-agpec us cnucka DHCP-cepeepos ans DHCP Relay
areHTa.

KomaHObI pexcuma KoHgpuaypayuu VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexknume KoHdurypaumm VLAN:

console (config-vlan) #
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Tabnunua 185 — KomaHabl pexmma KoHourypauum VLAN

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

ip dhcp relay

no ip dhcp relay

-/BbIK/IIOYEHO

BkntoumTtb ¢yHKumMio DHCP Relay areHTa ans KoHpurypupyemoro
VLAN.

Bbikntountb dpyHKkumto DHCP Relay areHTa ana KoHGUrypupyemoro
VLAN.

KomaHOwb! pexcuma EXEC

Buza 3anpoca KomaHAHOM CTPOKM pexxnma EXEC:

console#

Tabnnua 186 — KomaHabl pexkmma EXEC

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHurwo

Aelicmeue

show ip dhcp relay information
{fastethernet fa_port | giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | vlan vian}

fa_port: (1..8/0/1..24);

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..11);
vlan: (1..4094)

OT06pasuTb KOHUrypaumio HactpoeHHoW ¢yHKkumm DHCP Relay
areHTa 18 KOMMYTaTopa U OTAE/IbHO A5 MHTepdEeNcoB, a TaKKe
CMUCOK AOCTYMNHbIX CEPBEPOB.

show dhcp server

OT06pasnTb CNNCOK AOCTYMHbIX CEPBEPOB.

4.23 KoHdurypauua DHCP-cepBepa

' DYHKUMA noppep:KUBaeTca TONbKO Ha mogenax MES2424, MES2424B, MES2424FB,

o MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2420-
48P, MES2420B-24D, MES2420D-24DP, MES2411X, MES3400-24, MES34001-24, MES3400-

24F, MES3400-48, MES3400-48F, MES3710P.

DHCP-cepBep ocyLlecTBasfeT LEeHTpan30BaHHOe ynpaBieHne ceTeBbIMU agpecamn U COOTBeT-
cTeyrOwnmMmn KOHd)MpraLI,VIOHHbIMM napameTpamm, aBToOMaTUYeCKU NpeaocCTtaBiAa UX KANEHTaM. 3710
no3BosAeT n3beXKaTb Py4YHOI HACTPONKM YCTPOMCTB CETU U YMEHbLLAET KOIMYECTBO OLUMOOK.

Ethernet-kommyTaTopbl moryT pabotatb Kak DHCP-kaneHT (nonyyeHne cobecteeHHoro IP-agpeca ot
cepsepa DHCP), Tak n kak DHCP-cepBep. B cnyyae ecnnm DHCP-cepBep OTK/OUYEH, TO KOMMYTaTOP MOMKET

paboTatb c DHCP Relay.

KoHourypuposaHue onumini DHCP-cepBepa BO3MOMKHO KaK M3 perkMma rnobasibHon KoHpUrypaumm,
TaK U U3 pexkmma KoHourypmposaHus DHCP-nyna agpecos. B perknme koHdurypmuposaHma DHCP-nyna aa-
pecoB eCTb BO3MOXHOCTb HAaCTPamMBaTb CTaTUYECKUE 3aMnCH.

/ Mpu opHOBpemMeHHOI HacTpoiike 3HaueHuit onuuit DHCP-cepBepa B pexkume rnobanbHom
KoHdurypauum, pexxume KoHpurypmposaHua DHCP-nyna agpecoB u HacTpoiike host-
3anuceii Bblgayva onuuii 6yaer ocyLwecTBAATLCA B COOTBETCTBMU CO C/IEAYIOLMM NpUuopuTe-

TOM:

1. Hactpoiika ctatuyecKkoii sanucm.
2. Hactpoiika gna pool.
3. Mnob6anbHanA HacTpoiika.
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KomaHObI pexcuma 2106aa6Hol KoOHGuU2ypayuu

BunAa 3anpoca KoOMaHAHOM CTPOKM pexnma rnobanbHOM KoOHOUrypaumm:

console (confiqg) #

Tabnnua 187 — KomaHab! pexuma rnobanbHoMn KoHduUrypaumm

3HayeHue/3Ha4yeHue
no ymon4yaHuro

KomaHda

Aelicmeue

ip dhcp server
no ip dhcp server

-/BbIK/IOYEHO

BkntoueHune ¢oyHKUmMn DHCP-cepBepa Ha KOmmyTaTope.

BbikntoueHue pyHkumm DHCP-cepBepa Ha KommyTaTope.

ip dhcp pool {number}
[name]

number: (1..2147483647)
name: (1..64) cumsonos

no ip dhcp pool {number}

BoliTn B pexum KoHdpwurypaumm DHCP-nyna agpecoe DHCP-
cepsepa.

- number — Homep DHCP-nyna aapecos;

- name — vuma DHCP-nyna agpecos.

MakcumanbHO gonyctumoe Konudectso DHCP pool
& yKa3aHo B TabnuueTabamua 9 9.

Yaanute DHCP-nyn ¢ 3a4aHHbIM UMEHEM.

ip dhcp server excluded-
address low_address
[high_address]

no ip dhcp server
excluded-address low_ad-
dress [high_address]

Ykazatb IP-agpec, kotopble DHCP-cepBep He ByaeT HasHavaTb
ana DHCP-knueHTOB.

- low-address — HayanbHbIN IP-agpec AnanasoHa;

- high-address — KoHeuHbIV |IP-agpec grManasoHa.

Ypanute IP-agpec U3 CNUCKa UCKIOYEHUI AN1A Ha3HAYEHWA ero
DHCP-knueHTam.

ip dhcp server bootfile nam
P ehep serv e name filename: (1..64)

CMMBOJ1I0B

no ip dhcp server bootfile

YKazaTtb umsa dainna, MCnoib3yemoro A8 HayaibHOM 3arpysKku
DHCP-KknueHTa.

YCTaHOBUTb 3HAYEHME MO YMOHYAHWUIO.

ip dhcp server default-router
ip_address_list

Mo yMOAYaHMIO CNNCOK
MapLLpPyTU3aTOPOB He
onpegesneH

no ip dhcp server default-
router

OnpeaennTb CNUCOK MapLpPyTU3aTOPOB MO YMONYAHWUIO ANA
DHCP-knueHTa:
- ip_address_list — cnucok IP-agpecos mapLpyTM3aTopos, Mo-
YKeT coaep:kaTb A0 8 3anuceit, pasaeneHHbix npobenom.
IP-apgpec mapLpyTM3aTopa A0NXKeH 6biTb B TOW XKe
H NOACETU, YTO U KUNEHT.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

ip dhcp server dns-server
ip_address_list Mo yMon4aHuUio CNUCoK
DNS-cepBepoB He

onpeaeneH

no ip dhcp server dns-server

OnpegennTb cnucok DNS-cepBepoB, AOCTYMHbIX A1 KAMEHTOB
DHCP.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MOXKeT
cofepaTb 0 8 3anuceit, passaeneHHbix npobenom.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

ip dhcp server domain-name

domain domain: (1..128)
no ip dhcp server domain- CMMBONOB
name

Onpegenutb gomeHHoe nma gna DHCP-knneHToB.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

ip dhcp server netbios-name-

server jp_address_list
Mo yMmoA4YaHMIo CNMCOK

WINS-cepBepoB He
onpegeneH

no ip dhcp server netbios-
name-server

Onpegenutb cnncok WINS-cepBepoB, AOCTYNHbIX ANA KAUEH-
ToB DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, MoKeT
cofep:KaTtb A0 8 3anucelt, passeneHHbix npobesom.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHWUIO.

ip dhcp server netbios-node-
type {b-node | p-node | m-

node | h-node
I ! Mo ymon4aHuio TMn ysna

NetBIOS He onpepeneH

no ip dhcp server netbios-
node-type

Onpeaennts TMN y3na NetBIOS Microsoft ansa knmeHtos DHCP:
- b-node — WMpOKoBeLWaTeNbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUHMPOBAHHbIW;

- h-node — rnbpuaHbIN.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.
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ip dhcp server next-server
ip_address -

no ip dhcp server next-server

Mcnonb3oBatb ans ykasaHua DHCP-knneHTy agpeca cepsepa
(kak npaBuno, TFTP-cepBepa), C KOTOPOro AOKEH BbITb NONY-
YeH 3arpy3ouHbli dpann.

YCTaHOBWTb 3HaYeHMe N0 YMOJYaHUIO.

ip dhcp server ntp-server

ip_address_list
Mo ymonyaHuto cnmucok

cepBepoB He onpeaeneH

no ip dhcp server ntp-server

OnpeaenvTb CNNCOK CEPBEPOB BPEMEHM, AOCTYMHbIX ANA KNK-
eHToB DHCP.

- ip_address_list — cnnucok IP-agpecoB cepBepoB BPeMEHU, MO-
JKET cogepiKaTtb 40 8 3anuncei, pasgeneHHoix npobesom.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHaHUIO.

ip dhcp server sip-server
{domain domain_name_list |

ip ip_address_list
PIp_ _list} Mo yMON4YaHWMIo CNUCOK

SIP-cepBepoB He
onpeaeneH

no ip dhcp server sip-server

Onpegenntb cnucok SIP-cepsepoB, AOCTYMHbIX ANA KIMEHTOB
DHCP.

- domain_name_list — cNUCOK JOMEHHbIX MMeH SIP-cepBeposB,
MOXeT cofepKaTb A0 2 3anucel, pasfeneHHbix npobesom.
MaKcumanbHasa ganHa cTpoku — 125 cumsonos.

- ip_address_list —cnucok IP-agpecos SIP-cepsepoB, MoOXeT co-
AepKaTb A0 8 3anuceid, pasaeneHHbix npobesom.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

ip dhcp server vendor-specific

ascii_string ascii_string: (1..128)
no ip dhcp server vendor- CMMBO/OB
specific

OnpeaennTb COOTBETCTBME MEXKAY OnpeaeneHHbIMN ONUUAMMK
DHCP ¢ KOHKpPEeTHbIM BEHA,0POM.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ip dhcp server option code
{boolean bool _val | ascii
ascii_string | ip ip_address_list
| hex hex_string | none}

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBO/10B

no ip dhcp server option code

Hactpoutb onumn DHCP-cepsepa.

- code — ko onuuun DHCP-cepBepa;

- bool_val — nornyeckoe 3HauyeHue;

- ascii_string — cTpoka B ¢popmate ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX CAy4Yanx
MOMKET COAEPIKaTb A0 8 3anucen);

- hex_string — cTpoKa B WecTHaguaTepniHom dopmare.

Ypanutb onunun gna DHCP-cepsepa.

ip dhcp server offer-reuse

time .
time: (1..120) cekyHz,

no ip dhcp server offer-reuse

3apaTtb BpemsA, B TedeHne koToporo DHCP-cepsep oxupaet
DHCP REQUEST oT kKauneHTa, npexae Yem NoBTOPHO OTNPaBUTb
OFFER.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip dhcp server ping-packets

-/BbIK/OYEHO

no ip dhcp server ping-packets

Bkntounts nepepady ICMP-3anpocoB Ha HasHayvaemsbll |P-
afpec, 4Tobbl MPOBEPUTL 3aHATOCTb agpeca, NPexae Yem OH
6ypeT HazHauyeH DHCP-knueHTy.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu nyaa DHCP-cepsepa

Bua 3anpoca KOMaHAHOM CTPOKM B pexmume KoHdurypaummn nyna DHCP-cepsepa:

console# configure

console (config)# ip dhcp pool 1 test

console (config-dhcp) #

Tabnnuya 188 — KomaHab! pexkmma KoHpUurypaumum

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

network low_address {ip_mask
|prefix_length} high_address |
network_number

no network

3afaTb AManNasoH BblAaBaEMbIX a4pecoB AR YKa3aHHOro
DHCP-nyna.

- network_number — |P-agpec Homepa noaceTH;

- low_address — HayanbHbIl IP-agpec amManasoHa agpecos;
- high_address — koHeuHbIV IP-agpec Anana3oHa aapecos;
- mask — macka noaceTtu.

Yaanutb gnanasoH agpecos DHCP-nyna.

lease {days [hours [minutes]] |

Bpemsa apeHabl IP-agpeca, KoTopoe Ha3HayeHo ot DHCP.

infinite} - infinite — Bpems apeHgbl He OrpaHNYEHo;
-/1 peHb - days — Konn4yecTso AHew;
- hours — KOnNYecTBo 4acos;
- minutes — KOIMYECTBO MUHYT.
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no lease

YCTaHOBMUTb 3HAYeHUe no YMO4aHUIO.

excluded-address low_address
high_address

no excluded-address
low_address high_address

YKasatb IP-agpeca, koTopble DHCP-cepBep He byaeT HasHa-
yatb gna DHCP-knueHTOB.

- low-address — HayanbHbIM IP-agpec AnanasoHa;

- high-address — koHeuHbIN |IP-agpec gManasoHa.

Yaanutb IP-agpeca n3 cnucka UCKAYEHUA A8 Ha3HayeHus
ero DHCP-knuneHTam.

bootfile filename

no bootfile

filename: (1..64)
CMMBOJI0B

YKazaTtb uma paiinia, UCNoNb3yeMOro /15 HA4aNbHOM 3arpy3Ku
DHCP-knueHTa.

YCTaHOBWUTb 3HAYeHME No YMOI4aHUIO.

default-router ip_address_list

no default-router

Mo yMONYaHMIO CINCOK
MapLLpyTU3aTOPOB He
onpegesneH

OnpepennTb CIMCOK MapLIPyTM3aTOPOB MO YMOYaHUIO ANA
DHCP-knueHTa:
- ip_address_list — cnucok IP-appecos mapLpyTM3aTopos,
MOXKET cofepKaTb A0 8 3anucelt, pasfesieHHbIx Npobesom.
IP-agpec mapLupyTH3aTopa A0NKeH 6bITb B TOM e
e NoACeTH, YTO U KINEHT.

YCTaHOBUTb 3HAYEHMe No YMO4aHUIO.

dns-server ip_address_list

no dns-server

Mo ymonyaHuio cnncok
DNS-cepsepos He
onpegeneH

Onpegenutb cnucok DNS-cepBepoB, AOCTYMNHbIX ONA KANEH-
ToB DHCP.

- ip_address_list — cnucok IP-appecos DNS-cepBepoB, moxeT
copepKaTtb A0 8 3anucei, pasgeneHHoix npobenom.

YCTaHOBUTb 3HAYEHMe Mo YMOI4aHUIO.

ip name-server {ipv4 | ipv6}
ipv4_server_address

no ip name-server {ipv4 |
ipv6} ipv4_server_address

Onpegenntb IPv4/IPv6-agpeca gna poctynHbix DNS-cepse-
poB.

Ypanutb IP-agpec DNS-cepsepa 13 cnmcka AOCTYMNHbIX.

domain-name domain

no domain-name

domain: (1..128)
CUMBOJI0B

Onpegenntb gomeHHoe nma gna DHCP-knneHTOB.

YCTaHOBUTb 3HaYeHue no YMO4YaHUIO.

netbios-name-server
ip_address_list

no netbios-name-server

Mo ymonyaHumio cnmucok
WINS-cepsepoB He
onpegeneH

Onpepenntb cnucok WINS-cepsepoB, AOCTYMHbIX AN KANEH-
T0B DHCP.

- ip_address_list — cnucok IP-agpecos WINS-cepsepos, MoXeT
cozeprKatb A0 8 3anucei, pasgeneHHblx npobenom.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

netbios-node-type {b-node | p-
node [ m-node | h-node}

no netbios-node-type

Mo ymonyaHuio TMnN y3na
NetBIOS He onpepeneH

Onpegenntb TN y3na NetBIOS Microsoft gns knueHtos DHCP:
- b-node — lWWMpoKoBeLLaTe/IbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUHUPOBaHHbI;

- h-node — rMbpuaHbIN.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

next-server ip_address

no next-server

Mcnonb3osaTtb AnA ykasaHua DHCP-knueHTy agpeca cepsepa
(kak npasuno, TFTP-cepBepa), C KOTOPOrO AO/IKEH BbITb NONY-
YeH 3arpy3oyHblit daiin.

YCTaHOBUTb 3HaYeHMe Mo YMOJIHaHUIO.

ntp-server ip_address_list

no ntp-server

Mo YMONYaHUIO CNNCOK
cepBepos He onpeaeneH

OnpeaennTb CNUCOK CEPBEPOB BPEMEHM, AOCTYMHbIX ANSA KNK-
eHToB DHCP.

- ip_address_list —cnucok IP-aapecos cepBepoB BpeMeHU, MO-
JKET coaepiKaTtb A0 8 3anucei, pasgeneHHbix npobesom.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

sip-server {domain
domain_name_list | ip
ip_address_list}

no sip-server

Mo ymonyaHuio cnucok
SIP-cepBepoB He
onpegeneH

Onpegenntb cnncok SIP-cepsepoB, AOCTYMHbIX A41A KAUEHTOB
DHCP.

-domain_name_list — cnucok soMeHHbIX UMeH SIP-cepse-pos,
MOXeT cofepaTtb A0 2 3anucei, pasgeneHHbix npobenom.
MaKcumanbHasa aanHa CTpokn — 125 cumsonos.

- ip_address_list — cnucok IP-agpecos SIP-cepBepoB, MoXeT
cofep:KaTtb A0 8 3anuceld, pasfeneHHbIX Npobesom.

YCTaHOBUTb 3HaYeHMe N0 YMOJIHAHUIO.

vendor-specific ascii_string

vendor-specific

ascii_string: (1..128)
CMMBO/IOB

OnpenennTb COOTBETCTBME MeXAY OnpenefieHHbIMU Onuu-
AMU DHCP ¢ KOHKPETHbIM BEHAOPOM.
- ascii_string — cTpoka B ¢popmate ASCII.

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.
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option code {boolean HacTpouTb onumm DHCP-cepBepa.
bool_val | ascii ascii_string | ip - code — kop, onunn DHCP-cepBsepa;
ip_address_list | hex code: (0..255); - bool_val — nornyeckoe 3HayeHue;
hex_string | none} bool_val: (true, false); - ascii_string — cTpoka B popmare ASCII;
ascii_string: (1..160) - ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX Cy4Yasnx
CMMBOJIOB MOMKET coaepKaTb A0 8 3anucen);
- hex_string — cTpoka B 16-om ¢popmare.
no option code Ypanute onumun ana DHCP-cepsepa.
tftp-server ip_address_list Onpegenntb cnucok TFTP-cepsepos BpemeHW, [OCTYMNHbIX
Mo ymonyaHuio cnucok ana knnentos DHCP.
TFTP-cepsepoB He - ip_address_list — cnucok IP-agpecos TFTP-cepBepoB, MOXKeET
onpeaeneH cogepxatb 4o 8 3anwce17|, pa3aeneHHbIX npo6en0M.
no tftp-server YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
utilization threshold 3afaTb 3HaYEHME B MPOLLEHTaX, NPy KOTopom ByaeT creHepu-
percentage percentage: (0..100); poBaHO coobuieHMe O 3aM0JHEHUN Nyna A0 YKa3aHHbIX rpa-
-/75 npoueHToB HULL,.
no utilization threshold YCTaHOBUTb 3HAaYEHUE MO YMOIYAHUIO.

lpumepsbl UCN0aAb308AHUS KOMAHO

Hactpoutb DHCP-nyn ¢ umeHem test u ykasatb gna DHCP-knneHTOB: umA gomeHa — test.ru, w3
no ymon4yaHuio — 192.168.45.1 n DNS-cepsep —192.168.45.112.

console#
console# configure terminal
console (config)# interface vlan !
console (config-if)# ip address 192.168.45.1 255.255.255.0
console (config-if)# exit
console(config)# ip dhcp server
console (config)# ip dhcp pool 1 test
console (dhcp-config) # network 192.168.45.0 255.255.255.0
console (dhcp-config)# domain-name test.ru
console (dhcp-config)# dns-server 192.168.45.112
( ) # default-router 192.168.45.1
( ) # host hardware-address aa:bb:cc:dd:ee:ff ip

console (dhcp-config
console (dhcp-config
192.168.45.250
console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff ntp-server
192.168.45.254

console (dhcp-config) # host hardware-address aa:bb:cc:dd:ee:ff dns-server
192.168.45.113

[Mpumepsbl Hacmpolku onyul

Hactpoute DHCP-nyn ¢ nmeHem test n ykasatb gna DHCP-knmneHTOB cnegytowme onuymn: option 3 -
192.168.45.1, option 12 - hostname_test, option 15 - test.ru, option 19 - True.

console#

console# configure terminal

console (config)# interface vlan I

console (config-if)# ip address 192.168.45.1 255.255.255.0
console (config-if)# exit

console(config)# ip dhcp server

console (config)# ip dhcp pool 1 test

console (dhcp-config)# network 192.168.45.0 255.255.255.0
console (dhcp-config)# option 3 ip 192.168.45.1

console (dhcp-config)# option 12 hex 686f73746e616d655f74657374
console (dhcp-config)# option 15 ascii test.ru

console (dhcp-config)# option 19 boolean

V B npumepe 3HayeHue onuum 12 nepesBeneHo U3 ascii B hex.

182 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



HELTEX

KomaHObI pexcuma KoHgu2ypayuu cmamuyeckux 3anucell DHCP-cepsepa

BuAa 3anpoca KoOMaHAHOM CTPOKM B pexume KoHpurypaumum nyna DHCP-cepsepa:
console# configure
console (config)# ip dhcp pool 1 test
console (config-dhcp) #

Tabnnua 189 — KomaHab! pexuma rnobanbHon KoHdUrypaumm

KomaHda

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

host client-identifier hex
hex_string ip ip_address

no host client-identifier hex
hex_string ip

hex_string: (1..156)
CUMBOJI0B

3apaTb ip-aapec ANA yCTPOMUCTBA € YKasaHHbIM UaeHTUdMKa-
TOPOM.

- hex_string —naeHTUOUKATOP KAMEHTa, NPeCTaBNAIOLWNIA CO-
60 hex-cTpoky;

- ip_address — IP-appec, HasHa4yaembl kKnneHTy DHCP-cepse-
pa.

YAanuTb CTaTUYECKYHO 3anuncb, COOTBETCTBYIOLLYIO KANEHTY C
yKa3aHHbIM UAeHTUMKATOPOM.

host client-identifier hex
hex_string bootfile filename

no host client-identifier hex
hex_string bootfile

hex_string: (1..156)
CUMBOJIOB;
filename: (1..64)

Co3paTb CTAaTMYECKYl 3anucb AR KAMEHTA C YKa3aHHbIM
naeHTUPMUKaTopom.

- hex_string — vaeHTUOUKATOP KNNEHTA, NPeACTaBAAIOLLMMA
cobolit hex-cTpoky;

- filename — HanmeHoBaHMe 3arpy3o4Horo daina.

Y4anuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM NAEHTUGUKATOPOM.

host client-identifier hex
hex_string default-router
ip_address_list

no host client-identifier hex
hex_string default-router

hex_string: (1..156)
CMMBO/I0B

OnpeaenvnTb CNMCOK MapLIPyTM3aTOPOB MO YMOYAHUIO ANA

yKa3zaHHoro KnneHta DHCP-cepsepa:

- hex_string — naeHTUPUKATOP KNNEHTA, NPeACTaBAAIOL M

coboii hex-cTpoky;

- ip_address_list — cnncok IP-agpecoB mapLupyTU3aTopos, MO-

YKeT coaep:kaTb A0 8 3anuceit, pasaeneHHbix npobenom.
IP-agpec mapLupyTU3aTOpa AOMKEH BbITb B TON XKe

e NOACETH, YTO U KANEHT.

YaanuTb CTaTUYECKYO 3anucb, COOTBETCTBYHOLLYIO KANEHTY C
YKa3aHHbIM M,D,eHTMdJMKaTOpOM.

host client-identifier hex
hex_string dns-server ip_ad-
dress_list

no host client-identifier hex
hex_string dns-server

hex_string: (1..156)
CMMBO/IOB

Onpegenutb cnncok DNS-cepsepoB, AOCTYNHbIX ANA CTaTU4e-
CKOM 3anm1cu C YKa3aHHbIM MAEHTUPUKATOPOM.

- hex_string — naeHTUPUKATOP KNNEHTA, NPeACTaBAAIOL M
coboii hex-cTpoky;

- ip_address_list — cnncok IP-agpecoB mapLupyTU3aTopos, Mo-
YKET coaepKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.

Y4anuTb CTaTUYECKYIo 3anucb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM UAEeHTUGUKATOPOM.

host client-identifier hex
hex_string domain-name do-
main

no host client-identifier hex
hex_string domain-name

hex_string: (1..156)
CUMBO/IOB;
domain: (1..128) cumso-
nos

OnpegennTb 4OMEHHOE MMA A/1A CTaTUYECKOM 3anncK ¢ yKa-
3aHHbIM MAEHTUOUKATOPOM.

- hex_string — naeHTUdUKATOP KAMEHTa, NpeacTaBAAOLLIMNA
coboit hex-cTpoky.

Y4anuTb CTaTUYECKYIO 3anmncb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUGUKATOPOM.

host client-identifier hex
hex_string netbios-name-
server jp_address_list

no host client-identifier hex
hex_string netbios-name-
server

hex_string: (1..156) cum-
BOJIOB

Onpeaenntb cnnucok WINS-cepsepoB, 419 cTaTUYecKom 3a-
MMUCK € YKasaHHbIM UAEHTUPMKATOPOM.

- hex_string — naeHTMdUKATOP KAMEHTa, NPeACcTaBAAOLLMNI
coboit hex-cTpoky;

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, mo-
KET cogepraTb 40 8 3anuceid, pasgeneHHbIx npobenom.

Y[anuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO K/IUEHTY C
YKa3aHHbIM naeHTudUKaTopom.
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host client-identifier hex
hex_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier hex
hex_string netbios-node-type

hex_string: (1..156)
C“MBO/I0B

Onpegenntb TMN y3na NetBIOS Microsoft ana ctatnyeckom 3a-
MUCKU C yKa3aHHbIM MAEeHTUGMKATOPOM:

- b-node — WMpPOKoOBELLATENbHbIN;

- p-node — TOYKa-TOUKa;

- m-node — KOMBUMHMPOBaHHbLIN;

- h-node — rMbpuaHbIN.

- hex_string — vaeHTUdUKATOP KAMEHTa, NpPEeACTaBAAOLWLMN
coboii hex-cTpoky.

YAanuTb CTaTUYECKYH0 3anNnCb, COOTBETCTBYHOLLYIO KIMEHTY C
YKa3aHHbIM UAeHTUbUKATOPOM.

host client-identifier hex
hex_string next-server ip_ad-
dress

no host client-identifier hex
hex_string next-server

hex_string: (1..156)
CYMBO/I0B

OnpeaennTb ANA CTaTUMECKOM 3annCK € YKa3aHHbIM UAEHTU-
¢duKaTtoopm agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/IXKEH BbITb MOMYYEH 3arpy304HbIi daiin.

- hex_string — naeHTUPMKATOP KNMEHTa, NpeaCcTaBAAOWUIA
coboit hex-cTpoKy.

Y4anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host client-identifier hex
hex_string ntp-server ip_ad-
dress_list

no host client-identifier hex
hex_string ntp-server

hex_string: (1..156)
CUMBO/I0B

Onpeaenset CNMCOK CEPBEPOB BPEMEHM, ANIA CTATUYECKON
3aNMUCK C YKa3aHHbIM UAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-aapecoB cepBepoB BPpEMEHH,
MOMKET COAEPMKATb A0 8 3anucei, pasaeneHHbix npobenom;
- hex_string — naeHTUOUKATOP KNNEHTA, NPeACTaBAAOLWMI
coboli hex-cTpoky.

YAanuTb CTaTUYECKYHO 3anNnCb, COOTBETCTBYHOLLYIO KIMEHTY C
YKa3aHHbIM naeHTUdMKaTopom.

host client-identifier hex
hex_string sip-server {domain
domain_name_list | ip ip_ad-
dress_list}

hex_string: (1..156)

Onpegenutb cnmucos SIP-cepBepoB, AOCTYNHbIX ANA CTaTU4Ye-
CKOW 3anM1CcK € YKa3aHHbIM AEHTUOUKATOPOM.

- hex_string — naeHTUOUKATOP KNNEHTa, NPeACTaBAAOLWMI
coboli hex-cTpoky;

- domain_name_list — cnucok AoMeHHbIX UMeH SIP-cepsepos,
MOKEeT cofeprKaTb A0 2 3anucel, pasfaeneHHbix Npobiom.

Mmoo MaKcumanbHasa oanHa cTpokn 125 cumBonos.

- ip_address_list — cnucok IP-appecos SIP-cepsepos, moxKeT

copepKaTtb 0 8 3anucei, pasaeneHHoix npobenom.
no host client-identifier hex YAanuTb CTaTUYECKYIO 3annCb, COOTBETCTBYIOLLYIO KAWEHTY C
hex_string sip-server YKa3aHHbIM NaeHTUMKATOPOM.
host client-identifier hex OnpefennTb YKasaHHble OnuuMu 41a CTaTUYecKom 3anmcu ¢
hex_string option code {bool- 3af@aHHbIM NAEHTUDUKATOPOM.
ean bool_val | ascii code: (0..255); - hex_string — naeHTUUKATOP KANEHTA, NPEACTABAS LN

ascii_string | ip ip_ad-
dress_list | hex op-
tion_hex_string | none}

no host client-identifier hex
hex_string option code

bool_val: (true, false);
ascii_string: (1..160)
CUMBO/IOB;
option_hex_string:
(1..128) cumsonos;
hex_string: (1..156)
CUMBOIOB

coboli hex-cTpoky;

- code — kog, onuun DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- ascii_string — ctpoka B ¢popmate ASCII;

- ip_address_list — cnucok IP-aapecoB (B HEKOTOPbIX Cy4YasnX
MOXKET COAepMKaTb A0 8 3anucen);

- option_hex_string — cTpoka B 16-om ¢popmare.

YpanuTb CTaTUYECKYHO 3aMnCb, COOTBETCTBYHOLLYIO K/MEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

no host client-identifier
hex hex_string

hex_string: (1..156)
CMMBOJIOB

YanuTb BCe ONUMM, Ha3HaYeHHble ANA CTaTUYECKOoW 3anucK ¢
YKa3aHHbIM UAEHTUOUKATOPOM.

host client-identifier ascii
ascii_string ip ip_address

no host client-identifier ascii
ascii_string ip

ascii_string: (1..128)
CMMBOJIOB

Co34aTb CTaTUYECKYIO 3aMUCh ANA KAMEHTA C YKa3aHHbIM
naeHTUPMKATOPOM.

- ascii_string — naeHTUOUKATOP KNNEHTa, NPEACTaBAAIOWMMA
coboli ascii-cTpoky;

- ip_address — IP-agpec, HazHayaembli KnneHTy DHCP-cep-
Bepa.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO K/UEHTY C
YKa3aHHbIM UAeHTUbUKATOpOM.

host client-identifier ascii
ascii_string bootfile filename

ascii_string: (1..128)
CMMBOJIOB;
filename: (1..64)

Co34aTb CTaTMYECKYO 3anMucCb AN KAWEHTa C YKa3aHHbIM
naeHTuduKaTopom.

- ascii_string — naeHTMdUKaTOP KANEHTA, NPeACTaBAAOLWNIA
coboit ascii-cTpoky;

- filename — HanmeHoBaHWe 3arpy3oyHoro danna.
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no host client-identifier ascii
ascii_string bootfile

Y4anuTb CTaTUYECKYIo 3anucb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.

host client-identifier ascii
ascii_string default-router
ip_address_list

no host client-identifier ascii
ascii_string default-router

ascii_string: (1..128)
CMMBOJI0B

OnpeaennTb CNMCOK MapLIPyTU3aTOPOB AR CTaTUYeCKON 3a-
NUCK C YKa3aHHbIM yaeHTUdHKaTopom.
- ascii_string — naeHTUdUKATOP KAMEHTA, NPeACTaBAAOLWMA
coboli ascii-cTpoky;
- ip_address_list — cnucok IP-agpecos mapLipyT1M3aTopos, 40-
CTynHbIX KAneHTty DHCP-cepsepa. MoxeT cogep»aTtb Ao 8 3a-
nucen.

IP-agpec maplupyTu3aTopa A0NXKeH 6bITb B TOM e

e NnoACceTH, YTO U KINEHT.

YLanuTb CTaTUYECKYHO 3aMuncb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM UAEeHTUGUKATOPOM.

host client-identifier ascii
ascii_string dns-server ip_ad-
dress_list

no host client-identifier hex
ascii_string dns-server

ascii_string: (1..128)
CMMBOJI0B

Onpegenutb cnncok DNS-cepsepoB, AOCTYMHbIX 4NA CTaTU4e-
CKOM 3anM1CH C YKa3aHHbIM UAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MOXKeT
cofepyKaTb 0 8 3anucein, pasaenieHHbIX npobenom;

- ascii_string — naeHTUPUKATOP KNMEHTa, NPeaCTaBNAIOLWMI
coboW ascii-cTpoKy.

YAanuTb CTaTUYECKYHO 3anuncb, COOTBETCTBYIOLLYIO KANEHTY C
yKa3aHHbIM UAeHTUGUKATOPOM.

host client-identifier ascii
ascii_string domain-name do-
main

no host client-identifier ascii
ascii_string domain-name

ascii_string: (1..128)
CMMBO/I0B;
domain: (1..128)
CUMBOJI0B

OnpegenuTb SOMEHHOE UMA A/1A CTaTUYECKOM 3aMNCuCK C yKa-
3aHHbIM MAEHTUPUKATOPOM.

- ascii_string — naeHTUPUKATOP KNANEHTa, NPeaCTaBNAOLWMIA
coboW ascii-cTpoKy.

YAanuTb CTaTUYECKYHO 3anuncb, COOTBETCTBYIOLLYIO K/MEHTY C
YyKa3aHHbIM MAeHTUGMKATOPOM.

host client-identifier ascii
ascii_string netbios-name-
server jp_address_list

no host client-identifier ascii
ascii_string netbios-name-
server

ascii_string: (1..128)
CMMBO/IOB

Onpegenntb cnnucok WINS-cepBepoB, gns cTaTUYECKOM 3a-
NMUCYK C YKa3aHHbIM AEeHTUPUKATOpOM.

- ascii_string — naeHTMPUKATOP KNMEHTa, NPeaCcTaBNAIOLWLMI
cobolt ascii-CTpoky;

- ip_address_list — cnucok IP-agpecos WINS-cepsepoB, mo-
YKET coaepiKaTtb A0 8 3anucei, pasaeneHHbix npobenom.

Yaanutb cTaTUYecKyto 3anuch, COOTBETCTBYHOLLYH KAUEHTY C
YKa3aHHbIM MAEHTM¢MK3TODOM.

host client-identifier ascii
ascii_string netbios-node-type
{b-node | p-node | m-node |
h-node}

no host client-identifier ascii
ascii_string netbios-node-type

ascii_string: (1..128)
CMMBO/I0B

Onpeaenutb 1N y3na NetBIOS Microsoft ans ctatuyeckom
3aMMCK C YKa3aHHbIM UAEHTUPUKATOPOM:

- b-node — WpoKoBeLwaTeNbHbI;

- p-node — TO4YKa-TOUKa;

- m-node — KOMBUHNPOBaHHbIN;

- h-node — rnbpuaHblIi.

- ascii_string — naeHTUPUKATOP KNNEHTA, NpeacTaBAAOWMI
cobolt ascii-CTpoky.

YAanuTb CTaTUUYECKYHO 3anuCb, COOTBETCTBYIOLLYIO KMEHTY C
YKa3aHHbIM UAeHTUbUKATOPOM.

host client-identifier ascii
ascii_string next-server ip_ad-
dress

no host client-identifier ascii
ascii_string next-server

ascii_string: (1..128)
CMMBO/IOB

OnpepenuTb ANA CTaTUHECKOWM 3anncK € YKa3aHHbIM MAEHTU-
¢durKaTopom agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOTO A0/KEH ObITb NOAYYEH 3arpy304Hblil baitn.

- ascii_string — naeHTUdUKATOP KANEHTa, NPeACTaBAAOLLMA
cobolt ascii-CTpoky.

Y4anuTb CTaTUYECKYIO 3anmncb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM UAEeHTUGUKATOPOM.

host client-identifier ascii
ascii_string ntp-server ip_ad-
dress_list

no host client-identifier ascii
ascii_string ntp-server

ascii_string: (1..128)
CMMBO/IOB

OnpegenuTb CMUCOK CEPBEPOB BPEMEHW, AN CTAaTUYECKOM
3anucK € yKasaHHbIM UAEHTUGUKATOPOM.

- ip_address_list — cnucok IP-agpecoB cepBepoB BPEMEHMU,
MOXKET cogeprKaTb A0 8 3anucei, pasgeneHHbix npobenom;
- ascii_string — naeHTUdUKaTOP KANEHTA, NPeACTaBAAOLLNIA
coboli ascii-cTpoKy.

Y[anuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO K/IUEHTY C
YKa3aHHbIM MaeHTUbUKaTopOM.
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host client-identifier ascii
ascii_string sip-server {do-
main domain_name_list |
ip ip_address_list}

ascii_string: (1..128)

OnpepennTtb cnuncos SIP-cepBepoB, AOCTYMNHbIX ANA CTaTUye-
CKOM 3anuncK € yKasaHHbIM MAEHTUPUKATOPOM.

- asccii_string — naeHTMOUKATOP KNMEHTa, NPeACTaBAAOLLMN
cobolt ascii-cTpoky;

- domain_name_list — cnucok AOMeHHbIX MMeH SIP-cepBepos,
MOMKET COAEPMKATb A0 2 3anuncei, pasaeneHHbix npobesom.

cMmBO/NIOB MaKcumanbHasa ganHa cTpoku — 125 cumsonos.

- ip_address_list — cnucok IP-appecos SIP-cepsepoBs, moxeT

cofep:KaTtb A0 8 3anuceld, pasfeneHHbIX Npobesom.
no host client-identifier ascii YAanuTb CTaTUYECKYIO 3anncb, COOTBETCTBYIOLLYIO KAMEHTY C
ascii_string sip-server YKa3aHHbIM NaeHTUGMKATOPOM.
host client-identifier ascii OnpeaennTb yKasaHHble ONUMK AN CTAaTUYECKOW 3aMucK C
asccii_string option 3afl@aHHbIM NAEHTUDUKATOPOM.

code: (0..255);

code {boolean bool_val | ascii
option_ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host client-identifier ascii
ascii_string option code

bool_val: (true, false);
option_ascii_string:
(1..160)
CUMBOOB;
hex_string: (1..128)
CMMBO/IOB;
ascii_string: (1..128)
CMMBONOB

- ascii_string — naeHTMOUKATOP KNMEHTA, NPeACTaBAAOLWNIA
coboit ascii-cTpoky;

- code — kog onuyun DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- option_ascii_string — ctpoka B popmate ASCII;

- ip_address_list — cnucok IP-aapecoB (B HEKOTOPbIX C/yYanx
MOKET cogeprKaTb 40 8 3anucen);

- hex_string — cTpoka B 16-om popmare.

Y4anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

no host client-identifier ascii
ascii_string

ascii_string: (1..128)
C“MBO/IOB

Ypanutb Bce onumn, HasHaYeHHble 419 CTaTUYECKOM 3amnncu ¢
YKa3aHHbIM MAEHTUPUKATOPOM.

host hardware-address
mac_address ip ip_address

no host hardware-address
mac_address ip

Co34aTb CTaTUYECKYHO 3aNNUCh A1 KIMEHTA C YKa3aHHbIM
naeHtTndrKaTopom.

- mac_address — ngeHTUOMKaTOP KAUEHTa, NPeaCcTaBAALWMIA
coboit MAC-aapec ycTponcTBa;

- ip_address — IP-agpec, HazHavaemblt kKnneHTy DHCP-cep-
Bepa.

YanuTb CTaTUYECKYHO 3anNnCb, COOTBETCTBYHOLLYIO KMEHTY C
YKa3aHHbIM NAEHTUGUKATOPOM.

host hardware-address
mac_address bootfile file-
name

no host hardware-address
mac_address bootfile

filename: (1..64)

Co3aaTb CTaTUYECKYIO 3aMUCh ANA KANEHTA C YKa3aHHbIM
naeHTUPMKATOPOM.

- mac_address — ngeHTMOMKATOP KAMEHTa, NPeACTaBAAIOLWMIA
coboit MAC-aapec ycTponcTea;

- filename — HaumeHoBaHwWe 3arpy3oyHoro daina.

Y[anuTb CTaTUYECKYIO 3anncb, COOTBETCTBYIOLLYIO KAUEHTY C
YKa3aHHbIM NAEHTUGUKATOPOM.

host hardware-address
mac_address default-router
ip_address_list

no host hardware-address
mac_address default-router

OnpeaenvTb CNIMCOK MapLUPYTU3aTOPOB A/1A CTaTUYECKOW 3a-
MUCK C YKa3aHHbIM YAEHTUGMKATOPOM.
- mac_address — ngeHTUOUKaTOP KAMEHTa, NPeaCcTaBAAOLWMIA
coboit MAC-agpec ycTpomncTBa;
- ip_address_list — cnucok IP-agpecos mapLipyT13aTopos, A0-
CTyNHbIX KAneHTy DHCP-cepBepa. MoxeT cogepatb 40 8 3a-
nucen.

IP-agpec MmapLupyTU3aTopa A0NKEH BbITb B TOM Ke

e NOACETH, YTO U K/INEHT.

Y[anuTb CTaTUYECKYHO 3anucb, COOTBETCTBYHOLLYIO KAUEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host hardware-address
mac_address dns-server ip_ad-
dress_list

no host hardware-address
mac_address dns-server

Onpegenntb cnnucok DNS-cepBepoB, AOCTYNHbIX ANA CTaTUYe-
CKOW 3anucu € yKa3aHHbIM aeHTUdGUKaTopom.

- ip_address_list — cnucok IP-agpecos DNS-cepBepoB, MOXKeT
cogepKaTtb 0 8 3anucei, pasgeneHHbix npobenom;

- mac_address — naeHTUOUKATOP KAMEHTa, NPeaCcTaBAAoWNA
coboit MAC-aapec ycTponcTaa.

YAanuTb CTaTUYECKYHO 3aMucb, COOTBETCTBYIOLLYIO K/UEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host hardware-address
mac_address domain-
name domain

domain: (1..128)
CUMBO/I0B

OnpeaenvTb SOMEHHOE MMA A/1A CTaTUYECKOM 3anuncH C yKa-
3aHHbIM MAEHTUOUKATOPOM.

- mac_address — ngeHTUOUKATOP KAMEHTa, NPeACTaBAAOLLMIA
coboit MAC-aapec ycTpoincTaa.
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no host hardware-address
mac_address domain-name

Y4anuTb CTaTUYECKYHO 3aMMUCb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.

host hardware-address
mac_address netbios-name-
server jp_address_list

no host hardware-address
mac_address netbios-name-
server

Onpegenntb cnucok WINS-cepBepoB, a5 cTaTUYECKOM 3a-
NUCK C YKa3aHHbIM UAEHTUPUKATOPOM.

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACTaBAAOLWMI
coboit MAC-agpec ycTpoMncTBa;

- ip_address_list —cnucok IP-appecos WINS-cepsepos, moeT
copepKaTb 40 8 3anuceit, pasgeneHHbix npobenom.

YAanuTb CTaTUYECKYIO 3anuncb, COOTBETCTBYIOLLYIO KNNEHTY C
YKa3aHHbIM MAEHTUOUKATOPOM.

host hardware-address
mac_address netbios-node-
type {b-node | p-node | m-
node | h-node}

no host hardware-address
mac_address netbios-node-
type

Onpegenutb TMN y3na NetBIOS Microsoft ansa ctatnueckoi
3aMMCK C YKa3aHHbIM UAEHTUPUKATOPOM:

- b-node — WMpoOKoBeLaTeNbHbIN;

- p-node — TOYKa-TOUKA;

- m-node — KOMBUHMPOBaHHbIN;

- h-node — rnbpuaHbIn.

- mac_address — naeHTUOUKATOP KIMEHTA, NPeACTaBAAOWMI
cobon MAC-agpec ycTpoicTaa.

YAanuTb CTaTUYECKYHO 3anuncb, COOTBETCTBYIOLLYIO KINEHTY C
yKa3aHHbIM MAeHTUGMKATOPOM.

host hardware-address
mac_address next-server
ip_address

no host hardware-address
mac_address next-server

Onpefenntb AN CTAaTUYECKON 3aMMUCU C YKa3aHHbIM UAEHTU-
¢durKaTopom agpeca cepsepa (Kak npasuno, TFTP-cepsepa), ¢
KOTOPOro A0/KEH BbITb MOYYEH 3arpy304HbI dalin.

- mac_address — naeHTUOUKATOP KMEHTa, NPeacTaBAAoLWMIA
coboni MAC-agpec ycTpoicTaa.

YaanuTb CTaTUYeCcKyto 3anucb, COOTBETCTBYHIOLLYIO KJANEHTY C
YKa3aHHbIM M,D,eHTMC'JMKaTOpOM.

host hardware-address
mac_address ntp-server ip_ad-
dress_list

no hardware-address mac_ad-
dress ntp-server

OnpefennTb CNUCOK CEPBEPOB BPEMEHU ANsA CTaTUYeCcKoM 3a-
NWUCH C YKa3aHHbIM UAEHTUDUKATOPOM.

- ip_address_list — cnucok IP-aapecoB cepBepoB BpeMEHHU,
MOXKET CoAeprKaTb A0 8 3anucei, pasgeneHHbIX npobenom;

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACTaBAAOW MmN
coboit MAC-agpec ycTpoiicTaa.

YAanuTb CTaTUYECKYHO 3anuncb, COOTBETCTBYIOLLYIO KANEHTY C
yKa3aHHbIM UAEeHTUGMKATOPOM.

host hardware-address
mac_address sip-server {do-
main domain_name_list |

ip ip_address_list}

no host hardware-address
mac_address sip-server

OnpegennTb cnncok SIP-cepBepoB, AOCTYNHbIX A1A cTaTU4Ye-
CKOM 3anM1CH C YKa3aHHbIM UAEHTUPUKATOPOM.

- mac_address — naeHTUOUKATOP KIMEHTa, NPeACTaBAAOW MmN
coboii MAC-agpec ycTpoicTBa;

- domain_name_list — cnucoK gomeHHbIX UmeH SIP-cepsepos,
MOMKET coAepKaTb A0 2 3anucei, pasgeneHHbix npobenom.
MaKcmanbHaa AAnHa CTPOKKM — 125 cumBo0B;

- ip_address_list — cnucok IP-agpecos SIP-cepBepoB, MOXKeT
copepkaTb 40 8 3anuceit, pasgeneHHbix npobenom.

Y[anuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM UAeHTUbUKATOPOM.

host hardware-address
mac_address option

code {boolean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

no host hardware-address
mac_address option code

code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CMMBO/IOB;
hex_string: (1..128)
CMMBOJI0B

OnpepenuTb yKasaHHble ONLMKN ANA CTaTUYeCKOM 3anncK ¢
3aZ,aHHbIM UAEHTUPUKATOPOM.

- mac_address — naeHTMUKATOP KAMEHTa, NPeacTaBAAOLLMNA
coboit MAC-agpec ycTpoicTBa;

- code — kog, onuun DHCP-cepBepa;

- bool_val — nornyeckoe 3HauyeHwue;

- ascii_string — ctpoka B popmate ASCII;

- ip_address_list — cnucok IP-agpecoB (B HEKOTOPbIX CAyYasnx
MOXKET coaeprKaTb A0 8 3anuceit);

- option_hex_string — cTpoka B 16-om ¢popmare.

Y[anuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO K/IMEHTY C
YKa3aHHbIM MaeHTUdUKaTopom.

no host hardware-address
mac_address

Y[anuTb BCce ONUUK, Ha3HaYeHHbIe AJ1A CTaTUYECKOW 3anucu ¢
YKa3aHHbIM MaeHTUbUKaTopOM.
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host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} ip ip_address

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel

group} ip

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address:
A.B.C.D

Co34aTb CTaTUYECKYHO 3aNNUCh A1 KNINEHTA C YKa3aHHbIM
naeHTudmnKaTopom.

- ip_address — IP-agpec, HazHayaemblt KnneHTy DHCP-cep-
Bepa.

YAanuTb CTaTUYECKYIO 3aMUCb, COOTBETCTBYIOLLYIO KNNEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} bootfile file-
name

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
bootfile

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
group: (1..64)

Co34aTb CTaTUHECKYIO 3aNKUCb A/19 KNNEHTA C YKa3aHHbIM
NAEHTUGMKATOPOM.
- filename — HanmeHoBaHWe 3arpy3oyHoro danna.

YAanuTb CTaTUYECKYHO 3aMnCb, COOTBETCTBYIOLLYIO KMEHTY C
YKa3aHHbIM UAeHTUUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} default-router
ip_address_list

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
default-router

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address_list:
A1.B1.C1.D1 ...
A8.B8.C8.D8

OnpeaenvTb CNUCOK MapLIPyTM3aTOPOB A/ CTaTUYECKOM 3a-
MUCKU C yKa3aHHbIM yaeHTUdMKaTopom.
- ip_address_list — cnucok IP-aapecoB maplpyTM3aTopos, 40-
cTynHbIX KnneHTy DHCP-cepeepa. MoxeT cogepratb A0 8 3a-
nucen.

IP-apgpec mapLpyTM3aTopa A0JXKEH 6bITb B TOM e
e NOACETH, YTO U K/INEHT.

Y4anuTb CTaTUUYECKYIO 3aMUCb, COOTBETCTBYIOLLYIO KANEHTY C
YKa3aHHbIM UAEHTUDUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
dns-server ip_address_list

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
dns-server

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

Onpepenntb cnncok DNS-cepBepoB, AOCTYMHbIX ANA CTaTUYe-
CKOW 3anucK € yKasaHHbIM UAEHTUOUKATOPOM.

- ip_address_list — cnucok IP-agpecos DNS-cepsepoB, MoxeT
cofepxaTtb 40 8 3anuceld, pasgaeneHHbix npobesnom;

- mac_address — naeHTUOUKATOP KAMEHTa, NPeACTaBAAOWNIA
coboit MAC-agpec ycTponcTsaa.

YAanuTb CTaTUYECKYHO 3aMnCb, COOTBETCTBYHOLLYHO KIMEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} domain-

name domain

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
domain-name

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
domain: (1..128)
CUMBOJI0B

Onpe,qenmb AOMeHHOe Uma gna CTaTUYECKOM 3anucu ¢ YKa-
3aHHbIM Mp,eHTVI(bMKaTOpOM.

YAanuTb CTaTUYECKYHO 3aMUCb, COOTBETCTBYIOLLYIO KMEHTY C
YKa3aHHbIM UAEeHTUOUKATOPOM.
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host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} netbios-name-
server jp_address_list

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
netbios-name-server

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address_list:
Al1.B1.C1.D1...
A8.B8.C8.D8

Onpegenntb cnnucok WINS-cepBepoB, gns CTaTUYECKOM 3a-
NMUCYK C YKa3aHHbIM AEHTUPUKATOPOM.

- ip_address_list — cnucok IP-agpecos WINS-cepsepoBs, mo-
YET coaepKaTtb A0 8 3anuncei, pasaeneHHbix npobenom.

YLanuTb CTaTUYECKYHO 3aMUCh, COOTBETCTBYHOLLYIO KNUEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} netbios-node-
type {b-node | p-node | m-
node | h-node}

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
netbios-node-type

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
group: (1..64)

Onpegenutb TMN y3na NetBIOS Microsoft ansa ctatnueckoi
3aMMCK C YKa3aHHbIM UAEHTUPUKATOPOM:

- b-node — WpoOKoBeLaTeNbHbIN;

- p-node — TOYKa-TOUKA;

- m-node — KOMBUHMPOBaHHbIW;

- h-node — rnbpuaHbIn.

YAanuTb CTaTUYECKYIO 3aMnCb, COOTBETCTBYIOLLYIO KTMEHTY €
YyKa3aHHbIM MAeHTUGMKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} next-server
ip_address

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel

group} next-server

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address:
A.B.C.D

OnpeaennTb ANA CTaTUYECKOW 3aNWCK C YKa3aHHbIM UAEHTU-
dukaTopom agpeca cepeepa (Kak npasuno, TFTP-cepeepa), ¢
KOTOPOro A0/IXKeH ObITb MOAYyYeH 3arpy304HbIn daiin.

Ypanutb CTAaTUYEeCKYH 3aNnCb, COOTBETCTBYHOLYH K/IMEHTY C
YKa3aHHbIM MAEHTM¢MK3TODOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} ntp-server
ip_address_list

no interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} ntp-server

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
ip_address_list:
A1.B1.C1.D1 ...
A8.B8.C8.D8

OnpegennTb CMMCOK CEPBEPOB BPEMEHU A1 CTaTUYECKOM 3a-
MUCK C YKA3aHHbIM UAEHTUPUKATOPOM.

- ip_address_list — cnucok IP-agpecos cepBepoB BPEMEHMU,
MOKET cofeprKaTb 40 8 3anucelt, pasgaeneHHbiX Npobesom.

Y[anuTb CTaTUYECKYIO 3aMnCb, COOTBETCTBYIOLLYIO KIMUEHTY C
YKa3aHHbIM UAeHTUbUKATOPOM.

host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} sip-server {do-
main domain_name_list |

ip ip_address_list}

no interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} sip-server

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
p_address_list:
A1.B1.C1.D1 ...
A8.B8.C8.D8

Onpegenutb cnncok SIP-cepBepoB, AOCTYNHbIX ANA CcTaTUYe-
CKOW 3aMm1Ccu € YKa3aHHbIM MAEHTUPUKATOPOM.

- domain_name_list — cnUCOK AOMEHHBIX MMeH SIP-cepBepos,
MOeT cofep:KaTb A0 2 3anucel, pasfeneHHblx Npobesom.
MaKcnmanbHasa AanHa CTpoku — 125 cumBonoB;

- ip_address_list — cnucok IP-agpecos SIP-cepBepoB, MOXKeT
cofepxaTtb A0 8 3anucen, pasaeneHHbix npobenom.

YanuTb CTaTUYECKYHO 3aMUCh, COOTBETCTBYHOLLYIO KUEHTY C
YKa3aHHbIM MAEeHTUGUKATOPOM.
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host interface {gigabitethernet
gi_port | twopointfivegiga-
bitethernet two_port | tengi-
gabitethernet te_port | port-
channel group} option

code {boolean bool_val | ascii
ascii_string | ip ip_ad-
dress_list | hex hex_string |
none}

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);

OnpeaennTb yKasaHHble OnuuMmu 418 CTaTUYecKom 3anmcu ¢
3aZ@aHHbIM NAEHTUDUKATOPOM.

- code — kog onuyun DHCP-cepBepa;

- bool_val — nornyeckoe 3HayeHue;

- ascii_string — cTpoka B ¢popmate ASCII;

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}
option code

group: (1..64);
code: (0..255);
bool_val: (true, false);
ascii_string: (1..160)
CUMBO/IOB;
hex_string: (1..128)
CUMBOJI0B

- ip_address_list — cnucok IP-agpecos (B HEKOTOPbIX Cy4Yanx
MOMKET COAEPMKaTb A0 8 3anucen);
- option_hex_string — cTpoKa B 16-om ¢popmarTe.

Y4anuTb CTaTUUYECKYIO 3aMUCb, COOTBETCTBYIOLLYIO KNNEHTY C
YKa3aHHbIM UAEHTUOUKATOPOM.

no host interface {giga-
bitethernet gi_port | two-
pointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group}

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);

group: (1..64)

Yaanutb Bce onumn, HasHaYeHHble 419 CTaTUYECKOW 3anuncu
C YKa3aHHbIM MAEHTUPUKATOPOM.

’ ' Mpu 3agaHuu Client ID B popmare ASCIl ybegutecb, uto DHCP-KnueHT otnpasnsert Client ID ¢
rali | Hardware Type B nepsom 6aiiTe, COOTBETCTBYIOLWMIF 3a8aHHOMY PopmarTy.

lpumep HacmpolKu cmamuyeckol 3anucu

HasHauuTb ycTpoiictey ¢ MAC-aapecom aa:bb:cc:dd:ee:ff ip-agpec — 192.168.45.250, cepsep Bpe-
meHn —192.168.45.254 n DNS-cepsep —192.168.45.113

console#

console# configure terminal

console (config)# interface vlan I

console (config-if)# ip address 192.168.45.1 255.255.255.0
console (config-if)# exit

console (config)# ip dhcp pool 1 test

(
(
console(config)# ip dhcp server
(
(

console (dhcp-config)# network 192.168.45.0 255.255.255.0

console (dhcp-config)# host hardware-ad-

dress aa:bb:cc:dd:ee:ff ip 192.168.45.250

console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff ntp-
server 192.168.45.254
console (dhcp-config)# host hardware-address aa:bb:cc:dd:ee:ff dns-
server 192.168.45.113

KomaHObi pexcuma Privileged EXEC

BuAa 3anpoca KomaHAHOWM CTPOKM pexxnma Privileged EXEC:

console#

Tabnunua 190 — KomaHapl perkunma Privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

clear ip dhcp server binding
[ip_address]

YaanuTb 3anucy 13 Tabaunubl cooTBeTcTBuA GU3nYecKmx agpe-
COB U1 aapecoB, BblAaHHbIX ¢ nyna DHCP-cepsepom:
- ip_address — IP-agpec, HazHa4YeHHbI DHCP-cepsepom.

clear ip dhcp server statistics

YaanuTb CTaTUCTUCTMKK paboTbl DHCP-cepBepa.

show ip dhcp server binding

MpocmoTpeTb |IP-agpeca, KOTopble CONOCTaB/AEHbl C Ppusnye-
CKMMMW afipecamm K/IMEHTOB, a TaKXKe Bpemsa apeHabl, crnocob
Ha3HayeHus u coctoaHue IP-agpecos.

show ip dhcp server
information

MpocmoTpeTb MHbopMaLmto o KoHdurypauum DHCP-cepepa.
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show ip dhcp server pools MpocmoTpeTb nHGopMaLMIo O r1obanbHbiX HacTpoiika DHCP-
- cepBepa, a TakXKe 0 CO3AaHHbIX Myaax U cyulecTsylowmx host-
3anucsx.
show ip dhcp server statistics - MpocmoTpeTb cTatnuctnuky DHCP-cepBepa.

4.24 KoHdurypauma PPPoE Intermediate Agent

®yHKuusa PPPOE IA peannsoBaHa B COOTBETCTBMU C TpeboBaHMAMKU gokymeHTa DSL Forum TR-101 m
npefHasHavyeHa 411 UCNOb30BAHMA Ha KOMMYTATopax, paboTatoLWwmx Ha ypoBHe AocTyna.

PyHKUMA NO3BOAAET JONONHATL NakeTobl PPPOE Discovery nHpopmaumein, xapaktepusytowein nHtep-
deic goctyna. 3To HeobHXO0ANMMO ANA UAEHTUPUKALMM NONL30BATENBCKOrO MHTEpdEca Ha cepBepe A0-
ctyna (BRAS, Broadband Remote Access Server). YnpasneHue nepexsaTtom n obpabotkoin naketos PPPoE
Active Discovery ocyluecTBnserca rnobanbHO AaA BCEFO YCTPOMUCTBA M BbIODOPOYHO ANA KAXKAOro MHTep-
denca.

Peanunsaums ¢yHKunm PPPOE IA npenocraBaseT A0NOAHUTEIbHbIE BOSMOXHOCTU KOHTPOJ1A coobule-
HM NPOTOKO/1a MYyTEM Ha3HaYeHUA AOBEPEHHbIX MHTePdEencos.

KomaHObI pexcuma 2a0baab6Hol KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoM KOHPUrypaumm:

console (config) #

Tabnunua 191 — KomaHabl pexmma rnobanbHol KoHdUrypaumm

Komanda 3Ha4yeHue/3HayeHue Neiicmeue
no ymon4YaHuro
shutdown pppoe OTKAtoUnTL paboTy moayns pppoe intermediate-agent Ha
intermediate-agent ycTpoicTae.
[aHHas KomaHAa oTKAtoYaeT paboTy moayna pppoe
-/MoAyNb BKAOYEH .’ intermediate-agent ¢ 6e3B03BpaTHbIM yAaneHnem Bcex
HacTpoek 610Ka PPPOE IA.
no shutdown pppoe BKkntounTb paboTy moayns pppoe intermediate-agent Ha
intermediate-agent ycTpoicTae.
pppoe-ia snooping [No6anbHO BKAOUMTb KOHTPONb GyHKLMM PPPOE IA.
- - -/BbIK/IIOYEHO
no pppoe-ia snooping BbIKNHOUMTb KOHTPONb PyHKLMK PPPOE IA.
pppoe-ia snooping session 3apaTb TaimayT gna paboTbl dyHKUUKM PPPOE IA.

timeout range

. . " range: (0..600)/300
pppoe-ia snooping session

timeout 0

OTKNOYUTL TalMayT ans paboTbl GyHKLMKM PPPOE IA.

pppoe pass-through BkntoueHne KomaHAabl 3actasnaeT PPPoE-nakeTbl npoxoanTb Yepes

KOMMYTATOp KaK HeM3BeCTHbIN L2-TpaduK, U genaet nx "HeBugm-
mbimun" ana IP ACL.

-/BbIK/IIOYEHO

no pppoe pass-through BKAOUMTb NApCUMHT MHKaNcyanpoBaHHbix B PPPoE-nakeTtax L3-3aro-
noBKoB, npasuna IP ACL HaunHatoT paboTaTb A/19 MHKANCY/IMPOBaH-
HbIX NAKeTOB.

Ona KoppekTHoi paboTbl dyHKuun PPPOE Intermediate Agent Bce ucnonboayemoie PPPoE-cep-
Bepa AO0/KHbI O6bITb NOAKNIOUYEHDbI K « AO0BEPEeHHbIM» NOpTamMm KommyTaTopa. [Ans gobasneHus
nopTa B CMUCOK «A0BEPEHHbIX» UCNOJb3YIOTCA KOMaHAbI port-security-state trusted, set port-
role uplink B pexume KoHdurypauum mHtepdeiica. Ana obecneyeHna 6esonacHocTu Bce
OCTa/ibHble NOPTbl KOMMYTATOPa A,0/1XKHbl 6bITb «KHEA0BEPEHHBIMUY.

.‘

KomaHab! pexxnma kKoHdurypaumm VLAN (amanasod VLAN’oB)

console# configure terminal
console (config)# vlan
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console (config-vlan) #

Tabnnua 192 — KomaHgb! pexkuma KoHdpurypaumm nntepdeliica L2Vlan

3HavyeHue/3HavyeHue .
KomaHOoa / Aelicmesue
Mo YyMOMYAHUIO
pppoe-ia snooping BKkntounTb KOHTpOb PyHKUMKM PPPOE |A B npesenax ykazaHHOro
VLAN.
- - -/BbIK/IOYEHO
no pppoe-ia snooping BbIKNOUNTb KOHTPOJIb GYHKLMK PPPOE IA B npeaenax ykasaH-
Horo VLAN.

Mpumep HacTpolikn PPPoE IA B VLAN1O c HacTpoWkoit DCS-onumii Ha uHTepdeince

Gigabitethernet0/13.
console (config) #pppoe-ia snooping
console (config) #pppoe passthrough
console (config) #decs information option enable
console (config) #vlan 10
console (config-vlan) #pppoe-ia snooping
console (config-vlan) #exit
console (config) #interface gigabitethernet 1/0/13
console (config-if) #switchport general allowed vlan add 10 untagged
console (config-if) #switchport general pvid 10
console (config-if) #dcs agent-circuit-identifier "3v $p %h"
console (config-if) #dcs remote-agent-identifier "3M"
console (config-if) #exit
console (config) #interface gigabitethernet 1/0/24
console (config-if) #switchport general allowed vlan add 10
console (config-if) #port-security-state trusted
console (config-if) #set port-role uplink
console (config-if) #fexit

~ e~~~ o~~~ o~~~ o~~~ o~~~

4.25 KoHdurypauma ACL (cnucku KoHTpona pgocrtyna)

’ ®dyHKuumn ACL per VLAN m ACL user-defined offset He noaaep:kaHbl B cTeKe B TeKyLLen
. sepcum MNO.

CL (Access Control List — cnncok KoHTpona goctyna) — Tabauua, KoTopas onpeaenser npasuna
bunbTpauumn BxoaALero n ncxoasawero Tpaduka Ha OCHOBAaHWMM NepefaBaemMblX B MaKeTax NPOTOKO/OB,
TCP/UDP noprtos, IP-aapecos nnn MAC-aapecos.

Ha aaHHbIM momeHT peanmsauma ACL TakoBa: Kaxabii ACL coaepKuT To/1bKo 1 npaBuno. HeckobKko
ACL MOKHO NpuBA3aTh K ogHOMY MHTepdelicy. MopagoK oTpaboTKM NpaBua onpeaenaeTca no NnpuopuTeTy
npasuaa, ykasaHHomy B ACL, npu paseHcTse npmnoputetos — no Homepy ACL.

ACL aBTOMaTMYECKMN CHMUMAETCA C MHTepdelica Npu U3MEHEHMM B HEM MpaBua.

KomaHabl gna co3faHua M pepakTupoBaHuA crnvckoB ACL foCTynHbl B pexkume rn1obanbHow
KOHUrypauum.

KomaHObI pexcuma 2106as1bHOU KOHpuU2ypayuu

KomaHaHan cTpoKka B pexkmme rnobanbHoO KOHGUIypauum nmeet BuA;:

console (config)#

Tabnnua 193 — KomaHapl Ana co3gaHma n KoHourypaumnm cnmckos ACL
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KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

ip access-list standart
access_list_num [description
description)

no ip access-list standart
access_list_num

access_list_num:
(1..1000);
description: (1..128)
CUMBOJI0B

Co3paTtb cTaHAApTHbIN cnucok ACL.

YaanuTb CTaHOApTHbIN cnncok ACL.

ip access-list extended
access_list_num [description
description]

no ip access-list extended
access_list_num

ipv6 access-list extended
access_list_num [description
description]

no ipv6 access-list extended
access_list_num

access_list_num:
(1001..65535);
description: (1..128)
CMMBO/10B

Co34aTb HOBbIM pacwmpeHHbIn cnncok ACL ansa agpecauum IPv4 n
BOMTM B PEXUM €ro KoHdurypauum (ecnm cnncok ¢ AaHHbIM nme-
HEeM elle He co34aH), 1Mbo BOMTU B pexMm KOoHdUrypauumn paHee
CO343aHHOr0 CMuMCKa.

YaanuTb pacwmpeHHbin cnucok ACL ana agpecaumm IPv4.

Co34aTb HOBbIM pacwmpeHHbIn cnncok ACL ana agpecauum IPvé m
BOMTM B PEXUM €ro KoHdurypaumm (ecnm cnncok ¢ AaHHbIM nme-
HEeM elle He co3aaH), 1Mbo BOMTU B pexMm KoHdUrypauumn paHee
CO343HHOrO0 CMMCKa.

YaanuTb paclwmpeHHbin cnucok ACL ana agpecaumm IPv6.

mac access-list extended
access_list_num [description
description]

no mac access-list extended
mac_access_list_num

mac_ access_list_num:
(1..65535);
description: (1..128)
CMMBOJI0B

Co3patb HoBbIV cnMcoK ACL Ha 6a3e MAC-aapecaummn u BOUTU B pe-
JKUM ero KOHoOUrypauum (ecnm cnmucok ¢ AaHHbIM UMEHEM eLle He
co34aH), "Mbo BOWTU B PEXKMM KOHOUIypaLUM paHee CO3AaHHOTO
CnucKa.

Yaanutb cnucok ACL Ha 6a3ze MAC-agpecaumm.

user-defined offset offset_id {
12 | ethtype | 13 | 14 } value

no user-defined offset
offset_id

offset_id: (1..4);
value: (0..255)

HacTpouTb cmeleHme B 6aiiTax OTHOCUTENLHO BbIBpaHHON CcTapTo-
BOW NO3MLMW. 3HAYEHWNE U MACKa, UCNob3yemble Ana GUAbTpaLLmK,
3afatoTca Yepes napametpbl ACL-npasuan.

- 12 — Hauyano naketa (Destination MAC address);

- ethtype — Ethertype (cambiii BHyTpeHHMI, Npn Hannumm VLAN-Te-
ros);

- 13 — L3-3aronoBok;

- 14 — L4-3aronoBok.

YAanuTb CMelLeHMe OTHOCUTENIbHO BblIOPaHHOM CTapTOBOW MNO3U-
uun.

Ons Toro utobbl aKkTMBM3MpoOBaATb cnucok ACL, Heobxoammo cBsizaTb ero ¢ MHTepdelricom.
NHTepdelicom, MCNONb3YOLWMM CNIMCOK, MOXKET 6biTb 60 nHTepdelic Ethernet, anbo rpynna noptos. Ha
[JaHHbIA MOMEHT NOAAEPKUBAETCA TOJIbKO BXOAALLEE Hanpas/ieHne Ha uHTepdeiicax (in).

KomaHObI pexcuma KoHgu2ypayuu uHmepdapelica Ethernet, VLAN

KomaHaHan CTpoKa B perkume KoHbUrypauumn nHitepdeiica Ethernet umeet sua:

console (config-if)#

KomaHgHan cTpoKa B pexkume KoHpurypaumum nHtepdeiica VLAN nmeet Bua;

console (config-vlan) #

Tabnnuya 194 — KomaHga HasHadeHua cnncka ACL-uHTepdelicy

KomaHoa

3Ha4yeHue/3HayeHue
no ymoan4aHuro

Aelicmeue

ip access-group
access_list_num in

no ip access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpolikax onpeaenéHHoro ¢pusmMyeckoro nHTepdeinca KomaHaa
NPUBA3bIBAET YKa3aHHbIM CMUCOK K JaHHOMY MHTepdelicy.

Y[anuTb CNUCOK C UHTepdelica.
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mac access-group
access_list_num in

Nno mac access-group
access_list_num in

access_list_num:
(1..65535)

B HacTpoiKax onpegenéHHoro ¢p1M3nM4YecKkoro nHTepdenca KomaHaa
NPUBA3bIBAET YKa3aHHbIN Mac-CN1COK K JaHHOMY UHTepdelicy.

YpanuTb CNUCOK C MHTepdeiica.

ipv6 access-group
access_list_num in

no ipv6 access-group
access_list_num in

access_list_num:
(1001..65535)

B HacTpoiKax onpenenéHHoro ¢pm3nmyeckoro nHTepdpenca KomaHaa
NPUBA3bIBAET YKa3aHHbIN CMINCOK K JaHHOMY MHTepdeiicy.

YnanuTb CNUCOK ¢ UHTepodeiica.

KomaHObi pexcuma Privileged EXEC

KomaHaHana cTpoka B pexume Privileged EXEC nmeeTt Bua;

console#

Tabnnua 195 — KomaHapl pexkmuma Privileged EXEC gns cnnckos ACL

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show access-lists
[access_list_num]

access_list_num: (1-
65535) cumBona

Mokasatb cnuckm ACL, co3gaHHble Ha KommyTaTope.

show running-config acl

Moka3saTtb 610K KomaHa ACL B KOHOUTYypaLMK YCTPOACTBA.

show access-group [interface
{ fastethernet | gigabitether-
net | twopointfivegiga-

bitethernet | tengigabitether-
net} interface | vlan [vian-id]]

MokasaTtb cnucku ACL, npuBAsaHHble K MHTepdeicy.

clear {ip | mac} access-list {ac-
cess_list_num} packet-count

C6poCcKTb CTAaTUCTMKY NaKeToB, NoNaBWwmx nog npasuao ACL.

4.25.1 KoHepueypayusa ACL Ha 6a3ze IPv4

B paHHOM pasgene npuBeAeHbl 3HAYEHUA U OMUCAHUA OCHOBHbIX MAPamMeTpoB, UCMOJIb3yEMbIX B
COCTaBe KOMAHZA, HacTpolikn cnnckoB ACL, ocHOBaHHbIX Ha agpecaumn IPv4. Co3gaHue 1 BXOL B PEXUM
pefakTuposaHua cnuckos ACL, oCHOBaHHbIX Ha agpecaumu IPv4, ocywecTBaseTca No KomaHae:

ip access-list {extended | standart} access-1ist num.

Tabnnua 196 — KomaHabl, ncnosb3yemble ana Hactpolikn ACL-cnnckos Ha ocHoBe IP-agpecaumm
Komanda

3HaueHue Aeiicmeue

{any | destination} [parametr]
[priority]

permit protocol {any | source host}

priority: (1-255)/1

[o6aBuTb paspeluatolyto 3anucb Gusb-
Tpauuu Ans npoTokona. MakeTbl, oTBeYa-
olmMe ycnoBmamM 3anucu, byayt obpaba-
TbIBaTbCA KOMMYTaTOPOM.

{any | destination} [parametr]
[priority]

deny protocol {any | source host}

priority: (1-255)/1

[ob6aBuTb 3anpeliatolwyto 3anuce Gpub-
Tpauuv Ana npoTtokona. MakeTbl, oTBEYa-
loLme ycnosuam 3anucu, 6yayt 610kupo-
BaTbCA KOMMYTaTOPOM.

Tabnnuya 197 — OcHoBHbIE NapamMeTpbl, UCMO/Ib3yeMble B KOMaHAAX

Mapamemp 3HayeHue Aelicmeue
permit [JeincTeune ‘paspewnts’ Cospgatb paspeluatoliee npasmao euabtpaumm B cnmcke ACL.
deny [OelictBue ‘3anpetutb’ Co3pgaTb 3anpewatouee npasuno ¢unbtpaumm B cnncke ACL.
protocol Mone npegHasHavyeHo A1 yKasaHUA NPOTOKOA (MK Bcex NPoTo-
KOJI0B), Ha OCHOBE KOTOPOro ByAeT ocyLecTBAAETCA GUAbTPALUA.
Mpu BbIGOPE NPOTOKO1a BOSMOKHbI C/IefytoLLMe BapuaHTbl: icmp,
MpoTokon . . . . .
ip, tcp, udp, ipv6, ipv6:icmp, ospf, pim 1Mbo uncnoBoe 3HayeHUe
nNpoToKona, B AvanasoHe (0 — 255).
[na cooTBeTCcTBMA NIOBOMY NPOTOKOY UCNO/b3YeTCA 3HaYeHue IP.
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source

AJpec UCTOYHMKA

Onpegpensert IP-agpec UCTOYHMKaA NakeTa.

source_mask

Macka agpeca NCTOYHUKA

Macka, npumeHaemas K IP-agpecy uctouyHuka naketa. Macka
onpepenset 6utbl IP-agpeca, KOTopble HEOHXOAMMO WUIHOPUPO-
BaTb. B 3HaueHWAa urHopupyembix 6UTOB AOMKHbI ObITb 3aNMUcaHbI
eauHuUbl. Hanpumep, Mcnosib3ya Macky, MOXKHO onpeaenvTb ons
npasuna ¢unbTpaymm IP-cetb. YT06bI 406aBUTL B NPaBUIO GpUb-
Tpauum IP-cetb 195.165.0.0, Heo6X0AMMO 334aTb 3HAYEHME MACKM
255.255.0.0, TO ecTb, COracHoO AaHHOM Macke, nepsble 16 6uUT IP-
afapeca byayT UrHopuMpoBsaTbCs.

destination

Appec HasHavyeHus

Onpepgensert IP-agpec HazHavyeHMA NakeTa.

destination_mask

Macka aipecCa Ha3Ha4vYeHunA

BuToBan macka, npumeHsaemasn K |IP-agpecy HasHauyeHWs MakeTa.
Macka onpepgenset 6utbl IP-agpeca, KoTopble He06X04MMO UTHO-
p1poBaTb. B 3HaUEHUA UrHOPUPYEeMbIX BUTOB A0MXKHbI BbITb 3anu-
CaHbl eAuHWUBl. Macka MCnonb3yeTcAd aHa/lorMYHO  Macke
source_mask.

vlan NpeHTndumkatop VLAN Onpepenset VLAN, gns KoToporo byaeT NnpuMeHATLCA NPaBUIo.

dscp None DSCP & saronoske L3 Onpep,enfleT 3HauyeHue DSCP-nonsa diffserv. Bo3amoskHble Koabl co-
06ueHunit nona dscp: (0 —63).

priority Mpuoputert IP Onpegenset npuoputeT IP-Tpaduka: (0-7).

message_type

Tun coobuweHunn
npotokonsa ICMP

Tun coobuweHunit npotokona ICMP, ncnonbsyemslii gns puabTpa-
umm ICMP-nakeTtoBs. YncnoBoe 3HaYeHne Tuna cooblieHusn, B guna-
nasoHe (0 — 255).

message_code

Ko coobuieHna npoTokona
ICMP

Kog coobuweHunii npotokona ICMP, ncnonbayemblin ana punbtpa-
umm  ICMP-nakeToB. Bo3MOMKHble Kogbl COOb6WEHUI nonAa
icmp_code: (0 — 255).

destination_port

UDP/TCP-nopT Ha3Ha4YeHusa

source_port

UDP/TCP-nopT MCTOYHMKA

Bo3moskHble 3HadyeHus nona TCP/UDP-nopta: eq, gt, host, It,
range.

priority

MpuopuTeT 3anucu

NHpekc 3apgaeT nonoxeHwe NpasBuaa B CUCKE U ero NpuopuTer.
Yem mMeHblle MHAEKC — TeM nNpuopuTeTHee npasuao. uanasoH
A0MNYCTUMbIX 3HadyeHui (1..255).

optional parametr

OnuMoHanNbHbIN NapameTp

OnuMoHanbHble MAaPaMEeTPbl NPU KOHPUTYPUPOBAHUM CNIUCKA [0-
cTyna:

- tos — ¢unbTpauma no 6aiTy ToS;

- traffic-class — dunbTpauma no sHaveHuto Traffic Class;

- user-defined — ¢ounbTpayma no User-defined bytes;

- sub-action — gononHuTenbHOE AecTBMe Hag TpadUKoMm;

- packet-count — BKAtOYEHME cUeTYMKA ANS NaKeToB, Nonajato-
LWmX nog, npasuno ¢uabtpaumm B cnmcke ACL.

JocTtynHble gononHutenbHble genctena — modify-vlan (usmene-
Hue VLAN) u nested-vlan (ao6aBneHne gonoaHUTENbHOT).

/ B ctaHgapTHbIX ip ACL BO3MOXKHa PpunbTpaumua ToNbKO Nno npedpuKkcam, B paclumpeHHbix ACL
— MO AONONHUTE/IbHBLIM NAapameTpam.

MNocne Toro, Kak nto6oii ACL 6yaeTt npuBAsaH K uHTepdeiicy, ana atoro uHtepdeiica npume-
V HUTCcA npasuno implicit deny any any.

4.25.2 KoHdpueypayus ACL Ha 6a3e IPv6

B paHHOM pasgene npuBedeHbl 3HAYEHUA U OMUCAHWA OCHOBHbIX MAPAMETPOB, MCMOJb3yEMbIX B
cocTaBe KoMaHA HacTpoliku cnmckoB ACL, ocHOBaHHbIX Ha agpecaunn IPv6.

CosgaHue n BXo4, B peXum penaktmposaHma cnuckoB ACL, OCHOBaHHbIX Ha aapecauun [Pv6,
OCYLLEeCTBAAETCA NO KOMaHAe:

ipv6 access-list extended apvé access-list.
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Tabnnua 198 — KomaHabl, ucnosbsyemble ana Hactpolikn ACL-cnnckoB Ha ocHoBse IP-agpecaunm

KomaHoa 3HavyeHue Aelicmeue

permit protocol {any|source host}
{any| destination} [parametr]
[priority]

priority: (1-255)/1

[o6aBuTb paspelsatollyto 3anucb Gusb-
Tpauuu Ans npoTokosa. MakeTbl, oTBeYa-
olLMe YyCNoBUAM 3anucu, byayTt obpaba-
TbIBaTbCA KOMMYTaTOPOM.

deny protocol {any|source host}
{any| destination} [parametr]
[priority]

priority: (1-255)/1

[ob6aBuTb 3anpewatowyto 3anucb Gpub-
Tpauuu Ana npoTtokona. MaKeTbl, oTBEYa-
owme ycioBmAm 3anucu, byayt 610KMpo-
BaTbCA KOMMYTaTOPOM.

Tabnunuya 199 — OcHoBHbIe NapameTpbl, UCMOJIb3yeMble B KOMaHAAX

Mapamemp 3HayeHue Aelicmesue

permit [OewncTteue ‘paspewmnTs’ Co3gaTb pa3spewatouiee npasuao ¢punbTpaymm B cnmcke ACL.

deny [Oevicteue ‘3anpetuTs’ Co3pgaTb 3anpewatouee npasuno ¢uabtpaumm B cnucke ACL.

protocol Mone npegHasHavyeHo 1A YKazaHMA NPOTOKoNa (Man BCcex NpoTo-
NboTOKON KOJ/I0B), Ha OCHOBE KOTOpOro byaeT ocyuiecTBaseTca GuabTpaums.

P Mpu BbIGOPE NPOTOKO/1A BO3MOXHbI C/iedytolwme BapuaHTbl: icmp,
tcp, udp, ipvé.
source AJpec UCTOYHMKA Onpepgenutb IP-agpec UCTOYHMKA NakeTa.
destination Aapec Ha3HavyeHua OnpegenuTtb IP-agpec Ha3HayeHUA nakerta.

dscp Mone DSCP B 3aronoske L3

Onpegenntb 3HauyeHne DSCP-nons diffserv. Bo3amoskHble Koabl co-
obuweHunit nonsa dscp: (0 —63).

message_type
ge_typ Tun coobLieHna NpoToKona

ICMP

Tun coobuweHuit npotokona ICMP, ncnonbsyemoii gns uabtpa-
umn ICMP-naKkeToB. YicnoBoe 3HaYeHMe TUNa cooblueHus, B Ana-
nasoHe (0 — 255).

message_code
Kopg, coobuieHunsa npoToKona

Kopg, coobuueHnunii npotokona ICMP, ncnonbsyemolii ghs puabtpa-
umn  ICMP-nakeToB. Bo3moXKHble Kogbl cooblieHMid nons

ICMP .
icmp_code: (0 — 255).
destination_port UDP/TCP-nopt Ha3HayeHus | Bo3amoHble 3Hadenus mons TCP/UDP-noprta: eq, gt, host, It,
source_port UDP/TCP-nopT uctouHuka | "ange.
priority NHaekc 3apaeT nonoxeHne npasuna B CUCKE U ero Npuopurer.
MpuopuTeT 3anucu YeM MeHblUe MHAEKC — TeM NpUOpUTETHee Mpaswao. [uanasoH
A0NYyCTUMBbIX 3HaYeHuk (1..255).
optional parametr OnuMOHaNbHble NapamMeTpbl NPU KOHOUIYPUPOBAHMM CNINCKA A0-
cTyna:
OnumoHanbHbIM napameTp | - traffic-class — dunbTpauma no sHayvenuto Traffic Class;
- packet-count — BK/lOYeHME cYeTYMKA ANA NaKeToB, nonagato-
WMx nog, npasuno unbTpaumm B cnncke ACL.
/’ Mocne Toro, Kak no6oit ACL 6ygeT npusasaH K uHtepdeiicy, ana atoro uHtepdeiica npume-
HuTcA npasuno implicit deny any any.

4.25.3 KoHndueypayus ACL Ha 6a3ze MAC

B gaHHOM pa3gene npuMBeAeHbl 3HAYEHMA U OMMCAHMA OCHOBHbIX NAPAMETPOB, MCNOb3YEMbIX B
cocTaBe KOMaHZA HacTpoikn cnnckoB ACL, ocHoBaHHbIX Ha MAC-agpecauumu.

CosgaHue n BXo4 B pexum pepaktmposaHua cnuckos ACL, ocHoBaHHbix Ha MAC-agpecaumm,
OCYLLECTB/IAETCA NO KOMaHAE: mac access-list extended access-Iist num.

Tabnnuya 200 — KomaHgbl, Mcnonb3yemble ana Hactpolikn ACL-cnnckos Ha ocHose MAC-agpecaumm

KomaHoa

Aelicmeue

permit {any | host source source_ mask} {any | host
destination destination_ mask} [encaptype value |
etype_list ] [priority priority] [parametr]

[o6aBuTb paspeLuatolyto 3anucb duabTpauun. NakeTbl, oTBe-
YatoLime ycnosuam 3anucu, byayt obpabaTbiBaTbCd KOMMYTa-
TOPOM.
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deny {any | host source source_ mask} {any | host
destination destination_ mask} [encaptype value |
etype_list ] [priority priority] [parametr]

[o6aBuTb 3anpeLLaloLyto 3anucb duabTpauun. MNakertol, otee-
yalolme ycnosuam sanucu, byayt 610KMPOBaTLCA KOMMYTATO-
pom.

Tabnnuya 201 — OcHoBHbIE NapameTpbl, UCMOJIb3yeMble B KOMaHAAX

Mapamemp 3HavyeHue Aelicmeue
permit [JelicTBue paspewmnTb Co3patb paspeluatolee npasuao ¢punbTpaumm 8 cnmcke ACL.
deny [OevicTBue 3anpeTuTb Co3pgatb 3anpewatoulee npasuno ¢punbTpaymm B cnmcke ACL.
source Agpec oTnpasuTena Onpegenser MAC-agpec UCTOYHMKA NaKeTa.

source_mask

butoBas macka,
npumeHaeman Kk MAC-
agpecy UCTOYHMKA NakeTa

Macka onpegenset 6utbl MAC-agpeca, KoTopble Heo6X0ANMO Ur-
HOPMPOBATb. B 3HaUYEeHMA UTHOPUPYEMBIX BUTOB A0/IXKHbI BbITb 3a-
nucaHbl eguHULbL. Hanpumep, UCnonb3ya MacKky, MOXHO onpeae-
NUTb gNa npasuaa ¢unbTpauun guanasoHa MAC-agpecos. YTobbl
£06aBuUTb B NpaBmno ¢punbtpauumn sce MAC-agpeca, HauMHatoLWm-
eca Ha 00:00:02:AA.xx.xx, HEObX0AMMO 3a4aTb 3HAYEHUE MACKM
FF:FF:FF:FF:00:00, TO ecTb, cornacHo AaHHOW Macke, nepsble 16
6ut MAC-agpeca 6yayT He BaxKHbl 415 aHanuM3a.

destination

Appec HasHayeHuA

Onpegenser MAC-agpec HazHayeHuA nakeTa.

destination_ mask

butoBas macka,
npumeHaemasa Kk MAC-
aZpecy Ha3HavyeHMA NakeTa

Macka onpegenset 6utbl MAC-agpeca, KoTopble Heo6Xo0ANMO wr-
HOPMPOBATb. B 3HaUYEeHMA UTHOPUpPYyEMbIX BUTOB JO/XKHbI ObITb 3a-
nucaHbl eauHUUbl. Macka WCNoNb3yeTca aHallorM4yHO Macke
source_ mask.

vlan

vlan_id: (0..4095)

Noacetb VLAN ¢dpunbTpyembix NakeTos.

cvlan-priority

cvlan_priority: (0..7)

Knacc o6cnykuBaHma ¢puabTpyembix NakeTos.

encaptype

value: (1..65535)

Tun encaptype ana $UAbTPYEMbIX NAKETOB.

priority

MHaekc npasmna

MHaekc npasuaa B Tabanue, 4em MeHbLLe UHAEKC — TeM Npuopu-
TeTHee npasuno 1-255.

optional parameter

OnuWoHanbHbIN NapameTp

OnuMoHanbHble NapameTpbl NPU KOHPUIYPUPOBAHUM CNUCKA A0-
cTyna:

- user-defined — ¢unbTpayma no User-defined bytes;

- sub-action — gononHuTenbHOE AelcTBMe Hag TpadUKoMm;

- redirect — nepeHanpaBnATb NaKeT, NOMNABLUMI NOA NPABUO;

- packet-count — BKNOUUTbL CYETUMK A5 MAKETOB, NOMAAAOLLNX
nog npasuno dpuabTpaumm B cnncke ACL.

[ocTtynHble gononHutenbHble genctena — modify-vlan (usmene-
Hue VLAN), nested-vlan (aobaBneHve AOMNOAHWUTENBHOrO Tera u
VLAN) u modify-cvlan (no6asneHue BHyTpeHHero Tera VLAN).

V MNocne Toro, Kak no6oii ACL 6yaeT npuBaAsaH K uHTepdeiicy, ana storo uHtepdeiica npume-

HUTCcA npasuno implicit deny any any.

Mpumep HacTpoliku unbTpaumm padi/pado yepes User-defined offset:

console
console

(
(

config) # user-defined offset I ethtype 0
config) # mac access-list extended I

console (config-ext-macl)# deny 00:00:00:00:00:01 ff:ff:f£f:ff:££:00 any
user-defined offsetl 0x8863 Oxffff

console (config-ext-macl) # !
console (config) # interface gigabitethernet 1/0/1
console (config-if) # mac access-group ! in

Ona npoxoxaeHua ocTa/bHbIX NakeToB Ha WHTepdeiice Tpebyetcs pobasutb BTOpok ACL,
pa3speLLaloLmit NPOXoXKAEHME NAKeTOB, He Nonagaowmx nog npasuao ¢uabtpaumm padi/pado:

console (config)# mac access-list extended 2

console (config-ext-macl) # ex

(

console (config-ext-macl) # permit any any
(
(

console (config) # interface gigabitethernet 1/0/1
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console (config-if) # mac access-group 2 in

Mpumep duabTpaumm no src/dst IP, src/dst port, tos uepes User-defined offset:

console (config) # user-defined offset 1 ethtype 0

console (config)# ip access-list extended 1010

console (config-ext-nacl)# deny udp 1.1.0.0 255.255.0.0 gt 5000 2.2.2.0
255.255.255.0 1t 7000 traffic-class 0Oxe(0 sub-action modify-vlan 2 user-
defined offsetl 0x8864 Oxffff

console (config-ext-nacl)# !

console (config) # interface gigabitethernet 1/0/1

console (config-if) # ip access-group 1010 in

Ona npoxoxaeHus oOcCTalbHbIX MNaKeToB Ha MWHTepdelice Tpebyetca pobasutb BTOpOM ACL,
paspeLlatoLLmnii NPOXoXKAEeHMe NakeToBs, He Nonaaatolwmx nog npasuno éunbTpauum padi/pado:
console (config)# mac access-list extended 2

console (config-ext-macl) # permit any any

console (config-ext-macl) # ex
(
(

console (config) # interface gigabitethernet 1/0/1
console (config-if) # mac access-group 2 in

4.26 KoHdwurypauymsa sawmtbl ot DOS-atak

! dyHKuuma firewall He nopgaep:kaHa B cTeke B TeKyweit Bepcum MNO.

[aHHbI1 610K KOMaHA, N03B0AET 610KMPOBATb HEKOTOPbIE PacnpoCcTpaHeHHble Kaacchl DoS-aTak.

KomaHObI pexcuma 210banbHol KoOHpuU2ypayuu

Buza 3anpoca KOMaHAHOM CTPOKM pexxnma rnobanbHon KoOHPUrypauuu:

console (confiqg) #

Tabnnua 202 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

3HayeHue/3Ha4yeHue .
KomaHoa Aelicmeue
no ymon4yarHuro

firewall -/BKNOYEHO

Mepeit B pexknm KOHOUIyprpoBaHUA MOAYNA, OTBEYaloLLero 3a
dyHKUMOHanN 3awmTel oT DoS-aTak.

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-firewall) #

Tabnunuya 203 — KomaHabl pexkmma KoHpurypauum edyHKkumnoHana firewall

3HayeHue/3HayeHue o
KomaHoa Aelicmeue
o ymon4aHuo
enable BKAOUNTL NoAAepKKy 3awmTbl oT DOS-aTak.
- -/BKIOYEHO
disable BbIK/MOUNTL NOAAEPHKKY 3awWmTbl oT DOS-aTak.
ip tcp inspection syn-fin /BKIOUEHO BKkntoumTb 06HapykeHue syn-fin-naketos.
enable
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no ip tcp inspection syn-fin BbIKntounTb 06HapyxeHue syn-fin-naketos.

ip tcp inspection
timeout <sec>

sec: (1.65535)/1 YcTaHoBUTL TaliMmep 610KMpoBKM syn-fin-nakeTos.

ip tcp limit syn-flag enable BKNOUMTL OrpaHmnyeHne ckopoctn ans exogauwero TCP-Tpaduka ¢
¢dnarom SYN.

- — - -/BbIKNIOYEHO

ip tcp limit syn-flag disable BbIKNOUMTL OrpaHUYeHne ckopocTu ana Bxoaawero TCP-Tpaduka
¢ ¢narom SYN.

notification interval <sec> YCTaHOBUTb BPEMEHHOM MHTepBan mexay SYSLOG-coobueHnsmum
O MpeBbIWEHMM OrpaHMyeHna Bxogauero TCP-Tpaduka ¢ narom

sec: (1..3600)/1

SYN.

no notification interval YCTaHOBUTb 3HaYEHMNE MO YMOIYAHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupg 3anpoca KOMaHAHOM CTPOKU perKMma KOHpUrypaumnm nHtepoeiica:

console (config-if)#

Tabnunua 204 — KomaHabl pexkuma KoHpurypaumnm nHtepdeiica

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
0 yMon4YaHuo

ip tcp limit syn-flag <value> YCTaHOBWTb 3Ha4YeHWe CKOpocTU anA Bxoaauiero TCP-Tpadumka ¢

dnarom SYN Ha uHTepodeiice.
value: (1-262143) pps/

100

no ip tcp limit syn-flag BbIkNtoUNTb OrpaHuyeHune ckopoctn gna sxogsawero TCP-Tpa-
duka c pnarom SYN Ha nHTepdelice.

KomaHOowb! pexcuma EXEC

Bunpg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 205 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue .
KomaHoa Aelicmeue
no ymMoa4YaHuto
Show running-config firewall - OTo6pasunTb HacTpoiiky moayns firewall.
show firewall stats OT06pa3nTb CTAaTUCTUKY MO NakeTam, 06paboTaHHbIMU MOAYEM
firewall.
show firewall tcp-syn-limit OTO6pa3snTb TeKyliMe HACTPOMKM OrpaHMYeHUs CKOpoCTU ANA

Bxoasawero TCP-tpaduka c dnarom SYN.

4.27 KauyectBo ob6cnykmuBaHua — QoS

Mo ymonyaHWIO Ha BCeX MOPTAax KOMMyTaTopa MCMNONb3YeTCA OpraHM3auuAa oyYepeam MakeTos No
meTtoay FIFO: nepsbiii npuwen — nepsblit yweén (First In — First Out). Bo Bpems MHTEHCMBHOW Nepeaayu
TpaduMKa Npu MCNoab30BaHWUM JAHHOTO METOAA MOTYT BO3HMKHYTb NPobHaeMbl, MOCKO/IbKY YCTPOMCTBOM
WUrHOPUPYIOTCS BCE MakKeTbl, He Boweawune B bydpep odepegn FIFO, M COOTBETCTBEHHO TepstOTCA
6e3B03BpaTHO. Pelwaetr gaHHyio npobnemy meTon, OpraHuUsylOWMIA odepean No npuopuTeTy TpaduKa.
MexaHusam QoS (Quality of service — KauyecTBo 06CAyXMBaHMA), peanv3oBaHHbI B KOMMyTaTOpax,
No3BONIAET OPraHM30BaTb BOCEMb OYepPeAEN NPUOPUTETA MAKETOB B 3aBUCMMOCTU OT TUNA NepesaBaemMblxX
OAHHbIX.
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4.27.1 Hacmpoiika QoS

KomaHObI pexcuma 2n10basabHoU KoOHpuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pekmuma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnunuya 206 — KomaHabl pexkmma rnobanbHoi KoHUrypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

gos buffer system threshold
{High-on | High-off | Low-on|
Low-off}

no qos buffer system thresh-
old

threshold: (0..2047)
threshold: (0..4095)
threshold: (0..5825)

HacTpouTb NOPOroBble 3HAYEHUA ANA TPAHULbLI YTUAU3ALMKU CU-
cTeMHoro bydepa:

- ans cepun MES1400/MES2408/MES2428/MES3708 — (0..2047);

- ana cepum MES2424/MES2410 — (0..4095);

- ana cepum MES2448/MES3400/MES3710P/MES2411x/MES2420
—(0..5825).

YCTaHOBWUTb 3HAYEHMUSA MO YMOYAHUIO AN HACTPOMKMU NMOPOroBbIX
3HaYeHW ANA BEPXHEN rpaHuLbl yTUAM3aLmMm cuctemHoro bydepa.

qos buffer port threshold
{High-on | High-off | Low-on/
Low-off}

no qos buffer port threshold

threshold: (0..2047)
threshold: (0..4095)
threshold: (0..5825)

HacTpouTb NOPOroBble 3HAYEHWUA ANA TPaHWULbI yTUAU3auun 6y-
¢depa Ha nopTax:

- ana cepum MES1400/MES2408/MES2428/MES3708 — (0..2047);

- ana cepum MES2424/MES2410 — (0..4095);

- ans cepun MES2448/MES3400/MES3710P/MES2411x/MES2420
—(0..5825).

YCTaHOBKa 3HaYeHUA MO YMONYAHUIO ANA HACTPOMKM MOPOroBbIxX
3HaYeHWU ANA rpaHnLbl yTUAKU3aunm bydepa Ha nopTax.

gos buffer port-guarantee
{port buffer | disable}

no qos buffer port-guarantee

Buffer: (0..28)/16

HacTpouTb NOporoBble 3HaYEHMA PEKMMA rapaHTMPOBaHHOIO pac-
npegeneHus (peKMm rapaHTMPOBaAHHOIO pacnpeseneHuns onpege-
NAET 3HaYeHMe B KOAMYeCTBe AYeeK, 4OCTYMHOe BCeEM MopTam).

OTK/OUYMTH MOPOroBble 3HAYEHMA PEXMMA rapaHTUPOBAHHOIO pac-
npegeneHns (peKMm rapaHTMPOBAHHOIO pacnpeaeseHms onpegae-
NAET 3HaYeHWe B KoAMYecTee AYeeK, 4OCTYMHOe BCeEM MOopTam).

qos buffer rx-congestion ig-
nore threshold threshold

no qos buffer rx-congestion
ignore threshold

threshold: (0..2047)
threshold: (0..4095)
threshold: (0..5825)

BK/OYUTL AN BbIXOAHOTO MHTepdeinca pexmnm MrHopupoBaHUA
COCTOAHUA «MNeperpyska Ha BXOAE»:

- ans cepun MES1400/MES2408/MES2428/MES3708 — (0..2047);

- ana cepum MES2424/MES2410 — (0..4095);

- ana cepum MES2448/MES3400/MES3710P/MES2411x/MES2420
- (0..5825).

OTKNIOUYUTD ANA BBIXOAHOTO MHTEpdeica pexMm UrHopupoBaHuA
COCTOSIHUA «Neperpyska Ha BXo4e».

class-map class_map_num

no class-map class_map_num

class_map_num:
(1..65535)

1. Co3paTb CMMCOK KpuTEpUEB Knaccupukaumm tpaduka.
2. BoiiTn B pexxmMm pefakTMpPOBaHMA CNUCKa KpuTepues Knaccudu-
Kauuu TpaduKa.

YanuTb CNUCOK KpuTepues Knaccudurkaumm Tpaduka.

policy-map policy_map_num

no policy-map
policy_map_num

policy_map_num:
(1..65535)

1. Cosgatb cTpaTeruio KnaccupuKkaumm Tpaduka.
2. BoiTM B peMM pefakTUpOBaHWUA CTpaTerMm KnaccupuKaumu
TpaduKa.

YaanuTb NpaBuao Knaccudukaumm Tpaduka.

scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port |
port-channel group} sched-
algo {strict-priority | wrr}

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
sched_num: (1..65535)

OnpepenuTb anroputm paboTbl NIAHMPOBLLMKA Ha MHTepdelice.

- strict-priority — cTporas ouepenb, MMeeT HauBbICLLUUIA NPUOPUTET;
- strict-wrr — ouepefilb N0 MeXaHU3MYy WIT, UMEIOLWasn NpuopuTeT
BbILLE OYepean Wrr;

- Wrr — o4yepeap, obpabaTbiBatoLanca N0 MeXaHU3MY WIT;

- fa/gi/te_port/two_port — ucxogawmin nHtepoeiic.

200

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

no scheduler sched_num
interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | port-channel
group}

YAanuTb HaCTPOMKM NAAHUPOBLUMKA.

queue queue_num interface
{fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port

| port-channel group}
[scheduler sched_num]
weight weight

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64);
queue_num: (1..8);
weight: (1..127);
sched_num: (1..65535)

3a4aTb HOMEP M BeC o4epeam ANA UCXOAALLEro MHTepdeiica.

queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map} queue-id queue_id

no queue-map regn-priority
{ipDscp dscp_map | vlanPri
cos_map}

dscp_map: (0..63);
cas_map: (0..7);
queue_id: (1..8)

Onpeaenntb Tpaduk c meTkoit CoS/DSCP B ouepeap.

OTMeHUTb onpeaeneHune Tpaduka B ovepesp.

qos interface {fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port |
tengigabitethernet te_port |
port-channel group} def-
user-priority priority

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
Priority: (0..7)/0

YKaszaTb ouepesb ona uHTepoelica, Npu ycaoBUM OTCYTCTBUA METOK
CoS/DSCP y BXoAALWMX NaKeTOB.

logging service cpu rate-limit
[queue]

no logging service cpu rate-
limit [queue]

-/BbIKNIOYEHO

BKNIOUMTbL OTNPaBKY TPanos O NpesblileHWUn nopora cpu-rate-limit
B syslog.

YCTaHOBUTb 3HAYEHMeE Mo YMOI4aHUIO.

snmp-server enable traps cpu
rate-limit [queue]

no snmp-server enable traps
cpu rate-limit [queue]

-/BbIK/IIOYEHO

BKkntounTtb reHepauuto yBeAOMﬂeHMVI npu npesBblilleHNn 3Ha4YeHnA
cpu-rate-limit.

OTKAIOYMTb reHepaLmio yBeaoMIEHUA Ha yCTpOVICTBe.

KomaHObI pexcuma KoHgu2ypayuu VLAN

Bupa 3anpoca KOMaHAHOM CTPOKU B pexnume KoHdurypaumm VLAN:

console (config-vlan) #

Tabnunua 207 — KomaHabl pexkuma KoHdurypaumm VLAN

KomaHda

no ymosn4aHurw

3HayeHue/3HayeHue

OnucaHue

gos cos egress cos_default

cos_default: (0..7)/0

NO Os COos egress

YcTaHaBoBUTb 3HaYeHKne CoS ans nopta (CoS, npumeHsaemblit ans
BCEro HeTerMpoBaHHOro TpaduKa, NPOXOAALLEro Yepes WMHTEp-
delic).

YCTaHOBUTb 3HAYeHue no YMOI4aHUIO.

KomaHObI pexcuma KoHguypayuu uHmepagelica Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM:

console (config-if)#
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Tabnnuya 208 — KomaHabl pexkmma KoHpurypauum nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

gos trust {cos | dscp | cos-dscp
| none}

no qos trust

-/BbIKOYEHO

YCTaHOBUTb pPeXnM J0BepuA KoMMyTaTopa B 6asoBom pe-
*ume QoS (CoS mnnm DSCP).

- COS — YCTaHaB/MBAET KNaccMbUKaLMIO BXOAALLMX NAaKETOB
no 3HavyeHmnam CoS. [1na HeTermpoBaHHbIX MAKETOB UCNO/b-
3yeTca 3Ha4yeHune CoS no ymonyaHutio.

- dscp — ycTaHaBAMBaET KnaccudUKaLMIO BXOAALLMX MaKe-
TOB No 3HavyeHuAm DSCP.

- cos-dscp — ycTaHaBAMBAET KNacCUPUKALMIO BXOAALLMX Na-
KeToB no 3HadyeHuAam DSCP gna IP-nakeToB 1 No 3Ha4YeHUAM
CoS ana He IP-nakeToB.

YCTaHOBWUTb 3HAYEHUA NO YMOI4aHUIO.

gos map regen-priority
{vlanPri | ipDscp} enable

no gos map regen-priority
{vlanPri | ipDscp} enable

-/BbIKNOYEHO

- VlanPri — pa3pewunTb yCTaHOBUTb Ha UCXOAALLEM UHTEp-
delice 3HayeHne CoS B NaKeTax COrNACHO HACTPOEHHOMY
BHYTPEHHEMY NPUOPUTETY.

- ipDscp — paspelmnTb U3MepUTeNto NepemapKMpoBbliBaTb
TpaduK COrnacHoO HaCTPOEHHOMY anropUTMy.

OTMEHUTb HACTPOWKM NepemMapKUPOBKM TpaduKa Ha Ucxo-
aawem nHtepdeiice.

gos def-vlanPri source {inner-
vlanPri/none/user-pri}

no qos def-vlanPri source

-/none

YcTaHaBAMBaEeT UCTOYHUK svlan-priority npu ncnosnb3osa-
HuM DotlQ tunnel ana Bxogsuwero Tpaduka Ha WHTep-
deiice.

- inner-vlanPri — konupyeT cvlan-priority B svlan-priority;
- user-pri — 3HayeHue svlan-priority 6epetca ns qos inter-
face {fastethernet/gigabitethenet/twopointfivegiga-
bitethernet/tengigabitethernet/port-channel port} def-
user-priority priority;

- none — 3HayeHue No ymon4aHuio, svlan-priority = 0.

Bo3BpalaeTca 3HayeHue no YMONYaHUIO.

KomaHObI pexcuma pedaKkmupo8aHus CUCKA Kpumepues KAaccudukayuu mpaguxa

Bung 3anpoca KOME]H,CI,HOVI CTPOKU peXnmMa penakTUpoBaHUA CNUCKa KpUTepues Kl'laCCMd)MKaLJ,MM

TpaduKa:

console# configure terminal
console (config) # class-map class-map-name
console (config-cls-map) #

Tabanua 209 — KomaHAbl perrMma pegakTMpoBaHUA CMCKa KpuTepues Knaccudukaummn Tpaduka

KomaHda

3Ha4yeHue/3HayeHue
Mo yMmoA4YaHuo

Aeiicmeue

match access-group {ip-access-
list | mac-access-list } ac/_num

acl_num: (0..65535)

[o6aBuTb Kputepmuit knaccuduraumm Tpaduka. Onpesenser npa-
Buna dbunbTpauum Tpaduka no cnncky ACL ana knaccudurkaumm.

set class class_num

no set class class_num

AKTMBMpPOBATb Knacc.

class_num: (1..65535)

OTKAoUUTL pPaboTy Knacca.

set class class_num regen-
priority priority group-name
name

priority: (0..7);
name: (1..31) cumBonos

3afaTb BHYTPEHHWI NPUOPUTET A1 YKa3aHHOIO Kiacca.

KomaHObI pexcuma pedakmuposaHua cmpameauu Kaaccugukayuu mpaguxka

Bua 3anpoca KOMaHAHOM CTPOKM pexXnma pefakTMpOoBaHuUA cTpaTernn Knaccudurkaumm tpaduka:

console# configure terminal
console (config)# policy-map policy-map-name
console (config-ply-map) #
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Tabauua 210 — KomaHabl pexxuma peaakTMpoBaHMA CTpaTernm Knaccudukaumm tpadmka

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

set policy class class_num
default-priority-type {vlanPri
new_cos_map | ipDscp
new_dscp_map}

class_num: (0..65535);
new_cos_map: (0..7);
new_dscp_map: (0..63)

YCTaHOBUTb HOBOE 3HAaYEHUE METKMN ANA NakeTa.

set meter meter

no set meter

YCTaHOBUTb OrpaHMyYeHne AA CKOPOCTM MOTOKA COrNacHO HacTPo-
eHHOMY aNropuTmy.

YaanuTb orpaHuyeHve Aas CKOPOCTU NOTOKA COMMAcHO HaCTPOeH-
HOMY anropuTmy.

KomaHObI pexcuma 2a06ana6HolU KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexknma rnobanbHoOM KOHPUIypaLmm:

console (config) #

Tabnnua 211 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

meter meter

no meter meter

meter: (1..255)

Co3gaTb M3MepuTeNb OrpaHUYeHUa CKOPOCTU ANA MCXOAALLEro
TpadukKa.

YoanuTtb M3mepuTesb OrpaHUYEHUs CKOPOCTU AN UCXOLALLEro
TpaduKa.

KomaHObI pexcuma KoHguaypauuu usmepumens 02paHU4eHUs CKopocmu 0718 8x004uie20 mpa-

UKa

Bua 3anpoca KOMaHAHOM CTPOKM B peume KOHPUrypaumnm:

console (config-meter) #

Tabnnua 212 — KomaHabl pexmuma KoHpUrypaumm

nameputena orpaHnN4YeHmA CKOpoCctn

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

meter-type avgRate cir
{cir_value} mode {bytes |
packets}

YCTaHOBWTb OrpaHMYeHne CKOPOCTU A1 UcXoaalLero TpaduKa co-
rnacHo anroputmy avgRate (leaky bucket).

meter-type srTCM cir
{cir_value} cbs {cbs_value} ebs
{ebs_value} mode {bytes |
packets} [color-aware]

YCTaHOBUTb OrPaHUYEHNE CKOPOCTU A/1A UCXOAALLEro TpaduKa co-
rnacHo anroputmy single rate — Three Color Marker (rfc2697).
Color-aware — BK/toyaeT aHanm3 DSCP npu aHanuse obbema Tpa-
oduKa.
NMopaepusaerca Tonbko Ha MES2424, MES24248B,

V MES2424FB, MES2424P, MES2410-08DP, MES2410-
08DU, MES2448, MES2448B, MES2448P, MES2420-48P,
MES2420B-24D, MES2420D-24DP, MES2411X,
MES3400-24, MES34001-24, MES3400-24F, MES3400-48,
MES3400-48F, MES3710P.
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meter-type trTCM cir
{cir_value} cbs {cbs_value} eir
{eir_value} ebs {ebs_value}
mode {bytes | packets} [color-
aware]

YCTaHOBUTb OFpaHUYEHNE CKOPOCTU ANA Ucxoasallero Tpadumka co-
rnacHo anroputmy two rate — Three Color Marker (rfc2698).
Color-aware — Bk/to4yaeT aHanm3 DSCP npu aHanuse obbema Tpa-
duka.

Nopaepxxusaerca Tonbko Ha MIES2424, MES24248B,

V MES2424FB, MES2424P, MES2410-08DP, MES2410-
08DU, MES2448, MES2448B, MES2448P, MES2420-48P,
MES2420B-24D, MES2420D-24DP, MES2411X,
MES3400-24, MES34001-24, MES3400-24F, MES3400-48,
MES3400-48F, MES3710P.

' ‘ DOnAa KoppeKTHoii paboTbl usmeputensa ¢ anropurmamm sr-TCM u tr-TCM TpebyeTca ycraHo-
tadRt BUTb Ha UcxoaALLem UHTepdeiice KomaHAy qos map regen-priority ipDscp enable.

KomaHOwbi pexcuma EXEC

Bupa, 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnunua 213 — KomaHabl pexkmma EXEC

KomaHda

3HaveHue/3HayeHue
1o yMmon4aHuio

Aeiicmeue

show qos global info

OT106pa3unTb rnobanbHble HACTPONKK gOS.

show qos def-user-priority
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

MoKasaTb B KaKylo ouepesb onpegeneHbl MHTepdenchbl.

show queue-map[fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port | port-channel group]

OT106pa3nTb mannuHr CoS n DSCP no ymonyaHuto.

show qos trust

MPOCMOTpP TEKYLIMX HACTPOEK LOBEPUA METKaM COos U dscp.

show qos queue-stats
[interface gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port]

gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11)

OT06pa3mnTb cTaTUCTUKY QOS.
Moppepusaerca TonbKo Ha MES2424, MES24248B,
V MES2424FB, MES2424P, MES2410-08DP, MES2410-
08DU, MES2420D-24DP, MES2448B.

Mpymep NPUMEHEHUs CEPBUCHOMN MONINTUKM:

Ona Tpaduka, umetowero DSCP 8, meHaeTca VLAN Ha 100, p-bit meHaeTca Ha 7, dscp meHseTca Ha 63,
CKOPOCTb NOTOKa orpaHuMumnBaeTcs go 512 kbps.

console (config)# ip access-list extended 1008
console (config-ext-nacl)# permit ip any any traffic-class 8 sub-action mod-

ify-vlan 100

console (config-ext-nacl)# !
console (config) # interface gigabitethernet 1/0/6

(
console (config-if) # gos trust cos

console (config-if) # switchport mode trunk
console (config-if)# ip access-group 1008 in
console (config-if)# !

console (config) # interface gigabitethernet 1/0/7
console (config-if) # switchport mode trunk
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console (config-if) # gqos map regen-priority-type vlanPri enable
console (config-if) # !

console (config)# class-map 1008
console (config-cls-map) # match access-group ip-access-list 1008

console (config-cls-map) # set class 1008 regen-priority 7 group-name Q0S

console (config) # meter 10
console (config-meter) # meter-type avgRate cir 512 kbps
console (config-meter)# !

console (config)# policy-map 1008

(
(
(
(
(
console (config-cls-map) # !
(
(
(
(
(

console (config-ply-map)# set policy class 1008 default-priority-type ipDscp

63

KomaHObI pexcuma KoHguaypauuu udmepgelica (OuanaszoHa uHmepgetlicos) Ethernet, uHmep-

elica epynnbl nopmos

! dyHKuua rate-limit He noapep:kaHa B cTeke B TeKyueit Bepcum MO.

Bua 3anpoca KOMaHAHOM CTPOKM B pexume KoHourypaumum uHtepdelica Ethernet, uHtepdelica

rpynnbl NOPTOB:

console (config-if)#

Tabnnua 214 — KomaHgb! pexkuma KoHdpurypaumum nntepdeiica Ethernet, rpynnel uHTepdelicos

KomaHoa

3Ha4yeHue/3HayeHue
o yMmon4YaHuo

Aeiicmeue

rate-limit input rate

no rate-limit input

rate: (16..4194288)
kbps

YCTaHOBUTb OrpaHMYeHMe CKOPOCTU AN1s BXoaswero TpaduKa.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

rate-limit output rate

no rate-limit output

rate: (16..4194288)
kbps

YCTaHOBUTb OrpaHMYeHme CKOPOCTU ANA ucxoaswero Tpaduka.

V 3HaueHue rate A0MKHO BbITb KpaTHO 16.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

Mpuymep HacTPOMKM orpaHNYeHnn ckopoctu nopta GigabitEthernet 1/0/4:

console# configure terminal
console (config)# wvlan 10

console (config-vlan)# vlan active

(

console (config-vlan)# !

console (config) # interface gigabitethernet 1,/0/4
console (config-if)# switchport mode access
(
(
(

console (config-if
console (config-if
console (config-if

switchport access vlan 10

) #
) # rate-limit input 512
) #

rate-limit output 512

Mpumep HacTpoikmn QOS:

HacTpouTb NAaHNPOBLUMK MO anropuTMy WIT Ans ucxogsauero nHtepdeiica gil/0/1. Pacnpeaenvtb
TpaduK cornacHo nonto CoS B ouepean 1-4. HasHaunTb BeC wWrr oA odepenen cornacHo Homepy ovepeau.
Ouepenp 5 06BABUTL NPUOPUTETHOMN.

console (config) # scheduler 10 interface gigabitethernet 1/0/1 sched-algo

wWrr

console (config) # scheduler 20 interface gigabitethernet 1/0/1 sched-algo

wWrr

console (config) # scheduler 20 interface gigabitethernet 1/0/1 sched-algo

wWrr
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console (config) # scheduler 20 interface gigabitethernet 1/0/1 sched-algo
strict-priority

console (config) # queue 1 interface gigabitethernet 1/0/1 scheduler 10
weight 1
console (config) # queue 2 interface gigabitethernet 1/0/1 scheduler 10
weight 2
console (config) # queue 3 interface gigabitethernet 1/0/1 scheduler 10
weight 3
console (config) # queue 4 interface gigabitethernet 1/0/1 scheduler 10
weight 4
console (config) # queue 5 interface gigabitethernet 1/0/1 scheduler 10

console (config) # queue-map regn-priority vlanPri I queue-id I
console (config) # queue-map regn-priority vlanPri 2 queue-id 2
console (config) # queue-map regn-priority vlanPri 3 queue-id 3
console (config) # queue-map regn-priority vlanPri 4 queue-id 4
console (config) # queue-map regn-priority vlanPri 5 queue-id 5

4.28 KoHdurypauma NnpoToKON0B MapLUIpyTU3aLumn

AnnapaTtHaa mapLlupyTU3aLmMAa NoAAEPXHKUBAETCA TONbKO Ha moaenax MIES2424, MES2424B,
MES2424FB, MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P,
MES2420-48P, MES2420B-24D, MES2420D-24DP, MES2411X, MES3400-24, MES3400-24F,
MES3400-48, MES3400-48F, MES3710P.

Gy

4.28.1 KoHepueypayusa cmamuyeckolii mapwpymu3sayuu
CtaTnyeckan mapLpyTm3aumsa — BMA, MapLUpyTM3aLmMmn, Npu KOTOPON MapLLpyTbl YKasblBatoTcA B AB-
HOM BUAe Npu KOHPUrypauumn mapLupytmsatopa. Bca mapwpytmsauma npm sTom npomcxoaut 6e3 yyactma

KaKMX-1M60 NPOTOKO/I0B MapLIpyTM3aLnK.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOW CTPOKM pexkuma rnobanbHol KoHbUrypaumm:
console (config) #

Tabnunua 215 — KomaHabl pexkmma KoHpurypauum uHtepdeliica Ethernet, rpynnbsi uHTepdelicos

Komanda 3HayeHue/3HayeHue Neiicmeue
Mo ymon4aHuio
ip route prefix {ip_mask Co3aaTb cTaTUYECKoe NPaBMIO0 MapLIPyTU3aALUK.
| prefix_length} {gateway - prefix — ceTb HasHayeHuA (Hanpumep, 172.7.0.0);
- mask — macka cetu (B bopmaTe AeCATUUHON CUCTEMBI cunCe-
HUA);
- gateway — W03 ANA AOCTYNA K CETU Ha3HaueHus;
prefix_length: (0..32); | - distance — Bec mapwpyTa;
distance (1..255)/1 - vlan_id — 3apaétca B TOm cnyyae, ecnv ceTb HasHaueHWs Hanps-
vlan_id: (1..4094) myto (directly) nogKknoyeHa K MHTepdeiicy, coOTBETCTBYOLEMY
vlan_id.
no ip route [all | prefix YaanuTtb NpaBuao 13 Tabaunupbl CTaTUYECKOW MapLIpyTU3aLmK.
{io_mask |prefix_length} [gate- - all — ypanuTtb BCe nNpasuia U3 TabanLbl CTaTUYECKON MapLLPYTU-
way]] 3aumu.

206 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx



HELTEX

KomaHOowbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#

Tabnuua 216 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue

Komanda Aelicmeue
o ymon4aHuro
show ip route [prefix [mask] | MoKa3aTb TabauLy MapLIpyTM3aLuK, yA0BAETBOPAIOLLYIO 3a4aH-
connected | details | failed | HbIM KpUTEPUAM.
static | summary] - prefix — ceTb Ha3HavyeHus;

- mask — macKa ceTu (B popmaTe AeCATUYHOMN CUCTEMBI CYUCIe-
HUA);

- connected — NoAKNOYEHHbIM MapLLpPYT, TO €CTb MApLUPYT, B3A-
- TbIli C HENOCPEACTBEHHO NOAKAOYEHHOTO U GYHKLMOHMPYOLWEro
MHTepoeica;

- details — petannsmpoBaHHaa nHdopmaums;

- failed — mapwpyTbl, ycTaHOB/IEHHbIE C OWMOKamK;

- static — cTaTMYecKnit MapLLpyT, NPONUCAHHBIN B Tabaunue mapLu-
pyTusaumu;

- summary — obLee KoM4ecTBO MapLIPyTOB.

4.28.2 Hacmpoiika Virtual Router Redundancy Protocol (VRRP)

’ ®dyHKuma VRRP He noapeprkaHa B cTeKe B TeKyueii Bepcum MO.

dYHKUMA noaaepKUBaeTCA TONbKO Ha mogenax MES2424, MES2424B, MES2424FB,
MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2420-
48P, MES2420B-24D, MES2420D-24DP, MES2411X, MES3400-24, MES3400I1-24, MES3400-
24F, MES3400-48, MES3400-48F, MES3710P.

.-

MpoTtokon VRRP npeaHasHayeH AnA pe3epBMPOBAHUA MapLUPYTU3aTOPOB, BbINOAHAKOWMUX POb
LUt03a N0 YMOIYAHUIO. ITO AocTUraeTca nyTém obbeanHeHus IP-nHTepdeincos rpynnbl MmapLlpyTM3aTopoB
B OZAVH BMPTYa/ibHblA, KOTOPbIN ByAEeT MCNONb30BATLCA KaK LUAKO3 MO YMONYAHUIO A1 KOMNBIOTEPOB B CETH.
Ha KaHanbHOM ypoBHe pe3epsupyemble nHTepdelcbl umetoT MAC-agpec 00:00:5E:00:01:XX, rae XX — Ho-
mep rpynnbl VRRP (VRID).

TonbKO 0AMH U3 GU3NYECKUX MApPLLPYTU3ATOPOB MOXKET BbINOJHATL MapLIpyTU3aLmio TpaduKa Ha BUPTY-
anbHom IP-uHTepdeice (VRRP master), ocTanbHble MapLupyTM3aTOPbI B rpynne npeaHasHavyeHbl 410 pesep-
BupoBaHua (VRRP backup). Bbibop VRRP master npoucxoamT B cootsetcTBumn ¢ RFC 5798. Ecnum Tekylmii
master cTaHOBWUTCA HeAOCTYNHbIM — BbI6OP Master'a nosTopsAeTcA. HamBbICLIMIA NPUOPUTET UMEET MapLu-
pyTM3aTop c cobcTBEHHbIM IP-aapecom, coBnadatoLmMm ¢ BUPTYasbHbIM. B ciiyyae AocTynHOCTM OH Bcerga
ctaHosuTcA VRRP master. MakcumanbHoe konundectso VRRP-npoueccos — 32.

KomaHObI pexcuma 2a06asabHol KoHgu2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKU perknma rnobanbHoOM KOHGUrypaunm:

console (config) #
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Tabnunua 217 — KomaHabl pexkmma rnobanbHoi KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

vrrp enable

no vrrp enable

-/BbIK/IIOYEHO

Bkatountb VRRP rnobanbHo.

Dns Toro utob6bl VRRP 3apaboTan Ha uHTepdeiicax,
HY»XHO BKAunTb VRRP rnobanbHo.

YaanuTtb NpaBuao 13 TabaunLpbl CTaTUYECKOW MapLIPyTU3aLLMK.

vrrp version {v2 | v3}

-/v2

3apatb Bepcuto VRRP.

KomaHObI pexcuma KoHgpu2ypayuu uHmepgelicos VLAN

Bupa 3anpoca KOMaHAHOM CTPOKM B pernme KoHourypaumm nutepdencos VLAN:

console (config-if) #

Tabnunuya 218 — KomaHabl pexkmma KoHpurypaumnmn nHtepoeric VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

vrrp vrid ipv4 ip_address

Onpegenutsb IPv4-agpec VRRP-mapwpyTmsatopa.

no vrrp vrid ipva [ip_address] vrid: (1..255)/- Y[anuTh BUPTYanbHbIi MaplupyTM3aTop vrid Ha JaHHOM YCTPOii-
cTBe.
vrrp vrid accept-mode {enable enable — BkAoUNTL pexknm, B KoTopom VR-aapec byaet oTBeyatb
| disable} vrid: (1..255)/ Ha ICMP-3anpocbl U NPMHMMATDL 3anNpPoOCbl Ha MOAK/IOYEHUE MO
BbIK/IlOYEHO Telnet n SSH;

disable — BbIK/NOYMUTb AaHHbIV PEXUM.

vrrp vrid preempt

vrid: (1..255)/

BKAtounTb pexxum, npy Kotopom backup-mappytmsatop ¢ 6onee
BbICOKMM MPUOPUTETOM DOyAeT MbITaTbCsA NepexBaTUTb Ha cebs
ponb master y Tekyliero master-maplpyTmusaTopa ¢ bonee HuU3-
KMM MpuopuTeTOM.

MapLpyTusatop, KOTopblii ABnAeTcA Bnagenouem IP-

BKAtO4EHO V agpeca maplipyTusaTtopa, 6yaer nepexsaTbiBaTb Ha
ce6s ponb master He3aBMCUMO OT HAaCTPOEK AAHHOM KO-
MaHAbI.
no vrrp vrid preempt BbIKNHOUYNTb PEKUM NPEEMCTBEHHOCTMU.
vrrp vrid priority priority vrid: (1..255); HasHauuTb npuoputet VRRP-mapLipytnsatopa.

no vrrp vrid priority

priority: (1..254)/
255 pna snapensua IP-
agpeca, 100 gna

YCTaHOBUTb 3HAYEHUE Mo YMO4aHUIO.

OCTa/IbHbIX
vrrp vrid timer {seconds| msec seconds: (1..255); OnpefenvTb MHTEPBAN MEXAY aHOHCamM master-maplipytusa-
milliseconds} milliseconds: Topa.
no vrrp vrid timer (10..255000)/ YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
1cek

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#
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Tabnuua 219 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
no ymonyaHuro

Aelicmeue

show vrrp [detail | statistics |
interface vlan vian_id | vrid
[detail | statistics]]

vrid: (1..255)/-

MpocmoTpeTb KpaTKyl WAKM AeTanbHyo MHbOpMaLMo Ans BCex
WAN O4HOTMO HAaCTPOEHHOro BUPTYanbHOro mapwpytmsatopa VRRP.
- detail — npocmoTp aeTanbHOM MHPOPMaLUW;

- statistics — npocmoTp 06Lelt CTaTUCTUKM.

4.28.3 Hacmpoiika npomokona OSPFv2

OSPF (Open Shortest Path First) — npoTokon AMHaMMYECKON MapLLpyTU3aLLMKN, OCHOBAHHbIM Ha
TEXHO/IOMMKU OTC/EXKMBAHUA cocTosiHMA KaHana (link-state technology) n ncnonbayowmincs gns HaxoxK-
AeHuA KpaTyanwero nytn anroputm Aenkctpsbl. MNpoTokon OSPF npeacrtasaser coboi NPOTOKON BHYT-
peHHero wto3a (IGP). MpoTtokon OSPF pacnpocTpaHaeT MHOPMaLMIO O A0CTYMHbIX MapLIPyTax mexay

MapLpyT13aTopammn o4HON aBTOHOMHOM CUCTEMBI.

KomaHObI pexcuma 2n06anbHol KoHpu2ypayuu 049 OSPFv2

BuAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabanuya 220 — KomaHgbl pexuma rnobanbHoi kKoHourypaumm OSPFv2

3HavyeHue/3HavyeHue .
KomaHoa / Aeiicmeue
no ymoa4aHuro
router ospf -/- 3aliTu B perkMm KoHdurypaumm npouecca OSPFv2.

KomaHObI pexcuma rpouecca OSPFv2

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumum npouecca OSPFv2:

console (config-router) #

Tabnunua 221 — KomaHabl pexkuma KoHdurypaumm npouecca OSPFv2

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

shutdown

no shutdown

-/BblK/IOYEH

Bbikntounte OSPF-npouecc.

V Mo ymonyaHuto OSPF-npouecc BbIK/AOYEH.

BkatounTte OSPF-npouecc.

distance dist
no distance

dist: (1..255)/110

YCTaHOBUTb aA4MUHUCTPATUBHYIO AncTaHumio ana OSPF.

YCTaHOBUTb 3HaYeHMe nNo YMONYaHUIO.

default-information origi-
nate always [metric metric]
[metric-type {1 | 2}]

no default-information
originate always [metric
metric] [metric-type {1 |2}]

metric: (1..16777214)/20

BKAOUNTb aHOHCUPOBAHME LWJIKO3a MO YMONYAHUIO, BHE 3aBUCU-
MOCTW OT TOrO 3a4aH /I OH CTaTUYECKMM MapLUPYTOM MUK He 3a-
OaH.

YCTaHOBWUTb 3HAYEHWE MO YMOYAHUIO.
B cnyuyae ykasaHuA napameTtpa BepHyTb €ro 3HayeHue no ymon-
YaHuio.

set nssa asbr-default-route
translator {enable | disa-
ble}

-/BbIKNOYEHO

BKAOUUTD MM BBIKAOYUTD TPAHCAALMIO MApLUPYTa NO yMo4a-
HUto (ycTaHoBUTL P-61T) B NSSA Ha ASBR, KOTOpbIi He ABaseTca
ABR.

[onkHo 6biTb BKAIOYEHO AaHOHCMPOBAHME MapLUpyTa
no ymonuyanuio (default-information originate always).

redistribute connected
[metric metric] [metric-

type {1 | 2}]

metric: (1..16777214)/20

PaspewunTb aHOHCUPOBaHMe connected-mapLupyToBs:
- metric-type 1 — yCTaHOBUTb TUM MMMNOPTUPYEMbIX MapLIPYTOB
KaK external-1;
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no redistribute connected
[metric]

- metric-type 2 — yCTaHOBUTb TUN MMMOPTUPYEMBIX MapLIPYTOB
KaK external-2;
- metric — 3HaYeHNE METPUKU AN UMMNOPTUPYEMbBIX MapLLPYTOB.

3anpeTuTb aHOHcMpoBaHWe connected-maplpyTos. B caydae
YKasaHua napameTpa BepHYTb ero 3HauyeHme No YMOIHaHMIO.

redistribute static [metric
metric] [metric-type {1 |

2}]

no redistribute static
[metric]

metric: (1..16777214)/20

Pa3spewnTb aHOHCMPOBaHWE CTaTUYECKUX MapLLPYTOB:

- metric-type 1 — ycTaHOBUTb TUN MMMNOPTUPYEMBIX MapLIPYTOB
Kak external-1;

- metric-type 2 — ycTaHOBUTb TUN MMMNOPTUMPYEMBIX MapLIPYTOB
KaK external-2;

- metric — 3Ha4YeHNe MEeTPUKM ANA UMNOPTUPYEMbIX MapLLPYTOB.

3anpeTnTb aHOHCMPOBAHUE CTAaTUYECKMX MapLpyToB. B cayyae
YKa3aHWA napameTpa BEPHYTb ero 3HaYeHne No yMOAYaHUIo.

redistribute rip [metric
metric] [metric-type {1 |

2}]

no redistribute rip [metric]

metric: (1..16777214)/20

Pa3pewnTb aHOHCMPOBaHWE MAPLLPYTOB, NONYYEHHbIX NO NPOTO-
Kony RIP:

- metric-type 1 — yCTaHOBUTb TUN MMMOPTUPYEMBIX MapLIPYTOB
KakK external-1;

- metric-type 2 — yCTaHOBUTb TN MMMOPTUPYEMbIX MapLIPYTOB
Kak external-2;

- metric — 3Ha4YeHe METPUKM ANA UMMOPTUPYEMBIX MAPLLIPYTOB.

3anpeTnTb aHOHCMPOBAHWME MApPLLIPYTOB, NOJIYYEHHbIX NO NPOTO-
kony RIP. B cnyyae yKkasaHuA napameTpa BEpPHYTb €ro 3HayeHune
Nno YMOJ/IYAHUIO.

redistribute bgp [metric
metric] [metric-type {1 |

2}]

no redistribute bgp
[metric]

metric: (1..16777214)/20

Pa3spewnTb aHOHCMPOBAHWE MapLLPYTOB, NOYYEHHbIX MO NPOTO-
Kony BGP:

- metric-type 1 — ycTaHOBUTb TN MMMNOPTUPYEMbIX MapLLIPYTOB
Kak external-1;

- metric-type 2 — yCTaHOBUTb TUM MMMOPTUPYEMbIX MApPLLIPYTOB
Kak external-2;

- metric — 3HaYeHWe METPUKM ANA UMMNOPTUPYEMbBIX MapPLLPYTOB.

3anpeTnTb aHOHCMPOBAHME MAPLLIPYTOB, NOJIYYEHHbIX NO NPOTO-
Kosly BGP. B cnyyae yKasaHUA napameTpa BEPHYTb €ro 3HayeHune
Nno YMOYAHWIO.

redistribute all
[metric metric] [metric-
type {1 | 2}]

no redistribute all [metric]

metric: (1..16777214)/20

PaspelwnTb aHOHCMPOBAHME MapPLLPYTOB, NOJIYYEHHbIX MO BCEM
noaAepKMBaembliM NPOTOKOAAM MApPLLPYTU3aLMUK:

- metric-type 1 — yCTaHOBUTb TUN MMMOPTUPYEMBIX MapLIPYTOB
Kak external-1;

- metric-type 2 — ycTaHOBMTb TUN MMMOPTMPYEMbIX MapLLIPYTOB
KakK external-2;

- metric — 3Ha4YeHMe METPUKM A1A UMMOPTUPYEMbIX MAPLLIPYTOB.

3anpeTuTb aHOHCMpPOBaHWE MapLUPYTOB, MOJYYEHHbIX NO BCEM
noAAepKMBaeMbIM NPOTOKO/IAM MapLIpyTU3aLumm. B cayyae yka-
3aHMA NapameTpa BepHYTb ero 3Ha4YeHMe Mo YMOIYaHUIO.

compatible rfc1583

no compatible rfc1583

-/BKNOYEHO

BkntounTtb coBmectumocTb ¢ RFC 1583.

BbIkntounTb coBmecTMmocTb ¢ RFC 1583.

router-id A.B.C.D

no router-id

A.B.C.D: npeHtnduratop
mapLipytusartopa B pop-
mate IPv4-agpeca

YCTaHOBUTb MAEHTMOMKATOP MapLIpyTM3aTopa, KOTOPbIA YHU-
KasIbHO MAEHTUGMLMPYET MapLIPYyTM3aTOP B Npesenax OL4HOM aB-
TOHOMHOW CUCTEMDbI.

YCTaHOBWTb 3HaY€HMe N0 YMOJIHAHUIO.

network ip_addr area
A.B.C.D

no network ip_addr

A.B.C.D: ngeHtnduratop
30HbI B opmarte IPv4-ag-
peca

Bkntountb OSPF Ha IP-uHTepdeiice.

Ypanuts IP-agpec nHtepodelica.

area A.B.C.D stub [no-sum-
mary]

no area A.B.C.D stub
[no-summary]

A.B.C.D: ngeHtnduratop
30HbI B opmarte IPv4-ag-
peca

YCTaHOBWUTb A/A YKa3aHHOM 30HblI TMN stub. 3oHa — COBOKynN-
HOCTb CeTell M MapLIpyTU3aTOPOB, UMEIOLLMX OAWMH U TOT XKe
naeHTuduKaTop.

- no-summary — He O0TNPaBAATb UHGOPMALMIO O CYMMMPOBAHHbIX
BHELLHWUX MapLIpyTax.

YCTaHOBUTb 3HaYeHMe N0 YMOJIHAHUIO.

area A.B.C.D nssa [no-sum-
mary]

A.B.C.D: ngeHtndukatop
30HbI B popmarte IPv4-ag-
peca;

YCTaHOBWTb A/15 YKa3aHHOM 30HbI TUN NSSA.
- no-summary — He OTNPaBAATb UHPOPMALMIO O CYMMUPOBAHHbIX
BHeLWHMX MapLpyTax BHYTPb NSSA-30HbI;
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[default-information-origi-
nate [metric metric] [met-
ric-type {1 | 2}]]

no area A.B.C.D nssa [no-
summary]
[default-information-
originate]

metric: (1..16777214)/20

- default-information-originate — BKAOYMTb aHOHCMpPOBaHME
LU/H03a MO YMOJI4aHUIO, BHE 3aBUCMMOCTM OT TOTO 3a4aH /I OH
CTaTUYECKMM MApPLUPYTOM UMW He 334aH;

- metric-type 1 — ycTaHOBUTb TMN MapLIpyTa MO YMONYAHUIO KaK
external-1;

- metric-type 2 — ycTaHOBUTb TUN MapLUpyTa NO YMONYAHUIO KaK
external-2;

- metric — 3HaYeHMe METPUKM 18 aHOHCUPYEMOTO MApLIPYTa.

YCTaHOBUTb 3HaYeHne No ymon4yaHuto. B cayyae ykasaHma napa-
MeTpa BEPHYTb €ro 3HaYeHne no yMOa4YaHMIo.

area A.B.C.D default-cost
metric

no area A.B.C.D default-
cost

A.B.C.D: ngeHtuopukaTtop
30HbI B popmare IPv4-ap-
peca;
metric: (1..16777215)/20

YCTaHOBUTb METPUKY A1 LWK033 NO YMOAYaHUIO B aHOHCaxX A
30H stub 1 NSSA.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

area A.B.C.D range

ip_addr prefix_length {sum-
mary | Type7} [advertise |
not-advertise]

no area A.B.C.D range
ip_addr prefix_length

A.B.C.D: naeHTndukatop
30HbI B popmarte |Pv4-ag-
peca;

BbINO/IHUTL CYyMMMPOBAHME MaPLLIPYTOB, NOMNAAAIOLWMX MO YKa-
3aHHbIN AManasoH.

- summary — 418 Me30Ha/ibHbIX MapLpyToBs (LSA tnn-3);

- Type7 — ana sHewWwHUX mapwpytos 13 NSSA B marnctpanbHyto
30HY;

- advertise — 06bABUTL YKa3aHHbIN MapLIPYT;

- not-advertise — He 06BABNATL YKa3aHHbIN MapLUPYT.

Y[anuTe cymMmMpoBaHMe MapLipyToB aa aaHHo OSPF-30HbI.

area A.B.C.D translation-
role {always | candidate}

no area A.B.C.D transla-
tion-role

A.B.C.D: ngeHtuopuxaTop
30HbI B popmare IPv4-ap-
peca

YcTaHOBUTL ponb TpaHcnAaTopa B NSSA-30He.
- always — TpaHcimMpoBaTb Bcerga LSA tun-7 B8 LSA TMn-5;
- candidate — yyacTBoBaTh B NpoLecce Bblbopa TpaHCAATOPa.

YCTaHOBUTb 3HAYEHME N0 YMOHYAHWUIO.

area A.B.C.D stability-inter-
val sec

no area A.B.C.D stability-in-
terval

sec: (0..2147483647)/40 ce-
KYHZA,

Mepunoga cTabunnsaumm B cekyHaax, ona TpaHcnaTopa B NSSA.

YCTaHOBUTb 3HAYEeHME N0 YMOHYAHWUIO.

area A.B.C.D virtual-link
E.F.G.H [dead-interval
dead]

[hello-interval hello]
[retransmit-interval ret]

no area A.B.C.D virtual-link
E.F.G.H

A.B.C.D: ngeHtuopukaTop
30Hbl B popmare IPv4-aa-
peca;

E.F.G.H: ugeHtndukartop
MapLIpyTU3aTopa HasHaue-
HuAa B dopmarte IPv4-aa-
peca;
dead:(1..65535)/40 cekyHa;
hello: (1..65535)/10 cerkyHa,
ret: (1..3600)/5 cexkyHA,

Co3aaTtb BUPTyasibHOE COeAMHEHME MEXAY MArncTPaibHOM U He-
MarncTpanbHOM 30HaMK, MEXKAY KOTOPbIMU NPUCYTCTBYET Apyras
HemarncTpanbHas 30Ha.

- dead-interval — yka3satb dead-uHTepsan;

- hello-interval — yka3aTb hello-nHTepsan;

- retransmit-interval — ykasatb MHTepBan mexKay NOBTOPHLIMMU
nepegadamm.

Yaanutb BUPTyanbHOE CoeanHEeHMe.

passive-interface {default |
loopback loopback | vlan
vlan_id}

no passive-interface {de-
fault | loopback /loopback |
vlan vian_id}

loopback: (0..100);
vlan_id: (1..4094)/disabled

3anpetuTtb IP-uHTepdeiicy o6MmeHMBaTLCA NPOTOKONbHBIMM CO06-
LLEHMAMM C coCeanamMM Yyepes yKasaHHble MHTepdeich.
- default — 3anpetuTb ana Bcex nHTepdelicos.

Paspewunts IP-MHTEPdEiicy 06MeHNBaTLCA NMPOTOKOAbHLIMU CO-
06LEHNAMM C coceaamMmM Yepes yKasaHHble UHTepdelicsl.

neighbor ip_addr

no neighbor ip_addr

ip_addr: A.B.C.D

3agatb Bpy4Hyto OSPF-cocepa.

Ypanute OSPF-coceaa.

redist-config ip_addr pre-
fix_length [metric-type
{asExttypel | asExttype2}]
[metric-value metric]

no redist-config ip_addr
prefix_length

metric: (1..16777215)/20

YCTaHOBWUTb NapameTpbl peancTpnbyLMn Ana BHEWHNX MapLUpy-
TOB.

- ip_addr — IP-agpec ceTn HasHa4yeHus;

- prefix_length — IP-macka cetu;

- metric-type asExttypel — ycTaHOBMTb TUN MapLupyTa external-1;
- metric-type asExttype2 — ycTaHOBMTb TUN MapLipyTa external-2;
- metric-value — yCTaHOBUTb 3HaYEHNE METPUKM.

YaanuTb ycTaHOB/EHHble NapameTpbl peaucTpubyuum ans 3a-
[aHHOTO MapLupyTa.
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summary-external ip_addr
prefix_length [advertise |
allowAll | denyAll | not-
advertise]

[translation {disabled |
enabled}]

BbINONHUTL CyMMMpPOBaHME BHELLHUX MapLUpPYTOB.

- ip_addr — IP-appec ceTy;

- prefix_length — IP-macka ceTy;

- advertise — CcyMMUPOBaHHbIN MapLpyT o6baBaseTcA B LSA Tun-
5; ecnm TMn 30HbI NSSA, TO MapwpyT He 06bABAAeTCS;

- allowAll — cymmupoBaHHbIi MapLupyT o6basasetca 8 LSA Tun-5;
ec/iv Tmn 30Hbl NSSA, To MapLpyT ob6bsBaseTca B LSA Tun-7;

- denyAll — cymmnpoBaHHbIM MapwpyT He 06baABASAETCS;

no capability opaque

-/OTK/OYEHO - not-advertise — cymmunpoBaHHbIi MaplpyT He 06bABAAETCA B

LSA t1n-5; ecam TMn 30HbI NSSA, To MapwpyT o6basaseTca B LSA
™mn-7;
- translation disabled — He ycTaHaBAnBaTb P-6UT B reHepupyembix
LSA tvn-7;
- translation enabled — yctaHoBUTL P-6UT B reHepupyembix LSA
™n-7.

no summary-external BbIKNHOUMTb CYyMMUPOBAHME BHELIHWX MApLLPYTOB.

ip_addr prefix_length

capability opaque JoTkAIOUEHO BKkAtounTb noanepKKy opaque LSA.

BbIkntounTb NnogaepKKy opaque LSA.

KomaHObI pexcuma KoHguaypauyuu uHmepagetica VLAN 0aa OSPFv2

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 222 — KomaHabl pexkmma KoHpurypauum nHtepdeiica VLAN ana OSPFv2

no ip ospf network

Komanda 3HaveHue/3HavyeHue no Aelicmesue
yMOAYAHUIO
ip ospf network Bbi6bpaTb TMN ceTu:
{broadcast | non- - broadcast — WwWrpoKkoBeLaTenbHan ceTb C MHOXECTBEHHbIM A0-
broadcast | point-to- cTynom;
multipoint | point-to- - non-broadcast — HelwMpoKoBeLLaTeNbHaA CeTb, B AaHHOM CAy-
point} -/broadcast Yae afipeca CoCeiHMX MapLLPyTU3aTOPOB HAaCTPaUBaAKOTCA BPYY-

Hyto;
- point-to-multipoint — mHorotoye4yHas ceTb;
- point-to-point — ceTb «TOYKa-TOYKa».

YCTaHOBUTb 3HAYEHME Mo YMOI4YaHUIO.

ip ospf cost cost

no ip ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAHWUA KaHana, KoTopas ABAseTCA
YCNOBHbIM MOKa3saTenem "cToMmocTn" nepecbikM AaHHbIX NO
KaHany.

YCTaHOBWTb 3HAYeHue no YMO4aHUIO.

ip ospf dead-interval
sec

no ip ospf dead-inter-
val

sec: (1..65535)/40 cekyHp,

YCTaHOBWTb UHTEPBAN BPEMEHW B CEKYHAAX, MO UCTEYEHUMU KOTO-
poro cocen, 6yAeT cuMTaTbCa HEAKTUBHLIM. ITOT MHTEPBaN AO0N-
JKeH ObITb KpaTHbiM 3HauyeHuto hello-interval. Kak npaswuno,
dead-interval paseH 4 nHTepsanam otnpasku hello-nakeTos.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ospf hello-interval
sec

no ip ospf hello-inter-
val

sec: (1..65535)/10 cekyHp,

YCTaHOBWTb UHTEPBAN BPEMEHU B CEKYHA,AX, MO UCTEYEHUM KO-
TOPOro mapLipyTusaTop oTnpasaseT cnegytowmii hello-nakert ¢
nHTEpodelica.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ip ospf mtu-ignore
no ip ospf mtu-ignore

-/BbIK/IIOYEHO

OTKANOYNUTL NpoBepKy MTU npu yCcTaHOBNEHUW COCEACTBA.

YCTaHOBWTb 3HaY€HMe N0 YMOJIHaHUIO.

ip ospf priority prior

no ip ospf priority

prior: (0..255)/1

YCTaHOBWTb MPUOPUTET MapLLPYTM3aTOPa, KOTOPbIN UCMOb3Y-
etca ans sbibopa DR v BDR.

YCTaHOBUTb 3HAYeHUe no YMOI4YaHUIO.

ip ospf poll-interval sec

no ip ospf poll-interval

sec: (1..2147483647)/120 ce-
KYHA,

YcTaHOBUTb Nepuog mexay nocblikoi hello-naketos ana Heak-
TMBHOro non-broadcast cocega.

YCTaHOBWTb 3HaYeHMe N0 YMOJIHAHUIO.

ip ospf retransmit-in-
terval sec

sec: (1..3600)/5 cekyHp,

YCTaHOBWTb MHTEPBAN BPEMEHU B CEKYHAAX, MO UCTEYEHWUM KO-
TOPOro MapLLIpyTU3aTop NOBTOPHO OTNPABUT NAKET, HA KOTOPbIN
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no ip ospf retransmit-
interval

He NoyYnN NOATBEPIKAEHMA O NOAYYeHUM (Hanpumep,
DatabaseDescription- unu LinkStateRequest-nakeTbl).

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

ip ospf transmit-delay
sec

no ip ospf transmit-de-
lay

sec: (1..3600)/1 cekyHa,

YCTaHOBWTb NPUMEpHOE Bpems B CeKyHAaax, Heobxoammoe s
nepefayn Naketa COCTOAHUA KaHana.

YCTaHOBUTb 3HaYeHMe N0 YMOJIHaHUIO.

ip ospf demand-circuit

no ip ospf demand-cir-
cuit

-/BbIK/IIOYEHO

BkntounTb nogasnenHue otnpasku hello-coobuweHunit (gna nHtep-
¢deicos TMNa point-to-point u point-to-multipoint n nepnoanye-
CKUX 06HOBANEHWMIA LSA).

YCTaHOBWTb 3HaYeHMe MO YMOJIHAHUIO.

ip ospf authentication
{message-digest | null
| sha-1 | sha-224 |
sha-256 | sha-384 |
sha-512 | simple}

no ip ospf
authentication

-/BbIK/IOYEHO

Bkntountb OSPF-ayTeHTUdGUKAUMIO 1 3a4aTb €€ TUN.

- message-digest — ncnonb3oBaTtb wWndposaHue MD5;

- null — He ucnonb3oBaTb ayTeHTUDUKALMIO;

- sha-1 - ncnonb3osatb WnppoBaHue SHA-1;

- sha-224 — ucnonb3osatb wndposaHme SHA-1;

- sha-256 — ucnosib3oBaTb WndposaHme SHA-256;

- sha-384 — ucnonb3osaTb wWndpposaHme SHA-384;

- sha-512 — ucnonb3osaTb wWndpposaHme SHA-512;

- simple — He ncnosnb3oBaTh WKdpoBaHUe (Naposb NepesaeTcs
B OTKPbLITOM BUzE).

Bobikntountb OSPF-ayTeHTUdMKaLMIO.

ip ospf authentication-
key simple_password

simple_password: (1..64) cum-

YCTaHOBWTb Map0/ib, KOTOPbIN NpeAHa3HayYeH 4aA NPOCTOro
TMNa ayTeHTMOMKaLMM (Nnepesaya Napons B OTKPLITOM BUAE).

no ip ospf authentica- BOJIOB YAanutb naponeb.
tion-key
ip ospf message-di- [06aBUTb KNtoY ayTeEHTUDUKALUN.
gest-key key_id {md5 | - key_id — vaeHTMdUKATOP KNtOYa;
sha-1 | sha-224 | sha- - md5 — wuoposaTb KAtod anroputmom MD5;
256 | sha-384 | sha- - sha-1 — wuoposathb KAtoy anroputmom SHA-1;
512} string . - sha-224 — wndposatb Kntoy anroputmom SHA-224;
key_id (0..255)
- - sha-256 — wudposatb Kntoy anroputmom SHA-256;
string (1..64)

no ip ospf message-di-
gest-key key_id

- sha-384 — wudposatb Kntoy anroputmom SHA-384;
- sha-512 — wudposatb Koy anroputmom SHA-512;
- string — naponb.

Y8anuTb KNty ayTeHTUdMKaLMK.

ip ospf key

key_id {start-accept |
start-generate | stop-
accept | stop-gener-
ate} dd-mon-
year,hh:mm

no ip ospf key

key_id [start-accept |
start-generate | stop-
accept | stop-gener-

ate]

key_id (0..255);
dd (01..31);
mon: (Jan..Dec);
year: (2000..2100);
hh: (00..23);
mm: (00..59)

YCTaHOBWTb NapameTpbl 41A KNtoYa ayTeHTUPUKaLmMu.

- start-accept — 3a4aTb BpemMsa, HauMHaA C KOTOPOro AencTByeT
KNIOY Ha NPUEM;

- start-generate — 3a4aTb Bpems, HauMHas C KOTOPOro AeWn-
CTBYET K/IlOY Ha nepeaady;

- stop-accept — 3a4aTb Bpems, 40 KOTOPOro AeNCTBYET KoY Ha
nNpuém;

- stop-generate — 3aaTb Bpems, 10 KOTOPOro AeNCTBYET KoY
Ha nepegavy.

C6pocuTb NapameTpbl 4R Ktoya ayTeHTuduKaumm.

KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#
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Tabnunuya 223 — KomaHabl pexkmma Privileged EXEC ansa OSPFv2

KomaHda

3Ha4yeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

show ip ospf

OTo6pa3unTb KoHdUrypauuto OSPF.

show ip ospf neighbor

OT06pasunTb MHPopmaumto 06 OSPF-cocepsx.

show ip ospf route

OT06pasunTb Tabanuy mapwpyTtmnsaumm OSPF.

show ip ospf interface
[vlan vian_id]

vlan_id: (1..4094)

OT06pasunTb KoHPUrypaumto OSPF-uHTepdeiicos.
- vlan — ansa KoHKpeTHoro nHtepdetica VLAN.

show ip ospf virtual-links

OT06pa3snTb NapaMeTpbl U TEKYLLLEE COCTOAHUE BUPTYaAbHbIX
JIIHKOB.

show ip ospf database
[adv-router A.B.C.D | self-
originate]

A.B.C.D: IP-agpec

OTo6pa3unTb cocTossHMe 6a3bl gaHHbIX NpoToKosia OSPF.
- adv-router — 419 KOHKPETHOTO MapLIPYTMU3aTOPa;
- self-originate — ana nokanbHOro MapLpyTM3aTopa.

show ip ospf database
{asbr-summary | external |
network | nssa-external |
summary | opaque-area |
opaque-as | opaque-link |
router} [A.B.C.D | adv-
router A.B.C.D | self-
originate]

A.B.C.D: IP-appec

OTo6pa3unTb cocTosHMe H6a3bl gaHHbIX NpoTokoia OSPF, TonbKo,
ANA onpeaenérHHbix Tunos LSA:

- asbr-summary — gna LSA tTun-4;

- external — gns LSA Tun-5 u tTun-7;
- network — gna LSA tun-2;

- nssa-external — gns LSA tun-7;

- summary — ana LSA tun-3;

- opaque-area — anas LSA tun-10;

- opaque-as — gna LSA tun-11;

- opaque-link — gns LSA Tun-9;

- router — gnAa LSA tun-1.

show ip ospf database
database-summary

OT06pa3unTb 0bLyto cTaTUCTUKY AnAa 6a3bl agaHHbIX OSPF.

show ip ospf area_id data-
base

area_id: ngeHtndmkatop
30Hbl

OT0b6pa3mnTb cocTossHMe H6a3bl aHHbIX MpoToKkoaa OSPF gns
onpeaenéHHoOM 30HblI.

show ip ospf border-rout-
ers

OTO6pa3MTb CANUCOK NOrpaHNYHbIX MapLpPyTHU3aTOPOB.

show ip ospf {summary-ad-
dress | area-range}

OT06pasnTb CYMMUPOBaHHbIE MapPLUPYTbI:
- summary-address — gns LSA Tun-5 u Tun-7;
- area-range — gna LSA tun-3.

4.28.4 Hacmpolika npomoKona OSPFv3

! dyHKuua OSPFv3 He noaaep:kaHa B cTeKe B TeKyueit Bepcum MNO.

KomaHObI pexcuma 2106aabHol KoHpu2ypayuu 014 OSPFv3

Buza 3anpoca KoMaHAHOW CTPOKM peXxmnma rnobanbHoM KoHPUrypaumu:

console (config) #

Tabnnua 224 — KomaHgbl pexkmma rnobanbHoi KoHdurypaumm OSPFv3

3HavyeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymoa4YaHuro
ipv6 router ospf -/- 3aliTn B peXkMm KoHdurypaumm npouecca OSPFv3.

KomaHObI pexcuma npouyecca OSPFv3

Bua 3anpoca KOMaHAHOM CTPOKM B perkmme KoHdurypaumm npouecca OSPFv3:
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console (config-router) #

Tabnnua 225 — KomaHgbl pexuma KoHdurypaumm npouecca OSPFv3

no shutdown

KomaHoa 3HavyeHue/3Ha4yeHue no Aelicmeue
YMOAYAHUIO
shutdown Bbikntountb OSPF-npouecc.
-/Bbik/OYeH V Mo ymonuaHuio OSPF-npouecc BbIK/IOYEH.

Bkatountb OSPF-npouecc.

nssa asbr default-route-
translator

no nssa asbr default-route-
translator

-/BbIKIOYEHO

BKAOUUTD TPAHCAALMIO MapLIPyTa MO YMONYaHMIO (YyCTaHOBUTL P-
61T) B NSSA Ha ASBR, KoTopbIit He siBnsieTca ABR.

YCTaHOBUTb 3HaYeHME N0 YMONYAHWUIO.

redistribute connected

no redistribute connected

-/BbIK/IOYEHO

Pa3pelwnTb aHOHCMPOBAHME connected-mapLipyTos.

3anpeTnTb aHOHCMPOBaHMe connected-mapLUpyToB.

redistribute static

no redistribute static

-/BbIK/IIOYEHO

Pa3pelunTs aHOHCMPOBaHME CTaTUYECKUX MapLLPYTOB.

3anpeTnTb aHOHCUPOBAHUE CTAaTUYECKMX MAPLIPYTOB.

redistribute bgp

no redistribute bgp

-/BbIKNOYEHO

Pa3pelwmnTb aHOHCMpPOBaHME MapLIPYTOB, NOY4YEHHbIX MO NPOTO-
Kony BGP.

3anpeTnTb aHOHCMPOBAHME MAPLLIPYTOB, MOAYYEHHbIX MO MNPOTO-
kony BGP.

router-id {A.B.C.D | auto}

A.B.C.D: naeHTndukatop
MapLupyTusaTopa B dop-
mare |IPv4-agpeca/auto

YCTaHOBUTb UAEHTUOUKATOP MapLIpyTM3aTopa, KOTOPbIA YHU-
KaNbHO MAEHTUPUUMPYET MapLLIpPyTU3aTOp B Npesenax o4HOM aB-
TOHOMHOW CUCTEMDbI:

- A.B.C.D —3apaTb uaeHTMduKaTOp BPYyYHYIO;

- auto — B KauyecTBe router-id 6yayT MCNonb30BaHbI NOC/NEAHUE Ye-
Tbipe 6aiTa 6azosoro MAC-agpeca KoMmyTaTopa.

area A.B.C.D stub [no-sum-
mary]

no area A.B.C.D stub

A.B.C.D: ngeHtTuopuxaTop
30Hbl B popmare IPv4-aa-
peca

YCTaHOBWUTb AN1S YKa3aHHOW 30HbI TN stub. 30Ha — COBOKYMHOCTb
ceTel U MapLLpPyTU3aTOPOB, UMEIOLLMX OAWH U TOT e aeHTUOUKa-
Top.

- no-summary — He OTNPaBAATb MHGOPMALMIO O CYMMUPOBAHHbIX
BHELUHUX MapLIpyTax.

YCTaHOBUTb 3HaYeHME N0 YMOAYAHMUIO.

area A.B.C.D nssa [no-sum-
mary]

no area A.B.C.D nssa

A.B.C.D: ngeHtuopukaTtop
30HbI B popmare IPv4-ap-
peca

YCTaHOBUTb ANA YKa3aHHOM 30HbI TMN NSSA.
- no-summary — He OTNPaBAATb UHPOPMALMIO O CYMMUPOBAHHBIX
BHELUHMUX MapLupyTax.

YCTaHOBUTL 3HAYEHWE MO YMOMYaHuIo. B cnyyae ykasaHus napa-
MEeTPa BEPHYTb €ro 3HaYeHMe Mo YMOIYAHMIO.

area A.B.C.D default-metric
cost

no area A.B.C.D default-
metric

A.B.C.D: ngeHtTuopuxaTop
30Hbl B popmare IPv4-aa-
peca;
cost: (1..16777215)/20

YCTaHOBUTb LieHY AR W33 N0 YMONYAHUIO B aHOHCAX A1a 30H
stub n NSSA.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

area A.B.C.D default-metric
type {1 | 2}

no area A.B.C.D default-
metric type

A.B.C.D: nageHtndukatop
30HbI B popmare IPv4-aa-
peca

YCTaHOBUTb TUN A1 MapLipyTa No ymoadaHuio B NSSA:
- type 1 —T1un external-1;
- type 2 — Tvn external-2.

YCTaHOBUTL TUN ANA MaPLLPYTa N0 YMOAYaHUIO Kak external-1.

area A.B.C.D range
ip_addr prefix_length [ad-
vertise | not-advertise]
{summary | Type7}

A.B.C.D: uaeHTndukatop
30HbI B popmare IPv4-ag-

BbINONHNTL CyMMMpPOBaHME MapLIPYTOB, MONaAatoLWmX Noj, yKa-
3aHHbIW AManasoH.

- summary — a1 Me30HabHbIX MapLpyTos (LSA tmn-3);

- Type7 — ana BHewWwHMX mappytos n3 NSSA B maructpanbHyto
30HY;

- advertise — 06bABWTb YKa3aHHbIN MapLIPYT;

vertise]
[translation {disabled |
enabled}]

peca . o
- not-advertise — He 06bABNATL YKa3aHHbIM MapLIPYT.
no area A.B.C.D range Yaanutb CyMMUPOBaHWE MapLIpyToB A8 faHHON OSPF-30HbI.
ip_addr prefix_length {sum-
mary | Type7}
area A.B.C.D summary-pre- BbINOAHUTL CYMMMPOBAHME BHELHUX MapLUPYTOB.
fix ip_addr pre- - ip_addr —IP-agpec ceTu;
fix_length [advertise | al- - prefix_length — IP-macka cetu;
lowAll | denyAll | not-ad- -/OoTKAOYEHO - advertise — cymMnpoBaHHbIN MmapwpyT 0bbaBnseTcs B LSA tun-7

ons NSSA; He 06bABNSAETCA eCAU TPAHCAALMA NPOUCXOANT U3 Ma-
rMCTPasibHOM 30HbI B NSSA;
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no area A.B.C.D summary-
prefix ip_addr prefix_length

- allowAll — npaBuio NnpuMeHseTcs, TOIbKO, CO CTOPOHbI Maru-
CTpanbHOW 30Hbl; CYMMUPOBAHHbIM MapLpyT o6basaneTca B LSA
TMN-7, €CAY TPAHCAALMA NMPOUCXOAMUT U3 MArMCTPanbHOM 30HbI B
NSSA;

- denyAll — npaBnn0O NPUMEHAETCA TO/IbKO CO CTOPOHbI Maru-
CTpPanbHOW 30Hbl; CYMMUPOBAHHbIM MapLIPYT He 06bABAAETCS;

- not-advertise — cymMMpPOBaHHbI MapLIpyT He 0bbABAAETCA B
NSSA; o6basnserca B LSA TMN-7 ecau TpaHCAALMA NPOUCXOANT U3
MarucTpanbHom 30HbI B NSSA;

- translation disabled — He ycTaHaBnMBaTb P-6UT B reHepupyembIx
LSA tmn-7;

- translation enabled — ycTtaHOBUTbL P-6UT B reHepupyembix LSA
T™Mn-7.

BbIK/IOYNTb CYMMMPOBAHME BHELLIHUX MapLLIPYTOB.

area A.B.C.D translation-
role {always | candidate}

no area A.B.C.D transla-
tion-role

A.B.C.D: naeHtndukatop
30HbI B popmarTe IPv4-ag-
peca

YcTaHOBUTbL posib TpaHcnATopa B NSSA 30He.
- always — TpaHcanpoBaTh Bcerga LSA Tmn-7 B LSA TMn-5;
- candidate — yyacTBOBaTb B NpoLecce Bbibopa TpaHCAATOPA.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

area A.B.C.D stability-inter-
val sec

no area A.B.C.D stability-in-
terval

sec: (1..65535)/40 cekyHa,

MNepuoga cTabunnsaumm B cekyHaax, ans TpaHcaatopa 8 NSSA.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

area A.B.C.D virtual-link
E.F.G.H index [dead-inter-
val dead]

[hello-interval hello]
[retransmit-interval ret]
[transmit-delay delay]

no area A.B.C.D virtual-link
E.F.G.H

A.B.C.D: ngeHtnduratop
30HbI B popmarte IPv4-ag-
peca;

E.F.G.H: ngeHtudmMKatop
MapLLpyTU3aTopa HasHaye-
Hua B dopmare IPv4-aa-
peca;
index: (1..2147483647);
dead:(1..65535)/40 cekyHg;
hello: (1..65535)/10 cekyHg,
ret: (1..1800)/5 cekyHz;
delay: (1..1800)/1 cekyHaa

Co34aTb BUPTYyalbHOE COEANHEHME MEXKAY MArUCTPaNbHON U He-
MarucTpanbHOW 30HaMU, MEXAY KOTOPbIMW NPUCYTCTBYET Apyras
HemarucTpanbHas 30Ha.

- index — yKa3aTb MHAEKC, KOTOpbIN ByaeT aeHTUdULMpoBaThb
[OaHHbIN BUPTYyaNbHbIM KaHan;

- dead-interval — ykasaTtb dead-uHTtepBan;

- hello-interval — yka3aTtb hello-nHTtepsan;

- retransmit-interval — ykasaTb MHTepBan MeXKAy NOBTOPHLIMM Me-
pegadamu;

- transmit-delay — yka3aTb npumepHoe Bpema nepesayn naketa 8
cetu.

YpanuTb BUPTYasibHOE CoeauHeHue.

passive-interface

no passive-interface

-/BbIK/OYEHO

3anpetutb ans scex IP-uHTepdeiicos, co3gaHHbIX nocae BBoAA
OaHHOM KoMaHbl, 06MeHMBATbCA MPOTOKO/IbHLIMU COOBLLEHM-
AMM C cocegamm.

YCTaHOBUTb 3HAYEHME Mo YMOI4YaHUIO.

redist-config ip_addr pre-
fix_length [metric-value
metric] [metric-type
{asExttypel | asExttype2}]

no redist-config ip_addr
prefix_length

metric: (1..16777215)/20

YCTaHOBWTb MapameTpbl peaucTpmMbyunm ANsS BHELWHMX MapLUpy-
TOB.

- ip_addr — IP-agpec ceTn HasHayeHus;

- prefix_length — IP-macka ceTy;

- metric-value — ycTaHOBUTb 3HAaYEHUE METPUKY;

- metric-type asExttypel — ycTaHOBUTbL TMN MaplupyTa external-1;
- metric-type asExttype2 — ycTaHOBUTb TMN MapLupyTa external-2.

YanuTb ycTaHOBNEHHbIE MapaMeTpbl peancTpnbyuumn ansa 3asaH-
HOro mMapLupyTa.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN 0aa OSPFv3

Bua 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabnunua 226 — KomaHabl pexkmma KoHpurypauum nHtepderica VLAN ana OSPFv3

KomaHoa

3HayeHue/3HayeHue no

YMOAYaHUO

Aeiicmeue

ipv6 ospf area A.B.C.D
no ipv6 ospf

A.B.C.D: uaeHTUdUKaTOp 30HbLI B

dopmarte IPv4-appeca

Bkntounts OSPFV3 Ha nHTepdelice.

Bbikntountb OSPFv3 Ha nHTepodeiice.
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ipv6 ospf network
{broadcast | non-
broadcast | point-to-
multipoint | point-to-

BbIbpaTh TUN ceTu:

- broadcast — WwWrpoKoBeLaTebHas CETb C MHOXKECTBEHHbIM A,0-
cTynom;

- non-broadcast — HelwpoKoBeLLaTesibHas ceTb, B JAHHOM Cy-

point} -/broadcast Yae agpeca coceiHUX MapLLPYTM3aTOPOB HACTPAUBAKOTCA BPYY-
HY10;
- point-to-multipoint — mHoroToueuHas ceTb;
- point-to-point — ceTb «TOYKa-TOYKa».
no ipv6 ospf network YCTaHOBUTb 3HAY€HME N0 YMOJIYaHUIO.
ipv6 ospf neighbor [06aBUTb CTaTMYECKOrO cocea:
link_local_addr - link_local_addr — yka3atb IPv6 link-local agpec cocega.
-/He 3apaH

no ipv6 ospf neighbor
link_local_addr

Ypanutb cTaTUYECKOro coceaa.

ipv6 ospf cost cost

no ipv6 ospf cost

cost: (1..65535)/10

YCTaHOBUTb METPUKY COCTOAIHWUA KaHaia, KoTopas ABNAETCA YC/I0B-
HbIM MOKasaTenem "cToMmocTn" nepecbisIKW AaHHbIX N0 KaHany.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWUIO.

ipv6 ospf dead-interval
sec

no ipv6 ospf dead-in-
terval

sec: (1..65535)/40 cekyHg,

YCTaHOBUTb MHTEPBA/ BPEMEHWN B CEKYHAAX, MO UCTEYEHWUU KOTO-
poro coceg, 6yAeT cuMTaTbCA HEAKTUBHbIM. ITOT MHTEPBAN AO/IKEH
6bITb KpaTHbIM 3HaveHuto hello-interval. Kak npasuno, dead-
interval paBeH 4 nHtepsanam otnpasku hello-nakeTos.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 ospf hello-interval
sec

no ipvé6 ospf hello-in-
terval

sec: (1..65535)/10 cekyHg,

YCcTaHOBUTbL MHTEepBas BpeMeHU B CeEKYHAax, NO UCTe4YeHUN KOTOo-
poro maplupyTusaTop otrnpasnsaeT cneayowmii hello-naker ¢ uH-
Tepdelica.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ipv6 ospf mtu-ignore

no ipv6 ospf mtu-ig-
nore

-/BbIK/IOYEHO

OTKAOYNTL NpoBepKy MTU npu ycTaHOBNEHMWU COCEeACTBA.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

ipv6 ospf passive-
interface

no ipv6 ospf passive-
interface

-/BbIK/IIOYEHO

3anpeTtutb IP-uHTEpdeicy 0bmeHMBaTbCA MPOTOKOJIbHBIMU CO0O-
LEeHUAMM C coceaamm Yepes AaHHbIM HTepdelic.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 ospf priority prior

no ipv6 ospf priority

prior: (1..255)/1

YCTaHOBWTb NPUOPMUTET MapLLPYTU3aTOPa, KOTOPbIMA UCNONb3yeTCA
ana sblbopa DR v BDR.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 ospf poll-interval
sec

no ipv6 ospf poll-inter-
val

sec: (1..65535)/120 cekyHa,

YcTaHOBUTb Nepuog mexay nocblikoi hello-naketos ana Heak-
TMBHOroO non-broadcast coceaa.

YCTaHOBUTb 3HAYEHME Mo YMOI4aHUIO.

ipv6 ospf retransmit-
interval sec

no ipv6 ospf retrans-
mit-interval

sec: (1..1800)/5 cekyHg,

YCTaHOBWTb MHTEPBAN BPEMEHU B CEKYHAAX, MO UCTEUYEHUW KOTO-
pOro MapLUpyTM3aTOP NOBTOPHO OTMPABUT MAKET, Ha KOTOPbIN He
MOAYYUA NOATBEPKAEHUA O NONYHEHUN.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

ipv6 ospf transmit-de-
lay sec

no ipv6 ospf transmit-
delay

sec: (1..1800)/1 cekyHg,

YCTaHOBUTb NPMMEPHOE BpeMA B CEKYHAAX, HeO6XOp,I/IMO€ ana
nepegadn naketa COCTOAHUA KaHasna.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

ipv6 ospf demand-
circuit

no ipv6 ospf demand-
circuit

-/BbIK/IIOYEHO

BkAtounTb nogasneHue otnpasku hello-coobuweHunit (gna nHtep-
deiicos TMNa point-to-point u point-to-multipoint) n nepmoguue-
CKUX 0B6HOBNEHWUIA LSA.

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.

KomaHOb! pexcuma Privileged EXEC

Bupa 3anpoca KoMaHAHOM CTPOKK B pexxkume Privileged EXEC:

console#
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Tabnunua 227 — KomaHabl pexkmuma Privileged EXEC ana OSPFv3

KomaHda

3HayeHue/3HayeHue no
YMOAYAHUIO

Aelicmeue

show ipv6 ospf

OT06pasunTb KoHdUrypauuio OSPF.

show ipv6 ospf area
A.B.C.D database

A.B.C.D: naeHTndukatop
30HbI B popmare IPv4-ag-
peca

0OT06pa3sunTb cocTosiHUe 6a3bl LaHHbIX KOHKPETHOM 30Hbl.

show ipv6 ospf border-
routers

OTO6pPasnTb CNNCOK NOrpaHUYHbIX MapLLPYTU3aTOPOB.

show ipv6 ospf database
[as-external | inter-prefix |
inter-router | intra-prefix |
link | network | nssa |
router] [HEX] [detail]

OTo6pa3unTb cocTossHMe 6a3bl gaHHbIX NpoToKoia OSPF:
- as-external — gns LSA tMn-5 u Tun-7;

- inter-prefix — gna LSA tun-3;

- inter-router — ana LSA tun-4;

- intra-prefix — gna LSA tmun-9;

- link — gna LSA tTmn-8;

- network — ana LSA tmn-2;

- nssa — gna LSA tun-7;

- router — ana LSA tun-1;

- HEX — oTo6pa3utb nHdopmaumio B 16-om B1ae;

- detail — oTo6pasunTb getanbHyo MHGopmaumio 06 LSA.

show ipv6 ospf interface
[vlan vian_id]

vlan_id: (1..4094)

OT06pa3unTb KoHdUrypauuto OSPF-uHTepdelicos.
- vlan — gna KoHkpeTHoro nHtepdeiica VLAN.

show ipv6 ospf neighbor

OTo6pa3unTb nHPopmaumo 06 OSPF-cocegsax.

show ipv6 ospf packet-
stats vlan vian_id

vlan_id: (1..4094)

OTO6pPa3nTb CTaTUCTMKY MO NaKeTam.

show ipv6 ospf redist-con-
fig

0OT06pa3nTb KOHUrypauuto peancTpnbyumnn.

show ipv6 ospf route

OTo6pa3unTb Tabanuy mapwpytusaumm OSPF.

show ipv6 ospf virtual-links

OT06pasnTb NapameTpbl U TEKYLLEE COCTOAHME BUPTYaNbHbIX JINH-

KOB.

4.28.5 Hacmpolika npomokKona RIP

! ®dyHKuua RIP He noaaeprkaHa B cTeKe B TeKyueit Bepcum MO.

RIP — (Routing Information Protocol) npoTokon mapLupyTHOl MHPOPMALMK, OTHOCALLMIACA K BHYT-

PEHHUM NMPOTOKO/IAM MapLwpyTniaumm guCTaHUMOHHO-BEKTOPHOIO TUNa.

KomaHObI pexcuma 2106anab6HolU KOHpuU2ypayuu

Buza 3anpoca KoMaHAHOW CTPOKM peXxmnma rnobanbHoM KoOHPUrypaumu:

console (config) #

Tabnnua 228 — KomaHabl pexkmma rnobanbHoi KoHUrypaumm

3HayeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymoa4aHuro
router rip -/- 3aliTu B peXkMm KoHdurypaumm npouecca RIP.

KomaHOosi pexcuma npouecca RIP

Buza 3anpoca KomaHZAHOW CTPOKM B pexnme KoHdUrypaumm npouecca RIP:

218

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

console (config-router) #

Tabanuya 229 — KomaHgbl pexkuma KoHpurypauum npouecca RIP

KomaHoa

3HayeHue/3HayeHue no
YMOMYAHUIO

Aelicmeue

auto-summary {disable | enable}

-/BbIK/IOYEHO

YCTaHOBUTb aBTOMaTUYECKOE CYMMMUPOBAHKE Mo
K/1accy cetu:

- enable — BKAOUUTD;

- disable — BbIKAOUYMTL.

default-metric

no default-metric

metric: (1..16)/3

YCTaHOBWUTb 3HaYEHWE METPUKM MO YMOHAHUIO ANA
MapLLPYTOB, MO/lYYEHHbIX U3 APYr1UX NPOTOKO/OB.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

distance distance

no distance

distance: (1..255)/121

YCTaHOBUTb aAMUHUCTPATUBHYIO ANCTaHLMIO ANA
mapuwpyTos RIP.

YCTaHOBWUTb 3HaYeHME N0 YMOYAHMUIO.

network ip_addr [unnum vilan
vlan_id]

no network ip_addr [unnum vilan
vlan_id]

ip_addr:A.B.C.D
vlan_id: (1..4094)

Bkntountb RIP Ha IP-uHTepdelice.

- unnum — RIP 6yaeT BKAOYEH HA UHTepdelice, Ha KO-
TOpOM He 3afaH IP-agpec, u RIP-coobueHua byayT oT-
NpaBAATbCA OT agpeca ip_addr.

Bbikntountb RIP Ha IP-uHTepdelice.

output-delay

no output-delay

-/BbIK/IIOYEHO

BKNOUMTL 3a4epKKY Mexay naketamu RIP-coobLue-
HUN.

BbIKNOUNTD 3aepKKY Mmexay naketamu RIP-coobuye-
HUWA.

passive-interface {gigabitether-
net gi_port | twopointfivegiga-
bitethernet two_port | tengiga-
bitethernet te_port | vlan
vlan_id}

no passive-interface {giga-
bitethernet gi_port | twopoint-
fivegigabitethernet two_port |
tengigabitethernet te_port | vlan
vlan_id}

gi_port: (1..8/0/1..48);

two_port: (1..8/0/1..8);

te_port: (1..8/0/1..11);
vlan_id: (1..4094)/disabled

3anpetutb IP-nHTEpdeicy nocbinate U NpuHMmaThb RIP-
coobuieHus.

PaspewuTsb IP-uHTepdeiicy nocbinaTb M NPUHUMATL
RIP-coobuwienus.

redistribute connected

no redistribute connected

-/BbIKNIOYEHO

Pa3peLLIVITb AHOHCHMpPOBaHMe connected-MapLupyTOB.

3anpeTnTb aHOHCMpPOBaHKWe connected-mapLipyTos.

redistribute static

no redistribute static

-/BbIK/IIOYEHO

PaspewnTb aHOHCUMPOBaHME CTAaTUHECKUX MapPLUPYTOB.

3anpeTuTb aHOHCUPOBaHME CTaTUHECKMX MapLLPYTOB.

redistribute ospf

no redistribute ospf

-/BbIKNIOYEHO

PaspewnTb aHOHCMPOBaHNE MapPLLPYTOB, NOJYYEHHbIX
no npotokonay OSPF.

3anpeTuTb aHOHCMPOBAHME MAPLIPYTOB, NONYYEHHbIX
no npotokoay OSPF.

redistribute bgp

no redistribute bgp

-/BbIK/IOYEHO

PaspewnTb aHOHCUMPOBaHWE MAPLLPYTOB, NONYYEHHbIX
no npotokonay BGP.

3anpeTnTb aHOHCMPOBAHME MaPLLPYTOB, NONYYEHHbIX
no npotokonay BGP.

redistribute all

no redistribute all

-/BbIK/IOYEHO

Paapeu.wm; AHOHCMpPOBaHME MapLlpyToB U3 BCEX NOA-
AEPHKNBAEMbIX MPOTOKO/10B.

3al'|peTl/ITb AHOHCMpPOBaHME MapLlpyToB U3 BCeEX NOA-
AEPHKNBAEMbIX MPOTOKO/10B.

security {maximum | minimum}

no security

-/maximum

YCcTaHOBWTb YpOBeHb 6e30nacHoCTy:

- maximum — RIPv1-nakeTbl 6yayT UTHOPUPOBATLCA,
KOrga BK/OYEHa ayTeHTUPMKaLMA;

- minimum — RIPv1-nakeTbl 6yayT NpMHUMATLCS,
Aaxe ecnv ayTeHTUGMKaLuma BKaoYeHa.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.

version {1 [2] | 2[1] | none}

no version

-/No YMONYaHUIO YCTaHOB-
neHbl v 1 m 2 Bepcum

YctaHoBuTb Bepcumio RIP:

-1 —RIPv1;

-2 — RIPv2;

- none — He nocbiiatb RIP-coobueHus.

YCTaHOBUTb 3HAYeHMe No YMONYaHUIO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

Buza 3anpoca KOMaHAHOM CTPOKM:

console (config-if) #

Tabaunuya 230 — KomaHabl pexkmma KoHpurypauum nHtepderica VLAN

KomaHda

3HayeHue/3HayeHue no ymonya-
HuK

Aelicmeue

ip rip default route in-
stall

no ip rip default route
install

-/BbIK/IIOYEHO

YCTaHOBWTb LW/IO3 MO YMONYaHWIO B TabamLy maplu-
pyTu3auum, ecam oH npucyTcTeyet B RIP-coobuue-
HUAX.

YCTaHOBWTb 3HaYeHMe N0 YMOJYaHUIO.

ip rip default route
originate metric

no ip rip default route
originate

metric (1..15)

BKNtoUNTL 06BbABAEHME LWNKO33 NO YMONYAHUIO:
- metric — MeTpWKa 418 MapwpyTa No YMOIYAHWUIO.

BbIK/0UYUTL 06BABAEHUE W03 N0 YMONYAHHUIO.

ip rip receive version
{11211 2[1] | none}

no ip rip receive ver-
sion

-/No ymonyaHuio yctaHoseHbl M 1 1 2
BEpcUn

YctaHosuTb Bepcuio RIP gna npuHnMmaembix nake-
TOB:

-1 —RIPvl;

-2 — RIPv2;

- none — He nocbinatb RIP-coobuieHus.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

ip rip send version {1
[2] | 2[1] | none}

YctaHoBuTb Bepcumto RIP ana otnpasnsembix nake-
TOB:

no ip rip summary-ad-
dress ip_addr pre-
fix_length

-/N0 YMONYaHMIO yCTaHOB/eHbI U 1 1 2 -1—RIPv];
Bepcum -2 — RIPv2;
- none — He nocbinatb RIP-coobuieHus.
no ip rip send version YCTaHOBWTb 3HaY€HME MO YMOIYAHUIO.
ip rip split-horizon BKkntounTb pacwenneHne ropusoHTa.
[poisson] /BRIOUEHO - poisson — peBepPCcUBHO 06BABAATL CETU, NPUHATbLIE
Ha TeKyLLeM UHTepdelice Kak HeAOCTUKMMbIE.
no ip rip split-horizon BbIKNOUMTb pacLienneHne ropusoHTa.
ip rip summary-ad- BbINONHUTBL CyMMUPOBAHME MapLLIPYTOB.
dress ip_addr pre- - ip_addr — IP-agpec ceTn Ha3HayeHus;
fix_length / - prefix_length — IP-macka cetu.

BbIkntounTb CYMMUPOBaHME MapLUPYTOB.

ip rip timers basic up-
date invalid garbage

no ip rip timers basic

update (10..3600)/30 cekyHza;
invalid (30..500)/180 cekyHz;
garbage (120..180)/120 cekyHz,

YCTaHOBUTb 3HaYEHMA TaNMepPOoB.

- update — MHTepBan MeXAay oTnpasieHnem ob6HoB-
NeHnm;

- invalid — vHTepBan, Nnoc/ie KOTOPOro MapLLpPYThI
6yayT NOMeYeHbl Kak He4OCTUXMMbIE, €C/IU OHU He
06HOBAANUCD;

- garbage — WHTEpBan, NOC/Ae KOTOPOro MapLLpPYThbI
6yAayT YAaneHbl, eCiv OHU He 0BHOBAAUCD.

YCTaHOBWTb 3HAYeHUA No YMO4YaHUIO.

ip rip auth-type {md5
| sha-1 | sha-256 |
sha-384 | sha-512 |
text key string}

no ip rip
authentication

-/BbIKAOYEHO

Bkntounts RIP-ayTeHTUGUKaUMIO M 3a4aTb €€ Tun.
- md5 — ucnonb3osaTtb WndpoBaHue MD5;

- sha-1 — ncnonb3oBaTb WndpposaHme SHA-1;

- sha-256 — ucnonb3oBatb WndposaHme SHA-256;
- sha-384 — ucnonb3osatb wWndposaHme SHA-384;
- sha-512 — ncnonb3oBatb WnpposaHue SHA-512;
- text key — He ncnonb3osatb WndposaHue (na-
ponb nepenaéTcs B OTKPLITOM BUAE);

- string — naponb.

BbikntounTb RIP-ayTeHTUdMKaLMIO.

ip rip authentication
key-id key_id key
string

key_id (0..255);
string (1..16) cumBonoB

[06aBUTb KNtOY ayTEHTUDUKALNN.
- key_id — naeHTUOUKATOP KNtoua;
- string — naponb.
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no ip rip authentica-
tion key-id key_id

Yaanutb Kntou.

ip rip key-id

key_id {start-accept |
start-generate | stop-
accept | stop-gener-
ate} year-mon-
dd,hh:mm:ss

key_id (0..255);
year: (2000..2100);
mon: (01..12);
dd (01..31);
hh: (00..23);
mm: (00..59);
ss: (00..59)

YCTaHOBUTbL NapameTpbl /1A Kato4a ayTeHTUPUKA-
umu.

- start-accept — 3a4aTb Bpemsa, HauMHAA C KOTOPOro
[LEeNCTBYET KoY Ha NPUEM;

- start-generate — 3a4atb Bpemsa, Ha4MHaA C KOTO-
poro AencTByeT KoY Ha nepeaady;

- stop-accept — 3aaTb Bpems, 0 KOTOPOro Aein-
CTBYET K/tOY HA NPUEM;

- stop-generate — 3a4aTb Bpems, 4,0 KOTOPOro Aei-
CTBYET K/ItOY Ha nepeaavy;

- year-mon-dd,hh:mm:ss — pata v Bpems, 3Ha4eHune
no ymosa4yaHuto ana start-accept v start-generate:
2000-01-01,00:00:00.

KomaHObl pexcuma Privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKK B pexume Privileged EXEC:

console#

Tabnunua 231 — KomaHgb! pexxkuma Privileged EXEC

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

show ip rip authentication

OT06pasnTb MHPOPMALMIO O ayTEHTUPUKALUM.

show ip rip database
[ip_addr prefix_length]

OT06pa3nTb 6a3y AaHHbIX.
- ip_addr — IP-agpec ceTu;
- prefix_length — IP-macka ceTw.

show ip rip peerinfo

OT06pa3nTb MHPOPMALMIO O cocessX.

show ip rip statistics

OTo6pa3nTb 06LLYHO CTATUCTUKY U CTAaTUCTUKY NO UHTEP-
deticam.

4.29 O6HoBNEHME NporpaMmMHOro obecneveHus c cepsepa TFTP

.‘

Cepsep TFTP aosKeH 6biTb 3anyLLeH M HAaCTPOEH Ha KOMNbloTepe, ¢ KoToporo 6yaer 3arpy-
KaTbcA nporpammHoe obecneueHune. Cepeep AOMKEH MMETb paspeLleHue Ha uTeHue daid-

JI0B HauyaNbHOro 3arpysumka u/mnm cuctemuoro MNO. Komnoblotep ¢ 3anyweHHbIMm TFTP-cep-
BEpPOM A,0/1KeH BbiTb A0CTYNEH A4/19 KOMMYTaTopa (MOXKHO NPOKOHTPOAUPOBATL, BbINO/HUB
Ha KommyTaTope KomaHay ping A.B.C.D, rge A.B.C.D — IP-agpec KomnbloTepa).

Sy Yy,

poicTs ¢ Haanunem USB-nopra.

.‘

AUMO y4YUTbIBaTb cnegyrouime 0Cc06EeHHOCTU, NPUBEAEHHbIE NO CCbIJIKE.

4.29.1 Ob6HoBMEHUEe cucmemMHO020 Npo2pamMmMHo20 obecrneyeHus

O6HoBNeHue nporpamMmmHoro obecneueHua moxert OCyLecCTBNATbLCA TO/IbKO Nnpusuaernpo-
BaHHbIM NOJib30oBaTeneM.

O6HoBneHMe nporpamHoro obecnevyeHna ¢ USB-HaKonuTens BO3MOMHO TOJIbKO ANA YCT-

Mpn o6HoBNeHMN obpa3a nporpammHoro obecneyeHua Ao sepcum HuKe 10.4.0 Heobxo-

3arpysKa ycTponcTBa ocyliecTtsasercs us ¢daina cuctemHoro nporpammHoro obecneyeHus (M0),
KOTOPbIA XpaHUTcA BO Gnsw-namaAtv. MNpu obHoBNEeHUM HOBbIM dann cuctemHoro MO coxpaHseTca B
CNeumnanbHO BblaeNeHHOW obnact namaTu. lMpu 3arpyske YCTPOMCTBO 3anycKaeT aKTUBHbIN dalin

cuctemHoro MO.

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

221


https://docs.eltex-co.ru/pages/viewpage.action?pageId=210927672

HELTEX

MATH.

Mpoueaypa obHoBneHuA 10:

CKonunpoBsaTb HOBbIN dalii NPOrpaMmHOro obecrneyeHma Ha YCTPOMCTBO B BblAeeHHYO 061acTb na-
dopmaTt KomaHab!:

console# copy tftp://tftp_ip_address [:port]/[directory]/filename image

Nnu KomaHaon:

console# firmware upgrade
tftp://tftp_ip_address[:port]/[directory]l/filename

Mpumep KomaHabl ans 3arpysku MO yepes sftp:

console# copy
sftp://username:password@Tftp ip address[:port]//[directory]/filename
image

Mpumep KomaHAabl gna 3arpysku MO ¢ USB-HakonuTena:

console# copy usb://[directory]/filename image

HoBas Bepcua NnporpammHoro obecneyeHns CTaHeT akTUBHOM Noc/ie nepesarpyskn KOMMyTaTopa.

[Dna npocmoTpa AaHHbIX O BEPCUAX MPOrPamMmmHOro obecneyeHns N UX aKTUBHOCTU BBEAUTE KOMaHAOY

show bootvar:

console# show bootvar

4.30 Pexxum otnagku

PexMM OTNafKM NO3BOMSET CHUMATb [AOMNONAHWUTE/NbHYIO AMArHOCTUYECKYD WHbOPMaumio C

YCTPOICTBA.

KomaHObI pexcuma 2a0b6aab6Hol KOHuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHPUrypaumm:

console (config) #

Tabnunua 232 — KomaHabl pexkmma rnobanbHol KoHdurypaumm

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o yMoAYAaHUIOo

debug iss enable { init-shut | BKOYUTL reHepaLmio 0TAaf04HbIX COOBLEHUI AN KOHKPETHOTO
management-trc | data-path- 6/710Ka CUCTEMHOTO MOAYNA iSS.
trc | cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail} .
debug iss disable { init-shut | /disable BbIKNOYNTL reHepaunto OTNAA0YHbIX COOBWEHNI ANA KOHKpeT-
management-trc | data-path- Horo 6/10Ka CUCTEMHOIO MOAYNA iss.
trc| cntrl-plane-trc | dump-
trc | os-resource-trc | all-fail}

KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#
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Tabnuua 233 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HavyeHue
o ymon4YaHuro

Aelicmeue

no debug all

OTKOUYNUTL BbIBOZ, BCEX OTNIAZL0YHbIX COOBLLEHMIA.

dump sockets

[MpocMOTp BCEX COKETOB B CUCTEME.

dump mem location [len byte]

location: (1..0xffffffff);
byte: (1..256)

OTo6pasnTb COAEpPKMMOro NamsaTM M3 3agaHHoN obnactu na-
MATH.

dump {task | sem | que} name
[name]

MokasaTb feTanu 3agaun, ovepeam nam cemadopa npu npucsoe-
HWUM UMEHU TacKa.
- name — Ha3BaHWe Tacka.

debug test mem alloc bytes

bytes: (1..4294967295)

BblaennTb 6710Ka NamaATh ¢ 3a4aHHbIM B 6aiiTax pasmepom.

debug test mem free

OcBob60aMTb BblAENEHHDbIM 610K NamATH.

debug show sensor
temprerature index

index: (0..3)

OT06pa3nTb 3HaYEHNA AaTYMKA TeMmnepaTypbl.

KomaHOb1 pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabanuya 234 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug np module { all | aps |
cfa | eth | fwl | igs | ip | iss |
isspi | 12app | Ia | mau | mids
| mstp | pnac | qosx | rstp |
tcam | vct | vlan } [level {all |
errors | general | polling}]

no debug np module { all | aps
| cfa | eth | fwl | igs | ip | iss |
isspi | 12app | la | mau | mids
| mstp | pnac | qosx | rstp |
tcam | vct | vlan}

BKNOUUTL reHepauuio oTnafouHbIX cooblweHnn ansa NPAPI gna
YKa3aHHoOro moayns.

BbIK/MOYNTL reHepaLmio 0T1af04uHbIX coobweHnin ana NPAPI gns
yKasaHHoOro moayns.

debug show vlan np port
[fastethernet fa_port |
gigabitethernet gi_port |
twopointfivegigabitethernet
two_port

| tengigabitethernet te_port |
port-channel group]

fa_port: (1..8/0/1..24);
gi_port: (1..8/0/1..48);
two_port: (1..8/0/1..8);
te_port: (1..8/0/1..11);
group: (1..64)

OTo6pasnTb KoHPUrypaumio nopta NPAPI.

debug show ip arp np
interfaces

OTobpasuTb aepeso nHtepdeiricos ARP 8 NPAPI.

4.30.1 KomaHObl omaadku 015 uHmepdgeiicos

[aHHbIN pexXnm OTNaAKM YCTaHaBAMBAET TPACCUPOBKU A/1A MHTepdencoB AN YKAa3aHHOIO YPOBHSA

severity.

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnunua 235 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMon4aHuio

Aelicmeue

debug interface all severity

BK/IIOUMTL reHepaLmio OTNaf04HbIX COOBLLEHNIA Ana BCeX BUA0B
TPaCcCUPOBOK.

- severity: (0..7)/- — —
no debug interface all BbIK/OUNTb reHePaLLMIO OTNI3A04HbIX COOBLLEHUI AN UHTEpden-
CcoB.
debug interface arp-pkt-dump BKntounTb TpaccupoBKu gamna naketos ARP.
severity
severity: (0..7)/-
no debug interface arp-pkt- BbIKNOUMTb TPACCUPOBKKM Aamna naketos ARP.
dump
debug interface buffer severity BKAOUNTL reHepaumio oTag0uHbIX COOBLEHMIA AN NaKeTHOro
bydepa.
- severity: (0..7)/- —
no debug interface buffer BbIKNOUYUTb reHepaLmio OTNaA04HbIX COOBLWEHN ANA NAaKETHOro
bydepa.
debug interface enet-pkt- BKAtounTb TpaccupoBKu gamna naketos Ethernet.
dump severit
P - y severity: (0..7)/-
no debug interface enet-pkt- BbIKNtOUMTb TPAacCMPOBKKM Aamna nakeTos Ethernet.
dump
debug interface fail-all severity BKNOUMTL reHepaLmio OT/1Iag04uHbIX COOBLLEHWI NPU BO3HUKHO-
. BEHWUM BCEX BUA0B COOEB, BKIOYAA BaANAALMIO NAKETOB.
- - severity: (0..7)/- -
no debug interface fail-all BbIKNOUYUTb reHepaLmio OTAa40UYHbIX COOBLLEHNI MPU BO3HUKHO-
BeHuu cboes.
debug interface ip-pkt-dump BKNOUMTL TpacCcMpoBKM gamna naketos |P.
severit
y - - severity: (0..7)/-
no debug interface ip-pkt- BbIKNOUMTb TPACCUPOBKKM Aamna nakeTos IP.
dump
debug interface os severity leHepupoBaTb 0TNaf04Hble coobleHna ansa pecypcos OC.
no debug interface os severity: (0..7)/- BbIKNOUNTb reHepaLmio 0T1a404YHbIX COODLLEHWNI ANA pecypcos
oC.
debug interface track severity BKNOUUTL reHepaumio OTAaA0UHbIX COOBLEHUIA CAEXKEHNA UH-
severity: (0..7)/- Tepdelica.
no debug interface track BbIKNOUYUTb reHepaLmio 0TAaf04YHbIX COOBLLEHUI CEXKEHUA UH-
Tepoeiica.
debug interface trc-error BK/11OYUNTL reHepaLmio OTN1a04HbIX COObLLeHMIA OLWNMBOK NHTep-
severit! eincos.
Y severity: (0..7)/- ¢

no debug interface trc-error

BbIKNtOUNTb reHepaLmio 0TAaL04YHbIX COOOLLEHNI OWNBOK UH-
Tepdelicos.

4.30.2 Omnadka VLAN

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perkmuma EXEC:

console#

Tabnunua 236 — KomaHabl pexkmma EXEC

KomaHda

3HavyeHue/3HayeHue
o yMmon4aHuio

Aeiicmeue

debug vlan all-debug

no debug vlan all-debug

BKNlOUMTL reHepaumio BCeX OTNAA0YHbLIX COOb6LEeHUt moayna
VLAN.

BbIK/OYUTL reHepaumio BCex OT/IaZouHbIX CoobLEeHnt moayna
VLAN.

debug vlan all-module

no debug vlan all-module

BK/IIOYUMTL reHepauumio OTNaZ0uHbIX COOBLLEHMI, KacatoLmxcs
npuopuTeTa, 36bITOUHOCTH, Nepesaqn TpaduKa.

BbIK/NOUUTL TeHepaunto 0TAaA0uHbIX COObLLEeHMN, Kacatowmxcs
npuopuTeTa, N3bbLITOYHOCTH, Nepesdayn TpaduKa.
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debug vlan buffer

no debug vlan buffer

BK/OYUTL reHepaumio oTnafouHbIx coobueHuit 6ydepos vian.

BbIK/IIOUNTL FreHepaLmio 0TIaf04YHbIX Co0bLeHni bydepos vian.

debug vlan ctpl

no debug vlan ctpl

BKNOYMTL reHepaumio OTNAAO0YHbIX COOBLLEHWUIA ynpaBaeHUs
vlan.

BbIKNOYNTL FreHepaumio OTAaZ04HbIX COOBLLEHUI ynpaBaeHus
vlan.

debug vlan data

no debug vlan data

BKAOYUTbL reHepaumto OTNAaf0uHbIX COObLLeHN obmeHa AaH-
HbiMU vlan.

BbIK/IIOYNTL reHepaLmio OTNaf04HbIX coobueHnin obmeHa AaH-
HbimM vian.

debug vlan dump

no debug vlan dump

BKHOUNTB reHepaLmio 0T1ag0uHbIX COOBLEHNIA 3aXBaTa NakeTos
vlan.

BbIKNOUYNTL reHepaumio OTAaL04HbIX COOBLLEeHNIA 3axBaTa Nake-
ToB vlan.

debug vlan failall

no debug vlan failall

BKNOUMTbL reHepaumio OT/NagouYHbIX coobueHnint 06 owmnbkax
vlan.

BbIK/MIOUNTL FreHepaumio oTAafZouYHbIX coobueHnin 06 owmnbkax
vlan.

debug vlan fwd

no debug vlan fwd

BKAHOUMTD reHepaLmio OTAaL0uYHbIX COODbLWEHUIM nepegayun Tpa-
duka vlan.

BbIKNOUNTB reHepaLmio OT1a04HbIX COObLLEeHUI Nepeaayn Tpa-
duka vlan.

debug vlan global

no debug vlan global

BKOUNTb reHepaLmio OTNaf04HbIX COObLWeHUi rnobanbHo no
moaynto vlan

BbIK/IOYNTL TEHEPaLMIO OTaA0uHbIX CO0BLWEeHNI r106asbHO No
mogynto vlian

debug vlan initshut

no debug vlan initshut

BKAOUMTL reHepaLmio OTAaL04UHbIX COO6|J.LeHVIﬁ MU3MEHEHUA COo-
CTOAHMNA moAayna vlan.

BbIK/MOYNTL reHepaumIo 0T1af04YHbIX COOBLWEHN M3MEHEHUA CO-
cTosAHMA moayAns vlan.

debug vlan mgmt

no debug vlan mgmt

BKNIOUMTL TreHepaumio OTNAAO0YHbIX COObOLLIEHMI ynpaBaeHUA
vlan.

BbIKNOYNTL reHepaLMio OTNAA0YHbIX COOBLLEHUI ynpaBaeHus
vlan.

debug vlan os

no debug vlan os

BKAOUNTbL FreHepaLmio OTNaA04YHbIX COOBLEHNI Ana pecypcos
moayns vlan, Kpome 6ydepos.

BbIKNOUMTL reHepaLuio OTNaf0uHbIX COOBLLEHMI 4NA pecypcoB
mozayns vlan, kpome bydepos.

debug vlan priority

no debug vlan priority

BKAOUMTL FreHepaLuio OTAad0uHbIX COOBLEHMIM NMpUopPUTETOB
vlan.

BbIKNHOUYNTL FreHepaumio 0TNaA04HbIX COOBLLEHNI NPMOPUTETOB
vlan.

debug vlan redundancy

no debug vlan redundancy

BK/OYNTbL FreHepaumio OTNaA04HbIX COOBLEHMI M3BLITOYHOCTU
vlan.

BbIK/IIOYNTb FreHepaLmio OTAaA04HbIX COOBLLEHNI M36bITOYHOCTH
vlan.

debug garp

no debug garp

-/BbIK/IIOYEHO

BkatounTb oTnagky npotokona GARP.

BbIkntounTb OTNAAKY npoToKona GARP.

4.30.3 OmnadkKa Ethernet-oam

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnunuya 237 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4YeHue
110 yMOAYAHUIO

Aelicmeue

debug ethernet-oam all

no debug ethernet-oam all

BK/IIOUMTL reHepaLmio BCEX OT/IAZ04YHbIX COOBLLEeHNI eoam.

BbIKNOUYMTL reHepaLmio BCeX OTNaf04HbIX COObLEeHMI eoam.

debug ethernet-oam buffer

no debug ethernet-oam buffer

BKAtounTb reHepaymio coobuieHnin bydepos eoam.

BbIKNOUMTL reHepaumio coobuieHunii bydepos eoam.

debug ethernet-oam config

no debug ethernet-oam config

BKtOUNTL reHepaumio coobLeHnin KoHourypaumm eoam.

BbIKNHOUNTbL reHepaLmio coobuieHnit KoHburypauum eoam.

debug ethernet-oam ctrl

no debug ethernet-oam ctrl

BK/IIOUMTL reHepaLmio coobLLeHNi ynpaBaeHmsa eoam.

BbIK/NOYNTb reHepaL o COobLLEHNIA yNpaBaeHUa eoam.

debug ethernet-oam discovery

no debug ethernet-oam
discovery

BKAtounTb reHepaumio cooblueHui npouecca 06HapyKeHUs co-
cepeli eoam.

BbIKNHOUMTb reHepaLuuio coobLeHNt npoLecca 06HapysKeHna co-
ceaeni eoam.

debug ethernet-oam failure

no debug ethernet-oam failure

BKAtounTL reHepaymio coobuieHnin owmnbok eoam.

BbIKNOUMTb reHepaunio coobLLeHmni ownbok eoam.

debug ethernet-oam func-
entry

no debug ethernet-oam func-
entry

BK/IIOUMTL reHepaLmio coobLieHnit BXo4a B GyHKLMKM eoam.

BbIK/OYMTb reHepaLmio coobLleHnit BXo4a B GYHKLMM eoam.

debug ethernet-oam func-exit

no debug ethernet-oam func-
exit

BKNOUUTL reHepaLmio coobLeHnit Bbixoaa U3 GpyHKLMIA eoam.

BbIKNOUUTb reHepaumio coobLLeHUI BbiIxoaa U3 GyHKLUMIA eoam.

debug ethernet-oam init

no debug ethernet-oam init

Bkatountb reHepauyuto COO6LIJ,€HI417I M3MEHEHNA COCTOAHMA MO-
Ayna eoam.

BbIKNtOUNTL reHepaL Mo COOBLWEHNN U3MEHEHWUS COCTOAHUA MO-
ayna eoam.

debug ethernet-oam Im

no debug ethernet-oam Im

BKAtounTb reHepaymio coobuieHni link-monitor eoam.

BbIKNOUUTb reHepaumio coobuieHuit link-monitor eoam.

debug ethernet-oam loopback

no debug ethernet-oam
loopback

BKntounTb reHepaymto coobuieHnin remote-loopback eoam.

BbIKNOUUTL reHepaumio coobuieHunii remote-loopback eoam.

debug ethernet-oam mux-
parser

no debug ethernet-oam mux-
parser

Bkatountb reHepauyuto COO6LIJ,€HI417I COCTOAHUM mux-parser ecam.

BbIKNOUMTb TEHEepaLuto COODOLEHUN COCTOAHUIA Mmux-parser
eoam.

debug ethernet-oam pkt

no debug ethernet-oam pkt

BKOUNTL reHepaumio coobuieHunin Ans naketa eoam.

BbikntounTb reHepauuto COO6LIJ,€HM171 ANA NaKeTa eodam.

debug ethernet-oam
redundancy

no debug ethernet-oam
redundancy

BkAtounTb reHepaumio C006IJJ,EHMI71 n3bbITOYHOCTM eoam.

BbIKNtoUnTL reHepaumio C006LI.I,EHI/IIZ n3bbITOYHOCTM eoam.

debug ethernet-oam resource

no debug ethernet-oam
resource

BKNIOUUTL FreHepaLmio COobLEHNI ANA pecypcoB eoam, Kpome
bydepos.

BbIK/NOUMTL reHepaLmnio COobLLEeHNIA A9 pecypcoB eoam, Kpome
bydepos.

debug ethernet-oam rfi

no debug ethernet-oam rfi

BK/IOUMTL reHepaunto coobLLeHU yaaneHHOro obHapy»KeHus
aBapuit eoam.

BbIK/HOYMTb reHepaLmio CoobLeHN yaaneHHOro obHapysKeHus
aBapuit eoam.

debug ethernet-oam var-
reqresp

no debug ethernet-oam var-
reqresp

BK/IIOUMTb reHepaLmio CoobLEeHNA AnA 3HaYeHUA 3anpoCcoB-0T-
BETOB eoam.

BbIKNOYMTL reHepaumto coobLLeHni ana 3Ha4YeHU 3anpocoB-oT-
BETOB eoam.
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4.30.4 MypHanuposaHue omaado4Hbix coobuwjeHuli

C nomouwplo gaHHoro 6710Ka KOmMaHA HacTpaMBaloTCA MapameTpbl BeAeHWA XKypHaia OTNadKku B
cucTeme.

HasBaHue KypHana coaeput B cebe gaty ero cosgaHus Ha flash.

KomaHObl pexcuma 2n106a1b6HOU KOHGpU2ypayuu

Bua, 3anpoca KOMaHAHOW CTPOKM peXxnma rnobaibHOM KOHGUrypaumm:
console (confiqg) #

Tabnunua 238 — KomaHab! pexuma rnobanbHon KoHduUrypaumm

Komanda 3HayeHue/3HayeHue Neiicmeue
no yMmon4aHuo
debug-logging { console | file MepeHanpaBWTb BbIBOA OTN3aA0YHbIX COODBLWEHMI B KOHKpETHOe
| buffered-file} pacrnonoeHue.
console — B TepMMHaN KOHCONM;
file — B oTaenbHbIN dain Ha flash;
buffered-file — 8 otaenbHbIN Bydep, npu ncuepnaHum pecypca by-
depa — B palin Ha flash.
no debug-logging YCTaHOBWTb 3HaYeHME N0 YMOIYAHMIO.
debug-logging log-path YcTaHOBUTL pacnosioxkeHue daiina, B KOTOPbIM 3anucbiBatoTca de-
{flash_url} flash:/LogDir/Debug/ bug-coobLeHus.
no debug-logging log-path YCTaHOBUTb 3HaYEHME N0 YMONYAHUIO.
’ ‘ UHPopmaumna o debug-logging log-path xpaHutca 8 ¢paitne nvram. [ina Bo3BpaTta AUPEKTO-
e puu no ymonuyaHuio Tpebyerca ucnonb3oBatb KomaHAay no debug-logging log-path nau
delete startup.
’ ‘ Mpu ucnonb3oBaHnMm KomaHgbl clear logs debug file ctTupaetca Bce coaepxumoe anpeKTo-
H pun, B KOTOpoi Haxogatca ¢ainbl KypHanoB. PekomeHayeTcs UCNONb30BaTh OTAE/IbHYIO

OVUPEKTOPUIO UIN UPEKTOPUIO MO YMONUAHUIO A8 XPaHEHUA }KYPHANoB Bo usbexaHue no-
Tepu KOHPUrypaLoHHbIX ¢paiinos.

’ ‘ Bo3moyKHa coBmecTHasa pabota KomaHa debug-logging console u debug-logging {file |
N buffered-file}

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 239 — KomaHabl pexkuma EXEC

3HayeHue/3HayeHue .
KomaHoa / Aelicmeue
10 yMoA4YaHuo

clear logs debug file OuunCcTUTb coaepRumoe gupektopun c debug-painamm.
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4.30.5 KomaHObl 015 omaadku ¢hyHKYyuli ynpasneHus

KomaHOwbi pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexxunma EXEC:

console#

Tabnunuya 240 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMon4aHuio

Aelicmeue

debug radius {all | errors |
events | packets | responses |
timers}

no debug radius

-/BbIKNOYEHO

BK/IIOUMTb reHepaLmio OTIaZl04YHbIX COOBLLEeHMI ANA NPOTOKoAa
RADIUS.

BbIKNtOUNTb reHepaL Mo OTAa[04HbIX COOBLWEHMI 418 NPOTOKONA
RADIUS.

debug tacacs {all | dumprx |
dumptx | errors | info}

no debug tacacs

-/BbIKNOYEHO

BK/IIOUMTb reHepaLmio OTaf04YHbIX COOBLLEeHMI ANA NPOTOKoAa
TACACS.

BbIK/OYUTb FeHepaumio OT1aA04HbIX COOBLLEHMI 414 MPOTOKO1A
TACACS.

debug ssh {all | duffer | ctrl |
data | dump | mgmt| resource
| server | shut}

no debug ssh {all | duffer | ctrl
| data | dump | mgmt |
resource | server | shut}

-/BbIKNOYEHO

BKAtOUMTL reHepaL Mo 0TN1aA04HbIX coobuweHnin ana SSH.

BbIKNOUNTb reHepaLMio OT1aL04YHbIX CO0bLWeHnI aas SSH.

debug terminal take

no debug terminal take

-/BbIK/IIOYEHO

BKNOUUTL BbIBOA, OTNIAA0UHbIX COODLLEHWI B TEKYLLEMN
SSH-/Telnet-ceccuu.

BbIKNtOUNTL BbIBOA, OTNAf04HbIX COODLLEHUI B TERYLLEN
SSH-/Telnet-ceccuu.

4.30.6 KomaHObI 0n5 omnadku npomokona DHCP

KomaHgapl faHHOro 6710Ka BKAOYAKOT oTc/exneaHme moayns DHCP.

KomaHOwb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perknuma EXEC:

console#

Tabnunua 241 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug ip dhcp snooping {all |
critical | entry | exit | debug |
fail}

no debug ip dhcp snooping {all
| critical | entry | exit | debug
| fail}

-/BbIKNIOYEHO

BKNtOUYNTL reHepauuio coobueHmnit otTnaakm ¢yHkummn DHCP
Snooping.

BbIKNHOUMTL reHepaLmio coobuieHunii oTnaakm dyHKummn DHCP
Snooping.

debug ip dhcp client all

no debug ip dhcp client all

-/BbIK/IOYEHO

BKNtOUNTL reHepaumio Bcex coobLieHnit otnagkm eyHkumm DHCP
client.

BbIKNOYMTb reHepauuio BCeX COOBLEHMI OTAaAKM YHKLMUK
DHCP client.

debug ip dhcp client {bind |
errors | event | packets}

no debug ip dhcp client {bind |
errors | event | packets}

-/BbIKNOYEHO

BKNOUMTL reHepauuto BbIBOPOYHbIX COOBLEHNI OTNaaKK GyHK-
umm DHCP client.

BbIK/MOYMTL reHepauumio BblI6OPOUHbIX COOBLLEHUIA OTAaAKM
¢dyHKuum DHCP client.
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debug ip dhcp relay {all |
errors}

no debug ip dhcp relay {all |
errors}

-/BbIK/IIOYEHO

BKNOUYNTL reHepauuio cooblueHuii othagkm ¢yHkumm DHCP re-
lay:

- all — Bce oTn1agoyHble coobuieHuns;

- errors — oT1af04Hble COObLWEeHNA NPy oLMbKax.

BbIK/IOUNTL reHepaumio coobuieHmnii otnaaku eyHkumm DHCP re-
lay.

debug ip dhcp server {all |
bind | arrors | events | linkage
| packets}

no debug ip dhcp server {all |
bind | arrors | events | linkage
| packets}

-/BbIK/IIOYEHO

BKAOYUTB reHepaumio BbI6OPOYHbIX COOBLEHMI OTNAAKU PYHK-
unu DHCP server.

BbIK/IIOYNTL reHepauuio BblI6OPOYHbIX COOBLIEHUA OTNaAKM
dyHKumm DHCP server.

debug show ip dhcp np
interfaces

MokaszaTtb KoHOUrypaLmio GYHKUUN KOHTPOAA NpoToKoia DHCP.

4.30.7 Omnadka ¢pyHKyuu PPPoE-IA

KomaHOb1 pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnuya 242 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

debug pppoe intermediate-
agent all

no debug pppoe intermediate-
agent

BK/OUNTB reHepaumio Bcex OTIaA04HbIX coobLieHnin PPPoE-IA.

BbIK/MIOYNTL reHepaLmio BCeX OTNaf04HbIX coO0bLeHnin PPPOE-IA.

debug pppoe intermediate-
agent entry

no debug pppoe intermediate-
agent

BKAHOUMTD reHepaL Mo OTIaA04HbIX COObLEHNI 0 BXoae B QYHK-
umu PPPOE-IA.

BbIKNOUNTL reHepaLmio BCex 0T1ag04HbIX coobuweHnin PPPOE-IA.

debug pppoe intermediate-
agent exit

no debug pppoe intermediate-
agent

BKIOUMTbL reHepauuio OTNaJ0uHbIX COODLLIEHMI O Bbixoge M3
dyHKUMI1 PPPOE-IA.

BbIKNOUNTL reHepaLmio BCex 0TAag04HbIX coobuweHnin PPPOE-IA.

debug pppoe intermediate-
agent fail

no debug pppoe intermediate-
agent

BKNOYNTL TEeHepauuio OTNaA0uYHbIX coobuwieHnit 06 olwmnbkax
PPPOE-IA.

BbIK/OYNTL reHepaLmio BCeX OTIaf04uHbIX co0bLeHnin PPPOE-IA.

debug pppoe intermediate-
agent pkt

no debug pppoe intermediate-
agent

BKAOUMTL reHepauMio OTNAaf04HbIX COObLeHW O nakeTtax
PPPoE-IA.

BbIK/MIIOYNTb reHepaLmio BCeX O0TIaf0uHbIX coO0bLeHnin PPPOE-IA.

4.30.8 Omnaadka ¢pyHkyuu DCS

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK pexxknma EXEC:

console#

Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx

229




HELTEX

Tabnunua 243 — KomaHabl pexkmma EXEC

Komanda 3HayeHue/3HavyeHue Neiicmeue
no ymon4aHuro
debug dcs all BKNOUUTL reHepaumio BCeX OTNAA04HbIX coobueHui dcs.
no debug dcs i BbIKNHOUYNTL reHepaL Mo BCeX 0TNaL04HbIX CO0bLeHMi dcs.
debug dcs entry BKNOUNTL reHepaLmio 0T/1a404HbIX COODOLLEHNI 0 BXOAE B QYHK-
R umm dcs.
no debug dcs BbIKNOUUTb reHepaLmio BCEX OTNaA04HbIX CO0bLLeHMI dcs.

debug dcs exit

BK/IIOUMTb rEHEpaLMio OTNAJ0YHbIX COOBLEHUI O BbIxoAe W3
byHKUuMM dcs.

no debug dcs BbIKNHOUYMTL reHepaL Mo BCex 0TNaL04HbIX CO0bLeHmi dcs.
debug dcs fail BK/IOUMTL reHepauuio 0T1ag04uHbIX coobeHnin 06 owmnbkax dcs.
no debug dcs BbIKNOUYUTb reHepaLuio BCeX 0TNaA04HbIX coobLLeHuMI dcs.

4.30.9 Omnadka pyHkyuli QoS

KomaHOowbi pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKKM perkmuma EXEC:

console#

Tabnunua 244 — KomaHabl pexkmma EXEC

no debug qos ctrl

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
o ymMmon4aHuro
debug qos buffer BKNOUNTL reHepaunto OTNaf0uHbIX CoobleHnn gna bydepos
QosS.
no debug qos buffer i BbIKNOUNTb reHepaumto OTNaA04HbIX cooblieHunit ana bydepos
QosS.
debug qos ctrl BKNOUUTL reHepaumio 0T1ag04HbIX COODLLEHUI ANA ynpaBieHus

Qos.

BbIKNHOUMTL reHepaLmio OTNaA04HbIX COOBLEeHN ans ynpasne-
Hua QoS.

debug qos dump

no debug qos dump

BK/IIOUMTL reHepaLLmio 0T1a404HbIX COObLLEeHM I no nakeTam QoS.

BbIkno4YnTL reHepauunto OT/1a404HbIX COO6LLI,eHl/Il71 MO NaKeTam
Qos.

debug qos failall

no debug qos failall

BKAOUUTL reHepauuio OTNaf04YHbIX COObLLIEHMIA MO owKnbKam
QosS.

BbIKNOUNTb reHepaLmio OTNaA04HbIX COOBLLIEHMI NO OWKnbKam
QosS.

debug qos init-shut

no debug qos init-shut

BKNOUMTL reHepaumio OTNaA04HbIX COOBLWEHMIA NO U3MEHEHUIO
coctoaHma moayna QoS.

BbIKNHOUYMTbL reHepaumio 0TAaA04HbIX COOBLEHMI NO USMEHEHUIO
coctoaHma moayna QoS.

debug gos mgmt

no debug gos mgmt

BKNtOUNTL reHepaLmio OTAaA04HbIX COOBLLEeHMIA ANA ynpaBieHnn
QosS.

BbIKNHOUMTL reHepaL Mo OTIaA04HbIX COOBLEeHU ans ynpasne-
Hua QoS.

debug gos os

no debug qos os

BKAIOUUTL reHepaLmio OTNaf0uHbIX COOBLEeHUI Ana pecypcos
QoS, kpome bydepos.

BbIKNIOYUTL reHepaLuio OTIaf04HbIX COOBLLEHMIT AR pecypcos
QoS, kpome bydepos.

debug show gos meters

OT06pa3nTb MHGOPMALMIO O KOJIMYECTBE BblAEeNEHHbIX U CBOBOA-
Hbix QOS Meters.
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4.30.10 KomaHObI 019 omaadku npomokosaa SNTP

KomaHapbl gaHHOro 6/10Ka NO3BOIAKT CHUMATb A0MNO/HUTENbHYIO ANArHOCTUYECKYIO MHbOPMaLMIoaNs NPo-
TOKOoN1a SNTP.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:
console#

Tabnuua 245 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue .
KomaHoa / Aelicmeue
0 yMon4YaHuo

debugsntp {all | all-fail | buff | BK/OYUTB reHepaumio 0TNagouHbIX coobuieHmsa 610ka SNTP.
control | data-path | init-shut
| mgmt| resource}

- -/BbIKNOYEHO
no debugsntp {all | all-fail | BbIKNHOUYNTL reHepaLmio OT1a404HbIX cooblieHna 6aoka SNTP.

buff | control | data-path |
init-shut | mgmt| resource}

4.30.11 KomaHObI 019 omaadku npomokona STP

KomaHgbl AaHHOro 6/10Ka NMO3BOAAOT CHUMATb LOMOAHUTENbHYIO AMArHOCTUYECKY0 MHpopmaumo ans
npotokona STP.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KomaHAHOM CTPOKK pexunma EXEC:
console#

Tabnunua 246 — Komanapl pexkuma EXEC

Komanda 3HayeHue/3HavyeHue Neiicmeue
no ymMon4YaHuto
debug spanning-tree global BKOYUTL reHepaumio OTAaf04HbIX COOBLWEHNI ANA NPOTOKONA
-/BbIKNOYEHO STP rnobanbHo.
no debug spanning-tree global YCTaHOBWTb 3HAaYEHME MO YMONYAHUIO.
debug spanning-tree all BKNHOUMTb reHepaLmio BCex 0T1af04uHbIX COObLEeHMI ans NpoTo-
-/BbIKNOYEHO Kona STP.
no debug spanning-tree all YCTaHOBWUTb 3HaYEHME MO YMOYAHUIO.
debug spanning-tree errors BKAOUUTL reHepaumto coobLeHuit oTnaaKku ana npotokona STP
-/BbIKﬂlOHeHO Ana ANarHoCTuku OWNBOK.
no debug spanning-tree errors YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
debug spanning-tree init-shut BKNOUMTD reHepauuio coobLLeHnit oTaagKM aaa npoTtokona STP
Ana init u shutdown. 3Ta TpaccupoBKa reHepupyeTca Npu Heyaau-
-/BbIK/IIOYEHO HOM AW yCNeLwHOW UHULMANM3ALMIK UK 3aKPpbITUKM moayns STP.
no debug spanning-tree init- YCTaHOBUTb 3Ha4YeHME NO YMOHAHUIO.
shut
debug spanning-tree BKNIOUMTbL reHepauuio COODOLWEHU OTNafZKM Mpu ynpaB/ieHun
management npoTtokonom STP. OTnafouHble COOBLEHUA TeHEPUPYIOTCA KaK-
-/BbIK/OYEHO Obli pas, Koraa Bbl HaCcTpamBaeTe Kakne-nmbo ¢yHkumm STP.
no debug spanning-tree YCTaHOBWUTb 3HAYEHWE MO YMONYAHUIO.
management
debug spanning-tree memory BKNHOUMTbL reHepauumio OTNPaBKM OTNAZLOYHbIX COOBLWEHUIA npu
HEeyJaYHOM M yCneLwHOM BblAeeHnn namaT ansa STP-npouecca.
- -/BbIK/IIOYEHO
no debug spanning-tree YCTaHOBWTb 3HAYEHME MO YMOYAHUIO.
memory
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debug spanning-tree bpdu

no debug spanning-tree bpdu

-/BbIKNOYEHO

BK/toUnTb reHepauuio coobLeHnit oTnagku ana npotokona STP
npv HeyAa4yHOM M yCrnewHom npueme, nepegade n obpaboTtke
naketos BPDU.

YCTaHOBWTb 3HaYeHMe N0 YMOJTHAHUIO.

debug spanning-tree events

no debug spanning-tree events

-/BbIKIOYEHO

BKtOUYNTL reHepaLLmio COOBLEHNI OTAAAKMN ANA COOLITUIA KOHDK-
rypaumm npotokona STP. CooblieHus reHepupyloTca npu
HacTpolike GyHKLmIA STP.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

debug spanning-tree timers

no debug spanning-tree timers

-/BbIKIOYEHO

BK/IIOUMTL reHepaLMio COOBLEHUI OTAAAKM NPU HeyaauHoM,
ycnewHoM 3anycke, Npu OCTaHOBKe MW Nepe3anycke TaliMepos
npoTokona STP.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine }

no debug spanning-tree {port-
info-state-machine | port-
receive-state-machine | port-
role-selection-state-machine |
port-transmit-state-machine|
pseudolnfo-state-machine}

-/BbIK/IIOYEHO

BKAtOUNTL reHepaumto coobLeHnit oTAagKK Ana NOpPTOB, 3a4ei-
CTBOBaHHbIX B NOCTpOeHUU aepesa STP.

YCTaHOBUTb 3HAYEHUe Mo YMO/T4aHUIO.

debug spanning-tree
redundancy

no debug spanning-tree
redundancy

-/BbIKNOYEHO

BK/IIOUMTL reHepaumio coobLieHnin OTNaLKM B Pe3epBHOM y3ne
STP npu BbINONHEHUW PE3EePBHOMO KONMPOBAHUA MHOOPMALMM O
KOHOUrypauum oT akTUBHOTO y3/1a.

YCTaHOBWTb 3HaYeHMe N0 YMOJHAHUIO.

debug spanning-tree sem-
variables

no debug spanning-tree

-/BbIK/IIOYEHO

BKAtOUNTL reHepaunio coobleHuii oTnaakun ana npotokona STP
npv HeyAa4YHOM M yCNewWwHOM CO34aHUM U yaaneHme cemadopa.

YCTaHOBUTb 3HAYEHME MO YMOJIHAHUIO.

debug show spanning-tree
port-state { fastethernet
fa_port | gigabitethernet
gi_port |
twopointfivegigabitethernet
two_port | tengigabitethernet
te_port}

OTo6pa3nTb STP-cOCTOAHMA NOPTa BO BCEX CYLLECTBYIOLWMNX UH-
CTaHcax.

debug show spanning-tree
vlan-mapping [instance]

instance: (0..63)

OT1o6pa3snTtb mannuHr VLAN no nHctaHcam. Ecam ykasaH onuuo-
HaNbHbIM NapameTp instance, TO BbIBOAUTCA MannuHI TONbKO ANA
3TOro MHCTaHca.

debug spanning-tree bridge-
detection-state-machine

-/BbIK/IOYEHO

BK/IIOUMTbL OT/Iaf04YHbIE COOBLEHNA 418 MeXaHM3Ma ObHapyKe-
HUA coceaen.

debug spanning-tree topology-
change-state-machine

-/BbIK/IIOYEHO

BkAounTb oTnagouHble COO6LLI|EHVIF| ONnAa mexaHnsma o6Hapy>Ke-
HWA U3MEHEHU I TOMONOTUMN.

4.30.12 KomaHObI 0518 omaadku npomokona LLDP

KomaHabl gaHHOro 610Ka NO3BONAKOT CHMMATb AONO/NTHUTE/IbHYKO ONArHOCTUYECKYHO VIHd)OpMaLI,VII-O

41Aa NnpoToKkona LLDP.

KomaHOwbl pexcuma EXEC

Bua 3anpoca KomaHAHOM cTPOKKM pexnma EXEC:

console#
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Tabnunua 247 — KomaHab! pexkuma EXEC

KomaHoa

3HayeHue/3HavyeHue
110 yMOAYAHUIO

Aelicmeue

debug lidp all

no debug lidp all

-/BbIK/IIOYEHO

BKNHOUMTB reHepaL Mo Bcex 0T/1af04HbIX COOBLLEHUI ANs NPOTO-
Kona LLDP.

YCTaHOBWUTb 3HAYEHME NO YMONYaHUIO.

debug lidp all-fail

no debug lldp all-fail

-/BbIK/IIOYEHO

BKNHOUMTB reHepaLunio coobLLeHNI 0TAagKK gns npoTokoa LLDP
O1A AMArHOCTUKM OLUMBOK.

YCTaHOBUTb 3HaYeHMEe N0 YMONYAHMUIO.

debug lidp {buf | critical | ctrl
| data-path | init-shut | mgmt
| pkt-dump | redundancy |
resourve}

no debug lidp {buf | critical |
ctrl | data-path | init-shut |
mgmt. | pkt-dump |
redundancy | resourve}

-/BbIK/IIOYEHO

BKAOYNUTL TeHepaumio BblBOPOUYHbIX OTNALO0YHbIX COOBLLEHWIA
npoTtokona LLDP.

- buf — oThagouHble coobleHUs, cBsAzaHHble ¢ bydepom LLDP;

- critical — oThagouHbIE COOBLLEHNA KPUTUYECKOTO YPOBHS;

- ctrl — oThagoyHble coobueHus npu cboe Npu U3SMEHEHUU Uan
nonyyeHunu 3anucei LLDP;

- data-path — oTnagouHble coobuieHuns, Kacatowmecs nyT1 nepe-
0a4n UM nosydeHma 3anucen LLDP;

- init-shut — oThago4HbIe coobLWEeHMA NPY HeYAAYHOW UHULMANN-
3auuMm 1 BbiKIOYeHMM moayna LLDP;

- mgmt — oTnagouHble cooblueHna npu cboe B KOHOUTypauum
nobont n3 dyHkumit LLDP;

- pkt-dump — oT/13404HbIE COOBLWEHUA ANA TPACCMPOBKN AAMMNOB
NaKeToB;

- resource — OT/Naf04Hble coobLeHuns, cBA3aHHbIe C pecypcamm
OC. 3Ta TpaccMpoBKa reHepupyeTca npu cboe B ouepeanax coob-
LLEHWNA.

YCTaHOBWUTb 3HAYeHMe No YMON4YaHULO.

debug lidp tlvall

no debug lidp tlv all

-/BbIK/OYEHO

leHepunpoBaTb OTNAaA04YHbIE COOBLEeHNs gna Bcex TLV-onuuii.

YCTaHOBUTb 3HaAYeHMe No YMONYaHUIO.

debug lldp tlv {chassis-id |
inventory-management | lag |
mac-phy | max-frame | med-
capability | mgmt-addr |
mgmt-vid | network-policy |
port-vlan | ppvlan | proto-id |
pwr-mdi | sys-capab | sys-
descr | sys-name | ttl | vid-
digest | vlan-name}

no debug lidp tlv

-/BbIK/OYEHO

leHepMpoBaTh OTNaA04HbIE COOBLEHNA ANA BbIGOPOUHbIX QYHK-
umii TLV-onuuit.

YCTaHOBUTb 3Ha4YeHME N0 YMOHAHMUIO.

4.30.13 KomaHObI 018 omaadku ¢pyHkyuu IGMP Snooping

KomaHabl gaHHoro 610Ka NO3BOAKOT CHAMATD AONO/THUTENIbHYIO ANAarHOCTUYECKYHO Mchopmau,mo

Ana npotokona IGMP.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#
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Tabnnua 248 — KomaHapl pexxkuma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug ip igmp snooping all

no debug ip igmp snooping all

-/BbIKNOYEHO

BK/IIOUMTL reHepaumio Bcex OTNaA0UHbIX COOOLWEeHNA ANna QyHK-
umn IGMP Snooping.

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

debug ip igmp snooping {entry
| exit}

no debug ip igmp snooping
{entry | exit}

-/BbIK/IOYEHO

BKNOUNTL reHepaumio OTNaf0YHbIX COOBWEHUI Aana guarHo-
CTUKM BXOAa-Bbixoaa B pyHKuUuto IGMP Snooping.

YCTaHOBUTb 3HAYeHUE NO YMO/THaHUIO.

debug ip igmp snooping fwd

no debug ip igmp snooping
fwd

-/BbIKNOYEHO

BKNtOUNTL reHepaL Mo 0Taf04HbIX COOBLWEHMI B Cydae nepec-
Cbl/IKM 6a3bl AaHHbIX IGMP.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

debug ip igmp snooping grp

no debug ip igmp snooping grp

-/BbIK/IIOYEHO

BKAtOUNTL reHepaLLmio OTAaA04HbIX COOBLLEHMIA, B ClyYae 3aaen-
cTBOBaHMA MHPopmaumm o IGMP-rpynnax.

YCTaHOBUTb 3HAYeHMe No YMO/THaHUIO.

debug ip igmp snooping init

no debug ip igmp snooping init

-/BbIKNIOYEHO

BKAtOUNTL reHepauuio coobuweHns no cobbITUAM MHULMANN3a-
umu u shutdown, nHpopmaumsa 3aHocuTca B dpain.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHMUIO.

debug ip igmp snooping {mgmt
| redundancy | resourses|
vlan | src}

no debug ip igmp snooping
mgmt

-/BbIK/IIOYEHO

BKAtounTb reHepaumio BbIGOPOYHbIX OTNAA0YHBIX COODLLEHWUN
ana ¢yHkumn IGMP Snooping.

YCTaHOBUTb 3HAYEHMe No YMO/THaHUIO.

debug ip igmp snooping pkt

no debug ip igmp snooping pkt

-/BbIKNIOYEHO

BKNOUUTL reHepaLmio 0T/1afg04YHbIX COOBLLEHMI NPU BO3HUKHO-
BEHWM OWIMOKM Npu nepegaye uam npueme naketos IGMP.

YCTaHOBUTb 3HaYeHMe N0 YMOAYAHMUIO.

debug ip igmp snooping qry

no debug ip igmp snooping qry

-/BbIK/IIOYEHO

BKntounTb reHepaumio NakeTosB NpW OTMPaBKE UAN MOAYYEHUMN
query-naketos IGMP.

YCTaHOBUTb 3HAYEHME MO YMONUYAHWUIO.

debug ip igmp snooping tmr

no debug ip igmp snooping tmr

-/BbIKNIOYEHO

BK/IIOUMTL reHepaLmio NakeToB B TeX CAy4anX, KOraa 3a4encTBo-
BaHbl TaMepbl.

YCTaHOBUTb 3HAYEHME MO YMONYAHMUIO.

debug ip igmp snooping trace
{all | data-path | ctrl-path | Rx
| Tx}

no debug ip igmp snooping
trace {all | data-path | ctrl-
path | Rx | Tx}

-/BbIK/IOYEHO

BKNOUMUTL reHepaumio OTNAaAO0YHbIX COOOLIEHMI Ana AnarHo-
CTUKM TPACCUMPOBOK, CBA3AHHbIX C NPOoTOKoA0M IGMP.

- all — BKNOYUTL reHepaL Mo BCex OT/Ia404HbIX COODLEHNI;

- RX — BK/IIOYMTb reHepaLmio OT1aA04HbIX COOBLLEeHNI ana Tpac-
CUPOBKM NPUHUMAEMbIX MAKETOB;

- TX — BK/IOUYNUTL FreHepaL Mo OTaA04HbIX CO0bLLEeHUIA ana Tpac-
CUPOBKM NepefaBaeMbIX NaKeToB;

- ctrl-path — BK/IlOUMTb reHepaL Mo OTAaL04HbIX COOBLLEHMI NpK
NPOXOXKAEHUN KOHTPOIbHOM ynpaBastoLLen MHbopmaLumnm;

- data-path — BKOUNTL reHepaLMio OTNaZL0YHbIX COODLLEHNI
NPy NPOXOXKAEHUN MYNbTUKACT-TpadUKa.

YCTaHOBUTb 3HaYeHue no YMO/IHaHUIO.
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4.30.14 Omnaoka 0naa port-channel

KomaHOowb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnuua 249 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

debug lacp all

no debug lacp all

BKOUYNTL reHepauuio Bcex 0TAag04HbIx coobueHnia ana LACP.

BbIKNOUUTb reHepaLmio BCeX OTNaA04HbIX cooblueHunia ansa LACP.

debug lacp buffer

no debug lacp buffer

BKNOUUTL reHepaL Mo oTnaA04HbIX coobuweHnin no bydpepam LACP.

BbIKNOUMTb reHepaumio OTAafoYHbIX coobuweHnin no bydepam
LACP.

debug lacp data

no debug lacp data

BKNOUMTL reHepaLmio 0TAaf04HbIX COOOWEHN 0bMeHa AaHHbIMK
LACP.

BbIKNOUMTb reHepauumilo OTNaf04uHbIX COOBWEHNN obMeHa A[aH-
Hbimu LACP.

debug lacp events

no debug lacp events

BK/IIOUMTL reHepaumio OT/NafLOo4YHbIX COOBLWEHUI Mo cobbiTAm
LACP.

BbIK/OUMTL FeHepaLuio OT1aA04YHbIX COOBLWEHNI NO cobbITUAM
LACP.

debug lacp failall

no debug lacp failall

BKNOUMTL reHepaumio 0T1ag04uHbIX coobLeHni no owmnbrkam LACP.

BbIKNOUMTb TreHepaLmio OTNAaA0YHbIX COOOWEHMA NO OWMbKam
LACP.

debug lacp init-shutdown

no debug lacp init-shutdown

BKAOUYNUTL reHepaLmio OT1aA04HbIX COOBLLEHUI UBMEHEHUSA COCTO-
aHuna LACP.

BbIKNHOUMTL FreHepaumio OTAaf04HbIX COOBLLEeHUA N3MEHEHMUA CO-
ctoAHuAa LACP.

debug lacp mgmt

no debug lacp mgmt

BK/IIOUMTL reHepaLmio OTNaf04HbIX COOBLLEHNIA NO YNPaBAAIOWLMM
coobuieHuam LACP.

BbIKNOUMTb reHepaLMio OTNaf0YHbIX COOBLEeHUI Mo ynpasasto-
Wwmm coobuweHnam LACP.

debug lacp os

no debug lacp os

BKNOUMTL reHepaumio 0T1ag04uHbIX coobuweHnin no pecypcam LACP,
nckntoyan bydepol.

BbIK/MOUMTL TeHepauuto OTAaf40uYHbIX COOBLEHMI Mo pecypcam
LACP, nckntoyas byoepbl.

debug lacp packet

no debug lacp packet

BKNtOUNTL reHepaumio 0TNaL04uHbIX coobueHui no naketam LACP.

BbIKNIOUMTL reHepauuio OTNaf04HbIX COOBLEHWI No nakeTam
LACP.

KomaHOowbl pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnuya 250 — KomaHgb! pexkmuma EXEC

KomaHoa

3HayeHue/3HayeHue
o ymon4aHuo

Aelicmeue

debug etherchannel all

no debug etherchannel all

BK/IIOUMTL reHepaLmio BCeX OTNIaZL04YHbIX coobLeHui ans LAG.

BbIK/NIOUMTb reHepaLmio BCEX OTIaZ04YHbIX CO0bLeHnl ans LAG.

debug etherchannel detail

no debug etherchannel detail

BK/IIOUNTL reHepaumio noapobHbIX OTNaL40UHbIX COOBLEHNI ans
LAG.

BbIK/IOYMTb reHepaLmio NoAPo6HbIX OTNAA0UHbIX COOBLLEeHMI ans
LAG.
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debug etherchannel error

no debug etherchannel error

BKNHOUMTL reHepaumio OTAa404HbIX coobweHnin 06 ownbKax LAG.

BbIKNOYNTL reHepaumio OTNaA0uHbIX cooblieHuii 06 olwmnbKax
LAG.

debug etherchannel event

no debug etherchannel event

BK/OYUTB reHepaLmio 0TNa40uHbIX CO0bLeHN No cobbiTuam LAG.

BbIK/IOUMTL TeHepaLMio OTIaL04YHbIX COOBLEHNI MO cobbiTAm
LAG.

debug etherchannel idb

no debug etherchannel idb

BKNOUUTL reHepaLmio 0TAag04HbIX COOBLLEHWNI NO AeCKpUnTopam
nHTepoencos LAG.

BbIK/IIOYNTb reHepaLmio OTNa404HbIX COOBLLEHNIA NO AECKPUNTO-
pam nHTepdelicos LAG.

4.30.15 Omanadka loopback-detection

KomaHOowb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkmuma EXEC:

console#

Tabnunuya 251 — KomaHabl pexkmma EXEC

KomaHda

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

debug loopback-detection all

no debug loopback-detection
all

BKNOUUTL reHepaumio Bcex oT1aA0uHbIX coobuieHnin LBD.

BbIKNtOUMTb reHepaLmio BCeX OTNaL04HbIX coobLeHni LBD.

debug loopback-detection
buffer-alloc

no debug loopback-detection
buffer-alloc

BKNOUMUTL reHepauuio OTAafouHbIX cooblieHuit ana bydepos
LBD.

BbIKNHOUMTL reHepaLmio OTNafL0uHbIX coobleHnin ans bydepos
LBD.

debug loopback-detection
control

no debug loopback-detection
control

BKNOUUTL reHepauuio OTNaA04HbIX COOOLEHUIA ynpaBneHus
LBD.

BbIKNtOUMTb TreHepaLmto OTNAA0YHbIX COOOLLEHMI ynpaBieHus
LBD.

dump

debug loopback-detection pkt-

no debug loopback-detection
pkt-dump

BKIOUMTb reHepaLmio 0T1Ia404HbIX COOBLLEHMI 3aXBaTa NaKeTos
LBD.

BbIKNHOUMTL FreHepauuio 0TAaf0uHbIX COOBLLLEHUI 3axBaTa Nake-
ToB LBD.

flow

debug loopback-detection pkt-

no debug loopback-detection
pkt-flow

BK/IIOUMTL FeHepaumio OTNaZ0UHbIX COOBLEHUI MOTOKOB Tpa-
¢uka LBD.

BbIKNOUNTL reHepaL Mo OTNaf04HbIX COOBLLEHNA NOTOKOB Tpa-
¢uka LBD.

4.30.16 Omnaadka 0aa npomokoaa SNMP

KomaHObI pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKM perknuma EXEC:

console#

Tabnunua 252 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3Ha4yeHue
o ymon4aHuio

Aeiicmeue

debug snmp

no debug snmp

BKtOUYNTL reHepaumio Bcex 0TAag04HbIX coobuweHnint ans SNMP.

BbIKNOUMTL reHepaLuio BCeX OTNAfO0YHbIX coobuieHui ans

SNMP.
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4.30.17 KomaHObI 0018 duazHocmuKu napamempos TCAM

KomaHapl AaHHoro 6/10ka nNo3Bo/IAKT CHUMATb AOMNOJIHUTE/IbHYIO AMArHOCTUYECKY0 MHbOPMaLUIO

ana TCAM.

KomaHOowbl pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexuma EXEC:

console#

Tabnuua 253 — KomaHabl pexkmma EXEC

KomaHoa

3HayeHue/3HavyeHue

no ymon4aHuro

Aelicmeue

debug show tcam

OT06pa3suTb HPopmaumio o TCAM.

debug show tcam domains

0OT06pa3nTb nHPpopmaumio o gomeHax TCAM.

debug show tcam block
block_index [all]

0OT06pa3nTb MHPopMauuto o 61oke TCAM 1 fonyCcTUMbIE 3anUCHK.
- block_index — nHaekc 6n1oka TCAM. block_id: (0..11);
- all — neyaTb BCcex 3anucelt, BKAOYAA HEAOMYCTUMbIE.

debug show tcam entry
entry_index

0OT06pa3uTb MHPopmaumto o 3anucn TCAM n ee none.
- entry_index — nHaekc 3anucn TCAM; entry_id:(0..1535);

debug show tcam entry
allocated

0OT06pasnTb MHGOPMaALMIO O 3ape3epBUPOBAHHBIX U UCMOJb30-
BaHHbIX 3anucax TCAM n o nx Bnagenbuax.

debug show tcam portmask

OT06pa3unTb Tabamuy macok noptos TCAM.

debug set tcam entry entry_id
field f_type data f_data mask
f_mask

debug unset tcam entry
entry_id field f_type

entry_id: (0..1535);

f_type: (0..114);
f_data: (0..65535);
f_mask: (0..65535)

YKa3aTb T1n nona TCAM.

CTepeTb gaHHble NOAA YKa3zaHHoro entry_id.

debug set tcam entry entry_id
enable

BkatounTb paboty 3anmcn TCAM ¢ 3agaHHbIM entry_id.

- entry_id: (0..1535) -
debug set tcam entry entry_id Bbikntountb paboTy 3anncu TCAM c 3agaHHbIM entry_id.
disable
debug set tcam entry entry_id entry_id: (0..1535) MepemecTnTb yKasaHHyto 3anmMcb TCAM B HazHa4YeHHYyto.
move move {number number}
debug set tcam entry entry_id YcTaHOBUTL geicteme drop 418 NakeTos, KOTOPbIE HE NMOMann H1
action drop [ withdraw ] entry_id: (0.1535) noa, o4HoO Npasuno.
debug unset tcam entry OTKNOYNTb AEeNCTBUE YAANEHUS.
entry_id action drop
debug set tcam entry entry_id MepeHanpaBuTb MaKeTbl, MONajatoLimMe NoA NPaBUIO C yKa3aH-
action redirect { port_number HbiMm entry_id B 3agaHHbIM NOpT Uam Ha LINY.
| cpu} entry_id: (0..1535)
debug set tcam entry entry_id OTKNOYNTbL NepeHanpasB/ieHne NakeTos.
action redirect
debug set tcam entry entry_id [06aBUTb BHYTPEHHW TEr K NakeTam, nonagatowmm nog TCAM-
action inner-tag assign { vlan- 3anuch € yKasaHHbIM enter_id.
id | shift | shift-from-outer-tag .
| inner-pvid } assigned_val entry_id: {0..1535)
debug unset tcam entry Y[anuTe BHYTPEHHUI Ter.
entry_id action inner-tag assign
debug set tcam entry entry_id YCTaHOBWUTb AeiCTBME BHYTPEHHero Tera ¢opmatMpoBaHua 4na
action inner-tag format { none 3anucu TCAM.
| untag | tag | keep } - none — He BbINOJIHATL HUKAKoe AeincTeue;
- untag — yAanuTb BHYTPEHHW Ter;
entry_id: (0..1535) - tag — BCTaBUTb BHYTPEHHWIA Ter;

debug unset tcam entry
entry_id action inner-tag
format

- keep — coxpaHuTb cogep:kumoe Tera.

Ypanute feicTeue Tera.
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debug set tcam entry entry_id

action outer-tag assign { vlan-

id | shift | shift-from-inner-tag
| outer-pvid } assigned_val

debug unset tcam entry
entry_id action outer-tag
assign

entry_id: (0..1535)

[,06aBUTb BHELIHWIA TET K NakeTam, nonagatowmm nog, TCAM-3a-
MUCb C yKasaHHbIM enter_id.

Y[anuTb BHELWHMI Ter ¢ NakeToB C 3agaHHbIM entry_id 3anucu
TCAM.

debug set tcam entry entry_id
action outer-tag format { none
| untag | tag | keep }

debug unset tcam entry
entry_id action outer-tag
format

entry_id: (0..1535)

YCTaHOBUTbL AEWCTBME BHELIHEro Tera GopmMaTUpOoBaHuA s 3a-
nucn TCAM.

- none — He BbIMOJIHATb HUKaKOe AeNCTBUE;

- untag — yaanuTb BHELWHWUI Ter;

- tag — BCTaBUTb BHELWHWUI TET;

- keep — coxpaHuTb cogeprKkMmoe Tera.

Ypanutb aencteue Tera.

debug set tcam entry entry_id
action {inner-tpid inner-tpid |
outer-tpid outer-tpid}

debug set tcam entry entry_id
action {inner-tpid | outer-tpid}

entry_id: (0..1535)

[06aBUTb BHYTPEHHUI UK BHelWwHUIA TPID K yKasaHHOM 3anucu
TCAM.

YAanuTb BHYTPEHHUIN UAM BHelwHU TPID M3 yKa3aHHOW 3anucu
TCAM

debug set tcam entry entry_id
action remark { inner-user-pri
| other-user-pri | dscp | ip-
precedence | copy-ipri-to-opri
| copy-opri-to-ipri | keep-
inner-pri | keep-outer-pri }
rem_val

debug set tcam entry entry_id
action remark

entry_id: (0..1535)

HactpouTb nepesanucb napameTposB QoS Ans yKasaHHOM 3anucu
TCAM.

- copy-ipri-to-opri — ckonnupoBaTb NPUOPUTET U3 BHYTPEHHETO
Tera BO BHELWHWUN;

- copy-opri-to-ipri — ckonnpoBaTb NPUOPUTET U3 BHELLHErO Tera
BO BHYTPEHHUIA;

- dscp — nepesanucatb none DSCP B 3aronoske IP;

- inner-user-pri — nepesanucatb npuoputet 802.1p BO BHYTPEH-
Hu Ter VLAN;

- ip-precedence — nepesanucaTb nose ToS B 3aronoske IP;

- keep-inner-pri — coxpaHUTbL NPUOPUTET BHYTPEHHErO TEra;

- keep-outer-pri — coxpaHuUTb MPUOPUTET BHELLIHETO Tera;

- outer-user-pri — nepesanuncatb npuoputet 802.1p BO BHELWIHEM
Tere VLAN.

Ypanutb nepesanucb napameTtpos QoS AnA yKazaHHOW 3anucu
TCAM.

debug show tcam applications

OT06pasunTb 06wyt MHPopmauuio o TCAM.

debug show tcam range

0OT06pasunTb TabAULy CPaBHEHUA AMana3oHa.

debug show tcam udb

Moka3saTb Tabanuy Bbibopa noneit (cmeweHuns UDB).
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DHELTEX

NPUNOXEHUE A. KOHCO/IbHbINA KABE/1b

W@ G| W G

6) () () (9

RJ-45 DB-9

PucyHok A.1 = MoaxntoueHne KOHCOIbHOTO Kabens
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NMPUNOXEHUE b. NOAAEPXUBAEMbIE 3HAYEHUA ETHERTYPE

Tabnunuya b.1 — NoaaepkmBaemble 3HaveHus EtherType

0x22DF 0x8145 0x889e 0x88cb 0x88e0 0x88f4 0x8808 0x881d 0x8832 0x8847
0x22EO0 0x8146 0x88a8 0x88cc 0x88e1l 0x88f5 0x8809 0x881e 0x8833 0x8848
0x22E1 0x8147 0x88ab 0x88cd 0x88e2 0x88f6 0x880a 0x881f 0x8834 0x8849
0x22E2 0x8203 0x88ad 0x88ce 0x88e3 0x88f7 0x880b 0x8820 0x8835 0x884A
0x22E3 0x8204 0x88af 0x88cf 0x88e4 0x88f8 0x880c 0x8822 0x8836 0x884B
0x22E6 0x8205 0x88b4 0x88d0 0x88e5 0x88f9 0x880d 0x8824 0x8837 0x884C
0x22E8 0x86DD 0x88b5 0x88d1 0x88e6 0x88fa 0x880f 0x8825 0x8838 0x884D
0x22EC 0x86DF 0x88b6 0x88d2 0x88e7 0x88fb 0x8810 0x8826 0x8839 0x884E
0x22ED 0x885b 0x88b7 0x88d3 0x88e8 0x88fc 0x8811 0x8827 0x883A Ox884F
Ox22EE 0x885c 0x88b8 0x88d4 0x88e9 0x88fd 0x8812 0x8828 0x883B 0x8850
Ox22EF 0x8869 0x88b9 0x88d5 0x88ea 0x88fe 0x8813 0x8829 0x883C 0x8851
0x22F0 0x886b 0x88ba 0x88d6 0x88eb 0x88ff 0x8814 0x882A 0x883D 0x8852
0x22F1 0x8881 0x88bf 0x88d7 0x88ec 0x8800 0x8815 0x882B O0x883E 0x9999
0x22F2 0x888b 0x88c4 0x88d8 0x88ed 0x8801 0x8816 0x882C O0x883F 0x9c40
0x22F3 0x888d 0x88cb 0x88d9 0x88ee 0x8803 0x8817 0x882D 0x8840

0x22F4 0x888e 0x88c7 0x88db 0x88ef 0x8804 0x8819 0x882E 0x8841

0x0800 0x8895 0x88c8 0x88dc 0x88f0 0x8805 0x881a 0x882F 0x8842

0x8086 0x8896 0x88c9 0x88dd 0x88f1 0x8806 0x881b 0x8830 0x8844

0x8100 0x889b 0x88ca 0x88de 0x88f2 0x8807 0x881c 0x8831 0x8846

240 Ethernet-kommymamopei cepuli MES14xx, MES24xx, MES3400-xx, MES37xx




HELTEX

NMPUNOKEHUE B. OYEPEAU ANA NPUHUMAEMOIO HA CPU TPA®UKA

Tabnuua B.1 - PacnpeaeneHune odyepegeit ana npuHumaemoro Ha CPU Tpadumka ana MES1428, MES2428,

MES2408, MES3708P

Cepesuc Homep ouyepedu

DHCP relay, Firewall (yBegomneHue o Hayane aTaku), L2PT, EOAM 1
Port Security (yBegomneHune o NpeBbIlWEHNUN OTPAHUYEHUNSA), HE3APETUCTPUPOBAHHbIN 2
MynbTUKacT (pexxkum IP based IGMP/MLD snooping)

DHCP client, DHCPv4/v6 snooping, IPv6 NDP 3
ARP, PPPOE IA 4
EAPOL, IGMP/MLD snooping 5
Tpaduk c MAC DA KommyTaTopa 6
3ape3epBnpoBaHO 7
BPDU, LBD, Slow Protocol (LACP) 8

Tabnuua B.2 - PacnpeaeneHne odepegeit ana npuHnmaemoro Ha CPU Tpaduka gna MES2424, MES2424B,
MES2424P, MES2410-08DP, MES2410-08DU, MES2448, MES2448B, MES2448P, MES2420-48P, MES2420B-
24D, MES2420D-24DP, MES2411X, MES3400-24, MES34001-24, MES3400-24F, MES3400-48, MES3400-

48F, MES3710P

Cepsuc Homep ouyepedu
Mpounii Tpaduk 1
Firewall (ysegomneHue o Havane aTaku) 2
HesapeructpmpoBaHHbIi MyabTUKacT (B pexkmume IP based IGMP/MLD) 7
Port Security (yBeaomneHue o npesbllLEHNN OrpaHNYeHuns) 8
DHCP Client/Snooping 12
PPPoE IA Snooping 12
L2NTFY 14
DHCP Server/Relay 15
EAPOL 16
L2 Protocol Tunneling 16
LLDP 18
OAM 20
IPv6 ND Inspection 21
ARP Inspection 22
IGMP/MLD Snooping 24
MNaketbl ¢ MAC DA u IP DA KommyTaTopa 25
Slow protocols (LACP) 30
BPDU 31
Loopback detection 31
Stacking 32
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NPUNOMEHUE I. PACLLULM®POBKA CIMUCKA MNMPOLECCOB

HaszeaHue OnucaHue
TMR# YnpasneHue Taimepamu
PKTT Mepuoanyeckas oTnpaBKa NaKeToB (ceiyac He UCNOb3yeTcA, NoaAepPKUBAET TONbKO Heart Beat)
VemT O6paboTka cobbITUiM cTeKa (ceiyac He ncnosbyeTcs)
SMT SYSLOG
HBTS OTtnpaBkKa 1 nonyyeHue HeartBeat-nakeToB 419 KOHTPO/IA COCTOAHMA YCTPOWUCTB B CTEKE
RMGR OpraHu3auma B3aMMOAENCTBUA MeX Ay NPOTOKONAaMM Ha Pa3HbIX YCTPOWCTBAX CTEKA
D_SpP MNocTpoeHne ToNoaorMmM cTeka
D_LM KOHTpOAb COCTOAHMA CTEKOBLIX NOPTOB
RMFT CuHXpOHM3aLmMa GpaiinoB MexKay YCTPOMUCTBAMU B CTEKE
RMCS CUHXPOHM3aLUMA KOHPUTypaLMM MeXAay YCTPOMCTBaMU B CTEKe
CFA MepBoHayanbHasa 06paboTKa NaKeTOB, MOHUTOPUHT COCTOSIHMA NOPTOB
IPDB YnpasneHue 6a3oit IP Binding (gns ARP Inspection u IP Source Guard)
L2DS DHCP Snooping
BOXF MoHUTOpUHr coctoaHna SFP
ERRD Errdisable
ELMT MoHuTopuHr noptos ana Ethernet OAM
EOAT OcHoBHoW noTok Ethernet OAM
FMGT Ethernet OAM Fault Management, 06paboTka cobbITUi1 B annapaTHOM OKPYKeHUK
AST STP
PIf IEEE 802.1x
LaTT LAG, LACP
PoeT YnpasneHve KoHourypaumein PoE
CNMT MAC Notification
VLAN OcHoBHOM noTok moayna VLAN
FDBP CUHXpOHM3aLMa ¢ annapaTtHon MAC-Tabaunuei
SnpT IGMP/MLD Snooping
QoS OcHoBHOM NOTOK moayna QoS
SMGT MOHUTOPUHF annapaTHoOro okpyxeHus (RAM, FLASH, BEHTUAATOPbI, UCTOYHUKM NMUTAHUA 1 NpoYee)
CPUU MoHuTopuHr ytnamnsaummn CPU
BAKP ABTOCOXpaHeHMe KOHPUrypaumm
RT6 Mapuwpytmsauma IPv6
IP6 ObpaboTka IPv6-nakeToB
PNG6 Ping v6
RTM MapuwpyTtnsauma IPv4
IPFW O6paboTka IPv4-nakeToB
uDP O6paboTka UDP-nakeToB
ARP ObpaboTka ARP-nakeToB
PNG Ping v4
SLT YnpasneHue cokeTamun
SAT Cepsep SNMP
SRED CUHXPOHU3aLMA KOHOUTYpaLMK C BHOBb MOAK/IOYEHHBIMU K CTEKY YCTPONCTBaMM
TCP O6paboTka TCP-nakeToB
RAD KnneHt RADIUS
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TACT Knnent TACACS

DHRL DHCP Relay

DHC Mpotokon knaneHta DHCP

DCS MpocnywmnsaHme coketa ana knmenta DHCP

PIA PPPoE Intermediate Agent

L2SN IPv6 RA Guard

CLIC Cul

CLRM YnpasneHue CLI Ha backup-ycTpoiicTBax

CTS Cepsep TELNET

SSH Cepsep SSH

LLDP LLDP

LBD Loopback Detection

LOGF JlornposaHue 0T1af04YHbIX COObLEHNI

SNT SNTP

STOC Storm Control

HWPK M3mepeHue yTunmsaumm nopTos

MSR YnpasneHve paitnamm KOHPUrypaLmm, 3arpyska/sbirpyska ¢aitos, 06HOBAEHWE NPOLLNBKN
C[200-999] BpemeHHbIi1 NOTOK A1 06paboTKM oTAebHOro noaxatodeHus no TELNET/SSH
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TEXHUYECKAA NOAAEPXKKA

Ona  nonydyeHua TEXHWYECKOW KOHCYNbTaLuMM MO BOMpOCaM 3Kchayatauum obopyaoBaHuA
000 «MNpeanpusatne «3JITEKC» Bbl moxkeTe 06paTuTbc B CepBUCHbIN LEHTP KOMNAHUK:

dopma obpaTHol cBA3K Ha caiTe: https://eltex.ru/support/
Servicedesk: https://servicedesk.eltex-co.ru

Ha odurumanbHOM caite KOMNAHWK Bbl MOXKeTe HaTM TEXHUYECKYHO AOKYMEHTALMIO M MPOrpaMmmMHoe
obecneveHune ana npoaykumm 000 «Mpeanpuatne «3/ITEKC», 0bpaTnTbca K 6ase 3HAHUN MAN OCTaBUTb
WHTEPaKTUBHYIO 3aABKY.

OdurumanbHbIi caint KomnaHun: _https://eltex.ru/
ba3a 3HaHwuit: https://docs.eltex-co.ru/display/EKB/Eltex+Knowledge+Base
LleHTp 3arpy3ok: _https://eltex.ru/support/downloads
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