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e Touka oCTyna He PerncTpupyeTcsi Ha KOHTposiepe

Touka gocTyna He permcTpupyeTcs Ha KOHTposiiepe ¢ owmnbkoii: AP enter to Failed state, desc:
‘data-tunnel:status=can-not-create-tunnel’

Touka gocTyna He perncTpmpyeTcsl Ha KOHTpOsIiepe ¢ owwmnbkoii: no firmware image for upgrade
Touka gocTyna He permcTpupyrTCcsa Ha KOHTPOepe ¢ ownbkoli: authentication error: failed to
connect AP

Touka gocTyna He permcTpupyeTcs Ha KOHTposiiepe ¢ owmnbkoii: AP enter to Failed state, desc:
'‘CoA timeout expired

Touka gocTyna He PermcTpmpyeTcsl Ha KOHTPOJIIEPE C LMK/MYHOM CMEHOW CTaTycOB B Service-
activator

e KNEHT He nosyydyaeT agpec npu nogk/iloyeHn K Touke Aoctyna

KnneHT He nosyyaeT agpec npv noAK/IYeHnn K Touke goctyna — cxema ¢ SoftGRE-TyHHensiMu
KnneHT He nosyyaeT agpec npv noAx/IlueHnn K Touke aoctyna — cxema Local switching
KNMeHT He nonyyaeT agpec npu NOAKIHYEHUN K TOUKe AocTyna — cxema 6e3 GRE-
TYHHEeNNPOBaHUs

e Owwnbka cepTudmkatos: error — certificate is not yet valid
e He paboTaloT chusnyeckme nHtepencol

A\ UT06bl NOBLICUTL TOUHOCTb ANATHOCTUKM, PEKOMEHYETCS BPEMEHHO OTK/ouaTh firewall Ha Becex
nHTepdeicax. g aToro ncnosnb3yiite komaHay ip firewall disable Ha kaxaom nHTepgelice.
TpabnwyTuHr npaswn firewall He ByaeT onMcbIBaTbCS B paMkax AaHHOro paszena.

HauunHas c Bepcum 1.36.1 firewall MOXHO OTK/THOUNTL T1106@/1bHO:

wlc-30(config)# ip firewall disable



WLC Troubleshooting Guide
1 Touka gocTyna He perucTpupyeTcs Ha KOHTposiepe

MocmoTpeTb cTaTyc 1 ApYyryro MHhopMaLumio 0 BCEX TOUKaxX AOCTYNa, 06CMyXMBaAEMbIX KOHTPO/IEPOM, MOXHO
¢ nomoLupbto kKomaHabl show wic ap all.

wlc# show wlc ap all

MAC address Status IP address SW version Hostname
Ap-location Uptime Clients

(2g/5g/6g/all)

68:13:e€2:35:€9:d0 Active 192.168.1.2 2.9.0 build 842 WEP-30L
default-location 02,22:53:42 0/0/-/0

cc:9d:a2:¢c2:96:c0 Active 192.168.1.5 1.15.0 build 42 WEP-3ax
default-location 00,18:53:00 0/0/-/0

OnucaHue cTaTyCoOB:

e Active — Touka gocTyna nogknyeHa, CKOHUrypmpoBaHa u HaxoguTcs B paboTe;

e Failed — B npouecce paboTbl TOUKM gOCTyna 4YTo-TO nowso He Tak, NETCONF-coeguHeHve npu 3Tom
MOXeT MPUCYTCTBOBATb;

e Applying cfg — NETCONF-coeanHeHMe yCTaHOBNEHO U TOYKA B JlaHHbI MOMEHT NMPUMEHSIET
KOHoUrypaumio, CreHepnpoBaHHyH KOHTPO/1I/1IEPOM;

e Cfg Failed — koHdhurypauus gns Toukm goctyna npefoctaBrieHa ¢ owmnbkamu. NoapobHee MOXHO
nocMoTpeTb koMaHaol show wlc configuration warnings;

e Ready — Touka fOCTyna COAEPXUT akTyasibHYI0 BEPCUI0 NPOrpamMmmMHOro obecneyveHuns,, yctaHoBuna
naponb 13 kKoHdurypaumm n rotoea K ycraHosieHnto NETCONF-coegmHeHuns, oxungaeT NoAKIH0HEeHUS Co
CTOPOHbI KOHTPO/I/1EPS;

e Rebooting — Touka gocTyna nepesarpyxaeTcs no 3anpocy aAMUHUCTPATOPa;

e Reconnecting — Touka goctyna npekpatusia NETCONF-coeguHeHne 1 nbiTaeTca CHoBa NOAK/IHOYUTLCS;

e Registering — Touka gocTyna npoLuia permcrpaymio 1 nosydmna ceptTudukar;

e Sandboxed — NETCONF-coeanHeHue yctaHoBneHo, Ho Ha WLC HeT KoHdurypauum ansa AaHHON TOYKY;

e Updating creds — Touka goctyna o6HoBnsieT naposb, NETCONF-coegmHeHne pa3opBaHo;

e Upgrading FW — Touka goctyna 06HOBASIET NporpaMMHoe ob6ecneyveHue;

e Pre-configured — Touka gocTtyna npucyTCTBYET B KOH(UIypauum, HO He Ha YCTPOICTBE;

e Lost — Touka gocTyna oTk/IoyeHa uav o Hee notepsaH goctyn, NETCONF-coeanHeHmne otcyTcTByerT.

Heo6xoamMmo 06si3aTeNIbHO CMHXPOHM3MPOBATL BPEMSsI Ha KOHTPOJI/Iepe M ToYKax AocTyna, T. K.
KOpPEeKTHOe BpeMsi M03BO/ISET NPOTV NPOBEPKY Ba/IMAHOCTU CEPTUUKATOB.

[N KOPPEKTHON perncTpaymm Touek AoCTyna Ha KOHTposiiepe TpebyeTca CUHXPOHM3aLMA BPEMEHM.
HacTtpoiite NTP-cepBep, 4UTO6bI KOHTPOEP NOMYYM/T aKTyaslbHOE BPeMS OT BbILLECTOSLLENO cepBepa
(npumep HacTpolikn npeacTaBneH B pasgene Hactpoiika NTP-cepeepa). 3aTeM ykaxuTe agpec KoHTponnepa
B kauectBe NTP-cepBepa ans Touek goctyna B 42 onuuv DHCP (nprmep HacTpoiiku npeacTaB/ieH B pasaene
HacTtpoiika DHCP-cepBepa), 4To6bl TOUKM AOCTYNa TakKe CMOINN NOYUYNTb akTyaslbHOe BpeMmsi.
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1.1 Touka goctyna He permcTpupyetcsi Ha KOHTposinepe c ownokoii: AP enter to Failed state,
desc: 'data-tunnel:status=can-not-create-tunnel'

1. MpoBepsbTe, uTo radius-server local Bk/toUEH.

wlc# show running-config radius-server local

radius-server local
virtual-server default
enable
exit
enable
exit

2. Kntou B host gomkeH coBnagaTh € K104oM, yka3aHHbIM aAns nas local B radius-server local. O1a cBazka
o6si3aTesnibHa A/151 NOAHATUA TYHHENen.

wlc# show running-config aaa

radius-server local
nas local
key ascii-text encrypted 8CB5107EA7005AFF
network 127.0.0.1/32
exit
enable
exit
radius-server host 127.0.0.1
key ascii-text encrypted 8CB5107EA7O05AFF
exit

3. Mocne ycTpaHeHusi npo6iem nepeperucTpupyiite T Ha KOHTpoNepe:

wlc# renew wlc ap failed

1.2 Touka gocTyna He perucTpmpyeTcs Ha KOHTpoJsiiepe ¢ owun6Koii: no firmware image for
upgrade

Bepcus T/, He coBMecCTMaA C Bepcueit KOHTposiepa, noaToMy T/, He MOXET NPOTU perncTpaumio.
Heobxoaumo 3arpy3nTb MO Touek A0CTyna Ha KOHTPoNep Anst ux 06HoBNeHUst (KoMaHabl A5t 06HOBNEHMUS
TOYekK JocTyna npefcTasfieHsbl B pasgene O6HoBNeHNe Tovek gocTyna. MpocmoTpeTb nHhopMauuio o
MUHUMasIbHON nogaepXxusaemor Bepcun MO AN KakAon MoAesiv TOUKM AOCTYNa, a Takke O 3arpy>XeHHbIX Ha
KOHTpo//iepe akTyasbHbIX thaitnax MO T/ MOXHO KOMaHAOIA:

wlc# show wlc ap firmware

1.3 Touka gocTyna He PerucTpupyroTcsl Ha KOHTponepe ¢ owunokoii: authentication error:
failed to connect AP

1. MpoBepbTe, Nonyynia /v Touka JocTyna agpec.
2. MpoBepbTe KOppeKTHoe HanncaHue 43 onumn 15 nogonuumn B KoHdurypauun DHCP-cepBepa, Heo6XxoANMOli
AN TOro, YToObl TOYKA AOCTYyNa aBToOMaTUyecky NpULLIIa Ha KOHTPOJIIep 1 BKIKOYMAack B paboTy nog, ero
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ynpasneHunem. Onumsa cogepxut HTTPS URL koHTponnepa, umeet sBug https://192.168.1.1:8043/ n He gonxHa
cofepxaTb Npobensl N apyrne AUWHNE CUMBO/IbI.

wlc# show running-config dhcp server pool ap-pool

vendor-specific
suboption 15 ascii-text "https://192.168.1.1:8043"
exit

3. Ecnun B 6510Ke ip-pool HacTpoeHa noaceTb, oTAnYHasa ot gedponTtHoro 3HaveHus 0.0.0.0/0, ybeautecs, 4to
T/, BXOOAT B CNUCOK pa3peLleHHbIx IP-agpecos.

wlc# show running-config wlc ip-pool default-ip-pool

ip-pool default-ip-pool
description "default-ip-pool"
ap-location default-location
network 0.0.0.0/0

1.4 Touka poctyna He permcTpupyetcs Ha KOHTposnnepe ¢ ownokoii: AP enter to Failed state,
desc: 'CoA timeout expired

1. Y6eanTtecn, 4To TOUKM gocTyna nonyvatoT 42 onumto DHCP ¢ agpecom NTP-cepBepa 1 Ha HUX akTyanibHOe
Bpems.

WEP-200L(root):/# date
Mon Aug 11 14:35:31 WIT 2025

2. MNpoBepbTe, UTO B softgre-controller B kauecTBe nas-ip-address ykazaHo 127.0.0.1.

wlc# show running-config softgre-controller

softgre-controller
nas-ip-address 127.0.0.1
data-tunnel configuration wlc
aaa radius-profile default_radius
keepalive-disable
service-vlan add 3
enable

exit

3. s opraHusaumm TyHHeNsa Touka foctyna—KoHTponnep, Tpebyetcsa RADIUS-aBTopmsaumnsa Ha KOHTposnepe.
OHa He npokcupyeTcs Ha BHelHuin RADIUS, noatomy B 6/10ke npodounns "aaa radius-profile default_radius”
napameTp "radius-server host" gomkeH 6biTb "127.0.0.1". Y6eautecn, UTo AaHHbI 6/10K HACTPOEH BEPHO.

wlc# show running-config aaa

radius-server host 127.0.0.1

key ascii-text encrypted 8CB5107EA7005AFF
exit
aaa radius-profile default_radius
radius-server host 127.0.0.1
exit
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1.5 Touka goctyna He perucTpmpyeTcsi Ha KOHTpPoJi/iepe C LMK/IMYHOW CMEeHOIi CTaTycoB B
service-activator

1. Ansa gnarHoctmpoBaHusa NpobemMbl NPOBEPbLTE XYpPHaUT ToUek focTyna Ha koHTponnepe WLC: umknuyeckas
CMeHa CTaTyCOoB B service-activator yka3blBaeT Ha Npo6sieMy NoAK/IHYEHUS.

2026-04-10T10:55:18+07:00 AP 0Oc:ee:20:00:10:40 status awaited, AP model: WEP-550K, SW version:
1.3.0 build 99, IP address: 192.168.1.2, description: 'SA_FREE: start tracking AP with path [/
wait/ap]'

2026-04-10T10:55:18+07:00 AP 0Oc:ee:20:00:10:40 status awaited, AP model: WEP-550K, SW version:
1.3.0 build 99, IP address: 192.168.1.2, description: 'SA_FREE: connection path /register/ap,
valid AP json'

2026-04-10T10:55:18+07:00 AP 0Oc:ee:20:00:10:40 status awaited, AP model: WEP-550K, SW version:
1.3.0 build 99, IP address: 192.168.1.2, description: 'SA_FREE: authenticating'
2026-04-10T10:55:18+07:00 AP Oc:ee:20:00:10:40 status join-auto, AP model: WEP-550K, SW
version: 1.3.0 build 99, IP address: 192.168.1.2, description: 'SA_FREE: auto authenticate
enabled'

2026-04-10T10:55:18+07:00 AP 0c:ee:20:00:10:40 status join-auto, AP model: WEP-550K, SW
version: 1.3.0 build 99, IP address: 192.168.1.2, description: 'SA_FREE: AP removed from
unauthorized'

2026-04-10T10:55:18+07:00 AP Oc:ee:20:00:10:40 status join-auto, AP model: WEP-550K, SW
version: 1.3.0 build 99, IP address: 192.168.1.2, description: 'SA_FREE: remove from tracking'
2026-04-10T10:55:19+07:00 AP 0c:ee:20:00:10:40 status registering, AP model: WEP-550K, SW
version: 1.3.0 build 99, IP address: 192.168.1.2, description: 'SA_FREE: connection path /
register/ap, valid AP json'

2026-04-10T10:55:19+07:00 AP 0Oc:ee:20:00:10:40 status awaited, AP model: WEP-550K, SW version:
1.3.0 build 99, IP address: 192.168.1.2, description: 'SA_FREE: start tracking AP with path [/
wait/ap]'

MpoBepbTe syslog.log Ha Toukax gocTyna. [18 3Toro MoOXHO NOAKIHUYMTLCS K Heli No ssh 1 npoBepuTb
Hasmume olnb60oK SSL-coeanHeHns, CBUAETENbCTBYOLMX O CO0e NPU YCTAHOBNEHUN COEANHEHMS C
KOHTPO/1/1EPOM.

2. Y3HaiiTe BblAaHHbIN Touke aoctyna IP-agpec ¢ nomoulbto komaHabl show wic service-activator aps.

wlc# show wlc service-activator aps

MAC address Status IP address Board type SW version HW
version Serial number

0c:ee:20:00:10:40 Join-auto 192.168.1.2 WEP-550K 1.3.0 build 99 1v2
WP6100006031

3. Nepeiigute no ssh Ha Touky AocTyna (naposb No ymonyaHuto — admin/password) 1 Bocnonb3yiiTech
KomaHaol monitoring events.
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wlc# ssh admin 192.168.1.2
admin@l92.168.1.2"'s password:

WEP
Apr
192
Apr

-550K(root) : /# monitoring events

10 03:43:41 WEP-550K daemon.info WLC-SA[10709]: Successfully connected to https://
.168.1.1:8043/ott/register/ap
10 03:43:41 WEP-550K daemon.info WLC-SA[10709]: Received SA_SERVER_CODE_AUTH_REQUIRED from

https://192.168.1.1:8043

Apr
192
Apr
the
Apr
Apr

10 03:43:42 WEP-550K daemon.info WLC-SA[10720]: Successfully connected to https://
.168.1.1:8043/ott/wait/ap

10 03:43:42 WEP-550K daemon.info SA_SERVER[10719]: 192.168.1.1 successfully connected to
SA Server

10 03:43:42 WEP-550K daemon.info SA_SERVER[10719]: Received a certificate from 192.168.1.1
10 03:43:43 WEP-550K daemon.err WLC-SA[10739]: Connection to https://192.168.1.1:8044/ott/

register/ap failed SSL connect error: error:1416F086:SSL
routines:tls_process_server_certificate:certificate verify failed, reason: Hostname mismatch

Hanunuune owmnobkn

failed SSL connect error: error:1416F086:SSL
routines:tls_process_server_certificate:certificate verify failed, reason: Hostname
mismatch

CUrHa/IM3npyeT 0 HecoBnageHun agpecos B 43 onumn 15 nogonummn DHCP-cepeepa 1 outside-address
B 6/10ke KoHpurypauum wic.

4. MpoBepbTe KOppekTHoe HanucaHue 43 onumn 15 nogonuun B KoHdurypaumm DHCP-cepBepa, Heo6xoanmoni
ONA TOro, YTo6bl TOYKA AOCTYyNa aBTOMAaTUYECKN NMPpULLIA Ha KOHTPOJIJIEP U BK/IOUYXIACh B paboTy nof ero
ynpasneHnem. Onuusa cogepxunt HTTPS URL koHTponnepa, umeet Bua https://192.168.1.1:8043/ n He
O0J/DKHA cogepxartb npobesibl unun gpyrue NnWHUE CUMBOJIbI.

wlc# show running-config dhcp server pool ap-pool

ip dhcp-server pool ap-pool
network 192.168.1.0/24
address-range 192.168.1.2-192.168.1.254
default-router 192.168.1.1
dns-server 192.168.1.1
option 42 dip-address 192.168.1.1
vendor-specific

suboption 12 ascii-text "192.168.1.1"
suboption 15 ascii-text "https://192.168.1.1:8043" <-———————————————————————

exit
exit

5. Y6eaunTtecn, 4To napameTp outside-address B koHurypaumm WLC coBnagaeT ¢ agpecom, ykasaHHbIM B 43
onummn 15 nogonumm DHCP-cepepa. ToNbKO Npy 3TOM YCI0BUK TOUKA AOCTYNa CMOXET KOPPEKTHO
3aperncTpupoBaTbCsl Ha KOHTPOepe.

wlc# sh running-config wlc

wlc

outside-address 192.168.1.1
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2 KueHT He nosiydaeT agpec npn nogknrovYeHmn K Touke gocrtyna

2.1 KnueHT He nony4yaeT agpec Nnpu NOAKNIOUYEHUN K TOUKe goctyna — cxema ¢ SoftGRE-
TYHHeNnsmun

1. MpoBepbTe, UTO flIoKaLMsA paboTaeT B peXrMe TyHHeIMPoBaHus. [Jo/mKeH ObiTb BKIHOYEH pexum mode
tunnel:

wlc# show running-config wlc ap-location default-location

ap-location default-location
description "default-location"
mode tunnel
ap-profile default-ap
airtune-profile default_airtune
ssid-profile default-ssid
exit

2. MpoBepbTe 6510k HacTpoek ssid-profile. B Hem gomkeH 6bITb kKneHTcknin VLAN B komaHae vlan-id.

wlc# show running-config wlc ssid-profile

ssid-profile default-ssid
description "default-ssid"
ssid "default-ssid"
radius-profile default-radius
vlan-id 3
security-mode WPA2_1X
802.11kv
band 2g
band 5g
enable

exit

3. MpoBepbTe 610K HacTpoek softgre-controller. B Hem aomkeH 6biTb knneHTcknii VLAN B komaHe service-
vlan.

wlc# show running-config softgre-controller

softgre-controller
nas-ip-address 127.0.0.1
data-tunnel configuration wlc
aaa radius-profile default_radius
keepalive-disable
service-vlan add 3
enable

exit
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4. MpoBepbTe, BK/OYEH 1 (PyHKLMOHAN aBToMaTnyeckoro noaHaTus SoftGRE-TyHHeneik:

wlc# show running-config tunnels

tunnel softgre 1
mode data
local address 192.168.1.1
default-profile
enable
exit

5. MpoBepsbTe, uTo 12 Nnogonuus 43 onumu, Heobxoanmas ansa noctpoeHuss SoftGRE data-TyHHeneid, 3agaHa
KOPPEKTHO: HEe JO/MKHO 6bITb NPO6E0B, TOYEK U APYTMX CUMBOJSIOB.

wlc# show running-config dhcp server pool ap-pool

ip dhcp-server pool ap-pool
network 192.168.1.0/24
address-range 192.168.1.2-192.168.1.254
default-router 192.168.1.1
dns-server 192.168.1.1
option 42 ip-address 192.168.1.1
vendor-specific

suboption 12 ascii-text "192.168.1.1" {mmmmmmm oo
suboption 15 ascii-text "https://192.168.1.1:8043"
exit

exit
6. YoeguTecn, UTO co3faH 6puax A5 TepMUHALMM KITMEHTCKOro Tpadmka 1 ykasaH nonb3oBatesibekuii VLAN.

wlc# show running-config bridges

bridge 3
vlan 3
mtu 1458
security-zone users
ip address 192.168.2.1/24
no spanning-tree
enable
exit

7. MpoBepbTe, uTo NapameTp force-up, HasHaueH Ans vlan ¢ Nnonb3oBaTeNbCKUM TPAGVKOM.

wlc# show running-config vlans
vlan 3
force-up {mmmmm e
exit
vlan 2
exit
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8. Y6eanTech, UTo 6puapK A8 TepMUHALMKN KITMEHTCKOro Tpadhmka B COCTOSIHUN Up.

wlc# show interfaces status

Interface Admin
State

gil/o/1 Up
00,03:47:21 switchport
gil/o/2 Up
03,17:28:58 routerport
gil/o/3 Up
00,01:29:28 switchport
gil/o/4 Up
03,17:28:58 routerport
gil/0/5 Up
03,17:28:58 routerport
gil/0/6 Up
03,17:28:58 routerport
bri Up
00,03:47:18 routerport
br2 Up
00,03:47:18 routerport
br3 Up
03,17:28:48 routerport

Down

Up

Down

Down

Down

Up

1500

1500

1500

1500

1500

1500

1500

MAC address

90:

90:

90:

90:

90:

90:

90:

54:

54:

54:

54:

54:

54:

54:

b7:

b7:

b7:

b7:

b7:

b7:

b7:

:b7:

:b7:

3a:

3a:

3a:

3a:

3a:

3a:

3a:

3a:

3a:

35:

35:

35:

35:

35:

35:

35:

35:

35:

21

22

23

24

25

26

20

20

20

Last change Mode
(d,h:m:s)

2.2 KnueHT He nosnyyaet agpec Npu NoakIouYeHnn K Touke goctyna — cxema Local switching

Local switching — pexxum VAP ans Touek goctyna Eltex, koTopbiii pabotaeT Tonbko B cxeme ¢ GRE-
TYHHE/IMPOBaHMEM W NO3BOMSAET BblMycKaTb TpatuK KMEHTOB oTAeibHoro SSID ¢ Touku gocTtyna Bo

VLAN 6€e3 TyHHens.

Hwxke npuBeaeH NpuMep HACTPOViKM A5 BbiMyCKa KIMEHTCKOro Tpadhmka ¢ ToUkM AocTyna no L2 ¢ TepMuHauum

Ha WLC.

1. Y6eautecso, uto B HacTpolikax SSID BkntoueH pexum local-switching n ykazan Homep VLAN ansa nepegaun

Nnosib30BaTeIbCKoro Tpaduka.

wlc# show running-config wlc ssid-profile default-ssid

ssid ssid-profile default-ssid
description "default-ssid"

ssid "default-ssid"

radius-profile default-radius

vlan-id 3
security-mode WPA2_1X
local-switching
802.11kv
band 2g
band 5g
enable

exit
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2. MNpoBepbTe, UTO HA UHTEpPJIECE B CTOPOHY TOYEK AOCTyNa HACTPOEH NPMEM NO/Ib30BaTENNbCKOro Tpadmka
VLAN, 3agaHHbliin B SSID.

wlc# show running-config interfaces

interface gigabitethernet 1/0/3

mode switchport

switchport mode trunk

switchport trunk allowed vlan add 3
exit

3. MpoBepbTe, UTO CO34aH GPUAK A8 KTMEeHTCKOro Tpadmka 1 ykasaH nonb3osatensckuii VLAN.

wlc# show running-config bridges

bridge 3
vlan 3
security-zone users
ip address 192.168.2.1/24
no spanning-tree
enable
exit

4. MpoBepbTe, UTO Ha KOMMyTaTope HacTpoeH VLAN a5 nepefayun nonb3oBaTtesibCKOro Tpaduka. Hanpumep:

HacTpoiika nopTta B CTOPOHY TO4YeK pgocTyna:

MES2324P#configure

MES2324P(config) #interface GigabitEthernet 1/0/3

MES2324P(config-if)#switchport mode trunk

MES2324P(config-if)#switchport trunk allowed vlan add 3 # VLAN 3 — pna nepegauun
nonb30BaTeNbCKOro Tpadmka

MES2324P(config-if)#switchport trunk native vlan 5 # VLAN 5 — VLAN ynpaBneHusi TOYKOIA
gocTyna

MES2324P (config-if)#exit

HacTpoika nopta B CTOPOHY WLC:

MES2324P(config) #interface GigabitEthernet 1/0/5
MES2324P(config-if)# switchport mode trunk
MES2324P(config-if)#switchport trunk allowed vlan add 3,5
MES2324P (config-if)#exit

2.3 KnuneHT He nony4yaeT agpec Npu NOAKNIOYEHUN K TOUKe AocTyna — cxema 6e3 GRE-
TYHHEeNUpoOBaHUA

Ecnu He ucnonb3yeTcst cxeMa C TYHHENIMpPOBaHMEM (ToUYkaM AoCcTyna He BblgaeTcst 12 nogonumsa
DHCP), To He TpebyeTcsa ykasbiBaTb local-switching B HacTpolikax ssid.

1. Y6eautech, 4To ToUkam A0CTyna He BbigaeTcs 12 nogonuus 43 onuum, Heo6xoammas Asi NoCTPOEHs!
SoftGRE data-TyHHeneii. Mocne yaaneHusi onumi Heo6XxoaumMo nepesarpy3nTb TOUKY AOCTyna.

12
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wlc# show running-config dhcp server pool ap-pool

ip dhcp-server pool ap-pool
vendor-specific
suboption 15 ascii-text "https://192.168.1.1:8043"
exit

2. MNpoBepbTe, YTO B NTOKaLMM OTK/KOUEH pexrMm mode tunnel:

wlc# show running-config wlc ap-location default-location

ap-location default-location
description default-location
radio-2g-profile default_2g
radio-5g-profile default_5g
ap-profile default-ap
ssid-profile default-ssid
exit

3. YbeauTechb, uTo B HacTpoiikax SSID oTkntoueH pexum local-switching n ykazan Homep VLAN ans nepegaum
Nnosib30BaTeIbCKoro Tpaduka.

wlc# show running-config interfaces

ssid ssid-profile default-ssid
description "default-ssid"
ssid "default-ssid"
radius-profile default-radius
vlan-id 3
security-mode WPA2_1X
802.11kv
band 2g
band 5g
enable

exit

4. MNpoBepbTe, YTO Ha UHTepdelice ANA NOAKIYEHNSA TOUEK AOCTYNa HaCTPOEH BbIBOZ NO/1b30BATE/IbCKOrO
Tpadmka ¢ Terom.

wlc# show running-config interfaces

interface gigabitethernet 1/0/3

mode switchport

switchport mode trunk

switchport trunk allowed vlan add 3
exit

13
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5. MpoBepbTe, UTO CO34aH GpUMK ANA TEPMUHALMN KIMEHTCKOrO Tpadiuka 1 ykasaH nosib3oBatenbckmii VLAN.

wlc# show running-config bridges

bridge 3
vlan 3
mtu 1458
security-zone users
ip address 192.168.2.1/24
no spanning-tree
enable
exit

6. Takke pekoMeHAyeTCsl yaa/MTb HACTPONKM ans koHdurypaumm SoftGRE-TyHHenel.

wlc(config)# no tunnel softgre 1
wlc(config)# no softgre-controller

7. MpoBepbTe, UTo HA KOMMYyTaTope HacTpoeH VLAN a8 nepefaun nonb3oBaTesibCKOro Tpaduka. Hanpumep:

HacTpoiika nopTta B CTOPOHY TO4YeK pgocTyna:

MES2324P#configure

MES2324P(config) #interface GigabitEthernet 1/0/3

MES2324P(config-if)#switchport mode trunk

MES2324P(config-if)#switchport trunk allowed vlan add 3 # VLAN 3 — pna nepegauun
nonb30BaTeNbCKOro Tpadmka

MES2324P(config-if)#switchport trunk native vlan 5 # VLAN 5 — VLAN ynpaBneHusi TOYKOIA
gocTyna

MES2324P (config-if)#exit

HacTpoika nopTy B CTOPOHY WLC:

MES2324P(config) #interface GigabitEthernet 1/0/5
MES2324P(config-if)# switchport mode trunk
MES2324P(config-if)#switchport trunk allowed vlan add 3,5
MES2324P (config-if)#exit

14
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3 Owwnbka ceptucpmnkartos: error — certificate is not yet valid

wlc(change-expired-password)# commit

error - certificate is not yet valid

check radius: got 1 errors during validation

check cert and ca 1in radius local: certificate does not match ca
error - can't commit configuration.

Ecnu pata n Bpemsi ycTaHOB/IEHbI HEKOPPEKTHO, MPM COmMmMIit MOXeT NosiBUTLCA OLIMbka "error — certificate is
not yet valid". [nsa peweHns atoii npo6aembl HEO6X0AMMO YCTaHOBUTL AaTy U Bpems yepes u-boot.

3alignTe B 3arpy3unk Yepes KOHCO/bHbIA MHTepdelic. B npouecce 3arpy3ku ycTpoincTea nocse nosiBaeHus
CO06LEHNS:

Autobooting in 5 seconds, enter to command line available now
u-boot>

Beegute cnoso stop.

AKTyasibHO TO/IbKO Ans yctpoiricteB WLC-30 Ha Bepcum 1.26 v Bblwwe, /18 ocTasibHbIX ycTpoiicts WLC
KomaHga goctynHa ¢ sepcumn 1.30.

Beeaute komaHabl date reset ans copoca gatbl 1 reset Ans nepesarpyskn yCTponcTsa.

u-boot> date reset
u-boot> reset

Ansa Bcex ocTa/ibHbIX YCTPOWCTB BBeAUTe KOMaHAbl AN ouncTkm pa3gena data clear_mtd_data v reset ans
nepesarpy3kn ycTpoiicTsa, ecnun sepcus MO 1.26 nam Huxe.

u-boot> clear_mtd_data
u-boot> reset

15



4 He paboTaloT pusmyeckne nHtepdencsl

WLC Troubleshooting Guide

MNpo6nema 1: MNocne NPUMEHEHUSI KOH(UTYPaLMK arperpoBaHHOro MHTepdielica HET NPOXoXaeHus Tpaduka.

wlc# configure

wlc(config)# interface port-channel 1
wlc(config-port-channel)# ip firewall disable
wlc(config-port-channel)# 1ip address 192.0.2.1/24
wlc(config-port-channel)# exit

wlc(config)# interface tengigabitethernet 1/0/1
wlc(config-if-te)# mode switchport
wlc(config-if-te)# channel-group 1 mode auto
wlc(config-if-te)# exit

wlc(config)# interface tengigabitethernet 1/0/2
wlc(config-if-te)# mode switchport
wlc(config-if-te)# channel-group 1 mode auto
wlc(config-if-te)# do commit

wlc(config-if-te)# do confirm

B BbIBOAE cTaTyca (hmsnyeckne MHTepgeicsl 1 arpermpoBaHHbIii B ctatyce down.

wlc# show interfaces status

Interface Admin Link MTU MAC address
State State

tel/0/1 Up Down 1500 a8:f9:4b:ab:0e:39
00,00:00:26 switchport

tel/0/2 Up Down 1500 a8:f9:4b:ab:0e:39
00,00:00:27 switchport

pol Up Down 1500 a8:f9:4b:ab:0e:39
00,00:00:23 routerport

Last change

Mode

PeweHue: Mo ymonyaHuio nHtepgoeiic port-channel nogHnmaeTtcs co 3HayeHmem ckopocTu, paBHol 1G. Ans
TOro 4To6bl Ha MHTepdheicax, OTNYHBLIX OT gigabitethernet, nogHANNCL NMHKKN, HEOGXOAMMO BPYUHYIO

nponuncatb MAEHTUYHYI CKOPOCTb AJ151 arpermpoBaHHOro nHTepderica:
wlc(config-if-port-channel)# speed 10G
Mpo6nema 2: dnsnyecknii HTepdeiic He nobasnsetcs B port-channel.

wlc(config)# interface port-channel 3
wlc(config-if-port-channel)# mode routerport
wlc(config-if-port-channel)# exit
wlc(config)# interface gigabitethernet 1/0/5
wlc(config-if-gi)# channel-group 3 mode auto

error - Can not set channel-group on interface gigabitethernet 1/0/5, set mode switchport or

hybrid first

OwwnbKa 3an0xeHa B NOHUMaHUK KoOHUrypauun. Pexxmm routerport MOXHO BblbpaTb TONbKO Ans port-channel,
HO He A5 om3ndeckoro nHtTepdeica. Mpu go6aBneHnn B arpermpoBaHHbIi HTepelic, hnsnyeckuii

NHTEepdeic Bceraa Ao/mMKeH 6biTb B pexxunme switchport.

MNpo6nema 3: He pa6oTatoT nHTepgeiicsl XG(10G) Ha ckopocTh 1G. MprMeHMMO K Moaensim

WLC-3200/3250/3350.

Ans pa6oThl interface tengigabitethernet Ha ckopocTy 1G Heo6Xx0AMMO NEPEBECTMN AMana3oH HeO6X0ANMbIX

NHTepdelicoB Ha ckopocTkb 1G 1 nepesarpy3nTb KOHTPONEp.
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wlc# configure

wlc(config)# interface tengigabitethernet 1/0/1-4
wlc(config-if-te)# speed 10060M

wlc(config-if-te)# do commit

wlc(config-if-te)# do confirm

wlc(config-if-gi)# end

wlc# reload system

Do you really want to reload system now? (y/N): y

Mpo6nema 4: lNMocne NpyMeHeHNsi CKOPOCTM BCE paBHO HE MOAHMMAIOTCSA MHTEePhechbI.
OpHa 13 BO3MOXHbIX NpuynH — kabenb/sfp-TpaHcmsep. MoMumo dr3nyeckoin NCNpaBHOCTM HEO6X0AMMO
nepenpoBepuTb, Ha KakKyt CKOPOCTb OH paccyuTaH.

2026-01-22T04:00:21+00:00 %LINK-I-UP: twentyfivegigabitethernet 1/0/1 changed state to up,
speed 1000M full-duplex

PeweHue: MomMeHATb kabenb UM NPUMEHUTL UMEHHO 3Ty CKOPOCTb K port-channel.
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TEXHNYECKAA NMOAOEPXKA
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LieHTp 3arpy3ok: https://eltex.ru/downloads
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