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HELTEX

Bepcua pokymeHTa [ara Bbinycka CopepyKaHue U3MmeHeHUn

Bepcua 1.48 27.06.2025 CuHXpoHu3auma c Bepcuei 4.0.25
Bepcua 1.47 07.05.2025 CuHXpoHU3aums c Bepcuei 4.0.24.5
Bepcua 1.46 19.02.2025 CuHXpoHU3auma c Bepcuei 4.0.24.1

U3meHeHus B paspenax:

4.4 Pexxum paboTbl KOMMyTaTOpa

5.7.2 KomaHab! gna paboTbl ¢ paitnamm

5.8 Hactpoiika cucteMHOro BpemeHu

5.13.2 NMpoTtokon arperauumn KaHanos LACP

5.21.1 MexaHusm AAA

5.21.3 NMpotokon TACACS+

5.28.2.1 ba3oBasa npoBepKa NOA/IMHHOCTH

5.28.2.2 PaclumpeHHasa npoBepKa NOAJIMHHOCTU

5.28.4 KoHtponb npotokona DHCP u onuua 82

5.29.1 ®dyHkuuu DHCP Relay ans IPv4

5.34.1 Hactpoiika QoS

5.35.1 KoHdurypaumsa ctaTMuecKkoii mapLupyTusaumm

5.35.3 HacTpoiika npotoKkona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.5 Hacrpoiika npotokona IS-IS

5.35.13 KoHdurypauua BupTyanbHoi 06aactm mapLupytusauum
(VRF lite)

Bepcua 1.45 03.12.2024 CuHxpoHusaums c sepcuei 4.0.23.6

U3meHeHus B pasgenax:

5.7.1 OnucaHue aprymeHTOB KOMaHpA,

5.7.3 KomaHabl gna pe3epBUpoOBaHUA KOHOUTYpaLUmn

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-unrepdeiicos

6.2.1 O6HOBNEHMNE CUCTEMHOrO NPOrpamMmmMHoOro obecneyeHus

Bepcua 1.44 07.10.2024 CuHXpoHu3saums c sepcuei 4.0.23.5

U3meHeHus B pasgenax:
5.17.5.2 Hactpoiika npotokona MSTP

Bepcua 1.43 12.08.2024 CuHXpoHu3auma c Bepcueit 4.0.23.1

U3meHeHunA B pasgenax:

2.4 KOHCTPYKTUBHOE UCMNOJIHEHUe

4.4 Pexxum paboTbl KOMMyTaTOpa

5.6 KomaHapbl ANs HAaCTPOMKM NapameTpoB ANA 3aaHuUA naponeit
5.7.1 OnucaHue aprymeHTOB KOMaHp,

5.8 HacTpoiiKka cMCTEMHOro BpemeHu

5.17.5.1 Hactpoiika npotokona STP, RSTP

5.18 Voice VLAN

5.21.4 Npotokon ynpasaeHus cetoto (SNMP)

5.22 }XypHan aBapuit, npotokon SYSLOG

5.23 3epkanuposaHue (MOHUTOPUHI) NOPTOB

5.28.2.1 basoBasa npoBepKa NOAJ/IMHHOCTH

5.28.2.2 PaclwumpeHHasa npoBepKa NoAJNMHHOCTU

5.28.7 ®dyHKumoHan First Hop Security

5.29 ®dyHKuum DHCP Relay-nocpegHuka

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npotokona BGP (Border Gateway Protocol)

Bepcua 1.42 04.06.2024 CuHXpoHu3sauuma c sepcueit N0 4.0.22.7

N3meHeHUA B pasgenax:

2 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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5.13 Mpynnbl arperayuu KaHanos — Link Aggregation Group (LAG)
5.17.7 HacTpoiika npotoKona LLDP

5.23 3epkanuposaHue (MOHUTOPUHT) NOPTOB

5.33 KoHurypauma 3awutbl ot DoS-atak

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Bepcua 1.41 07.03.2024 CuHxpoHusauums c sepcueit M0 4.0.22
Bepcua 1.40 19.12.2023 CuHxpoHusauums c sepcuei N0 4.0.21.7
Bepcusa 1.39 20.10.2023 CuHxpoHusauums c sepcuei MO 4.0.21.5

U3meHeHus B paspenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.19.1 dyHKUMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.21.1 MexaHusm AAA

5.29.1 ®dyHkuuu DHCP Relay ans IPv4

5.32 KoHdurypauma ACL (cnUCKu KOHTpOAA A0CTyna)

5.35.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)
5.35.13 KoHdurypauua BupTyanbHoi o61actm mapLipytusauum
(VRF lite)

Bepcna 1.38 09.08.2023 CuHxpoHusauums c sepcuent M0 4.0.21

U3meHeHuUA B pasgenax:

2.3 OCHOBHbIE TEXHUYECKNE XapaKTePUCTUKMN

5.5 KomaHpabl ynpasaeHusa cuctemoim

5.8 Hactpoiika cucteMHOro BpemeHu

5.21.2 NMpoTtokon RADIUS

5.28.2.3 HacTpoiika akTMBHOro ceaHca KnmeHta (CoA)

5.33 KoHdurypaumsa 3awurbl ot DoS-atak

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)
5.35.6 HacTtpoiika Route-Map

Bepcua 1.37 28.04.2023 CuHxpoHusaums c sepcuent M0 4.0.20

U3meHeHus B paspgenax:

5.7.1 OnucaHue aprymeHTOB KOMaHp,

5.10.2 HacTpoiika VLAN u pe}MumoB KommyTauum nHtepdeiicos
5.17.5 CemeiictBO npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.28.1 ®PyHKLUUM 06ecneyeHUA 3aWwmTbl NOPTOB

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)
5.35.5 HacTpoiika npotoKona IS-IS

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 3
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Bepcua 1.36

23.01.2023

CuHXpoHusaums c sepcuent MO 4.0.19

U3meHeHus B paspenax:

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.1 NapameTtpbl Ethernet-unrepgeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.10.2 Hactpoiika VLAN u peKumoB KommyTauum uHtepdeincos
5.16.1 NMpoTtokon IPv6

5.17.5.1 Hacrpoiika npotokona STP, RSTP

5.18 Voice VLAN

5.19.1 ®dyHKUMA nocpeaHUKa npoToKona IGMP (IGMP Snooping)
5.20.1 NMpoTokon PIM

5.20.4 dyHKuma IGMP Proxy

5.21.2 NpoTtokon RADIUS

5.21.4 NpoTokon ynpasaeHus cetbto (SNMP)

5.23 3epkanuposaHue (MOHUTOPUHT) NOPTOB

5.28.1 dyHKUUM 06ecneyeHnn 3aWmTbl NOPTOB

5.28.2.2 PacwumpeHHas nposBepKa NoA/IMHHOCTU

5.34.1 Hactpoiika QoS

5.35.1 KoHdurypaumsa ctaTMiueckoii mapLupytTusaumm

5.35.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcuna 1.35

16.12.2022

CuHxpoHusauums c sepcuent M0 4.0.18.4

Bepcua 1.34

29.11.2022

CuHxpoHusauums c sepcuei MO 4.0.18.2

M3meHeHUA B paspenax:

5.7.3 KomaHabl gna pe3epBUpoBaHUA KOHOUTypaLmumn
5.10.1 Napamertpbl Ethernet-untepgeiicos, Port-Channel- n
Loopback-untepdeiicos

5.17.2 Hacrpoiika npotokona ARP

5.17.8 Hactpoiika npotokona OAM

5.17.5 CemeiicTBO NnpoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.21.4 NpoTokon ynpasneHua cetoto (SNMP)

5.34.1 Hactpoiika QoS

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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Bepcua 1.33 29.07.2022 CuHxpoHusaums c sepcueit MO 4.0.18

[Nob6aBneHbl pasgenoi:
5.35.13 KoHdurypauma BupTyanbHOM 061acT mapLupyTM3auum
(VREF lite)

U3meHeHun B paspenax:

5.5 KomaHgbl ynpaBaeHUsa cuctemoim

5.7.2 KomaHgpb! gnsa paboTbl ¢ paiinammu

5.10.1 Napamertpbl Ethernet-untepdoeiicos, Port-Channel- n
Loopback-untepdeiicos

5.14 Hactpoiika IPv4-agpecauum

5.17.5 CemeiicTBO npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.21.7 HacTpoiika goctyna

5.23 3epkanuposaHue (MOHUTOPUHT) NOPTOB

5.28.5 3awuTa IP-agpeca KnueHrTa (IP source Guard)

5.29.1 ®dyHkuuu DHCP Relay ans IPv4

5.34.1 Hactpoiika QoS

5.35.1 KoHdurypaumsa ctaTMueckoii mapLuipyTusaumum

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Bepcua 1.32 27.06.2022 CuHxpoHusaums c sepcuent MO 4.0.17

U3meHeHus B paspgenax:

2.3 OCHOBHblE TEXHUYECKNE XapaKTePUCTUKMN

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.2 Hactpoiika VLAN u pe;KumoB KommyTauum uHtepdeincos
5.11 Selective Q-in-Q

5.13 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)
5.17.7 HacTpoiika npoToKona LLDP

5.19.1 dyHKUMA NocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.5 RADIUS-asTopusauma sanpocos IGMP

5.21.2 Npotokon RADIUS

5.32.1 KoHdurypaumsa ACL Ha 6ase IPv4

5.32.3 KoHdurypaumsa ACL Ha 6a3e MAC

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

Bepcma 1.31 01.04.2022 CuHxpoHusauma c sepcueit N0 4.0.16.14
Bepcua 1.30 28.02.2022 CuHxpoHusaums c sepcmein MO 4.0.16.13
Bepcuna 1.29 12.01.2022 UsmeHeHuA B paspenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuKu
5.18 Voice VLAN

5.25.3 luarHocTMKa MHAUKauMmM nHtepdeinncos
5.32.1 KoHdurypauusa ACL Ha 6ase IPv4

5.32.2 KoHdurypauusa ACL Ha 6ase IPv6

5.32.3 KoHdurypauusa ACL Ha 6a3e MAC

Bepcua 1.28 12.11.2021 UsmeHeHuA B paspenax:

2.1 HazHauyeHue

2.3 OCHOBHbIe TEXHUYECKNE XapaKTePUCTUKU

2.4.1 BHelWwHW BUA U ONUCaHUE NepeaHeli NnaHen ycTpoicTea
2.4.2 3aaHAA 1 BepXHAA NaHeNun YCTPoicTBa

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 5
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Bepcua 1.27

12.10.2021

M3meHeHUA B paspgenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

5.19.2 Npasuna rpynnoeoi agpecauunmn (multicast addressing)
5.23 3epkanupoBaHue (MOHUTOPUHT) NOPTOB

Bepcua 1.26

30.07.2021

[Oo6asneH kommyTtaTtop MES2324P ACW

UsmeHeHUA B pasgenax:

2.3 OcHOBHbIe TeXHUYeCKue XxapaKTepucTuku

2.4.1 BHewWwHW BUA U ONUCaHUE NepepHeii naHen ycTpoicTea
2.4.2 3aaHAA ¥ BepPXHAA NaHen yCTPoiicTBa

2.4.4 CeeTtoBaA UHAMKALMA

4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHabl ynpaBaeHus cuctemoi

5.8 HacTpoiika cucteMHOro BpemeHu

5.10.1 Napametpbl Ethernet-unrepodeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.17.5 CemeiicTBO NnpoToKonoBs STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.22 ¥ypHan aBapuii, npotokon SYSLOG

5.31 KoHdwurypauua DHCP-cepsepa

5.35.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)
5.35.6 Hacrpoiika Route-Map

Bepcua 1.25

30.04.2021

Do6asneHbl pasgensl:
5.25.3 lnarHocTMKa MHAUKauMmn nHtepdeincos

M3meHeHUA B paspenax:

2.3 OCHOBHble TEXHUYECKNE XapaKTePUCTUKMN

4.4 Pexxum paboTbl KOMMyTaTOpa

5.10.4 Hacrpoiika uHtepdeiica IP

5.11 Selective Q-in-Q

5.12 Storm Control ana pasnuuHoro Tpaduka (broadcast,
multicast, unknown unicast)

5.13.3 Hactpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.18 Voice VLAN

5.21.1 MexaHusm AAA

5.28.6 KoHTponb npoTokona ARP (ARP Inspection)

5.28.2 NpoBepKa NOAJMHHOCTM K/IMEHTA HA OCHOBe NnopTa (cTaH-
Bapt 802.1x)

5.28.3 Hactpoiika ¢pyHKkumun MAC Address Notification

5.33 KoHdurypaumsa 3awuTbl ot DoS-atak
5.34.1 Hactpoiika QoS

Bepcua 1.24

02.03.2021

CuHxpoHusauums c sepcuei MO 4.0.15.3

Bepcma 1.23

10.02.2021

U3meHeHuns B paspgenax:

2.2.3 dyHKUMM BTOPOro YpOBHA ceTeBoii moaenu OSI

2.4.4 CeeTtoBaA UHAMKALMA

4.5.1 ba3oBas HacTpoiiKa KOMMmyTaTopa

4.5.2 Hactpoiika napameTtpoB cuctembl 6e3onacHocTn

5.5 KomaHgbl ynpasieHusa cuctemon

5.12 Storm Control ana pasnnuHoro Tpaduka (broadcast, mul-
ticast, unknown unicast)

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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Bepcua 1.22 24.12.2020 [ob6aBneHbl pasgenni:
5.35.12 NMpoTtokon GRE

U3meHeHuUA B paspenax:

5.7.4 KomaHAabl gna aBTOMaTUYECKOro o6HoBneHUA U KoHdurypa-
unmn

5.10.2 Hactpoiika VLAN u pexumoB KommyTauum uHtepdeincos
5.10.3 HacTpoiika Private VLAN

5.13.3 HacTpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.17.1 Hactpoiika npotokona DNS — cucrembl AOMEHHbIX UMEH
5.21.3 NpoTtokon TACACS+

5.28.4 KoHtponb npotokona DHCP u onuyua 82

5.33 KoHurypauma 3awutbl ot DoS-atak

5.34.1 HacTpoiika QoS

Mpunoxkenue . OnucaHMe NpoueccoB KOMMyTaTopa

Bepcma 1.21 27.10.2020 U3meHeHunA B paspenax:

2.5 KomnneKT nocraBku

5.7.2 KomaHabl ana pabotbl ¢ paitnamm
5.33 KoHdwurypaumsa 3awurbl ot DoS-atak

Bepcuma 1.20 16.10.2020 U3meHeHuA B paspgenax:

2.3 OCHOBHbIE TEXHUYECKNE XapaKTePUCTUKMN

5.17.4 MexaHu3am o6HapyxeHusa netenb (loopback-detection)
5.20.4 ®dyHKumua IGMP Proxy

Bepcma 1.19 14.09.2020 U3meHeHunA B paspgenax:

5.1 ba3oBble KOMaHAbI

5.10.1 Napamertpbl Ethernet-untepdgeiicos, Port-Channel- n
Loopback-unrepdeiicos

5.17.11 Hactpoiika ¢yHKuuMmM Layer 2 Protocol Tunneling (L2PT)
5.21.4 NpoToKon ynpasneHusa cetbto (SNMP)

5.28.1 dyHKUUM 06ecneyeHUn 3aWmTbl NOPTOB

5.28.5 3awuTa IP-agpeca KnueHrta (IP source Guard)

Bepcna 1.18 02.09.2020 [Oob6aBneHbl pa3genbi:

5.26 IP Service Level Agreements (IP SLA)

5.28.2.3 HacTpoiika akTMBHOro ceaHca KnueHTa (CoA)
5.35.5 HacTpoiika npotoKona IS-IS

5.35.8 HacTpoiika cBs3Ku Kntoueit

U3meHeHus B pasgenax:

2.3 OCHOBHbIe TeXHUYECKUe XxapaKTepucTUKu

2.4.4 CBeToBaA UHAMKALMUA

2.5 KomnneKT nocraBku

5.7.2 KomaHabl ana pabotbl ¢ paitnammu

5.10 KoHdurypauma uitepdeiicos u VLAN

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-untepdeiicos

5.19.1 dyHKUMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.20.4 ®dyHKuua IGMP Proxy

5.21.1 MexaHusm AAA

5.27 dneKkTponuTtaHue no amHuam Ethernet (PoE)

5.28.1 dyHKLUUM 06ecneyeHUA 3aWwmTbl NOPTOB

5.28.4 KoHtponb npotokona DHCP v onuua 82

5.32 KoHdwurypauma ACL (cnucku KOHTpOAA AocCTyna)

5.34 KauectBo ob6cnyxusaHua — QoS

5.35.2 HacTpoiika npotoKona RIP

5.35.3 HacTpoiika npotokona OSPF, OSPFv3

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324 7
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5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)

Bepcma 1.17

23.01.2020

[Do6asneH KommyTtaTtop MES3510P, y6paH MES2326

U3meHeHus B paspenax:

5.10.1 NapameTtpbl Ethernet-unrepgeiicos, Port-Channel- u Loop-
back-untepdeiicos

5.10.2 Hactpoiika VLAN u peKMumoB KommyTauum uHtepdeincos
5.17.5 CemeiicTBo npoToKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.19.1 dyHKUMA nocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.3 MLD snooping — NPOTOKO/ KOHTPO/Si MHOFOa4pecHoro
Tpaduka B IPv6

5.28.4 KoHtponb npotokona DHCP u onuua 82

Bepcua 1.16

22.10.2019

Job6asneHbl pasgenbi:

3.3 YcraHoBKa ycrpoiicte MES3508, MES3508P, MES3510P Ha
DIN-peiiky

4.5.1.2 PaclumMpeHHas HaCTpoOiiKa ypoBHA AocTyna

5.13.3 Hactpoiika TexHonorum Multi-Switch Link Aggregation
Group (MLAG)

5.21.7.3 YpaneHHblid 3anyck KomaHg, nocpeacrsom SSH

5.28.7 dyHKumoHan First Hop Security

5.35.11 Hactpoiika npotokona Bidirectional Forwarding Detec-
tion (BFD)

U3meHeHus B paspgenax:

5.7.2 KomaHgapb! gnsa paboTbl ¢ paiinammu

5.10.1 NapameTpbl Ethernet-untepdeiicos, Port-Channel- n
Loopback-unrepdeiicos

5.10.2 Hactpoiika VLAN u pe;KumoB KommyTauum uHtepdeincos
5.17.5 CemeiicTBO NnpoTtoKonos STP (STP, RSTP, MSTP), PVSTP+,
RPVSTP+

5.17.5.3 Hactpoiika npotokonos PVSTP+, RPVSTP+

5.27 dneKkTponuTtaHue no amHuam Ethernet (PoE)

5.28.2.2 PaclumpeHHasa nposBepkKa NOA/IMHHOCTH

5.29.2 ®yHkuuu DHCP Relay ans IPv6 u Lightweight DHCPv6
Relay Agent (LDRA)

5.35.3 Hactpoiika npotokona OSPF, OSPFv3

5.35.4 Hactpoiika npotokona BGP (Border Gateway Protocol)
5.35.5 HacTpoiika npoToKona IS-IS

Bepcma 1.15

16.09.2019

[o6asneHbl pasaensbi:

5.29.1 ®yHKuumn DHCP Relay gna IPv4

5.29.2 ®dyHkuum DHCP Relay ans IPv6 u Lightweight DHCPv6 Re-
lay Agent (LDRA)

U3meHeHuA B pasgenax:

2.3 OCHOBHbIe TeXHUYECKNE XapaKTePUCTUKHU

2.5 KomnneKkT noctaBku

4.5.1 ba3oBasa HacTpoiiKa KOMMyTaTopa

5.10 KoHdwurypauma unutepdeiicos n VLAN

5.22 }XypHan aBapuit, npotokon SYSLOG

5.28.2.3 Hactpoiika akTUBHOro ceaHca KameHTa (CoA)
5.32 KoHowurypauma ACL (cnucku KOHTpOAA AocCTyna)

Bepcua 1.14

27.05.2019

[ob6aBneHbl pasgenoi:

5.17.10 Hactpoiika ¢pyHKuum Flex-link

5.19.5 RADIUS-asTopusauma sanpocos IGMP
5.20.2 ®dyHKuma PIM Snooping

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324
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5.20.3 Npotokon MSDP
5.35.5 HacTpoiika npotoKona IS-IS
5.35.7 HacTpoiika Prefix-List

U3meHeHun B paspenax:

2.2.4 dyHKUMM TpEeTbero ypoBHA ceTeBoit mogenu OSI

2.3 OCHOBHbIE TEXHUYECKNE XapaKTePUCTUKMN

5.10 KoHdwurypauma untepdeiicos n VLAN

5.14 Hacrtpoiika IPv4-agpecauumn

5.19.4 dyHKuUM orpaHuyeHua multicast-tpadpuka

5.20.1 NpoTokon PIM

5.20.4 dyHKuma IGMP Proxy

5.21.4 NpoToKon ynpasneHua cetbto (SNMP)

5.28.4 KoHTponb npotokona DHCP u onuua 82

5.32.1 KoHdurypauusa ACL Ha 6ase IPv4

5.35 KoHdurypauma npoToKONI0B MapLupyTU3aumum

5.35.4 HacTpoiika npotokona BGP (Border Gateway Protocol)
5.35.10 Hacrtpoiika Virtual Router Redundancy Protocol (VRRP)

Bepcua 1.13 05.02.2019 U3meHeHuA B paspenax:

2.2.4 dyHKUMM TPETbEro YPOBHA ceTeBoi mogenu OSI
4.4 Pexxum paboTbl KOMMyTaTOpa

5.17.3 Hactpoiika npotokona GVRP

5.21.7.1 Telnet, SSH, HTTP n FTP

5.25.2 inarHocTMKa onTU4eCcKOro TpaHcmeepa
5.27.2.2 PaclumMpeHHas HacTPOMUKa NOAJMHHOCTHU
5.27.3 KoHTtpoab npotokona DHCP v onuuu 82
5.28 ®dyHKkuun DHCP-Relay nocpegHuka

5.5 KomaHpabl ynpasaeHusa cucremoi
YBenuueHo Koaundecrso Port-Channel go 48

Do6aBneHbl pasgenbi:

5.17.9 Hactpoiika npotokona CFM (Connectivity Fault Manage-
ment)

5.34.4 Hactpoiika npoTtokona BGP (Border Gateway Protocol)

Bepcuna 1.12 01.11.2018 UsmeHeHuA B paspenax:

2.3 OCHOBHbIe TeXHMYECKUe XxapaKTepucTuku

5.17.4 MexaHusm o6Hapy:KeHus nerenb (loopback-detection)
5.5 KomaHgbl ynpasieHUa cuctemon

5.19.2 Npasuna rpynnosoi agpecauunun (multicast addressing)

Bepcma 1.11 28.09.2018 [Oo6asneH pasgen:
5.17.5.3 Hactpoiika npoTtokona PVST+

U3meHeHunA B pasgenax:

2.4.1 BHewWwHWA BUA U ONUCaHUE nepeaHeli naHean ycTpoicTea.
4.4 Pexxum paboTbl KOMMyTaTOpa

5.5 KomaHgbl ynpaBieHUsa cuctemon

5.17.3 Hactpoiika npotokona GVRP

5.19.1 dyHKUMA NnocpegHUKa npoTtokona IGMP (IGMP Snooping)
5.19.2 Npasuna rpynnoBoii agpecaumnun (multicast addressing)
5.25.2 inarHocTnKa onTM4eCcKoro TpaHcusepa

5.25.1 ilnarHocTuKa megHoro Kabensa

5.21.2 Npotokon RADIUS

5.26 dneKTponuTtaHue no amHuam Ethernet (PoE)

5.27.1 ®dyHKuMA o6ecneyeHuUA 3aWwmTbl NOPTOB

5.30 KoHdurypauma DHCP-cepsepa

5.4 HacTpoiiKa MaKpOKOMaHp,
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Bepcma 1.10

28.06.2018

N3meHeHuA B paspenax
5.13 Fpynnbl arperauuu KaHanos — Link Aggregation Group (LAG)

Bepcma 1.9

28.05.2018

[o6aBneHbl pasgensl:

5.3 NepeHanpaeneHue BbiBoAa KOMaHg, CLI B Npon3BobHbIiA
daiin Ha N3Y

5.34.5 Hactpoiika Equal-cost multi-path (ECMP)

U3meHeHus B paspenax:

2.3 OCHOBHbIe TeXHUYEeCKUe XxapaKTepucTuku

5.7.4 KomaHgapb! gna aBTomaTuueckoro o6HoBneHus u KoHdurypa-
umm

5.10.1 NapameTtpbl Ethernet-unrepgeiicos, Port-Channel u Loop-
back-untepdeiicos

5.13 F'pynnb! arperauum KaHanos Large Aggregation Group

5.14 Hactpoiika IPv4 agpecauumn

5.17.1 Hactpoiika npotoKona DNS — cuctembl SOMEHHbIX UMEH
5.17.9 Hactpoiika ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)
5.19.5 dyHKUUA MHOroaapecHoi mapwpyTtusauum IGMP Proxy
5.20 MHoroagpecHasa maplipyTusaumua — npotokon PIM

5.30 KoHourypauua DHCP-cepsepa

5.34.3 Hactpoiika npotokona OSPF, OSPFv3

NPUNOXKEHUE A. NTPUMEPbI MTPUMEHEHUA U KOHOUTYPALIUU
YCTPOWMCTBA

NPUNOXEHUE I'. ONUCAHME NMPOLLECCOB KOMMYTATOPA

Bepcma 1.8

12.12.2017

U3meHeHus B paspgenax:

2.3 OCHOBHbIe TeXHUYeCKue XxapaKTepucTuku

2.4 KOHCTPYKTUBHOE UCNO/IHEHUE

2.4.4 CeBeToBasA MHAUKALMUA

5.4 KomaHabl ynpaBaeHUsa cuctemoim

5.9.1 Napametpbl Ethernet-unrepdeiicos, Port-Channel n Loop-
back-untepdeiicos

5.9.2 Hactpoiika VLAN u pe}MmoB KommyTauumn uHtepdeiicos
5.16.7 Hactpoiika npotoKona LLDP

5.18.1 ®yHKUMA nocpeaHUKa npoTokona IGMP (IGMP Snooping)
5.20.4 NpoToKon ynpasneHua cetbto (SNMP)

5.20.6 Cnucku goctyna ACL ans ynpasieHUA YCTPOUCTBOM
5.24.2 inarHocTMKa onTU4ECKOro TpaHcMeepa

6.2 XXypHan aBapwmii, npoTtokon Syslog.

6.9 KoHpurypauua PPPoE Intermediate Agent

Bepcua 1.7

18.09.2017

[o6asneHbl pasgenbi:
5.9.3 Hactpoiika Private VLAN

U3meHeHuUA B pasgenax:

2.3 OCHOBHbIe TeXHUYECKUe XxapaKTepucTuKku

5.4 KomaHAbl ynpaBaeHUsa cuctemoim

5.9.2 Hactpoiika VLAN u pexMmoB KommyTauumn uHtepdeiicos
5.16.4 MexaHu3am o6HapyxeHusa netenb (Loopback-detection)
5.18 'pynnoBas agpecaumusa

5.20.6 Cnucku pocrtyna ACL anAa ynpaBaeHUA yCTPOICTBOM
5.20.2 Npotokon RADIUS

5.20.4 NpoTokon ynpasaeHus cetbto (SNMP)

5.21 }XypHan aBapuit, npotokon SYSLOG

5.26.3 KoHTtponb npotokona DHCP u onuua 82

5.28 KoHdurypauma PPPoE Intermediate Agent

5.32.1 Hactpoiika QoS
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Bepcua 1.6 25.05.2017 [ob6aBneHbl pasgenni:
5.16.9 HacTpoiika ¢pyHKuum Layer 2 Protocol Tunneling (L2PT)
U3meHeHuUA B paspenax:
2.2.4 dyHKUMM TpeTbero ypoBHA ceTeBo mogenu OSI
5.9 KoHdurypauua nurepdeiicos n VLAN
5.12 Fpynnbl arperauum KaHanos — Link Aggregation Group (LAG)
5.16.4 MexaHu3am o6Hapy:keHusa netenb (Loopback-detection)
5.16.6 HacTtpoiika npotokona G.8032v2 (ERPS)
5.20.4 NpoTokon ynpasaeHus cetoio (SNMP)
5.20.7.1 Telnet, SSH, HTTP un FTP
5.26.1 PyHKUUM 06ecnevyeHUA 3aWwmUTbl NOPTOB
5.27 ®dyHKkuum DHCP Relay nocpeaHuka
5.28 KoHowurypaumsa PPPoE Intermediate Agent
5.30.3 KoHdurypaumua ACL Ha 6a3e MAC
5.32.1 Hactpoiika QoS
5.33.3 Hactpoiika npotokona OSPF, OSPFv3
Bepcua 1.5 23.03.2017 [Oob6aBneHbl pasgenbi:
5.6.3 KomaHpabl gna pesepsnpoBaHna KoHpuUrypaumm
5.26.6 Hactpoiika ¢pyHKkumn MAC Address Notification
NPUNOXEHUE I ONMUCAHME NMPOLLECCOB KOMMYTATOPA
U3meHeHus B paspgenax:
4.3 3arpy3o4yHoe MeHto
5.4 KomaHgbl ynpaBieHUA CUCTEMOM
5.6.2 KomaHab! gna paboTbl ¢ paitnamu
5.9 KoHurypauus nHtepodeiicos
5.18.2 ®dyHKUMA nocpeaHUKa npoToKona IGMP (IGMP Snooping)
5.16.2 Hacrpoiika npotokona ARP
5.16.5.1 Hactpoiika npotokona STP, RSTP
5.20.1 MexaHusm AAA
5.26.3 KoHTtponb npotokona DHCP u onuua 82
6.1 MeHto Startup
Bepcna 1.4 09.09.2016 [ob6aBneHbl pa3genni:
2.4 KOHCTPYKTUBHOE UCNOIHEHUe — A06aBneHo onucaHne Kom-
myTtatopos MES2308
5.8 KoHdpurypauma sBpemeHHbIX MHTepBanoB time-range
5.15.8 Hactpoiika npotokona OAM
5.17.4 ®yHKUMM orpaHmnueHuna multicast-tpagpuka
5.24 dneKTponuTtaHue no nmHuam Ethernet (PoE)
5.27 KoHourypauma PPPoE Intermediate Agent
U3meHeHunA B pasgenax:
2.3 OCHOBHbIe TeXHONOrMYecKue XxapakTepucTuKmn
5.4 KomaHgbl ynpaBieHUsa cuctemon
5.7 HacTpoiiKa CUCTEMHOrO BpeMeHU
5.8 KoHdurypauua nHtepdeiicos
5.12 HacTtpotiika IPv4-agpecauum
5.15.5 CemeiicTBO NpoToKoaoB STP (STP, RSTP, MSTP)
5.17.1 Npasuna rpynnosoi agpecaumnun (multicast addressing)
5.17.2 dyHKUMA nocpesHUKa npotokona IGMP (IGMP Snooping)
5.19.1 MexaHusm AAA
5.19.2 NMpotokon RADIUS
5.19.5 MpoTokon ynpasneHusa cetoto (SNMP)

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324

11



HELTEX

Bepcua 1.3

22.07.2016

[o6asneHbl pasaenbi:
5.15.6 HacTtpoiika npotokona G.8032v2 (ERPS)

U3meHeHun B paspenax:

2.2.3 dyHKUMM BTOPOro YPOBHA ceTeBoii moaenu OSI
5.4 KomaHabl ynpaBaeHUsa cuctemoim

5.8.2 HacTtpoiika untepdeiica VLAN

5.19.1 MexaHusm AAA

5.19.8.1Telnet, SSH, HTTP u FTP

5.20 XypHan aBapuit, npotokon SYSLOG

5.27 KoHdurypauma ACL (CnUCKM KOHTpOANA AoCTyna)

Bepcusa 1.2

25.05.2016

[o6aeneHbl pasgenvl:

2.3 OCHOBHbI@ TeXHOJIOTMYECKUE XapaKTepUCTUKHU

2.4 KOHCTPYKTUBHOE UCMNOIHEHUE - ONUCaHUE KOMMYTaTOPOB
MES2348B

Bepcma 1.1

12.05.2016

[Nob6aBneHbl pasgenni:

2.3 OCHOBHbIe TEXHO/IOFMYECKUE XapaKTePUCTUKHN

2.4 KOHCTPYKTUBHOE UCNO/IHEHUE - ONUCAHUE KOMMYTaTOPOB
MES3324, MES2324

YpaaneH paspen:
5.14.2 TyHHenupoBaHue npotoKoa IPv6 (ISATAP)

Bepcua 1.0

25.03.2016

MepBasa ny6ankaums.

Bepcua NO

4.0.25
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HELTEX

YC/TOBHbIE OBO3HAYEHMUA

0O603HaueHue OnucaHue
B KBaZpaTHbIX CKOBKaxX B KOMaHAHOM CTPOKe yKa3blBatoTCcA HeobsA3aTeIbHble
[1 napameTpbl, HO UX BBOA, NPefOCTaBAAET ONpeAeNieHHble AONONHUTE bHbIE
onumu.
B ¢urypHbIx ckobKax B KOMaHAHOWM CTPOKE YKa3blBAOTCA BO3MOXKHble 068-
i 3aTesibHble NapameTpbl. Heobxoammo Bbi6paTbh OANH M3 NAPaMeTPOB.
«,» ﬂ,aHHbIe 3HaKM B ONNCaHNUN KOMaHAbl UCNONb3YKOTCA ANA YKa3aHUA AMana-
«-» 30HOB.
«|» [JaHHbIN 3HAK B ONMCaHMM KOMaHAbl 0603HAYaeT «UAN».
«f» JaHHbIN 3HaK B oNMUcaHWe KOMaHAbl YKa3blBAeT HA 3HAYEHME NO YMONIYAHUIO.

Kypcusom Calibri ykasbiBaloTca nepemeHHble WAM MapameTpbl, KOTopble

Kypcue Calibri .
HeobxoAMMO 3aMEHUTb COOTBETCTBYHOLLMM C/IOBOM U/IN CTPOKOM.

MonyXupHbolii MonyXunpHbIM WPUPTOM BblgeNEHbI MPUMEYAHNA N NPeayNpPeKAeHNA.
<MonyxcupHolii MoNy*KMPHbIM KYPCMBOM B YI/10BbIX CKOOKax YKasblBalOTCA Ha3BaHUA Kna-
Kypcue> BWLU Ha KNaBuaType.

Courier New MonyxunpHbim wpndptom Courier New 3anucaHbl NpUMepbl BBOAA KOMAHA,

WpudpTtom Courier New B pamke C TeHbIO YKa3aHbl pe3ybTaThbl BbINOJHEHUA
KOMaHa,

Courier New|

MpumeyaHua u npegynpexaeHus

BaHMIO U HaCTPOWKe yCTpoiicTBa.

MpeaynpexaeHna UHGOPMUPYIOT NONb30BATENA O CUTYaLUAX, KOTOpble MOryT HaHecCTu
Bpeps, yCTPOMUCTBY UM YEIOBEKY, NPUBECTU K HEKOPPEKTHOU paboTe ycTpoiicTBa uam notepe

/f‘ MpumeyaHua copgepKaTt BaXKHYIO MH(')OpMaLI,MIO, coBeTbl WIn pekomeHaaunm no ucnosib3o-
- AdHHDbIX.
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DHELTEX

1 BBEAEHMUE

B nocnegHue rogbl HabaogaeTca TeHAEHUMA K peannsaumm macTabHblX NPOEKTOB NO OpraHM3aumun
ceTeli cBA3M B COOTBETCTBMM C KoHuenumelt NGN (ceTu cneaytouero nokosneHma). OAHOM M3 OCHOBHbIX 3a4au
NPW NOCTPOEHMM KPYMHbIX MY/IbTUCEPBUCHDIX CETEM ABNAETCA CO34aHNE HAaZAEKHbIX U BbICOKONPOU3BOAUTENb-
HbIX TPAHCNOPTHbIX CETEN, KOTOPbIE ABAAKOTCA ONOPHbLIMM B MHOTOC/TI0MHOM apxmTekType NGN.

Mepesaya wHoOpmMaummM Ha 6ONbLWKMX CKOPOCTAX, OCOBEHHO B CETAX KPynHoro MmacwTaba,
noApasymeBaeT BbI6Op TaKoW TOMONOIMM CETM, KOTopas Mo3BOAAET MMOKO OCYLLeCTBAATb pacnpenesneHne
BbICOKOCKOPOCTHbIX NOTOKOB.

KommyTtatopbl MES23xx, MES33xx u MES5324 MOryT MCNO/1b30BaTbCA Ha CETAX KPYMHbIX NpeanpuaTunii
W NpeanpuATUI Manoro u cpegHero busHeca (SMB), B onepaTtopckux cetax. OHM obecnevmBatoT BbICOKYHO
NpPOu3BOAUTENBbHOCTb, FMOKOCTb, 6€30MacHOCTb, MHOFOYPOBHEBOE KauyecTBO 06cayKMBaHUA (QOS).
KommyTtatopbl MES5324 n MES3324 061aaatoT NOBbILWEHHOM HafeXHOCTbIO 33 CYET pe3epBUMpPOBaHMA Y3108,
onpeaenatowmnx becnepebonHOCTb GYHKLNMOHNPOBAHMA — MOAYNEN NMUTAHUA U MOAYNEN BEHTUNALUN.

JNInHelika npomblwneHHbix KommyTaTopos IJITEKC cepun MES35xx npegHasHaveHa 41a opraHM3aumm
3aLUMLLEHHDbIX OTKA30yCTOMYMBBLIX CETEN Mepeayu AaHHbIX Ha 0ObeKTax, rae HeobxoAMMO BbINOJHEHME
TpeboBaHMI MO YCTOMYMBOCTM K BO3LENCTBUAM PA3NUMYHOIO BMAA TEMMEpPaTypHbIM U MEXAHUYECKUM
BO34EeNCTBMAM, BUOpaLMK U Ap.

B HacToAwem pyKoBOACTBE U3/I0XKEHbl Ha3HAYeHMe, TEXHUYECKUE XapaKTepPUCTUKU, peKoMeH4aumun no
Ha4YasbHOM HaCTpOVIKe, CUHTAKCUC KOMaHA ONnAa KOHd)MpraLI,MM, MOHWUTOPWUHIA U obHoBNEHUA nporpamMmmHoro
obecneveHus KOMMYTATOpPOB.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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HELTEX

2 OINUCAHUE U3AENUNA

2.1 Ha3HaueHue

KommyTtatopbl arperaumm MES33xx, MES5324 — 3TO BbICOKOMNPOU3BOAUTE/IbHbIE YCTPOMCTBA],
OCHalleHHble WHTepdelicamm 10GBASE-R, 40GBASE-R w npepgHasHayeHHble AN WCNONb30BaHUA B
OMepaTopPCKMX CETAX B KaUecTBe YCTPOWCTB arperaummn 1 B LieHTpax o6paboTkm aaHHbIx (LLOA) B KauecTse Top-
of-Rack nnun End-of-Row kommyTtaTopos.

MopTbl ycTpoicTBa noaaep»kusatoT paboTty Ha ckopoctax 40 Féut/c (QSFP+) (MES5324), 10 Iéut/c
(SFP+) nam 1 rémt/c (1000BASE-X n 1000BASE-T SFP), uto obecneuymBaeT rmbKOCTb B MCMNOAb30BaHUU U
BO3MOKHOCTb NOCTENEHHOrO nepexosa Ha 6osee BbICOKME CKOPOCTM Nepepauyn AaHHbiX. Hebnokupyemas
KOMMYTaLMOHHAA MaTpuLa NO3BOJIAET OCYLLECTBATL KOPPEKTHYIO 06paboTKy NakeToB NPy MaKCUMasbHbIX
HarpysKax, COXpaHas Npu 3TOM MUHMMAa/bHbIE U NPeacKasyemMble 3aePKKM Ha BCeX TMNax Tpaduka.

Cxema BeHTUnAUMM front-to-back obecneunBaet adpdeKkTMBHOE OXNaKAEHME NPU WUCNOJb30BAHMM
YCTPOMCTB B YCN0BUAX COBpPeMeHHbIx LLO/.

lﬂ,y6‘l'll/lpOBaHHble BEHTUNATOPbI U UCTOYHUKU NUTAHMNA NOCTOAHHOIoO WU NepemMeHHOro TOKa B
CoYeTaHnn C Pa3BUTON CUCTEMOIN MOHUTOPUHIa annapaTHOM YacTu YCTPOICTBa NO3BONAIOT NOYYNUTb BbICOKUE
nokasaTenu HafAeXHOCTU. YCTPOMCTBA MMEIOT BO3MOMKHOCTb ropsAyelt 3ameHbl mMmoaynei nNuUTaHua U
BEHTMNALMOHHbIX Moaynelt, obecneunsan becnepeboiiHocTb GYHKLMOHNPOBAHMA CETU onepaTopa.

KommyTtatopbl goctyna MES2308(R), MES2324(B)(F)(FB), MES2348B, MES23xx(P) — ynpaBnsemble
KOMMYTaToOpbl YPOBHA L3, OCyLWecTBAAIOT NOAKNIOYEHUE KOHEYHbIX MO/b30BaTesiel U ceTeit npeanpuaTuii
MaJIoro 1 cpeaHero 6M3Heca K ceTAM onepaTopoBs CBA3M C MomolLbio nHtepdeicos 1/10 Gigabit Ethernet.

MpomblwneHHble KommyTaTopbl MES2328I, MES3508(P), MES3510(P) npegHasHayeHbl AN opraHusa-

UMM 3alUMULLEHHBIX CeTel nepepayn AaHHbIX Ha 06beKTax, rae Heob6xo4MMO BbINOJHEHWE TPeboBaHMIA MO
obecneyeHUIo yCTOMUMBOCTM K TeMNepaTypHbIM BO34,ENCTBUAM.

2.2 O®YHKUUM KOMMYTATOpA

2.2.1 basosble hyHKyuU
B Tabanue 1 npuseaeH cnncok 6a3oBbix GyHKUKNIA YCTPOMUCTB, AOCTYMNHbIX 418 a4MUHUCTPUPOBAHUA.

Tabnuua 1 — basoBble GyHKLUN YCTPOUCTBA

3awyuma om BAOKMPOBKa BO3HUKAET B C/TyHaAx Neperpyskm BbIXOAHbIX NOPTOB YCTPOMCTBA Tpa-
6n10KuposKu GUKOM OT HECKO/IbKMX BXOAHbIX MOPTOB. ITO NPUBOAMUT K 3a4epiKKam nepesayn
oyepedu (HOL) OaHHbIX N NOTepe NaKeToB.
Mododepika c 6
NocobHOCTb NOAAEPKMBATL Nepesayy CBEPXAJMHHbBIX KaapoB, YTO NO3BONAET

C8epXOAUHHbIX AAEP PeAaty ceepxa AP .

nepenaBaTtb AaHHble MEHbLIMM YMCIOM NAKETOB. ITO CHUMKAET 06beM CyKebHOM
Kadpos (Jumbo

MHbOpMaLMn, Bpems 06paboTKM U NepepbIBbl.
frames)
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DHELTEX

YnpaeneHue
nomokKom
(IEEE 802.3X)

YnpaBneHne NOTOKOM MO3BOJIAET COEANHATb HU3KOCKOPOCTHOE YCTPOMCTBO C Bbl-
COKOCKOPOCTHbIM. [ANA NpeaoTBpalleHma nepenoiHeHns 6ydepa HU3KOCKOPOCT-
HOe YCTPOMCTBO MMEET BO3IMOXKHOCTb OTNpPaBnATb nakeT PAUSE, Tem cambim WH-
dopmmMpyaA BbICOKOCKOPOCTHOE YCTPOMCTBO O HEOBXOAMMOCTM cAeNaTb Naysy npu
nepejaye NakeTos.

Paboma e cmeke
ycmpoiicme

KommyTtaTtop noagepusaeT obbeAnHEHNE HECKOIbKMX YCTPOMCTB B CTEK. B aTom
cny4ae KOMMYTATOpbl PAacCMATPMBAKOTCA KaK efuHOoe YCTPOMCTBO C 06LWMMM
HacTpoiKkamu. BO3MOKHbI ABE TOMOMOrMM MOCTPOEHUA CTEKA — KO/bLO W Le-
nouka. Mpu 3Tom NapameTpbl NOPTOB BCEX YCTPOWCTB, BKIHOUEHHbIX B CTEK, MOXKHO
334aTb C KOMMyTaTopa, paboTaioliero B pexume «mactep». CTeKMpoBaHue
YCTPOWCTB NO3BO/IAET CHU3UTb TPYA0EMKOCTb YPABAEHUSA CETbIO.

2.2.2 ®yHKyuu npu pabome c MAC-adpecamu

B Tabsmue 2 npuseaeHbl GyHKUMM YCTPOCTB Npu paboTte ¢ MAC-aapecamu.

Tabnnua 2 — OyHKUMK paboTbl c MAC-agpecamu

Tabauya MAC-
adpecos

KommyTaTop coctaBnfaeT B namaTh TabauLly, B KOTOPOW yCTaHaBIMBAETCA COOTBET-
cteue mexkgy MAC-agpecamu 1 y3namum nopToB KOMMYTaToOpa.

Pexcum obyveHus

B oTcyTCcTBME 0BYyUYeHMs AaHHble, MOCTyNatoLWmne Ha Kakon-nMbo nopT, nepenatoTca
Ha BCe OCTa/IbHble NOPTbl KOMMYyTaTopa. B pexxnme obyyeHUs KommyTaTop aHaNAn-
3MpyeT Kaapbl 1, onpeaenvs MAC-agpec oTnpaBuTeNsa, 3aHOCUT ero B Tabauuy
KommyTaumn. Bnocneacteum Kagp Ethernet, npeaHasHayeHHbIM ansa xocta, MAC-
aapec KOToporo yKe ecTb B TabsMue, NnepeaaeTca TONbKO Yepes yKa3aHHbIN B Tab-
nvue nopr.

Moddepxka
nepedayu Ha
Heckonbko MAC-

[aHHaa GyHKUMA NO3BONSET YCTaHABNMBATL COEAMHEHUS «OAMH KO MHOTUM» U
«MHOTME KO MHOTMM». TakuM 06pa3om, Kaap, afpecoBaHHbIi MHOTOaApecHO

adpecos rpynne, nepefaeTca Ha KaXKAblil NOPT, BXOAALMI B rpynny

(MAC Multicast ' '

Support)

Aemomamuveckoe } 5

epems xpaHeHus Ecau oT ycTpoiicTtea ¢ onpegeneHHbim MAC-agpecom 3a onpeaesieHHbIn nepuog,
BpemMeHUN He NOCTYyNakoT NaKeTbl, TO 3aNUCb ANA AaHHOIo aapeca yCtapeBaeT U a-

MAC-adpecoe p y Aana Aap ycTap YA

Aut tic Agi naetca. 9To no3BonsAeT noaaepxnBatb Ta61w|u,y KOMMYTaUuun B aKTyaZlbHOM CO-

(Automatic Aging for ———

MAC Addresses)

CmamuyecKue .

3anucu MAC CeteBomn KOMMYTATOP NO3BO/IAET NO/Z1Ib30BAaTENHO onNpeaennTb CtTatTuyeCkme 3anncu

X . cooTBeTcTBNIN MAC-agpecoB, KOTOpble COXPaHAOTCA B TabinLe KOMMyTaLUun.
(Static MAC Entries)
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2.2.3 ®yHKyuu emopo2o ypoeHa cemesoli modenu OSI|

B Tabnnue 3 npuseaeHbl pyHKLUN 1 0COBEHHOCTM BTOPOro YpoBHS (ypoBeHb 2 OSI).

Tabnnua 3 — OnucaHune yHKLUMIA BTOporo yposHA (Layer 2)

Peanusauus npoTtokona IGMP no3sonset Ha ocHoBe MHbOPMaLMK, NONYYEHHOM

®yHkyus IGMP npw aHanuse cogepxumoro IGMP-nakeToB, onpegennTb, Kakue yCTPOMCTBA B CETU
Snooping y4acTBYIOT B rpynnax MHOroagpecHoOW paccbIku1, U agpecoBaTtb TPaduk Ha cOOT-
BETCTBYIOLLME MOPTbI.
®yHKyusa MLD Peanusauus npotokona MLD no3sossfeT ycTPOMNCTBY MUHUMM3MPOBATL MHOF0AA-
Snooping pecHbii IPv6-TpaduK.
®PyHKUMA, NO3BOAIOLLAA MEepeHanpaBaATb MHOroaApecHbl Tpaduk u3 oaHoM
dyHKyua MVR VLAN B apyryto Ha ocHoBaHuM IGMP-coobLieHni, YTO MO3BOAAET YMEHbLIUTD

HarpysKy Ha uplink-nopT. MpumeHsaeTca B peweHuax lll-play.

3awuma om «wmopma»
(Broadcast, multicast,
unknown unicast

Storm Control)

«WTopm» — 370 pasmHoKeHue broadcast-, multicast-, unknown unicast-naketos
B KaXXAOM y3/1e, KOTOPOe NPUBOAMUT K NaBUHOOBPa3HOMY POCTY MX YMCNa M Napa-
nusyeT paboTy ceTn. KommyTaTopbl UMEOT QYHKLMIO, MO3BO/IAIOLLYIO OFPaHUYNTD
CKOPOCTb Nepesaym MHOrOaApPeCcHbIX M LUIMPOKOBELLATENbHbIX KaApOoB, NPUHATLIX
M nepeaaHHbIX KOMMYTaTOPOM.

3epkanuposaHue
nopmoe
(Port Mirroring)

3epKannpoBaHue NopToB No3BosAeT yb6aMposaTb TpaduK HabaogaeMblix NOPTOB,
nepecbinas Bxogawme uU/Unam ncxoasliMe nakeTbl HA KOHTPOAMPYIOLWMI nopT. Y
Nno/sib30BaTeNs KOMMYTaTOpPa €CTb BO3MOMKHOCTb 334aTb KOHTPO/IMPYIOLMIA U KOH-
TposMpyemble NOpPTbI U BbIGpaTh TUN TpaduKa (BXOAALLMIA M/UAK UCXOAAWMIA), KO-
TOpbIN ByaeT nepesaH Ha KOHTPOIMPYIOLLMIA NOPT.

U3zonayua nopmos
(Protected ports)

[aHHaa yHKUMA NO3BOASET Ha3HauMTb NopTy ero uplink-nopT, Ha KoTopblin be-
3ycnoBHo byaeT nepeHanpasaATbCcA Becb TpadukK, obecneymsan Tem cambiM U30-
NALMIO C APYrMMUM NopTamu (B Npesenax o4HOro KOMMyTaTopa), HaxXoAAWMMUCA B
3TOM e WnpoKoBeLwaTenbHom gomeHe (VLAN) B npeaenax og4HOro KommyrtaTopa.

Private VLAN Edge

[aHHaa ¢yHKUMA NO3BOISET M30AMPOBATL rPynny NopToB (B npeaenax ogHOro
KOMMYTaTopa), HaXoAALWMXCA B OAHOM LUMPOKOBELLLATENIbHOM AOMEHE MEeXKAy COo-
60i1, N03BONAA NPU 3TOM 0B6MeH TPadUKOM C APYrMMM NOPTaMM, HAXOLALLMMUCS
B 3TOM e WWPOKOBELATENbHOM AOMEHE, HO He MPMHAANEeXAWMMM K 3TOW
rpynne.

Private VLAN (light
version)

ObecneunBaeT U301ALMI0 MEXKAY YCTPONCTBAMM, HAXOLALLMMUCA B OL4HOM LINPO-
KoBeLLaTe/IbHOM AOMeHE, B Npeaenax sceit L2-ceTn. PeannsoBaHbl TO/IbKO A4Ba pe-
*unma paboTbl nopta: Promiscuous u Isolated (Isolated-nopTbl He moryT o6meHu-
BaTbCA APYr C APYrom).

Spanning Tree Protocol — ceTeBoi NPOTOKO/, OCHOBHOM 3aAa4eil KOTOPOro ABASA-

Moddepcka g
eTca npuseaeHue cetn Ethernet ¢ M36bITOYHBIMU COEAMHEHUAMMU K APEBOBUAHOM
npomokona STP .
. TONONOMMK, UCKNtoYatoLWel neTan. KommyTaTopbl 06MeHWBalOTCA KOHdUrypaLm-
(Spanning Tree
OHHbIMM COOBLLLEHUAMM, UCNONb3YA Kagpbl CNeLmansHoro Gopmata, U BbIGOPOUHO
Protocol) BK/IOYAIOT M OTK/IKOYAIOT Nepeaayy Ha nopTbl.
Moddepika
npomokosa RSTP Rapid (6bicTpbiit) STP (RSTP) — aBnseTcA ycoBepLIEeHCTBOBaHMEM NpoTokona STP,
(IEEE 802.1w Rapid XapaKTepPU3YeTCA MEHbLUMM BPEMEHEM NPUBEAEHMA CETU K APEBOBUAHOM TOMO-
spanning tree nornn n umeet 6oee BbICOKYH YCTOMYMBOCTb.
protocol)
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lpomokon ERPS
(Ethernet Ring
Protection Switching)

MpoToKon npegHasHavyeH A1a NoBblWEeHUA YCTOMYMBOCTU U HALEKHOCTU CETU ne-
pefayn LaHHbIX, UMeoLLen KO/bLEBYIO TOMNOMOTUIO, 3@ CYET CHUMKEHUA BPEMEHMU
BOCCTAaHOB/IEHMA CETU B C/ly4ae aBapuun. Bpems BocCTaHOB/IEHUA He npeBbiwaeT 1
CEKYHZbl, YTO CYLLECTBEHHO MeHbLUEe BPEMEHM NEPECTPOMKM CETU NPU UCNOb30-
BaHWM NPOTOKO/IOB CEMENCTBA spanning tree.

Moddepxka VLAN

VLAN — 370 rpynna nopToB KOMMyTaTopa, 06pasyowmnx oaAHy LWMPOKOBELLATE b-
Hyt0 061acTb (LomeH). KommyTaTop noaaep1BaeT passiMyHble CPeaCcTBa KNaccu-
dMKaLMm NaKkeToB ANA ONpeseneHns Ux NpUHaANeKHoCTU K onpegeneHHon VLAN.

Moddepxka
npomokona OAM
(Operation,
Administration, and
Maintenance, IEEE
802.3ah)

Ethernet OAM (Operation, Administration, and Maintenance), |IEEE 802.3ah —
dYHKUMM YPOBHA KaHana nepenayn AaHHbIX NPeAcTaBaAAoT coboi NpoToKoA Mo-
HUTOPWHIra COCTOAHUA KaHana. B aTom npoToKose ana nepefaym nHopmaumm o
COCTOAHUM KaHana Mmexay HemnocpeacTBEHHO MOAK/AOYEHHBIMU YCTPOMUCTBaMMU
Ethernet ncnonbsytotca 610KM gaHHbIX npoTokona OAM (OAMPDU). O6a ycTpou-
CTBa A0MKHbI NoAAepXKMBaTb cTaHAapT IEEE 802.3ah.

Moddepxcka GVRP
(GARP VLAN)

Mpotokon peructpauum GARP VLAN obecneumBaeT AuHamuuyeckoe pobasre-
Hue/yoanenune rpynn VLAN Ha nopTtax KommyTtaTtopa. Eciv BK/OYEH MPOTOKO/
GVRP, KommyTaTop onpeaenseT, a 3aTeM pacnpocTpaHAeT AaHHble O NPUHagNeX-
HocTK K VLAN Ha BCce nopTbl, ABASOLWMECA YAaCTbtO aKTUBHOM TOMOIOTUM.

Moddepicka VLAN Ha
6a3e nopmos
(Port-Based VLAN)

PacnpeaenerHune no rpynnam VLAN BbinoAHAETCA NO BXOAAWMM nopTam. [laHHoe
pelleHne No3BoNAET UCMO/Ib30BaATb Ha KaXKAOM NOpPTy TONbKO oaHy rpynny VLAN.

Moddepxka 802.1Q

IEEE 802.1Q — OTKpbITbI CTaHAAPT, KOTOPbI ONUCbIBAET NPOLLEAYPY TETMPOBAHUSA
TpaduKa ansa nepegadm MHGopmaumm o npuHaanexxHoctm Kk VLAN. Mossonset uc-
No/sib30BaTb HecKosibko rpynn VLAN Ha ogHOM nopTy.

Ob6veduHeHue
KaHanoe ¢
ucnonbL308aHUEM
LACP

MpoTtokon LACP obecneuymBaeT aBToMaTUYECKOE 06 beANHEHNE OTAENbHbIX CBA3EN
MeXKAy ABYMS YCTPOMCTBAMM (KOMMYTAaTOP—KOMMYTaTOp WM KOMMyTaTop—cep-
Bep) B e41HbIM KaHa nepesayu AaHHbIX.

B npoTOKO/1Ie MOCTOAHHO ONpesenseTca BO3MOXKHOCTb 06beANHEHNS KaHANOB, U B
c/lyyae 0TKa3a coegMHeHMUA, BXOAALWErO B 00beAMHEHHbIW KaHas, ero TpadukK as-
TOMaTUYECKU nepepacnpenenserca No He OTKasaBWMM KOMMOHeHTam obbeau-
HEHHOro KaHana.

Co3zdaHue 2pynn LAG

B ycTpolicTBax noaaepxusaetca GyHKLMA CO3A4aHUA rpynn KaHanos. Arperauma
kaHanos (Link aggregation, trunking) wnwn IEEE 802.3ad — TexHonorns obveamHe-
HWA HECKONbKUX GU3NYECKUX KaHANOB B OAMH NOTMYECKMI1. ITO cnocobCcTByeT He
TO/IbKO YBE/IMYEHUIO NPONYCKHON CMOCOOHOCTU MarncTpaibHbIX KAHAI0B KOMMY-
TaTOP—KOMMYTATOpP WAN KOMMYTaTOp—CepBep, HO U NOBbILEHWUIO UX HAAEKHOCTU.
Bo3MOKHbI TpW TMNa 6anaHCMpPOBKM — Ha ocHoBaHWKM MAC-azpecoB, Ha OCHOBA-
HUK IP-aapecoB 1 Ha OCHOBaHWK NopTa (socket) HazHayeHus.

lpynna LAG cocTouT M3 NOPTOB C OAMHAKOBOM CKOpPOCTblo, paboTatowmx B gyn-
NIEKCHOM peXxunme.

Moododepxka Auto
Voice VLAN

MpenoctaBaAeT BO3MOXKHOCTb MAEHTUDULMPOBATL F010COBON TpadMK Ha OCHOBa-
Hum OUI (Organizationally Unique Identifier — nepsblie 24 6uta MAC-aapeca). Ecam
B MAC-Tabnnue KommyTtatopa npucytcteyeT MAC-agpec ¢ OUl ronocoBoro wnto3a
unu e IP-tenedoHa, To AaHHbIA NOPT aBTOMAaTUYECKN aobasnseTcs B voice vlan
(naeHTMdMKauma no npotokony SIP nau ke no MAC-agpecy nonyyatens He noa-
OeprKuBaetcs).

Selective Q-in-Q

Mo3BonseT HasHa4yaTb BHewHMin VLAN SPVLAN (Service Provider's VLAN) Ha oc-
HOBE CKOHOUIYPMPOBAHHbIX NPasua GUAbTPaLMK NO HOMepaM BHYTpeHHUX VLAN
(Customer VLAN). MpumeHeHune Selective Q-in-Q nossonset pasobpaTb TpaduK
aboHeHTa Ha HeckonbKo VLAN, nsmeHutb metky SPVLAN y nakeTa B oTAe/1bHOM
y4acTke ceTu.
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2.2.4 ®yHKyuu mpemeoe2o yposHsa cemeesoii modenu OSI

B Tabnnue 4 npuseaeHbl pyHKLUN TPeTbero yposHa (yposeHb 3 OSI).

Tabnnua 4 — OnucaHune GyHKLUMIA TpeTbero yposHs (Layer 3)

Knuenmeoi BootP u
DHcCP

(Dynamic Host
Configuration
Protocol)

YcTponctBa CnocobHbI
BootP/DHCP.

aBTOMAaTMYeCKM nony4yaTb IP-agpec no npoTokony

Cmamuyeckue IP-
mapuwpymel

AAMWHMUCTPATOP KOMMYTaTOpa MMeeT BO3MOXKHOCTb A06aBNATb U yAANATb CTaTU-
YyecKue 3anucu B TabanLy mapLupyTusaumm.

lpomokon ARP
(Address Resolution
Protocol)

ARP — npoTokon conoctasneHua IP-agpeca u ¢pusnyeckoro agpeca ycTpomcraa.
CooTBeTcTBME YCTaHABAMBAETCA HA OCHOBE aHanM3a OTBeTa OT y3/1a CeTu, agpec
y3/1a 3anpalmBaeTca B LUMPOKOBeLATe/IbHOM NakerTe.

lpomokon RIP
(Routing Information
Protocol)

MpPOTOKO/ AMHAMMNYECKOW MapLLpPYTM3aLMM, KOTOPbIA NO3BOIAET MapLUpPYTM3aTo-
pam 06HOBAATbL MAPLUPYTHYIO MHOOPMALMIO, NO/YYan ee OT COCeaHNX MapLIPyTH-
3aToOpoB. B 3a4a4n NpoToKo1a BXOAMT OnpeaeneHme onTMMas bHOro MapLipyTa Ha
OCHOBAHMM AAHHbIX O KOJIMYECTBE NMPOMEKYTOUHbIX Y3/108.

®yHkyusa IGMP
Proxy

IGMP Proxy — ¢YHKUMA YNPOLLEHHOM MapLUPYTM3aLMN MHOFOAAPECHbIX AaHHbIX
Mmexay cetamu. [lna ynpaBneHWAa mapLlipyTMsauuein MCnonb3yeTca NPOTOKOA
IGMP.

lpomokon OSPF

MpPOTOKOA AMHAMMYECKON MapLUIpyTU3aLLMKW, OCHOBAHHbIA Ha TEXHOJ/IOTMM OTC/e-
UBaHUA cocToAHUA KaHana (link-state technology) 1 ncnonb3ayowmin 4Na Haxox-
OEeHWa KpaTyaiwero nyTtu anroputm Jelkctpol. Mpotokon OSPF pacnpoctpaHAeT
MHbOPMaALMIO O JOCTYMHbIX MAPLIPYTaX MEXAY MapLUpyTU3aTopaMmn O4HOMN aBTo-
HOMHOWM CUCTEMDI.

lpomokon BGP

BGP (Border Gateway Protocol — npoToKoA rpaHUYHOrO W/03a) ABAAETCA NPoTo-
KOJIOM MapLUpyTM3aLMM MeXKAy aBTOHOMHbIMW cuctemamu (AS). MapipyTusa-
TOpbl 06MeHMBaOTCA MHPOPMaLMEN O MAPLLPYTAX K CETAM HasHaYeHuUs.

lpomokon VRRP

Mpotokon VRRP npegHasHayeH 415 pe3epBrpoBaHMA MapLIpyTU3aTopoB, BbINO-
HAKOLWMX PO/b W03a MO YMOAYaHMIo. ITO gocThraetca nNyTém obbeanHeHums IP-
NMHTepdencoB rpynnbl MapLIPyTM3aTOPOB B OAWMH BUPTYasibHbIN, KOTOPbIN ByaeT
MCNO/1b30BaTbLCA KaK LU/K03 MO YMOYAHUIO A1 KOMIMbIOTEPOB B CETU.

PIM-npoTOKON MHOroagpecHon maplwpytusaumu ans IP-ceTeid, co3gaHHbIA AnA
peweHuna npobnem rpynnosol Mmapwpytusauun. PIM  6asupyetca  Ha
TPaANLMOHHBIX MapLUPYTHbIX NPOTOKONax (Hanpumep, Border Gateway Protocol),

lpomokon PIM BMECTO TOro, 4Ttobbl co34aBaTb COOCTBEHHYKO ceTeBytlo Tomonoruto. PIM
ncnonb3yeT unicast-Tabanuy mapLpyTusaumm ans nposepkun RPF. IT1a nposepKa
BbINONHAETCA  MaplipyTM3aTopamu, 4Tobbl  ybeguTbcsa, 4TO  nepegada
MHOroaApecHoro TpaduKa BbINOAHAETCA Mo NyTM 6e3 netens.
MpoToko A obmeHa uHbopmaumelt 06 MCTOYHMKAX bTMKacTa Me

lpomokon MSDP poToKon Al M bopmay, T Mynet Ta Menay
pasanyHbimu RP B PIM.
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2.2.5 ®yHkyuu QoS

B Tabnnue 5 npuBeaeHbl OCHOBHble GYHKLUMM KadecTBa ob6cnyxusaHusa (Quality of Service).

Tabnmua 5 — OcHoBHble GYHKLMM KavyecTBa 0OCYKMBAHUA

Moddepxka
npuopumemHeoix
oyepedeii

YCTPOICTBO NOAAEPHKMBAET NPUOPUTU3ALMIO UCXOAALLETO TPadMKa NO oYepesnam
Ha Kak4oMm nopTy. PacnpeaeneHune nakeTos No oyepessam MOMKET MPOU3BOAUTLCA
B pe3y/ibTaTe KAaccubuKaLumMm NakeToB No PasanyHbIM NOAM B 3aro/IoBKax nake-
TOB.

ModdepiKa Knacca
obcayrcueaHusa
802.1p

CraHgapT 802.1p cneundunumpyetT MeToZ YKasaHUA NpuMopuTeTa Kagpa U anro-
PUTM MCNOJ/Ib30BAHUA MPUOPUTETA B LENIAX CBOEBPEMEHHOMN AOCTaBKU YyBCTBU-
TE/IbHOTO K BPEMEHHbIM 3a4eprKKam Tpaduka. CtaHgapT 802.1p onpeaensaeT Bo-
cemMb ypoBHel npuoputetos. KOMMyTaTopbl MOTYyT UCMNO/b30BaTb 3Ha4YEHME NpU-
oputeta 802.1p ana pacnpegeneHna Kagpos No NPUOPUTETHLIM ovepeaaM.

2.2.6 ®yHKyuu obecneyeHus 6ezonacHocmu

Tabnmua 6 — PyHKUMKN 0becnevyeHms Be3onacHoCTH

®YHKUMA KOMMyTaTopa, NpeaHasHayYeHHana 4aa 3aWuTbl OT aTak C UCMNO/b30Ba-
Huem npoTokosna DHCP. ObecneumsaeT ¢punbtpauuto DHCP-cooblueHuin, nocTy-

DHCP Snooping NMUBLUMX C HEHAZEXKHbIX MOPTOB MyTEM NOCTPOEHUSA U NOAAEP!KAHUA 6a3bl AAHHBIX
npueaskn DHCP (DHCP Snooping binding database). DHCP snooping BbinoaHaeT
AelncTena bpaHamayspa Mexay HeHaZeKHbIMM nopTamu 1 cepsepamm DHCP.
Onuwus, KoTopasa nossosiseT nponHpopmmnposatb DHCP-cepsep o0 Tom, C Kakoro
Onyus 82 DHCP-peTpaHcnaTopa v Yyepes Kakol NopT npuLlen 3anpoc.

npomokosna DHCP

Mo ymo4aHMo KOMMyTaTop, Ucnob3yowmin pyHKumMo DHCP Snooping, o6Hapy-
»KuBaeT un otbpacbiBaeT ntoboii DHCP-3anpoc, cogepKalmin onumio 82, KOTOpbIn
OH NONY4YUN Yepes HeHagExHbli (untrusted) noprT.

UDP relay MNepeHanpasneHune wnpokoselaTesbHoro UDP-TpadmKa Ha yKasaHHbIM IP-agpec.
DHCP-cepBep ocyLecTBasfeT LeHTpa/sM30BaHHOe ynpaBiaeHuWe ceTeBbiMU agpe-
®yHKyuu DHCP- pBep ocyuy LeHTp ynp ap
CaMM U COOTBETCTBYIOLLMMM KOHPUIYpaLMOHHbIMU NapameTpamu, aBTomaTuye-
cepsepa

CKM NpeaoctaBsiaa X KIMEHTaM.

IP Source address
guard

®PyHKUMA KOMMYTaTOpa, KoTopaa orpaHnyneaet IP-Tpaduk, dunbTpya ero Ha oc-
HOBaHWK TabaMUbl COOTBETCTBMIA 6a3bl AaHHbIX NpuBsA3Kkn DHCP — DHCP Snooping
M CTaTUYeCcKM CKoHoUrypupoBaHHbix IP-agpecoB. ®PyHKUMA mMcnonb3yetca Ana
60pbbbI c NogmeHow IP-agpecos.

CDyHKLI,VIﬂ KOMMYTaATOpa, NpegHa3Ha4yeHHaAa ONA 3aWnTbl OT aTaK C UCNO/1b30Ba-

Dynamic ARP Huem npoTokona ARP. CoobLieHne, KOTOpoe MOCTynaeT C HEHaAeXHOro nopTa,
Inspection noagepraeTca NpoBepKe — cooTBeTcTBYeT 2 IP-agpec B Tene npuHatoro ARP-na-
(Protection) KeTa IP-agpecy oTnpaButens.

Ecnun appeca He coBNagatoT, TO KOMMyTaTop oT6packiBaeT nakKer.

Ha ocHoBe MHbOpMaunK, coaepKallenca B 3aro/IoBKax yposHel 2, 3 n 4, y agmu-
[2-13—-14ACL dopma, AepKaLL yp yaA

(Access Control List)

HUCTPATOPa eCTb BO3MOMXKHOCTb HAaCTPOWTL NPABKUIA, COrIACHO KOTOPbLIM NakeT by-
net obpaboTaH nMbo oTOpOLLEH.

Time-Based ACL

Mo3sonsAeT cKoHGUIrypupoBaTh BPEMEHHbIE PaMKM, B TEUEHNE KOTOPbIX AaHHbIN
ACL 6ypeT aenctsoBaThb.
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noéauHHOCMU HA
OCHose nopma
(802.1x)

Moddepika OcHoBHana PpyHKUMA 6J1OKMPOBKU — MOBbLICUTL H@30NAaCHOCTb CeTU, MPeAOoCTaBIAN
306710KUPOBAHHbIX [0CTYyN K MOPTYy KOMMyTaTopa TO/IbKO A5 yCTpoicTe nmetowmnx MAC-agpeca, 3a-
nopmos Kpen/ieHHble 32 3TUM MOPTOM.

lpoesepka

MpoBepka noanvHHocTu IEEE 802.1x npeactaennet cobo MexaHU3M KOHTPOA
[OCTyNa K pecypcam Yepes BHeLWHUI cepsep. Mpolueawine nposepKy Noa/MHHO-
CTM NONb30BATENIN NOAYYAOT LOCTYN K pecypcam BblbpaHHOM ceTu.

2.2.7 ®yHKYuUU ynpasseHuUs KOMmMmymamopom

Tabanua 7 — OCHOBHbIe PYHKLMK yNpaBAeHNA KOMMYTAaTOPaMM

3azpy3Ka u
ebi2py3Ka paiina
Hacmpoliku

MapameTpbl yCTPOMCTB COXPaHAIOTCA B daiiie HaCTPOMKU, KOTOPbLIV COAEPKUT
JAaHHble KOHOUIypaLmMmM KaK BCel CUCTEMBI B LLeIOM, TaK U onpeaefieHHOro nopTa
YCTPOMCTBA.

lpomokon TFTP

Protocol)

(Trivial File Transfer

MpoToKkon TFTP ncnonb3yetcs 4aa onepawmini 3anmucy u yteHus ¢aiinos. MNpotoKkon
OCHOBaH Ha TpaHCcNoOpTHOM npoTokose UDP.

YcTpoicTea noaaepXuBatoT 3arpysKy 1 nepeaady no JaHHOMy NPoToKoNy daiios
HacTPOWMKKN 1 06pa3oB NporpammHoro obecneveHus.

lpomokon SCP
(Secure Copy)

MpoToKkon SCP ncnonb3yeTtcs 414 onepaunin 3anucu u yteHma gpainos. MpoTtokon
OCHOBaH Ha ceTeBOM MpoToKoae SSH.

YCTpOoICTBa NOAAEPKMBAIOT 3arPy3Ky M Nepesady no AaHHOMY NpoTokoay dainnos
HacTPOWMKKN 1 06pa3oB NporpammHoro obecneveHus.

YoaneHHbili
MOHUMOpPUH2
(RMON)

YpaaneHHblh MOHUTOPUHT (RMON) — cpeacTBO MOHUTOPUHIA KOMMbIOTEPHbIX CE-
Ten, pacwmpeHme SNMP. CoBmecTMMble YCTPOMCTBA NO3BOAAOT cobupaTb Ana-
FTHOCTMYECKNEe AaHHble C MOMOLbIO CTaHUUM ynpasaeHua cetbto. RMON — 3To0
CTaHgapTHaA 6asa MIB, B KOTOpoit onpegeneHbl TEKYLWAA U Npeablaywas ctaTm-
CTMKa ypoBHA MAC 1 06beKTbl yNpaBieHUsn, NpeaoCcTaBAAoWLME AaHHbIE B peasib-
HOM BpeMeHMW.

lpomokon SNMP

Mpotokoa SNMP ncnonb3yetca o158 MOHUTOPUHIA U YNPaBaeHUA CETEBbIM YCTPOW-
ctBOM. [InA ynpaBneHua AOCTYNOM K CUCTEME ONpeaensaeTca CNMCOK 3anuncen co-
obLecTBa, Kaxaan U3 KOTOPbIX COAEPKUT NPUBMAETMM JOCTYNA.

Unmepdpeiic

KOoMaHOHOUi cmpoKu

YnpasneHne kKommytatopamum nocpeactsom CLI ocyliecTBnaeTcs NOKaAbHO Yepes
nocnegoBaTenbHbIM nopT RS-232, nnbo yaaneHHo yepes telnet, ssh. UHTepdelic
KOMaHAHOW CTPOKK KoHconu (CLI) sBnAaeTca NpoMbIWAEHHbIM CTaHAAPTOM. UH-

Time Protocol)

(cLi) TepnpeTtaTop CLI npegocTaBnseT CNMCOK KOMaHA, U KAOYEBbIX C/I0B A1 MOMOLM
Mo/Ib30BaTE/IO U COKpaLLLEHMIO 06beMa BBOAUMBIX AAHHbIX.
syslo Syslog — npoTokon, obecneunBatoLmii Nnepeaady coobLieHUIi 0 NPOUCXoaALLMX B
ysiog cucTeme CobbITUAX, a TaKKe yBeJomMAeHnin 06 owmnbKax yaaneHHbIM cepeepam.
SNTP MpoTtokon SNTP — NpPOTOKON CUMHXPOHM3ALUU BPEMEHWU CEeTU, rapaHTUpyeT ToY-
(Simple Network HOCTb CMHXPOHWM3aLMN BPEMEHWN CETEBOIO YCTPOMCTBA C CEPBEPOM A0 MUAIUCE-

KYHZbI.

Traceroute — cay»ebHasa GyHKUMA, NpegHasHaYeHHan 4/1A onpeaeneHus maplu-

ypoeHu npusunezuii

Traceroute
pyTOB Nepefayvun AaHHbIX B IP-ceTax.
YnpaeneHue A .
MWHWUCTPATOP MOXKET ONpeaeuTb YPOBHU NPUBMAETUIA A0CTYNA 410 NO/Nb30Ba-
KOHMpoaupyembsim A . P . P PeA yp P Aocryna 4 .
Tenen yCTpomCcTBa U XapaKTEPUCTUKM A1 KAXKAO0r0 YPOBHA NpuBMAEruii (TONbKO
docmynom —

AN5 YTeHns — 1 ypoBeHb, NOAHbIN f4ocTyn — 15 ypoBeHb).
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KommyTaTop cnocobeH ycTaHaBAMBaTb 3anpeT AOCTyNa K Kaxaomy uHtepdeincy
ynpasneHuns (SNMP, CLI). 3anpeT moxeT 6bITb yCTaHOB/IEH OTAE/IbHO ANA KaXKA0ro

baokuposka
» TMna gocTyna:
UHMe, euca .
pd Telnet (CLI over Telnet Session)
ynpaeneHua Secure Shell (CLI over SSH)
SNMP
JlokanbHasa [na nokanbHOM ayTeHTUdMKaLMM NOALEPKMBAETCA XpPaHEHWe naposei B 6ase
aymeHmudguKayus AaHHbIX KOMMyTaTOpA.

duaempayus IP-

Joctyn no SNMP paspeluaetca gnsa onpeaeneHHbix IP-aapecos, ABAAKOLWMXCA Ye-

adpecoes dna SNMP Hamu SNMP-coobecTsa.

MpoTtokon RADIUS ucnonb3yetca gns ayTeHTMOUKAUMM, aBTOPU3aALMKN U y4deTa.

Cepsep RADIUS ucnonb3yeT 6a3y AaHHbIX NO/Ab30BaTesei, KOTOpas COAEPKUT
Knuexm RADIUS pBep Y VA , KOTOPaR COACP

JaHHble NPOBEPKU NOANMHHOCTU ANA Kax[0ro nosnb3osatena. KommyrtaTopbl co-

LepKaT KAMEHTCKYIo YacTb npoTokona RADIUS.

YCTPOMCTBO NpeaocTaBAseT NOAAEPMKKY MPOBEPKU NOANMHHOCTU KIMEHTOB MO-
TACACS+ cpeacTBom npotokona TACACS+. MpoTtokon TACACS+ obecneymsaeT LLeHTpaamn3o-
(Terminal Access BaHHYlO cucTeMy 6e30nNacHOCTU A/1A NPOBEPKM NOJ/Ib30BATENEN, MONYHAOLNX [0-
Controller Access CTYN K YCTPOWCTBY, @ TaKXKe LLEeHTPaIM30BaHHYO CUCTEMY YNPaBAEHUA NpU cobAto-
Control System) AeHunn cosmectumoctn ¢ RADIUS n apyrumun npoueccamu NpoBepKU NOAJANHHO-

cTu.

®yHKuMa cepsepa SSH no3sonsieT KAMeHTy SSH ycTaHOBUTb C YCTPOMCTBOM 3alLu-
Cepeep SSH YHKL, psep Y Y ycTp u,

LLIeHHOoe coeauHEeHUe ANA YNPaBAeHUA UM.

aHHasA HKUMA NpefocTaB/iaeT BO3MOMKHOCTb CO343BaTb MAKPOKOMaHAbI,

Moddepika f e,qCTanZro:Me co’;oAﬁ Habop KomaHa, v n MMEHHTE ux ana Kozd)mr alfmm
MOAKPOKOMAHO P P ’ P vP

yCTpOMCTBa.

2.2.8 /[lononHumenobHble pyHKYyUU

B Tabimue 8 npueeaeHbl 4ONOAHUTENbHbIE GYHKLMKN YCTPOMCTBA.

Tabnunua 8 — JononHutenbHble yHKLMM YCTPOMCTBA

BupmyansHoe CeTeBOIM KOMMYTaATOP MMeEEeT B CBOEM COCTaBe NPOrpamMmHbIe M annapaTHbie cpea-
mecmuposaHue CTBa, NO3BONAIOLLME BbINOAHATE GYHKUMKN BUPTYabHOro Tectepa Kabena — VCT.
Kabens (VCT) TecTep No3BoAAET ONpeaeUTb COCTOSHUE MeAHOro Kabens ceasu.
TPOWMCTBO N fAeT TecTm Tb ONTUYECKUI TPaHCU . Mpun Tectn HUK

JuazHocmuka YcTponcTBo No3BoNAeT TecTMpoBaTh O ec paHcusep. MNpu TecTuposa

OTC/NEXMBAIOTCA TaKME NapameTpbl, KaK TOK U HanpsaXXeHne NUTaHUA, TemnepaTtypa
onmu4yecKoeco o

TpaHcuBepa. Oaa peanusaumn TpebyeTca noaaepka 3Tmx OyHKLMIA B TPaHCK-
mpaHcusepa

Bepe.

Green Ethernet

[aHHbI MexaHW3M MO3BONSAET KOMMYTATOPY CHU3UTL 3HepronotpebneHue 3a
CYET OTK/IIOYEHNA HEAKTUBHbIX 3/IEKTPUYECKUX NMOPTOB.

Coomeemcmeue
cmaHdapmy M3K
61850

KommyTaTop 0b6nagaeT Bcemu HEOBXOAUMBIMU XapaKTepPUCTUKaMK ana paboTbl €
npotokonamu MMS, GOOSE, SV:
e Manas BennumnHa 3agepKkn GOOSE-coobueHns npu nepegaye
e YmeHue pacnosHaBatb Ethertype GOOSE-coobuieHun
e  YmeHue paboTaTb C TEFTOM BUPTyanbHOM ceTn 1 Terom npuopwuteTta IEEE
802.1Q GOOSE-coobuieHusn
e [loppep:kka nepegayn multicast-coobuieHnii 1 BO3MOXKHOCTb paboTbl C
onpeaeneHHblm ctaHgapTom MIK 61850 grnana3zoHom rpynn BewaHma.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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2.3 OcCHOBHbIe TeXHUYECKUe XapaKTepPUCTUKU

OCHOBHble TEXHMYECKME NAapaMeTPbl KOMMYTaTOPOB NpMUBEAEHbI B Tabauue 9.

Ta6nmu,a 9 — OCHOBHbIe TeEXHMYECKue XapPaKTeEPUCTUKN

O6wme napameTpbl

NHTepdeichl

MES5324

1x10/100/1000BASE-T (OOB)
1x10/100/1000BASE-T (Management)
24x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x40GBASE-SR4/LR4 (QSFP+)
1xKoHconbHbIl nopT RS-232 (RJ-45)

MES3324F

1x10/100/1000BASE-T (OOB)
20x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)

MES3324

1x10/100/1000BASE-T (OOB)

20x10/100/1000BASE-T

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopt RS-232 (RJ-45)

MES3316F

1x10/100/1000BASE-T (OOB)
12x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopt RS-232 (RJ-45)

MES3308F

1x10/100/1000BASE-T (OOB)
4x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopT RS-232 (RJ-45)

MES2324
MES2324B

24x10/100/1000BASE-T (RJ-45)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)

MES2324P
MES2324P ACW

24x10/100/1000BASE-T (RJ-45) PoE/PoE+
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIn nopt RS-232 (RJ-45)

MES2324FB
MES2324F

20x1000BASE-X/100BASE-FX (SFP)

4x10GBASE-R (SFP+)/1000BASE-X (SFP)
4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIN nopT RS-232 (RJ-45)

MES2348B
MES3348

48x10/100/1000BASE-T (RJ-45)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIN nopT RS-232 (RJ-45)

MES2348P

48x10/100/1000BASE-T (PoE/PoE+)
4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIN nopt RS-232 (RJ-45)
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48x1000BASE-X/100BASE-FX (SFP)

MES3348F 4x10GBASE-R (SFP+)/1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)
10x10/100/1000BASE-T (RJ-45)

MES2308 2x1000BASE-X (SFP)
1xKoHconbHbIn nopt RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+)
2x10/100/1000BASE-T (RJ-45)

MES2308P 2x1000BASE-X (SFP)
1xKoHconbHbIl nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES2308R 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3508P 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIn nopt RS-232 (RJ-45)
8x10/100/1000BASE-T (RJ-45)

MES3508 2x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)
8x10/100/1000BASE-T (PoE/PoE+, RJ-45)

MES3510P 4x100BASE-FX/1000BASE-X (SFP)
1xKoHconbHbIn nopT RS-232 (RJ-45)
24x10/100/1000BASE-T (RJ-45)

MES2328] 4x10/100/1000BASE-T/1000BASE-X/100BASE-FX Combo
1xKoHconbHbIl nopT RS-232 (RJ-45)
1xUSB 2.0
ontuyeckune nHrepdeicol 1/10/40 rémt/c

MES5324 ”
3neKTpuyeckue nHtepdeiicol 10/100/1000 M6ut/c

MES3324F

MES3324

MES3316F

MES3308F

MES2324

MES2324P

MES2324P ACW ontuyeckune nHtepdeicol 1/10 réut/c

MES2348B aneKkTpuyeckne nHTepdeicsl 10/100/1000 M6buTt/c

MES2348P

CKOpOCTb nepeaayvun MES3348
AaHHbIX MES3348F

MES2324B

MES2324FB

MES2324F

MES2308R

E

MES3508P ontuyeckune nHrepdeicsl 100/1000 M6uT/c

MES3508 aneKTpuyeckue nHtepdericsl 10/100/1000 M6éuT/c

MES3510P P P

MES2328lI

MES2308P onTuyeckune nHtepdeicol 1 rémr/c

MES2308 aneKTpuyeckue nHtepdericsl 10/100/1000 M6éuT/c

MES5324 800 réut/c

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES3324
MES3324F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F

128 réut/c

MES2348B
MES2348P
MES3348

MES3348F

176 Iéut/c
MponyckHan
CrnocobHoCTb

MES3316F 112 réwmt/c

MES2328l| 56 I6ut/c

MES3308F 96 I6ut/c

MES2308R
MES3508P 20 Fbut/c
MES3508

MES2308
MES2308P 24 T6ut/c
MES3510P

MES5324 512,8 MPPS

MES3324

MES3324F 95 MPPS

MES2324
MES2324B
MES2324FB
MES2324F

92,1 MPPS

MES2324P

MES2324P ACW 93,1 MPPS

MES2348B

MpounssoanTens- MES2348P
HOCTb Ha NakeTax MES3348
NAVHOM 64 Baiital MES3348F

130,9 MPPS

MES2308R 14,7 MPPS

MES3508P

MES3508 14 MPPS

MES3510P 17,8 MPPS

MES2328lI 41,6 MPPS

MES2308

MES2308P 17,7 MPPS

MES3316F 83 MPPS

MES3308F 71 MPPS

! 3HayeHuna YKa3aHbl AnA Oﬂ,HOCTOpOHHeVI nepeaavun
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Ob6bem
6ydepHoi
namaTu

MES5324

4 Mb

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328lI

1,5 Mb

MES2348B
MES2348P
MES3348

MES3348F

3 Mb

O6bem O3Y (DDR3)

MES5324

4TB

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328lI

512 Mb

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES5324 2Tb

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
Ob6bem M3y (RAW MES2324F
NAND) MES2348B 512 MB
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328|

MES5324 65536

MES3324F
MES3324
MES3316F
MES3308F
MES2324
MES2324P
MES2324P ACW
MES2324B
MES2324FB
Ta6nmu,a MAC- MES2324F
aApecos MES2348B 16384
MES2348P
MES3348
MES3348F
MES2308
MES2308R
MES2308P
MES3508P
MES3508
MES3510P
MES2328lI
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Konnuectso ARP-
3anuceit!

MES5324

7748

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4023

MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

820

Noppepxka VLAN

cornacHo 802.1Q go 4094 aktmnsHbix VLAN

Konunuectso rpynn
L2 Multicast (IGMP
snooping)

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

4091

MES2348B
MES2348P
MES2324P
MES2324P ACW
MES2324
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

2047

! na kaxporo xocta B ARP-TabauLe co3aaetca 3anuch 8 Tabavue mapLipyTmsauum
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MES5324 1982 (ingress/egress)

MES3324F
MES3324

MES3316F
MES3308F
MES3348 3006 (ingress/egress)
MES3348F
MES3508P
MES3508

MES3510P

Konunyectso npasun

sQinQ MES2324

MES2324pP
MES2324P ACW
MES2348B
MES2348P
MES23248B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

958 (ingress/egress)

MES5324 1982

MES3324F
MES3324

MES3316F
MES3308F
MES3348 3006
MES3348F
MES3508P
MES3508

MES3510P

Konnyectso npasun

ACL MES2324

MES2324P
MES2324P ACW
MES23248B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

958
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Konunuectso ACL

MES5324

2048

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

3072

MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2324FB
MES2324F
MES2348B
MES2348P
MES2308
MES2308R
MES2308P
MES2328lI

1024

Konnyectso npasun ACL B

oaHom ACL

256

Konunuectso
mapupyTos L3
Unicast?!

MES5324

7744 1pva
1942 IPv6

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

12864 IPv4
3222 IPv6

MES2324
MES2324P
MES2324P ACW
MES2324B
MES2348B
MES2348P
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

816 IPv4
210 IPv6

1 MapuwpyTsl IPv4/IPv6 Unicast/Multicast ncnonb3yioT obLime annapaTHble pecypcbl

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MES5324

MES3324F
MES3324

MES3316F
MES3308F 3876 IPv4
MES3348 1006 IPv6
MES3348F
MES3508P
MES3508

Konunyectso MES3510pP

MapupyTos L3 MES2348B
Multicast (IGMP MES2348P
Proxy, PIM)* MES2324P
MES2324P ACW
MES2324
MES23248B 412 IPv4
MES2324FB 103 IPv6
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

Konnuvectso VRRP-mapwpyTmnsatopos 255

MES5324 64

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508

MES3510P
MaKcMManbHbIN MES2324

pasmep ECMP-prﬂl'I MES2324P 8
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328lI

Konunuectso VRF 16 (BkAtoyan VRF no ymonyaHuto)

1 MapuwpyTsl IPv4/IPv6 Unicast/Multicast ncnonb3ytoT obuime annapaTtHble pecypcbl
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Konnyectso L3-
nHTepdeicos

MES5324
MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F
MES3508P
MES3508
MES3510P

2048

MES2324
MES2324P
MES2324P ACW
MES2348B
MES2348P
MES2324B
MES2324FB
MES2324F
MES2308
MES2308R
MES2308P
MES2328l|

130

KosnuecTso BMpTyanbHbix Loopback-

nHTepdeicos

64

Konnuyectso ak3emnaapos npoueccos OSPF

20

Konunuectso OSPF-coceacTts

64

Konunuectso BGP-coceacts

32

Arperaumsa KaHanos (LAG)

48 rpynn, 8o 8 NOpTOB B KaxKAo0M

Konnuyectso aksemnaapos MSTP 64
Konnyectso aksemnnapos PVST 63
Konnuectso DHCP pool 32

KauecTBo ob6cnyxuBaHma QoS

npuMopuTnsauma Tpadmka, 8 ypoBHeM
8 BbIXOAHbIX o4epeseli ¢ pasHbIMU NPUOPUTETAMM A KaK[0ro
nopTa

Ceepxa/iMHHbIE Kaapbl (jumbo frames)

MaKCMMasbHbIM pasmep naketos 10240 6anT

CreknpoBaHue

0o 8 yctpoiicte (kpome MES3508, MES3508P n MES3510P)

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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CooTBeTcTBME CTaHAApPTam

IEEE 802.3 10BASE-T Ethernet

IEEE 802.3u 100BASE-T Fast Ethernet

IEEE 802.3ab 1000BASE-T Gigabit Ethernet

IEEE 802.3z Fiber Gigabit Ethernet

IEEE 802.3x Full Duplex, Flow Control

IEEE 802.3ad Link Aggregation (LACP)

IEEE 802.1p Traffic Class

IEEE 802.1q VLAN

IEEE 802.1v

IEEE 802.3ac

IEEE 802.1d Spanning Tree Protocol (STP)

IEEE 802.1w Rapid Spanning Tree Protocol (RSTP)
IEEE 802.1s Multiple Spanning Tree Protocol (MSTP)
IEEE 802.1x Authentication

IEEE 802.3af PoE, IEEE 802.3at PoE+ (Tonbko MES2308P,
MES2324P, MES2324P ACW, MES2348P, MES3508P u

MES3510P)
M3K 61850
YnpasneHue
JlokanbHoOe ynpasneHune Console

YpaaneHHoe ynpasaeHue

SNMP, Telnet, SSH, web

du3nueckmne xapaKkTepUCTUKM U YCI0BUA OKpYIKatoLel cpeapbl

MCTOYHMKM NUTaHNA

MES5324
MES3324F ceTb nepemeHHoro Toka: 100—-240 B, 50-60 Iy,
MES3348 CeTb NOCTOAHHOIO TOKa: 36—72 B
MES3348F BapuaHTbl NUTaHUA:
MES3324 - OAVH UCTOYHUK NUTAHUA NOCTOAHHOIO UM NEePEMEHHOr0 TOKa;
MES3316F - ABa UCTOYHMKA NUTAHUA NOCTOAHHOIO UJIN NEePeMEHHOr0 TOKa
MES3308F C BO3MOMXHOCTbIO FopsAYei 3aMeHbl
MES2328lI
ceTb NnepemeHHoro Toka: 110-250 B, 50-60 I'y,
MES2324 AC /. [OonycKaeTca 3/IeKTponuTaHue oT NOCTOAHHOro
MES2308 Hanpa)eHusa, gnanasoH 120-370 B DC.
MES2308R
MES2308P AC
MES2324P AC ceTb nepemeHHoro Toka: 170-264 B, 50-60 Iy,
MES2324P ACW ceTb nepemeHHoro Toka: 100—-240 B, 50-60 Iy,
ceTb nepemeHHoro Toka: 100-240 B, 50-60 Iy,
CeTb NOCTOAHHOIO TOKa: 36—72 B
MES2348P BapuaHTbl NUTaHUA:
- O4VH UCTOYHUK NUTaHMA NOCTOAHHOIO MW NEPEMEHHOrO TOKa;
- ABa UCTOYHMKA NUTaHUA NOCTOAHHOMO WM NepemMeHHOro ToKa
C BO3MOKHOCTbIO ropAYei 3aMeHbl
MES3508P CEeTb NMOCTOSAHHOIO TOKa: C BKAKOYEHHOM PpyHKLmel PoE:
MES3510P 45-57 B; c oTKNtoueHHOM ¢yHKuUmen PoE: 20-57 B
MES3508 CeTb NOCTOAHHOTIO TOKa: 20-75 B
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ceTb nepemeHHoro Toka: 110-250 B, 50-60 Iy,
CBMHLLOBO-KUC/IOTHbIN akKymynsaTop: 12 B
XapaKTepUCTUKM 3apAAHOro YCTPOMNCTBaA:

- TOK 3apaga:

2,7£0.2 A — MES2324FB n MES2348B;
1.6£0.1 A — MES2324B.
- HanpA)eHuWe cpabaTbiBaHMA pacLenuTens Harpyskn — 10—

MES23248B 10,5 B;
MES2324FB - MOPOroBoe HanpAXKeHne MHAMKALNM HU3KOro 3apaga — 11 B
MES2348B /| CeueHue npoBoga ana noakntoueHusa AKB He meHee
V 1,5 mm. Ona MES2324B pekomeHayeTtcs
ucnonb3oBatb AKB éMmKocTblo He meHee 12 Ah, ana
MES2324FB n MES2348B — He meHee 20 Ah.
/' Ana MES2324B ponycKkaeTca 31eKTponuTaHue oT
V NOCTOAHHOrO Hanpa)keHua, aManasoH 120-370 B DC.
MES2324F
MES2324 DC

MES2324P DC
MES2308P DC

CeTb NOCTOAHHOTIO TOKa: 36—72 B

MoTpebnsemas
MOLLHOCTb

MES5324 He 6onee 107 BT
MES3324F He 6onee 45 Bt
MES2324 He 6onee 25 Bt
MES3308F He 6bonee 27 BT
mgz::iglz He 6onee 35 Bt
MES2324F He 6onee 39 Bt
MES2324B He 6onee 50 BT
MES2324FB He 6onee 85 Bt
MES3348 He 6onee 43 Bt
migi;ig; He 6onee 89 Bt
MES2348P He 6onee 1600 BT
mig;;g:R He 6onee 14 Bt
MES3508 He 6onee 15 Bt
MES2308P AC He bonee 275 BT

MES2308P DC

He 6onee 280 BT

MES2324P AC
MES2324P ACW

He 6onee 445 Bt

MES2324P DC

He 6onee 455 Bt

MES3508P
MES3510P He 6onee 260 Bt
MES2328lI He 6onee 33 Bt

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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MoTpe6nsemasn MES2324B He bonee 26 BT

MOLWHOCTb 6e3 ydeTa MES2324FB

3apaga AKB MES23488B He bonee 45 BT
MES2324P
MES2324P ACW 380 Br
MES2348P 1450 Bt

BroakeT mowHOCTH

PoE MES3508P 240 BT (gna npunoxkeHuin 802.3at pekomeHayemoe
MES3510P HanpsAkeHue nutaHua 54-56 B DC)
MES2308P 240 Bt
MES5324 107 Bt
MES3324F 45 Bt
MES2324 25 BTt
MES3308F 17 Bt
MES3324
MES3316F 35 BT
MES2324F 39 Bt
MES2324B 28 Bt
MES2324FB 50 Bt
MES3348 43 Bt
MES3348F 89 Bt

TennosblaeneHne MES2348B 54 Bt
MES2348P 150 Bt
MES2308
MES2308R 14 Br
MES3508 15BT
MES2308P AC 35 Bt
MES2308P DC 40 BT
MES2324P AC
MES2324P ACW 65 Br
MES2324P DC 75 Bt
MES3508P
MES3510P 20Br
MES2328lI 33 Bt
MES2308R ecTb
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AnnapaTtHaa
noaaepka Dying
Gasp

MES5324
MES3324
MES3316F
MES3308F
MES3324F
MES3348
MES3348F
MES3508P
MES3508
MES3510P
MES2324
MES2324B
MES2324FB
MES2324F
MES2324pP
MES2324P ACW
MES2348B
MES2348P
MES2308
MES2308P
MES2328l|

HeT

MHTepBan pabounx
TemnepaTyp

MES5324

ot 0 go +45 °C

MES2308
MES2308P DC

oT-20 po +45 °C

MES2324
MES2324pP
MES2324P ACW
MES2324B
MES2308P AC
MES2308R
MES2348B

ot -20 po +50 °C

MES2348P

o1 -10 go +50 °C

MES2324F
MES2324FB

oT-20 no +65 °C

MES3324F
MES3324
MES3316F
MES3308F
MES3348
MES3348F

oT-10 go +45 °C

MES3508P
MES3508
MES3510P

o1 -40 po +70 °C

MES2328lI

ot -40 po +60 °C

MHTepsan TemnepaTypbl XpaHeHMs

MHTepBaa TemnepaTtypbl XpaHeHuns oT -50 ao +70 °C (o1 -50 °C
80 +85 °C ana MES3508, MES3508P n MES3510P)
/' MMepea nepBbiM BKAIOYEHUEM NOC/IE XPaHEHUA NP
V TemnepaTtype meHbLuein, yem -20 °C, uam npu 6onbLueii,
yem +50 °C, TpebyeTca Bblgep:KaTb KOMMYTaTOP NpU
KOMHATHOI TemnepaType He MeHee YeTbIPEX YacoB.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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OTHOCUTENbHAA BNIAXKHOCTb NPU

aKcnayataumm (6e3 obpasoBaHuA He 6onee 80 %

KOHAeHcaTa)

g:;gg:;’;g:g: ::i’;‘::;”c:g’)' XpaHeHum o1 10 20 95 % (0T 5 40 95 % ana MES3508P)
MES5324 430 x 44 x 298 mm
mg:;;;jB 430 x 44 x 158 mm
MES2324P AC 440 x 44 x 203 mm
MES25240 ACW | 430 44304
MEDSAES | 135 4243
MES3324F
m:::i; 430 x 44 x 275 mm
MES3308F

Fa6apuTHble MES2348B 440 x 44 x 280 Mm

pa3mepbl (LU x B xT)
MES3348 440 x 44 x 316 mm
MES3348F 440 x 44 x 330 mm
MES2348P 440 x 44 x 490 mm
MESZI0B 310, 44 158
MES2308P 430 x 44 x 158 mm
mg:ggzp 85 x 152 x 115 mm
MES3510P 85x 175 x 115 mm
MES2328l| 430 x 44 x 305 mm
MES5324 3,95 kr
MiESz308R 145
MES2308P AC 2,55 kr

Macca MES2308P DC 2,35 Kkr
visze |22
MES2324P AC 3,16 kr
MES2324P ACW 4,52 kr
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MES2324P DC 4,02 kr
MES2308P AC 2,55 Kkr
MiEsas16e 3250
MES2324FB 3,55 kr
MES2348P 9,55 Kkr
MES3308F 3,15 kr
MES3324 3,25 kr
MES3324F 3,50 kr
MES3348 3,95 kr
MES3348F 4 xr
MES3508 1,36 Kr
MES3508P 1,40 kr
MES3510P 1,74 kr
CpokK cnyKbbl He meHee 15 net
V Tun NUTaHuKA yCTPOACTBa onpeaenseTcs npu 3akase.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324 41
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2.4 KOHCTPYKTUBHOE UCNONIHEHUE

B AaHHOM pa3sfene onmcaHo KOHCTPYKTMBHOE MCMONHeHWe ycTpoicTs. MpeacrasineHbl n3obpaskeHns
nepeaHen, saaHei (BepxHent ana MES3508, MES3508P, MES3510P) 1 60K0BbIx MaHeelt yCTPOMCTB, ONMncaHbI
pa3bembl, CBETOAMOAHbIE UHAMKATOPbI M OpraHbl yrpasaeHus.

Ethernet-kommyTaTopbl MES23xx, MES33xx, MES5324 BbiNo/HEHbI B METaNIMYECKOM KOpnyce ¢ BO3-
MOXHOCTbIO YCTaHOBKM B 19” KapKac, BbicoTa Kopnyca 1U.

Ethernet-kommyTaTopbl cepun MES35xX BbINOJHEHbI B META/I/IMYECKOM KOPMyce A1s KPenneHus Ha
DIN-peitky.

2.4.1 BHewHuli sud u onucaHue nepedHeli naHenu ycmpoiicmea

BHewHM BMA, nepegHein naHenu yctponcte MES23xx, MES33xx, MES35xx n MES5324 nokasaH Ha
pucyHKax 1-24.
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PucyHok 1 — MepeaHas naHenb MES5324

B Ta6nmu,e 10 npmeegeH nepevyeHb pasbemMoB, CBETOANOOHbIX MHOUKATOPOB U OpPraHOB ynpas/eHUA,
PaCnNoO/0XKEHHbIX Ha ﬂepEAHeVI naHe/In KOoMMyTaTopa.

Tabanuya 10 — OnucaHme pasbeMoB, MHANKATOPOB M OPraHOB ynpaBaeHns nepegHel naHenm MES5324

No dnemeHT nepepHen Onmcanme
naHenu
Unit ID NHANKaTop HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKATOp NUTaHMA YCTPOMCTBA.
1 Master MHAanKaTop peskmma paboTsl yCTpoiicTBa (Beaylumit/segombii).
Fan NHauKaTop paboTbl BEHTUAATOPOB.
RPS NHAMKATOp pe3epBHOro 3/1eKTPONUTAHMA.
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Console

KOHCONbHbIM NOPT ANA NOKANBbHOTO YNpaB/ieHWUsa YCTPOMUCTBOM.
PacnuHoBKa pasbema cnegytowias:

He ncnonb3yeTcs

He ncnonb3yeTcs

RX

GND

GND

X

He ucnonb3syetca

He ncnonb3yeTcs

He ncnonb3yeTtcs

Pacnalika KoHconbHOro Kabensa npuseaeHa B pasgene «lMpunoxeHue b.
KOHCO/IbHbIV Kabenby.

O oOoNOOULD WNPR

usB

USB-nopr.

00B

MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ans yaaneHHoro ynpas-
JIeHUA YCTPOMCTBOM.

Ynpas/ieHne OCyLLECTBAETCA MO CETH, Pa3Ae/IbHO C KaHANOM nepeaaqm
[aHHbIX.

Mgmt

MopT 10/100/1000BASE-T (RJ-45) ans yaaneHHOro ynpasieHna yCTpoii-
CTBOM. YNpaB/iieHWNe OCYLLEeCTBAAETCA N0 CETU Nepesayn AaHHbIX.

dyHKUMOHANbHAsA KHOMKa A/19 nepesarpysKku ycTponcTea 1 cbpoca K 3a-
BOACKMM HaCTpOMKam:

- MPUY Ha¥KaTUM Ha KHOMKY A/IMTENbHOCTbIO MeHee 10 ¢ npoucxoamT ne-
pe3arpyska ycTpoWncTBa;

-NPU HaXKaTUW Ha KHOMKY AauTenbHocTbto 6onee 10 ¢ npoucxogut
cHbpocC HACcTPOEK YCTPOWCTBA A0 3aBOACKOM KOHUrypaunm.

[1-24]

Cnotbl gna yctaHoBKM TpaHcueepos 10G SFP+/1G SFP.

XLG1, XLG2
XLG3, XLG4

Cnotbl XLG1-XLG4 ana yctaHOBKKU TpaHcueepos 40G QSFP+.

()
0

©
°

,[-oooo-‘.
JGeleTele Dl

900000800,

PucyHok 3 — lMNepepHaa naHenb MES3324
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PucyHok 4 — lMepeaHaa naHenb MES3316F
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PucyHok 5 — lMepeaHaa naHenb MES3308F
B Tabanue 11 npmBeneH nepevyeHb PasbeMOoB, CBETOANOAHbBIX MHAMKATOPOB M OPraHOB yrnpaB/eHus,
pPacnonoXeHHbIX Ha nepegHen naHenn kommytatopos MES3308F, MES3316F, MES3324, MES3324F.

Tabnnua 11 — OnucaHWe pa3bemMoB, UHAMKATOPOB M OPraHOB ynpaBieHus nepeaHen naHenn MES3308F,
MES3316F, MES3324, MES3324F

UnitID MHAWKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAMKATOp NUTaHMA YCTPOMCTBA.
1 Master MHAaMKaTop pexxrnma paboTbl ycTpoicTea (BeayLumii/segomblit).
Fan NHauMKaTop paboTbl BEHTUAATOPOB.
RPS MHAMKaTOp pe3epBHOro a1eKTPONUTaHuA.
2 Console KOHCONbHbIV NOPT ANA NOKANBbHOMO YNPaBAEHUA YCTPONCTBOM.

MopT (out-of-band) 10/100/1000BASE-T (RJ-45) ana yaaneHHoro ynpas-
NeHWA YCTPONCTBOM.

3 008 YnpaB/ieHWe OCyLLLeCTBAAETCA MO CETU, Pa3AeNbHO C KaHAaIOM nepeaayn
OaHHbIX.
dyHKLMOHaNbHAA KHOMKA ANA Nepe3arpysKku ycTponcTaa u cbpoca K 3a-
BOACKMM HaCTpOMKam:
4 r - NPW HaXKaTuUM HA KHOMKY ANUTeNbHOCTbIO MeHee 10 ¢ npoucxoamT ne-
pesarpyska ycTpoWcTBa;
- NPW HaXKaTUM Ha KHOMKY AAnTenbHoCTblo 6onee 10 ¢ mpoucxoaut
cbpoC HacTpoeK YCTPOMCTBA A0 3aBOACKON KOHUrypaumm.
[1-24] CnoTbl ANA YyCTAaHOBKM TpaHcueepos 1GSFP.
5 [1-16] MopTbl 10/100/1000BASE-T (RJ-45).
[1-8]
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[11-12, 23-24]

6 [7-8, 15-16] Komb60-nopTbl: nopTbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
[3-4, 7-8]
XG1, XG2

7 XG3, XG4 CnoTbl gnAa ycTaHoBKM TpaHcueepos 10GSFP+/1GSFP.

36-72VDC
-+

1]

g\\\
e
nn

Aelrex meszz

OOOOOOOOO(SDOOOOO%OOOQOO

PucyHok 9 — lMepeaHaa naHenb MES2324P DC

B Tabnnue 12 npuBedeH nepevyeHb PasbemoB, CBETOANOAHbIX UHAMKATOPOB M OpPraHoOB ynpaBaeHus,
pacnonoXeHHbIX Ha NepeaHel naHeAn kommyTtatopos MES2324 AC, MES2324 DC, MES2324P AC, MES2324P
ACW, MES2324P DC.
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Tabnnua 12 — OnucaHMe pa3bemoB, MHAMKATOPOB M OpraHOB ynpasaeHua nepeaHein naHenu MES2324 AC,
MES2324 DC?, MES2324P AC, MES2324P ACW, MES2324P DC

Ne dnemeHT nepeaHen
PEA OnucaHue
naHenm
~110-250VAC max 2A Pasbem onsa NOAKNHOUEHUA K UCTOUHMKY 3N1EKTPONUTAHMA NEePEMEHHOr0
TOKa.
1
36-72 VDC Pasbem 414 NOAKNIOYEHNA K UCTOYHMKY 3N1EKTPONUTAHMA NOCTOAHHOIO
TOKa.
Unit ID NHAMKaTop HOMepa YCTPOWCTBA B CTEKE.
Power NHAMKATOp NUTaHMA YCTPOMCTBA.
2 Master NHauKaTop pexuma paboTbl ycTpolicTBa (Beayumii/seaombiit).
Status NHAMKATOP COCTOAHMA YCTPOICTBA.
Alarm NHankaTop asapuu.
3 Console KoHCObHbIV NOPT ANA NOKANbHOTO YNpaBAeHUA YCTPONCTBOM.
PyHKLMOHaNbHAA KHOMKA ANA nepe3arpysku ycTpoincTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:
4 P - IPY HaXXaTUW Ha KHOMKY ANMTeNnbHOCTbIo meHee 10 ¢ npoucxoauT ne-
pe3arpyska ycTpoWcTBa;
- NPU HaXaTUW Ha KHOMKy AauTenbHocTbio 6onee 10 ¢ npoucxoaut
cHbpoC HACTPOEK YCTPOWCTBA A0 3aBOACKOM KOHPUrypaumu.
5 [1-24] MopTbl 10/100/1000BASE-T (RJ-45).
6 Link/Speed CBeToBan MHAMKALMA COCTOAHUA ONTUHECKUX MHTepdeincoB.
XG1, XG2
7 XG3: XGa Cnotbl ana yctaHoBKM TpaHcnsepos 10GSFP+/1GSFP.

O -- o -
~ gt g g gl gt g gt g g} g g g gl g g !t g gl |

El £l z = £l = n £l B u £} = = 3 £l © a 2 » u a8 a O] -
!

g ([
123 4 5
PucyHok 10 — lNepeaHaa naHenb MES2348P

B Tabaunue 13 npuseneH nepevyeHb pasbemoB, CBETOANOLHbIX MHAMKATOPOB WU OPraHOB YNpaB/eHuUs,
pacnonoXeHHbIX Ha NnepeaHen naHean kommyTtatopa MES2348P.

! KommyTatopsl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom O0B (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) gna yaaneHHOro ynpaBaeHna yCTPOMCTBOM. YNpaBaeHMe OCYLLECTBAAETCA MO CeTH, pasaebHo
C KaHaNoOM nepesayn AaHHbIX).
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Tabnunua 13 — OnucaHune pasbemoB, UHAMKATOPOB M OPraHoOB ynpaBaeHus nepeaHen naHenn MES2348P

Unit MNHAMKATOp HOMEpPa YCTPOMCTBA B CTEKE.
Status MHAMKaTOp COCTOAHUA YCTPOICTBA.
1 Master NHamnKaTop pexxuma paboTbl ycTpoiicTBa (BeayLmii/seaombiii).
PS1 MNHAMKaTop cocToAHNA NepBoro 6710Kka NUTaHUA.
PS2 MHAMKaTop cOCTOAHNA BTOPOro 6710Ka NUTaHMA.
®yHKLMOHaNbHAA KHOMKa A/1A nepe3arpy3ku ycTpoicTea u cbpoca K 3a-
BOACKMM HACTPOMKam:
) r - MPY HaXKaTUM Ha KHOMKY A/INTEeNbHOCTbIO meHee 10 ¢ nponcxoanT nepe-
3arpysKa yCTpoKncTBa;
- MPY HaXKaTUK HA KHOMKY AnuTenbHocTbio 6onee 10 c nponcxogunt cbpoc
HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHOUIypauum.
3 Console KOHCONbHbIV NOPT A8 IOKaZIbHOTO YNpaBAeHUA YCTPONCTBOM.
4 [1-48] MopTbl 10/100/1000BASE-T (RJ-45).
XG1, XG2
5 ’ Cnotbl Ana yctaHoBKM TpaHcnsepos 10GSFP+/1GSFP.
XG3, XG4 ARy P P /

IL i

6 7 8

PucyHok 13 — lNMepeaHaa naHenb MES2324F DC

Ethernet-kommymamopsi ceputi MES23xx, MES33xx, MES35xx, MES5324
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PucyHok 14 — MNepegHaa naHens MES2348B

SHELTEX  MES23281 1 3 s ’ 5 1 13 15 1 15 21 23 25 27
1..24 - 10/100/1000BASE-T

unitld  consol
[l onsoe = (o o N =] =] = o [ P N ) == =0, O O ST OO 0] 5528 - 10/100/10008A86T
Porer(D OO or 100BASE-FX/1000BASE-X
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PucyHok 15 — lMepeaHasa naHeno MES2328I

PucyHok 16 — lMepeaHasa naHenb MES3348

PucyHok 17 — MepeaHas naHenb MES3348F

B Tabanue 14 npuBeneH nepevyeHb PasbeMOB, CBETOANOAHbLIX MHAMKATOPOB M OPraHOB yrnpaB/eHus,
PacnonoXeHHbIX Ha nepegHelr nNaHenn Kommytatopos MES2324B, MES2324FB, MES2324F DC, MES2328],

MES2348B, MES3348, MES3348F.

Tabnnua 14 — OnucaHWe pa3bemoB, MHAMKATOPOB M OpPraHoB ynpaBieHua nepeaHen naHenn MES2324B,
MES2324FB, MES2324F DC*, MES2328I, MES2348B, MES3348, MES3348F

~110-250VAC, 60/50Hz Paszbem ana nogKNtoUYeHMA K NCTOYHUKY SNEKTPOMNUTAHUA NEpeMeH-

max 2A HOro TOKa.

! KommyTatopsl MES2324, MES2324B, MES2324F DC, MES2324FB moryT 6bITb ocHaleHbl noptom O0B (nopT (out-of-band)
10/100/1000BASE-T (RJ-45) ans yaaneHHoOro ynpas/ieHus yCTPOMCTBOM. YNpaB/ieHne OCyLecTB/AETCA Mo CETU, Pasae/ibHO
C KaHaNoM nepeaaun AaHHbIX).
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48 (45 ~ 57) VDC Pasbem AnAa NOAKNOYEHUA K UCTOYHMKY 31EKTPONUTaHMA NOCTOAH-
HOro TOKa.
2 12VDC max 3A Knemmbl gna NoAKNIO4EHUA aKKYMyNATOPHOW 6aTapen 12V.
Unit ID MHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power NHAMKATOP NUTAHMA YCTPOMCTBA.
Master MHAmMKaTop pexknma paboTbl ycTpoiicTea (BegyLwmii/seaomblit).
3 Fan NHauKkaTop paboTbl BEHTUAATOPOB.
Status MNHAMKATOP COCTOAHMA YCTPOMCTBA.
Battery NHaukaTop cocToAHmA batapeu.
RPS NHAnKaTop pe3epBHOro 3N1eKTPONUTaHnA.
Console KoHCONbHbIV NOPT A5 IOKANbHOO YNPaB/EHUA YCTPOWCTBOM.
4
usB MopT USB (TonbKo ana MES2328I).
PyHKLMOHANbHAA KHOMKa A4 nepe3arpy3Kku ycTpoicTea u cbpoca K
33aBOACKUM HaCcTPOMKaMm:
5 . - MPU HAXKaTUM Ha KHOMKY AUTeNbHOCTb0 meHee 10 ¢ npoucxoaut
nepesarpyska yCTpPOWCTBa;
- NPWU HaKaTUM HA KHOMKY AnuTenbHocTbio H6osee 10 ¢ npoucxoamt
cHbpOC HACTPOEK YCTPOMCTBA A0 3aBOACKOM KOHPUrypauuu.
MES2324B MopTbl 10/100/1000BASE-T (RJ-45).
[1-24] MES2324FB
MES2324F CnoTbl 4NA ycTaHOBKKU TpaHcueepos 1G SFP.
[11-12,
23-24] MES2324FB Kom6o-nopTbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
6 -
[25-28] MES2328]| Kom60-nopTbl 10/100/1000BASE-T/1000BASE-X/100BASE-FX
MES2348B
(1-43) MES3348 Moptbl 10/100/1000BASE-T (RJ-45).
MES3348F CnoTbl 4NA ycTaHOBKKU TpaHcueepos 1G SFP.
7 Link/Speed CBeToBasA MHAMKALMSA COCTOAHMUA ONTUYECKMX NHTePENCOB.
8 ig;: igi CnoTbl AN ycTaHoBKM TpaHcueepos 10GSFP+/1GSFP.

[ e |

i
i

g ==

PucyHok 18 — lMepeaHasa naHenb MES2308

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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PucyHok 19 — lMepegHaa naHenb MES2308P AC
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PucyHok 21 — MepeaHasa naHenb MES2308R

B Ttabnuue 15 npuseaeH nepevyeHb pPa3bemMoB, CBETOAMOAHbLIX MHOMKATOPOB M OPraHOB ynpaBaeHus,
pPacnonoXeHHbIX Ha NepegHei NnaHenn kommyTtatopos MES2308, MES2308P AC, MES2308P DC, MES2308R.

Tabnnua 15 — OnucaHMe pa3bemMoB, MHAWMKATOPOB M OpraHoB ynpaBneHua nepegHelr naHenn MES2308,
MES2308P AC, MES2308P DC, MES2308R

dnemeHT nepeaHen
Ne PeA OnucaHue
naHenu
1 Knemma 3azemneHunsa K .
& neMma A4 3a3eM1eHnA YCTPOMCTBa.
~110-250VAC, 60/50Hz Pasbem gna nogKknoyYeHma K UCTOYHUKY INEKTPONUTAHUA NEePeMEHHOrO
max 2A TOKa.
2
Pasbem AnA NoAKNIOYEHUA K UCTOUYHWUKY 3NEKTPONUTAaHMA NOCTOAHHOIO
36-72 VDC
TOKa.
Unit ID MNHAMKaTOp HOMepa YCTPOMCTBA B CTEKE.
Power MHAWKaTOp NUTAHUA YCTPOMCTBA.
3 Master NHauKaTop pexxuma paboTbl ycTpoiicTBa (BeayLmil/seaombiii).
Status MNHAMKATOP COCTOAHMA YCTPOICTBA.
Alarm NHanKaTop aBapuu.
4 Console KOHCONbHbIV NOPT ANA NOKANBHOMO YNPaBAEHUA YCTPONCTBOM.
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®YHKUMOHaIbHasA KHOMKa A/1A Nepes3arpy3Kku ycTpoicTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:

- MPW HA)KaTUKM Ha KHOMKY AJNTENbHOCTbIO MeHee 10 ¢ npoucxoaumT ne-
pe3arpysKa ycTpoicTBa;

- MPM HaXKaTUM Ha KHOMKY AnuTenbHocTblo 6onee 10 ¢ npoucxogut
cHbpoC HACTPOEK YCTPOMCTBA A0 3aBOACKOMN KOHUrypaLmu.

[1-10]

10 noptos 10/100/1000BASE-T (RJ-45).

Link/Speed

CBeTOBasA MHAMKALMA COCTOAHUA ONTUYECKMX NHTEPENCOB.

[11,12], [9, 10]

CnoTbl ANA yCTaHOBKM TpaHcmsepos 1G SFP.

. Aewrex
MES3508
1—
[ OPWRL [
Opwrz 3
Ovemp || ||
2 L 4
= -\1 m
Bl |5
l console I

PucyHok 22 — lNepeaHasa naHenb MES3508

B Tabnunuax 16, 17, 18 npuseaeH nepeyeHb pa3bemoB, CBETOANOLHbIX MHAMKATOPOB M OPraHOB yrnpaBaeHus,
pacnonoXeHHbIX Ha NnepeaHen naHenn kommyTtatopos MES3508, MES3510, MES3510P.

Tabnunua 16 — OnucaHune pasbeMoB, UHANKATOPOB M OPraHoOB ynpaBaeHus nepeaHen naHean MES3508

" -
Ne dnemeHT nepeaHen Onmcanme
naHenm
1 [1-8] 8 nopTos 10/100/1000BASE-T (RJ-45).
2 9,10 Kom6o-noptbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 MNHAMKATOPbI MUTAHWUA YCTPOMCTBA.
3
Temp NHanKaTop TemnepaTtypbl.
dPyHKUMOHaNbHAs KHOMKA A/1A Nepes3arpysku ycTpoicTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:
4 . - MPY HaXKaTUM Ha KHOMKY AAnTeNbHOCTbIo meHee 10 ¢ npoucxoauT ne-
pesarpyska ycTpoWncTBa;
- MpPX HaxaTUM Ha KHOMKY AnuTtenbHocTblo H6onee 10 ¢ npoucxogut
cbpoC HACTPOEK YCTPOIMCTBA A0 3aBOACKOM KOHPUTYpaLUW.
5 Console KOHCONbHbIM NOPT A5 NOKANbHOIO YNPaB/eHUs YCTPOUCTBOM.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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PucyHok 23 — lMepeaHas naHenb MES3508P

Tabnunua 17 — OnucaHune pasbemoB, MHANKATOPOB M OPraHOB ynpaBaeHna nepeaHel naHenm MES3508P

1 [1-8] 8 noptos 10/100/1000BASE-T (RJ-45).

2 [1-8] CeeToBan nHAMKauma PoE.

3 9,10 Kom6o-nopTbl 10/100/1000BASE-T (RJ-45)/1000BASE-X.
PWR1, PWR2 MHAWKATOPbI MUTAHUA YCTPOMCTBA.

4 Alarm MHanKaTop aBapuu.
Temp MHanKaTop TemnepaTypsl.

dYHKUMOHabHaA KHOMKa ANA nepesarpysku ycTpoincTea 1 cbpoca K 3a-
BOACKMM HacTpOliKam:
- NPY Ha¥KaTUKM Ha KHOMKY AAUTENbHOCTbIO meHee 10 ¢ npomcxoauT ne-

5 F .
pesarpyska yCTpoicTBa;
- NPY HaXkaTMM Ha KHOMKY AnutenbHocTbio 6onee 10 ¢ npoucxoaut
cbpoC HacTpoeK YCTPOMCTBA 4,0 3aBOACKON KOHUrypaumm.

6 Console KOHCO/IbHbIV NOPT AN1A NOKAbHOTO YNPaBAEHWUS YCTPOUCTBOM.
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Tabnmua 18 — OnuncaHue pasbemoB, MHANKATOPOB M OPraHOB yrpaBaeHus nepeaHen naHean MES3510P

Aewrex
1—
PoE -
1002
008 —2
L 70 Os
1 OPwWRL -
Qpwr2
© Alarm 4
O Temp -
3—
: 5
16

1.8 - 10/100/1000BASE-T PoE+
9..12 - 100BASE-FX / 1000BASE-X

PucyHok 24 — lMepeaHasa naHenb MES3510P

o 3 7
N NnemeHT nepeaHeun Onncanme
naHenm
1 [1-8] 8 noptos 10/100/1000BASE-T (RJ-45).
2 [1-8] CseToBanA MHAMKauUmMA PoE.
3 9,10,11,12 100/1000BASE-FX/1000BASE-X (SFP).
PWR1, PWR2 MHAMKaTOPbI MUTAHWUA YCTPOMCTBA.
4 Alarm MHanKaTop aBapuu.
Temp NHanKaTop TemnepaTtypbl.
dPyHKUMOHaNbHas KHOMKA A/1A Nepes3arpysku ycTpoicTea n cbpoca K 3a-
BOACKMM HaCTpOMKam:
5 r - MPU HAXKaTUM Ha KHOMKY AJANTENbHOCTbIO MeHee 10 ¢ npoucxoaumT ne-
pe3arpysKa yCTpoIiCTBa;
- NPU HaXaTUW Ha KHOMKY AAuTesnbHocTbio 6onee 10 ¢ npoucxoguT
cHbpOC HACTPOEK YCTPOMCTBA A0 3aBOACKOW KOHPUrypauuu.
6 Console KOHCO/IbHbIV NOPT AN1A NOKANbHOIO YNPaBAEHUS YCTPOUCTBOM.

2.4.2 3a0HAA U 8epxHAA naHenu ycmpolicmea

BHewWwHM BMA 3aaHen naHenn kommyTtatopoB MES5324 npuBeaeH Ha pucyHKe 25.

1 O O O
®
H <,

PucyHok 25 — 3agHaa naHenb MES5324

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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B Tabnmue 19 npmBeaeH nepeyeHb PasbemoBs, PacnoOKeHHbIX Ha 3a4HeN NaHeAn KoMmmyTaTopa
MES5324.

Tabanuya 19 — OnuncaHme pa3beMoB 3aAHEN NaHenn KommyTtaTopa MES5324

Ne dnemeHT 3agHei naHenun OnucaHue
- -

1 Knemma 3azemnenHuna —= Knemma pgns 3asemneHuma yCTpomncTBa.

CbeMHble BEHTUNALMOHHbIE MOAY/IU C BO3MOXHOCTbIO ropsiyeit 3a-
2 CbeMHble BEHTUNATOPSI

MeHbI.
3 43VDC Pasbem gna noAKNOYEHUA K UCTOYHUKY SNEKTPONUTAHMA NOCTOAH-

HOro TOKa.

Pasbem ana NOAKAOYEHUA K UCTOYHUKY INEKTPOMUTAHUA nepe-
4 ~220 VAC 50 Hz max 1A ANA TIOA ¥ P P

MEHHOro TOKa.

BHewWwHW BUA 3a4HUX NaHenen KommyTtatopos cepun MES33xx npuBeneH Ha puUcyHKax 26—29.
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PucyHok 26 — 3agHaa naHenb MES3308F
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PucyHok 27 — 3agHaa naHenb MES3316F
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PucyHok 28 — 3agHaa naHenb MES3324F, MES3348F, MES3324
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PucyHok 29 — 3agHAaa naHenb MES3348

Tabnnua 20 — OnucaHMe pa3bemMoB 3a4HEN NaHen KommyTaTopoBs cepumn MES33xx

Ne dnemeHT 3agHel naHenu
—r )

1 Knemma 3asemnexHuna —= Knemma gns 3a3emneHusn ycTpoicTea.

CbeMHble BEHTUNALMOHHbIE MOAYAN C BO3MOXHOCTbIO ropsayeit 3a-
2 CbeMHble BEHTUNATOPbI

MEHbI.

Pa3sbvem ANA NOAKNKYEHUNA K UCTOYHUKY 3NEKTPONMUTAHNA NMOCTOAH-
3 48VvDC

HOTrO TOKa.

Pazbem AN NOAKMOUYEHUA K UCTOYHUKY INEKTPOMNUTAHUA NEepPeEMEH-
4 ~220 VAC 50 Hz max 1A o TOKg A y P P

BHewWwHMIN BMA 3aHEN NaHe M KomMmyTaTopos cepumn MES23xx npuBeaeH Ha pucyHKax 30-34.

O -]
2 ]
PucyHok 30 — 3agHaAa naHenb MES2324, MES2324B
® (]
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PucyHok 32 — 3agHAaa naHenbs MES2324P ACW

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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PucyHok 34 — 3agHaa naHenb MES2348B

Tabnmua 21 — OnuncaHue pasbemoB 3aaHel naHean kommyTtatopos MES2324F DC, MES2324FB, MES2348B

Ne dnemeHT 3agHel naHenm OnucaHue
—_— o
1 Knemma 3asemnerHna = Knemma gna 3asemneHma ycTpomncTea.
2 BeHTMnAaTOpHLI.
3 12VDC max 5A Knemmbl g5 NoAKNIOYEHMA aKKYMYNATOPHOM 6aTapen 12V.
4 ~110-250VAC, 60/50Hz Pasbem gnAa NOAKNOYEHUA K UCTOYHUKY 3NEKTPONUTAHUA NepemeH-
max 2A HOro TOKa.

BHewHW BUA 3agHeN naHenn KommyTtatopa MES2348P npusegeH Ha pucyHke 35.

_/_“ﬁ

]
So

2 3 3

PucyHok 35 — 3agHaa naHens MES2348P

B Tabnmue 22 npuBeAeH NepeyeHb PasbemoB, PacnoOKeEHHbIX Ha 3a4HeN NaHeAn KoMmmyTaTopa

MES2348P.

Tabnunua 22 — OnucaHne pa3bemoB 3aAHel NnaHenn KommyTtatopa MES2348P

Ne

dnemeHT 3agHei naHenm

OnucaHue

CbeMHble BEHTUAATOPbI

CbeMHble BEHTUNALNOHHbIE MOAY/TU C BO3SMOXHOCTbIO I'Opﬂ‘-lEl‘;l 3a-
MeHbl.

—r
Knemma 3aszemneHua =

Knemma gna 3aszemneHua YCTpOVICTBa.

~100-240VAC, 60/50Hz
max 10A

Pasbem 1A NOAKAOUYEHMA K UCTOYHMUKY 3/1EKTPONUTAHUA nepemeH-
HOro TOKa.

56

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

BHewWHMI BMA 3a4HEN NaHenn KommyTaTopos cepmumn MES2308x npuseaeH Ha pucyHKe 36.

OG0 esrex i g
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PucyHok 36 — 3agHasa naHens MES2308, MES2308P AC, MES2308P DC, MES2308R

BHewHW BUA 3agHen naHenn KommyTtatopa MES23281 npmBeneH Ha pucyHke 37.
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PucyHok 37 — 3agHaa naHenb MES2328l|

BHeWwHMN BMA, BepxHen naHenm kommytatopos MES3508, MES3508P n MES3510P npuBeaeH Ha
pucyHke 38.
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PucyHok 38 — BepxHaAa naHenb MES3508, MES3508P, MES3510P

Tabanuya 23 — OnuncaHne pasbeMoB BepxHel naHean kommyTtatopos MES3508, MES3508P, MES3510P

Ne dnemeHT 3agHei naHenu OnucaHue

—t o
1 Knemma 3azemnenua = Knemma gna 3asemneHuna ycTpomcTea.

48 (20~ 75) VDC (ana

) MES3508) Paszbembl Ana NOAKNOYEHUA K UCTOYHMKAM 3/1EKTPONUTAHUA NOCTO-
48 (45~ 57) VDC (ana AHHOrO TOKa.
MES3508P n MES3510P)

3 12VDC max 5A PeneiHbiN BbIxo4 aBapuinHOMN curHanmnsaumm: 1 A 24 V DC.

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324
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2.4.3 bBoKosble naHenu ycmpolicmea
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PucyHok 39 — lMpasas 6bokoBasa naHenb Ethernet-kommyTtatopos
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PucyHok 40 — JleBasi 60KoBasA naHenb Ethernet-kommyTaTopos

Ha 60KOBbIX NMaHenax yCTponcTBa Pacrno/ioeHbl BEHTUNALMOHHbIE PELIeTKWU, KOTopble cayaT Ans
oTBOAa Tenna. He 3aKpbiBaiTe BEHTUNALMOHHbIE OTBEPCTMUA MOCTOPOHHUMMK MpeamMmeTaMmu. ITO MOKEeT
MPMBECTM K Neperpesy KOMMOHEHTOB YCTPOWMCTBA M Bbi3BaTb HapylueHMa B ero paboTe. PekomeHaauum no
YCTaHOBKE YCTPOICTBA Pacno/ioKeHbl B pasgene «YCTaHOBKa M NOAK/IIOUEHNE .

2.4.4 Ceemoeasn uHOUKayus

CoctosHue nHtepdeiicos Ethernet MHanumpyeTca aByma cBeToaAMOAHbIMU MHANKATOpamu, LINK/ACT
3e/1eHoro ugeta n SPEED aHTapHOro useta. PacnonoXeHne cBeTOANOA0B NOKA3aHO Ha pUCYHKax 41, 42, 43.

LINK/ACT SPEED
PucyHok 41 — BHewHM BuA pasbema ¢ QSFP+-TpaHcnsepamm

bo ]

HVA VA[
——h

4

LINK/ACT  SPEED

PucyHok 42 — BHelwHuit BuA pasbema SFP/SFP+
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LINK/ACT

SPEED

PucyHoK 43 — BHewHu Bua pasbema RJ-45

Tabnuua 24 — CeeToBas UHAMKaUMA cocToAaHmna XLG-nopToB

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeANHEHME HE YCTaHOBAEHO

lopuT nocToAHHO

lopuT nocToAHHO

YcTaHOB/IEHO coeanHeHue Ha ckopocTu 40 Meut/c

FopnT nocToAHHO

Mwuranune

MaeT nepepaya faHHbIX

Tabanua 25 — CeeToBas MHAMKAUMA COCTOAHNA XG-NOpPTOB

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeANHEHME He YCTaHOBAEHO

BbikntoueH

FopnT NnocToAHHO

YcTaHoOB/IeHO coeAnHeHne Ha ckopocTu 1 Féeut/c

lopwuT nocTtoAHHO

[opuT nocTtoAHHO

YcTaHOB/IEHO coeanHeHne Ha ckopocTtu 10 Feut/c

X

Mwuranune

MpoeT nepepava gaHHbIX

Tabnunua 26 — CBeToBas MHAMKaUMSA cocToAHUA Ethernet-noptos 10BASE-T

BbikntoueH

BbikntoueH

MopT BbIKAOYEH AN COeANHEHME He YCTAaHOBAEHO

BbikntoueH

FopuT NnoCcToAHHO

YCTaHOB/IEHO coeaMHeHUe Ha ckopoctn 10 Méut/c
nnamn 100 M6uTt/c

lopuT nocTtoAHHO

lopuT noctoAHHO

YcTaHOBNEHO coeauHeHWe Ha ckopoctn 1000
M6éut/c

X

Mwuranune

MpoeT nepegava gaHHbIX

NHaukaTop Unit ID (1-8) cny»KuT ana o603HauyeHUs Homepa YCTPOMCTBA B CTEKe.

CuctemHble nHamnkaTopbl (Power, Master, Fan, RPS) caysaT ans onpegeneHua cOCToAHUA paboTbl

y310B KOMMmyTaTopos cepmum MES53xx, MES33xx, MES23xx, MES35xx.

Tabnnua 27 — CBeToBas MHAMKAUMSA CUCTEMHbBIX MHOMKATOPOB

MuTaHme BbIKIOYEHO

MWTaHWe BKAOYEHO, HOpMabHasn
paboTta ycTpolicTBa

BbikntoueH
CoctoaHue 3eneHsbli, roput
Power MCTOYHMKOB NOCTOAHHO
nuTaHMsa .
3eneHblit, mepuaeT

CamoTecTpoBaHue yCTPOCTBa Npu
crapTte (POST)

Ethernet-kommymamopsi ceputi MES23xx, MES33xx, MES35xx, MES5324
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OTcyTCTBME NEPBMUYHOIO NUTAaHMA OT
KpacHbIi, roput OCHOBHOFO UCTOYHMKA (NpW NUTaHWUU
NOCTOAHHO YCTPOICTBA OT pe3epBHOro
WUCTOYHUKA)
MpusHak 3eneHbln, roput YCTPOMCTBO ABAAETCA «KMACTEPOMY B
Master BeayLLero NOCTOAHHO CTeKe
yCTpOKcTBa Npu BbIK/THoueH YCTPOICTBO He ABNAETCA «MacTepoM»
paboTe B cTeke B CTEKe
3eneHsbli, roput
CocrosaHwne HOCTOAHHO Bce BeHTUNATOPbI UCMPaBHbI
Fan BEHTUATOPA ”
oxNaKAEHNA KpacHbiin, roput OTKa3 ogHoro nau bonee
NOCTOAHHO BEHTU/IATOPOB
3eneHbli, roput .
HopmanbHasa paboTa ycTpoictsa
NOCTOAHHO
OTKas ogHoro unu bonee
o BEHTU/IATOPOB, BbICOKaA
KpacHbin, roput
TemnepaTtypa Ha O4HOM 13
NHamkaTop NOCTOAHHO
Status cocToRHNs TepMoAaTYNKOB Man asapma PoE
yCTpoicTBa (MES2348P)
3arpyska yctpoiictea. He HasHaueH
. . IP-agpec HM Ha oaunH 13
KpacHbin-3eneHsbin, P o
Muraer nHTepdeicos, MO B CTEKe He
obHapykeH mactep (MES2324,
MES2324FB, MES2324F DC)
. MoaknoyeH notpebutens PoE (roput
MHpmkarop 3eneHbli, roput WMHOMKATOP, COOTBETCTBYHOLLMIA
PoE cocToaHua PoE- NOCTOAHHO A P yiou
nopTos nopry)
BbikntoueH MoTpebutenn PoE He NoAKAOYEHDI
3eneHbli, roput Pe3epBHbIN UCTOYHUK NMOAK/OYEH U
Pexum paboTbl NOCTOAHHO paboTaeT HopmanbHO
RPS pe3epBHOro KbacHbIi. roouT OTcyTCcTBME NEPBUYHOIO NUTaHMA
WCTOYHMKA H(FJ,CTOHHI-;O P pe3epBHOro UCTOYHUKA UK ero
nNUTaHMA HEeUCnpaBHOCTb
BbikntoueH Pe3epBHbIN UCTOYHMK HE MOAK/IOYEH
3eneHbl, roput
HOCTOAHHO AKB nogKkntoyeHa, nnTaHue B Hopme
Batt " 3eneHblii, Muraet AKB 3apsarkaeTca
atter HAMKaTO > -
y A P KpacHbin-3enéHbin, OcHOBHOE NUTaHMe oTKI4YeHo, AKB
(MES2324B, COCTOAHUSA Muraer pa3pAKaeTca
MES2324FB, AKKYMYNATOPHOM " "
MES2348B) Garapen KpacHbin, muraet Hu3kmn yposeHb 3apaga AKb
BbikntoueH AKB oTKkntoueHa
KpacHbIn, roput ABapus PTB (pacuenuTtens Toka
NOCTOSIHHO 6artapenu)
3eneHbli, roput BAOK NUTaHMA yCTaHOB/IEH B C/OT,
NOCTOAHHO nNUTaHWe BKIOYEHO
WHaukaTop BAOK NMTaHMA yCTaHOB/IEH B C/IOT, HO
PS1, PS2 A . nUTaHMUe OTKAYEeHOo; 610K NUTaHUA
COCTOAHUA KpacHbiin, roput
(MES2348P) 6/10KOB NUTaHS nocmm—n-;o YCTaHOBJIEH B C/IOT, NUTaHue
BK/IIOYEHO, HO MMeeTCA
HEWCNPABHOCTb
bIKN JIOK MUT T N noT
BbikntoueH BNOK NUTaHWA He YCTaHOB/EH B C/10
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Alarm

KpacHbln—3enéHblii, Harpy3Ka PoE Bblwe HacTpomKK
Muraet usage-threshold
CeeTtoBan KputnyecKkas owmnbKa B pabote PoE,
WHAMKALMA KpacHbIi, roput npveeaLwasn K oTkAto4eHuto PoE Ha
CUCTEMHBbIX NOCTOAHHO BCEX MOPTax IMBO OTKa3 04HOMO UK
WHAMKATOPOB 60s1ee BEHTUNATOPOB
Harpy3sKa POE HW»Ke HacTpOMKu
BbikntoueH
usage-threshold

2.5 KomnneKrt nocraBku

B 6a30BblIii KOMMNAEKT NOCTAaBKM BXO4AT:

Ethernet-kommyTaTop;

KomMnneKT Kpenerka B CTOMKY;

WHyp nutaHma EBpoBunka-C13, 1.8m (Tonbko ana MES2308, MES2308R, MES2308P AC,
MES2324 AC, MES2324B, MES2324P AC, MES2324P ACW, MES2324FB, MES2348B);

LWHyp nuTaHma MNBC 2x1.5, 2m (Tonbko ans mogenen MES2308P DC, MES2324 DC, MES23248B,
MES2324F DC, MES2324FB, MES2324P DC, MES2348B, MES3508, MES3508P, MES3510P);
Pasbem KabenbHon uactu 2EDGK-5.08-02P-14-00AH — 2 wrt. (Tonbko ana MES3508,
MES3508P, MES3510P);

Pasbem KabenbHoi uactu 2EDGK-5.08-03P-14-00AH — 1 wrt. (Tonbko ana MES3508,
MES3508P, MES3510P);

MamaTKa 0 AOKYMEHTAUMK;

CepTndunKaT COOTBETCTBUS;

Macnopr.

Mo 3anpocy B KOMMNAEKT NOCTAaBKM OMUMOHANbHO MOTYT 6bITb BKNOYEHDI:

PykoBoacTBo no akcnayatauum Ha CD-gucke;

KoHco/bHbIM Kabesnb;

Moaynb nutaHua PM160-220/12 (ana MES23281 u cepuit MES33xx, MES5324) nan PM950-
220/56 (pna MES2348P);

LWHyp nuTaHua EBpoBunka-Cl3, 1.8m (B ciyyae KommieKkTaumMmM mogynem nutaHus PM160-
220/12 nan PM950-220/56);

Moaynb nuTaHua PM100-48/12 (ans MES2328| u cepuit MES33xx, MES5324) nan PM950-
48/56 (ana MES2348P);

LWHyp nuTaHua MBC 2x1.5, 2m (B cay4ae KOMNAeKTaLuMmn mogynem nutaHusa PM100-48/12);
SFP/SFP+/QSFP+-TpaHcuBepbl.
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3 YCTAHOBKA U NOAKNIOYEHUE

B naHHOM pa3gene onucaHbl NpoLeaypbl YCTaHOBKU 060pyA0BaHUA B CTOMKY U NOAKAOYEHUA K NUTa-
foLen cetu.

3.1 KpenneHue KpOHLWTENHOB

B KOMNAEKT NOCTaBKM YCTPOMCTBA BXOAAT KPOHLUTEMHbI 419 YCTAHOBKW B CTOMKY U BUHTbI A8 Kpenne-
HUA KPOHLUTEMHOB K KOpMycy ycTpoicTBa. A4 YyCTaHOBKM KPOHLUTEAHOB:

PucyHok 44 — KpenneHune KpOHLITENHOB

1. Tpw HanMyMmM TPAHCNOPTHOrO BUHTA YAA/IUTe ero nepes HayasloM YCTAaHOBKMU.

2. CoBmecTuTe YeTblpe OTBEPCTUA A1 BUHTOB Ha KPOHLUTEMHE C TAaKUMMU Ke OTBEPCTUAMM Ha Ho-
KOBOW MaHenn ycTpoicTBea.

C NoMOLLLbI0 OTBEPTKU MPUKPENUTE KPOHLUTENH BUHTAMM K KOpPMyCy.

4. MMosTopuTe genctemA 1, 2 onA BTOPOro KPOHLUTEMHA.

w

3.2 YcTaHOBKa ycTpoiicTBa B CTOMKY (Kpome MES3508, MES3508P, MES3510P)

[N yCTaHOBKM YCTPOMCTBA B CTOWKY:

1. MpunoxKuTe yCTPOMCTBO K BEPTUKA/IbHBbIM HAaNPaBASIOWMM CTOMKMN.

2. CoBMecTUTE OTBEPCTUS KPOHLUTEMHOB C OTBEPCTMAMM Ha HANPaBAAIOLLMX CTOMKKU. cnonbayiiTe
OTBEpCTWA B HaMNpasAAOLWMX Ha OAHOM YPOBHE C 06eMX CTOPOH CTOMKM, AJ1A TOFO YTO6bI YCTPO-
CTBO pacno/iarasocb rOPU30OHTaIbHO.

3. C nomoLLbto OTBEPTKM MPUKPENUTE KOMMYTATOP K CTOMKE BUHTAMMU.
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PucyHok 45 — YcTaHOBKa YCTPOMCTBA B CTOMKY
Ha pucyHKke 46 npuBeaeH Npumep pasmelleHns kommytatopos MES5324 B cToitKe.

o MES-5324 N1 o
(] KabenbHblin opraHanaep (]
o MES-5324 N2 )
o KabenbHblii opraHansep o
o] MES-5324 N3 )
(] KabenbHbiih opraHanaep (]
o  MESB5324 N4 )
o KabGenbHeblii opraHansep (o]
o] MES-5324 N5 °
o KabenbHblli opraHaiisep o

PucyHoK 46 — PasmelueHne kommytatopos MES5324 B cToike

’ I He 3aKkpbiBaiiTe BEHTUNALMOHHDbIE OTBEPCTUA, @ TAKIKE BEHTUIATOPbI, PAacNO/IOXKeHHbIe Ha
3agHel naHenu, NOCTOPOHHMMU NpeaMeTamun Bo usbexkaHue neperpeBa KOMMNOHEHTOB
KOMMYyTaTOpa M HapylueHuA ero paboTbl.
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3.3 YcraHoBKa ycTpoiicts MES3508, MES3508P, MES3510P Ha DIN-peiKy

YCTpOMUCTBO pasmell,aeTca BepTUKANbHO, TaK KaK 60KoBble NnaHenun obecneynsaloT Tenio-
rad | oTBOA,

[ns yctaHoBKK ycTpoiicTea Ha DIN-peliky:

1. HaKAOHWUTb KOPMYC YCTPOICTBA BEPXHEN YacTbio OT ceba M NPUNOKUTb KpenaeHne Ha 3aaHel
naHenu K DIN-pelike TaK, 4Tobbl ee BEpXHAA KPOMKA OKa3alacb 3a MPOBOIOYHOM NPYKMHON.

2. HapaswuTb Ha KOpNyC yCTPOMCTBA CBEPXY.

3. He cHMMmana gaBneHuA, NPUKaTb HUMKHIOK YacTb Kopnyca ycTponcTea K DIN-peitke [0 3awenku-
BaHUA.

Ons pemoHTaxa ycrporictea ¢ DIN-peliku:

1. HapaBuTb Ha KOpMyC YCTPOMCTBA CBEPXY.
2. He cHMMaA faBneHua, NOTAHYTb HUMKHIOK YacTb KOMMYyTaTopa Ha cebs.
3. [MpunoaHAas Kopnyc, CHATb ycTpoiicTBo ¢ DIN-peliku.

3.4 YcTtaHOBKa moAynen NUTaHuA

KommyTaTop MOXeT pa6OTaTb C OAHUM Unn AByma Mmoaynamum nUTaHuA. YcTaHOBKa BTOpPOro moayna
NMNTaHUA HEO6XOAMMa B C/lydae WuMCNo/2b30BaHUA yCTpOVlCTBa B ycCnoBuAXx, Tpe6y|ou.|,14x NOBbILEHHOWN
HaOEeXHOCTU.

MecTa Ans yCTaHOBKM MOAYNEN NMUTaHUA C SNEKTPUYECKOM TOYKMN 3peHUA paBHOLEHHbI. C TOYKM 3peHun
MCMNO/b30BaHMA YCTPOMCTBA MOAYAb MUTAHWA, HAaXO4AWMNCA BAMNKE K Kpato, CUMTaeTCA OCHOBHbIM, 61MKe K
LEHTPY — pe3epBHbIM. Moaynu NuTaHWA MOTYyT YCTaHaBAMBAaTbCA M W3BAEKATbCA 6€3 BbIKNHOUYEHMUSA
ycTpoiictea. MNpu ycTaHOBKe WAU U3BAEYEHWUM AONONHUTENBHOMO MOAYAA MUTAaHNA KOMMYTaToOpP NPOAO/KAET
paboTy 6e3 nepesanycka.

' ' Mepep 06cny:kMBaHMem U34enna, PEMOHTOM UAWN APYTUMU aHANOTUYHBbIMU AEACTBUAMMU
e OTK/IlOUUTE U3[e/ine OT BCeX UCTOYHMKOB NUTaHMUA.

PucyHok 47 — YcTaHOBKa Moaynein nuTaHus
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CoctoAHMe Moaynei MNUTaHUA MOXKeT bObiTb MNPOBEPEHO N0 WMHAMKAUMW Ha nepeaHeir naHenu

KommyTaTtopa (cm. pasgen 2.4.4) uaum nNo AMarHOCTMKE, AOCTYMHOW 4epe3 WHTepdeicbl ynpaBaeHus
KOMMYTaTOPOM.

.‘

.‘

UHauKauma aBapun moayna nUTaHUA MOoXKeT 6bITb BbiI3BaHa He TOJIbKO OTKa3oMm moAayns,
HO U OTCYTCTBMEM NEPBUYHOrro NUTAHUA.

3.5 ToaknouyeHue NUTaKOLWEN CETH

1. Mpexae Yem K ycTpoiicTey 6yaeT NOAKAOYEHA NUTAOLWAA ceTb, HEOBXOAMMO 3a3eMIUTL KOpP-
nyc yCTPOMCTBA. 3a3emaeHne He0H6X0AMMO BbINOAHATL N30ANPOBAHHBIM MHOTOXXWUAbHbBIM NPO-
BOZOM. YCTPOWCTBO 3a3eM/IEHUA U CEYEHME 3a3EMIAIOLLENO NPOBOAA AOJIXKHbI COOTBETCTBO-
BaTb TpeboBaHuam My3.

NopknoueHne A0NKHO OCYLECTBAATLCA KBaINPULMPOBAHHBIM CNELUaICTOM.

2. Ecam npegnonaraertca NoAK/AlouYeHne KOMMbloTepa UAN MHOro 060pyA0BaHNA K KOHCObHOMY
NOpTY KOMMYTaTOpPa, 3TO 060PYyA0BaHME TaKKe A0KHO ObITb HAZLEKHO 3a3eM/IEHO.

3. ToaxntounTe K yCTPOWCTBY Kabenb NMTaHUA. B 3aBUCMMOCTM OT KOMMNJIEKTAL MM YCTPOMCTBA, NK-
TaHWE MOKET OCYLLLECTBATLCA OT CETU MePEMEHHOTO TOKa IMBO OT CeTM NOCTOAHHOTO ToKa. Mpu
NOAK/IIOUYEHNN CETU NMEPEMEHHOTO TOKa C/IelyeT UCMO/b30BaTb Kabesb, BXOAALMI B KOMMIEKT
ycTpoicTBa. Mpu NoaKAOYEHUN K CETU NOCTOSHHOTO TOKa MCNOb3yNTe NPOBOA, CEYEHNEM He
MmeHee 1 Mm% 1 cobogaiite NONAPHOCTb, YKa3aHHYIo Ha 610Ke NUTaHusA.

Bo nsbekaHme BOSHMKHOBEHUA KOPOTKOro 3amMbiKaHUA NpU NOAKNIOYEHUUN K CeTU NOCTO-
AHHOrO TOKa peKkomeHAayeTcAa Npou3BecTy 3a4UCTKY NPoBOAA Ha AJINHY 9 mm.

Llenb NnMTaHUA NOCTOAHHbLIM TOKOM A0J1KHa COAEPKATb YCTPOMUCTBO OTKIOYEHUA NUTAHUA
¢ dU3MUeCKUM pasbeAnHEHMEM COeaUHEHUA (BbIKAIOUYATENb, Pa3beM, KOHTAKTOp, aBTO-
MaTUYEeCKUI BbIKOYaTeNb U T.N.).

4. BknouuTe NUTaHme yCTpOVICTBa n Y6eAMTECb B OTCYTCTBUMU aBapMﬁ MO COCTOAHUIO MHONKATOPOB
Ha I'IEpEAHEﬁ naHenn.
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3.6 MoaknioueHne AKb K MES2324B, MES2324FB, MES2348B

MoaxntoveHne AKB ocyLLecTBNseTca MeaHbIM NMPOBOAOM ceyeHneM He MeHee 1,5 mm2, Mpu noaknto-
yeHun AKBb Heobxoanmo cobatogatb NOAAPHOCTb.

EmKocTb AKE He meHee 20 Ah.

PucyHok 48 — MNoakntoveHme AKB K ycTpoicTBy

3.7 YcraHoBKa u yganeHue SFP-tpaHcuBepos

[] YCTaHOBKa ONTUYECKUX MOAYNEH MOXET NPOU3BOAUTLCA KaK NPU BbIKNIOYEHHOM, TaK M
- NPV BKAIOYEHHOM YyCTpoOiicTBe.

1. BcrtaBbTe BepxHMit SFP-moayib B COT OTKPbITOM YacTblo pa3bema BHU3, @ HUXKHUIA SFP-moaynb
OTKPbLITOM YacTblo pa3bema BBEPX.

PucyHok 49 — YctaHoBKa SFP-TpaHcmBepos
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2. HapgasuTe Ha moaynb. Koraa oH BCTaHET Ha MECTO, Bbl YC/bILLIMTE XapaKTEPHbIN LLENYOK.

PucyHok 50 — YcTaHoBneHHble SFP-TpaHcuBepbl
[na yoaneHuna TpaHcusepa:

1. OTKpoiiTe 3alLenKky moayns.

PucyHok 51 — OTKpbITMe 3awenku SFP-TpaHcueepos

2. WUN3Bnekute moaynb U3 cnoTa.

PucyHok 52 — U3BneveHune SFP-TpaHcuBepos
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4 HAYA/NbHAA HACTPOUKA KOMMYTATOPA

4.1 HacTpoiiKa TepMmuHana

Ha KomnbloTepe 3anycTuUTb Nporpammy smynsaummn TepmuHana (HyperTerminal, TeraTerm, Minicom) u
NPOW3BECTM CReaytoWwmne HACTPOMKM:

— BblbpaTb COOTBETCTBYIOLLMI NOCAEA0BATE/NbHbIN NOPT;

—  YCTaHOBMTb CKOPOCTb Nepenaym AaHHbix — 115200 60p4;

— 3apatb dopmaT AaHHbIX: 8 6UT AaHHbIX, 1 CTONOBLIN BUT, 6€3 KOHTPOS YETHOCTY;

— OTK/NIIOYUTb afnnapaTHOEe U NPporpaMmmHoe ynpasaeHe NOTOKOM AaHHbIX;

— 334aTb PEXUM IMYyNALMM TepMUHaaa VT100 (MHOrMe TepMUHa/bHbIE MPOrPaMmMbl UCMO/b3YIOT
AAaHHbIN PEXUM IMYNALNM TEPMNHAA B KAYECTBE PEXUMA NO YMOJTYaHUIO).

4.2 BKAlOYeHUue YyCTPOUCTBA

YCTaHOBUTb CoeAMHEHME KOHCOIM KOMMYyTaTopa (nopT «console») ¢ pasbeMom Moc/neaoBaTe/IbHOro
nHTepdelica KomnbloTepa, Ha KOTOPOM YCTAaHOB/IEHO NPOrpaMMHOe obecrneyeHme aMmyIaLuMn TepMMUHana.

BKNOUUTb YCTPOMCTBO. [MMpK KaxKaoM BKIOYEHUM KOMMYTATOpPA 3aMyCKaeTcsa npoueaypa TeCTMpoBaHMA
cucTembl Npu BKAoYeHUKU (POST), KoTopaa no3sonseT onpeaennTb paboTocnocobHOCTb YCTPOCTBa nepes,
3arpysKoli UCNoIHAeMOM NPorpaMmbl B onepaTuBHyo namsaTb (O3Y).

OTtobparkeHune xoaa BbinosiHeHUA npoueaypbl POST Ha KommyTaTopax MES5324:

BootROM 1.20

Booting from SPI flash

General initialization - Version: 1.0.0

High speed PHY - Version: 2.1.5 (COM-PHY-V20)
Update Device ID PEX0784611AB

Update Device ID PEX1784611AB

Update Device ID PEX2784611AB

Update Device ID PEX3784611AB

Update Device ID PEX4784611AB

Update Device ID PEX5784611AB

Update Device ID PEX6784611AB

Update Device ID PEX7784611AB

Update Device ID PEX8784611AB

Update PEX Device ID 0x78460

High speed PHY - Ended Successfully

DDR3 Training Sequence - Ver 5.3.0

DDR3 Training Sequence - Number of DIMMs detected: 1
DDR3 Training Sequence - Run with PBS.

DDR3 Training Sequence - Ended Successfully
BootROM: Image checksum verification PASSED
Starting U-Boot. Press ctrl+shift+6 to enable debug mode.

U-Boot 2011.12 (Feb 01 2016 - 14:45:42) Eltex version: v2011.12 2013 03.0 4.0.1
Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc. to abort and enter prom.

CnycTa aBe CeKyHZAbl noc/e 3aBepleHuns npoueaypbl POST HauMHaeTcs aBToO3arpyska nporpaMmmHoro
obecneyeHns KommyTaTopa. [Ns BbINOJHEHUS CieumanbHbIX NpoLeayp UCNoIb3yeTcs MeHto Startup, BOMTU
B KOTOPOE MOXHO, NMpepBaB 3arpy3Ky Haxkatnem Knasuwmn <Esc> nnu <Enter> B TedeHMe 3TOr0 BPEMEHMU.
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Mocne ycnewHo 3arpy3ku KOMMyTaTopa NOABUTCA CUCTEMHOE MpUraalleHme nHtepderica KomaHaHOM

cTpoku CLI.

>lcli

Console baud-rate auto detection is enabled,
detection process

User Name:

Detected speed: 115200
User Name:admin
Password: ***** (admin)

console#

press Enter twice to complete the

BULWW <Shift>un <?>,

4.3 3arpy3o4yHoe MmeHIo

Ana 6blCTp0I’O Bbi30Ba CNMpPaBKU O AOCTYNMHbIX KOMaHA4aX MCI'IOI1b3yVITe KOMGMHaLI,MI-O Kna-

[na BXofa B 3arpy3oyHOE MeHI0 ciefyeT MOoAKAYMTLCA K YCTPOMCTBY uyepes uHTepdeic RS-232,
nepesarpysuTb YCTPOWCTBO M B TEYEHME ABYX CEKYHA, NOCAE 3aBepLueHmaA npoueaypbl POST HaxaTb <ESC> unu

<ENTER>:

U-Boot 2011.12 (Feb 01 2016 - 14:45:42)

Loading system/images/active-image

Autoboot in 2 seconds - press RETURN or Esc.

Eltex version: v2011.12 2013 03.0 4.0.1

to abort and enter prom.

Bupa 3arpy3o4HOro meHio:

Startup Menu
[1] Restore Factory Defaults
[2] Boot password
[3] Password Recovery Procedure
[4] Image menu
[5] Back
Enter your choice or press 'ESC' to exit:

Tabnuua 28 — OyHKLMM MHTepdelica 3arpy304HOro MeHHo

®yHKYUA

OnucaHue

Restore Factory Defaults

BoccTtaHOBUTbL 3aBOACKME HaCTpOﬁKM

Boot password

YCTaHOBUTL/YAaNUTb Naposb Ha bootrom

Image menu

BbIbpaTb akTMBHbIVM 06pasa cuctemHoro MO

Password Recovery Procedure

COpOoCUTb HAaCTPOIMKM ayTEHTUPUKALUK

Back

MPOAONKNTL 3arpy3Ky
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4.4 Pexum paboTbl KOMMYyTaTOpa

KommyTtatopbl MES23xx, MES33xx, MES5324 paboTaloT B pexnme CTEKMPOBAHMUA.

V KommyTtatopbl MES3508, MES3508P wn MES3510P He noaAaepXuBAlOT pPexXum
CTEKMPOBAHMA.

Ctek OYHKUMOHMPYET Kak eauMHOEe YCTPOMCTBO U MOKET 00beANHATL A0 8 KOMMYTATOPOB OAHOM U TOMN
e MogEeNN, UMEeIoLLMX Cieaytolme poaun, onpeaensemble nx nopaakosbimm Homepamu (UID):

— Master (UID yctpoiictBa oT 1 Ao 8), C HEro NPoUCXOAUT ynpaBaeHUe BCEMM YCTPOUCTBaMK B
cTeke. Posib MOXKHO Ha3Ha4YMTb BCEM YCTPOMCTBAM, HO aKTUBHbIN master npu sTom byaeT oauH,
ocTasibHble byayT GyHKUMOHMpPOBaTb B posn backup.

—  Backup (UID ycTpoiicta oT 1 Ao 8) — ycTpolicTBO, nog4ymHsatoweecs master. ybaumpyert Bce
HaCTPOMKM, 1, B C/TyYae BbIX0Aa YNPABAAIOLLEIO YCTPOMCTBA M3 CTPoA, bepeT Ha cebsa GyHKLUM
ynpaBaeHna cTEKOM. POIb MOXHO Ha3HaAYUTb MaKCMMYM CEMM YCTPOMCTBAM.

— Slave (UID ycTtpolictBa oT 1 A0 8) — yCTPOICTBO, NoaumMHAKLLeecs master. He moxeT paboTaTtb
B aBTOHOMHOM peXume (ecnm oTcyTcTByeT master). Ponb MOXHO Ha3HauyMUTb MaKCUMYM LIECTH
ycTponcteam. JonycTuma KoppekTHaa paboTa cteka 6e3 yCTPOMCTB C A4aHHOM POJIbto.

Ona KoppeKTHOM paboTbl cTeka Heobxoaum xoTa 6bl OAUH KOHUT C poablo master U oauH
OHUT ¢ ponbto backup.

.-

/’ UHTepdeiicbl B pexkume CTEKMPOBAHUA PabOTAlOT TONIbKO HA MaKCUMAJIbHOI CKOPOCTU UH-
Tepdeica.

Mo yMoNYaHWI0O KOMMYTaATOP HaxoAMTcA B poan master, nopTbl XLG (XG) yyacTBytoT B nepegaye AaHHbIX.

B pexume crekuposaHma MES5324 wucnonb3yetr XLG-nopTbl ANA CUHXPOHU3AUWUKM, OCTasibHble
KOMMyTaTopbl cemeiicTea, Kpome MES2308, MES2308P, MES2308R, MES2328] — XG-nopTbl (MES2308,
MES2308P, MES2308R 1 MES2328| ucnonb3ytoT 1G-noptbl). Mpu 3TOM yKasaHHble NOPTbI HE y4yacTBYIOT B
nepegaye AaHHbIX. BO3MOXKHbI ABE TONOAOMMU CUHXPOHU3UPYIOLLMXCA YCTPONCTB — KO/bLLEBAA U IMHENHAA.
[nA noBbllWEHUA OTKAa30yCTOMYMBOCTM CTEKA PEKOMEHAYEeTCA UCMOJIb30BaTb KOMbLEBYO Tornonorutwo. Mpu
MCNO/Ib30BAaHUN IMHEAHOM TOMONOTUKN B CXEME U3 ABYX HOHUTOB CTEKOBbIE NOPTbl 06beanHATCA B LAG, uTo
No3BO/IAET NOBbICUTL MPOMYCKHY CNOCOBHOCTb KaHana. MNpu ncnonb3oBaHMM KONbLEBOM TONOMOMMU OAMH
CTEKOBbIN IMHK BaokupyeTtca ana Broadcast, Multicast, Unknown Unicast-tpaduka n He 6a10Kkupyetca gns
06yyeHHoro Unicast-Tpaduka, 4To N03BONASAET NOBbICUTb MPONYCKHYH CNOCOHHOCTL CTEKOBbIX IMHKOB.

V Ana kommytatopos MES2348P, MES2348B, MES3348, MES3348F pna obbeguHeHus B

JIVHEHOM TONONOrNK CTEKOBbIX NOPTOB B LAG Heob6xoanmo ucnonb3osBatb UHTEpPEichbl

tel-8/0/1, tel-8/0/4 wnn tel-8/0/2, tel-8/0/3. Mpu nwbbIX ApPYrUXx KOomMGUHALMAX
CTEKOBbIX NOPTOB OAMH U3 HUX ByAeT HaxoauUTbCA B pesepse u umeTb cratyc Standby.

KommyTtatopbl cepuit MES23xx, MES33xx n MES53xx noaaep:usatoT ¢pyHKumoHan NSF (Non-Stop
Forwarding) B cTeke. [aHHbii GYHKUMOHaANA MO3BOASET MWHMMM3MPOBATbL NOTEPU ONA TPAH3UTHOIO
HeMapLpyTU3Mpyemoro Tpadmka B MOMEHT Nepesadm mactepcTea oT master k backup.

MpuHumn paboTbl NSF: B MOMeHT, Korga backup 6epet ynpasneHue Ha cebs M 3anyckaeT npouecc
OOVHMUMANM3auMmM A0 poan master, 3anyckaetca Tarimep NSF n pukcupytotca STP-cTaTycbl NOpTOB, NOPTHI B
LACP, uneHctBo noptoB Bo VLAN, ckopocTb noptoB M T.4. OcTanbHble HACTPOMKM NPUMEHAIOTCS Ha
KOMMYyTaToOpe, CTaBllemM master, B peaslbHOM BpeEMEHM.

Mpn atom BO BpemaA npouecca NSF M3meHeHue cTtatyca noptoB B STP Ha cTeke MNOAHOCTbIO
UrHopupyetcsa. TaKKe 3anpeLliaeTca BbiNOJHEHWE KOMAHZ MPOCMOTPA KOoHourypaumm (KomaHgbl “show
running-config, show startup-config” B peskume EXEC), nameHeHue cocToAaHUA NOPTOB (KoMaHAabl “shutdown,
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no shutdown” B KOHTEKCTHOM MeHI0 KoHduUrypaummn untepdeiica) u VLAN (KomaHaa “vlan 2” B KOHTEKCTHOM
meHto “vlan database”), ckopoctn noptoB (“negotiation, speed” B KOHTEKCTHOM MeHIO KOHUrypaumm
nHTepdelica), ounctka FDB (“clear mac address-table dynamic” B pexxume EXEC), nepesarpyska ycTpoictsea
(“reload” B pexxume EXEC), uameHeHuMe wumeHM ycTponctBa (“hostname” B pexume rnobanbHoOM
KOHdUrypaumm), BkatodeHme/BbikatodeHne STP (“no spanning-tree” B pexkume rnobanbHol KoHdUrypaumn).

Korga uctekaetr Taimep NSF, Bce paHee 3adMKCMPOBaHHbIE HACTPOMKM NPUMEHAOTCA K CTEKY B
peasibHOM BpeMEHM.

Tabnuua 29 — Matpuua cteknpoBaHua ans MES23xx

& ™ < Q i Q w a a o
S 2 S N S 3 8 3 S 3
&’ N N N 2 N S g N N N
2 % 2 2 X 3 | 38| o o o
W s s w 2 W w w W W
S S S S S S S S
MES2308R + - - - - - - - - -
MES2308 - + - - - - - - - -
MES2324 - - + + + - + . - .
MES2324B - - + + + - + - - -
MES2324FB - - + + + - + - - -
MES23488B - - - - . + - - . .
MES2324F DC - - + + + - + - - -
MES2324P - - - - - - - + - +
MES2308P - - . - - - ; ; + ;
MES2348P - - - - - - - + - +

Tabanuya 30 — MaTpuua cteknposaHma ana MES33xx, MES5324

< w w w % w <
8 N S S S S P
2 ® 2 % B % 4
g Q a Q g a g
S S S
s S s s
MES3324 + + + + - - -
MES3324F + + + + - - -
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MES3308F + + + + - - -
MES3316F + + + + - - )
MES3348 - - - . + + -
MES3348F - - - . + + .
MES5324 - - - - - . +
Hacmpolika cmeKkuposaHuUss KOMMymamopos
3anpoc KOMaHAHOM CTPOKM MMeeT cneayoLwmnii Bua,;
console (config) #
Tabnnua 31 — KomaHAabl AN HAaCTPOMKK CTEKa
Komanda 3HayeHue/3HayeHue Neiicmeue

110 ymon4yaHuro

stack configuration links
{fol-4| te1-4 | gi9-12} —

HasHauuTb MHTEpENChl AN CUHXPOHU3aLMK PaboTbl
KOMMYyTaTopa B cTeKe. MMHMManbHoe Konmyectso — 1,
MaKcumanbHoe — 2.

stack configuration unit-id

HasHauyaeT Homep ycTpoicTBa «unit-id» nokanbHOMY

— /BbIK/OYEHO
no stack nsf

unit_id unit_id: (1..8, YCTPOMCTBY (Ha KOTOPOM BbINO/IHEHA KOMaHAa). CmeHa Homepa
auto)/auto YCTpOMCTBaA NPOM30MAET NOC/e Nepe3arpyskn KOMMyTaTopa.
no stack configuration YAanuTb HacTPOMKK CTeKa.
stack configuration master MpUHYAUTENBHO HAa3HAYMUTb YCTPOMUCTBO MAcTepPOM (MacTepcTBo
unit unit_id bypeT Bceraa CoOXpaHeHo 3a FOHUTOM B C/ly4ae HaIMYmus ero B
cTeke). Ecnv B KOMaHAe yKasaTb HOMep YCTPOMCTBA, OT/INYHBIN
. OT TOro, Ha KOTOPOM BbINOJIHAEM €€, TO TeKYLL I macTep
unit_id: (1..8)/— NPUHYAUTENbHO NepesarpysunTca Ana oTaadym macrtepcrsa.
no stack configuration BepHyTb BbIGOP MacTepa K CTaHAAPTHOMY anroputmy (nocne
master nepesarpysku mactepom byzer Bblb6paHO yCTPOMCTBO C
Hanbonbwmm uptime).
stack configuration fec Hactpoutb pexkum Forward Error Correction (FEC) Ha
{off| cl74} —Joff MHTepdeicax cTeka.
V TonbKo ana MES5324.
stack nsf Pa3pelunTtb HenpepbIBHYIO Nepeaayy AaHHbIX (NSF) Bo Bpems

OoTAa4Yn mactepcTBa.

3anpeTuTb HenpepbIBHYIO Nepesadvy AaHHbIX (NSF) Bo Bpems
OTAa4Mn MmacTepcTsa.

stack nsf timer value

value: 3apaTb Bpems, B TeyeHue kotoporo anmtca NSF.
no stack nsf timer (60..600) ¢/120 ¢ YCTaHOBWTb 3HaYEHME MO YMONIYAHUIO.
stack unit unit_id unit_id: (1..8) MepeiTn K KOHGUTYPUPOBAHMIO FOHWUTA B CTEKE.
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KomaHObI pexcuma KoHgu2ypayuu roHUma

Bug, 3anpoca KOMaHAHOM CTPOKM B peXume KoHUrypaLumm loH1Ta:

console(unit)#

Tabnnua 32 — KomaHab! 415 HACTPONKM OTAE/IbHOTO IOHUTA

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aeiicmeue

stack configuration role
{slave | master}

no stack configuration role

role: (master, backup,
slave)/1 — master, 2 —
backup, 3-8 — slave

HasHauuTb posib KOMMYyTaTOPA B CTEKE.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

stack configuration links
{fo1-4 | tel-4 | gi9-12}

HasHauuTb nHTepdelicbl 4na CMHXPOHMU3ALMN PaboTbl
KOMMYyTaTOpa B CTeKe.

stack configuration unit-id

HasHaunTb Homep ycTpoicTBa «unit-id» KOHPUrypupyemomy

unit_id unit_id: (1..8, toHMUTY. CMeHa HOMepa yCTpoMCcTBa Npon3onaeT nocne
auto)/auto nepesarpyskv KommyTtaTopa.
no stack configuration YAanuTb HaCTPOMKK CTeEKa.
’ [ONna npumeHeHMA HaCTPoeK cTeKa Heobxoguma nepesarpyska ycTpoucTBaa.
-

[pumep

=  Ob6beanHUTb B CTEK ABa KommyTaTtopa MES5324. HasHaunTb BTOPbIM FOHUTOM, MCMO/Ib30BAT
delicbl fol-2 B KaYecTBe CTEKUPYIOLLMX.

console# config

console (config)# stack configuration unit-id 2 links fol-2

console (config) #

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKM UMEET C/ieayoWmin BUA,:

console#

Tabnnua 33 — ba3oBble KOMaHAbI, 4OCTYNHbIe B perkume EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show stack

OT06pa3unTb MHPOPMaLMIo 06 YCTPOCTBAX, BXOAALLMX B CTEK.

show stack configuration

OT106pa3nTb MHPOPMALMIO O CTEKUPYIOLLIUX MHTEpdEelicax

IOHUTOB B CTEKE, a TaKXKe TeKyLLI,Mﬁ BapUaHT Bbl60pa MmacTtepa.

show stack links [details]

PaclumpeHHoe oTobpaxkeHne MHPOPMaLKN O CTEKUPYIOLLUX
nHTepdericax.

b UHTEp-
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=  [lpumep ucnonbsosaHMA KomaHabl show stack links:

console# show stack links

Topology is Chain
Unit Id Active Links Neighbor Links Operational Down/Standby
Link Speed Links
1 fol/0/1 fo2/0/2 40G fol/0/2
2 fo2/0/2 fol/0/1 40G fo2/0/1
’ ‘ YcTpoiicTBa ¢ ogMHaKoBbiMU uaeHTUPUKaTtopamu «Unit ID» He moryT pabotaTtb B ogHOM
- CTekKe.

4.5 HacTpoiKa pyHKLUA KOMMyTaTopa

®DYHKUMM NO HaYaNbHOMY KOHPUIYPUPOBAHMIO YCTPOMCTBA MOKHO pPa3ae/inTb Ha ABa TuMa.

— basoBas HacTpoiika — BK/oYaeT B cebs onpeaeneHune 6a30Bbix GYHKLUMIA KOHOUIypauumn u
HaCTPOMKY AMHamMuyecKkux IP-agpecos.

— Hactpoitka napameTpoB cucTembl 6€30MaCHOCTM — BK/IOYAET YNpaB/ieHWe CUCTEMOW
6e3onacHOCTU Ha ocHoBe mexaHn3ama AAA (Authentication, Authorization, Accounting).

/ Mpu nepesarpysKe yCcTPOICTBa BCe HECOXpaHEHHble AaHHble 6yayT yTepaHbl. Ana coxpa-
HeHUA N6bIX BHECEHHbIX U3MEHEHUI B HAaCTPOIIKY KOMMYTaTopa UCNob3yeTca ceaylo-
Wasn KomaHaa:

console# write

4.5.1 ba3oeasa Hacmpolika Kommymamopa

[na Hayana KoHOUrypauum ycTponcTsa HeEOH6XOAMMO NOAKIOHYUTL YCTPOMCTBO K KOMMbIOTEPY Yepes
nocnenoBaTenbHbIM NOPT. 3anyCTUTb Ha KOMMbIOTEPE NPOrPaMMy SMYNALMM TEPMUHANE COTNIACHO NYHKTY 4.1
«HacTtpolika TepmuHana».

Bo Bpema HayaibHOM HAaCTPOMKMN MOXKHO ONpeaennTb HTEpPdEIC, KOTOPbIN ByAeT NCNOb30BaThCA ANA
NOAK/IOYEHMA K YCTPOUCTBY YAaNEHHO.

basosan HaCTpOVIKa BK/IIOYHaEeT cneaytoulee:

1. 3agaHue naposa ans nonbsosatens «adminy» (c yposBHem npusunernin — 15).
Co3zaHue HOBbIX MO/Ib30BaTENEMN.

HacTpoiika ctaTuueckoro IP-agpeca, Macku nogceT v WaK3a No YyMOAYaHuUIo.
Mony4yeHune IP-agpeca ot cepsepa DHCP.

Hactpoika napameTtpoBs npotokona SNMP.

vk wnN

4.5.1.1 3adaHue naposs 044 nosab3osamensa «admin» U co30aHUe HoB8biX nosab3osameneli

DAna obecneyeHms 3aLMLEHHOrO BXOAA B CUCTEMY HEO6XO4MMO Ha3HAUYMTb Naponb Npu-
Lol BUIeErMpoBaHHOMY No/b3oBaTento «adminy».

74 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



A ELTEX

MmA nonb3oBaTenn 1 Naposib BBOAUTCA NPU BXOAE B CUCTEMY BO BPEMSA CEaHCOB aAMUHUCTPUPOBAHUA
ycTpoicTBa. 4aa co3gaHma HOBOTo NOJIb30BATENA CUCTEMbI UM HACTPOMKM Nt0HOro 13 NapameTpoB — UMEHMU
noJib30BaTesA, NAapo/is, YPOBHA NPUBUAETUIA, UCMONb3YIOTCA KOMaHAbI:

console# configure
console (config) # username name password password privilege {I-15}

V‘ YpoBeHb npuBuneruii 1 paspeluaer AocTyn K yCTPOICTBY, HO 3anpeLLaeT HaCTPoIKy. Ypo-
BeHb npusBuaernii 15 paspeluaer Kak JoCTyn, TaK U HACTPOMUKY YCTPOMCTBA.

Mpumep KoMaHg, Ana 3agaHusa noab3osatento «admin» napona «eltex» u cosgaHusa nosnb3oBatens
«operator» c naponem «pass» 1 ypoBHem npusuaernin 1:

console# configure

console (config) # username admin password eltex privilege 15
console (config) # username operator password pass privilege 1
console (config)# exit

console#

4.5.1.2 PacwupeHHas Hacmpolika yposHsa docmyna

Ha ycTpoiicTBe CyLlecTByeT BO3MOMHOCTb pacnpefesieHns npas nosib3oBaTtesiell B 3aBUCMMOCTM OT
YPOBHA MNPUBMAETUIA, Ha KOTOPOM KaxApblii M3 nosb3osateneit 6bin co3gaH. KOHKpeTHOMY YpPOBHIO
npusuaernii npuceansaeTcs Habop KOMaHA, KOTOpPble MOTYT BbINOHATLCA MO/b30BATENAMM C YPOBHEM He
HUXe 3a4aHHoro.

KOMMyTaTOP nogaepXxuBaet cuctemy HacnegosaHuaAa Ha60pa KOMaHpA, oT 6onee HU3KUX

N YPOBHeii npuBuneruii.
’ MpuBuaerun BbICTPAUBAIOTCA TOJIbKO AN KOHKPETHO 3afaHHOro y3na. Kaxayio KomaHay
o Heo6X0AMMO NPONUCHIBaTb ABHO, HEe UCMOJb3yA COKpaLLeHHble Gpopmbl.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUA

Bua, 3anpoca KOMaHAHOMN CTPOKM pesRMma rnobasbHOro KOHGUrYpuMpoBaHUA:
console (confiqg) #

Tabnnua 34 — KomaHAabl 415 HACTPOMKM paclUMpeHHOoro focTyna

KomaHda 3HayeHue/3HayeHue -
Jeticmsue
1o ymon4yaHuio
privilege context level MpuceansaeT ykazaHHOMY YPOBHIO NpUBUAErUiA
command
level: (1..15); 334aHHYI0 KOMaHAy.
/ypoBeHb npusunernii | - Context — pexum paboTbl KOMaHAHOM CTPOKMK;
KOMaHZ, pekuma - level — ypoBeHb npuBuaeruii, Ha KoTopom byaet
EXEC — 1, [O0CTyNHa HacTpaMBaemMasa KOMaHAa;
BCEX OCTa/IbHbIX - command — KomaHpaa.
no privilege context level Komaka — 15 Yaanaet AocTyn K KOMaHZe C YPOBHS, Ha KOTOPOM
command KoMaHza bbina paspelleHa.
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= [lpMmep HacTPOIMKM Habopa KoMmaHA Ana nosb3osaTena «admin» c 4 ypoBHemM npuBuaeruii n Habopa

KOMaHZA, ona nonb3oBatens «usery» ¢ 10 ypoBHeM NpuBuaerni:

console# configure

console (config) # username admin password passl privilege 4
console (config) # username user password passZ privilege 10
console (config)# privilege exec 4 configure terminal
console (config)# privilege exec 4 show running-config
console (config)# privilege config 10 vlan database

console (config)# privilege config-vlian 10 vlan

#
#
#
#

Tenepb A1 NOKabHbIX NMOAb30BaTe/eN, Yelt ypOBEHb NPUBUAETUIA BbllLe UK paBeH 4, CTaHeT A0CTyneH
BblBOA, KOMaHAbl show running-config, Ho He 6yaeT gocTynHa HacTpoiKa vlan. [lna nonb3oBaTtenei, ypoBeHb
npuBMaerMii Kotopbix cootTsetcTayeT 10 u Bbiwe, byaeT AOCTyNHA HacTpolika 1 vlan, u BbiBog, KomaHabl show

running-config.

4.5.1.3 Hacmpoliika cmamuueckozo IP-adpeca, Macku nodcemu u Wwst03a rno yMOoAYaHUIO

[na BO3MOXKHOCTU yNpaBieHMUA KOMMYTAaTOPOM M3 CETU HEOBXOAMMO Ha3HAUUTb ycTponcTay IP-agpec,
MacKy NoACeTU U, B CyHae ynpaBAeHUA U3 APYroi CeTH, W3 No YyMONYaHUIO. IP-agpec MOXKHO Ha3HauYUTb
nobomy nHtepoeiicy — VLAN, dusmnueckomy nopty, rpynne noptos (No ymonyaHuto Ha uHtepdeiice VLAN 1
Ha3HauyeH IP-agpec 192.168.1.239, macka 255.255.255.0). IP-agpec wnto3a AoKEeH NPUHAANEKATb K TOM Ke

NnoAceTu, YTo 1 oauH u3 IP-nHTepdelicos ycTpolicTaa.

/’ ‘ B cnayuae ecnum IP-aapec HacTpauBaeTca A uHTepdeiica GUsnYecKoro nopTa UM rpynnbl

nopToB, 3TOT uHTepdeiic yaanaetca us rpynnbl VLAN, KOTOpOi OH NpUHagaesKan.

V ‘ IP-agpec 192.168.1.239 cywiecTByeT A0 TeX Nop, NOKa Ha nt0bom nHTepdeice ctaTuuecku

unm no DHCP He co3gaH apyroit IP-agpec.

V Mpwu ypaneHun Bcex IP-aapecoB KOMMyTaTopa A0CTYN K HeMy 6yAeT oCyLecTBAATLCA MO

IP-agpecy 192.168.1.239/24.

Mpumep KomaHa HacTpoku IP-agpeca ana nHtepoeiica VLAN 1:

MapameTpbl MHTEpPdelica:

IP-adpec, Ha3Hauaembll 01a uHmepgetica VLAN 1 — 192.168.16.144
Macka nodcemu — 255.255.255.0
IP-adpec wnto3a no ymonyaHuro — 192.168.16.1

console# configure

console (config) # interface vlan I

console (config-if) # ip address 192.168.16.144 /24
console (config-if)# exit

console (config)# ip default-gateway 192.168.16.1
console (config) # exit

console#
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[Ona Toro 4tobbl YoeanTbes, YTo agpec bbin HazHavyeH nHTepdelicy, BBeAUTE KOMaHAY:

console# show ip interface vlan 1

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
192.168.16.144/24 wvlan 1 UP/DOWN Static disable No enable Valid

4.5.1.4 [lony4eHue IP-adpeca om cepsepa DHCP

Ona nonyyeHna IP-agpeca moxKeT ncnonbiosatbca npotokon DHCP, B cnyvae ecan B ceT npucyTcTeyet
cepsep DHCP. IP-agpec ot cepsepa DHCP moKHO nonyyatb Yepes ntobont uHtepderic — VLAN, dusmnueckuis
nopT, rpynny nopToB.

V Mo ymonuyaHuio DHCP-KAneHT BKAlOYEH Ha uHTepdeiice VLAN 1.

Mpurmep HACTPOMKK, NpeaHA3HAYEHHOWN ANs NoAyYeHUs anHamudeckoro IP-agpeca or DHCP-cepBepa
Ha uHTepdelice vlian 1:

console# configure

console (config) # interface vlan !
console (config-if)# ip address dhcp
console (config-if) # exit

console#

[na Toro utobbl y6eanTbea, UTo agpec bbin HasHayYeH UHTepdENCY, BBEAMUTE KOMaHAY:

console# show ip interface vlan I

IP Address I/F I/F Status Type Directed Prec Redirect Status
admin/oper Broadcast
10.10.10.3/24 vlan 1 UP/UP DHCP disable No enable Valid

4.5.1.5 Hacmpolika napamempoes npomokosaa SNMP 0as docmyna K ycmpolicmey

YCTPOMCTBO COAEPKUT BCTPOEHHbIN areHT SNMP 1 noaaeprkmBaeT Bepcun npoTokona vl/v2c/v3. AreHt
SNMP noagep:xunBaeT Habop cTaHAAPTHbIX NepemeHHbIX MIB.

[Nna BO3MOMHOCTM aAMUHUCTPUPOBAHMA YCTPOMCTBA MocpeacTBOm npoTokona SNMP Heobxoaumo
€034aTb X0TA 6bl 04HY CTPOKY coobuiecTBa. KommMyTaTopbl NOAAEPKMBAKOT TPM TMNA CTPOK coobluecTBa:

— ro — onpeaensaeT AOCTYN TO/IbKO Ha YTeHuUe;
— rw — onpegenset AOCTYN Ha YTEHUE U 3anuch;
— su — onpeaensaet goctyn SNMP-agmunHucTpaTopa.

Hanbonee pacnpocTpaHeHO MCMONb30BaHWE CTPOK coobuiectBa public — ¢ JOCTYNOM TOMbKO ANS
yTeHus obbekToB MIB 1 private — c AOCTyNnOM Ha 4YTeHWe U U3MeHeHue obbekToB MIB. [na Kaxaoro
coobLLecTBa MOXHO 3a4aTb IP-aapec cTaHUMKM ynpasaeHus.
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Mpumep cosgaHua coobuiectsa private ¢ AOCTYNOM Ha yTeHMe M 3anucb M IP-agpecom cTaHUMM

ynpasneHna 192.168.16.44:

console# configure
console (config) # snmp-server server

console (config)# snmp-server community private rw 192.168.16.44

console (config)# exit
console#

[ns npocMoTpa co3aaHHbIX CTPOK coobuectsa n HacTpoek SNMP ncnonb3yeTtca KomaHaa:

console# show snmp

SNMP is enabled.
SNMP traps Source IPv4 interface:
SNMP informs Source IPv4 interface:
SNMP traps Source IPv6 interface:
SNMP informs Source IPv6 interface:
Community-String Community-Access View name IP address Mask
private read write Default 192.168.16.1
44
Community-String Group name IP address Mask Version Type
Traps are enabled.
Authentication-failure trap is enabled.
Version 1,2 notifications
Target Address Type Community Version Udp Filter To Retries
Port name Sec
Version 3 notifications
Target Address Type Username Security Udp Filter To Retries
Level Port name Sec
System Contact:
System Location:

4.5.2 Hacmpolika napamempos cucmemol be3onacHocmu

Ona obecneyeHns 6e30MacHOCTU CUCTEMbI

ucnonbsyetca MexaHusm AAA (ayTeHTMMKALMS,

aBTOpU3aLMA, ydeT). Ans WwndpoBaHMA AaHHbIX UCNOJb3YeTCA MexaHu3m SSH.

— Authentication (ayTeHTUdMKaUMA) — conocTaBiAeHUe 3anpoca CyLecTByOWeR y4ETHOM 3anmcu

B cucTeme 6e€30MacHOCTU.

— Authorization (aBTopv3aums, NPOBEepPKa YPOBHA A0OCTyNa) — COMNOCTaBNeHMe YYETHOM 3aMnnCK B
cucteme (Npolueawert ayTeHTUGUKaLMIO) U onpeaenéHHbIX MOAHOMOUUNA.
— Accounting (y4€T) — cnexeHue 3a noTpebaeHMem pecypcoB nosib3oBaTenem.

MpY MCNONB30BaHUM HACTPOEK YCTPOMCTBA MO YMOMYAHUIO UMA NoJib3oBaTensa — admin, naponb —
admin. Maponb Ha3HayaeTca nonb3oBaTesemM. B ciayyae eciv Maposib yTpayeH, MOMKHO Mepesarpysutb
YCTPOMCTBO M Yepes cepuiiHbI MOPT NpepBaTb 3arpysKy, Haxkas Knasuwy <Esc> wnun <Enter>. B TeuyeHue
nepBbIX ABYX CEKYHZ, NOC/e NOSBAEHUA COOBLLEHMA aBTO3arpy3KM OTKPOETCA MeHIo Startup, B KOTOPOM HYXKHO
3anycTuTb Npoueaypy BoccTaHoBAeHUA napona ([2] Password Recovery Procedure).
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/ Monb3oBaTtenb no ymonuaHuio (admin/admin) cyuwecteyer Ao Tex nop, noka He co34aH
noboii gpyroii nonb3oBaTenb ¢ ypoBHem npusuaeruii 15.

/ Mpu yganeHun Bcex co3paHHbIX Nosb3oBaTeneit ¢ 15 ypoBHeM npusuaernini goctyn K
KommyTaTopy 6yaeT OCywecTBAATbCA NOA NOAb30BaTeNeM MO  YMOJIYAHUIO
(admin/admin).

Ana obecneyeHus nepBOHaqaanoﬁ 6esonacHoCTH napo/Jib B CUCTeMe MOXHO 3a4aTb ANA CEPBUCOB!

— KoHconb (nogkntoueHue yepes cepuinHblin NOPT);
—  Telnet;
— SSH.

4.5.2.1 YcmaHoeKa naposs 0715 KOHCOAU

console (config)# aaa authentication login authorization default line
console (config) # aaa authentication enable default line

console (config)# line console

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password console

B oTBET Ha NpuraaweHMe BBECTU Napo/ib BO BPEMA PErMCTPaLMM B YCTPOMCTBE Yepes CEeaHC KOHCOAM
BBeguTe Naposib — console.
4.5.2.2 YcmaHoska napons ons Telnet

aaa authentication login authorization default line
aaa authentication enable default line

console (config) #

console (config) #

console (config)# ip telnet server

console (config)# line telnet

console (config-line)# login authentication default

console (config-line)# enable authentication default
(

console (config-line)# password telnet

B oTBeT Ha npurialleHne BBECTM NapoJib BO BPEMA PErnmcTpauumn B ycTporcTee yepes ceaHc Telnet
BBeguTe naposb — telnet.

4.5.2.3 YcmaHoska napons 0as SSH
console (config)# aaa authentication login authorization default line
console (config)# aaa authentication enable default line
console (config) # ip ssh server

console (config) # line ssh

console (config-line)# login authentication default

console (config-line)# enable authentication default

console (config-line)# password ssh

B oTBET Ha Npu1raaweHMe BBECTM Napo/ib BO BPEMS PErMCTPALIMM B YCTPOMCTBE Yepes ceaHc SSH BBeauTe
naponb — ssh.
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4.5.3 Hacmpoliika 6aHHepa

[nsa yaobcTBa aKenyaTaummn ycTpoicTBa MOXKHO 334aTb 6aHHEp — coobLlieHune, coaepsKaliee nobyto
nHdopmaumto. Hanpmmep:

console (config)# banner exec;

Role: Core switch
Location: Objedineniya 9, str.
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5 YNPABJ/IEHUE YCTPOMCTBOM. UHTEP®ENC KOMAHOHOW CTPOKU

[Nna HacTPOMKM KOMMYTaATOpa MCMOJIb3YEeTCA HECKOJIbKO PEeXMMOB. B Kaxkgom perkmme AOCTyneH
onpefieNeHHbIN CNUCOK KoMaH,. BBoA cMMBONA «?» CNAYXUT ANA NPOCcMoTpa Habopa KoMaHA, AOCTYMNHbIX B
Ka*KAOM M3 PEXMMOB.

Ona nepexoga M3 O4HOrO pexkMMa B APYro MCMNONb3YHTCA cneumasnbHble KomaHabl. lMepedyeHb
CYLLLECTBYIOLLMX PEXMMOB M KOMaHZ, BXO4A B PEKMM:

KomaHOHbili pexcum (EXEC), naHHbIN pexum A0CTyneH cpasy nocse ycnewHol 3arpy3kmM KommMmyTaTopa
W BBOAA MMEHMW MOJIb30BaTeNA M Naponsa (4Nns HenpuBMAErMpoBaHHOIO nosb3oBaTens). MpurnawexHue cu-
CTeMbI B 3TOM peXKMMme COCTOUT U3 MMeHM ycTpoictea (host name) u cumona “>”.

console>

MpueuneauposaHHbiii KOMaHOHbIl pexcum (privileged EXEC), naHHbIN pexXMm AOCTyNeH cpasy nocne
yCNewHoM 3arpy3kn KOMMyTaTopa, BBOAA MMEHM NONb30BaTeNA M Napoas. MpurnaleHne cUcTeMbl B 3TOM
perKMme COCTOUT U3 UMEHM ycTpolicTBa (host name) u cumsona “#”.

console#

Pexcum 2nobanvHoii KoHpu2ypayuu (global configuration), naHHbli pexum npeaHasHayeH AnA 3a0a-
HUA 0B6LWMX HacTpoeK KommyTaTopa. KomaHabl pexuma rnobanbHo KoHbUrypaumm gocTynHbl U3 Atoboro
nogpexKmMma KoHpurypaumm. Bxos B pexknm ocyL,ecTBaaeTca KomaHaon configure.

console# configure
console (config) #

Pexcum KoHghu2ypayuu mepmuHand (line configuration), naHHbIV peXMm npeaHasHayveH ana KoHu-
rypaumm, cBs3aHHOM ¢ paboTon TepMMHana. Bxoa B pexmm ocyLLeCTBAAETCA U3 perKnma rnobanbHON KoOHOU-
rypaumu.

console (config)# line {console | telnet | ssh}
console (config-line) #

5.1 ba3soBble KOMaHAbI

KomaHOobi pexcuma EXEC

3anpoc KomaHAHOM CTPoKM B pexxnume EXEC nmeet cneaytowmin sua;
console>

Tabnnua 35 — ba3oBble KOMaHAbl, AOCTYMHbIE B pexume EXEC

Komanda 3HayeHue/3HavyeHue Leiicmeue
no ymon4aHuio

enable [priv] priv: (1..15)/15 MepekNtoUnTLCSA B MPUBUAETMPOBAHHBIN PEXUM (ecnun 3HayeHune
He yKa3aHo — To ypoBeHb npusuneruii 15).

login - 3aBepLUeHMe TeKyLLLel CeCCMU U CMeHa NOo/Ib30BaTeNA.

exit — 3aKpbITb aKTUBHYIO TEPMUHA/IbHYIO CECCUIO.

help . 3anpoc cnpaBoYHON MHOPMaLMKM 0 paboTe MHTepdeiica
KOMaHAHOW CTPOKM
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show history

MoKasaTb UCTOPMIO KOMaHA, BBEAEHHbIX B TEKYLLEN
TEPMUWHANbLHOW ceccum.

show privilege

MoKasaTb ypOBEHb NPUBUAETUIA TEKYLLETO NOAb30BATENS.

terminal history

terminal no history

—/dYHKUMA BKAKOYEHA

BKAOUNTL GYHKLMIO COXPaHEHWA UCTOPUM BBELAEHHbIX KOMaHZ,
ANA TEKyLWel TepPMUHANbHOM ceccum.

OTKNOUNTDL GYHKLMIO COXPaHEHWA UCTOPUU BBELEHHbBIX KOMAHA,
ANA Tekywel TepMUHaNbHOM ceccum.

terminal history size size

terminal no history size

size: (10..207)/10

N3meHUTb pazmep Bydepa CTOPUM BBEAEHHBIX KOMaHA ANA
TeKyLLen TEPMUHAIbHOW CeCcCUM.

YCTaHOBWUTb 3HAYEeHME NO YMONYaHUIO.

terminal datadump

terminal no datadump

—/BbIBOA, KOMaHA,
pasgenseTca no
CTpaHULam

OT06pasunTb BbIBOA KOMaHA, 6e3 pasaeneHuns Ha CTPaHULbI
(paspeneHve BbIBOAA CNPABKM NO CTPAHMLLAM OCYLLECTBAAETCA
cTpokoit: More: <space>, Quit: g or CTRL+Z, One line: <return>).

YCTaHOBUTb 3HaYeHMe N0 YMONYAHWUIO.

terminal prompt

terminal no prompt

—/dyHKUMA BKAKOYEHa

BKAOYMUTBL NOATBEPKAEHWNE Nepes, BbINOJHEHUEM HEKOTOPbIX
KOMaHg,

OTKNOUYNTL NOATBEPKAEHUE Nepes, BbINOJHEHNEM HEKOTOPbIX
KOMaHA,

show banner [login | exec]

OTobparkaeT KoHdUrypauuto 6aHHepoB.

KomaHObI pexcuma privileged EXEC

3anpoc KOMaHAHOM CTPOKU MMeeT caeayowmii BUa;

console#

Tabnuua 36 — Basosble KOMaHAbI, AOCTYMHble B pexkume privileged EXEC

3HayeHue/3HayeHue

Aelicmeue
10 yMoA4YaHuIo

KomaHda

BepHyTbCA B KOMaHAHbIM pexkum (EXEC) n3

iv: (1,7, 15)/1
priv: (1,7, 15)/ NPUBUAETMPOBAHHOIO KOMaHAHOrO pexkuma (privileged EXEC).

disable [priv]

configure[terminal] — MepenTn B peMm KoHOUrypaumm.

debug-mode - MepeliTv B peXxmnm OTNasKu.

YCTaHOBUTb PEKUM HACTPOWMKM dUAbTPaLMm TpaduKa.

- acl-sging — pexxum no ymonyaHuto;

- acl-sging-udb — BaBOE YyMEHbBLIEHO KOIMYECTBO BO3MOMKHbIX
npasun SQinQ; AobasneHa BO3MOXKHOCTb GUAbTPALMKN MO
TpuHaguatv opdcetam (B pexkmme No yMoOAYaHUIO — NATb).

set system mode {acl-sginq
| acl-sqing-udb}
acl-sging

KomaHObI, 0ocmyrnHble 80 8CeX PeXUMAx KOH@u2ypayuu

3anpoc KOMaHAHOI‘;I CTPOKN nmeeT O AnH N3 cheagyroumnx suaos:
console#

console (config) #
console (config-line) #

Tabnuua 37 — ba3oBble KOMaHAbl, 4OCTYMHbIE BO BCEX PeXMMaxX KOHOMIypaumm

Komanda 3HayeHue/3HayeHue Leiicmeue
no ymoa4YaHuro
exit BbIliTH U3 Nt060ro pexxmma KOHPUrypaLmMm Ha ypoBeHb Bbile B
- nepapxmun komaHg, CLI.
end BbINTM 13 N106OTO perkMma KOHOUIypauum B KOMaHAHbIA PEXMUM
- (privileged EXEC).
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do BbINONHUTL KOMaHAY KoMaHAHoro yposHs (EXEC) u3 noboro
peXnma KoHdpurypaumu.
help — BbiBecTu cnpasKy Mo NCNO/Ib3yeMbiM KOMaHAAM.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOM CTPOKM MMeeT cneayroLwmii Bua;

console (confiqg) #

Tabnnua 38 — BasoBble KOMaHAbl, AOCTYMHbIE B peXKMMe rnobanbHol KoHUTrypauum

KomaHda

3HayeHue/3HayeHue
no ymon4aHuo

Aeiicmeue

banner exec d
message_text d

no banner exec

3apaTb TeKCT coobuieHunn exec (Npumep: Nonb3osaTesb
YCNELIHO BOLWe B CUCTEMY) U BKHOYMTb BbIBOA, HA IKPaH.
- d — pasgenuTtens;

- message_text — TEKCT cooblyeHus (B cTpoke Ao 510
cumBonos, obuwee 2000 cumBoOB).

Y8anuTtb TeKCT coobLeHns exec.

banner login d
message_text d

no banner login

3apatb TeKCT coobuweHua login (MHPopmaunoHHoe coobuieHue,
KoTopoe oTobparkaeTca nepes, BBOAOM UMEHU NONb30BATENA U
napona), U BKKOYUTb BbIBOA Ha IKPaH.

- d — pasgenuTtens;

- message_text — TEKCT cooblyeHus (B cTpoke Ao 510
cumBonos, obwee 2000 cumBonos).

YpanuTb TeKCT coobuienus login.

line session-limit max-
session

no line session-limit

max-session: (1..6)/6

3afaeT MakCMManibHO BO3MOXKHOE YMCN0 aKTUBHbIX ceccuin CLI.
OpaHa ceccus 3aperMcTpMpoBaHa ANA ynpas/ieHua
V yepes com-nopr.

YcTaHaBAMBaeT 3Ha4YeHue no YMONYaHUIO.

KomaHObI pexcuma KoHguaypayuu mepMmuHana

3anpoc KOMaHAHOW CTPOKM B PEXKMME KOHPUIypaLMM TEPMUHANA UMEET CeayoLWmMi BUA,:

console (config-line) #

Tabnnua 39 — ba3oBble KOMaHAbI, 4OCTYMHbIE B PEXKMME KOHOUIypaLmm TepmmHana

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aeiicmeue

history

no history

—/byHKuMA BKAOYEHA

BKNOUUTDL PYHKLMIO COXPAHEHMUA UCTOPUM BBEAEHHBIX KOMAHA,

BbIKNOUNTL QYHKLMIO COXPAaHEHWUA UCTOPUN BBEAEHHbIX
KOMaHa,

history size size

no history size

size: (10..207)/10

M3meHuTb pasmep bydepa UcTopum BBEAEHHBIX KOMaHA,

YCTaHOBWTb 3HaYeHMe MO YMOJTHaHUIO.

exec-timeout timeout

no exec-timeout

timeout: (0..65535)/10
MUHYT

3afaTb TaiMayT TekyLlel TepMUHANBbHOM CeCCUM B MUHYTaX.

YCTaHOBWTb 3HaYeHMe MO YMOJTHaHUIO.
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5.2 ®dunbTpayma coobuieHnii KOMaHAHOK CTPOKKU

dunbTpaumnsa coobueHMin NO3BOAAET YMEHbLINTL 06beM 0TOOparKaembix AaHHbIX B OTBET Ha 3anpocChl
nosb3oBaTens u obneryntb NOUCK Heobxoammon nHpopmaumn. Ona dunbTpaunmn nHbopmauumn Tpebyetca
N06aBUTb B KOHEL, KOMaHAHOW CTpPOKM cumBon “|” m ucnonb3oBaTb OAHY M3 onuuii GpuabTpaumu,
nepeynciieHHbIx B Tabauue 40.

Tabnnua 40 — KomaHabl pexkmma rnobanbHo KoHpUrypaumum

3HayeHue/3HayeHue

Memod Aelicmeue
o ymon4aHuio
begin pattern HaiiTn nepeoe coBnageHue ¢ WwabaoHOM B Hayasie CTPOKM,
BbIBECTM BCE CTPOKM 33 HEW.
include pattern - BbIBECTM BCE CTPOKM, coaeprKalume WwabnoH.
exclude pattern BbiBECTU BCE CTPOKM, HE coaeprKalLme WabnoH.

5.3 MepeHanpasneHue BbiBOAA KOMaHZ, CLI B npousBonbHbIN dpaiin Ha N3Y

NHTepdelic KOMaHAHOM CTPOKU NPeaoCcTaBAseT BO3MOMKHOCTb NepeHanpas/ieHNs BbiBOAA KOMaHA, B
Npown3Bo/ibHbIM dain Ha M3Y.

[ns Toro 4tobbl KONMPOBaTb BbIBOA, KOMaHAbl B daitn (nepesanucatb $palin, ecnm Takoi yxKe cylle-
cTBYeT), TpebyeTtcaA nocse Habopa KoMaHabl 0TOBpaXKeHUsA MHGopMaLIMK A06aBUTb CUMBOA «>» U YKasaTb UMSA
daiina. Ons Toro, 4Tobbl KONMPOBATL BbIBOA KOMaHAbl B KOHeL, ¢paina, nocne Habopa KoMmaHabl 0OTOOpaXKeHuA
nHpopmauum Ao06aBUTb CUMBOJ «>>» U YKasaTb UMmsA daiina. MNpmumep UCrnosib30BaHUA:

console# show system >> flash://directory/filename

MNepeHanpaBnATb BbIBOA KOMaHA B ¢paidin MOXKeT TO/IbKO No/Ib30BaTesb € 15 ypoBHemM npu-
BUNErUn.

.‘

5.4 Hactpoiika MaKpOKOMaHA,

[aHHaa dyHKUMA No3BOAAET CO34aBaTb YHUOUUMPOBAHHbIE HABOPbl KOMAHL — MaKPOCbl, KOTopble
MOXHO BNOC/NEACTBUMN NPUMEHATb B NpoLLecce KoHUrypaumm.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexknma rnobanbHom KOHGUrypaumm:

console (config) #
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Tabnnua 41 — KomaHabl pexkuma rnobanbHo KoHGUrypaumum

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

macro name word [track
object [state activa-
tion_statel]]

no macro name word

word: (1..32)
CUMBO/I0B
object: (1..64);
activation_state: (any,
up, down)/any

Co3aaTb HOBbI Habop KOMaHA, ecan Habop € TaKUM UMeHeM
cylwiecTsyeT — nepesanucaTb ero. Habop KomaHa BBOAUTCA
MOCTPOYHO. 3aKOHYUTb MAKPOC MOXKHO C MOMOLLbIO CUMBO/IA
“@”. MakcumanbHasa a4nvHa makpoca — 510 cumBonos. B Tene
MaKpOCa MOYHO MCMNO/b30BaTb A0 TPEX NepeMeHHbIX B
KoHburypauun. Ecnm 3agaH napamertp track, makpoc byaet
aKTMBMPOBaH Npu nameHeHnn TRACK ob6bekTa c Homepom
object, B cooTBeTCTBMM C NapameTpom state (up — akTMBauma
npu nepexoge mn3 coctosHma DOWN B coctosiHne UP, down —
aKTuBauma npu nepexoge u3 coctoaHuna UP B coctoaHne DOWN,
any — aKkTMBaLMA Npu 1l060M M3MEHEHMM COCTOAHMA). MaKpoc
He MOXKeT 6bITb aKTUBUPOBaAH M3meHeHnem TRACK obbekTa npu
Ha/IM4YMKU NepeMeHHbIX B Tese.

YAanuTb yKasaHHbIA MaKpoc.

macro global apply word word: (1..32) MpPUMEHUTb YKa3aHHbIN MaKpoc.
CMMBO/IOB

macro global trace word word: (1..32) MpoBepuTb YKa3aHHbI MaKpoC Ha BaNAHOCTb.
CUMBO/I0B

macro global description Co34aTb CTPOKY-AECKPUNTOP rNob6asbHOro Mmakpoca.

word: (1..160)

word

CMMBO/IOB

no macro global description

YAanuTb CTPOKY-AECKpUNTOp.

KomaHOobl pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console>

Tabnuua 42 — KomaHgpbl perkmuma EXEC

KomaHda

3HayeHue/3HayeHue

no ymon4aHuro

Aelicmeue

macro apply word [pattern1
valuel] [pattern2 value2]
[pattern3 value3]

macro trace word

word: (1..32)
CMMBO/IOB

MPUMEHNTb yKa3aHHbIM MaKpoc.

- pattern — wabnoH, cocToAWMI N3 06bABNEHUA, HaNpUMep,
cumBeona "S", n nepeMeHHOM, HaNnUCaHHbIX CIUTHO;

- value — nepemeHHas KoH$uUrypaumu.

npOBeleTb yKa3aHHbIl71 MaKpOC Ha BaAUOHOCTb.

show parser macro [{brief |
description [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}] |
name word}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
word: (1..32)
CUMBOJI0B

OTO6pa3nTb NapaMeTpbl HACTPOEHHbIX MAaKPOCOB Ha
yCTpOMCTBE.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

BuAa 3anpoca KOMaHAHOWM CTPOKM pexxnma KoHduUrypaumm nHtepoeica:

console (config-if)#
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Tabnnua 43 — KomaHabl pexkuma KoHourypauum uHtepdelica

Komanda 3HavyeHue/3HavyeHue Leiicmeue
o ymoa4aHuro
macro apply word [patternl MpUMeHUTb yKa3aHHbIN MaKpoc.
valuel] [pattern2 value2] word: (1..32) - pattern — WwWabnoH, COCTOAWMIA U3 0O6BABNEHUA, HANpPUMep,
[pattern3 value3] CMMBOJ10B cumBona "'$", M nepemeHHOM, HanMcaHHbIX CIMTHO;
- value — nepemeHHas KOHPUrypaLmm.
macro trace word word: (1..32) MpoBepunTb YKazaHHbIM MaKpoC Ha Ba/IMAHOCTb.
CMMBOJI0B

macro description word word: (1..160) YCTaHOBUTb CTPOKY-AECKPMNTOP MaKpoca.
no macro description CMMBOJI0B YAanuTb CTPOKY-AeCKpUNTOp.

5.5 KomaHpabl ynpaBneHusa cuctemom

KomaHObi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma EXEC:

console>

Tabnuua 44 — KomaHapl ynpasaeHusa cuctemoi B pexxume EXEC

KomaHda

3HayeHue/3HayeHue o
YMOAYAHUIO

Aeiicmeue

ping [ip] {A.B.C.D | host}
[vrf vrf-name] [size size]
[count count] [timeout
timeout] [source
A.B.C.D] [df]

vrf-name: (1..32)
CUMBOAA;
host: (1..158) cumBonos;
size: (64..1518)/64 6aur;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHga cnyut ana nepegayn 3anpocos (ICMP Echo-Request)
npotokona ICMP ykasaHHOMY Y3y CETH, a TaKXe ANA KOHTPONA
nocrtynatowmx oteeTos (ICMP Echo-Reply).

- vrf-name — nmaA BUpTyanbHoM 061aCTM MapLUpyTM3aLUnK;

- A.B.C.D — IPv4-apgpec y3na cetu;

- host — pomeHHOe UMA y3na ceTu;

- Size — pa3mep nakeTa Ana OTNPaBKK, KoanMyecTBo 6alT B
nakere;

- count — KONMYecTBO NAKeTOB ANA nNepesayu;

- timeout — BpemA OXXWOAHMA OTBETA Ha 3anpoc;

- df — oTMeHUTb pparmeHTaLMIO NAKETOB.

ping ipv6 {A.B.C.D.E.F |
host} [size size] [count
count] [timeout timeout]
[source A.B.C.D.E.F]

host: (1..158) cumB0/108B;
size: (68..1518)/68 6aiiT;
count: (0..65535)/4;
timeout:
(50..65535)/2000 mc

KomaHgza cnyxut ana nepesaym 3anpocos (ICMP Echo-Request)
npoTokona ICMP yKkazaHHOMY Y3y CETU, a TaKXKe ONA KOHTPOA
noctynatowmx oteetos (ICMP Echo-Reply).

-A.B.C.D.E.F — IPv6-agpec y3na ceTu;

- host — [OMEHHOe UMsA y3/1a CeTu;

- Size — pa3mep NakeTa gna OTNPaBKK, KOAMYecTBO 6aliT B
nakerte;

- count — KOIMYECTBO MaKeTOB A1A Nepeaayu;

- timeout — Bpemsa 0XXnAaHUA oTBeTa Ha 3anpoc.
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traceroute ip {A.B.C.D |
host} [vrf vrf-name] [size
size] [ttl tt] [count
count] [timeout timeout]
[source ip_address]

vrf-name: (1..32)
CUMBOAA;
host: (1..158) cumBonos;
size: (64..1518)/64 6airT;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60)/3 c;

Onpenenvts MapwpyT TpadurKa A0 Y313 Ha3HAYEHUA.
- vrf-name — umA BUPTyanbHOM 061acTU MapLpyTM3aLmm;
- A.B.C.D — IPv4-appec y3na cetu;
- host — [OMeHHOe UMA y311a CeTH;
- Size — pa3mep NaKkeTa A/1a OTNPaBKM, KONNYECTBO 6alT B
nakerte;
- tt/ — MaKcMManbHOe KONMYECTBO YHaCTKOB B MapLUpyTe;
- count — KOIMYECTBO MOMbITOK NepeAayy NakeTa Ha Kaxgom
y4acTke;
- timeout — BpemsA OXKMAAHUA OTBETA Ha 3anpoc;
- IP_address — |P-agpec uHTepdelica KommyTaTopa,
MCMO/Ib3yeMbli AR Nepeaaym nakeTos.

OnucaHue owmn60K Npu BbINONHEHUN KOMAHA, U
V pe3ynbTaToB NpuBegeHo B Tabaunuax 46, 47.

traceroute ipv6
{A.B.C.D.E.F | host} [size
size] [ttl tt/] [count
count] [timeout timeout]
[source ip_address]

host: (1..158) cumBonOB;
size: (66..1518)/66 bair;
ttl: (1..255)/30;
count: (1..10)/3;
timeout: (1..60) /3 ¢;

OnpefenvTtb MapwpyT TpadurKa 40 y3na HazHAYeHus.
-A.B.C.D.E.F — IPv6-agpec y3na cetu;
- host — [OMeHHOe UMA y311a CeTH;
- Size — pasmep NakeTa A4/1a OTNPaBKK, KOANYECTBO OalT B
nakerte;
- tt/ — MaKcMManbHOE KONMYECTBO YHaCTKOB B MapLUpyTe;
- count — KOIMYECTBO MOMbITOK NepeAaym NakeTa Ha Kaxgom
YYacTKe;
- timeout — Bpems 0XXWAaHWA OTBETA HA 3anpoc;
- IP_address — |P-agpec uHTepdelica KommyTaTopa,
MCMONb3yeMbli AN1A Nepeaaym nakeTos.
OnucaHue oWwKn60K Npu BbINOHEHUN KOMaHA, U
V pe3ynbTaToB NpuBeAeHo B Tabauuax 46, 47.

telnet {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonoB;
port: (1..65535)/23

OTKpbITb TELNET-ceccuio ana ysna cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — [OMeHHOEe UMA y311a CeTH;
- port — TCP-nopT, no KoTopomy paboTaeT cnykba Telnet;
- keyword — knto4yeBoe CNoBO.
OnucaHue cneuuanbHbiXx KOMaHg Telnet u Knroue-
V BbIX C/10B NpusBeAeHo B Tabnuue 48.

ssh {A.B.C.D | host}
[port] [keyword1...]

host: (1..158) cumBonos;
port: (1..65535)/22;

OTKpbITb SSH-ceccuio ana y3na cetu.
- A.B.C.D — IPv4-appec y3na cetu;
- host — nomeHHoe Ums y3na cetu;
- port — TCP-nopT, no KoTopomy paboTaeT cay»6a SSH;
- keyword — knto4yeBoe CN0BO.
V OnucaHue KA4yeBbIX C10B NPUBEAEHO B Tabnuue
49.

resume [connection]

connection:
(1..5)/nocneaHss
YCTAaHOB/IEHHAA ceccus

MepeKnoUNTLCA Ha 4PYryHo YCTaHOBAEHHYIO telnet-ceccuto.
- connection — Homep ycTaHoBNeHHOW telnet-ceccun.

show users [accounts]

0T06pa3nTb MHPOPMALMIO O NONL30BATENAX, MCMOb3YIOLLMX
pecypcbl yCTPOICTBa.

show sessions

OT06pazuTb UHGOPMAaLMIO 06 OTKPBITLIX CECCUAX K YAANEHHbIM
yCTpoMcTBam.

show system

BbIBECTU CUCTEMHYIO MHPOPMALMIO.

show system battery

OTo6pa3uTb nHPopmaumio o baTapee.

[unit unit] unit: (1..8)/— - Unit — HOMep YCTPOWCTBA B CTEKE.
show system id [unit OT06pa3nTb CEPUNHBIN HOMEp YCTPOCTBA, PEBU3UNIO NAATbI U
unit] unit: (1..8)/— 6asosblii MAC-agpec.
- unit — Homep yCTPOICTBA B CTEKe.
show system [unit unit] unit: (1..8)/— OT0.6pa3l/ITb CMCTeMH\:PO MHPOpPMaLMIO KOMMYTaTOPA.
- unit — Homep yCTPOMICTBA B CTEKe.
show system fans [unit unit: (1..8)/— OT06pazuTb MHGOPMALMIO O COCTOSHUU BEHTUAATOPOB.

unit]

- unit — Homep yCTPOMCTBA B CTeKe.

show system power-
supply

OTO6pa3I/ITb I/IHd)OpMaLI,MI-O O COCTOAHUN UCTOYHUKOB NUTAHUA.

show system sensors

OT06pa3nTb MHGOPMALMIO TEMNEPATYPHBIX AATYMKOB.
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show version

OTO6pPa3snTb TEKYLLYIO BEPCUIO CUCTEMHOTO NPOrPammMHOro
obecneyeHus ycTpoiicTBa.

show system router
resources

OT06pasmnTb pasmep 1 3aHATOCTb annapaTHbIX Tabauny,
yCTpOMCTBA (MapLpyTn3aumm, cocegei, nHtepdeiicos).

show system tcam
utilization
[unit unit]

unit: (1..8)/—

OTob6pa3unTb 3arpy3Ky pecypcos namatn TCAM (onpeaeneHHo
aapecyemas namaTb).
- unit — HoMep yCTPOMCTBA B CTEKE.

show tasks utilization

OTO6pa3sunTb ypOBEHb 3arpy3KM PECYPCOB LLEHTPaNbHOrOo
npoueccopa KOMMyTaTOpa AJ/1A Ka40oro CMCTEMHOrO npoLecca.

show tech-support
[config | memory]

OT06pa3nTb NHPopmaLmio 06 ycTpoincTee, Heobxoaumyto ans
Haya/ibHOM AMArHOCTUKKM Npobnem.
BbiBOA KOMaHAb!I NpeacTaBaseT coboit Komb6uHaumio
V BbIBOAOB NEPEUYMC/IEHHbIX HUXKE KOMaHA:
e show clock
e show system
e  show version
e  show bootvar
show running-config
show ip interface
show ipv6 interface
show spanning-tree active
show stack
show stack configuration
show stack links details
show interfaces status
show interfaces counters
show interfaces utilization
show interfaces te1/0/xx
o show fiber-ports optical-transceiver
e show interfaces channel-group
e  show cpu utilization
e  show cpu input-rate detailed
o show tasks utilization
e  show mac address-table count
e showarp
o show errdisable interfaces
e showvlan
e  show ip igmp snooping groups
e show ip igmp snooping mrouter
e show ipv6 mld snooping groups
e show ipv6 mld snooping mrouter
o  show logging file
e show logging
e  show users
o  show sessions
e  show system router resource
e show system tcam utilization

show storage devices

OT06pasunTb 3HaYeHMs obbema u ceobogHol namaTtu M3Y.
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KomaHpa «show sessions» oTobpakaeT Bce yaaneHHble coeAUHEHUA TONbKO U3 TeKyLei
ceccuu. [laHHaA KOMaHAA UCNOb3yeTcA cnepylowmm obpasom:

.‘

1. BbInONAHUTb NOAK/AIOYEHUE K YAANEHHOMY YCTPOMCTBY C KOMMYyTaTtopa C NMOMOLLbIO
TELNET unm SSH;

2. BepHyTbCAa B poaUTENbCKYHO ceccuio (Ha KommyTaTop). 19 3TOro HaXKaTb KOMBUHaLUIO
Knasuw <Ctrl+Shift+6>, oTnycTUTb U HaxaTb <x> (MKc). MponsonaeET nepexos B poau-
TeNbCKYIO Ceccuio;

3. BbInonHUTb KomaHAy «show sessions». B Tabanue 40KHbI NPUCYTCTBOBATb BCE UCXO-
AAlWMe coeanHeHUA B TeKyLei ceccum;

[nA Toro utobbl BEPHYTLCA K CECCUM YAANEHHOTO YCTPOACTBA, HEO6XOAMMO BbINOAHUTD KO-

maHagy «resume N», rae N — Homep coeguHEeHUA 13 BbIBOAA KOMaHAbI «show sessions».

KomaHObI pexcuma privileged EXEC

3anpoc KoMaHAHOM CTPOKK B pexume privileged EXEC umeeT cneaytowmii Bua;
console#

Tabnuua 45 — KomaHabl ynpaBaeHusa cuctemoii B pexkmume privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymoa4aHuro

reload [unit unit_id] unit_id: (1..8)/— I'Iepfaa:?nycmrb yCTpoﬁcrfxo.

- unit_id — Homep yCTPOWCTBa B CTEKE.
reload in {minutes | minutes: (1..999); YCTaHOBUTb MPOMEKYTOK BPEMEHMU, Yepe3 KOTOPbI NpousonaeT
hh:mm} hh: (0..23), mm: .

(0.59). OT/I0XKEeHHas nepesarpysKa ycTponcTaa.
reload at hh:mm hh: (0..23), mm: N
(0..59). YcTaHOBWTb BpeMs nepesarpysku ycTpoicTea

boot password password YcTaHOBUTbL Naponb Ha bootrom.
no boot password a Yaanutb naponb Ha bootrom.
reload cancel — OTMEHUTb OT/IOMKEHHbIN Nepesanyck.
show cpu utilization . OTO6pPa3nTb CTaTUCTMKY MO YPOBHHO 3arpy3KM pecypcos

LLeHTPaNbHOro NpoLeccopa.
show cpu input rate . OTO6pPa3nTb CTaTUCTUKY MO CKOPOCTU BXOAALLMX Kagpos,

06pabaTbiBaeMbix MPOLLECCOPOM.
show cpu input-rate _ OTO6pa3sunTb CTAaTUCTMKY MO CKOPOCTU BXOAALIMX KaApos,
detailed obpabaTbiBaembix NpoLeccopom no Tuny Tpaduka.
show cpu thresholds — OT06pa3nTb CNUCOK HacTpoeHHbIX noporos gns CPU.
show memory thresholds — OT106pa3mnTb CNUCOK HACTPOEHHbIX MOporos ana RAM.
show sensor thresholds — OT06pa3nTb CMCOK NOPOroB AN AaTYMKOB.
show storage thresholds - OT106pa3nTb CNMCOK NOPOroB AR PA3Ae0B YCTPOMUCTB.
show system mode — 0OT06pa3sunTb MHGOPMaLMIO O NapameTpax GUnbTpauun TpaduKa.

- I'Ipmmep MCMo/sIb30BaHMA KOMaHAbI traceroute:

console# traceroute ip eltex.com

Tracing the route to eltex.com (148.21.11.69) form , 30 hops max, 18 byte packets
Type Esc to abort.
1 gateway.eltex (192.168.1.101) O msec 0 msec 0 msec

2 eltexsrv (192.168.0.1) 0 msec 0 msec 0 msec
3 * *x ok
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Tabnuua 46 — OnucaHMe pe3ynbTaToB BbIMOJIHEHUA KOMaHAbI traceroute

lMone OnucaHue
1 MopAAKOBbIN HOMEP MapLIPYTM3aTOpPa B NMYTU K YKa3aHHOMY Y3y CETH.
gateway.eltex CeTeBoe MMA 3TOroO MapLIpyTM3aTopa.
192.168.1.101 IP-agpec aToro maplupyTtusatopa.
0 msec 0 msec 0 msec Bpems, 3a KOTOEOE nakeT 6bl1 NepegaH U BEPHYACA OT MapLipyTM3aTopa. YKasbiBa-
eTCca ANA KaXKA0WN NOMbITKM NepeAayn nakeTta.

Mpu BbINONHEHMM KOMaHAbI traceroute MoryT NPou3oinTn oWMBKKN, onnucaHne oWMBOK NpMBEAEHO B
Tabnuue 47.

Tabnnua 47 — OWMBKKM NpU BbINOJHEHMM KOMaHAbI traceroute

Cumeon owubku OnucaHue
* TamayT npu NonbITKe Nnepegayum nakera.
? HewnsBecTHbIM TUM NaKeTa.
A ASMUHUCTPATUBHO HeaocTyneH. O6bIMHO NPOUCXOAUT Npu BNOKMPOBAHUM UCXOAA-
wero Tpaduka no npasmnam B Tabauue goctyna ACL.
F TpebyeTcs pparmeHTauma 1 yctaHoBKa 6uTos DF.
H Y3en ceTn HegoOCTyMNEH.
N CeTb HeOCTYMHa.
P lpoToKoN HepoCTyneH.
Q MCTOYHMK noaaBieH.
R NcTekno Bpems NoBTOpHOM cbopKM pparmeHTa.
S OwnbKa ncxoaallero mapLupyTa.
U MopT HepocCTyNEH.

MporpammHoe obecneyeHre Telnet KommyTaTopoB MNOAAEP*KMBAET cneuuanbHble KOMaHabl —
bYHKLMWN KOHTpOAA TepmMHana. Jna BXo4a B peXMM CneumanbHbIX KOMaHZ BO Bpems akTuBHoM Telnet-
Ceccum NCNoJib3yeTcs KOMBUHALUMA KNaBuw <Ctrl+shift+6>.

Tabnuua 48 — CneumanbHble KomaHabl Telnet

CneyuanbHaa KoMaHOd Ha3HayeHue
AN MNepepatb no telnet paspbiB coeguHeHUs.
AN C Mepeaatb no telnet npepbiBaHme npouecca (IP).
AN K Mepeaatsb no telnet yganeHue cumsona (EC).
AN o MNepepatb no telnet npeKkpaweHune BoiBoga (AO).
ARt Mepeaatb no telnet coobuieHne «Are You There?» (AYT) Ana KOHTpOAs nogkatoye-
HUA.
ANy MNepepatb no telnet ctupaHue ctpokm (EL).
AN X Bo3BpaT B peXXnMM KOMaHAHOM CTPOKMU.
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TaKe BO3MOXKHO MCNO/b30BaHME AOMNOMHUTEbHbIX ONLUMIA Npu OTKPbITMM Telnet- n SSH-ceccuit:

Tabnunua 49 — KntoueBsble €C10Ba, UCMOJIb3yemble Npu oTKpbITUKM Telnet- n SSH-ceccuit

Onyusa OnucaHue
/echo JloKkanbHO BKAtoUaeT dyHKUMIO echo (NogaBaeHMe BbiIBOZa Ha KOHCOJIb).
/password OnpeaenseT naponb Ans Bxoaa Ha SSH-cepsep.
/quiet He gonycKkaeT BbiBOA, BCEX COOBLLEHMI NporpaMMHoro obecneyeHusa Telnet.

/source-interface

OnpeaenseT nHTepdENnC-UCTOUHUK.

Bk/touaeT 06paboTKy NOTOKa, KOTOPbINM paspellaeT HesawmeHHoe TCP-coeguHeHne
6e3 KoHTpoA NocnegoBaTenbHocTel Telnet. MoTokoBoe coeanHeHue He obpabaTbi-

/stream BaeT Telnet-onunn U MOXKET MCNONB30BATLCA A5 NOAKNOYEHMA K NOPTAM, Ha KOTO-
pbiX 3anyLueHbl nporpammsl KonuposaHusa UNIX-to-UNIX (UUCP) nnbo apyrme npoto-
KOAbl, He Aastowmeca Telnet-npoTokonamu.

Juser OnpegendaeTt uma Nonb3oBaTena anAa exoga Ha SSH-cepsep.

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B peKmnme rnobanbHoi KoHOUrypauum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 50 — KomaHapbl ynpaB/ieHUa cUCTEMOW B pexxnme rnobanbHoi KoHoUrypaumum

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuio
hostname name name: (1..160) 3afaTb ceTeBoe MMA YCTPOWCTBA.
no hostname CMMBONOB/— BepHyTb ceTeBOE MMA YCTPOICTBA B 3HAYEHMWE MO YMONIYAHWIO.
service tasks-utilization Pa3speLlunTb yCTPOMCTBY NPOrPaMMHO M3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPabHOro NPOLLEeccopa KOMMYTaTOPa A5 KaXAoro
CUCTEMHOrO npouecca.
- — —/BK/OYEHO —
no service tasks-utilization 3anpeTuTb YCTPOMCTBY NPOrPamMMHO U3MePATbL YPOBEHb 3arpy3Kku
pecypcoB LLeHTPabHOro NPOLLEeccopa KOMMYTaTOPa A5 KaXAoro
CUCTEMHOrO npouecca.
service cpu-utilization Pa3spelunTb yCTPOMCTBY NPOrPaMMHO M3MEPATb YPOBEHb 3arpy3Ku
pecypcoB LLeHTPanbHOro NpoLeccopa KOMMyTaTopa.
- —— —/BKAOYEHO —
no service cpu-utilization 3anpeTuTb YCTPOMCTBY NPOrPamMMHO U3MePATL YPOBEHb 3arpy3Ku
PEecypcoB LLeHTPanbHOro NpoLeccopa KoMmyTaTopa.
service cpu-input-rate Pa3spewnTb yCTPOICTBY NPOrpaMmMHO M3MEPATb CKOPOCTb
BXOAALLMX Kaapos, 06pabaTbiBaemMbiX LEHTPabHbIM
MpPOLEeCcCoOpoOM KOMMYTaTopa.
- - —/BKAOYEHO -
no service cpu-input-rate 3anpeTuTb YCTPOMCTBY NPOrPaMMHO U3MEPATL CKOPOCTb
BXOAALLMX Kaapos, 06pabaTbiBaemMbiX LEHTPAIbHbIM
MpOoLEeccopoM KoMmyTaTopa.
service cpu-rate-limits traffic: (http, telnet, YcTtaHoBMTb Ha CPU orpaHMyeHnA CKOpPOCTM BXOAALWMX KAapOoB AN
traffic pps ssh, snmp, ip, link-local, | onpeaneneHHoro TMna Tpaduka.
arp, arp-inspection, - pps — MaKeToB B CEKyHAY.
stp-bpdu, routing, Peanusyet ¢pyHKuuio CoPP (Control Plane Protection).
ip-options,other-bpdu, V
dhcp-snooping,
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no service cpu-rate-limits

traffic

igmp-snooping,
mld-snooping, sflow,
ace, ip-error, other,
vrrp, multicast-routing,
multicast-rpf-fail, tcp-

BoccTaHOBMTL 3HaUEHMeE ppPs Mo YMOIYAHUIO A/1A ONpeaeNeHHoro
Tpadwuka.

syn);

pps: 8..2048

service password-recovery Pa3pelunTtb BOCCTaHOB/IEHME NAPOA Yepes 3arpy304HOE MEHIO
bled «password recovery procedure» ¢ COXxpaHeEHUEM KOHPUrypaLmu.

no service /enable Pa3pelunTb BOCCTaHOB/IEHWE NAPO/A Yepes 3arpy304HOE MEHIO
password-recovery «password recovery procedure» ¢ yaaneHnem KoHGUrypaumu.
link-flapping enable bled BKAtounTb NpegoTepalieHme GaannmHra 1MHKa.
link-flapping disable /enable OTKNOYUTL NpeaoTBpaLleHne GaannumHra MHKa.
service mirror- Co31aBaTb pe3epBHYIO KOMUIO TeKyLLel KOHPUrypaumn.
conflgu.ratnon — Jenabled
no service .
mirror-configuration OTKNIOUYUTD KOMMPOBaHME TEKYLLEe KoHOUrypauuu.
system router resources ip_entries: YCcTaHOBWTb pazmep TabauLbl MapLLIpyTU3aLMU.
[ip-entries ip_entries | (8..8024)/5120;
ipv6-entries ipv6_entries | ipv6_entries:
ipm-entries ipm_entries | (32..8048)/1024;
ipmv6-entries ipm_entries:

ibmv6_entries])

(8..8024)/512;
ipmv6_entries:
(32..8048)/512

cpu threshold index index
interval relation value
[flap-interval flap_interval]
[severity level] [notify {ena-
ble | disable}] [recov-
ery-notify {enable | disa-
ble}]

no cpu threshold index in-
dex

index:
(0..4294967295);
interval: (5sec, 1min,
5min);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLEHTOB;
flap_interval:
(0..100)/0 npougeHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3apatb nopor gna 3arpyskm CPU.

- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- interval — nHTepBan namepeHua 3arpyskm CPU. 3HayeHue 3a-
rpy3kn CPU 3a 3TOT MHTepBan byaeT cpaBHMBATbLCA C MOPOro-
BbIM;

- relation — oTHoweHWe mexay 3arpy3koit CPU 1 noporosbim
3HayeHuem, Heobxoaumoe ans cpabaTblBaHMA NOPOra;

- value — 3Ha4YeHWe Nopora;

- flap_interval — 3HauyeHue, onpegenstolLee MOMEHT BOCCTa-
HOB/IEHWA Nopora nocae cpabaTbiBaHUSA;

- severity — ypOBeHb Ba*HOCTU TPanos A/1A 3TOro Nopora;

- notify — BKlouaeT/oTKAOYAET OTNPaBKy TPAnos o cpabatbl-
BaHWK Nopora;

- recovery-notify — BKalouyaeT/oTK/O4aeT OTNPABKY TPaMNoB o
BOCCTQHOB/IEHMM NOpPOra.

YAanuTb Nopor € 3aiaHHbIM UHAEKCOM.

memory threshold index
index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no memory threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
flap_interval:
(0..100)/0 npoueHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3agaTtb nopor ans obbema ceobogHOM namaTi RAM.

- index — NPoW3BO/IbHbIV MHAEKC NOPOra;

- relation — oTHoweHWe mexay o6beMom cBO6OAHOM NamMATU U
MopOroBbiM 3HaYeHMem, Heobxogmumoe a1 cpabaTbiBaHUA
nopora;

- value — 3Ha4YeHWe nopora;

- flap_interval — 3HayeHue, onpegensatolLee MOMEHT
BOCCTaHOB/IEHUA Nopora nocse cpabaTbiBaHUs;

- severity — ypoBeHb BaXKHOCTM TPanoB 4/14 3TOro Nopora;

- notify — BK/IlO4aeT/OTKAIOYAET OTNPABKY TPaNos o
cpabaTbiBaHUM Nopora;

- recovery-notify — BKkatouyaeT/oTK/0UaET OTNPaBKy TPanos o
BOCCTAHOB/NEHUW NoOpora.

Ypanutb nopor ¢ 33faHHbIM UHA,EKCOM.
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sensor threshold fan
fan_num unit-id unit_id
index index relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no sensor threshold fan
fan_num unit-id unit_id
index index

fan_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..1000000000)
060pOTOB/MUH;
flap_interval:
(0..1000000000)/0
060poTOB/MUH;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3afaTb NOpor 4N AaT4MKA CKOPOCTU BPALLLEHWUA BEHTUAATOPA.
- fan_num — Homep BeHTUANATOPA;

- unit_jid — Homep IOHWTa, Ha KOTOPOM HaXOAMUTCA BEHTUNATOP;
- index — NPOU3BONbHbIN MHAEKC NOPOra;

- relation — oTHOLWEHME MEXAY CKOPOCTbIO BPALLLEHMUSA
BEHTU/IATOPA U NMOPOroBbiM 3Ha4YeHMEM, HeobxoamMmoe Ans
cpabaTbiBaHWA Nopora;

- value — 3Ha4eHWe Nopora;

- flap_interval — 3HayeHune, onpegensaoLLee MOMeEHT
BOCCTAHOB/IEHUA NOpora nocse cpabaTbiBaHus;

- severity — ypoBeHb BaXHOCTW TPaNoB AN1A 3TOro Nopora;

- notify — BK/ItO4aeT/oTKAOUaET OTNPABKY TPanos o
cpabaTbiBaHMM NOPOra;

- recovery-notify — BK/lO4aeT/oTKAOUAET OTNPABKY TPANos o
BOCCTAaHOB/IEHMW NOpOra.

YaanuTtb nopor ¢ 3aflaHHbIM UHAEKCOM ANA BeHTUAATOpa fan_num
Ha IoHUTe unit_id.

sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index
relation value [flap-interval
flap_interval] [severity
level] [notify {enable |
disable}] [recovery-notify
{enable | disable}]

no sensor threshold
thermal-sensor sensor_num
unit-id unit_id index index

sensor_num: (1..63);
unit_id: (1..8);
index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (-1000000000..
1000000000) °C;
flap_interval:
(0..1000000000)/0 °C;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert

3afaTb Nopor ANs AaTyMKa TeMNepaTypbl.

- sensor_num — HOMEp TEPMOJATUMKa;

- unit_id — Homep IOHWUTA, Ha KOTOPOM HAXOLMUTCA TEPMOLATUUK;
- index — NPOW3BO/IbHBIN MHAEKC NOPOra;

- relation — OTHOLWIEHWE MeXAY TEMMNepaTypol U MOPOroBbIM
3Ha4YeHMeM, Heobxoanmoe ana cpabaTtbiBaHMA NOPOra;

- value — 3Ha4yeHue Nopora;

- flap_interval — 3HayeHune, onpegensatoLLee MOMEHT
BOCCTaHOB/IEHWA NOpora nocse cpabaTbiBaHUSA;

- severity — ypOBeHb BaXHOCTU TPanoB A/ 3TOro Nnopora;

- notify — BK/IlO4aeT/oTKAOYaeT OTNPABKY TPanos o
cpabaTbiBaHUKM NOPOra;

- recovery-notify — BKAto4YaeT/oTKlOUaeT OTNPaBKy TPanos o
BOCCTAaHOB/IEHUW NOpPOTra.

YAanutb Nopor ¢ 3a4aHHbIM UHAEKCOM ANA TepMoJaTIMKa
sensor_num Ha toHuTe unit_id.

storage threshold index
index interval relation value
[flap-interval flap_interval]
[severity level] [notify
{enable | disable}]
[recovery-notify {enable |
disable}]

no storage threshold index
index

index:
(0..4294967295);
relation: (greater-than,
greater-or-equal,
less-than, less-or-
equal, equal-to, not-
equal-to);
value: (0..100)
NPOLLEHTOB;
interval: (0..100)/0
NPOLLEHTOB;
severity: (emerg, alert,
crit, err, warning,
notice, info,
debug)/alert;

3apaTb nopor aAna o6bema ceob6ogHOM NamaTh Ha N3Y.

- index — NPown3BO/IbHbIN MHAEKC NOPOTra;

- relation — oTHoWeHMe mexay ob6bema cBob6oAHOM NamATU K
NMoporoBbiM 3Ha4YeHUeM, Heobxoamumoe a/1a cpabaTbiBaHUA
nopora;

- value — 3HayeHWe Nopora;

- flap_interval — 3Ha4yeHune, onpegensatoLLee MOMEHT
BOCCTAHOB/IEHUSA Mopora nocse cpabaTbiBaHus;

- severity — ypOBeHb BaXHOCTU TPanoB A/1s 3TOro Nopora;

- notify — BKAlouaeT/oTK/OYaEeT OTNPaBKy TPAMNos o
cpabaTbiBaHUM Nopora;

- recovery-notify — BKkAtouYaeT/oTKOUaEeT OTNPaBKy TPanos o
BOCCTAHOB/IEHMW NOpPOra.

Y4anuTb NOpor ¢ 3afaHHbIM UHAEKCOM.

reset-button {enable |
disable | reset-only}

—/enable

HacTpouTb peaKkLuio KOMMYTaTopa Ha HaXaTue KHOMKK F.

- enable — npu HaxaTUM Ha KHOMKY AWUTENbHOCTbIO MeHee 10
CeK, NPOUCXOANT NepesarpysKa yCTPoMCTBa; NPU HaxKaTUK Ha
KHOMKY AnnTtenbHocTbio 6onee 10 cek, nponcxoamT cbpoc
YCTPOWCTBA [0 3aBOACKOWN KOHOUIypauuu;

- disable — He pearnpoBaTb (OTKAtOYEHA);

- reset-only — To/bKO nepesarpysKa.
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5.6 KomaHpAbl N8 HAaCTPOMKK NapamMeTPoB ANA 3a4aHUA Naponien

JaHHbI KOMNAEKC KOMaHA, NpeAHasHavyeH Ana 3a4aHusA MUHUMAJIbHOM CNOXHOCTU NapoiA, a TaKxXe
ANf 3alaHMA BpeMeHU AeCTBMA Napons.

KomaHObI pexxcuma 2a0b6an6Hol KOHgu2ypayuu

3anpoc KOMaHAHOW CTPOKM B peXXmnme rn1o6anbHON KOHOUIYpauum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 51 — KomaHgpbl ynpaB/ieHUn cUcTeEMOW B pexxmnme rnobanbHoi KoHourypaumum

KomaHda

3HayeHue/3HayeHue
10 yMon4aHuio

Aelicmeue

passwords aging age

no password aging

age: (0..365)/180 aHeir

3a4aTb BPEMSA KU3HU naponeli. Mo ncteyeHnn 3a4aHHOO CPOKa
byaeT npeasioXKeHO CMeHUTb Naposb. 3HavyeHue O roBopuT O
TOM, YTO BPEMS KU3HU Naposel He 3aZaHo.

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

passwords complexity ena-

ble

no passwords complexity
enable

—/BbIK/IOYEHO

BKAtOUNTL OrpaHuyeHre Ha popmat napons.

BbIKNtOUMTb OrpaHnyeHne Ha popmat napons.

passwords complexity
min-classes value

no passwords complexity
min-classes

value: (0..4)/3

BKNIOUUTb OrpaHUYeHune, 3a4atoLLee MUHUMaNbHOE KOIMYECTBO
K/laccoOB CMMBO/OB (CTpOYHble OyKBbI, 3arnaBHble OyKBbl,
undpbl, CUMBOAbI).

BoccTtaHOBUTL 3HAYEHWE N0 YMONYAHUIO.

passwords complexity
min-length value

no passwords complexity
min-length

value: (0..64)/8

BK/IIOUMTb OrpaHMUYeHME Ha MUHUMAJIbHYIO A/IMHY Napons.

BoccTaHOBUTL 3HAYEHME MO YMONYAHMUIO.

passwords complexity
no-repeat number

no password complexity
no-repeat

number: (0..16)/3

BK/IIOYMTb OrpaHUYeHne, 3afalollee MaKCUMMasbHOE Ko/nue-
CTBO MOCNeA0BaTE/IbHO NOBTOPAIOLLMXCA CUMBOJIOB B HOBOM Ma-
pone.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

passwords complexity
not-current

3anpeTuTb NpY CMeHe Napois UCMNO/Ib30BaTh B KAYECTBE HOBOTO
CTapbli.

—/enabled "
no passwords complexity Pa3pelunTb MCNo/b30BaThb CTapbIit NAapob Npu cMeHe.
not-current
passwords complexity 3anpeTuTb MCNOAbL30BaTb B KayecTBe Mapo/if MMA Mo/b30Ba-
not-username Tens.
- —/enabled
no passwords complexity Pa3pelwnTb Mcnonb3oBaTh B Ka4yecTBe Maposis MMsA MoJ/b30Ba-
not-username Tens.
password lockout value YCTaHOBWUTb KOAMYECTBO MAYLMX NOAPAZL MOMbITOK BBOAA Na-
ponsa c owmnbKon A0 BNOKMPOBKM IOKANbHOM YY4ETHON 3anuncu
value: (1..5)/—

no password lockout

nonb3osBaTenAa.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.

passwords time block sec-
onds

no passwords time block

seconds: (0..7200)/0

YcTaHOBWUTb Bpema BG10KMPOBKM JI0KaNbHOW y4eTHOW 3anucu
nosb3oBaTens.

YCTaHOBUTb 3HaYeHMe MO YMOJIHaHUIO.
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Tabnuua 52 — KomaHabl yn

paBneHuns cuctemon B pexknume privileged EXEC

KomaHoa

3Ha4yeHue/3HayeHue

Aelicmeue
110 yMOAYAHUIO

show passwords configuration

— OT06pasnTb MHPOPMaLMio 06 OrpaHUYEHNAX HA NAPON.

set username username active

HEBEPHOro BBOAA NapoaA.

PaSsﬂOKMpOBaTb nonb3osaTtenA, 336}10KVIpOBaHHOFO no npunynHe

5.7 Pabora

¢ patnamm

5.7.1 OnucaHue ap2ymeHmoe KOMaHO

Mpu ocyuiecTBAeHMM onepauuii Hag daknamm B KayecTBe apryMeHTOB KOMaHZ, BbICTyMatloT agpeca
URL — onpezennTtenn MecToHaxoxaeHua pecypca. OnnucaHue KatoueBblX CI0B, UCMO/b3YEMBbIX B ONepaumnx,

npuseneHo B Tabnauue 53.

Tabnunua 53 — CNMCOK KNtoYeBbIX CI0B U UX OnuMcaHue

Knrouesoe cnoso

OnucaHue

flash://

McxoaHblii agpec nnm aapec Mecta HasHauyeHus 419 S3HeProHe3aBUCUMON NamaTu.
JHeproHesaBMcMMan NamaTb UCNOAb3YETCA MO YMOAYaHuIo, eciv agpec URL onpeaeneH 6e3

npedukca (npedunkcamm seaatotea: flash:, tftp:, scp:...).

running-config

Paiin TekyLen KOHPUrypaumm.

mirror-config

Konus daiina Tekyuwen KoHourypaumm.

startup-config

®aiin nepBoHa4YanbHON KOHGUIypauum.

active-image

daiin c akTMBHbIM 0bpasom.

inactive-image

daiin c HeaKTUBHLIM 06pasom.

ftp://

UcxopHbI agpec unv agpec mecta HazHadeHua ana FTP-cepsepa.
CuHtakcuc: ftp://[username[:password]@host/[directory/] filename
- username — WMA NONb30BaTENS;

- password — napo/ib NoNb3oBaTenNs;

- host — IPv4-agpec unm ceTeBoe MMA YCTPOWCTBA;

- directory — Kkatanor;

- filename — vma daiina.

tftp://

UcxopHbI agpec unm agpec mecta HasHadeHua ana TFTP-cepsepa.
CuHTakcuc: tftp://host[:port]/[directory/] filename.

- host — IPv4-agpec unun ceteBoe MMs YCTPOMCTBA;

- port — NopT Ha3Ha4YeHus;

- directory — Katanor;

- filename — vma daiina.

scp://

McxoaHbIvi agpec nam agpec mecta HasHadeHus ana SSH-cepsepa.
CuHTtakemc: scp://[username[:password]@]host[:port]/[directory/] filename
- username — MMA NOJib30BaTeNsA;

- password — napo/ib NoNb30BaTeNs;

- host — IPv4-agpec nnm ceTeBoe UMA YCTPOWCTBA;

- port — NopT Ha3HaYeHus;

- directory — Katanor;

- filename — nma daina.

sftp://

McxoaHbIvi agpec nam agpec mecta HasHadeHus ana SSH-cepsepa.

CuHtakcuc: sftp://[username[:password]@]host[:port]/[directory/] filename
- username — MMA NONb30BaTeNA;

- password — naponb Nonb30BaTeNs;

- host — IPv4-agpec unm ceTeBoe MMA YCTPOWCTBA;

- port — NopT Ha3HaYeHus;

- directory — Katanor;

- filename — vnma daina.

logging

daiin c uctopmeit KomaHa,

Ethernet-kommymamopei cepuii MES23xx, MES33xx, MES35xx, MES5324

95



HELTEX

KomaHObI pexxcuma 2a0b6an6Hol KOHgu2ypayuu

5.7.2 KomaHObI 014 pabomei ¢ palinamu

3anpoc KOMaHAHOW CTPOKM B pexXmnme rno6anbHON KOHOUIypauum MMeeT cieayowmii Bua;

console (confiqg) #

Tabanua 54 — KomaHabl 4158 HAaCTPOMKM NapaMeTPOB KOMMPOBAHUSA B peXnme rnobanbHON KoOHOUrypaumm

KomaHda

3HayeHue/3HayeHue
no ymon4aHuio

Aelicmeue

ip tftp source-interface
{fortygigabitethernet
fo_port | tengigabitether-
net te_port | gigabitether-
net gi_port | loopback
Ib_port | tunnel tn_port |
port-channel group | vlan
vlan_id}

no ip tftp source-interface

fo_port: (1..4);
te_port: (1..24);
gi_port: (1..24);
Ib_port: (1..64);
tn_port: (1..16);
group: (1..48);
vlan_id: (1..4094)
/BbIK/IOYEHO

Onpeaenntb IP-uHTEpdENc UCTOUYHMKa ans nakeToB TFTP IPv4.

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

ip sftp source-interface
{fortygigabitethernet
fo_port | tengigabitether-
net te_port | gigabitether-
net gi_port | loopback
Ib_port | tunnel tn_port |
port-channel group | vlan
vlan_id}

no ip sftp source-interface

fo_port: (1..4);
te_port: (1..24);
gi_port: (1..24);
Ib_port: (1..64);
tn_port: (1..16);
group: (1..48);
vlan_id: (1..4094)
/BbIKNIOYEHO

Onpepenntb IP-uHTEpdENC cToYHMKa gns nakeTtos SFTP IPv4.

YCTaHOBWTb 3HaYeHMe N0 YMOIHAHMIO.

KomaHObI pexcuma privileged EXEC

3anpoc KomaHAHOM CTPOKK B pexume privileged EXEC umeeT cneaytowmii Bua;:

console#
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Tabnnua 55 — KomaHabl ans paboTbl ¢ painamm B pexkume privileged EXEC

destination_url:

3HaveHue/
KomaHoa 3Ha4yeHue no Aelicmeue
YMOAYAHUIO
copy source_url destination_url Konuposatb ¢aiin n3 MectonosioxKeHnsa NCTOYHUKA B
[exclude | include-encrypted | MEeCTONO/I0}KEHWNE HazHaYeHus.
include-plaintext] - source_url — mecTonosioxeHune konupyemoro daina;
- destination_url — appec mecTa Ha3HayeHus, Kyaa dain byaer
CKOMMpPOBaH.
CneaytoLme onumuu AOCTYMHbI TOIbKO NMPW KONUPOBaHUK 13
daitna KoHoUrypaumm:
- exclude — nHpopmauus, KpuTMYHas gns 6e3onacHocTy, He
6yZeT BK/AOYEHA B KOHEYHbIN daiin;
- include-encrypted — nHpopmauua, KpuTuyHaa ana
source_url: 6e3onacHocTH, 6y4eT BKAIOYEHa B KOHEUHbIN daiin B
(1..160) 3aWndpoBaHHOM BUAE;
CUMBO/IOB;

- include-plaintext — nHbopmauma, KpuTUuHana ana
6e3onacHocTH, byaeT BKIOYEHA B KOHEYHbIN dain B

(1..160) He3allnppoBaHHOM BUAE.
copy source_url running-config CMMBONOS; KonupoBsatb palin KoHPUrypaumm c cepeepa B TEKYLLYHO
KOoHduUrypaumto.
copy running-config CoxpaHuWTb TEKYLLYIO KOHdUTypaL Mo Ha cepBepe.
destination_url [exclude | include- - exclude — MCKAUNTL U3 KONUPYEMBIX AAHHBIX MHGOPMALMIO O
encrypted | include-plaintext] KAloYax, Naponsx u . n.
- include-encrypted — coxpaHATb AaHHbIE O K/AtOYAX, MAPOIAX B
wndpoBaHHOM BUAE;
- include-plaintext — coxpaHATb AaHHbIe O KNtoYax, Naponax B
ABHOM BMe.
copy startup-config destination_url CoxpaHWTb NepBOHaYasIbHYO KOHPUIYpaLMIO Ha cepBepe.
copy running-config startup-config — CoxpaHUTb TeKyLLy0 KOHOUTypaLUuio B NepBOHAYaNbHYO.
copy running-config file CoxpaHu1Tb TEKYLLYIO KOHOMIypaumio B 3a4aHHbIN pe3epBHbIN
- daiin KoHdUrypauum.
copy startup-config file CoxpaHuWTb NepBOHAYaAbHY KOHOUIYpaUuio B 3a4aHHbIN
- pe3epBHbIi paitn KoHdurypaumu.
boot config source_url Konuposatb daiin KoHdurypauum c cepsepa B dpain
o nepBOHaYaNbHOW KOHGUIypaumu.
dir [flash:path | dir_name] — OT06pa3unTb CNUCOK dalinoB B yKasaHHOM KaTasore.
more {flash:file | startup-config | OT06pasunTb cogeprkumoe darina.
running-config | mirror-config | - startup-config — oTobpakaeT coaepkumoe daina
active-image | inactive-image | nepBoHaYaNbHOW KOHGUIypaumm;
logging | file} - running-config — otobparkaeT cogepxunmoe dpainna TekylLen
KOHdUrypauuu;
- flash: — oTob6paskaeT painbl ¢ dnew-namaT ycTPonCTBa;
- mirror-config — oTobpaxkaeT cogepkumoe daina Tekywen
file: (1..160) KOHOUIypaumm ¢ 3epkana;
CMMBOIOB - active-image — oTobpakaeT Bepcuto TeKkyLlero ¢palina obpasa

no.
- inactive-image — oTob6pakaeT Bepcuio HeakTMBHOro daina
obpasa MoO.
- logging — oTobpaskaeT cogepkumoe daina KypHana.
- file — nma danna.
’ daiinbl otobpaxkarorca B popmate ASCII.

delete ur/

Yaanute danin.

delete startup-config

Ypanute daiin nepBoHa4yanbHOM KOHPUrypaumm.

boot system source_url

Konuposatb daitn NO c cepBepa B HEaKTUBHYIO 061acTb NamMATK
Ha mecTo pesepsHoro 0.

boot system inactive-image

3arpysuTb c HeakTMBHOro obpasa Mo.
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(1..65535)/1, all

show {startup-config | running- ip_addr: A.B.C.D, | OTobpa3uTb cogeprkumoe dalina nepsoHayanbHOM (startup-
config} interface {ip ip_addr | all); config) unu Tekywen (running-config) kKoHoUrypaumm.
gigabitethernet gi_port | gi_port: - interfaces — KoHdUrypauus nHtepdelicos KommyTtatopa — IP-
tengigabitethernet te_port | (1..8/0/1..48); nHTepdericos, uanyecknx nHTepdencos, rpynn nHTepdencos
fortygigabitethernet fo_port | oob te_port: (port-channel), VLAN-unTepdeiicos, OOB-nopta, loopback-
| port-channel group | vlan (1..8/0/1..24); nHTepdencos, TyHHeNen.
vlan_id | tunnel tunnel_id | fo_port: Cnegaytowime onummn AOCTYNHbI NPY BbIBOAE TEKYLLEN
loopback loopback_id} ipvé (1..8/0/1..4) KOHdUrypauuu:
{router ospf process_id} router group: (1..48); - ipv6 router ospf — kKoHoUrypauua IPv6 OSPF npoueccos.
{ospf process_id} [brief | detailed] vlan_id: - router ospf — KoHourypauwms IPv4 OSPF npoueccos.
(1..4094); - brief — BbIBOA KOHOUIYpaunm 6e3 ABOUYHBIX AaHHbIX,
tunnel_id: Hanpumep, SSH- n SSL-kntoueir;
(1..16); - detailed — BbIBOA, KOHOUIYpPALUK C BKAHOYEHUEM ABOUYHbIX
loopback_id: LAHHbBIX.
(1..64); BbiBOA4, KOHTEKCTOB KOHUrypauum IP-uHtepdeiicos n
process_id: npoueccos OSPF goctyneH Tonbko ana ¢paina Tekywen

KoHdurypauum (running-config).

show bootvar

Moka3aTb aKTUBHbIN daitn cuctemHoro MO, KOTOPbIA YCTPOUCTBO
3arpyyaert npu 3anycke.

write [memory]

CoxpaHuTb TEKYLLYO KOHOUIypaumio B Gaia nepsoHavaibHOM
KOHOUrypaumm.

boot license source_url

3arpysuTb Ha yCTPOICTBO ana NLEHIUN.

delete license [word]

YpanuTb ¢ yCTPOMCTBA BCE YCTaHOB/EHHble Gaibl IULEH3IUNA.
- word — vms dalina AMUEH3nU, KOTOPbIN A0XKEH ObiTb yaaneH.

rename url new_url url, new_url: N3meHUTb umsa daiina.
(1..160) - url — Tekyuwee nmsa daina;
CMMBO/OB - new-url — HoBoe umsa daiina.

CepBep TFTP He MoXKeT 6biTb aAPECOM UCTOYHUKA U a4 PEecoOM Ha3HavyeHUA ANA OAHOI Ko-
bl MaHAbl KONMUPOBaHUA.

[pumepbl UC016308AHUA KOMAHO

= Ypanutb ¢ann test N3 sHeproHe3aBUCUMON NaMATH:

console# delete flash:test
Delete flash:test? [confirm]

Pe3ynbTaT BbINONHEHMA KOMaHAbI: MOC/e NOATBEPHKAEHUA d>a171n 6yAET yAdaneH.

CyLwiecTByeT BO3MOXHOCTb NPOCMOTPa KOHOUIYpaLMM ANA TEKYLLETO MECTOMNOOMKEHNA AN cnenyio-
LMX PEKMMOB KOHPUrypaLMK:

=  vlan database

= interface {gigabitethernet gi port | tengigabitethernet te port |
fortygigabitethernet fo port | port-channel group | loopback
loopback id | vlan vlan id | ip ip addr}

= interface range {gigabitethernet gi port | tengigabitethernet te port
| fortygigabitethernet fo port | port-channel group | vlan vlian id}

Tabnuua 56 — KomaHgbl NpocmoTpa KOHGUIrypaLmm U3 TEKYLLLETo MEeCTOMNOI0MKEHUSA

3Ha4yeHue/3HayeHue

Aeiicmeue
10 yMoA4YaHuo

KomaHoa

show — OTO6pPa3nTb HACTPOMKM A1S TEKYLLETO PEKMMA KOHOUIYpaLuuu.
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5.7.3 KomaHObI 057 pe3epsuposaHua KOHGU2ypayuu

B AaHHOM pasgene OMNWCaHbl KOMAHAbI, MNpegHa3HavyeHHble AAA HACTPOWMKM pe3epBMPOBaHUA
KOHUrypaLmmn No Tainmepy Man Npu CoOXpaHeHUn TekyLen KoHpurypaumm Ha flash-Hakonutene.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pexxmnme rno6anbHon KoHPUrypaumm MMeeT cieayowmin Bua,;
console (confiqg) #

Tabanuya 57 — KomaHabl ynpaBaeHUa cCUCTEMOW B peXxume rnobanbHo KoHPUrypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

backup server server port
port

server: (1..22)
CUMBOJI0B
port: (0..65535)/nopt
no ymonuanumio (tftp —

YKa3aTb cepBep, Ha KOTOPbIN byAeT NPON3BOAUTLCS PE3EPBUPO-
BaHMe KOHbUrypaumm.

- server — ctpoka B ¢opmate «tftp:// XXX XXX XXX XXX» nau
«scp://username:password@XXX. XXX.XXX.XX»

- port — NopT Ha3Ha4YeHUa cepeepa, Ha KOTopbIl ByaeT npoumc-

69, scp — 22) XOAMUTb pe3epBaLma KOHOUrypaumm.
no backup server Ypanutb cepsep A1A pesepBUpoOBaHUA.
backup path path YKasaTb NyTb pacnonoxeHua ¢aina Ha cepsepe u npedukca
path: (1..128) darina. Mpu coxpaHeHnu K npedpukcy byaet fo6aBNATLCA TEKY-
CUMBOJI0B Wwas AaTa v Bpemsa B popmate rrrrMmaA44MMCC.
no backup path Y8anuTb nyTu ANA pe3epBMpoBaHUA.

backup history enable

no backup history enable

—/BbIK/IOYEHO

BKAOUMTbL COXpaHeHWe NCTOPUM pe3epBHbIX KOMWWA.

OTKNOUYNUTL COXPaHEHUE UCTOPUM Pe3ePBHbIX KOMUNA.

backup time-period timer

no backup time-period

timer:
(1..35791394)/720 muH

YKaszaTb NPOMEXKYTOK BpEMEHU, Mo UCTeYeHnmn Kotoporo byaet
OCYLLECTBAATLCA aBTOMATUYECKOe pe3epBupoBaHue KOHOUry-
pauuu.

BoccTtaHOBUTL 3HaYeHWe nNo YMONYaHUIO.

backup auto

no backup auto

—/BbIK/IOYEHO

BkAouMTb aBTOMaTUYecKoe pesepBnpoBaHue KOHd)VIpraLI,VIVI.

YCTaHOBUTb 3HAYE€HME MO YMONYAHMIO.

backup write-memory

no backup write-memory

—/BbIK/OYEHO

BK/lOUMTL pesepBMpoBaHME KOHOUrypauuu Npu COXpaHeHum
nonb3osaTtenem KoHdurypaumum Ha flash-HakonuTens.

YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.

backup reachability-check
tftp

no backup reachability-
check tftp

—/BKAKOYEHO

BKAIOUMTb OTMPaBKY NYCTOro nakerta A/A NPOBEPKM Haimuua
TFTP-cepBepa (3HayeHne no ymoa4aHuio).

OTKNOYUTL OTMPABKY MYCTOro NakeTa ANA MPOBEPKU HaNUuua
TFTP-cepsepa.

KomaHObI pexcuma privileged EXEC

Tabnunua 58 — KomaHabl ynpasneHua cuctemon B pexkume privileged EXEC

KomaHoa

3HayeHue/3Ha4yeHue
110 yMOAYAHUIO

Aelicmeue

show backup

OT06pa3snTb MHOOPMALLMIO O HACTPOIMKaX pe3epBUPOBaAHUA
KoHbUrypauuu.

show backup history

OTO06pasnTb UCTOPMIO YCNELIHO COXPAHEHHbIX Ha cepeep
KOHdUrypaLumii.
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5.7.4 KomaHObI 019 asmomamu4yecko20 06Ho8neHUA U KOHGpu2ypayuu

[Mpouecc asmomamu4yecko2o0 0b6Ho8nEHUA

KommyTaTop 3anyckaeT npouecc aBTomaTyeckoro obHoBneHus, 6asmpytowminica Ha DHCP, ecan oH
BK/OYEH M MMA TekctoBoro daina (DHCP-onuusa 43, 125), cogep:kawero mma obpasa MO, 6bin1o
npegocrtasneHo cepsepom DHCP.

Mpouecc aBTOMaTUYECKOro 0BHOBEHMUA COCTOUT U3 CeAYIOLLMX 3TAMOoB:

1. KommyTaTop 3arpy»KaeT TEKCTOBbIV daii 1 yutaeT us Hero ums ¢aiina obpasa NO Ha TFTP-cep-
Bepe;

2. KommyTaTtop cKaumBaeT nepBsbiit 610K (512 6aiiT) obpasa MO c TFTP-cepBepa, B KOTOPOM coaep-
*¥utca sepcma MNO;

3. KommytaTtop cpaBHuMBaeT Bepcuio daitna obpasa MO, nonyyeHHoro ¢ TFTP-cepBepa, ¢ Bepcuei
aKTMBHOro obpasa NO KommyTaTopa. ECiM OHM OTAMYAOTCA, KOMMYTaTOP 3arpyrKaet obpas MO ¢
TFTP-cepBepa BMecTo HeakTMBHOro obpasa N0 KommyTaTopa 1 AenaeT AaHHbI 06pa3 aKTUBHbIM;

4. Ecnm o6pas MO b6bin 3arpyeH, TO KOMMYTaTOp NepesarpyrKaeTca.

[pouecc asmomamu4ecko20 KOHU2YyPUPOBaHUS

KommyTaTop 3anycKkaeT NpoLLecc aBTOMaTUYeCKOro KoHOUrypmnpoBaHusa, 6asmnpytowwmiica Ha DHCP, npwu
BbIMNOJIHEHUW CNEAYIOLLMX YCOBUNA:

— B KOHOUrypaumm paspeLieHo aBToMatuyeckoe KoOHGUrypmpoBaHue;

— otBer DHCP-cepBepa cogeput IP-agpec TFTP-cepBepa (DHCP-onuua 66) u uma daiina
KoHdurypaumm (DHCP-onuma 67) B dopmate ASCIL.

MonyuyeHHbIN daitn KoHUrypauum 3arpyrKaertca B NnepBoHaYanbHyto (startup) KoHouUry-
e pauumio. Mocne 3arpy3Kku KOHGUrypaLuMm KOMMmyTaTop nepesarpyraercs.

KomaHObI pexcuma 2a06anab6Hol KoOHpuU2ypayuu

3anpoc KOMaHAHOW CTPOKM B pekmnme rnobanbHoi KoHOUrypaumum MMeeT cieayowmii Bua;

console (config) #

Tabnnua 59 — KomaHapl ynpaB/ieHUa cMcTeEMOW B pexxmnme rnobanbHoi KoHoUrypaumum

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymMmon4aHuro
boot host auto-config BKNtOUNTL aBTOMATUYECKYHO KOHUrypauuio, 6asmpyroLytocs
Ha DHCP.
- —/BKNtOYEHO
no boot host auto-config BbIK/NOUMTL aBTOMATMYECKYIO KOHbUIypaLumuio, 6asnpytoLLyrocs
Ha DHCP.
boot host auto-update BKntounTb aBTOMaTUyeckoe obHosneHue MO, 6asumpytoweecs
Ha DHCP.
—/BKNOYEHO
no boot host auto-update BbIkNtoUMTb aBTOMaTMyYeckoe obHoBeHue MO, 6asmpytoweecs
Ha DHCP.
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KomaHObl pexcuma privileged EXEC

3anpoc KoMaHAHoOM CTPpoKM B pexkmme privileged EXEC umeet chneaytowmii Bua;:

console#

Tabanua 60 — KomaHabl ynpaBaeHma cuctemon B pexkume privileged EXEC

3HaveHue/3HayeHue .
KomaHda / Aelicmeue
no yMmoA4aHuo

KOHbUrypauuu.

show boot MpocMOTPEeTb HACTPOMKM aBTOMATUUECKOTO 0BHOBNEHUA U

= [pumep KoHpurypaumm ISC DHCP Server:

option image-filename code 125 = {
35265 (Eltex)
option-data + 2.
unsigned integer 8, #sub-option-code. Kom nomomnumy, BCerma paBeH 1

unsigned integer 8, #sub-option-len. [nmHa cTpoku sub-option-data

obpaza IO
}i

host mes2124-test {
hardware ethernet a8:£9:4b:85:a2:00; #mac-ampec koMMyTaTOpa

unsigned integer 32, #enterprise-number. VmeHTudMKaATOp NPOMU3BOIUTEJISI, BCeTIa PaBEH

unsigned integer 8, #data-len. [iMHa BCeX IaHHHX ONUMM. PaBHa IJMHE CTPOKM Sub-

text #sub-option-data. MmMsa TexcTOBOTO Oarja, cCcoIepxXamero WM

filename "mesXXX-test.cfg"; #YMS KOHOUTYpaALUVM KOMMYyTaTopa

option image-filename 35265 18 1 16 "mesXXX-40l.ros"; #yMsT TEeKCTOBOTIO
banna, comepxamero mMsa obpasza 10

next-server 192.168.1.3; #IP-ampec TFTP cepeepa

fixed-address 192.168.1.36; #IP-ampec KoMMyTaTopa

5.8 HacTpoiKa cucTeMHOro BpemeHum

/ Mo ymonuyaHMI0 aBTOMaTUYECKUIA Nepexos, Ha IeTHee BPeMA OCYLLECTBAAETCA B COOTBET-
cTBUM co cTaHaapTamu CLLUA u EBponbl. B KoHOUrypauum moryT 6biTb 3agaHbl Ntobble gaTta

n BpemMmsa gnAa nepexopa Ha sieTHee spema un 06paTHO.

KomaHObl pexcuma privileged EXEC

3anpoc KomaHAHOM cTPokU B pexxnme privileged EXEC nmeeT cneaytowmin sua;:

console#

Tabnnua 61 — KomaHAabl HACTPOMKKU CUCTEMHOIO BpemeHu B pexkunme privileged EXEC

Komanda 3HayeHue/3HayeHue Leiicmeue
Mo ymoa4aHuro
clock set hh:mm:ss day hh: (0..23); Py4yHas ycTaHOBKa CUCTEMHOrO BpemeHu (KoMaHga AOCTyNnHa
month year mm: (0..59); TONIbKO ANA MPUBUAETMPOBAHHOIO NO/b30BaTENS).
clock set hh:mm:ss month ss: (0..59); - hh — Yyacbl, mm — MUHYTbI, SS — CEKYHAbI;
day year day: (1..31); - day — peHb; month — mecau; year — rog.
month: (Jan..Dec);
year: (2000..2037)
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show sntp configuration
[vrf {vrf_name | all}]

vrf_name: (1..32)
CUMBOJI0B

MokaszaTb KoHbUrypaumio npoTokona SNTP.
-vrf_name — nmA BUPTyasibHOW 061aCTM MapLIpyTM3aLUK.

show sntp status [vrf
{vrf_name | all}]

vrf_name: (1..32)
CMMBOJI0B

MoKa3aTb CcTaTyCc NPOTOKONA CUHXPOHU3aunmn sBpemeHn SNTP no
cetn.
-vrf_name — nmA BUPTyasibHOW 061aCTM MapLIpyTM3aLmu.

show ntp

MoKa3aTb TeKyLee COCTOAHME U CTAaTUCTUKY CYKObl NTP.

show ntp status

[MoKasaTb CTaTyC NPOTOKO/IA CUHXPOHM3auum spemeHn NTP no
ceTu.

show ntp associations
[detail]

MokaszaTb MHPOPMaLUIo 0 cornacoBaHum ycTpolictea ¢ NTP-
cepBepamu 1 O4HOPAHTOBLIMU y3N1aMMU.

show ntp statistics

MoKasaTb CTaTUCTUKY PaboTbl NPOTOKONA.

KomaHOowbl pexcuma EXEC

3anpoc KomaHAHoOM CTPoKM B pexkxume EXEC numeet cneaytowmin sua;

console>

Tabnnua 62 — KomaHAabl HACTPOMKM CUCTEMHOTO BPEMEHU B pexknume «EXEC»

KomaHda

3HayeHue/3HayeHue
no yMmon4YaHuo

Aelicmeue

show clock

show clock detail

loKa3aTb cMCTEMHOE BpeMaA U AaTy.

[ononHutenbHo 0To6pasunTb NapameTpbl HacoBOro Nosica u
nepexosa Ha eTHee Bpems.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

3anpoc KOMaHAHOM CTPOKK B pexxume rnobanbHoM KOHOUTYpaLMN MMEET CAeayioLWnin BUA,;

console (config) #

Tabnnua 63 — KomaHap! 419 HAaCTPOMKN CUCTEMHOIO BPEMEHMU B pexknme rnobanbHol KoHdurypauum

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

clock source {sntp | ntp |
browser}

| browser}

no clock source {sntp | ntp

—/BHELIHNIA UCTOYHUK
He ucnonbayercs

Mcnonb3oBaTh BHELWHWNIA UCTOYHUK A1 YCTaHOBKM CUCTEMHOTO
BpeMeHMu.
B cnyyae HasHaueHUA UCTOYHUKOM ntp, YCTPOICTBO
V 6yAeT N0 ymonuaHuio BbINONHATL POsb ntp-server,
OTBEYan Ha 3anpocbl KAUEHTOB.

33I'|p€TVITb MCNONb30BaHWE BHeELWHero NCTO4YHNKa ANA YCTaHOBKU
CUCTEMHOIO BpeMEHMN.

clock timezone zone
hours_offset [minutes
minutes_offset]

no clock timezone

zone: (1..4) cumsonos/
HeT ONUCaHMWA 30HbI;
hours_offset:
(-12..+13)/0;
minutes_offset:
(0..59)/0;

YCTaHOBWUTb 3HAYEHWEe YacoBOro Nosca.

- zone — cnoBo, cGOPMMPOBAHHOE U3 NEPBbIX OYKB
C/I0BOCOYETAHUSA, KOTOPOE OHO 3aMeHSET (ONMcaHWe 30Hbl);

- hours-offset — yacoBoe cmeLLeHNe OTHOCUTENIbHO HYNEBOFO
mepuamaHa UTC;

- minutes-offset — MUHYTHOE CMELLLEeHNE OTHOCUTE/IbHO HYNEeBOrO
mepuamnaHa UTC.

YCTaHOBWUTb 3Ha4YeHME N0 YMOJYAHMUIO.

clock summer-time zone
date date month year
hh:mm date month year
hh:mm [offset]

zone: (1..4) cumsona/
HET OMMCcaHMUA 30HbI;
date: (1..31);
month: (Jan..Dec);

3asatb AaTy M Bpems 419 aBTOMATMYECKOro nepexosa Ha neTHee
Bpems 1 Bo3BpaTa 06paTHO (4ns onpeaeneHHoro roaa).

MepBbiM B KOMaHAE YKa3blBaeTCA OMMCaHME 30Hbl, BTOPbIM Bpems
AN nepexoAa Ha NeTHee Bpems M TPeTbUM Bpems s BO3BpaTa.
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clock summer-time zone
date month date year
hh:mm month date year
hh:mm [offset]

clock summer-time zone
recurring {usa | eu | {first |
last | week} day month
hh:mm {first | last | week}
day month hh:mm} [offset]

no clock summer-time

year: (2000 ..2037);
hh: (0..23);
mm: (0..59);
week: (1-5);
day: (sun..sat);
offset: (1..1440)/60
MUWH;
Mo ymonuyanutio
nepexoj Ha feTHee
BpeMs BbIKOYeH

- zone — CNoBo, CGOPMMUPOBAHHOE U3 NEePBbIX OYKB
CNOBOCOYETAHMA, KOTOPOE OHO 3aMeHsAEeT (ONncaHne 30Hbl);

- date — uncno;

- month — mecsau,;

- year — ropg;

- hh — yacbl, mm — MUHYTbI;

- offset — KoMuecTBO MUHYT, fo6aBAAEMbIX NPU NEpexoe Ha
NleTHee Bpems.

3apath AaTy M BpeEMA AN aBTOMATMYECKOro nepexo/a Ha ieTHee
BpemMA 1 BO3BpaTa 0O6paTHO B peKMME exXerogHo.

- zone — cnoBo, cGOPMUPOBaAHHOE U3 NEPBbIX OYKB
C/I0BOCOYETaHUSA, KOTOPOE OHO 3aMeHSAET (onncaHme 30Hbl);

- usa — yCTaHOBMUTb NpaBuIa Nepexosa Ha NeTHee Bpems,
ncnonbsyemble B CLLA (nepexos Bo BTOpOe BOCKpeceHbe mapTa,
06paTHO B NepBOe BOCKPeECEHbEe HOADPA, B 2 Yaca yTpa no
MECTHOMY BpeMeHH);

- eu — yCTaHOBWUTb NPaBW/Ia Nepexoaa Ha NeTHee Bpems,
ucnonbsyemble EBpocoto3om (nepexos B nocnegHee BOCKPECEHbE
MapTa, 06paTHO B NocnesHee BOCKpeceHbe OKTAbps, B 1 yac yTpa
no FpuHBMYYy);

- hh — Yyacbl, mm — MUHYTbI;

- week — Hegens mecAua;

- day — peHb Hepenu;

- month — mecsu;

- offset — KonmyecTBO f06ABASEMbIX MUHYT NPU Nepexose Ha
NeTHee Bpems.

OTK/IOYMTb aBTOMATUYECKUI NEPEXOA, Ha NeTHee Bpems.

sntp authentication-key number: YCTaHOBUTb KHOY NPOBEPKU NOAJNHHOCTM s npoTokosia SNTP.
number md5 value (1..4294967295); - number — HoOMep KNtoua;
encrypted sntp authentica- value: (1..32) - value — 3HayeHue KNtoYa;
tion-key number md5 value CMMBOJIOB; - encrypted — 3afaTb 3Ha4YeHMe K/oYa B 3alIMPPOBAHHOM BUAE.
no sntp authentication-key Mo ymonuaHuio Y[anuTb KAOY NPOBEPKU NOAJMHHOCTU A1a npoToKosa SNTP.
number nposepka

noA/IMHHOCTH

OTK/lOYEHa
sntp authenticate —/nposepka TpeboBaTb NPOBEPKY NOAANHHOCTU ANA NOAYYeHUA MHPOPMaLUn
NOAJIMHHOCTU He ot NTP-cepBepos.

no sntp authenticate Tpebyetca YCTaHOBUTb 3HAYEHME MO YMONYAHMIO.
sntp source-interface {for- fo_port: (1..4); Onpegennts IP-uHTepdenc ctouHmKa ans naketos NTP IPv4.
tygigabitethernet fo_port | te_port: (1..24); - vrf_name — MA BUPTYanbHOM 061aCcTU MapLIpyTMU3aL M.
tengigabitethernet te_port gi_port: (1..24);
| gigabitEthernet gi_port | Ib_port: (1..64);

loopback /b_port | tunnel
tn_port | port-channel
group | oob | vlan vian_id}
[vrf {vrf_name | all}]

no sntp source-interface

tn_port: (1..16);
group: (1..48);
vlan_id: (1..4094);
vrf_name: (1..32)
CUMBOJI0B
/BbIKNOYEHO

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

sntp source-interface-ipvé
{fortygigabitethernet
fo_port | tengigabitether-
net te_port | gigabitEther-
net gi_port | loopback
Ib_port | tunnel tn_port |
port-channel group | oob
| vlan vian_id}

no sntp source-interface-
ipvé

fo_port: (1..4);

te_port: (1..24);
gi_port: (1..24);

Ib_port: (1..64);

tn_port: (1..16);

group: (1..48);
vlan_id: (1..4094)

/BbIKNOYEHO

Onpegenutsb IPv6-nHTEPdENC MCTOUHUKA oA nakeToB NTP IPv6.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.
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sntp source-port udp_port

no sntp source-port

udp_port:
(1..65535)/no
YMOYaHWIO
ncnosbayetca
CNy4YaiHbIN NopT

YctaHoButb SRC UDP-nopT gna naketos NTP.
~ Mpwn ucnonbzosaHnn UDP-nopTos u3 gnanasoHa 1-1024
V npeABapUTeNIbHO HYXXHO Y6eAUTbCA, YTO AaHHbIM NopT
cB0604EH U He UCNOJIb3YETCA A4PYrMMU CEPBUCAMMU.
MopT 50000 siBNAETCA MOPTOM MO YMOJHAHUIO ANA
¢yHKUMOHana peer detection ipaddr.

YCTaHOBWUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

sntp trusted-key key_num-
ber

key_number:
(1..4294967295);
Mo ymonuyanumo

OcyLecTBMTb NPOBEPKY NOAJMHHOCTU CUCTEMBI, OT KOTOPOM
CUHXPOHU3MpyeTca ¢ nomoLbio SNTP no 3agaHHOMY Ktouy.
- key_number — Homep KAwo4a.

no sntp trusted-key npoBepka YCTaHOBWUTb 3HAYEHME MO YMOTYAHMIO.
key_number NoANMHHOCTU
OTK/1lO4EHAa
sntp broadcast client ena- PaspewnTb paboTy WwWrpokoseLatebHbix SNTP-KNIMEHTOB.
ble {both | ipv4 | ipv6}
no sntp broadcast client en- —/3anpewerio YCTaHOBWUTb 3HAYEHME MO YMOTYAHMIO.
able
sntp anycast client enable PaspewunTtb paboTy SNTP-KiMeHTam, NoaaepKMBaoLWUM MeTos,
{both | ipv4 | ipv6} PACCbIIKM NAKETOB, NO3BONAOLMIA NOCbIIATL AAHHbIE
—/3anpeweHo b6aunKaliemy yCTpOMCTBY U3 rpynnbl NosiyyaTenen.
no sntp anycast client ena- YCTaHOBUTb 3HAYEHME MO YMOMYAHMIO.
ble
sntp client poll timer sec- seconds: YcTaHoBUTL Bpemsa onpoca ana SNTP-cepsepa.

onds

no sntp client poll timer

(60...86400)/1024

YCTaHOBWUTb 3HaYeHue Nno YMONYaHUIO.

sntp client enable {fortygi-
gabitethernet fo_port |

tengigabitethernet te_port
| port-channel group | oob

PaspewunTtb paboTy SNTP-Kn1MeHTam, NoaaepKUBaoWMM MeToa,
PacCbIIKM NaKeToB, NO3BOAAIOLMI MOCLINATL AAHHbIE
6aunKaliemy ycTpOMCTBY U3 rpynnbl NosyyaTenen, a TakKe
wnpoKosewaTenbHbiM SNTP-kaneHTam ana Bbl6paHHOroO

| vlan vian_id} tl;O_poorr;t.: ((112‘2)' MHTepdeica.
:c?u _'(1 .1-18)" - noapobHoe onvcaHne nHTepdelicoB U3N0KEHO B pasaene
g .p. e «KoHourypauma nHtepdeiicos».
" vlan_id (1..4094)
no sntp client enable {for- YCTaHOBUTbL 3HaYEeHUE NO YMONYAHUIO.
L. /3anpeleHo

tygigabitethernet fo_port |

tengigabitethernet te_port

| port-channel group | oob

| vlan vian_id}

sntp unicast client enable PaspewunTtb paboTy ogHoaapecHbix SNTP-KnveHTOB.

no sntp unicast client ena- —/3anpeleHo YCTaHOBUTb 3HAaYEHWE NO YMONYAHUIO.

ble

sntp unicast client poll PaspelwnTb nocaeaosaTebHbI ONPOC 3a4aHHbIX O4HOAAPECHbIX
— /3anpeweHo SNTP-cepBepos.

no sntp unicast client poll

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

sntp server {ipv4_address |
ipv6_address |
ipv6_link_local_ad-
dress%{vlan {integer} | ch
{integer} | isatap {integer}
| {physical_port_name}} |
hostname} [poll] [priority
priority] [key keyid] [vrf
{vrf_name | all}]

priority: (0..255)/0
hostname: (1..158)
CMMBO/IOB;
keyid:
(1..4294967295);
vrf_name: (1..32)
CMMBOJIOB

3apatb agpec SNTP-cepsepa.

- priority — NpuYoOpUTET cepBepa: NPY YCI0BMUU PaBHbIX 3HAYEHUM
CTPaTyMOB CMHXPOHM3aLMA BpeMeHn ByAeT BbIMOJHATLCA C
cepeBepom, y KOToporo Hanbosibluee 3HaYeHe NPUOPUTET];
- ipv4_address — IPv4-agpec y3na cety;

- ipv6_address — IPv6-agpec y3na cetu;

- ipvbz-address — IPv6z-aapec y3na cetv ans ping.

dopmar agpeca ipv6_link_local_address%interface_name:
ipv6_link_local_address — nokanbHbliit IPv6-agpec KaHana;
interface_name — umsa ucxopawero nHtepdeiica 3agaertca B
cnepyolwem popmare: vlan {integer} | ch {integer} | isatap
{integer} | {physical_port_name}

- hostname — pomeHHOe UMSA y3na ceTu;

- poll — BKkntouaet onpoc;

- keyid — npeHTUOUKATOP KAtoYa;

- vrf_name — vma BMpPTyanbHOW 061aCTU MapLIpyTU3aL M.
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no sntp server Ypanutb cepsep 13 cnucka SNTP-cepsepos.
{ipv4_address | ipv6_ad-

dress | ipv6_link_local_ad-
dress%{vlan {integer} | ch
{integer} | isatap {integer}
| {physical_port_name}} |
hostname} [vrf {vrf_name |

all}]
ntp {server | peer} 3apatb agpec NTP-cepBepa Man 0f4HOPaAHIoOBOro y3na.
{ipv4_address | ipv6_ad- - ipv4_address — IPv4-agpec y3na cetu;

- ipv6_address — IPv6-agpec y3na cetu;
hostname: (1..158) - host{mme — AOMEHHOE UMS y3/1a CeTH;

- version — onpesenuntb BEPCUIO NPOTOKOAA ntp.
no ntp {server | peer} cnmeonos Yaanutb cepsep u3 cnucka NTP-cepsepos.
{ipv4_address | ipv6_ad-
dress | hostname}

dress | hostname} [version

version] version: (1..4)/4

clock dhcp timezone PaspewunTb NoNyYyeHne TakMX AaHHbIX KaK 4YacOBOW NOAC U leTHee
/3anpetiieo Bpems oT DHCP-cepsepa.
no clock dhcp timezone 3anpeTuTb NONyYEHNE TAaKUX AAaHHbIX KaK YaCOBOM MOAC U SIeTHee

spema ot DHCP-cepsepa.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

3anpoc KOMaHAHOM CTPOKM B peXMME KOHOUTYpauum nHTepdenca meeTt cneayowmnii BUua;:

console (config-if)#

Tabanua 64 — KomaHAabl 415 HACTPONKM CUCTEMHOIO BPEMEHU B peXUMeE KOHOUTypauum nHtepdeiica

3HayeHue/3HayeHue
o ymoa4aHuio
sntp client enable Pazpewntb paboTy SNTP-KAIMEHTY, KOTOPbIN NOAAEPKUBAET
MEeTOZ, PacCbl/IKM NAKeTOB, MO3BONAIOLLMIA NOCbINATL AaHHbIE
yCTpOMCTBY BAMNKaMWeMy U3 rpynnbl Noay4YaTenen, a Takke
wnpokosewatenbHomy SNTP-KAMeHTy Ha HacTpansaemom
nHtepoeiice (Ethernet, port-channel, VLAN).
no sntp client enable YCTaHOBWTb 3HAYEHME MO YMONYAHMUIO.

KomaHda Aelicmeue

—/3anpeleHo

[pumepbl 8b1M0AHEHUS KOMAHO

=  OT06pasnTb CUCTEMHOE BPEMSA, AaTY U AaHHbIe MO YaCOBOW 30HeE:

console# show clock detail

15:29:08 PDT (UTC-7) Jun 17 2009
Time source is SNTP

Time zone:
Acronym is PST
Offset is UTC-8

Summertime:

Acronym is PDT

Recurring every year.

Begins at first Sunday of April at 2:00.

CTaTyC npouecca CMHXpPOHU3aUMnN BpeMEHU OTO6pa)KaETCF| C NnomMouwbio AONO/THUTEZIbHOIO CMMBO1A
nepeg sHa4eHnem BpemeHu.
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[pumep:

*15:29:08 PDT(UTC-7) Jun 17 2009

Mcnonb3sytoTca cneayoume o603HauyeHns:

— TouKa (.) 03HauaeT, YTo BPEMSA AOCTOBEPHO, HO HET CUHXPOHM3aLUNUN ¢ cepBepom SNTP;
—  OTCYTCTBME CMMBOJIa O3HAYaET, YTO BPEMSA A0CTOBEPHO N CUHXPOHN3ALINA eCTb;
— 3Be304Ka (*) o3HayaeT, YTo Bpemsi He4OCTOBEPHO.

= 3a3paTb AaTy M BpeMA Ha CMCTeMHbIX Yacax: 7 mapTa 2009 roga, 13:32
console# clock set 13:32:00 7 Mar 2009

=  OT1obpa3nTb cTaTyc NpoToKosia SNTP:

console# show sntp status

Clock is synchronized, stratum 3, reference is 10.10.10.1, unicast

Unicast servers:

Server : 10.10.10.1
Source : Static
Stratum 0 3
Status :oup
Last Response : 10:37:38.0 UTC Jun 22 2016
Offset : 1040.1794181 mSec
Delay : 0 mSec

Anycast server:

Broadcast:

B npumepe Bbille CUCTEMHOE BPemMs CUMHXPOHM3MpoBaHO oT cepeepa 10.10.10.1, nocnegHwnin otset
nonydveH B 10:37:38, HecoBnageHWe CUCTEMHOIO BPeMeHU C BpemeHeMm Ha cepsepe coctasmno 1.04 c.

= YKasaTb ntp-server:

console (config) #clock source ntp
console (config) #ntp server 10.10.10.1

= YKasaTb ntp-peer:

console (config) #clock source ntp
console (config) #ntp peer 10.10.10.1

= YKasaTtb sntp-server gna unicast—pe)ﬂmma:

console (config) #clock source sntp

console (config) #sntp client poll timer 60
console (config) #sntp unicast client enable
console (config) #sntp unicast client poll
console (config) #sntp server 10.10.10.1 poll
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Ona NTP-knuneHTa B Bepcusax Huxe 4.0.23.1 gonyctuma cneayrowas KoHouUrypaums:

console (config) #clock source ntp
console (config) #sntp server <IP-azmpec> poll

HauunHan c Bepcum 4.0.23.1 KoHourypauma NTP-kanmeHTa M3meHeHa B CBA3M C NOIHOM NOAAEPKKOM

npoTtokona NTP:

console (config) #clock source ntp
console (config) #ntp server <IP-ampec> poll

5.9 KoHdurypaumsa spemeHHbIX MHTepBanoBs time-range

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

Bua 3anpoca KomaHAHOW CTPOKU B pexknume rn106asibHOM KoHUrypauuu:

console (config) #

Tabnnua 65 — KomaHapbl pexunma rnobanbHon KoHOUrypaumm

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuo

Aelicmeue

time-range time_name

no time-range time_name

time_name: (0..32)
cumBona

Co3paTtb time_range v BXog, B peXKUM KOHPUTypaLMM BpeMEHHbIX
WHTEpBanoB.
- time_name — uma npoduna HacTpoekK time_range.

YaanuTb BpeMeEHHOM UHTepBa.

KomaHObI pexcuma KoHgu2ypayuu spemMeHHbIX UHMepsasos

console# configure

console (config)# time-range range name
console (config-time-range) #

Tabnnua 66 — KomaHabl pexkmma KoHGUrypauum BpeMeHHOro MHTepBana

no absolute {end | start}

month: (jan..dec);
year: (2000..2097)

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuro
absolute {end | start} hh:mm hh: (0..23); 3apaTb Havano v (Mnu) KoHel, BpEMEHHOTO MHTepBana B popmaTe:
date month year mm: (0..59); Yyac: MUHYTa AeHb MecAL, roA.
date: (1..31); YaanuTb BpeMeHHOM UHTepBan.

{all | weekday}

periodic list hh:mm to hh:mm

no periodic list hh:mm to
hh:mm {all | weekday}

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3afaTb BPEMEHHOMN MHTEePBas B TEYEHUE OAHOTO M3 AHEN Heaenu
WIN KaXKA0ro AHA Hedenu.

YaanuTb BpeMeHHOM MHTepBa.

periodic weekday hh:mm to
weekday hh:mm

no periodic weekday hh:mm
to weekday hh:mm

hh: (0..23);
mm: (0..59);
weekday: (mon...sun)

3apaTb BpeMeHHOﬁ WUHTEepPBan B TedeHne Heaenu.

Yaanutb BpemMeHHOM uHTepBan.

KomaHObI pexcuma KoHgu2ypauyuu uHmepagelicos Ethernet u Port-Channel

Bua 3anpoca KOMaHAHOM CTPOKM B pexknume KoHbUrypaummn nHtepodeicos:

console (config-if)#
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Tabnmua 67 — KomaHabl pexkmuma KoHpurypaumm nHtepoeiicos Ethernet n Port-Channel

Komanda 3HavyeHue/3HayeHue Leiicmeue
no ymoa4YaHuro
operation time time_name 3apatb time-range, onpeaensaowmii BDEMEHHOM MHTEPBAN, B KO-
time_name: (0..32) Topom nHTepdeic byaeT HaxoauTbea B cocToAaHuM Up.
cMmBOAa - time_name — ums npoduna HacTpoek time-range.
no operation time Y8anuTb BpemMeHHON nHTepBsan.

5.10 KoHdwurypauua untepoeicos n VLAN

5.10.1 NMapamempeol Ethernet-unmepdelicos, Port-Channel- u Loopback-unmepdgpeiicos

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos)

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range
{..} | loopback lIloopback id}

console (config-if) #

[aHHbIA pexXuMm [OCTyneH M3 peXuma KOHPUrypaummn u npegHasHayeH AAA 3afaHUA NapameTpos
KOHOUrypaumm nHtepdeiica (nopta KOMMyTaTopa MK rPynnbl MOPTOB, PaboTaloWwmX B PeXKMME pasaeneHus
Harpysku), inbo amManasoHa MHTepdencos.

Bbibop nHTEpdeinca ocywecTBAAETCA NPYU NOMOLLM KOMaHA,:

Ona MES5324

Tabnunua 68 — KomaHabl Bbibopa uHTepdelica ana MES5324

Komanda Ha3HayeHue
interface fortygigabitethernet fo_port AnA HacTpoikn 40G-nHTepdeiicos
interface tengigabitethernet te_port AnA HacTpoikn 10G-nHTepdeiicos
interface gigabitethernet gi_port ANA HAacTponkn 1G-uHTepdeiicos
interface port-channel group 015 HAaCTPOMKM rpynn KaHanos
interface oob A7 HACTPOMKM MHTepdeica ynpasaeHnn
interface loopback loopback_id 017 HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:

— group — NOpAAKOBbIN HOMep rpynnbl, obLee KONMYECTBO cornacHo Tabaumue 9 (cTpoKka «Arperaums
KaHanos (LAG)»);

— fo_port — nopaakosblii Homep 40G-uHTepdelica, 3agaetca 8 suae: 1..8/0/1..4;

— te_port — nopsaakosblii Homep 10G-nHTepdeliica, 3agaertca 8 suae: 1..8/0/1..24;

— gi_port — nopsaaxosbin Homep 1G-nHTepdeiica, 3agaetca B8 suae: 1..8/0/1;

— loopback_id — nopagakoBblii HOMepP BUPTYanbHOro MHTepdelica, obliee KONNYECTBO cOrnacHo Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ana MES3324F, MES3324, MES2324, MES2324B, MES2324P, MES2324P ACW, MES2324F, MES2324FB

Tabnnua 69 — KomaHabl Bblbopa nHTepdeica gna MES3324F, MES3324, MES2324, MES2324B, MES2324P,
MES2324P ACW, MES2324F, MES2324FB

KomaHOoa Ha3HnayeHue
interface tengigabitethernet te_port A1A HacTpoikn 10G-nHTepdeiicos
interface gigabitethernet gi_port O1A HACcTpoMnKM 1G-uHTepdeincos
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interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface oob

DO HAaCTPOWKKM nHTepdelica ynpasneHusa (MHTepdelic ynpasne-
HWUA MPUCYTCTBYET HE Ha BCEX KOMMYyTaTopax)

interface loopback loopback_id

019 HAaCTPOMKM BUPTYanbHbIX MHTepdencos

roe:

— group — NopAAKOBbIA HOMep rpynnbl, obliee KoAMYecTBO cornacHo Tabaumue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopsaakosbli Homep 10G-uHTepdelica, 3agaetca B suae: 1..8/0/1.. 4;

— gi_port — nopaaxosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..24;

— loopback_id — nopagKosbll HOMep BUPTYanbHOrO UHTepdelica, obliee KOANYECTBO COrnacHo Tab-
nvue 9 (ctpoka «Konnuectso BUpTyanbHbix Loopback-nHtepdericos»).

Ona MES2348B, MES3348, MES3348F

Tabnnua 70 — KomaHabl Bbibopa uHTepdelica ana MES2348B, MES3348, MES3348F

KomaHoa

Ha3sHauyeHue

interface tengigabitethernet te_port

AnA HacTpoikn 10G-nHTepdeiicos

interface gigabitethernet gi_port

ANA HAacTponkn 1G-uHTepdeiicos

interface port-channel group

[ONA HAaCTPOMKM rpynn KaHanoB

interface loopback /oopback_id

ON1A HAaCTPOMKN BUPTYaNibHbIX MHTEpdelicoB

roe:

— group — NoOpAAKOBbIA HOMEpP rpynnbl, obliee KoaMYecTBO cornacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopagkosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaakosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..48;

— loopback _id — nopsagKoBbii HOMep BUPTYyanbHOro MHTepdelica, obliee KOJMYECTBO COrlacHO Tab-
mue 9 (cTpoka «Konnyecteo BUpTyanbHbix Loopback-uHtepdeiicos»).

Ana MES3316F

Tabnunua 71 — KomaHab! Bbibopa uHTepdelica ana MES3316F

KomaHoa

Ha3sHauyeHue

interface tengigabitethernet te_port

ons HacTpoliku 10G-uHTepdelicos

interface gigabitethernet gi_port

O1A HACTpoMKKM 1G-uHTepdeincos

interface port-channel group

AN HAaCTPOWKM rpynn KaHaios

interface oob

ON1A HAcTPOMKM UHTepdelica ynpasneHua (MHTepoelic ynpasne-
HWUA NPUCYTCTBYET HE HA BCEX KOMMYTaTOpax)

interface loopback /oopback_id

ONA HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:

— group — nopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBO cornacHo Tabaumue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopsaakosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaaKosblii Homep 1G-uHTepodelica, 3agaetca 8 suge: 1..8/0/1..16;

— loopback_id — nopagkoBblit HOMep BUPTYasibHOrO MHTepdelica, obliee KOMYECTBO COrnacHoO Tab-
nuvue 9 (cTpoKa «Konunuectso BupTyanbHbix Loopback-nHtepdeiicos»).
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Ona MES3308F

Tabnnua 72 — KomaHgb! Bbibopa nHTepdelica ana MES3308F

KomaHoa

Ha3HnayeHue

interface tengigabitethernet te_port

ona HacTtpolikm 10G-uHTepdelicos

interface gigabitethernet gi_port

018 HacTpolikn 1G-nHTepdeicos

interface port-channel group

AN HAaCTPOWKM rpynn KaHanoB

interface oob

O HACTPOWKKM nHTepdelica ynpasneHusa (MHTepdelic ynpasne-
HUA NPUCYTCTBYET HE Ha BCEX KOMMYyTaTOpax)

interface loopback loopback_id

019 HAaCTPOMKM BUPTYanbHbIX MHTepdeicos

roe:

— group — NopAAKOBbIA HOMep rpynnbl, obliee KoAMYecTBO cornacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— te_port — nopagkosbii Homep 10G-uHTepdelica, 3agaerca 8 suae: 1..8/0/1.. 4;

— gi_port — nopaakosbin Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1..8/0/1..8;

— loopback id — nopsagKkoBbii HOMep BMPTYyasibHOIro UHTepdelica, obliee KoMYeCcTBO COrlacHO Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

Ona MES2328I

Tabnunua 73 — KomaHabl Bbibopa uHTepdelica ana MES2328I

KomaHoa

HasHauyeHue

interface tengigabitethernet te_port

AnA HacTpoikn 10G-nHTepdeiicos

interface gigabitethernet gi_port

ANA HAacTponkn 1G-uHTepdeiicos

interface port-channel group

[ONA HAaCTPOWMKM rpynn KaHaoB

interface oob

O HAaCTPOWKKM nHTepdelica ynpasneHusa (MHTepdelic ynpasne-
HWMA NPUCYTCTBYET HE Ha BCEX KOMMYTaTOpPaXx)

interface loopback loopback_id

[O/1A HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:

— group — nopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBo cornacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopsaaxosbiit Homep 1G-nHTepdeiica, 3aaaetca 8 suge: 1..8/0/1..28;
— loopback_id — nopapKoBblit HOMepP BUPTYaNnbHOro MHTepdelica, obliee KOANMYECTBO COMACHO Tab-
nvue 9 (cTpoka «Konnuectso BupTyanbHbix Loopback-nHtepdeiicos»).

Ana MES2308 n MES2308P

Tabnnua 74 — KomaHgbl Bblbopa nHTepdelica ana MES2308, MES2308P

KomaHoa

Ha3sHauyeHue

interface gigabitethernet gi_port

O1A HACcTpoMnKM 1G-uHTepdeincos

interface port-channel group

[NA HACTPOMKM rpynn KaHanos

interface loopback /oopback_id

[OJ/15 HACTPOMKM BUPTYabHbIX MHTEpdencos

roe:

— group — nopAAaKoBbIA HOMep rpynnbl, obliee KoAMYecTBo cornacHo Tabaunue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopsaaxosbit Homep 1G-nHTepdeiica, 3aaaetca 8 suge: 1..8/0/1..12;
— loopback_id — nopaakoBblii HOMeEP BUPTYanbHOro MHTepdeica, obliiee KOANMYEeCTBO COrnacHo Tab-
nnue 9 (ctpoka «Konnuectso BupTyanbHbix Loopback-uHtepdelicos»).
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Ona MES2308R

Tabnnua 75 — KomaHgb! Bbibopa uHTepdelica ana MES2308R

Komanda HasHayeHue
interface gigabitethernet gi_port ANA HAacTponkn 1G-nHtepdeicos
interface port-channel group [O151 HACTPOMKM TPYNn KaHanos
interface loopback /oopback_id DO HACTPOMKM BUPTYaNbHbIX MHTEpdencos

rae:
— group — NoOpPAZKOBbIA HOMEP rpynnbl, obliee KoaMYecTBo coriacHo Tabauue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopsakosblit Homep 1G-nHTepdeiica, 3agaetca B8 euge: 1..8/0/1..10;

— loopback_id — nopaakoBblit HOMep BUPTYasbHOro MHTepdenca, oblLiee KOMYecTBo CornacHo Tab-
nnue 9 (ctpoka «Konunuectso BUpTyanbHbix Loopback-uHtepdelicos»).

Ana MES3508 n MES3508P

Tabnuua 76 — KomaHapl Bbibopa nHtepdeinca ana MES3508 n MES3508P

Komanxda HasHavyeHue
interface gigabitethernet gi_port 018 HacTpoliku 1G-nHTepdeicos
interface port-channel group O HACTPOMKM TPynn KaHanos
interface loopback /oopback_id 015 HACTPOMKM BUPTYaNbHbIX MHTEpdeincos

roe:
— group — nNopAAKoBbIA HOMep rpynnbl, obliee KoAMYecTBO cornacHo Tabaumue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopsaaxosbit Homep 1G-nHTepdeiica, 3agaetca B suge: 1/0/1..10;

— loopback_id — nopapKoBblit HOMepP BUPTYanbHOro MHTepdelica, obuiee KONMYECTBO COrNAcHO Tab-
nvue 9 (ctpoka «Konnuectso BupTyanbHbix Loopback-nHtepdeiicos»).

[ina MES3510P

Tabnuua 77 — KomaHgbl Bbibopa nHtepdeiica gna MES3510P

Komanxda HasHavyeHue
interface gigabitethernet gi_port O1A HACTpoMnKM 1G-uHTepdencos
interface port-channel group [O1A HAaCTPOMKM rpynn KaHano.
interface loopback loopback_id 017 HAaCTPOMKM BUPTYaNbHbIX MHTEpdelicoB

roe:
— group — nopAAaKoBbIA HOMep rpynnbl, obliee KoAMYecTBo cornacHo Tabaumue 9 (cTpoka «Arperaums

KaHanos (LAG)»);

— gi_port — nopsaaxosbit Homep 1G-nHTepdeiica, 3agaetca 8 suge: 1/0/1..12;

— loopback_id — nopaakoBblit HOMep BUPTYanbHOro MHTepderica, obliee KONMYECTBO COrnacHo Tab-
nnue 9 (ctpoka «Konunuectso BupTyanbHbix Loopback-uHtepdelicos»).

3anucb nHtepdeiica

1..8/0/1..N

HOMEep YCTPOICTBA B CTEKE HOMep c/0Ta Homep nHTepdelica
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KomaHgbl, BBeOeHHble B peMMe KOHPUrypauum uHTepdeica, NPUMEHAITCA K BblIOpaHHOMY
nHTepdelicy.

Huyke npuBegeHbl KOMaHAbl 417 BXO4A@ B PEXMMM HaCTpolKu aecsaToro Ethernet-uHtepdeiica (ans
MES5324) nepBoro ycTpoicTea B CTeKe M BXO4a B PEKMM HAaCTPOMKM Fpynnbl KaHanos 1.

console# configure

console (config) # interface tengigabitethernet 1/0/10
console (config-if) #

console# configure

console (config) # interface port-channel I

console (config-if) #

Bblbop AManasoHa MHTepPENCOB OCyLLECTBAAETCSA NMPU MOMOLLM KOMaHA,:

— interface range fortygigabitethernet portlist — nna HacTpoiku gmnanasoHa fortygigabitether-
net-nHTepdencos;

— interface range tengigabitethernet portlist — gna HacTpoliku ananasoHa tengigabitether-
net-nHtepdencos;

— interface range gigabitethernet portlist — pna HacTpoku amanasoHa gigabitethernet-
UHTepdelcos;

— interface range port-channel grouplist — ana HacTpoWku gManasoHa rpynn NopToB.

KomaHapl, BBeZleHHble B JaHHOM peXume, MPUMEHSAIOTCA K BbiIbDpaHHOMY AMana3oHy MHTepdencos.

Huke npuBeaeHbl KOMaHAbl 415 BXO4A B PEXUM HacTpOMKKM gmanasoHa Ethernet-untepdeiicos ¢ 1 no
10 (ans MES5324) u ona Bxoaa B peXXMM HACTPOMKM BCex rpynn nopToB.

console# configure
console (config) # interface range tengigabitethernet 1,/0/1-10
console (config-if) #

console# configure

console (config) # interface range port-channel 1-8
console (config-if) #

Tabnnua 78 — KomaHabl pexkuma KoHourypauum nHtepdelicos Ethernet u Port-Channel

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymMmon4aHuio
shutdown BbIKNt0UNTb KOHUTrYpUpyembln HTepdelic (Ethernet, port-
—/BKAIOYEH channel).
no shutdown BKtOUNTL KOHOUTYpUPYEeMbI MHTepdENC.
description descr descr: (1..64) [o6aBuTb onncaHme nHTepoeiica (Ethernet, port-channel).
na description cumsonos/Het Yaanutb onucaHue nHtepdelica.
onucaHua
speed mode mode: (10, 100, 1000, 3apaTb CKOPOCTb Nepenayun gaHHbix (Ethernet).
no speed 10000) YCTaHOBUTL 3HAYEHME MO YMONYAHMIO.
duplex mode 3agaTb pexum gynnekca uHtepoeiica (nonHoaynaekcHoe
mode: (full, half)/full coeamHeHue, NoNyaynaeKkcHoe coeamHeHue, Ethernet).
no duplex YCTaHOBWTb 3HAYEHME N0 YMONYAHMIO.
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unidirectional send-only

no unidirectional

—/BbIK/OYEHO

BK/IIO4MTb NOPT, OCHALWLEHHbIN ABYHaNpPaBieHHbIMU
npuemonepesaTymkamu, B PEXKMM OLHOHaNPaBAEHHOM
nepegauu.

V Tonbko gnsa MES3508, MES3508P.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHUIO.

negotiation [capl
[cap2...cap5]]

no negotiation

cap: (10f, 10h, 100f,
100h, 1000f, 10000f)

BK/1OUMTb aBTOCOrIaCOBAHMWE A/ CKOPOCTU U AynieKca Ha
HacTpanBaemom uHTepoderice. MoXKHO yKasaTb onpeaeneHHble
COBMECTUMOCTM NapameTpa aBTOCOr1aCoBaHMWA, eCv NapameTpbl
He 3a4aHbl, TO noaAepKuBatoTca Bce coemectumoctu (Ethernet,
port-channel).

BbIK/HOYMTL aBTOCOMNACOBaHME 4/19 CKOPOCTU U AynaeKca Ha
HacTpanBaemom MHTepodeiice.

negotiation bypass

no negotiation bypass

—/BKAOYEHO

BbIKNOUMTL NPONYCK NpoLLeAypbl aBTOCOINAaCOBaHMSA, eCn
napTHep Ha BCTPEYHOWN CTOPOHE He OTBeYaeT.

BK/1OUMTb NpONYCK NpoLeAypbl aBTOCOINAaCoOBaHMWA, €CU NapTHEP
Ha BCTPEYHOM CTOPOHE He OTBEYaeT.

flowcontrol mode

mode: (on, off,

3agaTtb pexxum ynpasneHua notokom flowcontrol (BkoUMT,
OTK/IOYUTb MW aBTOCOIIacOBaHNe). ABTOCOr1acoBaHue
flowcontrol paboTaeT ToNbKO B Cyyae, eCv pexrmum

auto)/off aBTOCOrNacoBaHuA negotiation BKAOYEH Ha HacTpaMBaemom
nHTepodeiice (Ethernet, port-channel).
no flowcontrol OTKNIOYUTD PEXUM YNpaBaeHUA NOTOKOM.
back-pressure BKAOUUTL PYHKLMIO «0OpaTHOrO AABAEHUA» Ha HAacTpaMBaeMom
uHtepdeiice (Ethernet).
—/BbIKAOYEH

no back-pressure

BbIKNOUNTL QYHKUMIO «0BPATHOrO AaBAEHUA» HA HACTPaMBaeMoM
MHTepodeiice.

load-average period

no load-average

period: (5..300)/15

YCTaHOBWTb Neproga, B TEUEHME KOTOPOro cObUpaeTcs CTaTUCTUKA
0 Harpyske Ha uHTepoeiice.
V‘ Mpu 3TOM UHTEpBan pacyéTa CYETUMKOB He
M3MeHAeTcA.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

media-type {force-fiber |
force-copper | prefer-fiber}
[auto-failover]

no media-type

—/prefer-fiber

Bbi6paTb TN KOMBO-NOPTA B KAYECTBE OCHOBHOIO HOCUTENSA.
-force-fiber — paspelueHa akTMBHOCTb TO/IbKO ONTUYECKOM YacTH
KOMb0-nopTa;

-force-copper — paspelleHa aKTMBHOCTb TO/IbKO MeZHOM YacTu
KOMb0-nopTa;

-prefer-fiber — npenmyLLecTBo onTMYECKOro MHKa.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

mtu size YCTaHOBUTb 3HaUeHWe maximum transmission unit (MTU)
V Hactpoiika MTU He pa6oTaeT ana TpaH3UTHOro TpaduKa.
size: (128..1500)/1500
6anT HacTpoiika npumeHseTca nocne nepesarpysku
yCTpoOWcTBa.
no mtu YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
snmp trap link-status BkntounTtb otnpaBky SNMP trap-coobuieHuii 0 cocTofaHUM
—/BKNOYEHO NHTEPdENCHBIX IMHKOB.
no snmp trap link-status OTKAtounTb oTnpaBky SNMP trap-coobLueHnii.
hardware profile portmode MepeKkntounTb pexkum noptos XLG1-XLG4.
{1x40g | 4x10g} KomaHpa AocTynHa ToNbKo ANA NopToB
—/1x40g V fortygigabitethernet ycrpoiictea MES5324.

HacTpoiika npumeHseTcsa nocsie nepesarpysku
yCTpOicTBa.
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feccl74

—/BbIKAOYEH

fec off

BKOUYNTL perrMM NpPAMOI KoppeKLmm owmnbok cl74 Ha
HacTpanBaemom uHTepdeiice (XLG1-XLG4).

Y

V‘ KomaHaa HepoCTynHa ANA CTEKOBbIX IMHKOB.

KomaHaa AOCTynHa TONbKO ANA NOPTOB
fortygigabitethernet ycrpoiictea MES5324.

OTKNOUUTD PEXKMM NPAMOI KOPPEKLMM OLLINBOK.

ip tcp adjust-mss value

value:
(500..1460)/1460 6aiit

no ip tcp adjust-mss

HasHauutb pumsunyeckomy nHtepodeiicy Ethernet pasmep TCP
Maximum segment size.
’ WUcnonb3ayetca npu Hanuuum IP address Ha untepdeiice.

YCTaHOBWUTb 3HAYeHME NO YMO/I4aHUIO.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU B pexknume r1ob6asibHOMN KoHdUrypaumm:

console (config) #

Tabnmua 79 — KomaHabl pexxmma obLmx HacTpoek nHtepdeica Ethernet n Port-Channel

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

port jumbo-frame

—/3anpeLuyeHo

Pa3spewntb KommyTaTOpy paboTaTb € Kagpamu 601bLIOTO
pasmepa.
V' 3HaueHne maximum transmission unit (MTU) no
ymonuaHuio 1500 6air.

HacTtpoiika BCTYNMT B CUAY TONbKO NOC/Ae nepesarpysku

ycTpoicTBa.
3HaueHne maximum transmission unit (MTU) npu
V HacTpoiike port jumbo-frame 10240 6aiiT.
no port jumbo-frame 3anpetTuTb KOMMyTaTOpPYy paboTaTh € Kagpamu 60/1bLIOTO
pa3smepa.
errdisable recovery cause BKNIOUMTL aBTOMATMYECKYHO aKTUBALMIO MHTepdelica nocne ero
{all | loopack-detection | OTKNIOYEHMA B CNEAYIOWMNX CNyYanX:
port-security | dotlx-src- - loopback-detection — o6HapyxeHue neTens;
address | acl-deny | stp- - port-security — HapyleHne 6e3onacHOCTM AnA port security;
bpdu-guard | stp-loopback- - dotlx-src-address — HenpoxoxaeHne ayTeHTUdUKauum,
guard | unidirectional-link OCHOBaHHOM Ha MAC-agpecax nosb3osaTesei;
| storm-control | link- - acl-deny — HecooTBeTcTBME cnnckam gocTyna (ACL);
flapping | 12pt-guard | pvst - stp-bpdu-guard — aktnsaums 3awmtel BPDU Guard (nepegaya
| vpc | arp-inspection | HecaHKLMOHWPOBaHHOIo naketa BPDU yepes nHTepdeiic);
dhcp-rate-limit} —/3anpelyeHo - stp-loopback-guard — o6Hapy:xeHue netenb npotokosom STP;
link- - udld — aktuBauwms 3awmTbl UDLD;
flapping/paspelueHo - storm-control — 3awuTa OT «lWTOPMa» ANA Pa3IMYHOrO

TpadukKa;

- link-flapping — dnannuHr nMHKa;

- 12pt-guard — npesbilweHne KonnMyecTBa BXOAALMX NaKeToB
dyHKuum L2PT;

- pvst — owmnbKM npoTtokona PVST;

- vpc — ownbKM npotokona VPC;

- arp-inspection — own6KKM KOHTPOIA NpoToKoa ARP;

- dhcp-rate-limit — npeBbilweHne KonmyecTsa NpuHATbIX DHCP-
nakeToB Ha MOPTY.
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no errdisable recovery YCTaHOBUTb 3HaYEHME MO YMOIYaHUIO.
cause {all |
loopack-detection |
port-security |
dotlx-src-address |
acl-deny | stp-bpdu-guard |
stp-loopback-guard | udid |
storm-control |

link-flapping}
errdisable recovery interval q YCTaHOBWTb BPpEMEHHOW MHTEPBaN A/19 aBTOMATUYECKOro
seconds: .
seconds NOBTOPHOTO BK/AOYEHUA HTepdeiica.
- (30..86400)/300
no errdisable recovery cekyHa YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
interval

default interface [range]
{gigabitethernet gi_port |
fastethernet fa_port |
port-channel group |
loopback loopback_id}

C6pocnTb HACTPOMKK MHTepdeirca nam rpynnbl UHTEPGENCOB Ha

gi_port: (1..8/0/1..28);
3HaYeHuA, YCTaHOB/IEHHbIE MO YMONYAHMUIO.

fa_port: (1..8/0/1..24);
group: (1..48);
loopback_id: (1..64)

KomaHOobl pexcuma EXEC

Bua 3anpoca KomaHAHON CTPOKM B pexxunme EXEC:

console#

Tabanuya 80 — KomaHab! pexkmma EXEC

3HayeHue/3HayeHue
no ymon4aHuio
clear counters — C6poCcnTb CTaTUCTUKY ANA BCeX MHTepdeicos.

KomaHda Aeiicmeue

clear counters {oob | giga- C6pocuTb CTaTUCTMKY AN MHTepdeiica.
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id}

set interface active {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

show interfaces {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

AKTMBMpOBaTb NopT MK rpynny NOPTOB, BbIKNKYEHHbIX KOMaHAOVI

gi_port: (1..8/0/1..48); shutdown

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

MoKasaTb CBOAHYIO MHPOPMALMIO O COCTOAHUM, HACTPOMKE U

gi_port: (1..8/0/1..48); CTaTUCTMKe nopra.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

port-channel group} group: (1..48)

show interfaces configura- MoKa3aTb KoHbUIrypaumio nHTepdencos.
tion {oob | gigabitethernet gi_port: (1..8/0/1..48);

gi_port | tengigabitether- te_port: (1..8/0/1..24);

net te_port | fortygiga- fo_port: (1..8/0/1..4);

bitethernet fo_port | port- group: (1..48)

channel group | detailed}

show interfaces status — MoKa3aTb cOCTOAHUE BCeX MHTepdencos.
show interfaces status {oob Moka3saTtb cocToaHue Ethernet-nopTa, rpynnbl NopTos.
| gigabitethernet gi_port | gi_port: (1..8/0/1..48);

tengigabitethernet te_port te_port: (1..8/0/1..24);

| fortygigabitethernet fo_port: (1..8/0/1..4);

fo_port | port-channel group: (1..48)

group | detailed}
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show interfaces advertise

MoKasaTb MapamMeTpbl aBTOCOr/1IacoBaHNA, 06bABAEHHbIE 417 BCEX
MHTepdencos.

show interfaces advertise
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb NapamMeTpbl aBTOCOIaCcoOBaHUA, 06bABEHHbIE A5
Ethernet-nopTa, rpynnbl nopTos.

show interfaces description

MoKasaTb onncaHua Bcex MHTepdencos.

show interfaces description
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | detailed}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTtb onucaHue Ethernet-nopTa, rpynnol nopTos.

show interfaces counters

MoKasaTb CTaTUCTUKY AR BCeX UHTepdelicoB.

show interfaces counters
{oob | gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port | port-
channel group | vlan
vlan_id | detailed}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
vlan_id: (1..4094)

MoKasaTb CTaTUCTUKY ANA UHTepdelica.

show interfaces utilization

MoKasaTb CTaTUCTUKY MO HarpysKe 415 BCex nHTepdeincos.

show interfaces utilization
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTb cTaTUCTUKY NO Harpy3ke ansa Ethernet-nuHtepdelica.

show interfaces mtu {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id | loopback loop-
back_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
loopback-id: (1..64);
vlan_id: (1..4094)

MokasaTtb HacTpoliky MTU ans untepdeliica.

show ports jumbo-frame

MoKa3aTb HacTpoliKy jumbo-frames B KommyTaTope.

show errdisable recovery

MoKa3aTb HAaCTPOMKM AN aBTOMATUYECKOM NOBTOPHOM aKTUBALUK
nopra.

show errdisable interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

MNokasaTtb NPUYMNHY OTKIKOYEHMA NOPTa, rpynnbl NOPTOB U
COCTOAAHWE aBTOMATUYECKOM aKTuBauun.

show hardware profile
portmode

MNoka3saTb pexum noptos XLG1-XLG4.

V' KomaHaa pgocrynHa TonbKo ana MES5324.

[Mpumepbl 8b1NOAHEHUA KOMAHO

= [lokasaTb cOCTOAHME MHTEPDENCOB:

console# show interfaces status

Flow Link Uptime Back
Mdix
Port Type Duplex Speed Neg ctrl State (d,h:m:s) Pressure
Mode Port Mode
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gil/0/1 1G-Copper -- -- -- -- Down -= --
-= Access
gil/0/2 1G-Copper -- -- -- -- Down -= --
- Access
gil/0/3 1G-Copper - - - -— Down - -
- Access
gil/0/4 1G-Copper - - - -— Down - -
- Access
gil/0/5 1G-Copper - - - -— Down - -
- Access
gil/0/6 1G-Copper - - - -— Down - -
- Access
gil/0/7 1G-Copper - - - -— Down - -
- Access
gil/0/8 1G-Copper - - - -— Down - -
- Access
gil/0/9 1G-Copper - - - -— Down - -
- Access
gil/0/10 1G-Copper - - —— -- Down —= -
- Access
gil/0/11 1G-Copper - - —— -- Down —= -
- Access
gil/0/12 1G-Copper - - —— -- Down —= -
- Access
gil/0/13 1G-Copper - - —— -- Down —= -
- Access
gil/0/14 1G-Copper - - —— -- Down —= -
- Access
gil/0/15 1G-Copper - - - -- Down -- -
-= Access
gil/0/16 1G-Copper - - - -- Down -- -
-= Access
gil/0/17 1G-Copper -- -- -- -- Down -= --
-= Access
gil/0/18 1G-Copper -- -- - -- Down -- -—
- Access
gil/0/19 1G-Copper -- -- - --  Down -- -—
- Access
gil/0/20 1G-Copper -- -- - --  Down -- -—
- Access
gil/0/21 1G-Copper -- -- -- -- Down -= --
- Access
gil/0/22 1G-Copper -- -- -- -- Down -= --
- Access
gil/0/23 1G-Copper -- -- - -- Down -- -—
- Access
gil/0/24 1G-Copper -- -- -- -- Down -= --
- Access
tel/0/1 10G-Fiber Full 10000 Disabled Off Up 00,04:37:36 Disabled
Off Trunk
tel/0/2 10G-Fiber Full 10000 Disabled Off Up 00,04:37:10 Disabled
Off Trunk
tel/0/3 10G-Fiber -- -- -— --  Down -- -
-- Access
tel/0/4 10G-Fiber --= --= -= -— Down -= -=
-— Access
Flow Link

Ch Type Duplex Speed Neg control State
Pol -- -- -- -- Not Present
Po2 -— - - -— Not Present
Po3 -- -= -= -- Not Present
Po4 -— - - -— Not Present
Po5 -- -- -- -- Not Present
Po6 -= -= -= -= Not Present
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Po7 -= -= -= -= -= Not Present
Po8 - - - - -— Not Present
Po9 — - - -— -= Not Present
Pol0 - - - - -— Not Present
Poll — - - -— -= Not Present
Pol2 — - - -— -= Not Present
Pol3 - - - - -— Not Present
Pol4d — - - -— -= Not Present
Polb -= - - - -= Not Present
Polb - - - - -— Not Present

MoKasaTb CBOAHYI MHPOPMALMI0O O COCTOAHUK, HACTPOMKe U cTatucTuke Ethernet-nopra (pexum
0OTOOPaAXKEHWNA CTAaTUCTUKK KnaccuburKaumm TpaduKa):

console# show interfaces TengigabitEthernet 1/0/1

tengigabitethernetl/0/1 is down (not connected)
Interface index is 1
Hardware is tengigabitethernet, MAC address is a8:£9:4b:£fd:00:41
Description: ME5100 erl 17.161 te 0/0/1
Interface MTU is 9000
Link is down for 0 days, 0 hours, 3 minutes and 28 seconds
Flow control is off, MDIX mode is off
15 second input rate is 0 Kbit/s
15 second output rate is 0 Kbit/s
0 packets input, 0 bytes received
broadcasts, 0 multicasts
input errors, 0 FCS, 0 alignment
oversize, 0 internal MAC
pause frames received
packets output, 0 bytes sent
broadcasts, 0 multicasts
output errors, 0 collisions
excessive collisions, 0 late collisions
pause frames transmitted
symbol errors, 0 carrier, 0 SQE test error
Output queues: (queue #: packets passed/packets dropped)
1: 0/0
0/0
0/0
0/0
0/0
0/0
0/0
0/0

O OO OO0 Oo0ooOo

O J oy Ul b WN

= [loKasaTb NapameTpbl aBTOCOMNacOBaHUA:

console# show interfaces advertise

Port Type Neg Preferred Operational Link Advertisement
tel/0/1 10G-Fiber Disabled -- --
tel/0/2 10G-Fiber Disabled - -
tel/0/3 10G-Fiber Disabled -- -
tel/0/4 10G-Fiber Disabled - -

fol/0/3 40G-Fiber Disabled - -
fol/0/4 40G-Fiber Disabled -= --
gil/0/1 1G-Copper Enabled Slave --

Pol -= Enabled Slave -=
Po2 —-= Enabled Slave -
Po8 -= Enabled Slave -=
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Oob Type Neg Operational Link Advertisement
oob 1G-Copper Enabled 1000f, 100f, 100h, 10f, 10h
= [loKasaTb CTAaTUCTUKY MO UHTepdencam:
console# show interfaces counters
Port InUcastPkts InMcastPkts InBcastPkts InOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 2 0 2176
tel/0/7 0 1 0 4160
tel/0/8 0 0 0 0
Port OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
tel/0/1 0 0 0 0
tel/0/2 0 0 0 0
tel/0/3 0 0 0 0
tel/0/4 0 0 0 0
tel/0/5 0 0 0 0
tel/0/6 0 545 83 62186
tel/0/7 0 1424 216 164048
tel/0/8 0 0 0 0
tel/0/9 0 0 0 0
OOB InUcastPkts InMcastPkts InBcastPkts InOctets
oob 0 13 0 1390
OOB OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
oob 3 616 0 39616
= [loKas3aTb CTAaTUCTMKY MO rpynne KaHanos 1:
console# show interfaces counters port-channel I
Ch InUcastPkts InMcastPkts InBcastPkts InOctets
Pol 111 0 0 9007
Ch OutUcastPkts OutMcastPkts OutBcastPkts OutOctets
Pol 0 6 3 912

Alignment Errors: 0

FCS Errors: 0

Single Collision Frames: 0
Multiple Collision Frames: O
SQE Test Errors: 0
Deferred Transmissions: 0
Late Collisions: O
Excessive Collisions: O
Carrier Sense Errors: 0
Oversize Packets: 0
Internal MAC Rx Errors: O
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Symbol Errors:
Received Pause Frames: 0
Transmitted Pause Frames: 0

= [lokasaTb HacTpolKy jumbo-frames B KommyTaTOpE:

console# show ports jumbo-frame

Jumbo frames are disabled
Jumbo frames will be disabled after reset

Tabnunua 81 — OnucaHme cHeTYNKOB

Cuemyuk OnucaHue
InOctets Konnuectso npuHATbIX 6aiTOB.
InUcastPkts Konnyectso NpPMHATbLIX 04HOAAPECHbIX NAKETOB.
InMcastPkts Konnyectso NPUHATLIX MHOTOaApPEeCHbIX NaKeToB.
InBcastPkts Konnyectso NPUHATBIX LWUMPOKOBeELLATeIbHbIX NAaKeTOB.
OutOctets Konnuectso nepeaaHHbIX 6aiToB.
OutUcastPkts Konnyectso nepefaHHbIX O4HOAAPECHbIX NAaKeTOB.
OutMcastPkts Konnyectso nepegaHHbIX MHOrOa4peCHbIX MAaKeToB.
OutBcastPkts Konnuyectso nepeaaHHbIX LWMPOKOBeELLLATeIbHbIX MAaKeToB.

Alignment Errors

Ko/IMuecTBO NPUHATBLIX KagPOB C HAPYLWEHHOW LeIOCTHOCTbIO (C KoanyecTBom 6ainTt
He COOTBETCTBYIOLLMM ANHE) M He NPOLWeaLnX NPOBEPKY KOHTPOIbHOM CyMMbl
(FCS).

FCS Errors

Konnyectso npuHATLIX KaApPOB C KONMYECTBOM HaiT, COOTBETCTBYIOLMM AJIUHE, HO
He NpoLeALwnxX NPOBEPKY KOHTPObHOMU cymmbl (FCS).

Single Collision
Frames

Konnyectso Kagpos, BOB/MEYEHHbIX B €4MHUYHYIO KOIZIM3MIO, HO BNOCNEACTBUM Ne-
penaHHbIX ycnewHo.

Multiple Collision
Frames

Konunuectso KagpoBs, BoBaeYeHHbIX 6onee Yem B 04HY KONNU3UIO, HO BNOCAEACTBUM
nepesaHHbIX yCneLwHo.

Deferred Transmis-
sions

Konnyectso Kagpos, ANA KOTOPbIX NepBas NOMbITKa Nepegayvm oT/0XKeHa n3-3a 3aHA-
TOCTU Cpeabl nepeaayun.

Late Collisions

Konunuectso cnyyaes, Koraa Konnmnsma sadmMKcMpoBaHa Nocse Toro, Kak B KaHan
CBA3M yKe bblM NnepeaaHbl nepsble 64 6anT (slotTime) nakeTa.

Excessive Collisions

Konnuectso Kagpos, KOTopble He bbln nepenaHbl U3-3a U36bITOYHOrO KOANYECTBa
KONNU3UNA.

Carrier Sense Errors

Konunuectso cnyyaes, Koraa COCTOAHME KOHTPOA HecyLel H6bi10 noTepaHo, 1Mbo He
YTBEPXKAEHO MpM NomMbITKE Nepeaaym Kagpa.

Oversize Packets

Konanyectso NpuMHATLIX NaKeTOB, Ppa3Mmep KOTOPbIX NPEBbILLAET MaKCMMasIbHbIM pas-
pelleHHbI pasmep Kaapa.

Internal MAC Rx
Errors

Konnuectso KagpoBs, KOTOPbIE HE OblAN NPUHATLI YCNELWHO M3-3a BHYTPEHHEMN
oWwmnbKKM Npuema Ha yposHe MAC.

120

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

Symbol Errors Ona vuTepodelica, paboTatouiero B pexkmume 100 M6UT/c — KOANYECTBO CyYaes, KO-
roa UMesica HefoNyCTUMBbIIA CUMBO/ A@HHbBIX, B TO BPEMA KaK NpaBu/ibHas HecyLwan
6blna npeacTaBnieHa.

Onsa nHtepdeitca, paboTatowero B noayayniekcHom pexunme 1000 Méut/c — konu-
YecTBO CNy4YaeBs, KOrga CpeacTBa NpMemMa 3aHATbl B TeYeHUe BpemMeHu, paBHOMY UK
6onbwemy yem pasmep cnota (slotTime), U B Te4eHNE KOTOPOro MMENoChb XoTA Bbl
04HO cobbITUe, KoTopoe 3acTasaneT PHY BbigaBaTh owWMOKY npuema gaHHbIX (Data
reception error) uau owmnbKy Hecyuel (Carrier extend error) Ha GMIL.

[na vHTepodelica, paboTatoLiero B NoJHOM AynaeKcHOM pexkmume 1000 M6éuT/c —
KOZIMYECTBO C/ly4YaeB, KOr4a CpeacTBa NPUeMa 3aHATbI B TeYEeHWE BPEMEHM, PaBHOMY
unu 6onblieMy YeM MUHUMAJTbHbIN pasmep Kagpa (minFrameSize), u B TeueHue Ko-
TOPOro MMenochb XoTA 6bl ogHO cobbiThe, KoTopoe 3actasnsaeT PHY BbigaBatb
olWKnBKY NnprMema faHHbIx (Data reception error) Ha GMII.

Received Pause
Frames

Konnyectso npuHATbIX ynpasaawowmx MAC-kagpos ¢ Kogom onepaummn PAUSE.

Transmitted Pause
Frames

Konnuyectso nepepaHHbIx ynpasaaowmx MAC-kagpos ¢ kogom onepaumn PAUSE.

5.10.2 Hacmpolika VLAN u pexcumoe Kommymayuu uHmepgeiicoe

KomaHObI pexcuma 2a06anab6HolU KOHuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMUMe r106anbHON KOHPUrypaunm:

console (config) #

Tabnnua 82 — KomaHabl pexkmuma rnobanbHol KoHpUrypaumm

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO
vlan database —

KomaHoa Aelicmeue

MNepeiitn B pexxnum KoHourypaumm VLAN.

vlan prohibit-internal-usage
{add VLANIist | remove
VLANIist | except VLANIist |
none}

VLANIist: (2..4094)

- add — pgo6aBuTb ykasaHHble VLAN ID B nepeyeHb 3anpeLieH-
HbIX A1 BHYTPEHHEro UCMO0/b30BaHUA;

- remove — yaannTb yKasaHHble VLAN ID 13 nepeuHsa 3anpe-
LWEeHHbIX AN1A BHYTPEHHErO UCMOb30BaHMUA;

- except — n06aBWTb B NepeyveHb 3anpeLeHHbIX A1 BHYTPEeH-
Hero ncnonb3osaHuA Bce VLAN ID, 32 nckntovyeHmem yKasaHHbIX
B KayecTBe napameTpa;

- none — ounctutb nepeyeHb VLAN ID, 3anpeLueHHbIX ANnA BHYT-
PEHHEero Ncnosib3oBaHuA.

vlan mode {basic | tr101}

—/basic

BK/I1OYMTb BO3MOXKHOCTb A06aBaeHnA Ha GU3MYECKOM MHTep-
delice B pexmme customer cpasy ABYX uaeHTUOMKaTOpoB
VLAN.

vlan statistics ingress {low |
high}

—/BbIK/IOYEHO

no vlan statistics ingress
{low | high}

BKkntounTb cObop cTaTUCTUKM gns ananasoHos VLAN:
- low — VLAN 1-2047;
- high — VLAN 2048-4094.

BbikntounTh C60p CTAaTUCTUKU ANA YKA3aHHOIo Anana3oHa.
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vlan tr101 map inner-vlan
c_vlan_id interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no vlan tr101 map inner-
vlan c_vlan_id interface {gi-
gabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group}

c_vlan_id: (1..4094);

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

CHATb Ha ¢u3nyeckom MHTepdeice cpasy 2 naeHTndukaTopa
VLAN (B perknme customer), 6a3mpytoack Kak Ha s_vlan_id, Tak
n Ha c_vlan_id. NMpu 3Tom aeicTemne BbINOSHAEGTCA TO/IbKO ANA
TpaduKa, upyuwero c wHTepdelica, yKasaHHOro B [OaHHOM
HacTpoliKe.
- c_vlan_id — naeHTMdmKaLMOHHbIN HOMep BHYTpeHHen VLAN.
- interface — cnucok uHTepdeiicos, K BxoasaLLemy TpaduKy Ko-
TOPbIX BO3MOXHO NMPUMEHEHME AAHHOTO Npasuaa. [uanasoH
HOMEpPOB MHTEPPENCOB MOXKHO 334aTb NepeyncieHnem Yepes
3aNATYIO UM YKa3aTb HA4Ya/IbHOE M KOHEYHOEe 3HAYeHUA Anana-
30Ha Yepes geduc.

' DOna  paboTbl AaHHOW KOMaHAbI

H HacTpoiika pexkuma «vlan mode tr101».

Heobxoguma

Ypaanutb npasuno.

KomaHObI pexcuma KoHguaypayuu VLAN

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkmume KoHdurypaumm VLAN:

console# configure

console (config)# wvlan database
console (config-vlan) #

[aHHbIN peXxnm JoCTyneH U3 pexxmnma rnobanbHon KoHPUrypaumm n npegHasHayYeH gas 3agaHusa
napameTpos KoHourypaumm VLAN.

Tabnuua 83 — KomaHgpbl perkuma koHourypaumm VLAN

KomaHda

3HayeHue/3HayeHue
no yMmon4aHuio

Aelicmeue

vlan VLANIist [name
VLAN_name]

no vlan VLANIist

VLANIist: (2..4094)
VLAN_name: (1..32)
cumBoNa

[o6asutb VLAN nan Heckosbko VLAN.

Ypanntb VLAN nnaun Heckonoko VLAN.

map protocol protocol [en-
caps] protocols-group
group

no map protocol protocol
[encaps]

protocol: (ip, ipx, ipv6,
arp, (0600-ffff (hex)}*);
encaps: (ethernet,
rfc1042, licOther);
ethernet group:
(1..2147483647);

MpuBA3aTb NPOTOKOA K rpynne NpoToOK0/10B, aCCOLUNPOBAHHbIX
BMmecCTe.

Y4anuTtb NpuBA3KY.
*— Homep npoTokona (16 6uT).

map mac mac_address
{host | mask} macs-group

group

no map mac mac_address
{host | mask}

mask: (9..48)

Mpueazatb MAC-agpec unm gnanaszoH MAC-azpecoB Mo macke K
rpynne MAC-aapecos.

YpanuTtb NpuBA3KY.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) VLAN

BuA 3anpoca KOMaHAHOWM CTPOKM B pexxume KoHpurypaunm nHtepoerica VLAN:

console# configure

console (config) # interface {vlan vlan id | range vlan VLANIist}
console (config-if) #

[aHHbIN peXxum AOCTYyMeH M3 perMma KoHOUrypaumm v npegHasHayeH AN 3afaHus napameTpoB
KoHduUrypaumm nutepodeica VLAN nnbo grmanasoHa nHTepdeincos.

Bbibop MHTepdeinca ocywecTBASETCS NPM MOMOLLM KOMaHAbI:

interface vlan vlan id

Bbibop AnanasoHa MHTepdencoB OCyLLECTBASETCS NPM NOMOLLM KOMaHAbI:

interface range vlan VLANIist

Huke npuBeaeHbl KOMaHAbl ANA BXO4aA B peXXMM HacTpoiku mHtepdernca VLAN 1 n Bxoga B perkum
HacTpoukm rpynnbl VLAN 1, 3, 7.

console# configure

console (config) # interface vlan !
console (config-if) #

console# configure

console (config)# interface range vlan 1,3,7
console (config-if)#

Tabnnua 84 — KomaHabl pexkmma KoHourypauum nHtepdeiica VLAN

no ip tcp adjust-mss

3HavyeHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o ymMmon4aHuro
name name name: (1..32) L0o6aButb umsa VLAN.
no name CMMBO/I0B/UMA YCTaHOBWTb 3HaYEHME MO YMOHAHUIO.
COOTBETCTBYET HOMEpPY
VLAN

ip tcp adjust-mss value HasHauntb nHTepoericy VLAN pasmep TCP Maximum segment

value: size.

(500..460)/1460 ’ Ucnonbayetca npu Hannuum IP address Ha uHtepdeiice.
6anT .

YCTaHOBUTb 3HaYeHue no YMO4aHUIO.
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KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (QuanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepdelica Ethernet, untepoeica
rpynnbl NOPTOB:

console# configure

console (config)# interface {fortygigabitethernet fo port |
tengigabitethernet te port | gigabitethernet gi port | oob | port-channel
group | range {..}}

console (config-if) #

[aHHbIA pexXmMm [OCTyneH M3 peXnuma KOHPUrypaumm u npepHasHayeH AAA 3afaHUA NapameTpos
KOHUrypaumm nHtepdeica (nopta KOMMyTaTopa MK rPynnbl MOPTOB, PaboTaloWmX B PEXKMME pasaeneHus
Harpysku), nin6o avanasoHa nHTepdencos.

MopT MoXeT paboTaTb B YETbIPEX PEKMMAX:

— access — NHTepdenc gocTyna — HeTerMpoBaHHbI MHTepdenc ansa ogHol VLAN;

— trunk — wnHTepdenc, NPUHUMaIOWMIA TONIbKO TErMPOBAHHbIN TpadUK, 3a UCKIOYEHUEM Of-
Horo VLAN, KOTopbIi MOXKET 6biTb 06aBneH ¢ MOMOLLbIO KOMaHAbl switchport trunk native
vlan;

— general — vHTepdelic ¢ nonHol noaaepKkoi 802.1¢, NPMHMMAET KaK TErMPOBAHHbIN, TaK U
HeTermpoBaHHbIN Tpaduk;

— customer — Q-in-Q uHTepdeiic.

Tabnnua 85 — KomaHgpl pexxnma KoHdpurypaumm nHtepdelica Ethernet

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport mode mode

no switchport mode

mode: (access, trunk,
general,
customer)/access

3apath pexkum paboTbl nopta 8 VLAN.
- mode — pexxum paboTbl nopta 8 VLAN.

YCTaHOBUTb 3HAYEeHME N0 YMOHYAHWUIO.

switchport access vlan
vlan_id

no switchport access vlan

vlan_id: (1..4094)/1

[ob6asutb VLAN ansa uHtepderica goctyna.
-vlan_id — npeHTMdUKaLMOoHHbIN Homep VLAN.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport access accepta-
ble-frame-type {untagged-
only | all}

no switchport access ac-
ceptable-frame-type

—/NpUHMMaTh BCe
TUNbI KagpoB

MprHMMaTb Ha MHTepdeiice TONBKO Kagpbl onpeaeseHHOro Tuna:
- untagged-only — To/bKO HETerMpoBaHHbIe;
- all — Bce Kagpsl.

MpuHMMaTbL Ha HTepdeiice Bce TUMbI KaAPOB.

switchport trunk allowed
vian all

no switchport trunk al-
lowed vlan all

—/BbIK/IOYEHO

ABTOMaTMYeCKM f06aBuUTb Bce aocTynHble VLAN gns gaHHOro
nHTepoeiica.

OTKAOUYNTL aBTOMaTUUecKoe aobasneHne VLAN.

switchport trunk allowed
vlan add vian_list

switchport trunk allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[ob6asutb cnmcok VLAN ana nHtepoeiica.

- vlan_list — cnucok VLAN ID. inana3oH Homepos VLAN MOXHO
3a4aTb NepeyncaeHnem yepes 3anaTyio UM yKasaTb HayabHoe U1
KOHeYyHoe 3Ha4YeHuA AnanasoHa Yepes geopuc "-".

Yaanute cnucok VLAN ans uHtepoelica.

switchport trunk native

[o6asutb Homep VLAN B Kayectse Default VLAN gna gaHHoro

vlan vian_id vian_ id: (1..4094)/1 MHTepd)vemca. Becb HeTermpoBaHHbIi TpaduK, NOCTYNatoLWMi Ha
OaHHbIW NopT, onpeaenaetca B AaHHyro VLAN.
-vlan_id — npeHTMdUKaLMOHHbIN Homep VLAN.
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no switchport trunk native
vlan

YCTaHOBUTb 3HaYeHue No YMONYaHUIO.

switchport general allowed
vlan add vian_list [tagged |
untagged]

switchport general allowed
vlan remove vian_list

vlan_list: (2..4094, all)

[o6asutb cnmcok VLAN gna nitepdeiica.

- tagged — nopTt byaeT nepeaaBaTb TErMPOBaHHbIE NaKeTbl 415
VLAN;

- untagged — nopt 6yaeT nepesaBaTb HETETMPOBAHHbIE NAKETbI
ana VLAN.

- vlan_list — cnucok VLAN ID. Anana3oH VLAN MO»KHO 3a4aTb
nepeymcieHnem Yyepes 3anaTyto UAKM YKasaTb HavaabHoe U
KOHEYHOe 3HayeHus gManasoHa yepes gedpuc "-".

Ypanutb cnucok VLAN gns untepdeliica.

switchport general pvid
vlan_id

no switchport general pvid

vlan_id: (1..4094)/1 —
ecnu yctaHosneH VLAN
no YyMOAYaHUIO

Lob6asutb ngeHtnodukatop VLAN nopta (PVID) ans ocHoBHoro
uHTepdelica.
-vlan_id — naeHTMduMKaLMoHHbIN Homep VLAN nopra.

YCTaHOBWUTb 3HAYeHME NO YMONYaHUIO.

switchport general in-
gress-filtering disable

no switchport general in-
gress-filtering disable

—/bunbTpauus
BK/IIOYEHA

BbIKNHOUNTL AN1A OCHOBHOIO MHTepdeca GUNbTPaALMIO BXOAALLUX
NakeToB Ha OCHOBE NPUCBOEHHOro um 3HaveHma VLAN ID.

BKAOUMTL 419 OCHOBHOTO UHTepdelica GUNbTPaLMIO BXOAALMX
NakeToB Ha OCHOBE NPUCBOEHHOro um 3HaveHma VLAN ID.

Ecaun dunbTpauma BKAKOYEHA, M NAKeT He BxoauT B rpynny VLAN c
npucBoeHHbIM nakeTy 3HayeHnem VLAN ID, To naket
oTbpacbiBaeTcs.

switchport general accepta-
ble-frame-type {tagged-
only | untagged-only | all}

no switchport general ac-
ceptable-frame-type

—/npuHUMaTb BCe
TUNbI KaApPOB

MpUHMMaTL Ha UHTepdelice TONbKO Kagpbl onpeaeneHHoro Tuna:
- tagged-only — T0/1bKO TErMpPOBaHHbIE;

- untagged-only — T0/1bKO HeTerMpoBaHHbIE;

- all — Bce Kagpsl.

MpuHMMaTL Ha nHTepdeiice Bce TUMbI KAAPOB.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group:
(1..2147483647)

YcTaHoBUTbL NpaBuao Knaccudumkaumm VLAN ana nutepdeiica,
OCHOBaHHOE Ha NPMBA3KE K NPOTOKOY.

- group — nAeHTUOUKALMOHHBIM HOMep rpynnbl;

- vlan_id — naeHTMounKaumMoHHbIN Homep VLAN.

YpanuTe npasuao Knaccudurkaumu.

switchport general map
macs-group group vlan
vlan_id

no switchport general map
macs-group group

vlan_id: (1..4094)
group:
(1..2147483647)

YcTaHoBUTL NpaBuao Knaccudurkaumm VLAN ana nitepdeiica,
OCHOBaHHOe Ha npusAske kK MAC-agpecy.

- group — nAeHTUOUKALMOHHBIM HOMep rpynnbl;

- vlan_id — naeHTMonKaumMoHHbIN Homep VLAN.

YpanuTe npasuao KnaccuduKkaumu.

switchport general map
protocols-group group vlan
vlan_id

no switchport general map
protocols-group group

vlan_id: (1..4094)
group: (1..
2147483647)

YcTaHoBWUTL NpaBmo Knaccuodurkaumm VLAN ana untepoeiica,
OCHOBaAHHOE Ha NPMBA3Ke K MPOTOKOAY.

- group — nAeHTUOUKALMOHHBIM HOMep rpynnbl;

- vlan_id — naeHTMounKaumMoHHbIN Homep VLAN.

YpanuTe npasuao KnaccuduKkaumu.

switchport dotlq ethertype
egress stag ethertype

no switchport dotlq
ethertype egress stag

ethertype: (1..ffff)
(hex)/8100

3ameHuTb TPID (Tag Protocol ID) 8 802.1g VLAN-Terax nakeTos,
NCXOAALMX C AaHHOTOo NHTepdeiica.
[onyctumble 3HaueHun Ethertype npegcraBneHsbi B
. NpunoxkeHue B. NopaepkmBaemble 3HavyeHuA Ethertype.

3ameHuTb ethertype ncxoasLLero ¢ MHTepdeica naketa Ha
3HayYeHne No YMOYAHMUIO.

switchport dotlq ethertype
ingress stag add ethertype

switchport dotlq ethertype
ingress stag remove
ethertype

ethertype: (1..ffff)
(hex)

[o6asutb TPID B Tabanuy Knaccupurkatopos VLAN.
Jonyctumble 3HayeHus EtherType cm. MpunoxkeHue B.
Moaaepkmnsaemble 3HaueHus Ethertype.

Yaanute TPID 13 Tabauubl Knaccudurkatopos VLAN.
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switchport customer vlan
vlan_id

switchport customer vian
vlan_id inner-vlan vian_id

no switchport customer
vlan

vlan_id: (1..4094)/1

[ob6asutb VLAN ans nonb3osaTeibcKoro Htepdeica.
-vlan_id — naeHTMdMKaLMOHHbIN Homep VLAN.

[106aBUTb K BXOAALMM HETErMPOBaHHbIM MaKeTamM Ha KJIMEHTCKOM
nopTy BHyTpeHHuI 802.1q 3aronosok — C-VLAN (inner-vlan) n
BHewWwHMi 802.1q 3aroN0BOK, coaepKalmin pvid 4oNoSHUTENbHOM
VLAN (S-VLAN).
[nsa paboTbl 3TO KOMaHAbl HEO6XOANMO BKAOYUTD
. rno6anbHo pexkum «vlan mode tr101».

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHWUIO.

switchport customer mul-
ticast-tv vlan add vian_list

switchport customer mul-
ticast-tv vlan remove
vlan_list

vlan_list: (2..4094, all)

PaspewnTb NPUHUMATL MHOFOAZAPECHbIV TPAPUK M3 YKa3aHHbIX
VLAN (He sBnsatowmxcs VLAN nonb3oBaTenbCcKoro nHtepdelica) Ha
HacTpanBaemom MHTepdeice, COBMECTHO C N0JIb30BaTeAMM
OpYrvx N0Nb30BaTENbCKMX NOPTOB, NPUHUMAOLLUX
MHOroaZpecHbi Tpaduk U3 gaHHbIX VLAN.

-vlan_list — cnucok VLAN ID. Aunana3oH VLAN MoKHO 3a4aTb
nepeyMcaeHMem yepes 3anAaTyro UM yKasaTb HayanbHoe 1
KOHeYHoe 3Ha4YeHuA AnanasoHa Yepes geduc "-".

3anpeTuTb NPUHMMaTL MHOTOAAPECHbIN TpaduK Ha
HacTpanBaemom MHTepoeice.

switchport forbidden vilan
add vian_list

switchport forbidden vilan
remove vian_list

vlan_list: (2..4094,
all)/sce VLAN
paspeLleHbl NopTy

3anpetutb gobasneHue ykasaHHbix VLAN nopry.

-vlan_list — cnucok VLAN ID. Aunana3oH VLAN MoKHO 3agaTb
nepeyncaeHnem Yepes 3anATyo UM YKasaTb Ha4ya/lbHOE U
KOHeYHoe 3Ha4YeHuA AnanasoHa Yepes geduc "-".

PaspewunTb gobasneHue ykasaHHbIx VLAN nopTy.

switchport forbidden de-
fault-vlan

no switchport forbidden
default-vlan

Mo ymonyanuio
uneHcTso B default
VLAN paspeLieHo

3anpetutb gobasneHue default VLAN nopty.

YCTaHOBUTb 3HaYeHMEe N0 YMOAYAHMUIO.

switchport protected-port

no switchport pro-
tected-port

MepeBecTy NOPT B peXXUM U30NALUN BHYTPY FPYNMbl MOPTOB.

BoccTaHOBUTL 3HaYeHWe N0 YMOYAHMUIO.

switchport protected-port
isolate-group {group}

no switchport protected-
port isolate-group {group}

group (1..8)

MNepesectn NOpPT B YKa3aHHY rpynny nsonaumm nopTos.

YpanuTe NOpT U3 yKa3aHHOM rpynmnbl U30A5LMM NOPTOB.

switchport protected {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no switchport protected

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Mo ymonyanuio
ncnosb3yetcs
MapLpyT13aumsa no
6a3e AaHHbIX
n3yyeHHbIx MAC-
aapecos (FDB)

Mepesectn nopT B pexkmum Private VLAN Edge. OTmeHseT
MapLLpyTU3aLuuio no 6ase gaHHbIX M3ydeHHbIx MAC-agpecos (FDB)
1 HanpaB/feT BeCb OAHOAAPECHbIN, MHOTOAAPECHbIN U
LWMpOKoBeLLaTeNbHbIM TpaduK Ha uplink-nopT.

OTKAOUYUTE OTMEHY MapLIPYTM3aLmMmM No 6ase AaHHbIX N3yYeHHbIX
MAC-agpecos (FDB).

switchport default-vlan
tagged

no switchport default-vlan
tagged

YCTaHOBUTb NOPT Kak Ternpytowmii 8 aedontHol VLAN.

YCTaHOBUTb 3HaYeHMe no YMONYaHUIO.
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KomaHObl pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:
console#

Tabanua 86 — KomaHabl pexkmma privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
no ymon4aHuro
show vlan — MNokasatb uHopmaumto no scem VLAN.
show vlan tag vian_id vlan_id: (1..4094) MNokaszatb uHopmauuto no VLAN, nouck no naeHtuduKkaTopy.
show vlan internal usage MNMokasaTtb cnucok VLAN ana BHyTpeHHero ncnoib3oBaHusA
- KOMMYTaTOpPOM.
show default-vlan-mem- MokasaTtb coctas rpynnbl gedontHon VLAN.
bership [gigabitether- .
net gl ‘;E)gr tgl tengign- gi_port: (1..8/0/1..48);
o te_port: (1..8/0/1..24);
bitethernet te_port | for-
L. fo_port: (1..8/0/1..4);
tygigabitethernet fo_port | ]
port-channel group | de- group: (1..48)
tailed]
KomaHOowb! pexcuma EXEC
Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console#
Tabnunua 87 — KomaHabl pexkmuma EXEC
Komanda 3Ha4yeHue/3HayeHue Leiicmeue
o yMoOAYAaHUIO
show vlan multicast-tv vlan MoKasaTb NOPTHI-MCTOYHUKMN U NPUEMHUKM MHOTO3APECHOrO
vlan_id vlan_id: (1..4094) Tpaduka B AaHHOM VLAN. MopTbI-UCTOYHUKM MOTYT Kak
nepenasaTb, TakK U MPUHUMATb MHOTOAAPECHbIN TPAaUK.
show vlan protocols-groups — MoKasaTb MHbOPMaLLMIO O rpynnax NPOTOKO/I0B.
show vlan macs-groups — MNokaszatb uHopmauuto o rpynnax MAC-agpecos.
show interfaces switchport MoKasaTb KOHOUIypaLuuio NopTa, rPynnbl NOPTOB.
{gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group}
show interfaces pro- MokasaTb cocTosaHMe NopToB: B pexkmme Private VLAN Edge, B
tected-ports [gigabitether- rivate-vlan-edge-coobuiecTse.
net ol ;':ort I [t’i ﬁgiga_ gi_port: (1..8/0/1..48); | P & u
o te_port: (1..8/0/1..24);
bitethernet te_port | for-
L. fo_port: (1..8/0/1..4);
tygigabitethernet fo_port |
port-channel group | de- group: (1..48)
tailed]
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= [lokasaTb MHPopmauuio o Bcex VLAN:

console# show vlan

Created by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, V-Voice VLAN
Vlan Name Tagged Ports UnTagged Ports Created by
1 1 tel/0/1-24, D
fol/0/1-4,9i1/0/1,
Pol-16
2 2 S
3 3 S
4 4 S
5 5 S
6 6 S
8 8 S

MoKa3aTb NOPTbI-MCTOYHMKN U MPUEMHUKN MHOFOagpecHoro Tpaduka B VLAN 4.

console# show vlan multicast-tv vlan 4

Source ports : tel/1
Receiver ports: te0/2,te0/4,te0/8

= [lokasaTb MHGOPMaLMIO O rPyNMnax NPOTOKO/IOB:

console# show vlan protocols-groups

Encapsulation Protocol Group Id
0x800 (IP) Ethernet 1
0x806 (ARP) Ethernet 1
Ox86dd (IPvo6) Ethernet

= [loKasaTb KOHUrypaumio nopta TenGigabitEthernet 0/1:

console# show interfaces switchport TengigabitEthernet 0/1

VLAN

Port : tel/0/1

Port Mode: Trunk

Gvrp Status: disabled

Ingress Filtering: true

Acceptable Frame Type: admitAll
Ingress UnTagged VLAN ( NATIVE ): 1
Protected: Disabled

Port is member in:

Vlan Name Egress rule Added by
1 1 Untagged D
2 2 Tagged S
3 3 Tagged S
4 4 Tagged S
5 5 Tagged S
6 6 Tagged S
8 8 Tagged S

Added by: D-Default, S-Static, G-GVRP, R-Radius Assigned VLAN, T-Guest VLAN, V-Voice
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28 28 Tagged S

Forbidden VLANS:
Vlan Name

Classification rules:

Protocol based VLANs:
Group ID Vlan ID

Mac based VLANs:
Group ID Vlan ID

5.10.3 Hacmpoiika Private VLAN

TexHonorus Private VLAN (PVLAN) nossonseT npov3BoAuTb pasrpaHuyeHuMe TpaduKa Ha BTOPOM
ypoBHe mogenn OS| mexay nopTamy KOMMyTaTopa, KOTOpble HaxoAAaTcs B OAHOM LUMPOKOBELLATE/IbHOM
OOMeHe.

— Ha KommyTatopax MoKeT bbiTb CKOHGUIyprpoBaHo Tpu Tuna PVLAN nopTos:

—  promiscuous — NopT, KOTOPbIM cnocobeH 0bMeHMBaATbCA AAaHHBIMU MeXAY Nto6bIMK
nHTepdelicamum, BkAtoYas isolated- 1 community-noptsl PVLAN;

— isolated — nopT, KOTOPbIN NOAHOCTbIO N30/IMPOBAH OT APYrMX NOPTOB BHYTPU OAHOrO
n Toro ke PVLAN, Ho He OT promiscuous-noptoB. PVLAN 610KMpylOT BeCb TpaduK,
NOYLWNIN B CTOPOHY isolated-nopTos, Kpome TpadmrKa CO CTOPOHbI Promiscuous-nopTos.;
MakeTbl CO CTOPOHbI isolated-nopToB MOryT nepenAaBaTbCAd TONbKO B CTOPOHY
promiscuous-nopTos;

— community — rpynna nopToB, KOTOPbIe MOFYT 0OMEHMBATLCA AAaHHbIMU MeXKay cobon
W promiscuous-nopTamu, 3T MHTepdencobl OTAENEHDI HAa BTOPOM ypoBHe mozenun OS|
OT BCEX OCTa/IbHbIX cOmmMmunity-nHTepdeiicos, a Takxe isolated-nopTtos BHyTpu PVLAN.

Mpouecc BbINOAHEHUA QYHKLUUM AOMNOJAHUTENBHOrO pasfeneHus MOPTOB C MOMOLLBbH TEXHO/IOMMM
Private VLAN npepctaBneH Ha pucyHKe 53.
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Promiscuous ports

Trunk ports

VLAN 100 VLAN 100
Switch A Switch B
A

ey

O OU O UU

VLAN 201 VLAN 202 VLAN 201 VLAN 202

Carries VLAN 100,
201, and 202 traffic

VLAN 100 = Primary VLAN
VLAN 201 = Secondary isolated VLAN
VLAN 202 = Secondary community VLAN

PucyHok 53 — Mpumep paboTtbl TexHonormm Private VLAN

Bua 3anpoca KOMaHAHOW CTPOKM B pexkume KoHdurypaumm uHtepderica Ethernet, nHtepodeiica VLAN,
nHTepdelica rpynnbl NOPTOB:

console# configure

console (config) # interface {tengigabitethernet te port | gigabitethernet
gi port | port-channel group | range {..} | vlan vlan id}

console (config-if) #

Tabanua 88 — KomaHabl pexkmma KoHourypauum nHtepdelica Ethernet

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuio
switchport mode private- 3apaTb pexum paboTbl nopta B VLAN.
vlan {promiscuous | host} —
no switchport mode YCTaHOBWTb 3HaYEHMeE NO YMOYAHUIO.
switchport mode private- 3apaTb pexkum paboTbl nopta B VLAN Trunk.
vlan trunk {promiscuous |
secondary} —
no switchport mode pri- YCTaHOBWTb 3HAYEHME MO YMONYAHMIO.
vate-vlan trunk
switchport private-vlan [06aBUTb OCHOBHYO M BTOpocTeneHHble VLAN Ha promiscuous-
mapping [trunk] pri- NHTepoeiic.
mary_vlan add second- | Ha oauH promiscuous-uHTepdeiic Henb3a A06aBUTb
ary_vlan primary_vlan: Y| 6onble ogHol primary vian.
switchport private-vlan (1..4094); Ypanutb BTopocTeneHHble VLAN Ha promiscuous-uHtepdeiice.
mapping [trunk] pri- secondary_vlan:
mary_vlan remove second- (1..4094)
ary_vlan
no switchport private-vlan YAanuTb OCHOBHYIO M BTOpocTeneHHble VLAN.
mapping
switchport private-vlan . [o6asuTb primary u secondary vlan Ha host-uHtepdeiic.
hostassociation pri- primary_vlan: Ha oguH host-uHtepdeiic Henb3sa po06aBuUTbL Gonblue
p o P A
mary_vlan secondary_vlan (1..4094) opHoil secondary vlan.
- - secondary_vlan:
no switchport private-vlan (1..4094) Y[anntb OCHOBHYO 1 BTopocTeneHHble VLAN.
host-association
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switchport private-vlan as-
sociation trunk pri-

primary_vlan:

[o6asutb primary u secondary vlan Ha trunk-secondary
MHTepoeinc.

mary_vlan secondary_vlan (1..4094) Ha oauH trunk-secondary uHrepdeiic Henb3s ao6asuTb
secondary_vlan: 6onbLue ogHoii secondary vlan.
no switchport private-vlan (1..4094) YaanuTtb 0OCHOBHYIO M BTOpocTeneHHble VLAN.
association trunk
switchport private-vlan [0o6aBuTb Ha PVLAN Trunk-uHTepdeic VLAN, He yyacTBytoLLel B
trunk allowed vlan add PVLAN.
vlan
vlan: (1..4094)

switchport private-vlan
trunk allowed vlan remove
vlan

Yaanutb Ha PVLAN Trunk-uHTepdeice VLAN, He yyacTByloLei B
PVLAN.

switchport private-vlan
trunk native vlan vian

no switchport private-vian
trunk native vlan

vlan: (1..4094) /1

[No6aeutb Homep VLAN, He yyacTBytowyto B PVLAN, B KauecTBe
Default VLAN gnsa PVLAN Trunk-uHtepdeiica.

YCTaHOBWTb 3HaYeHMe N0 YMOIYaHUIO.

Tabnnua 89 — KomaHabl pexkmma KoHourypauum nHtepdeiica VLAN

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

private-vlan {primary |
isolated | community}

no private-vlan

BKkntounTb mexaHu3m Private VLAN 1 3agatb TMN uHTepdeiica.

OTKNOYNTb MexaHn3m Private VLAN.

private-vlan association
[add | remove]

secondary_vlan

Lo6asuTb (yaanutb) npueasky sTopocteneHHol VLAN K
OCHOBHOW. HacTpolika npumeHnma Tonbko ans primary VLAN.

no private-vlan association (1..4094) YpanuTe npuBasky BTopocteneHHol VLAN K OCHOBHOM.
/ MaKkcumanbHoe Konn4yectso BTopocteneHHbiXx VLAN — 256.
MakcumanbHoe Konmuectso community VLAN, KoTopble MoryT 6biTb acCoLMMpPOBaHblI

c oaHoi ocHoBHOI VLAN — 8.

lpumep Hacmpoliku uHmepgelicoe Kommymamopad Switch A (pucyHok 53 — [pumep pabomsl mex-

Hosnoauu Private VLAN)

e promiscuous-nopt — interface gigabitethernet 1/0/4
e isolated-nopt — gigabitethernet 1/0/1
e community-nopt — gigabitethernet 1/0/2, 1/0/3.

exit
|

exit
1

interface gigabitethernet 1/0/1
switchport mode private-vlan host
description Isolate

switchport forbidden default-vlan
switchport private-vlan host-association 100 201

interface gigabitethernet 1/0/2
switchport mode private-vlan host
description Community-1
switchport forbidden default-vlan
switchport private-vlan host-association 100 202

interface gigabitethernet 1/0/3
switchport mode private-vlan host
description Community-2
switchport forbidden default-vlan
switchport private-vlan host-association 100 202
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exit

|

interface gigabitethernet 1/0/4
switchport mode private-vlan promiscuous
description to Router

switchport forbidden default-vlan
switchport private-vlan mapping 100 add 201-202
exit

|

interface tengigabitethernet 1/0/1
switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan
exit

|
interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

|
interface vlan 201

name isolate

private-vlan isolated
exit

|
interface vlan 202

name community

[Mpumep Hacmpoliku uHmepagelicos npu pabome mexHoao2uu Private VLAN Trunk

e trunk-isolated nopt — gigabitethernet 1/0/1
e trunk-community nopt — gigabitethernet 1/0/2, 1/0/3
e trunk-promiscuous nopt — interface gigabitethernet 1/0/4

interface gigabitethernet 1/0/1
switchport mode private-vlan trunk secondary
description Trunk-Isolated
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 201
exit
|
interface gigabitethernet 1/0/2
switchport mode private-vlan trunk secondary
description Trunk-Community
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan association trunk 100 202
exit
|
interface gigabitethernet 1/0/3
switchport mode private-vlan trunk secondary
description Trunk-Community
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan trunk native vlan 302
switchport private-vlan association trunk 100 202
exit
|
interface gigabitethernet 1/0/4
switchport mode private-vlan trunk promiscuous
description Trunk-Promiscuous
switchport private-vlan trunk allowed vlan add 301
switchport private-vlan mapping trunk 100 add 201-202
exit
|

interface tengigabitethernet 1/0/1
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switchport mode trunk

switchport trunk allowed vlan add 100,201-202
description trunk-swl-sw2

switchport forbidden default-vlan
exit

|

interface vlan 100

name primary

private-vlan primary

private-vlan association add 201-202
exit

|

interface vlan 201

name isolate

private-vlan isolated

exit

|

interface vlan 202

name community

private-vlan community

5.10.4 Hacmpolika uumepgelica IP

IP-uHTEepdenc cospgaétca npu HasHadeHuwn |P-agpeca Ha nwobont M3 MHTepdelicoB YCTPOMCTBa:

gigabitethernet, tengigabitethernet, fortygigabitethernet, oob, port-channel nau vlan.

BunAa 3anpoca KOMaHAHOM CTPOKM B pexxnume KOHPUrypaumnm nHtepdeliica IP.

console# configure
console (config)# interface ip A.B.C.D
console (config-ip) #

[aHHbIN pexum AOCTYyNeH U3 pexkMma KoHOUrypauum M npegHasHaveH ANs 3a4aHuA NapameTpos

KOHOUrypauum nHtepoelica IP.

Tabanua 90 — KomaHabl pexkmma KoHourypauum nHtepdelica IP

3HayeHue/3HayeHue

Ha onpeaeneHHbIN agpec.
- ip_address — IP-aapec Ha3HayeHus, Ha KOTopbI byayT

ip_address: A.B.C.D
nepeHanpaBAATbCA NAKeTbI.

KomaHda Aelicmeue
no ymon4aHuro
directed-broadcast BKkntounTb PyHKLMIO nepeBoga IP directed-broadcast nakerta B
CTaHAAPTHbIN WWPOKOBELLATENbHbIV MaKeT U paspeLlnTb
—/BbIKNOYEHO N o
nepeaadvy yepes Bbl6paHHbIN UHTepdeliC.
no directed-broadcast 3anpeTtutb TpaHcaaumio IP directed-broadcast naketos.
helper-address ip_address BKAtounTb Nepeagpecaymio WMpoKosellaTenbHbix UDP-nakeTos

no helper-address ip_ad-

OTKNOUUTD nepeagpecauuio WmpokosewatenbHbix UDP-nakeTos.

dress

ip irdp Pa3pewnTb paccbinky aHoHcoB npoTokoa IRDP (ICMP Router
—/BKNOYEHO Discovery Protocol).

no ip irdp OTKNOYUTb PaCCbIIKY aHOHCOB.

ip redirects BK/IOUMTL reHepaumo MapLipyTmMsaTopom coobuwerHnin ICMP
—/BKNKOYEHO Redirect.

no ip redirects OTKkntounTb oTnpasky ICMP Redirect.
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= Bkawuuntb ¢pyHKUMIO directed-broadcast:

console# configure

console (config)# interface PortChannel 1
console (config-if)# ip address 100.0.0.1 /24
console (config-if)# exit

console (confiqg)# interface ip 100.0.0.1
console (config-ip) # directed-broadcast

5.11 Selective Q-in-Q

JdaHHaa ¢GyHKUMSA NO3BONSET HA OCHOBE CKOHOUIYPUPOBAHHbLIX NpaBun GUALTPALMM MO HOMepPam
BHyTpeHHux VLAN (Customer VLAN) npounssoantb aobasneHune sHewHero SPVLAN (Service Provider’s VLAN),
noameHaTb Customer VLAN, a TakKe 3anpewatb NpoxoxaeHue Tpadpuka.

[na ycTpoiicTBa co3aaeTcs CNMCOK NpPaBMA, Ha OCHOBaHMM KoToporo byaet obpabaTbiBaTbea TpaduK.

MpaBuna Selective Q-in-Q ucnonb3yT annapatHble pecypcbl TCAM. CymmapHbii 06bem
’ npasun gaa cepsucos Selective Q-in-Q, Security Suite, DHCP Snooping, ARP Inspection, IP
o Source Guard, Port ACL, VLAN ACL. Policy Based VLAN (MAC, Subnet, Protocol), Rate Limit
per VLAN, PPPoE IA, VPC, L2PT, PIM Snooping paBeH pasmepy TCAM onpeaeneHHoOro
ycTpoiicTBa (3a BbiueTom 66 NnpaBua No ymonyaHuio). MakcumanbHoe Konmuectso SQinQ-
npaBuA ANA OAMHOYHOrO YCTPOICTBA NpUBEAEHO B Tabanue 9 — OCHOBHblE TEXHUYECKUe
XapaKTePUCTUKMU.
Ecnn yctpoiictBa o6beauHeHbl B cTeK, To cepBucbl DHCP Snooping, VLAN ACL, Security
Suite, ARP Inspection, Rate Limit per VLAN, PPPoE IA, L2PT, PIM Snooping ucnonb3yiot
TCAM Bcex unit-oB cTeKa, a cepsuchbl Selective Q-in-Q, Port ACL, IP Source Guard, Policy
Based VLAN (MAC, Subnet, Protocol), VPC ucnonbsytor TCAM onpeaeneHHoro unit-a.
MaKcumanbHoe cymmapHoe Koandectso SQinQ-npasun cteka MES5324 — 11600 npasua.
MaKcumanbHoe cymmapHoe Konmuectso SQinQ-npasun cteka MES33xx — 11136 npasua.
MaKkcumanbHoe cymmapHoe Koaunyectso SQinQ-npasun cteka MES23xx — 3456 npasua.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (Ouana3oHa uHmepgelicos) Ethernet u Port-Chan-
nel

Bua 3anpoca KOMaHAHOW CTPOKM perMma KoHOUrypaumm nHtepoeica:

console# configure

console (config) # interface { gigabitethernet gi port | tengigabitethernet
te port | fortygigabitethernet fo port | oob | port-channel group | range
{..}}

console (config-if) #
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Tabnnua 91 — KomaHabl pexkmma KoHourypauum nHtepdelica (amanasoHa nHtepodeicos) Ethernet

3HayeHue/3HayeHue
o ymon4aHuro

KomaHoa

Aelicmesue

selective-qinq list ingress
add_vlan vian_id [in-
gress_vlan ingress_vlan_id] vlan_id: (1..4094)

ingress_vlan_id: (1..4094)

Co34aTb NPaBMIO, HA OCHOBAHMM KOTOPOTO K BXOAALLEMY
nakeTy C BHelHel meTKkoW ingress_vlan_id 6yaeT pobasnatbes
BTOpas MeTKa vlan_id. Ecnv ingress_vlan_id He yKa3biBaTb —
npasuao ByaeT NPUMEHATHCA KO BCEM BXOAALMM NakeTam, K
KOTOpbIM He 6blnn NpUMeHeHbl Apyrue npasuna («npasunao no
YMOYAHMION).

selective-qinq list ingress
deny [ingress_vlan in-

gress_vian_id] ingress_vlan_id: (1..4094)

Co3aatb 3anpeLlatoLlee NPaBuao, Ha OCHOBaHWU KOTOPOTO
BXOZAALLME MaKeTbl C BHELWWHEN MeTKoW Tera ingress_vlan_id
byayT oTbpacbiBaTbeA. Ecau ingress_vlan_id He yKka3sbiBaeTca —
6yayT 0TOpacbIBaTLCA BCE BXOAALLME NAKETHI.

selective-qinq list ingress
permit [ingress_vlan in-

gress_vlan_id] ingress_vlan_id: (1..4094)

Co3aaTb paspeluatoLLee NPaBMAO, HA OCHOBAHWUM KOTOPOTO
BXOAALLME NaKeTbl C BHELWWHe MeTKoW Tera ingress_vlan_id
byayT nepeaaBatbea 6e3 usmeHeHui. Ecav ingress_vian_id He
yKa3blBaeTca — 6yayT nepenaBaTbCa BCe BXOAALLME NAKeTbl 6e3
N3MEHEHWUN.

selective-qinq list ingress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id: (1..4094);
ingress_vlan_id: (1..4094)

Co3aaTb NPaBUAO, Ha OCHOBAHWUM KOTOPOTO BHELLHAS METKa
ingress_vlan_id Bxoaawero naketa 6y4eT 3amMeHATLCA Ha
vlan_id. Ecau ingress_vilan_id He yka3biBaTb — npasuio byget
NPUMEHATHCA KO BCEM BXOAALMM NaKeTam.

no selective-qging list in-

gress [ingress_vlan vian_id] vlan_id: (1..4094)

YpanuTtb yKasaHHoe npasuo selective ging ans exogawmx
naketoe. KomaHaa 6e3 napameTpa «ingress vlan» yaanaer
MPaBMI0 MO YMOHAHMIO.

selective-qinq list egress
override_vlan vian_id [in-
gress_vlan ingress_vlan_id]

vlan_id (1..4094);
ingress_vlan_id: (1..4094)

Co3gaTtb NpaBW/IO, Ha OCHOBaHUM KOTOPOTO BHELUHAS METKa
ingress_vlan_id ncxopauwero nakeTta 6yaeTt 3ameHATbCA Ha
vlan_id.

no selective-qging list

. . vlan_id: (1-4094)
egress ingress_vlan vian_id

YpanuTtb cnmcok npasun selective ging ga1a ncxoAawmx NakeTos.

KomaHObI pexcuma KoHguaypauuu uHmepagetica VLAN

Bupg 3anpoca KOMaHAHOM CTPOKM B pernume KoHourypaumm nutepdenca VLAN:

console (config-if) #

Tabnuua 92 — KomaHgbl perkmma KoHourypaumm nHitepoderica VLAN

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa

HAelicmeue

ip management outer-vlan
outer_vilan_id

outer_vlan_id: (1-4094)

Co34aTb NPaBMAO A1 ypaBaeHUs KOMMYTaTOPOM C MOMOLLbHO
Q-in-Q Tpaduka.
B KauecrtBe outer_vlan_id ucnonb3syerca BHewHuii VLAN
(S-VLAN). Ona pabotbl paHHOro npasuna uHTepdeiic
VLAN (C-VLAN) ponkeH 6biTb B coctosiHum Up.

no ip management

Ypanutb cozgaHHoe npasuno.

KomaHObi pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#
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Tabnmua 93 — KomaHabl pexkmma EXEC

Komanda 3HavyeHue/3HayeHue Leiicmeue
no ymoa4YaHuro

show selective-ging — OTo6pasunTb cnmcok npasun selective ging.
show selective-ginq inter- OTo6pa3nTb CNUCOK NpaBuA selective qing gna yKasaHHOro
face {gigabitethernet gi_port: (1..8/0/1..48); nopTa.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4);
bitethernet fo_port | port- group: (1..48)

channel group}

show ip management [vlan
vlan_id]

OTO6pasnTb CNNCOK NPaBWUA AN YNPaBAEHUA KOMMYTaTOPOM C

vian_id: (1-4094) nomoupto Q-in-Q TpaduKa.

[pumepbl 86IN0AHEHUA KOMAHO.

= Co3p4aTb NpaBwu/o, Ha OCHOBAHMM KOTOPOrO, BHELIHAA METKa BXoAswero naketa 11 6ygert 3ame-
HATbCA Ha 10.

console# configure

console (config) # interface tengigabitethernet 1/0/1

console (config-if)# selective-ging list ingress override vlan 10
ingress-vlan 11

console (config-if) # end

= OT06pasnTb CNNCOK CO3AaHHbIX Npasua selective ging:

console# show selective-ging

Direction Interface Rule type Vlan ID Classification by Parameter

ingress tel/1 override vlan 10 ingress_vlan 11

5.12 Storm Control gna pasnanuHoro Tpaduka (broadcast, multicast, unknown
unicast)

«LLItopm» BO3HMKAET BCAEACTBME Ype3mepHOro KonuyectBa broadcast-, multicast-, unknown unicast-
coobLLeHNI, 0 AHOBPEMEHHO NepesaBaemMblxX Mo CETU Yepes OAMH NOPT, YTO NMPUBOAMT K NeperpysKe pecypcos
CETU M NOABAEHUIO 3aepiKeK. «LLITopm» MOXKET BOSHUKHYTb NMPWY HaIMYMM «3aKO/IbLLOBAHHbIX» CEFTMEHTOB B CETU
Ethernet.

KOMMyTaTOp namepAaeTr CKOPOCTb NPUHMMaemoro LwnMpoKkoselwaTeslbHOro, MHOroagpecHoro wm
HensBeCTHOro oaHoajgpecHoro Tpad)MKa ANnA NOpTOB C BKAKYEHHbIM KOHTPOJIEM LWKMPOKOoBELWaTe/IbHOIo
«wTopma» un OT6paCbIBaeT NaKeTbl, €C/IN CKOPOCTb NpeBbIWaET 3a4aHHOE MaKCMMaJ/IbHOE 3Ha4YEeHUE.
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KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

MopTOB:

console (config-if) #

Tabnnua 94 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4yaHuro

Aelicmeue

storm-control multicast
[registered | unregistered]
{level level | kbps kbps}
[trap] [shutdown]

no storm-control multicast

level: (1..100);
kbps: (1..10000000)

BK/IIOUNTb KOHTPO/Ib MHOTOAApecHOro TpaduKa:

- registered — 3aperMcTpMpoBaHHOro;

- unregistered — He3aperncTpUpPoBaHHOro.

- level — 06bem TpadmKa B Npou,eHTax OT NPONYyCKHOM CNOCO6HO-
T nHTepdeiica;

- kbps — ob6bem TpaduKa.

Mpw 0bHapy»KeHMM MHoroaapecHoro TpadmKka nHTepdeiic mo-
eT 6bITb oTKNto4eH (shutdown) nnn gobasneHa 3anucb B XKyp-
Han cooblueHuit (trap).

BbIK/IHOYMTb KOHTPOIb MHOTOAAPECHOTO TpadumKa.

storm-control multicast
[registered | unregistered]
{pps pps} [trap] [shutdown]

no storm-control multicast

pps: (125.. 19531250)

BK/OYNTBL KOHTPO/Ib MHOF0aAPeCcHOro TpaduKa:

- registered — 3aperncTpuMpoBaHHoOro;

- unregistered — He3aperncTpMpoBaHHOrO.

- pPS — KOJIMYECTBO NAKETOB B CEKYHAY.

Mpu 06HapyKEHNUN MHOTOaAPECHOIO TpadUKa UHTeEpPdENC MOXKET
6bITb OTKNto4eH (shutdown) nnu aobasneHa 3anucb B XKypHan co-
obuweHui (trap).

BbIK/IHOYNTb KOHTPOJIb MHOTOA4PECHOIO TpaduKa.

storm-control unicast {level
level | kbps kbps} [trap]
[shutdown]

no storm-control unicast

level: (1..100);
kbps: (1..10000000)

BK/IHOYNTbL KOHTPOJ/Ib HEM3BECTHOMO OAHOAAPECHOTO TpaduKa.

- level — o6bem TpadumKa B NpoLeHTax OT NPONYyCKHOM cnocobHo-
CTM uHTepodelica;

- kbps — obbem TpadukKa.

Mpu 06HapyKeHWU Henm3BecTHOro O4HOAAPECcHOro TpaduKa MH-
Tepdelic MoxKeT 6bITb oTKAtoYeH (shutdown) nam gobasneHa 3a-
NUCb B KypHan cooblueHni (trap).

BbikntounTb KOHTPO/1Ib 0 AHOaApeCHOro TpaCbMKa.

storm-control unicast { pps
pps} [trap] [shutdown]

no storm-control unicast

pps: (125.. 19531250)

BK/OYMTb KOHTPO/Ib HEU3BECTHOrO OAHOAAPECHOTO TpaduKa.

- PpS — KONMYECTBO NaKEeTOB B CEKYHAY.

Mpy oBHapyKEHUN HEWM3BECTHOrO OAHO3LPECHOrO TpaduKa UH-
Tepdeiic moeT b6biTb OTKAtOYEH (shutdown) nnun nobasneHa 3a-
NUCb B }KypHan cooblueHni (trap).

BbikntounTb KOHTPO/1Ib 0 AHOaApeCHOro TpaCbMKa.

storm-control broadcast
{level level | kbps kbps}
[trap] [shutdown]

no storm-control broadcast

level: (1..100);
kbps: (1..10000000)

BK/IIOYNTB KOHTPO/Ib LUIMPOKOBELLATENbHOTO TpaduKa.

- level — 06bem TpaduKa B NpoLEeHTax OT NPONyCcKHOM cnocobHo-
T nHTepodeiica;

- kbps — obbem Tpaduka.

Mpn 0bHapyKEeHUN WMPOKOBELLATENIbHOTO TpaduKa MHTepdeic
MOXeT bbITb oTKAtoYeH (shutdown) nan gobasneHa 3anuch B
YKYpHan coobuieHni (trap).

BbIKNOUNTb KOHTPO/Ib LIMPOKOBELLLATENIbHOTO Tpad)l/IKa.

storm-control broadcast
{pps pps} [trap] [shutdown]

no storm-control broadcast

pps: (125.. 19531250)

BKIOUNTBL KOHTPO/Ib LUMPOKOBELLATENbHOrO TpaduKa.

- pps — KONMYECTBO NaKeTOB B CEKYHAY.

Mpwn 0bHapyKeHUN WMpPOKOBELLLATeNIbHOTO TpadurKa MHTepdeNc
MOXeT 6biTb oTKAtodeH (shutdown) nan gobasneHa 3anucb B
YKYpHan coobuueHwni (trap).

BbIKNOUNTb KOHTPO/Ib LIMPOKOBELLLATENIbHOTO Tpad)l/IKa.
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KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:

console#

Tabnnuya 95 — KomaHabl pexkmma EXEC

3HayeHue/3Ha4yeHue

KomaHoa Aeiicmeue
no yMoa4YaHUuto
show storm-control inter- MokasaTb KoHUrypaumo GyHKUMM KOHTPOAA «LWTOPMa» Ans
face [gigabitethernet gi_port: (1..8/0/1..48); | yka3saHHOro nopta inbo Bcex NopToB.
gi_port | tengigabitether- te_port: (1..8/0/1..24);
net te_port | fortygiga- fo_port: (1..8/0/1..4)

bitethernet fo_port]

[pumepbl 8b1N0AHEHUS KOMAHO

= BKAKOYUTb KOHTPOJb LUIMPOKOBELLATENIbHOMO, MHOMO3APECHOrO U O4HOaApPecHOro Tpaduka Ha 3-m
nHtepdelice Ethernet. YctaHOBUTb CKOPOCTb A8 KOHTpOAMpyemoro Tpaduka — 5000 K6/c: gnsa wu-
pokoBewaTtenbHoro, 30 % noaocbl NPONycKaHMa AnA Bcero MHoroagpecHoro, 70 % ana HeM3BeCcTHOro
0AHO3ApPECHOTO.

console# configure

console (config) # interface TengigabitEthernet 0/3

console (config-if)# storm-control broadcast kbps 5000 shutdown
console (config-if) # storm-control multicast level 30 trap
console (config-if) # storm-control unicast level 70 trap

5.13 lpynnbl arperauun KaHanos — Link Aggregation Group (LAG)

KommyTaTopbl obecneunBaloT nogaepskky rpynn arperaumm KaHanoe LAG B KOnMuyecTse COracHo
Tabnuue 9 (cTpoka «Arperaums KaHanos (LAG)»). Kaxpgan rpynna nopToB A0/IXKHA COCTOATb U3 MHTepdeicos
Ethernet ¢ ogMHaKoOBOM CKOPOCTbIO, paboTaroLWmx B AynaeKCHOM pexume. O6beauHeHMe NopToB B rpynny
yBe/IMUYMBAET NPONYCKHYO CNOCOBHOCTb KaHana MeXay B3aumMoAenCTBYIOWUMM YCTPONCTBAMM U NOBbILWaeT
OTKa30yCcToNYMBOCTb. [pynna NnopToB ABAAETCA AN KOMMYTaTopa O4HUM N0TMYECKUM NMOPTOM.

YCTPOWCTBO NOAAEPKMBAET ABA PexMMa pPaboTbl rpynnbl NOPTOB — CTAaTMYecKasa rpynna 1 rpynna,
paboTatowas no npotokony LACP. Pabota no npotokony LACP onucaHa B COOTBETCTBYlOWEM pasgene
KOHUrypaumum.

/" Ecau gna uHtepdeiica npoussegeHbl HACTPOIKK, TO anA aobasneHuA ero B rpynny cae-
BYeT BepHYTb HaCTPOKU N0 YMOAYAHUIO.

[obasneHne nHTepdelicos B rpynny arperalun KaHanoB AOCTYMHO TOJIbKO B perKMme KoHdUrypauum
nHTepdelica Ethernet.
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KomaHObI pexcuma KoHgpu2ypauuu uHmepgetica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if)#

Tabnnua 96 — KomaHabl pexkmma KoHourypauum uHtepdelica Ethernet

Komanda 3HavyeHue/3HavyeHue Leiicmeue
no ymon4aHuro
channel-group group mode [ob6aeutb ethernet-uHtepdelic B rpynny nopTos.
mode group: (1..48); - on — po6asuTb NOpT B KaHan 6e3 LACP;
mode: (on, auto) - guto — po6aBuTb NOpT B KaHan ¢ LACP B pexxunme «activer.
no channel-group Ypanutb Ethernet-untepdeiic n3 rpynnbl NOpToB.

KomaHObI pexcuma KoHguaypayuu uimepgetica Port-Channel

BunAa 3anpoca KoOMaHAHOWM CTPOKM B pexxnume KoHpurypaunm nHtepoeliica Port-Channel:

console (config-if) #

Tabanua 97 — KomaHabl pexkmma KoHourypauum nHtepdeiica Port-Channel

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

lacp min-links min-links 3a4aTb MMHMMAIbHOE YMC/I0 aKTUBHbBIX IMHKOB B cocTase Port-
Channel, npn KoTopom oH nepexoauT B coctosiHue Up.
min-links: (1..8)/1 Hactpoiika Bo3mo)Ha TonbKo npu pabote Port-Channel
B pexxume LACP.

no lacp min-links min-links YCTaHOBWTb 3HaYEHNE MO YMONYAHUIO.

lacp max-bundle max-bun- 3a4aTb MaKCMMaibHOE YMCNO0 aKTUBHbIX IMHKOB B cocTase Port-
dle Channel, octanbHble AnHKKM Port-Channel 6yayT nepeseneHbl B
cocTosHue inactive.
AKTUBHbIE NOPTbI BbIBUpatoTcA No 3HayeHuo lacp
max-bundle: (1..8)/8 V npuopuTeTa NopTa Uau, Npu paBHO3HaYHOCTH
npuopuTeTa — No Homepy nopTa.
V Hactpoiika Bo3moXHa TonbKo npu pabote Port-Channel
B pexkume LACP.
no lacp max-bundle YCTaHOBWTb 3HaYEHME NO YMOYAHMIO.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexmnma rnobanbHoM KOHPUrypaumm:

console# configure
console (config) #
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Tabnmua 98 — KomaHabl pexkmma rnobanbHom KoHPUrypaumm

Komanda 3HavyeHue/3HavyeHue Leiicmeue
o ymoa4aHuro

port-channel load-balance 3afaTb MexaHU3m 6anaHCUMPOBKM Harpyskun ana ctpaternm ECMP
{src-dst-mac-ip | W ANA rPynnbl arperMposaHHbIX NOPTOB.
src-dst-mac | src-dst-ip | - src-dst-mac-ip — mexaHu3m 6anaHCUPOBKM OCHOBbIBAETCA Ha
src-dst-mac-ip-port | MAC-agpece u IP-agpece;
dst-mac | dst-ip | src-mac | - src-dst-mac — mexaHn3m 6anaHCMPOBKM OCHOBbIBAETCA Ha
src-ip} [mpls-aware] MAC-agpece;

- src-dst-ip — mexaHu3m 6anaHCMPOBKUM OCHOBbLIBAETCA Ha IP-

agpece;

- src-dst-mac-ip-port — mexaHn3m 6anaHCMpPOBKU
ocHoBbiBaeTca Ha MAC-agpece, IP-agpece u TCP-nopTte
—/src-dst-mac-ip Ha3HayeHus;

- dst-mac — mexaHu3m 6anaHCMPOBKM OCHOBbIBaeTcA Ha MAC-
agpece nony4yartens;

- dst-ip — mexaH13m 6anaHCMPOBKKM OCHOBbLIBAETCA Ha IP-
agpece nonydarens.

- mpls-aware — BKtoueHue napcuHra L3/L4-3aronoskos
naketos ¢ MPLS-meTKamu gns BCero ycTpomncTaa. AKTyasibHO
TO/IbKO C pexxumamu 6anaHcnposku no L3/L4-3aronoskam
nakera.

no port-channel load-bal-

ance Bo3BpaT K HacTpoiikam 6anaHCUPOBKM Harpy3Kun No yMoAYaHMIO.

KomaHObI pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:
console>

Tabnunua 99 — KomaHgpbl perkmuma EXEC

3HaveHue/3HayeHue "
KomaHda / Aeiicmeue
no ymon4aHuro
show interfaces channel- MokasaTb MHGOPMaLMIO NO rpynne KaHaioB..
group: (1..48) bopmay, Py
group [group]

5.13.1 Cmamuyeckue 2pynnel azpe2ayuu KAHAn06

dyHKumen ctatnyeckmnx rpynn LAG asnsetcs 06beanHEHNE HECKOIbKUX PUINYECKMX KaHAMO0B B O4MH,
YTO MO3BO/IAET YBEANUYUTb MPOMYCKHYO CNOCOOHOCTb KaHasa M MOBbLICUTb €ro OTKAa30yCTOMYMBOCTb. A
CTaTMYeCKMX FPynn NPUOPUTET UCMO/Ib30BaHUA KaHaN0B B 06beMHEHHOM MNyyKe He 3a4aeTcA.

/ Dna sBkaovyeHUA pabotbl UHTepdeiica B cocTaBe CTaTUYECKO! rpynnbl UCNONb3YiiTe Ko-
maHay channel-group {group} mode on B pexume KoH}Urypauum cooTBeTCTBYIOLLETO UH-
Tepdeiica.

5.13.2 lpomokon azpezayuu KaHanoe LACP

dyHKumMel npoTokona Link Aggregation Control Protocol (LACP) siBnseTca o6beauHEHNE HECKONbKUX
dU3NYECKMX KaHANOB B OAMH. ArperMpoBaHvMe KaHaloB MCMOAb3YeTCs AN YBE/MYEHUS MPOMYCKHOW
CNOCOBHOCTM KaHana W MOoBbIWEHMA ero oTKasoycTtoiumsoctu. LACP nossosifieT nepenasatb TpaduK no
06beAnHEeHHbIM KaHanam B COOTBETCTBUM C 334aHHbIMUW NPUOPUTETAMMU.
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V DOna BKAoueHus paboTbl MHTepdeiica no nportokony LACP ucnonb3yitTe KomaHAy
channel-group {group} mode auto B pexxume KoHPpUrypaumum cooTBeTCTBYIOLLETO UHTEP-
deiica.

KomaHObI pexcuma 2a06ana6Hol KOHgpu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM pexRmnma rnobasibHoM KOHPUrypaLmm:

console (confiqg) #

Tabanua 100 — KomaHgb! pexknuma rnobanbHoi KoHduUrypaumm

3HaveHue/3HavyeHue "
KomaHoa / Aelicmeue
no ymon4aHuo
lacp system-priority value YCTaHOBUTb NPUOPUTET CUCTEMDI.
— value: (1..65535)/1
no lacp system-priority YCTaHOBUTb 3HAYE€HME N0 YMOIYAHMIO.

KomaHObI pexcuma KoHguaypayuu uHmepaelica Ethernet

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if)#

Tabnmua 101 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4YaHuro
lacp timeout {long | short} YCTaHOBUTb aAMUHUCTPATUBHbIV TaliMayT npoTokosa LACP:
Mo ymonyanuio .
- long — pauntenbHoe Bpemsa TalimayTa;
ncnosb3yercs o
- short — manoe Bpema TanmayTa.
- 3HauyeHue long
no lacp timeout YCTaHOBUTb 3HAaYEHNE MO YMOIYAHUIO.

lacp port-priority value YcTaHoBUTb NpuopuTeT nHTEpdelica Ethernet.

value: (1..65535)/1

no lacp port-priority YCTaHOBWTb 3HaYeHME N0 YMOYAHMIO.

lacp force-up MNpuHyanTenbHo fo6asuTb MHTepdeiic B LACP, BHe 3aBUCMMOCTH
—/BbIK/IOYEHO OT Hanmums lacp pdu c OTBETHOM CTOPOHDI.

no lacp force-up OTMeHUTb NpUHyauTenbHoe nobasneHne nHtepoelica 8 LACP.

KomaHOobi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 102 — KomaHabl pexkuma EXEC

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no ymMoa4YaHuro
show lacp {gigabitethernet Moka3saTb nHdopmaumio o npotokone LACP ana untepoeiica
gi_port | tengigabitether- Ethernet. Ecnu gononHuUTEIbHbIE NAaPAaMETPbl HEe MCMONb3YHTCH,
net te_port | fortygiga- gi_port: (1..8/0/1..48); To byaeT nokasaHa BcA MHbopmaLmA.
bitethernet fo_port} [pa- te_port: (1..8/0/1..24); - parameters — rNoKasblBaeT NapameTpbl HACTPOMKK
rameters | statistics | pro- fo_port: (1..8/0/1..4); NPOTOKON3;
tocol-state] - statistics — nokasbliBaeT cTaTUCTUKY pPaboTbl NPOTOKONA;
- protocol-state — nokasbiBaeT cocTosiHMe paboTbl NPOTOKONA.

;;rc:)v:,:z]acp port-channel group: (1..48) Moka3zatb nHPpopmauutio o npotokone LACP ana rpynnbl NopTos.
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[pumepbl 8bINOAHEHUS KOMAHO

= Co3aaTb NepByo rpynny nopTos, paboTatouyto no npotokoay LACP n BkatoyatoLLyto Asa MHTepdeica
Ethernet — 3 n 4. CkopocTb paboTbl rpynnbl — 1000 M6uT/c. YcTaHOBUTL NPUOPUTET CUCTEMbI — 6,
npuoputetbl 12 n 13 gna noptos 3 n 4 COOTBETCTBEHHO.

console# configure
console (config) # lacp system-priority 6

console (config)# interface port-channel I
console (config-if)# speed 10000

console (config-if)# exit

console (config) # interface TengigabitEthernet 1/0/3
console (config-if)# speed 10000

console (config-if)# channel-group I mode auto
console (config-if) # lacp port-priority 12

console (config-if)# exit

console (config) # interface TengigabitEthernet 1,/0/4
console (config-if)# speed 10000

console (config-if)# channel-group I mode auto
console (config-if)

console (config-if)

# lacp port-priority 13
# exit

5.13.3 Hacmpoiika mexHonoz2uu Multi-Switch Link Aggregation Group (MLAG)

Kak n LAG, BupTyanbHble LAG no3BosAoT 06begMHUTb OAHY WAW HecKosibKo Ethernet-nuunii gns
YyBEINYEHMA CKOPOCTM N obecneyeHmsa oTKasoyctonumBocTn. MLAG TaK e u3BecTHa Kak VPC (Virtual port-
channel). Npun 06blMHOM LAG arperMpoBaHHble IMHUM A0AKHbI ObITb HAa OAHOM GU3MYECKOM YCTPOICTBE, B
cnydae ke ¢ VPC arpervpoBaHHble JIMHUU HaxoAATCA Ha pa3Hbix Guamyeckux yctponcreax. PyHkuma VPC
No3BOAAET COeAMHUTD ABa GMU3NYECKUX YCTPOMCTBA B OAHO BUPTYabHOE.

l ' Mpu HacTpolike VPC Ha 04HOPaHroBbIX KOMMYTaTOpPaXx A0/XKHa 6biTb 0gUHaKoBasA Bepcua
e nporpammHoro obecneyeHus.
/" VPC Port-Channel KoHTpoAupyIOTCA TONLKO KOMMYTaTOPOM C poablo Primary, KommyTa-
Top Secondary ucnonb3yert HacTpoiku Primary.

' | Henb3sa ncnonb3oBartb HacTpoiiky switchport forbidden default-vlan gns peer-link, Tak Kak
H Tpaduk npotoKona VPC nepepgaetca B default vlan Kak untagged.

KomaHObI pexcuma 2a06anbHol KOHguU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHPUrypaLmm:

console (config) #

Tabnnua 103 — KomaHgb! pexuma rnobasnbHoin KoHduUrypaumm

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
o yMoAYaHUIo

vpc domain domain_id Cospnatb VPC-gomeH.

Ha ogHom ycTpoiicTBe MmoXKeT 6biTb CO3AaH TO/IbKO
domain_id: (1..255) V oauH aomeH VPC. Ha napHbIX yCTPOACTBaX A0/MKEH

6bITb 0oguHaKoBbIi VPC-gomeH.

no vpc domain domain_id Ypanute VPC-g0oMeH C yCcTpolcTBa.

142 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



DHELTEX

vpc group group_id

no vpc group group_id

group_id: (1..63)

Coszpatb VPC-rpynny. [Jna KaxA0ro arpermpoBaHHOro MHTep-
deica gonkHa bbiTb co3gaHa otaensHas VPC-rpynna. Ha nap-
HbIX ycTpoicTBax Homepa VPC-rpynn AonHbI coBNagaTb.
CymmapHoe konmyectso VPC-rpynn He moKeT npe-
V BbiCUTb 48.

Ypanute VPC-rpynny c ycTponcTaa.

vpc

no vpc

—/BbIK/OYEHO

Bkntountb pexkum VPC. UcnonbsyeTtca nocne KoHdurypaumm
VPC.

BbikntounTb pexkmm VPC.

KomaHOb! pexcuma KoHgpu2ypayuu VPC

Bua 3anpoca KoMaHAHOM CTPOKM pexunma KoHdurypaumm VPC:

console (config) # vpc domain domain id
console (config-vpcdomain) #

Tabanuya 104 — KomaHgb! pexkmuma KoHdurypaumm VPC

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

peer link group

no peer link

group: (1..48)

HasHauutb Port-Channel B kauectse peer-link.

NckntounTb Port-Channel 13 yyactma B VPC.

peer detection

no peer detection

—/BbIK/IIOYEHO

BkntounTb peer detection protocol.
Peer-detection — pf0NOAHUTENbHBIA MeXaHU3M,
V obecneumnsaowmii pyHKunoHmposaHue VPC B cny-
yae obpbiBa peer-link. Moatomy 3anpeuwiaerca uc-
nonb3oBaHue peer-link gnAa opraHusauumn wmHTtep-
deiica peer-detection.

BbikntounTtb peer detection protocol.

peer detection interval
msec

no peer detection interval

msec: (200..4000 )/700
ms

3afaTb MHTEpBan OTNPaBKKM coobLlieHui peer detection pro-
tocol.

YCTaHOBUTb 3HaYeHMEe N0 YMOIHYAHUIO.

peer detection timeout
msec

no peer detection timeout

msec:
(700..14000)/3500ms

3afaTb Bpems oXuaaHua oTeeTa peer detection protocol.

YCcTaHOBUTb 3HaYeHue no YMONYaHUILO.

peer detection ipaddr
dest_ipaddress
source_ipaddress [port
udp_port]

no peer detection ipaddr

udp_port:
(1..65535)/50000

Hactpoutb IP-agpec nonyyaTtena naketos, |IP-agpec otnpasu-
Tens n UDP-nopt gna peer detection protocol.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

peer keepalive

no peer keepalive

BkntounTb cnyxkby keepalive.

BbIkntounTb cnykby keepalive.

peer keepalive timeout sec

no peer keepalive timeout

sec: (2..15)/5

3afaTb BpeEMA OXMAAHWA OTBETa Ha 3anpoc LLEeNOCTHOCTU
peer-link.

YCTaHOBUTb 3Ha4YeHME NO YMOHAHMUIO.
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YCTaHOBWUTb NPUOPUTET YCTPOMCTBA. YCTPOMCTBO C MEHbLUMM
role priority value value: (1..255)/100 3HaueHnem byaeT HasHa4eHo Primary.
no role priority YCTaHOBUTb 3HAYEHME MO YMOHAHMIO.
system mac-addr mac_ad- Ycranosutb MAC-agpec cuctemol Ana otnpasku 8 VPC-noptbl.
dress —
no system mac-addr YCTaHOBWTb 3HAYEHME MO YMONYAHUIO.
system priority value YCTaHOBWUTb NPUOPUTET CUCTEMbI ANA O0TNPaBku B VPC-nopTbl.
value: (1..65535)/32767 [onxeH bbITb 0AMHAKOBbIN Ha 060UX YCTPOICTBAX.
no system YCTaHOBUTb 3HAYEHME MO YMOTYAHMIO.

KomaHOb1 pexxcuma KoHguaypayuu VPC

BunAa 3anpoca KOMaHAHOM CTPOKK pexunuma KoHdurypaumm VPC-group:

console (config)# wvpc group group-id
console (config-group) #

Tabnnua 105 — KomaHab! pexkuma KoHdurypaumm VPC

3HavyeHue/3HavyeHue .
KomaHoa / Aelicmeue
no yMoaYaHuro
domain domain_id YcTtaHoBuTb VPC-group uneHom VPC-gomeHa.
domain_id: (1..255)
no domain domain_id Ucknountb VPC-group ns VPC-gomeHa.
vpc-port group [Oo6asutb Port-Channel 8 VPC-rpynny.
group: (1..48)

no vpc-port group UckntounTb Port-Channel n3 VPC-rpynnbl

KomaHObi pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnnua 106 — KomaHab! pexkuma EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue
o ymon4aHuro

show vpc — OT06pa3unTb MHPopMaumto o KoHourypaumm VPC.
show vpc group id — OT06pas3unTb MHPopmaLmio o Tekywem coctosaHumn VPC Group id.
show vpc peer-detection — OT06pa3unTb cocTosHMe cnyxbbl peer detection protocol.
show vpc role — OT06pa3nTb MHGOPMALMIO O POSIU YCTPOICTBA.
show vpc statistics peer { OT106pa3nTb cOCTOAHME cHETYUKOB cyxbbl VPC.
keepalive | link | detection —
}

5.14 Hactpoiika IPv4-agpecauun

B naHHOM pasgene onucaHbl KOMaHAbl A1 HACTPOMKM CTaTUYECKMX NapameTpos IP-agpecaumm, Takmx
Kak |IP-agpec, macka noaceTtu, W03 No ymondaHuto. Hactpoiika npoTtokosioB DNS m ARP onucaHa B
COOTBETCTBYIOLLUNX pa3aenax AOKYMeHTaLMN.
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KomaHObI pexcuma KoHgpuaypayuu uHmepagetlica Ethernet, uHmepdgpelica epynnsl nopmos, VLAN,
Loopback

Bug, 3anpoca KOMaHAHOM CTPOKM B pexknume KoHdurypaumm nHtepdeiica Ethernet, uHtepdeiica rpynnei
noptos., nHTepdeica VLAN, nutepoeiica Loopback.

console (config-if) #

Tabnnua 107 — KomaHab! pexxuma KoHpurypaumm nHtepdeiica

3HayeHue/3HayeHue
no ymon4aHuo

KomaHoa Aelicmeue

ip address ip_address {mask HasHauuTb 3agaHHOMy WHTepdelicy IP-agpeca u macku noa-
| prefix_length} cetn.
V 3HaueHMe Macku Mo3KeT 6biTb 3anucaHo nm6o B ¢pop-
mate X.X.X.X, nm6o B popmare /N, rae N — Konunue-
CTBO €AUHUL, B ABOMYHOM NpPeACTaBNEHUN MACKU.
Ypanutb IP-agpec uHTepodeiica.

prefix_length: (8..32)

no ip address [/P_address]
ip address dhcp

MonyumnTs IP-agpec ana HacTpansaemoro nHTepoeica or DHCP-
cepsepa.
V He ucnonb3yetca ans loopback-unrepdeiica.

no ip address dhcp 3anpeTuTb UCNosb3oBaHWe NpoTokosa DHCP gns nonyyeHus IP-

afpeca BblIbpaHHbIM MHTepdeicom.

ip unnumbered [vlan
vlan_id | loopback loop-
back_id]

no ip unnumbered

PaspelnTtb KOHPUryprpyemomy nHTepdelicy saumcteosarts IP-

vlan_id: (1..4094); appeca VLAN n Loopback-uHtepdeiica.

loopback_id: (1..64)

OTKNOUNTD OYHKLMIO 3aMMCTBOBaHMSA agpeca.

KomaHObI pexcuma 2a0baab6Hol KOHGuU2ypayuu

Bua 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaumu:

console (config) #

Tabnumua 108 — KomaHapl pexkruma rnobanbHom KoHbUrypauum

3Ha4yeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aeiicmeue

ip default-gateway ip_ad-
dress

3afaTh AN KOMMYTaTOpPa aApec LW3a N0 YMOAYaHUIO.
— /w03 no

YMOJIYAHMIO He 3a4aH

no ip default-gateway

Y[annTb Ha3HAYEHHbIN aApec W/o3a Mo YMONYaHUIO.

ip helper-address {ip_inter-
face | all} ip_address
[udp_port_list]

no ip helper-address {ip_in-
terface | all} ip_address

—/BbIK/IIOYEHO

BkaounTb Nnepeagpecaumio WnpokoseLatenbHbix UDP-nakeTos
Ha onpejaeneHHbI agpec.

- ip_interface — IP-agpec uHTepderica, Ans KOTOporo
BbINO/IHAETCA HAaCTPOMKA;

- all — no3BonseT BbIGPaTh BCe IP-MHTEpdENChl yCTPONCTBa;

- ip_address — |P-aapec Ha3Ha4YeHuWsA, Ha KOTopbIl ByayT
nepeHanpasnATbcA nakeTbl. 3HaveHune 0.0.0.0 oTkAovaeT
nepeazpecauuto;

- udp_port_list — cnucok noptos UDP. LLinpokoseLLaTenbHbIl
TpaduK, HanpaBAEHHbIM Ha NepeYncieHHble B CNIMCKe NopTbl,
nofsepraeTca nepeagpecaunun. MakcumanbHoe obliee
KO/IM4eCcTBO NOPTOB M aApecoB Ha ycTponcTeo — 128.

OTMEeHUTb Nepeagpecaumio Ha 3agaHHbIX UHTepdeiicax.
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KomaHObl pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnnua 109 — KomaHgb! pexuma privileged EXEC

Komanda 3HayeHue/3HayeHue Neiicmeue

no ymon4aHuro

clear host {* | word} word: (1..158) YAanuTb U3 NamATK noayyYeHHble no npotokony DHCP 3anucu
T COOTBETCTBUIA UMEH MHTepdeicoB 1 nx IP-aapecos.
CUMBOJI0B N
— Yy4anuTb BCe COOTBETCTBUA.
renew dhcp {gigabitether- OTnpasuTb 3anpoc kK DHCP-cepsepy Ha o6HoBNeHWMe IP-agpeca.
net gi_port | tengiga- gi_port: (1..8/0/1..48); | - force-autoconfig — npu o6HoBAEHUM IP-aapeca 3arpyskaeTca
bitethernet te_port | for- te_port: (1..8/0/1..24); | koHdurypaums c TFTP-cepsepa.
tygigabitethernet fo_port | fo_port: (1..8/0/1..4);
vlan vian_id | port-chan- group: (1..48)
nel group | oob} [force-au- vlan_id: (1..4094)
toconfig]
show ip helper-address . OT06pa3uTb Tabnnuy Nnepeagpecalmm WMpoKoBeLLaTeibHbix UDP-
nakeTos.

KomaHOb! pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console>

Tabnnua 110 — KomaHab! pexkuma EXEC

Komanda 3HavyeHue/3Ha4yeHue Neiicmeue
o ymMmon4aHuio
show ip interface [vrf {vrf- vrf-name: (1..32) Moka3aTb KoHOUrypauumio IP-agpecaunn Ana ykasaHHoro
name | all} | gigabitether- CUMBONA; uHTepderica nam obnactv BUPTYanbHOM MapLpyTusauum (vrf).
net gi_port | tengiga- gi_port: (1..8/0/1..48);
bitethernet te_port | for- te_port: (1..8/0/1..24);
tygigabitethernet fo_port | fo_port: (1..8/0/1..4);
port-channel group | loop- group: (1..48);
back loopback_id | vlan loopback_id: (1...64)
vlan_id | oob] vlan_id: (1..4094)

5.15 Hactpoiika Green Ethernet

Green Ethernet — TtexHonorus, no3sonAwWwaa CHU3UTb QHGpFOI'IOTpE6}'IEHVIe YCTpOﬁCTBa 3a cyet
OTKNHOYEHNA NUTAHUA ANA HEAKTUBHbIX 3/TIEKTPUYHECKUX NOPTOB U UISMEHEHUNA YPOBHA NepeafaBaeMoro CMrHanaa
B 3aBUCMMOCTU OT A/IUHbI Kabens.

KomaHObI pexcuma 210baabHol KOHuU2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHol KoHGUrypaumumu:

console (config) #
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Tabnmua 111 — KomaHabl pexkmma rnobanbHom KoHpuUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
Mo ymon4aHuro

Aelicmeue

green-ethernet energy-de-
tect

BK/IIOUNTB SHEprocbeperaoLmnin PeXRMM 418 HEaKTUBHbIX
nopToB.

no green-ethernet
short-reach

no green-ethernet en- /Belknioen OTKNOUUTL 3Heprocbeperaowmii PeXKUm ANA HeEaKTUBHBIX
ergy-detect nopToB.
green-ethernet short- BKOUNTL 3HEprocbeperatoLmin pexmm a8 NopToB, K KOTOPbIM
reach NOAKNHYAIOTCA YCTPOMCTBA C A/IMHOMN Kabensa NogKNtoYeHus
MeHblLLIE MOPOroBOro 3Ha4eHMs, yCTaHaBIMBAEMOrO C MOMOLLbHO
—/BbIK/IOYEH

KomaHabl green-ethernet short-reach threshold.

OTKAOYUTL 3HeprocbeperaoLnii PesKMM Ha OCHOBaHMUM A/IUHbI
Kabens.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica

Bupg, 3anpoca KOMaHAHOM CTPOKM B pexkMme KoHdurypauumn nHtepdelica Ethernet:

console (config-if) #

Tabnnua 112 — KomaHab! pexkuma KoHdpurypaumm nHtepdelica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmesue

green-ethernet energy-de-
tect

BKAtOUMTb 3HEeprocbeperatoLLmin pexknum gns nHtepdelica.

no green-ethernet
short-reach

no green-ethernet en- /BKniosen OTKNOYMTL 3HEeprocbeperaroLLmin pexknum gns nHtepdelica.
ergy-detect
green-ethernet short- BkntounTb aHeprocbeperatoL il peKMm Ha OCHOBAHUMU AJIUHbI
reach Kabens.

—/BKAtoyeH

OTKNIOYMTL 3HEprocbeperaroLLmMii PeXKMM Ha OCHOBaHUM OJ/INHbI
Kabens.

KomaHOb1 pexcuma privileged EXEC

Buna 3anpoca KomaHAHOM CTPOKKM B pexume privileged EXEC:

console#

Tabnnua 113 — KomaHgb! pexuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

show green-ethernet [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

OT06pasunTb CTaTUCTUKY green-ethernet.

green-ethernet power-me-
ter reset

C6pOCVITb CYHETHUK n3meputTena MmoLHOCTU.
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[Tpumepbl 8bINOAHEHUA KOMAHO

OTobpasuntb cTaTUCTUKY green-ethernet:

console# show green-ethernet detailed

Energy-Detect mode: Disabled

Short-Reach mode: Disabled

Power Savings: 82% (0.07W out of maximum 0.40W)
Cumulative Energy Saved: 0 [Watt*Hour]
Short-Reach cable length threshold: 50m

Port Energy-Detect Short-Reach
Admin Oper Reason Admin Force Oper Reason
tel/0/1 on off on off off
tel/0/2 on off on off off
tel/0/3 on off on off off
tel/0/4 on off on off off
tel/0/5 on off on off off
tel/0/6 on off on off off

VCT Cable
Length

5.16 Hacrtpoiika IPv6-agpecauun

5.16.1 Npomokon IPv6

KommyTtatopbl noagep:kusatoT paboty no npotokony IPv6. Moaaeprkka IPv6 sBnaetcs BaXKHbIM
[OOCTOMHCTBOM, MOCKO/IbKY MPOTOKoA IPv6 npu3BaH, B nepcrnekTUBE, MOJIHOCTbIO 3aMEHWUTb ajpecauuto
npotokona IPv4. Mo cpasHeHuto ¢ IPv4 npoTtokon IPv6 nmeet pacwmpeHHoe agpecHoe NnpocTpaHcTeo — 128
6uT BmecTto 32. Agpec IPv6 npeactasnseT coboint 8 6/10K0B, pas3aeieHHbIX ABOETOUYMEM, B KaxKaom 610Ke 16
6VIT, 3aMCaHHbIX B BUAE YeTblpeX WeCTHaauaTePUYHbIX Ynucen.

Momumo yBenuMyeHMa agpecHOro MpPOCTPAHCTBA NPOTOKOA IPV6E umeeT uepapxmyeckyto cxemy
afpecaunn, obecrneyvBaeT arperaumio MaplIpyToB, ynpollaeT Tabavuy MaplpyTM3aumu, npuv 3TOM
3¢ PeKTUBHOCTb PabOTbl MapLUpPyTU3aTOPa NOBbILIAETCS 33 CHET MEXaHNU3Ma OOHapYKeHMA cocegHUX Y310B.

JNlokanbHble agpeca IPv6 (IPv6Z) B KOMMyTaTOpe HasHaualoTca WHTepdelicam,
Ncnosb3oBaHMKU IPV6Z-aapecoB B CMHTAKCUCE KOMAHA UCNOb3yeTcsa caeayowmii bopmar:

<ipv6-link-local-address>%<interface-name>

roe:
interface-name — vmsa nHTepdeiica:

interface-name = vlan<integer> | ch<integer> |<physical-port-name>

integer = <decimal-number> | <integer><decimal-number>

decimal-number=0|1]12]|3|4|5]|6|7]|8]9

nostomy npwu

physical-port-name = gigabitethernet (1..8/0/1..48) | tengigabitethernet (1..8/0/1..24) | for-

tygigabitethernet (1..8/0/1..4)
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V Ecaun 3HaueHue rpynnbl N HECKOIbKUX FPYyNN Nnogpag, B agpece npotokona IPvé pasHo
Hynio — 0000, To AaHHble rpynnbl moryt 6biTb onyuweHbl. Hanpumep, apgpec
FE40:0000:0000:0000:0000:0000:AD21:FE43 moeT 6bITb cOKpalyeH ao FE40::AD21:FE43.
CoKpalueHuto He MoryT 6bITb NOABEPrHyTbl 2 pa3geneHHble HyneBble rpynnbl U3-3a BO3-
HUKHOBEHUA HEO4HO3HAUYHOCT!.

V EUI-64 — 3T0 ngeHTMdUKaTop, co3paHHbli Ha 6aze MAC-agpeca uHTepdeiica, asnaio-
wuica 64 mnagwmmm 6utamm IPv6-agpeca. MAC-agpec pasbusaertca Ha gBe YacTu no 24
6uTta, mexay Kotopbimu aobasnserca KoHcTaHTa FFFE.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHOM KOHOUrypaumm:

console (config) #

Tabnnua 114 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
Mo yMmoaA4YaHuo

Aelicmeue

ipv6 default-gateway
ipv6_address

no ipv6 default-gateway
ipv6_address

3a4aTb 3Ha4YeHWe NoKanbHOro agpeca IPv6-wntosa no
YMOAYaHUIO.

YpanuTb HacTporkm IPv6-wwt03a N0 yMOYaHUIO.

ipv6 neighbor ipv6_address
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id}
mac_address

no ipv6 neighbor
[ipv6_address]
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

Co3patb cTaTnyeckoe cooTseTcTeme mexay MAC-agpecom
coceaHero ycTpoictsa u ero IPvb-agpecom.

- ipv6_address — IPv6-agpec;

- mac_address — MAC-agpec.

YpanuTb cTatudeckoe cootseTcTene mexay MAC-agpecom
coceaHero ycTponctsa u ero IPvb-agpecom.

ipv6 icmp error-interval
milliseconds [bucketsize]

no ipv6 icmp error-interval

milliseconds:
(0..2147483647)/100;
bucketsize: (1..200)/10

3apaTb orpaHuyeHmne ckopoctn ans ICMPv6-coobuieHnin 06
ownbKax.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

ipv6 route
prefix/prefix_length
{gateway} [metric]
[distance distance]

no ipvé6 route prefix
/prefix_length [gateway]

prefix: X:X:X:X::X;
prefix_length: (0..128);
metric: (1..65535)/1;
distance (1..255)/1

[o6aBuTb cTaTuueckunii mapLupyt IPv6.

- prefix — ceTb Ha3HayeHus;

- prefix_length — npedurKc macku ceTm (KONMYecTBo eanHUL, B
macke);

- gateway — W03 ANA JOCTYNA K CETU HAa3HaYeHus;

- distance — afMUHUCTPATMBHAA AMUCTaHUMA MapLIpyTa.

Ypanutb ctaTtudeckuii mappyt IPv6.

ipv6 unicast-routing

no ipv6 unicast-routing

— /BbIKOYEHO

Bkatouuntb nepeHanpasaeHne oagHOAAPECHbIX MAaKeTOoB.

OTKAIOUUTD nepeHanpasaeHne oagHOaApPeCHbIX MAaKETOB.
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ipvé6 distance {ospf {inter-
as | intra-as} | static}
distance

no ipvé6 distance {ospf
{inter-as | intra-as} |
static}

distance
(1.255)/static:1,
OSPF intra-as:30,
OSPF inter-as:110

YCTaHOBUTb 3HaYeHWEe aAMUHUCTPATUBHON AncTaHumm (AD) ans
BCEX MapLUPYTOB YKa3aHHOro Tuna.

- ospf inter-as — ycTtaHOBWTb 3Ha4YeHne AD g1 MeXK30HasIbHbIX
MapLLpPYyTOB, NPUHATbIX NO npoTokoay OSPF;

- ospf intra-as — ycTaHOBUTb 3HaueHne AD ana
BHYTPM30HA/IbHbIX MapLUPYTOB, NPUHATBIX MO npoTokony OSPF;
- static — ycTaHoBUTb 3Ha4YeHne AD ana ctaTuyeckmx
MapLIpyTOB.

YCTaHOBWUTb 3HAYeHMNE NO YMOI4aHUIO.

KomaHObl pexcuma KoHpuaypauyuu uHmepgetica (VLAN, Ethernet, Port-Channel)

Bupg, 3anpoca KOMaHAHOM CTPOKM pexkmnma KoHdurypaumm nHtepdelica:

console (config-if)#

Tabnnua 115 — KomaHgbl pexxuma KoHdpurypaumm nntepoeiica (Ethernet, VLAN, Port-channel)

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ipv6 enable

no ipvé enable

—/BbIK/IIOYEHO

BKAtounTb noanep:KKy IPvb Ha uHTepdelice.

OTKAOUMTb NoaaepKKy IPv6 Ha nHTepdeiice.

fix_length [eui-64] [anycast]

ipv6 address ipv6_address/pre-

no ipv6 address [ipv6_ad-
dress/prefix_length] [eui-64]

prefix-length: (0..128)
((0..64) ecnn
ncnonb3yeTtca napamerp
eui-64)

3agatb IPv6-aapec Ha nHtepdelice.

- ipv6_address — IPv6-agpec, HasHayeHHbI mHTepdeicy (8
610KO0B, pa3feneHHbIX ABOETOUMEM, B KaxaoM 61oke 16 6urT,
3anMCaHHbIX B BUAE YeTblipex WecTHaALAaTePUUHbIX Ynucen);

- prefix_length — pnnHa npedukca IPv6 — pgecATMYHOE Yncio
— KO/IMYECTBO CTapwmx BUT agpeca cocTaBaaoWmx Npedukc;

- eui-64 — naeHTMOUKATOP, CO3aaHHbIN Ha 6base MAC-aapeca
nHTepodelica, 3anucbiBaeTca B 64 mnaglwmx buta IPve-agpeca;

- anycast — yKa3blBaeT, YTo 3aZaHHbIV agpec anycast-agpec.

Yaanute IPv6-agpec ¢ uHtepdelica.

ipv6 address autoconfig

no ipv6 address autoconfig

Mo ymonyaHutio
aBTOMaTUyecKas
KOHUrypaLma BKAOYEHA,
apeca He Ha3HayeHbI.

BKNOUMTL aBTOMATUUYECKY KoHdurypaumio IPvb-agpecos Ha
nHTepdelice. Agpeca HacTpaMBalOTCA B 3aBUCMMOCTU OT npe-
dUKcoB, KOTOpble nosyyeHbl B coobuweHuax «Router
Advertisement».

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

fix_length link-local

ipv6 address ipv6_address/pre-

no ipv6 address [ipv6_ad-

Mo YMONYaHUIO 3Ha4YeHune
JI0KaNbHOTrO agpeca:

3agaTb oKanbHbIN IPv6-agpec nHtepdeliica. Crapwme 6UTbI 10-
KanbHbIX IP-agpecos B IPv6 — FE80::

YpanuTb noKanbHbil IPv6-aapec.

no ipv6 unreachables

dress/prefix-length link-local] (FE80::EVI64)
ipv6 nd dad attempts at- 3afaTb KOMYECTBO COObLLEeHUI-TpeboBaHUI, NepesaBaemblx
tempts_number (0.600)/1 WHTepdericom B3aMMOoenCcTBYLWEeMY YCTPOMCTBY B Caydae 06-
- HapyKeHua aybamnkauum (Konnmsuu) IPv6-agpeca.
no ipv6 nd dad attempts BepHyTb 3HaYeHMe No YMOHAHMIO.
ipv6 unreachables Bkntountb ICMPV6-cO0bLEHNA O HEAOCTUMKMMOCTM agpecaTta
—/enabled npu nepegaye NakeTos Ha onpeaeseHHbI nHTepdeic.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ipvé mid version version

no ipvé mid version

version: (1..2)/2

OnpegennTb Bepcuto npoTtokona MLD ansa nHtepdeiica.

YCTaHOBUTb 3HaYeHue no YMON4YaHULO.
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KomaHOb! pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKKM pexunma privileged EXEC:

console#

Tabnnua 116 — KomaHgb! pexkuma privileged EXEC

3HayeHue/3Ha4yeHue
no ymon4aHuro

KomaHda

Aeiicmeue

show ipv6 neighbors
{ipv6_address | giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group | vlan
vlan_id}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MNokasatb MHdpopmaumo o coceaHux IPv6-ycTpoiicteax, co-
JAepxKallytocs B Kalue.

clear ipv6 neighbors

OunCTUTL K3W, copeprKawmi UHOOPMAUMIO O COCeAHMUX
yCTpoicTBax, paboTatolwmx no npotokony IPv6. UHdopmauma
0 CTAaTUYECKMX 3aMMUCAX COXPaHAETCA.

show ipv6 distance

MNoKasaTb 3HaYeHNe aMUHUCTPATUBHOM ANCTAHLUN ANA pas-
JINYHBIX UCTOYHMKOB MapLLpyTa.

KomaHOobl pexcuma EXEC

Bupg 3anpoca KOMaHAHOM CTPOKK perxknma EXEC:

console#

Tabnunua 117 — KomaHab! pexkuma EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

HAelicmeue

show ipv6 interface [brief |
gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | loopback | vlan
vlan_id]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094)

MoKasaTb HacTPOMKKM NpPoToKoANa IPV6 Ans yKazaHHOTo UHTep-
deiica.

show ipv6 route [summary
| local |connected | static
| ospf | icmp | nd |
ipv6_address[ipv6_prefix |
interface {gigabitethernet

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);

gi_port | fo_port: (1..8/0/1..4);
tengigabitethernet te_port group: (1..48);
| fortygigabitethernet vlan_id: (1..4094)

fo_port | port-channel
group | loopback | vlan
vlan_id}]

Moka3saTb Tabauuy IPv6-mapLupyTos.
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5.17 HacTtpoiKa NnpoTOKoN0B

5.17.1 Hacmpolika npomoKona DNS — cucmembl 0OMeHHbIX UMeH

OcHoBHoOW 3agayelt npotokona DNS sasnsetcs onpegeneHue IP-agpeca y3na ceTu (xocTta) no 3anpocy,
copeprKalleMy €ero AoMeHHoe uMA. Basa [AaHHbIX COOTBETCTBUIA AOMEHHbBIX MMEH Y3/10B CETU WU
cooTBeTcTBYOWMX UM IP-agpecos Begetca Ha DNS-cepsepax.

KomaHOb! pexcuma 2106aabHOU KOHU2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKU B pesKuUmMe r106anbHON KOHPUrypaumm:
console (confiqg) #

Tabnnua 118 — KomaHab! pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

ip domain lookup

no ip domain lookup

—/BKNOYEHO

PaspewwnTtb ncnonb3osaHne npotokona DNS.

3anpeTutb Mcnosb3oBaHue npoTokoaa DNS.

ip dns server

no ip dns server

— /BbIKAOYEH

BKkntounTb paboty DNS-cepBsepa.

Bbikntountb paboty DNS-cepBepa.

ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

no ip name-server
{serverl_ipv4_address |
serverl_ipv6_address |
serverl_ipv6z_address}
[server2_address] [...]

Onpegenuts IPv4/IPv6-aapeca gna aoctynHbix DNS-cepsepos.

Ypanuts IP-agpec DNS-cepBepa 13 cnncka AOCTyNHbIX.

ip domain name name

no ip domain name

name: (1..158) cumsonos

OnpeaennTb LOMEHHOE MMSA MO YMOIYaHUIo, KoTopoe Byaert
MCNONb30BaTbLCA MPOrPaMMON, 418 AONOAHEHUA
HenpaBu/IbHbIX LOMEHHbIX UMeH (LOMEeHHbIX UMeH 6e3 TOUKM).
[N OMEeHHbIX MMeH 6e3 TOUYKM B KoHel, uMmeHu ByaeT
[06aBNATLCA TOUKA M YKA3aHHOE B KOMaHAE LOMEHHOE MMS.

YaanuTb JOMEHHOe MMA MO YMOAYAHUIO.

ip host name address1
[address2 ... address8]

no ip host name

name: (1..158) cumsonos

OnpepennTb CTaTUMECKNE COOTBETCTBUA MMEH y3/10B ceTu |P-
aapecam, 406aBUTb YCTaHOBNIEHHOE COOTBETCTBUE B K3LLI.
DyHKUMA nokanbHoro DNS. MorkHo onpegenuTs oo BocbMu |IP-
agpecos.

YpanuTb ctaTUyeckne COOTBETCTBMA MMEH Y3108 ceTu |P-
aapecam.

KomaHOb! pexcuma EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK B pexxknume EXEC:

console#
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Tabnmua 119 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue
1o yMoA4YaHuro

KomaHoa

Aelicmeue

lear host *
clear host {name | *} name: (1..158) cumsonos

YaanuTb 3anucb COOTBETCTBMA MMeHM y3na ceTh IP-agpecy Kawa
nnbo sce 3anucu (*).

show hosts [name]

name: (1..158) cumsonos

OT06pa3nTb AOMEHHOE MMA MO YMOYaHUIO, cnucok DNS-
CcepBepoB, CTaTUYECKME U KILMPOBAHHbIE COOTBETCTBUA UMEH
y3108 cetu u IP-agpecos.

Mpu ncnonb3oBaHUN B KOMAHAE MMEHU y3/1a CETH,
oTobparkaeTcA COOTBETCTBYOWMIA emy IP-agpec.

show ip dns server

OT06pa3uTb ctaTyc DNS-cepBepa 1 CNUCOK AOCTYNHbIX
cepBepoB.

show ip dns server cache —

OT06pa3unTtb Kaw DNS-cepsepa.

show ip dns server cache
query_name query_type

query_name: (1..158)
CUMBOJIOB:
query_type: (1..255, a,
ptr, aaaa)

OT06pa3unTb NOAPO6HbLIN BbIBOA 3aMMCK, BKAKOYAOLWMI B cebs
oTeeTbl RR Ha AaHHbIV 3anpoc query_name v query_type.

show ip dns server
counters

OT06pa3unTb obuiee YNCI0 3anNpocoB M obLLee YUCI0 OTBETOB,
HanaeHHbIX B cache-hit.

clear ip dns server cache —

Ounctutb Kaw DNS-cepsepa.

clear ip dns server
counters

O6HyIWITb CYETYUKM 3anpoCcoB U OTBETOB.

[pumepbl UC016308AHUA KOMAHO

Mcnonb3osaTtb DNS-cepsepa no agpecam 192.168.16.35 n 192.168.16.38, ycTaHOBUTb AOMEHHOE MMA

Nno YMO/ZTYaHNIO — mes:

console# configure

console (config)# ip name-server 192.168.16.35 192.168.16.38

console (config) # ip domain name mes

YCTaHOBUTb CTaTUYECKOE COOTBETCTBUE: Y3e/1 CETU C UMeHeMm eltex.mes nmeet IP-agpec 192.168.16.39:

console# configure

console (config) # ip host eltex.mes 192.168.16.39

5.17.2 Hacmpolika npomokona ARP

ARP (Address Resolution Protocol — npoTOKon paspelleHus aapecoB) — MNPOTOKOA KaHa/bHOIo
YPOBHSA, BbINOAHALOWMIA PyHKUMIO onpeaeneHns MAC-agpeca Ha OCHOBaHMM cogeprKalleroca B 3anpoce |P-

appeca.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

BuAa 3anpoca KOMaHAHOM CTPOKM B pexume rnobanbHoli KoHGUrypaummu:

console (config) #
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Tabnnua 120 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

3HayeHue/3HayeHue
1o ymMon4YaHuro

KomaHda

Aelicmeue

arp ip_address hw_address

[gigabitethernet gi_port | dopmart ip_addr: A.B.C.D;
tengigabitethernet te_port dopmat hw_address:

| fortygigabitethernet H.H.H

fo_port | port-channel H:H:H:H:H:H
group | vlan vian_id | oob] H-H-H-H-H-H;

no arp ip_address gi_port: (1..8/0/1..48);
[gigabitethernet gi_port | te_port: (1..8/0/1..24);
tengigabitethernet te_port fo_port: (1..8/0/1..4);

| fortygigabitethernet group: (1..48)
fo_port| port-channel vlan_id: (1..4094)

group | vlan vian_id | oob]

[o6aBuTb cTaTMyeckyto 3anucb cooTsetcTemsA IP- 1 MAC-
agpecos B Tabaunuy ARP gna yKasaHHOro B KomaHze
uHTepdelica.

- ip_address — IP-agpec;

- hw_address — MAC-agpec.

Yaanutb ctaTuyeckyto 3anmce cooteetcTama IP- u MAC-agpecos
n3 Tabaunupl ARP gna ykazaHHOro B KomaHzae nHTepdeiica.

arp timeout sec
sec: (1..40000000)/60000

HacTpouTb BpemMs KU3HM AMHAMUYECKUX 3anuceit B Tabauue
ARP (c).

no ip arp proxy disable

" cek
no arp timeout YCTaHOBUTb 3Ha4YeHUE NO YMONYAHUIO.
ip arp proxy disable OTKNOUUTL peXkum npokcmposaHmna ARP-3anpocos gna
. KOMMyTaTOopa.
—/OTKNIOYEH

BkntoumTb pexknm npokcuposaHua ARP-3anpocos gna
KOMMyTaTOpa.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMmaHAHOM CTPOKK B pexume privileged EXEC:

console#

Tabnmua 121 — KomaHapl pexkmma privileged EXEC

3HayeHue/3HayeHue
110 yMOAYAHUIO

KomaHda

Aelicmeue

clear arp-cache

YpanuTb Bce guHamumyeckue 3anmcu ns ARP-Tabanupl (KomaHaa
[OCTYyMNHA TONbKO A8 NPUBUIETMPOBAHHOTO NO/b30BaTeNs).

show arp [ip-address ip_ad- dopmar ip_address:
dress] [mac-address A.B.C.D
mac_address] [giga- dopmat mac_address:
bitethernet gi_port | tengi- H.H.H vaun H:H:H:H:H:H
gabitethernet te_port | for- nnu H-H-H-H-H-H;
tygigabitethernet fo_port | gi_port: (1..8/0/1..48);
port-channel group | oob] te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

MokasaTtb 3anucu ARP-Tabanupl: Bce 3anucu, duabTp no IP-
agpecy; ounbtp Nno MAC-agpecy; dunbTp no nHTEpdelicy.
- ip_address — |P-agpec;

- mac_address — MAC-agpec.

show arp configuration

MokasaTtb rnobanbHyto KoHdurypauuto ARP 1 koHourypaumio ARP
ons nHtepdelicos.

KomaHObI pexcuma KoHgu2ypayuu uHmepagelica

Bupa 3anpoca KomaHAHOM CTPOKK B pexume interface configuration:

console (config-if)#
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Tabnmua 122 — KomaHabl pexmma KoHpurypaumm nHtepodeiica Ethernet, rpynnbl uHtepdeicos, nHtepdeica

VLAN

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

ip proxy-arp

—/BKAIOYEHO

no ip proxy-arp

BkAtounTb pexxum npokcuposaHma ARP-3anpocos Ha
HacTpanBaemom MHTepoeiice.

OTKNOYNTL peXum npokcmpoBaHnA ARP-3anpocoB Ha
HacTpanBaemom MHTepoeiice.

ip local-proxy-arp

—/BbIK/IOYEHO

no ip local-proxy-arp

BKntounTb Ha nHTepdelice dpyHKumMoHan Local Proxy ARP
(KommyTaTop ByaeT oTBeyaTb Ha ARP-3anpockl K XocTam,
HaxoAALMMCA B TOM YMCNIe Ha 3TOM Xe L3-uHTtepdeiice). Ona
paboTbl AaHHOW GYHKLMM HA NOPTY HEOBXOAMMO BKAOUYUTL
06bI4HbIN Proxy ARP (IP proxy-arp).

OTKAtounTb PyHKLMOHan Local Proxy ARP Ha uHTepdeiice.

[pumepbl UCM016308AHUS KOMAHO

[JobaBuTb cTtatnyeckyto 3anmcb B ARP-Tabauuy: IP-agpec 192.168.16.32, MAC-agpec 0:0:C:40:F:BC,
YCTAHOBUTb BPEMSA XKU3HU AMHAMUYecKuX 3anucein B ARP-Tabaunue — 12000 cekyHA:

console# configure
console (config)# arp 192.168.16.32 00-00-0c-40-0f-bc tengigabitethernet

1/0/2

console (config)# arp timeout 12000

= [lokasaTb cogepkmumoe ARP-Tabsmupbl:

console# show arp

HW address status

vlian 1 te0/12 192.168.25.1 02:00:2a:00:04:95 dynamic

5.17.3 Hacmpoiika npomokona GVRP

GARP VLAN Registration Protocol (GVRP) — npotokon VLAN-peructpauuu. MNpoTokon nossonset
pacnpocTpaHnTb No cetu uaeHTudumkatopbl VLAN. OcHoBHOM ¢yHKUMeN npoTokona GVRP sasnsetcs
obHapyeHne nHdopmaLmm 06 OTCYTCTBYIOWMX B 6a3e AaHHbIX KommyTaTopa VLAN-ceTax npu NoayvyeHuu
coobuieHnit GVRP. Nonyune nHdopmaumio o6 otcytcreytowmx VLAN, KommyTaTop AobaBnseT ee B cBoto 6asy

AaHHbIX.

KomaHObI pexcuma 2a06anb6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHGUrypaumm:

console (config) #

Tabnunua 123 — KomaHabl pexuma rnobasnbHol KoHdurypaumm

KomaHda

3Ha4yeHue/3HayeHue
Mo ymoa4YaHuro

Aelicmeue

gvrp enable

no gvrp enable

—/BbIK/IOYEH

BkatounTb ncnonb3osaHue npotokona GVRP-kommyTtaTtopom.

BbIKNOUMTBE MCNonb3oBaHMe NPOToKoaa GVRP-kommyTaTopom.
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gvrp static-vlan

no gvrp static-vlan

MonyuyeHHble no GVRP VLAN 6yayTt aBTomatnyeckn Aobasnatben
Bo vlan database.

OTKAOUUTb fo6aBneHue vlan-0B, NONYYEHHbIX NO NPOTOKOY
GVRP Bo vlan database.

KomaHObI pexcuma KoHgu2ypauuu uHmepgelica (duanasoHa uHmepgpelicos) Ethernet, uHmepdgelica

epyrnnel nopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei

NnopTOoB:

console# configure

console (config) # interface {gigabitethernet gi port | tengigabitethernet

te port |

console (config-if) #

fortygigabitethernet fo port | port-channel group}

Tabanua 124 — KomaHgb! pexkuma KoHpurypauum nntepdeiica Ethernet, rpynnel uHtepdelicos

no gvrp
vlan-creation-forbid

3HayeHue/3HayeHue .
KomaHda Aelicmeue
no ymoa4aHuro
gvrp enable BkntounTtb ncnonbsosaHue npotokona GVRP Ha HacTpansaemom
MHTepodeiice.
—/BbIKAOYEH
no gvrp enable BbIkntounTb Mcnonb3osaHMe npoTokona GVRP Ha HacTpaneaemom
uHTepodelice.
gvrp vlan-creation-forbid 3anpeTnTb AMHaMUYecKoe nameHeHune nnum cosganme VLAN ana
HacTpanBaemoro nHTepoeica.
—/pa3spelueHo

PaspewunTb gnHamuyeckoe nameHeHune nnum cosganme VLAN gna
HacTpanBaemoro nHTepoeica.

gvrp registration-forbid

no gvrp registration-forbid

Mo ymonyanumio
cosfaHune un
pernctpauma VLAN Ha
nHTepoelice
paspelueHa

BbINONHUTL CHATUE perncTpaumm ana scex VLAN 1 He gonyckatb
CO34aHuA UK pernctpauumn Hosbix VLAN Ha gaHHOM uHTepodelice.

YCTaHOBUTb 3HAYEHME MO YMOYAHWIO.

KomaHObI pexcuma KoHguypayuu uHmepgetica VLAN

BuAa 3anpoca KoMaHAHOWM CTPOKM B pexxnme KoHurypaummn nutepoeiica VLAN:

console (config-if) #

Tabnunua 125 — KomaHabl pexkuma KoHdurypaumm nHtepoeiica VLAN

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

OnucaHue

gvrp advertisement-forbid

no gvrp advertisement-for-
bid

3anpeTtutb aHoHcMpoBsaHue VLAN no npotokony GVRP.

OTmMeHuUTb 3anpeT Ha aHoHcnpoBsaHue VLAN no npotokony GVRP.

KomaHOwbi pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexunma privileged EXEC:

console#
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Tabnmua 126 — KomaHabl pexkmma privileged EXEC

Komanda 3HavyeHue/3HayeHue Leiicmeue
o ymoa4aHuro
clear gvrp statistics OYNCTUTL HAKONJIEHHYIO CTAaTUCTUKY NnpoTokona GVRP.
[gigabitethernet gi_port | gi_port: (1..8/0/1..48);
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
KomaHOob! pexcuma EXEC
Bua 3anpoca KomaHAHOW CTPOKM perkmma EXEC:
console>
Tabnnua 127 — KomaHgb! pexkmuma EXEC
Komanda 3HayeHue/3HayeHue Neiicmeue
o ymoa4aHuio
show gvrp configuration Moka3aTb KoH$Urypauuio npotokona GVRP gna ykazaHHoro
[gigabitethernet gi_port | nHTepoerica, 1Mbo ans Bcex MHTepdencos.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]
show gvrp statistics Moka3aTb HaKONIEHHYIO CTAaTUCTUKY No NpoTokony GVRP ana
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | ykasaHHOro uHtepodeiica, 1mbo ansa Bcex MHTepdeincos.
tengigabitethernet te_port te_port: (1..8/0/1..24);
| fortygigabitethernet fo_port: (1..8/0/1..4);
fo_port | port-channel group: (1..48)
group]
show gvrp error-statistics MoKasaTb CTaTUCTUKY MO owmnbKam npu paboTte npoTokona GVRP
[gigabitethernet gi_port | AN YKa3aHHoro uHtepodelica, MmMbo gna Bcex UHTEPENCcoB.
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

5.17.4 MexaHu3m obHapyxceHusa nemeno (loopback-detection)

[aHHbIA MeXxaHM3M MO3BOASAET YCTPOMCTBY OTCAEXMBATb 3aKO/bLLOBAHHbIE MOPTbI. [eTaa Ha nopTty
obHapyKMBaeTcs NyTEM OTCbIIKM KOMMyTaTopom Kagpa (frame) c MAC-agpecom nopta KoMmyTaTopa B noJie
Source MAC v wnpoKoBewaTenbHbIM (N0 yMmon4YaHuio) agpecom B none Destination MAC.

KomaHObI pexcuma 2a0banabHol KOHGuU2ypayuu

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKume r1o6anbHon KoHGUrypaumm:

console (config) #
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Tabnmua 128 — KomaHabl pexkmma rnobanbHom KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
1o ymMoA4YaHuro

Aelicmeue

loopback-detection enable

no loopback-detection enable

—/BbIK/OYEHO

BK/IOUMTb MeXaHM3M 06HapyKeHWUs neTesb 418 KOMMyTaTopa.

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

loopback-detection interval
seconds

no loopback-detection interval

seconds: (10..60)/30
CeKyHA,

YcTaHOBUTbL UHTepBan mexay loopback-kagpamu.
- seconds — UHTepBan BpemeHn mexay LBD-kagpamu.

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

loopback-detection mode
{src-mac-addr |
base-mac-addr |
multicast-mac-addr |
broadcast-mac-addr}

no loopback-detection mode

—/broadcast-mac-
addr

Onpepenntb MAC-agpec HazHayeHwWA, yKasbiBaemblit B LBD-
Kagpe.

- source-mac-addr — B KauyecTBe agpeca HazHayeHuA
ncnonb3yetca MAC-agpec nopTa-UCTOYHMKA;

- base-mac-addr — B KauecTBe agpeca HasHaYeHMA UCMO/b3yeTcA
MAC-agpec KommyTaTopa;

- multicast-mac-addr — B KauecTBe agpeca HazHayeHuUA
MCMNoNb3yeTca rpynnoBoi agpec;

- broadcast-mac-addr — B KauecTBe agpeca HasHayeHuA
MCMNONb3yeTCca WMPOKOBELLATEbHbIN afpec.

BocctaHOBUTL 3Ha4YeHWe nNo YMONYaHUIO.

loopback-detection vlan-based
[vlan_list]

no loopback-detection
vlan-based

vlan_list:
(1..4094)/BbIKNtOYEHO

BKAOUUTL pexkum obHapyKeHus netens 8o VLAN. MNpu Hannumm
netnu 8o VLAN aaHHan VLAN b6yaet 3ab610KknpoBaHa Ha NopTy, Ha
KOTOopom bblnia 0b6HapyKeHa neTns.

-vlan_list — cnncok VLAN, no3BONSOLWNIN BKAOYUTD
obHapyKeHue neTesb TONbKO B YKaszaHHbIX VLAN. AnanasoH VLAN
MOHO 3aJaTb NepeymcieHnem Yepes 3anaTyto UM yKasaTb
HayaNbHOE N KOHeYHOe 3HaYeHMA AMana3oHa Yepes geduc: «-».
Ecnun cnvcok He 3agaH, 0bHapyKeHWe neTenb byaeT BKAOYEHO BO
Bcex VLAN.

OTKNOYUTL pexkum obHapyeHua netenb 8o VLAN.

loopback-detection vlan-based
recovery-time value

no loopback-detection
vlan-based recovery-time

value: (30..1000000)
/BbIKNIOYEHO

3apatb Bpemsa 610KMpoBKKu VLAN.
- value — Bpems, no ncreyeHme kotoporo VLAN aBTomMaTnyeckm
pa3biokupyercs.

3abnokuposaHHble VLAN He ByayT BOCCTaHAB/MBATLCA
aBTOMATUYECKM.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (QuanasoHa uHmepgelicos) Ethernet, uHmepgelica

epynmnel nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaummn nHtepdeica Ethernet, nHtepdeiica rpynnol

nopToB:

console# configure
console (config) # interface {gigabitethernet gi port |
fortygigabitethernet fo port | port-channel group}

te port |

console (config-if) #

Tabnnua 129 — KomaHgbl pexuma KoHdurypaumm nHtepdeica Ethernet, rpynnel nHtepdencos, nHtepdeiica

VLAN

tengigabitethernet

KomaHda

3HayeHue/3HayeHue
110 YyMOAYAHUIO

Aeiicmeue

loopback-detection enable

no loopback-detection enable

— /BbIKAOYEH

BK/OUMTL MeXaHM3M 06Hapy)KeHWil neTesib Ha NopTy.

BoccTaHOBUTL 3HaYeHMe no YMONYaHUIO.
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KomaHOb! pexcuma EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabnnua 130 — KomaHab! pexkuma EXEC

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHoa Aelicmeue

show loopback-detec- OT06pasunTb cocTosHMe mexaHu3ma loopback-detection.
tion [gigabitethernet
gi_port | tengiga-
bitethernet te_port |
fortygigabitethernet
fo_port | port-channel
group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

5.17.5 Cemelicmeo npomokonoe STP (STP, RSTP, MSTP), PVSTP+, RPVSTP+

OcHoBHOW 3agaveit npotokona STP (Spanning Tree Protocol) asnsetca npuseaeHue cetu Ethernet c
MHOXXeCTBEHHbIMN CBA3AMU K ,D,peBOBM,EI,HOVI TONOJ10MUMK, VICKﬂPOHaI-OLLI,eﬁ LUWKNbl MaKeToB. KOMMyTaTOpr
06MeHMBalOTCA KOHOUIYpaUMOHHBIMU COOBLEHUAMM, WCMONb3yA Kaapbl cneumanbHoro ¢opmarta, W
BbIOOPOYHO BK/IOYAIOT M OTK/IKOYAIOT Nepeaayy Ha nopTbl.

Rapid (6bicTpbiit) STP (RSTP) saBnaetcs ycoBeplueHCTBOBaHMEM MpoToKona STP, xapaKTepusyetcs
MEHbLLMM BpemeHeM NpMBeaeHUA CETU K APeBOBMAHOMN TONOMOrMK 1 UMeeT 6o/iee BbICOKYHO YCTOMYMBOCTD.

MpoTtokon Multiple STP (MSTP) saBnsetcA Haubonee coBpemeHHOM peanusaumen STP,
noagepxusarouwen ncnonbdosaHne VLAN. MSTP npegnosiaraet KoHpurypaumio Heobxoanmoro Koam4yecTsa
3K3eMNASPOB CBA3YIOWEro AepeBa (spanning tree) BHe 3aBMCUMOCTM OT umcna rpynn VLAN Ha KommyTaTope.
Kaxabl aK3eMNAAp MOXKET cofepraTb Heckosibko rpynn VLAN. Hegoctatkom npotokona MSTP sBnsieTcs 1o,
YTO HA BCEX KOMMYTATOpax, B3aumogenctaytowmx no MSTP, fonxHbl ObiTb OANHAKOBO CKOHPUIYPUPOBaHbI
rpynnsl VLAN.

V MaKcumanbHO gonycTumoe KoaMyecTso sksemnaapos MSTP ykasaHo B Tabauue 9.

MexaHnsm Multiprocess STP npegHasHaveH 419 CO34aHNA He3aBncMmblx aepesbes STP/RSTP/MSTP Ha
nopTax yCTPONCTBa. M3mMmeHeHMA COCTOAHUA OTAENbHOMO AePEBA HE OKAa3bIBaOT BAMAHMA Ha COCTOSIHUE APYruX
AepeBbeB, YTO NO3BOJIAET MNOBbICUTL YCTOMYMBOCTb CETU U COKPATUTb BPEMSA NepecTpPoeHmMAa AepeBa B Cayyae
O0TKa30B. [pu KOHOUIypMpOBaHMU cedyeT WCKAUYUTb BO3MOMKHOCTb BO3HMKHOBEHMA KOJEL, Mexay
nopTaMm-4seHaMm pasHbix AepeBbeB. O 06CnyKMBaHUA N30/IMPOBAHHbIX AePEBLEB B CUCTEME CO3aETCA
OTAeNbHbIM Npouecc Ha Kaxkaoe aepeso. C NpoLeccom CONOCTaBAAOTCA NOPTbl YCTPOMCTBA, NPUHaANeKalme

aepesy.

5.17.5.1 Hacmpoliika npomokona STP, RSTP

KomaHObI pexcuma 2a06asab6Hol KoOHpu2ypayuu

Bug, 3anpoca KOMaHAHOW CTPOKM pexkmnma rnobanbHoM KOHPUrypaumm:

console (config) #
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Tabnnua 131 — KomaHabl pexkuma rnobanbHol KoHdurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aelicmeue

spanning-tree

PaspewmnTb ncnoab3oBaHMe KOMMYTAaTOPOM NpoToKoaa STP.

- —/BKAOYEHO
no spanning-tree 3anpeTnTb MCNOb30BaHME KOMMYTAaTOPOM NpoTokoaa STP.
spanning-tree mode {stp | YCcTaHOBUTL peXkMm paboTbl NpoTokona STP:
rstp | mstp | pvst | rapid- - stp — IEEE 802.1D Spanning Tree Protocol;
pvst} - rstp — IEEE 802.1W Rapid Spanning Tree Protocol;
—/RSTP - mstp — IEEE 802.1S Multiple Spanning Tree Protocol.

no spanning-tree mode

- pvst — Per-Vlan Spanning Tree Protocol.
- rapid-pvst — Rapid Per-Vlan Spanning Tree Protocol.

YCTaHOBWUTb 3HAYeHUE NOo YMOI4aHUIO.

spanning-tree forward-time
seconds

no spanning-tree for-
ward-time

seconds: (4..30)/15 cek

YCTaHOBWUTb MHTEPBA/ BPEMEHMU, 3aTPauYMBaEeMblil HA
NpoCAyWMBaHME N U3yYeHMe COCTOAHUIN Nepes,
nepekloHeHneM B COCTOAHNE Nepeaaum.

YCTaHOBWUTb 3HaAYeHUE No YMOI4aHUIO.

spanning-tree hello-time sec-
onds

no spanning-tree hello-time

seconds: (1..10)/2 cek

YCTaHOBUTb MHTEPBA/ BPEMEHN MEXKAY Nnepesadyamm
LUMpPOKOoBeLLaTeNbHbIX coobuweHnin «Hello» K
B3aMMOAENCTBYIOLLMM KOMMYTaTOPaM.

YCTaHOBUTb 3HAYEHMe No YMOI4aHUIO.

spanning-tree loopback-guard

Pa3pewnTb 3almTy, BbIK/OYalOLLY0 MHTepdec npu
nonyyeHun csoero BPDU.

- —/3anpeleHo =
no spanning-tree loop- 3anpeTuTb 3aLLMTY, BbIKAOYaOLWYO nHTepdelic npu
back-guard nonyyeHunn ceoero BPDU.
spanning-tree loopguard de- BKAtounTb PpyHKUMIO Loop Guard gns Bcex NopTos.
fault
—/oTK/I04eHO

no spanning-tree loopguard
default

OTKAtounTb PyHKUMIO Loop Guard.

spanning-tree max-age sec-
onds

no spanning-tree max-age

seconds: (6..40)/20 cek

YCTaHOBUTb BpeMA XU3HK cBAsytowero aepesa STP.

YCTaHOBUTb 3HAYEHME MO YMOYAHUIO.

spanning-tree priority
prior_val

no spanning-tree priority

prior_val:
(0..61440)/32768

HacTtpouTb npuoputeT cBasytowero gepesa STP.
3HayeHne npuopuTeTa A0KHO bbITb KpaTHO 4096.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWUIO.

spanning-tree pathcost
method {long | short}

no spanning-tree pathcost
method

—/long

YCTaHOBUTbL METOZ onpeaeneHua LLeHHOCTHU NyTH.
- long — 3Ha4yeHue LeHHocTH B gnanasoHe 1..200000000;
- short — 3HayeHuMe UeHHOCTM B AnanasoHe 1..65535.

YCTaHOBUTb 3HAYEHME MO YMONYAHUIO.

spanning-tree bpdu {filter-
ing | flooding}

no spanning-tree bpdu

—/flooding

OnpeaennTb pexkum 06paboTkun naketos BPDU-
MHTEpdENCOM, Ha KOTOPOM BbIKAtOYEH NPOTOKOA STP.

- filtering — Ha nHTepdeiice ¢ BbIKNIOYEHHBIM MPOTOKOIOM
STP BPDU-naKeTbl dUAbTPYHOTCS;

- flooding — Ha MHTepdeiice ¢ BbIKAOYEHHBIM NPOTOKONOM
STP HeTernpoBaHHble BPDU-nakeTbl nepegatoTca,
TEerMpoBaHHble — GUAbTPYIOTCA.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHWIO.

spanning-tree process id

no spanning-tree process id

id: (1..31)/0

Co3aaTb OTAENbHbIV NPOLECC M NepeBecTM KOMaHAHbIN
NMHTepdENC B peXKMM ero KoHdurypauuu.
V BHyTpM npouecca npMMeHUMbI BbileyKa3aHHble

KOMaHAbI:
spanning-tree forward-time seconds;
spanning-tree hello-time seconds;
spanning-tree max-age seconds;
spanning-tree priority prior_val.

YaanuTh yKasaHHbIi npouecc.

spanning-tree tc-protection

BKAtOUNTL OrpaHMyYeHme Ha KoamyecTBo obpabaTbiBaembix
TCN/TC BPDU 3a yCTaHOB/IEHHbBIN MHTEPBA/I BPEMEHU ANA
STP, RSTP, HyneBoro ak3emnaapa MSTP.
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no spanning-tree tc-protec-
tion

BbIKOUMTbL OrpaHMyYeHne Ha Konnyectso obpabaTbiBaembix
TCN/TC BPDU.

spanning-tree tc-protection
interval seconds

no spanning-tree tc-protec-
tion interval

seconds: (1..10)/2 cex.

YCTaHOBUTb MHTEPBA/ OrPaHUYEHUA KONNYECTBa
ob6pabaTbiBaembix TCN/TC BPDU.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

spanning-tree tc-protection
threshold count

no spanning-tree tc-protec-
tion threshold

count: (1..255)/1

YCTaHOBWUTb MaKCMMabHOE KO/IM4ecTBO 0bpabaTbiBaembix
TCN/TC BPDU 3a 3a4aHHbI UHTEPBaAA BPEMEHM.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

Mpu 3apgaHum STP napamertpos forward-time, hello-time, max-age Heo6xoaumo Bbinon-
e HeHue ycnosusa: 2*(Forward-Delay - 1) >= Max-Age >= 2*(Hello-Time + 1).

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepdgelica epynnsl nopmos

BunA 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

NnopToB:

console (config-if) #

Tabnmua 132 — KomaHabl pexkmuma KoHpurypaumm nHtepdeliica Ethernet, rpynnbl noptos

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

spanning-tree disable

3anpeTtutb paboTy npoToKosa STP Ha KoHbUrypupyemom
MHTepodeiice.

—/paspelueHo
no spanning-tree disable /pasp Paspewntb paboTy npoToKona STP Ha KoHGUTYypUpyemom
UHTepodeiice.
spanning-tree cost cost cost: YCTaHOBUTb LLEHHOCTb NYTU Yepes AaHHbIN MHTepdeic.

no spanning-tree cost

(1..200000000)/cm.
Tabanuy 133

- COSt — UEeHHOCTb NyTw.

YCTaHOBWTb 3HaYeHWe, onpeaensiemMmoe Ha OCHOBAHMM CKOPOCTH
nopTta v MeToAa onpeaeneHnsa LeHHOCTU NyTH, cMm.Tabanuy 133.

spanning-tree port-priority
priority

no spanning-tree port-pri-
ority

priority: (0..240)/128

YcTaHOBUTb NpUOPUTET MHTEPdElica B cBA3YIOLLEeM aepee STP.

V 3HauyeHue NpuopuTeTa A0MKHO BbITb KpaTHO 16.

YCTaHOBUTb 3HaYeHMe N0 YMOIYaHUIO.

spanning-tree portfast
[auto]

no spanning-tree portfast

—/auto

BK/IIOUMTb PEXMM, B KOTOPOM MOPT NPU NOAHATUM Ha HEM JIMHKA
Cpa3y CTaHOBMTCA B COCTOAHME Nepeaaqm, He A0KMAAACh
ncTeyeHuna Talimepa.

- auto — go6aBnseT 3a4epKKY 3 CeKyHAbI Nepes Nepexosom B
COCTOsIHME Nnepeaayn.

BbIK/NOUMTbL PEKMM MOMEHTA/IbHOTO NepPexoaa B COCTOAHME
nepesayn no NOAHATUIO IUHKa».

spanning-tree guard {root |
loop | none}

no spanning-tree guard

—/ucnonb3oBaHue
rnobanbHOM HAaCTPOIKK

BKAOUMTL 3aWMTY «KOPHA» AN1A BCexX CBA3yoWMmMx gepesbes STP
Bbl6paHHOro nopTa.

- root — 3anpeLaeT uHTepoelicy 6biTb KOPHEBbLIM NOPTOM
KOMMYTaTOpa;

- loop — BK/toYaeT Ha MHTepdeice AONONHUTENbHYIO 3aLLUTY OT
netenb. B cnyyae ecnv nHTepdec HaxoAUTCA B COCTOAHUMN,
oTAn4YHom oT Designated v npu aTom nepecraet noayyatb BPDU,
MHTepdenc bnokupyercs;

- none — oTKAto4aeT Bce Guard-pyHKLMM Ha MHTepdeiice.

Mcnonb3oBaTh r106abHYH0 HAaCTPOMKY.

spanning-tree bpduguard
{enable | disable}

no spanning-tree
bpduguard

—/BbIK/IIOYEHO

Pa3pewnTb 3aWmTy, BbIKAOYAIOLLYIO MHTepdEerc Nnpu npuéme
naketos BPDU.

3anpeTuTb 3aWMTY, BbIKAOYaOLWY MHTepdeic npu npuéme
naketos BPDU.
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spanning-tree mac-address
{dotld | dotlad}

no spanning-tree mac-ad-
dress

—/dot1d

N3meHnTb MAC-agpec, ¢ KOTOPbIM OTNPABAAIOTCA U MPUHMMAIOTCA
BPDU.

- dotld — otnpasnatoTca n npuHmumatotca BPDU ¢ MAC-agpecom
01-80-C2-00-00-00;

- dotlad — otnpasnatoTca M npuHumatotcs BPDU ¢ MAC-agpecom
01-80-C2-00-00-08.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWIO.

spanning-tree link-type
{point-to-point | shared}

no spanning-tree link-type

—/onsa gynnexkcHoro
nopTa — «TOYKa-
TOYKa», anA
nonyaynaekcHoro —
«pa3BETB/IEHHbIN»

YctaHoBUTb NpoToKoA RSTP B nepegatoLiee coctoaHme u
onpeaennTb TUN CBA3M A/1A BbIOpaHHOro nopTa:

- point-to-point — TO4Ka-TOuYKa;

- shared — pa3BeTBAEHHbIN.

YCTaHOBWUTb 3HAYeHUE NOo YMOIHaHUIO.

spanning-tree restricted-
tcn

no spanning-tree re-
stricted- tcn

—/npuem BPDU ¢
¢dnarom TCN
paspelueH;

vlan_list: (1..4094)

3anpeTtutb npuem BPDU ¢ ¢pnarom TCN.

Paspewntb npuem BPDU ¢ pnarom TCN.

spanning-tree bpdu
{filtering | flooding}

no spanning-tree bpdu

OnpeaennTtb pexxum obpaboTkm naketos BPDU-uHTepdelicom, Ha
KOTOPOM BbIKAKOYEH NPOTOKOA STP.

- filtering — Ha uHTepodelice c BbIkAOYEHHbIM NpoTOKOOM STP
BPDU nakeTbl dpUNbTpyLOTCA;

- flooding — Ha nHTepdelice ¢ BbIKMOYEHHbIM NPOTOKOAOM STP
HeTermpoBaHHble BPDU-nakeTbl nepeaatoTca, TermpoBaHHble —
bunbTpytoTca.

YCTaHOBUTb 3HAYEHMe No YMOI4aHUIO.

spanning-tree binding-
process id

no spanning-tree
binding-process

id: (1..31)/0

MpwuBa3aTb NOPT K YKazaHHOMY npoueccy. Mo ymonyaHuio Bce
nopTbl NPMBA3aHbI K HYN1EBOMY NnpoLieccy.
- id — Homep npouecca.

BoccTaHOBWTL NPUBA3KY NOPTA MO YMONYAHMIO.

Tabnunua 133 — LleHHOCTb NyTH, YCTaHOB/IEHHAs NO YMOo/14aHuio (spanning-tree cost)

Unmepipeiic Memod onpedeneHusa yeHHocmu nymu
Long Short
10M 2000000 100
100M 200000 19
1G 20000 4
10G 2000 2
40G 2000000 100
LAG 10M 20000 4
LAG 100M 20000 4
LAG 1G 20000 4
LAG 10G 2000 2
LAG 40G 500 2
V Ona uutepdeiicos Port-channel HayanbHaA ctoMmocTb onpeaenseTcs CTOMMOCTbIO nep-
BOro /INHKa, Boweplero B coctas Po. B cnyyae metoaa Long npu Ao6aBneHUM aKTUBHbIX

JIMHKOB Ha4yanbHaA ctoumocTb Po Aenntca Ha X KOaMYecTso.

KomaHObl pexcuma privileged EXEC

Bupa 3anpoca KOMaHAHOM CTPOKK perkuma privileged EXEC:

console#

162

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

Tabnmua 134 — KomaHapl pexkmma privileged EXEC

KomaHda 3HayeHue/3HayeHue

no ymosn4aHuro

Aelicmeue

show spanning-tree [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

lMokKasaTtb coctoaHne npoTokona STP.

show spanning-tree detail
[active | blockedports] —

MokasaTb NoApobHY0 MHPOPMALIMIO O HACTPOWKax NPoToKona
STP, Hpopmaumio 06 aKTUBHbIX UK 3a6N0KMPOBAHHBIX NOP-
Tax.

clear spanning-tree de-
tected-protocols [interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48).

MNepesanycTuTb Npouecc MUrpauumn NPoTokona. 3aHOBO NPouc-
XOANT nepecyéT aepesa STP.

KomaHOob! pexcuma EXEC

Bua 3anpoca KoMaHAHOM CTPOKK pexunma EXEC:

console#

Tabanua 135 — KomaHgb! pexkmma EXEC

3HayeHue/3HayeHue
no yMmoA4YaHuo

KomaHda

Aelicmeue

show spanning-tree bpdu
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | detailed]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48);

MokasaTtb pexxum 06paboTku naketoB BPDU Ha nHTepdelicax.

5.17.5.2 Hacmpoliika npomokona MSTP

KomaHObI pexcuma 2a0b6aab6Hol KOHGuU2ypayuu

BunAa 3anpoca KOMaHAHOM CTPOKM pexxmnma rnobanbHom KOHOUrypaumm:

console (config) #

Tabnnua 136 — KomaHgb! pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HayeHue
Mo yMoA4YaHuo

KomaHda

Aelicmeue

spanning-tree

Pa3pelunTb UCMOb30BaHWE KOMMYTAaTOPOM NpoToKona STP.

pvst}
no spanning-tree mode

—/paspelueHo
no spanning-tree /pasp 3anpeTuTb MCNO/b30BaHME KOMMYTAaTOPOM NpoTokona STP.
spanning-tree mode {stp | YCcTaHOBUTb pexkum paboTbl npoTokona STP.
rstp | mstp | pvst | rapid- —/RSTP

YCTaHOBUTb 3Ha4YeHME NO YMOJYAHMUIO.
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spanning-tree pathcost YCTaHOBUTbL METOZ, OnpeaeeHUA LLeHHOCTU NyTu.
method {long | short} - long — 3HauyeHue yeHHocTn B ananasoHe 1..200000000;
—/long - short — 3HaueHune LeHHOCTM B AnanasoHe 1..65535.
no spanning-tree pathcost YCTaHOBUTb 3HAaYEHNE MO YMONYAHUIO.
method
spanning-tree mst in- YCTaHOBUTb NPUOPUTET A/1A JAHHOTO KOMMYTaTOpa nepes,
stance_id priority priority 0CTa/IbHbIMU, UCMONb3YHOLLMMM 0BWMIA 3K3emnaap MSTP.
- instance_id — sk3emnnap MST;
instance_id: (1..63); - priority — npuopuTeT KOMMyTaTopa.

priority: (0..61440)/32768 V 3HauyeHuMe NpUopUTETa A,O0/MKHO 6bITb KPaTHO 4096.

no spanning-tree mst in- YCTaHOBWTb 3HaYeHME N0 YMOHAHMIO.

stance_id priority

spanning-tree mst YCTaHOBUTb MaKCMMasIbHOE KOIMYECTBO TPAH3UTHBIX Y4aCTKOB
max-hops hop_count Ana naketa BPDU, Heobxoaumbix ana GpopmupoBaHus aepesa u

yaepKaHna nHGoOpMaLLMmM O ero cTpoeHuun. Ecam naket yxe
npowen MmakCumasibHoe KOIM4eCTBO TPAH3UTHbIX Y4aCTKOB, TO
hop_count: (1..40)/20 Ha cnegylollem yyacTke oH oTbpacbiBaeTcs.

- hop_count — makcMmasibHOe KOMYECTBO TPAH3UTHBIX
y4acTKOB Ana naketa BPDU.

no spanning-tree mst YCTaHOBUTb 3HAYE€HME MO YMOYAHUIO.

max-hops

spanning-tree mst in- BKAOUNTL OrpaHuyeHme Ha KomdecTBo obpabaTbiBaembix TC
stance_id tc-protection BPDU 3a ycTaHOB/EHHbI MHTEPBAN BPEMEHW.

instance_id: (1..63)

no spanning-tree mst in- BbIK/NOYMTL OrpaHMyeHne Ha KomyecTBo obpabaTbiBaemblx TC

stance_id tc-protection BPDU.

spanning-tree tc-protec- YCTaHOBUTb MHTEPBAN OrPaHUYEHUA KOIMYECcTBa
tion mst instance_id inter- obpabaTbiBaembix TC BPDU.

val seconds instance_id: (1..63);

no spanning-tree tc-pro- seconds: (1..10)/2 cek. YCTaHOBUTb 3HAYE€HME MO YMOAYAHWIO.

tection mst instance_id in-

terval

spanning-tree tc-protec- YCTaHOBUTb MaKCMMabHOE KonnyecTso obpabaTbiBaembix TC
tion mst instance_id BPDU 3a 3aZ@aHHbI MHTEPBAN BPEMEHM.
threshold count instance_id: (1..63);

no spanning-tree tc-pro- count: (1..255)/1 YCTaHOBUTb 3HAYeHME MO YMOAYAHUIO.

tection mst instance_id

threshold

spanning-tree mst Boitu B pexkum KoHdUrypaumum npotokosna MSTP.

configuration

KomaHObI pexcuma KoHgu2ypauuu npomokoaa MSTP

Bupg 3anpoca KOMaHAHOM CTPOKM B pexnume KoHdurypaumm npotokona MSTP:
console# configure

console (config)# spanning-tree mst configuration
console (config-mst)#

Tabnunua 137 — KomaHabl pexxuma KoHdurypaumm npotokona MSTP

Komanda 3HayeHue/3HayeHue leiicmeue
no ymon4YaHuro
instance instance_id vlan Co34aTb COOTBETCTBME MEXAY IK3emMNAapom npoTokona MSTP n
vlan_range rpynnamm VLAN.
instance_id:(1..63); - instance-id — npeHTUdPUKaTOp sK3emnaapa npoTokona MSTP;
vlan_range: (1..4094) - vlan-range — Homep rpynnbl VLAN.
no instance instance_id Y0anutb COOTBETCTBUE MEXKAY IK3eMNAApom npoTtokona MSTP u
vlan vian_range rpynnamu VLAN.

164 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



DHELTEX

name string

Nno hame

string: (1..32) cumBona

3apaTb UMa KoHurypauum MST.
- string — uma KoHdurypauum MST.

Yaanutb umsa KoHourypaumm MST.

revision value

no revision

value: (0..65535)/0

3apaTb HOMep peBu3un KoHoUrypaumm MST.
- value — Homep peBunsnn KoHdurypauum MST.

YCTaHOBWTb 3HaYeHne No ymondauuio (value).

show {current | pending}

MokasaTb Tekyyto (current) inbo oxuaaroLwyto (pending)
KoHUrypauuio MST.

exit _ BbIiT U3 pexnma KoHdurypaumm npotokona MSTP ¢
COXpaHeHWem KOHUrypaumu.
abort BbIIT 13 pexruma KoHbUrypauum npotokona MSTP 6e3

COXpaHeHWA KOHOUrypaLuu.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet, uHmepdgelica epynnsl Mopmos

Bug, 3anpoca KOMaHAHOM CTPOKM B pexkume KoHdurypaumm nitepdeiica Ethernet, uHtepdeiica rpynnei

NnopTOoB:

console (config-if) #

Tabnnua 138 — KomaHabl pexmma KoHpurypaumm nHtepdeliica Ethernet, rpynnbl noptos

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

spanning-tree guard root

no spanning-tree guard
root

—/3alWmTa BbIKAOYEHA

BKAOUMTL 3aLWMTYy «KOPHA» A/1A BCEX CBA3YOWMX aepesbeB STP
BblbpaHHOro nopTa. [laHHaA 3awmTa 3anpeLwaeT uHTepdericy boiTb
KOpHEeBbIM MOPTOM KOMMyTaTopa.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHUIO.

spanning-tree mst in-
stance_id guard root

no spanning-tree mst in-
stance_id guard root

instance_id: (1..63);
/3awWmTa BbIK/IOYEHa

BKNOUMTL 3aLLMTY «KOPHA» YKa3aHHoOro sksemnnapa MSTP gna
BblbpaHHOro nHTepdeiica. JaHHaa 3awmTa 3anpeLiaeT
MHTepdency 6biTb KOPHEBLIM MOPTOM KOMMYTATOPA.

- instance-id — npeHTUdUKATOP 3K3emnaapa npotokona MSTP.

YCTaHOBWTb 3HaYeHMe N0 YMOAYAHUIO.

spanning-tree mst in-
stance_id port-priority pri-
ority

no spanning-tree mst in-
stance_id port-priority

instance_id: (1..63);
priority: (0..240)/128

YcTaHOBUTL NpuopuTeT MHTepdelica B ak3emnasape MSTP.

- instance-id — npeHTUOUKATOP 3K3emnaspa npoTokona MSTP;
- priority — npuopuTeT uHTepdeiica.

V 3HaueHMe NpUopUTETa A,OMKHO 6bITb KPaTHO 16.

YCTaHOBUTb 3HAYEHME MO YMOYAHMIO.

spanning-tree mst in-
stance_id cost cost

no spanning-tree mst in-
stance_id cost

instance_id: (1..63);
cost: (1..200000000)

YCTaHOBUTb LLEHHOCTb NYTU Yepes BblIbpaHHbIA UHTepdelc ana
onpeaeneHHoOro aksemnasapa npotokona MSTP.

- instance-id — npeHTUdUKaTOpP 3K3emnaapa npoTokona MSTP;
- cOSt — UEeHHOCTb NyTw.

YCTaHOBWTb 3HaYeHue, onpeaenaeMoe Ha OCHOBaHUM CKOPOCTU
nopTa M MeToAa onpeaeneHna LeHHOCTU NyTh, cMm. Tabauuy 133.

spanning-tree port-priority
priority

no spanning-tree port-pri-
ority

priority: (0..240)/128

YCTaHOBUTb NPUOPUTET MHTEPdEICA B KOPHEBOM CBA3YIOLLEM
pepese MSTP.
/| 3HaueHue npuopuTeTa AOMKHO BbITb KPaTHO 16.

YCTaHOBUTb 3HaYeHMe N0 YMOHYAHWIO.

spanning-tree restricted-
tcn

no spanning-tree re-
stricted-tcn

—/npuem BPDU ¢
¢dnarom TCN paspe-
weH

3anpeTtutb npuem BPDU ¢ ¢pnarom TCN.

Paspewntb npuem BPDU ¢ pnarom TCN.

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324

165



HELTEX

KomaHOb! pexcuma privileged EXEC

BuAa 3anpoca KomaHAHOM CTPOKM pexunma privileged EXEC:
console#

Tabnmua 139 — KomaHabl pexkmma EXEC

KomaHoa 3Ha4yeHue/3HayeHue Aelicmeue
110 yMOAYAHUIO

show spanning-tree [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group] [in-
stance instance_id]

MokaszaTb KoOHbUrypaumo npoTokona STP.

gi_port: (1.8/0/1.48); | instance_id — naeHTudmrKaTop 3K3emnasapa npotokona MSTP.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)
instance_id: (1..63).

show spanning-tree detail MokasaTb NogpPobHY0 MHPOPMALLMIO O HACTPOLiKe npoTokona STP,
[active | blockedports] [in- MHbOpPMaLMto 06 aKTUBHbBIX MK 3a610KMPOBaAHHbIX MOPTaX.
stance instance_id] - active — npocmoTp MHPopmaummn 06 akTUBHbIX NOPTaXx;

inst id: (1..63
instance_id: ( ) - blockedports — npocmoTp nHbGOpMauumn o0 3a6N10KMPOBaAHHbIX

noprax;
- instance_id — vaeHTudMKaTOp 3K3emnaspa npotokona MSTP.

show spanning-tree MokasaTb MHPOPMaLMIO O CKOHPUTIYPUPOBAHHBIX IK3EMMAAPAX

mst-configuration - MSTP.

clear spanning-tree de- Mepes3anycTuTb NPOLECcC MUrPaLLMM NPOTOKOIA. 3aHOBO

tected-protocols interface
{gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group}

gi__port: (1..8/0/1..48); npPoOMCXoauT NPocYET aepesa STP.

te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48).

[pumepbl 8b1M0AHEHUS KOMAHO

= BKAOYUTb NOAAEPKKY NpoTOKoANa STP, ycTaHOBUTbL 3HaYeHMe npuoputeTa ceasytowero aepesa RSTP
— 12288, nntepsan forward-time — 20 ceKkyHAa, MHTePBan BPEMEHN MeXKAY Nepenadyamm LWNPOKO-
BelaTeibHbIX coobLeHn «Hello» — 5 ceKyHA, BPEMA KMU3HM CBA3YIOLLEro AepeBa — 38 CEKYHA.
MoKa3aTb KOHPUrypaumio npotokona STP:

console (config)# spanning-tree

console (config) # spanning-tree mode rstp
console (config) # spanning-tree priority 12288
console (config) # spanning-tree forward-time 20
console (config)# spanning-tree hello-time 5
console (config)# spanning-tree max-age 38
console (config) # exit

console# show spanning-tree

Spanning tree enabled mode RSTP
Default port cost method: short

Loopback guard: Disabled
Root ID Priority 32768
Address aB:£9:4b:7b:e0:40

This switch is the root
Hello Time 5 sec Max Age 38 sec Forward Delay 20 sec
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Name

tel/0/6 enabled 128.
tel/0/7 enabled 128.

Number of topology changes 0 last change occurred 23:45:41 ago
Times: hold 1, topology change 58, notification 5

hello 5, max age 38, forward delay 20

Interfaces

State Prio.Nbr Cost Sts Role PortFast Type

tel/0/1 enabled 128.1

tel/0/2 disabled 128.2

tel/0/5 disabled 128.5 100 Dsbl Dsbl No -
6
7
8

4 Frw Desg Yes P2P (RSTP)

tel/0/8 enabled 128. 100 Dsbl Dsbl No -
tel/0/9 enabled 128.9 100 Dsbl Dsbl No -
gil/0/1 enabled 128.49 100 Dsbl Dsbl No -

Pol enabled 128.1000 4 Dsbl Dsbl No -

5.17.5.3 Hacmpoliika npomokonos PVSTP+, RPVSTP+

PVSTP+ (Per-VLAN Spanning Tree Protocol Plus) — oaHa 13 pa3HoBuaHocTel npoTokona Spanning Tree,
pacwupatowan GyHKUMOHaNbHOCTb STP ans ncnonb3oBaHus B otaenbHbiXx VLAN. MpuMmeHeHMe AaHHOTo Npo-
TOKona no3sonseT B Kaxxaom VLAN co3gaTb otaenbHbI akzemnaap STP. PVSTP+ coBmectum ¢ STP.

Rapid (6bicTpbiit) PVSTP+ (RPVSTP+) siBnsetcsa ycoBeplieHCTBOBaHMEM NpoTokona PVSTP+, xapakTtepusy-
€TCA MEHbLUMM BpeMEHEM NPUBEAEHNS CETU K APEBOBUAHOMN TONOJIOTMN U MMeEeT boJiee BbICOKYIO YCTOMYK-

BOCTb.

]

.‘

.-

.‘

Bcero nogaep»kaHo 64 PVST/RPVST-uHctaHca. Mpu 3ToM HYN1eBOM MCnonb3yeTca AN Bcex
VLAN, B KoTOopbix oTkatoueH PVST/RPVST. Kaxxgomy VLAN c BkntoueHHbim PVST/RPVST
cootBeTcTByeT oauH PVST/RPVST-uHcTaHC.

MopTbl, Ha KOTOPbIX aKTUBHbI 60nee 64 VLAN, npu nepexoae 8 pexkum PVST/RPVST Bpe-
MeHHO 6a0KupyloTca, Nno3Tomy nepeg skaoueHnem PVST/RPVST Heobxoaumo paccum-
TaTb Konu4yectso ucnonbsyemoix VLAN Ha KonbLeBbIX NOpTax KommyTtatopa. Ecnm pgaH-
Hoe 3HaueHue npeBbllwaeT 63, TO NePBOHaYaNbHO HYXHO OTKAuUTb PVST/RPVST B u3-
6biTouHbix VLAN/RPVST KomaHgoM "no spanning-tree vlian <VLAN ID>",

Mpwu BkAloYeHHOM pexkume PVST/RPVST kommyTtatopbl MES o6pabatbiBatot PVST bpdu
B0 Bcex VLAN. lNMoatomy B cny4asx, Korga B KO/bLie UCNONb3YIOTCA KOMMYTaTOpPbl C KONU-
yectBom PVST/RPVST VLAN, npesbiwatowem 63, cnegyer paclumputb AMmutbl 06pa-
60TKu PVST bpdu-tpaduka Ha CPU. [ina aToro ucnonb3syerca KomaHga "service cpu-rate-
limits other-bpdu 1024".

Ecnm B npouecce aKkcnayatauum noHagoburca yépatb VLAN us PVST/RPVST-UHCTaHCOB U
[,06aBUTb HOBbIe, HYYXHO NPOU3BECTU C/leayoL e A4eACTBUA:

1) OTknounTbL STP B HeHyXHbIX VLAN (KomaHga «no spanning-tree vlan vian_list» B rno-
6anbHOM peXKume KOHGUrypupoBaHUA).

2) Bkntountb STP B HOBbIX VLAN (KomaHpa «spanning-tree vlan vian_list» B rno6ansHom
pexXume KoHPUrypuposaHma).
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KomaHObI pexcuma 2a06asna6Hol KoOHpuU2ypayuu

BunA 3anpoca KOMaHAHOM CTPOKM pexnma rnobanbHom KOHOUrypaLmm:

console (config) #

Tabanua 140 — KomaHgbl pexuma rnobanbHoi KoHdurypaumm

KomaHoa

3HayeHue/3Ha4yeHue
no ymon4aHuro

Aelicmeue

spanning-tree vlan vian_list

spanning-tree vlan vian_list

vlan_list: (1..4094)/ no
YMOIYAHUIO BCE MHCTaHCbI
BKJIHOYEHbI

BkntounTb paboTy npotokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

OTKAtoYMTb paboTy NnpoTokona PVSTP+, RPVSTP+ B yKa3aHHbIX
VLAN.

spanning-tree vlan vian_list
bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
duNbTPaLMA OTKNKOYEHA

dunbTPyeT UM NponyckaeT Bxoaalume Kaapbl PVST/RPVST-
BPDU.
V JaHHaA KomaHAa aeiicTByeT B TOM ciyyae,

ecnu STP oTkAtoueH 60 BKAOUYEH B O4HOM
13 pexxumos: STP/RSTP/MST. Ecau BKkAOYEH
pexum PVST/RPVST, To gaHHaa KomaHga
6yAeT AeiicTBOBaTb TO/IbKO B TOM C/lyyae,
ecnu B yKasaHHoi VLAN oTkntoueH STP.

- filtering — BKAtOUMTL dUNbTPaLMIO;
- flooding — oTkAOUUTL dUANbTPaLMIO.

YCTaHOBUTb 3HaAYeHMe no YMONYaHUIO.

spanning-tree vlan vian_list
forward-time seconds

no spanning-tree vlan
vlan_list forward-time

vlan_list: (1..4094);
seconds: (4..30)/15 cek

YCTaHOBWUTb MHTEPBaN BPeMEHM, 3aTPaunMBaeMbli Ha
NPOCAYLIMBaHNE U U3yYeHUe COCTOAHUN nepes NepekntoyeHem
B COCTOAHME nepeaaymn Ana ykasaHHboix VLAN.
V Taiimepbl AONKHbI COOTBETCTBOBATbL C/eAy-
toweii popmyne:
2 * (Forward-Time - 1) > Max-Age 22 *
(Hello-Time + 1).

YCTaHOBUTb 3HaYeHue No YMONYaHULO.

spanning-tree vlan vian_list
hello-time seconds

no spanning-tree vlan
vlan_list hello-time

vlan_list: (1..4094);
seconds: (1..10)/2 cek

YCTaHOBUTbL UHTEPBA BPpEMEHUN MeXAy nepegavyamm
LWMpOKOoBeLLaTesbHbIX coobuweHnin «Hello» K
B3aMMOZEMNCTBYIOLLMM KOMMYTAaTOpPaM A1 YKa3aHHbIX VLAN.

YCTaHOBUTb 3HaYeHue Nno YMONYaHULO.

spanning-tree vlan vian_list
max-age seconds

no spanning-tree vlan
vlan_list max-age

vlan_list: (1..4094);
seconds: (6..40)/20 cek

YCcTaHOBUTL Bpemsa KU3HU cBasytoLlero aepesa STP gna
yKasaHHbIx VLAN.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

spanning-tree vlan vian_list
priority priority_value

spanning-tree vlan vian_list
priority

vlan_list: (1..4094);
priority_value:
(0..61440)/32768

HactpouTb npuopuTeT ceasyoLlero gepesa STP.
V 3HaueHue Bbl6UpaeTcA M3 ANManNasoHa C Wa-
rom 4096.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOHAHMUIO.

spanning-tree vlan
vlan_list tc-protection

no spanning-tree vlan
vlan_list tc-protection

vlan_list: (1..4094);

BKOYMTb OrpaHUYEHNEe Ha KoNnYecTBo obpabaTbiBaemMbIxX
TCN/TC BPDU 3a yCTaHOB/IEHHBIN MHTEPBAN BpemeHu ans STP,
RSTP, HyneBoro sk3emnaapa MSTP.

BbIKOUMTbL OrpaHUyeHne Ha Konnyectso obpabaTbiBaeMbix
TCN/TC BPDU.

spanning-tree vlan
vlan_list tc-protection in-
terval seconds

vlan_list: (1..4094);
seconds: (1..10)/2 cek.

YCTaHOBWUTb MHTEPBAJ OFPaHNYEHNA KOANYECTBa
obpabaTbiBaembix TCN/TC BPDU.

168

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

no spanning-tree vlan
vlan_list tc-protection in-
terval

YCTaHOBUTb 3HAYeHue no YMO4aHUIO.

spanning-tree vlan
vlan_list tc-protection
threshold count

no spanning-tree vlan
vlan_list tc-protection
threshold

vlan_list: (1..4094);
count: (1..255)/1

YCTaHOBUTb MaKCMMaNbHOE KO/IMYecTBo 0bpabaTbiBaembix
TCN/TC BPDU 3a 3agaHHbI MHTEPBAN BPEMEHM.

YCTaHOBWUTb 3HAYeHMUE NO YMOIHaHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgetica (QuanasoHa uHmepgelicos) Ethernet

Bua 3anpoca KOMaHAHOM CTPOKU perkMma KoHpUrypaumnm nHtepdeiica:

console (config-if) #

Tabanuya 141 — KomaHgb! pexxuma KoHdpurypaumm nHtepoeliica Ethernet

KomaHoa

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aeiicmeue

spanning-tree vlan vian_list

bpdu {filtering | flooding}

no spanning-tree vlan
vlan_list bpdu

vlan_list: (1..4094)/
dunbTpPaLMA OTKAOYEHa

dunbTpyeT MAM NponyckaeT Bxogalme Kagpbl PVST/RPVST-
BPDU Ha 3agaHHOM nHTepdeiice.
V JaHHaA KOMaHAA AeiicTBYeT B TOM ciyyae,

ecnm STP oTKAOUYEH M60 BKAKOYEH B O4HOM
13 pexxumos: STP/RSTP/MST. Ecam BKkAOYEH
pexum PVST/RPVST, To gaHHasa KomaHga
6yaeT AeiicTBOBaTb TO/IbKO B TOM C/lyyae,
ecnm B yKasaHHoW VLAN oTtknatoueH STP.

- filtering — BkNtOUNTL GUNBTPaALMIO;
- flooding — oTtkAtouMTL GUABTPaLMIO.

YCTaHOBWTb 3HaYeHue no YMO4aHUIO.

spanning-tree vlan
vlan_list cost cost

no spanning-tree vlan
vlan_list cost

vlan_list: (1..4094);
cost: (1..200000000)

YCTaHOBWTb LEHHOCTb NYTU Yepes AaHHbI MHTepdeic ana
yKa3aHHbIX VLAN.
- cOSt — UEeHHOCTb NyTw.

YCTaHOBUTbL 3HaYeHune, onpeaensemoe Ha OCHOBaHUU CKopoctn
nopTa u meToaa onpegeneHna LeEHHOCTU NYTU ANA YKAa3aHHbIX
VLAN.

spanning-tree vlan
vlan_list disable

no spanning-tree vlan
vlan_list disable

vlan_list: (1..4094)

3anpetutb paboTy NnpoToKona STP Ha KoHdUTrypupyemom
nHTepoerice ans ykasaHHbix VLAN.

Paspewntb paboTy npoTtokona STP Ha KoHGUTYpUpyemom
nHTepoerice ans ykasaHHbix VLAN.

spanning-tree vlan
vlan_list port-priority pri-
ority_value

no spanning-tree vlan
vlan_list port-priority

vlan_list: (1..4094);
priority_value:
(0..240)/128

YCTaHOBUTbL NpUOPUTET MHTEPdENca B KOPHEBOM CBA3YHOLLLEM
nepese STP.
V 3HaueHue BblbMpaeTca M3 AManasoHa C Wwa-
rom 16.

YCTaHOBUTb 3HaYeHMeE N0 YMOHAHWUIO.

spanning-tree vlan vian_list
guard {root | loop | none}

vlan_list: (1..4094);

BK/IIOYMTD 3aLLMTY KKOPHA» Ha JaHHOM UHTepdelice ana
yKa3saHHbIX VLAN.

- root — 3anpewaet nHTepdelicy 6bITb KOPHEBLIM MOPTOM
KOMMYTaTOpa;

- loop — BKAtOYaeT Ha UHTepdelice AONONHUTENBHYIO 3aLLMUTY OT
netenb. B cnyyae, ecnn nHTepdeic HaxoANTCA B COCTOAHMM,
oTAn4YHom oT Designated v npu aTom nepecraet nonyyaTb BPDU,
nHTepoeric baokupyercs;

- none — oTK/Ato4aeT Bce Guard-pyHKLMM Ha MHTepdeiice.
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no spanning-tree vlan OTkntoumnTb BCe Guard-dpyHKUMM Ha nHTepdelice.

vlan_list guard

spanning-tree vian vlan_list 3anpetutb npmvem BPDU c pnarom TCN gna ykasaHHbIx VLAN.

restricted-tcn

—/BbIK/OYEHO

no spanning-tree vian PaspewwnTtb nprem BPDU c ¢narom TCN gns ykasaHHbix VLAN.

vlan_list restricted-tcn

5.17.6 Hacmpolika npomokona G.8032v2 (ERPS)

MpoTokon ERPS (Ethernet Ring Protection Switching) npeaHa3HayeH AN NOBbILLEHUSA YCTOMUYMBOCTU U
HaAeXHOCTM CeTU nepefaun AaHHbIX, UMEloLWEe KONbLUEBYIO TOMOJIOTMIO, 33 CYET CHUMKEHUA BpPEeMEHMU
BOCCTAHOB/IEHWNA CETM B C/ly4ae aBapun. Bpema BOCCTaHOBAEHMA He npeBbiwaeT 1 ceKyHabl, YTO CyLecTBeHHO
MEeHbLLE BPeMEeHM NepecTPomKn CeTU Npu UCMNo1b30BaHNM NPOTOKO/I0B CEMENCTBA spanning tree.

KomaHObI pexcuma 2a0b6an6Hol KOHgpu2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU peXKMma rnobanbHoM KOHGUIypauum:

console (config) #

Tabnmua 142 — KomaHabl pexkmma rnobanbHomn KoHpurypaumm

KomaHda

3HayeHue/3HayeHue
no yMmoa4YaHuo

Aelicmeue

erps

no erps

—/BbIK/IOYEHO

Paspewntb paboTy npoTtokona ERPS.

3anpeTtutb paboTy npoTtoKosa ERPS.

erps vlan vian_id

no erps vlan vian_id

vlan_id: (1..4094)

Co3patb ERPS-konbLo ¢ naeHTudumkaTtopom R-APS VLAN, no
KOTOpOM byaeT nepeaaBaTbca cnyxebHas MHGopmaums u
nepexos, B peXXMM KOHPUrypaLmMm KonbLa.

-vlan_id — Homep R-APS VLAN.

Yaanutb ERPS-KonbLo ¢ naeHTudurkatopom vian_id.

KomaHObI pexcuma KoHgu2ypauuu Koasua

Bua 3anpoca KOMaHAHOM CTPOKM B peXkMme KOHOUIypaLmmn KobLa:

console (config-erps) #

Tabnnua 143 — KomaHab! pexkuma KoHpurypaumum ERPS-konbua

KomaHda

3HayeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

protected vlan add vian_list

vlan_list:(2..4094, all)

[o6asuTb ananasoH VLAN B cnMCOK 3almieHHbIx VLAN.
-vilan_list — cnucok VLAN. inanasoH VLAN MoXHoO 3agaTb
nepeyncieHMemM Yepes 3anaTyto UM yKa3aTb HauyasbHoe 1

nn

KOHEeYHOEe 3Ha4YeHUA AMana3oHa Yepes ,u,ecbmc .

protected vlan remove
vlan_list

vlan_list:(2..4094, all)

Ypanutb gnanasoHd VLAN n3 cnmncka 3awmueHHbix VLAN.
-vlan_list — cnucok VLAN ana yaanexus.

port {west | east} {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

no port {west | east}

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: (1..48)

Bbi6paTh west (east)-nopT KOMMyTaTOPa, BKAOUYEHHOTO B KOAbLLO.

Ypanutb west (east)-nopT KOMMYTATOpPa, BKAKOYEHHOIO B KONbUO.
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rpl {west | east} {owner |
neighbor}

no rpl

—/no rpl

BbibpaTb RPL-nOpT KOMMyTaTOpa U €ro posib.

- west — RPL-nopTtom byaeT HazHayeH west-nopT;

- east — RPL-nopTom 6yaeT HasHaveH east-nopT;

- owner — KOMMyTaTop byaeT aBnATbCA BAagenbuem RPL-nopTa;
- neighbor — KommyTaTOp OyZeT ABNATLCA COCEA0M BAALENbLA
RPL-noprTa.

Ypanutb RPL-nopT KommyTaTopa.

level level

no level

level: (0..7)/1

HacTpouTb ypoBeHb coobuieHnit R-APS. Heobxoammo gnn
NpoxoxaeHus coobueHunit yepes CFM MEP.
- level — ypoBeHb coobuieHunit R-APS.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

ring enable

no ring enable

—/BbIK/IIOYEHO

BK/110UNTbL GYHKLMOHMPOBaHME KO/bLA.

BbIKNOYNTL QYHKLMOHUPOBAHME KO/bLA.

version version

no version

version: (1..2)/2

BbIbpaTb pexxnm COBMECTUMOCTM C APYIMMWU BEPCUAMMU NPOTOKONA
G.8032.
- version — BepcuA npoToKkona G.8032.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHWIO.

revertive

no revertive

—/revertive

BbibpaTb perkmMm paboTbl KosbLa.

YCTaHOBWTb 3HaYeHMEe N0 YMONYAHWIO.

sub-ring vlan vian_id

no sub-ring vlan vian_id

vlan_id:(1..4094)

YKa3aTb NOAKONbLO A8 AAaHHOTO KoAbLa.
- vlan_id — Homep VLAN.

Ypanutb NnogKoOMbLO.

sub-ring vlan vian_id [tc-
propogation]

no sub-ring vlan vian_id

vlan_id:(1..4094)

BK/lOYMUTbL OTNPaBKYy cMrHana ounctkn MAC-Tabanubl B OCHOBHOE
KONbLLO NPW NepecTpoeHnn NoAKObLA.

OTKAOYNTbL OTNPABKY cMrHana ounctkM MAC-Tabaunubl B OCHOBHOE
KONbLLO NPV NepecTpoeHnn NoaKoNbLa.

timer guard value

no timer guard

value:(10..2000) mc,
KpaTHoe 10/500 mc

YcTaHOBUTL Taimep, 610KMPYIOLLMIA YCTapeBLIMe COObLEeHUs
R-APS.

YCTaHOBWTb 3HaYeHMe N0 YMOYAHWUIO.

timer holdoff value

no timer holdoff

value:(0..10000) mc,
KpaTHoe 100 c
TOYHOCTbIO 5 Mc/0 mc

YCTaHOBUTb TaliMep 3a4ePKKM peakLmmM KoMMyTaTopa Ha
M3MEHEeHWe B COCTOAHMUM. BMecTo peakumm Ha cobbiTue
BK/IIOYAETCA Talimep, No UCTeYeHMN KOTOPOro KOMMYTaTop
nHbOPMUPYET O CBOEM COCTOAHMU. MpeaHasHayeH ans
yMeHblieHUa Gayaa NakeTos npu ¢aanmnmHre NopTos.

YCTaHOBWTb 3HaYe€HMEe N0 YMOAYAHWUIO.

timer wtr value

value:(1..12) mun/5

YcTaHOBUTL Talimep, KOTOpbI 3anyckaetca Ha RPL Owner
KoMmyTaTope B revertive-pexume. Ucnonbsyertca ana
npeaoTBPALLLEHNA YacTbIX 3aLLMUTHBIX NEPEKNOYEHMI U3-3a

MmH CWUrHaNO0B O HEMCMPABHOCTAX.

no timer wtr YCTaHOBWTb 3HaYeHME MO YMONYAHMUIO.

switch forced {west | east} dopcupoBaTh 3anNycK 3aLUTHOMO NEPEKNOYEHUA KoMbLa, Npu
—/no 3TOM H610KMPYETCA YKa3aHHbIN NOPT.

no switch forced OTMeHUTb popPCUPOBaHMA NEPEKNIOYEHUS KObLA.

switch manual {west | Bpy4Hyto 3ab10KMpPOBaTh YKa3aHHbIW west (east)-nopt u

east} —/no pa3bnoknposaTb east (west).

no switch manual OTMEHWTb PYYHYIO BNOKMPOBKY.

abort OTKaTUTb U3MEHEHUA, BHECEHHbIE C MOMEHTA BXOAa B PEXMUM

KOHUrypaLmm KosbLa.
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KomaHOb! pexcuma EXEC

Bua 3anpoca KomaHAHOM CTPOKK pexuma EXEC:
console#

Tabnuua 144 — KomaHabl pexkmma EXEC

3HayeHue/3HayeHue

Aelicmeue
1o yMmon4aHuio

KomaHda

3anpocutb nHdopmaumio 06 obwem coctosiHum ERPS nnm
COCTOAHWUM YKa3aHHOrO KOJbLa.

show erps [vlan vian_id]

vlan_id: (1..4094)

5.17.7 Hacmpolika npomokKona LLDP

OcHoBHOW ¢yHKUuMen npotokona Link Layer Discovery Protocol (LLDP) aBnsetca obmeH mexay
CETEBbIMM YCTPOMCTBAMM O CBOEM COCTOAHWUWU U XapaKkTepuctukax. MHbopmaumsa, cobpaHHaa nocpeacTsom
npoTtokona LLDP, HakananBaeTcs B yCTPOMCTBAX M MOXKET ObITb 3aNpoLLeHa YNPaBaAOLLMM KOMMbIOTEPOM MO
npoTtokoay SNMP. Takum o6pa3om, Ha OCHOBAHUWN COBPaHHOMN MHPOPMaALMKM, Ha YNPaBAAIOLLEM KOMMblOTEPE
MOMeET HbITb CMOAENMPOBAHA TONOAOIMA CETU.

KommyTaTopbl NoAAepKMBAIOT Nepesayy Kak CTaHAAPTHbIX NapamMeTpoB, TaK U ONUMOHANbHbBIX, TaKUX
KaK:

—  WMMSA YCTPOICTBA U €ro onucaHue;
—  WMMA NOPTa M ero onucaHue;
—  nHdpopmauma o MAC/PHY u . a.

KomaHObI pexcuma 2a0b6aab6HoU KOHuU2ypayuu

BunAa 3anpoca KoOMaHAHOWM CTPOKM pexxunma rnobanbHom KoOHOUrypaumm:

console (config) #

Tabnunua 145 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

3HayeHue/3HavyeHue .
KomaHda / Aelicmeue
no ymona4yaHuro
lidp run Pa3pewntb KoMMyTaTopy UCNOb30BaHWe NpoToKoaa LLDP.
—/paspelueHo
no lidp run 3anpeTnTb KOMMYTATOPY MCNOIb30BaHWe NpoToKoaa LLDP.

lidp timer seconds Onpenenntb, Kak 4YacTo YCTPOMCTBO ByaeT oTNpPaBaATbL
P seconds: (5..32768)/30 S yerp VA P

cex obHoBneHne nHdopmaumm LLDP.

no lidp timer YCTaHOBWTb 3HAaYE€HNE MO YMONYAHUIO.

lidp hold-multiplier number 3a4aTb BE/IMYMHY BPEMEHW A/1A MPUHMMALOLLETO YCTPOKCTBA, B
TeYeHne KOTOPOro HYXHO yAepKnsaTb NPUHMMaEMbIe NaKeTbl
LLDP nepeg ux copocom.

[laHHaa BeNnYMHaA NepefaeTca Ha NPUHUMAIOLLYO CTOPOHY B LLDP
number: (2..10)/4 update-nakeTax (NnakeTax 06HOBNEHWA), ABNAETCA KPAaTHOCTbIO ANA
Tarimepa LLDP (lldp timer). Taknum obpa3om, Bpems Ku3Hu LLDP-
nakeToB paccymuTbiBaeTca no popmyne TTL = min (65535, LLDP-
Timer * LLDP-HoldMultiplier)

no lidp hold-multiplier YcTaHaBAMBAET 3HAYEHUE MO YMOYAHMIO.

lldp reinit seconds MuHUManbHoe Bpems, KoTopoe LLDP-nopT byaeT oxkuaaTb nepes,
seconds: (1..10)/2 cek NOBTOPHOW UHULManm3aumen LLDP.

no lidp reinit YCTaHOBWTb 3HaYEHME N0 YMOIYAHMIO.

172 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



DHELTEX

lidp tx-delay seconds

seconds: (1..8192)/2

YCTaHOBUTbL 3aZePXKKy MexXagy nociegylowymn nepesadyamu
naketos LLDP, MHUUMMPOBAHHbIMU M3MEHEHUSMU 3HAYEHWI
WAW cTaTyca B NOKaNbHbIX 6a3ax AaHHbIX MIB LLDP.

cex V PekomeHayeTtcs, 4TO6bl AaHHasA 3ageprKKa
6blna MmeHblle, yem 3HauyeHue 0.25* LLDP-
Timer.
no lldp tx-delay YCTaHOBWTb 3HAYEHME N0 YMONYAHUIO.
lidp lidpdu {filtering | OnpeaennTb pexum obpaboTkm naketos LLDP, Korga npoTokon
flooding} LLDP BbIkNtOYEH HA KOMMYTaTOpE:
- filtering — yka3biBaeT, 4yTo LLDP-nakeTbl puabTpytoTCa, ecnm
—[filtering npoTokon LLDP BbIkAtOYEH Ha KOMMYyTaTOpeE;

no lidp lidpdu

- flooding — yKkasbiBaeT, uto LLDP-naKkeTbl nepeaatoTcs, ecam
npoTokon LLDP BbikAtOYEeH Ha KOMMYyTaTOope.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

lidp med fast-start
repeat-count number

no lldp med fast-start
repeat-count

number: (1..10)/3

YcTaHoBWTb Yncno nostopeHnin PDU LLDP ans 6bicTporo 3anycka,
onpeaenaemoro nocpeacrtsom LLDP-MED.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

lidp med network-policy
number application [vlan
vlan_id] [vlan-type {tagged
| untagged}] [up priority]
[dscp value]

OnpegenvTb NpaBuao a4 napametpa network-policy (cetesas
NOAUTUKA YCTPOICTBA). JaHHbI napameTp aBaserTcs
OMNUMOHANbHBLIM ONA pacwMpeHna NnpoTokona LLDP MED.

- number — nopsaKoBbI HoMmep npasuna network policy;

- application — rnaBHaa GyHKUMA, onpeaeneHHan ANA JaHHOTO
npasuna network policy.

-vlan_id — npeHtndukatop VLAN gnsa gaHHoOro npasuna;

- tagged/untagged — onpegensert, TernpoBaHHOM namn

number: (1..32);
application: (voice,
voice-signaling,
guest-voice,
guest-voice-signaling,
softphone-voice,
video-conferencing,
streaming-video,
video-signaling);
vlan_id: (0..4095);
priority: (0..7);
value: (0..63)

- priority — NnpuUopWTET JaHHOTO Npasuna (Mcnosb3yeTcs Ha

BTOpOM ypoBHe mogenu OSl);

- value — 3HauyeHue DSCP, ncnonb3syemoe AaHHbIM NPaBUJIOM.

Ecnun He yKasbiBaTb 3HaYeHMe DSCP, no ymon4yaHmio KOMMyTaTop

6ypet oTnpasnaTb napametp DSCP 0.

V UsmeHeHue network-policy BO3M0OXXHO TONbKO

nocne CHATUA NOJIMTUKU CO Bcex UHTepdeiicos,
rae oHa NpMMeHeHa.

HeTernposaHHol byaet VLAN, ucnonb3syemas gaHHbIM NpaBuaom.

no lldp med network-policy YaanuTb co3gaHHoe npasuao gaa napamerpa network-policy.

number
lidp notifications interval YCTaHOBUTb MaKCMMaNbHYH CKOPOCTb Nepeaayn yBegomMaeHuni
seconds LLDP.
seconds: (5..3600)/5 - seconds — nepuog, BpeMeH#, B Te4eHWe KOTOPOro YCTPOUCTBO
ceK MOMET OTNPaBUTb He 6osiee 0HOTO YBESOM/IEHUS.

no lidp notifications

. YCTaHOBWTb 3HAaYEHUE MO YMOYAHUIO.
interval

KomaHObI pexcuma KoHgu2ypayuu uHmepagelicos Ethernet

Bug, 3anpoca KOMaHAHOM CTPOKM B pexume KoHdurypaumm nHtepoelicos Ethernet:

console (config-if) #

Tabnunua 146 — KomaHabl pexkuma KoHdurypaumnm nHtepdelica Ethernet

3Ha4yeHue/3HayeHue no

KomaHnoa Aeilicmsue
YMOAYAHUIO
lidp transmit Pa3pewuntb nepegayy naketos no npoTokony LLDP Ha
N0 YyMOAYaHUIO nHTepderice.
no lidp transmit paspelweHo 3anpeTnTb Nepegavy NaketTos No NpoTokony LLDP Ha
MCnosab3oBaHMe B 060Mx MHTepodeiice.
lidp receive HanpasaeHUAX. Paspewntb npMem naketoB no NnpoTtokony LLDP Ha
nHTEpdelice.
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no lidp receive

3anpeTnTb NpMem NakeTos No nNpoTokoay LLDP Ha
MHTepodeiice.

lidp optional-tiv tiv_list

no lidp optional-tlv

tvl_list: (port-desc, sys-
name, sys-desc, sys-cap,
802.3-mac-phy, 802.3-lag,
802.3-max-frame-size,
802.3-power-via-mdi)/Mo
YMONYaHUIO
onuMoHanbHble TLV He
BKNIOYEHbI B MaKeT.

OnpeaennTb, Kakne onunoHanbHble TLV-nona (Type, Length,
Value) 6yayT BK/lOYEHbl YCTPOMCTBOM B NepeaaBaemMblit
LLDP-naker.
B KOMaHAy MOKHO BKIHOYUTL OT OAHOTO A0 NATU
onuMoHanbHbIX TLV.

TLV 802.3-power-via-mdi aocTynHa TO/NbKO Ha
V YCTPOCTBaX ¢ noaaep:xkoii PoE.

YCTaHOBWTb 3HaYeHMe N0 YMOIYAHWIO.

lidp optional-tiv 802.1
{pvid [enable | disable] |
ppvid {add | remove}
ppv_id | vlan-name {add |
remove} vian_id}

lidp optional-tiv 802.1
protocol {add | remove}
{stp | rstp | mstp | pause |
802.1x | lacp | gvrp}

no lidp optional-tlv 802.1
pvid

ppvid: (1-4094);
vlan_id: (2-4094);
Mo ymonyanumo
onuMoHanbHble TLV He
BKJ/IIOYEHbI.

OnpeaennTb, Kakne onumoHanbHble TLV-nonsa byayt
BKJIKOYEHbI YCTPOWCTBOM B Nepegasaembiii LLDP-nakeT:

- pvid — PVID unHTepdelica;

- ppvid — go6asutb/yaanuts PPVID;

- vlan-name — po6asutb/yaanutb Homep VLAN;

- protocol — f06aBuUTL/yaanuTb onpeaeneHHbI NPOTOKO.

YCTaHOBUTb 3HAYeHMe Nno YMO4aHUIO.

lldp management-address
{ip_address | none |
automatic [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group | vlan vian_id]}

no lldp management-
address

dopmar ip-address:
A.B.C.D;
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48);
vlan_id: (1..4094).
Mo ymonuyanutio
ynpasnsaowmii agpec
onpegensetca
aBTOMaTUYECKMH.

OnpeaennTtb ynpasaaoWwmii agpec, ob6bABAEHHbIN Ha

nHTepoelice.

- ip_address — 3apaetca cTatudeckuii IP-agpec;

- none — yKa3bIBaeT, YTo agpec He 06bABNEH;

- automatic — yKasbIBaeT, 4TO cMCTeMa aBTOMATUYECKH

BblOMpaeT ynpaBastoLwmii agpec, U3 CKOHGUIYpPUPOBAHHBIX

afipecoB 3afaHHOro UHTepdelica.

Ecnun untepdelic ethernet unun nHtepdeliic rpynnol noptos

npuHaanexxat VLAN, To gaHHbI agpec VLAN He byget

BKJIKOYEH B CMIMCOK BO3MOMHbIX YNPaBAAIOLWMX apecos.

V B cnyyae Hannuma HeckonbKux IP-agpecos cuc-
Tema BblbupaeT HauyanbHbIii IP-agpec us gnana-
30Ha AMHamu4yeckux IP-agpecos. Echm guHamu-
YyecKue agpeca OTCYTCTBYIOT, TO cucTema BbibU-
paeT HauyanbHbIK IP-agpec U3 guanasoHa BO3-
MOXHbIX cTaTU4ecKux IP-apgpecos.

Ypanutb ynpasnatowmi IP-agpec.

lidp notification {enable |
disable}

no lidp notifications

Nno YMONYaHMIO OTNpaBKa
yBegomienuit LLDP
3anpelyeHa.

Pa3spelunTb/3anpeTuTb OTNpaBKy yBeaomaeHunin LLDP Ha
MHTepodeiice.

- enable — paspewaer;

- disable — 3anpeuaer.

YCTaHOBUTb 3HaYeHMe N0 YMOIYAHWUIO.

lidp med enable [t/v_list]

tvl_list: (network-policy,

Pa3pewnTb ncnosb3oBaHMe paclumpeHns npotokona LLDP

location, MED.
inventory)/3anpetueHo B KOMaHAy MOXHO BKNHOUYUTH OT OAHOTO A0 TpeX
UCNonb3oBaHne cneymanbHbix TLV.
paclmnpeHnsa NpoToKoa
LLDP MED.
lidp med network-policy HasHauuTb npasuno network-policy saHHOMy UHTepdelicy.
{add | remove} number - add — Ha3HauaeT npaBuno;
number: (1-32) - remove — yaanseT Npasuno;

no lldp med network-policy

- number — Homep nNpasuna.

Ypanutb npasuao network-policy ¢ gaHHOro MHTepdeiica.

lidp med location
{coordinate coordinate |
civic-address
civic_address_data | ecs-
elin ecs_elin_data}

coordinate: 16 6aliT;
civic_address_data:
(6..160) 6air;
ecs_elin_data: (10..25)
6aur.

3apaTb MecTonoN0KeHMe YCTPOWUCTBa AN NpoTokona LLDP
(3HaueHne napameTpa location npotokona LLDP MED).

- coordinate — appec B cuCTeMe KOOPAMHaT;

- civic_address_data — aAMUHUCTPATUBHBLIN agpec
YCTPOMCTBA;

- ecs-elin_data — agpec B popmate, onpeseneHHoOm
ANSI/TIA 1057.

174

Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

no lidp med location
{coordinate | civic-address
| ecs-elin}

YAanuTb HaCTPOMKKM NapameTpa mectonosioxKeHus location.

lidp med notification
topology-change {enable |
disable}

no lldp med notifications
topology-change

—/3anpelyeHo

Paspeluntb/3anpeTuTb OTNpasKy yBegomneHunin LLDP MED o6
N3MEHEHWUW TOMONOTUN.

- enable — paspelaeT oTNpaBKy yBEAOMIEHNI;

- disable — 3anpeLaeT oTnpaBKy yBEAOMIEHWIA.

YCTaHOBWUTb 3HAYeHUE NO YMOIHaHUIO.

v

KaXabli NopT rpynnbl.

%

MakeTbl LLDP, npuHATbIe Yepe3 rpynny nopTos, 3aNOMUHAIOTCA UHAUBUAYANBHO NOp-
TaMu rpynnbl, NPUHABLWMMU coobweHua. LLDP otnpaBnsaeT pasnnyHble coobeHunn Ha

Pa6oTa npoTtoKona LLDP He 3aBUCUT OT COCTOAHMA NpoToKona STP Ha nopTy, nakeTbl LLDP
OTNPABAAIOTCA U NPUHUMAIOTCA HA 3a610KMpPOBaHHbIX NPoTOKonom STP-nopTax.

Ecau nopT KoHTpoaupyetca no 802.1X, To LLDP paboTtaeT c nopTom TO/IbKO B C/ly4ae, ecnm

OH aBTOpPU30BaH.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexnma privileged EXEC:

console#

Tabnuua 147 — KomaHapl pexkmma privileged EXEC

KomaHda

3HayeHue/3HayeHue
Mo yMmoA4YaHuo

Aelicmeue

clear lidp table [giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OuncTuTb Tabnnuy agpecos 06HaPYKEHHbIX COCEHUX YCTPONCTB
M HayaTb HOBbIM LMKN 0bMeHa nakeTamu no npotokony LLDP
MED.

show lidp configuration [gi-
gabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob | detailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNokasaTtb LLDP-kKoHUrypaLmm Bcex pusmnyeckux nHtepdencos
YCTPOMCTBa, MO0 33AaHHbIX MHTepdENCOoB.

show lildp med configura-
tion [gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitether-
net fo_port | oob | de-
tailed]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNMoKaszaTb KOHGUIrypauum pacmpeHunsa npotokona LLDP-MED ansa
Bcex pusmnyeckmx nHtepdelicos, MO0 3aaHHbIX UHTEPdECOB.

show lldp local
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

MNokasaTtb LLDP-nHpopmaumio, KOTOpyto aHOHCUPYET AaHHbIN
nopr.

show lldp local
tlvs-overloading
[gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port
| oob]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

lMokasaTtb cTaTyc nepe3sarpysku TLVs LLDP.
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show lldp neighbors MNMoKas3aTb MHGOPMaLMIO O COCEAHUX YCTPOMCTBAX, HA KOTOPbIX
[gigabitethernet gi_port | gi_port: (1..8/0/1..48); | pabortaet npoTtokon LLDP.

tengigabitethernet te_port | te_port: (1..8/0/1..24);

fortygigabitethernet fo_port fo_port: (1..8/0/1..4)

| oob | detailed]

show lldp statistics MokasaTtb ctaTnUcTuky LLDP.

[gigabitethernet gi_port | gi_port: (1..8/0/1..48);

tengigabitethernet te_port | te_port: (1..8/0/1..24);

fortygigabitethernet fo_port fo_port: (1..8/0/1..4)

| oob | detailed]

[pumepbl 8bINOAHEHUS KOMAHO

=  YcTaHoBUTb Ans nopta tel/0/10 cneaytowme tlv-nona: port-description, sytem-name, system-de-
scription. na gaHHoro nHtepdenca gobasuTb ynpasasatowmin agpec 10.10.10.70.

console (config) # configure

console (config) # interface tengigabitethernet 1/0/10

console (config-if)# 1lldp optional-tlv port-desc sys-name sys-desc
console (config-if)# 1lldp management-address 10.10.10.70

MocmoTpeTb KoHpUrypauuto LLDP:

console# show lldp configuration

LLDP state: Enabled

Timer: 30 Seconds

Hold Multiplier: 4

Reinit delay: 4 Seconds

Tx delay: 2 Seconds

Notifications Interval: 5 Seconds
LLDP packets handling: Filtering
Chassis ID: mac-address

Port State Optional TLVs Address Notifications
tel/0/7 Rx and Tx SN, SC None Disabled
tel/0/8 Rx and Tx SN, SC None Disabled
tel/0/9 Rx and Tx SN, SC None Disabled
tel/0/10 Rx and Tx PD, SD 10.10.10.70 Disabled

Tabnnuya 148 — OnucaHue pesynbTaTos

lMone OnucaHue

Timer OnpegenunTb, KaK 4acTo ycTpoincTBo oTrnpasnseT LLDP-o6HoBAEHMA.

Onpepenutb BennUnHy Bpemenn (TTL, Time-To-Live) 418 NPUHUMALOLLETO YCTPO-
Hold Multiplier CTBa, B TEYEHME KOTOPOTO HYXKHO YAepKnBaTb NpUHMMaemMble nakeTbl LLDP nepep,
ux cbpocom: TTL = Timer * Hold Multiplier.

Onpegenntb MMHMMaNbHOE BpeMA, B Te4eHne KOTOpOoro nopT 6yp,eT OXnNOaTb nepen

Reinit delay nocbinkol cneaytouwero LLDP-coobueHus.

Tx delay Onpeaenuntb 3a4epKKY Mexay I'IOCﬂue,L'J,WOLLI,VIMM nepegadyamu LLDP-kagpos, MHULN-
MPOBaHHbIX U3MEHEHUAMM 3HaYeHuU NMbo cTaTyca.

Port Homep noprta.

State Pexkum paboTbl nopTa gas npotokona LLDP.

176 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324



DHELTEX

MNepepasaemole TLV-onumu.
Bo3MoOHble 3HaYyeHuA:

PD — OnucaHue nopTa;

SN — CuctemHoe nms;

SD — OnucaHue cuctembl;

SC — BO3MOKHOCTU CUCTEMDI.

Optional TLVs

Address Aapec ycTponcTBa, KoTopbli nepeaaetcs B LLDP-coobuweHusx.

Notifications YKa3blBaeT, paspeLleHbl nan 3anpelieHsl ysegomnenuma LLDP.

MokasaTb MHGOPMaLMIO O COCeAHUX YCTPOMCTBAX:

console# show 1lldp neighbors

Port Device ID Port ID System Name Capabilities
te0/1 0060.704C.73FE 1 ts-7800-2 B
te0/2 0060.704C.73FD 1 ts-7800-2 B
te0/3 0060.704C.73FC 9 £s-7900-1 B, R
te0/4 0060.704C.73FB 1 ts-7900-2 W

console# show 1lldp neighbors tengigabitethernet 1,/0/20

Device ID: 02:10:11:12:13:00

Port ID: gi0/23

Capabilities: B

System Name: sandbox?2

System description: 24-port 10/100/1000 Ethernet Switch
Port description: Ethernet Interface

Time To Live: 112

802.3 MAC/PHY Configuration/Status

Auto-negotiation support: Supported

Auto-negotiation status: Enabled

Auto-negotiation Advertised Capabilities: 1000BASE-T full duplex, 100BASE-TX full

duplex mode
Operational MAU type: Unknown

duplex mode, 100BASE-TX half duplex mode, 10BASE-T full duplex mode, 10BASE-T half

Tabnnua 149 — OnucaHue pesynbTaTos

Mone OnucaHue
Port Homep nopTa.
Device ID Umsa nnm MAC-agpec cocegHero ycTpoicTaa.
Port ID NpeHTndmKkaTop nopTa cocenHero ycTpomncTaa.
System name CucTeMHOe UMA YCTPOMCTBA.
Capabilities [aHHoe none onucbiBaeT TUN YCTPOMCTBA:

B — Mocr (Bridge);

R — MapuwpyTtusatop (Router);

W — Touka goctyna Wi-Fi (WLAN Access Point);
T — TenedoH (Telephone);

D — DOCSIS-ycTpoitctso (DOCSIS cable device);
H — CeteBoe ycTtpoiictso (Host);

r — MosTopuTens (Repeater);

O — Tun HeussecTeH (Other).

System description OnucaHWe coceiHero ycTpoicTaa.
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Port description OnwncaHue nopTa cocegHero ycTpomncTaa.

Management address Appec ynpaB/iieHUA yCTPOMUCTBOM.

Auto-negotiation
support

OnpegensaeT, NnoaAepKMBaETCA 1M aBTOMATUYECKOE onpeaeneHne pexmuma nopra.

Auto-negotiation
status

OnpegenseT, BKAOYEHA /M NOAAEPKKA aBTOMATUUECKOIO ONpeaeNeHns pexxmma
nopta.

Auto-negotiation OnpepenseT pexumbl, nogaepxnsaemole GyHKLMEN aBTOMAaTUYECKOrO onpeaene-

Advertised HUSA noprTa.

Capabilities

Operational MAU Pabouunit MAU-TMN ycTpolicTaa.
type

5.17.8 Hacmpolika npomokona OAM

Ethernet OAM (Operation, Administration, and Maintenance), IEEE 802.3ah — pyHKLMN YyPOBHS KaHana
nepegayn AaHHbIX NPeacTaBAAoT coboli NPOTOKON MOHUTOPUHIA COCTOSHUA KaHana. B aTom npoTokosie gna
nepegayn MHPoOpmaLMM O COCTOAHUM KaHasla MeXKAy HemnocpeacTBEHHO MOAKAHYEHHbIMU YCTPOMCTBAMMU
Ethernet ncnonbsytoTca 610KM AaHHbIX NpoTokona OAM (OAMPDU). O6a ycTpoiicTBa A0/KHbI MOAAEPHKUBaTb
ctaHgapt IEEE 802.3ah.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelicog Ethernet

Bug, 3anpoca KOMaHAHOW CTPOKM B pexume KoHdurypaumm nHtepoelicos Ethernet:

console (config-if)#

Tabnmua 150 — KomaHabl pexkmma KoHpurypaumm uHtepoeliica Ethernet

KomaHda

3HayeHue/3HayeHue
no ymoa4aHuo

Aelicmeue

ethernet oam

no ethernet oam

—/OTKNOYEHO

BkntounTb nopaepky Ethernet OAM Ha nopty.

OtkntounTb Ethernet OAM Ha KOHUrypupyemom nopry.

ethernet oam link-monitor
frame threshold count

count: (1..65535)/1

no ethernet oam link-moni-
tor frame threshold

YcTaHOBWTb NOPOT KONMYECTBa OLWMBOK 33 yKa3aHHbIN Nepuog,
(nepnopg, yctaHaBAnBaetca komaHaol ethernet oam link-monitor
frame window).

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.

ethernet oam link-monitor
frame window window

window: (10..600)/100

no ethernet oam link-moni-
tor frame window

mcC

YCTaHOBWUTbL BPEMEHHOM MPOMENKYTOK A1A noacyeTa KoandyecTsa
OLWKNBOK.

BoccTtaHOBUTL 3HaYeHWe no YMONYaHUIO.

ethernet oam link-monitor
frame-period threshold
count

count: (1..65535)/1

no ethernet oam link-moni-
tor frame-period threshold

YcTaHoBUTbL Nopor gns cobbitma «frame-period» (nepmog,
ycTaHaBuBaeTca KomaHaon ethernet oam link-monitor frame-
period window).

BoccTtaHOBUTL 3Ha4YeHWe no YMONYaHUIO.

ethernet oam link-monitor
frame-period window win-
dow

window:

no ethernet oam link-moni-
tor frame-period window

(1..65535)/10000

YCTaHOBUTb BPEMEHHOM NPOMEXYTOK A5 cobbiTua «frame-
period» (B Kagpax).

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

ethernet oam link-monitor
frame-seconds threshold
count

count: (1..900)/1

YcTaHoBUTb Nopor ana cobbitua «frame-period» (nepunog,
ycTaHaBuBaeTca KomaHaon ethernet oam link-monitor frame-
seconds window), B cekyHaax.
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no ethernet oam link-moni-
tor frame-seconds thresh-
old

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

ethernet oam link-monitor
frame-seconds window
window

no ethernet oam link-moni-
tor frame-seconds window

window:
(100..9000)/100 mc

YCTaHOBWUTbL BPEMEHHOM MPOMEKYTOK ana cobbitua «frame-
period».

BoccTtaHOBUTb 3HAYEHWE N0 YMONYAHUIO.

ethernet oam mode {active
| passive}

YCTaHOBUTb peXknMm paboTbl npoTokona OAM:
- active — kommyTaTop noctoaHHO oTnpasaseT OAMPDU;

—/active - passive — KommyTaTop HaunHaeT otnpasaaTe OAMPDU Tonbko
npu Haanumum OAMPDU co BCTPeYHOM CTOPOHBI.
no ethernet oam mode BoCCTaHOBWTL 3HAYEHME MO YMOYAHMIO.
ethernet-oam remote-fail- BKAtOUNTL NOAAepKKY M 06paboTKy cobbiTnin «remote-failure».
ure
—/BKAIOYEHO
no ethernet oam re- BoccTaHOBWTL 3HAYEHME MO YMOYAHMIO.
mote-failure
ethernet oam remote-loop- BKAtounTb NnoaaepKky dyHKkunmn remote-loopback.
back supported — JoTknioueno
no ethernet oam re- BoccTtaHOBUTL 3HaYEHME MO YMONYAHWUIO.
mote-loopback supported
ethernet oam uni-direc- BKOUNUTL GYHKLMIO OBHAPYXKEHUA OAHOHANPaB/IEHHbIX CBA3EN Ha
tional detection 6ase npoTtokona Ethernet OAM.
— —/OTKAKOUYEHO
no ethernet oam uni-direc- BoccTaHOBWTL 3HaUYEHWE MO YMOYAHMIO.
tional detection
ethernet oam uni-direc- OnpeaenvTb peakuuio KOMMyTaTopa Ha OAHOHAMNpPaBAEHHYIO
tional detection action {log CBA3b:
| error-disable} - log — otnpaska SNMP trap v 3anuchb B }KypHan;
—/log - error-disable — nepesog nopta B coctosiHue «error-disable»,
3anucb B XXypHan u otnpaska SNMP trap.
no ethernet oam uni-direc- BoccTaHOBWTL 3HaYeHWE MO YMOIHAHMIO.
tional detection action
ethernet oam uni-direc- BKtOUYNUTL arpeccuBHbIV peXUm onpeseneHns
tional detection agressive OfHOHanpaBneHHoW cBA3n. Ecam oT cocegHero ycTpoicTea
nepectatot npuxogutb Ethernet OAM-coobueHns — AMHK
—/oTK/I04eHO

no ethernet oam uni-direc-
tional detection aggressive

nome4yaeTca Kak OAHOHaI'IpaBneHHbIVI.

BoccTtaHOBUTL 3HaYeHWe nNo YMOANYaHUIO.

ethernet oam uni-direc-
tional detection discovery
time time

no ethernet oam uni-direc-
tional detection discovery-
time

time: (5..300)/5 cek

YCcTaHOBWUTb BPEMEHHOW UHTepBan AN OnpeAesieHUsa TUNa CBA3K
Ha nopry.

BoccTtaHOBUTL 3HaYeHWe nNo YMONYaHUIO.

KomaHOb1 pexcuma privileged EXEC

Bce KOMaHAbl AOCTYMNHbI 414 NPUBUIAETMPOBAHHOMO NoAb30BaTena. Bua 3anpoca KOMaHAHOW CTPOKM

perknma privileged EXEC:

console#
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Tabnunua 151 — KomaHabl pexxkuma privileged EXEC

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

clear ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OYnCTUTL cTaTUCTURY Ethernet OAM gna ykasaHHOro nHTepdelica.

show ethernet oam discov-
ery [interface {gigabitether-
net gi_port | tengiga-
bitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OT06pasunTb coctoaHmne npoTokona Ethernet OAM gna ykasaHHoro
MHTepodeica.

show ethernet oam statis-
tics [interface {giga-
bitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4).

OT106pasnTb CTaTUCTUKY O6MEeHa NPOTOKO/IbHLIMM COOBLLEHNAMM
019 yKa3aHHOro uHTepdelica.

show ethernet oam status
[interface {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OTobpa3unTb HacTpoikn Ethernet OAM pnsa ykasaHHoro
nHTepdeiica.

show ethernet oam uni-di-
rectional detection [inter-
face {gigabitethernet
gi_port | tengigabitether-
net te_port | fortygiga-
bitethernet fo_port}]

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4)

OTo6pasnTb COCTOAHME MeXaHU3Ma onpeaeneHns
OfHOHanpaB/IeHHbIX CBA3EN AJ1A YKa3aHHOro nHTepdeiica.

ethernet oam remote-loop-
back {start/stop}

interface { gigabitether-

net gi_port
/tengigabitethernet te_port
}

gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24)

3anycTuTb NPOLLECC TECTUPOBAHWA KaHaa C NOMOLLbIO
ethernet oam remote-loopback Ha ykasaHHOM MHTepdeiice.

[pumepbl 8bIN0AHEHUS KOMAHO

=  OT06pa3unTb cOCTOAHME NPOTOKONA ANA nopTa gigabitethernet 1/0/3:

console# show ethernet oam discovery interface GigabitEthernet 0/3

Local client

Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:
Operational status:
Port status:
Loopback status:
PDU revision:
Remote client
MAC address:
Vendor (oui) :

gigabitethernet 1/0/3

Administrative configurations:

active

not supported
supported
supported

not supported
1500

operational
no loopback
3

a8:£9:4b:0c:00:03
a8 f9 4b
Administrative configurations:
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PDU revision:
Mode:
Unidirection:
Link monitor:
Remote loopback:
MIB retrieval:
Mtu size:
console#

3

active

not supported
supported
supported

not supported
1500

5.17.9 Hacmpolika npomokona CFM (Connectivity Fault Management)

Ethernet CFM (Connectivity Fault Management), IEEE802.1ag — npeaocTtaBnseT dbyHKUMM Habaoge-
HWA, NOUCKa U YyCTPaHEHMA HeMcnpaBHocTel B ceTax Ethernet, No3BonsAs KOHTPO/IMPOBATL COEANHEHNE, U30-
IMPOBaTb NPOBHEMHbIE YYACTKM CETU U MAEHTUPULMPOBATL KIMEHTOB, K KOTOPbIM MPUMEHSAINCL OrpaHuYe-

HUA B CETU.

MpoToKon onepupyeT cieayowmumMm NOHATUAMM:

=  Maintenance Domain (MD) — y4acToOK CceTu, NpUHaaNeKalni U ynpaBaseMbli O4HUM ONePaTOPOM;
= Maintenance Association (MA) — COBOKYNHOCTb KOHeYHbIx TodeKk (MEP), Karkaas us KoTopbiX UMeeT
oAuHakoBbIn naeHTudmkatop MAID (Maintenance Association ldentifier), onpeaenatowmin Tun cep-

BUCa;

= Maintenance association End Point (MEP) — KoHeyHasi TOUKa cepBuca, pacrno/ioXKeHHas Ha ero rpa-

HULE;

= Maintenance domain Intermediate Point (MIP) — npomeyTouyHaa To4yKa A0MeHa.

KomaHObI pexcuma 2106a716H020 KOHGU2YPUPOBAHUA

BuAa 3anpoca KOMaHAHOM CTPOKM pexmnma ri1ob6anbHOro KOHPUrypmpoBaHuma:

console (config) #

Tabnnua 152 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

ethernet cfm domain name
[level level]

no ethernet cfm domain
name

name:(1..32)
CMMBO/I0B
level: (0..7)/0

Co3aaTb (MM cmeHUTb ypoBeHb) CFM-gomeHa (MD) ¢ umeHem
«name» 1 NepeinTh B pemMm KOHOUTYPUpPOBaHUA 4OMEHA.
- level — yposeHb CFM aomeHa.

Yaanute CFM-gomeH (MD) ¢ umeHem “name”.

KomaHObI pexcuma KoHgu2ypuposaHUsa 0oMeHd

Bug, 3anpoca KOMaHAHOW CTPOKM B peXKume KOHGUryprupoBaHna gomeHa:

console (config-cfm-md) #

Tabnuua 153 — KomaHapl pexxuma KoHpurypmuposaHma CFM-gomeHa (MD)

KomaHoa

3HayeHue/3HayeHue
no ymon4aHuro

Aeilicmeue

id { dns dns | name name
| mac mac_address num-
ber | null }

name: (1..43) cumBonos
dns: (1..43) cumBonos

YKasatb ngeHtuoukatop CFM-gomeHa (MD). MmeHem gomeHa
MOXET 6bITb:
- dns — dns-ums;
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no id

mac_address : H.H.H
man H:H:H:H:H:H namn H-
H-H-H-H-H
number: (0-65535)
Mo ymonuanutio: id name
COOTBETCTBYET UMEHM
AOMeHa

- name — TEKCTOBAA CTPOKa;

- mac_address number — MAC-aapec 1 YucnoBoi
MAeHTUPUKATOP AOMEHa;

- null — NULL npeHTtndmkatop.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

service port

{ vlan-id vian_id |
name name |
number number}

no service port

service vlan vian
{ vlan-id vian_id |
name name |
number number

no service vlan vian_id

vlan_id: (1..4094)
name: (1..45) cumBosios
number: (0..65535)

Co3pgaTb CFM-cepsuc (MA) 6e3 npusasku K VLAN 1 nepexos B
pexxmMm KoHOUIYpUpoBaHUA cepauca.

Ypanute CFM-cepsuc (MA).

Co3gatb CFM-cepsuc (MA), npmeasaHHbIi K VLAN c Homepom
«vlan» v nepeiTn B peXMm KoHOUTypMpoBaHUA cepsuca. UmeHem
CepBUCa MOXKET bbITb:

- vlan_id — Homep VLAN;

- name — TEKCTOBAA CTPOKa;

- number — yncnosoi naeHTMdMKaTop.

Ypanute CFM-cepsuc (MA), npussasaHHoro K VLAN ¢ Homepom
«vlan_id».

mip auto-create [lower-
mep-only]

no mip auto-create

—/a BTOMaTU4eCcKoe
CO34aHue OTK/Ilo4EeHO

BKNHOUMTL aBTOMATUYECKOE CO34aHME MPOMEKYTOUYHbIX TOYEK
cepsuca (MIP). MpomerKyTouHble ToukM cepsuca (MIP) cosaatoTca
Ha BCex nNopTax, Ha KoTopbix nponucad VLAN cepsuca.
Heobs3aTenbHblii NnapameTp «lower-mep-only» nckaoyaeT us
CMUCKA NOPTbI, HA KOTOPbIX YXKe CO34aHa KOHEeYHas TOYKa cepBuca.

YCTaHOBWUTb 3HaYeHue No YMONYaHUIO.

KomaHObI pexcuma KoHgu2ypuposaHUsa cepsuca

Bug, 3anpoca KOMaHAHOM CTPOKM B peXKMMe KOHPUIyprupoBaHUa AOMeHa:

console (config-cfm-ma) #

Tabnuua 154 — KomaHapl pexkuma KoHpurypmuposaHma CFM cepsuca (MA)

KomaHoa

3HayeHue/3HayeHue
Mo yMoA4YaHuo

Aelicmeue

continuity-check interval
interval

no continuity-check in-
terval

interval: (1, 10, 100, 600)
cekyHa/1 cekyHaa

YcTaHOBUTb MHTepBan oTnpasku Continuity Check coobuueHmnii.

YCcTaHOBUTb 3HaYeHue no YMOAN4YaHUIO

direction down

no direction down

YCTaHOBWUTL HanpaBneHe KoHeYHoM Toukon cepsuca (MEP) B
HUCXoAsALLee.

YCTaHOBWTL HanpaBneHMe KOHeYHOoM To4KK cepsuca (MEP) B
Bocxoasllee.

efd notify erps

no efd notify erps

— /BbIK/OYEHO

BK/IOUNTL OTNPABKY yBEAOMIEHWI 06 06HapyKeHUU n3MeHeHus
cocToAHMA Konbla ERPS Ha cobbiTuaA events propagation link
failure/restore v HapyLeHWe CBA3HOCTH, AETEKTUPOBAHHbIX C
nomoupsto Continuity Check Protocol (CCM)

OTKNIOYUTb OTNPABKY YBEAOMIEHWUNA.

mep id

no mep id

id: (1..8191)

[06aBuTb KOHeYHyto Touky cepsuca (MEP) ¢ naeHtMpmnkatopom
«id» K AaHHOMY cepBuCy.
[laHHOW KOMaHpAoI OocyLecTBAAETCA TONbKO NpUBA3KA
MEP K cepBucy. MEP co3gaetca B pexxume KOHPUrypu-
poBaHusa uHtepdeiica.

YAanuTb KOHEYHyo TouKy cepsuca (MEP).

mip auto-create { lower-
mep-only | none }

— /N0 yMmon4aHuio
NCNONb3YeTCA PeXKNM,

BK/O4MTb aBTOMATUYECKOE CO3JaHNe NPOMEKYTOUHbIX TOUEK
cepsuca (MIP). MpomexyTouHble Touku cepsuca (MIP)
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no mip auto-create

CKOHOUIYPMPOBaHHbIN
ONA LOMeHa, B KOTOPOM
Haxo4MTCA cepBuC

CO34at0TCA Ha BCex nopTax, Ha KoTopbix nponucaH VLAN cepsuca.
Heobs3aTenbHble napameTpbl:
—  lower-mep-only — nckao4aeT U3 cnmMcka nopTbl, Ha
KOTOPbIX y¥Ke co3aaHa KoHeyHas Touka cepsuca (MEP);
—  none — He C0343aBaTb aBTOMATUYECKN MPOMEKYTOUHbIE
To4YKM cepsuca (MIP).

YCTaHOBWUTb 3Ha4YeHMEe N0 YMOYAHMUIO.

KomaHObI pexcuma KoHguaypuposaHus uHmepgelica Ethernet

BuA 3anpoca KOMAHOHOM CTPOKM B pexume KoHPUrypmuposaHus mHtepderica Ethernet, nHrepodeiica

rpynnbl NOPTOB:

console (config-if) #

Tabnuua 155 — KomaHabl pexkmuma KoHpurypuposaHusa nutepdeinca Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

ethernet cfm mep mep_id
domain domain_name
service {vlan-id vian_id |
name name | number
number}

no ethernet cfm mep
mep_id domain do-
main_name service {vlan-
id vlan_id | name name |
number number}

mep_id: (1..8191);
domain-name: (0..32)
CYMBOJIOB;
vlan_id: (1..4094);
name: (0..45) cumBONOB;
number: (0..65535).

Co3patb Ha UHTepdelice KoHeyHoM Toukn cepeuca (MEP) ¢
naeHTudmKaTopom mep_id pns yKazaHHOro cepBmca B YKasaHHOM
JOMEHe 1 nepexos, B pexunm koHdurypmposarua MEP.

YAanuTb KOHEYHYIO TOUKY cepBuca ¢ MHTepdeiica.

KomaHObI pexcuma KoHgU2ypuposaHUa KoHeYHol moYKu cepsuca

Bug, 3anpoca KOMaHAHOM CTPOKM B peXUMe KOHGUIyprpoBaHUa AomeHa:

console (config-if-cfm-mep) #

Tabnuua 156 — KomaHapl pexkuma KoHpurypmuposaHma CFM KoHeuHol Toukun (MEP)

3Ha4yeHue/3HayeHue .
KomaHoa Aelicmeue
o ymon4aHuro
active BK/IIOYNTb KOHEYHYIO TOYKY cepBuca (MEP).
- —/BbIKNtOYEHa
no active YCTaHOBWUTb 3HAYEHME MO YMOYAHMIO.

continuity-check enable

no continuity-check ena-
ble

—/BbIK/IIOYEHA

BrkntoueHune otnpasku Continuity Check coobuieHni.

YCcTaHOBUTb 3HaYyeHue no YMONYaHULO.

COs cos

no Cos

cos: (0..7)/7.

YcTaHOBUTb 3HauYeHue npuopuTeta CoS, ¢ KoTopbim 6yayT
oTtnpasnsaTbes Continuity Check coobueHus.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHUIO.

alarm delay delay

no alarm delay

delay: (2500..10000)
mc/2500 mc

YKasaTb MHTepBas 3a4ePKK, N0 UCTEYEHUM KOTOPOTo 6yp,eT
reHepnpoBaTbCA aBapuA.

YCTaHOBUTb 3HaYeHue no YMONYaHUIO.

alarm reset interval

no alarm reset

interval: (2500..10000)
mc/10000 mc

YKaszaTb NPOMEXKYTOK BPEMEHM, MO UCTEYEHMUU KOTOPOTro
npousonaeT cbpoc aBapuu.

YCTaHOBUTb 3Ha4YeHMEe N0 YMOIYAHMUIO.

alarm notification { all |
error-xcon | remote-er-
ror-xcon | mac-remote-
error-xcon | xcon | none }

—/mac-remote-error-
Xcon

BKAOYUTL YBEAOMAEHMA ANA ONpeAeieHHbIX TUNOB COBbITHIA.
Tunbl cOBbLITUI:

- all — Bce cobbiTna DefRDI, DefMACStatus, DefRemote, DefError,
DefXcon;

- error-xcon — To/bKo cobbitua DefError u DefXcon;
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- remote-error-xcon — To/1bKo cobbiTua DefRemote, DefError n
DefXcon;

- mac-remote-error-xcon — To/1bKo cobbiTna DefMACStatus,
DefRemote, DefError n DefXcon;

- Xcon — To/bKo cobbiTne DefXcon;

- none — yBeAOMNEHUSA OTK/KOUEHbI.

no alarm notification YCTaHOBUTbL 3HaYEHUE NO YMONYAHUIO.

KomaHOb1 pexcuma privileged EXEC

Bua 3anpoca KomaHAHOM CTPOKM pexnma privileged EXEC:
console#

Tabnnua 157 — KomaHgb! pexuma privileged EXEC

3Ha4yeHue/3HayeHue

Aeiicmeue
0 yMon4YaHuo

KomaHoa

show ethernet cfm do-

R name: (1..32) cumBonos | OTo6pasuTb MHGOPMaLMIO 06 yKazaHHOM AOMeHe Uau 060 BCex.
main [name]

0OT06pa3znTb MHPopmaumio 06 owmnbKkax Continuity Check
npoToKona.

show ethernet cfm errors _

show ethernet cfm
maintenance-points { lo- —
cal | remote }

OT06pa3nTb MHGOPMALMIO O NOKANbHBIX UK YAANEHHbIX
KOHEUHbIX TO4Kax cepsuca (MEP).

show ethernet cfm mpdb name: (1..43) cumBonoB

[domain-id { dns name | mac-address: H.H.H uw OT06pasnTb MHGOPMALIMIO O MPOMENKYTOUHbIX TOYKaX CepBMmca
name | name name| mac H:H:H:H:H:H nan H-H-H- (MIP) /179 yKa33HHOTO AOMEHa AW ANA BCex

mac-address number | H-H-H; ’

null}] number: (0-65535)

show ethernet cfm statis-
— OTo6pasnTb CFM-CTaTUCTUKY AN BCEX LOMEHOB.

tics

show ethernet cfm statis- domain-name: (0..32)

tics domain domain-name CUMBOOB;

service { vlan-id vian_id | vlan_id: (1..4094); 0OT06pa3nTb CFM-CcTaTUCTUKY A5 YKA3aHHOTO OMEHa.

name name | number name: (0..45) cumBo10B;

number } number: (0..65535)

show ethernet cfm statis- . OTo6pasnTb CFM-CTaTUCTUKY AN YKa3aHHOW KOHEYHOM TOYKM
. Ly id: (1..8191)

tics mpid id cepsuca (MEP).

5.17.10 Hacmpolika ¢pyHkyuu Flex-link

Flex-link — ¢yHKunA pesepBMpoBaHUA, NpegHasHadeHHaa AnA obecneyeHMA HAZEXKHOCTM KaHana
nepeaaun aaHHbix. B ceaske flex-link moryt Haxoautbesa ethernet n port-channel untepdelicbl. OanH U3 aTnx
NHTepdelicoB HaxoamMTcA B 3a0I0KMPOBAHHOM COCTOAHUM U HauyMHAET NPOMYCKaTb TPadMK TONbKO B C/yyae
aBapuKn Ha BTOPOM MHTepdeiice.

KomaHObI pexcuma KoHgu2ypuposaHua uHmepgelica Ethernet, uHmepdgelica 2pynmnel NIopmos

Bupa, 3anpoca KOMaHAHON CTPOKM B pexmme KOoHoUrypupoBaHua uHtepdeiica Ethernet, nHrepdeiica
rpynnbl NOPTOB:

console (config-if) #
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Tabnuua 158 — KomaHabl pexkmma KoHpurypuposaHus nHtepdeiica Ethernet, rpynnbsl noptos

Komanda 3HayeHue/3Ha4yeHue Neiicmeue
no yMmoa4YaHuro
flex-link backup { Bkntoumnth flex-link Ha MHTepdeice n HazHauMTb BbIBpaHHOMY
tengigabitethernet te_port uHtepdericy ponb backup-untepdeiica s flex-link nape.
| gigabitethernet gi_port | te_port: (1..8/0/1..4);
port-channel port_channel} gi_port: (1..8/0/1..24);
no flex-link backup { port_channel (1..48)/— BoikntounTb flex-link Ha MHTepdeiice 1 yaanuto Bblb6paHHbIM
tengigabitethernet te_port nHtepderic us flex-link napsi.
| gigabitethernet gi_port |
port-channel port_channel}
flex-link preemption mode 3agaTb AeicTBME NPy NOAHATUU MHTepdelica, y4acTBYHOLLEro BO
[forced | bandwidth| off] flex-link:
- forced — ecnmn nogHaBWMIiCA MHTEpPdENC HAaCTPOEH Kak master, To
OH CTaHEeT aKTUBHbIM UHTepdeicom;
—Joff - bandwidth — npu nogHAaTUM MHTEpdelica aKTUBHbBIM CTaHeT
UHTepdelic c bonbluei NPonyCcKHOM CNOCOBHOCTLIO;
- off — nogHaABWUIica nHTepdelic ocTaHeTca B 3a6/10KMPOBaHHOM
COCTOSIHUM.
no flex-link preemption BepHyTb 3HaueHne No ymoayaHuio.
mode
flex-link preemption delay 3afaTb BpemMa OT Nepexoaa OTK/AYEHHOro NopTa B COCTOAHNE
delay «up», N0 NPOLIECTBMM KOTOPOTO BbINOJIHAETCA AEUCTBME,
delay: (1..300)/35 ycTaHoBneHHoe komaHgo flex-link preemption mode.
- delay — nepwvog BpemeHu, B CEKYHAAX.
no flex-link preemption BepHyTb 3HaueHne No ymoayaHuio.
delay

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 159 — KomaHapl pexxknma EXEC

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

KomaHoa Aelicmeue

show interfaces flex-link
[detailed] { tengiga-
bitethernet te_port | gi-
gabitethernet gi_port |
port-channel port-chan-
nel}

te_port: (1..8/0/1..4);
gi_port: (1..8/0/1..24); Moka3saTtb KoHdurypauuto dyHKumm flex-link.
port_channel: (1..48)

5.17.11 Hacmpolika ¢pyHkyuu Layer 2 Protocol Tunneling (L2PT)

®yHKuuA Layer 2 Protocol Tunneling (L2PT) no3BonsieT nponyckaTb C/y*KebHble NakeTbl pa3anyHbIx L2-
npotokonos (PDU) yepes ceTb npoBaliaepa, 4To NO3BOSAET «MPO3PaYHO» CBA3ATb KIMEHTCKUE CErMEHTbI CETU.

L2PT wuHkancynupyetr PDU Ha rpaHM4YHOM KOMMYyTaToOpe, nepedaeT WX Ha ApYyroh rpaHUYHbIN
KOMMYTATOpP, KOTOPbIM OXKMAAET CNeLnanbHble MHKANCcyIMpoBaHHbIe Kafpbl, @ 3aTem AeKancyanpyeT ux, 4to
No3BO/AAET NO/Ab30BaTeNAM NepeaaBaTb MHGOPMALMIO 2-TO YPOBHA Yepes ceTb Nposaiaepa.

KommyTtaTopbl cepmum MES3000 npeaocTaBastoT BO3MOXKHOCTb MHKANCyIMPOBaTb CyKebHble nakeTbl
npotokonos STP, LACP, LLDP, IS-IS.
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[pumep

Ecan Bkntountb L2PT ana npotokona STP, To kommyTtaTopbl A, B, C u D byayT o6beauHeHbl B OAHO
CcBA3yloLLEee AepeBO, HECMOTPA Ha TO, YTO KOMMYTaATOp A He coeanHeH HanpAMYI ¢ KommyTaTopamu B, Cu D
(PrcyHok 54 — Mpumep paboTbl dyHKuMM L2PT). MHPopmauna 06 nsmeHeHMM TOMONOTUN CETU MOXKET BbITb
nepefaHa CKBO3b CeTb NpoBanaepa.

Cetb
nposangepa

LIl ] switch 2

PucyHok 54 — Mpumep paboTbl dyHKUMM L2PT
Anroputm paboTbl pyHKUMOHANA CAeayOWmiA:
WHKancynauua:

1. Bce L2 PDU nepexsatbiBatoTca Ha CPU;

2. Nopcuctema L2PT onpegensaet L2-npoToKoa, KOTOPOMY COOTBETCTBYET NpuHATbIA PDU, n npose-
PSeT, BK/OMEHA /1M Ha NOPTY, C KOTOPOro NpMHAT 3ToT PDU, HacTpoiika I2protocol-tunnel gna gax-
Horo L2-npoToKona.

Ecnun HacTpoiKa BKOYEH], TO:

— Bo Bce nopTbl VLAN, Ha KOTOPbIX BKAKOYEHO TYHHeAupoBaHue, otnpasndetca PDU-Kaap;

— BO BCce nopTtbl VLAN, Ha KOTOpbIX BbIKAKOYEHO TYHHENAWpPOBaHWe, OTNpasBnAeTca
MHKancynnposaHHbii PDU-Kaap (McxogHbit Kagp ¢ Destination MAC-agpecom, MU3MEHEHHbIM
Ha TYHHE/IbHbIN).

Ecnu HaCTDOﬁKa BbIK/IKOYEHAQA, TO:

— PDU-Kagp nepenaetcA B 06paboTUMK COOTBETCTBYHOLLLErO NPOTOKOA.
Jdekancynauma:

1. PeanusoBaH nepexsat Ha CPU Ethernet-kagpos c MAC-aapecom HasHaYeHUs, 3a4aHHbIM NPU Mo-
Mol KomaHabl 12protocol-tunnel address xx-xx-xx-xx-xx-xx. [lepexsat BK/AOYAETCA TONbKO TOrAa,
Korga xoTa 6bl Ha O4HOM NOPTY BK/OYEHA HACTPOIMKa I2protocol-tunnel (He3aBncMMo OT NpoTo-
Kona).
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2. Mpwn nepexsate naketa ¢ MAC-agpecom Ha3HAYEHUA XX-XX-XX-XX-XX-XX, OH CHaya/aa nonagaeT B
noacuctemy L2PT, KoTopasa onpegensaeT L2-npoToKon gna gaHHoro PDU no ero 3aronosky, 1 npo-
BEPAET, BKAKOYEHA /IM HA MOPTY, C KOTOPOrO MPUHAT MHKANCcynuMpoBaHHbIA PDU, HacTpolika
[2protocol-tunnel ana gaHHoro L2-npoTokona.

Ecnn HacTpolika BK/tOYEHa, TO:

—  MNOpT, C KOTOPOro 6blN1 NONYYEH MHKaNCyAnpoBaHHbIM PDU-Kkagp, 61oKupyeTcs ¢ npuumHoi 12pt-
guard.

Ecnum HacTpoiiKa BbIKAOYEHA:

— BO BcCe noptbl VLAN, Ha KOTOpbIX BK/AIOYEHO TyHHe/AMpOBaHWE, OTnpasaseTca
AeKancyamposaHHbIi PDU-Kagp;

— BO Bce nopTtbl VLAN, Ha KOTOpbIX BbIKAOYEHO TYHHEAUWPOBaHWE, OTnpasBaseTca
WMHKancyanpoBaHHbIi PDU-kagp.

KomaHObI pexcuma 2a0baab6HoU KOHuU2ypayuu

Bug 3anpoca KOMaHAHOM CTPOKU pPeXKMMa rnobanbHOM KOHGUIypauum:

console (config) #

Tabanua 160 — KomaHgb! pexknuma rnobanbHoi KoHdUrypaumm

3HaveHue/3Ha4yeHue ”
KomaHoa / Aelicmeue
o yMmon4arHuro

12protocol-tunnel address 3apaTb MAC-agpec HazHayeHUs ANA TYHHEeNMPYeMbIX KafpoB.

mac_address:
{mac_address} (01:00:ee:ee:00:00,

01:00:0c:cd:cd:d0,
01:00:0c:cd:cd:d1,
01:00:0c:cd:cd:d2,
01:0f:e2:00:00:03)/
01:00:ee:ee:00:00

no I12protocol-tunnel ad-
dress

YCTaHOBUTb 3HAYEHMeE Mo YMO/I4aHUIO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

V' Ha rpaHuyHOom uHTepdeiice aonKeH 6biTb OTKAIOUEeH NpoToKon STP (spanning-tree
disable).

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexmme KoHdurypaumm nHtepdeica Ethernet, uHtepdeiica rpynnbi
NopTOB:

console (config-if)#

Tabnnuya 161 — KomaHgb! pexkuma KoHdurypaumm nHtepdeliica Ethernet

3HayeHue/3Ha4yeHue no "
KomaHda / Aeilicmeue
YMOMYAHUIO

12protocol-tunnel {stp | lacp BKAOUMTD pexnum MHKancynauum naketos STP BPDU.
| lidp | isis-I1 | isis-12 | pvst
| cdp | dtp | vtp | pagp |
udld | rip | ospf | vrrp}

—/BbIK/IOYEHO
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no I2protocol-tunnel {stp |
lacp | lldp]| isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp | udld | rip | ospf |
vrrp }

BbIKNOUNTE peXMm MHKancynaumm naketos STP BPDU.

12protocol-tunnel cos cos

3apaTb 3HavyeHne CoS gnAa 3anakoBaHHbIX PDU-Kagpos.

no I2protocol-tunnel drop-
threshold {stp | lacp | lidp |
isis-11 | isis-12 | pvst | cdp |
dtp | vtp | pagp}

(1..4096)/BbIKNtOYEHO

no I2protocol-tunnel cos cos: (0.7)/5 YcTaHoBUTb COS B 3HaYeHME N0 YMONYAHMIO.
I12protocol-tunnel drop- HacTpouTb Noporosoe 3Ha4eHUe CKOPOCTH BxoaALLmMX PDU-
threshold {stp | lacp | lidp | KagpoB (B MaKeTax B CEKYHAY), NOAYYEHHbIX U NOA/IEXKALLNX
isis-11 | isis-12 | pvst | cdp | WHKancynauuu. Npu npesbiweHun nopora PDU

dtp | vtp | pagp} threshold threshold: oTbpacbiBatoTCA.

OTKAOYUTD PEXKUM KOHTPOAA CKOPOCTM BXxoaALWmMX PDU-
Kaapos.

12protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp} threshold

no I2protocol-tunnel
shutdown-threshold {stp |
lacp | lidp | isis-I1 | isis-12 |
pvst | cdp | dtp | vtp |
pagp}

threshold:
(1..4096)/BbIKNtOYEHO

WHKancynaumu. NMpu npesbiweHnn nopora nopT byaet
nepeseseH B cocTonHue Errdisable (oTkntoueHn).

HacTpouTb noporosoe 3Ha4YeHue CKoOpocTn BxogAawmx PDU-
KaZpoB (B MaKkeTax B CEKYHAY), MONYYEHHbIX U NOANEKALLUX

OTKNOUYUTD PEXKUM KOHTPOANA CKOPOCTM BXoaAwmx PDU-
Kaapos.

KomaHObI pexcuma privileged EXEC

BuAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabanua 162 — KomaHgbl pexkuma privileged EXEC

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aeiicmeue

show I2protocol-tunnel
[gigabitethernet gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port| port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port: (1..8/0/1..4);
group: ( 1..48).

0OT06pa3nTb nHPopmaumto L2PT ana ykasaHHOro nHtepdelica
WUAKn ana Bcex NHTepdelicos, Ha KOTOPbIX BKAtOYeH L2PT, ecau
HTepdelc He yKasaH.

clear I2protocol-tunnel
statistics [gigabitethernet
gi_port |
tengigabitethernet te_port
| fortygigabitethernet
fo_port | port-channel
group]

gi_port: (1..8/0/1..48);

te_port: (1..8/0/1..24);

fo_port:(1..8/0/1..4);
group: ( 1..48)

OuncTUTb cTaTUCTURY L2PT ana ykazaHHOro nHtepdeiica nam
AN Bcex UHTepdelicoB, Ha KOTOPbIX BKAOYeH L2PT, ecnm
NMHTepdelc He yKasaH.

[Mpumepbl 8b1NOAHEHUA KOMAHO

= YcTaHOBUTb TyHHeNbHbIM MAC-aapec B 3HaYeHue 01:00:0c:cd:cd:d0, BkntounTb otnpaBky SNMP traps

oT Tpurrepa I2protocol-tunnel (Tpurrepa Ha cpabatbiBaHue drop-threshold n shutdown-threshold).

console (config)# l2protocol-tunnel address 01:00:0c:cd:cd:d0
console (config)# snmp-server enable traps l2protocol-tunnel

188 Ethernet-kommymamopei cepuli MES23xx, MES33xx, MES35xx, MES5324




DHELTEX

= BK/AKOUYUTb PeXUM TyHHenunpoBaHus STP Ha uHTepdeiice, yctaHOBUTbL 3HaYeHMe CoS-naketos BPDU
paBHbIM 4, BKIHOUYMUTb KOHTPO/Ib CKOPOCTU BXOAALLLMX NakeToB BPDU.

console (config) # interface gigabitEthernet 1/0/1

console (config-if) # spanning-tree disable

console (config-if) # switchport mode customer

console (config-if) # switchport customer vlan 100

console (config-if) # 12protocol-tunnel stp

console (config-if) # 12protocol-tunnel cos 4

console (config-if) # 12protocol-tunnel drop-threshold stp 40
console (config-if) # 12protocol-tunnel shutdown-threshold stp 100

console# show l2protocol-tunnel

MAC address for tunneled frames: 01:00:0c:cd:cd:d0

Port CoS Protocol Shutdown Drop Encaps Decaps Drop
Threshold Threshold Counter Counter Counter

gil/0/1 4 stp 100 40 650 0 450

Mpumepbl coobLLeHUid 0 cpabaTbiBaHUM TpUITepa:

12-Nov-2015 14:32:35 %-I-DROP: Tunnel drop threshold 40 exceeded for interface
gil/o0/1

12-Nov-2015 14:32:35 $-I-SHUTDOWN: Tunnel shutdown threshold 100 exceeded for
interface gil/0/1

5.18 Voice VLAN

Voice VLAN ncnonb3syetca ana sbigeneHna VolP-ob6opyaoBanus B otaenoHyto VLAN. ns VolP-kagpos
MOTyT 6bITb Ha3HauyeHbl QOS-aTpUBYTLI 418 NPUOPUTM3ALNM TpaduKa. Knaccndpurkauma Kagpos, OTHOCALLMXCA
K Kagpam VolP-obopygposaHua, 6asmpyetca Ha OUI (Organizationally Unique Identifier — nepsble 24 6uTta
MAC-agpeca) otnpaButens. HasHayeHue Voice VLAN ans nopta NpoMcxoguT aBTOMaTUUYECKU, KOrAa Ha nopT
noctynaet kKaap ¢ OUI u3 tabanupl Voice VLAN. Koraa nopt onpeaennercs, Kak npuHaanexawmii Voice VLAN
— AaHHbIN NopT gobasnserca Bo VLAN Kak tagged.

Voice VLAN npumeHUm gns cnegyromx cxem:

— VolP-obopynoBaHue HacTpamBaeTcsi, 4Tobbl paccbinaTb TermpoBaHHble naketbl, ¢ ID Voice
VLAN, HacTpOeHHbIM Ha KOMMyTaTope.

— VolP-obopygoBaHue paccbinaet HeTermpoBaHHble DHCP-3anpocskl. B otBeTe ot DHCP-cepBepa
npucytcteyeT onuua 132 (VLAN ID), ¢ nomouiblo KOTOPOWM YCTPOMCTBO aBTOMATUYECKMU
Ha3HauaeT cebe VLAN ana mapkuposku Tpaduka (Voice VLAN).

Cnucok OUl npoussoauteneit VolP-obopyaoBaHuaA, AOMUHUPYIOLWUX HA PbIHKE:

oul dupma-npouzsodumernsd
00:E0:BB 3COM
00:03:6B Cisco
00:E0:75 Veritel
00:DO0:1E Pingtel
00:01:E3 Siemens
00:60:B9 NEC/ Philips
00:0F:E2 Huawei-3COM
00:09:6E Avaya
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« Voice VLAN moKeT 6biTb aKTUBUMPOBAH Ha NnopTax, paboTtarowmx B pexkxume trunk n general.
V MNpu HasHaueHun Voice VLAN Ha cTOpoHe OKOHeuHoro o6opyaoBaHuA Heob6xogumo uc-
nonb3osarthb lldp-med noantnku nnm DHCP.

KomaHObI pexxcuma 2a06an6Hol KOHgpu2ypayuu

Bupg, 3anpoca KOMaHAHOM CTPOKM peXRnma rnobanbHoM KOHPUrypaLmm:

console (config) #

Tabanua 163 — KomaHgbl pexuma rnobanbHoi KoHduUrypaumm

KomaHda

3Ha4yeHue/3HayeHue
no ymon4aHuro

Aelicmeue

voice vlan aging-timeout
timeout

no voice vlan ag-
ing-timeout

timeout: (1..43200)/1440

YCTaHOBWTb TaiMayT AJ/1A NOpTa, NPUHAA/IEXKaLLLEro K voice-vlan.
Ecnu c nopTa B Te4eHMEe 3a,aHHOTO BPEMEHM He 6bl1I0 KaApoB C
OUl VolP-obopyaosaHus, To voice vlan yaanaetca ¢ gaHHoro
nopTa.

BoccTtaHOBUTb 3HAYEHWE MO YMONYAHUIO.

voice vlan cos cos [remark]

no voice vlan cos

cos: (0-7)/6

YCcTaHOBUTb BbIXOAHYIO odepeab ana Tpaduka B Voice VLAN B
COOTBETCTBMM C HAacTpoeHHbIM ana Voice VLAN CoS 6e3 cmeHbl
CoS.

- remark — BKntoyaeT nepeHasHayeHne CoS Ha yKasaHHbIM A
Tpadmka B Voice VLAN.

BocctaHOBUTL 3Ha4YeHWe No YMONYaHUIO.

voice vlan id vian_id

no voice vlan id

vlan_id: (1..4094)

YcraHoBuTb naeHtuonkatTop VLAN gna Voice VLAN

Yaanutb naeHtndpunratop VLAN ana Voice VLAN
Ana ypaneHuna ngentueukatopa VLAN Tpebyetca
npeAaBapuUTeNbHO OTKAOUMTL ¢PyHKUMIo voice vian
Ha BCex noprax.

voice vlan oui-table {add
oui | remove oui} [word]

no voice vlan oui-table

word: (1..32) cumBonos

MNo3BoAnTb peaaktnposatb Tabamuy OUI.
- oui — nepsble 3 6alita MAC-aapeca;
- word — onvcaHue oui.

YpanuTb Bce Nosib3oBaTenbckue nameHeHuns OUI-Tabamubl.

voice vlan oui-table auto-
learning

no voice vlan oui-table
auto-learning

—/BbIK/IIOYEHO

M03BONTL BKIOUMTbL aBTOMATMYECKOe 3anosiHeHne OUI-
Tabmubl Ha ocHOBe NPUHATbIX LLDP.
Mpwu ucnonbzosaHum c port security Bo3amo>kHa paboTa
V TONbKO B pexxume max address.

BoccTaHOBUTb 3HAYEHME MO YMONYAHUIO.

voice vlan secure mac-
learning

no voice vlan secure mac-
learning

—/BbIK/OYEHO

YcTaHOBUTb 3anpeT Ha usydyeHme MAC-agpecos, nepsble 24
6uTa KOTOpbIX coBNagatoT ¢ 3anmucamu us OUI-Tabauubl Ha
KOMMyTaTope, B HeTernpoBaHHOM VLAN.

BoccTtaHOBUTL 3HaYeHMe no YMON4YaHUIO.

voice vlan state {oui-ena-
bled | disabled}

no voice vlan state

—/BbIK/OYEHO

BkatounTtb/oTKkNtOUMTL Voice VLAN.

BepHyTb 3HaYeHWe No YMONYAHUIO.
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KomaHObI pexcuma KoHgu2ypayuu uHmepgelica Ethernet

Bunpa 3anpoca KOMaHAHOM CTPOKM B pexkmme KoHurypaunmn nHtepdeica Ethernet, nHtepdeiica rpynnol

MopTOB:

console (config-if) #

Tabnnua 164 — KomaHgbl pexkuma KoHdpurypaumm nHtepdeliica Ethernet

3HayeHue/3HayeHue
no ymon4aHuwo

KomaHda

Aelicmeue

voice vlan enable
no voice vlan enable

— /BbIKIOYEHO

Bkatoumntb Voice VLAN ana nopra.

OTkntoumTb Voice VLAN gns nopTa.

voice vlan authentication
bypass enable

— /BbIK/OYEHO

no voice vlan
authentication bypass

PaspewwnTb Tpadumky Voice VLAN nrHopmpoBaTb
ayTeHTUdMKaumio 802.1x.
V dyHKuMOHaN paboTaeT gna pexkumos dotlx
host-mode single-host, multi-session.

3anpetutb Tpaduky Voice VLAN urHopuposatb
ayTeHTUdMKaumio 802.1x.

no voice vlan cos mode

enable
voice vlan cos mode {src | BK/OYMTb MapKMPOBKY TpadumKa 41 BCeX Kagpos, B0 TOIbKO
all} —/src AN UCTOYHUKA.

BoccTaHOBUTL 3HaYeHme nNo YMONYaHULO.

KomaHOb1 pexcuma privileged EXEC

BunAa 3anpoca KoMaHAHOM CTPOKK pexunma privileged EXEC:

console#

Tabnunua 165 — KomaHgb! pexuma privileged EXEC

3HayeHue/3HayeHue
no yMmon4aHuio

KomaHda

Aeiicmeue

show voice vlan type oui
[dynamic] —

MokasaTtb KoHourypaumio ¢pyHKumm Voice VLAN n OUI-Tabanuy.
- dynamic — nokasatb KoHourypaumio dyHKumm Voice VLAN un
AuMHamuyeckune 3anucu B OUl-Tabnunue.

5.19 FpynnoBas agpecauyua

5.19.1 ®yHKYyus nocpedHuka npomokonaa IGMP (IGMP Snooping)

®dyHKuMA IGMP Snooping Mcnonb3yeTcs B CETAX MPynnoBon paccblikn. OcHoBHOW 3agayen IGMP
Snooping ABnsAeTCcA NpefoCcTaBAeHMe MHOTOaAPEeCHOro TpaduKa TONbKO ANA TeX MOPTOB, KOTOPbIE 3anNpocun

ero.

v

IGMP Snooping moxeT Ucnonb30BaTbCA TONbKO B cTaTuueckoi rpynne VLAN. MogpepKu-
BaloTca Bepcun npotrokona IGMP — IGMPv1, IGMPv2, IGMPv3.

’ ' Y1o6bl IGMP Snooping 6bin akTMBHbIM, PyHKUUA rpynnosoi ¢uabTpauum “bridge mul-
rad ticast filtering” ponxkHa 6bITb BKAOUEHa (cm. pa3gen 5.19.2 NMpasuna rpynnoBoit agpeca-

uum (multicast addressing)).
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PacnosHaBaHWe NOPTOB, K KOTOPbIM NOAKAOYEHbI MHOTOA4pPEeCHbIe MapLLIPYTM3aTOPbl, OCHOBAHO Ha

cneayrowmx cobbituax:

— IGMP-3anpocbl NPUHATBI HA NOPTY;
— naketbl npoTokosa Protocol Independent Multicast (PIM/PIMv2) npuHATbI Ha NopTy;
— MaKeTbl NPOTOKO/MA MHOroaapecHon mapwpyTtusaumm Distance Vector Multicast Routing Protocol

(DVMRP) npuHATbI Ha nopTy;

— naketbl npoTokona MRDISC npnHATLI Ha NOPTY;

— nakKeTtbl NpoTokona Multicast Open Shortest Path First (MOSPF) npuHsTbI Ha NopTy.

KomaHObI pexcuma 2a06an6Hol KOHgpu2ypayuu

BunAa 3anpoca KOMaHAHOWM CTPOKM pexnma rnobanbHOM KOHOUrypaLmm:

console (config) #

Tabnnua 166 — KomaHabl pexuma rnobanbHoi KoHduUrypaumm

KomaHoa

3Ha4yeHue/3HayeHue
no ymon4yaHuro

Aelicmeue

ip igmp snooping

no ip igmp snooping

no ymonyaHuio GyHKLmMA
BbIKNIOYEHa

Pa3spewnTtb ucnosb3osaHue ¢pyHKuMmn IGMP Snooping
KOMMYTaTOpOM.

3anpetuTb ncnonb3osaHue dyHKLuMM IGMP Snooping
KOMMYTaTOpPOM.

ip igmp snooping vlan vian_id

no ip igmp snooping vian
vlan_id

vlan_id: (1..4094)
no ymonyaHuio GyHKLMA
BbIK/IlOYEHa

PaspewnTtb ncnonbsosaHme dyHKuun IGMP Snooping
KOMMYTaTOpOM A/1A faHHOro uHTepderica VLAN.
- vlan_id — ngeHTMdUKauMoHHbIM Homep VLAN.

3anpetutb ncnonb3osaHue dyHKLuMmn IGMP Snooping
KOMMYTAaTOpOM A/1a AaHHoro nHtepdeica VLAN.

ip igmp snooping vlan vian_id
group-specific-query suppress

no ip igmp snooping vlan
vlan_id

vlan_id: (1..4094)

BkntounTb nepeHanpasneHue Bcex naketos IGMP Group
Specific Query B NopTbl, NPUBA3aHHbIE K rPynne, COrMacHo
Tabsmue ip igmp snooping groups.

OTKNtOUYUTL NepeHanpasneHne naketos IGMP GroupSpecific
Query B NOPTbI, NPUBA3aHHbIE K rpynne, cornacHo Tabaunue
ip igmp snooping groups.

ip igmp snooping vlan vian_id
static ip_multicast_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vlan
vlan_id static ip_address
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

3aperunctpupoBatb rpynnosoii IP-agpec B Tabnanue
rpynnoBoi agpecauum u cTaTMyeckn fo6asuTb MHTEpdENnchl
13 rpynnbl gna Tekylen VLAN.

- vlan_id — naeHTMounKaumoHHbIn Homep VLAN;

- ip_multicast_address — rpynnoso# IP-agpec.
MNepeuyncneHne nHTepdelicoB OCYLLECTBASETCS YEPE3 K-» U
«,”.

Ypanute rpynnosoit IP-agpec 13 Tabaunupl.

ip igmp snooping vlan vian_id
mrouter learn pim-dvmrp

no ip igmp snooping vlan
vlan_id mrouter learn
pim-dvmrp

vlan_id: (1..4094)
M0 YMONYaHUIO
paspelueHo

PaspewunTtb gns gaHHow rpynnsl VLAN aBTOMaTUyeckoe
pacno3HaBaHWe NOPTOB, K KOTOPbIM MNOAKAOYEHbI
MHOroaZpecHble MapLIpyTU3aTopbl.

-vlan_id — ngeHTMdUKauMoHHbIM Homep VLAN.

3anpetutb gna gaHHol rpynnbl VLAN aBTOMaTUYecKoe
pacrno3HaBaHWe NOPTOB, K KOTOPbIM NOAK/IOYEHbI
MHOroaZpecHble MapLIpyTU3aTopbl.
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ip igmp snooping vlan vian_id
mrouter interface {giga-
bitethernet gi_port | tengiga-
bitethernet te_port | fortygi-
gabitethernet fo_port | port-
channel group}

no ip igmp snooping vian
vlan_id mrouter interface {gi-
gabitethernet gi_port | tengi-
gabitethernet te_port | for-
tygigabitethernet fo_port |
port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

OnpeaennTb NOPT, K KOTOPOMY MOAKIOYEH MapLLIpyTU3aTop
MHOToaZpecHOM PaccblIKM AN 3agaHHoin VLAN.
- vlan_id — naeHTMdUKaumoHHbIM Homep VLAN.

YKasaTb, YTO K MOPTY HE MOAK/YEH MapLLIPyTU3aTOp
MHOr0aZpecHOM PacCblIKM.

ip igmp snooping vlan vian_id
forbidden mrouter interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ip igmp snooping vian
vlan_id forbidden mrouter in-
terface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

YcTaHOBWTb 3anpeT Ha onpeaeneHne nopTa (cTaTuyecku,
AVHAMMYECKM) KaK NopTa, K KOTOPOMY MOAK/OYEH
MapLLpPyTU3aTOP MHOIOaAPECHOMN PACChINKMU.

- vlan_id — naeHTMdUKauMOoHHbIM Homep VLAN.

CHATb 3anpeT Ha onpegeneHre NopTa Kak nopTa, K
KOTOPOMY NOAKNHOYEH MapLUPYTU3aTOP MHOFOAAPECHOM
PaccbIKK.

ip igmp snooping vlan vian_id
querier

no ip igmp snooping vlan
vlan_id querier

vlan_id: (1..4094);
—/BblAaya 3anpocos
OTK/IKOYEHa

BKNOUMTL NOAAEPKKY BblAauM 3anNpocoB igmp-query
KOMMYTaTopom B aaHHoM VLAN.

OTKNOYUTDL NOAAEPKKY BblAAUM 3aNpOCOB igmp-query
KOMMYTaTopom B aaHHoM VLAN.

ip igmp snooping vlan vian_id
replace source-ip ip_address

no ip igmp snooping vlan
vlan_id replace source-ip

vlan_id: (1..4094);
ip_address:
A.B.C.D/0.0.0.0

BKAtounTb 3ameHy IP-aapeca NCTOYHMKA Ha YKa3aHHbIN IP-
agpec Bo Bcex naketax IGMP report B 3agaHHol VLAN.
- vlan_id — npeHTMounKaumoHHbIn Homep VLAN;
- A.B.C.D — IP-agpec, Ha KOTopbIi byaeT nponsseneHa
3ameHa SRC IP.
3HauyeHue no ymonyanuio 0.0.0.0 rosoput o Tom,
V yTto 3ameHa SRC IP IGMP report nponsBoauUTbca He
6yper.

OTKNOYNTL 3ameHy IP-aapeca nctoyHmka B naketax IGMP
report B 3agaHHol VLAN.

ip igmp snooping vlan vian_id
replace source-mac
mac_address

no ip igmp snooping vlian
vlan_id replace source-mac

vlan_id: (1..4094);
mac_address: (H.H.H nan
H:H:H:H:H:H nnn H-H-H-

H-H-H
—/BbIKNOYEHO

BkntounTb 3ameHy MAC-agpeca UCTOUYHMKA HA YKa3aHHbIN
MAC-agpec Bo Bcex nakeTax IGMP report B 3agaHHon VLAN.
- vlan_id — naeHTuounKaumoHHbIn Homep VLAN;

- mac_address — MAC-agpec, KoTopblit byaeT noacTaBneH B
naket IGMP report.

OTkAtounTb 3ameHy MAC-agpeca UCTovHMKa B nakeTax IGMP
report B 3agaHHoM VLAN.

ip igmp snooping vlan vian_id
replace interface interfaces
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}

no ip igmp snooping vlan

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

Paspewuntb nogmeHy MAC-agpeca UCTOYHUKA naun IP-
agpeca UCTOYHMKA BO Bcex naketax IGMP report,
NoCTynalLWuX B 3a4aHHbIN NOPT B 3a4aHHON VLAN.
-vlan_id — ngeHTMdUKauMoHHbI Homep VLAN.

3anpetntb nogmeHy MAC-agpeca UCTOYHKMKA naun IP-appeca

. . —/paspeleHo
vlan_id replace interface MCTOYHMKa BO Bcex nakeTax IGMP report, noctynatoLmx B
interfaces 3aZaHHbIA NOPT B 3agaHHOM VLAN.
ip igmp snooping vlan vian_id YctaHoBuTb Bepcuto IGMP-npoTokona, Ha OCHOBaAHUMU
querier version {2 | 3} KoTopou byayT dopmuposaTbca IGMP-query 3anpocsi.
—/IGMPv3

no ip igmp snooping vlan
vlan_id querier version

YCTaHOBUTb 3HaYeHWe Mo YMOIYaHUIO

ip igmp snooping vlan vian_id
querier address ip_address

vlan_id: (1..4094)

Onpenenntb UcxogHbIV IP-agpec, KoTopbl byaer
mcnonb3osaTbea IGMP querier-om. Querier — ycTpomncTso,
KoTopoe otnpasnsaeT IGMP-3anpochl.
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no ip igmp snooping vlan
vlan_id querier address

YCTaHOBUTb 3HaYeHMe Mo ymonyaHuto. Mo ymonyaHuio ecnm
IP-agpec HacTpoeH ana VLAN, oH ucnonb3yeTtca B Kayectse
agpeca uctoyHmka IGMP Snooping Querier.

ip igmp snooping vlan vian_id
immediate-leave [host-based]
[interface {gigabitethernet
gi_port | tengigabitethernet
te_port | fortygigabitethernet
fo_port | port-channel group}]

no ip igmp snooping vlan
vlan_id immediate-leave [host-
based] [interface
{gigabitethernet gi _port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]

vlan_id: (1..4094);
—/BbIK/OYEHO
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

Bkntountb npouecc IGMP Snooping Immediate-Leave Ha
Tekyuer VLAN. O3HavaerT, 4To nopT A0JIXKeH bbITb
HemeaNeHHOo yganeH us rpynnel IGMP nocne nonyyeHua
coobuieHuns IGMP leave.

- host-based — mexaHu3m fast-leave cpabaTbiBaeT To1bKO B
TOM CNy4ae, Korga Bce Nosib30BaTeNu, NOAKAOUYEHHbIE K
AaHHOMY MOPTY OTAMCANNCL OT FPYNMbl (CHETUMK
nosb3oBaTenein BeAeTcs Ha ocHoBaHMK Source MAC-
aapecos B 3aronoskax IGMP-report);

- interface — npu Ucnoab30BaHWM JAHHOTO NapameTpa
mexaHu3m fast-leave cpabaTbiBaeT TO/IbKO Ha YKa3aHHbIX
MHTepdeiicax (Npu ycnoeuu, yto npouecc IGMP Snooping
Immediate-Leave He BKAOYEH rN06anbHO Ha TeKyLuen
VLAN).

OTKAtounTb Npouecc IGMP Snooping Immediate-Leave Ha
Terywer VLAN nnum ykasaHHom ¢dusnyeckom nHtepdeiice.

ip igmp snooping vlan vian_id
proxy-report [version version]

no ip igmp snooping vlan
vlan_id proxy-report

vlan_id: (1..4094);
version: (1..3)

BKAtounTb GyHKLMIO proxy report B onpegeneHHom VLAN.
Mpw BKAOYEHUM 3TOW GYHKLMM KOMMYTATOP Ha
npuweawme IGMP query byaeT oTBe4aTb OT CBOEIO UMEHU
Ana ctatnyeckmx rpynn. Knnentckue IGMP report ans
CTAaTUYECKMX rPynn Npu 3Tom oTbpacbiBatoTCA.

- version — yctaHaBanBaeT Bepcuto IGMP gna otnpasku
nakeTos. [10 ymonyaHuio Bepcua onpegenaerca no
npuweawemy Ha KommyTtaTop nakety IGMP query.

BbikntounTb Proxy report 8 onpegeneHHom VLAN.

ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

no ip igmp snooping map cpe
untagged [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);

group: (1..48)

BKAOUMTL MannuHr HeTermposaHHbIX IGMP-3anpocos ana
QinQ-nHTepdelicoB Ha yKasaHHbIM vlan_id.

interface — mannuHT BKAOYAETCA TONIbKO HA YKa3aHHbIX
nHTepdercax.

BbIKNOYMTb MannuHT HeTernpoBaHHbIX IGMP-3anpocos gna
yKa3aHHbIx QinQ-uHTepdeicos.

interface — MannuHr BbIKNKOYAETCA TO/ILKO HA YKa3aHHbIX
nHTepdercax.

ip igmp snooping map cpe vian
cvlan_id [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

no ip igmp snooping map cpe
vlan cvlan_id [interface
{gigabitethernet gi_port |
tengigabitethernet te_port |
fortygigabitethernet fo_port |
port-channel group}]
multicast-tv vlan vian_id

cvlan_id: (1..4094);
vlan_id: (1..4094);
gi_port: (1..8/0/1..48);
te_port: (1..8/0/1..24);
fo_port: (1..8/0/1..4);
group: (1..48)

BKAtOUNTE ManNNUHF TerMpoBaHHbIX cvlan-id IGMP-3anpocos
ana QinQ-nHTepdeincos Ha ykasaHHbIN vlan_id. interface —
ManmnWHF BK/IOYAETCA TONbKO Ha YKa3aHHbIX MHTepdeicax.

BbIKNOYMTb MANMUHT TErMpPOBaHHbIX cvlan-id IGMP-
3anpocoB A1 yKasaHHbIXx QinQ-uHTepdelicos.

interface — mannuHr BbIKNOYAETCA TONbKO HA YKa3aHHbIX
MHTepdeicax.
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DHELTEX

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica VLAN

BuAa 3anpoca KoOMaHAHOM CTPOKK pexunuma KoHdurypaumm VLAN:

console (config-if)#

Tabnnua 167 — KomaHgbl pexuma KoHpurypaunmn nHtepoerica VLAN

KomaHda

3HayeHue/3HayeHue
no yMmoA4aHuo

Aeiicmeue

ip igmp robustness count

no ip igmp robustness

count: (1..7)/2

YcTaHOBUTbL 3HaYyeHue yctonumsoctu gns IGMP.
Ecnun Ha KaHane HabnlodaeTca NnoTeps AaHHbIX, 3HAaYEHUe
YCTOMYMBOCTU JOMIKHO BbITb yBEINYEHO.

YCTaHOBWUTb 3HAYeHME NO YMON4YaHUIO.

ip igmp version {2 / 3}

no ip igmp version

—/IGMPv3

YcTaHoBUTb Bepcuto IGMP-npoToKona.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip igmp query-interval sec-
onds

no ip igmp query-interval

seconds: (30..18000)/125
c

YCTaHOBUTb TailimayT, N0 KOTOPOMY CUCTEMa OTNpPaBAAET
OCHOBHbIE 3aMpPOChl BCEM Y4aCTHUKAM rpynnbl MHOrOa4pecHow
nepefaun onsa NPoOBEPKU UX aKTUBHOCTMU.

YCTaHOBUTb 3Ha4YeHMe NO YMOIHAHMUIO.

ip igmp query-max-re-
sponse-time seconds

no ip igmp query-max-re-
sponse-time

seconds: (5..20)/10 ¢

YCTaHOBUTb MAaKCUMaJIbHOE BpemMA OTBETa Ha 3anpoc.

YCTaHOBUTb 3HaYeHue no YMONYaHULO.

ip igmp last-mem-
ber-query-count count

no ip igmp last-mem-
ber-query-count

count: (1..7)/3HaveHune
nepemeHHown robustness

YCTaHOBUTb KOZIMYECTBO 3aNPOCOB, NOC/E PACCHIIKM KOTOPbIX,
KOMMYTaATOp onpegenAaeT, YTO Ha AaHHOM NOPTY HeT
XeNnawuwnx y4actsosaTb B MHoroaAPECHOVI paccbl/iKe.

YCTaHOBUTb 3Ha4YeHMe NO YMOIYAHMUIO.

ip igmp last-mem-
ber-query-interval millisec-
onds

no ip igmp last-mem-
ber-query-interval

milliseconds:
(100..25500)/1000 mc

YCTaHOBUTb MHTEPBAA 3anpoca ANA NocneAHero y4acTHUKa.

YCcTaHOBUTb 3HaYeHue no YMONYaHULO.

KomaHObI pexcuma KoHgu2ypayuu uHmepgelica (OuanasoHa uHmepgelicos) Ethernet

Bupg 3anpoca KOMaHAHOM CTPOKU perknmMa KOHOUrypauum nHtepdeica:

console (config-if) #

Tabnnua 168 — KomaHabl pexkuma KoHourypaumm nHtepdeica Ethernet

KomaHoa

3Ha4yeHue/3HayeHue
110 yMOAYAHUIO

Aelicmeue

switchport access mul-
ticast-tv vlan vian_id

no switchport access mul-
ticast-tv vlan

vlan_id: (1..4094)

BkatounTb nepeHanpasneHne IGMP-3anpocoB ¢ KANEHTCKUX
VLAN B Multicast VLAN ansa nHtepdeiica B pexkmme «access».
’ Ana pabotbl gaHHOU PyHKUMM TpebyeTca BKAOUEHUe
b ip igmp snooping He TonbKo rno6anbHo u B Multicast
VLAN, HO 1 B KnineHTcKux VLAN.

BbIKntounTb NepeHanpasneHune IGMP-3anpocoB ¢ KANEHTCKNX
VLAN B Multicast VLAN gna nHtepdeiica B pexxmme «access».
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HELTEX

switchport trunk mul-
ticast-tv vlan vian_id

[tagged]

no switchport trunk mul-
ticast-tv vlan

vlan_id: (1..4094)

BkatounTb nepeHanpasneHue IGMP-3anpocos u3 VLAN,
YYaCTHUKOM KOTOpbIX ABAseTca nopT, B Multicast VLAN gns
MHTepodeiica B pexknme «trunk». Multicast-tpaduk nepenaetcs
Ha NOPT HETErMPOBAHHbBIM WU/IM TETMPOBAHHbBIM B 3aBUCUMOCTHU
oT napamertpa tagged. MapameTp tagged yKasbiBaeT Ha To, YTO
Multicast-Tpaduk fonKeH OTNPaBAATLCSA B NOPT TEFMPOBAHHbIM
B8 Multicast VLAN.

BbikntounTb NepeHanpasneHme IGMP-3anpocos B Multicast
VLAN. MopT nckatoyaeTcs 13 rpynn MHOroaapecHom paccbl/ikv B
Multicast VLAN.

switchport general mul-
ticast-tv vlan vian_id

[tagged]

no switchport general mul-
ticast-tv vlan

vlan_id: (1..4094)

BkntounTb nepeHanpasneHue IGMP-3anpocos n3 VLAN,
YYaCTHUKOM KOTOpbIX ABAseTca nopT, B Multicast VLAN gns
MHTepdeiica B pexknme «general». Multicast-tpadpumk
nepegaeTca Ha NOPT HETErMPOBAHHLIM MW TETMPOBAHHbLIM B
33aBUMCUMM