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PykoBoacTBOo no akcnnyartauun WEP-3L

1 BeBegeHune

1.1 AHHOTaumA

CoBpeMEHHbIE TEHAEHLMMN Pa3BUTKSA CBS3W AUKTYIOT onepaTopaM HeobxoAMMOCTb Noucka Havbonee
ONTVMasIbHbIX TEXHO/IOTWIA, NO3BO/IALLMX YAOBIETBOPUTL CTPEMUTE/ILHO BO3pacTatoLLe NOTPE6GHOCTH
abOHEHTOB, COXPaHssA NPU 3TOM NPEEMCTBEHHOCTb GU3HEC-NPOLLECCOB, TMOKOCTb PA3BUTUSI U COKpaLLeHme
3aTpaT Ha npeAocTaB/ieHre pas/IMYHbIX CEPBUCOB. BecnpoBoAHbIE TEXHOMNOMMM BCe 60/bLUE HAGUpatoT
060pOThbl, U K JaHHOMY MOMEHTY OHU 3a KOPOTKOE BPEMSI MPOLL/IN OFPOMHbINV MyTb OT HECTAOWBHBLIX
HWU3KOCKOPOCTHBIX CEeTell CBSA3N Masioro paauyca ao ceteii LM/, conocTaBiMbIX NO CKOPOCTM C NPOBOAHbLIMM
ceTaAMM 1 06/1a4aKLWMNX BbICOKMMU KPUTEPUSIMU K KQUECTBY NPeaoCTaB/IEHNS YCYT.

OcHoBHoEe npegHasHayeHne WEP-3L — ycTaHOBKa BHYTPY 34aHWil B Ka4ecTBe TOUKM A0CTyNa K pasfInyHbIM
pecypcam ¢ co3gaHnem 6ecLIOBHOV 6ecrnpoBOAHON CETU U3 HECKO/IbKNX NOAEHTUYHBLIX TOYEK AocTyna
(«POYyMUHI»), €CIM TEPPUTOPUSI MOKPBITUS [OCTATOUYHO BEJIMKA.

B HacTosLEM PYKOBOACTBE MO 3KCMyaTalmmn N3/TI0KEHbI Ha3HAYEHNE, OCHOBHbIE TEXHUYECKME
XapaKTePUCTUKIN, KOHCTPYKTUBHOE UCMOSTHEHWE, NpaBuia 6e30nacHoi akcnayaTauuy yCTpoicTBa, a Takke
pekoMeHAaLMM No ero yCTaHOBKE U HacTPOIKe.

1.2 YcnoBHble 0603HaYeHns

MNpumeyaHua n npegynpexaeHus

© MpumeuaHus copepXaT BaxHYH0 MHGOPMALMIO, COBEThI MM PEKOMEH/ALMN MO UCMO/b30BaHMIO 1
HaCTpolike yCcTponcTaa.

@ MpepynpexaeHnsi MHOPMUPYIOT NOML30BATESNSA O CUTYaLMAX, KOTOPbIE MOTYT HAaHEeCTU Bpes,
YCTPOWACTBY WM YE/TOBEKY, MPUBECTU K HEKOPPEKTHOI paboTe yCTPoiicTBa UK NOTepe JaHHbIX.




PykoBoacTBOo no akcnnyartauun WEP-3L

2 OnucaHue n3aenus

2.1 Ha3HauyeHue

[na BO3MOXHOCTU NpefocTaB/ieHns AOCTyna nosib3oBaTesieil K BbICOKOCKOPOCTHOM 1 6e30nacHol ceTu
paspaboTaHa 6ecnpoBogHas Touka goctyna WEP-3L.

OCHOBHbIM Ha3HayYeHMeM yCTPOICTBA ABNSETCA co3faHe 6ecnpoBOAHON ceTu nepesayn gaHHbIX L2-ypoBHSA
Ha CTbiKe ¢ NnpoBogHoi ceTblo. WEP-3L nogkntoyaetcs k npoBogHoi cetu yepes 10/100/1000M Ethernet-
NHTEpPJIENC 1 C NOMOLLbIO CBOMX paanonHTepdelicoB co3gaeT 6ecnpoBOAHON BbICOKOCKOPOCTHOM AOCTYN A1
YCTPOWCTB, nogaepxunsatomx TexHonoruo Wi-Fi B gnanasore 2.4 n 51Tu,.

YCTPOICTBO COAEPXUT ABa paanovHTepdeiica ansi opraHnsaumm Asyx omanyeckmx 6ecnpoBofHbIX CeTell.

WEP-3L nogaepxusaeT coBpeMeHHble TpeboBaHNS K Ka4eCTBY CEPBMCOB U NO3BONSET NepegasaTtb Hanbonee
BaXXHbI Tpadmk B 60s1ee NPUOPUTETHLIX OYepPeaX MO CPpaBHEHUIO C 06bIYHBbIM. [propuTH3aums
obecneunBaeTcs cneayrowmmm TexHonormsamm QoS: CoS (cneunanbHble meTky B none VLAN-naketa) n ToS
(meTkun B none IP-nakeTa). PyHKUMOHaN co3ganms npaeui ACL n noaaepxka welinvHra Tpadgmka Ha Kaxaom
VAP no3BonisieT B NOSIHOW Mepe ynpasnisaTh AOCTYNOM, KAYECTBOM CEPBUCOB M OrpaHNYeHUsIMUN Kak A/15 BCeX
abOHEHTOB, Tak 1 A/19 KaXA0ro B YaCTHOCTW.

YCTPOICTBO OPUEHTMPOBAHO Ha YCTAHOBKY B 0huchl (rocyupexaeHns, KoHhepeHL-3asbl, tabopaTopum,
rOCTVHWLBI U 4p.). BO3MOXHOCTb CO3aHNsA BUPTYaslbHbIX TOYEK AOCTYyNna ¢ Pa3/IMyHbIMU TUNaMm WdpoBaHUs
nossonset yctaHasnmeatb WEP-3L B opraHusaumsx, rae TpebyeTtcs pasrpaHmyeHve npas 4ocTyna Mexay
06bIYHLIMW MON1b30BATENAMY U BblAENEHHBIMY TPyNnamMun nosib3oBaresnei.

2.2 XapaKTepuCTUKK YCTPOMCTBa
Numepagbelicnbi:

* 1 nopt Ethernet 10/100/1000BASE-T(RJ-45) c noaaepxkoii PoE;
e Wi-Fi 2.4 Ty IEEE 802.11b/g/n;
e Wi-Fi 51Ty IEEE 802.11a/n/ac/ax.

PyHKYyuu:
Bo3moxxHocmu WLAN:

noaaepxka ctaHgaptoB IEEE 802.11a/b/g/n/ac/ax;
noaaepxka ctaHgapToB poymuHra IEEE 802.11r/k/v;
arperaumsi gaHHbIx, Bkntoyast A-MPDU (Tx/Rx) n A-MSDU (Rx);
npuopuTeThbl U NIaHNpPoBaHWe naketTos Ha ocHose WMM,;
n30/1AumMa aboHEHTOB B Npeaenax ogHoro VAP;
ANHaMuYeckunii Bbibop yacTtoTbl (DFS);

nogaepxka ckpoitoro SSID;

14 BUpTyasibHbIX TOYEK AOCTYNa;

06Hapy)XeHne CTOPOHHUX TOYEK [OCTYNa;
crekTpoaHanusartop;

aBTOBbIOGOP KaHana;

nogaepxka APSD.

Cemesble thyHKYUU:

e aBTOMAaTMYeCcKoe CorsiacoBaHne CKOPOCTU, AYM/IEKCHOIO pPeXumMa U NepekTioyeHnss Mexay pexvmamm
MDI n MDI-X;

nogaepxka VLAN;

nogaepxka C-VLAN;

nogaepxka Management VLAN;

DHCP-knuneHT;

nogaepxka GRE;
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nepegaya aboHEHTCKOro Tpadmka BHE TYHHENe;
nogaepxka ACL,;

nogaepxka NTP;

noaaepxka Syslog;

nogaepxka LLDP.

®dyHkyuu QoS:

e OrpaHu1yeHue NpomnyckHoi cnoco6HOCTY;
¢ n3meHeHune napametpos WMM (EDCA) ansa paamonHTepeiicos,;
e nogaepxka npuoputunsaymm no 802.1p, DSCP.

be3onacHocms:

LleHTpasim3oBaHHasn aBTopusaums yepe3 RADIUS-cepsep (802.1X WPA/WPA2/WPA3 Enterprise);
wudopoBaHue gaHHbix WPA/WPA2/WPA3/0OWE;

noaaepxka Captive Portal;

aBTopm3auusa yepes RADIUS-cepBep npu BXxoae Ha yCTPOWCTBO.

Ha pucyHke 1 npuBefeHa cxema npumeHeHus o6opyposaHna WEP-3L.

o -
N
s; (2 - r“ N,

\ Mgg

Cepsep
DHCP, RADIUS

PucyHok 1 — ®yHKLMOHa/IbHasa cxema ucnosb3osaHna WEP-3L
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2.3 TexHuuyeckue napameTpbl yCTPOicTBa

Tabnmua 1 — OCHOBHbIE TEXHUYECKME napamMeTpbl

MapameTpbl MHTEepdpeiica Ethernet
KonunuecTtso noptos

DneKkTpuyeckuii pasbem

CkopocTb nepegauu

Mopaepxka ctaHAapToB

MapameTpbl 6ecnpoBogHOro uHTepdeiica
CraHgapThl

YacToTHbI gMana3oH

Moaynsauusa

Pa6ouvie kaHasbl!

CKOpPOCTb Nepejaun JaHHbIX?

MakcrMasibHoe KOMIMYeCTBO OAHOBPEMEHHbIX
NOAK/THYEHUNA

MakcmasibHas MOLLHOCTbL nepegatumka’

KoadppuLMeHT ycuneHnsi BCTPOEHHbIX aHTEHH
UyBCTBUTE/ILHOCTb NPUEMHMKA

Be3onacHocTb

1
RJ-45

10/100/1000 M6uT/c, aBToONpeaeneHue
BASE-T

802.11a/b/g/n/ac/ax
2400-2483.5 MI'y; 5150-5350 MI'y, 5470-5850 MI'y,
BPSK, QPSK, 16QAM, 64QAM, 256QAM, 1024QAM

802.11b/g/n: 1-13 (2401-2483 MI'L)
802.11a/n/ac/ax:

* 36-64 (5170-5330 ML)
* 100-144 55490—5730 MI'U,;
* 149-165 (5735-5835 MIL

2.4TTy, 802.11n: 300 M6uT/cC
51Ty, 802.11ax: 1201 M6uTt/c

241T1Tu; 64
51Tu: 64

2.4T1Tu; 20 pbm
5TTuy: 20 pbm

24T1Tu: ~4 npbn
51Tu: ~6 abn

2.4TTuy: po-94 nbm
51Tu: go-94 pbm

LleHTpasiM3oBaHHasi aBTopusauys yepes RADIUS-cepeep (802.1X WPA/
WPA2/WPA3 Enterprise)

wuncpposanne WPA/WPA2/WPA3/0OWE

nopaepxka Captive Portal

asTopusaums yepes RADIUS-cepsep npu BXxoAe Ha yCTPOCTBO

Mopaepxka MIMO 2x2 ana 2.4 Ty, MU-MIMO 2x2 pna 5TTy,

Mopaepxka OFDMA ona 5Ty,



YnpaBneHue

YpaneHHoe ynpasseHue
OrpaHuyeHmne goctyna

O6uwue napameTpbl
Flash-namaTtb

RAM

MutaHne

MoTpebnsemast MOLHOCTb
Pabounii gmana3oH Temnepartyp

OTHOCHTENbHAs BMIAXHOCTb NpY TemnepaType
25°C

ra6apuThl (QUameTp X BbICOTA)
Macca

Cpok cnyxo6bl

PykoBoacTBOo no akcnnyartauun WEP-3L

web-nHtepgeiic, Telnet, SSH, CLI, SNMP, NETCONF

no naporsto, ayteHTncpmkaumnsa yepes RADIUS-cepsep

128 MB SPI-NAND Flash

128 ME DDR2 RAM

PoE 48 B/56 B (IEEE 802.3af-2003)
He 6onee 10,5 BT

oT +5 g0 +40 °C

1080 %

200 x 40 mm
0,4 kr

He meHee 15 neT

T KonnuecTBo KaHaNoB 1 3HAYEHWE MAKCUMAUTbHOM BbIXOAHOM MOLLHOCTY 6YAyT UBMEHSITLCS B COOTBETCTBUM
C NpaBwiaMn pagmyovyacToTHOroO PEryIMpoBaHuns B Balleli cTpaHe.

2 MakcMasibHas CKOPOCTb 6ecnpoBOAHONM Nepefayn faHHbIX onpegeneHa cneumgukaumsamm ctaHgapToB
IEEE 802.11. PeanbHas nponyckHas CnOCOGHOCTbL ByAeT ApYroii. YCNoBus, B KOTOPbIX paboTaeT ceTb,
hakTopbl OKpYXatoLLel cpeabl, BKIo4Yast 06bem ceTeBOro Tpadmka, CTpouTeNbHblE MaTeprasibl 1
KOHCTPYKLMK, a TaKkkKe Cy)XebHble faHHble CEeTU MOTYT CHU3UTb peasibHYI0 NPOMYCKHY CNOCOOHOCTb.
daKTopbl OKpYXXaKLLEeNn cpeibl MOTyT Takke B/IMATb Ha paguyc AeiCcTBUS CEeTu.
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2.4 [narpammbl HanpasBJEHHOCTU

Ha pucyHkax Huke npeAcTaBneHbl AuarpaMmbl HanpaBIEHHOCTW YCTPOCTBa.

MonoxxeHne Nnpu UsmepeHnn

AZIMUTH (X2) ELEVATION (YZ)

{}GE (POE)

120
135 5 5
150 3 3
165 5 5
180 150
0 =25 20 15 —10 5N\ 0 Jo 2520 15 10 -5 |0
5 195 3
210 33 210 5
25 315 25 315
240 3 3
2 o
120
135
150
10
25
240

4
105
55 By
105
255 5

AvanasoH 2.4y

75 105 75
60 120 60

195

70 285 255

AuvanasoH 51Ty,
4 bZ L sY

75 105 75

43 135 45

) f\
180
025 20 -15 -10 -5 0
195 3
2 33

285 255

180
/ Bo=as 20 15 -0 50 0

195

25

70
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2.5 KOHCTPYKTMBHOE MCNOJSIHEHME

YctpoiictBo WEP-3L BbINOSIHEHO B N1aCTUKOBOM Kopriyce.

2.5.1 OcHoBHasi NaHesnb yCTPONnCTBa

BHelwwHnii Bua naHenu yctpoiictBa WEP-3L npuBegeH Ha pucyHke 2.

- B |\ T ~
— I TN N
” >= — 7 L — Y I \ e
— - | \ GE (POE = N\ — =\

3
PucyHok 2 — BHeluHuiA BUA, ocHoBHOWM naHenn WEP-3L

Ha ocHoBHoOW naHenn yctpolictBa WEP-3L pacnonoxeHbl cneaytolmne cCBETOBbIE MHANKATOPbI, pa3beMbl U
opraHbl ynpasneHus (tTaénuvua 2).

Tabnuua 2 — OnncaHne NHAMKATOPOB, MOPTOB U OPraHoOB yrpaBeHUs

dnemMeHT naHenu OnucaHue

1 LAN CBeToBas nHauKauusa coctosiHusi nopta GE (PoE)

2  GE (PoE) MopT GE gns noakntoyeHust nutaHms PoE

3 F KHonka cbpoca K 3aBOACKMM HaCTpOiKam

4 Wi-Fi ViHankaTopbl akTMBHOCTM cooTBeTcTByrLWmMX Wi-Fi moaynei

11
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2.5.2 BepxHssa naHesib yCTpoincTea

BHewHuiA Bug, BepxHel naHenn yctpoinctea WEP-3L npvBefeH Ha pucyHke 3.

PucyHok 3 — BHelwHWin BuA, BepxHei naHenn WEP-3L

Ta6nuua 3 — OnucaHne UHAVMKATOPOB BEPXHEN NaHesnm

ANnemMeHT naHenu OnucaHue

1 Power VHagmkaTop ctatyca paboTbl yCcTpoiicTBa

12



2.6 CeTtoBas nHaukaums

PykoBoacTBOo no akcnnyartauun WEP-3L

TekyLee cOCTOSAHME YCTpoCcTBa oTobpaxkaeTcs npu nomowm nHankatopos Wi-Fi, LAN, Power. MepeyeHb
COCTOSIHUIA MHAMKATOPOB NpuBeAeH B Tabnuvue 4.

Tabnuua 4 — CeToBas MHAMKaLMA COCTOAHUSA YCTPOICTBa
NHaukaTop CocTosiHue nHaukKaropa
Wi-Fi 3eneHblii, ropuT NOCTOAHHO

LAN

Power

3eneHblid, MuraeT

lopuT 3eneHblii ceeToamog (10, 100 M6uT/c)/ roput
opaHxeBblii ceeToamog (1000 M6uT/c)

MwuraeT 3eneHblil CBETOANOA

3eneHbli, FTOpUT NOCTOSHHO

OpaHXeBblii, FOPUT NOCTOSIHHO

KpacHbliA, ropuT NOCTOSIHHO

2.7 C6poc K 3aBOACKMM HaCTpoMkam

CocTosiHue ycTpoiicTBa
Cetb Wi-Fi aktnBHa

Mpouecc nepegayn gaHHbIX No
6ecnpoBoaHoOl ceTu

YcTaHoBNeHo coeanHeHne ¢
noaK/It04eHHbIM ceTeBblIM YCTPOUCTBOM

Mpovuecc nakeTHO nepefayn AaHHbIX N0
LAN-nHTepgoeiicy

Bk/toueHo nuTaHune ycTpoiicTBa,
HopMasibHas pa6oTta

YCTPOICTBO 3arpy>eHo, HO He nony4eH IP-
agpec no DHCP

3arpyska ycTpolicTea

[na copoca ycTpoicTea K 3aBOACKMM HACTPOKaM He06X0AMMO B 3arpy>EHHOM COCTOSIHUM YCTPOICTBa
HaXKaTb U yaepXmnBaTb KHOMKY «F» Ha npotsxeHnn 10—15 cekyHa, noka nHankatop Power He HauyHeT Muratb
opaHxeBbIM LBeToM. [MpounsoiigeT aBToMaTtuyeckas nepesarpyska ycTpoicraa.

Mpun 3aBOACKMX ycTaHOBKax byaeT 3anyuieH DHCP-knveHT. B cnyyae, ecnv agpec He 6yaeT nony4veH no DHCP,
TO y ycTpolicTBa byaet agpec — 192.168.1.10, macka noacetn — 255.255.255.0, uma nonb3oBatenis/naposb
ANns goctyna yepes web-uHTtepdpelic: admin/password.

2.8 KomnnekT nocTaBku

B KOMMAEeKT NoCTaBKN BXOAAT:

obopyposaHune pagunogoctyna WEP-3L;

KOMMJIEKT Kpenexa;

PYKOBOACTBO No akcnayaTtauum Ha CD-aucke (onumoHasbHo);
cepTudrkaT COOTBETCTBUS;

namsitka 0 AOKyMeHTaLuy;

nacnopr.

13
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3 MpaBunia n pekoMeHaaLmmn no ycTaHoBKe YCTPOocTBa

B gaHHOM pasgene onncaHbl MHCTPYKLMM MO TEXHUKE 6€30MacHOCTY, PEKOMEHAALMM MO YCTaHOBKE,
npoueaypa yCTaHOBKM 1 NOPAA0K BK/HOYEHNSA YCTPOACTBA.

3.1 VIHCTpYKUUM NO TeXHMKe 6e30MacHOCTY

1. He ycTaHaB/mBaiiTe yCTPONCTBO PSAOM C UCTOUYHUKAMM TEM/a U B MOMELLEHUSX C TEMNepaTypoil HxXe

5 °C wnn Bbiwe 40 °C.

2. He ucnonb3ayiite yCTPOICTBO B NOMELLEHUAX C BbICOKOIM BNaXKHOCTbIO. He noageprainte yCTPOMCTBO
BO34ENCTBUIO AbIMa, NblAN, BOAbI, MEXAHUYECKNX KONebaHnin nnn yaapos.

3. He BckpbiBaliTe Kopnyc ycTpoicTBa. BHYTpy yCTpOCTBa HET 3/1EMEHTOB, NpeAHa3HavYeHHbIX 1S
06CNyXnBaHUA Nosib3oBaTeNeM.

€ Bo u3bexaHne neperpeBa KOMMNOHEHTOB YCTPOIICTBA U HAPYLLEHUS ero pa6oTsl 3anpeLlaeTcs
3aKpbiBaTb BEHTUSALMOHHbIE OTBEPCTMSA NOCTOPOHHMM NpeaMeTaMy 1 pa3MellaTtb NpeamMeTbl Ha
NOBEPXHOCTN 060pYyA0BaHMS.

3.2 PekomeHgauuu no yctaHoBke

1. YCTpOICTBO peKOMeHAyeTCa ycTaHaBIMBaTb Ha NOTO/IKE B FOPU30HTA/IbHOM MOJIOXEHUN.

2. Mepep, yCTaHOBKOW 1 BK/IIOYEHMEM YCTPOMCTBA HEOOXOAMMO NPOBEPUTL €r0 Ha Haulyre BUAUMbIX
MeXaHMYeCKMX NoBpexaeHnii. B cnyyae obHapyxeHus NoBpexaeHuii creayeT npekpaTuTb YCTaHOBKY
YCTPOICTBA, COCTaBUTb COOTBETCTBYIOLLMIA aKT 1 06PaTUTLCA K NOCTaBLLKY.

3. Ecniv yCcTpoOWCTBO AMTENbHOE BPEMS HAXOAMI0Ch NMPU HA3KOW Temneparype, nepes Ha4asiom paboTbl
crnefyeT BblaepxaTb ero B TeYeHne AByX 4acoB Npu KOMHaTHOW TeMnepaTtype. Mocne gimTenbHoro
npebbliBaHWA YCTPONCTBA B YC/IOBUAX MOBbILLEHHOW BNIQXXHOCTN Nepes BK/IIYEHNEM BblAepXaTb B
HOPMaJIbHbIX YC/I0BUAX HE MeHee 12 yacos.

4. Mpu pasmeLLeHnn ycTpoincTea ansa obecneyeHns 30HbI NOKpbITUS cetn Wi-Fi ¢ Hannyywmmn
XapakTepucTukamy yuntbiBainTe cnegyrowme npasuna:

e YCTaHaB/vBaiTe YCTPOWCTBO B LLleHTpe 6ecnpoBOAHON CeTU.

o MyHVUMU3NPYIiTE yncio nperpag (CTeHbI, NOTOMKKU, MeGenb 1 Ap.) Mexay TOUKOol AocTyna u
Apyrumu 6ecrnpoBOfHbIMY CETEBbLIMU YCTPOMNCTBAMM.

e He ycTaHaBnuBaiiTe ycTpoiicTBo B6/1M3K (Mopsika 2 M) 3/1eKTPUYECKUX U PaanoyCTPOIACTB.

e He pekomMeHAyeTcs UCNO/b30BaTh paanoTenedoHsl 1 Apyroe obopyaoBaHue, paboTatoLlee Ha
yactote 2.4 Ty wam 5 Ty, B paguyce gelicteua 6ecnposogHoin cetn Wi-Fi.

e [penAaTcTBYA B BUAE CTEK/ISAHHbIX/METa/lNIMYECKNX KOHCTPYKLMIA, KUPMNYHLIX/GETOHHBIX CTEH, &

TaKke eMKOCTM C BOAOW 1 3epKasia MOryT 3Ha4nTeIbHO yMeHbLUUTL paguyc aencteusa Wi-Fi cetu.

He pekoMeHayeTcs pasMeLLeHe C BHYTPEHHE CTOPOHbI (DasibLUNOTOSIKA, Tak Kak
MeTa/I/IMYECKUIA KapKac BbI3bIBAET MHOTO/Ty4EBOE PACNpPOCTPAHEHNE CUTHaMA U ero 3aTyXxaHue
npy NPOXOXAEHNM Yepes peLLeTKy Kapkaca hanbLUnoTosKa.

5. Mpu pa3MeLLIeHNN HECKO/TbKMX TOUEK PaaMyc COTbl JO/HKEH NepecekaTbcs ¢ coceaHeli CoToli Ha ypoBHE

0T -65 f0 -70 gbm. JlonyckaeTcs YMeHbLUEeHMe YPOBHA curHana go -75 AbMm Ha rpaHuuax coT, ecnv He
npegnonaraetcs ncnosb3oBaHne VolP, NOTOKOBOro BUAEOBELLAHNSA U APYroro YyBCTBUTENIbHOIO K
notepsm Tpacvka B 6ecnpoBoAHON ceTu.
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3.3 PacueT HE06X0AMMOr0 uncna Touek gocTyna

Mpw BbIGOpe KoNnyecTBa HEOOXOAMMbIX TOYEK [OCTYNa A/18 NMOKPbITUA NOMELLEHUA He06X0AMMO NPOU3BECTU
OLEHKY TpebyeMmoli 30HbI oxBaTa. [ins 6051ee TOYHON OLEeHKM HEOOX0AMMO NPOU3BECTU paanonccrefoBaHme
nomeLLeHus. MpnbnnsnTesbHbIN paguyc oxeaTa yBepeHHoro npuema Toukm goctyna WEP-3L npu moHTaxe Ha
NOTOJIKE B TUMOBbLIX OPUCHLIX NoMeLleHnax: 2.4 'y — 40-50 m, 5 Ty, — 20-30 m. Mpu NOSTHOM OTCYTCTBUU
npenaTcTBuiA paguyc oxsata: 2.4 My — o 100 m, 5Ty — go 60 m.

B Tabnuue 5 npuseneHbl NpU6IN3nNTENbHbIE 3HAYEHMSA 3aTyXaHus.

Tabnvua 5 — 3HaueHus 3aTyxaHus

Matepuan N3meHeHne ypoBHA curHana, gb
24T1Ty, 5My,
OprcTekno -0,3 -0,9
Kupnuny -4,5 -14,6
Crekno -0,5 -1,7
M'mncokapToH -0,5 -0,8
acn -1,6 -1,9
daHepa -1,9 -1,8
LLTykaTypka C METa/I/IMYECKOI CETKOW -14,8 -13,2
LLinako610K -7 -11
MeTannmueckas peluetka (sueiika 13x6 Mm, -21 -13

MeTan1 2 MM)

3.4 BbIGOp KaHA/I0B COCEACTBYIOLLMX TOYEK

Bo n3bexaHne MexkaHaIbHON MHTEPhEePEHLMIN MEX Y COCEACTBYOLLMMU TOYKaMK AOCTyNa peKOMeHayeTcs
YCTaHOBUTb HEMEPEKPbIBAKOLLMECS KaHAbI.

KaHansb!

2.402 Ty, |<7 22 MmH 2.483 Ty,

PucyHok 4 — O6wan gvarpaMmMa NepekpbITUSi YacTOTHbIX kaHanoB B 2.4 Ty,
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PucyHok 5 — CxemMa pacnpegeneHumsa KaHaoB Mexay cocefHUMU ToUKamu AocTyna B gnanasoHe 2.4 Ty npu
WwrpuHe kaHana B 20 My,

AHaJI0TMYHO PEKOMEHAYETCSI COXPaHSATb AaHHbIN MEXaHU3M pacnpeaesnieHnst KaHas1I0B NPV PacnosIoKeHUN
TOueK Mexzy aTaxamu (PUCYHOK 6).

D W,
D Ty,
PucyHok 6 — Cxema pacnpefienieHnsi KaHasIoB MeX/ly COCEeHMUN ToUKami A0CTYNa, Pacno/IOXEHHLIMU MEXaY
aTaxamu

Mpn ncnonb3oBaHMK WNPUHBLI kaHana 40 My, B gnanasoHe 2.4 T, HET HenepekpbIBaloLWmMXCca KaHanos. B
Takux criyvasx CToUT BbIOMpaTb MakCUMaslbHO OTAa/IEHHbIE APYr OT Apyra KaHaslbl.

5170 5330 5490 Weather 5730 5735 5835
MHz MHz MHz Radar MHz MHz MHz
| | | | I I
EEEChannel # 182 33082 SSSSCSI8S8FF 23658
| | I

A AAAAAAA A AAAAAAAAAAATA

:

domizf V.V VN VYV VYV YV
80 MHz |/ V - V V o \
160 MHz I /A n

Examples of [T\ [
non-contiguous
VHT80+80 MHz L\ [

setup
R [

PucyHok 7 — KaHauibl, ucnosibdyemole B gnanasoHe 5 'y npu wnpuHe kaHana 20, 40, 80 My,

Mprmep cxembl pacnpegeneHns kKaHasioB Mexay coceHMMMN ToUkaMu B AguanasoHe 2.4 I'Ty, npu wmpuHe
kaHana B 20 MI'y, npuBeAeH Ha pucyHke 5.
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4 YcTaHOBKa yCTpoiicTBa

YCTpPOCTBO MOXET 6bITb YCTAHOB/IEHO Ha MJI0CKOW NOBEPXHOCTU (CTEHA, NOTOMOK) NPU COBH0AEHUN
WHCTPYKLMIA NO TEXHMKE 6E30MNacHOCTU N peKOMeHAaLUni, NPUBEAEHHbIX BbILLE.
B KOMNIEKT NOCTaBKM BXOAMT KPEMEX A/151 YCTAHOBKM YCTPOCTBA Ha MI0CKY0 NOBEPXHOCTb.

4.1 YcTaHOBKa YCTPOMCTBA Ha CTEHY

1. 3akpenuTe NNacTUKOBbIV KPOHLUTENH (BXOAUT B KOMM/IEKT NOCTaBKM) Ha CTeHE. MNprUMep pacrnonoXeHus
M1aCTMKOBOrO KPOHLUTEHA NoKa3aH Ha pUcyHke 8:

CTeHa

NNacTUKOBbIN KPOHLLUTENH

PucyHok 8 — KpenneHve KpoHLUTeliHa Ha CTeHe

a. Mpu ycTaHOBKe KPOHLLITeHA NponycTUTe NPOBOAA B COOTBETCTBYIOLLME Nasbl HA KPOHLTEHE (PUCYHOK
8).

6. CoBmecTuTe TpW OTBEPCTUA ANA BUHTOB Ha KpOHUJTeVIHe C TaKMMKn XXe oTBePCTUAMN Ha NMOBEPXHOCTW.
C NoMOLLbI0 OTBEPTKU NPUKpPEnuTe KpOHUJTeVIH BUHTaMn K NOBEPXHOCTW.

2. YcTaHoBWTeE yCTpoiicTBO. Cxema npuBeAeHa Ha pucyHke 9:

KPOHLUTENH

YCTPOMCTBO

PucyHok 9 — YcTaHoBKa ycTpolicTea (Bug, cnepeam)

a. Mopkntounte Kabenu K COOTBETCTBYHOLLMM padbemam ycTpolicTea. OnncaHne pasbemMoB NpUBeAEHO B
pasgaene KOHCTPYKTUBHOE UCMOTHEHNE.

6. CoBMeCTUTE YCTPOMCTBO C KPOHLLTERHOM U 3athUKCUPYIiTE NONOXEHME, NOBOpaimBasl no 4acoBoii
CTperke.

17



PykoBoacTBOo no akcnnyartauun WEP-3L

4.2 YcTaHOBKa yCTpOWCTBa Ha (asibLUNOTO/OK

@ He pexomenayeTca pasmelleHne Co BHyTPEHHEl CTOPOHBI hanbLUNOTOMKa, Tak Kak MeTannyeckuii
KapKac Bbl3bIBaET MHOIO/Ty4E€BOE PacnpOCTPAHEHNE CUTHAA U €r0 3aTyXaHne npu NPOXOXAEHNM
yepes peLLeTKy kapkaca hanbLUnoTosKa.

T — MeTaN/INYECKNi KPOHLLTENH; 2 — NnaHe b APMCTPOHT; 3 — N/1aCTUKOBbIA KPOHLLTEH; 4 — yCTPOWMCTBO.
PucyHok 10 — MOHTaX yCTPOCTBa Ha (panbLLNOTO/OK
1. 3akpenute MeTaIINYECKNii N NNACTUKOBbIN KPOHLITEVHLI Ha NOTOsIKe (pUcyHOK 10):

a. CoeanHNTE NNACTUKOBBIV KPOHLLUTENH (3) Ha chanblunoTosike ¢ MeTanimueckum (1) B cneayowem
nopsiake: METaNIMYECKUIA KPOHLUTENH -> NaHesib APMCTPOHT -> NN1IACTUKOBbIN KPOHLLUTEMH.

6. B naHenim APMCTPOHT NpopexbTe 0TBEPCTME Pa3MeEPOM C OTBEPCTUE METasl/IMUECcKOro KPOHLTENHA.
Uepes gaHHOe 0TBEpCTUE 3aBOASATCS NPOBOAA.

B. COBMECTUTE OTBEPCTUSI HA META/I/IMYECKOM KPOHLLTEAHE, NaHesIn APMCTPOHT 1 N1aCTUKOBOM
KpoHLITEelHe. [lanee COBMeCTUTE TpK OTBEPCTUSA AN1S1 BUHTOB Ha NIACTUKOBOM KPOHLUTEHE C TaKUMW Xe
OTBEPCTUSIMU HA MeTas1/InYeckoM KpoHLwTeiHe. C NOMOLLbI0 OTBEPTKM COEANHNUTE KPOHLLTEHbI BUHTAMW.

2. YCTaHOBUTE YCTPOICTBO:

a. Mopkntounte Kabenu K COOTBETCTBYHOLLMM padbemam ycTpolicTea. OnncaHne pasbemMoB NpUBeAEHO B
pasgene KOHCTPYKTMBHOE UCMOSTHEHNE.

6. CoBMecCTUTE YCTPOMCTBO C NMNACTUKOBbIM KPOHLLTERHOM 1 3aUKCUpyiiTe NOMOXeEHWE, NOBOpa4yMBas
YCTPOICTBO MO YacOBOW CTPesIKe.

4.3 TlopsfoK CHATUS YCTPOIMCTBA C KPOHLUTENHA
[ONA cHATWSI YCTPOICTBA C KPOHLWWITEHa:

1. MoBepHUTE YCTPOIACTBO NPOTMB YaCOBOV CTPENKM (PUCYHOK 8).
2. CHUMUTE YCTPOIACTBO.
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5 YnpaBneHue ycTponcTBoM vepes web-uHtepdeic

5.1 Hauano pa6oTsl

[na Hayana paboTbl HYXXHO MOAK/IUNTLCA K YCTPOUCTBY Nno uHtepdgeinicy WAN yepes web-6paysep:
1. OTkpoiiTe web-6pay3ep, Hanpumep Firefox, Opera, Chrome.
2. BBeauTe B agpecHoi cTpoke 6pay3epa IP-agpec ycTpoicTaa.

PykoBoacTBOo no akcnnyartauun WEP-3L

© 3asopckoii IP-agpec ycTpoiictea: 192.168.1.10, Macka nogceTu: 255.255.255.0. Mo yMonuaHuio
YCTPOWCTBO MOXET noayuntb agpec no DHCP.

Mpu ycnewwHoM 06HapyXeHNN YCTPOICTBA B OKHE Gpay3epa 0To6pasnTCsi CTpaHMLa C 3anpocoM MMEHN

nosib3oBatenia n Nnaposg.

WEP-3L

+ Boittu

3. BBegute nms nonb3oBatenis B CTPOKe «BBeanTe NOrMH» U Naposib B CTPOKe «BBeauTe naposiby.

© 3asopckue ycTaHoBKY: norvH — admin, naponb — password.

4. HaxmuTe KHoMKy «BoiiTn». B okHe Gpay3epa 0TKPOeTCs MEHI0 MOHUTOPMHIa COCTOSIHUSI YCTPOMCTBA.

wELTEX

MOHUTOPUHT Radio VAP

Wi-Fi KnueHTbl
CTaTucTvka no Tpacuky
CkaHupoBaHme ampa
JKypHan coOblTnit
CeTesas UH(OpMaLMA

WHpopmaums o
paauouHTepdeiicax

WHdopmauma o6 ycTpoicTse >

WEP-3L

CeTeBble HaCTPOKN BHeLUH1e CepBuChl

Wapenve

AnnapatHas Bepcus
3asopackoit MAC-aapec
CepuitHbIi HoMep
Bepcua MO

PesepeHas sepcus MO
Bepcua 3arpy3unka
CHUCTEMHOE BpeMa
Bpemsa paboTb

3arpyska Lny
Mcnoﬂbayemaﬂ namatb

< OGHOBHTb

Cuctema

WEP-3L
w1
EC:B1:E0:2B:DE:30

WP4C000081

15.04.2025 10:49:28
0 aH, 00:03:57

7%

@ 92 MGaiT / 121 Moant
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PykoBoacTBOo no akcnnyartauun WEP-3L

5. INpy He06XOAMMOCTY MOXHO NEePEKTIUYNTL A3bIK 0TOBpakeHUsa nHdpopmauun. Aia WEP-3L ocTynHbl
pycckas 1 aHrnviickas Bepcum web-nHtepdeiica.

ELTEX  WEP-3L

MOHUTOPHHI Radio VAP CeTeBble HaCTPOMKK BHelHWe CepBuCh! Cucrema - (BbIXO

Wi-Fi Kn1eHTbl Wspenue WEP-3L
- AnnapatHas Bepcua w1
CTaTucTHKa no Tpacuky
3asoackoit MAC-aapec EC:B1:E0:2B:DE:30

CKaHupoBaHue adupa
CepuitHblit Homep WP4C000081

JKypHan cobbITHit Bepcya MO
Cetesan UHdopMaLmMa PesepsHan sepcua MO

Bepcua sarpysuuka

CucremHoe Bpema 15.04.2025 10:49:28

WHdopmauus o6 ycTpoiicTse > Bpema paGoTbl 0 aH, 00:03:57

3arpyska LNy %
Wcnonb3yemas namath @ 92 MGaiT / 121 Moant

i O6HOBUTH

5.2 TMpumeHeHne KoHdurypaumm u 0TMeHa M3MEHEHW

1. MprMeHeHne KoHdUrypauum

Mpn HaXXaTUM KHOMKK 3anyckaeTcs npoLecc coxpaHeHus koHdurypaumm Bo flash-
namsiTb YCTPONCTBA M NPUMEHEHME HOBbIX HACTPOEK. Bce HacTpolikn BCTynatoT B cuny 6e3
nepesarpysku ycTporicTaa.

B web-uHTepdelice ToUkM JOCTyNa peann3oBaHa Bu3yasibHas NHAMKaLWSA TEKYLLEEr0 COCTOSHMS npoLecca
NPYMeHeHns1 HacTpoek (Tabnmua 6).

Ta6n|/|u,a 6 — B|/|3yaana;| NHONKaUnA TeKyLero CoOCToAaHna npouecca npuMeHeHns HaCTtpoek

BHeLuHWi OnuncaHne cocTosAAHUA
BN,

Mocne HaxkaTusl Ha KHOMKY «MPUMEHNUTL» NPOUCXOANT NPOLECC NPUMEHEHUS 1 3aMNUCK HACTPOEK B NaMsiTh

ycTpoiicTBa. O6 3TOM MHIOPMUPYET 3HAUOK B Ha3BaHUM BKMAAKN 1 Ha KHOTKE «MPUMEHNUTL».

06 ycrneLwHOM COXpaHeH! 1 NMPUMEHEHUN HACTPOEK MHPOPMUPYET 3HAYOK B Ha3BaHWV BKIAIKM.
2. OTMeHa U3MeHeHuM

© OTMeHa n3MeHeHuit NPOM3BOAUTCA TOMKO 10 HAKATUS Ha KHOMKY «MTpUMEHUTb». Mpn HaxaTun Ha
KHOMKY «[pUMEHNTb» N3MEHEHHbIE Ha CTpaHuLe napamMeTpbl 6yayT OOHOB/EHbI HA TEKyLLME 3HAUYEHUS,
3anMcaHHble B NaMATU YCTPOICTBA. Noc/ie HaxaTus Ha KHOMKY «[MpMMeHnTb» BO3BpaT K NpeablAyLunm
HacTpoikam 6yaeT HEBO3MOXEH.

. . X OTmena
KHoMka oTMeHbl U3BMEHEHUN NMEET cnegyrowmn sna:
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PykoBoacTBOo no akcnnyartauun WEP-3L

5.3 OcHoBHbIe anemeHTbl web-nHtepdeiica

Ha pucyHke HUXe npeacTaB/eHbl 3/IEMEHTbI HaBuUrauum web-nHtepdelica.

eLTeX WepL

MOHHTOPHHT Radio VAP CeTeBble HACTPOIKH BHeLwLHKe CepBuCh

Ni-Fi KnueHTb W3genune WEP-3L
AnnapatHas sepcua v
3asofickoit MAC-aapec EC:B1:E0:2B:DE:30
CKaHUpoBaHHe 3dupa

CepuiiHblii Homep WP4C000081

Bepcus M0

an MHOpMALWA Pe3sepaHan Bepcya MO

Bepcua 3arpy3ynka

CuctemHoe Bpema 15.04.2025 10:49:28

WHpopmauysa 06 ycTp Bpems paGoTbl 0 aH, 00:03:57

3arpyska LNy

Wcnonb3yemas namaTts @ 92 M6aiiT / 121 MGaiT

© 000 "Tpednpusmue "3nmexc", 2024 Bepcus 10 (Bepcus WEB: )

OKHO Nosib30BaTeNbCKOro MHTEpdelica pasgeneHo Ha nAaTb obnacreit:

1. Bknagkvm MeHo — Ans rpynnupoBKU NoaMeHto no kateropusm: MoHutopuHr, Radio, VAP, CeteBble
HacTpoliku, BHelwHue cepBucbl, Cuctema.

2. Bbi6op si3blka UHTepdpelica 1 KHonka «(BbIXo)», NpeAHa3HayeHHas 415 3aBepLUeHns ceaHca paboTbl B
web-nHTepdelice noa AaHHbIM NOb30BaTeIEM.

3. Bkagku nogMeHo — 419 ynpas/sieHns nosieM HacTpoek.

4. MNone HacCTPoeK yCTpoKCTBa — A1 NPOCMOTPa AaHHbIX U KOHGUrypauumn.

5. iHdhopmaumnoHHoe none, otobpaxatoLlee sepcuto MO, ycTaHOBNEHHYIO Ha YCTPOWCTBE.
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PykoBoacTBOo no akcnnyartauun WEP-3L

5.4 MeH0 «MOHUTOPUHI»

B MeHI0 « MOHUTOPUHI» 0TOGPAXKAETCA TEKYLLLEE COCTOSIHNE CUCTEMDI.

5.4.1 NogmeHto «Wi-Fi knneHTbI»

B nogmeHto «Wi-Fi kKnueHTbI» 0TOGpaxaeTcs nHopmaums o coCToAHUN noakntoveHHbIX Wi-Fi knneHToB.

NHdpopmaums no NoAKMYEHHLIM KNEHTaM He 0TOBpaxaeTcsl B peaslsHOM BpeMeHu. [ Toro yTo6bl
06HOBUTb UHPOPMALIVIO HA CTPAHULE, HEOBXOAVMMO HaXaTb Ha KHOMKY «OGHOBUTbL».

,ELTEX  WEP-3L

Mowntopusr ~ Radio VAP CeTeseie HacTpoiiu  Brewsime cepaucsi  Cucrema u~

Wi-Fi knuenTsl >  OGHoBHTL

Ckanuposanue ampa

eAaHo / NPUHATO Beero, GaifT 2 058 102/ 824 031 Mepeaano ¢ owmbK

KypHan coBermii

ATO BCETO, NAKETOB MOBTOpBI NEpeaa|H 3a NOCNERHHI nej

Cetesan nHopmaumua

1epeaano / NPUHATO AaHHLIX Obuee YHCNo NoBTo;

Urichopmaya o Tepena o / NPUHATO AaHHbIX, NaKeTos CKODOCTS Nepenadi / NpHema, KOHT/C

papuoukTepdeiicax Mogynsuns Mepeano naketos MpUHATO nakeToB
WHdopmauma ob yctpolictee OFDMé 9 0% 89% 80%
NSS1-MCSO 0
NSS1-MCS1 447 7% 623
N$S1-MCS2 234 4% 54 0%
NSS1-MCS3 o 0%
NSS1-MCS4 19 0% 0 0%
NSS1-MCS5 61 1% 0 0%
NSS1-MCS6 58 1%
NSS1-MCS7
NSS2-MCSO0 1222 19% 526
N$S2-MCS1 1523 23% 231
NSS2-MCS2 1676 26% 2 0%
NSS2-MCS3 923 14%
N$S2-MCS4 303 59 0 0%
NSS2-MCS5

NSS2-MCS9 32

1 Xiaomi-12T wiantva0 30 66 77 -90 7 VHT NSS2-MCS239 VHT NSS1-MCS219.5 20 20 04:51

CramicTuka no Tpadmky Ne Mmaxocta IP-agpec  MAC-agpec WHTepcpeiic  Link Capacity Link Quality Link Quality Common RSS|, ABM SNR, A6  TxRate RxRate TXBW,Mry RXBW, MMy  Bpems paGoTel

05

e No — HoMep NOAK/IHOYEHHOro YCTPOICTBA B CMUCKE;

* /IMs xocma — ceTeBOe MMS YCTPOWCTBa;

e |P-adpec — IP-agpec NnoaxKNHYEHHOro YyCTPOCTBa,;

e MAC-adpec — MAC-agpec noak/Ito4eHHOro YCTPONCTBa;

e VIHmepgelic — vHTepgeiic B3ammogencteua WEP-3L ¢ nogxntUYeHHbIM YCTPOCTBOM;

e Link Capacity — napameTp, KOTopbIii 0To6pakaeT aDEKTUBHOCTb CMO/Mb30BAHNS TOUKOI fOCTyna
MoAaynAUMK Ha nepegady. PaccunMTbiBaeTcs UCXOAs W3 KOMMUYECTBA NakeToB, NepeaHHbIX Ha Kaxaoi

MOAYNALUMN A0 KTMEHTA, U MOHUXKAIOLLMX KO3ppULMEHToB. MakcumarnbHoe 3HadeHre — 100%
(o3HauaeT, uTo BCE NakeTbl NepefalnTcs A0 KAMEHTA HA MAaKCUMa/IbHOW MOy NALMY ANs

MaKCMMaU/1bHOTO ThNna nss, nogaepXxmsaemoro KI'IVIeHTOM). MwuHuManbHoe 3HavyeHne — 2% (B cniyyae,

Korga nakeTbl nepegarTcs Ha moaynaumm nssTmes0 ans knmeHTa ¢ nogaepxkoin MIMO
3x3). 3HaueHVe napameTpa paccunTbiBaeTcs 3a nocreaHne 10 cekyHp;
e Link Quality — napameTp, KOTOpbIA OTOBPaxXaeT COCTOAHME NINHKA A0 KNNEHTA, pacCUUTaHHbIA Ha

OCHOBaHWM KONIMYecTBa peTpaHCMUTOB MakeToB, OTMPaB/IEHHbIX KNIMEHTY. MakcuMasibHoe 3HaYeHne —
100% (BCe nepefaHHble NakeTbl OTNPABUINCH C NEPBOI NOMbITKA), MUHUMasIbHOE 3HauYeHne — 0% (Hu

O/IVH NakeT [0 KNeHTa He 6bl/1 yCneLHo oTnpaB/ieH). 3HaueHre napamMeTpa paccunTbiBaeTcs 3a
nocnegHue 10 cekyHp;

e Link Quality Common — napameTp, KOTOpbIn 0TO6paxaeT COCTOAHME NIMHKA A0 KNNEHTA, pacCUUTaHHbIN
Ha OCHOBaHWUW KOSIMYeCcTBa peTpaHCMUTOB NaKeToB, OTNPaB/IEHHbIX K/IMEHTY. MakcuMasibHOe 3HavyeHune
— 100% (Bce nepefaHHble NakeTbl OTNPaABUNCL C NepPBOI MOMbITKM), MUHMMasIbHOE 3HaveHne — 0% (Hu

O4VH NakeT A0 KNneHTa He 6bIN ycnewHo OTI'IpanIeH). 3HayeHune napameTpa paccumTbiBaeTcs 3a Bce

BpeMA NOAK/TIHEHNA KNTNEHTAa,
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PykoBoacTBOo no akcnnyartauun WEP-3L

RSSI — ypoBeHb npvHMMaeMoro curHana, abwm;

SNR — oTHOwWeHue curHan/wym, Ab;

TxRate — kaHasIbHasA CKOpPOCTbL nepegayv, MéuT/c;
RxRate — kaHanbHasi CKOpOCTb Npuema, MéuT/c;

Tx BW — nonoca nponyckaHusa Ha nepegadye, My,

Rx BW — nonoca nponyckaHus Ha npyeme, MI'u,

Bpems pabomsi — Bpemsa coeguHenusa ¢ Wi-Fi kinenTom.

[Ons BbiBOAa 60nee pasBepHyTOl MHGOPMALMK MO ONPELENEHHOMY K/IMEHTY BblIGEPUTE €70 B CMUCKE.
MoapoGHOe onucaHne BKKYAET B Ce6S creayroLime napameTpsi:

lNepedaHo/npuHAmMo scezo, 6alim — KOIMYEeCTBO NnepefaHHbIX/NPUHATLIX Ha NOAK/IIOYEHHOE YCTPONCTBO
oanT;

lNepedaHo/npuHAMO Bce20, nakemos — KOJIMYeCTBO NepefaHHbIX/NPUHATLIX Ha NOAKIYEHHOe
YCTPOWCTBO NaKeTOB;

lMepedaHo/npuHsamo 0aHHbIX, 6alim — KO/IMYECTBO NepefaHHbIX/MPUHATBLIX Ha NMOAKIIOYEHHOe
YCTPOWCTBO GaiT AaHHbIX;

lNepedaHo/npuHAMO O0aHHbIX, MaKkemos — KONIMYeCTBO NepefaHHbIX/NPUHATBLIX Ha NOAK/IIYEHHOe
YCTPOICTBO NAKeTOB AAHHbIX;

lMepedaHo ¢ owubkamu, nakemos — KOJIMYeCTBO NakeToB, NepeAaHHbIX ¢ ownbkamm Ha NOAKNIOYEHHOE
YCTPOWCTBO;

Mosmopekl nepedayu 3a rnocsaedHuli nepuod, nakemos — KONM4ecTBO NOBTOPOB Nepefayn Ha
NOAKNIOYEHHOE YCTPOICTBO 3a nocnegHue 10 c;

O6wee 4uc/10 N0BMOPOB rnepedayu, nakemos — KOIMYeCTBO NOBTOPOB Nepejayn Ha NnoakIrvYeHHoe
YCTPOICTBO 3a BCe BpeMs NOAK/I0YEHMS,

Ckopocmb repedaydu/npuema, Kbum/c — akTyanbHast CKOPOCTb nepegayv Tpaduka B HaCTOALLMI
MOMEHT BPEMEHW.
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PykoBoacTBOo no akcnnyartauun WEP-3L

5.4.2 TMogmeHto «CTatncTuka no Tpacuky»

B nogmeHto «CtaTucTuka no Tpacduky» otobpaxarTcs rpadivikv CKOPOCTY NepeaHHOro/noslyYeHHoro
Tpadhuka 3a nocnegHne 3 MUHyTbI, @ TaKKe CTaTUCTVKa O KOSIMYEeCcTBe NepeAaHHoro/nonyyeHHoro Tpaduka ¢
MOMEHTA BK/IIOYEHMS TOUKU JOCTyna.

Mpacpmk LAN Tx/Rx nokasbiBaeT CKOPOCTb NepegaHHoro/nosiy4yeHHoro tpadmka yepes Ethernet-uHtepdelic
TOYKM oCTyna 3a nocnegHune 3 MuHyThbl. Fpadvk aBToMaTniecky 06HOB/ISETCS Kakable 6 CeKyHA,

Mpadonkm WLANO n WLANT Tx/Rx nokasbiBatoT CKOPOCTb NepegaHHOoro/nosiy4eHHoro tpaduvka yepes Radio
2.4 Ty wn Radio 5 'y nHTepdeiickbl TOUKM focTyna 3a nocnegHne 3 MUHyTbl. Fpadiuk aBTomaTnyeckn
06HOBNAETCA KaxXable 6 CeKyHA,.

=LTEX  WEP-3L
Tp— pmE——

Rx 0 kops (max: 1 kbps) Rx 0ps (max 0bps)
@ T 0 kops (max. 0 kbps) @ T 0.bps (max 0bps)

] +
153145 153127 153139 153151 153203 153215 153227 153239 153251 153303 153315 153327 153339 153351 153403 153415 ts 153115 153127 153139 153151 153203 153215 153227 153239 153251 153303 153315 153327 153339 153351 153403 153415 ts

N

0 ™ ——————————T——7—T—
153115 153127 153139 153151 153203 153215 153227 153239 153251 153303 153315 153327 153339 153351 153403 153415 ts

Mepeaato v

TIpUHATO v
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PykoBoacTBOo no akcnnyartauun WEP-3L

OnucaHue Tabnuubl «[lepedaHoy:

ViHmepcpelic — umsa nHitepdelica;

Bcezo nakemos — KO/IM4YeCTBO YCMEeLIHO OTNpPaB/ieHHbIX NakeToB;

Bcezo 6alim — KO/IM4ecTBO YCMNEeLHO OTNpaB/eHHbIX 6aliT;

Om6poweHo nakemos — KOJIMYEeCTBO NakeToB, OTOPOLLEHHbIX NMPU OTNPaBKE;
OwubKu — KONNYeCTBO OLLNBOK.

MepenaHo
Wntepdeiic Beero nakeros Beero BaiiT OtBpowero naxeros Ouwnbin
LAN 2443 2083133

WLAND

wian0-va0

wian0-vat

OnucaHue Tabnuubl «[IpUHAMON:

e VIHmepelic — nmsa nHtepdeiica;

e Bceao nakemos — KO/IMYECTBO YCNELIHO NPUHSATbIX NaKeToB.;

e Bcezo 6alim — KONMYecTBO YCMNELLIHO NPUHATLIX 6aiiT;

e OmM6pOoWEHO Nakemos — KOIMYECTBO NakeToB, OTOPOLLEHHbIX NPY NOAYYEHNN;
e OWUbKU — KONMYECTBO OLLMOOK.

MpUHRTO v

UnTepdeiic Bcero nakeToe Beero GaiiT Ot6powero naxetoe OumbKkm
LAN 11258 1850022

WLANO 1512 402882

WLAN1
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PykoBoacTBOo no akcnnyartauun WEP-3L

5.4.3 lMogmeHto «CkaHMpoBaHue adhmpar

B nogmeHto «CkaHupoBaHue 3achupa» OCyLLECTBSIETCA CKAHNPOBAHUE OKPYXatoLLEero paanoadupa v
o6HapyXeHue coceHUX To4Yek focTyna.

eLTEX  WEP-3L

MoHUTOpUHT Radio VAP CeTegble HacTpoiiku BHelwHue cepeucel Cucrema -~ (Bbixon)

Wi-Fi knueHTs! L ACETTINEEV S [TocnegHee ckaHupoeatue Buino 05.05.2025 06:27:32
CramvcTuka no TpaguKy
24Ty 5Ty
Crany U
KaHposakyte aypa > [uanazoH SSID Pexum 6ezonacHocTn MAC-appec Kanan / lLiupuna RSSI, abm
JKypHan coBbiTuit 24y Open 120 -15
Cetesan nHdbopmauma 24Ty Open 11720 -16
Whcbopmaums o 241Ty Open 6/20 -37

aauouHTepdencax
Sl 24y Open 6120 40

Wrcpopmauma o6 ycTpoiicTee

241Ty Open 6/20 -40

241y Open 6/20 -41

24Ty Open 11/40U -43

[na 3anycka npouecca ckaHMpoBaHUA adoupa HaXXMUTe Ha KHonky «CkaHupoBaTb». [locsie 3aBepLueHns
npowecca Ha cTpaHuue NosiBUTCA CNUCOK 0GHapPYXXeHHbIX B pagnoadinpe Todek focTtyna u nHpopmaums o
HUX:

lMocniedHee ckaHuposaHue 6bi/10... — faTta v Bpems NocnefHero CKaHMpoBaHus,

Juana3oH — ykasbiBaeTcs ananas3oH 2.4 'y nnn 5 I'Tu, B KoTopoM 6bl/1a 06HapYyXXeHa Touka AoCTyna,;
SSID — SSID o6Hapy»XeHHOI TOUYKM A0CTYNa,;

Pexxum 6e3onacHocmu — pexnm 6e30nacHOCTN 0OHAPY>XEHHOI TOUKM A0CTYNa,;

MAC-adpec — MAC-agpec 06HapyXeHHOW TOUKN AOCTYNa;

KaHasn/LupuHa — pagnokaHas, Ha KOTOpoM paboTaeT 06HapyXeHHast Touka 4OCTyna;

RSSI — ypoBEHb, C KOTOPbIM YCTPOWCTBO MPUHMMAET CUTHasT 0OHaPY)XEHHON TOYKM A0CTyna, AbM.

© Bo Bpems OCyLLECTBEHNA CKaHUPOBaHUA ach1pa paanonHTepdelic ycTpolicTea 6yAeT OTKOUEH, YTO
npueeaeT K HEBO3MOXHOCTU nepefayn aaHHbix o Wi-Fi KMMeHToB BO BpeMS CKaHUPOBaHUA.
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5.4.4 MopgmeHo «XKypHan cobbITuii»

PykoBoacTBOo no akcnnyartauun WEP-3L

B faHHOM paszenie MOXHO NPOCMOTPETb CNUCOK MHPOPMALMOHHBIX COOBLLEHNI B peaslbHOM BPEMEHM,
cofepxaluii cnefyroLlyo MHopPMaLH:

=L TEX WEP-3L
Mowutopusr  Radio VAP CeTemuie HacTpoiu  Brelwmve cepavcs ma u
Wi-Fi knviewTes & Owerms
CramicTi o Tpadiry [ata v Bpema Tun Mpouecc Coobujenune
Craruposatue spupa Apr 15 11:41:14 daemon.info scanwlan[2303] scan on interface ‘wlan®' finished
Kypran cobeimuii > Apr 15 11:41:14 daemon info scanwlan[2303] scan on interface ‘wian0’ finished
Ceresan uHcopmauya Apr 15 11:41:14 daemon.info scanwlan[2303] start scan on interface 'wlan1'
Apr1511:41:14 daemon.info scanwlan[2303] start scan on interface ‘wian0'
pazmotem Apr 15 10:49:27 authpriv.info weblogin[1655] pam_unix(weblogin:session): session opened for user admin
Webopuavyn 06 ycrpolicree Apr 15 10:49:01 auth.wam weblogin[1640] pam_authenticate call failed: User not known to the underlying authentication module (10)
Apr 15 10:48:58 authpriv.notice weblogin[1640] pam_unix(weblogin:auth): authentication failure
Apr 15 10:48:58 authpriv.notice weblogin[1640] pam_unix(weblogin:auth): check pass; user unknown
Apr 15 10:46:51 daemon.warn networkd[1163] Board has low free memory (1 MB, limit is 11 MB), dropping caches
e /lama u BpemMsi — BpeMs, Korga cobbiTne bbl/I0 CreHEPUPOBAHO;
e Tumn — KaTeropusi 1 ypoBeHb BaXXHOCTU COObLITUS;
e [Ipoyecc — UMs NpoLecca, CreHeprpoBaBLLEro COOBLLEHNE;
e CoobujeHue — onmcaHne coobbITus.

Ta6nuua 7 — OnucaHne Kateropuii BaXXHOCTU COObITUI

YpoBeH Tun BaXHOCTU co06LWeHnii  OnucaHue
b
0 Upe3sBblualiHble (emergency) B cucTeme npousoLuna KpuTuieckas owmneka, cuctema MoXeT paGoTaThb
Henpasu/ibHO
1 CurHanbl Tpesoru (alert) Heobxoanumo Heme/ieHHOEe BMeLLaTeNbCTBO B CUCTEMY
2 Kputnueckue (critical) B cucteme npousoLuna Kputnyeckas owmnoka
3 Owwn60ouUHbIe (error) B cucteme npousoluna ownbka
4 MpepynpexaeHus (warning) MNpeaynpexaeHue, HeaBapuitHoe coo6LLeHne
5 YeegomneHus (notice) YBeLOM/IEHNE CUCTEMbI, HEaBapuiiHoe coobLyeHre
6 VHdopmaLmoHHble VHdopMaLoHHbIe CO0BLLLEHNSA CUCTEMBI
(informational)
7 OTtnagouHble (debug) OTnafgouHble coobLLEeHNs NPefoCTaBAAT Nob30BaTesto NHopMaLmo s

KOPPEKTHO HAaCTPOIKN CUCTEMBI
[Nna nonyyeHnss HoBbIX COOBLLEHWNI B XXypHasie COObITUIN HEOBXOANMO HaxaTb Ha KHOMKY «OGHOBUTbY.

Mpn HeO6X0AMMOCTU BCE CTapble COOBLLEHMS U3 XypHaIa MOXHO YAa/INTb, HaXKaB Ha KHOMKY «OUMCTUTb».
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PykoBoacTBOo no akcnnyartauun WEP-3L

5.4.5 TMogmeHto «CeTeBas MHGopMaLns»

B nogmeHto «CeTeBas MH(hopMaLUsi» OCYLLECTB/ISIETCS MPOCMOTP OCHOBHbIX CETEBbIX HACTPOEK YCTPOICTBA.

HWELTEX  WEP-3L

MoHUTOpUHT Radio VAP Certeesle HacTpoiikv BHelwHue cepeucel Cucrema -~ BbIX0A)

Wi-Fi knuenTe! Craryc WAN
CramvcTuka no Tpadmky WHtepdeiic br0
Cx ~ - Mpotokon DHCP
KaHuposaHue acmpa
IP-agpec

JKypHan cobeimvit
MpuHATO 378.9 MGar (397 333 464 Gair)
Ceresan urdpopmarysn > Mepenaro 3.7 M6aii (3 854 335 Gaiir)

Wndbopmauma o
paguouHTepdeiicax

Ethernet
CocrosHue nopta Down
WHdopmaumsa o6 ycTpoiictee

ARP v

Ne IP-appec MAC-agpec

MapLpyTel v
Ne WUutepdeiic Hasnauenune Linto3 Macka Onaru
0 br0 0.0.0.0 0.0.0.0 uG

1 br0 0.0.0.0 u

Cratyc WAN:

e MIHmepgelic — nms bridge-nHtepdelica;

e [1IpOmMoKo/1 — NPOTOKO/, UCNOMb3YeMbIn ansa goctyna k cet WAN;
e |P-adpec — IP-agpec ycTpoiicTBa BO BHELLHEN CeTw;

e [IpUHSIMO — KONNMYEeCTBO NpUHATLIX HAa WAN 6aliT;

e [lepedaHO — KONMYecTBO nepeaaHHbix ¢ WAN 6GaiT.

Ethernet:

e CocmosiHue nopma — cocTtosiHne Ethernet-nopTa;
e CKOpocmb — CKOPOCTb NoAkMo4YeHns no nopTy Ethernet;
e [lynniekc — pexum nepefayn AaHHbIX:

e Full — nonHbIi aynnekxc;

e Half — nonyaynnekc.

ARP:
B ARP-Ta6nuue cogepxmtca nHcopmaumsa o coorsetctanm IP- u MAC-agpecoB coceiHMX CETEBbIX YCTPONCTB:

e |P-adpec — IP-agpec ycTpolicTBa;
e MAC-adpec — MAC-agpec ycTpoiicTBa.

MapLupyThbl:

MHmepabelic — vms bridge-nHTtepdelica;

HasHauyeHue — IP-agpec xocTa nnv NoAceTy HasHauYeHNs, 40 KOTOPbIX YCTAHOB/IEH MapLUpYyT;
L3 — IP-agpec Wwno3a, Yyepes KOTOPbI OCYLLLECTBASETCS BbIXO Ha agpecara;

Macka — macka noacety;

®1a2u — onpegeneHHble XapakTePUCTUKN aHHOTO MapLipyTa.
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PykoBoacTBOo no akcnnyartauun WEP-3L

CyLLEeCTBYIOT criefytolye 3HaueHns ¢o1aroB:

U — ykasblBaeT, YTO MapLUpyT CO34aH U ABSAETCHA NPOXOAUMbIM.

H — yka3biBaeT Ha MapLUpyT K onpeAenieHHOM y31y.

G — yka3bIBaeT, YTO MapLUpyT nNposieraeT Yepes BHeLUHWI Wwnio3. CeTeBoin nHTepgelic CUCTEMBI
npefocTaB/ifeT MapLUpyTbl B CETU C NPSAMbIM NOAKOYEHMEM. Bce npoyrie MapLupyTbl NPOXOAAT Yepes
BHELUHMe wto3bl. dnarom G oTMeyarTCsa BCce MapLIpyThl, KPOME MapLUpyTOB B CETU C NPSAMbIM
NOAK/MOYEHVEM.

R — ykasbIBaeT, 4TO MapLUpyT, CKopee BCero, 6bl/1 Co34aH AHaMUYeCKM NPOTOKO/I0M MapLupyTusawmuy,
paboTalLwmm Ha JIOKasTbHOM cucTeme, NOCpeACcTBOM napameTpa reinstate.

D — ykasbiBaeT, 4To MapLwpyT 6bi1 Ao6aB/eH B pe3ynbTaTe NoslyvyeHns CoobLLEeHNs nepeHanpas/ieHns
ICMP (ICMP Redirect Message). Koraa cuctema y3HaeT 0 MmapLupyTe u3 coobuieHmsi ICMP Redirect,
MapLUpyT BK/IOYAETCA B TabavLy MapLupyTusaumm, 4Tobbl UCKIIYUTL NepeHanpasieHne anas
nocneayoLmx nakeTos, NpegHa3HavYeHHbIX TOMY Xe agpecary.

M — ykasbIBaeT, 4TO MapLIpyT NOABEPrcs U3MEHEHNIO, BEPOSATHO, B pe3y/ibTaTe paboTbl AUHAMUYECKOTO
NPOTOKONA MapLUpyTM3aummn Ha /I0KasIbHON cUCTeME 1 NPUMeHeHUs napameTpa mod.

A — yka3biBaeT Ha 6yhepn3oBaHHbI MapLUpPyT, KOTOPOMY COOTBETCTBYET 3anvchb B Tabnvue ARP.

C — yKasbIBaeT, YTO UCTOYHMKOM MapLupyTa sBnsieTcs 6ydep mapLupyTusaunm agpa.

L — yka3bIBaeT, YTO MYHKTOM Ha3Ha4YeHUss MapLupyTa SBAseTCcA O4MH U3 afpecoB AAaHHOIO KOMMboTepa.
Takue «nokasibHble MapLUpyTbl» CYLLECTBYIOT TO/IbKO B Bydhepe MapLupyTusauum.

B — yka3bIBaeT, UTO KOHEYHbIM NMYHKTOM MapLupyTa SB/SeTCsA LWMPOKOBeLLaTeNbHbI agpec. Takne
«LUMpOKOBeLLaTe/IbHble MapLUPYTbI» CYLLECTBYIOT TO/IbKO B Bydhepe mapLipyTm3aumm.

| — yKasbIBa€eT, UTO MapLIpPyT CBsi3aH C KosbLeBbIM (loopback) nHTepgeiicoM ¢ Lenbio HOM, Hexenn
obpaLleHne K KonbLeBOoi ceTu. Takne «BHYTpEeHHME MapLUpyThi» CYLLEeCTBYIOT TO/bKO B Bychepe
MapLupyTU3aLnn.

I — yka3blBaeT, YTo gelitarpaMmbl, HanpaenseMble No 3TOMy agpecy, byayT oTBepraTbCs CUCTEMON.
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PykoBoacTBOo no akcnnyartauun WEP-3L

5.4.6 TMogmeHto «/Hdopmauusa o pagmonHTepdencax»

B noameHio «MHcpopmanusa o paguonHtepdeiicax» 0TOOPaXKEHO TeKyLLlee COCTOSHUE paanonHTepdelicos

WEP-3L.

eLTEX

MonuTOpHHT Radio VAP

Wi-Fi knuenTs
CramucTika no Tpacmiky
Crarmposanite mpa
Kypran coBsimwii
Ceteean uHdopmauma

Whchopmayma o
paavouHTepdelicax >

Wrdopmauma o6 yctpoiictee

WEP-3L

CeTessie HacTPOVKH

Radio 2.4 My

Radio 5Ty

BHewnve cepaycel  Cuctema

Cratyc
MAC-agpec
Pesxum
Kawan

LLmpuHa kaHana, My

Cratyc
MAC-agpec
Pexum
Kawan

WnpuHa kaxana, My

Briowero

IEEE 802.11big/n

1(2412 M)

20

Brniouero

|EEE 802.11a/n/ac/ax

44 (5220 MT'y)

20

PaavounHTepencol ToUkn JOCTyNa MOryT HAXOAUTLCA B ABYX COCTOAHUAX: «BK/IHOYEHO» 1 «BbIK/TIOYEHO».
Crartyc Kaxoro u3 paguonHTepdencos oTpaxaeTcs B O4HOUMEHHOM napameTpe «CraTyc».

CraTtyc Radio 3aBvcHT OT TOrO, €CTb /1M Ha JaHHOM paanovHTepdelice BK/IOYEHHbIE BUPTYasibHblE TOUKM
pnoctyna (VAP). B cnyyae, ecnin Ha pagmonHTepdieiice numeetcs xoTs 6bl ogHa aktuBHas VAP, Radio 6yaet
HaxoamuTbCs B cTatyce «Bk/1oyeHo», nHaye — «BbIKNIoYeHOo».

B 3aBucumocTu oT cTtaTyca Radio ans MoHUTOprHra gocTynHa credyowas nHopmaums:

«BbIK/1HOYEHOY»:

e Cmamyc — COCTOsIHUe paguovHTepdeiica;
e MAC-adpec — MAC-agpec pagnovnHtepdeiica;
e Pexum — pexum paboTbl pagmonHTepdeiica cornacHo ctaHgaptam IEEE 802.11.

«Bk/1HOYEHOY:

e Cmamyc — COCTOsIHUe paguovHTepdeiica;

MAC-adpec — MAC-agpec pagnovHTepdelica;

Pexum — pexum paboTbl pagnonHTepdelica cornacHo ctaHgaptam IEEE 802.11;

KaHasn — Homep 6ecnpoBOAHOrO KaHasa, Ha KOTOpoM paboTaeT paanonHTepdelic;

LupuHa kaHana, MMy — wmprHa Noaockl YHacToT KaHaa, Ha KOTOpPOM paboTaeT paanonHTepdeiic.
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PykoBoacTBOo no akcnnyartauun WEP-3L

5.4.7 TMoameHto «MHtopmaumnsa 06 ycTpoincTee»

B noameHio «MHcpopmayusa 06 ycTpoiicTBe» 0TOOpaKeHbl OCHOBHbIE xapaktepuctmkn WEP-3L.

eLTeEX WEeP-3L

MOHUTOPUHI Radio VAP CeTeBble HACTPOWKK BHeLUH1E CepBuChI Cuctema u~ BbIXOA,

Wi-Fi KNueHTbI W3penve WEP-3L
AnnapaTHas Bepcua 1v1
CTaTtucTuka no Tpacuky
3asoackoit MAC-aapec EC:B1:E0:2B:DE:30
CkaHupoBaHue apupa
CepuitHblin HOMep WP4C000081

JKypHan coGbiTui

Bepcua MO
CeTeBasa MHOpMALMA Pe3sepsHas Bepcua MO
NHGopMaLMA o Bepcua 3arpysunka
paauoutTeppeicax CHCTeMHoe Bpema  15.04.2025 10:49:28
WHpopmauus ob ycTpoiictse > Bpema paboTbl 0 aH, 00:03:57
3arpy3ka Liry 7%
Wcnonb3yemasa namaTb @ 92 M6aiT / 121 MBaiT

i O6HOBUTL

e /I30e/1ue — HaMMeHOBaHe MOAEeNN YCTPOCTBa,;

e AnnapammHasi Bepcusi — Bepcusl annaparHoro obecneyeHnst yCTponcTea;

e 3asodckoli MAC-adpec — MAC-agpec WAN-uHTepcpeiica yCTpoIiCcTBa, yCTaHOB/IEHHbIV 3aBOA0M-
N3roToBUTENEM,;

e CepuliHbili HOMEP — CEPUIHbIA HOMEP YCTPOICTBA, YCTAHOB/IEHHbIV 3aBOAOM-U3rOTOBUTENEM;

e Bepcusi IO — Bepcus NporpammMHOro obecneyeHns ycTpoicTBa;

e Pe3zepsHas sepcusd O — npepblaywian yctaHoBsieHHasn sepcus MNo;

» Bepcus 3a2py34yuka — Bepcusi NporpamMmMHoro obecneyeHns 3arpysuvka ycTponcTsa;

e CucmeMHoe BpeMs — TeKyLle BpeMA 1 Aarta, yCTaHOB/IEHHbIE B CUCTEME;

e Bpewmsi pabombi — BpeMs paboTbl C MOMEHTA NOCNEAHENO BKKOYEHUSA NN Nepe3arpy3ku yCTPONCTBa,;

e 3azpy3ska Li[1Y — cpeaHuWii NPOLEHT 3arpy3ku npoueccopa 3a nocnegHve 5 cekyHg,;

e Ycrosib3yemasi namMmsime — MPOLEHT NCNO/Ib30BaHUSA onepaTyBHON NaMsTh YCTPOICTBa.
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PykoBoacTBOo no akcnnyartauun WEP-3L

5.5 MeHio «Radio»

B meHto «Radio» nponsBoanTcs HacTpoiika pagnonHTepdencoB yCTpoicTBa.

5.5.1 MoameHto «Radio 2.4 I'u»

B noameHto «Radio 2.4 I'My» ocyLlecTBNAOTCA HACTPOIKN OCHOBHbIX NapaMeTpoB pagnonHTepdeica
yCTPOICTBa, paboTarLlero B AgvanasoHe 2.4 'y,

elTeEX  WEP-3L

MOHMTOPUHT Radio VAP CeTeBble HACTPONKH BHeLLHK1e CepBUCD Cuctema - (BbIXOA

Radio 2.4 I'Ty > Obuwue
Radio 5Ty Pexum IEEE 802.11b/g/n v
[ononHuTensHo ABTOMaTU4ECKNIA BbIDOp KaHana

OrpaH14nTb CNUCOK KaHanos

LnpuHa kaHana, My 40 v
OCHOBHOW KaHan Upper v
MowHocTb curHana, AbM 16 v

KaHanbHaa cKopocTb nepeaaym Auto v

[ONONHUTENBHO v

e Pexxum — pexum paboTbl MHTepdelica cornacHo cneayoLuum cTaHgapTam:
e [EEE 802.11n;
e |[EEE 802.11b/g;
e |EEE 802.11b/g/n.

e ABmomamuyeckul BbI60p KaHasia — Npu yCTaHOB/IEHHOM dolare To4ka 6yaeT aBTomaTnyecku
BblGMpaTbh HAaMMeEHee 3arpy>XeHHblii paguokaHan ans pabotsl Wi-Fi-uHtepdeiica. MNpu cHaTom cnare
OTKpbIBaeTCs AOCTYN A1 YCTAHOBKM CTaTMYeCcKoro paboyero kaHana;

* KaHas1 — BbIGOp KaHana nepegayv AaHHbIX;

e O2paHu4umsb CruUCOK KaHa/108 — NPV YCTaHOB/IEHHOM dhiare Touka focTyna 6yaeT Ucnosib3osBaTb
OrpaHMyeHHbIN Nosib3oBaTesieM CNUCOK KaHau10B 4J/19 paboTbl B aBTOMaTUYECKOM pexunme Bblbopa
kaHana. Ecnu dpnar Hanpotme «OrpaHnMynTb CNMCOK KAHAI0B» He YCTaHOBJ/IEH UIN B CMIUCKE
OTCYTCTBYIOT KaHaJlbl, TO TOYKa A0CTyrna 6yaeT BblbupaTb pabounii KaHan 13 Bcex AOCTYMNHbIX KaHas10B
AaHHoro gnanasoHa JactoT. KaHanb! guanasoHa 2.4 'y 1-13;

e llupuHa kaHasa, My — WwnprHa NoNoCkbl YacTOT KaHaus1a, Ha KOTOPOM paboTaeT Touka J0CTyna,
npuHumaeT 3HavyeHns 20 n 40 My,

e OCHOBHOU KaHa/1 — napameTp MOXeT ObITb U3MEHEH TOJIbKO MPuW NPOMYCKHOM CNOCOBHOCTU CTaTUYeCKN
3a/laHHOro0 kaHana, paBHoi 40 MI'y. KaHan 40 MIMy, MOXHO cuMTaTb COCTOSLMM 13 ABYX KaHasoB no 20
MI L, KOTOpble rpaHu4YaT B YaCTOTHOM 06/1acTu. 3Tn ABa kaHana 20 My Ha3bIBaOT NEPBUYHBIM 1
BTOPUYHbIM KaHas1iamu. MepBUYHbIA KaHa! NCNOJb3YEeTCH KNNEeHTaMu, KOTopble NOAAEPXMBAIOT TOSIbKO
nosiocy nponyckaHusa kaHana 20 MIru;

e Upper — nepBnYHbIM KaHasIOM 6yaeT BepxHuii kaHan 20 My, B nonoce 40 MIu;
e Lower — NepBUYHbIM KaHafioM byaeT HMxHUIA kaHan 20 MMy, B nonoce 40 MIy,.

e MowHocmb cueHana, 0bm — perynvposka MoLWHOCTH curHana nepegatyunka Wi-Fi 8 abm. MNpuHnmaet
3Ha4veHne oT 11 go 16 abwm;

e KaHa/ibHasi ckopocmb repedayu — hMKCMpoBaHHasA CKOPOCTb 6ecnpoBOAHON nepenayn AaHHbIX,
onpepensiemas cneundpmkaumnsamm ctaHaaptos IEEE 802.11.
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© B cnyuae, ecnn B cnvcke «OrpaHNunTL CIMCOK KAHAIOB» YKasaH HeA0CTYMHbIA 415 BbiGopa KaHau, To

OH OyZeT OTMeYeH cepbiM LUBETOM. [18 TOro YTobbl HOBas KOHUrypauns bbii1a NpYMeEHeHa Ha TOUKY
[0CTyna, B cnucke «OrpaHnynTb CMMCOK KaHau10B» A0J/DKHbI ObITh YKa3aHbl TOIbKO AOCTYMHbIE
(BblA€NEHHbIE CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke aocTyna elle He NPoOn3BOAMIOCH HUKAKMX HACTPOEK, MO yMon4yaHuio Ha Radio 2.4
My yctaHoBneHa «lWnpuHa kaHana» 20 MI'y, a B cnucke «OrpaHMynTb CMMCOK KaHa/10B» YKa3aHbl
KaHaubl: 1, 6, 11.
JonycTtnm, He06X0AMMO YyCTaHOBUTL napameTp «LnpnHa kaHana», paBHblin 40 MI'U. Mpy n3MeHeHnn
paHHoro napameTtpa ¢ 20 MI'y Ha 40 MIMy, npoucxoguT cneayroulee:

e N5 peakTMpoBaHNs OTKpbIiBaeTcs napameTp «OCHOBHOW KaHa», MPUHUMAIOLLIMIA 3HaYeHne no

yMoOJ14aHuto «Lower»,
e kaHan 11 B cnucke «OrpaHNyYnTb CMUCOK KaHaI0B» MEHSAET CBOM LBET C CUHEr0 Ha Cepblii.

Ecnun namenutb napameTp «LLupuHa kaHana» Ha 40 Ml 1 He yaannTb «Ccepble» KaHaslbl U3 CNUCKa, TO
NPy HaXXaTnn Ha KHOMKy «MpuMeHnTb» B Bpay3epe nosiBUTCA onbka «BeefeHHble AaHHble cogepxar
OLWKNOKUN. N3MeHeHMS He Obl/I NpUMeHeHbI». COOTBETCTBEHHO, KOH(IUIypaumst TOUKK focTyna
N3MeHeHa He 6yaeT. DTO NPOUCXOAMT MO MPUYMHE TOrO, YTO KaHaslbl, Bble/IeHHbIe CepbIM LBETOM B
cnucke «OrpaHNYnTb CNMCOK KaHas1oB» He NOAXOAAT nof onpegesieHne «OCHOBHOW kaHa» = Lower.

B pasgene «[JononHUTEIbHO» OCYLLECTBNAETCA HACTPOKa AOMOSTHUTENbHBLIX NapaMeTpoB paanonHTepdelica
yCTpOCTBa.

LONONHUTENBLHO v
OBSS Coexistence
KopoTkuit 3auTHBIH MHTEPBAN

STBC

Mepuog oTnpaeku cnyxebHbiX COOBLEHNH, MC 100
Mopor dparmeHTauum 2346
Mopor RTS 2347

Arperayua

Kopotkaa npeambyna

LWewnep Broadcast/Multicast, nax/c

Legacy Rate Sets Rate (Mbps) 54 48 36 24 18 12 11 9 6 55 2 1

Supported

Basic
Wi-Fi Multimedia (WMM)
Pennukauus ARP
Pexum pabotei DHCP Snooping replace v
OnumAa 82 dopmar CID APMAC-SSID v
Onuma 82 dopmat RID ClientMAC v
Dopmar MAC-agpeca AA:BB:.CC:DD:EE:FF v

Bknouute QoS
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OBSS Coexistence — pexvm aBTOMaTUYEeCKOrO YMEHbLUEHUS LUMPVIHBI KaHana npu 3arpy>eHHoMm
pagnoadmpe. MNMpu yctaHOBNEHHOM dh/iare pexuim BK/THOYEH;
Kopomkul 3awjumHbIli uHmepsas — NoAAepKKa YKOPOUYEHHOTO0 3aLlMTHOrO MHTepBavia. Touka gocTtyna
nepegaeT AaHHble, NCNO/b3ys 3aluTHbI nHTepBan B 400 He (BMecTo 800 HC) npu 06LLeHNM C
KIMeHTaMu, KOTopble Takke NoAAePXUBAOT KOPOTKUIA 3alMTHBIA NHTepBaUT;
STBC — meTof, NpOCTPAaHCTBEHHO-BPEMEHHOTO 6/104HOTO KOAMPOBAaHUS, HanpPaB/IeHHbI HA NOBbILIEHNE
HafeXHOCTW nepefayuv faHHbIX. [1one 4OCTYNHO, TO/IbKO eCN BbIGPaHHbIN pexum paboTbl
pagnovHTepdelica BknovaeT B cebs 802.11n. Mpm yctaHOBNEHHOM hiiare yCTpoicTBo nepegaeT oanH
NOTOK [aHHbIX Yepe3 HEeCKO/IbKO aHTeHH. Ecnn donar He ycTaHOBNEH, YCTPOMCTBO He nepefaeT O4NH 1
TOT e MOTOK AaHHbIX Yepe3 HECKOJIbKO aHTEHH,;
lMepuod omnpasku c/1yxebHbix coobweHUl — nepuog nocbinkn Beacon-thpeimoBs. ®peimbl
nepeparoTcs Ana obHapyXXeHust ToUKM fgocTyna B achmpe. MapameTp npuHnmaeT 3HavyeHus 20—2000 mc,
no ymonyaxuio — 100 mc;
lMopoe ¢hpazmeHmayuu — nopor oparmeHTaumm goperima B 6aitax. MNpuH1MMaeT 3HavyeHns 256—2346,
no ymonyaxuio — 2346;
Mopoe RTS — ykasbiBaeT uncno 6alit, yepes KoTopoe nocblaeTcsa 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHVE [aHHOTr0 3HAUYEHWSA MOXET Y/ly4ylunTb paboTy TOUKM A0CTyNa npyu 60/1bLLIOM
KO/INYeCTBe NOAKMHOUYEHHbIX K/IMEHTOB, O4HAKO 3TO YMeHbLUaeT 06LLYH NPOMYyCKHY CNOCOOHOCTb
6ecnpoBofHoii ceTu. MpuHMMaeT 3HaveHns 0—2347, no ymonyaHuno — 2347,
Aepezayusi — BktoveHne nogaepxkm AMPDU/AMSDU;
Kopomkasi npeambysia — ncnosib3oBaHe KOPOTKON npeamby bl NakeTa;
Llledinep Broadcast/Multicast, nak/c — npn ycTaHOBNIEHHOM do/iare BbINOIHAETCA orpaHmyeHme
nepefaun LWMPOKOBeLLaTe/IbHOro/MyibTUKAcTOBOro Tpadmka no 6ecnpoBogHoli ceTu. Jiumnt ans
LUMPOKOBELLLATE/ILHOTO TPaghmka MOXHO yKa3aTb B NOSBUBLLEMCSA OKHe (nak/c);
Legacy Rate Sets — nogaepXxvBaemble 1 TPAHCMPYyEMble TOUKOIM A0CTyNna Habopbl KaHA/IbHbIX
cKopocTei;
Wi-Fi Multimedia (WMM) — BkntoueHmne nogaepxkn WMM (Wi-Fi Multimedia);
Pennukayusi ARP — mexaHn3M KoHBepTupoBaHusa ARP-3anpocoB u3 Broadcast B Unicast;
Pexum pabomsl DHCP Snooping — Bbi6op nonntunkn o6pabotkm DHCP onuun 82. locTynHble 3HaYeHNs
Ana Bolbopa:
e jgnore — obpaboTka onuun 82 oTkNoUeHa. 3HaYeHne No YyMOYaHWIo,
* remove — To4Ka AOCTyna yganseTt 3HayeHve onuum 82;
* replace — Touyka focCTyna NOACTaBASET WK 3aMeHseT 3HadeHne onuun 82. Mpu BbIGope faHHOro
3HaYeHnA ONA pefakTMpPOBaHUA OTKPbIBAOTCA Creaylowme napaMmeTpsbl:
e Onyus 82 gpopmam CID — 3ameHa 3HaueHuns napameTpa CID, MOXeT npuHnMaTh 3Ha4YeHUS:
e APMAC-SSID — 3ameHa 3HauyeHusa napametpa CID Ha <MAC-agpec Touku goctyna>-
<nmsa SSID>. 3HaueHne Mo YMOTHaHUI;
e SSID — 3ameHa 3HauyeHus napameTpa Ha umsa SSID, K KOTOPOMY MOAKNHOYUEH KITNEHT;
e custom — 3amMeHa 3HayeHus napametpa CID Ha 3HayeHVe, yka3aHHOe B
napametpe «Onuusa 82 yHukasibHbIin CID»:

e Onyus 82 yHUKa/ibHbIl CID — Nnpon3Bo/ibHasa cTpoka 4o 52 CMMBOJIOB, KOTOpas
oyzet nepepasatbcs B CID. Ecnu 3HayeHre napameTpa He 3a4aHo, Touka
6ynet nsmeHaTb CID Ha 3HaveHne no ymondanuo — APMAC-SSID.

e Onyus 82 gpopmam RID — 3ameHa 3HayeHus napameTtpa RID, MoxeT npyHumMaThb
crnefyrouime 3HavyeHus:

e ClientMAC — n3meHaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro yCTponcTBa.
3HayeHune Nno ymos4yaHuio;

e APMAC — n3meHATb cogepxmnmoe RID Ha MAC-agpec Toukun goctyna;

e APdomain — nameHaTb cogepxmmoe RID Ha JOMEH, B KOTOPOM HaxoAmMTCs Touka
[ocTyna;

e custom — n3MeHATb cogepxmmoe RID Ha 3HaueHune, ykazaHHOe B napameTtpe «Onuns
82 yHukasibHbI RID»:

e Onyus 82 yHUKa/ibHbIl RID — npon3BosibHasa cTpoka o 63 cMMBOJIOB, KOTOpas
6ynet nepegasartbes B RID. Ecnn 3HaueHne napameTpa He 3afaHo, Touka
6yaet nameHsaTb RID Ha 3HaueHne no ymonyanuto — ClientMAC.
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e ®opmam MAC-adpeca — BblbOp pasgenuTeneli oktetoB MAC-agpeca, KOTopblil nepegaeTcs
8 CID n RID:
e AA:BB:CC:DD:EE.FF — B KauecTBe pasfenMtens BbiCTynaeT 3HaK ABOETOUUSA.
3HayeHune no yMos4aHuio;
e AA-BB-CC-DD-EE-FF — B KauecTBe pa3feniTesia BbICTyNaeT 3HaK TUpe.
e Bkrodumbs QoS — npu yCcTaHOB/IEHHOM dhnare AOCTyMNHa HacTpoiKa yHKLUMIA o6ecrneyeHns KavecTsa

o6cnyxusanua (Quality of Service). laHHbI (hyHKLMOHAN NO3BOISET NEPEONpeAeUTb NapaMeTpsbl
EDCA. Mo ymonuyaHuto QoS Bcerga BK/IOYEH.

[N HACTPOIiKM o6ecneyeHnst KauecTBa 06C/TYXXMBAHNUA AOCTYNHbI CeaytoLme hyHKLU:

AP EDCA Parameters

Ouyepeae AIFS cwMin cwMax TXOP Limit
Data 3 (®oH) 1 193

023
Data 2 (Best Effort) a 1

3
Data 1 (Bugeo) 1 7 5
Data 0 (Tonoc) 1 5 v e v 17
3 7 4
Station EDCA Parameters

Ouepeas AIFS cwMin cwMax TXOP Limit

Data 3 (QoH) 7 15

Data 2 (Best Effort)

Data 1 (Buaeo)

Data 0 (fonoc) 5 3 . 7 v 17

e AP EDCA parameters — Ta6/mua HacTpoek napaMmeTpoB TOUKM AocTyna (Tpadvk nepegaeTcsi OT TOUKM
[0CTYNa K K/IMEHTY):

e Oyepedb — NnpefonpeaeneHHble ouepenn 4/1s pas/IMyHoOro poga Tpacdwvka:

e Data 3 (®0H) — HU3KONPMOPUTETHAS OUYepe/b, BbICOKAsi MPONYCKHasi CNoCO6HOCTb
(npuoputeTsbl 802.1p: cs1, cs2);

* Data 2 (Best Effort) — cpeiHenproputeTHas ouepefpb, CPeAHss NPornyckHas Cnoco6HOCTb U
3agepxka. B gaHHyto ovepepb oTrnpasisieTcs 60/1bLUMHCTBO TPAANLMOHHbIX |P-AaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

e Data 1 (Budeo) — BbICOKONPUOPUTETHAS OUepe/lb, MUHUMasIbHbIE 3aAepXKKU. B gaHHO
oyepeam aBTOMaTMyeCckn obpabaTbiBalOTCA BUAEOAAHHbIE, YYBCTBUTEIbHbIE K BPEMEHN
(npuoputeTsbl 802.1p: cs4, cs5);

e Data 0 (F'o/10c) — BbICOKOMPUOPUTETHAS oYepeb, MUHUMa/IbHbIE 3a[1ePXKN. B AaHHOI
oyepeam aBTOMaTMyeCckn obpabaTbiBalOTCA AaHHbIe, HyBCTBUTE/IbHbIE K BDEMEHM, TaKMe Kak
VolIP, notokoBoe Buaeo (npuoputeTbl 802.1p: cs6, cs7).

AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpemsi oxuaaHus kaapos (chpeiimoB)
OaHHbIX, U3MepseTcsa B coTax, NpUHUMaeT 3HadeHna 1-255;

e cWMin — Havyas/IbHOE 3HaYeHVe BPEMEHW OXMAaHUA nepes NOBTOPHOW OTNPaBKon kaapa,
3afaeTcs B MUANUCEKYHAAX, NpuHMMaeT 3HadveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HadeHne cwMin He MOXeT npeBbIWwaTsL 3HavyeHne cwMay;

e cwMax — MmakcumasibHOe 3HaYeHne BpeMeHn OXnaaHus nepes noBTOPHOM OTNpaBKoK Kaapa,
3ajaeTcs B MUANUCEKYHAAX, NpuHMMaeT 3HadveHdna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HayeHme cwMax AOoMKHO 6bITb 60/bLUE 3HAaYeHMS cwMin;

e TXOP Limit — napameTp UCNOb3yeTCA TO/IbKO ANA AaHHbIX, NepefaBaeMbiX OT CTaHUMU K/IMEHTa
[10 TOYKM focTyna. Bo3MOXHOCTb nepefayun — UHTepBasl BPEMEHW, B MUIIMCEKYHAAX, Koraa
knneHtckaa WME-cTaHUMs MMeeT npasa MHULMMPOBATh Nnepesady AaHHbIX Mo 6ecnpoBOHOM
cpefe K Touke A0CTyna, MakcumMasibHoe 3HayeHne 65535 munnucekyHa,

e Station EDCA parameters — Tabnuua HacTpPOeK napameTpoB CTaHUMK KnveHTa (Tpaduk nepeaaercs ot
CTaHUUW K/IMeHTa A0 ToYKM AocTyna). OnvcaHve noneii Tabnmubl NpUBeAEHO BbilLe.
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,ﬂ.ﬂﬂ BCTYMJ/ieHNAa B CUny HOBOA K0ch|/|rypau,v||/| N 3aHECEHNA HAaCTPOEK B IHEPIroHE3aBUCUMYIO NaMATb
HaXXMNUTE KHOIMKY «rlpVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXMUTE KHOMKY «OTMeHa».

5.5.2

MogmeHto «Radio 5 Mu»

B noameHto «Radio 5 'y, » oCyLLeCcTBASATCA HACTPOWKM OCHOBHbIX NapameTpoB pagnonHTepderica
YCTPOCTBa, paboTatowero B guanasoHe 5 'y,

c(TEX  WEP-3L

MOHWTOpHHI Radio VAP CeTeBble HaCTPOMKU BHeLUHHE CEepBuUCHI Cuctema u-~ BbIXOA,

Radio 2.4 Ty Obuwwue
Radio 5 'y > Pexum |EEE 802.11a/n/ac/ax v
[lononHUTENbHO ABTOMAaTUYECKUil BLIOOP KaHana
OrpaHUymUTL CNUCOK KaHanoB
u
[ 44 (5210 — 5250 M) |

WnpunHa kaHana, My 40 v
OCHOBHOM KaHan Upper v
MowHocTb curHana, A6m 19 v

KaHanbHaa CkopoCcTb nepegayn Auto v

[ ONonHUTENBHO v

Pexxum — pexum paboTbl MHTepdieiica coracHo ctaHgapTam:

o |[EEE 802.11ax;

e |EEE 802.11a/n/ac;

e |EEE 802.11a/n/ac/ax.
Asmomamudyeckull 8bI60p KaHas1a — NPy YCTaHOB/IEHHOM (piare Touka 6yaeT aBTOMaTuyecku
BblOMpaTb HaVMeHee 3arpyXXeHHblli paguokaHan gnsa paéotel Wi-Fi nHtepdpeiica. Mpu cHaTom chnare
OTKpbIBaEeTCA JOCTYN [/1 YCTAHOBKM CTaTUYeCcKoro paboyero kaHana,
KaHan — BbIGOp kaHana nepefayv faHHbIX;
Oe2paHu4ums CrUCOK KaHas108 — Npu yCTaHOBIEHHOM (hriare Touka AocTyna 6yaeT Ucnonb3oBaTb
OrpaHnYeHHbI Nonb3oBaTesieM CNMCOK KaHau1oB /15 paboTbl B aBTOMAaTU4eCcKoM pexume Bbibopa
KaHana. Ecnv donar HanpoTtus «OrpaHNYmTL CMUCOK KAHa0B» HE YCTAHOB/IEH WU/IA B CMUCKE
OTCYTCTBYIOT KaHaJs1bl, TO TOUYKa focTyna 6yaeT BbloupaTb pabounii kaHasl U3 Bcex AOCTYMNHbIX KaHa10B
[aHHOro ananasoHa yactoT. KaHasbl gnanasoHa 5 My 36—-64, 132-144, 149-165;
LupuHa kaHasa, MMy — wmnprHa NoaoCkbl YHacTOT KaHasia, Ha KOTOPOM paboTaeT To4Ka A0CTyna,
npuHuMaeT 3HadeHns 20, 40 n 80 MI'y;
OCHOBHOUI kKaHa/1 — napaMeTp MOXET ObITb M3MEHEH TOJIbKO NPW NPONYCKHOM CNOCOBHOCTN CTaTUYeCKu
3alaHHOro kaHana, pasHoli 40 MI'y,. Kanan 40 MI'y, MOXHO cuMTaTb COCTOSALWMM U3 ABYX KaHanoB no 20
MT U, KOTOpble rpaHuyaT B YaCcTOTHOM o6nacTu. ATn ABa kaHasia 20 MMy, Ha3bIBaOT NEPBUYHBIM U
BTOPWYHbIM KaHanamu. MepBuYHbIA KaHas UCNOJb3yeTCs KNMeHTaMu, KOTopble NoAAepPXUBatOT TObKO
nosnocy nponyckaHus kaHana 20 Mru;

e Upper — nepBu4YHbIM KaHasioM BygeT BepxHuii kaHan 20 MI'y, B nosioce 40 MIy;

e Lower — nepBUYHbIM KaHas1OM ByaeT HWxHUIA kaHan 20 MI'y, B nonoce 40 MIy,
MowHocmeb cuzHasna, 0bm — perynvposka MOLWHOCTY curHana nepepatuvka Wi-Fi B gbm. NpuHumaet
3HayeHune ot 11 go 19 gbwm;
KaHasibHasi ckopocmsb nepedayu — (PUKCUpPOBaHHasi CKOPOCTb 6ecnpoBOAHON Nepeaayn gaHHbIX,
onpepensemas cneuudpukaumamm ctaHgaptos IEEE 802.11.
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© B cnyuae, ecnn B cnvcke «OrpaHNunTL CIMCOK KAHAIOB» YKasaH HeA0CTYMHbIA 415 BbiGopa KaHau, To

OH OyZeT OTMeYeH cepbiM LUBETOM. [18 TOro YTobbl HOBas KOHUrypauns bbii1a NpYMeEHeHa Ha TOUKY
[0CTyna, B cnucke «OrpaHnynTb CMMCOK KaHau10B» A0J/DKHbI ObITh YKa3aHbl TOIbKO AOCTYMHbIE
(BblA€NEHHbIE CUHUM LIBETOM) KaHaslbl.
Mpumep. Ha Touke goctyna elle He NPON3BOAMIOCH HUKAKNX HACTPOEK, MO YMon4YaHuio Ha Radio 5
My yctaHoBneHa «lWnpuHa kaHana» 20 MI'y, a B cnucke «OrpaHMynTb CMMCOK KaHa/10B» YKa3aHbl
KaHaubl: 36, 40, 44, 48.
JonycTtnm, He06X0AMMO YyCTaHOBUTL napameTp «LnpnHa kaHana», paBHblin 40 MI'U. Mpy n3MeHeHnn
paHHoro napameTtpa ¢ 20 MI'y Ha 40 MIMy, npoucxoguT cneayroulee:

e N5 peakTMpoBaHNs OTKpbIiBaeTcs napameTp «OCHOBHOW KaHa», MPUHUMAIOLLIMIA 3HaYeHne no

ymonuaHuto «Upper»,
e KaHasbl 36 1 44 B cnncke «OrpaHnunTb CNNCOK KaHaI0B» MEHSIIOT CBOW LIBET C CMHErO Ha Cepblii.

Ecnun namenutb napameTp «LLupuHa kaHana» Ha 40 Ml 1 He yaannTb «Ccepble» KaHaslbl U3 CNUCKa, TO
NPy HaXXaTnn Ha KHOMKy «MpuMeHnTb» B Bpay3epe nosiBUTCA onbka «BeefeHHble AaHHble cogepxar
OLWKNOKUN. N3MeHeHMS He Obl/I NpUMeHeHbI». COOTBETCTBEHHO, KOH(IUIypaumst TOUKK focTyna
N3MeHeHa He 6yaeT. DTO NPOUCXOAMT MO MPUYMHE TOrO, YTO KaHaslbl, Bble/IeHHbIe CepbIM LBETOM B
cnucke «OrpaHnYnTb CNMCOK KaHas10B» He NOAXOAAT nog onpegesieHne «OCHOBHOW kaHan» = Upper.

B pasgene «[JononHUTEIbHO» OCYLLECTBNAETCA HACTPOKa AOMOSTHUTENbHBLIX NapaMeTpoB paanonHTepdelica
yCTpOCTBa.

[JONONHUTENBLHO v

OBSS Coexistence
Moaagepxka DFS BknioyeHo v
KopoTkuit 3aLUMTHBIW MHTEPBAn

STBC

Mepwog oTnpasku cny:xebHbIX COOBLEHNH, MC 100
Mopor dparmeHTauum 2346
Mopor RTS 2347

Arperayus

Kopotkaa npeambyna

LWe#nep Broadcast/Multicast, nax/c

Legacy Rate Sets Rate (Mbps) 54 48 36 24 18 12 9 6
Supported
Basic

Wi-Fi Multimedia (WMM)

Pennukauus ARP

Pexum pabotel DHCP Snooping replace v
Onuwa 82 dopmar CID APMAC-SSID v

Onuma 82 dopmart RID ClientMAC v

®opmar MAC-agpeca AA:BB:CC:DD:EE:FF v

Bkniounte QoS

+ MpuMeHuTs X OTmeHa
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OBSS Coexistence — pexvm aBTOMaTUYEeCKOrO YMEHbLUEHUS LUMPVIHBI KaHana npu 3arpy>eHHoMm
pagnoadmpe. MNMpu yctaHOBNEHHOM dh/iare pexuim BK/THOYEH;
lModdepxxka DFS — mexaHn3m grmHamMn4yeckoro Bblbopa 4acToTbl. TpebyeT oT 6eCnpoBOAHbIX YCTPONCTB
CKaHMpoBaTb pagmnoadoup v n3beraTb UCMNOSIb30BaHNA KaHa10B, COBMaZaloLwmnx ¢ KaHaiamm, Ha KOTopbIX
paboTalT pagnonokaLoHHble cuctemMsl B 5 L, Anana3oHe:
* Bbik/1l04eHO — MexaHun3M BbikoveH. DFS-kaHasbl He [OCTYNHbI AN1S BbI6opa;
* BK/Il04EHO — MeXaHU3M BKJ/THOYEH,;
e [IpuHyoume/ibHO — MexaHu3m BblkNoveH. DFS-kaHanbl 4OCTYMNHbI 4719 BblGopa.
Kopomkul 3awjumHbIli uHmepsass — NoAAePXKKa YKOPOUYEHHOTO0 3aLlMTHOrO MHTepBavia. Touka gocTtyna
nepegaeT fAaHHble, NCNO/b3ys 3aluTHbI nHTepBan B 400 He (BMecTo 800 HC) npu 06LLeHNM C
KIMeHTaMu, KOTopble Takke NoAAEePXMBAOT KOPOTKUIA 3alMTHBIA NHTepBaUT,
STBC — meTof, NpOCTPAaHCTBEHHO-BPEMEHHOTO 6/I04HOTO KOAMPOBAaHUS, HanpPaB/IeHHbI HA NOBbILIEHNE
HafeXHOCTW nepefayuv faHHbIX. [lone 4OCTYNHO, TO/IbKO eCN BbIGPaHHbIN pexum paboTbl
pagnovHTepdelica BknovaeT B cebs 802.11n. Mpm yctaHOBNEHHOM hiiare yCTpoicTBO nepegaeT oanH
NOTOK [aHHbIX Yepe3 HEeCKO/IbKO aHTeHH. Ecnn donar He ycTaHOBNEH, YCTPOWCTBO He nepefaeT O4NH 1
TOT e MOTOK AaHHbIX Yepe3 HECKOJIbKO aHTEHH,;
lMepuod omnpasku c/yebHbiXx coobweHUl — nepuog nocbinkn Beacon-thpeimos. ®peimbl
nepeparoTcs Ana o6HapyXXeHUs TOUKM AocTyna B achmpe, npuHuMaeT 3HadveHnsa 20—-2000 mc, no
ymonyanuio — 100 mc;
lNopoa chpaemeHmayuu — nopor oparmeHTaummn ppeinma B 6aritax. MNprHumaeT 3HayeHnsa 256-2346,
no ymonyaxuio — 2346;
MMopoe RTS — ykasbiBaeT uncno 6aliT, yepes KoTopoe nocbliaeTcsa 3anpoc Ha nepegady (Request to
Send). YMeHbLUEHVE [aHHOT0 3HAUYEHWSA MOXET Y/IyulunTb paboTy TOUKM A0CTyNa npyu 60/1bLIOM
KO/INYecTBe NOAKMNHOUYEHHbIX KIMEHTOB, O4HAKO 3TO YMeHbLUaeT 06LLYyH NPOMYyCKHY CNOCOOHOCTb
6ecnpoBofHoi ceTu. MpruHumaeT 3HayeHnsa 0—2347, no ymonyaHuo — 2347;
Aepezayusi — BktoveHne nogaepxkm AMPDU/AMSDU;
Kopomkasi npeambysia — ncnosb3oBaHe KOPOTKON npeamby bl NakeTa;
Llledinep Broadcast/Multicast, nak/c — npn ycTaHOBIEHHOM do/iare BbINOJIHAETCA orpaHmyeHme
nepegauu LWMpoKoBeLlaTeIbHOro/MynbTUKacTOBOro Tpaduka no 6ecnpoBOfHON CETU. YKaXKUTE NUMUT
ANS LUMPOKOBELLATENBHOMO Tpadhmka B NOsiBUBLUEMCSI OKHe (Nak/c);
Legacy Rate Sets — nogaepXxvBaemble 1 TPAHCNMPYyEMble TOUKONM A0CTyNa Habopbl KaHA/IbHbIX
cKopocTei;
Wi-Fi Multimedia (WMM) — BkntoueHmne nogaepxkn WMM (Wi-Fi Multimedia);
Pennukayusi ARP — mexaHn3M KoHBepTupoBaHusa ARP-3anpocoB u3 Broadcast B Unicast;
Pexum pabomsl DHCP Snooping — Bbl6op nonutukn obpabdotkn DHCP onunu 82. locTynHble 3HAaYeHUA
Ana Bolbopa:
e jgnore — obpaboTka onuuun 82 oTk/IoYeHa. 3Ha4YeHre No YMOJTHaHWIO;
* remove — To4Ka AOCTyna yganseTt 3HayeHve onuun 82;
* replace — Touyka foCTyna NOACTaBASET WK 3aMeHseT 3HadeHne onuun 82. Mpu BbIGope faHHOro
3HaYeHnA ONA pefakTMpPOoBaHUA OTKPbIBAOTCA Crefylowme napaMmeTpsbl:
e Onyus 82 gpopmam CID — 3ameHa 3HaueHns napameTpa CID, MOXeT npuHnMaTh 3Ha4YeHUS:
o APMAC-SSID — 3ameHa 3Ha4veHus napameTtpa CID Ha <MAC-agpec Toukn goctyna>-
<nmsA SSID>. 3HaueHne Mo YMOSTHaHUI;
e SSID — 3aMeHa 3Ha4veHunsa napameTpa Ha ums SSID, k KoTopoMy NOAKNIOYEH K/TUEHT;
e custom — 3amMeHa 3HayeHus napametpa CID Ha 3HayeHVe, yka3aHHOe B
napametpe «Onuusa 82 yHukasibHbIin CID»:

e Onyus 82 yHukasbHbIlU CID — npon3BosibHasA CTpoKa 40 52 CMMBOJIOB, KOTOpas
oyaet nepegasatbcs B CID. Ecnu 3HayeHre napameTpa He 3a4aHo, Touka
6ynet nsmeHaTb CID Ha 3HaveHne no ymonyaHuo — APMAC-SSID.

e Onyus 82 gpopmam RID — 3ameHa 3HavyeHua napametpa RID, moxeT npuHnumartb
crnefyoue 3Ha4yeHus:
e ClientMAC — n3meHaTb cogepxmmoe RID Ha MAC-agpec KNMEHTCKOro yCTponcTBa.
3HayeHune Nno ymos4yaHuio;
e APMAC — n3meHATb cogepxmnmoe RID Ha MAC-agpec Toukun goctyna;
e APdomain — nameHaTb cogepxmmoe RID Ha JOMEH, B KOTOPOM HaxoAmMTCs Touka
[ocTyna;

38



PykoBoacTBOo no akcnnyartauun WEP-3L

e custom — n3MeHATb cogepxmmoe RID Ha 3HaueHune, ykazaHHOe B napameTtpe «Onuns
82 yHukasibHbI RID»:

e Onyus 82 yHUKa/ibHbIlU RID — npon3BosibHasa cTpoka o 63 cMMBOJIOB, KOTOpas
6ynet nepegasartbes B RID. Ecnn 3HaueHne napameTpa He 3afaHo, Touka
6yaet nameHsaTb RID Ha 3HaueHne no ymonyaHuto — ClientMAC.

e ®opmam MAC-adpeca — BblbOp pasgenuTeneli oktetoB MAC-agpeca, KOTopblil nepegaeTcs
8 CID n RID:
e AA:BB:CC:DD:EE.FF — B KayecTBe pasfenMtens BbiCTynaeT 3HaK ABOETOUUSA.
3HayeHune Nno ymMos4aHuio;
e AA-BB-CC-DD-EE-FF — B KauecTBe pa3feniMTesia BbICTyNaeT 3HaK TUpe.
e Bkrodumbs Q0S — npu yCTaHOB/IEHHOM dhnare AOCTyMNHa HacTPoiKa yHKLUMIA o6ecrneyeHns KavecTsa

o6cnyxusanua (Quality of Service). laHHbI (hyHKLMOHAN NO3BOISET NEPEONpeAeUTL NapaMeTpsbl
EDCA. Mo ymonuyaHuto QoS Bcerga BK/IOYEH.

[N HACTPOIiKM o6ecneyeHnst KauecTBa 06C/TyXXMBAHWUA AOCTYMHbI CeaytoLme hyHKLUN:

AF

e AP EDCA parameters — Ta6/mua HacTpoek napaMeTpoB TOUKM AocTyna (Tpadvk nepeaeTcsi OT TOUKM
[0CTYNa K K/IMEHTY):

e Oyepedb — NnpefonpeaeneHHble ouepean 418 pas/IMyHoOro poga Tpacduka:

e Data 3 (®0OH) — HMU3KONPMOPUTETHAS OUYepe/b, BbICOKAsi MPONYCKHasi CNoCO6HOCTb
(npnoputeTsbl 802.1p: cs1, cs2);

e Data 2 (Best Effort) — cpeiHenproputeTHasi ouepefpb, CPeAHss NPornyckHas CnoCo6HOCTb U
3agepxka. B gaHHyto ovepepb oTnpasiseTcs 60/1bLUNHCTBO TPAANLMOHHbIX |P-AaHHbIX
(npuoputeTsbl 802.1p: cs0, cs3);

e Data 1 (Budeo) — BbICOKONPUOPUTETHAS OUepe/lb, MHUMAasIbHbIE 3aAepPXKU. B aaHHO
oyepeam aBTOMaTMYeCK/ 06pabaTbiBalOTCA BUAEOAAHHbIE, YYBCTBUTEIbHbIE K BPEMEHN
(npuoputeTbl 802.1p: cs4, cs5);

e Data 0 (F'os10c) — BbICOKOMPUOPUTETHAS oYepeb, MUHUMa/IbHbIE 3a[1ePXKN. B AaHHOI
oyepeam aBTOMaTMyeckn obpabaTbiBalOTCA AaHHbIe, HyBCTBUTE/IbHbIE K BDEMEHM, TaKMe Kak
VolIP, notokoBoe Buaeo (npuoputeTbl 802.1p: cs6, cs7).

AIFS — Arbitration Inter-Frame Spacing, onpeaensiet Bpemsi oxuaaHus kaapos (chpeiimoB)

OaHHbIX, U3MepseTcsa B coTax, MpUHUMaeT 3HadeHnsa 1-255;

e cWMin — Havyas/IbHOE 3HaYeHVe BPEMEHW OXMAaHUA nepes NOBTOPHOW OTNPaBKon kaapa,
3ajaeTcs B MUANUCEKYHAAX, NpuHMMaeT 3HadveHdna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HaudeHne cwMin He MOXeT npeBbIWwaTs 3HavyeHe cwMax;

e cwMax — MmakcumasibHOe 3Ha4YeHne BpeMeHn OXnaaHus nepes noBTOPHOM OTNpaBKoK Kaapa,
3afaeTcs B MUANUCEKYHAAX, NpuHMMaeT 3HadveHna 1, 3,7, 15, 31, 63, 127, 255, 511, 1023.
3HauveHne cwMax AOoMKHO 6bITb 60/bLUE 3HAaYeHMS cwMin;

e TXOP Limit — napameTp UCNONb3yeTCA TO/IbKO ANA AaHHbIX, NnepefaBaeMbiX OT CTaHUMU KIMeHTa
[10 TOYKM focTyna. Bo3MOXHOCTb nepefayun — UHTepBasl BPEMEHU, B MUIIMCEKYHAAX, Koraa
knneHtckaa WME-cTaHUMs MMeeT npasa MHULMMPOBaTh nepesady AaHHbIX Mo 6ecnpoBoO4HOM
cpefe K Touke A0CTyna, MakcumMasibHoe 3HadeHne 65535 munnucekyHa,
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» Station EDCA parameters — Tabnvua HaCTPOEK NapameTpoB CTaHUMK KnveHTa (Tpaduk nepegaetcs oT
CTaHUMW KIMeHTa A0 TOYKM focTyna). OnucaHve nosei Tabnuubl NpMBEAEHO BbILLE.

,ﬂ.flﬂ BCTYMJ/ieHNA B CUNy HOBOA KOHCbI/IpraLIII/II/I N 3aHECEHUNA HACTPOEK B IHEPIroHE3aBUCUMYIO NaMATb
HaXXMNUTE KHOIMKY «rlpVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXMUTE KHOMKY «OTMeHa».

5.5.3 MoameHo «[oNnoNHUTEbHO»

B nogmeHto «lono/IHUTENTbHO» OCYLLECTB/IAETCS HACTPOIiKa AONO/THATE/IbHLIX NapamMeTpoB

pagnovHTepgelicoB yCcTpolicTaa.

eLTeX

MOHUTOPUHT Radio VAP

WEP-3L

CeTeBble HAaCTPOWKN BHELUHWE CEPBUCH! Cucrema

Radio 2.4 Ty [JononHuTensbHO

Radio 5 Iy CrpaHa Poccus

rmoBanbHan uonayma O

[lononHUTEnNbHO >

v [ Pas6nokupoeare

e CmpaHa — Ha3BaHve CTpaHbl, B KOTOPOI paboTaeT Touka gocTyna. [ Bbibopa CTpaHbl Hy)HO
BbICTaBUTb chnar «Pa361okMpoBaTthb». B 3aBMCMOCTY OT YKa3aHHOrO 3HaYeHWs1 Gy ayT NPUMEHEHbI
OrpaHNYeHNs K NOI0Ce YacToT U MOLLHOCTY NepeAaTyrika, KoTopble AeliCTBYIOT B aHHol cTpaHe. OT
YCTaHOB/IEHHOW CTpaHbl 3aBUCUT CMIUCOK AOCTYMHbIX YACTOTHbIX KAHA/IOB, YTO B/INSET HA
aBTOMAaTMYECKNMi1 BbIGOP KaHana B pexumMe Channel = Auto. Ecnv knveHTckoe 060pyaoBaHme
JMLEH3VPOBAHO /151 UCMO/b30BaHNSA B PYroM PerMoHe, BO3MOXHO, YCTAHOBUTb CBSI3b C TOUKO

[OCTyna B TaKOM C/lyyae He yaacTcs.

€@ HacTtpoiika nokasibHbIX (PervoHasbHbIX) OrpaHUUeHNiA, BKIoYas paboTy Ha paspeLleHHbIX YaCTOTHbIX
KaHasiax 1 BbIXOAHOW MOLLHOCTW, IBNSIETCS OTBETCTBEHHOCTHIO NHCTa/IATOPOB.

© BLI6op HenpaBMILHOTO PerMoHa MOXeT NPUBECTU K NPo6/1eMaM COBMECTUMOCTY C Pa3HbIMY

K/TMEHTCKMMW YCTPOCTBAMM.

e [106a/1bHas u30/1ayusi — NPV YyCTaHOB/IEHHOM dpiare BK/IloYaeTCs n3onaumsa Tpaduka mexay
knveHTaMmu pasHbix VAP 1 pasHbIX paaronHTepgeincos.

[N BCTYNNEeHWs1 B CUYy HOBOI KOHCOMIypaLMmn 1 3aHECEHUSI HACTPOEK B 9HEPTOHE3ABUCKMYHO NaMSATb
HaXKMUTE KHOMKY «[pUMEHUTL». N5 OTMEHbI U3MEHEHUI HAXXMUTE KHOMKY «OTMEHa».
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PykoBoacTBOo no akcnnyartauun WEP-3L

B meHi0 «VAP» BbINO/HAETCS HAcTpolika BUPTyasibHbIX Touek goctyna Wi-Fi (VAP).

5.6.1 MNMogmeHo «CymmapHO»

B noameHto «CymmapHO» oTobpaxatoTcsi HacTpoiiku Bcex VAP Ha pagmounHTepdeicax Radio 2.4 'y, n Radio
5 Ty. MoXHO NOCMOTPETbL HACTPOIKN KaxKa0l BUPTyasibHOM ToUkM B pasgenax VAPO-VAP3.

MoHUTOPUHT Radio VAP

CeTeBele HacTpoWku

CymmapHo > 24Ty 5y

24Ty
VAP  BxnioueHo

5My
VAPO

VAP2

VAP3

Mokasate BCe

BHeluHWe cepeuce Cucrtema

Pexum
HesonacHocTu VLAN ID SSID

BeiknioueHo WEP-3L_2.4GHz

Beixniouetio WEP-3L_2.4GHz-1

BelknioueHo

WEP-3L_2.4GHz-2

Beikniouerio WEP-3L_2 4GHz-3

® Otmena

+ lMpumeruTs

TpaHcnupoBatb

SSID

Pexxum Band Wzonauus
Steer aboneHTOB

e VAPO-VAP6 — NopsiAKoBbIii HOMEP BMPTyasibHOM TOUKM AOCTYNa;

* BK/1l04eHO — Npuv YCTaHOBNIEHHOM (piare BUpTyasibHasa To4Ka A0CTyna BK/II0YEHa, MHaye — BbIK/HOYEHa;

e Pexum 6e3onacHocmu — TUN WNGPOBAHUA AaHHbIX, UICNO/b3YEeMbIl HA BUPTyaslbHOW TOUKe A0CTyna;

e VLAN ID — Homep VLAN, c KoToporo 6yaeTt cHUMaTbCcs MeTka npu nepegade tpadumka Wi-Fi knmeHTam,
NOAKNIOYEHHBIM K faHHoi VAP. Mpu npoxoxaeHun Tpadrika B 06paTHY0 CTOPOHY Ha HETErMpOBaHHbIM
Tpaduk oT KIMeHTOB 6yaeT HaBelwmBaTbest MeTka VLAN ID (npu oTkntoueHHoM pexume VLAN Trunk);

e SSID — v BupTyanbHOI 6ecnpoBOAHOl CeTy;

e TpaHcnuposamb SSID — npu ycTaHoBNEHHOM dhnare BK/OUYeHO BelaHue B achmp SSID, nHave —

BbIK/TOYEHO,

 Pexxum Band Steer — npu ycTaHOBNEHHOM chiare akTMBHO NPUOPUTETHOE MOAK/IHUEHME KIMeHTa K 5 Ty,
cet. Ans paboTbl pyHKUMK HYXHO co3faTtk VAP ¢ oanHakoBbiM SSID Ha kaxkaom pagvovHTepdelice n
aKTMBMPOBATb Ha HUX napameTp «Pexum Band Steer»;

* VI30/194usi aBOHEHMOB — NP YCTAHOB/IEHHOM p/iare BK/oUeHa M30M1AUMS Tpadmka MexXay KaMeHTamm

B Nnpeaenax ogHon VAP,

[Nsi BCTYN/IeHUSI B CU/Ty HOBOI KOHQOUIypaLun 1 3aHeCEHNsS1 HACTPOEK B 3HEPTOHE3aBUCKMYIO NaMsThb
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMEHA».
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5.6.2 MogmeHto «VAP»

MoHHTOpHHI Radio VAP CeTeebie HaCTPOWKK BHeluxmre cepsucel Cucrema U~

VAP0 | VAP1  VAP2  VAP3  VAP4  VAPS VAPG

240y OBLyMe HaCTPONKK
5My Brnioyero /]

VLAN ID /]

SSID WEP-3L_2.4GHz
Tpancnuposats SSID /]
Pexxum Band Steer @
Wsonauua aboreHTos /]
Moaaepxxa 802.11k/v /]
Pennukauyms Multicast /]
MpuopuTer DSCP v
Pexum Minimal Signal /]
MuHUManbHBIH YpoBeHs curHana, A6m -100
Mopor YpoBHA CHUIHaNa Npu poymMuHre, A5M -100
Wnrepean Minimal Signal, ¢ 10
MaKCUMAnBEHOE KOMMUECTED KIMEHTOB 0
Pexam BesonactocT BbnioueHo v
Moaaepsxa 802.11r

Pexxu OWE Transition none v

O6LMe HACTPOMKU:

 BK/1l04YE€HO — NpuW yCTaHOBIEHHOM (p1are BUpTyasibHas Touka AoCTyna BK/IYEHa, MHaye — BbIK/OYEHS;

e VLAN ID — Homep VLAN, c koTOporo 6yfet cHMMaTtbCca MmeTka npu nepepadve tpaduvka Wi-Fi kineHtam,
NOAKNIOYEHHbIM K faHHoM VAP. Mpu npoxoxaeHun Tpadvika B 06paTHYt0 CTOPOHY Ha HETErMpPOBaHHbIM
Tpaduk oT KIMeHTOB 6yaeT HaBelwmBaTbest MeTka VLAN ID (npu oTkntoueHHOM pexume VLAN Trunk);

e SSID — nmsA BUpTyasibHOI 6ecnpoBOAHOI CeTy;
e TpaHcuposamb SSID — npu ycTaHoBNEHHOM dhniare BK/l0UYeHO BelaHue B achup SSID, nHave —
BbIK/IFOYEHO;

e Pexum Band Steer — npv yCTaHOB/IEHHOM (p/iare akTMBHO NPUOPUTETHOE NOAK/IOYEHNE KneHTa K 5 Ty,

cetun. [Ansa paboTbl oyHKUMN HYXXHO co3aaTtb VAP ¢ ognHakoBbiM SSID Ha kaxaoM pagmonHTepdieince un

aKTMBMpOBaTb Ha HUX napameTp «Pexum Band Steer»;

* MI30/194usi aBoOHeHMOoB — NpPU YCTaHOB/IEHHOM ch/iare BK/KOUEHa U30/1UMs Tpadhuka Mexay KImeHTamm

B npefenax ofHoii VAP,

 [lodoepxka 802.11k/v — BkNOUNTb Nogaepxkky ctaHaapTos 802.11k/v Ha BUPTya/ibHO TOUKe AOCTYNa;

* Pennukayusi Multicast — npu yctaHoBneHHom hnare Multicast Tpadomk B CTOPOHY KNMeHTOB byaeT

npeobpasoBbiBaTbCA B Unicast 40 KaXA0ro KNMeHTa, Npy OTKNKYEHHOM NPOXoAuTL 6€3 MoanduKauunii;

e [Mpuopumem — BbIGOP cnocoba npropuTUsauun. OnpeaensieT nose, Ha OCHOBAHUM KOTOPOTo TpadvK,

nepegawLmincsa B pagmonHtTepgeiic, byget pacnpenenstobcsa no ovepeasm WMM:
e DSCP — bypet aHanusuposartbcs npuoputeT u3 nona DSCP 3aronoska IP-nakeTa;
e 802.1p — 6yneT aHanm3npoBaTtbcst NnpuopuTeT 13 nosisi CoS (Class of Service) TermpoBaHHbIX
naxkeTos.
e Pexxum Minimal Signal — npn yctaHoBNeHHOM donare PyHKLMA OTKAOYEHNs KnneHTckoro Wi-Fi

060pyaoBaHMs Npu HU3KOM ypoBHe curHana (Minimal Signal) BkntoueHa. [Ans paboTbl OyHKLUMOHANA

HEeo6X0AMMO HAaCTPOUTb ClieAytoLLME NapameTpbi:
» MuHUMa/IbHBI ypoBEHb Cu2Ha/Ia — YPOBEHL CUTHasIA B [BM, HUXE KOTOPOro NMPOUCXOANT
OTK/IH0UYEHME K/TMEHTCKOro 060pyA0BaHNs OT BUPTYaslbHOl CeTy;
* [Topoe ypoBHsI cueHasa rnpu poyMuHae — ypOBEHb YyBCTBUTE/IbHOCTU POYMUHTa B ABM, HUXeE

KOTOPOro NPOVCXOAUT NEPEKIIIOUEHNE KIIMEHTCKOTO 060PYA0BAHNSA HA APYTYO TOUKY AOCTyna.
MapameTp A0/MKEH ObiTb BbIlE, YeM «MUHUMAa/IbHBIU YPOBEHb CueHas1a»: ecnv «MUHUMa/IbHbIU
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YypoBeHb cuzHas1a» paBeH -75 AbM, To «[lopoe yposHs cuzHasia npu poymMuHae» LOSIHKEH ObITb
paBeH, Hanpumep, -70 abwm;

e MIHmepsan Minimal Signal — nepnog, BpeMeHu, N0 UCTEYEHNM KOTOPOro NpMHMMaeTcs peLleHne 06
OTK/IIOYEHNN KITMEHTCKOro 060pyA0BaHNst OT BUPTYyasibHOW CETW.

o MakcumasibHoe KO/IUHeCMBO K/IUEHMOB — MakCUMasibHO AONYCTUMOE YUC/I0 NOAKIYaEMbIX K
BUPTYa/IbHOW CETU K/TMEHTOB;
e Pexum 6e3onacHocmu — pexvum 6e30nacHoCTM AocTyna K 6ecrnpoBOHOW CeTU:

* BbIK/1H04EHO — He UCMOo/b30BaTh LWngpoBaHne A8 nepefadn gaHHbIX. Touka AocTynHa ans
NoAKAYeHNs Mo60oro kKnneHTa. [nsa ceteli OTKPbITOrO TMna MOXHO A0MO/THUTENbHO HACTPOUTb
«Pexum OWE Transition'». B 3ToM none Heo6xoAMMO ykasaTb UHTepdeiic ¢ TMNoM LwndpoBaHms
OWE, c KoTopbIM 6yAeT ycTaHOB/IEHA CBA3b;

e OWE (Opportunistic Wireless Encryption) — meTog, luncppoBaHusi, o6ecneudnBatoLLmii 6e30nacHOCTb
[AaHHbIX, NepefaBaeMbiX N0 HE3ALWMLLEHHON CEeTH.

Mpwn aTOM OT Nosb3oBatesieli He TpebyeTcs KakMX-TO AONONHUTE NbHbIX AENCTBUIA U BBOAA Napons
ANA nogknodeHns kK cetu. MNpu BeiGope AaHHOro pexmnma oTobpaxaeTca HepedakTnpyemoe

none «Pexum OWE Transition», yka3biBatoLLiee NHTepeiic ¢ OTKPbITbIM TUMOM LUMPOBAHMS, C
KOTOPbIM HACTPOEHAa CBA3HOCTb B TEKYLLWIA MOMEHT;

o T«Pexum OWE transition» o6ecneunsaet o6paTHyto coBmecTumocTb ¢ WiFi-knneHTamp,
Henogaepxvsatowmmy ayteHtTudpmkaunio OWE. Mpu nonbITke NOAKIOYEHNS K OTKPbLITOM CETH, rae
HacTpoeH «Pexum OWE transition», knneHT, nogaepxusatowmin OWE, nogkioumTcs K WwmdpoBaHHOWM
CeTu, HaCTPOEHHOW Ha yka3aHHOM MHTepdelice, a KNNMeHT, Henoaaepxmsawowmii OWE, nogknioumTes K
TeKyLLei OTKpPbITOM ceTn 6e3 WwudpoBaHus.

o WPA, WPA2, WPA/WPA2, WPA2/WPA3, WPA3 — cnocobbl g poBaHus, npu BbiIbope o4HOro 13
Cnoco6oB byAeT A0CTyNHa cneaytoLan HacTponka:

e Koy WPA — knod/naposib, He06XoaUMbI 419 NOAKNOYEHUS K BUPTYa/IbHOWN TOUKe
poctyna. lnnHa kntoya coctasnseT ot 8 fo 63 cumBO/IOB.

o WPA-Enterprise, WPA2-Enterprise, WPA/WPAZ2-Enterprise, WPA2/WPAS3-Enterprise, WPA3-
Enterprise — pexum LWMpoBaHMA kaHana 6ecnpoBOAHON CBA3W, NPU KOTOPOM K/IMEHT
aBTOpU3yeTCA Ha LeHTpanm3oBaHHOM RADIUS-cepBepe. /19 HACTPOWKN AAHHOTO pexunma
6e3onacHocTM TpebyeTca ykasaTtb napameTpbl RADIUS-cepBepa. Takxe TpebyeTca ykasaTb KoY
ona RADIUS-cepsepa.

Mpwu BbIGOPE OnNpeaeneHHOro pexmma 6e30nacHoCTn 6yayT AOCTYMHbI CAeayowme HacTPOKK
(cm. Huxke).
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Pesxvm GezonacHocTu WPA2/\WPA3-Enterprise v
MFP OnuuoHansHo v
PMKSA k3wmpoganue
Moanepxka 802.11r
Bpyuryto
FT-over-DS O
Kntou moBunsHoro goctyna RO root
Kntou moBuneroro goctyna R1

Waentucpukarop mobunsHoro 0
AomeHa

Bcrpeynbii MAC-apgpec

MAC- YnaneHHbIN Koy YnaneHHbIH Koy RRB RRB
Ne appec mobunbHoro goctyna RO mobunebHoro gocryna R1 knro4 RO knroy R1
+ [lo6asuts CoepyT

e MFP — 3awmta management-kaapoB (40CTynHO npu pexume 6e3onacHoctn WPA2, WPA3, WPA2/
WPA3, WPA2-Enterprise, WPA2/WPA3-Enterprise u WPA3-Enterprise, npv Bbibope Apyrux pexvmosn
6e3onacHocTM MFP nepeBogunTcsa B cOCTOsiHME OMmK/Il0HEHO, NPy BbIbope pexnmMa 6e30nacHoCTU
WPA3, WPA3-Enterprise, MFP nepeBoautcsi B COCTOSIHUE BK/1lO4Y€EHO):

e OmMK/I04YeHOo — 3almTa management-kaZ|poB OTK/THOYEHS;

e OnyuoHasIbHO — 3aWmTa paboTaeT, ecnv KIMeHT nogaepxvsaet MFP. KnneHTbl 6€3 nogaepxku
MFP moryT nogkntoumnTbcs K gaHHon VAP,

e Bk/1t04eHO — 3alUuTa BK/IIOYEH], KIMEHThI, He nogaepxunsaroiime MFP, nogkiounTbLCsa He MOryT.

* PMKSA kawuposaHue — donar ynpasnseT BKIUYEHNEM K3LLMPOoBaHNA NHopMauumn o NoLKIUYEHUN
Enterprise-knueHTa. Mpun BKIOYEHUM AaHHOWN (PYHKLMM TOUKa AOCTyNa 3anoMUHaeT K/IMEeHTCKOe
YCTPOWCTBO Nocsie agTopm3auunn Ha 12 yacos 1 He TpebyeT NOBTOPHOI ayTeHTUdmKaumm Ha RADIUS-
cepBsepe npu NoAK/II0YEHNN B TEYEHWE 3TOr0 BpeMeHU. BkoueHne AaHHOW (DYHKLMKN CoKpallaeT Bpems
pOyMUHra npu BO3BpaLLleHnn KnneHTa Ha Touky B pexume WPA Enterprise. HacTpoiika foCTyrnHa TO/IbKO
npu pexumax 6esonacHocTu Enterprise;

e 802.17r — dpyHKUMOHaA/T BLICTPOrO POYMUHIa, paboTaeT TO/IbKO C KNIMEHTaMu, KOTOpble NOAAEePXMBatOT
ctaHgapT IEEE 802.11r. PoymuHr 802.11r BO3MOXEH TONbKO Mexay VAP ¢ pexumom 6e3onacHoCTU
WPAZ2 1 Bblwe:

e [Toddepxka 802.11r — BKIOUNTb NOAAEPXKKY cTaHAapTa 802.11r Ha BUPTyaUsibHOWM TOUKe [OCTYNa;
e Bpy4Hyr0 — Npy yCTaHOB/IEHHOM dhiare nosiBNsSieTCA BO3MOXHOCTb PYYHON HACTPOWKN
napameTpoB POYMUHIa,;
e FT-over-DS — BkntoyeHne pexmma «Over the DS»;
e K/1to4 Mo6us1IbHO20 docmyra RO — yHUKaNbHbIA KoY ansa gaHHon VAP, Hanpumep, CepuiiHbli
HoMep;
* Koy mo6usibHo2o docmyna R1 — MAC-aapec VAP (MOXHO NOCMOTPETL B BbIBO/E KOMaH/bl
ifconfig);
e /ldeHmughukamop Mobu/ibHO20 GOMeHa — HOMEP TPyNMbl, B paMkax KOTOPOi MOXET ObITb
coBepLueH poyMuHr. NpuHumMaeT 3HadyeHnsa ot 0 go 65535;
e BcmpeyHbili MAC-adpec:
e MAC-adpec — MAC-agpec VAP-nHTepderica BCTpeUHOol ToUKN focTyna.
MakcumasibHOe KonmyecTso — 256;
e YO0asieHHbIl K/1t04 MObU/IbHO20 docmyrna RO — yHUKa/IbHBIA KoY, [O/MKEH coBrnajaTb
¢ «Kntou mobunsHoro goctyna RO» Ha VAP BcTpeyHon T/[;
* YO0asieHHbIl K/1to4 MobusibHo20 docmyna RT — MAC-agpec VAP Ha BcTpeuHoli T/,
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* RRB k1104 RO — cnyvaiiHbii kntoy. He gomxeH cosnagatb ¢ «RRB kitoy R1», HO
06sa3aTenibHO A0/MKEH coBnagaTh ¢ «RRB kntoy R1» BcTpeyHon T/, AnnHa kioya —
16 CMMBO/IOB;

* RRB k1104 RT — cnyvaiiHbiii kntod. He gomxeH cosnagatb ¢ «RRB kitoy RO», HO
06s3aTenibHO A0/MKEH coBnagaTh ¢ «RRB kntoy RO» BcTpeuHon T/, AnunHa kioya —
16 cumBosioB.

RADIUS:

RADIUS

LomeH root

IP-agpec RADIUS cepsepa 192.168.0.1

Mopt RADIUS cepsepa 1812

®

Mapons RADIUS cepeepa | sesees

Mcnonb3osartb akkayHTUHT Yepes
RADIUS

Wcnonb3osarb Apyrue HacTpoitku Ana
aKKkayHTUHra
IP-agpec RADIUS cepsepa ans 192.168.0.1
akKkayHTuHra

Mopt RADIUS cepsepa gna 1813
aKKayHTuHra

®

Mapons RADIUS cepsepa ana = sssees
aKkayHTUHra

Mepuoguyeckan oTnpaska
aKkayHTUHra

WHTepBan OTNpasky akkayHTUHra 600

JomeH — AOMeH nosib3oBartens,
IP-adpec RADIUS-cepsepa — agpec RADIUS-cepBepa;
Mopm RADIUS-cepsepa — nopT RADIUS-cepBepa, KOTopbIi CNONb3yeTcs ANAsl ayTeHTUMKaUmMm n
asTopusaunu,
lMaposb RADIUS-cepsepa — naponb ana RADIUS-cepBepa, ncnosib3yemMoro a5 ayteHtumnkauum m
asTopusaunu,
Ucnonb3osBame akkayHmuHea Yepes RADIUS — npu ycTaHOBMIEHHOM hnare 6yayT oTnpaBAsTbCS
coobueHns «Accounting» Ha RADIUS-cepsep;
Ucnonb3osBame opyaue HacmpolKu 0/151 akkayHmMuHaa:
¢ |[P-adpec RADIUS-cepsepa 0151 akkayHmuHza — agpec RADIUS-cepBepa, Ncnosb3yemoro ans
aKKayHTUHI,
e [Naposib RADIUS-cepsepa 0151 akkayHmuHza — naposib ana RADIUS-cepBepa, ncnosibayemoro ans
aKKayHTUHI,
Mopm RADIUS-cepsepa 0151 akkayHmuHaa — NopT, KOTOPbIA 6yAeT Ncnosib3oBaH ans céopa
akkayHTUHra Ha RADIUS-cepBepe;
lMepuoduyeckasi omrpaska akkayHmuHaa — BKIIOYUTb NepUuognYeckyto OTnpaskKy COOOLLEHNI
«Accounting» Ha RADIUS-cepBep. 3agatb UHTEpBas1 OTNPaBKM COOOLLEHNIA MOXHO B Nosne «/IHmepsas
omnpasku akKkayHmuHaa».
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[MopTasibHasg aBTOPU3aALUA:

Mpun pexnmax 6e3onacHocTu: BoeiktoueHo, WPA, WPA2, WPA/WPA2, WPA3, WPA2/WPA3 Ha VAP gocTynHa
HacTpolika NopTasibHOM aBTOpM3aUun.

MopTansHaa aBTopusauua

Brnrounte
HazeaHue BupTyansHoro noprana default

Anpec AnA nepeHanpaeneHua http://192.168.0.1:8080/eltex_portal/

e Bk/1l04UMb — NpW YCTAHOB/IEHHOM (o1are aBTopusauumsi nonib3oBartesneli B ceTn byaeT NpomM3BoAnTLCA
nocpeacTBOM BMPTyasibHOro noprana;

e HasgaHue Bupmya/ibHO20 ropmasia — UMsl BUPTYyasIbHOIo NopTasia, Ha KOTopbIin 6yaeT nepeHanpasieH
nosib3oBatesib NPy NOAKIOYEHUN K CETK;

e Adpec 0/15 nepeHarnpas/ieHusi — afpec BHELLIHEro BUPTyasibHOro NopTasia, Ha KOTopbli 6yaeT
nepeHanpas/ieH Nosib3oBaTe b NPU NOAKNHOYEHNUMN K CETU.

OrpaHn4YeHnsa CKOpPOCTU:

OrpaH14eHua CKOpOCTH

BrnioumTs

VAP Limit Down 0 KOuT/c
VAP Limit Up 0 KouTic
STA Limit Down 0 KouTic
STA Limit Up 0 KouT/c

e [lokazamb — aKTMBMPOBAaTbL MOJIe HACTPOEK,;

e VAP Limit Down — orpaHumyeHmne nNponycKHOM CNOCOBHOCTN B HanpaB/ieHUN OT TOYKM AOCTyna Ao
KTMEHTOB (B CyMME), NOAK/THOYEHHBIX K AaHHOW VAP, KonT/c;

e VAP Limit Up — orpaHnyeHmne NponyckHol CNoCOBHOCTY B HANpPaB/IEHUM OT K/IMEHTOB (B CyMME),
NOAKNIOYEHHbIX K AaHHol VAP, fo Toukn goctyna, Keut/c;

e STA Limit Down — orpaHu4eHne nponyckHoOl CNOCOGHOCTN B HAMpaB/IeHNM OT TOUKM A0CTyna A0
KTMEHTOB (KaXkA0ro B OTAE/NBHOCTM), MOAKMOUYEHHbIX K AaHHO VAP, K6uT/c;

e STA Limit Up — orpaHuyeHne nponyckHOW CNoCcOBHOCTU B HANPaB/IEHUN OT KIMEHTOB (KaXaoro B
OTAENBHOCTK), NOAKMOUYEHHbIX K AaHHO VAP, oo Touku gocTtyna, K6ut/c.
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KoHTpoab goctyna no MAC:

B gaHHOM nogpasaenie BbINosIHAETCS HacTpoiika cnuckoB MAC-afipecoB K/IMEHTOB, KOTOPbIM, B 3aBUCUMOCTU
OT BbIGPAHHOI MNONNTUKN AOCTYNA, Pa3peLLeHo Uy 3anpeLleHo NoAKIYaTbes K gaHHon VAP.

KoHTponb goctyna no MAC

BKNiOYeHo

ronuTtuka 3anpeTuTs v

Cnucok MAC-aapecos

6:83:C2:9!

1 66:D4

m
x

o]

2 66:D4:86:82:C1:9C v x

+ lMp1MEeHUTL X OTMeHa

e Bk/1104eHO — Npu ycTaHOB/IEHHOM (hnare 6yaeT paboTaTb BblOpaHHasA NONNTUKA OOCTYNa,;
e [Toslumuka — NosMTUKa JocTyna. Bo3mMoXHble 3Ha4YeHus:
e 3anpemums — K gaHHoi VAP 6yaeT 3anpeLieHo nogkayarbes knneHtam, MAC-agpeca KOTopbIxX
cofepxarcs B cnvicke. Bcem octanbHbIM AOCTYN OyAeT paspeLleH;
e Paspewums — K gaHHol VAP 6ygeT paspelleHo nogknivaTbCsa To/IbKo TeM knuneHtam, MAC-
aZipeca KOTOpbIX CoAepxaTcs B cnvcke. Bcem ocTanbHbIM AOCTYN ByAeT 3anpeLLeH.
e Crniucok MAC-adpecos — cnncok MAC-aipecoB K/IMEHTOB, KOTOPbIM pa3peLLeH 1N 3anpeLueH 4oCTyn K
AaHHoin VAP. MoxeT cogepxatb o 128 agpecos.

s Toro uto6bl 06aBUTb aAPEC B CMMCOK, HAXXMUTE KHOMKY n 1 B nosiBuBLLEMCS nosne BeeanTe MAC-
aapec. UTobbl yaanutb agpec U3 Cnucka, HaXKMUTE KHOMKY @ B COOTBETCTBYHOLLEN CTPOKE.
Ecnu Bo3HMKNa HE06X0AMMOCTb A06aBUTL B cnucok MAC-aapec KMeHTa, KOTOPbI B AaHHbIA MOMEHT

NOAKMKYEH K 6a3oBoi CTaHUnn, HaXKMNUTE B KOHLLE CTPOKWN KHOMKY " Bbl6epI/ITe Hy)KHbII7I agpec 13 Cnncka,
OH aBTOMaTN4eCKHA AOﬁaBV]TCﬂ B Mnorsie.

Mo ymonuaHuio B cnvcke otobpaxaetcs Ao 10 aapecos. A1 TOro YTo6bl YBUAETH MOJHbIV CMMCOK B Cyvae,
€C/IM OH cofiepXunT 6onee 10 agpecoB, HAXXMUTE KHOTKY «oka3aTb BCE».

10 EO:D9:E3:7A:BE:CO - x

MokasaTtb BCE

,ﬂ.ﬂﬂ BCTYMJ/ieHna B CUny HOBOIA KOHCbI/IpraLIII/II/I N 3aHECEHNA HACTPOEK B IHEPIroHE3aBUCUMYIO NaMATb
HaXXMNUTE KHOMKY «rlpVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXXMUTE KHOMKY «OTMeHa».
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5.7 MeHio «CeTeBble HACTPOIKN»

5.7.1 MogmeHto «CnucteMHasi KOHUrypaums»

L TEX  WEP-3L

MoHuTopuH Radio VAP CeTeBle HacTpOMKu Brewmue cepeucl Cucrema -

CucTemHas KoH(Urypaums > Vs xocta WEP-3L
[Locryn Teorpadmueckuii fomeH root
VLAN ynpaenexua Forwarding v
VLAN ID
Mpotokon Static v
Cramuecmit IP 192.168.1.10
CeTesan macka 255.255.255.0
Lnios
Mepeununeii DNS

BropuHsiii DNS

* /IMsi Xocma — CeTeBOoe UMsi YCTPOINCTBa, 3afaeTcs CTpoka 1—63 CMMBO/I0B: NaTUHCKNE 3arfiaBHbIE 1
CTPOUHble GYKBbI, LAPbI, 3HAK Aeduc «-» (Aednc He MoXeT ObITb NOC/IeAHUM CUMBOJSIOM B UMEHMW);

e [‘eoecpachuyeckuli GOMEH — AOMEH Yy3Na AepeBa YCTPONCTB CMCTEMbI ynpaBneHus EMS, B KoTopom
pacnonaraeTcs Touka 4OCTyna;

e VLAN ynpas/ieHust.

e Bbik/oyeHo — VLAN ynpaBfieHNs He UCNob3yeTcs;

e Terminating — pexwum, npu kotopoM VLAN ynpaBneHusi TepMUHMpYeTCst Ha Touke AaocTyna (B 3Tom
CNyyae y K/IMEeHTOB, NOAK/IIOYEHHbIX Yepe3 paamonHTepdeiic, HeT goctyna Ao aaHHoro VLAN;

e Forwarding — pexwum, npu kotopom VLAN ynpaBneHus nepegaeTcs Takke B paanonHTepderic
(npu cooTBeTCTBYIOLLEH HAacTpoiike VAP).

e VLAN ID — ngeHtudpmkatop VLAN, ncnonb3yemblin Ans goctyna K yCTPORCTBY, MPUHMMAET 3HaYeHus 1—
4094;

e [1Ipomoko/1 — BbIGOP NPOTOKOA, N0 KOTOPOMY ByAeT OCyLeCTBAATLCA nogkntoyeHme no Ethernet-
NMHTepdency yCTpoiCcTBa K CeTU nNpeaocTaBNeHns ycnyr nposangepa:

e DHCP — pexum paboTbl, Npu koTopom IP-agpec, macka noacetu, agpec DNS-cepsepa, Wwnto3 no
YMO/IHaHWIO 1 ApYyrne napameTpbl, Heobxoammble ansa paboTel B ceTn, 6yayT nonydeHsl ot DHCP-
cepBepa aBToMaTU4eCKy;

e Static — pexum paboTbl, Npy KoTopoM IP-agpec n Bce Heobxoanmble napameTpbl Ha WAN-
NMHTepenc Ha3HavaTCcsa cTaTudeckn. MNpu Bbibope Tuna «Static» Ana pegakTMpoBaHust CTaHyT
[OCTYNHbI criefytolme napameTpbl:

e Cmamuyeckuti IP — IP-agpec WAN-nHTepdhelica ycTpoiicTBa B CETU NpoBaliaepa;
e Cemesasi Macka — Macka BHeLUHel noaceTy;
e LlI/1103 — afipec, Ha KOTOPbI OTNpaB/IseTCca nakeT, eCnv A1 Hero He Hal4eH MapLupyT B
Tabnuue mapupyTtmaaLlmu.
e [epsuyHbili DNS, BmopuuHbili DNS — IP-agpeca DNS-cepsepoB. Ecnn agpeca DNS-cepsepoB He
Ha3Ha4valTCa aBToMaTnyeckn no npotokony DHCP, 3aagaiite nx Bpy4Hyto.

[na BCTynneHns B cUly HOBOWM KOHCOMUIypaLmmn 1 3aHECEHUSI HACTPOEK B 3HEProHe3aBUCKMYO NaMsATb
HaXXMUTE KHOMKY «MPUMEHNUTb». [1151 OTMEHbI U3MEHEHMWIA HAXXMUTE KHOMKY «OTMEeHa».
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5.7.2 MopameHio «JocTyn»

PykoBoacTBOo no akcnnyartauun WEP-3L

B noameHio «4ocTyn» NPpon3BOAMTCA HACTPOIKa AOCTyna K yCTpoincTBy nocpeactsom Web-nHtepdeiica,

Telnet, SSH, NETCONF n SNMP.

e [1n5 BKOYEHUA AOCTYNa K YCTPOICTBY Yepe3 web-uHtepdeic no npotokony HTTP yctaHoBuTe donar
Hanpotue «WEB». B nosiBUBLLEMCS! OKHE €CTb BO3MOXHOCTb NoMeHATb HTTP-nopT (no ymonuaxuto 80).
[nanas3oH JonyCTUMbIX 3HAaYeHU A NOPTOB, NMOMUMO YCTAHOB/IEHHOTO MO YMon4YaHuto, ¢ 1025 no 65535

BKNHOUYNTENBbHO.

e [1n5 BKOYEHUA AOCTYNa K YCTPOICTBY Yepe3 web-uHtepdeic no npotokony HTTPS yctaHoBute donar
Hanpotus « WEB-HTTPS». B nosiBUBLLEMCS! OKHE €CTb BO3MOXHOCTb NoMeHATb HTTPS-nopT (no
ymonuanuto 443). inanasoH JonyCTUMbIX 3HAYEHUI A NOPTOB, NOMUMO YCTAaHOB/IEHHOIO MO YMOJTHaHWIO, C

1025 no 65535 BkIIOUMTENBHO.

o MopTbl ana npotokosioB HTTP n HTTPS He Ao/mkHbI UMETb 04MHaKOBOE 3HaYeHue.

e 11 BKNOYEHMA OOCTyna K ycTpoincTBy Yepes Telnet yctaHoBuTe thnar HanpoTtus «Telnet».
e 1A BKNOYEHMA OOCTYyNa K YCTponcTBY Yepe3 SSH yctaHoBuTe thrnar Hanpotue «SSH».
e 1nqa BKNtoveHus goctyna kK yctpoinctey yepe3 NETCONF yctaHoBuTe donar Hanpotns «NETCONF».

=LTEX  WEP-3L

MoHuTOpUHI Radio VAP CeTeBble HaCTPOMKK Bhelwrue cepeuce!

CucremHas koHdMrypauua WEB
[octyn> HTTP-nopt
WEB-HTTPS

HTTPS-nopt

Telnet

SSH

NETCONF

SNMP

Maponk Ha uTeHne

Mapons Ha 3anuce

Anpec anA npuéma Tpanos v1

Anpec ana npuéma Tpanoe v2

Anpec ana npuéma coobyexuit Inform

CucTemHoe UMA ycTpoiicTea

KoHTakTHasa uHhopMaLMA Npon3soauTena
MecTononoxexue ycTpoiicTea

Mapones & Tpanax

public

private

WEP-3L

Contact

Russia

trap

MporpammHoe o6ecneyeHne WEP-3L no3BosnisieT u3amMeHsaTb KOHQUrypauuio yCTponcTsea, NpoBoAUTb
MOHUTOPWHI COCTOSAHNS 6a30BOM CTaHLUMM U €€ AaTUMKOB, a Takxke yrnpas/isaTb YCTPOWNCTBOM, UCMOJb3YSA

npotokon SNMP.
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[na nameHeHns Hactpoek SNMP yctaHosuTe donar HanpoTtus «SNMP», nocne vero ansa pegakrmpoBaHus
CTaHyT JOCTYnNHbI cnegyowme napameTpsl SNMP-areHTa:

e [1aposib Ha YMeHuUe — Naposib Ha YTEHNE NapamMeTpPoB (06LWEeNPUHATBLIN: public);

e [1aposib Ha 3anuch — NapoJib Ha 3anMcb NapamMeTpoB (06LWENPUHATBIN: private);

e Adpec 015 npuéma mparnos vl — IP-agpec nnn goMeHHoe M npuemMHmnka coobueHnii SNMPv1-trap B
thopmate HOST [COMMUNITY [PORT]];

e Adpec 015 npuéma mparos v2 — IP-agpec nam oOMeHHoe nms npuemMHuka coobuieHnin SNMPv2-trap B
thopmate HOST [COMMUNITY [PORT]];

e Adpec 07151 npuéma coobuwjeHul Inform — IP-agpec nnn OMeHHOe UMS NpUeMHMKa coobLeHuii Inform B

thopmate HOST [COMMUNITY [PORT]];

CucmemHoe umsi ycmpolicmsa — UMS YCTPOWCTBa;

KonmakmmHasi uHghopmayusi npou3sooumesiss — KOHTakTHas nHdopmMalmsa NpomM3BoANTENS YCTPOICTBA;

e MecmonosoxeHue ycmpolcmsa — NH(opMaLmnsa 0 MeCTOMOJIOXKEHNN YCTPOICTBE;

Maposb 8 mpanax — naposib, CoAepxalyuniica B Tpanax (no ymosyaHuio: trap).

Hwxe npuBefeH CnMcok 06BbEKTOB, NOAAEPXKMBAEMBIX /19 YUTEHUSA Y KOH(DUTYPMPOBaHWA NOCpeACcTBOM
npotokona SNMP:

e eltexLtd.1.127.1 — MOHMTOPUHI NapameTpoB TOYKN AOCTyNa 1 NOAKMHUYEHHbIX KIIMEHTCKUX YCTPOICTB;
e eltexLtd.1.127.3 — ynpaBneHne TOYKOI AOCTYNa;
e eltexLtd.1.127.5 — koHchurypmpoBaHme To4kun gocTyna.

eltexLtd — 1.3.6.1.4.1.35265 — ngeHtudmkatop npeanpuatns «JITEKC».
Mogpo6Hoe onncanme OID WEP-3L goctynHo no cnegytowei cebinke: Onucarve 01D Ha WEP/WOP-xL.

,ﬂ.ﬂﬂ BCTYMJ/ieHNAa B CUny HOBOA KOH(*)I/IpraLIII/II/I N 3aHECEHNA HAaCTPOEK B IHEPIroHE3aBUCUMYIO NaMATb
HaXXMNUTE KHOIMKY «rlpVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXMUTE KHOMKY «OTMeHa».
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PykoBoacTBOo no akcnnyartauun WEP-3L

5.8 MeHt0 «BHellHMe cepBUChI»

5.8.1 TMNMopgmeHto «MopTasibHas aBTopu3auunsa»

MoameHio «MopTanbHaa aBTopU3alus» NpefHasHauYeHo 47151 BK/UYEHNS U HACTPOIiku ceparica APB Ha
TOuke JocTyna.

Cepsuc APB ucnonb3yeTcs ans o6ecneyeHmnsi NopTasibHOr0 POYMUHTa KNMEHTOB MeXAy Toukamiu A0CTyna,
MOAK/UYEHHBIMU K CEPBUCY.

=LTEX  WEP-3L

MoHuTOpUHT Radio VAP CeTeBule HaCTpOikn Bhrewnue cepeucel Cucrema - (ebixon)

MopransHas aeTopuzauma > BrniounTs

Agnpec cepeuca APB ws://192.168.1.1:8090/apb/broadcast

AirTune

e Bk/11o4umb — NpKU yCTaHOB/EHHOM hare Tovka GyaeT nogxkniodarbes k cepucy APB, aapec kotoporo
yKasaH B nosie «<Agpec cepsuca APB», g1 o6ecneyeHnss nopTasibHOro POYMUHra K/IMEHTOB.

e Adpec cepsuca APB — aapec cepsuca APB anst nogaepxkn poymunHra B pexvmme noptasibHOM
aBTopu3auun. 3agaetcsa B popmaTe: «ws://<host>:<port>/apb/broadcast».

[na BCTynneHms B CUy HOBOI KOHGIUIypauum 1 3aHeCeHUss HaCTPOEK B AHEProHe3aBUCUMYO NamMsaTb
HaXKMUTE KHONKY «[MpUMeHUTb». 1151 OTMEHbI U3MEHEHWNIN HAXKMUTE KHOMKY «OTMeHa».
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5.8.2 MopgmeHto «AirTune»
MoameHto «AirTune» npegHasHa4yeHo 4715 BKIOYEHNUS U HAcCTPoWikn cepsuca AirTune Ha Touke gocTyna.

Cepsuic AirTune ncnosnb3yeTcs Ans8 onTuMmusaumm paavo-pecypcos (Radio Resource Management) u
aBTOMAaTMYeCKOl HacTpokn 6ecioBHOro poymundra 802.11 k/r.

cLTEX  WEP-3L

MoHuTOpUHT Radio VAP CeTeBule HaCTPOIKM Bhewwnue cepeucel Cuctema - BbIX0/1)

MopTantHaA aeTopu3auma Brtounts

Appec cepeuca AirTune ws://192.168.1.1:8099/apb/rrm

AirTune >

e Bk/11o4uUmMb — NPKU yCTaHOB/EHHOM (hare Touka 6yaeT nogxndarbes K cepucy AirTune, agpec
KOTOpPOro yka3aH B nosne «Agpec cepsuca AirTune», ans obecneveHms yHkumii Radio Resource
Management n/wnmn poymuHra 802.11 k/r.

e Adpec cepsuca AirTune — aapec cepsuca AirTune. 3agaeTcs B chopmare: «ws://<host>:<port>/apb/
rrmp».

[na BCTynneHns B cUly HOBOWM KOHOUIypaLmn 1 3aHECEHUSI HACTPOEK B 3HEProHe3aBUCKMYO NaMsATb
HaXXMUTE KHOMKY «MPUMEHNUTb». [119 OTMEHbI U3MEHEHMWIN HAXXMUTE KHOMKY «OTMeHay.
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5.9 MeHtw «Cucrtemar

B MeHI0 «CucTema» BbINOHAKTCA HACTPOKN CUCTEMbI, BDEMEHM, AOCTYNA K YCTPOMCTBY MO Pa3/INYHbIM
NPOTOKO/1aM, NPOM3BOANTCS CMEHA Naposist U 0GHOB/IEHME NPOrpaMMHOro ob6ecneyeHunst ycTpoiicTaa.

5.9.1 MogmeHto «O6HOBMNEHME O ycTpoicTBar

MogmeHo «O6HOoBNEeHMe MO ycTpoiicTBa» NpegHasHavyeHo Ansi 06HOBEHMS NPOrpaMMHOro obecneyeHuns
yCTpoiicTBa.

MOHWUTOPUHT Radio VAP CeTeBble HAaCTPOWKU BHeLUHWE CepBUCH! Cuctema -~ (BbIX0A)

OBHoBnexue MO ycTpoicTsa > AxTUBHaA sepcua Mo

PesepeHan sepcus MO
KoHurypauus
Akmyans+Hasa eepcus 10 docmynHa no adpecy: hitp //eltex-co.ru/support/downloads/
Mepesarpyska
®aiin 06HoBNEeHMA MO | BuiGop daiina | He BbiGpaH Hi oauH daiin

AyTEHTUDUKaALMA

JKypHan
[ara v Bpema

OtnagoyHas WH(OpMaUUA

e AkmusHasi sepcusi 10 — Bepcusi NporpammHoro obecrneyvyeHuns], yCTaHOBIEHHOTO Ha YCTPOICTBE,
paboTallas B faHHbIi MOMEHT;
* Pe3epsHas sepcusi [10 — Bepcusi nporpammHoro obecrneyveHuns], yCTaHOBIEHHOTO Ha YCTPOIMCTBE, Ha
KOTOPYI MOXHO NepeknioynTbea 6e3 3arpysku daiina Mo,
e Coeslamb akmusHOU — KHOMKa, NO3BONALWANA cAenaTb pe3epBHyto Bepcuto MO akTUBHOW, A1
3TOro noTpebyeTcs nepesarpyska ycTpornctea. AKTMBHas Bepcus MO B 3TOM C/lyvae cTaHeT
pe3epBHOW.

O6HOBNEHWE NporpaMMHOro obecnevyeHms

3arpysute haiin NO c cavita http://eltex.ru/download, Bbibpas WEP-3L B cnvcke 060pyAoBaHus, 1 coxpaHuTe
€ro Ha komnbloTepe. Nocne 3Toro HaxXmMnTe KHOMNKy «Bblbepute dhaiin» B none dadsn o6HosneHust MO n
ykaxute nyTb K dpaiiny MO B popmare .tar.gz.

[ns 3anycka npouecca 06HOBEHUSA HEOOXOAMMO HaxkaTb KHOMKY «3anycTutb 06HOBIEHUe». Npouecc
06HOB/IEHNSA 3aliMET HECKOJIbKO MUHYT (0 ero TekyLlem ctatyce 6yeT ykazaHo Ha CTpaHuLe), Noc/ie Yero
YCTPOICTBO aBTOMAaTUYECKN Nepe3arpy3nTcs.

@ He oTklovaiite nuTaHMe ycTpoiicTBa U He BLINOMHANTE ero nepesarpysky B NpoLecce 06HOBIEHUS
Nno.
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5.9.2 MoameHo «KoHurypaums»

B nogmeHto «kKoHpurypauums» BbINOSHAETCA COXPaHeHKEe 1 0OGHOBEHME TEKYLLEW KOH(UTypaLmm.

MOHHUTOPUHT Radio VAP CeTeBble HAaCTPOHKK BHelUH1e CEPBUCHI Cuctema u~ (BbIX0OA,

O6HoBneHue MO ycTpoiicTea Monyu4nTb apxus KOHMUIrypaLuu ¢ * Cravatb
yCTpoiicTsa
KoHdurypauus >
3arpy3uTb apXus KOHGUrypaumm [ BIGOp dhaiina | He BiGpar Hit opu daitn
Mepesarpy3ka Ha yCTpOACTBO

AyTEHTUDUKALMA

Sypran COpOC Ha 3aBOACKUE HACTPOIKN CoxpaHuTL NapameTpbl 40CTyNa
/MYyp

% COpoc

Nata v Bpems

OTtnagoyHan uHpopMauma

MNonyyeHne KoHdUrypaumm

UT06bl COXPaHUTb TEKYLLLYH KOH(PUIypaLmio YCTPOCTBA Ha /IOKasIbHbI KOMMbIOTEP, HAXKMUTE KHOMKY
«CKauaTb».

O6HoBNEHWEe KoHUrypaumm

[lns 3arpy3ky COXpaHeHHOro Ha I0KaJlbHOM KOMMbloTepe haina KoHUrypaumm ncnosib3yeTcs nyHKT
«3azgpy3umsb apxus KoOHghuc2ypayuu Ha ycmpolcmao». 1511 06HOBIEHUS KOHpUTypaLmMm YCTPOCTBa HXKMUTE
KHOMKY «BblGepuTe haiinx, ykakute chaiin (B hopmarte .tar.gz) n HaXXMUTE KHOMKY «3arpy3nTb daiiny.
3arpyxeHHas KOH(Urypauus npuMeHseTcs aBTomaTmyeckn 6e3 nepesarpysku yCTponcTaa.

C6poc ycTpoiicTBa Ha 3aBOACKNE HACTPOWKMU

UTobbl caenaTb COPOC BCEX HACTPOEK YCTPOCTBA Ha CTaHAAPTHbIE 3aBOACKME YCTAHOBKM, HAOKMUTE KHOMKY
«C6poc». Ecnu akTnBrpoBaH gonar «CoxpaHuTb napameTpbl 4OCTyna», To 6yAyT COXpaHeHbl Te NapaMeTpsbl
KOHChMrypawmm, KoTopble OTBEYAKOT 3a A0CTYN K YCTPOCTBY (HacTpoiika IP-agpeca, HacTpOiiku focTyna no
Telnet/SSH/SNMP/Netconf/Web).

5.9.3 MoameHto «epe3arpyska»

[lnsi nepesarpysku YCTPOoCTBa HaXKMUTE Ha KHOMKY «lepesarpyska». MNpoLecc nepesanycka ycTpoincTaa
3aHMaeT NPUMEPHO T MUHYTY.

MOHWUTOPHHI Radio VAP CeTeBble HACTPOHKN BHeLUH1E CEPBUCHI Cuctema u~ (BbIX0A,

OBHoeneHue MO ycTpoiicTea Mepesarpy3ka ycTpoiicTea i< lMepesarpyska
KoHurypaumsa
Mepe3sarpy3ka >
AyTEHTHDUKALMA
KypHan
Nara u Bpems

OTnafo4Has uHhopmMauua
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5.9.4 TMogmeHto «<AyTeHTUguKaumns»

Mpu Bxoge vepes web-nHtepdeiic agMuHUCTpaTop MMeeT NOJHbIN AOCTYN K YCTPONCTBY: YTEHUE U 3anuchb
NOObLIX HACTPOEK, NOJTHbIA MOHUTOPUHT COCTOSIHMSA YCTPOMCTBA.

© 3aBsopckan yueTHas 3anuck 4na AOCTyNa K yCTPOCTBY: orvH: admin, naposib: password.

MOHHUTOPUHT Radio VAP CeTeBble HACTPOKK BHeLUH1E CEPBUCHI Cucrema u~ (BbIXOA,

OGHoBneHue MO ycTpoicTea JlokanbHbIN naponb
KoHdpurypaums MNaponb @
Mepesarpy3ka MoaTsepxaeHne napona @

AYTEHTI Kauua 2
YTeHTUKALYA > HacTpoiiku ceccun

Kyptan Taitm-ayT 6e30efCTBUA, MUH 15

[Nara n BpeMa

+ [pUMEHUTD X OTmeHa
Otnago4yHas UHMOpMaUMA

Pasgnen «Jl1oKanbHbI Naposib» NpeaHasHaueH As1si CMeHbl 3aBOACKOro Napossi Ans yueTHoit 3anvcy admin.

e [1apo/ib — BBOJ, HOBOIO Napons;
e [TodmBepxdeHue napo/isi — NOATBEPXKAEHNE HOBOTO Naposis.

Pasnen «HacTpoiiku ceccum» npegHasHayeH 415 aBTOMaTMYecKoro BbIxoga nosib3oBarens ns web-
nHTepcpeica no TaliM-ayTy.

* TaUM—aym 6e3delicmsust — BpeMA 6e3p,el7lCTBI/IFI nosib3oBartesida B MUHYyTax, Nocsie KOToporo ceccusa
aBToMaTn4yeCKn saBepLiaeTca.

,ﬂ,ﬂﬂ BCTYMJ/ieHna B cuny HOBOIA KOHCt)I/IpraLIII/II/I N 3aHECEHNA HACTPOEK B IHEPIroHE3aBUCUMYIO NaMATb
HaXXMNTE KHOMKY «|_|pVIMeHI/ITb». ﬂ,}'lﬂ OTMEHbI U3MEHEHWIA HAXMUTE KHOMKY «OTMeHa».
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5.9.5 TMogmeHo «©KypHas»

MoameHto «XKypHan» npegHasHavyeHo 4/19 HaCTPOVKM BbIBOAA PasHOro poga oT/1af0uHbIX COOOLEeHNIA
CUCTEMbI B LieNsiX 0b6HapyXeHus NpuynH npo6sieM B paboTe yCcTpolicTBa.

MOHWUTOPKUH Radio VAP CeTeBble HaCTPOUKH BHELUHWE CEPBUCHI Cuctema - BbIXO,

OBHoenexue MO ycTpoiicTea PexXum Cepsep v haitn v
KoHdurypaums Anpec Syslog-cepeepa syslog.server
Mepesarpy3ka Mopt Syslog-cepsepa 514
AyTEHTHUKALMA Pasmep aiina, k& 1000

JKypxan >

m * Oueta
Nata u BpeMa

OTnago4Han uHpopmauyma

e Pexxum — pexum paboTbl Syslog-areHTa:
e Jloka/ibHbIl halisl — HhopMaLms XypHasia CoXpaHaeTcs B /IOKa/IbHOM oaitnie 1 AOCTynHa B
web-uHTepdelice yctpoicTBa Ha Bkiagke «MoHUTOpUHI/XKypHasn cobbITuiiy;
e Cepsep u ¢halin — nHgopmauus XypHana oTnpasBaseTca Ha yaaneHHblli Syslog-cepsep v
cOoXpaHsieTCcs B /IOKa/IbHOM chaiine.
» Adpec Syslog-cepsepa — IP-agpec nnn gomeHHoe ums Syslog-cepeepa;
e [lopm Syslog-cepsepa — NopT ANsi BXoAALMX coobLieHnli Syslog-cepepa (no ymonuyaHuto 514,
[l0NyCTUMble 3Ha4YeHuss 1-65535);
e Pasmep ¢palisa, kb — MakcumasibHbI pasvep doaiina xypHana (gonyctumble 3HaueHust 1-1000 kB).

[N BCTYNNEeHWs1 B CUY HOBOI KOHCOUIypaLmn 1 3aHECEHUSI HACTPOEK B 9HEPTOHE3ABUCKMYHO NaMATb
HaXXMUTE KHOMKY «[pUMEHNUTb». N5 OTMEHbI U3MEHEHUI HAXKMUTE KHOMKY «OTMEHa».
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5.9.6 MogmeHto «JaTa 1 Bpems»

B nogmeHto «[lata u BpeMsi» MOXHO HACTPOWUTbL BPEMS BPYUHYHO UM C MOMOLLIbIO MPOTOKO/IA CUHXPOHM3aLMK

BpemeHn (NTP).

5.9.6.1 Bpy4Hyro

MOHWTOPUHT Radio VAP

OGHoenexue MO ycTpoiicTea

KoHpurypauma

Mepesarpyska

AyTeHTUDUKaLUA

KypHan

[Nara v Bpema >

OTtnagoyHan uHpopmauyma

CeTeBble HaCTPOWKM

Pexum
[Nata v Bpemsa yCTpoiicTsa

Yacosoi noac

BKMIOYHTb NEPEXOA Ha NeTHee
Bpema

MepexoA Ha neTHee Bpema

MepexoA Ha 3uMHee Bpema

CABHr BpEMEHM (MMH.)

BHELLH1E CEepBUCH!

Cuctema

® BpyuHyto O NTP cepsep

23.04.2026 06:32:35 | # Pepaktvpogats

Mockea, Poccua

(He ebI6paHo) (He ebibpaHo)

(He 8b16paHo) (He 8bI0paHo)

60

(4e eblbparHo) B -

(He ebibparHo) B -

e [lama u speMsi ycmpolicmsa — fata n Bpems Ha YCTPOWCTBE B AaHHbIi MOMeHT. Ecnn TpebyeTtcs
KOppeKuus, HaxXMuTe KHOMKY «PefaktnpoBaTtby:
e [lama, spemMsi — 3afiaiiTe TeKyLLyo AaTy ¥ BpeMs UIn HaXXMUTe KHOMKY «Tekyllaa aata u Bpems»
[Ns ycTaHOBKM BpeMeHu MK Ha yCcTpoincTBO.
e Yacosol rosic — N03BOJISieT YCTaHOBUTb YaCcOBOW NOSIC B COOTBETCTBUM C 6vKaiiLLM ropooM B
BalleM pervioHe u3 3aaHHoro Crucka;
e Bi/1ro4uUmMb rnepexoo Ha siemdee speMsi — Npu YCTaHOBMIEHHOM chyiare nepexon Ha fieTHee/31MHee
Bpems ByAeT BbINOHATLCA aBTOMATUYECKN B 3a[iaHHblii Nepuo BpeMeEHMU:
* [lepexod Ha /lemHee BpeMsi — [eHb U BPeMs, Koraa byaeT BbINO/IHATLCA Nepexo, Ha neTHee
BpeEMS;
* [lepexod Ha 3uMHee BpeMs — OeHb 1 BpeMs, Korga 6yaeT BbINOMHATLCA Nepexo Ha 3umMHee
BpeMS;
e COBuUe BpeMeHU (MUH.) — Nepunog BPEMEHN B MUHYTaX, Ha KOTOPbI BbINOJTHIETCA CABUT BPEMEHM.
MoxeT npuHnumaTb 3HaveHue ot 0 8o 720 MuH.

[N BCTYNNEeHWs1 B CUY HOBOI KOHCOUIypaLMmn 1 3aHECEHUSI HACTPOEK B 9HEPTOHE3ABUCKMYH NaMATb
HaXKMUTE KHOMKY «[TpUMEHNUTL». N5 OTMEHbI U3MEHEHUI HAXXMUTE KHOMKY «OTMeHa».
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5.9.6.2 NTP-cepsep

MOHWUTOPHHI Radio VAP CeTeBble HaCTPOWKU BHelUH1e CEPBUCH Cuctema u~ (BbIX0A,

OBHoeneHme MO ycTpoiicTea Pexum Bpyuryio @ NTP cepsep
KoHurypaums [lata v Bpema ycTpoiicTea  23.04.2026 06:33:46
Yacosoit noac Mocksa, Poccus v
Mepe3arpy3ka
. NTP cepeep pool.ntp.org -
AyTEHTUDMKALMA

BKMIOYUTL NEPEXOA Ha NeTHee

>KypHan
Bpema

NaTa v Bpems > Mepexop Ha neTHee BpeMa (He 6516paHo) (He 6bi6paro) (He 8bi6paHo) B --
OTnagoyHas uHpopmauma Mepexoa Ha 3uMHee BpeMa (He 6bi0paHo) (He 8bI0paHo) (He ébi6paHo) B -
CABMT BPEMEHM (MMH.) 60
Agpeca AonoNHUTeNbHbIX NTP-cepeepos
1 time.google.com x

2 time.cloudflare.com x

e [lama u spemsi ycmpolicmsa — fata n BpeMsl Ha YyCTPOICTBE B AaHHbIi MOMEHT;

e NTP cepsep — IP-agpec/n0OoMeHHOe NMA cepBepa CUHXPOHU3aUMn BpemeHn. Bo3mMoxHO 3aaaTb anpec
NN BbIGpaTh N3 CYLLEeCTBYHOLLErO CrUCKa;

e Yacosol rosic — N03BOISIET YCTAHOBUTb YaCOBOM NOSIC B COOTBETCTBMM C 6MKaALLIMM rOpoAOM B
BalleMm pervoHe u3 3alaHHoro Crucka;

* Bk/1o4umsb nepexod Ha /iemHee speMsi — Npu yCTaHOBNEHHOM doiare nepexos Ha /ieTHee/3uMHee
Bpems 6yAeT BbINOMHATLCA aBTOMATMYECKN B 3aaHHblii Nepuos BpeMEHM:

* [lepexod Ha /iemHee 8peMsi — LeHb U BpeMs, Koraa 6yaeT BbINO/IHATLCA Nepexo, Ha neTHee
Bpewms;

e [lepexod Ha 3uMHee BpeMsi — AeHb 1 BpeMs, Korga oyaeT BbINONHATLCA Nepexos Ha 3uMHee
Bpewms;

e CoBue BpemeHu (MUH.) — Nepunoa, BpeMeEHN B MUHYTaXx, Ha KOTOPbI BbINOSTHSETCA CABUT BPEMEHM.
MoxeT npuH1UMaTb 3HavyeHne oT 0 Ao 720 MuH.

e Adpeca dornosiHumesibHbIx NTP-cepsepos — B Criydae Korga OCHOBHOU cepBep CUHXPOHU3aLun
BPEMEHW HeAOCTYMNeH, YCTPOMNCTBO byaeT obpalaTbCsa K 4ONOHUTENIbHBIM CEpBEPAM CUHXPOHU3aLMN
BpeMeHu. [1nsA Toro 4tobbl 406aBUTL aApec B CUCOK, HAXXMUTE KHOMKY «106aBUTb» U B NOSABMBLLEMCS
none seegute IP-agpec nav gomeHHoe umsa cepsepa. Ytobbl yaanmTtb agpec U3 Crnucka, B

COOTBETCTBYHOLLEN CTPOKE HAXKMUTE KHOMKY i

[Nsi BCTYN/IEHUSI B CU/Y HOBOI KOHQOUIypaLun 1 3aHECEHs1 HACTPOEK B 9HEPTOHE3aBUCKMYIO NaMsThb
HaXKMUTE KHOMKY «MpUMEHNTb». 151 OTMEHbI U3MEHEHWNI HAXXMUTE KHOMKY «OTMEHA».
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5.9.7 MogmeHto «OTnagovHas nHopmMauns»

MOHUTOPUHT Radio VAP CeTeBble HaCTPOMKN BHeLUHWE CEpBUCHI Cucrema - BbIX0[)

O6Hosnexue MO ycTpoiicTea ®ain 0TNafo4YHON MHMOPMALMK * Ckayatb
KoHcurypaums
Mepesarpy3ka
A’y‘T&H'WDHKaL‘HR
JKypHan
Nata v Bpema

OTnagoyHan MHopMaLus >

daiin oTnagoyHor MHdopmauum

UTo6bl NONyunTh apxuB troubleshooting.tar.gz c ycTpoiicTBa Ha NOKasIbHbIA KOMMNbIOTEP, HAXKMUTE KHOMKY
«CKavyaTb».
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6 YnpaB/ieHve yCTPOCTBOM C NOMOLLbH KOMaH/AHOW CTPOKM

© /115 oTo6paxeHNs UMEILLMXCS HACTPOEK OMpeaeneHHOro pasena KoHhUrypaLun BBeauTe KoMaHay
show-config.
[ns nonyyeHns NoAckaskn O TOM, Kakoe 3HaYeHne MOXET NMPUHMMATb TOT WK UHOM napameTp
KOHCQUIypaLmm ycTpoiicTBa, HAXXMUTE coueTaHne Knasuwl (B aHrnuiickoii packnaake) — [Shift + ?].
[na nonyyeHns cnvcka napameTpos, AOCTYMHbIX A1 pefakTMpoBaHua B AaHHOM pasjere
KOHpurypaumm, HaxmuTe knasuwy Tab.
[na coxpaHeHua HaCTpPOeK BBeAMTe KOMaHay save.
[ns nepexopa B npeAblayLwinii pasgen KoHdurypauuy BBeguTe kKomaHay — exit.
[na nepexofa B KOPHEBOW pas3fen sBeaute komaHay end.

6.1 TMoaknyeHne K yCTPOUCTBY

Mo ymonyaHuto yctpoinicteo WEP-3L HacTpoeHo Ha nonydeHve agpeca no DHCP. Ecnun aToro He nponsoLusio,
NOAKIUNTLCS K YCTPONCTBY MOXHO MO 3aBoAcKoMy IP-agpecy.

© 3asopckoii IP-agpec yctpoiictea WEP-3L: 192.168.1.10, macka nogceTu: 255.255.255.0.
MoAakntoyeHne K yCTPOMCTBY OCYLLECTBASIETCS € nomoLlblo SSH/Telnet:

ssh admin@<IP-aapec ycTpoiicTBa>, ganee BBOAMM Naposib

telnet <IP-agpec ycTpoiicTBa>, BBOAUM /OTVIH U Napo/ib
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6.2 HacTpolika ceTeBbIX NapaMeTpoB

HacTpoiika cTaTMyecKux ceTeBbiX NapamMmeTpoB TOUKU AOCTyna

WEP-3L(root):/# configure

(
WEP-3L(config):/# interface
WEP-3L(config):/interface# bro
WEP-3L(config):/interface/br0# common
WEP-3L(config):/interface/br0/commont# static-ip X.X.X.X (rge X.X.X.X — IP-agpec WEP-3L)
WEP-3L(config):/interface/br0/common# netmask X.X.X.X (rae X.X.X.X — macka nozcetn)
WEP-3L(config):/interface/br0/common# dns-server-1 X.X.X.X (rge X.X.X.X — IP-agpec dns-cepsepa Nol)
WEP-3L(config):/interface/br0/common# dns-server-2 X.X.X.X (rge X.X.X.X — IP-agpec dns-cepsepa No2)
WEP-3L(config):/interface/br0/commont# protocol static-ip (13vieHeHne pexviva pabotsl ¢ DHCP Ha Static-IP)
WEP-3L(config):/interface/br0/commont# save (CoxpaHeHne HacTpoek)

JoGaBneHue cTaTUYECKOro MapupyTta

WEP-3L(config):/interface/br0/common# exit

WEP-3L(config):/interface/br0# exit

WEP-3L(config):/interface# exit

WEP-3L(config):/# route

WEP-3L(config):/route# add default (rae default — HassaHve mapLupyTa)

WEP-3L(config):/route# default

WEP-3L(config):/route/default# destination X.X.X.X (rae X.X.X.X — IP-agpec ceTv unv y3na HazHadyeHuns, 15
MapLupyTa no ymonyaHuo — 0.0.0.0)

WEP-3L(config):/route/default# netmask X.X.X.X (rze X.X.X.X — macka ceTv HaszHavyeHus, 715 MapLipyTa rno
ymMonyaHuio — 0.0.0.0)

WEP-3L(config):/route/default# gateway X.X.X.X (rae X.X.X.X — IP-agpec Ln03a)
WEP-3L(config):/route/default# save (coxpaHeHne HacTpoek)

HacTpolika nonyyeHus ceTeBbiX NapaMeTpoB no DHCP

WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# interface

config):/interface# bro

config):/interface/br0# common
config):/interface/br0/commoni# protocol dhcp
config):/interface/br0/common# save (coxpaHeHvie HacTpoek)

—~ o~~~ —~ —

© Haunnas ¢ Bepcun MO 2.2.0 ecTb BO3MOXHOCTL 3agasaTb MTU uepes DHCP (option 26).
3HadveHvne MTU, nonyyeHHoe no DHCP, umeeT 6onbLniAi NPUOPUTET, YEM NapameTp, 3aZlaHHbIN B
KOHUrypaumu.

@ Pasmep MTU ans bridge gomkeH 6bITh He 60sblLE, 4eM HauMeHbLII pasmep MTU Ha nHTepdeiicax,
KOTOpble HaxoasaTca B 3ToMm bridge.
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HacTpoliika pasmepa MTU Ha uHTepdpelice

WEP-3L
WEP-3L

root):/# configure

config):/# interface

WEP-3L(config):/interface# bro

WEP-3L(config):/interface/br0# common

WEP-3L(config):/interface/br0/commoni# mtu X (rge X — pasmep MTU B 6aritax. Bo3MOXHble 3Ha4YeHus: 1-
1500. Mo ymonyaHuto: 1500)

WEP-3L(config):/interface/br0/common# save (coxpaHeHne HacTPOeK)

—_— e~ —~ —

6.2.1 HacTpoiika ceTeBbIX NapameTPOB C NOMOLLBI0 YTUANTLI set-management-vlan-mode

HeTerupoBaHHbIii gocTyn

[NMonyyeHne ceteBbIX HACTPOEK no DHCP:

WEP-3L(root):/# set-management-vlan-mode off protocol dhcp

CraTunyeckme HacTPONKNK:

WEP-3L(root):/# set-management-vlan-mode off protocol static-ip ip-addr X.X.X.X netmask Y.Y.Y.Y gateway
Z2.2.2.Z (rge X.X.X.X — cTatnyeckunii IP-agpec, Y.Y.Y.Y — macka nogcetn, Z.Z.Z.Z — LIJI03)

bocTtyn uepes VLAN ynpaBneHus B pexume Terminating

[MonyyeHne ceTeBbiX HACTPOeK No DHCP:

WEP-3L(root):/# set-management-vlan-mode terminating vlan-id X protocol dhcp (rze X — VLAN ID,
MCNOosIb3yeMbI N8 [OCTYNa K yCTPONCTBY. BO3MOXHbIE 3HAYEHMSA: 1-4094)

Cratmyeckmne HacTPOWKK:

WEP-3L(root):/# set-management-vlan-mode terminating vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rze X — VLAN ID, ncnosib3yemslii A5 AOCTYyNa K YyCTPONCTBY,
BO3MOXHble 3HaYeHus: 1-4094; X.X.X.X — cTaTuyeckuii IP-agpec; Y.Y.Y.Y — Macka noacetu; Z.Z.Z.Z — LJi3)

AocTtyn uepes3 VLAN ynpaBneHus B pexxume Forwarding

MonyyeHne ceTeBbix HACTPOekK no DHCP:

WEP-3L(root):/# set-management-vlan-mode forwarding vlan-id X protocol dhcp (rae X — VLAN ID,
MCNoJsb3yeMbI NS AOCTyNa K YCTPONCTBY. BO3MOXHbIE 3HAYEHMSA: 1-4094)

CraTtnyeckme HaCTPOMNKu:

WEP-3L(root):/# set-management-vlan-mode forwarding vlan-id X protocol static-ip ip-addr
X.X.X.X netmask Y.Y.Y.Y gateway Z.Z.Z.Z (rze X — VLAN ID, ncnosib3yemslii 415 AOCTYyna K YyCTPONCTBY,
BO3MOXHble 3HaYeHUs: 1-4094; X.X.X.X — cTaTmyeckuin IP-agpec; Y.Y.Y.Y — macka noacetu; Z.Z.Z.Z — WJ03)

3aBeplueHMe U COXpaHEHNE HACTPOeK

WEP-3L(root):/# save (cOxpaHeHne HaCcTPOEK)
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6.2.2 HacTtpolika yaanéHHoro ynpasneHus

HacTtpoiika SSH

WEP-3L(root):/# configure

WEP-3L(config):/# ssh

WEP-3L(config):/ssh# enable true (ynpasneHue yganéHHbIM JOCTYNoOM no SSH. nA OTKIYeHWA BBeUTe
false. 10 ymoniyaHuio: true)

WEP-3L(config):/ssh# port X (rae X — nopt SSH-cepsepa. 1o ymonyaHuio: 22)

WEP-3L(config):/sshi# session-limit X (rze X — makcumasibHoe KonnyecTso SSH-ceccuit. Mo ymonyaHuto: 5)
WEP-3L(config):/ssh# save (coxpaHeHne HacTpoek)

HacTtpoiika Telnet

WEP-3L(root):/# configure

WEP-3L(config):/# telnet

WEP-3L(config):/telnet# enable true (ynpaBneHve yganéHHbiM 4OCTYNOM Mo Telnet. NS OTKNHOYEHUS
BeeauTe false. [0 ymosiyaHuio: false)

WEP-3L(config):/telnet# port X (rae X — nopt. o ymonyaxunio: 23)

WEP-3L(config):/telnet# session-limit X (rge X — makcumvansHoe konmyecTso Telnet-ceccuid. o
YMOJTYaHUIO: 5)

WEP-3L(config):/telnet# save (coxpaHeHne HacTpoek)

HacTtpoiika SNMPv2

WEP-3L(root):/# configure

WEP-3L(config):/# snmp

WEP-3L(config):/snmp# enable true (ynpasneHve SNMP. ins oTknoveHns seegute false. o ymonyaHuio:
true)

WEP-3L(config):/snmp# rocommunity public (rae public — napons Ha uTeHne napaveTpos)
WEP-3L(config):/snmp# rwcommunity private (rze private — naposib Ha 3anvcb napaMmeTpos)
WEP-3L(config):/snmp# trapsink X.X.X.X (rae X.X.X.X — IP-agpec wiv JOMEHHOE UMS NPUEMHMKA
coo6ueHnii SNMPv1-trap B oopmaTte HOST [COMMUNITY [PORT]])

WEP-3L(config):/snmp# trap2sink X.X.X.X (rae X. X.X.X — IP-agpec nnn JOMeHHOe VMs NpUeMHuKa
coo6ueHnii SNMPv2-trap B oopmaTte HOST [COMMUNITY [PORT]])

WEP-3L(config):/snmp# informsink X.X.X.X (rae X X.X.X — IP-agpec niv JOMeHHOe NMs NpueMHuKa
coo6ueHuii Inform B dpopmare HOST [COMMUNITY [PORT]])

WEP-3L(config):/snmp# sysname WEP-3L (rge WEP-3L — cucTeMHoe uMs ycTporcTBa. 1o ymosiyaHuio:
WEP-3L)

WEP-3L(config):/snmp# syscontact Contact (rae Contact — KOHTaKTHasi Hpopmauus Npou3BoauTENS
ycTpoiicTsa. Mo ymonyaHuto: Contact)

WEP-3L(config):/snmp# syslocation Russia (r4e Russia — nHdpopMauuss 0 MeCTOMOOXEeHUN ycTpolicTsa. Mo
yMO/14aHuio: Russia)

WEP-3L(config):/snmp# trapcommunity trap (rae trap — naposib, cogepxalypniicsa B Tpanax. o ymonyaHumio:
trap)

WEP-3L(config):/snmp# save (CoxpaHeHVe HacTpoek)
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HacTtpovika SNMPv3

WEP-3L(root):/# configure

WEP-3L(config):/# snmp

WEP-3L(config):/snmp# enable true (ynpasneHve SNMP. ins oTknoveHns seegute false. Mo ymonyaHuio:
true)

WEP-3L(config):/snmp# view (onpegenset ananasoH OID'0B, OCTYMHbIX 4J/19 KOHKPETHbIX rpynmn
nosib3oBaTenein)

WEP-3L(config):/snmp/view# add inc-all

WEP-3L(config):/snmp/view# inc-all

WEP-3L(config):/snmp/view/inc-all# rule (onpegenset npasa focTyna A5 pasHbIX rpynn nosb3oBaTtesien K
onpepgesieHHbIM YyacTam MIB)

WEP-3L(config):/snmp/view/inc-all/rule# add 1

WEP-3L(config):/snmp/view/inc-all/rule# 1

WEP-3L(config):/snmp/view/inc-all/rule/1# type included (rze included — Tun gencTens. BoamoxHble
3HauyeHus: included — fo6asneHune 3agaHHoro OID, excluded — nckitoueHne 3agaHHoro OID)
WEP-3L(config):/snmp/view/inc-all/rule/1# subtree .1 (rae .1 — 3aganHbIN OID. Ecnv B rpynne B kayecTtse
read-view ncnonb3yeTcs view ¢ type =included n OID .1, TO Ha YTeHMe ByaeT goctyneH OID .1 n BCce ero
noyepHue. Ecnu type = excluded, To 6yayT gocTynHbl Bce OID'bl KpOME .1 1 ero A0HEepPHUX)
WEP-3L(config):/snmp/view/inc-all/rule/1# exit

WEP-3L(config):/snmp/view/inc-all/rule# exit

WEP-3L(config):/snmp/view/inc-all# exit

WEP-3L(config):/snmp/view# exit

WEP-3L(config):/snmp# group (3agaeT gnanasoHbl OID'0B 4/19 YTEHUS 1 3anuncu, onpegenset ypoBeHb
©6e30nacHOCTK)

WEP-3L(config):/snmp/group# add rw (rge rw — HasBaHue rpynnbl. icnonb3yeTcs Ans NpUBA3Kn
nonb3oBaTesnien K rpynne)

WEP-3L(config):/snmp/group# rw

WEP-3L(config):/snmp/group/rwi# read-view inc-all (rge inc-all — view 4715 YTeHnsa napameTpos.
Onpepgenset gnana3oH OID'0B AOCTYMHbIX 419 YTEHUS)

WEP-3L(config):/snmp/group/rw# write-view inc-all (rze inc-all — view gn5a 3anucy napameTpos.
OnpepgenseT gnanasoH OID'oB AOCTYMHbIX 419 3annucu)

WEP-3L(config):/snmp/group/rwi security-level priv (rae priv — pexxum 6e3onacHocTv. Bo3moxHbIe
3HayeHus: noauth — Hukakol 6e3onacHocTy, auth — 1cnosib3yeTca aBTopusanms 3anpocos No NMeHU
nosib30Baresisa U Naposito, priv — UCMosib3yeTcsa aBTopmsaLmsa 3anpocos No MMeHW Nosib30oBaTesis 1
naposto, a Takke LWngpoBaHme 3anpoca 1 0TBETa)

WEP-3L(config):/snmp/group/rw# auth-type MD5 (rze MD5 — meTo/ asTopu3saL . Bo3mMoXHbIe 3Ha4YeHns:
MD5, SHA. Vicnonb3yeTtcs, ecnn security-level = auth nnu priv. ECin He 3agaH, To ncrnonb3yetca MD5)
WEP-3L(config):/snmp/group/rwi priv-type DES (rze DES — meTo/, lWndpoBaHns. Bo3MOXHbIE 3HAYEHNSA:
DES, AES. Ilcnonib3yeTcs, ecnu security-level = priv. Ecnn He 3agaH, To ncnosb3yertcs DES)
WEP-3L(config):/snmp/group/rwi exit

WEP-3L(config):/snmp/group# exit

WEP-3L(config):/snmp# user (y4yeTHasn 3anvcb nosb3osaresis. MpuBsA3bIBAETCS K OnpefesieHHON rpynne u
cofepXxuT B cebe nms 1 naponu a4ns asTopusalmmn u WdpoBaHus)

WEP-3L(config):/snmp/user# add admin (rge admin — uma nonb3osatesns. icnosb3yeTcs npu agTopusaunm
3anpocoB, a TaKkke MOXeT HazHavyaTbCcsa A5 target)

WEP-3L(config):/snmp/user# admin

WEP-3L(config):/snmp/user/admin# group rw (rae rw — rpynna, B KOTOpYt0 J06aB/sieTcsa nosib3oBaresib)
WEP-3L(config):/snmp/user/admin# auth-password password (r/ze password — naposib /19 asTopusaLum.
Ecnwn y rpynnbl security-level = auth nnu priv, a auth-password He 3agaH, TO N0NIb30BaTE b HE ByAET
[OOCTYMEH)

WEP-3L(config):/snmp/user/admin# priv-password password (rze password — naposb /15 WnipoBaHns.
Ecnn y rpynnbl security-level = priv, a priv-password He 3afaH, TO No/Ib30BaTe/lb HE ByAEeT AOCTYMNEH)
WEP-3L(config):/snmp/user/admin# exit

WEP-3L(config):/snmp/user# exit

—_— e~ —~ —
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WEP-3L(config):/snmpt# target (Bbiga€T Tpanbl Ha 3a4aHHble XOCTbl. lobaBnseTcsa onuymMoHasibHO. AHanor
trapsink 1 trap2sink gs1is1 SNMPv3)

WEP-3L(config):/snmp/target# add targetl

WEP-3L(config):/snmp/targeti# targetl

WEP-3L(config):/snmp/target/target1# host X.X.X.X (rae X.X.X.X — IP-agpec xocta Ha KOTopbIi ByayT
oTnpaBNATLCA Tpanbl)

WEP-3L(config):/snmp/target/targetl# port X (rge X — HOMep nopTta Ha KOTOpbIiA ByayT OTNPaBNATLCS
Tpanbl)

WEP-3L(config):/snmp/target/target1# user admin (rge admin — nmsa Nosb30BaTesIA, KOTOPOE UCMNO/L3YeTCA
AN BblAauyun Tpanos. Ha BCTPeYHOW CTOPOHE Nosib30BaTtesib AO/HKEH ObITb HACTPOEH aHa/1I0rMyHo. Ecnun
3a4aH HeakTUBHbI NOsIb30BaTe b (Y HEr0 He 3a4aH OAVH U3 HeoOXoAUMbIX Naposielt), To target Takke
6yaeT HeaKTUBHbIM)

WEP-3L(config):/snmp/target/target1# exit

WEP-3L(config):/snmp/targeti# exit

WEP-3L(config):/snmp# snmpv3-only true (Bk/1t04eHne 3anpeta goctyna ko scem 01D no SNMPv1,
SNMPv2. Ansa oTtkitoveHus seeaute false. o ymonuaHuto: false)

WEP-3L(config):/snmp# save (CoxpaHeH/e HacTpoek)
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6.3 HacTpolika BupTyasbHbIx Touek aoctyna Wi-Fi (VAP)

Mpun HacTpolike VAP cnegyeT NOMHUTB, YTO Ha3BaHue nHTepelicos B AnanasoHe 2.4 Ty, Ha4YMHaeTCs ¢
wlan0, B ananasoHe 5Ty — wlan1.

Tabnuua 8 — KomaHgp! AN HaCTpoikn pexmma 6esonacHocT Ha VAP

Pexum 6e3onacHoCTu KomaHAa s HacTPOliKM pexrnma 6e3onacHocTu
Bes napons mode off

WPA mode WPA

WPA2 mode WPA2
WPA/WPA?2 mode WPA_WPA2
WPA3 mode WPA3
WPA2/WPA3 mode WPA2_WPA3
OWE mode OWE
WPA-Enterprise mode WPA_1X
WPAZ2-Enterprise mode WPA2_1X
WPA/WPA?2-Enterprise mode WPA_WPA2_1X
WPA2/WPA3-Enterprise mode WPA2_WPA3_1X
WPAS3-Enterprise mode WPA3_1X

Hwxe npeacTtasneHbl npumMepbl HACTPOkM VAP ¢ pa3nnyHbiMu pexnmamu 6e3onacHoctn ans Radio 5Ty,
(wlan1).
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6.3.1 HacTtpoliika VAP 6e3 wncpoBaHus

CospaHue VAP 6e3 wugpoBaHMAa ¢ Nnepnoamyveckoii oTnpaBKoii akkayHTUHra Ha RADIUS-cepBep

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# wlan1-va0

WEP-3L(config):/interface/wlan1-va0O# vap

WEP-3L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-3L_open' (n3veHeHve nveHn SSID)
WEP-3L(config):/interface/wlan1-va0/vap# ap-security
WEP-3L(config):/interface/wlan1-va0/vap/ap-security# mode off (pexxum wudposaHmns off — 6e3 napons)
WEP-3L(config):/interface/wlan1-va0/vap/ap-security# exit

WEP-3L(config):/interface/wlanl-va0/vap# radius

WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/110ueHVIe OTNPaBKy COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false)
WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrnosb3yemMoro A/151 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i /e secret — naposb g1s RADIUS-
cepBepa, UCrnosb3yeMoro A/1s1 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/it0ueHvie neproanyeckoi oTnpaskn
coobLeHui «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (1HTepBasI OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-3L(config):/interface/wlanl-va0/vap/radius# exit

WEP-3L(config):/interface/wlan1-va0/vap# exit

WEP-3L(config):/interface/wlan1-va0# common

WEP-3L(config):/interface/wlan1l-va0/common# enabled true (Bk/10HeHVE BUPTYa/IbHOM TOYKN JOCTYNA)
WEP-3L(config):/interface/wlanl-va0/common# save (CoxpaHeHve HacTpoek)

—_— e~ —~ —
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6.3.2 HacTtpoliika VAP c wndgposaHnem OWE

CospgaHue VAP ¢ wugposaHnem OWE

WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

WEP-3L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-3L_owe' (n3meHeHve nveHn SSID)
WEP-3L(config):/interface/wlan1-va0/vap# ap-security
WEP-3L(config):/interface/wlan1-va0/vap/ap-security# mode OWE (pexvmv wndgposanns OWE —
LnhpoBaHHOE coeanHEHe 6e3 BBOAA Naposis. B TakoM pexnme cMoryT NOAKIHUYNTLCSA TONIbKO K/TUEHTbI
Wi-Fi 6)

WEP-3L(config):/interface/wlan1-va0/vap/ap-security# exit

WEP-3L(config):/interface/wlanl-va0/vap# radius

WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/110ueHVIe OTNPaBKy COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false)

WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrnosb3yeMoro A/1s1 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-password secret (1 /e secret — naposib g1s RADIUS-
cepBepa, UCrnosb3yeMoro A/151 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/it0ueHvie neproanyeckol oTnpaskn
coobLeHui «Accounting» Ha RADIUS-cepsep. Mo ymonyaHuto: false)
WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-interval 600 (1HTepBas OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-3L(config):/interface/wlanl-va0/vap/radius# exit

WEP-3L(config):/interface/wlanl-va0/vap# exit

WEP-3L(config):/interface/wlan1-va0# common

WEP-3L(config):/interface/wlan1l-va0/common# enabled true (Bk/104eHVE BUPTYa/IbHOM TOYKN JOCTYNA)
WEP-3L(config):/interface/wlanl-va0/common# save (CoxpaHeHve HacTpoek)

—~ o~~~ o~ —~
_ = = =
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6.3.3 HacTtpoliika VAP c wmdgposaHnem OWE n OWE Transition Mode

© KVAPC pexnmom 6e3onacHocT OWE cmoryT nogknioumTbesa TobKO KneHTbl Wi-Fi 6. UToO6bI
OCT&J/1bHbl€ K/IMEeHTbI MMesI BO3MOXHOCTb NOAKNI0UNTLCA K Takomy VAP, Heobxoammo HacTpoutb OWE
Transition Mode. B Takom pexume knneHTbl Wi-Fi 6 6yayT nogknioveHsl B pexunme 6e3onacHocti OWE,
a BCe OCTa/1bHbIE K/IMEHTbI B OTKPLITOM PEXMME.

CospgaHune VAP c wuncpposaHnem OWE n OWE Transition Mode

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# wlan1-va0 (HacTpolika ckpbIToro VAP ¢ wndposaHem OWE. K Hemy 6yayT
HesABHO NOAK/IYaTLCA KNNeHTbl Wi-Fi 6)

WEP-3L(config):/interface/wlan1-va0O# vap

WEP-3L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-3L_owe' (n3meHeHve nveHn SSID)
WEP-3L(config):/interface/wlan1-va0/vap# hidden true (ckpbiTh VAP)
WEP-3L(config):/interface/wlan1-va0/vap# ap-security

WEP-3L(config):/interface/wlan1-va0/vap/ap-security# mode OWE (pexvm wngposanHns OWE —
LuMdhpoBaHHOE coeanHeHe 6e3 BBoAa Naposis. B Takom pexrme cMoryT nogKNHUNTbCS TOSbKO KNMEHTDI
Wi-Fi 6)

WEP-3L(config):/interface/wlan1-va0/vap/ap-security# owe-transition-interface wlanl-val (ykazaHne
OTKPbITOro VAP, K KOTOpOMY ByAeT NponcxoanTb nogkaoyeHne. KnveHTol Wi-Fi 6 6yayT HesBHO paboTath ¢
Tekywwmm VAP ¢ uincpposaHvem OWE, a npoyne kaMeHTbl 6yayT pabotartb C OTKPbITbIM VAP)

—_— e~ —~ —

WEP-3L(config):/interface/wlan1-va0/vap/ap-security# exit

WEP-3L(config):/interface/wlan1-va0/vap# exit

WEP-3L(config):/interface/wlan1-va0# common

WEP-3L(config):/interface/wlan1l-va0/common# enabled true (Bk/10HeHVE BUPTYa/IbHOM TOYKN JOCTYNA)
WEP-3L(config):/interface/wlan1-va0/common#exit

WEP-3L(config):/interface/wlan1-va0# exit

WEP-3L(config):/interface# wlanl-val (HacTporika VAP 6e3 lwugpoBaHms)
WEP-3L(config):/interface/wlanl-val# vap

WEP-3L(config):/interface/wlanl-val/vap# ssid 'SSID_WEP-3L_open' (n3veHeHve nveHn SSID)
WEP-3L(config):/interface/wlanl-val/vap# ap-security (nepexo/ B 6710k HACTPOEK pexnma 6e30MnacHoCTu

Ha VAP)

WEP-3L(config):/interface/wlanl-val/vap/ap-security# mode off (pexxum wudgposaHmns off — 6e3 napons)
WEP-3L(config):/interface/wlanl-val/vap/ap-security# owe-transition-interface wlanl-va0 (ykasaHve VAP c
pexmMmom wndpposaHma OWE, K KOTOPOMY HEABHO OyAyT NoAKMtoYeHbl KnneHTbl Wi-Fi 6, ocTasibHble
KMeHTbl 6yayT nogkntoveHsl k VAP 6e3 wndposaHus)
WEP-3L(config):/interface/wlanl-val/vap/ap-security# exit

WEP-3L(config):/interface/wlanl-val/vap# exit

WEP-3L(config):/interface/wlanl-val# common

WEP-3L(config):/interface/wlanl-val/common# enabled true (Bk/10HeHVE BUPTYa/IbHOM TOYKN LOCTYNA)
WEP-3L(config):/interface/wlanl-val/common# exit

WEP-3L(config):/interface/wlanl-val# save (coxpaHeHve HacTpoek)
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6.3.4 HacTtpoiika VAP ¢ pexumom 6e3onacHoctn WPA-Personal

CospaHue VAP c pexumom 6e3onacHocTtu WPA-Personal ¢ nepnogunyeckoil oTnpaBKoO akKKayHTUHTa
Ha Radius-cepBep

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# wlan1-va0

WEP-3L(config):/interface/wlan1-va0O# vap

WEP-3L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-3L_Wpa2' (n3veHeHne nveHn SSID)
WEP-3L(config):/interface/wlan1-va0/vap# ap-security

WEP-3L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2 (pexvmv wndposaHuns — WPA/WPA2)
WEP-3L(config):/interface/wlan1-va0/vap/ap-security# key-wpa password123 (k/1t04/Maposib, He0OX0AVMbIN
0N NOAKNIYEHNS K BUPTYaslbHOM ToUke AocTyna. [vHa kada A0/MKHa CoOCTaBASATb OT 8 A0 63
CVMBOJIOB)

WEP-3L(config):/interface/wlanl-va0/vap/ap-security# exit

WEP-3L(config):/interface/wlanl-va0/vap# radius

WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/110ueHVIe OTNPaBKy COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false)

WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrnosb3yeMoro A/151 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i /e secret — naposb g1s RADIUS-
cepBepa, UCrnosb3yemMoro A/151 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/it0ueHvie neproanyeckol oTnpaskn
coobLeHui «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (1HTepBasI OTNPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-3L(config):/interface/wlan1-va0/vap/radiust# exit

WEP-3L(config):/interface/wlan1-va0/vap# exit

WEP-3L(config):/interface/wlan1-va0# common

WEP-3L(config):/interface/wlan1l-va0/common# enabled true (Bk/10HeHVE BUPTYa/IbHOM TOYKN JOCTYNA)
WEP-3L(config):/interface/wlanl-va0/common# save (CoxpaHeHVe HacTpoek)

—_— e~ —~ —
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6.3.5 HacTtpoiika VAP c Enterprise-aBTopusauueri

CospaHue VAP ¢ pexumom 6e3onacHocTtu WPA2-Enterprise C nepuoguyeckon oTnpaBKow
aKkayHTUHra Ha RADIUS-cepBep

WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

WEP-3L(config):/interface/wlan1-va0/vap# ssid 'SSID_WEP-3L _enterprise' (n3veHeHve nveHn SSID)
WEP-3L(config):/interface/wlan1-va0/vap# ap-security
WEP-3L(config):/interface/wlan1-va0/vap/ap-security# mode WPA_WPA2_1X (pexum wngposanus — WPA/
WPA2-Enterprise)

WEP-3L(config):/interface/wlan1-va0/vap/ap-security# exit

WEP-3L(config):/interface/wlanl-va0/vap# radius

WEP-3L(config):/interface/wlanl-va0/vap/radius# domain root (r7e root — f0MeH nosib3oBaTesns)
WEP-3L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — |[P-agpec RADIUS-
cepsepa)

WEP-3L(config):/interface/wlan1-va0/vap/radius# auth-port X (rge X — nopt RADIUS-cepBepa, KOTopbIi
NCnonb3yeTca Ansa ayTeHTudukauum n astopmsaunn. Mo ymonyaHuo: 1812)
WEP-3L(config):/interface/wlan1-va0/vap/radius# auth-password secret (e secret — naposib 15 RADIUS-
cepBepa, UCnosb3yemMoro A5 ayTeHTUMKaL M1 1 aBTopusanmnn)
WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/110ueHVIe OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false)

WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCrnosb3yemMoro A/151 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i /e secret — naposib g1s RADIUS-
cepBepa, UCrnosb3yemMoro A/151 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/it0ueHvie neproanyeckol oTnpaskn
coobueHui «Accounting» Ha RADIUS-cepBep. Mo ymon4yaHuio: false)
WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (1HTepBasI OTNPaBK/ COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-3L(config):/interface/wlan1-va0/vap/radius# exit

WEP-3L(config):/interface/wlan1-va0/vap# exit

WEP-3L(config):/interface/wlan1-va0# common

WEP-3L(config):/interface/wlanl-va0/common# enabled true (Bk/10HeHVE BUPTYa/IbHOM TOYKN JOCTYNA)
WEP-3L(config):/interface/wlanl-va0/common# save (CoxpaHeHVe HacTpoek)

—~ o~~~ o~ —~
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6.3.6 HacTtpoliika VAP c noptanbHoi aBTopusaumeit

KomaHAabl AN HacTPOMKM NOPTa/IbHOI aBTOpU3aLun ¢ OTNPaBKO akkayHTUHra Ha RADIUS-cepBep

WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlan1-va0/vap# vlan-id X (rge X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlan1-va0/vap/ap-security# mode off (pexxum LwndposaHms off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

config):/interface/wlan1-va0/vap# ssid 'Portal_WEP-3L' (13veHeHne nmenn SSID)
config):/interface/wlanl-va0/vap# captive-portal
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# scenarios
WEP-3L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-3L(config):/interface/wlanl-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url http://
<IP>:<PORT>/eltex_portal/ (ykazaTb URL BUpTyasibHOro noprasna)
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# index 1
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# virtual-portal-name
default (ykasatb nmsa noptana. Mo ymonyanuio: default)
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# exit
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# apb-mac-auth true (Bk/104NTE MAC-aBTOPM3ALNIO
NnopTasibHbIX NO/b30BaTeENEN Yepes APB cepBuC (AOCTYNHO TOMbKO € SoftWLC 1.34.1 1 Bblwwe). Mo
ymoiyaHuio: false)

WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# enabled true
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# exit

WEP-3L(config):/interface/wlanl-va0/vap# radius

WEP-3L(config):/interface/wlanl-va0/vap/radius# domain root (rje root — f0MeH nosib3oBaTesns)
WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/110ueHVIe OTNPaBKy COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep. o ymonyaHuto: false)
WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepBepa, UCMNoJIb3yeMOro A1 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-password secret (i /e secret — naposib g15 RADIUS-
cepBepa, UCMNoJIb3yeMOro A1 akkayHTUHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-periodic true (Bk/it0ueHvie neproanyeckol oTnpaskn
coobLeHui «Accounting» Ha RADIUS-cepBep. Mo ymonyaHuto: false)
WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (1HTepBasI OTNPaBKY COOOLLEHNIA
«Accounting» Ha RADIUS-cepBep)

WEP-3L(config):/interface/wlanl-va0/vap/radius# exit

WEP-3L(config):/interface/wlan1-va0/vap# exit

WEP-3L(config):/interface/wlan1-va0# common

WEP-3L(config):/interface/wlanl-va0/common# enabled true (Bk/10UeHVE BUPTYa/IbLHOM TOYKM [OCTYNA)
WEP-3L(config):/interface/wlanl-va0/common# save (CoxpaHeHve HacTpoek)
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6.3.7 HacTtpolika VAP ¢ BHellHel nopTasibHOM aBTopu3aumeii

KomaHpgbl gnsa HACTPOVKU BHELLHE NopTa/sibHOI aBTOpU3aLumn

WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

config):/interface/wlan1-va0/vap# vlan-id X (rge X — VLAN-ID Ha VAP)
config):/interface/wlanl-va0/vap# ap-security

config):/interface/wlanl-va0/vap/ap-security# mode off (pexxum LwndposaHms off — 6e3 napons)
config):/interface/wlanl-va0/vap/ap-security# exit

WEP-3L(config):/interface/wlan1-va0/vap# ssid 'Portal_WEP-3L' (n3veHeHne nveHn SSID)
WEP-3L(config):/interface/wlan1-va0/vap# captive-portal
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# verification-mode external-portal (Bx/1t04eHne
NOAAEPXKN BHELLIHEN NOPTasibHON aBTOpM3aumn. Mo ymonyaHuio: portal)
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# scenarios
WEP-3L(config):/interface/wlanl-va0/vap/captive-portal/scenarios# scenario-redirect
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# redirect-url "https://
X.X.X.X/<NAS_ID>/?switch_url=<SWITCH_URL>&ap_mac=<AP_MAC>&client_mac=<CLIENT_MAC>
&wlan=<SSID>&original-url=<ORIGINAL_URL>&nas-
ip=<NAS_IP>&ap_location=<AP_LOCATION>&nas_id=<NAS_ID>" (yka3zaTb URL BHELLUHEIO BUPTYasIbHOIro
nopTtana B COOTBETCTBMM C Tabsimuein 9)
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal/scenarios/scenario-redirect# exit
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal/scenarios# exit
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# enabled true (Bk/1t0ueHVe doyHKUMOHaA captive-
portal)

WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# exit

WEP-3L(config):/interface/wlanl-va0/vap# radius

WEP-3L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — IP-agpec RADIUS-
cepBepa, UCnosib3yemoro ans asTopusalmm)

WEP-3L(config):/interface/wlanl-va0/vap/radius# auth-password secret (e secret — naposib 15 RADIUS-
cepBepa, UCnosibayemoro ans asTopusalmm)

WEP-3L(config):/interface/wlan1-va0/vap/radius# exit

WEP-3L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)
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JononHuTtenbHbie KOMaHAbI A1 HACTPOKU BHELLHel NopTanbHOW aBTOpU3auumn

WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# preauth-filter-mode acl (napaveTp,
onpeaensioumii Ha 0OCHOBaHMK Yero byaeTt hunbTpoBaTbCsa TPaUK HEaBTOPU30BAHHBLIX K/IMEHTOB.
BoamoxHble 3HavyeHus: acl, white-list. 1o ymonyaHuio: white-list)
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# http-auth false (oTk/t0UeHne aBTopU3aLmy no http.
Mo ymonyaHuio: true)

WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# ipv4-acl ipv4_list (rae ipv4_list — nmsa cnvcka
npasws ipv4-acl)

WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# url-acl url_list (rge url_list — vmvs crnvcka npasun
url-acl)

WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# filter-dns-by-acl true (Bk/1t0HeHVe huibTpaLmm
DNS-3anpocoB no npaswuiam preauth-acl. Mo ymonyanutio: false)
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# client-mac-format XX-XX-XX-XX-XX-XX (rze XX-XX-
XX-XX-XX-XX — chopmaT MAC-afipeca KNmeHTa, KOTopblii 6yaeT noAacTaBnisiTbcs BMecTo <AP_MAC> B
3anpocax Ha BHeLHNA nopTasl. BoamoxHbie 3HaueHms: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXXXXXIXXXX, XXXXXXXXXXXX. [10 YMOTUAHNHD: XXXXXXXXXXXX)
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# nas-id-format XX-XX-XX-XX-XX-XX (rze XX-XX-XX-XX-
XX-XX — popmaT MAC-agpeca TOUKM A0CTyna, KOTopbI 6yaeT noAcTaBnATbCs BMecTo <NAS_ID> B
3anpocax Ha BHeLHNA nopTasl. BoamoxHbie 3HaueHms: XX-XX-XX-XX-XX-XX, XX:XX:XX:XX:XX:XX,
XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XX:XXIXXXXIXXXX, XXXXXXXXXXXX. [10 YMOMUAHNHD: XXXXXXXXXXXX)
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# disconnect-on-reject true (napameTp, oTBevatoLLNI
3a OTK/II0YEHNe KIMeHTa nocne nosayyeHus Access-Reject. na oTkntoveHnst seeante false)
WEP-3L(config):/interface/wlan1-va0/vap/captive-portal# exit

WEP-3L(config):/interface/wlanl-va0/vap# radius

WEP-3L(config):/interface/wlanl-va0/vap/radius# use-macaddr-as-password true (nepegasats MAC-agpec
KnveHTa B kayecTBe naposs B RADIUS 3anpocax. o ymonyaHuto: false)
WEP-3L(config):/interface/wlan1-va0/vap/radius# macaddr-format XX-XX-XX-XX-XX-XX (rze XX-XX-XX-XX-XX-
XX — chopmat MAC-agpeca KneHTa, KoTopblin 6yaeTt dourypupoatb B RADIUS 3anpocax. ®yHKLUMOoHa
paboTaeT TO/IbKO Mpu YCrioBuKM use-macaddr-as-password = true. BO3MOXHble 3Ha4YeHMs: XX-XX-XX-XX-XX-
XX, XXX XX XX XX XX, XXXXXXXXXXXX, XX-XX-XX-XX-XX-XX, XXIXXXXIXXXXXX, XXXXXXXXXXXX. [10
YMOTHAHUHD: XXXXXXXXXXXX)

WEP-3L(config):/interface/wlan1-va0/vap/radius# exit

WEP-3L(config):/interface/wlan1-va0/vap# save (coxpaHeHne HacTpoek)

© /15 nonyyenns nHchopmaLm 06 anropuTMe B3aMMOECTBUSA C BHELLHUM NOPTa/IOM CM. CXeMy.
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Tabnuua 9 — Hactpoiika URL wabnioHa Ans BHeLWHe NopTasibHON aBTopm3aumm

MapameTtp

<NAS_ID>

<SWITCH_URL>

<AP_MAC>
<CLIENT_MAC>
<SSID>
<ORIGINAL_URL>
<NAS_IP>
<AP_LOCATION>

OnucaHue

NAS ID, 3agaHHbIli Ha VAP nnn B system. Ecnn He 3agaH Hu
OAIMH 13 3TMX NapameTpoB, To B kadecTBe NAS ID B RADIUS-
n HTTP(S)-nakeTax 6yaeT ucnonb3oBatbcst MAC-aapec T/

JlOMEHHOE MMsi, KOTOPOE MoKa3blBAETCS KTMEHTY Npu
nepeHanpaeneHun

MAC-agpec Toukn goctyna

MAC-agpec kiveHTa

SSID

URL, koTOpbIli U3HaYas1IbHO 3anpalumBasl KIMeHT
IP-agpec Toukun goctyna

AP-location Touku goctyna
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6.3.8 HacTtpoliika gononHutensHoro RADIUS-cepsepa Ha VAP

© [anHbiit hyHKUMOHa AOCTYNEH TONbKO A4J/19 PEXMMOB NOPTasibHON 1 Enterprise-aBTopmsaymm.

KomaHgbl ans HacTpoliku gonosiHuTenibHOro RADIUS-cepBepa Ha VAP

WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# interface

config):/interface# wlan1-va0

config):/interface/wlan1-va0O# vap

WEP-3L(config):/interface/wlan1-va0/vap# radius (HacTpolika ocHOoBHOro RADIUS-cepBepa)
WEP-3L(config):/interface/wlan1-va0/vap/radius# backup (HacTporika gononHuTesisHoro RADIUS-cepeepa)
WEP-3L(config):/interface/wlanl-va0/vap/radius/backup# add <IP-agpec gononHutenbHoro RADIUS-
cepBepa B KOHchurypauumn> (cosgaHune pasgesna KoHdurypawumm aononHntTensHoro RADIUS-cepBepa.
MakcmMmasibHOE KO/IMYECTBO: 4)

WEP-3L(config):/interface/wlanl-va0/vap/radius/backup# X.X.X.X (rge X.X.X.X — IP-agpec fono/IHATEIbHOro
RADIUS-cepBepa B KOHaurypaumm)

WEP-3L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-address X.X.X.X (rge X.X.X.X — |P-agpec
RADIUS-cepBepa)

WEP-3L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# auth-port X (rae X — nopt RADIUS-cepBepa,
KOTOPbI CNOMb3yeTcsa ANa ayTeHTMdIMKaUmMm 1 aBTopusaunn. Mo ymonyaHumio: 1812)
WEP-3L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# auth-password secret (i /e secret — naposib
Anst RADIUS-cepBepa, UCMnosib3yemMoro Ans ayteHTudunkaumm n asTopusaumm)
WEP-3L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-address X.X.X.X (rge X.X.X.X — IP-agpec
RADIUS-cepBepa, NCNo/b3yeMOoro A5 akkayHTUHra)
WEP-3L(config):/interface/wlan1-va0/vap/radius/backup/X.X.X.X# acct-port X (rze X — nopt RADIUS-cepBepa,
KOTOPbI/ MCMNOMb3yeTcs AN akkayHTUHra. Mo ymonyaHuio: 1813)
WEP-3L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# acct-password secret (1 /e secret — naposib
Anst RADIUS-cepBepa, UCMnosib3yemMoro A5 akkayHTUHra)
WEP-3L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# order 1 (re order — npuvoputet RADIUS-
cepBepa. Ecnv npuoputeT He 6bl yKa3aH SIBHO, TO CYMTAETCS, UTO OH paBeH 0. B aTom cnyyae
o4yepenHOCTb BbiGOpa cepBepa byaeT COOTBETCTBOBATb NOPSAKY A06aBneHns RADIUS-cepBepa B
KOHdourypaumio)

WEP-3L(config):/interface/wlanl-va0/vap/radius/backup/X.X.X.X# save (coxpaHeHVe HacTpoek)

—~ o~~~ o~ —~
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6.3.9 HacTtpolika noBTopHbIX 3anpocos Ha RADIUS-cepsep

KomaHab! o151 HACTPOIKU NOBTOPHbIX 3anpocoB Ha RADIUS-cepBep

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# wlan1-va0

WEP-3L(config):/interface/wlan1-va0O# vap

WEP-3L(config):/interface/wlanl-va0/vap# radius

WEP-3L(config):/interface/wlan1-va0/vap/radius# auth-retry-count X (rae X — Konim4ecTBo OTrpaB/eHHbIX
3anpocoB Access-Request RADIUS-cepBepy, ecnn RADIUS-cepBep He oTBeyaeT. BO3MOXHble 3HaYeHus: 0-
32000. Ecnn napameTp paBeH 0, TO 6yaeT oTnpaB/ieH oanH Access-Request. M0 ymMon4aHuio: 4)
WEP-3L(config):/interface/wlanl-va0/vap/radius# auth-retry-timeout X (rge X — tarim-ayT oxmngaHuis oteerta
oT RADIUS-cepBepa B CekyHAax nepeg noBTOPHONM OTNpaBKoi 3anpoca Access-Request. BO3MOXHble
3HayeHus: 0-32000. Mo ymonyaHuto: 2)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-retry-count X (rae X — KOnM4ecTBO OTNpPaB/IeHHbIX
nakeToB Accounting-Request (Start), ecsin RADIUS-cepBep He oTBeyaeT. Bo3aMoXxHble 3HavyeHus: 0-32000.
Ecnu napameTp paBeH 0, To 6yfeT oTnpassieH oguH Accounting-Request (Start). o ymoniyaHuio: 4)
WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-retry-timeout X (rge X — taim-ayT oxmngaHus otTseta
oT RADIUS-cepBepa B CekyHAax nepez NoBTOPHON OTNpaBKoi nakeToB Accounting-Request (Start).
Bo3moxHble 3HavyeHns: 0-32000. 1o ymon4aHuto: 2)

WEP-3L(config):/interface/wlanl-va0/vap/radius# save (coxpaHeHVe HacTpoek)

6.3.10 [JononHutencHble HacTpoiku VAP

HazHaueHue VLAN-ID Ha VAP

WEP-3L(config):/interface/wlan1-va0/vap# vlan-id X (rge X — Homep VLAN-ID Ha VAP)

Ha3HauyeHue VLAN-Group Ha VAP

WEP-3L(config):/interface/wlan1-va0/vap# vlan-group X,Y-Z (rge X,Y-Z — Homepa VLAN-ID, KOTOpble MOXHO
Ha3HaunTb Ha VAP. BO3MOXHble 3HavYeHus: 1-4094. Ecnn HacTpoeH napameTp vlan-group, TO 6yaet
nUrHopmpoBsartbcs napameTp vlan-id)

BkntoueHue pexvma Band Steer

WEP-3L(config):/interface/wlanl-va0/vap# band-steer-mode true (Bx/t0ueHve pexmva Band Steer. [1715
oTkA4YeHnsa eeeaute false)

BkntoyeHue VLAN trunk Ha VAP

WEP-3L(config):/interface/wlan1-va0/vap# vlan-trunk true (BxitoueHvie VLAN Trunk Ha VAP. [Ins oTk/I04eHns
Beegute false)
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BkntoyeHue General VLAN Ha VAP

WEP-3L(config):/interface/wlan1-va0/vap# general-vlan-mode true (Bx/1t0ueHve General VLAN Ha SSID. [ns
oTk/o4YeHna BeeguTe false)
WEP-3L(config):/interface/wlan1-va0/vap# general-vlan-id X (rge X — Homep General VLAN)

Bbi6op cnoco6a npuoputusayumn

WEP-3L(config):/interface/wlan1-va0/vap# priority-by-dscp false (aHas13 npuoputeta ns nonsa CoS (Class of
Service) TErMPOBaHHbIX MAKeTOB. 3HAYEHME MO YMOYaHWIO: true. B 3TOM cnyyae aHanm3npyeTcs
npuopuTeT 13 nons DSCP 3aronoska IP-nakeTa)

BknioyeHue pexxuma MFP (802.11W)

WEP-3L(config):/interface/wlanl-va0/vap# mfp required (Bk/1l0UnTh 3Ty management-kaapoB
(hbpelimoB). required — TpebyeTca nogaepxka MFP oT kneHTa, kiMeHTbl 6e3 MFP He cmoryT
noaxkntunTeCA. capable — coBmecTmo ¢ MFP, knneHThl 6e3 nogaepkm MFP MoryT nogxnounteca. Ans
oTKNoYeHnsa seeaute off)

BknoueHue Ucnonb3oBaHua TLS npu aBTopM3auumn

WEP-3L(config):/interface/wlanl-va0/vap/radiust tls-enable true (vcriosibzoBaTe TLS npu asTopusaumn. s
oTkA4YeHnsa seeaute false)

BknoueHue CKpbITOro SSID

WEP-3L(config):/interface/wlan1-va0/vap# hidden true (BxtoueHve ckpbiToro SSID. 115 OTKH0YEeHNS
BeeauTe false)

BKNtoueHne U3onAaumn KIMeHToB Ha VAP

WEP-3L(config):/interface/wlan1-va0/vap# station-isolation true (Bx/1t0ueHne nzonaumm Tpadurka mexay
KNneHTamu B npeaenax ogHon VAP. ina oTknoueHnsi BeeauTe false)

OrpaHuyeHne KoNnyecTBa K/IMeHTOB Ha VAP

WEP-3L(config):/interface/wlan1-va0/vap# sta-limit X (rge X — makcrumasibHO J0MnyCTUMOe YMCI0
NOAKIYaEMbIX K BUPTYa/IbHON CETU KTIMEHTOB)

BkntoueHue 3awmTbl oT ARP Spoofing

WEP-3L(config):/interface/wlan1-va0/vap# arp-inspection true (Bk/1t04eHne nNpoBepkn Tpadurka Ha nogmMeHy
IP-agpeca nctouHuka B ARP-nakeTax. [1nsa otknoveHns seeauTe false. Mo ymonyaHuio: false)
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Ha3HaueHue ACL Ha VAP

WEP-3L(config):/interface/wlan1-va0/vap# uplink-ipv4-acl X (rae X — vmvs ACL-nucTa, KoTopbIn Byaet
npuMeHeH Ha VAP)

Bk/loueHue pensinkauum MysibTUKacToBoro Tpacduka Ha VAP

WEP-3L(config):/interface/wlan1-va0/vap# wmf-bss-enable true (Bk/1l0ueHVIe pennnkaumm MybTUKACTOBOIO
Tpadomka Ha VAP. [ina oTknoveHns seeauTe false)

BkntoyeHue Minimal Signal u Roaming Signal

WEP-3L(config):/interface/wlan1-va0/vap# check-signal-enable true (Bx/il0ueHve ncnonL30BaHNsA
doyHKUMOHana Minimal Signal. g oTktoyeHusa seeaute false)

WEP-3L(config):/interface/wlan1-va0/vap# min-signal X (rae X — noporosoe 3HaveHune RSSI, npv AOCTVKEHNN
KOTOPOro To4ka 6yaeT OTKNYaTb kmeHTa oT VAP. MNapameTp MOXeT NpuHMMaTh 3Ha4eHns ot -100 4o -1)
WEP-3L(config):/interface/wlan1-va0/vap# check-signal-timeout X (rze X — nepvoz BpemeHn B cekyHaax, no
NCTEYEHUN KOTOPOTrO NPUHUMAETCA peLleHre 06 OTK/IIUYEHUN KITMEHTCKOro 060pyA0oBaHns OT
BUPTYa/IbHOW CeTH)

WEP-3L(config):/interface/wlanl-va0/vap# roaming-signal X (rge X — noporosoe 3HaveHune RSSI, npu
[OCTXXEHMN KOTOPOrO MPOUCXOANT NEPEKIOYEHNE KITMEHTCKOro 060pyA0BaHNS Ha APYryH TOUKY
Aoctyna. MNapameTp MOXeT NpUHMMATh 3HaYeHus oT -100 Ao -1. MapameTp roaming-signal AO/MKEH ObITb
BbiLle, YeM min-signal: ecnn min-signal =-75 gbM, TO roaming-signal 4o/mkeH ObITb paBeH, Hanpumep, -70
ABM)

WEP-3L(config):/interface/wlanl-va0/vap# save (coxpaHeHne HacTpoek)

BknoueHue nepepaum aGoHeHCKoro Tpaduka BHe GRE-TyHHens

WEP-3L(config):/interface/wlanl-va0/vap# local-switching true (sk/1t0ueHne nepegayuy aboHeHTCKOro
Tpadmka BHe GRE-TyHHens. [ns oTknoueHns seeaute false. [0 yMoOa4aHMO BbIK/THOUEHO)
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HacTtpoiika orpaHMuYeHunst CKOPOCTHU

HacTpoiika Leiinepa B HanpaB/AeHUN OT K/IMEHTOB (KaXK40ro B OTAe/IbHOCTU), NOAK/THOUYEHHbIX K
AaHHoW VAP, 0 TOUYKK AOocTyna:

WEP-3L(config):/interface/wlan1-va0/vap# shaper-per-sta-rx
WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# value X (rze X — makcvmasibHas cKopocTb

B Kout/c)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# mode kbps (Bx/1toueHne wennepa. BosamoxHble
3HauveHus: kbps — K6UT/C, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-sta-rx# exit

WEP-3L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTtpoiika weiinepa B HanpaB/1EHUN OT TOYKM A0CTYNa A0 KMEHTOB (KaXKAO0ro B OTAENIbHOCTH),
NOAKNIOUYEHHbIX K AaHHOW VAP:

WEP-3L(config):/interface/wlan1-va0/vap# shaper-per-sta-tx
WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# value X (rge X — makcvmvasibHast CKOpoCThb

B Kout/c)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# mode kbps (Bk/toueHve wennepa. BosmoxHble
3HauveHus: kbps — KOUT/C, pps — NakeTbl/c, off — BbIk/1HOUEHO)
WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-sta-tx# exit

WEP-3L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTpoiika weiinepa B HanpaB/1€EHUN OT KJIMEHTOB (B CyMMe), NOAKNIOYEHHbIX K aHHOW VAP, O
TOYKU gocTtyna:

WEP-3L(config):/interface/wlan1-va0/vap# shaper-per-vap-rx
WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# value X (rge X — makcumMasibHast CKOpoCTh

B Kout/c)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# mode kbps (BxtoueHne wennepa. BosmoxHble
3HauveHus: kbps — KOUT/C, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-vap-rx# exit

WEP-3L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTpoiika Leiinepa B HanpaBAE€HUN OT TOYKU AOCTYNA A0 K/IMEHTOB (B CYMME), NOAK/IHYEHHbIX K
LaHHo VAP:

WEP-3L(config):/interface/wlan1-va0/vap# shaper-per-vap-tx
WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# value X (rge X — MakcumasibHasi CKOpoCTb

B Kout/c)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-vap-tx# mode kbps (Bi/1t0ueHne wennepa. BoamoxHble
3HauveHus: kbps — KOUT/C, pps — NakeTbl/c, off — BbIK/1HOUEHO)
WEP-3L(config):/interface/wlan1-va0/vap/shaper-per-vap-txi# exit

WEP-3L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HaCTPOﬁKa orpaHuyeHus wnpokoseljaTtesibHOro Tpa(plea

HacTpoiika weiinepa B HanpaB/iIEHUU OT KJIMEHTA A0 TOUYKU AOoCcTyna:
WEP-3L(config):/interface/wlan1-va0/vap# shaper-bcast-rx
WEP-3L(config):/interface/wlanl-va0/vap/shaper-bcast-rx# value X (rge X — makcumasibHast CKOpOCTb B KOUT/
C WAn NakeTbl/c)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-bcast-rx# mode kbps (Bk/10ueHNe Lwelnepa. BoamoxHbie
3HaueHusi: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/THOUEHO)
WEP-3L(config):/interface/wlanl-va0/vap/shaper-bcast-rxi exit

WEP-3L(config):/interface/wlanl-va0/vap# save (coxpaHeHVe HacTPOeK)

HacTpoiika weiinepa B HanpaB/iI€eHUX OT TOUYKU AOCTYNA A0 KJINEeHTa:
WEP-3L(config):/interface/wlan1-va0/vap# shaper-bcast-tx
WEP-3L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# value X (rge X — makcumasibHasi CKOpoCTb B KOUT/
C WUAn NakeTbl/c)

WEP-3L(config):/interface/wlan1-va0/vap/shaper-bcast-tx# mode kbps (Bk/1t0ueHne weinepa. BoamoxHble
3HaueHus: kbps — K6UT/c, pps — NakeTbl/c, off — BbIK/THOYEHO)
WEP-3L(config):/interface/wlanl-va0/vap/shaper-bcast-tx# exit

WEP-3L(config):/interface/wlan1-va0/vap# save (coxpaHeHVe HaCcTPOeK)

HacTtpoiika orpaHMuYeHsi MHOroagpecHoro Tpadguka

HacTpoiika weiinepa B HanpaB/IeHUU OT KJIMeHTA A0 TOUYKMK AOoCcTyna:
WEP-3L(config):/interface/wlan1-va0/vap# shaper-mcast-rx
WEP-3L(config):/interface/wlan1-va0/vap/shaper-mcast-rx# value X (rge X — mMakcumasisHasi CKOpoCTb B KOUT/
C WAn NakeTbl/c)

WEP-3L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# mode kbps (Bk/10ueHne Lweinepa. BoamoxHbie
3HauyeHus: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WEP-3L(config):/interface/wlanl-va0/vap/shaper-mcast-rx# exit

WEP-3L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

HacTpoiika weiinepa B HanpaB/IeHUU OT TOUYKU AOCTYNA A0 K/JNeHTa:
WEP-3L(config):/interface/wlanl-va0/vap# shaper-mcast-tx
WEP-3L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# value X (rae X — makcumasnibHas cKopocTb B KOUT/
C WAn NakeTbl/c)

WEP-3L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# mode kbps (Bk/1t0ueHne wennepa. BoamoxHble
3HauyeHus: kbps — k6uT/c, pps — nakeTbl/c, off — BbIK/1HOUEHO)
WEP-3L(config):/interface/wlanl-va0/vap/shaper-mcast-tx# exit

WEP-3L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)
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HacTtpoiika KOoHTponsa goctyna no MAC

WEP-3L(config):/interface/wlan1-va0/vap# acl

WEP-3L(config):/interface/wlan1-va0/vap/acl# mode local (Bbi60p pexuvma local — nposepka MAC agpecos rno
CMUCKY Ha yCTPOICTBE)

WEP-3L(config):/interface/wlanl-va0/vap/acl# mac

WEP-3L(config):/interface/wlanl-va0/vap/acl/mac# add XX:XX:XX:XX:XX:XX (rae XXXXXKXXXEXK — MAC-
aZpec yCcTpolicTBa, KOTOPOMY HEOOXOAMMO paspeLlnTb/3anpeTuTs 4OCTyn. ANs yaaneHmsa agpeca us
cnucka ncnonbayite komaHay del)

WEP-3L(config):/interface/wlanl-va0/vap/acl/mac# exit

WEP-3L(config):/interface/wlan1-va0/vap/acl# policy allow (BbI60p nonnTUKM. BO3MOXHbIE 3HAYEHUS:
allow — paspelwatb NOAK/IYEHME TONLKO TEM KaneHTaMm, MAC-aapeca KOTOPbIX COAEPXKATCHA B CMUCKE;
deny — 3anpewiarb NnoaxIYeHne kimeHTam, MAC-agpeca KOTopbIX COAepXaTcs B CNUcke. 3HavyeHne no
yMOJ14aHuto: deny)

WEP-3L(config):/interface/wlan1-va0/vap/acl# enable true (Bx/1t0ueHne KoHTpoONA goctyna rno MAC. [Ans
oTKNoYeHnsa seeaute false)

WEP-3L(config):/interface/wlanl-va0/vap/acl# exit

WEP-3L(config):/interface/wlanl-va0/vap# save (coxpaHeHVe HacTPOekK)

HacTtpoiika KOHTpons goctyna no MAC uepes RADIUS-cepBep

WEP-3L(config):/interface/wlanl-va0/vap# acl

WEP-3L(config):/interface/wlanl-va0/vap/acl# mode radius (Bb160p pexvma radius — nposepka MAC agpecos
yepe3 RADIUS-cepBep)

WEP-3L(config):/interface/wlanl-va0/vap/acl# policy allow (BbI60p nonuTvkn. Bo3MoxHbIe 3HaYEHNS:
allow — paspeluatb NOAKIHYEHME TONBKO TEM KIMEHTaM, KOTOpbIX 0406pua RADIUS-cepBep; deny —
3anpewaTb NoAKIOYEHNE KIMeHTaMm, KOTopbIX 0406pua RADIUS-cepBep. 3HaveHne no ymonyaHuio: deny)
WEP-3L(config):/interface/wlanl-va0/vap/acl# enable true (Bx/104eHVe KOHTPOIA gocTyna no MAC yepes
RADIUS-cepBep. Ana oTkioyeHna seeguTte false)

WEP-3L(config):/interface/wlanl-va0/vap/acl# exit

WEP-3L(config):/interface/wlanl-va0/vap# radius

WEP-3L(config):/interface/wlanl-va0/vap/radius# domain root (rje root — fOoMeH nosib3osarens)
WEP-3L(config):/interface/wlanl-va0/vap/radius# auth-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-
cepepa)

WEP-3L(config):/interface/wlanl-va0/vap/radius# auth-port X (r1e X — nopt RADIUS-cepeepa, KOTOpPbIi
ncnonb3yetcs Ans ayTeHTudmkaumm n astopmsayun. Mo ymonyaHuto: 1812)
WEP-3L(config):/interface/wlanl-va0/vap/radius# auth-password secret (r1e secret — naposib 19 RADIUS-
cepBepa, UCnosibyemMoro Aas ayteHTudukaLmm n asTopusaumm)
WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-enable true (Bk/1104EHNE OTNPABKN COOOLLEHNI
«Accounting» Ha RADIUS-cepsep. o ymonyaHuio: false)

WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-address X.X.X.X (rae X.X.X.X — IP-agpec RADIUS-
cepBepa, UCNosib3yeMOoro Ans akkayHTuHra)

WEP-3L(config):/interface/wlan1-va0/vap/radius# acct-password secret (/e secret — napons an1s RADIUS-
cepBepa, MCNosib3yeMoro Ans akkayHTuHra)

WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-periodic true (Bkt0ueHVe NepnoanyecKoin oTrnpasKy
coob6LLeHni «Accounting» Ha RADIUS-cepBep. Mo ymon4yaHuio: false)
WEP-3L(config):/interface/wlanl-va0/vap/radius# acct-interval 600 (HTepBas OTNpPaBk/ COOOLLEHNI
«Accounting» Ha RADIUS-cepBsep)

WEP-3L(config):/interface/wlanl-va0/vap/radius# exit

WEP-3L(config):/interface/wlanl-va0/vap# save (COxpaHeHne HacTpoek)

_ = = =
~ T~ T~
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HacTtpoliika 6/10KMPOBKM NOAK/IIOUEHUA NONb30BaTenel, nogmeHsowmx MAC-agpec ycTpoicTea
NpPoOBOAHOW ceTn

B cnyyae ecnv Heo6xoamMmo no TpeboBaHMAM 6€30MacHOCTU peann3oBaTthb 3aLUnTy OT NOAKIHOUEHWI
nonb3oBartenein agyénunpyrowmx MAC-agpec NnpoBoAHOro ycTpoicTea (w3, MK 1 npoyee), T0

Heo6XoAUMO BOCMO/b30BaTbCs HacTpoiikoii fdb-filtering, koTopas MeeT cneaytolLMe pexumbl paboTbi:
on-connect — pexumM 6/10KMpyeT BCE MOMbITKM NOAK/UYEHNS YCTPOCTB Yepes Wi-Fi, B cnydyae ecnv MAC-

afipec yxe nsyyeH Ha Ethernet-nopTy TOUkM JOCTyNa;

by-eth-event — pexum oTK/l0UYaAET NOAK/IHOUYEHHOTO K/IMeHTa no Wi-Fl, B cnyyae ecnm ero MAC-apec cras

n3yyeH Ha Ethernet-nopTy TOUKM AOCTyNa (PEXUM NOMOraeT ounLLaTb CTapyto 3anncb O KITMEHTE Npu
pPOYyMUHre);

full — pexxum coBmeLLaeT B cebe Bce npeaplaylime, To eCTb 6/10KMpyeT NOAKIHYEHNE HOBOIO
nonb3oBarens no Wi-Fi, a Takke OTk/l0o4aeT paHee NOAKIOYEHHOTO B Clyyae coBnageHns ero MAC-
ajZipeca c ycTpoincteoM 3a Ethernet-uHTepdieincom.

(x] Mpwn BbicTaBneHnn pexnmos full u on-connect pOyMUHT Wi-Fi KTMEHTOB MOXET yxXyAWwnTbCs. Tak B
Xofe paboTbl BCe broadcast-nakeTbl OT K/IMEHTa NonagatoT Ha OCTalbHbIe TOYKM JOCTyna ceTu, U
ero MAC n3yyaeTcs Ha BCex Toukax AOoCTyrna ceTu, NO3TOMY Mpu pOYMUHIe KNneHTa, B cnyyae
ecnu ero MAC-agpec HaxoauTca B cnvcke Ha Ethernet-nopTy, nepenogxnoyeHne MoxeT
NpoONCXoAnTb ANUTENLHOE BPEMS.

WEP-3L(config):/interface/wlan1-va0/vap# fdb-filtering
WEP-3L(config):/interface/wlanl-va0/vap/fdb-filtering # enabled true (B/1t0ueHne hyHKUOHaNa. /15
oTKNtoYeHnsa seeaute false. 3HaueHne No ymonyaHuio: false)
WEP-3L(config):/interface/wlanl-va0/vap/fdb-filtering # mode full (Bbi60p pexuma paboTkl. 3HaYeHne Mo
yMOJ14aHuto: by-eth-event)

WEP-3L(config):/interface/wlan1-va0/vap/fdb-filtering # exit

WEP-3L(config):/interface/wlanl-va0/vap# save (CoxpaHeHVe HacTPOeK)
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HacTtpoliika 802.11r
[aHHbIli BUA pOyMUHra AOCTYMNEH TONbKO A/18 TEX KNIMEHTCKNX YCTPOICTB, KOTopble noaaepxusatot 802.11r.

PoymuHr 802.11r Bo3MOXeH Tonbko mexay VAP ¢ pexumom 6e3onacHocTn WPA2 v Bbliwwe.
C nHcTpyKumeii no Hactpoiike VAP ¢ pexumom 6e3onacHoctn WPA2-Personal n gpyrumm
MOXHO 03HaKOMUTbCA B pa3gene Hactpoiika VAP ¢ pexvmvom 6e3onacHoctv WPA-Personal.

Kaxayto VAP Ha Toukax AoCTyna Hy)XHO HacTpavBaTb MHAMBMAYaNbHO, Hanpumep, TA41(wlan1) - TA2(wlan1),
TA1(wlan0) - TA2(wlan0), T41(wlan1) -« TA3(wlan1) n . .

Hwxe npeactasneH npumep HacTtpoikm 802.11r Ha ABYX Toukax goctyna: TA1 v TA2.

HacTtpoliika 802.11r Ha TA1

WEP-3L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-3L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E8:28:C1:FC:D6:80 (MAC-aapec VAP.
MOoXHO nocMOTpeThb B BbiBOAEe KoMaHAbl ifconfig)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 12345 (yH1KabHLIA KIHOY 419 AAHHON
VAP)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1oveH fo/pkeH coBnagarb Ha
BCTPEUHbIX VAP)

WEP-3L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac# add E4:5A:D4:E2:C4:B0 (MAC-azpec VAP-
nHTEepderica BCTPeYHOM Toukn goctyna — T/[2)

WEP-3L(config):/interface/wlanl-va0/vap/ft-config/mac# E4:5A:D4:E2:C4:B0
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-id 23456 (yHVKa/IbHBIN
KNHOY BCTPeYHo VAP Toukn goctyna T2 — r0-key-holder-id)
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-id E4:5A:D4:E2:C4:B0 (MAC-
ajzipec BCTpeyHol VAP Ha T[2)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r0-kh-key 0102030405060708
(cnyyaiHbIli KoY. He gomkeH coBnagath ¢ rl-kh-key T/11, HO 0653aTe/IbHO A0/MKEH coBnaaaTh C rl-kh-
key BCTpeuHoii TA2)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# r1-kh-key 0001020304050607
(cnyyaiHbIli KoY. He gomkeH coBnagath ¢ r0-kh-key T/11, HO 0653aTeibHO A0/MKEH coBnaaaTh € ro-kh-
key BCTpeuHoii TA2)

WEP-3L(config):/interface/wlanl-va0/vap/ft-config/mac/E4:5A:D4:E2:C4:B0# exit
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-3L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/il0ueHne paboThl TOUKM AOCTYNA MO
npoToKos1y 802.11r)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHne HacTpoek)
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HacTpoliika 802.11r Ha T2

WEP-3L(config):/interface/wlanl-va0/vap/ft-config# enabled false
WEP-3L(config):/interface/wlanl-va0/vap/ft-config# r1-key-holder-id E4:5A:D4:E2:C4:B0 (MAC-anpec VAP.
MOXHO nocMOTpeThb B BbiBOAEe KoMaHbl ifconfig)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# r0-key-holder-id 23456 (yH1Ka/IbHbLIV KITHOY 415 AaHHOTO
VAP)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# mobility-domain 100 (1oveH fos/pkeH coBnagarb Ha
BCTPEUHbIX VAP)

WEP-3L(config):/interface/wlanl-va0/vap/ft-config# mac
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac# add E8:28:C1:FC:D6:80 (MAC-azpec VAP-
NHTEepdeica BCTPEUHON ToUkM goctyna — TA1)

WEP-3L(config):/interface/wlanl-va0/vap/ft-config/mac# E8:28:C1:FC:D6:80
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:804# r0-kh-id 12345 (yHVKa IbHbLIA K1Y
BCTpeuHow VAP Toukn goctyna T[1 — r0-key-holder-id)
WEP-3L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-id E8:28:C1:FC:D6:80 (MAC-
agpec BcTpeyHoro VAP Ha TA1)

WEP-3L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r0-kh-key 0001020304050607
(cnyyaiHbIli KoY. He gomkeH coBnagath ¢ rl-kh-key T/12, HO 0653aTe/IbHO A0/MKEH coBnaaaTh C rl-kh-
key BcTpeuHoii TA1)

WEP-3L(config):/interface/wlanl-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# r1-kh-key 0102030405060708
(cnyyaiHbIli KoY. He gomkeH coBnagath ¢ r0-kh-key T/12, HO 0653aTe/ibHO A0/MKEH coBnaaaTh € ro-kh-
key BCTpeuHoii TA1)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac/E8:28:C1:FC:D6:80# exit
WEP-3L(config):/interface/wlan1-va0/vap/ft-config/mac# exit
WEP-3L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk/il0ueHne paboThl TOUKM AOCTYNA MO
npoToKos1y 802.11r)

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHVe HacTpoek)
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HacTpoiika 802.11k

PoymuHr no npotokosy 802.11k MOXeT 6bITb OpraHM30BaH Mexay /1to6biMu ceTsmu (OTKpbITbie/
lundbpoBaHHbIe). EC/iM Ha Touke AoCcTyna HacTpoeHa paboTta no npotokosy 802.11k, To npu noaknoUYeHUN
KNMeHTa Touka AocTyna nepegaeT emMy CrncoK «4pYXXeCTBEHHbIX» TOUEK AOCTYNa, Ha KOTOPble KMEHT MOXET
nepektYnTLCA B Npouecce poyMmuHra. Cnmcok cogepxut nHgopmaunio o MAC-agpecax Touek gocrtyna u
KaHasiax, Ha KOTOpbIX OHM paboTatoT.

Wcnonb3osaHve 802.11k no3BoNSA€T COKpaATUTb BPEMS HA MOUCK APYToil CETU NPU POYMUHTE, TaK Kak KIIMEeHTY
He HY)>XHO NPON3BOAMTL CKAHMPOBAaHNE KaHa/I0B, Ha KOTOPbIX HET AOCTYMHbIX A1 NePEKTOYEHNS Lie/eBbIX
TOYeK gocTyna.

[aHHbIn BUA poyMuHra fOCTYNeH TObKO AJ/19 TEX KIMEHTCKUX YCTPOICTB, KoTopble noaaepxunsatot 802.11k.

Hwxe npeactasneH npumep Hactpolikn 802.11k Ha Touke fOCTyna — COCTaB/IeHME CnUcKa «ApPY>XECTBEHHbIX»
TOYekK JocTyna.

HacTtpoiika 802.11k

WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled false
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config# mac
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:90 (r/ie
E8:28:C1:FC:D6:90 — MAC-afpec «aApy>XECTBEHHON» TOUKN A0CTYNA)
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:90
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# channel 132 (rge 132 —
KaHas1, Ha KOTOpPOM paboTaeT To4vka goctyna ¢ MAC-agpecom E8:28:C1:FC:D6:90)
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:90# exit
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# add E8:28:C1:FC:D6:70 (r/ie
E8:28:C1:FC:D6:70 — MAC-apec «aApy>XECTBEHHON» TOUKN A0OCTYNA)
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# E8:28:C1:FC:D6:70
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# channel 36 (r/e 36 —
KaHaJ1, Ha KOTOpPOM paboTaeT To4vka goctyna ¢ MAC-agpecom E8:28:C1:FC:D6:70)
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac/E8:28:C1:FC:D6:70# exit
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config/mac# exit
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/1t0ueHVe paboThl TOUKN
AocTyna no npoTokosy 802.11Kk)

WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config# save (coxpaHeHve HacTpoek)
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HacTpovika 802.11v

PoymuHr no npotokosy 802.11v MOXET ObITb OpraHM3oBaH Mexay NtoobIMU ceTamu (OTKpbITblE/
lundppoBaHHbIie). EC/iM Ha TouKe A0CTyna HacTpoeHa paboTa no npotokosny 802.11v, To B npoLiecce cBoei
paboThbl yCTPOIACTBO OTNpaB/IsieT cneynasnibHblii nakeT (BSS Transition) no komaHae agmuHucTpatopa/
koHTponnepa (AirTune) B CTOPOHY K/IMEHTA C peKOMeHAALMER 06 OCYLLECTBNIEHNN KTMEHTOM POYMUHra.
MocnepyeT N KNMEHTCKOE YCTPOMCTBO COBETY TOUKM AOCTYNa UK HET, rapaHTUpoBaTb HEBO3MOXHO, TaK Kak B
KOHEYHOM cueTe peLleHne 0 Nepek/TiyYeHnn Ha APYTyi0 TOUKY AOCTyna NpUHMMAaET KMeHTcKasi CTopoHa. B
COBOKYMHOCTM co cTaHgapTom 802.11k, B cO06LLEHMN C pEKOMEHAAUMEN O NEPEKITHOUEHNN KITMEHTY TakKxKe
nepegaeTcs CNUCOK peKkoOMeHAyeMbIX /19 POYMUHIa To4ek AOoCTyna C ykasaHneM, Ha KakoMm kaHase paboTtaet
Kavkzasi Touka 1 no kakomy ctaHgapty (IEEE 802.11n/ac/ax). Mocne Yero KNMeHT aHaIm3npyeT admp v
NPUHUMAET peLleHne B 3aBUCUMOCTY OT YPOBHS CUTHaNa, 3arpy>XeHHOCTU KaHasa, KOHpurypaumm BCTpeYHo
TOYKM JocTyna.

[JaHHbI BUA, pOyMUHIa AOCTYNEH TOIbKO A5t TEX KITMEHTCKMX YCTPOCTB, KOTopble noaaepxusatoT 802.11v.

HacTtpolika 802.11v

WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/t0ueHVEe pabOThbl TOUKM
AocTtyna no npoTtokosny 802.11k/v)
WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config# save (CoxpaHeHVe HacTpOek)

6.4 Hactpolika AirTune

HacTpolika AirTune

WEP-3L(config):/# airtune

WEP-3L(config):/airtune# airtune_service_url ws://192.168.1.20:8099/apb/rrm (re 192.168.1.20 — IP-agpec
cepBepa, Ha KOTOPOM YCTaHOBMEH cepBuc AirTune)

WEP-3L(config):/airtune# dca true (Bk/1l04EeHNE PYHKLUMOHANA ANHAMUYECKOTO pacnpeneneHns KaHaslos.
[na oTkntoveHns seeguTe false)

WEP-3L(config):/airtune# tpc true (Bk/1l0ueHVe yHKLMOHaIA aBTOMAaTMYECKOro ynpas/ieHNUs MOLLHOCTbHO.
[na otkntoveHns seeguTe false)

WEP-3L(config):/airtune# load-balance-80211v true (Bk/1t04UeHNe (PyHKLMOHANA 6anaHCnpPOBK/ KITNEHTOB.
[na otkntoveHns seeguTe false)

WEP-3L(config):/airtune# enabled true (Bk/1l04eHNE B3anmoaeincTems ¢ cepsucom AirTune. 1N OTKIHOYEHUSA
BeeauTe false)

WEP-3L(config):/airtune# save (coxpaHeHve HacTpoek)

[na aBTomaTtnyeckoin Hactpolikn 802.11r yepes cepsuc AirTune Ha Touke AOCTyna HeO6X04UMO BK/THOUNTL
doyHKumoHan 802.11r, 4NA 3TOr0 BbINOSIHUTE Criefytowme HaCTPOKN:

HacTtpoiika 802.11r yepes AirTune

WEP-3L(config):/interface/wlan1-va0/vap/ft-config# enabled true (Bk1t0ueHVe paboTbl TOYKK AOCTYNA M0
NpoToKos1y 802.11r)
WEP-3L(config):/interface/wlan1-va0/vap/ft-config# save (coxpaHeHve HacTpoek)

[ns aBTomaTnyeckoi HacTpoiikn 802.11k/v yepes cepsuc AirTune Ha Touke AocTyna Heo6XoAMMO BKIUNUTL
dyHkuymoHan 802.11k/v Ha SSID, ansa 3Toro BbINOAHMTE Creayowme HacTPOKN:
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HacTpoliika 802.11k/v uepes AirTune

WEP-3L(config):/interface/wlan1-va0/vap/w80211kv-config# enabled true (Bk/1H0UeHVE MOALEPKKN
npoTokona 802.11k/v Ha BUPTYyasibHOM TOUYKe AOCTyna)
WEP-3L(config):/interface/wlanl-va0/vap/w80211kv-config# save (coxpaHeHve HacTpoek)

HacTpoiika cepBuca AirTune onucaHa B OKyMeHTauum KoHTponnepa SoftWwLC.

6.5 Hactpoliiku Radio

Ha Radio no ymonyaHuto ncnosb3yeTcs asToMmaTU4eCcKnin BbiIbop paboyero kaHana. [Jnsi Toro 4toosbl
YCTaHOBMUTb KaHa1 BPYYHYH UM CMEHUTb MOLLHOCTb, UCMOJIb3YNTE CNeayoLmne KOMaHabl:

CMeHa pa6ouero KaHana u MOLWHOCTU paguouHTepdgeiica

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# wlan0

WEP-3L(config):/interface/wlan0# wlan

WEP-3L(config):/interface/wlan0/wlan# radio

WEP-3L(config):/interface/wlan0/wlan/radio# channel X (re X — HOMep CTaTMyecKkoro kaHasna, Ha KOTOpoM
oynet paboTaTb TOYKA)

WEP-3L(config):/interface/wlan0/wlan/radio# auto-channel false (oTk/1H04eHNe aBToOBLIOOPa KaHana. s
BK/IOYEHVS BBeAuUTE true)

WEP-3L(config):/interface/wlan0/wlan/radio# use-limit-channels false (0Tk/1l04eHVIE CMOIL30BAHNS
OrpaHMyYeHHOro cnucka kaHanos. N5 BK/IOYEeHUs BBeauTe true)
WEP-3L(config):/interface/wlan0/wlan/radio# bandwidth X (rze X — wvpunHa kaHana. lNapameTp MoxeT
npuHMMaTb 3HadeHue: ans Radio 1: 20, 40; Radio 2: 20, 40, 80)

WEP-3L(config):/interface/wlan0/wlan/radio# tx-power X (rze X — ypoBeHb MOLHOCTL B ABM. [NapameTp
MOXET NPMHMMAaTb 3HayeHue: ans Radio 1: 11-16 obwm; aAnd Radio 2: 11-19 aobm)
WEP-3L(config):/interface/wlan0/wlan/radio# tx-power-min X (rge X — MYHUMa/IbHbLIV YPOBEHL MOLLHOCTY B
AbM. MapamMeTp MOXET NpuHMMaTb 3HadeHue: ansa Radio 1: 11-16 obm; aons Radio 2: 11-19 abm)
WEP-3L(config):/interface/wlan0/wlan/radio# tx-power-max X (rge X — MakcumMasibHbIA YPOBEHL MOLLHOCTY
B AbM. MNapameTp MOXeT npuHuMaTh 3HavyeHue: asis Radio 1: 11-16 ogbm; ansa Radio 2: 11-19 aobm)
WEP-3L(config):/interface/wlan0/wlan/radio# save (coxpaHeHve HacTpoek)
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© Cnucku BocTYNHbBIX KaHANOB

Ana Radio 2.4 'y ansA BbIGOPA AOCTYNHbI CieAYIOWNe KaHaNbl:
e Npw WnpuHe KaHana 20 Mlru: 1,2, 3,4,5,6,7,8,9,10, 11,12, 13.
e Npw WwWrpuHe kaHana 40 Mru;
e ecnu «control-sideband» = lower: 1, 2, 3,4, 5, 6, 7, 8, 9.
e ecnu «control-sideband» = upper: 5,6,7,8,9,10,11, 12, 13.

Ansa Radio 5 Ty, ansa BbiGOpa AOCTYNHbLI CAeAyOWME KaHAMbI:
e Npu wWnpuHe kaHana 20 Mrlu; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161,
165.
e MNpw WwWrpuHe kaHana 40 Mru;
e ecnun «control-sideband» = lower: 36, 44, 52, 60, 132, 140, 149, 157.
e ecnu «control-sideband» = upper: 40, 48, 56, 64, 136, 144, 153, 161.
e Npu WnpuHe kaHana 80 Mru; 36, 40, 44, 48, 52, 56, 60, 64, 132, 136, 140, 144, 149, 153, 157, 161.

o MapameTpsbl tx-power-min 1 tx-power-max NpUMEHSIOTCA TOMTbKO B peXnme paboTbl C CEPBMUCOM
AirTune.

6.5.1 [JononHutenbHble HacTpoiikn Radio

BbiGOp cTpaHbI

WEP-3L(config):/interface/wlan0/wlan/radio# country X (rae X — BbIOOp CTpaHbl, B KOTOPOW HaxoamnTcs
yCTPOICTBO. BO3MOXHble 3HayeHue: EU, RU, ALL. o ymosiyaHuio: RU)

HacTpoiika orpaHM4eHHOr0 CNUCKa KaHa/10B

WEP-3L(config):/interface/wlan0/wlan/radio# use-limit-channels true (Bk/1t04eHNE CMO/IL30BAHNA
OrpaHM4YeHHOro cnucka kaHanoB B paboTe aBTOBbIOOpa kaHaNoB. 11 BbikNoveHus BeeauTe false)
WEP-3L(config):/interface/wlan0/wlan/radio# limit-channels '1 6 11' (rae 1,6, 11 — kaHa/ibl AnanasoHa, B
KOTOPOM MOXeT paboTaTb HacTpanBaeMblli pagnonHTepdelic)

N3meHeHne OCHOBHOro KaHasa

WEP-3L(config):/interface/wlan0/wlan/radio# control-sideband lower (napaveTtp MoxeT nNprHMMaTh
3HayeHue: lower, upper. [lo ymon4yaHuto: Ans Radio 1: lower; ansa Radio 2: upper)

BknioyeHue ncnosnb3oBaHUA KOPOTKOro 3allUTHONoO UHTepBaia

WEP-3L(config):/interface/wlan0/wlan/radio# sgi true (BK/1l0OUEHNE NCNOJIL30BAHNA YKOPOYEHHOIO
3alUUTHOrO MHTepBasia Asis nepegayn gaHHbIX — 400 HC, BMecTo 800 He. s oTkNoueHns Beeaute false)
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BkntoyeHue STBC

WEP-3L(config):/interface/wlan0/wlan/radio# stbc true (Bk/104eHVe MeTOAa NPOCTPAHCTBEHHO-BPEMEHHOIO
6/104HOr0 KoanpoBaHus (STBC), HanpaBNEHHOrO Ha MOBbILLEHNE HAAEXHOCTM Nepejayn gaHHbIX. Ans
oTko4YeHna BeeguTe false)

BknroyeHue arperauumn

WEP-3L(config):/interface/wlan0/wlan/radio# aggregation true (Bk/1t0ueHvie arperaumy Ha Radio —
nogaepxku AMPDU/AMSDU. ina oTkntoveHus seeguTte false)

BktoueHne UCNosib30BaHUA KOPOTKOW nNpeamo6y/ibl

WEP-3L(config):/interface/wlan0/wlan/radio# short-preamble true (Bk/1t04eH e NCNO/IB30BAHNSA KOPOTKOM
npeamoynbl naketa. Ana otkioyeHnsa seeante false)

BknioueHune Wi-Fi Multimedia (WMM)

WEP-3L(config):/interface/wlan0/wlan/radio# wmm true (BktoueHne nogaepkkn WMM (Wi-Fi Multimedia).
[na oTkntoveHns seeguTe false)

HacTtpoiika mexaHuama DFS

HacTtpolika npon3BoanTca To/1bKO Ha Radio 5 T, (wlanl)

WEP-3L(config):/interface/wlanl/wlan/radio# dfs X (rae X — pexxum pabotsl MexaHusma DFS. MoxeT
npUHUMaTb 3HaYeHus: forced — mexaHn3M BbIK/THOUEH, DFS-KaHa bl AOCTYMHbI 4751 BbiOopa; auto —
MexaHun3m BkntouveH; disabled — mexaHn3m BbIk/IOUeH, DFS-KaHas1bl HE AOCTYMHbI A1 Bbi6Opa)

BkniouyeHune pexnma aBTOMATMUYECKOI CMEHDI LMPUHBbI KaHa1a

WEP-3L(config):/interface/wlan0/wlan/radio# obss-coex true (Bk/10ueHVIE pexMa aBTOMaTUYeCKor CMeHbI
LUMPUHbI KaHana ¢ 40 My, Ha 20 MITy, npu 3arpy>xeHHoM paguoadompe. s oTkodeHns seegute false)

BknioueHue weiinepa Broadcast/Multicast

WEP-3L(config):/interface/wlan0/wlan/radio# tx-broadcast-limit X (rge X — orpaHuyeHve nepegaym
LLUMPOKOBELLLATENbHOIO/MY/IbTUKACTOBOr0 Tpadinka Nno 6ecnpoBOAHON CETU, yKa3blBAeTCS IMMUT AN
LUMpOKOBeLLaTeIbHOro Tpadimka B nak/c)
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BknroyeHune QoS n nsmeHeHMe napameTpoB

WEP-3L(config):/interface/wlan0/wlan/radio# qos

WEP-3L(config):/interface/wlan0/wlan/radio/qos# enable true (Bk/il04ueHVIe NCNONL30BaHNS (DYHKLNN,
obecneumBaroLLnX KauecTBo obcnyxmBaHus (Quality of Service). s oTkntoueHnsa seeaute false)
WEP-3L(config):/interface/wlan0/wlan/radio/qos# edca-ap (HacTpoiika napameTpos QoS TO4kM A0CTyna,
Tpaduk nepegaeTcs OT TOYKM A0CTYyNa K KIMEHTY)
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap# bk (HacTpoiika napameTpos QoS a4
HU3KOMPUOPUTETHOM oYepeamn C BbICOKOM NPOMYCKHOM CMOCOBHOCTbLIO, MPUOPUTETHI 802.1p: csl, cs2)
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# aifs X (rzae X — Bpems oxunganus kagpos
(dpeimoB) AaHHbIX, Usmepsiemoe B coTax. NMpuHMMaeT 3HavYeHms 1-255)
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmin X (X — Ha4a/ibHOe 3Ha4YeHne BpemMeHn
OXuaaHus nepep NoBTOPHOM OTNPAaBKOM Kaapa, 3a4aeTcs B MUNMIMCEKYHAAX. [IPUHMMaET 3HayeHus: 1, 3,
7,15,31,63, 127,255,511, 1023. 3Ha4yeHne cwMin HE MOXET NpeBbILaTb 3Ha4YeHne cwMax)
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# cwmax X (e X — MakcumasibHoe 3HavyeHne
BPEMEHU OXMAaHWs nepes NOBTOPHON OTNPAaBKOW Kaapa, 3agaeTcst B MuanuncekyHaax. MpuHnmaet
3HauyeHus: 1, 3,7, 15,31, 63,127, 255, 511, 1023. 3Ha4YeHne cwMax AO/MKHO ObITb 60/IbLLE 3HAYEHUS cwMin)
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# txop X (rae X — nHTepsas BpemeHu B
MUANNCeKyHaax, Korga knnentckasd WME-cTaHUMA MMEET npaBa MHULMMPOBAaTb nepegady AaHHbIX Mo
6ecnpoBOAHON cpeae K Touke goctyna. MakcumasibHoe 3Ha4YeHne 65535 MUIANCEKYHA)
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap/bk# exit
WEP-3L(config):/interface/wlan0/wlan/radio/qos/edca-ap# exit
WEP-3L(config):/interface/wlan0/wlan/radio/qos# edca-sta (HacTpoiika napameTpos QoS cTaHL MmN KIneHTa:
Tpadmk nepegaeTcsi OT CTaHUMM KMEHTA A0 TOYKM A0CTyNna)
WEP-3L(config):/interface/wlan0/wlan/radio/qos# save (coxpaHeHve HacTpoek)

MeToamka HacTpoiikn edca-sta aHanornyHa metoauke HacTpoiikm edca-ap.
HacTpoiika napameTpoB ans ouepegeii be, vi, vo aHanormyHa HacTpoiike napameTpoB as1a ovepean bk.
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6.6 Hactpoiika DHCP onuumn 82

o HacTpoiika DHCP onuummn 82 nponsBoguTca OTAENBHO 419 KaXA0ro paguonHtepgeinca. B gaHHOM
pasfene nNpuBOASATCS NpUMepbl HAacTpoiku onuun 82 ana Radio 2.4 'y, — wlan0.

Pexvmbl paboTtel DHCP snooping:

e ignore — 06paboTka onummn 82 oTKNOYEHA. 3HAaYEHME MO0 YMOJTYaHUIO;
* replace — Touka gocTyna NnoAcTaBNAEeT UM 3aMeHsieT 3HavYeHne onummn 82;
e remove — Touka AOCTyna yganseT 3Ha4yeHne onuum 82.

N3meHeHue pexuma pa6oTbi DHCP onuyum 82

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# wlan0 (HacTpoiika 6ygeT nponsBoanTbCsa ans Radio 2.4 'y, Ecav Heo6xoaMmo
HacTpouTb 82 onuuto Ha Radio 5 ', — BBeauTe wlanl)

WEP-3L(config):/interface/wlan0# common

WEP-3L(config):/interface/wlan0/common# dhcp-snooping
WEP-3L(config):/interface/wlan0/common/dhcp-snooping# dhcp-snooping-mode replace (85160p paboThsl
DHCP snooping B pexume 3ameHbl Ui NoAcTaBfeHns onuumn 82)
WEP-3L(config):/interface/wlan0/common/dhcp-snooping# save (CoxpaHeHrie HacTpoek)

Ecnu Ha pagnonHTepdelice HacTpoeHa nonmTuka 06paboTkm onuun 82 replace, To Anst KOHUIyprMpoBaHUs
CTaHOBATCA AOCTYMHbI Cnegyowmne napameTpsbl:

HacTtpoiika napameTpoB onuuu 82

WEP-3L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-CID-format custom (1 /e custom
— 3amMeHa cogepxmmoro CID Ha 3HaueHue, ykasaHHoe B napameTtpe dhcp-option-82-custom-

CID. [TapameTp MOXeT npuHMMaTh 3HayeHusa: APMAC-SSID — 3ameHa cogepxumoro CID Ha <MAC-agpec
TOYKM goctyna>-<ums SSID>. SSID — 3ameHa cogepxXxumoro CID Ha nma SSID, K KOTOpPOMY MOAKHOYEH
KnMeHT. Mo ymonyaHuto: APMAC-SSID)

WEP-3L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-RID-format custom (/e custom
— 3amMeHa cogepxunmoro RID Ha 3HaueHne, ykaszaHHoe B napamvetpe dhcp-option-82-custom-RID.
MapameTp MOXET NpuMHMMaTh 3HaueHus: ClientMAC — 3ameHa cogepxmmoro RID Ha MAC-agpec
KNneHTCcKoro yctponctea. APMAC — 3ameHa cogepxumoro RID Ha MAC-agpec Touku goctyna. APdomain —
3aMeHa cofepXxmmoro RID Ha AOMEH, B KOTOPOM HaxoAuTCA Touka gocTtyna. Mo ymonyaHuto: ClientMAC)
WEP-3L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-CID longstring (rze
longstring — 3HaueHve OT 1 40 52 CMMBOJIOB, KOTOpoe ByaeT nepegaBaTbes B CID. Ecnn 3HavYeHne
napameTpa dhcp-option-82-custom-CID He 3a4aH0, ToUKa 6yaeT nsmeHsATb CID Ha 3Ha4YeHne no
yMO4YaHuio: <MAC-agpec ToUKM AocTtyna>-<mms SSID>)
WEP-3L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-custom-RID longstring (e
longstring — 3HaueHve OT 1 40 63 CMMBOJIOB, KOTOpOe ByAeT nepefaBaTbcs B RID. Ecnn 3HavYeHne
napaveTpa dhcp-option-82-custom-RID He 3a7aH0, TOUka OyaeT U3MeHAThb RID Ha 3HayeHune no
yMO4YaHuio: MAC-afipec KSIMEHTCKOIO YCTPOMCTBA)
WEP-3L(config):/interface/wlan0/common/dhcp-snooping# dhcp-option-82-MAC-format radius (BL100p
pasgenutens oktetoB MAC-agpeca, KoTtopblii nepegaetcs B RID u CID. radius — B kKauecTBe pasgenuress
BbICTynaeT 3Hak Tupe: AA-BB-CC-DD-EE-FF; default — B kauecTBe pasgenntesnis BbICTynaeT 3Hak
Asoetouns: AA:BB:CC:DD:EE:FF)

WEP-3L(config):/interface/wlan0/common/dhcp-snooping# save (coxpaHeHVe HacTpoek)
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6.7 HacTtpolika pennukauum DHCP

© Hactpoiika akTuBMpPYeT thyHKLMOHaN Npeo6pa3oBaHus broadcast DHCP-0TBETOB OT cepBepa B unicast
npu nx nepegaye 6ecnpoBOgHOMY K/TUEHTY.
OT0 N03BO/ISAET NOBbLICUTL CTAbWU/ILHOCTL 06MeHa DHCP mexay KMeHTOM 1 cepBepoM B paanocpese.
HacTpolika rnobasnbHas, npumeHsieTcs Ha Bce VAP pagnouHTepdelica.

Hwuxe npepactasneHa HacTpoiika pennukauyun DHCP ana Radio 5 'y, (wlan1).

HacTpoliika penankauyum DHCP

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# wlanl

WEP-3L(config):/interface/wlan1# common

WEP-3L(config):/interface/wlan1l/common# dhcp-snooping
WEP-3L(config):/interface/wlan1l/common/dhcp-snooping# dhcp-replication-mode true (Bk/10UeHVe
pennukauun DHCP. Mo yMo4aHuIo BbIK/KOYEHO, false)
WEP-3L(config):/interface/wlan1l/common/dhcp-snooping# save (coxpaHeHne HacTpoek)

6.8 HacTpolika pennukaunn ARP

© Hacrpoiika arp-suppression Npon3BoOANTCA OTAENLHO A5 KaX/40ro paguonHTepdelica. B gaHHOM
pasgerne NpUBOASATCS NPMMEPbI HACTPOViKK arp-suppression ansa Radio 2.4 My, — wlan0.

lMocne BKNOYEHUS arp-suppression npouncxogut nogmeHa MAC-agpeca nosnydartesnsi.

Hactpoiika pennunkauuun ARP

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# wlan0

WEP-3L(config):/interface/wlan0# common

WEP-3L(config):/interface/wlan0/common# arp-suppression
WEP-3L(config):/interface/wlan0/common/arp-suppression# enabled true (Bk/104eHNe arp-suppression. [10
YMO/I4aHUIO BbIK/HOYEHO: false)

WEP-3L(config):/interface/wlan0/common/arp-suppression# drop-unknown-arp-ip true (yrpasneHve
pennvkauuein ARP. Ecnn napameTp BK/IKOYEH true, TO NPOUCX0OAMT OTOpachkiBaHNe NakeToB C HEN3BECTHbIM
IP-agpecom HasHaueHus. Ecnv napameTp BbIk/odeH false, To nakeTbl 6yayT nepegaBaTtbCs
LUMPOKOBeLLaTesibHO. 10 yMos14aHuo BK/IIOYEHO: true. PaboTaeT TO/IbKO C BK/THOUYEHHbIM arp-suppression)
WEP-3L(config):/interface/wlan0/common/arp-suppression# save (CoxpaHeHVe HacTpPOoekK)
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6.9 CuctemHble HaCTPOWKK

6.9.1 O6HoBneHue MO ycTpoiicTBa

OGHoBneHune MO Toukn goctyna no TFTP

WEP-3L(root):/# firmware upload tftp <IP-agpec TFTP-cepBepa> <HasBaHue cpavina MO> (npumep:
firmware upload tftp 192.168.1.15 WEP-3L-2.11.2_build_X.tar.gz)
WEP-3L(root):/# firmware upgrade

OG6HoBneHune MO Toukn goctyna no HTTP

WEP-3L(root):/# firmware upload http <URL gna ckaunmBaHusa cpavina MO> (npumep: firmware upload http
http://192.168.1.100:8080/files/WEP-3L-2.11.2_build_X.tar.gz)
WEP-3L(root):/# firmware upgrade

MepeknioueHne Ha pesepBHYIo Bepcuto MO ToUukn goctyna

WEP-3L(root):/# firmware switch

6.9.2 YnpasneHue KoHurypaumeni ycTporicraa

C6poc KoHchurypaumm yctpoiictBa B fethontTHoe coCcTosiHNe 6e3 coXxpaHeHUA napamMeTpoB
poctyna

WEP-3L(root):/# manage-config reset-to-default

C6poc KoHdurypauum yctpoiictBa B Aed)ONITHOE COCTOsIHE C COXpPaHEHeM NapamMeTpoB AocTyna

WEP-3L(root):/# manage-config reset-to-default-without-management

Ckauatb KOH(pUrypauuoHHbIii thaiin yctpoiictBa Ha TFTP-cepBep

WEP-3L(root):/# manage-config download tftp <IP-aagpec TFTP-cepBepa> (nprvep: manage-config
download tftp 192.168.1.15)

3arpys3utb KOHhUrypaummoHHblii (hpaiin Ha yctpoiicTtBO ¢ TFTP-cepBepa

WEP-3L(root):/# manage-config upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue chaiina
KOHdpurypauum=> (npumep: manage-config upload tftp 192.168.1.15 config.json)
WEP-3L(root):/# manage-config apply (nprimeHeHne KoHhurypauum Ha ToUky AoCTyna)
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6.9.3 Tllepesarpyska ycTpoincTtea

KomaHga gns nepesarpysku ycTpoiicTea

WEP-3L(root):/# reboot

KomaHAa A5 OTNI0XEeHHOIi nepe3arpysky ycTpoiicTea

WEP-3L(root):/# reboot delay X (rae X — BpemMs B CEKyHAaXx, Yepes KOTOpOoe NPon30oiaeT OT/IOKEHHas
nepesarpyska ycTpoictsa. Bo3aMmoxHble 3HaueHus: 0-86400)

KomaHpa ans 3aniaHUpoBaHHOW nepesarpys3ku ycTpolicTBa B Ha3HauYeHHOe Bpems

WEP-3L(root):/# reboot at hh:mm:ss (rae hh:mm:ss — Bpems, B KOTOpoe Npov3oingeT 3aniaHMpoBaHHas
nepesarpyska ycTpoiicTBa. Bo3amoxHble 3HaueHus:: hh:mm, hh:mm:ss)

KomaHAa ons OTMEHbI OT/IOXKEHHOW Nnepes3arpysku ycTpoiicTBa

WEP-3L(root):/# reboot cancel

6.9.4 HacTtpoiika pexuma ayTeHTudmkaumm

YCTPOIACTBO MMEET 3aBO/CKYH0 YUETHYHO 3anvck admin ¢ naponem password. YAannTb AaHHY0 YUYETHYHO
3an1ch HEMb3S. VI3MEeHUTb Naposib MOXHO C NOMOLLbIO YKA3aHHbIX HUXE KOMaHJ,

N3meHeHue napons gns yyetHoli 3anucu admin

WEP-3L(root):/# configure

WEP-3L(config):/# authentication

WEP-3L(config):/authentication# admin-password <HoBbIi naposb ANA yyeTHoii 3anucu admin> (07 1 /10
64 CMBOJI0B, BK/1H04ast /TaTUHCKNE BYKBbI U LMdIPbI)

WEP-3L(config):/authentication# save (coxpaHeHve HacTpoek)

—_

B0O3MOXHO co3aaTb AOMOSTHUTE/bHBIX NO/Ib30BaTE e A5 /IOKaUIbHOM ayTeHTUnKaLmm, a Takxe
ayTeHTudpmkaumm yepes RADIUS.

© HoBbiM nob3oBaTeNaAM [OMKHA GbITh HA3HAYEHA OJHA U3 ABYX poneii:
admin — nonb3oBaTenb C Tako Posblo 6yAET UMETb NOJHBIA AOCTYN K KOHIMIYPUPOBAHUIO 1
MOHUTOPUHTY 6a30BOIA CTaHLWK;
viewer — nosib3oBaTe/ib C Takoli ponbio 6yAeT MMETb AOCTYN TOSIbKO K MOHUTOPUHTY 6a30BOiA

cTaHumu.
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Jo6GaBneHue HOBbIX NONb30BaTesnei

WEP-3L(root):/# configure

WEP-3L(config):/# authentication

WEP-3L(config):/authentication# user

WEP-3L(config):/authentication/user# add userX (rze userX — vMsi HOBOW Y4eTHON 3anucu. Ans ypaneHns
ncnosb3yiite komaHay del)

WEP-3L(config):/authentication/user# userX

WEP-3L(config):/authentication/user/userX# login userX (rze userX — 1Msi HOBOI YYETHOW 3anuncu)
WEP-3L(config):/authentication/user/userX# password <Maponb anAa yyeTHOI 3anucu userX> (0T 1 /10 64
CVYMBO/I0B, BK/HOYas NaTUHCKME GYKBbI U LMApbI)

WEP-3L(config):/authentication/user/userX# role admin (nosib30BaTENO BLIAAKTCA NpaBa Ha
KOHoUrypupoBaHue. BoaMoxHoe 3HauYeHne viewer — y4eTHON 3anucu byaeT AOCTyNneH TObKO
MOHUTOPWHT)

WEP-3L(config):/authentication/user/userX# save (coxpaHeHne HacTpoek)

Ans ayTeHTudmkaumm yepes RADIUS-cepBep HEOGX0AYMO HACTPOUTb NapameTpbl AOCTYNa K HEMY.

HacTtpoiika napameTpoB gocTtyna K RADIUS-cepBepy

WEP-3L
WEP-3L

root):/# configure

config):/# authentication

WEP-3L(config):/authentication# radius

WEP-3L(config):/authentication/radius# auth-address X.X.X.X (rge X.X.X.X — |IP-agpec RADIUS-cepsepa)
WEP-3L(config):/authentication/radius# auth-port X (r1e X — nopt RADIUS-cepBepa, KOTOPbLIA UCMob3yeTcs
ANs ayTeHTudmkauumn n astopmsaymu. Mo ymonyaHuio: 1812)

WEP-3L(config):/authentication/radius# auth-password secret (r7e secret — ko4 /19 RADIUS-cepeepa,
MCNOMb3YEMOro A/18 ayTEHTUGIMKALMM 1 aBTOpU3aLnn)

WEP-3L(config):/authentication/radius# exit

WEP-3L(config):/authentication# radius-auth true (Bx/1t0ueHve pexnma ayteHTudukaumm yepes RADIUS-
cepsep. Ans otknoveHus seegute false)

WEP-3L(config):/authentication# save (coxpaHeHne HacTpoek)

—_— e~ o~ —

© npu ayteHTudmkaumm yepes RADIUS-cepeep HEO6X0AMMO 0653aTebHO CO3AAaTh TOKASTbHYIO YHETHYI0
3annce, kotopas byaeT aHasnorMyHa yyeTHow 3anucu Ha RADIUS-cepBepe.
Mpy 3TOM B NIOKa/IbHOW YY4ETHOI 3annucun 0b6a3aTenbHO A0/HKHA ObITb Yka3aHa posib, onpegensowas
npasa goctyna (admin unm viewer).
B cnyuae, ecnn RADIUS-cepBep okaxeTcs He4oCTyneH, ayTeHTudmkaunsa npoinaeT no 1o0KaibHOM
YYETHOW 3anucu.

HacTpoliika nepuoga 6e3gencTeus

WEP-3L(root):/# configure

WEP-3L(config):/# authentication

WEP-3L(config):/authentication# session-idle-timeout X (e X — Bpemsa 6e34eicTBMA nosb3osartens B web-
nHTEepderice B MMHyTax, NOC/1€ KOTOPOro CECCUsi aBTOMAaTMYECKM 3aBepLuaeTcs. Bo3MOXHble 3HaUYeHMs:
0-10080. [1ns OTKNHOYEHMA (PYHKLMOHaNA yCTaHOBUTE 3Ha4YeHue 0. o ymonyaHmio: 15)
WEP-3L(config):/authentication# save (coxpaHeHve HacTpoek)
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6.9.5 HacTpoiika gaTbl U BpEMEHU

KomaHab! A1 HACTPOKU CUHXPOHU3aLMU BpeMeHu ¢ cepBepom NTP

WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# date-time

config):/date-time# mode ntp (Bk/1t0ueHVe pexma paboTsl ¢ NTP)

config):/date-time# ntp

WEP-3L(config):/date-time/ntp# server <IP-agpec NTP-cepBepa> (ycTaHoBKa NTP-cepsepa)
WEP-3L(config):/date-time/ntp# alt-servers (ycTaHOBKa [0M0/HUTENLHBLIX NTP-cepBepos)
WEP-3L(config):/date-time/ntp/alt-servers# add <[lomeHHOe nmsi/IP-agpec NTP-cepBepa B
KOoHtUrypayumn> (cozgaHme pasaena KoHdurypauum gonosiHutenisHoro NTP-cepBepa. MakcumanbHoe
KONn4yecTBo: 8. N9 yaaneHus ncnosnb3yiite komaHay del)

WEP-3L(config):/date-time/ntp/alt-serverst exit

WEP-3L(config):/date-time/ntp#exit

WEP-3L(config):/date-time# common

WEP-3L(config):/date-time/common# timezone 'Asia/Novosibirsk (Novosibirsk)' (ycTaHOBKa BpemeHHO
30Hbl)

WEP-3L(config):/date-time/common# save (CoxpaHeHVe HacTpPoekK)

—~ o~~~ o~ —~

6.9.6 [ononHuTesibHble HACTPOIKN CUCTEMbI

BkntoueHue rnodéasibHON u3onauumn

WEP-3L(root):/# configure

WEP-3L(config):/# system

WEP-3L(config):/system# global-station-isolation true (Bk/1t0ueHNe r106a/1bHON N30ALMN TPparKa Mexay
KnneHTamu pasHbix VAP 1 pasHbix pagnovHtepdericos. 18 oTkaoyeHns seeaute false)

WEP-3L config):/system# save (coxpaHeH/e HacTpoek)

MN3meHeHne UMEeHU yCTpocTBa

WEP-3L(root):/# configure

WEP-3L(config):/# system

WEP-3L(config):/system# hostname WEP-3L _room2 (rge WEP-3L_room2 — HOBOE MMsl YCTPOMCTBA.
MapameTp MOXeT cofepxaTtb OT 1 0 63 CUMBOJIOB: IATUHCKNE 3ar/iaBHble U CTPOYHble BYKBbI, LGP,
3HaK geduc «-» (aedmnc He MOXeT 6bITb NOCNEeAHUM CUMBOJIOM B UMeHM). Mo ymonyaHuo: WEP-3L)
WEP-3L(config):/system# save (coxpaHeH/e HacTpoek)

N3meHeHue reorpad)uueckoro goMeHa

WEP-3L(root):/# configure

WEP-3L(config):/# system

WEP-3L(config):/system# ap-location ap.test.root (rze ap.test.root — oMeH y3na gepesa ycTpoincTs
CMUCTEeMbI ynpaBrneHus EMS, B KOTOPOM pacrnosiaraetcs To4ka goctyna. 1o ymonyaHmio: root)
WEP-3L(config):/system# save (CoxpaHeHne HacTpoek)
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MN3meHeHune Radius NAS-ID

WEP-3L(root):/# configure

WEP-3L(config):/# system

WEP-3L(config):/system# nas-id Lenina_1.Novovsibirsk.root (r1e Lenina_1.Novovsibirsk.root —
naeHTudukatTop gaHHon TA. MapameTp npeaHasHavyeH ansa naeHtndukaumm yctpoiictea Ha RADIUS-
cepsepe, B c/iydae, ecnim RADIUS oxngaeT 3HaveHue, oTinyHoe ot MAC-agpeca. o ymonvaHuio: MAC-

agpec T/)
WEP-3L(config):/system# save (CoxpaHeHne HacTpoek)

HacTpoliika LLDP

WEP-3L(root):/# configure

WEP-3L(config):/# lldp

WEP-3L(config):/Ildp# enabled true (BkntoueHue yHkumoHana LLDP. Ans oTkntoveHus seeaute false. Mo
YMOJIHaHUIO: true)

WEP-3L(config):/lldp# tx-interval X (rge X — n3meHeHune nepuoga otrnpasku LLDP-co06LeHniA. BO3MOXHble
3HauyeHus: 1-86400. Mo ymonyaHuto: 30)

WEP-3L(config):/Ildp# system-name WEP-3L_reserv (rge WEP-3L_reserv — HOBOe UM ycTpoicTBa. o
ymMonyaHuto: WEP-3L)

WEP-3L(config):/Ildp# save (coxpaHeHne HacTpoek)

6.10 HacTpolika napameTpoB NopTasibHOW aBTOpU3aLnn

HacTpolika napaMeTpoB NopTa/ibHO aBTOpPU3aLUK

WEP-3L(root):/# configure

WEP-3L(config):/# captive-portal

WEP-3L(config):/captive-portal# ap-ip-alias <J,oMmeHHOe UMSA> ([OMEHHOE MS, Ha KOTopoe ByaeT
coBepLuaTbCA nepeHanpasieHne KNMeHToB. Mo ymonyaHuto: redirect.loc)
WEP-3L(config):/captive-portal# tinyproxy-https true (Bk/1t0ueHVe nepeHanpaBieHns KIMEHTOB Mo
npoTtokony HTTPS. [Ina nepeHanpasfieHns no npotokony HTTP BeeauTe false. Mo ymonyaHuio: false)
WEP-3L(config):/captive-portal# save (coxpaHeHue HacTpoek)

© DNS-3anpoc JoMeHHOro UMeHH, ykasaHHoro B ap-ip-alias, 6yaeT nepexsaueH Toukoii gocTyna. Ha aToT
3anpoc 6yeT oTnpaB/ieH OTBET, U B 0TBeTe 6yaeT IP-agpec Touku gocTyna.
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HacTtpoiika umeH napaMeTpoB, NepegasaeMbiX Be6-cepBepoM aBTopu3aLun

WEP-3L
WEP-3L

root):/# configure

config):/# captive-portal

WEP-3L(config):/captive-portal# web-redirector

WEP-3L(config):/captive-portal/web-redirector# param-names
WEP-3L(config):/captive-portal/web-redirector/param-namest# redirect_url original_url (HacTpoiika nvieHu
napameTpa, coaepxallero ncxoaHbiii URL, 3anpoLleHHbI KNMeHTOM. KnneHT ByaeT nepeagpecoBaH Ha
AaHHbI URL B c/lyvae ycnewuHom aBTopum3aimm)
WEP-3L(config):/captive-portal/web-redirector/param-namest error_url err_url (HacTpoiika nmeHu
napameTpa, cogepxatlero URL, Kyaa 6yaeT nepeagpecoBaH KMEHT B C/lyvyae OnGKN aBTopu3aLnim)
WEP-3L(config):/captive-portal/web-redirector/param-names# username login (HacTporika nmeHu
napameTpa, cogepXaliero I0r1MH ANns KNneHTa)
WEP-3L(config):/captive-portal/web-redirector/param-names# password pass (HacTpolika nmeHn napamMeTpa,
cofepxallero naponb 41 KneHTa)

WEP-3L(config):/captive-portal/web-redirector/param-namest# save (coxpaHeHVie HacTpoek)

—_ e~

o HacTpoiika HyXHa, ec/in uMeHa napameTpoB B oTBeTe http ¢ kogom 302 oTanyaroTca ot AePONTHBIX
NUMEH, NPUHUMAIOLLIMXCA TOYKONM AocTyna.

© B 3HaueHusix napameTpos redirect_url, error_url, username, password MOXHO 1CMO/b30BaTb TOBKO
NaTUHULLYY No60ro perucTpa, a Takke cumeosbl S\-_.1*'() annHoit ot 0 Ao 255 CMMBOOB.

HacTtpoiika aganTMBHOro pexuma pa6boTbl NOpPTa/IbHOI aBTOpU3aLumn

WEP-3L(root):/# configure

WEP-3L(config):/# captive-portal

WEP-3L(config):/captive-portal# web-redirector

WEP-3L(config):/captive-portal/web-redirector# captive-adaptive true (Bk/1t04eHne aganTMBHOIO pexnma
paboTbl NOpTasIbHOM aBTOpU3aL MM Ana ycTponucTB iOS. ns oTkaoueHus seeante false. 1o ymonyaHuio:
false)

WEP-3L(config):/captive-portal/web-redirector# save (CoxpaHeHne HacTpoek)

© Mpu BkNOUEHHOM aaNTUBHOM PeXnMe pa6oThbl MPU CBOPAYMBAHN OKHA aBTOPU3ALIMM Ha
ycTpolictBax iOS paspbiBa COeANHEHNSI MPOMUCXOANTb He byaerT.
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HacTtpoiika npaBun ipv4-acl

WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L
WEP-3L

root):/# configure

config):/# acl

config):/acl# ipv4

config):/acl/ipv4# add ipv4_list (co3naHve cnvcka ACL npaswui)

config):/acl/ipva# ipva_list

config):/acl/ipv4/ipv4_list# entry

WEP-3L(config):/acl/ipv4/ipv4_list/entry# add 0 (co3gaHne ACL npasuia)
WEP-3L(config):/acl/ipv4/ipv4_list/entry# 0

WEP-3L(config):/acl/ipv4/ipv4_list/entry/0# action permit (ykasaHve geiicteus a1s rnpasuia. BosmoxHble
BapuaHTbl: permit — paspelnTb, deny — 3anpeTuThb)

WEP-3L(config):/acl/ipv4/ipv4_list/entry/0# protocol-mode any (HacTpolika pexnma paboTsl NpoToKoNa, Nno
KOoTopomy 6yaeT oTpabaTbiBaTb NpaBunio. Bo3aMOXHbIE 3HAUYEHNS: any — NHOO0I NPOTOKON, value —
KOHKPETHbIN NPOTOKO/)

WEP-3L(config):/acl/ipv4/ipv4_list/entry/0# protocol gre (BbI60p NpoTokoia. Bo3mMoxHbIe 3HaYeHs: gre,
icmp, igmp, tcp, udp)

WEP-3L(config):/acl/ipv4/ipv4_list/entry/0# src-port-start X (rae X — HavyasibHbIA NOPT UCTOYHNIKA)
WEP-3L(config):/acl/ipv4/ipv4_list/entry/0# src-port-end X (rae X — KOHEYHbIV NOPT UCTOYHNUKA.
Wcnonb3yeTca TonbKo Ans src-port-mode range)

WEP-3L(config):/acl/ipv4/ipv4_list/entry/0# src-mode host (HacTpoiika pexunmva unbTpaLumn NCTOYHNKA.
Bo3MOXHbIe BapuaHTbl: any — 1060 UCTOYHMK, host — unbTpaunsa no agpecy xocta, network —
domnbTpaymsa no agpecy cetn)

WEP-3L(config):/acl/ipv4/ipv4_list/entry/0# src-ip X.X.X.X (rae X.X.X.X — IP-agpec xocTa NcTovHmKa)
WEP-3L(config):/acl/ipv4/ipv4_list/entry/0# src-mask X.X.X.X (rge X.X.X.X — mMacka noiceTn xocta UCTOYHMKa)
WEP-3L(config):/acl/ipv4/ipv4_list/entry/0# src-port-mode any (HacTpoiika pexvmva paboTel nopra
NCTOYHMKA. BO3MOXHble 3Ha4YeHus: any — /10601 pexunm, eq — paBHo, gt — 6o/bLue, lt — MeHbLUe, neq — He
paBHO, range — Anana3oH NopToB)

WEP-3L(config):/acl/ipv4/ipv4_list/entry/0# dst-mode host (HacTpoiika pexuma punsTpauun HasHavyeHms. B
03MOXHbIE€ BapuaHTbl: any — /10601 NCTOUHKK, host — dounbTpauunsa no agpecy xocta, network —
domnbTpaumsa no agpecy cetn)

WEP-3L(config):/acl/ipv4/ipv4_list/entry/0# dst-ip X.X.X.X (rae X.X.X.X — IP-afpec xocTa HasHa4yeHns )
WEP-3L(config):/acl/ipv4/ipv4_list/entry/0# dst-mask X.X.X.X (rae X.X.X.X — mMacka nogceTun xocrta
Ha3Ha4YeHus)

WEP-3L(config):/acl/ipv4/ipv4_list/entry/0# dst-port-mode any (HacTpolika pexvmva paboTsl nopTta
Ha3HayeHus. Bo3MoXHbIe 3Ha4YeHNs: any — /10601 pexnm, eq — paBHo, gt — 60sibLue, It — MeHbLUe, neq —
He paBHO, range — Anana3oH NnopTos)

WEP-3L(config):/acl/ipv4/ipv4_list/entry/0# dst-port-start X (rze X — HavasibHbIN NOPT HaszHavYeHns)
WEP-3L(config):/acl/ipv4/ipv4-acl/ipva_list/entry/0# dst-port-end X (rae X — KOHEYHbLIV NOPT Ha3HAYEeHNs.
Vicnonb3yeTca Tonibko N5 dst-port-mode range)

WEP-3L(config):/acl/ipv4/ipv4-acl/ipv4_Llist/entry/0# save (coxpaHeHne HacTpoek)

e~ o~~~ o~~~ —~
_— O o=
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HacTpoiika npasun url-acl

WEP-3L(root):/# configure

WEP-3L(config):/# acl

WEP-3L(config):/acl# url

WEP-3L(config):/acl/url# add url_list (cozgaHve cnucka ACL npasun)

WEP-3L(config):/acl/url# url_list

WEP-3L(config):/acl/url/url_list# action permit (ykazaHve gencteus ans cnvcka. BoamoxHble BapraHThl:
permit — paspelnTs, deny — 3anpeTuTh)

WEP-3L(config):/acl/url/url_list# entry

WEP-3L(config):/acl/url/url_list/entry# add 0 (co3paHne ACL npasuia)
WEP-3L(config):/acl/url/url_list/entry# 0

WEP-3L(config):/acl/url/url_list/entry/0# domain <JoMeHHOe UMA> (yKazaHne foMeHa NN PerynspHoro
BblpaXkeHus)

WEP-3L(config):/acl/url/url_list/entry/0# save (coxpaHeHVe HacTpoek)

6.10.1 YnpasneHne nopTasibHbIM CEPTUUNKATOM

3arpyska ceptucukata gnsa pegupekta no HTTPS no tftp

WEP-3L(root):/# manage-certificates portal upload tftp <IP-agpec TFTP-cepBepa> <Ha3BaHue dhaiina>
(npumep: manage-certificates portal upload tftp 192.168.1.15 portal.pem)

3arpyska cepTudukaTta gns pegupekta no HTTPS no http

WEP-3L(root):/# manage-certificates portal upload http <URL ana ckaumBaHua daiina MO> (npuvep:
manage-certificates portal upload http http://192.168.1.100:8080/files/portal.pem)

CTtupaHue ceptudmkata

WEP-3L(root):/# manage-certificates portal erase

6.11 HacTtpolika cepsuca APB

Cepsuc APB ncnosnb3yeTcst ans obecneyveHms NopTasibHOrO POYMUHIa KAMEHTOB MexXay ToYKaMu A0CTyna,
NOAK/TYEHHbIMY K CepBuCy.

KomaHab! ans HacTpoiiku cepeuca APB

WEP-3L(root):/# configure

WEP-3L(config):/# captive-portal

WEP-3L(config):/captive-portal# apbd

WEP-3L(config):/captive-portal/apbd# roam_service_url <Agpec cepBuca APB>

(npumep: roam_service_url ws://192.168.1.100:8090/apb/broadcast)

WEP-3L(config):/captive-portal/apbd# enabled true (Bx/toueHne ceprca APB. [Ins OTKIHOUEHNS BBEAUTE
false)

WEP-3L(config):/captive-portal/apbd# save (coxpaHeHne HacTpoek)
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6.12 HacTtpolika DAS-cepsepa

®yHkumoHan DAS-cepBepa obecrneumBaeT 06paboTKy 3anpocoB AnHamuyeckoin asTopu3auum RADIUS Toukamm
goctyna.

KomaHgbl gnsa HacTpoiiku DAS-cepBepa

WEP-3L
WEP-3L

root):/# configure

config):/# das-server

WEP-3L(config):/das-server# enabled true (sk1toueHne DAS-cepeepa. 1715 oTko4venns seegute false)
WEP-3L(config):/das-serveri# port X (rae X — nopt DAS-cepsepa. o ymonyaHnio: 3799)
WEP-3L(config):/das-server# auth-password secret (r/e secret — naposib /15 DAS-cepsepa, Ucrnosib3yeTcs
npuv wudoposaHnn RADIUS-3anpocos)

WEP-3L(config):/das-server# save (coxpaHeHne HacTpoek)

—_— e~ o~ —

6.13 HacTpolika pexuma Radar

®yHKLMOHa NpefiHa3HavyeH ansa cbopa nHopmaLMmn O KIIMEHTCKUX YCTPOMCTBaX B 30HE AelCTBUS TOUKM
JocTtyna v nepefayv faHHbIX Ha CepBepP-KO/1/IEKTOP.

6.13.1 HacTtpoiika pagapa c oTnpaBKoW AaHHbIX No NpoTtokoay HTTP

KomaHAabl gns HacTpoiikn cpyHKumoHana Radar (HTTP/HTTPS)

WEP-3L(root):/# configure

WEP-3L(config):/#radar

WEP-3L(config):/radar# enabled true (Bk/1toueHve doyHKumoHana radar. Ans oTkioueHns seegute false)
WEP-3L(config):/radar# url http://host:port/service (yka3biBaeTca URL-CCbI/Ika Ha cepBuC, KOTOPLIN byaeT
npuHMMaTb AaHHble OT ToYkM goctyna B JSON-chopmare. MNepenaya Bo3MoxkHa no HTTP/HTTPS)
WEP-3L(config):/radar# scan-interface all (rze all — nHTepdeiic, Ha koTopom byaeT paboTtaTb
CKkaHupoBaHue. BoaMoxHble 3HaueHns: wlan0 — nHtepdoeiic 2.4 'y, wlanl — nHtepdeinc 5 ML, all —
OAHOBPEMEHHO0 2.4 Ty n 5 Tu. Mo ymonyaHuto: all)

WEP-3L(config):/radar# send-interval X (r4e X — nHTepBas1 OTnpaBkX AaHHbIX Ha KO1eKTOP. BO3MOXHbIe
3HauyeHus: 1-3600. o ymMmonyaHuto: 5 cekyHn)

WEP-3L(config):/radar# mac-source"probe data" (r/e probe data — BbIOOP TUNa faHHbIX, cCObrpaembIxX B
adhupe. Bo3mMoxHble 3Ha4YeHus: probe — TO/IbKO probe request, assoc — TO/IbKO assoc, data — TO/bKO
data, all — Bce Tunbl nakeTos. o ymonyvaHuto: all)

WEP-3L(config):/radar# scan-channel-timeout X (e X — Bpems, Bble/IeHHOe Ha CKaHupoBaHue 04HOro
KaHas1a. Bo3aMoXHble 3HauveHus: 100-60000. Mo ymonyaHuto: 200 Mc)

WEP-3L(config):/radar# scan-limit-channels-2g "1 6 11" (rge 1, 6, 11 — kaHa/lbl /19 CKaHMPOBaHVA B
ananasoHe 2.4 I'Tu,. MNMyctoe 3HayeHne — CKaHUPYHTCS BCE AOCTYMHbIE KaHasbl)

WEP-3L(config):/radar# scan-limit-channels-5g ""36 40 44 48" (i e 36, 40, 44, 48 — KaHaJ1bl 419
CKaHnpoBaHu1s B gnanasoHe 5 Ty, [ycToe 3HavyeHne — CKaHMpPYoTCA BCe AOCTYMHbIE KaHaslbl)
WEP-3L(config):/radar# save (coxpaHeHve HacTpoek)
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6.13.2 HacTtpolika pagapa ¢ oTnpaBkoi gaHHbIX No npotokony MQTT

KomaHgbl ans HacTpoukun pyHKumoHana Radar (MQTT)

WEP-3L(root):/# configure

WEP-3L(config):/# radar

WEP-3L(config):/radar# url mqtt://host:port/service (yka3biBaeTca URL-CCbI/Ika Ha cepBuC, KOTOPLIN ByaeT
NnpUHMMaTb AaHHble OT TOYKM AOCTyna rno npoTtokony MQTT. Mpumep: mqtt://rtls.eltex.nsk.ru:1883/)
WEP-3L(config):/radar# mqtt-username eltex (rze eltex — vivsi nonsb3osatens. Heobxoaumvo ans
aBTopu3aunmn Ha cepBuce-KosIekTope)

WEP-3L(config):/radar# mqtt-password password (/e password — naposib. Heobxoanm [a51s aBTopr3samm
Ha cepBuUCEe-KONEKTOPE)

WEP-3L(config):/radar# mqtt-topic input_mgqtt_topic (ykassiBaetcsa URL-naeHTnmnkaTop cyLHocTen B
0OMeHe Mex/y TOUKOM A0CTyna 1 KOJIeKTOPoM no MQTT-NPOTOKOANY)

WEP-3L(config):/radar# scan-mode passive (rge passive — pexum paboTbl pagapa. Bo3mMoXHble 3Ha4eHNs:
active — TouYka fOCTyna TOJIbKO CKaHUPYeT ahmp 1 He NpefocTaBisAeT CePBUC KIMEHTaM; passive — TOUka
[oCTyna npefocTasisieT CepBuUC KaneHTam, aoup He cKkaHupyeT, nepegaeT AaHHble MO MNOAKNHYEHHbIM
KnueHTam. o ymonuaHumio: active)

WEP-3L(config):/radar# scan-interface all (rze all — nHTepdeiic, Ha koTopom byaeT paboTats
CKaHupoBaHue. BoamoxHble 3HaueHns: wlan0 — nHtepdoeic 2.4 I'u, wlanl — nHtepdeic 5 Mu, all —
OZIHOBPEMEHHO 2.4 Ty 1 5 'Tu. Mo ymonyaHuto: all)

WEP-3L(config):/radar# send-interval X (r4e X — nHTepBas1 OTnpaBkM AaHHbIX Ha KO1eKTOP. BO3MOXHbIe
3HayeHus: 1-3600. Mo ymonyaHuto: 5 cekyHn)

WEP-3L(config):/radar# mac-source"probe data" (r/e probe data — BbIOOP TUNa faHHbIX, cobrpaembIxX B
adhmpe. Bo3mMoxHble 3Ha4YeHus: probe — TO/IbKO probe request, assoc — TO/IbKO assoc, data — TO/bKO

data, all — Bce Tunbl nakeTos. o ymonvaHuto: all)

WEP-3L(config):/radar# scan-channel-timeout X (e X — Bpems, Bble/IeHHOe Ha CKkaHupoBaHne 04HOro
KaHas1a. Bo3aMoXHble 3HayeHust: 100-60000. Mo ymonyaHuto: 200 Mc)

WEP-3L(config):/radar# scan-limit-channels-2g "1 6 11" (rge 1,6, 11 — kaHa/lbl /19 CKaHMPOBaHWA B
AnanasoHe 2.4 ['Tu. MNMycToe 3HayYeHne — CKaHUPYTCS BCe AOCTYMHbIE KaHasbl)

WEP-3L(config):/radar# scan-limit-channels-5g ""36 40 44 48" (i e 36, 40, 44, 48 — KaHaJ1bl 419
CKaHMpoBaHus B AnanasoHe 5 Ty, [ycToe 3HavyeHne — CKaHMpPYOTCA BCe AOCTYMHbIE KaHaslbl)
WEP-3L(config):/radar# scan-min-signal X (re X — nopor ypoBHs curHasia. Ecniv Touka goctyna BuanT
K/IMeHTa C YPOBHEM HWKe ykasaHHOro, To MAC-afpec k/iMeHTa He nepefaeTcs Ha KOIIEKTOP, U K/TUEHT He
cuntaeTcs 06HapyXeHHbIM. BO3MOXHble 3HauYeHus: -100-0. o ymonyaHuio: 0, PyHKLMOHa OTK/IOYEH)
WEP-3L(config):/radar# enabled true (Bk/1t0ueHve doyHKumoHana radar. Ans oTkoveHns seegute false)
WEP-3L(config):/radar# save (coxpaHeHVe HacTpoek)
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6.14 MOHUTOPUHT

6.14.1 Wi-Fi knneHTbl

N5 BbIBOAA MOHUTOPUHIA NOAKAUYEHHbIX Wi-Fi KNMMEHTOB 1CNoNb3yeTcsl KomaHa:

monitoring associated-clients <mac-agpec knneHTta 1> ... <mac-agpec kameHta N> filter <napameTtp 1> ...
<napameTp N>,

roe <mac-aZipec kKimeHTa 1> ... <mac-agpec kiMeHTa N> — mac-agpeca KJIMeHTCKUX YCTPOMCTB,
NOAK/TOYEHHbIX K TOUKe AocTyna. [1ns Toro 4to6bl BbIBECTU MHPOPMALIMIO N0 BCEM K/IMeHTaM, BBeauTe
BMeCTO <mac-ajgpeca knveHta> all;

filter — cneumanbHoe c/I0BO, NOC/IE KOTOPOro YKa3biBaOTCA NapaMeTpbl MOHUTOPUHIa, HEO6XOAUMbIEe
[N BbIBOAA MO K/IMEHTY/KIMEHTAM;

<napameTp 1> ... <napameTp N> — napaMeTp/napamMeTpbl MOHUTOPUHIA, HEO6X0AVMbIE A5 BbiBOA MO
KNUEHTY/KMEeHTaM.

[ns BbiBOAA cnmncka NoAKMHYEHHbIX K TOUKe AOCTyna KIMEeHTOB HaXXMuUTe nocne monitoring associated-
clients knasuwy Tab.

WEP-3L(root):/# monitoring associated-clients <Tab>

32:5b:60:62:e0:a4
bc:2e:f6:cc:85:46
all

[N nonyyeHus cnvcka napameTpoB MoHuTopuHra nocre filter HaxxmuTe knasuwy Tab.

WEP-3L(root):/# monitoring associated-clients all filter <Tab>

index
interface

ssid

hw-addr

state

ip-addr
hostname
rx-retry-count
tx-fails
tx-period-retry
tx-retry-count
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BbiBOA UH)OpPMALMKM N0 BCEM NMOAK/MHOUYEHHbIM KIMeHTaMm

WEP-3L(root):/# monitoring associated-clients (1711 monitoring associated-clients all)

index (0]

state ASSOC SLEEP AUTH_SUCCESS
hw-addr 32:5b:60:62:e0:a4
interface wlan@-va0
rfid 0

wid (0]

band 2.4

ssid WEP-3L_2.4GHz
vlan-id 100

ip-addr 192.168.1.15
frequency 2412

channel 1
auth-algorithm open-system
encryption-cipher no-cipher
encryption-group-cipher no-cipher
hostname Test-phone
username TIOXXXXXXXXX
domain root
authorized true
captive-portal-vap true
enterprise-vap false

radius-mac-auth
portal-auth

not-required
authorized

portal-auth-time 00:01:45
wlan-auth-type Open
wlan-auth-status authorized
wlan-auth-time 00:01:46
mfp false
rx-retry-count 209
tx-fails 0
tx-period-retry 3
tx-retry-count 18
rssi-1 -48
rssi-2 -48

rssi -48
snr-1 (0]

snr-2 (0]
tx-rate MCS15 NO SGI 270
rx-rate MCS14 NO SGI 117
rx—bw 20M
rx-bw-all 20M
tx-bw 20M
uptime 00:01:46
multicast-groups—-count 1
wireless-mode n
using-802.11r no
using-802.11k no
using-802.11v no
perftest-capable false
dhcp-request-status obtained
dhcp-start-packet-type request
dhcp-start-delay 161
dhcp-start-duration 0
dhcp-end-duration 2
link-capacity 90
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link-quality

link-quality-common

actual-tx-rate
actual-rx-rate
shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
name

Counter

Total Packets:
TX success:
Total Bytes:
Data Packets:
Data Bytes:

Mgmt Packets:
Mgmt Bytes:
Dropped Packets:
Dropped Bytes:
Lost Packets:

Multicast groups:
MAC

33:33:FF:A0:8B:83

Transmitted

Transmitted

ool ool oM oMo OO O]

~N 01 0o U»n
(00] [OJEEN

224

XXX.160.139.131
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Received
901
69222
375
45658
526
268
(0]
(0]

Received

615

0

27

27

23

12

33

13

14

9

38

78

52

53

12
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BbiBog MHhopMaLm N0 KOHKPETHOMY/KOHKPETHbIM K/INEHTY/KNTMeHTam

WEP-3L(root):/# monitoring associated-clients bc:2e:f6:¢c:85:46 (€CTb BO3MOXHOCTb YKa3aTb HECKO/IbKO
mac-aZlpecoB, Hanprvep, monitoring associated-clients bc:2e:f6:cc:85:46 32:5b:60:62:€0:a4)

index 1

hw-addr bc:2e:f6:cc:85:46
interface wlanl-va0
rfid 1

wid (0]

band 5

state ASSOC SLEEP AUTH_SUCCESS
ssid WEP-3L_5GHz
vlan-id 100

ip-addr 192.168.1.20
frequency 5200

channel 40
auth-algorithm open-system
encryption-cipher no-cipher
encryption-group—-cipher no-cipher
hostname Test-phone
username TIOXXXXXXXXX
domain root
dhcp-request-status obtained
authorized true
captive-portal-vap true
enterprise-vap false

radius-mac-auth
portal-auth

not-required
authorized

portal-auth-time 00:00:22
wlan-auth-type Open
wlan-auth-status authorized
wlan-auth-time 00:01:48
rx-retry-count 85
tx-fails 1
tx-period-retry 0
tx-retry-count 47

rssi-1 -32

rssi-2 -35

rssi -35

snr—-1 34

snr-2 34

snr 34

noise-1 -66
noise-2 -69

noise -66
tx-rate HE NSS2 MCS11 SGI 286.8
rx-rate HE NSS2 MCS10 SGI 258.1
rx—bw 20M
rx-bw-all 20M

tx-bw 20M

uptime 00:01:48
mfp false
wireless-mode ax
perftest-capable false
link-quality 97
link-quality—-common 94
actual-tx-rate 446
actual-rx-rate 60
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shaped-rx-rate
actual-tx-pps
actual-rx-pps
shaped-rx-pps
link-capacity
multicast-groups-count
using-802.11r
using-802.11k
using-802.11v
twt-support

59
16
22
38
98
1

no
no
no

requester broadcast flexible

PykoBoacTBOo no akcnnyartauun WEP-3L

name (0]
Counter Transmitted Received
Total Packets: 2654 1269
TX success: 99
Total Bytes: 2682230 341604
Data Packets: 2639 1255
Data Bytes: 2679056 339575
Mgmt Packets: 15 14
Mgmt Bytes: 3174 2029
Dropped Packets: 0 0
Dropped Bytes: 0 0

Lost Packets: 0

Rate Transmitted Received
ofdmé 0 | 0% 6
he-nss2-mcs6 0 | 0% 2
he-nss2-mcs7 0 | 0% 8
he-nss2-mcs8 2 | 0% 13
he-nss2-mcs9 23 | 0% 13
he-nss2-mcs10 892 | 33% 74
he-nss2-mcsl11 1722 | 65% 1139
Multicast groups:
MAC IP

33:33:ff:d5:8c:1b

XXX.213.140.27
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dunbTpauus napameTpPoB MOHUTOPUHTA

WEP-3L(root):/# monitoring associated-clients 32:5b:60:62:e0:a4 filter hw-addr ip-addr tx-rate rx-rate
uptime (BbIBOJ, OrpaHNYEHHOr0 KOSIMYECTBA NapamMeTPOB MOHUTOPMHIA NO ONpeaesieHHOMY KIIMEHTY, eCTb
BO3MOXHOCTb YKa3aTb HECKO/IbKO MAC-aapecos)

hw-addr | 32:5b:60:62:e0:a4
ip-addr | 192.168.1.15
tx-rate | MCS15 NO SGI 270
rx-rate | MCS14 NO SGI 117
uptime | 00:09:51

WEP-3L(root):/# monitoring associated-clients all filter hw-addr rssi-1 rssi-2 wireless-mode interface
(BbIBO/, OrpaHMUYEHHOr0 KOMYyecTBa napaMeTpoB MOHUTOPUHIA MO BCEM KIMEHTaM)

hw-addr | 32:5b:60:62:e0:a4
rssi-1 | -48

rssi-2 | -47

wireless-mode | n

interface | wlan@-va0

hw-addr | bc:2e:f6:cc:85:46
rssi-1 | -33

rssi-2 | -31

wireless-mode | ac

interface | wlanl-va0
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6.14.2 NHopmauumsa o6 ycTpoinctee

WEP-3L(root):/# monitoring information

system-time

uptime

hostname
software-version
secondary-software-version
boot-version
memory-usage
memory-free
memory-used
memory-total

cpu-load

cpu-average
is-default-config
vendor

device-type
board-type
hw-platform
factory-wan-mac
factory-lan-mac
factory-serial-number
hw-revision
session-password-initialized
ott-mode
last-reboot-reason
test-changes-mode

08:16:34 12.05.2026
8 d 21:29:58
WEP-3L

2.11.2 build X
2.11.2 build X
2.11.2 build X

79

24

96

121

7.2

1.42

false

Eltex

Access Point
WEP-3L

WEP-3L
E8:28:C1l:xx XX XX
E8:28:C1l:xx XX XX
WPXXXXXXXX

1vl

false

false

firmware update
false
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6.14.3 ViHhopmaLma o cepTudomkarax

WEP-3L(root):/# monitoring certificate

ott:

wlc:

web:

status: not present

status: present
url: https://192.168.1.15:8044
file 'ca.pem':
correctness: true
issuer: /CN=WLC
serial: F15E65D33604010D
subject: /CN=WLC
not-before: Jan 1 00:00:00 1999 GMT
not-after: Aug 20 16:56:46 2124 GMT
file 'cert.pem':
correctness: true
issuer: /CN=WLC
serial: 6813E201D050
subject: /CN=68:13:E2:01:D0:50
not-before: Jan 1 00:00:00 1970 GMT
not-after: Mar 31 14:28:02 2125 GMT
file 'key.pem':
correctness: false

status: present
file 'host.pem':
correctness: true

PykoBoacTBOo no akcnnyartauun WEP-3L

issuer: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

serial: AD4C597BEGD04958

subject: /C=RU/ST=Novosibirsk Region/L=Novosibirsk/0O=Eltex Ent/CN=192.168.1.1

not-before: Jan 1 00:00:44 1970 GMT
not-after: Jan 18 00:00:44 2038 GMT

portal:

status: present

file 'portal.pem':
correctness: true
issuer: /CN=redirect.loc/0=Eltex Ent
serial: DDDDOOB627AEO3BC
subject: /CN=redirect.loc/O=Eltex Ent
not-before: Apr 24 07:46:06 2025 GMT
not-after: Mar 31 07:46:06 2125 GMT

redirector:

status: present

file 'redirector.pem':
correctness: true
issuer: /CN=x.*x/0=Eltex Ent
serial: 8737D51F860832B2
subject: /CN=x.*x/0=Eltex Ent
not-before: Jul 9 13:26:36 2024 GMT
not-after: Jun 15 13:26:36 2124 GMT
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6.14.4 CeteBasd nHgopmauus

WEP-3L(root):/# monitoring wan-status

Common 1information:

interface | bro
mac | e8:28:clixx:xx:xx
rx-bytes | 4864149
rx-packets | 13751
tx-bytes | 2462399
tx-packets | 20753
IPv4 information:
protocol | dhcp
ip-address | 192.168.1.15
netmask | 255.255.255.0
gateway | 192.168.1.1
DNS-1 | 192.168.1.100
DNS-2 | 8.8.8.8

IPv6 information:

addresses |
dns-servers |

WEP-3L(root):/# monitoring ethernet-ports

ETH1:
name: ETH1
link: up

speed: 1000
duplex: enabled
media-type: copper
rx-bytes: 7429253
rx-packets: 15934
tx-bytes: 1489188
tx-packets: 6942

WEP-3L(root):/# monitoring arp

# ip mac
0 192.168.1.1 02:00:48:XX:XX1XX
1 192.168.1.151 2c:fd:ral:xx:xx:xx

112



PykoBoacTBOo no akcnnyartauun WEP-3L

WEP-3L(root):/# monitoring route

Destination Gateway Mask Flags Interface
0.0.0.0 192.168.1.1 0.0.0.0 UG bro
192.168.1.0 0.0.0.0 255.255.255.0 u bro

WEP-3L(root):/# monitoring lldp

System capability legend:
B - Bridge; R - Router; W - Wlan Access Point; T - Telephone;
D - DOCSIS Cable Device; H - Host; r - Repeater; O - Other;

Port Device ID Port ID System Name Capabilities

etho e0:d9:e3:xx XX XX gi 0/16 MES B,R
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6.14.5 BbecnpoBogHble NHTepelChI

WEP-3L(root):/# monitoring radio-interface

name
rfid

status

band

hwaddr

tx-power
connection-status
operation-mode
noise-1

noise-2
utilization
channel

frequency
bandwidth

mode

thermal

name
rfid

status

band

hwaddr

tx-power
connection-status
operation-mode
noise-1

noise-2
utilization
channel

frequency
bandwidth

mode

thermal

6.14.6 VAP

WEP-3L(root):/# monitoring vap

Interface Status BSSID SSID

wlano

0

on

2.4 GHz
EC:B1:EQ:XxX:XX:XX
16 dBm
AP mode
vap

-100 dBm
-100 dBm
0%

1

2412 MHz
20 MHz
b/g/n

22

wlanl

1

on

5 GHz
EC:B1:EQ:XxX:XX:XX
19 dBm

AP mode
vap

-89 dBm
-89 dBm
7%

40

5200 MHz
20 MHz
a/n/ac/ax
44

Auth type

wlan@-vae up
wlan@-val up
wlan@-va2 up
wlan@-va3  up
wlan@-vad  up
wlan@-va5 up
wlan@-vaé  down
wlanl-vae up
wlanl-val up
wlanl-va2 up
wlanl-va3  up
wlanl-vad up
wlanl-va5 up
wlanl-vaé  down

Open

WPA2

Open

OWE

WPA/WPA2 Enterprise
WPA2/WPA3 Enterprise
Open

WPA3

Open

OWE

WPA2/WPA3 Enterprise
WPA3 Enterprise

Portal

down

down

down
down
down
up
down
down
down

Clients

Retry Rate

PykoBoacTBOo no akcnnyartauun WEP-3L
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6.14.7 XXypHan cobbITuii

WEP-3L(root):/# monitoring events

Jan 23 00:00:07 WEP-3L daemon.info syslogd[925]: started: BusyBox v1.21.1

Jan 23 00:00:09 WEP-3L daemon.info configd[955]: The AP startup configuration was loaded
successfully.

Jan 1 03:00:14 WEP-3L daemon.info networkd[987]: Networkd started

Jan 1 03:01:17 WEP-3L daemon.info networkd[987]: DHCP-client: Interface br0® obtained lease
on 192.168.1.15.

Jan 23 07:17:14 WEP-3L daemon.info monitord[1055]: event: 'associated' mac:
E4:0E:EE:BD:AE:6B ssid: 'WEP-3L_2.4GHz' 1into

6.14.8 CkaHupoBaHue achmpa

€@ Bo Bpems ocyllecTBNEeHNA cKaHMPOBaHUSA advpa paavonHTepdelic yeTpoiicTsa 6yaeT OTKIIUEH, YTO
npvBeAeT K HEBO3MOXHOCTM nepeaaun AaHHbix A0 Wi-Fi KTMeHTOB Bo Bpemsi CKaHPOBaHMSI.

WEP-3L(root):/# monitoring scan-wifi

SSID Mode Security BSSID Channel RSSI, dBm Bandwidth, MHz
AP wpa/wpa2-1x 68:13:E2:1D:0A:33 11 -45 20
AP wpa2-1x 68:13:E2:20:A3:31 6 -46 20
AP wpa2 68:13:E2:1D:0A:31 11 -47 20
AP wpa2 68:13:E2:35:(3:91 6 -48 20
AP wpa2/wpa3-1x  68:13:E2:C3:92:D1 6 -49 20
AP off 68:13:E2:35:E9:D2 1 -50 20
AP of f EC:B1:E@:0C:08:31 11 -51 20
AP of f E8:28:C1:DA:C9:B1 1 -53 20
AP wpa2-1x EC:B1:E@:21:44:01 6 -53 20
AP wpa2/wpa3-1x  68:13:E2:28:A3:0A 44 -38 20
AP of f EC:B1:E@:0QA:3E:99 48 -38 20
AP wpa2 68:13:E2:03:1A:72 36 -39 20
AP wpa/wpa2 68:13:E2:20:A2:DB 48 -49 20
AP off 68:13:E2:03:1A:71 36 -41 20
AP wpa2-1x EC:B1:E@:0B:82:11 44 -41 20
AP wpa/wpa2-1x 68:13:E2:20:A2:D9 48 -41 20
AP wpa2 68:13:E2:0F:49:EB 40 -42 80
AP of f EC:B1:E©:0B:82:10 44 -42 20
AP wpa2 EG:D9:E3:73:06:E0 44 -43 80
AP of f CC:9D:A2:C2:96:D@ 40 -50 20

6.14.9 CnektpoaHannsaTop

CnekTpoaHanuiartop npeaocTas/isieT MH(popMauuio 0 3arpy>XeHHOCTN KaHas10B B AnanasoHax 2.4 n STy,
Pe3ynbTaT BbIBOAUTCA B NPOLEHTaX.

€ Bo Bpems paboThl cnekTpoaHaM3aTopa NPOUCXOANT OTK/KUEHE BCEX KIMEHTOB OT TOUKM AOCTYNa.
KnneHTbl NogkoyaTcs CHoBa TOMbKO TOrAa, Koraa CnekTpoaHasim3aTop 3aKOHYMT CBOO paboTy.
Bpemsi aHann3a Bcex pagmokaHasioB AByX AMana3oHoB COCTaBSET NPUMEPHO 5 MUHYT.
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© CnexrpoaHanusatop NPOU3BOAUT aHaIM3 BCEX KAHA/IOB A1ana3oHa BHe 3aBYCMMOCTM OT HACTPOEK Ha
paanonHTepgeiice.
C 6o0nee noapobHon nHopmanmein o HacTpolike paauovHTepdeiica yepe3 CLI MOXXHO 03HAKOMUTLCS B
pasnene «Hactpoliku Radio».

WEP-3L(root):/# monitoring spectrum-analyzer

Channel| CCA

1| 81%

2| 40%

3] 14%

4] 10%

5| 36%

6| 60%

7| 40%

8| 8%

9| 14%
10| 38%
11| 75%
12| 37%
13| 18%
36| 14%
40|  12%
44| 10%
48| 18%
52| 3%
56| 5%
60 | 8%
64| 6%
132 0%
136 0%
140 | 0%
144 1%
149| 30%
153 1%
157 3%
161 2%
165| 1%
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6.15 MonyyeHne oTnago4Hoi nHopmaLmm

@ [anHas komMaHaa HeOCTYNHA AN CO3AaHHbIX MoMb3oBaTenei, 40CTynHa Tobko A5 admin.

KomaHpa pna coopa otnagouHon nHcpopmaymnm

WEP-3L(root):/# get-troubleshooting-file

Mocne BbINOMHEHUS KOMaHAbl 6yAeT co3aaH apxuB troubleshooting.tar.gz, cofepxallunii 0TNaA0uHbIE AaHHbIE

n ceegeHnsa o COCToAHNN yCTDOVICTBa.

MonyunTb apxmB troubleshooting.tar.gz ¢ ycTpoiicTBa MOXHo no npoTokosly TFTP Ha cepBep.

€@ [aHHbIil NpoTOKON HeJOCTYNEH ANA Co34aHHbIX NoNb30BaTenell, JOCTyneH TonbKo Ans admin.

KomaHga ans nonyyeHusi oTn1agouHol nHdopmayum

WEP-3L(root):/# tftp -pl troubleshooting.tar.gz <IP-agpec TFTP-cepBepa>

troubleshooting.tar. 100% |**xxkkxkkkxkkkxkkkxkkkxkkkxkkkxk*| 62755 0:00:00 ETA

MonyunTb apxm. troubleshooting.tar.gz c yctpoiictBa Ha cepsep/INMK MoxHo no npotokony SCP:

€ [aHHbIil NpoTOKON HeJOCTYNEH ANA CO34aHHbIX NoNb3oBaTenell, JocTyneH Tonbko Ans admin.

scp <Monb3oBatenb>@<IP-agpec Touku goctyna>:troubleshooting.tar.gz

troubleshooting.tar.gz (npumep: scp admin@192.168.1.15:troubleshooting.tar.gz troubleshooting.tar.gz.

[aHHas komaHga BbinosiHaeTcs Ha cepBepe/TK)
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7 Bcnomorare/sibHble YTUNNTBI

7.1 YTunnuta traceroute

YTunuTa nokasbIiBaeT, Yepes Kakue y3sbl (MapLupyTu3aTopbl) POXOAUT NakKeT, CKOIbKO BPEMEHW 3aHUMaeT
06paboTka naketa Ha KaxaoMm y3re.

@ [anHas yTunuTa HefOCTyNHA A4/15 CO3AaHHbIX NOMb30BaTeNeld, JOCTynHa ToNbko Ana admin.

KomaHga 3anycka TpacCUpOBKU

WEP-3L(root):/# traceroute <TecTUpyeMblii XOCT>

7.2 Ytunutatcpdump
Ytunuta tcpdump no3BosisieT 3axsaTbiBaTb NakeTbl HA yKazaHHOM UHTepdeiice.

Mony4nTb NOACKA3Ky No paboTe C YTUINTON MOXHO KOMaH/AO0A:

@ [anHas yTunuTa HefOCTyNHA /151 CO3AaHHBIX NOMb30BaTeNeld, JOCTynHa ToMbKo Ana admin.

WEP-3L(config):/# tcpdump --help

7.2.1 3axsart Tpaduka ¢ N60ro akTMBHOrO MHTEpQIeiica

Hanpumep, MoXeM BKNHOUUTL 3axBaT nakeToB Ethernet-uHtepdeiica.

Mpumep KOMaHAabI
WEP-3L(root):/# tcpdump -i eth0
3axsaTt nakeToB Ethernet-nHTepdcpeiica c coxpaHeHnem B chaiin.

WEP-3L(root):/# tcpdump -i eth0 -env -w tcpdump.pcap
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7.2.2 CHudpep adupa

© Ha Touke focTyna fomkeH 6bITh BKIOUEH Mto6oli VAP B TOM AnanasoHe, 0Tkya cobupaemcs
3axsartbiBaTb TpaUK.

Heo6xo41Mo BKIOUUTL CneuuanbHblii MHTepdelic, KoTopblli ynaBnmBaeT BCe NakeTbl 13 adhnpa, Ha paboyem
KaHasie TOUKM gocTtyna.

KomaHAbI

WEP-3L(root):/# configure

WEP-3L(config):/# interface

WEP-3L(config):/interface# radioX (/15 aranasoHa 2.4 [Ty, — radio0, 119 5 [T, — radiol)
WEP-3L(config):/interface/radioX# common

WEP-3L(config):/interface/radioX/common# enabled true

MNpumep KoMaHAabI

WEP-3L(root):/# tcpdump -i radiol

7.2.3 HacTpolika yaaneHHoi 3anncu gamna tpadmka

B pasgene remote-capture BbINOMHAETCS yAasleHHas 3anncb gamna Tpaduka.
YcTpoiictBo nogaepxusaeT npotokon RPCAP, N03Bons0WMA NPpon3BoanTb 3anmcb gamna Tpadguka ¢
NMHTepdeca yCTPONCTBA Ha YAANIEHHON MaLLUHE B PEXUME OHMaliH.

© /15 ypanénHoro 3axsaTta NakeToB C pajnonHTepelicoB HEO6X0AMMO NOAHATL UHTEPeliCh
radio0 n/vnu radiol u3 npeablAyLLErO NYHKTA.

KomaHab! Ans HacTPOIiKM remote-capture

WEP-3L(root):/# configure

WEP-3L(config):/# remote-capture

WEP-3L(config):/remote-capture# enabled true (true — BritoueHve. [11s oTkoyvenns seegute false)
WEP-3L(config):/remote-capturet# disable-authentication true (onuys nossonseT oTkIUNTL TpeboBaHne
ayTeHTudmKaumm npu gobasneHnn yaasieHHoro nHtepdeica Ha ygasieHHoM xocte. o ymonyaHuio: false
— ayTeHTudomKauua 3anpatlmsaeTcs)

WEP-3L(config):/remote-capture# port 2002 (2002 — HOMep NopTa, KOTOPbIA CAYXUT A8 NOAK/THYEHUSA
yOasIeEHHOM MallvHbl. MapameTp NpuHUMaeT 3HadyeHus oT 1025 40 65530. o ymonyaHuio: 2002)
WEP-3L(config):/remote-capture# save (CoxpaHeHVe HacTpoek)

[na ynanéHHoro nogkniodeHns ncnonb3osats RPCAP-npoTokon, ykasath IP-agpec Touku goctyna u nopt. Ans
3TOro, Hanpumep, MOXHO 1cnosb3oBaTb nporpammy Wireshark. 3atem He06X0AMMO NOAYYUTb CAUCOK
NHTepdoencoB AN cCHUAUHra OT YCTPOINCTBA, BbIbpaTb OAMH U3 HUX U 3anyCTUTb CHATME gamna C
y[aneHHoro nHtepdeiica.
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7.2.4 Bbirpy3ka haiina gamna Tpadmka c TOYKM JOCTyna Ha cepeep

[aHHaa komaHga BbinosiHAeTcA Ha cepeepe/TK.

@ [anHas komMaHaa HeOCTYNHA 419 CO3AaHHbIX MoMb3oBaTeNei, 40CTynHa Tobko As admin.

scp <Monb3oBaTenb>@<IP-agpec ycrtpoiicTtBa>:tcpdump.pcap tcpdump.pcap (nprvep: scp
admin@192.168.1.15:tcpdump.pcap tcpdump.pcap)

7.3 Ytunuta iperf

[JaHHas yTunmTa ncnonb3yeTcs A/a 3anycka notoka Tpadika ¢ 04HOro yCTpoiicTBa Ha [pyroe.
OTnpaBnsioLLas CTOPOHA Ha3bIBAETCS K/IMEHTOM, MPUHMMALOLLLAS — CEPBEPOM.

MonyunTb Noackasky no paéoTte ¢ yTUAUTON MOXHO KOMaHAOIA:

@ [annas yTunuTa HefoCTynHa /15 CO3AaHHbIX NOMb30BaTe e, JOCTynHa ToMbKo Ana admin.

WEP-3L(root):/# iperf --help

Mprmep 3anycka noToka Tpadmka ¢ T/, Ha cepBsep:

HacTpolika cepBepa Ha Npuém Tpaduka

root@server:/# iperf -s

3anyck Tpadmka ¢ TA-client B CTOPOHY cepBepa

WEP-3L(root):/# iperf -c X.X.X.X (rae X.X.X.X — IP-agpec cepBepa)
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