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WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4
1 BeegeHwue

* AHHOTauusA

* LeneBas aygntopus

» [puMeyaHus n npegynpexaeHns
* lcnonb3yeMble cokpalleHus

AHHOTaUuA

B HacToslLLeM pykoBOACTBe npuBefeHo onucaHne komaHg CLI gnsa agmMuHucTpaTopa cepBUCHOIo
mapLupyTtunsartopa cepum ESR n koHTponnepa 6ecnposogHoro goctyna WLC (B gasibHelLLeM UMEHYEMOTO
MapLLpyT13aTOPOM/KOHTPONIEPOM W/ YCTPOCTBOM).

NHTepdpeiic komaHaHoi ctpokm (Command Line Interface, CLI) — uHTepdpeiic, npegHasHaueHHbIl ans
ynpasneHnsi, NPOCMOTPa COCTOSAHUA U MOHUTOPUHIa ycTpoincTea. Ansa paboTbl noTpebyetca nobas
ycTaHoB/neHHas Ha MK nporpamma, nogaepxusaroLian paboty no npotokonam Telnet, SSH nnv npsamoe
NOAK/OYEHNE Yepe3 KOHCO/IbHbIN nopT (Hanpumep, HyperTerminal).

LieneBas ayguTtopus

CnpaBoyHuK KomaHg CLI npegHasHaveH ANnsi TEXHUYECKOro NepcoHana, BbINO/THALWEro HaCTPOVKY 1
MOHUTOPUWHI MapLupyTmlaTopa cepum ESR nnu koHTponnepa 6ecnposogHoro goctyna WLC nocpeactsom
nHTepdoelica komaHaHoi ctpoku (CLI). KBanudomkauma TeXHMYECKOro nepcoHasna npeanonaraeT 3HaHe 0CHOB
paboTbl cTeka npoTtokonos TCP/IP, npuHuunoB noctpoeHus Ethernet-ceteli.

MpumeyaHus 1 npegynpexaeHus

MprMeyaHust cogepXar BakHy0 MHChOpMaLMio, COBETbI UM peKOMeHaLMM NO UCMOIb30BaHNIO U
HacTpolike yCTpoicTBa.

@ MpepynpexaeHns MHOPMUPYIOT NOML30BATENA O CUTYALWSIX, KOTOPble MOTYT HaHeCTW Bpes,
nporpammHo-annapaTHoOMy KOMMEKCY, MPUBECTM K HEKOPPEKTHOI paboTe CUCTEMbI WU NoTepe
[aHHbIX.

Ncnonb3yemble COKpalleHus

+ AAA - Authentication, Authorization, Accounting
+ ARP - Address Resolution Protocol

+ BGP - Border Gateway Protocol

* BRAS - Broadband Remote Access Server

+ DHCP - Dynamic Host Configuration Protocol
* DNS - Domain Name System

+ DDoS - Distributed Denial of Service

+ DoS - Denial of Service

* FIFO - First In, First Out

+ FTP - File Transfer Protocol

+ FXO - Foreign eXchange Office

+ FXS - Foreign eXchange Subscriber

+ GRE - Generic Routing Encapsulation

+ GRED - Gentle Random Early Detaction

« HTTP — HyperText Transfer Protocol

« HTTPS - HyperText Transfer Protocol Secure
+ ICMP - Internet Control Message Protocol

* IKE - Internet Key Exchange



IDS - Intrusion Detection System

IP - Internet Protocol

IP4IP4 - IPin IP

IPS — Intrusion Prevention System

IPsec — IP Security

L2TP - Layer 2 Tunneling Protocol

L2TPv3 - Layer 2 Tunneling Protocol version 3
LACP - Link Aggregation Control Protocol
LAG - Link Aggregation Group

LDAP - Lightweight Directory Access Protocol
LLDP - Link Layer Discovery Protocol

MAC - Media Access Control

MTU — Maximum Transmission Unit

mDNS — Multicast Domain Name System

NAT - Network Address Translation

NAS - Network Access Server

NTP - Network Time Protocol

OSPF - Open Shortest Path First

PPP - Point-to-Point Protocol

PPTP - Point-to-Point Tunneling Protocol
PPPOE - Point-to-point protocol over Ethernet
PSK - Pre-Shared Key

QoS - Quality of Service

RADIUS - Remote Authentication Dial In User Service
RED - Random early detection

RIP — Routing Informational Protocol

SFTP - Secure Shell File Transfer Protocol
SIP - Session Initiation Protocol

SLA - Service Level Agreement

SNMP - Simple Network Management Protocol
SCP - Secure Copy Protocol

SP — Strict Priority

SSH - Secure Shell

STP - Spanning Tree Protocol

TACACS - Terminal Access Controller Access Control System
TFTP - Trivial File Transfer Protocol

URL - Uniform Resource Locator

VLAN - Virtual Local Area Network

VPN —-Virtual Private Network

VRF - Virtual Routing/Forwarding

VRRP - Virtual Router Redundancy Protocol
VTI = Virtual Tunnel Interface

WAN - Wide Area Network

WINS - Windows Internet Name Service

WRR - Weighted Round Robin

XAUTH - eXtended Authentication

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4
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WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

CopgepxaHue naMmeHeHuit

N3meHeHus B pasgenax:
HacTtpoiika WLC

Ynpaenerve SYSLOG gnia WLC
HacTtpolika AAA

YnpasneHune SYSLOG

M3meHeHunA B pa3genax:

MpaBwnia Nosib30BaHNsA KOMaHAHOM CTPOKOWA

KomaHabl nonb3oBaTenbCkoro nHTepderica

YnpasneHvne nporpamMmmMHbIM 06ecnevyeHnem 1 KoHdurypaumei
HacTtpoiika WLC

HacTtpoiika RADIUS-cepBepa

HacTtpoiika WEB-cepBepa

YnpasneHune SYSLOG

V3meHeHus B pasgenax:

MpaBwWia Nosib30BaHUs KOMaHAHOM CTPOKOWA

YnpaBneHve nporpamMmmMHbIM 06ecneyeHnemM 1 KoHdurypaumei
HacTtpolika WLC

HacTtpolika WEB-cepBepa

YnpasneHue npodunsamu ap-models

YnpasneHne NAT

HacTpoiika o6uimx napametpos ans failover-cepsrcos

HacTtpoiika SoftGRE koHTponiepa TyHHenel

Vi3meHeHusa B pasgenax:

MpaBuna No/b30BaHMs KOMaHAHOW CTPOKOIA

Vi3meHeHus B pasgenax:
HacTpoiika WLC

HacTpoiika RADIUS-cepBepa
HacTpoiika WEB-cepsepa
Pab6oTa c ceptudmkaTamu

YnpasneHue npodunsamu ap-models


https://docs.eltex-co.ru/pages/viewpage.action?pageId=584025987
https://docs.eltex-co.ru/pages/viewpage.action?pageId=584025990
https://docs.eltex-co.ru/pages/viewpage.action?pageId=584025991
https://docs.eltex-co.ru/pages/viewpage.action?pageId=584025994
https://docs.eltex-co.ru/pages/viewpage.action?pageId=584025996
https://docs.eltex-co.ru/pages/viewpage.action?pageId=584025997
https://docs.eltex-co.ru/pages/viewpage.action?pageId=584026053
https://docs.eltex-co.ru/pages/viewpage.action?pageId=546145226
https://docs.eltex-co.ru/pages/viewpage.action?pageId=546145229&src=contextnavpagetreemode
https://docs.eltex-co.ru/pages/viewpage.action?pageId=546145232
https://docs.eltex-co.ru/pages/viewpage.action?pageId=546145171&src=contextnavpagetreemode
https://docs.eltex-co.ru/pages/viewpage.action?pageId=546145220&src=contextnavpagetreemode
https://docs.eltex-co.ru/pages/viewpage.action?pageId=469402126
https://docs.eltex-co.ru/pages/viewpage.action?pageId=469402128
https://docs.eltex-co.ru/pages/viewpage.action?pageId=469402129
https://docs.eltex-co.ru/pages/viewpage.action?pageId=469402131
https://docs.eltex-co.ru/pages/viewpage.action?pageId=469402132

Bepcusa gokymeHTa

Bepcus 1.31

Jarta Bbinycka

15.05.2024

WLC-Series. CnpaBo4HuK komaHp CLI. Bepcus 1.30.4

CopepXaHue u3aMeHeHwuii

Job6asneH pasgen:

HacTtpolika Crypto-Sync

M3meHeHus B pasgenax:

MpaBwWia Nosb30BaHNsA KOMaHAHOM CTPOKOW
CTpyKTypa cucTeMbl KOMaHL,

KomaHAbl No/1b30BaTeIbCKOr0 MHTEepderica
YnpasrieHve nporpammHbIM 06ecrnedyeHnem 1 KoHdurypaumen
HacTtpolika DNS

HacTpoiika o6LecMcTeMHbIX NapaMeTpoB
YnpassieHne CUCTEMHbIMU Yacamu

HacTtpolika AAA

KoHpuryprpoBaHue n MOHUTOPUHT MHTepdelicoB
KoHpuryprpoBaHue u MOHUTOPUHT TYHHe e
YnpasneHue L2-oyHkunsmu

PaboTa ¢ agpecHbIMM Tabauamm

Hactpoiika VRF

HacTpolika IP-agpecauun

HacTpolika IPv6-agpecauum

YnpasneHve npounnsamu

YnpasneHne NAT

HacTtpoliku IPsec VPN

YnpasneHve VPN. HacTpoliku yaaneHHoro gocryna
MapLpyTursaums

Hactpoiiku MPLS

Pe3epsupoBaHune

Be3onacHocTb

YnpaeneHve QoS

MOHUTOPUHT 1 ynpasneHue

HacTtpolika DHCP

HacTtpolika SLA



Bepcus JOKyMeHTa

Bepcusa 1.30

Bepcusa 1.29

[AaTa Bbinycka

13.10.2023

09.10.2023

WLC-Series. CnpaBo4HuK komaHp CLI. Bepcus 1.30.4

CopaepxaHue naMmeHeHuii

N3meHeHus B pasgenax:

HacTtpolika AAA

KoHdhuryprpoBaHne 1 MOHUTOPUHT TYHHesen
HacTtpoiika IP-agpecaumm

HacTtpoliku IPsec VPN

O6LMe KOMaHabl aHOHCUPOBAaHMWSA 1 NPUeMa MapLUpPyTOB
MapLupyTr3auyst Ha ocHoBe nonmTuk (PBR)

YnpasneHune VRRP

YnpaneHue Firewall

YnpaBneHue cnvickamu KoHTposs gocTtyna (ACL)
YnpaBneHue cuctemoli npeaoTepaLleHuns BTopxenuii (IPS/IDS)
YnpasneHune SYSLOG

HacTpoiika goctyna SSH, Telnet

HacTtpolika DHCP

HacTpoiika Tracking

JlobasneHbl pasgens:
HacTpoiika Crypto-Sync

HacTtpoiika WEB-cepBepa

M3smeHeHunA B pa3genax:

HacTtpoiika WLC

HacTtpoiika AAA

YnpasneHue L2-toyHKUNAMN

HacTpoliika pe3epsupoBaHus Firewall/NAT
HacTtpoiika goctyna SSH, Telnet, Web

HacTpoiika SoftGRE koHTponnepa TyHHenel
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Bepcus AOKYMeHTa

Bepcusa 1.28

Bepcua 1.27

Jarta Bbinycka

31.03.2023

12.09.2022

WLC-Series. CnpaBo4HuK komaHp CLI. Bepcus 1.30.4

CopepXaHue u3aMeHeHwuii

[o6aBneHbl pasaensi:

YnpasneHve Dual-Homing

N3meHeHus B pasgenax:

KomaHAbl No/1b30BaTeIbCKOr0 MHTEepderica
HacTtpolika TFTP-cepeepa

HacTpoiika o6LecMcTeMHbIX NapaMeTpoB
YnpassieHne CUCTEMHbIMU Yacamu
HacTtpolika AAA

KoHdhuryprpoBaHne 1 MOHUTOPUHT TYHHesen
HacTpoiika VRF

HacTtpoiika IP-agpecaumm

YnpasneHve npounnsamu

YnpasneHne NAT

HacTtpoliku IPsec VPN

O6LLMe HaCTPOVKN MapLIpyTU3aLmm
O6LMe KoMaHAbl aHOHCMPOBaHKSA 1 Nprema MapLLpyTOB
MapLupyTr3auyst Ha ocHoBe nonmTuk (PBR)
HacTtpolika napameTpoB npoTokona BFD
HacTpolika npotokonoB OSPF n OSPFv3
Hactpoiiku MPLS

YnpasneHne VRRP

HacTpolika pe3epsupoaHus DHCP
HacTpoliika pe3epsupoBaHus Firewall/NAT
YnpaneHue Firewall

YnpaeneHve QoS

YnpasneHne SYSLOG

HacTtpolika DHCP

M3meHeHunA B pa3genax:
KoHdhuryprpoBaHue 1 MOHUTOPUHT TYHHeNel

MOHUTOPWHT 1 ynpasneHune -> Hactpoiika goctyna SSH, Telnet


https://docs.eltex-co.ru/pages/viewpage.action?pageId=329285749&src=contextnavpagetreemode
https://docs.eltex-co.ru/pages/viewpage.action?pageId=324534579&src=contextnavpagetreemode
https://docs.eltex-co.ru/pages/viewpage.action?pageId=324534581&src=contextnavpagetreemode
https://docs.eltex-co.ru/pages/viewpage.action?pageId=324534584&src=contextnavpagetreemode
https://docs.eltex-co.ru/pages/viewpage.action?pageId=324534585&src=contextnavpagetreemode
https://docs.eltex-co.ru/pages/viewpage.action?pageId=324534586&src=contextnavpagetreemode
https://docs.eltex-co.ru/pages/viewpage.action?pageId=324534588&src=contextnavpagetreemode

Bepcusa gokymeHTa

Bepcusa 1.26

Bepcua 1.25

Jarta Bbinycka

07.06.2022

03.02.2022

WLC-Series. CnpaBo4HuK komaHp CLI. Bepcus 1.30.4

CopepXaHue u3aMeHeHwuii

N3meHeHus B pasgenax:

KomaHAbl No/1b30BaTeIbCKOro nHTepderica

YnpasrieHve nporpammHbIM 06ecrnedyeHnem 1 KoHdurypaumen
HacTtpolika DNS

YnpasneHve VPN. HacTpoiiku yaaneHHoro goctyna
MapLupyTrsaums -> MaplupyTisauus Ha ocHoBe nonuTuk (PBR)
MapupyTusauums -> HacTtpolika npotokona BFD
MapLpyTtusaums -> Hactpolika npotokosioB OSPF n OSPFv3
Hactpoiiku MPLS

BesonacHoCTb -> YnpaB/ieHne CUCTEMO NpefoTBpaLleHns BTOPXEHUN
(IPS/IDS)

MOHWTOPWHT 1 ynpasneHue -> Ynpasnexue Netflow
MOHUTOPUHT 1 ynpasneHue -> HacTpolika goctyna SSH, Telnet
HacTpoiika koHTpons aboHeHTOB (BRAS)

JlobaBneHbl pasgens:

HacTtpolika TFTP-cepsepa

M3smeHeHunA B pa3genax:

CTpyKTypa cucTeMbl KOMaHS,

YnpasneHvne nporpammHbIM 06ecnevyeHnem 1 KoHdurypaumei
HacTpoiika 06LecMcTeMHbIX NapaMeTpoB

KoHdhurypripoBaHne 1 MOHUTOPWHT TYHHeNe

YnpasneHue L2-toyHKUNAMN

YnpaeneHne VPN. HacTpoiikn yaaneHHoro gocrtyna
YnpasneHune QoS

MapLpyTursauus -> MapLipyTmsauus Ha ocHose nonmtuk (PBR)

MOHUTOPUHT 1 ynpasieHne -> YnpasneHne SYSLOG



Bepcusa gokymeHTa

Bepcusa 1.24

Jarta Bbinycka

15.10.2021

WLC-Series. CnpaBo4HuK komaHp CLI. Bepcus 1.30.4

CopepXaHue u3aMeHeHwuii

N3meHeHuA B pasgenax:

MpaBwWia Nosb30BaHNsA KOMaHAHOM CTPOKOW

CTpyKTypa cucTeMbl KOMaHL,

KomaHAbl No/1b30BaTeIbCKOr0 MHTEepderica

YnpasrieHve nporpammHbIM 06ecrnevyeHnem 1 KoHdurypaumen
HacTpoiika o6LecMcTeMHbIX NapaMeTpoB

HacTtpolika AAA

KoHdhurypripoBaHue 1 MOHUTOPUHT HTEPECcoB
KoHdhuryprpoBaHne 1 MOHUTOPUHT TYHHesen

HacTtpoliku IPsec VPN

HacTtpolika npotokona BGP

HacTpolika npotokonoB OSPF n OSPFv3

Hactpoiiku MPLS

YnpasneHune VRRP

HacTpolika 06bEKTOB OTC/IEXMBaHNS COObITUIA

YnpaBneHve cucteMoli npeaoTepaLleHuns BTopxenuii (IPS/IDS)
YnpaeneHve QoS

YnpasneHue Netflow

HacTpoiika goctyna SSH, Telnet

HacTtpoiika SoftGRE KoHTponnepa TyHHenel

10



Bepcusa gokymeHTa

Bepcusa 1.23

Jarta Bbinycka

29.06.2021

WLC-Series. CnpaBo4HuK komaHp CLI. Bepcus 1.30.4

CopepXaHue u3aMeHeHwuii

N3meHeHuA B pasgenax:

CTpyKTypa cucTeMbl KOMaHL,

KomaHAbl No/ib30BaTe/IbCKOro MHTepderica
YnpasrieHve nporpammHbIM 06ecrnevyeHnem 1 KoHdurypaumen
HacTpoiika o6LecMcTeMHbIX NapaMeTpoB
KoHdhurypripoBaHue 1 MOHUTOPUHT HTEPECcoB
YnpasneHue L2-oyHkunsmu

PaboTa ¢ agpecHbIMM Tabauamm

YnpasneHve npounnsamu

HacTtpoliku IPsec VPN

MapLpyTusaums -> ObLme HaCTPOVKN MapLIpyTU3aLnm
MapupyTusauums -> HacTtpolika npotokona BFD
BesonacHocTb -> YnpaBneHue Firewall

BesonacHocTb -> YnpaBneHune NorMpoBaHNeM 1 3aLlMTON OT CETEBbIX
aTak

BesonacHocTb -> HacTpolika cuctembl NpefoTBpaLLeHns BTOPXEHNIA
(IPS/IDS)

YnpaeneHve QoS

MOHUTOPUHT 1 ynpasneHune -> YnpasneHne SYSLOG
MOHUTOPUHT 1 ynpasneHue -> HacTpolika 3epkasiMpoBaHus
HacTpoiika koHTpons aboHeHTOB (BRAS)

HacTtpoiika SoftGRE kKoHTponnepa TyHHenel
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Bepcusa gokymeHTa

Bepcusa 1.22

Bepcusa 1.21

Jarta Bbinycka

29.10.2020

05.06.2020

WLC-Series. CnpaBo4HuK komaHp CLI. Bepcus 1.30.4

CopepXaHue u3aMeHeHwuii

N3meHeHus B pasgenax:

CTpyKTypa cucTeMbl KOMaHL,

YnpasrieHve nporpammHbIM 06ecrnedyeHnem 1 KoHdurypaumen
HacTpoiika o6LecMcTeMHbIX NapaMeTpoB
YnpassieHne CUCTEMHbIMU Yacamu

HacTtpolika AAA

KoHdhuryprpoBaHne 1 MOHUTOPUHT TYHHesen
YnpasneHue L2-oyHkunsmu

PaboTa ¢ agpecHbIMM Tabauamm

YnpaBneHve cunistpaymneit

Ynpas/eHve /IorMpoBaHMeM M 3aLLMTON OT CETEBLIX atak
HacTtpoliku IPsec VPN

YnpasneHve VPN. HacTpoiiku yaaneHHoro goctyna
MapLupyTursauus -> Hactpoiika npoTtokona BGP
MapLupyTurzauus -> Hactpoiika npotokona I1S-I1S
Hactpoiiku MPLS

Pe3epsupoBaHune

YnpaeneHve QoS

MOHUTOPUHT 1 ynpasneHue

HacTtpolika DHCP

HacTtpolika SLA

HacTpoiika koHTpons aboHeHTOB (BRAS)

YnpaBneHue cucteMoli npeaoTepatleHuns BTopxenuii (IPS/IDS)

M3meHeHunA B pa3genax:

CTpyKTypa cucTeMbl KOMaHS,

YnpasneHvne nporpamMmmMHbIM 06ecnevyeHnem 1 KoHdurypaumei
KoHdhurypripoBaHne 1 MOHUTOPWHT TYHHeNe
YnpasneHue L2-toyHKUNAMN

YnpasneHue Firewall

YnpasnieHve IorMpoBaHMEM U 3aLLMTON OT CETEBbIX aTtak
YnpasneHne NAT

Hactpoiiku IPsec VPN

MapLupyTtursauus

HacTtpoliku MPLS

PesepBupoBaHune

YnpasneHune QoS

MOHUTOPUHT 1 ynpasneHve

HacTpoiika SoftGRE koHTponnepa TyHHenel
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Bepcus AOKYMeHTa

Bepcusa 1.20

Bepcusa 1.19

Bepcusa 1.18

Jarta Bbinycka

03.02.2020

04.02.2020

08.11.2019

WLC-Series. CnpaBo4HuK komaHp CLI. Bepcus 1.30.4

CopepXaHue u3aMeHeHwuii

N3meHeHuA B pasgenax:

CTpyKTypa cucTeMbl KOMaHL,

YnpasrieHve nporpammHbIM 06ecrnedyeHnem 1 KoHdurypaumen
KoHdhuryprpoBaHne 1 MOHUTOPUHT TYHHesen
YnpasneHuve L2 pyHKumnsamm

YnpaneHue Firewall

Ynpas/eHve /IorMpoBaHMeM M 3aLLMTON OT CETEBLIX atak
YnpasneHne NAT

HacTtpoliku IPsec VPN

HacTpolika npotokona BFD

Hactpoiiku MPLS

Pe3epsupoBaHune

YnpaeneHve QoS

MOHUTOPUHT 1 ynpasneHue

HacTtpolika Wi-Fi KoHTponnepa TyHHenemn

JlobasneHbl pasgens:

HacTpoiika mDNS-reflector

HacTtpoliku MPLS

M3smeHeHunA B pa3genax:

CTpyKTYypa CUCTEMbI KOMaH[,

KomaHapb! nonb3oBaTenscKoro nHtepderica
HacTtpoiika AAA

KoHdhurypripoBaHve 1 MOHUTOPUHT MHTEpPdeiicoB
KoHdhurypripoBaHvie 1 MOHUTOPUHT TYHHeseik
YnpasneHue L2-toyHKUNAMN

HacTtpoliika VRF

YnpasneHue npomasimu

YnpasneHue Firewall

Hactpoiiku IPsec VPN

YnpaeneHne VPN. HacTpoiikn yaaneHHoro gocrtyna
MapLupyTtursauus

YnpasneHune QoS

YnpaeneHue sFlow

MOHUTOPWHT 1 ynpaBneHne

HacTpoiika koHTposnsi aboHeHToB (BRAS)

HacTpolika VolP

CuvHxpoHu3auus ¢ Bepcueli MO 1.8.2
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Bepcus JOKyMeHTa

Bepcna 1.17

Bepcusa 1.16

Aata Bbinycka

02.09.2019

15.08.2019

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

CopepXaHue N3MeHeHui

[o6aeneHbl pasgenbi:

- 36 HacTpoiika cuctembl NpeaoTepalleHns sTopxeHuii (IPS/IDS)
N3meHeHus B pasgenax:

- 1.4 Vicnonb3yeMble coKpalleHns

- 3.2 KoHdthurypumpoBaHme mapLipyTmusatopa

- 5 ¥YnpaeneHue nporpaMmMHbIM o6ecnedeHneM v KoHdurypaumeti
- 9 HacTpoliika AAA

- 10 KoHhurypupoBaHme 1 MOHUTOPUHT MHTepdelicoB

- 11 KoHdmryprpoBaHe 1 MOHUTOPUHT TYHHeNe

- 12 YnpaBneHue L2 pyHKumMamu

- 13 Pa6oTta ¢ agpecHbiMM Tabauamm

- 14 Hactpoiika VRF

- 17 YnpaBneHue npodunisamm

- 19 YnpaBneHue firewall

- 24 YnpaBneHue VPN. HacTpoliku yaaneHHoro goctyna

- 20 YnpaBneHue dunsTpaumeit

- 25 MapuwpyTtusaums

- 27 YnpasneHune QOS

- 30 MOHWTOPUHT 1 ynpaBneHune

- 35 Hactpoiika VOIP

Vi3meHeHusa B pasgenax:

- 1.4 Ncnonb3yeMmble CoKpaLleHus

- 3.2 KoHdthurypuposaHme MapLipyTmusaropa
- 4 KomaHgpb! Nonb30BaTeibCKkoro uHTepdeiica

- 5 YnpaBneHue nporpaMMHbIM 0GecrnedeHneM v KoHUrypaumetli
- 9 Hactpoiika AAA

- 10 KoHhurypupoBaHme n MOHUTOPUHT MHTepdelicoB

- 11 KoHthurypupoBaHme n MOHUTOPUHT TYHHenNek

- 23 Hactpoiiku IPsec VPN

- 24 Ynpaenenue VPN. HacTpoliku yaganeHHoro gocryna

- 25 MapLupyTtusaums

- 27 YnpasneHue QOS

- 30 MOHUTOPUHT 1 ynpasneHune

- 32 Hactpoiika SLA

- 33 HacTpoiika KoHTposisi aboHeHTOB (BRAS

)
- 34 Hactpoiika Wi-Fi koHTponnepa TyHHeneii
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Bepcus JOKyMeHTa

Bepcna 1.15

Bepcusa 1.14

Bepcua 1.12

Bepcusa 1.11

Aata Bbinycka

05.08.2019

31.01.2019

11.11.2018

03.05.2018

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

CopepXaHue N3MeHeHui

Job6aeneHbl ycTpoiictBa ESR-20, ESR-21, ESR-1500, ESR-1510
[o6aeneHbl pasgenbi:

- 10.5 MocnepoBaTenbHble MHTEPAIENCHI

- 20 YnpaBneHue dunsTpaumeit

- 32 HacTtpoiika SLA

N3meHeHus B pasgenax:

- 3 CTpyKTYypa cUCTEMbI KOMaHS,

- 4 KomaH/pbl Nonb30BaTeslbckoro nHTepdelica

- 5 ¥YnpaeneHue nporpaMmMHbIM o6ecnedeHneM v KoHdurypaumeti
- 7 HacTpolika obLiecucTemMHbIX napaMeTpoB

- 8 YnpaBneHue cMCTeMHbIMY Yacamm

- 9 HacTpoliika AAA

- 10 KoHhurypupoBaHme 1 MOHUTOPUHT MHTepdelicoB

- 11 KoHduryprpoBaHe 1 MOHUTOPUHI TYHHeNe

- 12 YnpaBneHue L2 yHKumMamu

- 13 PaboTta ¢ agpecHbiMM Tabauamm

- 14 Hactpoiika VRF

- 15 Hactpoiika IP-agpecauun

- 16 Hactpoiika IPV6 agpecauun

- 17 YnpaBneHust npounnsamm

- 18 YnpaBneHue cnmuckamm koHTpons goctyna (ACL)

- 19 ¥YnpaBneHue Firewall

- 21 YnpaBneHve NorMpoBaHMeM 1 3alyToi OT ceTeBbIX aTak
- 22 YnpasneHune NAT

- 23 Hactpoiiku IPsec VPN

- 24 YnpasneHue VPN. HacTpoliku yaaneHHoro goctyna
- 25 MapuwpyTtusauus

- 26 Pe3epBrpoBaHue

- 27 YnpasneHue QOS

- 28 YnpaBneHue Netflow

- 29 YnpaBneHue SFLOW

- 30 MOHUTOPUHT 1 ynpaBneHune

- 31 Hactpoiika DHCP

Vi3meHeHusa B pasgenax:

- 11 KoHhurypupoBaHme n MOHUTOPUHT TYHHenNe
CuHxpoHusaumsa c MO 1.4.1

CuHxpoHusaums ¢ N0 1.4.0
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Bepcus JOKyMeHTa

Bepcusa 1.10

Bepcusa 1.9

Aata Bbinycka

03.05.2017

16.12.2016

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

CopepXaHue N3MeHeHui

N3meHeHus B pasgenax:

- 3.2 KoHdthurypumpoBaHme mapLupyTmusatopa

- 4 KomaH/pbl Nonb30BaTeslbckoro nHTepdelica
- 6 HacTpolika obLieccTeMHbIX NapaMeTpoB
- 7 YnpaBeneHue cUCTeMHbIMU Yacamm

- 8 HacTpoliika AAA

- 9.1 YnpaBneHue nHtepdeincamm

- 11 YnpaBneHune TyHHensamm

- 13 YnpaBneHve agpecHbIM1 Tabnmuamm

- 19 YnpaBneHue Firewall

- 21 YnpaBneHue VPN. HacTpoiika IPsec

- 23.8 HacTpoiika npoTtokona BGP

- 24.5 Hactpoiika MultiwAN

- 25 YnpasneHune QoS

- 31 HacTpoiika KoHTponsi a6oHeHToB (BRAS)

JobaBneHbl pasgensi:

- 23.5 HacTpoiika 06bEKTOB OTC/IEXMBAHUSA COObITUI
- 23.6 Hactpoiika npoTtokona BFD

- 23.8 Hactpoiika npotokona BGP

- 31 HacTpoiika KoHTposns aboHeHToB (BRAS)
Vi3meHeHusa B pasgenax:

- 3.2 KoHdthurypuposaHme MapLipyTmusaropa

- 3.3 Tunbl 1 NOPSAOK MMEHOBaHNS UHTEPhencoB MapLupyTm3aropa

- 3.4 Tunbl 1 NOPSIAOK UMEHOBAHNSA TYHHeNe MapLupyTusaropa

- 4 KomaHgpb! Nonb30BaTeibCKkoro uHTepdeiica
- 6 HacTpoliika 06LecncTeMHbIX NapameTpoB

- 8 Hactpoiika AAA

- 9 HacTpoiika n MOHUTOPUHT MHTEpdelicoB

- 11 YnpaBneHue TyHHensaMmu

- 26 YnpaBneHue Netflow

- 32 Hactpoiika Wi-Fi koHTponnepa TyHHeneii
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Bepcus JOKyMeHTa

Bepcusa 1.8

Bepcua 1.7

Aata Bbinycka

22.07.2016

28.01.2015

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

CopepXaHue N3MeHeHui

N3meHeHus B pasgenax:

- 7 YnpaBeneHue cUCTeMHbIMU Yacamm

- 8 HacTpoliika AAA

- 9.1 Ethernet-nHTepgeiichl

- 11 YnpaBneHne TyHHensamm

- 24 YnpaneHue VRRP

- 20 YnpaBneHne NAT

- 14 Hactpoiika VRF

- 12.1 YnpaBneHue L2 maplipytumsaumeii

- 24.3.2 HacTtpolika pe3epBupoBaHus Firewall

JobaBneHbl pasgensi:
-22.2 OPENVPN

- 30 HacTpoiika wiSLA (cuctema MOHUTOPVHIa KadecTsa ycryr)

Vi3meHeHusa B pasgenax:

- 5.8 ¥YnpaBneHue nporpaMMHbIM 06ecrneveHnem

- 5.14 YnpaBneHue nporpaMmmMHbIM obecnevyeHnem

- 6 HacTpoliika 06LecncTeMHbIX NapameTpoB
- 8 Hactpoiika AAA
- 9.1 Ethernet-nHTepgoeiicsl

- 11.13 YnpaBneHue TyHHeNsaMu

- 18.12 YnpaBneHue cnuckamm KOHTPONSA AOCTyn

-22.1 L2TP/PPTP

- 22.3 O6LmMe KOMaHAbl HACTPOVKN yAa/IEHHOIO AOCTyNna

- 23.7 Hactpoiika npotokona BGP
- 20.8 YnpaBneHune NAT

- 24.1 YnpasneHune VRRP

- 11 YnpaBneHue TyHHensaMmu

- 14.4 Hactpoiika VRF

- 20.24 YnpasneHune NAT

- 24.4 MultiwAN

- 26 YnpasneHue QoS

- 28.1 Hactpoiika SNMP

- 23.1 O6LWme HaCTPOIKN MapLLpyTU3aLmm

- 23.5 Hactpoiika ctatmyeckux mapipyTtos IPv4/IPve

- 23.8 Hactpoiika npotokona OSPF
- 23.9 Hactpoiika npotokona OSPFv3
- 31 Hactpoiika Wi-Fi koHTponnepa TyHHeneii

- 25 YnpasneHue QOS
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WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

Bepcus foKyMeHTa [aTta Bbinycka  CogepXaHue N3MeHeHuii

Bepcus 1.6 17.08.2015 [ob6aBneHbl pasgensl:
- 26 YnpaBneHue Netflow
- 27 YnpaBneHue Sflow
N3meHeHus B pasgenax:
- 2 MpaBwna nNofb3oBaHUsi KOMaHAHOW CTPOKONA
- 3.2 KoHdthurypumpoBaHme mapLipyTmusatopa
- 5 ¥YnpaeneHue nporpaMmHbIM 06ecneyeHnem
- 7 YnpaBeneHue cUCTeMHbIMU Yacamm
- 8 HacTpoliika AAA
- 9.1 Ethernet-nHTepdeiicbl
- 12.1 YnpaBneHue L2 maplipytumsaumeii
- 12.3 HacTpoiika n moHutopuHr VLAN
- 13 PaboTta ¢ agpecHbiMM Tabauamm
- 19 YnpaBneHue Firewall
- 20 YnpaBneHne NAT
- 21.2 Ynpaenenue VPN. HacTtpoiika IPsec
- 22 YnpaBneHue VPN. HacTpoliku yaaneHHoro goctyna
- 23. 1 O6bwue HaCTPOKN MapLIpyTHU3aLun
- 23.2 O6LWme KoMaHAbl aHOHCUPOBAHUSA U NMpMemMa MapLipyToB
- 23.3 MapLupyTusaumsa Ha ocHoe nonuTuk (PBR)
- 23.7 HacTpoiika npoTtokona BGP
- 23.8 HacTpoiika npoTtokona RIP
- 23.9 HacTpoiika npoTtokona OSPF
- 28.1 Hactpoiika SNMP
- 28.3 HacTpoiika goctyna SSH, Telnet
- 29 Hactpoiika DHCP
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WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

Bepcus foKyMeHTa [aTta Bbinycka  CogepXaHue N3MeHeHuii

Bepcus 1.5 22.06.2015 [ob6aBneHbl pasgensl:
- 9 HacTpoliika AAA
- 11 YnpasneHue IPv6 DHCP-knneHTom
- 13 YnpaBneHue IPv6 DHCP-relay
- 15 YnpasneHue IPvé DHCP-cepsepom
-16.2 TDM(E1)
-17.2 MLPPP
- 21 Hactpoiika VRF
- 23 Hactpoiika IPv6 agpecaumm
- 25 YnpaBneHue cnvckamu goctyna (ACL)
- 35 MapLupyTtusauus Ha ocHoBe nonuTuk (PBR)
- 38 HacTpoiika ctatnyeckmx IPvé mapipyToB
- 42 HacTpoiika npotokona OSPFv3
- 44 HacTpoiika pe3epBrpoBaHus
N3meHeHus B pasgenax:
- 4 KomaHzpbl Nonb30BaTesIbekoro nHTepdelica
- 5 ¥YnpaeneHue nporpaMmHbIM 06ecneyeHnem
- 14 Hactpoiika n moHutopuHr DHCP-cepBepa
- 16.1 Ethernet nHTepdelichl
- 20 PaboTta ¢ agpecHbiMM Tabauamm
- 24 YnpasneHue npogunamm IP-agpecoB 1 noptos
- 26 YnpaBneHue Firewall
- 34 O6LLMe KOMaH/bl aHOHCMPOBAaHKS U NPMeMa MapLIpyTOB
- 37 HacTpoiika cTaTnyeckux MapLupyToB
- 39 HacTpoiika npotokona BGP
- 40 HacTpoiika npotokona RIP
- 41 Hactpoiika npotokona OSPF
- 47 Hactpoiika QoS
- 50 Hactpoiika SNMP
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Bepcus JOKyMeHTa

Bepcua 1.4

Aata Bbinycka

11.03.2015

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

CopepXaHue N3MeHeHui

[o6aeneHbl pasgenbi:

- 11 YnpaBneHue DHCP areHTOM

- 27 O6uwue HaCTPOIiKN MapLIpyTM3aLmm
- 29 HacTpoiika cBA30K K/toueii

- 34 YnpasneHue VRRP

- 35 YnpaBneHue DualHoming

- 36 Hactpoiika MultiwAN

- 37 YnpasneHue QOS

- 38 HacTpoiika 3epkanimpoBaHus

- 39 Hactpoiika Wi-Fi koHTponnepa
- 40 HacTtpoiika SNMP

N3meHeHus B pasgenax:

- 1.4 Vicnonb3yeMble coKpalleHns

- 3.2 KoHdthurypumpoBaHme mapLipyTmusatopa

- 3.3 Tunbl ¥ NOPAAOK MMEHOBaHUA MHTEPENCOB MapLUpyTU3aTopa
- 3.4 Tvnbl ¥ NOPAIOK MMEHOBAHUA TYHHENER MapLpyTU3aTopa
- 5 YnpaBeneHue NporpaMmHbIM 06eCneUeHnemM 1 KOHUrypaumei

- 6 HacTpoiika 06LecUCTEMHbIX NapaMeTpoB

- 7 HacTpoiika goctyna

- 12 Hactpoiika n moHutopuHr DHCP-cepBepa
- 13 HacTpoiika 1 MOHUTOPWHT MHTepPdIEeiicoB

- 14 YnpaBneHwue pynnamu arperaumm kaHanos — Link Agregation

Group (LAG)

- 20 YnpaBneHue Firewall

- 21 YnpasneHune NAT

- 22 YnpasneHue VPN. HacTpoiiku IKE

- 23 YnpaBneHue VPN. HacTpoliiku IPsec
- 25 YnpaBneHve TyHHeNsiMm

- 26 YnpaBneHue Spanning Tree

- 30 HacTpoiika cTaTyeckux MapLIpyToB
- 31 HacTpoiika npotokona BGP

- 32 HacTpoiika npotokona RIP

- 33 Hactpoiika npotokona OSPF

- 41 YnpasneHve Syslog
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Bepcus JOKyMeHTa

Bepcusa 1.3

Aata Bbinycka

25.11.2014

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

CopepXaHue N3MeHeHui

[o6aBneHbl pasaensi:
- 7 HacTpoiika goctyna

- 13 YnpaBneHwue pynnoii arperaummn kaHanos — Link Agregation
Group (LAG)

- 14 HacTtpoiika n moHutopuHr VLAN

- 15 YnpaBneHue bridge

- 16 PaboTa ¢ agpecHbiMM Tabauamm

- 24 YnpaBneHve TyHHeNsiMm

- 25 YnpasneHue STP, RSTP, MSTP

- 26.2 O6LMe KOMaHAbl aHOHCUPOBAaHNSA MapLUPYTOB
- 26.3 HacTpoiika npoTokona BGP

- 26.4 HacTpoiika npoTokona RIP

- 26.5 HacTpoiika npoTtokona OSPF

- 27 YnpaBneHue SYSLOG

N3meHeHus B pasgenax:

- 3.2 KoHdthurypumpoBaHme mapLipyTusatopa

- 3.3 Tunbl 1 NOPSA0K MMEHOBaHNS MHTepdeicoB MapLIpyTu3aTopa
- 4 KomaHzpbl Nonb30BaTesIbekoro nHTepdelica

- 5 ¥YnpaeneHue nporpaMmMHbIM o6ecnedeHneM v KoHdurypaumeti
- 6 HacTpolika obLiecrcTeMHbIX NapaMeTpoB

- 12 HacTpoiika 1 MOHUTOPWHT NHTepdelicoB

- 18 YnpasneHue npogunamm IP-agpecoB 1 noptos
- 19 ¥YnpaBneHue Firewall

- 20 YnpaBneHune NAT

- 22 YnpasneHue VPN. HacTpoliiku IPsec

- 23 YnpaBneHue VPN. HacTpoliku yaaneHHoro goctyna
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Bepcus JOKyMeHTa

Bepcus 1.2

Bepcusa 1.1

Bepcua 1.0

Bepcus nporpaMmmMHOro
obGecneyeHus

Aata Bbinycka

26.06.2014

29.04.2014

20.03.2014

1.30.4

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

CopepXaHue N3MeHeHui

CuHxpoHu3auus ¢ Bepcueli MO 1.0.2.

Job6asneHbl pasgens:

- 5 HacTpoiika 06LecncTeMHbIX NapaMeTpoB

- 9 YnpaBrieHne cMcTeMHbIMU Yacamu

- 18 ¥npaBnenue VPN. HacTpoliku yaaneHHoro goctyna
M3meHeHus B pasgenax:

- 3.2 KoHdthurypumpoBaHme mapLipyTmusatopa

- 4 KomaHApbl Nonb30BaTe/1bCKoro nHTepdeiica

- 6 Ynpas/ieHve nporpaMmmMHbIM 06ecneyeHnemM n KoHdUrypaumei
- 7 HacTpoiika cTaTMyeckux MapLupyToB

- 10 YnpaBneHue DHCP-knneHToM

- 12 HacTpoiika 1 MOHUTOPWHT MHTepPdIeiicoB

- 14 YnpaBneHue Firewall

- 16 YnpaBneHue VPN. HacTpolika IKE

- 17 ¥YnpaBnenue VPN. HacTpoiika IPsec

CuHxpoHusauus ¢ sBepcueli MO 1.0.1.

Pasnen «OTnagka paboTbl yCTpoicTBa» NEpeHeceH B OTAE/bHbIN
[OKYMEHT.

Mepsas ny6nvkauus
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WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4
3 lMpaBuna nosib3oBaHMUst KOMaHOHOW CTPOKOWA

[nsa ynpoweHnst Ncnonb30BaHUsi KOMaHAHOW CTPOKN MHTepdeiic NoaaepXMBaeT YHKLUI0 aBTOMATUYECKOro
[IONOMHEHNA KOMaHA,. dTa (PYHKUUSI akTUBUPYETCS NPV HEMNOJTHO HabpaHHOW KOMaHAe 1 BBOAE CMMBOA
Tabynsauum <Tab>.

[Apyras oyHKUMS, MToMoratoLas nonb30BaTbCsl KOMaHAHOV CTPOKOI — KOHTEKCTHasi noAckaska. Ha no6om
aTane BBOAa KOMaHAbl MOXHO MO/TyYMTb MOACKA3KY O C/efyoLyX 3fieMeHTax KoMaHibl nyTeM BBOAA
BOMPOCWTE/ILHOTO 3HaKa <?>.

[Ns yNpoLLEHNA KOMaH/, BCeii cucTeMe KoMaHz npugaHa nepapxudeckas CTpyktypa. [1s nepexofa Mexay
YPOBHSIMU Mepapxuu npegHasHaueHbl cnelyasibHble KoMaHabl nepexoa. AT0 NO3BO/SET UCMO/b30BaTh
MeHee 06beMHbIE KOMaH/bl Ha K&XA0M 13 YPOBHE. [ 0603HAYEHS1 TEKYLLIETO YPOBHS, HA KOTOPOM
HaxoAWTCS Nob30BaTe/lb, AMHAMUYECKM U3MEHSIETCSA CTPOKA NPUMNALLEHNS CUCTEMbI.

Mpumep:

esr> enable BkwyeHne 15 ypoBHA NpuBuNerui

esr# configure Mepexog B pexum KOHOUIMypupoBaHWA YyCTpoOMcCTBa

esr(config)#
esr(config)# exit BO3BpaT Ha YpOBEHb Bbille
esr#

Ansi yno6CcTBa UCnosb30BaHns KOMaHAHO CTPOKU peasin3oBaHa nofaepxka ropsumx Knasull,
nepeync/ieHHbIx B Tabnuue 1.

Tabnmua 1 — OnucaHne ropsvnx Knasuil KoMaHgHon ctpoku CLI

CoueTaHue KnaBuLLK OonucaHue

Ctrl+D Bo BNOXEHHOM KOMaHAHOM peXxuMe — BbIX0[, B NpeablayLinin KOMaHaHbI
pexum (komaHaa exit), B KoOpHEBOM KOMaHAHOM pexume — Bbixo 13 CLI
(xkomaHga logout)

Ctrl+zZ BbIXoA, B KOPHEBOI KOMaHHbIN pexum (komaHaa top)
Ctrl+A Mepexop B Ha4ano CTPOKK

Ctrl+E Mepexopn B KOHeL, CTPOKH

Ctrl+U YpaneHue cMMBOOB CrieBa 0T Kypcopa

Ctrl+K YnaneHve cMMBOJIOB Crpasa oT Kypcopa

Ctrl+C OumncTka CTPOKK, a Takke 06pbIB BbIMO/THEHUA KOMaH/bI
Ctrl+W YpaneHve cnosa cfnesa 0T Kypcopa

Ctrl+B Mepexopa kypcopa Ha OAHY Mo3uLMI0 Ha3ag,

Ctrl+F [Nepexopn Kypcopa Ha o04Hy No3unumio Bnepes

Ctrl+L OuucTka akpaHa
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[nsa ypobceTBa uteHnsa aobaBneH NoCTpaHNYHbIA BbiIBOA, 60/1bLION N0 06beMy MHGOpMaL K.

Mpumep:

esr# show running-config
syslog max-files 3
syslog file-size 512
syslog file esr info
syslog console info
interface gigabitethernet 1/0/1
ip address 10.100.14.1/24
exit
interface gigabitethernet 1/0/1.101
exit
interface gigabitethernet 1/0/2
ip address 192.168.1.1/24
ip address 10.100.100.2/24 secondary
exit
interface gigabitethernet 1/0/2.150
ip address 10.150.150.2/24
exit
interface gigabitethernet 1/0/2.151
ip address 10.151.151.15/24
exit
interface gigabitethernet 1/0/3
ip address dhcp enable
exit
interface gigabitethernet 1/0/5.55
More? Enter - next line; Space - next page; Q - quit; R - show the rest.

,ﬂ,]’lﬂ OTK/TIO4HEHUA NOCTPaHNYHOIO BbiBOA4A B TeKyLLI,eﬁ ceccunn HGO6XOAI/IMO BBECTU KOMaHAy:
esr# terminal datadump

NHTepdhelic KomaHAHON CTPOKM 06ecneumBaeT aBTopM3aLmio Nosib3oBaTeneli 1 orpaHNYBaEeT AOCTYN K
KOMaHAaM Ha OCHOBaHWM YPOBHS NPUBUAETNIA, 3a4aHHOTO0 aAMUHUCTPATOPOM.

B cucteme moxeT 6bITb CO34aHO HEOOXOAMMOE KONMYECTBO Nonb3oBarteneil. Heobxoanmblii ypoBeHb
npuBWUaernii 3a8aétca MHAMBUAYaIbHO A5 K&XA0ro U3 HUX.

© B 3aBopcKoit KOHUIypaLMK B cCTEMe CO3AaH OAVH Mosb3oBaTenb ¢ MMeHeM admin 1 naponem
password.
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[nsi o6ecneyeHnst 6e30MacHOCTI KOMaHAHOro HTepdelica KomaHabl pacnpegeneHsl Mexay 1,10 n 15
YPOBHEM NPUBU/IETWIA:

* 1 ypoBEHb — AOCTYMNEH TONIbKO MOHUTOPUHT YCTPONCTBa;

* 10 ypoBeHb — AOCTYMHO KOH(OUIyppoBaHmMe YCTPONCTBa, KPOMe CO34aHns Nosb3oBarene,
nepesarpysku ycTpoicTsa, 3arpysku MNo;

* 15 ypoBeHb — HET OrpaHNYEHWIA.

MonyyeHne 15 ypoBHSA NpUBUAETAIA:

(esr)> enable
(esr)#

BosBpalleHne Ha nepBoHaYasibHbIl YPOBEHb NPUBUIETWIA:

(esr)# disable
(esr)>

CuctemMa no3BosisieT HECKO/IbKM M0/1b30BaTeNsIM OAHOBPEMEHHO MOAK/IHUYATLCS K YCTPOACTBY.

Mpwv BBOAE B KAYECTBE NapamMeTpoB CTPOK, COAepPXaLLMX NPpo6esbl, BBOAUMbIE AAHHbIE MOXHO 3aK/THUUTL B
KaBbIYKM UM anocTpogbI:

esr(config)# interface gigabitethernet 1/0/1
esr(config-if-gi)# description "[WAN] ISP-1 link"
esr(config-if-gi)# exit

esr(config)# interface gigabitethernet 1/0/2
esr(config-if-gi)# description '[WAN] ISP-2 link'
esr(config-if-gi)#

OCHOBHOE OT/IMYME MeXAY KaBbluKaMu 1 anocTpodiamm 3akio4aeTcs B TOM, YTO MPK UCNOMb30BaHUN KaBblHeK
4yacTb CMEeLCHMBO/IOB BHYTPY A1 KOPPEKTHOIO BBOAA HEO0OX0AMMO 3KpaHMPOBaTh, & TEKCT Mexay
anocTpoamu MHTEpPNpeTupyeTca "kak ecTb":

esr(config)# banner login "first line\\nsecond line"
esr(config)# banner exec 'first line\nsecond line'
esr(config)#

[nsa ymeHblleHns o6bemMa oTobpaxaeMblX aHHbIX B OTBET Ha 3anpochl Nob3oBaTesis U 06/1eryeHns noncka
HeobxoaMMON nHopMaLIMKN MOXHO BOCMO/b30BaTbCA hunbrpaunein. Ana dunsrpaunn nHgpopmanmm
TpebyeTcsa A06aBUTb B KOHEL, KOMaHAHOW CTPOKN CUMMBOJT «|» U MCNOMb30BaTb OAHY M3 ONUMI oUbLTpaLmm:

+ begin — BbIBOAUTL BCE NOCNEe CTPOKM, coaepKallieli 3afaHHbIl LWabrnoH;

+ count — BbIBOAWTL TO/IbKO KOJIMYECTBO CTPOK, OTOGpaxXaeMbiX B BbIBOAE KOMaHAbl (6e3 BbiBOAA
MHpopMaLmK, oTobpaxaemMoli camoit KoMaHoW);

+ counter — no6aBNAET K BbIBOAUMONM MHOpMALIMKN HOMEpa CTPOK,;

* include - BbIBOAUTbL BCE CTPOKM, coAepalliye 3afaHHblli LWabnoH;

+ exclude — BbIBOAUTb BCE CTPOKU, HE COAEPXALLME 3aaHHbIi WabnoH;

* until — BbIBOANUTb BCe 10 CTPOKK, COAEPXKALLEN 3a4aHHbIN LLIAGMOH.

LLla6noH noncka MOXeT ObITb 3aaH perynsipHbIM BbipaXXeHEeM 1 COAEPXaTb:

- MepeyeHb CMMBOMNOB. MOXHO OnpeaennTb NepedeHb, 3aK/THUMB CYUMBO/IbI B KBapaTHbIE CKOOKU «[]».
CooTBeTcTBYE BYAET NPOBEPATLCS MO CUMBOJIAM, MEPEYNC/IEHHBIM B NepeyHe. Ecnv nepsblii CUMBO NEPeYHs
«*», TO COOTBETCTBME BYAET NPOBEPATLCA N0 /IIV60MY CMMBOIY, HE BXOAsALLEMY B NepeyeHb. Mpumepbl:

+ [-az] -'a','zZ'n ",
+ [a-z] - Bce natuHckne 6ykebl OT 'a' 10 'Z'.
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-CneumaanueCMMBonblMonepaTopH:

+ A — Hayas10 CTPOKY;

+ $ — KOHeLl, CTPOKY;

* . — no6oli CMMBON B CTPOKE;

* * — HOMb UK B6onee pas;

| —wnu;

* + — 0HO 1M 6onee NOBTOPEHNIA NPeALEeCTBYHOLLENO 3/IEMEHTA.

BbIBOA KOMaHbl «<show running-config syslog» 6e3 napameTpoB:

esr# show running-config syslog
syslog max-files 3

syslog file-size 512

syslog file default info

BbiBog komaHAb! «<show running-config syslog» c napameTtpom «begin»:

esr# show running-config syslog | begin file-size
syslog file-size 512
syslog file default info

BbiBog komaHAb! «<show running-config syslog» ¢ napameTtpom «include»:

esr# show running-config syslog | include file-size
syslog file-size 512

BbiBOg, KOMaHAp! «show running-config syslog» ¢ napameTpom «exclude:

esr# show running-config syslog | exclude file-size
syslog max-files 3
syslog file default info

MpviMepbl NCMOb30BaHMSA PErYNAPHbIX BbIPAXEHWIA:

esr# show interfaces status | include "“te.x"

tel/0/1 Up Down 1500 a8:f9:4b:aa:05:d9
tel/0/2 Up Down 1500 a8:f9:4b:aa:05:da
esr# show interfaces status | include "*gil/0/1[2568]"
gil/0/12 Up Down 1500 a8:f9:4b:aa:05:cc
gil/0/15 Up Down 1500 a8:f9:4b:aa:05:cf
gil/0/16 Up Down 1500 a8:f9:4b:aa:05:do
gil/0/18 Up Down 1500 a8:f9:4b:aa:05:d2
esr# show interfaces status | include "A[Atgl -]"

bridge 1 Up Up 1500 a8:f9:4b:aa:05:c0O
bridge 2 Up Up 1500 a8:f9:4b:aa:05:c0O
esr# show interfaces status | dinclude "(/3]|/5)"

gil/0/3 Up Down 1500 a8:f9:4b:ab:0e:23
gil/0/5 Up Down 1500 a8:f9:4b:ab:0e:25

[ns BbiBOAA NHhopMaL MK, 3anpoLLEeHHOR KoMaHaol show, B doaitn Tpebyetcsa 406aBUTbL B KOHEL, KOMaHAHO
CTPOKM COOTBETCTBYHOLLMIA CUMBON, NYTb U UMSA ANS CO34aHUSA WX OOMONIHEHUSA TEKCTOBOIO oaiina.

CumBonbl A5 BbiBoAa MHGopmauun B thaiin:

+ > - 3anucathb BbIBOJ KOMaH/bl B chaiin;
* >>— flonncaTh BbIBOJ KOMaH/ibl B KOHeL, chaiina.
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Bo3MOXHble NyTu o/ coxXxpaHeHUs TEKCTOBbIX CbaVIHOB BbiBOAa KOMaHA:

+ flash:data/<FILE> — dpaiin 6yaeT co3gaH nnv AONO/HEH B 3HEProHE3aBUCUMOA NamATy
MapLupyTmsatopa B pasgene flash:data;

+ usb://<USB-NAME>:/<FILE> — cpaitn 6yget co3gaH uam gononHeH Ha USB-Hocutene ¢ nmeHem <USB-
NAME>;

+ mmc://<MMC-NAME>:/<FILE> - dpaiin 6ygeT co3gaH nnv gonosHeH Ha USB-HocuTene ¢ nmeHem
<MMC-NAME>.
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4 CTpyKTypa CUCTEMbI KOMaHA,

+ [No6anbHbIA pexmm

+ KoHthurypupoBaHune mapLupyTtusaropa

* Tvnbl N NOPALOK MMEHOBaHWA NHTEPdIENCOB MapLLpyTnU3aTropa
* Tvnbl 1 NOPALOK MMEHOBaHWA TYHHeNer MapLipyTusarTopa

CuctemMa KomaHf nHTepdpeiica KoMaHAHOV CTPOKM MapLupyTusaTopa cepumn ESR 1 KoHTponnepa
6ecnpoBogHoro goctyna WLC pasaeneHa Ha nepapxmyeckie ypoBHu (pasaensit).

FnoGanbHbI peXum
BepxHuii ypoBeEHb nepapxmm KomaHg, npuBeaeH B Tabnuue 2.

Tabnuua 2 — Viepapxusi KOMaHAHbIX PEXUMOB (BEPXHUIA YPOBEHD)

YpoBeHb KomaHpga Bxoga Bupg cTpokn noackasku KomaHpa Bbixoga
KopHeBoii pexxum (ROOT) esr> exit
esr# end
Pexum KoHtpurypuposanua  configure esr(config)#
(CONFIG)
Pexum oTnagkm paboTsl debug esr(debug)#
ycTpoiictea (DEBUG)

esr-10008 end
configure
esr-1000 (config) #
debug

esr=1000 (debug) ¥

PrcyHoK 1 — BepxHuii ypOBEHb epapxun PeXMMOB KOMaH/
B kopHeBoM koMaHaHoOM pexume (ROOT) ocywecTBnsieTcs:
- paborTa ¢ haitnamm KoHurypaymu:

* MPUMEHEHNE;
* MOATBEPXAEHWNE;

+ cbpoc;

* COXpaHeHue;

* OTMeHa HEMPUMEHEHHbIX U3MEHEHWNIA

* BO3BpaT K NOATBEPXAEHHOW KOHUrypaumm.

- nepesarpyska MapLipyTM3aTopa;
— MOHUTOPWHT paboTbl U NPOCMOTP TeKYLLE KoHpUrypauum ycTpoiicTaa.
3 kopHeBoro pexuma (ROOT) ocyLecTBASETCS Nepexo K cneaytolmm pasgenam:

— pexum KoHdurypuposaHus yctpoiictea (CONFIG);
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— pexum oTnaaku pabotsl ycTpolictea (DEBUG).

KoHdmrypupoBaHue maplupytusatopa

KoHdhurypuposaHue mapLupyTtusaropa cepun ESR n koHTponnepa 6ecnposogHoro goctyna WLC BbinosiHseTcs
B pexume CONFIG. [laHHbIli pexum aoctyneH n3 kopHesoro pexuma (ROOT). Mepexoa B pexum
KOH(OUIYpPUpPOBaHNS OCYLLIECTB/ISIETCA TO/IbKO B NPUBUIETMPOBAHHOM PEXKMME.

[nsa nepexoga 13 kopHesoro pexuma (ROOT) Heo6x0AMMO BbINOSTHUTL Ceaytolme KOMaHabl:

esr> enable
esr# configure
esr(config)#

B pexume KoHpurypmposaHusa mapLupyTtusaropa cepun ESR n koHTponnepa 6ecnposogHoro goctyna WLC
BbIMNO/IHAETCS:

— ynpas/fieHne CUCTEMHbIMY Yacamu;
— ynpasfieHne CUCTEMHbIM XYPHa/I0M;

— ynpasneHue yaasieHHbIM LOCTYNoMm,;

— HacTpoiika QoS;

— HacTpoiika Spanning Tree;

— HacTpoika VLAN;

— HaCTpoWKa cTaTuyeckux MapLUpyTOB;

— HaCTpoiKa NPMOPUTETHOCTN MPOTOKO/I0B MapLUpyTU3aLmuy;

— Nnepexos K pexumam KOHUrypnupoBaHusa oyHKLMIA, onncaHne pexumoB npreeaeHo B Tabnuue 3.

Tabnuua 3 — KoMaHAHble pexuMbl 415 yNpaBieHUs MapLIpyTU3aTopoM 1 KOHTPO/I1EPOM

YpoBeHb KomaHpga Bxoga ! Bug ctpokn nogckaskn  Mpepbiaywmm
ypOBeHb

HacTpoiika rnobasibHbIxX configure esr(config)# ROOT

napameTpoB

(CONFIG)

HacTpoiika WLC wlc wlc(config-wlic)# CONFIG

(CONFIG-WLC)

HacTpoiika cepsuca Airtune airtune wlc(config-airtune)# CONFIG-WLC
(CONFIG-AIRTUNE)

HacTtpoiika npocpuns Airtune airtune-profile <NAME>  wlc(config-airtune- CONFIG-AIRTUNE
(CONFIG-AIRTUNE-PROFILE) profile)#

HacTpoiika npodouns ap <MAC_AP> wlc(config-wlc-ap)# CONFIG-WLC
onpe/ieNIeHHOo TOUYKU AoCTyna

(CONFIG-WLC-AP)

HacTpoiika nokauum ap-location <NAME> wlc(config-wlc-ap)# CONFIG-WLC
(CONFIG-WLC-AP-LOCATION)
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YpoBeHb

HacTpoiika npogounns o6Lmx
HacTpoek Todek AocTyna

(CONFIG-WLC-AP-PROFILE)

HacTpoiika TpaccnpoBku

(CONFIG-WLC-AP-PROFILE-
TRACE)

HacTpoiika npocuns
pagvonapameTpoB B AnanasoHe
2.4TTyY

(RADIO-2G-PROFILE)

HacTpoiika npodnns
pajuonapamMeTpoB B AnanasoHe 5
My

(RADIO-5G-PROFILE)

HacTpoiika ananasoHa afpecos
(CONFIG-WLC-IP-POOL)

HacTtpoliika npocnns noptana
(CONFIG-WLC-PORTAL-PROFILE)

HacTtpoiika npocouns RADIUS ans
aBTOpM3aLun nonb3oBaTenei

(CONFIG-WLC-RADIUS-PROFILE)

HacTpoiika cepBuc-akTmBaTopa

(CONFIG-WLC-SERVICE-
ACTIVATOR)

HacTpoiika SSID
(CONFIG-WLC-SSID-PROFILE)

HacTtpolika pacnucaHus
06HoBNeHMA MO ansa Touek
poctyna

(CONFIG-WLC-UPDATE-
MANAGER)

HacTpoiika nokansHoro RADIUS-
cepsepa

(CONFIG-RADIUS)

HacTtpolika NAS
(CONFIG-RADIUS-NAS)

KomaHga Bxoga '

ap-profile <NAME>

trace

ragio-2g-profile <NAME>

radio-5g-profile <NAME>

ip-pool <NAME>

portal-profile <NAME>

radius-profile <NAME>

service-activator

ssid-profile <NAME>

update-manager

radius-server local

config-radius-nas

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

Bug CTPOKM NOACKA3KN

wlc(config-wlc-ap-
profile)#

wlc(config-wlc-ap-profile-
trace)#

wlc(radio-2g-profile)#

wlc(radio-5g-profile)#

wlc(config-wlc-ip-pool)#

wlc(config-wlc-portal-
profile)#

wlc(config-wlc-radius-
profile)#

wlc(config-wlc-service-
activator)#

wlc(config-wlc-ssid-

profile)#

wlc(config-wlc-update-
manager)#

wlc(config-radius)#

wlc(config-radius-nas)#

Mpeabiaywunia
ypoBeHb

CONFIG-WLC

CONFIG-WLC-AP-

PROFILE

CONFIG-WLC

CONFIG-WLC

CONFIG-WLC

CONFIG-WLC

CONFIG-WLC

CONFIG-WLC

CONFIG-WLC

CONFIG-WLC

CONFIG-WLC

CONFIG
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YpoBeHb

HacTpoiika BUpTYyanbHOro
RADIUS-cepBepa

(CONFIG-RADIUS-VSERVER)

HacTpoiika BUpTyasibHOro
RADIUS-cepBepa kak
MCMosib3yeMoro cepeepa

(CONFIG-RADIUS-SERVER)

HacTtpoiika npochuns AAA
(CONFIG-AAA-RADIUS-PROFILE)

HacTpoiika GigabitEthernet-
nHTepcpeiicos
(CONFIG-IF-GI)

HacTpoiika TengigabitEthernet-
nHTepdeicos
(CONFIG-IF-TE)

HacTtpolika
Twentyfivegigabitethernet-
nHTepgencos

(CONFIG-IF-TWE)

HacTpoiika FourtygigabitEthernet-
nHTepdeicos
(CONFIG-IF-FO)

HacTtpolika
HundredgigabitEthernet-
nHTepgencos
(CONFIG-IF-HU)

HacTpoiika OOB-nHTepdelica
(CONFIG-IF-00B)

HacTtpolika cab-nHTepdgeiicos
(CONFIG-IF-SUB)

KomaHga Bxoga '

config-radius-vserver

config-radius-server

config-aaa-radius-
profile

interface gigabitethernet
<PORT>

interface
tengigabitethernet
<PORT>

interface twentyfivegiga
bitethernet <PORT>

interface
fourtygigabitethernet
<PORT>

interface hundredgigabit
ethernet <PORT>

interface oob <PORT>

interface gigabitethernet
<PORT>.<VLAN> unun

interface
tengigabitethernet
<PORT>.<VLAN> unun

interface port-channel
<CH>.<VLAN>
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Bug CTPOKM NOACKA3KN

wlc-30(config-radius-
vserver)#

wlc(config-radius-
server)#

wlc(config-aaa-radius-
profile)#

esr(config-if-gi)#

esr(config-if-te)#

esr(config-if-twe)

esr(config-if-fo)#

esr(config-if-hu)#

esr(config-if-oob)#

esr(config-if-sub)#

Mpeabiaywunia
ypoBeHb

CONFIG-RADIUS

CONFIG-RADIUS

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika cab-uHTepdeiicos

(CONFIG-IF-QINQ)

HacTpoiika nocnefoBatesbHbIX

UHTEpdelicos 2
(CONFIG-SERIAL)

HacTpoiika BUpTYyasibHbIX

nHTepdeicos
(CONFIG-LOOPBACK)

HacTpoiika E1-uHTepdelicos

(CONFIG-IF-E1)

HacTtpoiika rpynnbl arperaumu E1-

KaHas10B
(CONFIG-IF-MULTILINK)

HacTtpoliika FXO-nopToB

(CONFIG-VOICE-PORT-FX0)

HacTtpoiika FXS-nopTos

(CONFIG-VOICE-PORT-FXS)

HacTtpolika BUpTyasnibHbIX
TYHHEbHbIX nHTepdeicos VTI

(CONFIG-VTI)

HacTpoiika nocnenoBaTenbHOro

nHTepdelica 2
(CONFIG-LINE-AUX)

HacTtpolika L2TPv3-TyHHenel

(CONFIG-L2TPV3)

HacTtpoiika GRE-TyHHenel

(CONFIG-GRE)

HacTpoiika SoftGRE-TyHHeneik

(CONFIG-SOFTGRE)
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KomaHga Bxoga ! Bupg CTPOKM NogcKasku

interface gigabitethernet esr(config-if-qing)#
<PORT>.<VLAN>.<VLAN
>nnm

interface
tengigabitethernet
<PORT>.<VLAN>.<VLAN
> nnm

interface port-channel
<CH>.<VLAN>.<VLAN>

interface serial <PORT>  esr(config-serial)#

interface loopback esr(config-loopback)#
<PORT>

interface e1 <PORT> esr(config-if-e1)#
interface multilink esr(config-if-multilink)#
<PORT>

interface voice-port esr(config-voice-port-
<NUM> fxo)#

interface voice-port esr(config-voice-port-
<NUM> fxs)#

tunnel vti <VTI> esr(config-vti)#

line aux [ <UNIT>/ esr(config-line-aux)#
<SLOT>/<PORT>]

tunnel 12tpv3 <L2TPV3>  esr(config-12tpv3)#

tunnel gre <GRE> esr(config-gre)#
tunnel softgre esr(config-softgre)#
<SOFTGRE>

Mpeabiaywunia
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika nornyeckmnx TyHHeneli
(CONFIG-LT)

HacTpoiika cab-uHtepceiica Ha
L2-TyHHene

(CONFIG-SUBTUNNEL)

HacTtpoiika IPv4-over-IPv4
TYHHenel

(CONFIG-IP4IP4)

HacTpoiika WireGuard TyHHenei
(CONFIG-WIREGUARD)

HacTpoiika nupa gnsa WireGuard-
TYHHeNs

(CONFIG-WIREGUARD-TUNNEL-
PEER)

HacTtpolika ceTeBbIX MOCTOB
(CONFIG-BRIDGE)

HacTpoiika VLAN
(CONFIG-VLAN)

HacTtpolika ceTeBoii NOANTHKK
nns onpepenexdns VLAN no
LLDPDU-co06LeHNsIM KNUEeHTa

(CONFIG-NET-POLICY)

HacTpoiika nyna agpecos DHCP-
cepsepa

(CONFIG-DHCP-SERVER)

HacTtpoiika DHCP onuum 60
(CONFIG-DHCP-VENDOR-ID)

HacTpoiika nyna agpecos DHCP-
cepsepa

(CONFIG-IPV6-DHCP-SERVER)

HacTtpolika DHCP onuum 60

(CONFIG-IPV6-DHCP-VENDOR-
ID)

KomaHga Bxoga '

tunnel It <LT>

tunnel softgre
<GRE>.<VLAN>

tunnel ip4ip4 <IP4IP4>

tunnel wireguard
<WIREGUARD>

peer <PEER>

bridge <BRIDGE>

vlan <VLAN>

network-policy <NAME>

ip dhcp-server pool
<NAME>

ip dhcp-server vendor-
class-id <NAME>

ipv6 dhcp-server pool
<NAME>

ipv6 dhcp-server
vendor-class-id <NAME>

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

Bug CTPOKM NOACKA3KN

esr(config-It)#

esr(config-subtunnel) #

esr(config-ip4ip4)#

esr(config-wireguard)#

esr(config-wireguard-
tunnel-peer)#

esr(config-bridge)#

esr(config-vlan)#

esr(config-net-policy)

esr(config-dhcp-server)#

esr(config-dhcp-vendor-

id)#

esr(config-ipv6-dhcp-
server)#

esr(config-dhcp-vendor-
id)#

Mpeabiaywunia
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-WIREGUARD

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika pe3epB1MpoBaHus
DHCP-cepBepa

(CONFIG-DHCP-SERVER-
FAILOVER)

HacTpoiika cCMHXpoHM3auum
Kpunto-haiinos

(CONFIG-CRYPTO-SYNC)

HacTpoiika npocuns
NPUNOXeHNI

(CONFIG-OBJECT-GROUP-
APPLICATION)

HacTpoiika npoduns IP-agpecos

(CONFIG-OBJECT-GROUP-
NETWORK)

HacTpoiika npodnnsi CBSA30K
IP-agpecos u TCP/UDP-noptoB

(CONFIG-OBJECT-GROUP-
ADDRESS-PORT)

HacTtpoliika npodunsa TCP/UDP-
nopToB

(CONFIG-OBJECT-GROUP-
SERVICE)

HacTtpoiika npochuns URL
(CONFIG-OBJECT-GROUP-URL)

HacTtpolika noctaBumka
KaTeropuii KOHTEHTHOIA
dunerpaummn

(CONFIG-OBJECT-GROUP-
CONTENT-FILTER)

HacTtpoiika npocuns kateropuii
KOHTEHTHOW chunsTpaumm ot
BeHgopa Kaspersky Laboratory

(CONFIG-OBJECT-GROUP-CF-
KASPERSKY)

HacTtpolika npothnis novToBbIX
[OMEHOB 1 aipecoB MOYTOBbIX
ALLMKOB

(CONFIG-OBJECT-GROUP-MAIL)

HacTpoiika npodmns XAUTH
(CONFIG-ACCESS-PROFILE)

KomaHga Bxoga '

ip dhcp-server failover
[ vrf <VRF>]

crypto-sync

object-group application

<NAME>

object-group network
<NAME>

object-group address-
port <NAME>

object-group service
<NAME>

object-group url
<NAME>

object-group content-
filter <NAME>

vendor <VENDOR>

object-group email
<NAME>

access profile <NAME>

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

Bug cTpoku nogckasku Mpeabiaywuii
YypOBeHb

esr(config-dhcp-server- CONFIG

failover)#

esr(config-crypto-sync)# CONFIG

esr(config-object-group-  CONFIG

application)#

esr(config-object-group-  CONFIG

network)#

esr(config-object-group-  CONFIG

address-port)#

esr(config-object-group-  CONFIG

service)#

esr(config-object-group-  CONFIG

url)#

esr(config-object-group-  CONFIG

content-filter) #

esr(config-object-group-  CONFIG-OBJECT-

cf-kaspersky)# GROUP-CONTENT-
FILTER

esr(config-object-group-  CONFIG

email)#

esr(config-access- CONFIG

profile)#
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YpoBeHb

HacTpoiika nyna IP-agpecos
(CONFIG-POOL)

HacTpoiika wnto3a npotokona IKE
(CONFIG-IKE-GATEWAY)

HacTpolika nonMTuKK NpoToKona
IKE

(CONFIG-IKE-POLICY)

HacTpoiika npodnns npoTokona
IKE

(CONFIG-IKE-PROPOSAL)

HacTpoiika nofMTukm Habopa
npoTtokosnos IPsec

(CONFIG-IPSEC-POLICY)

HacTtpoliika npocnns Habopa
nNpoTokooB IPsec

(CONFIG-IPSEC-PROPOSAL)

HacTpoiika VPN Ha ocHoBe
Habopa npoTokosios IPsec

(CONFIG-IPSEC-VPN)

HacTpolika cnvcka KOHTpons
poctyna

(CONFIG-ACL)

HacTpoiika npaBunna gns cnmcka
KOHTpONsA goctyna

(CONFIG-ACL-RULE)

HacTtpolika 30Hbl 6€30MacHOCTH
(CONFIG-ZONE)

HacTpoiika rpynnbl npasun s
nap 30H 6e3onacHocTu

(CONFIG-ZONE-PAIR)

HacTpoiika npaBuna ans napsl
30H 6€30MacHOCTK

(CONFIG-ZONE-PAIR-RULE)

HacTpoliika cepBuca TpaHcasumum
afipecoB nosyyarens

(CONFIG-DNAT)

KomaHga Bxoga '

address-assignment
pool <NAME>

security ike gateway
<NAME>

security ike policy

<NAME>

security ike proposal
<NAME>

security ipsec policy
<NAME>

security ipsec proposal
<NAME>

security ipsec vpn
<NAME>

ip access-list extended
<NAME>

rule <ORDER>

security zone <NAME>

security zone-pair
<FROM> <TO>

rule <ORDER>

nat destination

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

Bug CTPOKM NOACKA3KN

esr(config-pool)#

esr(config-ike-gw)#

esr(config-ike-policy)#

esr(config-ike-proposal)#

esr(config-ipsec-policy)#

esr(config-ipsec-

proposal)#

esr(config-ipsec-vpn)#

esr(config-acl)#

esr(config-acl-rule)#

esr(config-zone)#

esr(config-zone-pair)#

esr(config-zone-rule)#

esr(config-dnat)#

Mpeabiaywunia
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-ACL

CONFIG

CONFIG

CONFIG-ZONE-PAIR

CONFIG
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YpoBeHb

HacTpoiika nyna IP-agpecoB u
TCP/UDP-noptoB g1 DNAT

(CONFIG-DNAT-POOL)

HacTpoiika rpynnbl npasun s
DNAT

(CONFIG-DNAT-RULESET)

HacTpoiika npasuna ans DNAT
(CONFIG-DNAT-RULE)

HacTpoiika cepBuca TpaHCIsumm
aapecoB OTNpaBuUTeNs

(CONFIG-SNAT)

HacTtpoiika nyna IP-agpecos u
TCP/UDP-noptoB ana SNAT

(CONFIG-SNAT-POOL)

HacTpolika rpynnbl npasun ans
SNAT

(CONFIG-SNAT-RULESET)

HacTpoiika npaBuna ans SNAT
(CONFIG-SNAT-RULE)

HacTpolika nonb3oBarenei
CUCTEMBbI

(CONFIG-USER)

HacTpoiika nokasibHOW KOHCO/N
(CONFIG-LINE-CONSOLE)

HacTpolika yganeHHoi KoHconm
(CONFIG-LINE-TELNET)

HacTpoiika 3awuLieHHo
yflaneHHol KOHCOMK

(CONFIG-LINE-SSH)

HacTtpolika TACACS-cepsepa
(CONFIG-TACACS-SERVER)

HacTpoiika RADIUS-cepBepa
(CONFIG-RADIUS-SERVER)

KomaHga Bxoga '

pool <NAME>

ruleset <NAME>

rule <ORDER>

nat source

pool <NAME>

ruleset <NAME>

rule <ORDER>

username <NAME>

line console

line telnet

line ssh

tacacs-server host
<ADDR>

radius-server host
<ADDR>

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

Bug CTPOKM NOACKA3KN

esr(config-dnat-pool)#

esr(config-dnat-ruleset)#

esr(config-dnat-rule)#

esr(config-snat)#

esr(config-snat-pool)#

esr(config-snat-ruleset)#

esr(config-snat-rule)#

esr(config-user)#

esr(config-line-console)#

esr(config-line-telnet)#

esr(config-line-ssh)#

esr(config-tacacs-

server)#

esr(config-radius-
server)#

Mpeabiaywunia
ypoBeHb

CONFIG-DNAT

CONFIG-DNAT

CONFIG-DNAT-
RULESET

CONFIG

CONFIG-SNAT

CONFIG-SNAT

CONFIG-SNAT-
RULESET

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika npocomnns RADIUS-
cepsepoB

(CONFIG-RADIUS-SERVER-
PROFILE)

HacTpoiika DAS-cepBepa
(CONFIG-DAS-SERVER)

HacTtpoiika npochunsa DAS-
cepBepoBs

(CONFIG-DAS-SERVER-PROFILE)

Hactpoiika LDAP-cepBepa
(CONFIG-LDAP-SERVER)

HacTpoiika cepsepa ans
yAaneHHoro goctyna no
npotokony PPTP

(CONFIG-PPTP-SERVER)

HacTtpolika nonb3oBarenei ans
yAa/IEHHOro focTyna no
npotokony PPTP

(CONFIG-PPTP-USER)

HacTpoiika cepsepa ans
yfAasieHHoro foctyna no
npotokony L2TP

(CONFIG-L2TP-SERVER)

HacTtpolika nonb3oBarenei ans
yAaneHHOro focTyna no
npotokony L2TP

(CONFIG-L2TP-USER)

HacTpoiika cepsepa ans
yA&/IEHHOro JOoCTyna no
npotokony OpenVPN

(CONFIG-OPENVPN-SERVER)

HacTtpolika nonb3osarenei ans
yAa/eHHOro focTyna no
npotokony L2TP

(CONFIG-OPENVPN-USER)

HacTtpoiika cepsepa ans
yAaneHHoro goctyna no
npotokony WireGuard

(CONFIG-WIREGUARD-SERVER)

KomaHga Bxoga '

aaa radius-profile
<NAME>

das-server <NAME>

aaa das-profile <NAME>

Idap-server host <ADDR>

remote-access pptp

<NAME>

username <NAME>

remote-access 12tp
<NAME>

username <NAME>

remote-access openvpn
<NAME>

username <NAME>

remote-access
wireguard <NAME>

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

Bug CTPOKM NOACKA3KN

esr(config-aaa-radius-
profile)#

esr(config-das-server)#

esr(config-aaa-das-
profile)#

esr(config-ldap-server)#

esr(config-pptp-server)#

esr(config-pptp-user)#

esr(config-12tp-server)#

esr(config-12tp-user)#

esr(config-openvpn-
server)#

esr(config-openvpn-
user)#

esr(config-wireguard-
server)#

Mpeabiaywunia
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-PPTP

CONFIG

CONFIG-L2TP-
SERVER

CONFIG

CONFIG-OPENVPN-
SERVER

CONFIG
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YpoBeHb

HacTpoiika nvpa ansa yganeHHoro
AocTtyna no npotokony WireGuard

(CONFIG-WIREGUARD-SERVER-
PEER)

HacTpoiika knneHTa yaasieHHOro
Joctyna no npotokosny PPTP

(CONFIG-PPTP)

HacTpoiika knneHTa yaaneHHoro
pocTtyna no npotokony PPPOE

(CONFIG-PPPOE)

HacTpoiika knneHTa yaasieHHOro
NOAK/YEHNS No npoTokony L2TP

(CONFIG-L2TP)

HacTpoiika knneHTa yaarieHHoro
NOAK/THOYEHMS MO NPOTOKONY
OpenVPN

(CONFIG-OPENVPN)

HacTtpoiika SNMP-nonb3oBaresns
(CONFIG-SNMP-USER)

HacTtpoiika NTP-cepsepa nnam
nupa

(CONFIG-NTP)

HacTtpolika BGP-npouecca
(CONFIG-BGP)

HacTpoiika BGP-npouecca B VRF
(CONFIG-BGP-VRF)

HacTpoiika IPv4/IPv6-agpecauyu
BGP-npouecca

(CONFIG-BGP-FAMILY)

HacTpotika IPv4/1Pv6-agpecauuu
BGP-npouecca B VRF

(CONFIG-BGP-VRF-FAMILY)

HacTtpolika rpynnuposaHuns BGP-
cocepeli

(CONFIG-BGP-GROUP)

KomaHga Bxoga '

peer <PEER>

tunnel pptp <PPTP-ID>

tunnel pppoe <PPPOE-
ID>

tunnel 12tp <L2TP-ID>

tunnel openvpn
<OPENVPN-ID>

snmp-server <NAME>

ntp server <ADDR>
ntp peer <ADDR>

router bgp <AS>

vrf <VRF>

address-family { ipv4 |
ipv6 } unicast

address-family { ipv4 |
ipv6 } unicast

peer-group <NAME>

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

Bug CTPOKM NOACKA3KN

esr(config-wireguard-
server-peer)#

esr(config-pptp)#

esr(config-pppoe)#

esr(config-12tp)#

esr(config-openvpn)#

esr(config-snmp-user)#

esr(config-ntp)#

esr(config-bgp)#

esr(config-bgp-vrf)#

esr(config-bgp-af)#

esr(config-bgp-vrf-af)#

esr(config-bgp-group)#

Mpeabiaywunia
ypoBeHb

CONFIG-WIREGUARD-
SERVER

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-BGP

CONFIG-BGP

CONFIG-BGP-VRF

CONFIG-BGP
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YpoBeHb

HacTpoiika rpynnupoBaHus BGP-

cocepei B VRF

(CONFIG-BGP-VRF-GROUP)

HacTpoiika cocega BGP-npouecca
(CONFIG-BGP-NEIGHBOR)

HacTpoiika cocega BGP-npouecca

B VRF

(CONFIG-BGP-VRF-NEIGHBOR)

Hactpoiika IPv4-/IPvé-agpecauum

BGP-cocepga

(CONFIG-BGP-NEIGHBOR-

FAMILY)

HacTpoiika IPv4-/IPv6-agpecauum

BGP-cocena B VRF

(CONFIG-BGP-NEIGHBOR-

FAMILY)

HacTpolika cnucka nogcetei

(CONFIG-PL)

HacTpoiika cnvcka nogceTteit

(CONFIG-IPV6-PL)

HacTpolika MapLupyTHOW KapTbl

(CONFIG-ROUTE-MAP)

HacTpoiika npaBuna MapLupyTHOL

KapTbl

(CONFIG-ROUTE-MAP-RULE)

HacTtpolika RIP-npoTokona

(CONFIG-RIP)

HacTpoiika RIPNG-npoTokona

(CONFIG-RIPNG)

HacTpolika IS-IS-npouecca

(CONFIG-ISIS)

HacTpoiika OSPF-npouecca

(CONFIG-OSPF)

HacTpoiika OSPF-o6nacTtu

(CONFIG-OSPF-AREA)

KomaHga Bxoga '

peer-group <NAME>

neighbor { <ADDR> |
<IPV6-ADDR> }

neighbor { <ADDR> |

<IPV6-ADDR> }

address-family { ipv4 |
ipv6 | vpnv4 } unicast

address-family { ipv4 |
ipv6 | vpnv4 } unicast

ip prefix-list <NAME>

ipv6 prefix-list <NAME>

route-map <NAME>

rule <ORDER>

router rip

ipv6 router rip

router isis <ID>

router ospf <ID>

area <ID>

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

Bug CTPOKM NOACKA3KN

esr(config-bgp-vrf-
group)#

esr(config-bgp-
neighbor)#
esr(config-bgp-vrf-

neighbor)#

esr(config-bgp-neighbor-
af)#

esr(config-bgp-neighbor-
af-vrf)#

esr(config-pl)#

esr(config-ipve-pl)#

esr(config-route-map)#

esr(config-route-map-
rule)#

esr(config-rip)#

esr(config-ripng)#

esr(config-isis)#

esr(config-ospf)#

esr(config-ospf-area)#

Mpeabiaywunia
ypoBeHb

CONFIG-BGP-VRF

CONFIG-BGP

CONFIG-BGP-VRF

CONFIG-BGP-
NEIGHBOR

CONFIG-BGP-VRF-
NEIGHBOR

CONFIG

CONFIG

CONFIG

CONFIG-ROUTE-MAP

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-OSPF
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YpoBeHb

HacTpoiika BUpTYyanbHOro
coeanHeHus OSPF

(CONFIG-OSPF-VLINK)

HacTpoiika OSPFv3-npouecca
(CONFIG-IPV6-0SPF)

HacTpoiika OSPFv3-06nactu
(CONFIG-IPV6-0OSPF- AREA)

HacTpoiika BUpTyasibHOro
coegnHeHus OSPFv3

(CONFIG-IPV6-0SPF-VLINK)

HacTpoiika cnucka ko4ei
(CONFIG-KEYCHAIN)

HacTpolika kntova
(CONFIG-KEYCHAIN-KEY)

HacTpoiika napametpoB MSTP
(CONFIG-MST)

HacTtpolika npasun WAN
(CONFIG-WAN-RULE)

HacTtpoiika npasun WAN (IPv6)
(CONFIG-IPV6-WAN-RULE)

HacTtpolika target-nuctos
(CONFIG-TARGET-LIST)

HacTpolika target-nucToB (IPv6)
(CONFIG-IPV6-TARGET-LIST)

HacTpolika target
(CONFIG-WAN-TARGET)

HacTpolika target (IPv6)
(CONFIG-IPV6-WAN-TARGET)

HacTpoiika 06beKTOB
oTCNeXunBaHns coobITUi

(CONFIG-TRACK)

Hactpoiika Wi-Fi Controller
(CONFIG-WIRELESS)

KomaHga Bxoga '

virtual-link <ID>

ipv6 router ospf <ID>

area <ID>

virtual-link <ID>

key-chain <KEYCHAIN>

key <ID>

spanning-tree mst
configuration

wan load-balance rule
<ID>

Ipv6 wan load-balance
rule <ID>

wan load-balance target-

list <NAME>

Ipv6 wan load-balance
target-list <NAME>

target <ID>

target <ID>

track <ID>

wireless-controller

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

Bug CTPOKM NOACKA3KN

esr(config-ospf-vlink)#

esr(config-ipv6-ospf)#

esr(config-ipvé-ospf-
area)#

esr(config-ipv6-ospf-
vlink)#

esr(config-keychain)#

esr(config-keychain-key)#

esr(config-mst)#

esr(config-wan-rule)#

esr(config-ipvé-wan-
rule)#

esr(config-target-list)#

esr(config-ipv6-target-
list)#

esr(config-wan-target)#

esr(config-ipv6-wan-
target)#

esr(config-track)#

esr(config-wireless)#

Mpeabiaywunia
ypoBeHb

CONFIG-OSPF-AREA

CONFIG

CONFIG-IPV6-OSPF

CONFIG-IPV6-OSPF-
AREA

CONFIG

CONFIG-KEYCHAIN

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-TARGET-LIST

CONFIG-IPV6-
TARGET-LIST

CONFIG

CONFIG
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YpoBeHb

HacTpoiika VRF
(CONFIG-VRF)

HacTpoiika nonmTtunkn QoS
(CONFIG-POLICY-MAP)

HacTpoiika knacca QoS
(CONFIG-CLASS-MAP)

HacTpoiika knacca BHyTpu
nonutukn QoS

(CONFIG-POLICY-MAP-CLASS)

HacTpoiika PPP-nonb3oBarens
ONs ayTeHTUrKaumn yaaneHHoi
CTOPOHBI

(CONFIG-PPP-USER)

HacTpoliika napameTpoB
pe3epBUPOBaHUs KOHhUrypaumm

(CONFIG-ARCHIVE)

HacTpolika cepBepa cbopa
ctatuctukm Netflow

(CONFIG-NETFLOW-HOST)

HacTpoiika cepepa cbopa
ctatuctukm sFlow

(CONFIG-SFLOW-HOST)

HacTpoiika cepBepa nonyyeHus
yBegomnexuii SNMP

(CONFIG-SNMP-HOST)

VI3meHeHue napong nocne
NCTEYEHUS CpoKa AelicTBUSA

(CHANGE-EXPIRED-PASSWORD)

KomaHga Bxoga '

ip vrf <NAME>

policy-map <NAME>

class-map <NAME>

class <NAME>

ppp chap username
<NAME>

ppp chap username

<NAME>

user <NAME>

user <NAME>

username <NAME>

username <NAME>

archive

netflow collector
<ADDR>

sflow collector <ADDR>

snmp-server host
<ADDR>

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

Bug CTPOKM NOACKA3KN

esr(config-vrf)#

esr(config-policy-map)#

esr(config-class-map)#

esr(config-class-policy-
map)#

esr(config-ppp-user)#

esr(config-archive)#

esr(config-netflow-host)#

esr(config-sflow-host)#

esr(config-snmp-host)#

esr(change-expired-
password)#

Mpeabiaywunia
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG

CONFIG-IF-E1

CONFIG-IF-
MULTILINK

CONFIG-CELLULAR-
PROFILE

CONFIG-ACCESS-
PROFILE

CONFIG-L2TP-
SERVER

CONFIG-PPTP-
SERVER

CONFIG

CONFIG

CONFIG

CONFIG
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YpoBeHb

HacTpoiika npodguns
counsTpaumu http-sanpocos

(CONFIG-PROFILE)

HacTpoiika 06X napameTpoB
MPLS

(CONFIG-MPLS)

HacTpoiika o6Lmx napameTpoB
LDP

(CONFIG-LDP)

HacTpoiika IPv4-agpecaumm
nportokona LDP

(CONFIG-LDP-AF-IPV4)

HacTpoiika LDP-unicast-
coceactea

(CONFIG-LDP-NEIGH)

HacTpolika IPv4-agpecauun
npotokona LDP gns otgensHoro
ip-nHTepdelica

(CONFIG-LDP-AF-IPV4-IF)

CoszgaHue L2-MPLS-TyHHenelk
(CONFIG-L2VPN)

HacTtpolika L2-MPLS-TyHHeNs
(CONFIG-L2VPN-EOMPLS)

HacTpolika PW-class (lua6noHa
pseudo-wire)

(CONFIG-L2VPN-PW-CLASS)

HacTpoiika napameTpoB pseudo-
wire L2-MPLS-TyHHens

(CONFIG-L2VPN-PW)

HacTpoiika BGP auto-discovery
and singnaling

(CONFIG-AUTODISCOVERY-BGP)

HacTtpolika nonutukm IPS/IDS
(CONFIG-IPS-POLICY)

KomaHga Bxoga '

ip http profile <NAME>

mpls

Idp

address-family ipv4

neighbor <ADDR>

interface <IF>

12vpn

vpls <NAME>
p2p <NAME>

pw-class <WORD>

pw <PW_ID> <LSR_ID>
[<NEIGH_ADDR>]

autodiscovery bgp

security ips policy
<NAME>

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

Bug CTPOKM NOACKA3KN

esr(config-profile)

esr(config-mpls)#

esr(config-ldp)#

esr(config-ldp-af-ipv4)#

esr(config-ldp-neig)#

esr(config-ldp-af-ipv4-if)#

esr(config-12vpn)#

esr(config-12vpn-vpls)#
esr(config-12vpn-p2p)#

esr(config-12vpn-pw-

class)#

esr(config-12vpn-pw)#

esr(config-bgp)#

esr(config-ips-policy)#

Mpeabiaywunia
ypoBeHb

CONFIG

CONFIG

CONFIG

CONFIG-LDP

CONFIG-LDP

CONFIG-LDP-AF-IPV4

CONFIG-MPLS

CONFIG-L2VPN

CONFIG-L2VPN

CONFIG-L2VPN-
EOMPLS

CONFIG-L2VPN-
EOMPLS

CONFIG
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YpoBeHb

HacTpoiika nocTasLyyka npasun
IPS/IDS

(CONFIG-IPS-VENDOR)

HacTpoiika kateropuii npasun
IPS/IDS

(CONFIG-IPS-VENDOR-
CATEGORY)

HacTpoiika cepsuca IPS/IDS
(CONFIG-IPS)

HacTpoiika ucto4Hmka
06HoBNeHuA npasun IPS/IDS,
pacnpocTpaHsieMbIX MO
KOMMEPYECKON NNLEH3MM

(CONFIG-CONTENT-PROVIDER)

HacTpoiika meHemkepa MueH3nii
(CONFIG-LICENCE-MANAGER)

HacTtpolika aBTOOGHOB/IEHWS
npasun IPS/IDS n3 BHeLHUX
NCTOYHWKOB

(CONFIG-IPS-AUTO-UPGRADE)

HacTpoiika nonb30BaTenbckoro
cepBepa 06HOB/IEHWIA NpaBU
IPS/IDS

(CONFIG-IPS-UPGRADE-USER-
SERVER)

HacTtpolika kateropuii
nonb3oBaTenbckux npasun IPS/
IDS

(CONFIG-IPS-CATEGORY)

HacTpoliika nosb3oBaTesbCkux
npasun IPS/IDS

(CONFIG-IPS-CATEGORY-RULE)

HacTpolika pacluMpeHHbIX
nonb3oBaTenbckux npasun IPS/
IDS

(CONFIG-IPS-CATEGORY-RULE-
ADVANCED)

HacTpolika napameTpoB pa6oThl
zabbix-agent

(CONFIG-ZABBIX-AGENT)

KomaHga Bxoga '

vendor <VENDOR>

category <CATEGORY>

security ips

content-provider

licence-manager

auto-upgrade

user-server <WORD>

security ips-category
user-defined
<CATEGORY_NAME>

rule <ORDER>

rule-advanced <ORDER>

zabbix-agent

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

Bug CTPOKM NOACKA3KN

esr(config-ips-vendor)#

esr(config-ips-vendor-
category)#

esr(config-ips)#

esr(config-content-
provider)#

esr(config-licence-
manager)

esr(config-ips-auto-
upgrade)#

esr(config-ips-upgrade-
user-server)#

esr(config-ips-category)#

esr(config-ips-category-
rule)#

esr(config-ips-category-
rule-advanced)#

esr(config-zabbix-agent)#

Mpeabiaywunia
ypoBeHb

CONFIG-IPS-POLICY

CONFIG-IPS-VENDOR

CONFIG

CONFIG

CONFIG

CONFIG-IPS

CONFIG-IPS-AUTO-
UPGRADE

CONFIG

CONFIG-IPS-
CATEGORY

CONFIG-IPS-
CATEGORY

CONFIG
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YpoBeHb

HacTpolika napameTpoB pa6oThbl
zabbix-proxy

(CONFIG-ZABBIX-PROXY)

HacTpoiika no4ToBOro AoMeHa
CONFIG-MAILSERVER-DOMAIN

HacTpoiika noyToBOro cepeepa
CONFIG-MAILSERVER

HacTpoiika nokasnbHoro Syslog-
thaiina

CONFIG-SYSLOG-FILE

HacTpoiika yganeHHoro Syslog-
cepeepa

CONFIG-SYSLOG-HOST

HacTtpoiika TFTP-cepeepa
CONFIG-TFTP-SERVER

HacTpoiika Firewall failover
CONFIG-FIREWALL-FAILOVER

HacTtpoiika IP failover
CONFIG-IP-FAILOVER

HacTtpoiika Cluster
CONFIG-CLUSTER

HacTtpoiika unit B Cluster
CONFIG-CLUSTER-UNIT

KomaHga Bxoga '

zabbix-proxy

mailserver domain
<NAME>

mailserver

syslog file { flash:syslog/
<NAME> |
tmpsys:syslog/<NAME> }

syslog host

<HOSTNAME>

ip tftp server vrf <VRF>

ip firewall failover

ip failover

cluster

unit <ID>

' Nogpo6Hoe onvcaHve KOMaH, MPUBEAEHO HUXE.

2 Tonbko anst ESR-21.

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

Bug cTpoku noackasku  MNpeablgywmii
YypOBeHb

esr(config-zabbix-proxy)# CONFIG

esr(config-mailserver- CONFIG
domain)#

esr(config-mailserver)# CONFIG

(config-syslog-file) CONFIG
(config-syslog-host) CONFIG
(config-tftp-server) CONFIG

(config-firewall-failover)  CONFIG

(config-failover) CONFIG
(config-cluster) CONFIG
(config-cluster-unit) CONFIG-CLUSTER

Tunbl 1 NOPAA0K UMEHOBaHUsA MHTepdhelicoB MapLpyTU3aTopa

Mpu paboTe MapLLpyTU3aTopa NCMosb3YTCA CETEBbIE MHTEPENCH! PAa3IMYHOIO TUMA U HA3HAYEHUSI.
CucteMa MMeHOBaHKs NO3BOMSIET OIHO3HAYHO aflPecoBaTb MHTEPENChI No X PYHKLMOHANIBHOMY
Ha3HaYEeHVI0 N MECTOMNOOXEHWIO B cucTeMe. [lanee B Tabnuue npuBefeH nepeyeHb TUNoB NHTepPHElicoB.
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Ta6nuua 4 — Tunbl U NOPAA0K UMEHOBaHVS UHTEPCIeiCoB MapLpyTUu3aTopa

Tun nHTepdeiica

dusnyeckne
nHTepdeiics!

MopTbl 1 F6UT/C

MopTbl 10 F6uT/C

MopTbl 25 F6uT/C

MopTbl 40 IF6uT/C

MopTbl 100 IF6uT/C

MopTt OOB
(Out-of-band)

pynnbl arperauyumn
KaHasnoB

OGo3HaueHne

O603HaueHne U3NYECKOro MHTepdieiica BK/OYaAET B cebsi ero TUN n nageHtTudmkarop.
MaeHTudmkatop donsnyeckmx nHtepdeiicoB nmeet Bug <UNIT>/<SLOT>/<PORT>, rae

+ <UNIT> - Homep ycTpoiicTBa B rpynne yCTPOWCTB,

+ <SLOT> — Homep MoAayns B cocTase ycTpoiicTsa nav 0 Npu OTCyTCTBUM AeMEHMs yCTpolicTea
Ha Moay/u,

+ <PORT> — nopsiakoBbIii HOMep nopTa.

gigabitethernet <UNIT>/<SLOT>/<PORT>
Mpumep 0603HaveHus: gigabitethernet 1/0/12

JonyckaeTcs ncnosb3oBaTb COKpalleHHOe HaumeHoBaHue, Hanpumep gil/0/12.

tengigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep o6o3HaueHus: tengigabitethernet 1/0/2

JlonyckaeTtcst UCnosib30BaTh COKpaLeHHoe HavMeHoBaHue, Hanpumvep te1/0/2.

twentyfivegigabitethernet <UNIT>/<SLOT>/<PORT>

Mpumep ob6o3HaueHus: twentyfivegigabitethernet 1/0/2

JonyckaeTcsa ncnonb3oBaTb COKpalleHHOe HaumeHoBaHme, Hanpumep twel/0/2.

fortygigabitethernet <UNIT>/<SLOT>/<PORT>
Mpumep o6o3HaueHus: fortygigabitethernet 1/0/2

JlonyckaeTtcs UCcnosb30BaTh COKpalleHHoe HaumeHoBaHue, Hanpumep fo1/0/2.

hundredgigabitethernet <UNIT>/<SLOT>/<PORT>
Mpumep o603HadeHus: hundredgigabitethernet 1/0/2

[JonyckaeTcs Ucnonb3oBaTh COKpalleHHoe HaumeHoBaHue, Hanpumep hu1/0/2.

oob <UNIT>/<SLOT>/<PORT>

Mpumep 0603Ha4eHus: oob 1/0/1

O603HaveHue rpynnbl arperayymmn kKaHasI0B BK/IKOYAET B Ce6S ero Tvn 1 NopsiakoBbIli HOMepP
NHTEepgeiica:

port-channel <CHANNEL_ID>

Mpumep o0603HayeHus: port-channel 6

[onyckaeTcsi CMoMb30BaTh COKPaLLEHHOE HavMeHoBaHue, Hanpumep, poTl.
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Tun nHTepdeiica

Cab-nHTepdelicsl

Q-in-Q uHTepdeiichbl

E1-uHTepdelichbl

pynnbl arperaymm
E1-kaHanos

JNlornyeckue
NHTEpdecol

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

OGo3HaueHne

O603HaueHne cab-nHTepdelica obpasyeTcsa N3 0603Ha4YeHNsi 6a3oBOro MHTepdelica un
naeHtTudrkatopa (VLAN) cab-uHtepdpeiica, pasgeneHHbIX TOUKOA.

Mpumepbl 0603HAYEHNIA:
gigabitethernet 1/0/12.100
tengigabitethernet 1/0/2.123
port-channel 1.6

NaeHTndpmkaTop cab-uHTepdeiica MOXeT NpuHMMaTh 3HaveHus [1..4094].

O603Ha4veHne Q-in-Q nHtepcpeiica obpasyetcsa n3 0603HaveHNs 6a3oBOro MHTepdelica,
noeHtTncukatopa cepsucHoro VLAN n ngeHtndmkaropa nons3osarensckoro VLAN,
pa3geneHHbIX TOYKOM.

Mpumepbl 0603HaYEHNI:
gigabitethernet 1/0/12.100.10
tengigabitethernet 1/0/2.45.12
port-channel 1.6.34

MaeHTudukaTtop cepBncHoOro 1 nosb3osarensckoro VLAN MOXeT NpuHMMaTh 3Ha4YeHus
[1..4094].

O603HauyeHune E1-nHTepdeiica BkNoYaeT B ceds1 ero Tun u naeHTudmkaTop.
MaenTtndmkartop E1-nHtepdeiicoB umeet Bug < UNIT>/< SLOT>/< STREAM>, rae

+ <UNIT> — Homep ycTpoiicTBa B rpynne yctpoiicTs [1..2],
+ <SLOT> - Homep E1-momyns B cocTase yctpoiictsa [0..12],
+ <STREAM> - nopsiakoBblii Homep E1-notoka [1..1].

Mpumep o6o3HayeHus: e1 1/0/1

Q Ha maplupyTtnsatopax ESR-1000 He nogaepxmBaetcs pabota moayneii TOPGATE-WAN-
E1 c annapatHoli Bepcueli (hardware revision) 812.

O603HayeHwve rpynnbl arperaumu E1-kaHanoB BkoYaeT B cebs ero Tun 1 NOpsiAKOBbIA HOMEpP
nHTepceiica:

multilink <CHANNEL_ID>

Mpumep o0603HaveHus: multilink 3

O603Ha4eHNe nornyeckoro nHTepdelica ABASETCS NOPSAKOBLIM HOMEPOM MHTepdeiica:
MpuMepbl 0603HAYEHWIA:

loopback 4

bridge 60

service-port 1
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Tun nHtepdeiica OGo3HaueHue

MocnegoBatenbHble  O603HAYEHVE NOC/IEA0BATENILHOIO MHTEPEica BKOUaeT B cebsi ero Tvn U UAeHTUdgMKaTop.

NHTEpdecol . N . o
PP MaeHTndmkarop serial nHtepdeicos u line-aux nHtepdeiicos nmeet Bng < UNIT>/< SLOT>/<

PORT>, rae

+ <UNIT> - Homep ycTpoiicTBa B rpynne ycTpoicTs [1..2],

+ <SLOT> — Homep MoAayNns B cocTase ycTpoiicTea nav 0 Npu OTCyTCTBUM AeMeHNs yCTpolicTea
Ha Moay/u,

+ <PORT> — nopsakoBbIii HOMep nopTa.

Mpumep o603HayeHus: serial 1/0/1, line aux 1/0/1

USB-mogembl O603HaveHne USB-mogema BKIKOHAET B Ce6S €ro TMn 1 NopsaKoBbIi HOMeEp:
modem <MODEM-NUM>

Mpumep 0603Ha4eHuss: modem 1

FXS/FXO-nopTbl O603HaveHne FXS/FXO-nopToB BKOUAET B Ce6s1 €ro TN 1 NOPSIAKOBLIA HOMEP:
interface voice-port <NUM>

Mpumep o603Ha4eHus: voice-port 1

1. KonuuecTtBo MHTEpPhencoB Kaxxaoro Tuna 3asBucuUT OT MOAEN MapLupyTu3aTopa.

2. Tekywasn Bepcusa MO nogaepXxmBaeT kKnactepmsaumnio yCTponCcTs eanHoin mogenu. Homep unit B
rpynne ycTponcTB MOXET NPUHUMAaTh 3HaYeHue 1 nam 2.

3. HekoTopble KomaHAbl NOAAEPXKMBAKOT OLHOBPEMEHHYIO paboTy C rpynnoi nHTepdeiicos. Ans
yKasaHus rpynnbl NHTepencoB MOXET ObITb MCNO/Ib30BAHO NEpPeUYncIeHre Yepes 3ansaTyo uim
yKasaHue amnanasoHa aeHTU(rKaTopoB yepes Aeduc «-».

MpuMmepbl yKazaHus rpynn uHTepdeiicos:

interface gigabitethernet 1/0/1, gigabitethernet 1/0/5
interface tengigabitethernet 1/0/1-2

interface fortygigabitethernet 1/0/1-2

interface gil/0/1-3,gil/0/7,tel/0/1,fol/0/1

Tunbl 1 NOPAAOK UMEHOBaHUSA TYHHeNel MaplipyTusaropa

Mpu paboTe MapLIpyTU3aTopa 1CMOosb3YTCA CETEBbLIE TYHHENN PA3/IMYHOIO TuMNa 1 Has3HadeHus. Cuctema
IMEHOBaHWS NO3BO/ISIET OAHO3HAYHO aAPECOBaTh TYHHENN MO X DYHKLUMOHANIbHOMY Ha3HaueHuto. [anee B
Tabnuue NpuBeaeH nepeyeHb TUNoB TYHHenNel.

Ta6nuua 5 — Tunbl U NOPAA0K UMEHOBaHMS TYHHeNel mapLipyTusatopa

Tun TyHHens OGo3HayeHue
L2TP-TyHHenNb O603HaveHmne L2TP-TyHHeNs cocTomT u3 0603Ha4YeHMs Tuna 1 NopsiaKoBoro Homepa
TYHHENs:

12tp <L2TP_ID>

Mpumep ob6o3HaueHus: 12tp 1
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Tvn TyHHenA

L2TPv3-TyHHENb

GRE-TyHHenNb

GRE cab-TyHHesb

SoftGRE-TyHHeNb

IPv4-over-IPv4-TyHHenb

IPsec-TyHHenNb

Nornyeckuii TyHHENb

(TyHHenb mexay VRF)

PPPoE-TyHHENB

PPTP-TyHHEND

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

O6o3HaueHne

O603HaueHne L2TPV3-TyHHENS COCTOUT M3 0603HAYEHMSI TUNA 1 NMOPSAKOBOrO HoMepa
TYHHENs:

I2tpv3 <L2TPV3_ID>

Mpumep o603HaueHus: 12tpv3 1

0O603HaveHne GRE-TyHHeNs coctout 13 0603Ha4YeHMs TMna 1 NOpsiAKOBOr0 HoMepa
TYHHens:

gre <GRE_ID>

Mpumep 0603HaveHus: gre 1

O603HaveHne GRE cab-TyHHens cocTomT U3 0603HavYeHms Tuna, NopsiAKoOBOro Homepa
TyHHens n ngeHtudpmkaropa VLAN ansa cab-TyHHens:

gre <GRE_ID>.<VLAN_ID>

Mpumep o603HaveHus: gre 1.200

0O603Ha4eHne SoftGRE-TyHHeNs cocTomT 13 0603Ha4YeHUs TUNa, NOPsAKOBOro HoMepa
TyHHens u, onuuoHasibHo, VLAN ID BupTyanbHoro uHtepdeiica:

softgre <GRE_ID>[.<VLAN>]

Mpumepbl 0603HaveHus: softgre 1, softgre 1.10

O603HaveHue IPv4-over-IPv4-TyHHeNs coctonTt 13 0603HaYeHns Tuna u nopsaaKoBoro
HOMepa TyHHens:

ip4ip4 <IPIP_ID>

Mpumep o6o3HaveHus: ipdip4 1

0O603Ha4YeHne BUPTyasibHOro IPsec-TyHHeNss COCTOUT 13 0603HaYeHUst Tuna u
NopsAKOBOro HoMepa TYHHens:

vti <VTI_ID>

Mpumep 0603HauveHus: vti 1

O603HauYEHNE TOTNYECKOTO TYHHENSI COCTOUT 13 0603HAUYEHNA TUNA U NOPSILKOBOrO
HOMepa TYHHENS:

It <LT_ID>

Mpymep 0603HayeHus: It 1

0O603HaveHne PPPoOE-TyHHeNns coctont n3 0603Ha4YeHNs TMna 1 NnopsiAKoBOro Homepa
TYHHENs:

pppoe <PPPoE_ID>

Mpumep 0603Ha4eHus: pppoe 1

O603HavyeHne PPPTP-TyHHeNnst cocTouT U3 0603Ha4YeHns Tmna 1 nopsagKkoBoro Homepa
TYHHenNs:

pptp <PPTP_ID>

Mpumep o603HaveHus: pptp 1
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Tun TyHHens OGo3HayeHue
OpenVPN-TyHHeNb 0O603HaveHne OpenVPN-TYyHHENS COCTOMT U3 0603HaYEeHMs TUNa 1 NOPSAKOBOr0
HOMepa TyHHenNs:

openvpn <OPENVPN_ID>

Mpumep 0603HaYEHs: openvpn 1

WireGuard-TyHHesnb 0O603HaveHne WireGuard-TyHHeNs coctomT n3 0603Ha4YeHNs TMna 1 NOPsSiAKOBOro
HoMepa TyHHes:

wireguard <WG_ID>

Mpumep 0603HaveHus: wireguard 1

KonmuecTBo TyHHeneli Kaxaoro Tuna 3aBucuT oT Mogenu n MO mapLipyTusartopa.
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5 KomaHApbl Nonb30BaTeNbCKOro nHTepdeinca

alarm

[JaHHol KoMaH 0 ycTaHaB/IMBAKOTCA 3HAYEHUsA NOPOroB aBapuii.

CuHTakcuc

alarm { facility <FACILITY-ALARMS> | memory <MEMORY-ALARMS> | process <PROCESS-ALARMS> }
<VALUE>

no alarm { facility <FACILITY-ALARMS> | memory <MEMORY-ALARMS> | process <PROCESS-
ALARMS> } <VALUE>

MapameTpbl

<FACILITY-ALARMS> - noporu aBapuii, CBsi3aHHbIX C OkpyxeHneMm (ckopocTb FAN, TeMnepaTypa npoueccopa
1 AaTYnKoB). MpPUHMMAET creayroLwme 3HaueHus:

fan-speed high — nopor ckopocTu BpalleHnst BEHTUNATOPA, BbipaXKEHHbI B MPOLEHTax OT
MakcuMasibHoi ckopocTu BpateHus (0..100), npu nepexofe yepes KOTopblii OT MEHbLUNX 3HAYEHUI K
6onbLunm, reHepupyetcst SNMP trap eltexEnvFanSpeedHigh (aBapwsi). 3HaueHWe 3TOro nopora A0/HKHO
6bITb 6osibLUe, YyeM alarm facility fan-speed low (gns ESR-100/200/1000/1200/1500/1700/3100/
3200/3200L/3300);

fan-speed low — nopor ckopocTy BpalleHUs BEHTUNATOPA, BbIPAXKEHHbI B NPOLEHTax 0T MakCUMasibHOW
ckopocTy BpaweHus (0..100), npu nepexoae yepes KOTopblii OT 60/bLIMX 3HAYEHWI K MEHBLLUM,
reHepupyetcs SNMP trap eltexEnvFanSpeedHighOk (Hopmanusauust aBapum). 3HaueHve 3Toro nopora
[I0/IXHO 6bITb MeHbLUe, YeM alarm facility fan-speed high (ans ESR-100/200/1000/1200/1500/1511/
1700/3100/3200/3200L/3300);

temperature cpu critical high — nopor Temnepatypbl npoLeccopa, BbipaXXeHHbIV B rpagycax no Likasne
Uenbcus (0..100), npy nepexoae Yepes KOTOPbIA OT MEHbLLMX 3HAYEHWIA K 60/1bLUMM, TeHEpUpyeTCs
SNMP trap eltexEnvTempCritical (aBapwsi). 3HaueHMe 3TOro nopora A0/HKHO GbiTb CaMbIM 6OMbLLUM 13
BCEX 3HaYEeHWin TemnepaTypHbIX MOPOroB NpoLeccopa;

temperature cpu critical low — nopor Temnepartypbl NPoLECCOopPa, BbIPaXEHHbIN B rpagycax no wkane
Uenbcus (0..100), npy nepexoae Yepes KOTOpPbIiA OT 6OMbLUMX 3HAYEHWUIA K MEHBLLUMM, TEHEpUpYeTCS
SNMP trap eltexEnvTempCriticalOk (Hopmanm3auus aBapum). 3Ha4ueHne 3TOro nopora Ao/MKHO BbITb
MeHbLue, yem alarm facility temperature cpu critical high, Ho 6onbLue, yuem alarm facility temperature cpu
overheat high;

temperature <sensor> overheat high — nopor Temneparypbl ceHcopa, BbipaXXeHHbIV B rpagycax no
wkane Llenscusa (0..100), npu nepexofe yepes KOTopblii OT MEeHbLUNX 3HAYEHUI K GONbLLNM,
reHepupyetcss SNMP trap eltexEnvTempOverheat (aBapusi). 3HaueHWe 3TOro Nopora Ao/HKHO ObITb
MeHbLue, yem alarm facility temperature <sensor> critical low, Ho 60nbLue, yem alarm facility temperature
<sensor> overheat low;

temperature <sensor> overheat low — nopor Temnepatypbl CEHCOPa, BbIPAXEHHbIN B rpagycax no wwkasne
Uenbcus (0..100), npy nepexoae Yepes KOTOpbIiA OT 6OMbLUMX 3HAYEHWUIA K MEHBLLUMM, TEHEpUpYeTCs
SNMP trap eltexEnvTempOverheatOk (Hopmanmsauua aBapun). 3HaueHMe 3TOro Nopora A0/MKHO GbITh
MeHbLue, yem alarm facility temperature <sensor> overheat high;

temperature <sensor> supercooling high — nopor TemnepaTypbl CEHCOPa, BbIPAXEHHbIN B rpagycax no
wkane Llenbcusa (0..12), npy nepexoae Yepes NPOTUBONO/IOKHOE 3HAYEHME KOTOPOTo OT MEHbLLNX
3HaueHwuii K 6onbLunm, reHepupyetcs SNMP trap eltexEnvTempSupercoolingOk (Hopmanusauus
aBapum). ITOT NOPOr NpeAHasHaYeH Ansi 3a4aHns oTpuLaTesibHbIX TeMnepaTtyp, U ero 3HaueHmne A0MHKHO
6bITb MeHbLUe, Yem alarm facility temperature <sensor> supercooling low;

temperature <sensor> supercooling low — nopor Temneparypbl CEHCOpPa, BblpaXKeHHbIV B rpagycax no
wkane Llenbcusa (0..15), npy nepexoae yepes NPOTMBOMNO/IOKHOE 3HAYEHME KOTOPOro OT 60MbLLNX
3HaYeHUIi K MeHbLUMM, reHepupyeTca SNMP trap eltexEnvTempSupercooling (aBapwus). 9ToT nopor
npegHasHayeH 411 3afaHns oTpulartesbHbIX Temneparyp, ¥ ero 3HadyeHne A0/MKHO ObiTb 60/bLUE, YeM
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alarm facility temperature <sensor> supercooling high;
Mone ceHcop MOXET NPUHUMATL CreAyowme 3HaYeHs 415 KaKaon mogaeny MmapupyTusartopa:
+ ESR-10: cpu;
« ESR-12V: cpu, switch;
« ESR-12VF/15R/15VF: cpu, switch, sfp;
+ ESR-20/21/30/31: cpy;
+ ESR-100/200: cpu, board;
+ ESR-1000/1200/1500/1511/1700: cpu, board, switch, sfp;
+ ESR-3100/3200/3200L/3300: cpu, board, sfp, phy.

<MEMORY-ALARMS> - noporu aBapwii, cBsi3aHHbIX CO cBO60AHbIM npocTpaHcTBOM NAND 1 RAM. MpuHumaet
crnefywoume 3HaYeHus:

free low-watermark flash high — nopor konnuectsa cBo6ogHoi flash-namaTn, BbipaXxeHHO B NpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yyepes KOTopbIli OT MEeHbLUMX 3HAYEHWI K 6ONbLUNM
reHepupyetcs SNMP trap eltexEnvMemoryLowOk (Hopmanusauusi aBapum). 3HaueHne 3Toro nopora
[O/MKHO ObITb CambIM 60/bLUMM M3 BCEX 3HAYEHUIA NOPOroB KosmyecTsa cBobogHol flash-namarty;

free low-watermark flash low — nopor konuuecta cBo6ogHoii flash-namsitu, BbipakeHHO B NpougHTax
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTopblli OT 60/1bLIMX 3HAYEHWI K MEHBLLUM
reHepupyetcss SNMP trap eltexEnvMemoryLow (aBapus). 3HaueHve 3Toro nopora Ao/mMKHO 6bITb
MeHbLue, yem alarm memory free low-watermark flash high;

free low-watermark ram high — nopor konnyectsa cBo6ogHoin RAM-namsT, BbipaXXeHHON B NpoLeHTax
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTopbIli OT MEeHbLUMX 3HAYEHWI K 60NbLUNM
reHepupyeTtcs SNMP trap eltexEnvMemoryLowOk (Hopmanusauusi aBapum). 3HaueHne 3Toro nopora
[O/MKHO ObITb CambIM 60/bLUMM M3 BCEX 3HAYEHUIA NOPOroB KosmyecTsa cBobogHo RAM-namaTy;

free low-watermark ram low — nopor konmyecTBa cBo60aHOI RAM-namMaTi, BbIpaXXEHHOIR B NPOLEHTaX
oT makcumasibHoro (0..100), npu nepexoae Yepes KOTopbIli OT 60/bLUMX 3HAYEHWI KONTMYecTBa K
MeHbLUUM reHepupyeTcs SNMP trap eltexEnvMemoryLow (aBapusi). 3HaYeHWe 3TOro nopora AoHKHO
6bITb MeHbLUE, Yem alarm memory free low-watermark ram high;

reserve critical flash high — nopor konuuectsa cBo6ogHoii flash-namsit, BbipaXXeHHO B NpoueHTax oT
makcumasnbHoro (0..100), npu nepexoge Yepes KOTopblii OT MEHbLUNX 3HAYEHUIA K GOMbLLNM
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLowOk (Hopmanusaumsi asapum). 3Ha4eHNe 3Toro
nopora Ao/HKHO 6bITb MeHbLUe, YeM alarm memory free low-watermark flash low, Ho 6onbLue, yem alarm
memory reserve critical flash low;

reserve critical flash low — nopor konnuecTtBa cBo6oaHol flash-namsaTy, BbipakeHHOW B NpoLeHTax oT
makcumasnbHoro (0..100), npu nepexoge yepes KOTopblii 0T 60/bLUNX 3HAYEHWIA KONMYECTBa K MEHbLLIMM
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLow (aBapusi). 3HaueHue 3Toro nopora Ao/KHO 6bITb
MeHbLue, Yem alarm memory reserve critical flash high;

reserve critical ram high — nopor konuyectsa ceo6ogHoli RAM-namaTy, BbIpaXKEHHON B NpoLeHTax oT
makcumasbHoro (0..100), npu nepexoge yepes KOTopblii OT MEHbLUNX 3HAYEHWUIA K GOMbLLNM
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLowOk (Hopmanusaumsi asapum). 3Ha4eHne 3Toro
nopora Ao/HKHO ObiTb MeHbLUEe, YyeM alarm memory free low-watermark ram low, Ho 60nbLue, yem alarm
memory reserve critical ram low;

reserve critical ram low — nopor konnyecTBa cB0604HON RAM-NnamsiTh, BbIpaXKeHHON B NPOLEHTax oT
makcumasnbHoro (0..100), npu nepexoge yepes KOTopblii 0T 60/bLUNX 3HAYEHWIA KONMYECTBA K MEHbLLIMM
reHepupyetcss SNMP trap eltexEnvMemoryCriticalLow (aBapusi). 3HaueHve 3Toro nopora Ao/KHO 6bITb
MeHbLue, Yem alarm memory reserve critical ram high.

<PROCESS-ALARMS> — noporu aBapuii, CBI3aHHbIX C 3arpy3koii npoueccopa. NMprvHumMaet cnegyowime
3HaYeHUs:

cpu threshold falling — nopor ytunmsauum CPU, BbipaxkeHHOW B NpoLeHTax oT makcumMasibHoii (0..100),
npu nepexoe Yepes KOTopbIii OT 60/bLUMX 3HAUYEHWI K MeHbLIM reHepupyeTcst SNMP trap
eltexEnvCpulLoadHighOk (Hopmanm3auua aBapum). 3HaueHne 3TOro Nopora Ao/MKHO GbiTb MEHbLLE, YEM
alarm process cpu threshold rising;

cpu threshold rising — nopor ytunuzauuy CPU, BblpaXXeHHO B NpoLieHTax oT makcumasbHoii (0..100),
npu nepexoe Yepes KOTopbIii OT MEHbLUMX 3Ha4YeHul K 6o1bwnmM reHepmpyetcst SNMP trap
eltexEnvCpulLoadHigh (aBapwsi). 3HaueHMe 3TOro nopora A0/MKHO GbITh 60sbLUE, YEM alarm process cpu
threshold falling.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# alarm facility fan-speed high 80

clear alarms

[aHHOI KOMaHA0M OCYLLEeCTB/IAETCS O4MCTKa 3anvceli 06 aBapusx.

CuHTakcuc

clear alarms { inactive | all }

MapameTpbl
inactive — yaansTca 3anmcy ToNIbKO 06 apXMBHbIX aBapusx;

all - yAandarnTCcAa 3arnnciu 06 APXMBHbIX N aKTUBHbLIX aBapusx.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHgHbIi pexum
ROOT

Mpumep:

esr# clear alarms 1inactive

alarm enable journal

[aHHo KomaHAOol BKMOYAETCS 3anNUCh XypHana aBapuii.

CuHTaKkcuc

[no] alarm enable journal [ bras [<ALARM_NAME>] | environment [<ALARM_NAME>] | dinterfaces
[<ALARM_NAME>] | snmp [<ALARM_NAME>] | wifi [<ALARM_NAME>] ]

MapameTpbl

Group <ALARM_NAME>
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sessions-number-high
pwrin

pwrin-insert

hdd

fan

fan-speed-high
memory-flash-critical-low
memory-flash-low
memory-ram-critical-low
memory-ram-low
cpu-load

cpu-critical-temp
cpu-overheat-temp
cpu-supercooling-temp
cpu-dp-critical-temp
cpu-dp-overheat-temp
cpu-dp-supercooling-temp
cpu-mgmt-critical-temp
cpu-mgmt-overheat-temp
cpu-mgmt-supercooling-temp
board-critical-temp
board-overheat-temp
board-supercooling-temp
sfp-overheat-temp
sfp-supercooling-temp
switch-overheat-temp
switch-supercooling-temp

phy-overheat-temp

53



WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

environment phy-supercooling-temp
environment coprocessor-critical-temp
environment coprocessor-overheat-temp
environment coprocessor-supercooling-temp
interfaces rx-utilization-high

interfaces tx-utilization-high

interfaces number-high

ports port-counters-errors

wifi wifi-tunnels-number-in-bridge-high
snmp linkdown

snmp linkup

Heo6xoauMbIii ypoBeHb NpuBUIeruin
10

KomMaHAHbIV peXxum
CONFIG

Mpumep:

esr(config)# alarm enable journal snmp linkdown

clear ssh host

[aHHOoI KomaHAoM ocylecTBNAeTCs cOpoc coxpaHeHHoro SSH-kntoya yganeHHoro xocTa.

CuHTakcuc
clear ssh host { <ADDR> | <IPV6-ADDR> | <HOST> } [ port <PORT>]

MapameTpbl
<ADDR> - IP-agpec, 3aaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaasa 4acTb NpuHUMaeT 3HaveHus [0..255];

<IPV6-ADDR> — IPv6-agpec, 3agaétcs B Buge X:X:X:X::X, rge kaxnas 4yactb NpuMHUMaEeT 3Ha4eHns B
wecTHaguarepuyHom dopmare [0..FFFF];

<HOST> — gomeHHOe uMs, 3agaeTcs CTPOoKoi Ao 254 cMMBONg,;

<PORT> - Homep TCP-nopta, npuHuMaeT 3HaueHus [1..65535];
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
ROOT

Mpumep:

esr# clear ssh host 192.168.1.1

configure

[JlaHHas komMaHza No3BOJISIET NEPEVTN B PEXUM [106a/TIbHOTO KOH(PUIYPUPOBaHKSI.

CuHTakcuc

configure
configure terminal

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZHbIi pexum
ROOT

Mpumep:

esr# configure
esr(config)#

do

KomaHaa do no3BossieT BbINO/HATL KOMaHAb! kKopHeBoro pexumMa (ROOT) 13 nto60oro Apyroro pexmma
KOMaHHOro uHTepdeiica.

CuHTaKkcuc

do <command>

MapameTpbl

<command> — kKOMaHAa KOPHEBOTO PEXMUMAL.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum

Bce pexumebl, Kpome KOPHeBOro.

Mpumep:

esr(config)# do show version
Boot version:

1.24.0.1 (2024-08-01 13:40:59)
SW version:

1.24.0 build 1[d9bdbda] (2024-08-01 18:06:41)

HW version:
1v7

end

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

KomaHaa cnyxuT Ans Bo3Bparta B KOPHEBOI KoMaHAHbI pexum (ROOT).

CuHTakcuc

end

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHZgHbIi pexum

Bce pexuMmbl, KpOMe KOPHEBOTO.

exit

JaHHaa komaHga CNTYXXUT And BO3BpaTa Ha YpOBEHb BblLLE B MepapxmquKon cnctemMme KOoMmaHAHbIX PeXXMOoB.

Mpwv BbINOMHEHNW AaHHOV KoMaHbl B pexume ROOT 3aBepLuaeTcs ceaHc paboThl Nonb3oBaTens ¢

MHTepdgelicom koMaHaHo cTpokn CLI mapipyTu3aTopa.

CuHTakcuc

exit

MapameTpbl

KomaHga He coaepXuT napameTpoB.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum

Bce pexumsl.

help

[aHHoi1 KomaHAoW Ha Ancnneli BbIBOAUTCS MHpopMaumsi 0 paboTe ¢ KOMaHAHOW CTPOKOIA.

CuHTakcuc
help

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbIi pexum

Bce pexumsl.

history size

[JaHHOI KOMaHO MOXHO M3MEHUTb MaKCUMasTbHOE YMC/0 NOCNEAHUX BBEAEHHbIX KOMaHA, Nob3oBatens,
KOTOPbIEe COXPAHATCSI B UCTOPUM KOMaHA, TekyLLeli ceccui. Micnonb3oBaHne oTpuuaTenbHol hopMbl KOMaH b
(no) yctaHaBnMBaeT 3HAYEHNE MO YMOTYAHWIO.

CuHTaKkcuc

history size <SIZE>
no history size

MapameTpbl

<SIZE> - uncno nocnegHNx BBEAEHHbIX KOMaH, NpUHUMaeT 3HadeHus [10..1000].

3HayeHue No ymosiyaHuio
50

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHaHbIi pexum
ROOT
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Mpumep:

esr# history size 20

logout

[aHHoi KomaHA0l 3aBepLUaeTCcsi ceaHC paboThbl MNOMb30BaTeNS C MHTEPdENCOM KoMaHAHOoM cTpoku CLI.

CuHTakcuc

logout

MapameTpbl

KomaHga He coaepXuT napameTpoB

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KoMaHAHbIV pexum
ROOT
CHANGE-EXPIRED-PASSWORD

Mpumep:

esr# logout

monitor

[aHHO KOMaH/10Vi BK/TOYAETCS MOHUTOPUHT Tpadivka Ha CETEBOM MHTEPAIEice B pexume peasibHoro
BPEMEHV MOMakKeTHO.

PeanunsoBaHa 3anvcb gamna Tpadmka B dpaiin (.pcap, .pcapng, .txt, ...) ¢ nocneaytolein BO3MOXHOCTbHO
konupoBaHusa Ha usb/mms/flash:data/tftp-server. 3anncaxHbliii B thainn gamn Tpadmka B pasgen tainnosoi
cuctemsl flash:data/ numutuposax 1000 naketamu.

CuHTakcuc

monitor { <IF> | <TUN> } [ protocol <TYPE> [ source-port <SRC-PORT> ] [ destination-port
<DST-PORT> ] [ port <PORT> ] ] [ source-address {<SRC-ADDR> | <SRC-IPV6-ADDR> } ]

[ destination-address { <DST-ADDR> | <DST-IPV6-ADDR> } ] [address { <ADDR> | <IPV6-
ADDR> } ] [ packets <VALUE> ] [ detailed ] [ file <META-PATH> ] [ detailed ]

MapameTpbl

<IF> — nHtepdeiic nnu rpynna nHtepdelicos, 3agaétcs B Buae, ONUcCaHHOM B pasaesne Tunbl 1 Nopsaok
NMEHOBaHNSA NHTEPdIEiCOB MapLLPYTU3aTopa;

<TUN> — umsa TyHHens, 3a0aéTtcs B BUAE, ONMCAHHOM B pasfene Turbl 1 NopsaoK MMeHOBaHWs TYHHE e
MapLIpyTU3aTopa;
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<SRC-ADDR> - IP-agpec otnpasutens, 3agaétca B suae AAA.BBB.CCC.DDD, rae kaxpas yacTb NpMHMMaeT
3HaueHus [0..255];

<DST-ADDR> - IP-agpec nonyuyarens, 3agaétcsa B suge AAA.BBB.CCC.DDD, rae kaxgas yacTb NpuHUMaeT
3HaueHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, 3agaétca B Buge X:X:X:X::X, rae kaxgas 4actb NPUHUMaeT
3HayeHws B lWecTHaauarepuyHom chopmare [0..FFFF];

<DST-IPV6-ADDR> — IPv6-agpec nonyyarens, 3agaétcsa B uge X:X:X:X::X, rae kaxpas yacTb npMHMMaeT
3HayeHws B lWecTHaauarepuyHom chopmare [0..FFFF];

<ADDR> - IP-agpec otnpasuTtensa nnu nonyyarens, 3agaértcs B snge AAA.BBB.CCC.DDD, rge kaxaasi 4acTb
npuHUMaeT 3HaueHus [0..255];

<IPV6-ADDR> - IPv6-agpec otnpaBuTens unm noayyarensd, 3agaértca B suge X:X:X:X:: X, rae kaxgasa yactb
NPUHUMAET 3HaUeHus B LecTHaguaTepuiHom dpopmare [0..FFFF];

<SRC-MAC> - MAC-agpec otnpasutens ethernet-kagpa, 3agaetcs B Buge HH:HH:HH:HH:HH:HH, rae kaxpgas
HH-4acTb NpUHUMaET 3HaueHus B LecTHaauaTepuyHom dpopmare [0..FF];

<DST-MAC> - MAC-agpec nonyuyarens ethernet-kagpa, 3agaetcs B suge HH:HH:HH:HH:HH:HH, rae kaxpaasn
HH-4acTb NpUHUMaET 3HaueHus B LecTHaauaTtepuyHom dpopmare [0..FF];

<SRC-MAC> - MAC-agpec otnpaBuTens unv nony4darens ethernet-kagpa, 3agaetcs B Buge
HH:HH:HH:HH:HH:HH, rae kaxaaa HH-uacTb NpuHMMAaeT 3HadyeHns B wecTHaauatepuuHom chopmare [0..FF];

<TYPE> - Tvn npoToKona, npyHMMaeT 3HaveHust: tcp, udp, icmp, icmp6, igrp, igmp, arp, gre, ipip, esp, ah, eigrp,
ospf, pim, vrrp, 12tp, RDP unn Homep npotokona [0..255];

<SRC-PORT> — Homep TCP/UDP-nopTa oTnpaBuTens, NpMHMMaeT 3HadeHus [1..65535];
<DST-PORT> - Homep TCP/UDP-nopTa nonyyarensi, npuHUMaeT 3HadeHus [1..65535];
<PORT> - Homep TCP/UDP-nopTa oTnpaBuTenst Un nonydarens, npuHMMaeT 3HadeHus [1..65535];

<VALUE> — KONnM4ecTBO NakeToB., Noc/e rnoslyyeHns KoTopbIX aHasIm3 6yAeT 0OCTaHOB/IEH, YKa3bIBAETCA B
ananasoHe [1..4294967295];

detailed — nHchopmauysa BblgaeTca B AeTan3poBaHHOM hopMare.

<FILE> - 3anuck gamna Tpadka B chaiin ¢ no6biM pacluMpeHnem — .pcap, .pcapng, .txt u gp.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomaHgHbIi pexum
ROOT

Mpumep:

esr# monitor gigabitethernet 1/0/5 detailed
23:37:44.324049 d8:50:e6:d2:f0:46 > a8:f9:4b:aa:03:a5, ethertype IPv4 (0x0800), length 98: (tos
0x0, ttl
64, id 50760, offset 0, flags [DF], proto ICMP (1), length 84)
10.255.100.1 > 10.255.100.5: ICMP echo request, id 11730, seq 19, length 64
esr# monitor gigabitethernet 1/0/5 protocol tcp file flash:data://dump.pcap
esr# copy flash:data://dump.pcap tftp://<ip-address>:<port>:/copied_dump.pcap
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ping
[aHHaa KomaHaa ncnosb3yeTcs A1 NPOBEPKN AOCTYMHOCTU yKa3aHHOIO CETEBOro YCTPONCTBa.

CuHTakcuc

ping [ vrf <VRF>] { <ADDR> | <IPV6-ADDR> | <HOSTNAME> [ { ip | ipv6e } 1 [ ttl <TTL> ]
[ packets <COUNT> |unlimited ] [ size <SIZE> ] [ timeout <TIMEOUT> ] [interval
<INTERVAL>] [ source { 1ip { <SRC-ADDR> | <SRC-IPV6-ADDR> } | dinterface <IF> | tunnel
<TUN> } ] [ data <HEX> ] [ dscp <DSCP> ] [ flood ] [detailed] [ strategy <STRATEGY> ]
[ nodeinfo <INFO> ] [ broadcast ]

MapameTpbl
<VRF> - nms ak3emnnsipa VRF, 3agaétcs cTpokoi ao 31 cumsona;

<ADDR> - IP-agpec ycTpoiicTa, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxgas 4yacTb NpuHUMaeT
3HaueHus [0..255];

<IPV6-ADDR> - IPv6-afipec yCTpOiCTBa, 3aaaétca B Buae X:X:X:X::X, rae kaxgas 4acTb NPUHUMAET 3HaYeHUs
B LWecTHaguarepuyHom cpopmare [0..FFFF];

<HOSTNAME> — DNS-1ums ycTpoicTBa, 3a4aETCsi CTPOKOW A0 255 CUMBO/IOB;

* ip — NpoBepsiTb AOCTYNHOCTb NPV NMOMOLLY ipv4-NakeToB;
* ipv6 — NpoBepATb AOCTYNHOCTb MPY NMOMOLLM ipv6-aKeToB.

<TTL> - Bpems Xu3Hu IP-nakeTa, NpuHUMaET 3HaueHue [1..255], no ymonuaHuio 64;
<COUNT> - Ko/iMyecTBO nepeAaBaemMbIx NakeToB [1..4294967295], no ymonyaHuio 5;

<SIZE> - pa3mep icmp-nakeTta B 6aiitax, npuH1UMaeT 3HadeHue [1..65468], no ymonuaHuio 56 6aiiT, uto
cooTBeTCTBYeT 64 6alitam nocne gobasneHus 3aronoska ICMP n 84 6aitam nocne gob6asrneHns ip-3arofoBka;

<TIMEOUT> — Bpemsi OXunaaHus 0TBETa, B cekyHaax. Onunsi BANSIET Ha TaliMayT, eC/in OTCYTCTBYHOT Kakume-
MBO OTBETHI, B MPOTUBHOM C/lyyae yTuauTa XaeT aAsa RTTs. MpuHuMaeT 3HaveHue [1..60], no ymonyaHmio 1
CekyHaa;

<INTERVAL> — nHTepBan mexay oTnpaBkaMmu icmp-nakeToB B MUINCEKYHAAX, MPUHUMAET 3HaUYeHNe
[200..60000], no ymonuaHuio 1000.

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kayecTBe AaHHOro agpeca MOXeT ucnonb3oBaTbcs noboii IP-agpec
mapLupyTusartopa, 3aaaétcsa B suae AAA.BBB.CCC.DDD, rge kaxgasi yacTb NpuHUMaeT 3HadeHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B kKauecTBe AaHHOro agpeca MOXET MCMNoNb30BaTbCA 1060
IPv6-agpec maplpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgasa yactb NPUHUMAET 3HAYEHUA B
LecTHaguaTepuuHom dpopmarte [0..FFFF];

<IF> - ums nHTepdeiica MapLupyTM3aTopa, Yepes KOTopbIiA GyayT OTNPaB/eHbI NaKeTbl, 334aETCA B BUSE,
onuncaHHOM B pazgesie Tkl 1 NopsioK UMEHOBaHNS NHTEPENICOB MapLLpyTU3aTOPa;

<TUN> - ymsi TyHHEns1 MapLupyTM3aTopa, Yepes KoTopblii BydyT OTnpaB/ieHbl NakeTbl, 3a4aETCs B BUE,
onuncaHHOM B pazgesnie Turbl 1 Nops/ioK UMEHOBaHNS TYHHENEN MapLIpyTU3aTopa;

<HEX> — wabnoH AaHHbIX, KOTOPbIM BYAET 3ano/HATLCS NakeT, 3a4aéTCA YMC/IOM B LUECTHaALATEPUYHO
cucteme go 16 6aiiT;

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npuHnMaeT 3HauveHue [0..63], 3HaueHne no
ymosnyaHuto 0;

flood — npu ykazaHuy AaHHOI KOMaHABI NaKeTbl ByAyT OTNPABASTLCS C MAKCYMasIbHO CKOPOCTbIO, OTBETHI OT
YCTPOIACTBA He 0TOBPAXKAKTCS 10 OKOHUYAHMS BbINOTHEHWS KOMAaHbI;

broadcast — npu ykaszaHuu gaHHoli koMaHAapl 6yeT paspeLleHo OTNPaBsaTb NaKeTbl HA LUIMPOKOBELLATE bHbI
afipec;
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detailed — npu ykaszaHuy gaHHoro knoua 6yaeT BbIBOAUTLCS NOSIHAas MHhopMaLys o icmp-oTBeTax 1 o6Lias
cTaTucTUKa paboTbl KOMaHbl. Be3 ykazaHusi — TONbKO CTaTUCTMKA.

<STRATEGY> — cTparterus thparmeHTaumy nakeTos, NPUHUMAET OAHO U3 CeAYIOWMX 3HAYEHNIA:

+ allow-fragmentation — paspewnTb hparmeHTaumio, He yctaHaBnmeaTtb coniar DF (don't fragment);

« discovery-pmtu — BbINonHATb n3yyeHne PMTU (Path MTU), coparmeHTMpoBaTh NOKasIbHO, EC/M pa3Mep
nakeTta CNWKOM 60NbLUOM;

+ disallow-fragmentation — 3anpeTutb dpparmeHTauuio, B TOM YMC/e NOKaSIbHYHO.

<INFO> - Tonbko ans IPv6. Otnpaeka ICMPv6 Node Information Queries (RFC4620), BMmecTo Echo Request
NPUHUMAET OAHO U3 CrieAyHoLWmMX 3HAYEHWIA:

* name — 3anpoc DNS-umeH(n) y3na;

* ipv6 — 3anpoc IPv6-agpecoB y3na;

* ipv6-global — 3anpoc rno6anbHbix IPv6-agpecos y3na;

* ipv6-sitelocal — 3anpoc site-local IPv6-agpecos y3na;

* ipv6-linklocal — 3anpoc link-local IPv6-agpecosB y3na;

* ipv6-all — 3anpoc unicast IPv6-agpecosB y3na;

* ipv4 — 3anpoc IP-agpecos y3na;

* ipv4-all - 3anpoc IP-agpecoB cO BCex CETEBbIX MHTEPIENCOB y3na.

Heob6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# ping 192.168.100.39 packets 5 size 1400 detailed

PING 192.168.100.39 (192.168.100.39) 1400(1428) bytes of data.

1408 bytes from 192.168.100.39: icmp_req=1 ttl=64 time=0.084 ms
1408 bytes from 192.168.100.39: icmp_req=2 ttl=64 time=0.053 ms
1408 bytes from 192.168.100.39: icmp_req=3 ttl=64 time=0.082 ms
1408 bytes from 192.168.100.39: icmp_req=4 ttl=64 time=0.051 ms
1408 bytes from 192.168.100.39: icmp_req=5 ttl=64 time=0.075 ms
--- 192.168.100.39 ping statistics ---

5 packets transmitted, 5 received, 0% packet loss, time 3999ms

rtt min/avg/max/mdev = 0.051/0.069/0.084/0.014 ms

esr# ping ipve fceO::1

PING fc00::1(fc00::1) 56 data bytes

64 bytes from fc00::1: dicmp_seq=1 ttl=64 time=0.379 ms

64 bytes from fc00::1: dicmp_seq=2 ttl=64 time=0.161 ms

--- fc00::1 ping statistics ---

2 packets transmitted, 2 received, 0% packet loss, time 1000ms

rtt min/avg/max/mdev = 0.161/0.270/0.379/0.109 ms

reload cancel

[aHHOI KOMaHA0M OCYLLEeCTBAETCS OTMEHA paHee 3an/iaHMpPoBaHHON nepesarpy3kn yCTponcTaa.

CuHTakcuc

reload cancel
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MapameTpbl

KomaHga He coaepXvt napamMeTpoB.

Heob6xoaumbivi ypoBeHb NPUBUETAA

15

KomaHZgHbIi pexum

ROOT

Mpumep:

esr# reload cancel

reload system

[aHHO KOMaH/10¥i OCyLLIeCTBNSIETCS Nepe3arpy3ka ycTpoiicTsa.

CuHTakcuc

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

reload system { in { <MINUTES> | <HOUR>:<MINUTES>} | at <TIME> <DATE> }

MapameTpbl

<HOUR> - kosiM4yecTBO 4acoB [0 nepesarpysku,

<MINUTES> - KoimuecTBO MUHYT [0 nepes3arpy3ku,

<TIME> - TouHOe Bpems nepesarpysku B popmare HH:MM:SS:
HH — vacbl B gnanasone [0..23],
MM — MuHyTbI B AnanasoHe [0..59],
SS - cekyHabl B gnanasoHe [0..59].

<DATE> - pata nepesarpy3ku B oopmare DAY MONTH YEAR:

DAY - geHb nepesarpysku, NpUHUMAaEeT 3HaueHne B AmanasoHe [1..31],

MONTH - mecsu, nepesarpy3sku, MPUHUMAET O4HO N3 3HAYEHWIA:

january
february
march
april

may

june

july
august
september
october
november
december

YEAR - rog, nepesarpysku, npuHUMaeT 3HadeHune B ananasoHe [2001..2037].

62



WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
ROOT

Mpumep:

esr# reload system

show alarms brief

[JlaHHOli KOMaHAOoM BbIBOAMTCA KpaTKasi UICTOPUS aBapuvii Ha MapLIpyTM3aTope (aKTUBHbIX U 3aBEPLUEHHbIX).

CuHTakcuc

show alarms brief

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHAHbIN pexum
ROOT
Mpumep:

esr# show alarms brief

History Alarms

Severity Group Set time Clear time Description
major environment 2000-03-31 17:27:38 2000-03-31 17:31:53 Reserve Power Supply
Fault

show alarms brief active

[laHHOli KOMaHAOo BbIBOANTCSA KpaTkasi MHhopMaLms 0 TeKyLmMX (aKTMBHbIX) aBapuax Ha MapLipyTU3aTope.

CuHTaKkcuc

show alarms brief active
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MapameTpbl

KomaHga He coaepXvt napamMeTpoB.

Heob6xoaumbivi ypoBeHb NPUBUETAA
1

KomaHZgHbIi pexum
ROOT

Mpumep:

esr# show alarms brief active
History Alarms

Severity Group Set time Clear time Description
notify environment 2000-03-31 16:47:05 - Reserve Power Supply
removed

show alarm settings

[aHHoi KomaHA0l BbIBOAUTCA MHbOpMALUS O HACTPOIiKax NOporos cpadaTbiBaHMS aBapuii.

CuHTakcuc

show alarm settings <TYPE>

MapameTpbl
<TYPE> - Tvn aBapwuii:

« facility — noporu aBapwuii, cBsi3aHHbIX C OKpy>XeHneMm (ckopocTb FAN, Temneparypa npoueccopa u
[laTUMKOB);

* memory — Noporu aBapuii, CBA3aHHbIX ¢ cBO60AHLIM NpocTpaHcTBoM NAND 1 RAM,;

* process — Nopory aBapuii, CBA3aHHbIX C 3arpy3Kol npoweccopa.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KoMaHAHbIV pexum
ROOT
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Mpumep:

esr# show alarm facility

fan-speed:
high:
low:
temperature CPU:
critical high:
critical low:
overheat high:
overheat low:

supercooling high:

supercooling low:
temperature sensorl:

overheat high:

overheat low:

supercooling high:

supercooling low:
temperature sensor2:

overheat high:

overheat low:

supercooling high:

supercooling low:
temperature sensor3:

overheat high:

overheat low:

supercooling high:

supercooling low:

show history

80
75

95
92
80
78
-12
-15

60
57
-12
-15

60
57
-12
-15

60
57
-12
-15

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

[laHHO KOMaH/10¥i Ha AMCNei BbIBOAUTCS MHGOPMALIMS O KOMaH1ax, KOTOpble UCMOMb30BA/IUCH B TEKYLLE

ceccun, in o KonnvecTee coxpaHAeMbIX KOMaHA.

CuHTakcuc

show history [size | <NUM> ]

MapameTpbl

Size — MakCcMMasibHOe YMCNO0 NOCeAHNX BBEAEHHbIX KOMaHA, N0ONb30BaTe s, KOTOPblE COXPaHATCA B MCTOPUM
KOMaHz, TekyLleil ceccum.

<NUM> - KonnuyecTBo nocneaHnx BBeAEHHbIX KOMaH/, Nosib3oBaTessi, KOTopble HE06X0ANUMO 0TO6PAa3NUTb
[0..100].

3HayeHue nNo ymosiMaHuio

0. CoOTBETCTBYET BbIBO/ly BCEIT UCTOPUN BBEEHHbLIX KOMaHS,

Heo6xoauMbIii ypoBeHb NpuBUIerui

1
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# show history

enable

show history
configure

service nat
service nat source
exit

show history

~No b~ WN B

show system reload

[laHHOI KoMaHAol Ha Ancnnei BbIBOAUTCA MHApOPMaLMsi O KOMaHAaX, AaTe ¥ BpeMeHM 3aniaHnpoBaHHO
nepesarpysku.

CuHTakcuc

show system reload

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIeruin
1

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# show system reload
System reload is scheduled for 2022-08-10 13:02:02

show tech-support

[aHHaa komaHAaa ncnosnb3yeTcs s coopa KOMMIEKCHON CMCTEMHON MHhopMaLmmn ¢ YCTPOCTBa.

CuHTakcuc

show tech-support

MapameTpbl

KomaHga He coaepXuT napameTpoB.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# show tech-support
I kkhkkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkkhkhkkhkkhkkhkkhkkhkkhkkhkhkkhkhkkhkkhkkhkhkkhkkhkkhkkhkkhkkhkkhkkhkkk*k | 100% Success.

Show tech-support output available at: flash:data/20110413_112242_show_tech-supz

The created archive may contain private data. You can delete them yourself
Execute time 58.995103 sec

ssh

[JlaHHas komMaHza 1cnonb3yeTcs A1 NOAKIHYEHNS K yaaieHHOMY Y371y No NpoTokosy SSH.

CuHTakcuc

ssh [ vrf <VRF>] <USERNAME> { <ADDR> | <IPV6-ADDR> | <HOSTNAME> } [ port <PORT> ]
[ version <VERSION> ] [ source { <SRC-ADDR> | <SRC-IPV6-ADDR> } ] [ dscp <DSCP> ]

MapameTpbl
<VRF> - nms ak3emnnsipa VRF, 3agaétcs cTpokoi o 31 cumsona;
<USERNAME> - nwvs nonb3osatens, 3agaétcsi CTpokoi Ao 31 cumBona;

<ADDR> - |P-agpec ycTpoiicTsa, 3agaétca B Buae AAA.BBB.CCC.DDD, rae kaxgas 4yacTb NpuHUMaeT
3HauveHus [0..255];

<IPV6-ADDR> - IPv6-aapec ycTpoiicTea, 3aaéTcs B Biae X:X:X:X::X, e Kaxaas 4acTb NPUHAMAET 3HaUeHNS
B LWecTHaguarepmyHom chopmare [0..FFFF];

<HOSTNAME> — DNS-1ums yCcTpoCTBa, 3a4aETCsi CTPOKOW A0 253 CUMBOJIOB;

<PORT> - Homep TCP-nopTa, npocnylumBaemoro SSH-cepeepom, nprHuMaeT 3HaueHus [1..65535]. Mo
YMO/THaHWNIO YCTAaHOBNEHO 22;

<VERSION> - Bepcusi SSH-npoTokosa, NpuHMMaeT 3HadeHus [1..2]. Mo ymonuaHuio ucnonb3yetcs Bepcus 1;

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kayecTBe AaHHOro agpeca MOXeT ucnonb3oBaTbcs noboli IP-agpec
mMapLipyTu3aTtopa, 3agaétcsa B Buage AAA.BBB.CCC.DDD, rae kaxgas 4acTb npuHuMaeT 3HadeHust [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B kKaUecTBe AaHHOro agpeca MOXET MCMoNb30BaTbCA 1060
IPv6-agpec maplpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgasa yactb NPUHUMAET 3HAYEHUA B
LecTHaguaTepuuHom dpopmarte [0..FFFF];

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npyHumaeT 3HauveHue [0..63], 3HaueHune no
ymonuaHuio 0.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

67



WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

KomaHaHbIi pexum
ROOT

Mpumep:

esr# ssh tester 10.100.100.1
The authenticity of host '10.100.100.1 (10.100.100.1)' can't be established.
ECDSA key fingerprint is db:e4:0a:93:59:87:7d:9f:90:5c:19:a3:e7:97:ec:d5.
Are you sure you want to continue connecting (yes/no)? yes
%AAA-I-SSH: Warning: Permanently added '10.100.100.1' (ECDSA) to the list of known hosts.
tester@l0.100.100.1's password:
Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.13.0-51-generic x86_64)

* Documentation: https://help.ubuntu.com/

System information as of Mon May 25 09:25:10 NOVT 2015
Last login: Tue May 12 19:39:11 2015
(tester@kubuntu ~) $

telnet

[JaHHasi KoMmaHga UCMob3yeTcs A1 NOAKMNOYEHNS K YAANEHHOMY Y371y o npoTokosy Telnet.

CuHTakcuc

telnet [ vrf <VRF>] { <ADDR> | <IPV6-ADDR> | <HOSTNAME> } [ port <PORT> ] [ source
{ <SRC-ADDR> | <SRC-IPV6-ADDR> } ] [ dscp <DSCP> ]

MapameTpbl
<VRF> — nms aksemnnsipa VRF, 3agaétcsa cTpokoit 4o 31 cMmBona;

<ADDR> - IP-agpec ycTpolicTBa, 3agaétcs B Buae AAA.BBB.CCC.DDD, rae kaxaasa yacTtb NPUHUMaET
3HaueHus [0..255];

<IPV6-ADDR> - IPv6-agpec ycTpoincTsa, 3agaétca B suge X:X:X:X::X, rae kaxgasa 4acTb NMPUHUMAET 3HaYeHNs
B LWecTHaguarepmyHom chopmare [0..FFFF];

<HOSTNAME> — DNS-ums1 ycTpoicTBa, 3a4a€Tcsa CTPOKON A0 253 CUMBO/OB;

<PORT> - Homep TCP-nopta, npocnylimBaeMoro SSH-cepeepom, NpuHMMaeT 3HauyeHus [1..65535], no
yMo/14aHuo 23;

<SRC-ADDR> - IP-agpec oTnpaBuTens, B KauecTBe AAaHHOro apeca MOXET UCMOo/b3oBaTbCs nobol IP-agpec
mapLupyTusartopa, 3aaaétca B suae AAA.BBB.CCC.DDD, rge kaxgas yacTb NpuHUMaeT 3HadeHus [0..255];

<SRC-IPV6-ADDR> — IPv6-agpec oTnpaBuTens, B KayecTBe AaHHOro ajgpeca MOXeT UCNoNb30BaTbCA 0601
IPv6-agpec mapwpytmnsaropa, 3agaérca B suge X:X:X:X::X, rae kaxgas yactb NPUHUMAET 3HAYEHUA B
LecTHaguaTepuyHom dpopmarte [0..FFFF];

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM C RFC 2474, npuHnMaeT 3HauveHue [0..63], 3HaueHune no
ymosndaHmio 0.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# telnet 10.100.100.1
Entering character mode
Escape character is '*]'.
Ubuntu 14.04.2 LTS
kubuntu login: tester
Password:

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

Last login: Mon May 25 15:23:06 NOVT 2015 from sw31l-1.eltex.loc on pts/16
Welcome to Ubuntu 14.04.2 LTS (GNU/Linux 3.13.0-51-generic x86_64)

* Documentation: https://help.ubuntu.com/
System information as of Mon May 25 15:23:01 NOVT 2015

(tester@kubuntu ~) $

terminal datadump

KomaHga NCNosb3yeTcAa A1 BbIKNKYEHNA NOCTPAHNYHOIO pexnma BbiBO4a TPaCcCUPOBOK AS14 TeKyu_|,e|7|

ceccun.

Vicnonb3oBaHue OTpMLlaTeﬂbHOVI KOMaHAbl BK/TlOYaeT ﬂOCTpaHMl—IHbIVI pexXxnm BbiBOAA TPACCUPOBOK.

CuHTakcuc

[no] terminal datadump

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# terminal datadump

terminal mode

KoMaHaa nucnosb3yercs A/1si NepeknoyeHnst pexmnma paboTbl TepMrUHana s TekyLein ceccum.

icnonb3oBaHue oTpuLaTeNIbHO KOMaHAb! BK/IKOYAET Ye/I0BEKOUNTAEMBI PEXUM paboTbl TEpMUHANA.
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CuHTakcuc

terminal mode { human | machine }

MapameTpbl

human - yenoBekounTaemblli pexunm paboTbl TePMUHAA, COAEPXMMOE TepMUHaIa NepeprcoBbIBAETCS NpW
Ka)X,0M No/sib30BaTe/IbCKOM BBOAE, NpeAHa3HaueH A1 MHTEPaKTUBHOMO MCMO/Ib30BaHNS,

machine — MalVHHbIV pexuM paboTbl TEPMUHANA, COAEPXMMOE TEPMMHAIA HE NepeprCcoBbLIBAETCS Npu
Nnofb30BaTe/IbCKOM BBOAE, NpeAHasHadeH a/1s B3anmopaeictams ¢ CLI uepes ckpuntbi.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHaHbIi pexum
ROOT

Mpumep:

esr# terminal mode machine

terminal resize

KomaHza ncnonb3yeTcst 419 MacLiTabypoBaHus pasmepa TepM1Hana nog pasMep okHa npy MCnosb30BaHmm
KOHCOJ/IbHOTO NOAK/THOYEHUS.

CuHTakcuc

terminal resize

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUerui
1

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# terminal resize

traceroute

[JaHHasi KoMaHga UCMosb3yeTcst A1 TPACCMPOBKM MapLUpyTa A0 yKa3aHHOro CETEBONO YCTPOICTBA.
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CuHTakcuc

traceroute [ vrf <VRF> ] { <ADDR> | | <IPV6-ADDR> | <HOSTNAME> [ { ip | ipv6e } 1 }

[ first-ttl <FIRST-TTL> ] [ max-ttl <MAX-TTL> ] [ timeout <TIMEOUT> ] [ source { 1ip

{ <SRC-ADDR> | <SRC-IPV6-ADDR> } | interface <IF> | tunnel <TUN> } ] [ dscp <DSCP> ]

[ protocol { dcmp | udp [ <PORT> ] | tcp [ <PORT> ] } ] [ gateway { <GW-ADDR> | <GW-IPV6-
ADDR> 1} ]

MapameTpbl
<VRF> — nms aksemnnspa VRF, 3agaétcsa cTpokoit 4o 31 cumBona;

<ADDR> - IP-agpec ycTpolicTtBa, 3agaétcs B sBuae AAA.BBB.CCC.DDD, rae kaxaas 4acTb NPUHMMaeT
3HayeHus [0..255];

<IPV6-ADDR> — IPv6-agpec ycTpoiicTBa, 3agaeTca B Buge X:X:X:X::X, rae kaxkaas 4acTb NpUHUMaeT 3HaueHus
B LWecTHaguarepmyHom chopmare [0..FFFF];

<HOSTNAME> — DNS-ums1 ycTpoicTsa, 3a4aéTcsa CTPOKO A0 255 CMMBONOB;

* ip — NpoBOANTbL TPACCUPOBKY NPW NOMOLLM ipv4-NakeTos;
* ipv6 — NpoBOAMTL TPACCUPOBKY NPW NOMOLLM ipv6-NakeToB.

<FIRST-TTL> — BpeMs xun3Hu IP-nakeTa, 3Ha4eHNe, C KOTOPOro Ha4YMHaEeTCHA TpacCupoBKa MapLupyTa,
NPUHUMaET 3HauveHme [1..255], no ymonuaxuio 1;

<MAX-TTL> — Bpems Xun3Hu IP-nakeTta, 3Ha4eHne, Ha KOTOPOM 3aKaH4YMBAETCHA TPacCUpOBKa MapLlpyTa,
npUHUMaET 3HaueHue [1..255], no ymonuaxuio 30;

<TIMEOUT> - BpeMsi oxXngaHusa oTBeTa, B cekyHaax. Onuus BAUSIET Ha TallMayT, €CIN OTCYTCTBYHOT Kakue-
/IMBO OTBETHI, B MPOTUBHOM C/lyyae yTuauta XaeT asa RTTs. MNpuHumMaeT 3HadeHue [1..60], no ymonuaHuio 5
CeKyHz,

<SRC-ADDR> - IP-agpec oTnpaBuTens, B kKauecTBe AAaHHOI0 apeca MOXET UCMOo/b30BaTbCs Mobol IP-agpec
mapLupyTusartopa, 3agaétca B suae AAA.BBB.CCC.DDD, rge kaxgas yacTb NpuHumaeT 3HadeHus [0..255];

<SRC-IPV6-ADDR> — IPv6-aapec oTnpaBuTens, B Ka4ecTBe AaHHOro ajgpeca MOXET UCNoNb30BaTbCA NGO
IPv6-agpec mapwpytmnsaropa, 3agaétca B suge X:X:X:X::X, rae kaxgasa yactb NPMHUMAaET 3HAYEHUs B
LecTHaguatepuuHom dpopmarte [0..FFFF];

<IF> — nma nHTepdpeiica MapLipyTU3aTopa, Yepes KOTopbli ByayT OTNpaB/eHbl NakeTbl, 3a4aéTca B BUAE,
onMcaHHOM B pasgene Turbl 1 Nopsaok MMEeHOBaHMA MHTepencoB MapLupyTM3aTopa;

<TUN> — umsi TyHHenst mapLipyTu13artopa, Yepes KOTopblii 6yayT OTnpaBneHbl NakeTbl, 334aETCA B BUAE,
onMcaHHOM B pasgene Turbl 1 Nopsaok MMEHOBAHNA TYHHENEe MapLupyTn3aTopa;

<DSCP> — DSCP-npuoputeT B cooTBeTcTBUM ¢ RFC 2474, npuHnmaeT 3HauveHue [0..63], 3HaueHune no
ymondaHumio 0;

<PORT> — Homep TCP/UDP-nopTa, npuHumaeT 3HadeHue [1..65535], 3HaueHne no ymonyanuio 53 ans UDP 1 80
ons TCP;

<GW-ADDR> - IP-agpec wnto3a, 3agaétca B suge AAA.BBB.CCC.DDD, rae kaxkgasa 4acTb NPUHMMAET 3Ha4YEHNA
[0..255]. Mpwu yka3aHun AaHHOrO NapameTpa B MCXOAALLMIA nakeT gobasnsetcs IP source routing onuus,
KoTopasi coobLaeT MapLUpyTU3aTopy, Yepes Kakow LU/I03 AO/HKEH MapLUpyTU3NpoBaTbCa NakeT B ceTn. Ha
60/bLLIMHCTBO MapLLPYTU3aTOPOB OTK/II0YEHA MapLUpyTM3aLUms No AaHHOM OnuMu U3 CoO0bpaKeHWi
©e30MacHOCTW;

<GWIPV6-ADDR> — IPv6-agpec wnto3a, 3agaétcs B suae X: X:X:X::X, rge kaxnas 4actb NpMHUMAaET 3Ha4eHns B
LwecTHaguatepuuyHom dpopmarte [0..FFFF]. Mpu ykazaHun gaHHOro napameTpa B UCXOAALLMIA NakeT
fobasnsercs IP source routing onuums, koTopasi coobLaeT MapLipyTnsaTopy, Yepes Kakow L3 AO/HKEH
MapLLPYyTM3MPOBaTbLCS NakeT B CETU. Ha 60/1bLUMHCTBO MapLLpPYTM3aTOpPOB OTK/IK0YEeHa MapLUpyTM3auns rno
[AHHOW onumn N3 coobpaxeHuii 6e30nNacHOCTU.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomaHgHbIii pexum
ROOT

Mpumep:

esr# traceroute 192.168.27.128

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

traceroute to 192.168.27.128 (192.168.27.128), 30 hops max, 60 byte packets

1 192.168.16.1 (192.168.16.1)
2 192.168.27.128 (192.168.27.128)

uptime

1.240 ms

0.451 ms

1.546 ms

1.883 ms
0.437 ms

0.411 ms

[aHHOI KOMaHA0M OCYLLEeCTBAETCS NPOCMOTP NPOAO/DKUTENBHOCTY BPEMEHN paboThbl YCTPOKCTBA.

CuHTakcuc

uptime

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii
1

KomaHZHbIi pexum
ROOT

Mpumep:

esr# uptime
System uptime (d,h:m:s):

verify

00,00:26:35

[laHHOI KOMaHAOV BbINOMHAETCS pacyeT XeLl-CyMMbl 719 OTAe/IbHOro dhaiina ¢ MCnonb3oBaHMEM YKa3aHHOTOo

airopyTMa XeLnMpoBaHus.

CuHTaKkcuc
verify <ALGORITHM> <FILE>
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MapameTpbl

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

<ALGORITHM> — anroputm xeLumpoBaHus, NpuH1uMaeT 3HadeHust [md>5, sha2-256, sha2-512].

<FILE> — nyTb 1 umA chainna ans npoBepky, MOXeT NPUHUMATb CrieayroLime 3HaYeHNs:

« usb://usb_name:/PATH

« mmc://mmc_name:/PATH (kpome esr-10)

+ system:candidate-config
+ system:running-config

+ system:factory-config

+ system:default-config

+ system:firmware-image-1
+ system:firmware-image-2
+ system:boot-1

+ system:boot-2

« flash:critlog/FILE

« flash:syslog/FILE

« flash:backup/FILE

« flash:data/FILE

+ tmpsys:syslog/FILE

HeoOxoaumbivi ypoBeHb NPUBUETAIA

15

KomaHZgHbIi pexum
ROOT

Mpumep:

esr# verify md5 system:firmware-image-1
system: firmware-image-1 16ef38a292e96ce972e910da6db2d1f4

verify filesystem

[JaHHO KOMaH/10¥i 3amycKaeTcs NPOoLEecC pacyeTa XeLl-CyMM /11 BCEX CUCTeMHbIX (haiifioB MapLupyTm3atopa
1 CPABHEHWS C 3TA/TOHHLIMU 3HAYEHVSIMU. B pe3ynbTaTte BbIBOAMTCS MHOPMALUS O COOTBETCTBUM

pacCyHnTaHHbIX XelW-CyMM 3TaJ/TOHHbIM.

CuHTakcuc

verify filesystem [detailed]

MapameTpbl

detailed — kntoy, oTBEUAOWMIA 3@ NOAPOOGHLIN BbIBOA MHGOPMaLUKN O MPOBEPKE KaxKaoro duainna.

Heo6xoaumblii ypoBeHb NpuBUiernii

15
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# verify filesystem

Total: 2949
Success: 2949
Changed: 0
Deleted: 0

Filesystem verification success.

verify storage-device

,ﬂ,aHHOI7I KOMaH,U,OVI 3anycKkaeTcd npouecc NpoBepPKnN BHELLHEro HOCUTe/1d Ha HaJinune OLUNOOK.

CuHTakcuc

verify storage-device { usb-dev://<ID> | usb://<USB-NAME> | mmc }

MapameTpbl
<ID> — Homep nogkntoyeHHoro USB-HocuTensa no nopsaky;

<USB-NAME> — ums nogkntoueHHoro USB-HocuTens. MIMsi MOXHO y3HaTb B BbiBOAE kKOMaHAbl show storage-
devices.

mmc — KAKY 4719 NPOBEPKN YCTaHOB/IEHHOIO MMC-HOCUTENA.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomMaHAHbIV peXxum
ROOT

Mpumep:

esr# verify storage-device usb://BClE-2E16
Device verify

Do you really want to continue? (y/N): y
CP437: Invalid argument

fsck.fat 4.0 (2016-05-06)

/dev/sda2: 14 files, 63908/255496 clusters
Device verification success.

74



WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

6 YnpasneHue nporpamMmMHbIM 0b6ecrneyeHnemM 1 KoHurypaumei

+ archive

*+ auto

+ banner exec

* banner login

+ boot host auto-config
+ boot host auto-update
+ boot system

+ by-commit

+ clear storage-device

* commit

« commit check

+ confirm

* copy

+ count-backup

+ delete

« dir

* merge

* path

* restore

* rollback

* save

+ show bootvar

+ show boot-licence

+ show candidate-config
+ show configuration changes
+ show crypto certificates
+ show licence

+ show running-config

+ show storage-devices
+ show usb

+ show version

+ time-period

* type

+ unmount storage-device
+ update crypto default

archive

[aHHol KOMaH0i OCYyLLLEeCTB/IAETCA NEPEXOL, B PEXUM HACTPOVKN NapamMeTpoB pe3epBrpoBaHus
KOHdUrypaumm.

icnonb3oBaHue oTpuuaTesibHoli (hopMbl KOMaH/bl (N0) yCTaHAB/IMBAET 3HAUYEHME MO YMOTYAHUIO A/1S
napamMeTpoB pe3epBMPOBaHNS KOHAUrypaLmn.

CuHTakcuc

[no] archive

MapameTpbl

KomaHga He coaepXuT napameTpoB.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# archive
esr(config-archive)#

auto

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

[aHHOI KOMaHA0M BKNHOYAETCH pexuM co3gaHunsa dainna pesepBHO KOHurypauumn Ha yaaneHHom cepsep w/
WM NOKaJIbHO Yepes yKasaHHbIi NpoMeXxyTok BpeMeHu (pasgen time-period).

icnonb3oBaHue oTpuLaTenibHoi (hopMbl KOMaHZbl (N0) BbIK/TOYAET PEXMM OTNPABKM Yepes yKasaHHbIl

MPOMEXYTOK BPEMEHW.

CuHTakcuc

[no] auto

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# auto

banner exec

[aHHoi KomaHaol 3aaéTcs TEKCTOBOE COOOLLIEHME, BbIBOAMMOE NOC/E YCNELLIHOW ayTeHTUdmKaumm

no/sib30BaTeNsi Ha MapLUpyTHU3aTope.

Micnonb3oBaHue oTpuuaTesibHoi hopMbl KOMaHbl (NO) yaansieTcs TEKCTOBOE CO06LLEeHME, BbIBOAVMOE MNoc/e

yCNeLHON ayTeHTUMKaLMK Nosb30BaTessi Ha MapLlpyTU3aTope.
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CuHTakcuc

banner exec <BANNER>
no banner exec

MapameTpbl

<BANNER> - TekcToBOE CO06LLEHNE, 3a4aETCH B KaBblukax CTPoKon Ao 2047 cCMMBOOB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHaHbIi pexum

CONFIG

Mpumep:
esr(config)# banner exec '  ————- Hello! This 1is an Eltex router.-----
\n-—--- Unauthorized configuration changes are prosecuted by the law of the Russian Federation.

banner login

[JlaHHoli KOMaHAo 3a4aETCA TEKCTOBOE COOBLLEHMNE, BbIBOAVMOE A0 ayTEHTU(MKALMM NOMb30BaTENS HA
MapLupyTu3aTope.

CuHTakcuc

banner login <BANNER>
no banner login

MapameTpbl

<BANNER> — TekcToBOE CO0bLLEHNE, 3a4aETCH B KaBblukax CTPoKon Ao 2047 cCMMBOJOB.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

KomMaHAHbIV peXxum

CONFIG

Mpumep:
esr(config)# banner login ' ————= Hello! This 1is an Eltex router.----—-
\n—-—---- Unauthorized connection is prosecuted by the law of the Russian Federation. ----- !
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boot host auto-config

[aHHaa komaHza BKNHYaeT 3arpy3ky KoHdurypauuy mapLupyTtunsaropa npu nomotum npotokona DHCP Option
54 (IP-appec TFTP-cepsepa) n 67 (ums caiina koHdurypauum).

icnonb3oBaHue oTpuLaTesnibHO hopMbl KOMaHbl (NO) OTK/OYAET 3arpy3ky KoHhurypauuy mapLupytusaropa
npv nomoLuy npotokona DHCP Option 66 1 67.

CuHTakcuc

[no] boot host auto-config

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUerui
10

3HayeHue No ymosiyaHuio

OTK/IH0YEHO.

KomaHZHbIi pexum
CONFIG

Mpumep:

esr(config)# boot host auto-config

boot host auto-update

[JlaHHan komaHa Bk/ouaeT 3arpy3ky MO mapLupyTtusatopa npu nomoluym npotokona DHCP Option 54 (IP-
aapec TFTP-cepeepa) n nmvs gpaiina Mo B none FILE 8 DHCP OFFER. Mpw ncnonb3oBaHWM COBMECTHO ¢ boot
host auto-config o6HoBneHue MO nmeeT 6o/ee BbICOKUI NPUOPUTET.

Micnonb3oBaHue oTpuLaTesibHo hopMbl KOMaHbl (NO) oTkoYaeT 3arpysky MO mapLupyTusaTopa npw
nomouuy npotokona DHCP Option 150 n 67.

CuHTakcuc

[no] boot host auto-update

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10
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3Ha4yeHune no ymonyaHuio

OTK0YEHO.

KomaHgHbIii pexum
CONFIG

Mpumep:

esr(config)# boot host auto-update

boot system

[JaHHasa komaHga cnyxuT Ans BbIbopa akTMBHOIO 06pasa NporpaMMHOro 06ecneyeHus, 3arpyXXeHHoro Ha
YCTPOWCTBO.

CuHTakcuc
boot system <IMAGE>

MapameTpbl
<IMAGE> - Ha3BaHuWe obpa3a nporpammHoOro obecneyeHuns, KOTopbIin OyAeT 3arpyXaTbCs Ha YCTPONCTBO:

- image-1 — cneayollas 3arpyska ycTpoiicTea 6yAeT BbinosHeHa M3 nepBoro o6pasa MNo;
+ image-2 — cnepytollas 3arpyska ycTpoiictea 6yaeT BbinosiHeHa U3 BToporo o6pasa Mo;
- inactive — cneayolan 3arpyska ycTpoiicTBa 6yeT BbiNo/IHEHA C HeakTBHOro o6pasa MO.

Heo6xoaumblii ypoBeHb NpuBUiernii
15

KomaHZAHbIi pexum
ROOT

Mpumep:

esr# boot system image-2

by-commit

[laHHOI KOMaHAoV BKIKOHAETCA pPeXxuM OTNpaBku doaiinia KoHUrypaumm Ha cepBep pesepBUpoBaHns nocne
YAA4YHOTO NPUMEHEHMS KOHUTYPaLUN.

icnonb3oBaHue oTpuLaTesibHoW hopMbl KOMaH bl (NO) BbIK/THOUYAET PEXMM OTMPAaBKU NOC/e YAAaYHOro
NPUMEHEHMNS KOHPUTYPaLUN.

CuHTaKkcuc

[no] by-commit
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MapameTpbl

KomaHga He coaepXvt napamMeTpoB.

Heob6xoaumbivi ypoBeHb NPUBUETAA
15

KomaHZgHbIi pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# by-commit

clear storage-device

[aHHasi KomaHga cnyxuT ans oopMaTUpPoBaHUS BCEro YCTPOCTBA XPaHEHMS! AaHHbIX UM KOHKPETHO
napTuumn. Ecnm XecTkuii anck 6e3 pasaenos, To AN oopMaTnpoBaHust Mcnosb3yeTcsl KomaHaa clear storage-
device hdd-dev://.

CuHTakcuc

clear storage-device { usb-dev://<SLOT_NUMBER> <NEW_PARTITION> | usb://<PARTITION>:/
<NEW_PARTITION> | mmc <NEW_PARTITION> | hdd-dev://<SLOT_NUMBER> <NEW_PARTITION> | hdd://
<PARTITION>:/ <NEW_PARTITION> }

MapameTpbl
<SLOT_NUMBER> - Homep cnoTa, g1a WLC Bcerga 1;
<NEW_PARTITION> — HameHOBaHv1e HOBOW NapTuumu, 3agaeTca CTPokor oT 1 go 15 cMMBO/OB;

<PARTITION> — HaumeHoBaH1e napTuunmn, KOTOpyo TpebyeTca oThopMaTUpoBaTh, 3aaeTcsa CTPOKon oT 1 Ao
15 cMmBONOB.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
ROOT

Mpumep:

wlc# clear storage-device hdd-dev://1 new_hdd

Formatting will erase all data on this device

Do you really want to continue? (y/N): vy

mke2fs 1.43.1 (08-Jun-2016)

Device clear success.

wlc# 2024-09-16TO7:04:18+00:00 %HDD-I-CHANGE: 'new_hdd' has been inserted!
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commit

[JlaHHas komMmaHza No3BOJISIET NPUMEHUTDL (CAenaTb AelCTBYOLWMMN) n3MeHeHus kKoHdurypauum. RUNNING-
KOHurypaums 3amewgaetca koHdpurypaumein CANDIDATE. [ins Toro 4tobbl NPUMEHEHHbIE U3MEHEHUS CTan
MOCTOSIHHO AENCTBYOLWUMY, 3Ty Onepaumio HeobxoAMMO NOATBEPAUTL KOMaHAOoM confirm B TedeHne BpeMeHU,
He MpPEeBbILIALLETND BpeEMS AeNCTBUA Talimepa noaTeepxaeHus (no ymonyaHuto 600 cekyHz, U3MEHSIETCS Npu
nomoLy komaHapl system config-confirm timeout).

CuHTakcuc

commit [ comment <COMMENT> ] [ confirm-timeout <TIME> ]

MapameTpbl

<COMMENT> — KOMMEHTapuin K JaHHOMY 3MEHEHWNI0 paboyeli KoHpurypaummn. 3a4aéTcst TEKCTOBOWN CTPOKOIA
0o 31 cnvBona;

<TIMEOUT> - nHTepBasn BpeMeHun B cekyHaax nocse Beoga KoMmaHabl commit 4o BOCCTaHOB/IEHNSA
npegplayLiein Bepcum KoHdurypauum npy oTCyTCTBUM KOMaHAbl confirm, NPUHUMAET 3Ha4YeHne B CeKyHaax
[120..86400].

3Ha4yeHune no ymonyaHuio
<COMMENT> - nycTol;

<TIMEOUT> — HacnepgyeTcs 3HavyeHue, ycTaHOBNEHHOe KomaHaown system config-confirm timeout.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZAHbIi pexum
ROOT
CHANGE-EXPIRED-PASSWORD

Mpumep:
esr# commit

3MeHeHns1 KoHUrypaLuum nprMeHeHbI.

commit check

[aHHasa komaHaa no3BonsieT npoBannauposatb KoHpurypauuio CANDIDATE, noka N3sMeHeHUs He NPUMEHEHBI.

CuHTakcuc

commit check

MapameTpbl

OTcyTCTBYIOT.
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3Ha4yeHune no ymonyaHuio

OrtcyTtcTByeT.

Heob6xoaumbivi ypoBeHb NPUBUETAA
10

KomaHZgHbIi pexum
ROOT

Mpumep:

esr# commit check

3MeHeHns1 KoHUrypaLuum nprMeHeHb!.

confirm

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

KomaHga npegHasHaveHa 415 NOATBEPXAEHNS NPUMEHEHNA KoHdurypauun. Ecnv B TeyeHne 3aaHHoro
BpeMeHm (no ymonyaHmio 600 cekyHA, M3MeHSIeTCA Npy NOMOLLM KomaHAbl system config-confirm timeout)
nocne NpMMeHeHUs KoHUrypaumm KomaHgon commit He 6b110 BBEAEHO NOATBEPXAEHWE, NPON30naeT
aBTOMaTUYeCKNin OTKaT Ha [AelCTBYIOLLYI0 paHee KOHurypauuio. ABToMarnyeckas cmcteMa oTkaToB

npeaoTBpaLlaeT cuTyauuy NoTepy CBA3N C YCTPOCTBOM.

CuHTakcuc

confirm

MapameTpbl

KomaHga He coaepXuT napamMeTpoB.

Heo6xoaumblii ypoBeHb NpuBUIernii

3HaueHune no ymonyaHuo
110

KoMaHAHbIV pexum
ROOT
CHANGE-EXPIRED-PASSWORD

Mpumep:

esr# confirm

MoaTBepxaeHe n3MeHeHuli B KOHpurypauum.
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copy
,ﬂ,aHHaﬂ KOMaHga CNnyXXut ana KonmnpoBaHUA C*)aVIﬂOB Mexay passiMyHbIMUN NCTOYHUKaMIMN U nonyvaTesiaMn.

CuHTakcuc
copy <SOURCE> <DESTINATION>

MapameTpbl
<SOURCE> — UCTOYHUK, 3a4aETcH B BUAE:

- tftp://<ip>[<port>]:/<path> - agpec gpaiina Ha TFTP-cepBepe, rae:
+ <ip> — IP-agpec TFTP-cepBepa;
+ <port> — nopT, koTopbIin cnywaeTt TFTP-cepsep, otaensetcs ot IP-agpeca cMMBONOM «#» UNN «:»;
+ <path> — oTHocuTenbHbIV NyTb K dhaiiny Ha TFTP-cepsepe.
. tftp: //<|pv6>[%<|nterface>][<port>] /<path> — agpec daiina Ha TFTP-cepBepe, rae:
+ <ipv6> — IPv6-agpec TFTP-cepsepa;
* <interface> — ucxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
* <port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumsoniom '# nnn "' (B
AaHHOM cnydae IPv6-afipec AomkeH 6biTh 3aK/MOYEH B KBaPaTHbIE CKOOKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K dhainy Ha TFTP-cepsepe.
- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec FTP-cepBepa;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BaTEsS MO YMOYaHMI0 MOXHO KOMaHAoM ip
ftp client username, onucaHHoii B ip ftp client username);
+ <password> — naposib (HaCTPOUTb Napob MO YMOIYaHMI0 MOXHO KOMaHZol ip ftp client password,
onucaHHoli B ip ftp client password);
+ <port> — nopT, KoTopbIin cnywaeTt TFTP-cepBep, otaensetcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> — oTHOCUTEeNbHbIV UM abCONOTHBIN NyTb K thaliny Ha FTP-cepsepe.
- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec FTP-cepBepa;
+ <interface> — ncxogsawwmii cetesoli nHTepgeic ans link-local agpecos;
* <user> — UMs Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BaTEss MO YMOYaHMI0 MOXHO KOMaHAoM ip
ftp client username, onucaHHoii B ip ftp client username);
+ <password> — naposib (HaCTPOUTb Napob MO YMOYaHMI0 MOXHO KOMaHZoW ip ftp client password,
onucaHHoli B ip ftp client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepep, otaensietcs ot IPv6-agpeca cumsoniom '# wnn "' (B
AaHHOM crnydae IPv6-aipec AonKeH 6biTh 3aK/MOYEH B KBAPaTHbIE CKOOKM «[]»);
+ <path> — oTHOoCUTEeNbHbIV UM abCONOTHBIN NyTb K haliny Ha FTP-cepsepe.
- sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec SFTP-cepsepa;
* <user> — UMs Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BATEsS MO YMOYaHMI0 MOXHO KOMaHAoM ip
sftp client username, onucanHoli B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOIYAHMIO MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);
+ <port> — nopT, KoTopbIin cnywaeT SFTP-cepBep, otaensetcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> — oTHocuTenbHbIV NyTb K dhaniny Ha SFTP-cepsepe.
- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec SFTP-cepBepa;
+ <interface> — ncxogsawwmii cetesoli nHTepgeic ans link-local agpecos;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BATEss MO YMOYaHMI0 MOXHO KOMaHAoM ip
sftp client username, onucanHoli B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOIYAHMIO MOXHO KOMaHZoi ip sftp client
password, onucaHHoli B ip sftp client password);
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<port> — nopT, KoTopblii cnywaet SFTP-cepsep, otaensietcs ot IPv6-agpeca cumosiom '# nnn ' (B
AaHHOM crnydae IPv6-aipec AomKeH GbiTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);
<path> — oTHocuTenbHbIN NyThb K dhainy Ha SFTP-cepBepe.

- scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip> — IP-agpec cepsepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NO/Ib30BATEss MO YMOUYAHMI0 MOXHO KOMaHAoM ip
ssh client username, onucaHnHoi B ip ssh client username);

<password> — naposib (HaCTPOUTb Naposib NO YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — oTHOCUTENbHbIN NN abCoNTHLIN NYTb K dainy Ha cepsepe.

- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec cepsepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPoOUTb UMA NOSIb30BATEss MO YMOTYAHMI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHHoi B ip ssh client username);

<password> — naposib (HaCTPOUTb Naposib NO YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# nnn ' (B
AaHHOM cnydae IPv6-afipec AomkeH 6biTh 3aK/MOYEH B KBaPaTHbIE CKOOKM «[]»);

<path> — oTHOCUTENbHbIN NN abCoNTHLIN NYTb K dainy Ha cepsepe.

« http:// <ip>[<port>]:/<path> — agpec chaiina Ha HTTP-cepBepe, rae:

<ip> — IP-agpec HTTP-cepBepa;

<port> — nopT, Ha KoTopom 3anyuweH HTTP-cepsep, otaendetca ot IP-agpeca CMMBOMIOM «#» UN
«»,;

<path> — oTHOcuTenbHbIN NyThb K thaiiny Ha HTTP-cepBepe.

* http: //<|pv6>[%<|nterface>][<port>] /<path> — agpec paiina Ha HTTP-cepsepe, rae:

+ <ipv6> — IPv6-agpec HTTP-cepBepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<port> — nopT, Ha koTopoMm 3anyuweH HTTP-cepsep, otaensietcsa ot IPv6-agpeca cumosiom '# nnu
"' (B maHHoM cniyyae IPv6-aapec Ao/mKeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);

<path> — oTHOocuTenbHbIN NyThb K dhainy Ha TFTP-cepBepe.

« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> - agpec
channa Ha HTTPS-cepBepe, rae:

<CA-FILE> - ums chaitna ceptudmnkaTa y4oCcTOBEPSAIOLLErO cepBepa B COOTBETCTBYIOLLEM pasjene
namsaTy MapLipyTmM3aTopa;

<SC-FILE> — nms dhaitna ny6nmnyHoro ceptudpmkaTa cepeepa B COOTBETCTBYIOLLEM pasaene
namsaTy MapLipyTmM3aTopa;

<SK-FILE> — nms dpaiina npmBaTHOro K/ito4a cepBepa B COOTBETCTBYHOLLEM pasgene namsiti
MapLLpyTM3aTopa;

<ip> — IP-agpec HTTP-cepBepa;

<port> — nopTt, Ha koTopom 3anyuweH HTTPS-cepBep, otaensetcs oT IP-agpeca cMMBOMIOM «#» Un
«»,;

<path> — oTHOcuTenbHbIN NyThb K thaiiny Ha HTTP-cepBepe.

« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> — agpec painna Ha HTTPS-cepsepe, rae:

+ <CA-FILE> — nms chaitna ceptucdmkara yaoCTOBEPSIOLLErO cepBepa B COOTBETCTBYHOLLEM pasjene
namsaTy MapLipyTmM3aTopa,;

<SC-FILE> - nms dhaitna ny6nmnyHoro ceptudprkaTa cepeepa B COOTBETCTBYIOLLEM pasaene
namsaTy MapLipyTmM3aTopa;

<SK-FILE> — nms dpaiina npmBaTHOro K/ito4a cepBepa B COOTBETCTBYHOLLEM pasgene namsiti
MapLLpyTM3aTopa;

<ipv6> — IPv6-agpec HTTPS-cepBepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<port> — nopT, Ha kKoTopoMm 3anyuweH HTTP-cepsep, otaensietcsa ot IPv6-agpeca cumosiom '# nnu
"' (B maHHom crniyyae IPv6-aapec Ao/mKeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);
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+ <path> — oTHocuTenbHbIV NyTb K dhany Ha TFTP-cepsepe.
+ usb://usb_name:/PATH
+ usb_name — nwms, HazHayeHHoe USB-Hocutento. Bo3MOXHO nocMoTpeTb kKoMaHAol show storage-
devices (cMm. pasgen show storage-devices);
+ <path> - nyTb K haitny Ha USB-HocuTene.
+ mmc://mmc_name:/PATH (kpome ESR-10/12V/12VF/15)
* mmc_name — nms, HazHaueHHoe MMC-HocuTeso. BO3MOXHO NOCMOTPETb KOMaHAo0i show
storage-devices (cM. pazgen show storage-devices);
+ <path> - nyTb K dhaintny Ha MMC-HocuTene.
+ system:factory-config — 3aBogckas koHUrypaums;
+ system:default-config — KoHdMrypaumsa no ymonuaxuto (nycras);
+ system:running-config — Tekywiasi KOHMrypauus;
+ system:candidate-config — koHpurypaums, kotopas 6yaeT npuMeHeHa Noc/ie BbINO/IHEHWUA KOMaHAbI
commit;
+ system:firmware — nporpammMHoe o6ecneyeHune ycTpoincTea. KonvpoBaHne npovM3BoguTcs ¢
HeakTMBHOro obpasa NporpamMmMHOro o6ecneyeHnss yCTpomncTea,
+ system:boot-1 — nepBuyHbIi 3arpy3umnk yctpoiictea (SBI, bl1, x-loader);
+ system:boot-2 — BTopnyHbIi1 3arpysunk yctpolictea (U-Boot, boot) Ha Bcex ycTpoiicTBax, 3a
nckntoueHnem ESR-15/30/31;
+ system:boot — BTopuuHbIii 3arpy3unk yctpoiictea (U-Boot) Ha ESR-15/30/31;
+ system:licence — pyHKUMOHaNbHASA IMLEH3MSA YCTPONCTBA;
+ flash:critlog/FILE — nanka ans coxpaHeHusi COO6LLEeHNA aapa 3a Bce BpeMs paboTbl YCTPOICTBE;
+ flash:syslog/FILE — nanka s coxpaHeHus NoroB TeKyLL e ceccun, CoXpaHsaeTcs nocne nepesarpysku;
+ tmpsys:syslog/FILE — nanka gns coxpaHeHusi 10roB TeKyLLen ceccun, He CoxpaHsieTcs nocne
nepesarpysku;
+ flash:backup/FILE — nanka gsia coxpaHeHus pe3epBHbIX KOMUIA TEKYLLMX KOHGUTypaLuii
MapLLpyTM3aTopa;
+ flash:data/FILE — nanka gns ckaumBaHus haiisioB C MapLupyTM3aropa;
+ crypto:cert/FILE — nanka gnsa xpaHeHus cepTunKaros,;
+ crypto:crl/FILE — nanka gnsa xpaHeHus CNCKOB OTO3BaHHbIX CEPTUINKATOB YA0CTOBEPSIOLLUMNX LLEHTPOB;
+ crypto:private-key/FILE — nanka ans xpaHeHusi NPUBaTHbIX K/HOYen;
+ crypto:public-key/FILE — nanka gnsa xpaHeHus ny6/nyHbIX Ko4ei;
+ crypto:dh/FILE — nanka gnia xpaHeHus kntodeli udhdn-Xennmaxa,;
+ crypto:pfx/FILE — nanka gna xpaHeHus kKoHTeliHepoB PKCS#12;
+ crypto:csr/FILE — nanka ans xpaHeHus 3anpocos Ha cepTudpumkaumio X.509;
+ crypto:ta/FILE - nanka ans xpaHeHus TA-kntouein OpenVPN.

<DESTINATION> — Ha3sHaueHue, 3a4aéTcA B BUAE:

- tftp://<ip>[<port>]:/<path> - agpec gpaiina Ha TFTP-cepBepe, rae:
+ <ip> — IP-agpec TFTP-cepBepa;
+ <port> — nopT, KkoTopbIin cnywaeT TFTP-cepsep, otaensetcs ot IP-agpeca cMMBONOM «#» UNN «:»;
+ <path> — oTHocuTenbHbIV NyTb K dhanny Ha TFTP-cepsepe.
- tftp://<ipv6>[%<interface>][<port>]:/<path> — agpec chaiina Ha TFTP-cepBepe, rae:
+ <ipv6> — IPv6-agpec TFTP-cepsepa;
* <interface> — ncxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
* <port> — nopT, KoTopblii cnywaet TFTP-cepep, otaensietcs ot IPv6-agpeca cumsosniom '# wnn "' (B
AaHHOM cnydae IPv6-afipec AomkeH 6biTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K dhainy Ha TFTP-cepsepe.
- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec FTP-cepBepa;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BaTEsS MO YMOYaHMI0 MOXHO KOMaHAoM ip
ftp client username, onucaHHoii B ip ftp client username);
+ <password> — naposib (HaCTPOUTb Napob MO YMOYaHMI0 MOXHO KOMaHZoli ip ftp client password,
onucaHHoli B ip ftp client password);
+ <port> — nopT, KkoTopbIin cnywaeTt TFTP-cepBep, otaensetcs ot IP-agpeca cMMBONOM «#» UNN «:»;
+ <path> — oTHOCUTEeNbHbIV UM abCONOTHBIN NyTb K thaliny Ha FTP-cepsepe.
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- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec FTP-cepBepa;
* <interface> — ncxogsawwmii cetesoli nHTepgeic ans link-local agpecos;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NO/SIb30BATEss MO YMOYaHMI0 MOXHO KOMaHAoM ip
ftp client username, onucaHHoii B ip ftp client username);
+ <password> — naposib (HaCTPOUTb Naposb MO YMOYaHMID MOXHO KOMaHZol ip ftp client password,
onucaHHoli B ip ftp client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepep, otaensietcs ot IPv6-agpeca cumsoniom '# mnn "' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/OYEH B KBAAPATHbIE CKOOKM «[]»);
+ <path> — oTHOCUTeNbHbIV UM abCONOTHBLIN NyTb K haliny Ha FTP-cepsepe.
- sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec SFTP-cepsepa;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BATEsS MO YMOYaHMI0 MOXHO KOMaHZAoM ip
sftp client username, onucanHoli B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposb N0 YMOYAHMIO MOXHO KOMaHZoi ip sftp client
password, onucaHHoli B ip sftp client password);
+ <port> — nopT, KoTopbIin cnywaeT SFTP-cepBep, otaensetcs ot IP-agpeca CMMBONOM «#» UNN «:»;
+ <path> — oTHocuTenbHbIV NyTb K dhainy Ha SFTP-cepsepe.
- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec SFTP-cepBepa;
+ <interface> — ucxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NO/SIb30BaTEss MO YMOYaHMI0 MOXHO KOMaHZAoM ip
sftp client username, onucanHoli B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposb N0 YMOYAHMI0 MOXHO KOMaHZoi ip sftp client
password, onucaHHoli B ip sftp client password);
* <port> — nopT, KoTopblii cnywaet SFTP-cepsep, otaensietcs ot IPv6-agpeca cumoniom '# nnn "' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOYEH B KBAPaTHbIE CKOOKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K dhainy Ha SFTP-cepsepe.
- scp://[<user>:<password>@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec cepBepa;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NO/SIb30BATEss MO YMOYaHMI0 MOXHO KOMaHAoM ip
ssh client username, onucaHHoi B ip ssh client username);
+ <password> — naposib (HaCTPOUTbL Naposib MO YMOMYaHMI0 MOXHO KOMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
+ <port> — nopT, KoTopbIin cnywaeTt TFTP-cepep, otaenseTcs ot IP-agpeca cMMBONOM «#» UNN «:»;
+ <path> — oTHOCUTENbHbIV UM aGCOMOTHLIN NYTb K haliny Ha cepBepe.
- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — |IPv6-agpec cepsepa;
+ <interface> — ncxogsawwii cetesoli nHTepgeic ans link-local agpecos;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BATEss MO YMOYaHMI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHHoi B ip ssh client username);
+ <password> — naposib (HaCTPOUTbL Naposib MO YMOMYaHMI0 MOXHO KoMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumsoniom '# nnn "' (B
AaHHOM cnydae IPv6-afipec AoKeH 6biTh 3aK/MOYEH B KBaPaTHbIE CKOOKM «[]»);
+ <path> — oTHOCUTENbHbIV UM aGCOMOTHBIN NYTb K haliny Ha cepBepe.
« http:// <ip>[<port>]:/<path> — agpec chaiina Ha HTTP-cepBepe, rae:
+ <ip> — IP-agpec HTTP-cepBepa;
+ <port> — nopr, Ha KoTopom 3anyweH HTTP-cepsep, otaensetca ot IP-agpeca CMMBOIOM «#» UN
«»;
+ <path> — oTHocuTenbHbIV NYyTb K dhany Ha HTTP-cepsepe.
* http: //<|pv6>[%<|nterface>][<port>] /<path> — agpec paina Ha HTTP-cepsepe, rae:
+ <ipv6> — IPv6-agpec HTTP-cepBepa;
* <interface> — ncxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuleH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '# nnm
"' (B maHHom crniyyae IPv6-aapec Ao/mKeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);
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+ <path> — oTHocuTenbHbIV NyTb K dhany Ha TFTP-cepsepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> — agpec
channa Ha HTTPS-cepBepe, rae:
+ <CA-FILE> - nms chaitna ceptucdmkara yaoCTOBEPSIOLLEIO cepBepa B COOTBETCTBYHOLLEM pasgene
namaTy MapLupyTusaTopa;
+ <SC-FILE> — um# dpaiina ny6nmyHoro ceptudimkara cepBepa B COOTBETCTBYHOLLEM pasgene
namaTy MapLupyTusaTopa;
+ <SK-FILE> — ums haiina npuBaTHOro K/to4a cepBepa B COOTBETCTBYIOLLIEM pa3gese naMaTu
MapLupyTM3aTopa;
+ <ip> — IP-agpec HTTP-cepBepa;
+ <port> — NopT, Ha KoTopom 3anyweH HTTPS-cepep, otaensietcs ot IP-agpeca CUMBOMOM «#» nUnu
«»,;
+ <path> — oTHocuTenbHbI NyTb K dhany Ha HTTP-cepsepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> — agpec daiina Ha HTTPS-cepBepe, rae:
+ <CA-FILE> — nms chaitna ceptucmkara yaoCTOBEPSIOLLErO cepBepa B COOTBETCTBYHOLLEM pasjene
namaT MapLupyTusaTopa;
+ <SC-FILE> — um# dhaiina ny6nmyHoro ceptudmkara cepBepa B COOTBETCTBYHOLLEM pasgene
namaT MapLupyTusaTopa;
+ <SK-FILE> — ums halina npuBaTHOro K/toya cepBepa B COOTBETCTBYIOLLIEM pa3gese naMaTu
MapLIpyTM3aTopa;
+ <ipv6> — IPv6-agpec HTTPS-cepBepa;
* <interface> — ucxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuleH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBo/iom '#' nnm
"' (B maHHoM cniyyae IPv6-aapec Ao/mKeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K dhany Ha TFTP-cepsepe.
+ usb://usb_name:/PATH
+ usb_name — nwms, HazHayeHHoe USB-Hocutento. Bo3MOXHO nocMoTpeTb koMaHAol show storage-
devices (cm. pasgen show storage-devices);
+ <path> - nyTb K haiiny Ha USB-HocuTene.
« mmc://mmc_name:/PATH (kpome ESR-10/12V/12VF/15/15R/15VF):
* mmc_name — nms, HazHaueHHoe MMC-HocuTeso. BO3MOXHO NOCMOTPETL KOMaHAo0i show
storage-devices (cM. pazgen show storage-devices);
+ <path> - nyTb K dhaintny Ha MMC-HocuTene.
+ system:candidate-config — koH(purypaums, kotopas 6yaeT npuMeHeHa Noc/ie BbINO/IHEHWUA KOMaHAbI
commit;
+ system:firmware — nporpamMmMHoe o6ecneyeHune ycTpoincTea. KonvposaHne npovM3BoguTcs ¢
HeakTMBHOro obpasa NporpamMmMHOro o6ecneyeHnss yCTpomncTea,
+ system:boot-2 — BTopnuHbIi 3arpysunk yctpolictea (U-Boot, boot) Ha Bcex ycTpoiicTBax, 3a
uckntoueHnem ESR-15/30/31;
+ system:boot — BTOpuuHbIiA 3arpy3unk yctpoiictea (U-Boot) Ha ESR-15/30/31;
+ system:licence — pyHKUMOHaNbHASA IMLEH3MSA YCTPONCTBA;
+ system:boot-licence — 3arpy3ouHas nvLeH3ns yCTpoCTBa;
+ system:cluster-unit-licences — nanka gna xpaHeHus NULEH3NIA YCTPONCTB B KnlacTepe;
+ flash:data/FILE — nanka gns ckaumBaHus haiizioB C MapLupyTM3aropa;
+ crypto:cert/FILE — nanka gnsa xpaHeHus cepTunKaros,;
+ crypto:crl/FILE — nanka gnsa xpaHeHus CNCKOB OTO3BaHHbIX CEPTUINKATOB YAOCTOBEPSIOLUNX LLEHTPOB;
+ crypto:private-key/FILE — nanka ans xpaHeHusi NPUBaTHbIX K/HOYe;
+ crypto:public-key/FILE — nanka gnsa xpaHeHus ny6/nyHbIX Ko4ei;
+ crypto:dh/FILE — nanka gnia xpaHeHus kntodeli udhdon-Xennmaxa;
+ crypto:pfx/FILE — nanka gna xpaHeHus kKoHTeliHepoB PKCS#12;
+ crypto:csr/FILE — nanka ans xpaHeHus 3anpocos Ha cepTudpumkaumio X.509;
+ crypto:ta/FILE - nanka ans xpaHeHus TA-kntouein OpenVPN.
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Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
ROOT

Mpumep 1

esr# copy tftp://10.100.100.1:/esr.cfg system:candidate-config

Mpumep 2

esr# copy tftp://10.100.100.1:/crl.pem crypto:crl/crl.pem

count-backup

[laHHOI KOMaHAol yCTaHaBNMBAETCS MaKCUMasIbHOE KOIMYECTBO SIOKa/IbHO COXPaHSieMbIX PE3EPBHbIX KOMWUIA
KOHGoUrypaumia.

Mpu Mcnonb3oBaHUM OTpULATENbHOV (DOPMbI KOMaHAbl (NO) yCTaHAB/IMBAETCS 3HAYEHUE MO YMOYaHWIO.

CuHTakcuc
count-backup <NUM>

no count-backup

MapameTpbl

<NUM> — mMakcumasibHOEe KO/IMYECTBO /I0Ka/IbHO COXPaHSEMbIX Pe3epBHbIX KOMUiA KoHdurypauuii. MpuHnmaet
3HayeHus B avanasoHe [1..100].

3HauyeHue No yMmo4aHuio
1

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# count-backup 20
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delete

[laHHas KomMaHAa CNyXuT ANa yaaneHusl NMUEH3UIA, CepTUMKATOB, KNtoUed.

CuHTakcuc

delete <FILE>

MapameTpbl

<FILE> - T1n chaiina, MOXeT NPMHUMATb ClieaytoLve 3HaueHns (MpY yaaneHue 13 nanku Heo6xo4uMOo ykasaTb
HasBaHue halina):

flash:critlog/FILE — nanka ans coxpaHeHusi COo6LeHNA agpa 3a Bce BpeMsi paboTbl YCTPOICTBa;
flash:syslog/FILE — nanka g9 coxpaHeHus NoroB TeKyLLen ceccun, CoXpaHseTcs nocne nepesarpysku;
flash:backup/FILE — nanka gns coxpaHeHus pe3epBHbIX KONUIA TEKYLLMX KOHUTypauuii
MapLLpyTM3aTopa;
flash:data/FILE — nanka gns ckaumsaHus haiiioB C MapLupyTm3aropa;
tmpsys:syslog/FILE — nanka ans coxpaHeHusi /I0roB TeKyLLeli ceccum, He CoXpaHseTcsa nocne
nepesarpysku;
system:access-points-firmwares/[FILE] — nanka ans xpaHeHusi MO Touek gocTyna.
system:licence — nuueH3na gNsa akTBaumMm yHKUMOHaNa, TPebyoLWero NMLEH3NIo;
system:cluster-unit-licences/[Serial number] — nanka gns xpaHeHus NILEH3WIA YCTPOICTB B KNTACTEPE;
crypto:cert/FILE — nanka ans xpaHeHns ceptTudukaTos;
crypto:dh/FILE — nanka gns xpaHeHus katodein Auddm-Xennvaxa;
crypto:ta/FILE — nanka gnsa xpaHeHus TA-knouein OpenVPN;
crypto:crl/FILE — nanka gns XxpaHeHUs CIMCKOB, OTO3BaHHbIX CEPTUINKATOB YA40CTOBEPSAIOLMNX LLIEHTPOB;
crypto:csr/FILE — nanka gnsa xpaHeHus 3anpocos Ha ceptudmkaumio X.509;
crypto:pfx/FILE — nanka gns xpaHeHus koHTeiHepoB PKCS#12;
crypto:private-key/FILE — nanka gna xpaHeHus NpuBaTHbIX KoYel;
crypto:public-key/FILE — nanka ans xpaHeHUs Ny6AnYHbIX KNoYel;
usb://usb_name:/FILE:
+ usb_name — nwms, HazHayeHHoe USB-Hocutento. Bo3MOXHO nocMoTpeTb koMaHAol show storage-
devices (cm. pasgen show storage-devices);
+ <FILE> — nyTb K chpaiiny n ero umsa Ha USB-HocuTene.
hdd://hdd_name:/PATH ( Ans WLC-15, WLC-30, WLC-3200)
+ hdd_name - nmsa HasHaueHHoe HDD\SSD-HocuTento. Bo3aMoXHO NOCMOTPeETb KOMaHaoin show
storage-devices hdd (cm. pasgen show storage-devices);
+ <PATH> — nyTb K cpaiiny Ha HDD\SSD-HocuTene.
mmc://mmc_name:/<FILE> (4na WLC-30, WLC-3200, ESR-3200)
* mmc_name — nms, HazHaueHHoe MMC-HocuTeso. BO3MOXHO NOCMOTPETL KOMaHAo0i show
storage-devices (cM. pazgen show storage-devices);
* <FILE> — nyTb K cpaiiny n ero ums Ha MMC-HocuTene.

Heo6xoauMbIii ypoBeHb NpuBUIerui

15

KomaHgHbIii pexum

ROOT
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Mpumep:

esr# delete crypto:dh/dh.key

dir
JlaHHan komaHa No3BOJISIET 0TO6PA3NTb COAEPKMMOE BHELLHNX HocuTenen nigopmaumm (USB/MMC/HDD-
HoCcUTeNeld) U NoKa/bHbIX pasfenoB MapLipyTu3aTopa.

CuHTakcuc

dir <PATH>

{ flash:critlog/FILE | flash:syslog/FILE | flash:backup/FILE | flash:data/FILE |
tmpsys:syslog/FILE | system:access-points-firmwares/[FILE] | crypto:cert/FILE |
crypto:dh/FILE | crypto:ta/FILE | crypto:crl/FILE | crypto:csr/FILE | crypto:pfx/FILE |
crypto:private-key/FILE | crypto:public-key/FILE | usb://<USB-device-name>/<PATH> |
mmc://<MMC-device-name>/<PATH> | hdd://<HDD-device-name>/<PATH> }

MapameTpbl
<PATH> — nmsa nokasbHOro pasgena nnm nyTb A0 Nanky Ha BHelWHeM HocuTene. NpuHMMaeT 3HavyeHus:

+ flash:critlog/FILE — nanka gns coxpaHeHmss coobLLeHNA aapa 3a Bce Bpemsi paboTbl yCTPOWCTBa;
+ flash:syslog/FILE — nanka ns coxpaHeHUsi 10rOB TeKyLLE ceccmm, CoxpaHaeTcs nocsie nepesarpysku;
+ flash:backup/FILE — nanka ans coxpaHeHns pe3epBHbIX KONuiA TeKyLLMX KOHurypaumii
MapLupyTM3aTopa;
+ flash:data/FILE — nanka ans ckaumBaHusa aii/ioB ¢ MapLIpyTU3aTopa;
+ tmpsys:syslog/FILE — nanka /19 coxpaHeHus /10roB TeKyLLen ceccun, He coxpaHseTcs nocne
nepesarpysku;
+ system:access-points-firmwares/[FILE] — nanka ans xpaHeHusi MO Touyek gocTyna.
+ crypto:cert/FILE — nanka gna xpaHeHusa cepTugnKaros,
+ crypto:dh/FILE — nanka gna xpaHeHus knoder udpdon-Xennmaxa,;
+ crypto:ta/FILE — nanka gnsa xpaHeHusa TA-kntouein OpenVPN;
+ crypto:crl/FILE — nanka gnsa xpaHeHus CnuckoB OTO3BaHHbIX CEPTUINKATOB YA0CTOBEPSIOLLNX LIEHTPOB;
+ crypto:csr/FILE — nanka ans xpaHeHus 3anpocos Ha cepTtudpukaumio X.509;
+ crypto:pfx/FILE — nanka gns xpaHeHust koHTeliHepoB PKCS#12;
+ crypto:private-key/FILE — nanka ans xpaHeHusi NPUBaTHbIX K/Ho4ei;
+ crypto:public-key/FILE — nanka gnsa xpaHeHus ny6/nyHbIX Klo4ei;
+ usb://usb_name:/PATH
+ usb_name - nms, HazHauyeHHOe USB-HocuTento. Bo3MOXHO NOCMOTPETb KoMaHaoin show storage-
devices usb (cm. pasgen show storage-devices);
+ <PATH> — nyTb K (haiiny Ha USB-HocuTene.
+ hdd://hdd_name:/PATH ( Ans WLC-15, WLC-30, WLC-3200)
+ hdd_name - nmsa HasHayeHHoe HDD\SSD-HocuTento. Bo3aMoXHO NocmMoTpeTb KomaHaoin show
storage-devices hdd (cm. pazgen show storage-devices)
+ <PATH> — nyTb Kk ¢pariny Ha HDD\SSD-HocuTene.
+ mmc://mmc_name:/PATH (4nst WLC-30, WLC-3200, ESR-3200)
* mmc_name — ums, HazHa4yeHHoe MMC-HocuTento. Bo3MOXHO NOCMOTPETb KOMaHA o show
storage-devices mmc (cm. pasgen show storage-devices);
+ <PATH> — nyTb K cpariny Ha MMC-HocuTene.

Heo6xoaumblii ypoBeHb NpuBUIernii
1
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# dir mmc://EF28-D074

Name Type Size

esrl000-1.4.0-build21l.uboot File 0.00 B

.Trash-1000 Directory 0.00 B
merge

[laHHas KomMaHAa CNyXuT ANna 06beMHEHNS NOKANIbHOTO U 3arpyXXaemMoro dpaiina KoHdmrypauum c
candidate-config.

CuHTakcuc

merge <SOURCE> system:candidate-config

MapameTpbl
<SOURCE> — nctouHuk, 3a0aétcq B BUAE:

- tftp://<ip>[<port>]:/<path> — agpec dpaiina Ha TFTP-cepBepe, rae:
+ <ip> - IP-agpec TFTP-cepBepa;
+ <port> — nopT, KoTopslii cnywaet TFTP-cepsep, otaensetcs ot IP-agpeca CMMBOMOM «#» WU «»;
+ <path> — oTHocuTenbHbIV NyTb K dhaniny Ha TFTP-cepsepe.
. tftp: //<|pv6>[%<|nterface>][<port>] /<path> — agpec daiina Ha TFTP-cepBepe, rae:
+ <ipv6> — |IPv6-agpec TFTP-cepBepa;
+ <interface> — ucxoaawwii cetesoli uHTepgeic ans link-local agpecos;
* <port> — nopT, KoTopblii cnywaet TFTP-cepep, otaensietcs ot IPv6-agpeca cumsoniom '# wnn "' (B
AaHHOM cnydae IPv6-afipec AonxeH 6biTh 3aK/MOUEH B KBAPATHbIE CKOOKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K dhaniny Ha TFTP-cepsepe.
- ftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
+ <ip> - IP-agpec FTP-cepBepa;
* <user> — UMs nosib3oBatensi (HacTPoOUTb UMA NOSIb30BaTe s MO YMOYaHMI0 MOXHO KOMaHAoM ip
ftp client username, onucaHHoii B ip ftp client username);
+ <password> — naposib (HaCTPOUTbL Naposb MO YMOYaHMIO MOXHO KOMaHzoi ip ftp client password,
onucaHHoi B ip ftp client password);
+ <port>— nopT, KoTopslii cnywaet TFTP-cepsep, otaensetca ot IP-agpeca CMMBOMOM «#» NN «»;
+ <path> — oTHOoCUTEeNbHbI UM abCONOTHLIN NyTb K haliny Ha FTP-cepsepe.
- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — |IPv6-agpec FTP-cepBepa;
+ <interface> — ucxogawwii cetesoli uHTepgeic ans link-local agpecos;
* <user> — UMs nosib3oBatensi (HacTPoOUTb UMA NOSIb30BaTe s M0 YMOYaHMI0 MOXHO KOMaHAoM ip
ftp client username, onucaHHoii B ip ftp client username);
+ <password> — naposib (HaCTPOUTbL Naposb MO YMOYaHMI0 MOXHO KOMaHZoli ip ftp client password,
onucaHHoi B ip ftp client username);
* <port> — nopT, KoTopblii cnywaet TFTP-cepep, otaensietcs ot IPv6-agpeca cumsoniom '# nnn "' (B
AaHHOM cnydae IPv6-afipec AonxkeH GbiTh 3aK/MOUEH B KBAPaTHbIE CKOOKM «[]»);
+ <path> — oTHOoCUTEeNbHbI UM abCONOTHLIN NyTb K haliny Ha FTP-cepsepe.
- sftp://[<user>[:<password>]@]<ip>[<port>]:/<path>
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+ <ip> — IP-agpec SFTP-cepsepa;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NO/SIb30BaTEss MO YMOYaHMI0 MOXHO KOMaHAoM ip
sftp client username, onucanHoli B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposb N0 YMOIYAHMID MOXHO KOMaHZoi ip sftp client
password, onucaHHoli B ip sftp client password);
+ <port> — nopT, KoTopbIin cnywaeT SFTP-cepBep, otaensetcs ot IP-agpeca cMMBONOM «#» UNN «:»;
+ <path> — oTHocuTenbHbIA NyTb K dpaiiny Ha SFTP-cepsepe.
- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — IPv6-agpec SFTP-cepBepa;
* <interface> — ncxogsawwii cetesoli nHTepgeic ans link-local agpecos;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BaTEsS MO YMOYaHMI0 MOXHO KOMaHAoM ip
sftp client username, onucanHoli B ip sftp client username);
+ <password> — naposib (HaCTPOUTb Naposib MO YMOIYAHMIO MOXHO KOMaHZoi ip sftp client
password, onucaHHoli B ip sftp client password);
* <port> — nopT, KoTopblii cnywaet SFTP-cepep, otaensietcs ot IPv6-agpeca cumosiom '# nnn "' (B
AaHHOM cnydae IPv6-afipec AomkeH 6biTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);
+ <path> — oTHocuTenbHbI NyTb K dpariny Ha SFTP-cepsepe.
- scp://[<user>:<password>@]<ip>[<port>]:/<path>
+ <ip> — IP-agpec cepBepa;
* <user> — UMsi Nosib3oBatensi (HaCTPoOUTb UMA NO/SIb30BaTEss MO YMOYaHMI0 MOXHO KOMaHAoM ip
ssh client username, onucaHHoi B ip ssh client username);
+ <password> — naposib (HaCTPOUTbL Naposib MO YMOMYaHMI0 MOXHO KOMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
+ <port> — nopT, KkoTopbIin cnywaeTt TFTP-cepBep, otaensetcs ot IP-agpeca cMMBONOM «#» UNN «:»;
+ <path> — oTHOCUTENbHbIV UM aBCOMOTHBIN NYTb K haliny Ha cepBepe.
- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>
+ <ipv6> — |IPv6-agpec cepsepa;
* <interface> — ucxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
* <user> — UMs Nosib3oBatensi (HaCTPoOUTb UMA NOSIb30BATEsS MO YMOYaHMI0 MOXHO KOMaHAoM ip
ssh client username, onucaHnHoii B ip ssh client username);
+ <password> — naposib (HaCTPOUTbL Naposib MO YMOMYaHMI0 MOXHO KOMaHAol ip ssh client
password, onucaHHoli B ip ssh client password);
* <port> — nopT, KoTopblii cnywaet TFTP-cepep, otaensietcs ot IPv6-agpeca cumsosniom '# nnn "' (B
AaHHOM cnydae IPv6-aipec AonkeH 6biTh 3aK/MOYEH B KBAPaTHbIE CKOOKM «[]»);
+ <path> — oTHOCUTENbHbIV UM aGCOMOTHLIN NYTb K haliny Ha cepBepe.
- http://<ip>[<port>]:/<path> - agpec gaiina Ha HTTP-cepBepe, rae:
+ <ip> — IP-agpec HTTP-cepBepa;
+ <port> — nopr, Ha KoTopom 3anyweH HTTP-cepsep, otaensetca ot IP-agpeca CMMBOIOM «#» UN
«»;
+ <path> — oTHocuTenbHbIM NyTb K dhany Ha HTTP-cepsepe.
* http: //<|pv6>[%<|nterface>][<port>] /<path> — agpec paina Ha HTTP-cepsepe, rae:
+ <ipv6> — IPv6-agpec HTTP-cepBepa;
+ <interface> — ncxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuleH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '#' nnm
"' (B maHHom cniyyae IPv6-aapec Ao/mkeH ObiTb 3aK/TH0UeH B KBaApaTHbIe CKOGKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K dhainy Ha TFTP-cepsepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ip>[<port>]:/<path> — agpec
dhanna Ha HTTPS-cepBepe, rae:
+ <CA-FILE> — ums chaitna ceptucmkara yaoCTOBEPSIOLLErO cepBepa B COOTBETCTBYHOLLEM pasgene
namaT MapLupyTusaTopa;
+ <SC-FILE> — um# dparina ny6nmyHoro ceptudmkara cepBepa B COOTBETCTBYHOLLEM pasgene
namaTy MapLupyTusaTopa;
+ <SK-FILE> — ums chalina npuBaTHOro K/toya cepBepa B COOTBETCTBYIOLLIEM pa3gese naMaTu
MapLIpyTM3aTopa;
+ <ip> — IP-agpec HTTP-cepBepa;
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+ <port> — nopT, Ha KoTopom 3anywieH HTTPS-cepep, otaensietcs ot IP-agpeca CUMBOMOM «#» nUnu
«»,;
+ <path> — oTHocuTenbHbI NyTb K dhany Ha HTTP-cepsepe.
« https://[ca/<CA-FILE>][:server-crt/<SC-FILE>][:server-key/<SK-FILE>]@<ipv6>[%<interface>][<port>]:/
<path> — agpec painna Ha HTTPS-cepsepe, rae:
+ <CA-FILE> — nm# chaitna ceptudmkara yaoCTOBEPSIOLLEIO cepBepa B COOTBETCTBYHOLLEM pasgene
namaTy MapLupyTusaTopa;
+ <SC-FILE> — um# dpaiina ny6nmyHoro ceptudimkara cepBepa B COOTBETCTBYHLLEM pasgene
namaT MapLupyTusaTopa;
+ <SK-FILE> — ums chalina npuBaTHOro K/to4a cepBepa B COOTBETCTBYIOLLIEM pa3gese namaTu
MapLIpyTM3aTopa;
+ <ipv6> — IPv6-agpec HTTPS-cepBepa;
+ <interface> — ncxogsawwmii cetesoli uHTepgeic ans link-local agpecos;
+ <port> — nopT, Ha KoTopom 3anyuleH HTTP-cepBep, otaensietcs ot IPv6-agpeca cumBoiom '#' nnm
"' (B maHHoMm cniyyae IPv6-aapec Ao/mKeH ObiTb 3aK/TH0UeH B KBaApaTHbIE CKOGKM «[]»);
+ <path> — oTHocuTenbHbIV NyTb K dhainy Ha TFTP-cepsepe.
+ flash:data/FILE — nanka gns ckaumBaHus oaiifioB ¢ MapLupyTm3aropa.

Heob6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
ROOT
Mpumep

esr# merge tftp://10.100.100.1/esr.cfg system:candidate-config

path

[laHHOoI KomaHAol onpeaenstoTca NPOTOKO/, aipec CepBepa, a TakkKe pacrnosiokeHne u npedukc MMeHun
dhalina Ha cepsepe. Mpun BbINONHEHNN pe3epBUPOBaHUSA K Npedrkcy umeHn dalina nobaBnsercs Tekyllee
Bpems n gara B popmare rNMrrmman_d44MmcCc.

Micnonb3oBaHue oTpuuaTesisHoi hopMbl KOMaHbl (NO) yAaNseT YyCTaHOB/IEHHOE 3HAYEHME.

CuHTakcuc
path <PATH>
no path

MapameTpbl

<PATH> - chopmat nyTu A0 Nanku Ha yaaneHHoM cepeepe no npotokonam tftp/ftp/sftp/scp B ogHom 13
cnepyoLmnx opmMaToB:

- tftp://<ip>[<port>]:/<path> — agpec gpaiina Ha TFTP-cepBepe, rae:
+ <ip> - IP-agpec TFTP-cepBepa;
+ <port> — nopT, KoTopslii cnywaet TFTP-cepsep, otaensetca ot IP-agpeca cMMBONOM «#» NN «»;
+ <path> — oTHocuTenbHbIV NyTb K dhaniny Ha TFTP-cepsepe.
- tftp://<ipv6>[%<interface>][<port>]:/<path> — agpec chaiina Ha TFTP-cepBepe, rae:
+ <ipv6> — |IPv6-agpec TFTP-cepBepa;
+ <interface> — ucxoaawwii cetesoli uHTepgeic ans link-local agpecos;
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<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumosniom '# nnn ' (B
AaHHOM crnydae IPv6-aipec AomKeH GbiTh 3aK/MOYEH B KBAPATHbIE CKOOKM «[]»);
<path> — oTHocuTenbHbIN NyThb K dhainy Ha TFTP-cepBepe.

. ftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

+ <ip> — IP-agpec FTP-cepBepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NO/Ib30BATEss MO YMOUYAHMI0 MOXHO KOMaHAoM ip
ftp client username, onucaHHoii B ip ftp client username);

<password> — napo/sib (HaCTPOUTb Naposb MO YMOIYaHMI0 MOXHO KOMaHZoW ip ftp client password,
onucaHHoli B ip ftp client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOIOM «#» NN «:»,
<path> — oTHOCUTENbHbIN NN abCoNtoTHLIN NyTb K doainy Ha FTP-cepsepe.

- ftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec FTP-cepBepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPoOUTb UMA NOSIb30BATEss MO YMOTYAHMI0 MOXHO KOMaHZAoM ip
ftp client username, onucaHHoii B ip ftp client username);

<password> — napo/sib (HaCTPOUTb Naposb MO YMOIYaHMI0 MOXHO KOMaHZoW ip ftp client password,
onucaHHoi B ip ftp client username);

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumoniom '# nnn ' (B
AaHHOM cnydae IPv6-afipec AomkeH 6biTh 3aK/MOYEH B KBaPaTHbIE CKOOKM «[]»);

<path> — oTHOCHUTeNbHbIN NN abCoNtoTHLIA NyTb K Goainy Ha FTP-cepsepe.

- sftp: //[<user>[ <password>]@]<ip>[<port>]:/<path>

+ <ip> — IP-agpec SFTP-cepsepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NOSIb30BATEss MO YMOTYAHMI0 MOXHO KOMaHZAoM ip
sftp client username, onucanHoli B ip sftp client username);

<password> — napo/sib (HaCTPOUTb Naposb N0 YMOIYAHMIO MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnywaeT SFTP-cepep, otaensietcs oT IP-agpeca CMMBOIOM «#» AN «:»,
<path> — oTHocuTenbHbIN NyThb K dhainy Ha SFTP-cepsepe.

- sftp://[<user>[:<password>]@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec SFTP-cepsepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NO/SIb30BATEss MO YMOYAHMI0 MOXHO KOMaHAoM ip
sftp client username, onucanHoli B ip sftp client username);

<password> — napo/sib (HaCTPOUTb Naposib MO YMOIYAHMID MOXHO KOMaHZoW ip sftp client
password, onucaHHoli B ip sftp client password);

<port> — nopT, KoTopblii cnywaet SFTP-cepBep, otaensietcs ot IPv6-agpeca cumosiom '# nnn ' (B
AaHHOM crnydae IPv6-aipec AonKeH 6biTh 3aK/MOYEH B KBAPaTHbIE CKOOKM «[]»);

<path> — oTHocuTenbHbIN NyThb K dhainy Ha SFTP-cepBepe.

- scp://[<user>:<password>@]<ip>[<port>]:/<path>

<ip> — IP-agpec cepBepa;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NOSIb30BATEss MO YMOTYAHMI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHnHoii B ip ssh client username);

<password> — naposib (HaCTPOUTb Naposib NO YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnywaeT TFTP-cepBep, otaensietcs oT IP-agpeca CMMBOMIOM «#» NN «:»,
<path> — oTHOCUTENbHbIN NN abCoNTHLIN NYTb K dainy Ha cepsepe.

- scp://[<user>:<password>@]<ipv6>[%<interface>][<port>]:/<path>

<ipv6> — IPv6-agpec cepsepa;

<interface> — ncxogsawmii ceteBoi nHtepdelic ans link-local agpecos;

<user> — UMsi Nosib3oBatesnsi (HaCTPOUTb UMA NO/Ib30BATEss MO YMOYaHMI0 MOXHO KOMaHZAoM ip
ssh client username, onucaHHoi B ip ssh client username);

<password> — naposib (HaCTPOUTb Naposib N0 YMOYAHMIO MOXHO KOMaHZoi ip ssh client
password, onucaHHoli B ip ssh client password);

<port> — nopT, KoTopblii cnywaet TFTP-cepBep, otaensietcs ot IPv6-agpeca cumosniom '# nnn ' (B
AaHHOM cnydae IPv6-aipec AomkeH 6biTh 3aK/MOUEH B KBAPaTHbIE CKOOKM «[]»);
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+ <path> — oTHOCUTENbHbIV UM aGCOMIOTHLIN NYTb K haliny Ha cepBepe.

Heo6xoauMbIii ypoBeHb NpuBUIerui
15

KomaHgHbIii pexum
CONFIG-ARCHIVE

Mpumep:

esr(config-archive)# path tftp://10.10.10.1:/esr-1000/config

restore

[JlaHHas koMaHza No3BOJISIET OTMEHUTb NPUMEHEHHY, HO HEMOATBEPXKAEHHYH KOHDUrypaLuio 1 BEPHYTLCS K

nocnegHern noaTeepXxaeHHoN. KomaHga NnpyMeHseTcst KO BCel KoHpurypaumm yctpoinctea. OTMeHa
N3MEHEeHNI I MOXET ObITb BbINOIHEHA TOMbKO A0 BBOAA KOMaHAbl confirm. Mpu BbINO/IHEHUN KOMaHAbI restore

MPOUCXOAUT NOTEPS HEMOATBEPXKAEHHOW KOH(MrypaLumm.

CuHTakcuc

restore

MapameTpbl

KomaHga He cogepXuT napameTpoB.

Heo6xoaumblii ypoBeHb NpuBUiernii
10

KomaHZAHbIi pexum
ROOT

Mpumep:

esr# restore

OcyulecTBneH BO3BpaT K nocriefHen NoATBePXAEHHOM KOHUrypauumn.

rollback

[aHHaa KomaHaa no3BonsieT M3MeHUTb cogepxxmmoe candidate-config.

KomaHga npuMeHSsIETCS KO BCel KOHUrypawmm ycTponcTsa.

CuHTaKkcuc
rollback [to-backup <FILENAME>]
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MapameTpbl
<FILENAME> — nms cpaiina paHee coxpaHeHHo koHdurypaummn n3 pasgena flash:backup/ mapiupytumsatopa.

3HayeHue No ymosiMaHuio

Be3 ucnonb3oBaHus knoya "to-backup” B candidate-config konmpyetcs Tekyuwias "running-config”.

Heo6xoaumblii ypoBeHb NpuBUIernii
10

KomaHaHbIi pexum
ROOT

Mpumep:
esr# rollback

Mpov3BeaeHa OTMeHa BCEX HEMPUMEHEHHbIX U3MEHEHWI B KOHQUIypaLyn.

save

Komanga cnyxumt ans coxpaHennss CANDIDATE-koHurypaumm B NOCTOSAHHYIO NaMsiTb YCTPOWCTBA.

CuHTakcuc

save

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10

KomMaHAHbIV peXxum
ROOT

Mpumep:
esr# save

CoxpaHeHue Tekyulein koHgurypauumm Ha Flash-namsaTs ycTpoiicTsa.

show bootvar

JaHHaa komaHga cnyxumTt ansa npocMoTpa nHgopmMaumm 06 obpasax nporpaMMHOro oéecneyeHus,
3arpy>eHHbIX Ha YCTPOMCTBO.
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CuHTakcuc

show bootvar

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
1

KomaHaHbIi pexum
ROOT

Mpumep:

esr# show bootvar

Image Version Date Status After reboot
1 1.24.0 build 1[5cd22b8] 2024-08-01 18:00:47 Not Active
2 1.24.0 build 1[5cd22b8] 2024-08-01 18:00:47 Active *

show boot-licence

[laHHas KomMaHAa CNyXuT A8 NPOCMoTpa UHdopMaummn 06 akTUBHO NULEH3UN YCTPOACTBA NPUMEHSIEMbIX Ha
aTane 3arpy3ku BTOPUYHOIO 3arpysymnka.

CuHTakcuc

show boot-Tlicence

MapameTpbl

KomaHga He coaepXuT napameTpoB.

Heo6xoauMbIii ypoBeHb NpuBUerui
5

KomMaHAHbIV peXxum
ROOT
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Mpumep:

esr# show boot-licence
Licence 1information

Name: Eltex

Version: 1.0

Type: ESR-1000

S/N: NP01000530

MAC: A8:F9:4B:AA:44:BB
Features:

KSS - Kaspersky Security System

show candidate-config

[laHHOV KOMaH/10¥i OCYLLIECTBNSIETCS NPOCMOTP KOHAUIypaLum yCTPOCTBa, KoTopast GyaeT ycTaHOB/eHa
rnocsie NpuMeHeHust HacTpoek (komaHaa commit).

CuHTakcuc
show candidate-config [ full ] [ <SECTION> ]

MapameTpbl

full — kntou gna oTobpaxeHns B KOHUIYpaLUN 3HAYEHWI BCEX NApaMEeTPOB, B TOM YMC/IE€ N HEHACTPOEHHbIX.

<SECTION> — pasgen koHgurypaLmu:

aaa — HacTpoiika napameTpoB ayTeHTUMKALMKW, aBTOPU3ALUN U YUET],
access-list — KoHhurypayuma cnnuckos focTyna;
bridges — KoHtburypauus cetTeBbiX MOCTOB;
+ [ <NUM>] - Homep ceTeBoro mocTa.
channel-group — kOHUrypaums rpynmnbl arperayumn KaHasos;
clock — koHhurypauma cuctemMHblx YacoB MapLupytmsatopa u NTP-npoTokona;
dhcp - koHurypaums DHCP-cepBepa, kiveHTa 1 Relay-areHTa;
domain — koHdurypaums domain lookup;
content-provider — KOHhMrypaumnsa NCTouHKa 06HOB/IEHUI NPaBU PacnpoCcTpaHsaemMbIX No
KOMMePYEeCKOn NNLEH3NK;
dual-homing — koHdourypaums cepsuca Dual Homing';
extended — pacluMpeHHbIn BbIBOA KOHUrypauuuy;
failovers — koH(hurypaums pesepBnpoBaHus;
hostname - ceTeBoe UMs MapLpyTU3aTopa;
interfaces [<IF>] — KoHdUrypauus nHTepdeincos:
+ <IF> - HaumeHoOBaHne nHTepgelica, 3agaéTca B BUAE, ONUCaAHHOM B pasgene Tursl 1 nopsigok
MMEHOBaHWs UHTephencoB MapLupyT13aTopa.
ip-address — koHhurypauus IP-nHtTepdelicos;
ipv6 [<SUBSECTION>] — koHcpurypauus IPv6:
+ address — koHurypaums IPv6-nHTepdencos;
+ dhcp [<SUBSECTION>] — koHurypaums IPvé DHCP-cepBrcOB:
+ client — koHpurypauyms IPvé DHCP-cepBepa;
* relay — koHcpurypauyus IPv6 DHCP Relay-areHTa;
+ server — KoHthurypaums IPve DHCP-knneHTa.
« routing [<SUBSECTION>] — koHdpurypauus IPve-mapLupyTusaLmm:
+ bfd - koHpurypauymsa npotokona IPvé BFD;
* bgp — koHdurypaums npotokona IPvé BGP;
+ ospf — koHGmurypaums npotokona OSPFv3;
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+ prefix-lists — koHdurypaums IPvé npedmkc-nmcTos;
* rip — koHhurypaums npotokona RIP;
+ static — KOHUrypaums ctaTmyeckmx MapLupyToB.
* vrrp — KoHdpurypaumsa IPvé VRRP-npoTtokona.
« dialplan — koHdUrypaums nnaHa Hymepauumu;
* lldp — koHurypaums npotokona LLDP;
+ mac-address-table — koHgurypauus Tabnuusl MAC-agpecos’;
* mailservers — KOH(pMrypaums Nno4YToBbIX CEPBEPOB U JOMEHOB;
* mdns — doyHkLMoHasia mMDNS;
* mirroring — KOHUrypauus 3epKaupoBaHns’;
« mpls — KoHGUrypauus npoTokonos TexHonornun MPLS;
« mdns — KoHpurypaumsa dpyHkumoHana mDNS;
* multiwan — kOHhurypaumsa cepsuca pesepsupoBaHuns n 6anaHcuposkm WAN-nHTepdeincos;
* nat [<SUBSECTION>] — koHdburypauus cepsuca NAT:
+ source — KoHpurypauus cepsuca Source NAT,;
+ destination — koHhurypaums cepuca Destination NAT;
+ alg — koHdurypauusa anroputma NAT.
+ netflow — koHgurypauums Netflow-npoTtokona;
- object-groups [ <TYPE> [ <NAME> ] | — koHdpurypaums npodouneii;
+ <TYPE> — T1n npocunns, NpuHUMaeT 3HaYEHNS:
- content-filter;
« email;
* network;
+ address-port;
+ application;
* mac;
* service;
« url.
+ <NAME> - nms npocmna 3agaHHoro tuna.
« port-security — koHdburypauus Port Security’;
* qos — KoHpurypaums QosS;
+ remote-access [<SUBSECTION>] — koHdurypauus npodpuneit L2TP over IPsec n PPTP-cepBepos;
* 12tp — koHpurypaums npodpunein L2TP over IPsec-cepBepos;
* pptp — KoHurypauus npocuneii PPTP-cepsepos;
* openvpn — KoHurypauns npodpuneii OpenVPN-cepsepoB.
+ remote-client — koHgUrypaums yaaneHHoro goctyna (SSH, Telnet, etc.);
* rmon — KoHpurypauma RMON;
+ routing [<SUBSECTION>] — KoHthurypauus MapLupyTU3aLmm:
+ bfd — koHpurypaumsa npotokona BFD;
*+ bgp — koH(purypauumsa npotokona BGP;
* isis — koHGurypaums npoTtokona IS-IS;
+ key-chains — koHurypaums knwyen ayteHTMdnKaumm;
+ ospf — koHdpurypauus npotokona OSPF;
« prefix-list — koHGUrypaumsa npedmKc-NncToB;
* rip — KoHurypauus nportokona RIP;
* route-maps — KOHUrypauusi MapLUpyTHbIX KapT:
* [<RM-NAME> ] — umsa mMapLupyTHOIi KapTbl.
+ static — KOHMrypaums ctatmyecknx mapLipyToB.
« security [<SUBSECTION>] — koHdpurypauus cepsucos IPsec VPN u Firewall:
+ ike — koHpurypaums IKE;
* ipsec — KoHchurypaums IPsec;
*+ zone — KoHurypaums 30H Firewall;
* Zone-pair — KoHdourypauus nepexooB mexay 3oHamu Firewall.
* sip — KoHQmrypauus nportokona SIP;
« profile — koHdurypaums SIP-npochunei;
+ service — koHGurypauus SIP.
« sflow — koHmrypaums sFlow-npotokona;
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snmp — koHdurypaums SNMP-cepsepa;
spanning-tree — KOHpUrypaums NpOTOKO/I0B ceMelicTBa Spanning Tree;
sla — koHdurypauus cepsuca IP SLA;
system — KOHpMrypaumsa o6LecncTeMHbIX NnapamMeTpos;
syslog — koHdurypauums cepsuca Syslog;
tracks — koHGurypauus Tracking-o6beKTOB.
tunnels [<TYPE> [<NUM> ] ] — koHcburypauus TyHHeneii:
* <TYPE> — Tvin TyHHens, NpyHNMaeT 3Ha4YeHns:
+ gre — KoHgwurypaunst GRE-TyHHeneis;
* ip4ip4 — koHdurypaums IPv4 over IPv4-TyHHenei;
* |12tp — koHurypaums L2TP-TyHHene;
* 12tpv3 — koHurypaums L2TPv3-TyHHenei;
* It — KOHoUrypauusa nornyecknx TyHHenerw;
- softgre — koHurypaums SoftGRE-TyHHeneli';
+ vti — KoHurypauus VTI-TyHHenel;
* pptp — KoHpurypauusa PPTP-kiMeHTOB;
* pppoe — KoHurypauma PPPOE-kneHTOB;
* 12tp — KoHpurypauns L2TP-k1MeHTos;
+ openvpn — KoHurypaums OpenVPN-kMeHToB.
* <NUM> — HOMep TyHHens AaHHOro Tuna B KOHUrypauumn mapLupytumsaropa.
vlans — koHpurypaumsa VLAN,;
voice — KOHuUrypaums rofiocoBbIX CEPBUCOB;
vrf — koHcburypauwms VRF;
vrrp — kKoHdurypaumsa VRRP-npotokona;
without-wlc-ap — BbIBoA Bceli KOHhUrypaumm 6e3 oTobpaxeHns nHAMBUAYyabHbIX npodunei T4 (ap
<hh:hh:hh:hh:hh:hh>);
wlc — koHdurypaums WLC:
+ without-wlc-ap - koHdurypaums WLC 6e3 oTobpaxkeHns nHaneuayanbHbix npocunein T4 (ap
<hh:hh:hh:hh:hh:hh>).
wireless-controller — koHgurypauns napametpos Wi-Fi KoHTponnepa;
zabbix — koHburypauusa Zabbix-areHTa.

B Tekywieli Bepcun MO gaHHble yHKUUN NOAAEPXMBAOTCA TO/IbKO HA MapLupyTmu3aTopax ESR-1000.

Heob6xoauMbIii ypoBeHb NpuBUerui

10

KomaHZHbIi pexum

ROOT
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Mpumep:

esr# show candidate-config

ntp enable

ntp broadcast-client enable

syslog max-files 3

syslog file-size 512

syslog file default -info

vlan 2

exit

security zone trusted

exit

security zone untrusted

exit

object-group service telnet
port-range 23

exit

object-group service ssh
port-range 22

exit

object-group
port-range 67

service dhcp_server

WLC-Series. CnpaBo4yHMK komaHA CLI. Bepcua 1.30.4

exit More? Enter - next line; Space - next page; Q - quit; R - show the rest.

show configuration changes

[aHHoI KomMaHAO0l OCYLLECTBASAETCA MPOCMOTP pasnnyuii Mexay koHdurypaumoHHbIMn hainamm.

CuHTakcuc

show configuration changes [<CONFIG> < CONFIG>]

MapameTpbl

<CONFIG> — KoHUrypaumoHHbIi thaiin gnas cpaBHeHMs. MoryT npyHMMaThb 3HavYeHUs:

+ candidate-config;
* running-config;

+ factory-config;

+ default-config;

« flash:backup/FILE.

3HayeHue No ymosiMaHuio

Be3 ykasaHus <CONFIG> oTo6paxaeTcs pasHuua mexay running-config n candidate-config.

Heo6xoauMbIii ypoBeHb NpuBUIerui

10

KomMaHAHbIV peXxum
ROOT
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Mpumep:

esr(config-)# show configuration changes
+ dnterface gigabitethernet 1/0/1.100

+ ip firewall disable

+ ip address 10.54.22.1/24

+ exit

show crypto certificates

[JaHHasi KomaHa BbIBOAWUT MHGIOPMALMIO O KOJTMYECTBE CEPTUCMKATOB.

CuHTakcuc

show crypto certificates [ <CERTIFICATE-TYPE> [ <FILE> ] ]

MapameTpbl
<CERTIFICATE-TYPE> — Tun ceptudpnkara uam kn4a, MoXeT NPUHUMaTh criefylolmne 3Ha4eHus:

+ cert — X.509 cepTugoukarsi,

+ dh — kmou Andpdomn-Xennmaxa;

* private-key — npmBarHble K104y,

*+ public-key — ny6nunyHble knouw;

* ta - HMAC-knovy;

+ crl — oTo3BaHHbIE CepTUdMKATbI;

* CSr — 3anpocbl Ha cepTudpmkauuio X.509;
+ pfx — PKSC12-koHTeiiHep.

Heo6xoaumblii ypoBeHb NpuBUIernii
15

KoMaHAHbIV pexum
ROOT

Mpumep:

esr# show crypto certificates
Type Total

cert 3
dh 1
private-key 2
public-key 1
ta 1
crl 1

show licence

[JaHHasi KomaHga CryXuT A1si TPocMoTpa MHhopMaLyn 06 akTVBHOM TMLIEH3WMN YCTPOIACTBA.
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CuHTakcuc

show licence

MapameTpbl

KomaHga He coaepXuT napameTpos.

Heo6xoaumblii ypoBeHb NpuBUiernii
5

KomaHaHbIi pexum
ROOT

Mpumep:

wlc# show licence

Feature Source
Valid from Expiries

BRAS Pl
géAS h File
e N Fite

e N Fite
&LC—AP N File

WLC-AP File

show running-config

Active

Candidate

Active

Candidate

Active

Candidate
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true

true

true

true

100

100

[laHHas KomMaHAa CAyXuT A9 NPOCMOTPa TekyLeld KoHurypauum ycTpoicTea.

CuHTakcuc
show running-config [<SECTION>] [ full ]

MapameTpbl

<SECTION> - pasaen koHdurypaumm, onucaHme npmeaeHo B pasgene show candidate-config.

full — knou ANs OTOBPAXEHNSA B KOHAUIYpaLMM 3HAYEHUIT BCEX NAPaMETPOB, B TOM YMC/Ie 1 HEHACTPOEHHbIX.

Heo6xoauMbIii ypoBeHb NpuBUIerui
10
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KomaHaHbIi pexum
ROOT

Mpumep:

esr# show running-config syslog
syslog max-files 3

syslog file-size 512

syslog file default info
syslog console info

show storage-devices

[JlaHHOli KOMaHAOo BbIBOANTCA MHDOPMALMSi O NOAK/THYEHHbIX BHELWHUX HocuTensix (USB/MMC-kapThbl
namsaTm).

CuHTakcuc

show storage-devices { usb | mmc | hdd [ smart ] }

MapameTpbl

usb — USB-Hakonutenb nHdopmauuny;
mmc — SD/MMC-kapTta namaTy;

hdd — HDD-xecTkuin auck,;

smart — BbIBOJ, TEXHNYECKOr0 COCTOSAHMA XXECTKOro Ancka.

Heo6xoauMbIii ypoBeHb NpuBUIerui
1

KomMaHAHbIV peXxum
ROOT
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Mpumepsbl:

esr# show storage-devices mmc
Name Total, MB Used, MB Free, MB

EF28-D074 99.79 72.64 27.15

wlc# show storage-devices hdd smart

HDD 1
ID Name Value Worst Threshold Raw Flags
Type Status Status Decrypted
in the
past
1 raw-read-error-rate 200 200 51 0 47
Prefail Good Good --
3 spin-up-time 152 146 21 1400 39
Prefail Good Good 1.4 s
4 start-stop-count 86 86 0 14732 50
Old-age Good Good -
5 reallocated-sector-count 200 200 140 0 51
Prefail Good Good 0 sectors
7 seek-error-rate 200 200 0 0 46
Old-age Good Good -
9 power-on-hours 61 61 0 28886 50
Old-age Good Good 3.3 years
10 spin-retry-count 100 100 0 0 50
Old-age Good Good -
11 calibration-retry-count 100 100 0 0 50
Old-age Good Good -
12 power-cycle-count 100 100 0 198 50
Old-age Good Good -
191 g-sense-error-rate 94 94 0 6 50
Old-age Good Good -
192 power-off-retract-count 200 200 0 163 50
Old-age Good Good -
193 load-cycle-count 192 192 0 26873 50
Old-age Good Good -
194 temperature-celsius-2 109 102 0 34 34
Old-age Good Good 34.0 C
196 reallocated-event-count 200 200 0 0 50
Old-age Good Good -
197 current-pending-sector 200 200 0 0 50
Old-age Good Good 0 sectors
198 offline-uncorrectable 100 253 0 0 48
Old-age Good Good 0 sectors
199 udma-crc-error-count 200 200 0 0 50
Old-age Good Good -
200 multi-zone-error-rate 100 253 0 0 8
Old-age Good Good -
Bad sectors: 0

Overall status: good

