KoHTponnepbl 6ecnpoBoaHoro acoctyna WLC-15, WLC-30 ’
TexHUueckoe onucaHue .~¥€ LTe X

— Konunuecrso obcnyxnsaembix Touek gocryna:'
50 gna WLC-15 mn 150 gna WLC-30

— MOHUTOpPUHT TOYEK JocTyna

— AsTopmsauua nonb3osateneit WPA/WPA2/WPA3 Enterprise,
WPA/WPA2/WPAS3 Personal

WLC-15, WLC-30 — 3TO KOHTpO//1ePbl KOPNOPATUBHOIO YPOBHA ANA
Manoro u cpepHero 6usHeca. KoHTponnepbl NO3BOAAOT CTPOUTb
pacnpegeneHHble 6ecnpoBoAHbIe CETU C UCMOIb30BAHNEM PA3TUYHbIX
CLieHapueB NPoxoXKaeHna TpaduKa Ha yposHe L2/L3. WLC-15
[na obecneyeHunsa 6e3onacHOCTM ceTel nogaepKaHbl GyHKLMUU MeXK-
ceTeBOro akpaHuposaHua. Mpu nomowm KoHTponnepos WLC moxKHO
€034aBaTb pa3/IMYHble CLEeHapuUn aBTopu3aLmMn Nnosb3oBaTenen ana
KOPNOpPaTMBHbIX W MyB/AMYHbIX (rocTeBbix) ceTei. TakKe [OCTYMHbI
CLUEHapun MHTerpaumm c KoprnopaTusHbiMmu cepsrcamu (LDAP, RADIUS
WT. A.) 3aKa3umKa.

BcTpoeHHbI moaynb AirTune no3sonseT ynpasaaTb paguonapameT-
pamu To4eK AOCTyna M MOACTPaMBaTbCA NOA TEKYLLYIO Cpeay, a TakKe
ocyLLecTBAATb 6aNaHCUPOBKY KAMEHTOB. Haunydlwme ycnosua nepe- WLC-30
KNHOYEHUA KAMEHTOB MEXAY TOYKaMK AOCTyna gocturatotca bnaroaa-

pa noaaepKe becwosHoro poymuHra (802.11r/k/v).

.

TexHUueckue xapaKTeEPUCTUKHU

WLC-15 WLC-30

Ethernet 10/100/1000BASE-T (LAN/WAN) 4 4
Ethernet 1000BASE-X SFP 2 -
10GBASE-R SFP+/1000BASE-X (LAN/WAN) = 2
1000BASE-X/10GBASE-R/25GBASE-R (LAN/WAN) - -
Console (RJ-45) 1 1
00B - -
USB 3.0 = 1
USB 2.0 1 1
Pasbem gna ycraHosku HDD 1 1
Cnot gna microSD-KapTbl - 1

Konuuectso CPU no ponam

Ynpasnatowmin CPU 0
BanaHcupytowmin CPU 1 -
Cepsuc CPU 2=3) 1-3
bridge — 50 bridge — 250
NHTepdeiichl sub — 64 sub —1024
QinQ - 64 QinQ—1024

interfaces port policies — 8

LLDP network policies — 64

KommyTtauma no metkam

LDP neighbors — 128 LDP neighbors — 1024
MPLS pseudowires — 128 pseudowires — 1024

pseudowire classes — 64 pseudowire classes — 64

Ethernet over MPLS — 64 Ethernet over MPLS — 256

1 [locTynHO paclmpeHme Yncna Todek 4ocTyna no anuersmum: WLC-15 — go 100 T4, WLC-30 — go 500 TA.
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TexHUUeCKUe XxapaKTepUCTUKU (MPOAONKEHHUE)

WLC-15

CUCTeMHbIe XapaKTepPUCTUKKU

Konnuectso Touek gocrtyna’ 50 150
MaKcuMmanbHoe KoIMYecTBO 06C/yKUBAEMbIX K/IMEHTOB 2000 5000
CraTnyeckme mapLipyTbl 1K 11K
KonnyectBo KOHKYPEHTHbIX ceccui 4K 256K
Nopaepxka VLAN 00 4K aktmBHbIx VLAN B cootBeTcTBUM € 802.1Q
Tabnnua MAC-agpecos 2K 3anuceit Ha 6puax

Pasmep 6a3bl FIB 1M 1,4M
VRF 32

Object-groups

instances — 500
Object-group network ip prefixes in group — 1024
ip ranges in group — 1024
instances — 500
address:port in group — 64
instances — 500
port ranges in group — 64
instances — 50
apps in group — 128
instances — 64
categories per vendor — 500
instances — 31
Object-group URL plain URL in group — 128
regex URL in group — 128
instances — 500
macs in group — 64

Object-group address:port
Object-group service
Object-group application

Object-group content filter

Object-group MAC

Mapuwpytusauma

instances — 64

networks in instance — 128
neighbors — 1k

RIB—-5M

instance, neighbors in interface — 64
summaries in instance — 128

areas — 256

networks in area — 64

virtual links — 1024

RIB — 500k

instances, circuits — 64
RIB — 500k

neighbors — 16
summaries — 8
networks — 128

RIB — 10k

BGP

OSPFv3

IS-IS

RIP(ng)

1 [locTynHO paclmpeHme Yncna Todek 4ocTyna no anuersmum: WLC-15 — go 100 T4, WLC-30 — go 500 TA.
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TexHUueckue xapaKTepUCTUKHK (MPOAONKEHUE)

WLC-15

KauectBo ob6cnyxunsaHua QoS

class-maps — 50 class-maps — 256
OrpaHuyeHuna QoS policy-maps — 24 policy-maps — 256

classes in policy-map — 76 classes in policy-map — 768

IPIP—10 IPIP — 250

GRE - 10 GRE - 250

Ethernet over GRE — 10 Ethernet over GRE — 250

GRE SUB - 10 GRE SUB — 250
Konnyectso VPN-TyHHenewn SoftGRE — 100 SoftGRE — 600

SoftGRE SUB — 250 SoftGRE SUB — 1500

L2TPv3 - 10 L2TPv3 — 250

LT—-128 LT—-128

IPsec VTI -10 IPsec VTl — 250
Konuuectso IPsec VPN-TyHHenew 64 64

YpaneHHbI goctyn

L2TP concurrent connections — 10

PPTP concurrent connections — 10

OpenVPN concurrent connections — 10
OpenVPN remote addresses per connection — 8

Remote Access

instance — 16

peers per instance 16

local addresses — 1

addresses per peer (address-range & obj-group) — 10k

WireGuard tunnel, RA

ruleset — 20 ruleset — 100
Source NAT rules in ruleset — 100 rules in ruleset — 100
pool — 20 pool — 100
ruleset — 20 ruleset — 100
Destination NAT rules in ruleset — 20 rules in ruleset — 100
pool — 20 pool — 100
pools — 20 pools — 100
DHCP Server pool size — 10k pool size — 10k
static address in pool — 128 static address in pool — 128
ACL instances — 512 instances — 1533
rules—512 rules — 1533
zone —48 zone — 128
Firewall zone-pair — 192 zone-pair — 512
rules — 4096 rules — 10k
user update servers — 32
IPS ips-categories — 20

rules — 500
Ha6opbi wudpos IKE (v1/v2), IPsec (esp/ah)

Authentication md5, shal, sha2-256, sha2-384, sha2-512

des, blowfish128, aes128, camellial28, aes128ctr (IKEv2 only), blowfish192,
Encryption aes192, camellial92, 3des, aes192ctr (IKEv2 only), blowfish256, aes256,
camellia256, aes256ctr (IKEv2 only)

Regular Groups: 1,2,5,14-18.

Modulo Prime Groups with Prime Order Subgroup: 22-24.
Diffie Hellman NIST Elliptic Curve Groups: 19-21, 25-26.

Brainpool Elliptic Curve Groups: 27-30.

Elliptic Curve 25519: 31
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TexHUueckre xapaKTepUCTUKHK (NPOAONKEHUE)

WLC-15 WLC-30

dusnueckne xapakTepPUCTUKMN M YCIOBUA OKpYXKatoLLeli cpeabl

RAM
Flash-namsatb

MakcrumanbHaa I'IOTp66l'l‘r'|EMaﬂ MOLHOCTb

MutaHue

MHTepBan paboynx Temnepatyp

MHTepBan TemnepaTypbl XpaHeHMA
OTHOCKTe/IbHaA BNAaXXHOCTb NPU SKCMayaTaLm
OTHOCKTEIbHAA BAaXHOCTb NPU XPaHEHNM
Fabaputbl (LU x B x I)

Macca

Cpok cnybbl

(DYH KUUOHaNbHbl€ BO3MO>XXHOCTHU

YnpasneHue TouKamu aoctyna
— Mopneprkka asTopusauun WPA/WPA2/WPA3' Personal
— Mopneprkka astopusauun WPA/WPA2/WPA3! Enterprise
— MopaepskKa OTKPLITOM ceTu ¢ wudposaHnem OWE'
—MNopaeprKKa NO0KanbHOrO cbopa aKKAyHTMHIa
nonb3osaTtenei’
— MNopaeprKKa BbIrPy3KM akKayHTUHIA Nonb3oBaTenem
Ha BHelwwHI1 RADIUS-cepsep
—MNoaneprKKa CTaHAaPTOB 6ECLOBHOIO POYMMUHIA
IEEE 802.11r/k/v
— WHTerpayms ¢ BHeWwHMMK nopTaiammu®
— ABTOMaTMYecKoe ynpas/eHne pecypcamu
pafnOoOKpPYKEHUA
— ABTopusauma T no ceptudmkaTam

MoppepMBaemble TOYKU A0CTYNA
— WEP-1L

— WEP-2L

— WEP-3L

— WEP-200L

— WEP-30L

— WEP-30L-Z

— WEP-3ax

— WEP-550K

— WEP-50L
—WOP-2L

— WOP-3L-EX
—WOP-20L
—WOP-30L

— WOP-30LI

— WOP-30LS
—WEP-2ac

— WEP-2ac Smart

476 DDR4
8 b eMMC
18 Bt 26 Bt
100-264 B AC,
50-60 Iy,
o1 0 go +40 °C ot -10 go +45 °C
oT -40 po +70 °C
He 6onee 80 %
ot10 4095 %
430 x 44 x 226 MM 430 x 40 x 225 mm
2,7 Kr 2,9 Kr

He meHee 15 net

—WOP-2ac
—WOP-2ac rev.B
—WOP-2acrev.C

KommyTauua

— 0o 4094 VLAN (802.1Q)

— Voice-VLAN

—Q-in-Q (802.1ad)

— MAC-based VLAN

— Bridge-nomeH

— LAG/LACP(802.3ad)

— Port-security, protected port
— Jumbo-Kkagpbl

KommyTtauua no metkam (MPLS)

— MNoppepKa npotokona LDP

—MNoaaepkka L2VPN VPWS

—Moppeprkka L2VPN VPLS Martini Mode, Kompella Mode
— Nopaeprkka L3VPN MP-BGP (Option A, B, C)

— L2VPN/L3VPN over GRE, DMVPN

— MNpo3payHasn nepesaya cnyxebHbIX NPOTOKO/IOB

MapuwpyTtusauma

BGP:

— CemeiictBo agpecos: IPv4, IPv6, VPNv4, L2VPN,
IPv4 label-unicast, Flow-spec

— [MBKasA BO3MOXKHOCTb YNpaB/ieHNs MapLUPYTHOM
MHbOopMaumeit no atpubyTam. MNoaaeprKka MexaHn3moB
Conditional Advertisement, Route Aggregation n Local-AS

— BblcoKaa macluTabupyemocTb 1 TMBKOCTb HACTPOMKM:
nogfep:Ka peer-group, dynamic neighbor, as-range u
Route-reflector

" WPA3 1 OWE noagep»aHbl Ha T[4, WEP-3ax, WEP-3L, WEP-30L, WEP-30L-Z, WEP-550K, WOP-30L, WOP-30LI, WOP-30LS.

2 Peanusauma GyHKUMIA B cregytowwmx sepcusx MO.

3 MposepeHa paborta c Eltex-NAICE, WNAM Netams, Cisco ISE.
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DYHKUMOHaAbHbIE BO3MOXHOCTH (MPOAOAKEHHUE)

— Fall over Ha ocHoBe npoTokona BFD u Fast Error Peer
Detection

— Graceful restart

— AyteHTudumKauma

— MnbKana peancTpubbloums ns/e npouecc BGP mapuipytos
LPYrnx NPOTOKO/108B

— B0O3MOXKHOCTb 3anycKka 4o 64 npoueccos 04HOBPEMEHHO

— ECMP

— MNopaeprKKa MapLUpyTU3aLLMmM Ha OCHOBE MOAUTUK

OSFP(v3):

— 30HbI pa3nnyHbix TMNoB: Normal, Stub, Totally stub,
NSSA, Totally NSS

— PaboTa B pasnunyHbIx TMNax ceTeit: Broadcast, NBMA,
Point-to-point, Point-to-multipoint,
Point-to-multipoint non-broadcast

— Cymmapu3auma u GunbTpaLma mapLupyTHOM
nHbopmaumnm

— AyteHTuduMKauma

— ECMP

— [MaccuBHbIN UHTEpPdEliC

— mbkasa peanctpubsblouma ns/s npouecc OSPF mapuipytos
APYTUX NPOTOKO/I0B

— BO3MOXKHOCTb 3anycKa 40 64 NpoLLeccoB 04HOBPEMEHHO

— MNoppeprKa npotokona BFD

— MexaHuam Auto cost calculation

— MNoapeprKka MapLLpyTU3aLMKM HA OCHOBE MONNTUK

IS-IS:

— PaboTa B pa3/iMyHbIX TMNax ceTel: Broadcast,
Point-to-point

— YcraHoBKa coceactsa L1-/L2-ypoBHelt

— Metric style: narrow, wide, transition

— AyteHTUdMKaumA

— ®dunbTpayma mapwpyTHOM MHPOPMaLmm

— Mbkasa peanctpmnbblouma ns/s npouecc I1S-IS maplipyTos
L,PYyrvx NPOTOKONOB

— B0o3MOKHOCTb 3anycka o 64 npoueccoB O4HOBPEMEHHO

— MNopaeprKKa mapLLpyTU3aLMmn Ha OCHOBE MONUTUK

RIP(ng):

— Pabota B perkumax (RIP only): Broadcast, Multicast,
Unicast

— Cymmapusauma u duabTpauma mapLpyTHOM
nHpopmauum

— YnpaBneHne MeTpMKON mapLupyTa

— AyteHTUdMKaumA

— [MaccuBHbIN UHTEpdelic

— Mbkasa peanctpmnbblouma ns/s npouecc RIP mapwpyTtos
LpYyrMx NPOTOKONOB

— MNopaeprKKka mapLupyTU3aLMmn Ha OCHOBE MOMUTUK

T AKTUBMPYETCA SINLLEH3ME.

Static:

— MNopaepKka npotokona BFD

— PeKypcuBHbIN NoucK

— YnpaBieHne MeTPUKOI MapLupyTa

— Bo3moxkHoCTb BblbOpa BapuaHTa yBeAOMAEHUA
oTnpaBuTeNto Npu 610KMpPOBKe TpaduKa

KauectBo 06cny:kusaHusa (QoS)

— [1o 8 NpMOPUTETHBIX UM B3BELLEHHbIX oYepeaei
Ha nopT

—L2- n L3-npnoputmnsauma tpadpuka (802.1p (CoS), DSCP,
IP Precedence (ToS))

— Uepapxmnueckuii QoS

—YnpasneHue ovyepeaamu: RED, GRED, SFQ, CBQ, WFQ,
WRR

— MapKU1poBKa Ha BXoAge U BbIXxoAe

— YnpaBneHue nonocoii nponyckaHusa (policing, shaping)

IPsec

— Pexxnmbl «policy-based» n «route-based»

— Pexxnmbl MHKancynaumm: tunnel u transport

— Buapl ayteHTUdUKaumu: pre-shared key, public key,
xauth (ikev1 only), eap (ikev2)

— Nopaeprkka mobike (ikev2 only)

—MNopaeprkka HabopoBs Katoyel ayTeHTUdUKaLMM ike
ikering

YnaneHHbit goctyn (Remote Access)

— BO3MOXKHOCTb yaaneHHoro 4octyna
K KoprnopaTtuBHoM ceTn no PPTP, L2TP over IPsec,
OpenVPN, WireGuard

— MNoaaepkka PPPOE-/PPTP-/L2TP-knneHTa

— AyteHTndUMKaLMa Nonb3oBaTenen

— lndpoBaHme coeanHeHUM

be3onacHocTb

— MNopaaeprKka cnnckos KoHTpona aoctyna (ACL) Ha 6a3e
L2-/L3-/L4-nonen

— Zone-based Firewall B 4Byx pexumax: stateful
U stateless. JlormposaHue cpabaTbliBaHWA NpaBun,
CYETUYMKHM

— ®unbTpauma No NPUNOKEHNAM

— 3awwmTa oT DoS-/DDoS-/Spoof-aTak 1 UX NorMpoBaHue

— Cuctema obHapyKeHUA 1 NPefoTBPALLEHUA BTOPKEHWUN
(IPS/IDS) 1 ux nornposaHue’

— CurHaTypHbIv aHanu3 nocpeactsom IPS B aByx
peXKMMaXx: aHa/IM3 TPAH3UTHOTO M 3ePKaIMPOBAHHOIO
Tpaduka'

— B3aumogelictame c Eltex Distribution Manager ans
NoNlyYeHUA NNLEH3UPYEMOTO KOHTEHTA — Habopbl
npaswua, npegocrtasnsaemble Kaspersky SafeStream I’

2 Ha6bopbl NpaBua NPeaoCcTaBAATCA Mo nognucke. MUHUMaNbHbIA CPOK AeCTBUA noanucku — 1 rog,
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DYHKUMOHaAbHbIE BO3MOXHOCTH (MPOAOAKEHHUE)

MOHUTOPUHT U ynpaB/ieHue Omka3oycmoiiyuenlili Knacmep:
—MoaaepKKa CTaHAAPTHLIX U pacwupeHHbix SNMP MIB, — pocToTa aAMUHUCTPUPOBAHUA U UHTErPaLMUN:
RMONv1 CUHXPOHM3aLUMA KOHPUTYpPaLMIA, BPEMEHW, BEPCUN,
— Zabbix agent/proxy nvueHsnit; Zero Touch Provisioning (ZTP)
— AyteHTUdMKaLUMA NoNb30BaTENEN MO JIOKa/IbHOM base — Pe3epBupoBaHMe BCEX COEAUHEHUI B K/1acTepe
cpeacteamm npotokonos RADIUS, TACACS+, LDAP — Pe3epBupoBaHMe MapLLPyTU3aTOPOB (B TEKYLLLE Bepcumn
— 3awmTa oT OWNHBOK KOHOUTYPUPOBAHMA, noAgeprKMBaeTca pesepBupoBaHme no cxeme «1 + 1»)

aBTOMaTMYECKOE BOCCTaHOB/IEHME KOHbUTypaLmm

— UnTepdeicol ynpasneHuma CLI

— Mopaeprkka Syslog

— MOHUTOpP MCNONb30BaHMA CUCTEMHbIX PECYPCOB

— Ping, monitor, traceroute (IPv4/IPv6), BbiBOA,
MHbOPMaLMM O MaKeTax B KOHCOU

— O6HoBneHue MO, 3arpy3Ka 1 BbIrpy3Ka KoOHPUrypauum no
TFTP, SCP, FTP, SFTP, HTTP(S)

CepBucbl

— DHCP-knueHT, cepsep
— DHCP Relay Option 82
— DNS resolver

—NTP

— TFTP-cepBep

— E1/multilink, mogembl

— Nopaepka NTP BRAS (IPoE)’
— Netflow v5/v9/v10 (akcnopT ctatncTnku URL — TepMurHaLma nonb3osaTeneit
ana HTTP, host ana HTTPS) — benble/yepHble cnmckn URL
— JlokanbHOEe ynpaB/ieHNe Yepes KOHCONbHbIN NopT — KBoTMpoBaHue no o6bEmy Tpaduka, No BpemeH!
RS-232 (RJ-45) CeCccumn, No CEeTEBLIM NMPUNOKEHUAM
— YnaneHHoe ynpasneHue, npotokosbl WEB, Telnet, SSH — HTTP/HTTPS Proxy
(IPv4/IPv6) — HTTP/HTTPS Redirect
— LLDP, LLDP MED — AKKayHTUHT ceccuit no npotokony Netflow
— JlokanbHOE 1 yaaneHHoe CoXpaHeHne KOHbUrypaLumi — B3aumogeiicteune ¢ cepsepamu AAA, PCRF
MapLUpyT13aTopa — YnpaBneHue Noaocol NponyckaHua no opucam
SLA 1 SSID, ceccuam nonbsoBaTeneﬁu
_ SLA-responder g Cisco-SLA-agent Ay_TeHTMd)VIKaLI,VIﬂ nonb3osatenei no MAC- unam
~ Eltex SLA: Pranpecam

— 3a4eprKKa (04HOCTOPOHHSAA/ABYCTOPOHHSASA)

— Jitter (npaAmoit/obpaTHbIi)

— MoTepa naketos (NpaAmas/obpaTtHan/nByCcTOPOHHASA)

— ObHapyKeHWe AybANpYIOLLMXCA NAKeToB

— ObHapyKeHne HapyLIeHUs Nocie0BaTeNbHOCTH
[OCTaBKM nakeTos (npamoe/obpaTHoe/ABYCTOPOHHEE)

Pe3epBupoBaHue 1 Knacrepusaums

—VRRP v2, v3

— Tracking Ha ocHoBaHUK VRRP- nnu SLA-Tecta

—YnpasneHue napameTtpamn VRRP

—YnpasneHune napametpamu PBR

— YnpaBneHue agMUHUCTPATUBHbBIM CTaTycoOM MHTepdeica

— AKTUBALMA 1 AeaKTMBaLMA CTaTMYECKOro MapLipyTa

— YnpasneHue atpmubytom AS-PATH u preference
B route-map

— DHCP failover gna pesepsuposaHus 6asbl IP-agpecos,
BblaaHbix DCHP-cepsepom

— Failover Firewall gns pesepsupoBaHus ceccuii Firewall n
NAT

— MultiwAN

— Dual-Homing

— CMHXpOoHM3auua cepTudmKaToB

— CuHxpoHusauma coctoaHmna WLC

T AKTMBMpPYETCA NNLEH3MEN.
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TunoBas cxema NpUMeEHEHUA B KOpﬂOpaTMBHOﬁ CeTn

WLC-15/WLC-30

a KommyTatop

Pr— a KommyTtatop
pocTtyna

Aoctyna

UHdbopmauma pna 3akasa

KoHTponnep 6ecnposogHoro aoctyna WLC-15, 4 x Ethernet 10/100/1000BASE-T,
WLC-15 2 x Ethernet 1000BASE-X SFP, 1 x Console (RJ-45), 1 x USB 2.0, 1 x Pazbem gns yctaHoBku HDD,
4 Tb DDR4 RAM, 8 I'b eMMC, 100-264 B AC

KoHTponnep 6ecnposoaHoro aoctyna WLC-30, 4 x Ethernet 10/100/1000BASE-T,

2 x 10GBASE-R SFP+/1000BASE-X, 1 x Console (RJ-45), 1 x USB 3.0, 1 x USB 2.0,

1 x Pasbem ans ycraHoBkm HDD, 1 x Cnot ansa microSD-kapTbl, 4 '6 DDR4 RAM, 8 I'b eMMC,
100-264 B AC

WLC-30

Caenatb 3aka3s O komnaHuum Eltex

Mpepnpuatne «3/ITEKC» — BeaylWwmnii POCCUNCKUIA pPa3paboTUmK M

Q ﬁ {é?} NpPoOu3BOAUTENb KOMMYHWKALMOHHOTO 060pyaoBaHuA ¢ 30-neTHei
+7 (383) 274 1001 eltex@eltex.ru eltex.ru ncropmeii. KOMNNEKCHOCTb peLleHnin U BO3MOXKHOCTb MX BeclioBHOMN
+7 (383) 274 48 48 MHTerpaumm B UHGPACTPYKTYpy 3aKasumKa — NPUOPUTETHOE HanpaBieHne

Pa3BUTUA KOMNAHUN.
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